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Introduction

This chapter includes the following topics:
= About NetBackup for Oracle

= NetBackup for Oracle features

About NetBackup for Oracle

NetBackup integrates the database backup and recovery capabilities of the Oracle
Recovery Manager (RMAN) with the backup and recovery management capabilities
of NetBackup.

Figure 1-1 shows the major components in a NetBackup configuration. The server
that hosts the Oracle database must be a NetBackup client. The primary server
must also have NetBackup for Oracle licensed.



Introduction
NetBackup for Oracle features

Figure 1-1 NetBackup for Oracle on a sample network
System containing Oracle System hosting the Oracle database
database Recovery Catalog
Oracle database NetBackup for Oracle supplies:
to back up or - NetBackup client for OIP
restore - Sample configuration program

- - Sample script files

- NetBackup /O library (libobk)
- bporaimp and bporaexp

Additional NetBackup software:
Oracle database software supplies: - NetBackup client (required)

— Oracle Recovery Manager (RMAN)

— Oracle Call Interface (OCI)

Network (TCP/IP)
NetBackup primary server or
remote media server - Storage unit
NetBackup software: >

— NetBackup primary server
— NetBackup media server

NetBackup for Oracle features

The following table shows the NetBackup for Oracle main features.

Table 1-1 NetBackup for Oracle features

Feature Description

Integration with NetBackup | RBAC allows the NetBackup administrator to delegate the management of Oracle
role-based access control | operations and of Oracle assets within NetBackup to specific DBAs, which decreases
(RBAC) the configuration burden for the NetBackup administrator.

See “RBAC roles for the Oracle administrator” on page 29.

14




Table 1-1
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NetBackup for Oracle features (continued)

Feature

Description

Oracle database
management

NetBackup automatically discovers Oracle databases in the environment. Manual
discovery can also be performed. When Oracle DBAs are assigned the Default Oracle
Administrator RBAC role, they can use NetBackup web Ul to manage Oracle assets
and their credentials. After databases are registered with credentials, an Oracle DBA
can create a policy to protect Oracle assets.

Oracle CMS credentials

NetBackup supports named credentials from both the internal and the external providers
for use with Oracle assets.

See “Oracle credential types in the NetBackup Credential management” on page 46.

Oracle Intelligent Policies

The Oracle Intelligent Policy (OIP) protects multiple Oracle databases and Data Guard
databases that are spread over multiple clients. You select databases for a policy from
a list of databases that are automatically discovered in the NetBackup environment. OIP
does not require you to know how RMAN functions or how to use scripts. The feature is
database-based and not scripting based.

Script-based policies

Script-based policies are available as an alternative to OIP. If you use the command-line
interface or scripts, you must use script-based Oracle policies. These policies use Oracle’s
Recovery Manager (RMAN) as if NetBackup were not present.

Scheduling facilities

NetBackup scheduling facilities on the primary server can be used to schedule automatic
and unattended Oracle backups.

This feature also lets you choose the times when these operations can occur. For example,
to prevent interference with normal daytime operations, you can schedule your database
backups to occur only at night.

Transparent Oracle and
regular file system backup
and restore operations

All backups and restores run simultaneously and transparently without any action from
the NetBackup administrator. The database administrator, administrator, or any authorized
user can run database backup and restore operations through NetBackup.

Centralized and networked
backup operations

From the NetBackup primary server, you can schedule database backups or start them
manually for any client or database. The Oracle databases can also reside on the hosts
that are different from the devices on which NetBackup stores the backups.

Recovery points

The web Ul provides recovery points from which you can easily create a clone from a
database or pluggable database. If instant access is configured, you can also create an
instant access database from a recovery point.

Compression

Compression increases backup performance over the network and reduces the size of
the backup image that NetBackup writes to the storage unit.

Multiplexed backups and
restores

NetBackup for Oracle lets you take advantage of NetBackup’s multiplexing capabilities.
Multiplexing directs multiple data streams to one backup device, thereby reducing the
time necessary to complete the operation.
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NetBackup for Oracle features

NetBackup for Oracle features (continued)

Feature

Description

Parallel backup and restore
operations

NetBackup for Oracle supports the parallel backup and restore RMAN capabilities. For
example, you can run more than one tape device at a time for a single Oracle backup or
restore. This capability reduces the time necessary to complete the operation.

Immediate backup

An Oracle DBA can perform an immediate backup of a database using the nboracmd
command. See the NetBackup Commands Guide for details.

Support for Container and
Pluggable databases

Oracle 12c introduced the container databases (CDB) and pluggable databases (PDB).
The Oracle Intelligent Policy is enhanced and allows a backup to include single or multiple
PDBs.

This feature also lets you select one or more Oracle 12c instances along with non-Oracle
12c instances in OIP.

Support for Oracle Real
Application Clusters (RAC)

The NetBackup web Ul provides full support for protection of Oracle Real Application
Clusters (RAC) with OIP and clients at version NetBackup 8.3 or later.

NetBackup can be set up to load balance the Oracle instances. Use this feature to
distribute the backup load across all of the instances and to exclude specific Oracle
instances from backups.

Support for Data Guard

NetBackup has full support for the primary and the standby databases that are members
of a Data Guard configuration. This feature enables a unified image cataloging system
across any type of intelligent policy that protects the Data Guard configuration. A primary
or a standby preference can also be configured in the policy.

See “Manage a Data Guard” on page 43.

Sharing the same storage
units that are used for other
file backups

You can share the same devices and media that are used for other backups or give
Oracle exclusive use of certain devices and media. NetBackup for Oracle can use the
Media Manager, disk, or Media Server Deduplication Pool (MSDP) storage units.

NetBackup Dedupe Direct
for Oracle

NetBackup Dedupe Direct for Oracle offers a lightweight plug-in for RMAN backups to
MSDP storage.

The Oracle database administrator can control the whole protection and life-cycle stages
without the NetBackup client. It also enables client-side deduplication to minimize network
traffic and improves overall backup speed.
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NetBackup for Oracle features (continued)

Feature

Description

Support on a NetBackup
appliance for backup to an
appliance share
(NetBackup Copilot for
Oracle)

Note: This feature requires a NetBackup appliance that runs software version 2.7.1 or
later.

Oracle Copilot enhances the Oracle Intelligent Policy by giving you options for protecting
an Oracle database using a share on a NetBackup appliance. This feature gives you
better control of backups when an Oracle database backup is placed in a database share
by the DBA. This feature also lets you choose a database share as the destination for
the first backup copy. The backup copy is a full set of database data file copies created,
incrementally updated, and protected by NetBackup. You must create a share on the
appliance for this option using the NetBackup Appliance Shell Menu.

Oracle backups only work on an NFS share on the NetBackup appliance.

For more information about how to set up the share, see “Creating a share from the
NetBackup Appliance Shell Menu” in the NetBackup 52xx and 5330 Appliance
Administrator’s Guide.

Delegate management of
RMAN catalogs

NetBackup lets you delegate permission and management of RMAN catalogs within
NetBackup, which can simplify how you manage credentials and configuration.

Support for Replication
Director

Replication Director can be used to create snapshots of the Oracle database. The
snapshots can then be replicated to other NetApp disk arrays or backup the snapshot
to a storage unit. To use Replication Director, the Oracle database must exist on a NetApp
NAS disk array. Replication Director is not supported on SAN storage at this time.

Oracle snapshot backups that use Replication Director are supported on UNIX and Linux
platforms only.

NetBackup APIs

The same functionality in the web Ul is also available with the NetBackup APIs.
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Installing NetBackup for
Oracle

This chapter includes the following topics:

= Planning the installation of NetBackup for Oracle

= Verifying the operating system and platform compatibility

s License for NetBackup for Oracle

= NetBackup server and client requirements for NetBackup for Oracle
= Requirements for using NetBackup for Oracle in a NetBackup cluster

= About linking Oracle RMAN with NetBackup for UNIX

Planning the installation of NetBackup for Oracle

To use the new features that are included in NetBackup for Oracle in NetBackup
11.0, upgrade your NetBackup for Oracle clients to NetBackup 11.0. The NetBackup
media server must use the same version as or a higher version than the NetBackup
for Oracle client.

Table 2-1 shows the installation steps that are required to run NetBackup for Oracle.

Table 2-1 Installation steps for NetBackup for Oracle
Step Action Description
Step 1 Verify the operating system and platform | See the NetBackup Compatibility Lists.
compatibility.
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Verifying the operating system and platform compatibility

Table 2-1 Installation steps for NetBackup for Oracle (continued)
Step Action Description
Step 2 Verify that primary server has a valid See “License for NetBackup for Oracle” on page 20.
license for NetBackup for Oracle and
any NetBackup options or add-ons that
you want to use.
Step 3 Install the NetBackup client software on | See “NetBackup server and client requirements for
the computers that have the databases | NetBackup for Oracle” on page 20.
that you want to back up. For an Oracle RAC cluster, you must install the client on all
instances of a RAC cluster.
Step 4 To use NetBackup for Oracle in a See “Requirements for using NetBackup for Oracle in a
NetBackup cluster, verify that your NetBackup cluster ” on page 21.
cluster environment is supported and
that the NetBackup cluster is configured
correctly.
Step 5 Link the Oracle database server See “About linking Oracle RMAN with NetBackup for UNIX”

software with the NetBackup AP library
installed by NetBackup for Oracle.

on page 21.

Verifying the operating system and platform
compatibility

Verify that the NetBackup for Oracle agent is supported on your operating system

or platform.

To verify operating system and compatibility

1 Go to the NetBackup compatibility list site.

http://www.netbackup.com/compatibility

2 Click on the following document:

Application/Database Agent Compatibility List

3 Forinformation on support for Snapshot Client, see the Snapshot Client section

in the following document:

Hardware and Cloud Storage Compatibility List (HCL).
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License for NetBackup for Oracle

The NetBackup for Oracle agent is installed with the NetBackup client software.
No separate installation is required. A valid license for the agent must exist on the
primary server.

More information is available on how to add licenses.
See the NetBackup Web Ul Administrator’s Guide.

For a NetBackup cluster, a valid license for NetBackup for Oracle must exist on
each node where NetBackup server resides.

NetBackup server and client requirements for
NetBackup for Oracle

Every NetBackup server includes the NetBackup client software by default.
Therefore, you can use NetBackup for Oracle on a NetBackup server or client (if
NetBackup for Oracle is supported on that platform).

Verify that the following requirements are met for the NetBackup server:

= The NetBackup server software is installed and operational on the NetBackup
server. The NetBackup server platform can be any that NetBackup supports.
See the NetBackup Installation Guide.

= One or more Oracle database instances must exist.

= Make sure that you configure any backup media that the storage unit uses.
The number of media volumes that are required depends on several things:
= The devices used
= The sizes of the databases that you want to back up
= The amount of data that you want to archive
= The size of your backups

= The frequency of backups or archives
See the NetBackup Administrator’s Guide, Volume I.

» Verify that the NetBackup client software is installed on the computer that has
the databases you want to back up.
For a Oracle RAC cluster that is used in backups, all nodes must run the
NetBackup client and the same NetBackup version. For Oracle RAC OIP, the
clients must have NetBackup 8.3 or later.
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If the database is clustered, you must use the same version of NetBackup on
each node in the cluster.

See “License for NetBackup for Oracle” on page 20.

Requirements for using NetBackup for Oracle in
a NetBackup cluster

If you plan to use NetBackup for Oracle on a NetBackup server configured in a
NetBackup cluster, verify the following requirements:

= NetBackup supports your cluster environment.
See the Software Compatibility List (SCL).

= The NetBackup server software is installed and configured to work in a
NetBackup cluster.
See the NetBackup Installation Guide.
See the NetBackup Clustered Primary Server Administrator's Guide.

= The NetBackup client software is installed and operational on each node to
which NetBackup can failover.

= A valid license for NetBackup for Oracle must exist on each node where
NetBackup server resides.

About linking Oracle RMAN with NetBackup for

UNIX

Before writing to a storage unit, link the Oracle database server software with the

NetBackup API library installed by NetBackup for Oracle. Oracle uses this library

when it needs to write to or read from the devices that NetBackup media manager
supports.

To link your Oracle software with the NetBackup API library, use one of the following
methods:

» (Recommended) Use the SBT_LIBRARY parameter in the PARMS section of
the allocate channel in the RMAN script. In the run block of the RMAN script,
modify the ALLOCATE statement so that the SBT_LIBRARY parameter points
to the NetBackup API library. For example:

ALLOCATE CHANNEL CHOO TYPE 'SBT TAPE' PARMS 'SBT LIBRARY=
/usr/openv/netbackup/bin/libobk.so64.1"';

= Use the linking script that NetBackup provides.
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= Create the links manually.

The linking process differs depending on your hardware platform, your Oracle
database server release level, and your OS level. This topic does not address all
the supported combinations, but it specifies OS level differences.

The default location for the NetBackup API library is /usr/openv/netbackup/bin.
The name of the NetBackup API library differs depending on your platform.

Table 2-2 lists the library names for the supported platforms.

Table 2-2 NetBackup API libraries
Platform Oracle Library name
AIX 64-bit libobk.a64
HP Itanium 64-bit libobk.so
Linux x86 64-bit libobk.s064
IBM pSeries 64-bit libobk.so
IBM zSeries 64-bit libobk.so
Solaris (SPARC) 64-bit libobk.s0.64.1
Solaris (x86) 64-bit libobk.so.1

Verifying environment variables and shutting down Oracle

The following procedure describes how to correctly define your environment variables
and how to shut down the Oracle database instances.

To verify environment variables and shutdown Oracle database instances
1 Make sure that your Oracle environment variables are defined.

Define the variables as follows:
ORACLE HOME The directory path to the Oracle software location.

ORACLE SID The name of the Oracle database instance.

2 Become the Oracle user.

su - oracle
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Determine if you need to link or re-link the library with NetBackup.
See “Linking Oracle RMAN with NetBackup on UNIX platforms” on page 23.

If this installation is an upgrade and the SBT_LIBRARY parameter is not in
use, restart the Oracle database instance.

See “Bringing the database instance offline on Windows” on page 122.

See “Bringing the database instance online on Windows” on page 123.

Linking Oracle RMAN with NetBackup on UNIX platforms

The procedures in this topic show how to link RMAN with NetBackup. The automatic
method is preferred. Use the manual method only if the link script fails or if you
receive Oracle messages to indicate that manual linking is required.

Link the library with NetBackup when you license NetBackup for Oracle for the first
time.

For more information about what Oracle database release that NetBackup for Oracle
supports, review the Application/Database Agent Compatibility List.

To automatically link Oracle RMAN with NetBackup

1

2

Run the oracle 1ink script thatis located in /usr/openv/netbackup/bin/.

This script determines the Oracle version level and then links Oracle with the
NetBackup API library. This script writes output to /tmp/make_trace.<pid>. To
change the trace file location, change the MAKE_TRACE variable in the
oracle link script.

If this installation is an upgrade, restart the Oracle database instance.

To manually link Oracle RMAN with NetBackup, follow the instructions in one of
the platform-specific sub-topics:

See “Manually linking AIX (64-bit)” on page 24.

See “Manually linking HP Itanium (64-bit)” on page 24.
See “Manually linking Linux x86 (64-bit)” on page 25.

See “Manually linking IBM pSeries or zSeries” on page 26.
See “Manually linking Solaris x86 (64-bit)” on page 27.
See “Manually linking Solaris SPARC (64-bit)” on page 27.
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Manually linking AIX (64-bit)
To manually link AIX (64-bit)

1

Type the following cd command to change directories:

cd $ORACLE _HOME/lib

Type the following 1s command to determine whether the Oracle library exists:

ls -1 libobk.*

(Conditional) Use the mv command to move the Oracle library to an alternate
location.

Perform this step if the output from step 2 shows that 1ibobk. a exists.

For example:

mv libobk.a libobk.a.orig

Type the following 1n command to create a new link:

1n -s /usr/openv/netbackup/bin/libobk.a64 libobk.a

If you run into problems and cannot re-link Oracle with the NetBackup API
library, you can rollback what you have done. Enter the following:

cd $ORACLE7HOME/lib64
mv libobk.so.orig libobk.so

Manually linking HP Itanium (64-bit)
To manually link HP Itanium (64-bit)

1

2

Type the following cd command to change directories:

cd $ORACLE _HOME/lib

Type the following 1s command to determine whether the Oracle library exists:

ls -1 libobk.so
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(Conditional) Use the mv command to move the Oracle library to an alternate
location.

Perform this step if the output from step 2 shows that 1ibobk. so.

For example:

mv libobk.so libobk.so.orig

Type the following 1n command to create new links:

1n -s /usr/openv/netbackup/bin/libobk.so libobk.so

If you run into problems and cannot re-link Oracle with the NetBackup API
library, you can rollback what you have done. Enter the following:

cd $ORACLE7HOME/lib64
mv libobk.so.orig libobk.so

Manually linking Linux x86 (64-bit)
To manually Linux x86 (64-bit)

1

Type the following cd command to change directories:

cd $ORACLE_HOME/lib

Type the following 1s command to determine whether the Oracle library exists:

ls -1 libobk.so

(Conditional) Use the mv command to move the Oracle library to an alternate
location.

Perform this step if the output from step 2 shows that 1ibobk. so is present.

For example:

mv libobk.so libobk.so.orig
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Type the following 1n command to create a new link:

1n -s /usr/openv/netbackup/bin/libobk.so64 libobk.so

If you run into problems and cannot re-link Oracle with the NetBackup API
library, you can rollback what you have done. Enter the following:

cd $ORACLE_HOME/ 1libo64
mv libobk.so.orig libobk.so

Manually linking IBM pSeries or zSeries

To link manually IBM pSeries or zSeries

1

Type the following cd command to change directories:

cd $ORACLE_HOME/lib

Type the following 1s command to determine whether the Oracle library exists:

1ls -1 libobk.so

(Conditional) Use the mv command to move the Oracle library to an alternate
location.

Perform this step if the output from step 2 shows that 1ibobk. so is present.

For example:

mv libobk.so libobk.so.orig

Type the following 1n command to create a new link:

1n -s /usr/openv/netbackup/bin/libobk.so libobk.so

If you run into problems and cannot re-link Oracle with the NetBackup API
library, you can rollback what you have done. Enter the following:

cd $ORACLE HOME/1libé64
mv libobk.so.orig libobk.so

26



Installing NetBackup for Oracle | 27
About linking Oracle RMAN with NetBackup for UNIX

Manually linking Solaris x86 (64-bit)
To manually link Solaris x86 (64-bit)

1 Type the following ca command to change directories:

cd $ORACLE _HOME/lib

2 Type the following 1s command to determine whether the Oracle library exists:

1s -1 libobk.so

3 Use the mv command to move the Oracle library to an alternate location. Perform
this step if the output from step 2 shows that 1ibobk.so is present.

For example:

mv libobk.so libobk.so.orig

4  Type the following 1n command to create a new link:

1n -s /usr/openv/netbackup/bin/libobk.so.1l libobk.so

5 If you run into problems and cannot re-link Oracle with the NetBackup API
library, you can rollback what you have done. Enter the following:

cd $ORACLE7HOME /1ib64
mv libobk.so.orig libobk.so

Manually linking Solaris SPARC (64-bit)
To manually link Solaris (64-bit)

1 Type the following ca command to change directories:

cd $ORACLE_HOME/lib

2 Type the following 1s command to determine whether the Oracle library exists:

ls -1 libobk.so
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(Conditional) Use the mv command to move the Oracle library to an alternate
location.

Perform this step if the output from step 2 shows that 1ibobk. so is present.

For example:

mv libobk.so libobk.so.orig

Type the following 1n command to create a new link:

1n -s /usr/openv/netbackup/bin/libobk.so64.1 libobk.so

If you run into problems and cannot re-link Oracle with the NetBackup API
library, you can rollback what you have done. Enter the following:

cd $ORACLE7HOME/lib64
mv libobk.so.orig libobk.so
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Configuring RBAC for the
Oracle administrator

This chapter includes the following topics:

s RBAC roles for the Oracle administrator

RBAC roles for the Oracle administrator

To protect and restore Oracle assets, workload administrators must have
permissions to access those assets, and to assign credentials to those assets. The
RBAC role named Default Oracle Administrator provides the permissions that an
Oracle administrator needs. These permissions include all Oracle assets, credentials,
storage, and other applicable permissions. Or, that user must have the equivalent
permissions in a custom RBAC role.

In addition, you may need other custom roles to give additional access to your
Oracle administrators. For example, you may need a role that gives specific
privileges to clone a source Oracle database or a pluggable database. This way
the user doesn't have access to all the available Oracle backup and recovery
operations.

For some environments, you may want to limit the permissions that some RBAC
roles have for specific Oracle assets. You can apply specific permissions to the
following types of Oracle assets: databases, RMAN catalogs, and Oracle credentials.

See “Create a custom RBAC role for Oracle cloning” on page 128.

Note the following requirements for creating roles and credentials:

= To create an RBAC role, you must have the RBAC Administrator role or the
permissions to create roles.
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= To create a credential, you must have the Default Oracle Administrator role
or a similar role that has permissions to create credentials. The Default Oracle
Administrator can manage all credentials.

= Contact your NetBackup administrator for assistance with creating roles and
credentials.

For information on the RBAC permissions and default roles, see the NetBackup
API documentation at http://sort.veritas.com/.
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Managing Oracle
discovery and databases

This chapter includes the following topics:
= About Oracle discovery

= Managing Oracle databases

= Managing RMAN catalogs

= Manage a Data Guard

About Oracle discovery

In the NetBackup web Ul, the Databases tab in the Workloads > Oracle node
contains the databases that NetBackup discovers and any databases that are added

manually.

The NetBackup Discovery Service (nbdisco) discovers Oracle database instances
throughout the NetBackup environment and collects the databases in a database
repository. The user can access this repository with the NetBackup web Ul, the

nboracmd command, or the NetBackup APls.

The Discovery Service reports to the primary server when it finds databases. It polls
the clients upon NetBackup installation and periodically after installation (every 8
hours). By default, this service is enabled to report databases. You can also
configure discovery of clients. The polling interval can be configured with the setting
ORACLE_ASSET_ INTERVAL on the primary server. On a periodic basis as a part of
standard image cleanup activities, NetBackup removes any unregistered databases

that were discovered more than 30 days ago.

See “Configure discovery of Oracle clients” on page 33.
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See the NetBackup Administrator's Guide, Volume I.

The NetBackup Discovery Service searches for databases in different areas where
Oracle is installed. The following areas are where the Discovery Service searches:

= Non-RAC databases are discovered by searching the oratab file on UNIX and
from the registry on Windows.

= NetBackup looks for the Oracle health check files that are found in the Oracle
home. These are not cleaned up when a database is deleted. You may need
to delete them manually otherwise NetBackup can continue to find the databases
that are deleted.

» Oracle RAC databases are discovered when NetBackup queries the Oracle
Cluster Ready Services (CRS) using the Oracle Clusterware high availability
API.

Oracle RAC in the web Ul does not support upgrades from legacy script-based
policies. Also, there is no web Ul support for the configurations that are created
using Appendix A: Deduplication best practices or Appendix B: Snapshot Client
support of SFRAC.

To allow the NetBackup web Ul to discover a RAC instance or cluster:

= Remove the Oracle RAC from any configuration that is setup using Appendix
A: Deduplication best practices or Appendix B: Snapshot Client support of
SFRAC.

= Remove any Oracle RAC from any existing OIP policies.

Note: When an Oracle RAC database is discovered, that database does not have
a Database ID. A Database ID is required to manually add additional RAC instances
to the database. You must register the RAC database and provide a Database ID
before adding additional instances.

See “Register credentials for an Oracle database or RMAN catalog ” on page 50.

See “Manually add a database” on page 38.

Viewing the Oracle repository

You can view a complete list of all the Oracle databases that have been discovered
in the NetBackup environment. In the web Ul, click Workloads > Oracle. The
following information is available:

» Databases
See “View and edit Oracle database details” on page 35.

= Pluggable databases
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On this tab, the PpBS$SEED is not visible. You can search the pluggable database
list to view any of the ppBSSEED pluggable databases.

After an upgrade, be sure to run “Complete discovery” to make the PDB
databases visible. Or, run an OIP backup. See the following tech note for details.

http://www.veritas.com/docs/100061222
See “View and edit Oracle database details” on page 35.

= RMAN catalogs
= Data Guard

» Instant access databases
See “View the livemount details of an instant access mount” on page 166.

Configure discovery of Oracle clients

By default, this service is enabled to report instances. However, you can use the
REPORT CLIENT DISCOVERIES client configuration entry to shut down or restart the
service on a particular client. By default, REPORT CLIENT DISCOVERIES is not present
in the Windows registry or the UNIX bp. conf file.

To change the default setting, use bpsetconfig to add or change the entry:
= In the Windows registry.

s Inthe /usr/openv/netbackup/bp.conf file on UNIX.

Use the following format: REPORT CLIENT DISCOVERIES = TRUE | FALSE

Set REPORT CLIENT DISCOVERIES to FALSE to shut down the discovery service.
The service shuts down within 10 minutes and remains down on the client. To turn
on the discovery service on that client, set REPORT CLIENT DISCOVERIES t0 TRUE
or remove the entire entry. Then run bp.start_all on the client to restart the
service.

To set this value on a client remotely, run the following command from the primary
server:

echo REPORT_CLIENT DISCOVERIES=FALSE | bpsetconfig -h clientname

Manually discover databases

You can manually start the NetBackup discovery process if you want to immediately
discover databases in the environment.
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To manually discover databases

1
2
3

4

On the left, click Workloads > Oracle and then click the Databases tab.
Click Discover.

Indicate the hosts for which you want to perform the discovery.

= In the Hosts box type one or more host names, separated by commas.
= Select one or more host names from the list.

» For NetBackup 8.1 and earlier clients, the host name does not automatically
appear in the list. However, you can enter the host name and click Discover
to discover that back-level host.

Click Discover.

Manually discover pluggable databases

You can manually start the NetBackup discovery process if you want to immediately
discover pluggable databases for a specific Oracle host.

To manually discover pluggable databases

A WO DN

On the left, click Workloads > Oracle and then click the Databases tab.
Select the database that is associated with pluggable database.
Click Actions > Discover pluggable database.

After discovery completes, click Close.

Managing Oracle databases

All databases that you want backed up as part of an Oracle Intelligent Policy must
be registered with credentials. You can apply a credential to one or more databases.
The Oracle database user is required to have a certain level of credentials. It is
recommended that the Oracle database user have syssackup privileges to limit
NetBackup's exposure to your database. The Oracle database user can also have
sysDBA privileges (based on the version of Oracle).

You can view and manage Oracle databases in NetBackup as follows:

See “View and edit Oracle database details” on page 35.
See “Manually discover databases” on page 33.
See “Activate or deactivate a database” on page 37.

See “Remove a database or pluggable database” on page 37.
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View and edit Oracle database details

NetBackup provides the capability to view the details for Oracle databases and
pluggable databases.

NetBackup discovers pluggable databases when you validate the credentials for
the database. Or, to manually discover the databases, click Discover pluggable
databases. NetBackup clients at version 10.3 or later are automatically discovered
the next time a backup runs. If you do not click “Complete discovery” following a
primary server upgrade, you are prevented from browsing for pluggable databases
to add to them to existing or to new policies. This behavior does not affect the
databases in any existing policies or any current backups.

Oracle and NetBackup administrators can select a database and review the following
information about a database or pluggable database:

= Protection. List the policies that protect the database.

= (Databases tab) Instances. Lists any instances that are associated with the
database.

= (Databases tab) Pluggable databases. Lists any pluggable databases that are
associated with the database. The PDB seed name appears in this table.

= Recovery points. Lists the recovery points that are available for the database.
From a recovery point you can clone a database and configure an instant access
mount.

= Restore activity. Displays any restore jobs that are currently running.

» Instant access databases. The instant access databases that are configured
for this database.

= Permissions. Any RBAC roles that are applied to the database.

View the details of an Oracle database
To view the details of an Oracle database
1 On the left, click Workloads > Oracle. Then click the Databases tab.

2 Click on the database that you want to view.
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View the details of an Oracle pluggable database

To view the details of a pluggable database

1

On the left, click Workloads > Oracle. Then click the Pluggable databases
tab.

Click on the database that you want to view.

On the Pluggable databases tab, the ppB$SEED is not visible. You can search
the pluggable database list to view any of the ppB$sSEED pluggable databases.
Alternatively, select Workloads > Oracle > Database and then select a
container database to locate the pluggable database in the list.

Edit the details of an Oracle database

You can edit the details for an Oracle database. The web Ul only displays the
properties that apply to the particular database type.

To edit the details of an Oracle database

1
2
3

4

On the left, click Workloads > Oracle. Then click the Databases tab.
Locate the database that you want to edit and click Actions > Edit.

For RAC and Single Node RAC, enter the load balance and Oracle wallet
information. For a Single instance database, enter the TNS name and Oracle
wallet information.

When you are done with the changes, click Save.

Associate an RMAN catalog with a database

After you add an RMAN catalog to NetBackup, you can then associate databases
with that RMAN catalog.

To associate an RMAN catalog with a database

1

a h~h WODN

On the left, click Workloads > Oracle.
Select one or more databases.

Click Actions > Manage RMAN catalog.
Click Select RMAN catalog.

Select the RMAN catalog that you want to associate with the selected
databases.

Click Confirm.
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Remove an RMAN catalog from a database

You can remove the associated RMAN catalog from a database. Note that if you
remove this association, backups are no longer recorded in the RMAN catalog.

To remove an RMAN catalog from a database

On the left, click Workloads > Oracle.

Select one or more databases.

Click Actions > Manage RMAN catalog.

Click Remove RMAN catalog from databases.

Click Confirm.

a b~ WODN

Activate or deactivate a database

You can make a database inactive in NetBackup so it is excluded from a backup.
For example, if the database is under maintenance.

To deactivate a database
1 Onthe left, click Workloads > Oracle and then click the Databases tab.
2 Locate the database that you want to deactivate.

3 Click Actions > Deactivate > Deactivate.

To activate a database
1 Onthe left, click Workloads > Oracle and then click the Databases tab.
2 Locate the database that you want to deactivate.

3 Click Actions > Activate > Activate.

Remove a database or pluggable database

You can remove an Oracle database from NetBackup. This database may be one
that you added manually to NetBackup. Or, you can immediately remove a database
without waiting for the automatic cleanup process to run. For example, a database
that was uninstalled in the Oracle environment.

To remove a database
1 If necessary remove the Oracle database from any policies or protection plans.

2 On the left, click Workloads > Oracle and then click the Databases tab.
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Select the database that you want to remove.

Click Remove > Remove.

To remove an Oracle pluggable database

1

On the left, click Workloads > Oracle. Then click the Pluggable databases
tab.

Select the database.

Click Remove > Remove.

Manually add a database

Newly discovered Oracle databases on clients are automatically added to the
NetBackup database. However, you may not want to wait for the discovery service
to discover a new database. In this case you can add a database.

To manually add a database

1
2
3

0 N o O

On the left, click Workloads > Oracle and then click Databases.
Click Add.

For the Database type, select from the following options.

= To add a RAC database, select RAC.

= To add a RAC One Node database, select RAC One Node.

= To add a single instance database, select Single Instance.

To register Oracle Wallet credentials with a database, additional fields are
required when you add the database.

RAC. The configuration must include the Oracle Wallet path.
RAC One Node. The configuration must include the Oracle Wallet path.

Single instance database. The configuration must include the TNS name (the
Net service name or TNS alias) and the Oracle Wallet path.

See “Configure an Oracle Wallet with RAC within NetBackup” on page 51.
Enter all the other required information for the database.

Click Next.

Enter all the required information for the Oracle instance and click Next.

(Conditional) For the database types RAC or RAC One Node, add any
additional instances.
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Add any RBAC roles that you want to have access to the database. Then click
Next.

To associate the database with an RMAN catalog, select Select the RMAN
catalog to be associated with the database. Then select the RMAN catalog
from the list.

Choose from the following options.

as To add the database without credentials, click Finish. The credentials can
be added at a later time.

= To register the database with a credential, continue with step 12.
Click Manage credentials and follow the prompts.
More information is available on the credential types for Oracle.

See “Oracle credential types in the NetBackup Credential management”
on page 46.

Manually add an Oracle instance

Newly discovered Oracle instances on clients are automatically added to the
NetBackup database. However, you may not want to wait for the discovery service
to discover a new instance. In this case you can add an instance manually.

The following procedure applies to both single instance databases that don't have
an instance and to RAC databases.

To manually add an instance

1

2
3
4

On the left, click Workloads > Oracle.

Click the Databases tab.

Click the database that is associated with the instance.
Click Add.

This action is available for any single instance databases that don't have an
instance and for RAC databases. For RAC databases you can add multiple
instances.

Enter the required information for the instance.
See “Edit Oracle instance details” on page 40.

Click Save to add the instance.
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Edit Oracle instance details

For an Oracle instance that was discovered or added to NetBackup, you can edit
the instance details.

To edit the instance details

On the left, click Workloads > Oracle and then click the Databases tab.
Click the database that is associated with the instance that you want to edit.
Select the instance that you want to edit and click Edit.

Enter the required information for the instance.

a b~ WODN

(Optional) Enter the Override TNS admin path if you need to override the
default network administration directory on the client system. Enter the fully
qualified path for the network administration directory on this host.

6 Click Save.

Copy a RAC instance

When you copy the details of a RAC instance, NetBackup pre-populates the instance
information, which you can then edit to create a new instance.

To copy a RAC instance

On the left, click Workloads > Oracle and then click the Databases tab.
Click the database that is associated with the instance that you want to copy.
Select the instance and click Copy.

Edit the information for the new instance that you want to create.
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(Optional) Enter the Override TNS admin path if you need to override the
default network administration directory on the client system. Enter the fully
qualified path for the network administration directory on this host.

6 Click Finish.

Remove an Oracle instance

You can remove an Oracle instance from NetBackup. This instance may be one
that you added manually to NetBackup. Or, you can immediately remove an instance
without waiting for the automatic cleanup process to run. For example, an instance
that was uninstalled in the Oracle environment. Note that if a database still exists
in the Oracle environment, then NetBackup discovers the instance again during
the next discovery.
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To remove an Oracle instance

N

3
4

On the left, click Workloads > Oracle and then click the Databases tab.
Click the database that is associated with the instance.
Select the instance that you want to remove.

Click Remove.

Load balance Oracle RAC instances

NetBackup can be set up to load balance the instances that makeup the Oracle
RAC. Use this feature to distribute the backup load across all of the instances and
to exclude any Oracle RAC instances from the backup.

To load balance Oracle RAC instances

1
2

On the left, click Workloads > Oracle. Then click the Databases tab.

You can load balance instances from the Databases tab or from the Instances
tab in the database details.

s Locate and select the database, then click Actions > Load balance.

a Click on the database name, then click the Instances tab. Click Load
balance.

In the list Select number of instances to load balance, select the number
of instances to include for load balancing.

If you select All, all instances in the Oracle RAC are available for load balancing.

In the table, select the instance or instances that you want to move up or down
in priority.

Click Move up or Move down to move the instances.
Click Move to top to move the instance or instances to the top of the list.

Click Move to bottom to move the instance or instances to the bottom of the
list.

(Optional) If you select Exclude from backup, that instance moves to the table
The RAC instances excluded from backup table. NetBackup does not use
this instance when backup operations are performed.

Click Save.
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Managing RMAN catalogs

NetBackup lets you associate an RMAN catalog with one or more databases in
your Oracle environment. Adding an RMAN catalog then provides the benefit of
recording backups and backup metadata in the RMAN Catalog. For Data Guard
environments, Oracle requires that you use an RMAN catalog so you must add the
catalog for Data Guard databases.

Add an RMAN catalog

After you add an RMAN catalog to NetBackup, you can then associate databases
with that RMAN catalog.

See “Register credentials for an Oracle database or RMAN catalog ” on page 50.
To add an RMAN catalog

On the left, click Workloads > Oracle and then click the RMAN catalogs tab.
Click Add.

Enter the required details for the RMAN catalog.

Click Next.

Add any RBAC roles that you want to have access to the RMAN catalog.
Click Next and follow the prompts.

Click Finish.
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Edit an RMAN catalog

You can edit the TNS name for an RMAN catalog. The catalog name cannot be
edited. If the catalog name has changed, you must remove and re-add the catalog.

To edit an RMAN catalog

On the left, click Workloads > Oracle and then click the RMAN catalogs tab.
Select the RMAN catalog.

Click Edit.

Review and edit the TNS name, if necessary.

Click Save.
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Remove an RMAN catalog

To remove an RMAN catalog

1 On the left, click Workloads > Oracle and then click the RMAN catalogs tab.
2 Select the RMAN catalog.

3 Click Remove > Confirm.

Manage a Data Guard

A Data Guard configuration in NetBackup consists of a Data Guard object with the
attributes of a Data Guard name, a database name, and a database ID.
View Data Guard details

You can view the list of RAC databases or single instance databases that are
associated with a Data Guard configuration.

To view Data Guard details
1 On the left, click Workloads > Oracle and then click the Data Guard tab.
2 Click on the Data Guard name.

The Databases tab contains the details of the databases that are associated
with the Data Guard. The Permissions tab indicates any RBAC roles or
permissions that are associated with t