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Introducing Bare Metal
Restore

This chapter includes the following topics:
= About Bare Metal Restore

= Server DR protection using BMR

= BMR protection phase diagram

= UEFI-GPT support in BMR

About Bare Metal Restore

NetBackup Bare Metal Restore (BMR) is the server recovery option of NetBackup.
BMR automates and streamlines the server recovery process, making it unnecessary
to reinstall operating systems or configure hardware manually. You can restore
servers without extensive training or tedious administration.

BMR restores the operating system, the system configuration, and all the system
files and the data files with the following steps:

= Run a single command or a single mouse click from the NetBackup master
server.

= Reboot the client to get client recover automatically.
Separate system backups or reinstallations are not required.

Table 1-1 shows the components of a BMR protection domain.
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Table 1-1 BMR components

Component

Description

NetBackup and BMR master
server

The NetBackup master server that manages backups and
restores of the protected client systems. A NetBackup master
server also hosts the BMR master server then manages BMR
operations.

NetBackup media servers

NetBackup media servers control storage devices on which
the client files are stored.

BMR boot servers

Boot servers provide the environment that is required to
rebuild a protected client, including system recovery and
critical resources such as shared resource trees (SRTs).
Shared resource trees contain the software that is used to
rebuild the protected system so that NetBackup can restore
the original files. The software includes the operating system
software and the NetBackup client software.

Clients

Clients are the systems backed up by NetBackup and
protected by BMR. A client may also be a server for other
applications or data, a NetBackup media server, or a BMR
boot server.

Depending on your environment, the server components can be located on the
same computer, on separate computers, or on a combination of computers.

Figure 11 Example of BMR protection domain

) . NetBackup and BMR Master Server
Client A (Solaris)

Client D
(AIX)

N %

BMR boot server
(Windows) for clients B
and E

erver)

BMR boot server ' :
NetBack d
. (Solaris) for client A | Dﬂ eisacklp media server

BMR boot server v g/l\ilgn(; E )
(HP-UX) for client C V indows

for client D

Client B (Windows v Client C (HP-UX) BMR boot server (AIX)
S Z_
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Server DR protection using BMR

The process of Protecting servers from disaster using BMR occurs in three phases.
These phases are

BMR Enabled backup

NetBackup backup policy needs to be BMR-enabled so that during client backup,
client system skeleton information is backed up which is required to recover
client when DR is intended. This system skeleton info comprises OS details,
disk information, volume details, file system information and network information.
For details about BMR Backup process, refer chapter Protecting clients.

Recovery Pre-requisites

Setting of restore prerequisite can be done any time prior to DR of client is
intended. It is recommended to have this prerequisite little prior to avoid any
delay in recovery. During this phase, recovery critical software i.e., share
resource tree needs to be prepared on BMR Boot server. This SRT forms a
staging environment to do client recovery. Single SRT can be used to recover
clients belonging to same operating system family. For details about recovery
pre-requisites, refer chapter Setting up restore environments.

Client Recovery

This is the actual client recovery phase, where client computer boots into
recovery environment. The client needs to be prepared for recovery by running
single command line or single click. BMR supports two recovery methods:
Network-based boot and Media-based boot. For details about client recovery
process, refer chapter Restoring clients. BMR can also be leveraged in
NetBackup’s Auto Image Replication setup to recover primary domain host into
DR Domain.

For details See “BMR client recovery to other NetBackup Domain using Auto
Image Replication” on page 273.

BMR protection phase diagram

Following diagram provides an overview of the BMR process from backup till restore.

13
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UEFI-GPT support in BMR

_______
Steps to enable BMR protection for elient BMR recovery steps
Install boot
server
Configure BMR g software
master server &
=i g N/ _
b Optional,
o if media
Configure backup o Create SRT boot is
policy with EMR iy intended
enabled E < %
D
]
'*_1 ],; g
E Add ?uﬁw_arn or Create boot media
Take Initial cliant & device drivers
full backup 3 !

Run “Frepars
to restore”

A4

Boot client over
Network/media
forrecovery

BMR restore

For more illustration about downloading Microsoft ADK and creating SRT on an
offline boot server, refer Create SRT on online and offline boot server diagram.See
“Creating SRT on an offline boot server or host ” on page 45.

UEFI-GPT support in BMR

Table 1-2 provides information about UEFI-GPT support in BMR for Linux and
Windows operating system.
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Table 1-2 Proliferation support for UEFI-GPT in BMR
Operating Proliferation Support
System

Red Hat Enterprise
Linux 7.x, 8.x

NetBackup BMR supports the GUID Partition Table (GPT) disk types
and the Dissimilar Disk Restore (DDR) functionality similar to the BIOS
clients. The supported BMR features on UEFI machine are Self-restore,
DDR, and Dissimilar System Recovery (DSR). Dissimilar System
Restore support is extended to UEFI clients. For details refer the tech
note.

https://www.veritas.com/support/en_US/article.000034868

The newly created Shared Resource Tree can be used to boot BIOS
as well as UEFI machines. In addition the VFAT file system is also
supported.

Note: The support for Linux multi-devices is limited and BMR may not
restore the exactly some configurations.

Windows

s For UEFI, and Legacy BIOS booted machines, NetBackup BMR
supports self-restore, Dissimilar Disk Restore (DDR), and Dissimilar
System Recovery (DSR) for both Legacy MBR and GUID Partition
Table (GPT) disk types.

» For UEFI systems and BIOS system having GPT disks, NetBackup
BMR doesn't support Direct virtual machine (VM) creation (Physical
to Virtual).

The newly created Shared Resource Tree can be used to boot BIOS
as well as UEFI machines. In addition the FAT32 file system is also

supported.
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Configuring BMR

This chapter includes the following topics:

= About installing BMR software

= Prerequisites for Configuring BMR Servers
= Configuring BMR Servers

» Deactivating BMR servers

About installing BMR software

Bare Metal Restore includes the following software components:

» A master server that controls the operation of BMR. BMR master server should
be configured after the installation of NetBackup master server.

= Boot Servers that manage and provide the resources that are used to rebuild
systems. In BMR, Boot Server is bundled with NetBackup client and is installed
along with NetBackup client. BMR boot server should be registered with BMR
Master Server after the installation of NetBackup client.

= Client software that is installed when the NetBackup client software is installed.
No special installation or configuration is required.

Subsequent sections contain instructions for installing BMR.

Prerequisites for Configuring BMR Servers

Before you install BMR software, read the NetBackup Release Notes. It contains
information about supported systems and clusters, dependencies, limitations, and
operating system installation prerequisites for BMR.
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Configuring BMR Servers

Bare Metal Restore components are installed when you install NetBackup. However,
you must do the following to use BMR:

= See “Configuring BMR Master Server” on page 17.
= See “Configuring BMR Boot Server” on page 18.

Configuring BMR Master Server

After installing NetBackup, setup the BMR master server and create the BMR
database.

Bare Metal Restore master server gets installed with NetBackup master server.
After the installation you have to configure the Bare Metal Restore master server.

See the NetBackup Administrator's Guide for information about NetBackup master
server installation.

In a cluster environment, configure BMR master server on the active node only.

Note: If you license and set-up BMR in a cluster environment, freeze the active
node before you begin so that migrations do not occur. For information about how
to freeze a service group, see the NetBackup in Highly Available Environments
Administrator's Guide.

To create the BMR database and setup the BMR master server

1 Log on as the root user on the system on which the NetBackup master server
is installed.

2 Run the following command to configure the BMR database:
$NB_INSTALL DIR%/bin/bmrsetupmaster

After you have setup the BMR master server, you can configure backup policies
to collect BMR required information from NetBackup clients.

Setting up the BMR master server on a Windows system

Use the Master Server Setup Wizard to set up the Bare Metal Restore master server
on a Windows system.


https://www.veritas.com/support/en_US/article.DOC5332
https://www.veritas.com/support/en_US/article.DOC5332
https://www.veritas.com/support/en_US/article.DOC5332
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To set up the BMR master server on a Windows system

1 Onthe Windows BMR master server, select Programs > Veritas NetBackup
> Bare Metal Restore -- Master Server Setup from the Start menu.

The Master Server Setup Wizard Welcome panel appears:

©@) Veritas NetBackup Bare Metal Restore - Master Server Setup Wiz.. -

Welcome to the Veritas
NetBackup Bare Metal Restore -
Master Server Setup Wizard

This wizard helps you to setup or update the NetBackup
Bare Metal Restore Server.

To continue, dick Mext.

Mead > Cancel Help

2 Follow the prompts to set up the BMR master server.

You do not have to enter any information; the wizard performs all the steps
required to set up the master server.

3 If you want to set up BMR in a cluster environment, unfreeze the active node
after you complete this process.

More information is available about how to unfreeze a service group for the
cluster software you are running.

See the clustering section in the NetBackup in Highly Available Environments
Administrator's Guide.

Configuring BMR Boot Server

The BMR boot server software is installed when you install the NetBackup client.
No separate installation is required. However, you must register the boot server.


https://www.veritas.com/support/en_US/article.DOC5332
https://www.veritas.com/support/en_US/article.DOC5332
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Every NetBackup server includes the NetBackup client software by default.
Therefore, you can run a BMR boot server on either a NetBackup server or a client
(if BMR supports that platform). Boot servers provide the environment that is required
to rebuild a protected client, including resources such as shared resource trees
(SRT).

Note: The BMR master server needs to be configured on the NetBackup master
server before the BMR boot server is configured.

Note: Starting with the 8.1.2 release, a master, or a media server with a AlX or
HP-UX operating system installed is not supported. If the NetBackup master or
media server running on AlIX or HP-UX platform also happens to be BMR boot
server configured for NetBackup clients running on AIX or HP-UX platform, you
must configure a separate BMR boot server for these clients. To configure a separate
BMR boot server, refer to the BMR migration procedure within the NetBackup
Master Server Migration Guide
https://www.veritas.com/content/support/en_US/doc/MasterServerMigration

About choosing boot server hosts

BMR requires specific systems and environments for boot servers. Before you
choose the hosts on which to run boot servers, review the boot server requirements.

See “Boot server requirements” on page 201.

Prerequisites for boot servers

If network-based BMR recovery is intended then few network services need to be
configured on BMR boot server. These configuration settings vary for various
platforms.

See “Network services configurations on BMR boot Server” on page 261. for more
details.

Setting up a BMR boot server

Use the following procedure to set up a BMR boot server on an existing NetBackup
system.

Note: Before configuring BMR Boot server on NetBackup host, please make sure
that NetBackup host is configured with the NetBackup master server. Refer
NetBackup Administrator's Guide for registering NetBackup client with NetBackup
master server.
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To register a BMR boot server

1 Navigate to the directory where NetBackup is installed. For example: on UNIX
go to, /usr/openv/netbackup/bin

on Windows go to, c:\program files\veritas\netbackup\bin.
2 Run the following command on the boot server host:
bmrsetupboot -register

On successful execution of the command you can see the boot server name in the
NetBackup Administrator console: NetBackup Administrator > BMR Menu >
Boot server. This command starts the BMR Boot server daemon running.

BMR boot servers in a UNIX cluster

The following are general instructions for using a BMR boot server in a clustered
environment:

= Inthe clustering application, set up a virtual IP address on the nodes that provide
the BMR boot server functionality.

= Install the NetBackup client software on each node. You can register the Bare
Metal Restore boot server on each node that has NetBackup client installed.
See the NetBackup Installation Guide. The NetBackup client software includes
the BMR boot server software (if BMR supports the platform).

= On each node, configure the NetBackup client name to be the name that resolves
to the virtual IP address. Use that name for the last cLIENT NaME entry in the
bp . conf file on the system.

= Set up the boot server on active node.
See “Setting up a BMR boot server” on page 19.

= Create a cluster application resource that calls the following start and stop scripts
for the boot server daemon:
/usr/openv/netbackup/bin/rc.bmrbd start

/usr/openv/netbackup/bin/rc.bmrbd stop
=  When you create SRTs, choose a location on a file system on the shared disk.

» If a boot server fails over and restore tasks are not completed, perform a new
prepare-to-restore operation for each incomplete restore task.

BMR boot servers in a Windows cluster

For information about the systems where BMR boot servers can be clustered, see
the NetBackup Release Notes.
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The following are general instructions for installing and using a BMR boot server
in a clustered environment:

In the clustering application, set up a virtual IP address on the nodes that provide
the BMR boot server functionality.

Install the NetBackup client software on each node.
On each node, do the following:

= Configure the NetBackup client name to be the name that resolves to the
virtual IP address.

= Start the Backup, Archive, and Restore interface.

= Enter the NetBackup client name as the client name in the Specify
NetBackup Machines and Policy Type dialog box.

= Make the NetBackup client name the current client.

Install the BMR boot server software on each node. Switch the virtual address
to each node before you install the boot server software.

Create a cluster application resource that calls the start and stop script for the
boot server services:

net start "NetBackup Bare Metal Restore Boot Server"
net stop "NetBackup Bare Metal Restore Boot Server"

When you create SRTs, choose a location on a file system on the shared disk.

If a boot server fails over with restore tasks to be done, perform a new
prepare-to-restore operation for each pending restore task.

Every NetBackup master server includes the NetBackup client software by default.
Therefore, you can run a BMR Boot server on either a NetBackup master server
or a client (if BMR supports that platform).
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To register a BMR boot server on a Windows system

1 Log on as Administrator on the server where you plan to install the BMR boot
server.

2 Open a command prompt and navigate to the NetBackup directory.

C:\Program Files\Veritas\NetBackup\bin>bmrsetupboot.exe -register

3 The BMR Boot Server is registered. You can close the command prompt.

The following screen shot shows the registration of BMR Boot Server.

Administrator: Command Prompt

C:sProgram FilesslUeritassNetBackupsbin*bmrsetuphoot —register
[Infol U-127Y-76 Setting up BMR hoot server completed successfully.

C:swProgram FilessUeritassNetBackup~hini_

Deactivating BMR servers

You do not uninstall BMR components. Rather, you deactivate them. NetBackup
BMR master server is bundled with NetBackup master server and BMR boot server
is installed with NetBackup client. If you uninstall NetBackup master server and
client, BMR master server and boot server are removed from the system. Refer
NetBackup Administrator's Guide for information about uninstalling NetBackup.

Deactivating BMR master server

Use the following procedure to de-activate BMR master server and BMR database
and delete the BMR license.

After you delete the license, BMR is no longer available for use.

Note: You can delete the BMR license only if BMR was licensed with its own key,
separate from the base NetBackup product license.
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To deactivate the BMR master server

1 Log on as the root user on the system on which the NetBackup master server
is installed.

2 To de-activate BMR Master server, execute the following command:
/usr/openv/netbackup/bin/bmrsetupmaster -undo -f
for example, on a UNIX/Linux system, run
/usr/openv/netbackup/bin/bmrsetupmaster -undo -f
and on Windows master, run
c:\program files\veritas\netbackup\bin\bmrsetupmaster -undo -f

3 If yourun BMR in a cluster environment, delete the BMR license on every
system in the cluster with the BMR master server installed.

On the NetBackup Administration Console, click Help > Licenses .

5 Inthe NetBackup Licenses dialog box, select the BMR license from the list.

Warning: If BMR was included as part of the base product license and you
perform the following step, you delete your base license. You cannot use
NetBackup. If you do not want to delete the NetBackup license, do not continue.

6 Click Delete.

The BMR license is deleted from the Current Licenses dialog box. Bare Metal
Restore Management is no longer appears in the NetBackup Administration
Console.

In a cluster environment, unfreeze the active node after deactivating BMR from
all systems. For information on how to unfreeze a service group, see the
NetBackup in Highly Available Environments Administrator’s Guide .

7 If a BMR-specific license was added earlier, enter the following command to
delete that license:

$NB_INSTALL DIR%/bin/admincmd/get license_ key

Note: If you remove BMR in a cluster environment, freeze the active node before
you remove BMR so that migrations do not occur during removal. For information
on how to freeze a service group, see the NetBackup in Highly Available
Environments Administrator’'s Guide.



https://www.veritas.com/support/en_US/article.DOC5332
https://www.veritas.com/support/en_US/article.DOC5332
https://www.veritas.com/support/en_US/article.DOC5332

Configuring BMR | 24
Deactivating BMR servers

Deactivating BMR boot server

Deactivate a BMR boot server by using the following procedure.

To deactivate a BMR boot server

1 Log on as the root user to the BMR boot server host.

2 Run the following command on BMR boot server to de-register it.
\usr\openv\netbackup\bin\bmrsetupboot -deregister
For example on Windows, run
c:\program files\veritas\netbackup\bin\bmrsetupboot -deregister
On UNIX/Linux run
\usr\openvinetbackup\bin\bmrsetupboot -deregister

On successful execution of the command, the boot server instance is not visible in
NetBackup Administrator Console: NetBackup Administrator > BMR Menu >
Boot server. De-registering command stops the BMR Boot server daemon running.

Note: BMR Boot server deactivation does not remove SRTs hosted by the BMR
Boot server. The SRTs will exist in case they need to be imported by another BMR
Boot server or the same Boot server if enabled again in the future. On de-registering
BMR boot server on windows, BMR PXE and TFTP services will be removed along
with BMR boot server service.




Protecting clients

This chapter includes the following topics:
» Pre-requisites for protecting clients

= Backing up BMR clients

= Monitoring client backups

» Protecting clients with specific use cases

Pre-requisites for protecting clients

Before making configurations that are required to protect BMR clients, it is necessary
to install BMR master server.

To know how to set up BMR master server, See “Configuring BMR Master Server”
on page 17.

To collect BMR information during backup of client RHEL 8.4 on NetBackup version
9.1.0.1 or later, it is necessary to install net-tools package. After installing this
package, it provides netstat and ifconfig commands.

If the net-tools package is not installed, then it gives an error receiving BMR
information during the backup of client RHEL 8.4 on NetBackup version 9.1.0.1 or
later. For more information, see https://www.veritas.com/support.

Backing up BMR clients

To perform client disaster recovery using BMR, the NetBackup backup policy needs
to be configured for BMR. At least a full backup is required with BMR-enabled
backup policy for the client to be recovered.
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Each protected client must be backed up regularly by at least one policy that
performs a full backup. The policy also can perform cumulative incremental or
differential incremental backups, but a full backup must occur.

The backup saves the files of the computer on a storage device that NetBackup
media server manages. The backup saves the configuration of the client on the
BMR master server.

After a client is backed up by a policy that is configured for BMR protection, the
client is registered with BMR as a protected client. It then appears in the Bare Metal
Restore Clients view in the NetBackup Administration Console.

Configuring policies to back up BMR clients

You can use one policy or multiple policies to protect a single client.
The following are the requirements for protecting BMR clients:

= A policy must be one of two types: MS-Windows (for Windows clients) or
Standard (for UNIX and Linux clients).

= A policy must have the Collect disaster recovery information for Bare Metal
Restore attribute set.

Note: Enabling the attribute 'Collect disaster recovery information for BMR"
automatically sets the "Collect true image restore information and with move
detection" attribute.

These attributes enable NetBackup to restore only those files present on the
system at the time of the backup. Move detection enables NetBackup to restore
the files correctly that were moved, renamed, or newly installed. These attributes
also ensure that all of the restored files fit in the volumes and the file systems
that BMR created during the recovery.

Note: User-initiated backups do not provide BMR protection because true image
restore information is not collected during a user-initiated backup.

Note: Similar option to enable the BMR backup is also available under the
Policy management tab, in the NetBackup web UI.
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To ensure complete system recovery, use the aLL_1ocaL DRIVES directive to
back up all local drives. This directive backs up all files on the client and backs
up the system objects (sysTeM sTaTe) for Windows clients.

If a client has database or application files to back up using a NetBackup
database agent or other policy, you can use an exclude list to exclude them
from the policy that specifies ALL_rocar DRIVES. In case some files are excluded
in the BMR policy, then post BMR recovery the excluded files need to be explicitly
recovered.
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ﬂ[hange Policy - testd

8 server: |nhu-id1

r Attribnntes r@ Schedules Clients |/ Backup Selections

Backup Selection

ALL_LOCAL DRIVES
tests

Note: Even if All_Local_Drives is not selected, minimum OS volumes and in
case of Windows system state is required.

For clustered clients, the most effective backup strategy uses multiple policies.
Each node should have its own policy that backs up local file systems. Shared
file systems should be backed up by the additional policies that back up the
node that currently owns the resources.

In case of multiple policies configured for the same client for different backup
selection, then scheduling all policies to run at the same time will help achieve
consistency post recovery.

NetBackup media servers can be protected as BMR clients. Media servers that
back up to their own storage devices (either SCSI-attached or SAN-attached)
require special procedures for restores. If you understand these procedures,
you can configure NetBackup to minimize the time and effort that the restores
require.

See “About restoring NetBackup media servers” on page 143.

For information about configuring backup policies, see the NetBackup Administrator’s
Guides.
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Using the same client name in multiple policies

If you use more than one policy to back up a client, use the exact same name for
the client in each policy.

BMR can only restore a client using the client that is named in the policy that backed
up the system files. If you use multiple policies with a different name in each policy,
a client record and its associated configuration is created for each client name. If
you restore a client by a name in a policy that does not back up the system files,
the prepare-to-restore operation fails. It fails because BMR can only restore using
the client that is named in the policy that backed up the system files.

Therefore, if you use the same name, you do not have to choose between multiple
client names during a restore.

About performing complete backups

To restore all files on the client, you must back up all of the files on the client. If you
exclude files during the backup, those files are not backed up and therefore are not
restored.

About performing a full backup after a restore

You must perform a full backup of a client immediately after you restore the client
and before any incremental backups occur. If the client fails again after an
incremental backup but before a full backup, then BMR may not restore the client
to the last incremental backup..

You can perform a manual backup of a specific client. The policy must be set to
Active and the Go into effect at attribute must not be set to a future date and time.

Ensuring successful backups

Schedule backups when the risk of an incomplete backup is minimized. If a client
cannot be forced into an inactive state during a backup, do the following:

Table 3-1 Steps to ensuring successful backups
Step Action Reference
Step 1 For UNIX clients, configure See the NetBackup Administrator’s

NetBackup to retry file backups if | Guide Volume I.
a file changes during the backup
attempt. More information is

available on busy file properties.
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Table 3-1 Steps to ensuring successful backups (continued)
Step Action Reference
Step 2 For Windows clients, configure See the NetBackup Administrator’s
NetBackup to use a Windows Guide Volume | .

Open File Backup option. More
information is available on
Windows Open File Backup
properties.

Step 3 Examine the NetBackup log files
regularly to ensure that any backup
errors are corrected promptly.
During backup, network or server
errors can occur that affect the
backup.

Saving custom files on UNIX or Linux

The following information applies only to UNIX and Linux clients.

Usually, NetBackup restores client files as the last step in the restore process. You
can specify custom files on the client so they are available in the temporary operating
system environment on the client during the restore process.

For example, a specific device driver configuration from a protected client is required
in the temporary operating system. You can specify those device driver files so they
are included in the restore environment.

Custom files are saved as part of the client’s configuration. Specify the custom files
in the following text file on the client:

/usr/openv/netbackup/baremetal/client/data/ClientCustomFiles

Specify one custom file per line, using the full path name to the file. Use a pound
sign (#) as the first character of comment lines.

After custom files are saved (when the client is backed up), they are copied to the
SRT. They are available during the restore when you enable the SRT for exclusive
use. More information is available on how to enable the SRT.

See “Enabling or disabling SRT exclusive use” on page 76.

When you specify a custom file, it does not remove it from backups. Custom files
are also backed up by NetBackup and then restored when NetBackup restores the
client files. (They are backed up and restored if the files or their directories are
included in the backup directives of the policy.)
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Monitoring client backups

You can use the NetBackup Activity Monitor to monitor the backup jobs. Details
about the backup job include information about the agent that saves the protected
client’s configuration.

See “Monitoring backup jobs” on page 255.

BMR related other NetBackup properties

Below mentioned properties are set by default, however, you may need to configure
or tune these if required.

The Allow client restore property. The BMR restore process requires that both
the BMR master server and the BMR client can request restores. The default
NetBackup behavior is to allow client restores. The Allow client restore property
is located on the Client Attributes tab of the NetBackup master server
properties.

Server-directed restores. Configure the NetBackup clients for server-directed
restores, which allows the master server to redirect restores of client files to it.
Server-directed restores are the default NetBackup behavior; ensure that
server-directed restores are allowed. For more information, see the NetBackup
Administrator’s Guide, Volume |.

The Keep true image restoration (TIR) information property. This property
controls how long TIR information is retained in the NetBackup catalog. TIR
information increases catalog size and the disk space that is uses.

The following settings are your options:
= Choose a value for this attribute to match the retention policy.

= Alternatively, if you want to minimize the size of the NetBackup catalog, set
the attribute to zero days. The TIR information is also stored on the backup
media, so the catalog size does not increase but restores are slower.

Set the Keep true image restoration (TIR) information property on the Clean-up

tab of the NetBackup master server properties.

For information about how to configure NetBackup, see the NetBackup
Administrator’s Guide, Volume I.
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Protecting clients with specific use cases

Storage Foundation for Windows Clients

BMR can restore a Storage Foundation for Windows (SFW) Clients both using
Legacy Restore method as well as Fast Restore (non-SFW volumes recovery)
method. However currently FAST Restore method can ONLY support restoring
non-SFW disks ONLY which are not managed by SFW volume manager. The
backup configurations required to restore using Legacy Restore method is different
than the one used for Fast Restore method.

Bare Metal recovery using Fast Restore:

When using BMR to backup and restore (SFW) using Fast Restore method, you
need to perform few additional steps before attempting a backup.

Note: It is advisable to keep the system disk under the control of Windows Disk
Manager and not SFW. This way you can recover the system using BMR fast
recovery method and then later get back the SFW volumes.

To perform bare metal recovery using fast restore,

1 Configure a DWORD - registry key "BMR_USE_WINDOWS_VOL_MGR" under
HKLM\ SOFTWARE\Veritas\NetBackup\BareMetal with value setas"1" onthe
SFW client which is to be protected. This is important step and hence validate
that the key is set correctly.

Perform the BMR backup of the SFW client.

Verify that all disks except the system disk are marked as "Restricted" by BMR
in the "current” configuration. If you see that the SFW disks are not marked as
'Restricted' then there may be a problem in setting the registry key. BMR does
not restore the disks that are marked restricted and they are maintained as it
is.

Note: BMR does not restore the disks that are marked as 'Restricted" and these
disks are maintained as is.




Setting up restore
environments

This chapter includes the following topics:

Recovery steps

Installing boot server software
Shared resource trees

Adding client-specific resources
When to use boot media

Preparing client for restoration

Recovery steps

Before you can restore a protected client, you must set up the restore environment
that is used during the restore process.

You can set up the environment at any time. However, if your recovery time objective
(RTO) is short, you may want all of the resources in place. Your time is used in
recovery rather than set up.

Table 4-1 Process for setting up restore environment
Step Action Related topic
Step 1 Install boot server software See “Installing boot server
software” on page 33.
Step 2 Create shared resource trees See “Shared resource trees”
on page 33.
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Table 4-1 Process for setting up restore environment (continued)
Step Action Related topic
Step 3 Add client specific resources See “Adding client-specific

resources” on page 34.

Step 4 Create boot media See “When to use boot
media” on page 34.

Step 5 Preparing client to restore See “Preparing client for
restoration” on page 35.

Installing boot server software

Boot servers provide the environment that is required to rebuild a protected client,
including resources such as shared resource trees (SRT). You must have a boot
server for each type of client that you want to protect. In addition, you must install
the BMR boot server software before you can create SRTs and add resources to
them. For more information refer Chapter Configuring BMR.

A NetBackup client that is not be registered as a boot server to the BMR master
server, or a boot server that is unable to communicate with the BMR master server
is considered a master-less boot server. Out of all the SRT-related operations,
only create SRT, export SRT, and delete SRT operations are allowed in case of
master-less boot server, as BMR SRT operations require Microsoft's ADK to be
available. User can install ADK on a master-less boot server, create an SRT, and
export it. This SRT can be imported on any other registered boot server thereby
eliminating the need of ADK installation on those boot servers

Shared resource trees

A shared resource tree (SRT) is system recovery critical software which is a
collection of the following:

= Operating system files
= NetBackup client software

= Optionally other softwares like device drivers, Volume manger, Filesystem
managing software which are necessary to rebuild the original system.

More information is available about SRTs and procedures to create and manage
SRTs. See chapter Managing Shared Resource Trees.
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Adding client-specific resources

Dissimilar system restores may require some resources that are not included in the
protected client’s saved configuration. If so, you must add them to the SRT and/or
client configuration that is used for the restore (the restore configuration).

Examples of such resources are as follows:
= Network interface card (NIC) drivers
= Mass storage device (MSD) drivers

In case of Windows, you can add any restoration required device drivers into the
BMR packages pool so they are available to add to the restore configuration.

More information is available about how to add packages to the packages pool and
adding software to Windows SRT. For this, refer to the chapter Managing Windows
drivers packages.

See “Adding software to a Windows SRT” on page 73.

In case of UNIX systems, you can add any required software or device driver using
BMR-SRT administration utility.

See “Adding software to a UNIX or Linux SRT” on page 69..

See “About clients and configurations” on page 164.

When to use boot media

The BMR restore process begins by booting the client (using the network boot)
from a BMR boot server or from BMR prepared boot media (CD, DVD, or floppy).
If you use a network boot to begin the restore, boot media is not required.

If you have minimal network connectivity or have any restriction of not deploying
network-based recovery required services (viz. DHCP or TFTP) then Veritas
recommends using the boot media that contains a shared resource tree

Note: Once BMR Media SRT is created, BMR bootserver is not required during
the recovery.

More information is available about boot media and procedures for creating boot
media. Refer chapter Managing boot media for details.

See “Managing boot media” on page 78.
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Preparing client for restoration

Once a suitable SRT for client recovery is ready, a step “prepare to restore” is to
be triggered from NetBackup master server. This step digests client configuration
to be recovered, verifies the resources, and tunes the recovery environment for
that client restore.

More information is available on this subject, refer Chapter Restoring Clients.



Shared resource trees

This chapter includes the following topics:

= About shared resource trees

» Pre-requisites for Shared Resource Tree
= Creating a shared resource tree

= Managing shared resource trees

= Managing boot media

About shared resource trees

A shared resource tree (SRT) is BMR system recovery critical software which is a
collection of the following:

= Operating system files
= NetBackup client software

= Programs that format drives, create partitions, rebuild file systems, and restore
the original files using the NetBackup client software

An SRT also provides the resources that are needed to boot the client system and
begin the restore process.

The software in an SRT is not installed permanently on the protected system. Its
purpose is to bring the protected system to a state from which the original files can
be restored.

Note the following:

» For UNIX and Linux systems: Each client type and operating system version
requires its own SRT. For example, Solaris 11 requires a Solaris 11 SRT, AlX
7.1 TL3 requires an AIX 7.1 TL3 SRT, and so on.



