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Introduction

This chapter includes the following topics:

= NetBackup logging and status code information
= Troubleshooting a problem

= Problem report for Technical Support

= About gathering information for NetBackup-Java applications

NetBackup logging and status code information

The following material has been moved into the NetBackup Logging Reference
Guide:

= Chapters on logging

= The appendix "Backup and restore functional overview"

= The appendix "Media and device management functional description"

See the NetBackup Logging Reference Guide for those topics, available here:
http://www.veritas.com/docs/DOC5332

For descriptions and recommended actions for NetBackup status codes, see the
NetBackup Status Codes Reference Guide.

Troubleshooting a problem

The following steps offer general guidelines to help you resolve any problems you
may encounter while you use NetBackup. The steps provide links to more specific
troubleshooting information.


Http://www.veritas.com/docs/DOC5332

Table 1-1

Introduction
Troubleshooting a problem

Steps for troubleshooting NetBackup problems

Step

Action

Description

Step 1

Remember the error message

Error messages are usually the vehicle for telling you something went wrong.
If you don’t see an error message in an interface, but still suspect a problem,
check the reports and logs. NetBackup provides extensive reporting and
logging facilities. These can provide an error message that points you directly
to a solution.

The logs also show you what went right and the NetBackup operation that

was ongoing when the problem occurred. For example, a restore operation
needs media to be mounted, but the required media is currently in use for

another backup. Logs and reports are essential troubleshooting tools.

See the NetBackup Logging Reference Guide.

Step 2

Identify what you were doing
when the problem occurred

Ask the following questions:

What operation was tried?

= What method did you use?
For example, more than one way exists to install software on a client.
Also more than one possible interface exists to use for many operations.
Some operations can be performed with a script.

s What type of server platform and operating system was involved?

= If your site uses both the master server and the media server, was it a
master server or a media server?

= If a client was involved, what type of client was it?

= Have you performed the operation successfully in the past? If so, what
is different now?

= What is the service pack level?

= Do you use operating system software with the latest fixes supplied,
especially those required for use with NetBackup?

= Is your device firmware at a level, or higher than the level, at which it has
been tested according to the posted device compatibility lists?

10
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Table 1-1
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Steps for troubleshooting NetBackup problems (continued)

Step

Action

Description

Step 3

Record all information

Capture potentially valuable information:

= NetBackup progress logs

s NetBackup Reports

= NetBackup Utility Reports

= NetBackup debug logs

= Media and Device Management debug logs

= On UNIX NetBackup servers, check for error or status messages in the
system log or standard output.

n Error or status messages in dialog boxes

= On Windows, NetBackup servers, check for error or status information
in the Event Viewer Application and System log.

Record this information for each try. Compare the results of multiple tries. A
record of tries is also useful for others at your site and for Veritas Technical
Support in the event that you cannot solve the problem. You can get more
information about logs and reports.

See the NetBackup Logging Reference Guide.

Step 4

Correct the problem

After you define the problem, use the following information to correct it:

» Take the corrective action that the status code or message recommends.
See the Status Codes Reference Guide.

= If no status code or message exists, or the actions for the status code
do not solve the problem, try these additional troubleshooting procedures:
See “Troubleshooting NetBackup problems” on page 19.

Step 5

Complete a problem report
for Veritas Technical Support

If your troubleshooting is unsuccessful, prepare to contact Veritas Technical
Support by filling out a problem report.

See “Problem report for Technical Support” on page 12.

See “About gathering information for NetBackup-Java applications”
on page 13.

On UNIX systems, the /usr/openv/netbackup/bin/goodies/support
script creates a file containing data necessary for Veritas Technical Support
to debug any problems you encounter. For more details, consult the usage
information of the script by means of the support -h command.

Step 6

Contact Veritas Technical
Support

The Veritas Technical Support website has a wealth of information that can
help you solve NetBackup problems.

Access Veritas Technical Support at the following URL:

https://www.veritas.com/support/en_US.html

1
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Problem report for Technical Support

Note: The term media server may not apply to the NetBackup server product. It
depends on the context. When you troubleshoot a server installation, be aware that
only one host exists: The master and the media server are one and the same.
Ignore references to a media server on a different host.

Problem report for Technical Support

Fill out the following information before you contact support to report a problem.

Date:

Record the following product, platform, and device information:

= Product and its release level.

= Server hardware type and operating system level.

» Client hardware type and operating system level, if a client is involved.
= Storage units being used, if it is possible that storage units are involved.

= Ifitlooks like a device problem, be ready to supply the following device
information: The types of robots and drives and their version levels along with
Media and Device Management and system configuration information.

= Software patches to the products that were installed.

= The service packs and hot fixes that were installed.

Define the problem.

What were you doing when the problem occurred? (for example, a backup on a
Windows client)

What were the error indications? (for example, status code, error dialog box)
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Did this problem occur during or shortly after any of the following:
______Initial installation

__ Configuration change (explain)

__ System change or problem (explain)

Have you observed the problem before? (If so, what did you do that time?)

Logs or other failure data you have saved:

__ All'log entries report

__ Media and Device Management debug logs

__ NetBackup debug logs

__ Systemlogs (UNIX)

______Event Viewer Application and System logs (Windows)
Ways that you can communicate with us:

__ MyVeritas.com - case management portal
___mft.veritas.com - File transfer portal for https uploads
__ sftp.veritas.com - File transfer server for sftp transfers
For more information, see the following:
http://www.veritas.com/docs/000097935

___ emall

WebEx

About gathering information for NetBackup-Java
applications

If you encounter problems with the NetBackup-Java applications, use the following
methods to gather data for support.


http://www.veritas.com/docs/000097935
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The following scripts are available for gathering information:

jnbSA

(NetBackup-Java administration application
startup script)

NetBackup-Java administration application on
Windows

/usr/openv/java/get trace

UNIX/Linux:
/usr/openv/netbackup/bin/support/nbsu

Windows:

Logs the data in a log file in
/usr/openv/netbackup/logs/user ops/nbjlogs. At startup,
the script tells you which file in this directory it logs to. Normally, this
file does not become very large (usually less than 2 KB). Consult the
file /usr/openv/java/Debug.properties for the options that
can affect the contents of this log file.

If NetBackup is installed on the computer where the application was
started, the script logs the data in a log file at
install path\NetBackup\logs\user ops\nbjlogs.

If NetBackup was not installed on this computer, then no log file is
created. To produce a log file, modify the last “java.exe” line in the
following to redirect output to a file:

install path\java\nbjava.bat

If NetBackup was not installed on this computer, the script logs the
data in alog file at install path\Veritas\Java\logs.

Note: When NetBackup is installed where the application is started,
and when install_path is not set in the setconf .bat file, the script
logs the data here: install path\Veritas\Java\logs

UNIX/Linux only.

Provides a Java Virtual Machine stack trace for support to analyze.
This stack trace is written to the log file that is associated with the
instance of execution.

Queries the host and gathers appropriate diagnostic information about
NetBackup and the operating system.

See “About the NetBackup support utility (nbsu)” on page 175.

install path\NetBackup\bin\support\

nbsu.exe

The following example describes how you can gather troubleshooting data for
Veritas Technical Support to analyze.

An application does not Wait for several minutes before you assume that the operation

respond.

is hung. Some operations can take quite a while to complete,
especially operations in the Activity Monitor and Reports
applications.
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About gathering information for NetBackup-Java applications

UNIX/Linux only:

Still no response after several
minutes.

Get data about your
configuration.

Contact Veritas Technical
Support

Run /usr/openv/java/get trace under the account
where you started the Java application. This script causes a
stack trace to write to the log file.

For example, if you started jnbsa from the root account,
start /usr/openv/java/get trace as root. Otherwise,
the command runs without error, but fails to add the stack
trace to the debug log. This failure occurs because root is
the only account that has permission to run the command
that dumps the stack trace.

Run the nbsu command that is listed in this topic. Run this
command after you complete the NetBackup installation and
every time you change the NetBackup configuration.

Provide the log file and the output of the nbsu command for
analysis.
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Troubleshooting
procedures

This chapter includes the following topics:

About troubleshooting procedures

Troubleshooting NetBackup problems

Troubleshooting installation problems

Troubleshooting configuration problems

Device configuration problem resolution

Testing the master server and clients

Testing the media server and clients

Resolving network communication problems with UNIX clients
Resolving network communication problems with Windows clients
Troubleshooting vnetd proxy connections

Troubleshooting security certificate revocation

About troubleshooting networks and host names

Verifying host name and service entries in NetBackup

About the bpcintcmd utility

Using the Host Properties window to access configuration settings

Resolving full disk problems



Troubleshooting procedures

Frozen media troubleshooting considerations

Troubleshooting problems with the NetBackup web services
Troubleshooting problems with the NetBackup web server certificate
Resolving PBX problems

Troubleshooting problems with validation of the remote host
Troubleshooting Auto Image Replication

Troubleshooting network interface card performance

About SERVER entries in the bp.conf file

About unavailable storage unit problems

Resolving a NetBackup Administration operations failure on Windows

Resolving garbled text displayed in NetBackup Administration Console on a
UNIX computer

Troubleshooting error messages in the NetBackup Administration Console

Extra disk space required for logs and temporary files for the NetBackup
Administration Console

Unable to logon to the NetBackup Administration Console after external CA
configuration

Troubleshooting file-based external certificate issues

Troubleshooting Windows certificate store issues

Troubleshooting backup failures

Troubleshooting backup failure issues with NAT clients or NAT servers

Troubleshooting issues with the NetBackup Messaging Broker (or nbmgbroker)
service

Issues with email notifications for Windows systems

Issues with KMS configuration

Issues with initiating the NetBackup CA migration because of large key size
Issues with the non-privileged user (service user) account

Issues with group name format in the auth.conf file
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About troubleshooting procedures

About troubleshooting procedures

These procedures for finding the cause of NetBackup errors are general in nature
and do not try to cover every problem that can occur. They do, however, recommend
the methods that usually result in successful problem resolution.

The Veritas Technical Support site has a wealth of information that can help you
solve NetBackup problems. See the following site for comprehensive troubleshooting
details:

https://www.veritas.com/support/en_US.html

When you perform these procedures, try each step in sequence. If you already
performed the action or it does not apply, skip to the next step. If it branches to
another topic, use the solutions that are suggested there. If you still have a problem,
go to the next step in the procedure. Also, alter your approach according to your
configuration and what you have already tried.

Troubleshooting procedures can be divided into the following categories:

Preliminary troubleshooting The following procedures describe what to check first.
They branch off to other procedures as appropriate.

See “Troubleshooting NetBackup problems” on page 19.

See “Verifying that all processes are running on UNIX
servers” on page 22.

See “Verifying that all processes are running on Windows
servers” on page 25.

Installation troubleshooting Problems that apply specifically to installation.
See “Troubleshooting installation problems” on page 28.

Configuration troubleshooting Problems that apply specifically to configuration.

See “Troubleshooting configuration problems”
on page 29.


https://www.veritas.com/support/en_US.html

General test and troubleshooting

Other troubleshooting procedures

Troubleshooting procedures
Troubleshooting NetBackup problems

These procedures define general methods for finding
server and client problems and should be used last.

See “Testing the master server and clients” on page 34.
See “Testing the media server and clients” on page 38.

See “Resolving network communication problems with
UNIX clients” on page 41.

See “Resolving network communication problems with
Windows clients” on page 46.

See “Verifying host name and service entries in
NetBackup” on page 73.

See “About the bpcintcmd utility” on page 84.

See “Verifying host name and service entries in
NetBackup” on page 73.

See “Resolving full disk problems” on page 87.

See “Frozen media troubleshooting considerations”
on page 89.

See “About the conditions that cause media to freeze”
on page 90.

See “Troubleshooting network interface card
performance” on page 122.

A set of examples is also available that shows host name and service entries for

UNIX systems.

= See “Example of host name and service entries on UNIX master server and

client” on page 77.

= See “Example of host name and service entries on UNIX master server and

media server” on page 79.

=»  See “Example of host name and service entries on UNIX PC clients” on page 81.

= See “Example of host name and service entries on UNIX server that connects
to multiple networks” on page 82.

Troubleshooting NetBackup problems

If you have problems with NetBackup, perform these actions first.

This preliminary NetBackup troubleshooting procedure explains what to check first

and branches to other procedures as appropriate. These procedures do not try to
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Troubleshooting NetBackup problems

cover every problem that can occur. However, they do recommend the methods
that usually result in successful problem resolution.

When you perform these procedures, try each step in sequence. If you already
performed the action or it does not apply, skip to the next step. If you branch to
another topic, use the solutions that are suggested there. If you still have a problem,
go to the next step in the procedure. Also, alter your approach according to your
configuration and what you have already tried.

Table 2-1

Steps for troubleshooting NetBackup problems

Step

Action

Description

Step 1

Verify operating systems and
peripherals.

Ensure that your servers and clients are running supported operating system
versions and that any peripherals you use are supported.

See the NetBackup Master Compatibility List.

In addition, the NetBackup release notes include a section "Required
operating system patches and updates for NetBackup" that should be
checked. The release notes for your release are available here:

http://www.veritas.com/docs/DOC5332

Step 2

Use reports to check for
errors.

Use the All Log Entries report and check for NetBackup errors for the
appropriate time period. This report can show the context in which the error
occurred. Often it provides specific information, which is useful when the
status code can result from a variety of problems.

See the Reports information in the NetBackup Administrator’s Guide, Volume
I

If the problem involved a backup or archive, check the Status of Backups
report. This report gives you the status code.

If you find a status code or message in either of these reports, perform the
recommended corrective actions.

See the Status Codes Reference Guide.

Step 3

Check the operating system
logs.

Check the system log (UNIX) or the Event Viewer Application and System
log (Windows) if the problem pertains to media or device management and
one of the following is true:

= NetBackup does not provide a status code.

= You cannot correct the problem by following the instructions in NetBackup
status codes and messages.

= You cannot correct the problem by following the instructions in media
and device management status codes and messages.

These logs can show the context in which the error occurred. The error
messages are usually descriptive enough to point you to a problem area.
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Table 2-1
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Steps for troubleshooting NetBackup problems (continued)

Step

Action

Description

Step 4

Review the debug logs.

Read the applicable enabled debug logs and correct any problems you
detect. If these logs are not enabled, enable them before you retry the failed
operation.

See the NetBackup Logging Reference Guide.

Step 5

Retry the operation.

If you performed corrective actions, retry the operation. If you did not perform
corrective actions or if the problem persists, continue with the next step.

Step 6

Get more information for
installation problems.

If you see the problem during a new installation or upgrade installation, or
after you make changes to an existing configuration, see the following
procedures:

See “Troubleshooting installation problems” on page 28.

See “Troubleshooting configuration problems” on page 29.

Step 7

Ensure that the servers and
clients are operational.

If you experienced a server or a client disk crash, procedures are available
on how to recover the files that are critical to NetBackup operation.

See “About disk recovery procedures for UNIX and Linux” on page 205.

See “About disk recovery procedures for Windows” on page 215.

Step 8

Ensure that the partitions
have enough disk space.

Verify that you have enough space available in the disk partitions that
NetBackup uses. If one or more of these partitions is full, NetBackup
processes that access the full partition fail. The resulting error message
depends on the process. Possible error messages: "unable to access" or
"unable to create or open a file."

On UNIX systems, use the df command to view disk partition information.
On Windows systems, use Disk Manager or Explorer.

Check the following disk partitions:

s The partition where NetBackup software is installed.

= On the NetBackup master or media server, the partition where the
NetBackup databases reside.

s The partition where the NetBackup processes write temporary files.

s The partition where NetBackup logs are stored.

» The partition where the operating system is installed.

Step 9

Increase the logging level.

Enable verbose logging either for everything or only for the areas that you
think are related to the problem.

See the NetBackup Logging Reference Guide for information on changing
the logging level.
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Table 2-1 Steps for troubleshooting NetBackup problems (continued)
Step |Action Description
Step 10 | Determine which daemons or | Follow the procedures for UNIX or Windows NetBackup servers.

processes are running.

See “Verifying that all processes are running on UNIX servers” on page 22.

See “Verifying that all processes are running on Windows servers”
on page 25.

Verifying that all processes are running on UNIX servers

For NetBackup to operate properly, the correct set of processes (daemons) must
be running on your UNIX servers. This procedure determines which processes are

running and shows how to start the processes that may not be running.
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To verify that all processes are running on UNIX servers

1 To see the list of processes (daemons) running on the master server and on
the media server, enter the following command:

/usr/openv/netbackup/bin/bpps -x
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Ensure that the following processes are running on the NetBackup servers:

Master server

bpcd -standalone nbpem
bpcompatd nbproxy
bpdbm nbrb
bpjobd nbrmms
bprd nbsl
java nbstserv
nbars nbsvcmon
nbatd nbwmc
nbdisco (discovery manager) NB_dbsrv

nbemm

nbevtmgr

nbim (index manager)
nbjm

Media server

avrd (automatic volume recognition,

on the server)

bpcd -standalone

l1tid (needed only if tape devices are configured on the server)

pbx_ exchange
vmd
vnetd -standalone

mtstrmd (if the system has data deduplication configured)

nbrmms
nbsl
nbsvcmon

pbx exchange

spad (if the system has data deduplication configured)

spoold (if the system has data deduplication configured)

vmd  (volume)

vnetd —-standalone

Any tape or robotic processes,

such as tldd, tldcd

Note: Additional processes may also need to be running if other add-on

products, database agents, and so forth are installed. For additional assistance,

see https://www.veritas.com/support/en_US/article.100002166.
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3 If either the NetBackup Request Daemon (bprd) or the NetBackup Database
Manager Daemon (bpdbm) is not running, start them by entering the following
command:

/usr/openv/netbackup/bin/initbprd

4  If the NetBackup Web Management Console (nbwmc) is not running, start it
with the following command:
/usr/openv/netbackup/bin/nbwmc

5 If any of the media server processes are not running, stop the device process
1tid by running the following command:
/usr/openv/volmgr/bin/stopltid

6 To verify that the 1tid, avrd, and robotic control processes are stopped, run
the following command:
/usr/openv/volmgr/bin/vmps

7 If you use ACS robotic control, the acsssi and the acssel processes may

continue to run when 1tid is terminated. Use the UNIX kxi11 command to
individually stop those robotic control processes.

8 Then, start all device processes by running the following command:
/usr/openv/volmgr/bin/ltid

For debugging, start 1tid with the -v (verbose) option.

9 If necessary, you can use the following to stop and restart all the NetBackup
server processes:

/usr/openv/netbackup/bin/bp.kill all
/usr/openv/netbackup/bin/bp.start all

Verifying that all processes are running on Windows servers

Use the following procedure to make sure that all the processes that need to run
on Windows server are running.
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Table 2-2 Steps to ensure that all necessary processes are running on
Windows servers
Step |Action Description
Step 1 | Start all services on the | The following services must be running for typical backup and restore operations

master servers.

(steps 1, 2, and 3 in this table). If these services are not running, start them by
using the NetBackup Activity Monitor or the Services application in the Windows

Control Panel.

To start all of the services, run install path\NetBackup\bin\bpup.exe.

Services on master servers:

Note: Additional processes may also need to be running if other add-on products,
database agents, and so forth are installed. For additional assistance, see
https://www.veritas.com/support/en_US/article.100002166

NetBackup Authentication

NetBackup Client Service

NetBackup Compatibility Service
NetBackup Database Manager
NetBackup Discovery Framework
NetBackup Enterprise Media Manager
NetBackup Event Manager

NetBackup Indexing Manager
NetBackup Job Manager

NetBackup Policy Execution Manager
NetBackup Relational Database Manager
NetBackup Remote Manager and Monitor Service
NetBackup Request Daemon
NetBackup Resource Broker
NetBackup Service Layer

NetBackup Service Monitor
NetBackup Storage Lifecycle Manager
NetBackup Vault Manager

NetBackup Volume Manager
NetBackup Web Management Console
Veritas Private Branch Exchange
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Table 2-2 Steps to ensure that all necessary processes are running on

Windows servers (continued)

Step |Action Description
Step 2 | Startall services on the | Services on media servers:
media servers. = NetBackup Client Service
= NetBackup Deduplication Engine (if the system has data deduplication
configured)
= NetBackup Deduplication Manager (if the system has data deduplication
configured)
= NetBackup Deduplication Multi-Threaded Agent (if the system has data
deduplication configured)
s NetBackup Device Manager service (if the system has configured devices)
= NetBackup Remote Manager and Monitor Service (if the system has data
deduplication configured)
= NetBackup Volume Manager service
Step 3 | Start all services on the | Services on clients:
clients. = NetBackup Client Service
= NetBackup Legacy Client Service
» Veritas Private Branch Exchange
Step4 | Start avrdand Use the NetBackup Activity Monitor to see if the following processes are running:

processes for robots.

= avrd (automatic media recognition), only if drives are configured on the server
= Processes for all configured robots.
See the NetBackup Administrator’s Guide, Volume I.

If these processes are not running, stop and restart the NetBackup Device Manager
service. Use the NetBackup Activity Monitor or the Services application in the
Windows Control Panel.
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Table 2-2 Steps to ensure that all necessary processes are running on
Windows servers (continued)
Step |Action Description
Step 5 | Restart the operation | If you had to start any of the processes or services in the previous steps, retry the

or do additional
troubleshooting.

operation.

If the processes and services are running or the problem persists, you can try to
test the servers and clients.

See “Testing the master server and clients” on page 34.
See “Testing the media server and clients” on page 38.

If you cannot start any of these processes or services, check the appropriate debug
logs for NetBackup problems.

See the NetBackup Logging Reference Guide.

When these processes and services start, they continue to run unless you stop
them manually or a problem occurs on the system. On Windows systems, it is
recommended that you add commands for starting them to your startup scripts,
so they restart in case you have to restart.

Troubleshooting installation problems

Use the following steps to troubleshoot installation problems.

Table 2-3 Steps for troubleshooting installation problems.
Step | Action Description
Step 1 Determine if you can | Some reasons for failure are as follows:

install the software on
the master server and
the media servers by
using the release
media.

Not logged on as an administrator on a Windows system (you must have
permission to install services on the system)

= Permission denied (ensure that you have permission to use the device and to
write the directories and files being installed)

= Bad media (contact Technical Support)

» Defective drive (replace the drive or refer to vendor’s hardware documentation)

= Improperly configured drive (refer to the system and the vendor documentation)
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Table 2-3 Steps for troubleshooting installation problems. (continued)

Step

Action

Description

Step 2

Determine if you can
install NetBackup client
software on the clients.

Note: Before you install or use NetBackup on a Linux client, verify that the bpcd
-standalone and vnetd -standalone services are started on that computer.
These services ensure proper communication between the NetBackup master and
the Linux client.

Note: NetBackup UNIX or Linux servers can push client software to UNIX/Linux
clients, and Windows servers can push to Windows clients. You can also download
the client software from the NetBackup appliance, and then run the install on the
client.

Note: See the NetBackup Appliance Administrator’'s Guide.

Do the following:

= For aninstall to a trusting UNIX client, verify the following:
= The correct client name is in your policy configuration.
m The correct server name is in the client /. rhosts file.
If the installation hangs, check for problems with the shell or the environment
variables for the root user on the client. The files that you check depend on the
platform, operating system, and shell you use. For example, your . login on
a Sun system runs an stty (such as stty “erase) before it defines your
terminal type. If this action causes the install process to hang, you can modify
the . login file to define the terminal before you run the stty. Or, move the
client . login to another file until the install is complete.

= For an installation to a secure UNIX client, check your f£tp configuration. For
example, you must use a user name and password that the client considers
valid.

Step 3

Resolve network
problems.

Determine if the problem is related to general network communications.
See “Resolving network communication problems with UNIX clients” on page 41.

See “Resolving network communication problems with Windows clients” on page 46.

Troubleshooting configuration problems

Use the following steps to check for problems after an initial installation or after
changes are made to the configuration.
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Table 2-4 Steps for troubleshooting configuration problems
Step | Action Description
Step 1 | Check for device Check for the following device configuration problems:
configuration problems. s Configuration for robotic drive does not specify the robot.
= Drive is configured as wrong type or density.
= Incorrect Robotic Drive Number.
= SCSI ID for the robotic control is specified instead of the logical Robot Number
that is assigned to the robot.
= The same robot number is used for different robots.
= SCSI ID for the drive is specified instead of a unique Drive Index number.
= A platform does not support a device or was not configured to recognize it.
= Robotic device is not configured to use LUN 1, which some robot hardware
requires.
= On UNIX, drive no-rewind device path is specified as a rewind path.
= On UNIX;, tape devices are not configured with "Berkeley style close." NetBackup
requires this feature which is configurable on some platforms. Further
explanation is available.
= On UNIX, tape devices (other than QIC) are not configured as "variable mode."
NetBackup requires this feature which is configurable on some platforms. When
this condition exists, you can frequently perform backups but not restores.
For more information, see the Status Codes Reference Guide.
= On UNIX, pass-through paths to the tape drives have not been established.
More description is available on device configuration problems:
See the NetBackup Device Configuration Guide.
Step 2 | Check the daemons or | Check for the following problems with the daemons or services:

services.

The daemons or services do not start during restart (configure system so they
start).

Wrong daemons or services are started (problems with media server startup
scripts).

Configuration was changed while daemons or services were running.

On Windows, the $SystemRoot%\System32\drivers\etc\servicesfile
does not have an entry for vind, bprd, bpdbm, and bpcd. Also, ensure that the
processes have entries for configured robots. A list of these processes is
available.

See the NetBackup Administrator’s Guide, Volume I.

On UNIX, the /etc/services file (or NIS or DNS) does not have an entry
for vmd, bprd, bpdbm, or robotic daemons.
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Table 2-4 Steps for troubleshooting configuration problems (continued)

Step |Action

Description

Step 3 | Retry the operation and
check for status codes
and messages.

If you found and corrected any configuration problems, retry the operation and
check for NetBackup status codes or messages in the following:

s Check the All Log Entries report for NetBackup errors for the appropriate time
period. This report can show the context in which the error occurred. Often it
provides specific information, which is useful when the error can result from a
variety of problems.

If the problem involved a backup or archive, check the job's Detailed Status in
the Activity Monitor. Also check the Status of Backups report.

If you find a status code or message in either of these reports, perform the
recommended corrective actions.

See the Status Codes Reference Guide.

s Check the system logs on UNIX or the Event Viewer Application and System
log on Windows if the following is true: The problem pertains to media or device
management, and NetBackup does not provide a status code. Or you cannot
correct the problem by following the instructions in the status codes.

» Check the appropriate enabled debug logs. Correct any problems you detect.
If these logs are not enabled, enable them before your next try.

See the NetBackup Logging Reference Guide.

Step 4 | Retry the operation and
do additional
troubleshooting.

If you performed corrective actions, retry the operation. If you did not perform
corrective actions or the problem persists, go to one of the following procedures.

See “Resolving full disk problems” on page 87.
See “Frozen media troubleshooting considerations” on page 89.
See “About the conditions that cause media to freeze” on page 90.

See “Troubleshooting network interface card performance” on page 122.

Device configuration problem resolution

An auto-configuration warning message appears in the second panel of the Device
Configuration Wizard if the selected device meets any of the following conditions:

= Not licensed for NetBackup server

s Exceeds a license restriction

= Has some inherent qualities that make it difficult to auto-configure

The following messages relate to device configuration, along with their explanations

and recommended actions.
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Recommended actions for device configuration messages

Message

Explanation

Recommended action

Drive does not support
serialization

The drive does not return its serial number.
Note that some manufacturers do not support
serial numbers. Although automatic device
configuration does not function optimally, the
drive can be manually configured and
operated without its serial number.

Ask the manufacturer for a newer firmware
version that returns serial numbers (if
available), or manually configure and operate
the drive without a serial number.

Robot does not support
serialization

The robot does not return its serial number or
the serial numbers of the drives that are
contained within it. Note that some
manufacturers do not support serial numbers.
Although automatic device configuration does
not function optimally, the robot and drives
can be manually configured and operated
without serial numbers.

Ask the manufacturer for a newer firmware
version that returns serial numbers (if
available). Or manually configure and operate
the robot and drives without serial numbers.

No license for this robot
type

NetBackup server does not support the robotic
type that is defined for this robot.

Define a different robot. Use only the robotic
libraries that NetBackup server supports.

No license for this drive
type

The drive type that is defined for this drive that
the NetBackup server does not support.

Define a different drive. Use only the drives
that NetBackup supports

Unable to determine
robot type

NetBackup does not recognize the robotic
library. The robotic library cannot be
auto-configured.

Do the following:

= Download a new device_mapping file from
the Veritas Support website, and try again.

» Configure the robotic library manually.

= Use only the robotic libraries that
NetBackup supports.

Drive is standalone or
in unknown robot

Either the drive is standalone, or the drive or
robot does not return a serial number. Note
that some manufacturers do not support serial
numbers. Although automatic device
configuration does not function optimally, the
drive or robot can be manually configured and
operated without a serial number.

Ask the manufacturer for a newer firmware
version that returns serial numbers (if
available), or manually configure and operate
the drive robot without serial numbers.

Robot drive number is
unknown

Either the drive or robot does not return a
serial number. Note that some manufacturers
do not support serial numbers. Although
automatic device configuration does not
function optimally, the drive or robot can be
manually configured and operated without a
serial number.

Ask the manufacturer for a newer firmware
version that returns serial numbers (if
available). Or manually configure and operate
the drive and robot without serial numbers.
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Table 2-5 Recommended actions for device configuration messages
(continued)
Message Explanation Recommended action
Drive is in an The drive is in a robotic library that cannot be | Configure a drive that does not reside in the

unlicensed robot

licensed for NetBackup server. Since the robot
cannot be licensed for NetBackup server, any
drives that were configured in that robot are
unusable.

unlicensed robot.

Drive’s SCSI adapter
does not support
pass-thru (or pass-thru
path does not exist)

A drive was found that does not have a SCSI
pass-through path configured. The possible
causes are:

m» The drive is connected to an adapter that
does not support SCSI pass-through.

s The pass-through path for this drive has
not been defined.

Change the drive’s adapter or define a
pass-through path for the drive. For
information about the SCSI adapter
pass-through, see the NetBackup Device
Configuration Guide.

No configuration device
file exists

A device has been detected without the
corresponding device file necessary to
configure that device.

For directions about how to create device files,
see the NetBackup Device Configuration
Guide.

Unable to determine
drive type

The NetBackup server does not recognize the
drive. The drive cannot be auto-configured.

Do the following:

» Download a new device_mapping file from
the Veritas Support website, and try again.

» Configure the drive manually.
= Use only the drives that NetBackup
supports.

Unable to determine
compression device

A drive was detected without the expected
compression device file that is used to
configure that device. Automatic device
configuration tries to use a device file that
supports hardware data compression. When
multiple compression device files exist for a
drive, automatic device configuration cannot
determine which compression device file is
best. It uses a non-compression device file
instead.

If you do not need hardware data
compression, no action is necessary. The
drive can be operated without hardware data
compression. Hardware data compression
and tape drive configuration help are
available.

For directions about how to create device files,
see the NetBackup Device Configuration
Guide.

33


http://www.veritas.com/docs/DOC5332
http://www.veritas.com/docs/DOC5332
http://www.veritas.com/docs/DOC5332
http://www.veritas.com/docs/DOC5332
http://www.veritas.com/docs/DOC5332
http://www.veritas.com/docs/DOC5332

Troubleshooting procedures
Testing the master server and clients

Testing the master server and clients

If the NetBackup, installation, and configuration troubleshooting procedures do not
reveal the problem, perform the following procedure. Skip those steps that you have
already performed.

The procedure assumes that the software was successfully installed, but not
necessarily configured correctly. If NetBackup never worked properly, you probably
have configuration problems. In particular, look for device configuration problems.

You may also want to perform each backup and restore twice. On UNIX, perform
them first as a root user and then as a nonroot user. On Windows, perform them
first as a user that is a member of the Administrators group. Then perform them as
a user that is not a member of the Administrator group. In all cases, ensure that
you have read and write permissions on the test files.

The explanations in these procedures assume that you are familiar with the backup
processes and restore processes. For further information, see the NetBackup
Logging Reference Guide.

Several steps in this procedure mention the All Log Entries report. To access more
information on this report and others, refer to the following:

See the NetBackup Administrator’'s Guide, Volume I.

Table 2-6 Steps for testing the master server and clients

Step

Action

Description

Step 1

Enable debug logs. Enable the appropriate debug logs on the master server.

For information on logging, see the NetBackup Logging Reference Guide.

If you do not know which logs apply, enable them all until you solve the problem.
Delete the debug log directories when you have resolved the problem.

Step 2

Configure a test policy. | Configure a test policy to use a basic disk storage unit.

Or, configure a test policy and set the backup window to be open while you test.
Name the master server as the client and a storage unit that is on the master server
(preferably a nonrobotic drive). Also, configure a volume in the NetBackup volume
pool and insert the volume in the drive. If you don’t label the volume by using the
bplabel command, NetBackup automatically assigns a previously unused media
ID.
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Table 2-6 Steps for testing the master server and clients (continued)

Step

Action

Description

Step 3

Verify the daemons
and services.

To verify that the NetBackup daemons or services are running on the master server,
do the following:

= To check the daemons on a UNIX system, enter the following command:
/usr/openv/netbackup/bin/bpps -x

= To check the services on a Windows system, use the NetBackup Activity Monitor
or the Services application of the Windows Control Panel.

Step 4

Backup and restore a
policy.

Start a manual backup of a policy by using the manual backup option in the
NetBackup administration interface. Then, restore the backup.

These actions verify the following:

= NetBackup server software is functional, which includes all daemons or services,
programs, and databases.
= NetBackup can mount the media and use the drive you configured.

Step 5

Check for failure.

If a failure occurs, check the job's Detailed Status in the Activity Monitor.

You can also try the NetBackup All Log Entries report. For the failures that relate
to drives or media, verify that the drive is in an UP state and that the hardware
functions.

To isolate the problem further, use the debug logs.

For an overview of the sequence of processing, see the information on backup
processes and restore processes in the NetBackup Logging Reference Guide.

Step 6

Consult information
besides the debug
logs.

If the debug logs do not reveal the problem, check the following:

= Systems Logs on UNIX systems

= Event Viewer and System logs on Windows systems

= Media Manager debug logs on the media server that performed the backup,
restore, or duplication

s The bpdm and bptm debug logs on the media server that performed the backup,
restore, or duplication

See the vendor manuals for information on hardware failures.
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Table 2-6 Steps for testing the master server and clients (continued)

Step

Action

Description

Step 7

Verify robotic drives.

If you use a robot and the configuration is an initial configuration, verify that the
robotic drive is configured correctly.

In particular, verify the following:

= The same robot number is used both in the Media and Device Management
and storage unit configurations.
s Each robot has a unique robot number.

On a UNIX NetBackup server, you can verify only the Media and Device
Management part of the configuration. To verify, use the tpreq command to
request a media mount. Verify that the mount completes and check the drive on
which the media was mounted. Repeat the process until the media is mounted
and unmounted on each drive from the host where the problem occurred. If this
works, the problem is probably with the policy or the storage unit configuration.
When you are done, tpunmount the media.

Step 8

Include a robot in the
test policy.

If you previously configured a nonrobotic drive and your system includes a robot,
change your test policy now to specify a robot. Add a volume to the robot. The
volume must be in the NetBackup volume pool on the EMM database host for the
robot.

Return to step 3 and repeat this procedure for the robot. This procedure verifies
that NetBackup can find the volume, mount it, and use the robotic drive.

Step 9

Use the robotic test
utilities.

If you have difficulties with the robot, try the test utilities.
See “About the robotic test utilities” on page 191.

Do not use the Robotic Test Utilities when backups or restores are active. These
utilities prevent the corresponding robotic processes from performing robotic actions,
such as loading and unloading media. The result is that it can cause media mount
timeouts and prevent other robotic operations like robotic inventory and inject or

eject from working.

Step 10

Enhance the test
policy.

Add a user schedule to your test policy (the backup window must be open while
you test). Use a storage unit and media that was verified in previous steps.
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Table 2-6 Steps for testing the master server and clients (continued)
Step |Action Description
Step 11 | Backup and restore a | Start a user backup and restore of a file by using the client-user interface on the
file. master server. Monitor the status and the progress log for the operation. If
successful, this operation verifies that the client software is functional on the master
server.
If a failure occurs, check the NetBackup All Log Entries report. To isolate the
problem further, check the appropriate debug logs from the following list.
On a UNIX system, the debug logs are in the /usr/openv/netbackup/logs/
directory. On a Windows computer, the debug logs are in the
install path\NetBackup\logs\ directory.
Debug log directories exist for the following processes:
m bparchive (UNIX only)
= Dbpbackup (UNIX only)
m bpbkar
m bpcd
m Dbplist
s bprd
m bprestore
= nbwin (Windows only)
s bpinetd (Windows only)
Explanations about which logs apply to specific client types are available.
For information on logging, see the NetBackup Logging Reference Guide.
Step 12 | Reconfigure the test Reconfigure your test policy to name a client that is located elsewhere in the
policy. network. Use a storage unit and media that has been verified in previous steps. If
necessary, install the NetBackup client software.
Step 13 | Create debug log Create debug log directories for the following processes:

directories.

s Dbprdon the server

» bpcd on the client

» bpbkar on the client

= nbwin on the client (Windows only)

»  Dbpbackup on the client (except Windows clients)
s bpinetd (Windows only)

m tar

s On the media server: bpbrm, bpdm, and bptm
Explanations about which logs apply to specific client types are available.

For information on logging, see the NetBackup Logging Reference Guide.
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Table 2-6 Steps for testing the master server and clients (continued)
Step |Action Description
Step 14 | Verify communication | Perform a user backup and then a restore from the client that is specified in step
between the client and | 8. These actions verify communications between the client and the master server,
the master server. and NetBackup software on the client.
If an error occurs, check the job's Detailed Status in the Activity Monitor.
check the All Log Entries report and the debug logs that you created in the
previous step. A likely cause for errors is a communications problem between the
server and the client.
Step 15 | Test other clients or When the test policy operates satisfactorily, repeat specific steps as necessary to
storage units. verify other clients and storage units.
Step 16 | Test the remaining When all clients and storage units are functional, test the remaining policies and

policies and schedules.

schedules that use storage units on the master server. If a scheduled backup fails,
check the All Log Entries report for errors. Then follow the recommended actions
as is part of the error status code.

Testing the media server and clients

If you use media servers, use the following steps to verify that they are operational.

Before testing the media servers, eliminate all problems on the master server.

See “Testing the master server and clients” on page 34.

Table 2-7 Steps for testing the media server and clients
Step |Action Description
Step 1 Enable legacy Enable appropriate legacy debug logs on the servers, by entering the following:

debug logs.

UNIX/Linux: /usr/openv/netbackup/logs/mklogdir
Windows: install path\NetBackup\logs\mklogdir.bat
See the NetBackup Logging Reference Guide.

If you are uncertain which logs apply, enable them all until you solve the problem.
Delete the legacy debug log directories when you have resolved the problem.
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Table 2-7 Steps for testing the media server and clients (continued)
Step |Action Description
Step 2 | Configure a test Configure a test policy with a user schedule (set the backup window to be open while
policy. you test) by doing the following:
= Name the media server as the client and a storage unit that is on the media server
(preferably a nonrobotic drive).
= Add a volume on the EMM database host for the devices in the storage unit. Ensure
that the volume is in the NetBackup volume pool.
= Insert the volume in the drive. If you do not pre-label the volume by using the
bplabel command, NetBackup automatically assigns a previously unused media
ID.
Step 3 | Verify the daemons | Verify that all NetBackup daemons or services are running on the master server. Also,
and services. verify that all Media and Device Management daemons or services are running on the
media server.
To perform this check, do one of the following:
= On a UNIX system, run:
/usr/openv/netbackup/bin/bpps -x
= On aWindows system, use the Services application in the Windows Control Panel.
Step4 | Backup and Perform a user backup and then a restore of a file from a client that has been verified
restore a file. to work with the master server.
This test verifies the following:
= NetBackup media server software.
= NetBackup on the media server can mount the media and use the drive that you
configured.
s Communications between the master server processes nbpem, nbjm, nbrb, EMM
server process nbemm, and media server processes bpcd, bpbrm, bpdm, and bptm.
=  Communications between media server process bpbrm, bpdm, bptm, and client
processes bpcd and bpbkar.
For the failures that relate to drives or media, ensure that the drive is in an UP state
and that the hardware functions.
Step 5 | Verify If you suspect a communications problem between the master server and the media

communication
between the
master server and
the media servers.

servers, check the debug logs for the pertinent processes.
If the debug logs don'’t help you, check the following:

= On a UNIX server, the System log
= On a Windows server, the Event Viewer Application and System log
= vmd debug logs
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Table 2-7 Steps for testing the media server and clients (continued)
Step |Action Description
Step 6 | Ensure that the For the failures that relate to drives or media, ensure that the drive is running and that

hardware runs
correctly.

the hardware functions correctly.
See the vendor manuals for information on hardware failures.

If you use a robot in an initial configuration condition, verify that the robotic drive is
configured correctly.

In particular, verify the following:

s The same robot number is used both in the Media and Device Management and
storage unit configurations.
= Each robot has a unique robot number.

On a UNIX server, you can verify only the Media and Device Management part of the
configuration. To verify, use the tpreq command to request a media mount. Verify
that the mount completes and check the drive on which the media was mounted. Repeat
the process until the media is mounted and unmounted on each drive from the host
where the problem occurred. Perform these steps from the media server. If this works,
the problem is probably with the policy or the storage unit configuration on the media
server. When you are done, use tpunmount to unmount the media.
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Table 2-7 Steps for testing the media server and clients (continued)
Step |Action Description
Step 7 | Include a robotic | If you previously configured a non-robotic drive and a robot was attached to your media
device in the test | server, change the test policy to name the robot. Also, add a volume for the robot to
policy. the EMM server. Verify that the volume is in the NetBackup volume pool and in the
robot.
Start with step 3 to repeat this procedure for a robot. This procedure verifies that
NetBackup can find the volume, mount it, and use the robotic drive.
If a failure occurs, check the NetBackup All Log Entries report. Look for any errors
that relate to devices or media.
See the NetBackup Administrator’s Guide, Volume I.
If the All Log Entries report doesn’t help, check the following:
= On a UNIX server, the system logs on the media server
= vmd debug logs on the EMM server for the robot
= On a Windows system, the Event Viewer Application and System log
In an initial configuration, verify that the robotic drive is configured correctly. Do not
use a robot number that is already configured on another server.
Try the test utilities.
See “About the robotic test utilities” on page 191.
Do not use the Robotic Test Utilities when backups or restores are active. These utilities
prevent the corresponding robotic processes from performing robotic actions, such as
loading and unloading media. The result is that it can cause media mount timeouts
and prevent other robotic operations like robotic inventory and inject or eject from
working.
Step 8 | Test other clients | When the test policy operates satisfactorily, repeat specific steps as necessary to verify
or storage units. other clients and storage units.
Step 9 | Test the remaining | When all clients and storage units are in operation, test the remaining policies and

policies and
schedules.

schedules that use storage units on the media server. If a scheduled backup fails,
check the All Log Entries report for errors. Then follow the suggested actions for the
appropriate status code.

Resolving network communication problems with
UNIX clients

The following procedure is for resolving NetBackup communications problems,
such as those associated with NetBackup status codes 25, 54, 57, and 58. This
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procedure consists of two variations: one for UNIX clients and another for Windows
clients.

Note: In all cases, ensure that your network configuration works correctly outside
of NetBackup before trying to resolve NetBackup problems.

For UNIX clients, perform the following steps. Before you start this procedure, add
the VERBOSE=5 option to the /usr/openv/netbackup/bp.conf file.

Table 2-8 Steps for resolving network communication problems with UNIX
clients
Step | Action Description
Step 1 | Create debug log | During communication retries, the debug logs provide detailed debug information, which
directories. can help you analyze the problem.
Create the following directories:
= Dbpcd (on the master server and clients)
= vnetd (on the master server and clients)
= bprd (on the master server)
Use the bprd log directory to debug client to master server communication, not client to
media server communication problems.
Step 2 | Test a new If this configuration is a new or a modified configuration, do the following:
configuration or

= Check any recent modifications to ensure that they did not introduce the problem.

= Ensure that the client software was installed and that it supports the client operating
system.

s Check the client names, server names, and service entries in your NetBackup
configuration as explained in the following topic:
See “Verifying host name and service entries in NetBackup” on page 73.
You can also use the hostname command on the client to determine the host name
that the client sends with requests to the master server. Check the bprd debug log
on the master server to determine what occurred when the server received the request.

modified
configuration.
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Table 2-8 Steps for resolving network communication problems with UNIX

clients (continued)

Step

Action

Description

Step 3

Verify name
resolution.

To verify name resolution, run the following command on the master server and the
media servers:

# bpclntcmd -hn client name

If the results are unexpected, review the configuration of these name resolution services:
nsswitch.conf file, hosts file, ipnodes file, and resolv.conf file.

Also run the following on the client to check forward and reverse name lookup of the
master server and media server that perform the backup:

# bpclntcmd -hn server name

# bpclntcmd -ip IP address of server

Step 4

Verify network
connectivity.

Verify network connectivity between client and server by pinging the client from the server.
# ping clientname

Where clientname is the name of the client as configured in the NetBackup policy
configuration.

For example, to ping the policy client that is named ant:

# ping ant
ant.nul.nul.com: 64 byte packets
64 bytes from 199.199.199.24: icmp seg=0. time=1. ms
-—--—ant.nul.nul.com PING Statistics----
2 packets transmitted, 2 packets received, 0% packet
loss round-trip (ms) min/avg/max = 1/1/1

A successful ping verifies connectivity between the server and client. If the ping fails
and ICMP is not blocked between the hosts, resolve the network problem outside of
NetBackup before you proceed.

Some forms of the ping command let you ping the bpcd port on the client as in the
following command:

# ping ant 1556

Ping 1556 (PBX) and 13724 (vnetd) in sequence, the same sequence that NetBackup
tries by default. You then know which ports are closed so that you can open them for
more efficient connection tries.




Troubleshooting procedures | 44

Resolving network communication problems with UNIX clients

Table 2-8 Steps for resolving network communication problems with UNIX
clients (continued)
Step | Action Description
Step 5 | Ensure that the On the client, run one of the following commands (depending on platform and operating

client listens on the
correct port for the
bpcd connections.

system):

netstat -a | grep bpcd
netstat -a | grep 13782
rpcinfo -p | grep 13782

Repeat for 1556 (PBX) and 13724 (vnetd). If no problems occur with the ports, the
expected output is as follows:

# netstat -a | egrep '1556|PBX|13724|vnetd|13782|bpcd' | grep LISTEN
*.1556 xLx 0 0 49152 0 LISTEN

*.13724 xLF 0 0 49152 0 LISTEN

*.13782 xL* 0 0 49152 0 LISTEN

LISTEN indicates that the client listens for connections on the port.

If the NetBackup processes are running correctly, the expected output is as follows:

# ps -ef | egrep 'pbx exchange|vnetd|bpcd' | grep -v grep

root 306 1 0 Jul 18 ? 13:52 /opt/VRTSpbx/bin/pbx exchange

root 10274 1 0 Sep 13 ? 0:11 /usr/openv/netbackup/bin/vnetd -standalone
root 10277 1 0 Sep 13 ? 0:45 /usr/openv/netbackup/bin/bpcd -standalone

Repeat the procedure on the master server(s) and media server(s), to test communication
to the client.
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Table 2-8 Steps for resolving network communication problems with UNIX

clients (continued)

Step | Action Description
Step 6 | Connect to the On the client, telnet to 15656 (PBX) and 13724 (vnetd). Check both ports to make sure
client through that a connection is made on at least one of them. If the telnet connection succeeds,
telnet. keep the connection until after you perform step 8, then terminate it with Ctrl-c.
telnet clientname 1556
telnet clientname 13724
Where clientname is the name of the client as configured in the NetBackup policy
configuration.
For example,
# telnet ant vnetd
Trying 199.999.999.24
Connected to ant.nul.nul.com.
Escape character is ‘"]'.
In this example, telnet can establish a connection to the client ant.
Repeat the procedure on the master server(s) and media server(s), to test communication
to the client.
Step 7 | Identify the On the master server(s) and media server(s): Use the following command to identify the

outbound socket
on the server host.

outbound socket that is used for the telnet command from step 6. Specify the appropriate
IP address to which the server resolves the policy client. Note the source IP
(10.82.105.11), the source port (45856) and the destination port (1556).

# netstat -na | grep ‘<client IP address>’ | egrep ‘1556(13724'
10.82.105.11.45856 10.82.104.99.1556 49152 0 49152 0 ESTABLISHED

If telnet is still connected and a socket is not displayed: Remove the port number
filtering and observe the port number to which the site has mapped the service name.
Check that process listens on the port number in step 5.

$ netstat -na | grep ‘<client IP_ address>’
10.82.105.11.45856 10.82.104.99.1234 49152 0 49152 0 ESTABLISHED

If the socket is in a SYN_SENT state instead of an ESTABLISHED state, the server host
is trying to make the connection. However, a firewall blocks the outbound TCP SYN from
reaching the client host or blocks the return bound TCP SYN+ACK from reaching the
server host.
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Table 2-8 Steps for resolving network communication problems with UNIX

clients (continued)

Step | Action

Description

Step 8 | Confirm that the
telnet connection
reaches this client
host.

On the master server(s) and media server(s), to confirm that the telnet connection
reaches this client host, run the following command:

$ netstat -na | grep ‘<source port>’
10.82.104.99.1556 10.82.105.11.45856 49152 0 49152 0 ESTABLISHED

One of the following conditions occurs:

» If telnet is connected but the socket is not present: The telnet reached some other
host that incorrectly shares the same IP address as the client host.

» If the socket is in a SYN_RCVD state instead of an ESTABLISHED state, then the
connection reached this client host. However, a firewall blocks the return of the TCP
SYN+ACK to the server host.

Step 9 | Verify
communication
between the client
and the master
server.

To verify client to master server communications, use the bpclntcmd utility. When -pn
and -sv run on a NetBackup client, they initiate inquiries to the NetBackup master server
(as configured in the client bp . conf file). The master server then returns information to
the requesting client. More information is available about bpclntcmd.

See “About the bpcintcmd utility” on page 84.

The PBX, vnetd, and bprd debug logs should provide details on the nature of any
remaining failure.

Resolving network communication problems with
Windows clients

The following procedure is for resolving NetBackup communications problems,
such as those associated with NetBackup status codes 54, 57, and 58. This
procedure consists of two variations: one for UNIX clients and another for Windows
clients.

Note: In all cases, ensure that your network configuration works correctly outside
of NetBackup before trying to resolve NetBackup problems.

This procedure helps you resolve network communication problems with PC clients.

To resolve network communication problems

1

Before you retry the failed operation, do the following:
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= Increase the logging level on the client (see the NetBackup Administrator's
Guide, Volume I, under "Client Settings properties").

= On the NetBackup master server, create a bprd debug log directory and
on the clients create a bpcd debug log.

= On the NetBackup server, set the Verbose level to 1.
See the NetBackup Logging Reference Guide for help changing the logging
level.

If this client is new, verify the client and the server names in your NetBackup
configuration.

See “Verifying host name and service entries in NetBackup” on page 73.
Verify network connectivity between client and server by pinging from the server
to the client and vice versa. Use the following command:

# ping hostname

Where hostname is the name of the host as configured in the following:
= NetBackup policy configuration

= WINS

= DNS (if applicable).

m hosts file in system directory $systemRoot%\system32\drivers
\etc\hosts

If ping succeeds in all instances, it verifies connectivity between the server
and client.

If ping fails, you have a network problem outside of NetBackup that must be
resolved before you proceed. As a first step, verify that the workstation is turned
on. A workstation that is not turned on is a common source of connection
problems with workstations.

On Microsoft Windows clients, ensure that the NetBackup Client service is
active by checking the logs. Use the Services application in the Control Panel
to verify that the NetBackup Client service is running. Start it if necessary.

n Check the bpcd debug logs for problems or errors. See the NetBackup
Logging Reference Guide on how to enable and use these logs.

= Verify that the same NetBackup client service (bpcd) port number is specified
on both the NetBackup client and server (by default, 13782). Do one of the
following:
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Windows

UNIX NetBackup
servers

Check the NetBackup client service port number.

Start the Backup, Archive, and Restore interface on the
client. On the File menu, click NetBackup Client
Properties. In the NetBackup Client Properties dialog
box on the Network tab, check the NetBackup client
service port number.

Verify that the setting on the Network tab matches the
one in the services file. The services file is located in:

$SystemRoot%\system32\drivers\etc\services
(Windows)

The values on the Network tab are written to the
services file when the NetBackup client service starts.

The bpcd port numberisin the /etc/servicesfile. On
Windows NetBackup servers, see the Client Properties
dialog box in the Host Properties window.

See “Using the Host Properties window to access
configuration settings” on page 87.

Correct the port number if necessary. Then, on Windows clients and servers,
stop and restart the NetBackup Client service.

Do not change NetBackup port assignments unless it is necessary to resolve
conflicts with other applications. If you do change them, do so on all
NetBackup clients and servers. These numbers must be the same
throughout your NetBackup configuration.
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Verify that the NetBackup Request Service (bprd) port number on Microsoft
Windows is the same as on the server (by default, 13720). Do one of the
following:

Windows clients Check the NetBackup client service port number.

Start the Backup, Archive, and Restore interface on the
client. On the File menu, click NetBackup Client Properties.
In the NetBackup Client Properties dialog box on the
Network tab, check the NetBackup client service port number.

Verify that the setting on the Network tab matches the one in
the services file. The services file is located in:

$SystemRoot%\system32\drivers\etc\services
(Windows)

The values on the Network tab are written to the services
file when the NetBackup client service starts.

UNIX NetBackup The bprd port number is in the /etc/services file.

servers . . . ) )
See “Using the Host Properties window to access configuration

settings” on page 87.

Windows NetBackup  Set these numbers in the Client Properties dialog box in the
servers Host Properties window.

See “Using the Host Properties window to access configuration
settings” on page 87.

Verify that the hosts file or its equivalent contains the NetBackup server name.
The hosts files are the following:

Windows $SystemRoot%\system32\drivers\etc\hosts

UNIX /etc/hosts

Verify client-to-server connectability by means of ping or its equivalent from
the client (step 3 verified the server-to-client connection).

If the client’s TCP/IP transport allows telnet and ftp from the server, try these
services as additional connectivity checks.
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9 Use the bpclntemd utility to verify client to master server communications.
When the -pn and -sv options run on a client, they initiate inquiries to the
master server (configured in the server list on the client). The master server
then returns information to the requesting client.

See “About the bpcintcmd utility” on page 84.

10 Use the bptestbpcd utility to try to establish a connection from a NetBackup
server to the bpcd daemon on another NetBackup system. If successful, it
reports information about the sockets that are established.

A complete description of bptestbpcd is in the NetBackup Commands
Reference Guide.

11 Verify that the client operating system is one of those supported by the client
software.

Troubleshooting vnetd proxy connections

The Veritas Network Daemon vnetd process and its proxy processes enable
communication between NetBackup hosts and remote hosts.

The following topics contain security certificate revocation troubleshooting
information:

See “vnetd proxy connection requirements” on page 50.

See “Where to begin to troubleshoot vnetd proxy connections” on page 52.

See “Verify that the vnetd process and proxies are active” on page 52.

See “Verify that the host connections are proxied” on page 53.

See “Test the vnetd proxy connections” on page 53.

See “Examine the log files of the connecting and accepting processes” on page 56.
See “Viewing the vnetd proxy log files” on page 56.

If you cannot determine the cause of connection problems, contact your Veritas
support representative.

vnetd proxy connection requirements
For communication within the same NetBackup domain:

= Host ID-based certificates and a certificate revocation list must be present on
all NetBackup 8.1 and later hosts.
The NetBackup global security settings configure how NetBackup provisions
certificates.
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Verify the global settings under Security Management in the NetBackup
Administration Console.

To observe the certificates that NetBackup uses between hosts, use the
-verbose option with the bptestbpcd -host command and option and with the
bpclntcmd -pn command and option.

Host IDs must be mapped for host names on all NetBackup 8.1 and later hosts.
The NetBackup global security settings configure how NetBackup maps host
IDs to name.

Verify the global settings under Security Management in the NetBackup
Administration Console. Alternatively, you can use the following command
and option:

Windows:

install path\Veritas\NetBackup\bin\admincmd\nbseccmd
-getsecurityconfig -autoaddhostmapping

UNIX:

/usr/openv/netbackup/bin/admincmd/nbseccmd -getsecurityconfig

-autoaddhostmapping

For NetBackup hosts earlier than 8.1, you must allow insecure communication.
The NetBackup global security settings configure if NetBackup can communicate
with hosts earlier than 8.1.

Verify the global settings under Security Management in the NetBackup
Administration Console. Alternatively, you can use the following command
and option:

Windows:

install path\Veritas\NetBackup\bin\admincmd\nbseccmd
-getsecurityconfig -insecurecommunication

UNIX:

/usr/openv/netbackup/bin/admincmd/nbseccmd -getsecurityconfig

-insecurecommunication

The NetBackup web services on the master server must be active. To confirm
that they are active, use the following NetBackup command and option:
Windows: install path\Veritas\NetBackup\bin\nbcertcmd -ping

UNIX: /usr/openv/netbackup/bin/nbcertcmd -ping

If the master server is configured to use external CA-signed certificates, the
hosts should enroll their external CA-signed certificates with the appropriate
master server domain.

For more information on external CA support and certificate enroliment, refer
to the NetBackup Security and Encryption Guide.
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For Auto Image Replication, host ID-based certificates from the source master
server are required on all of the trusted master servers in the destination domains.

If the master server is configured to use external CA-signed certificates, ensure
that trust is established between the source and target master servers using external
CA-signed certificates.

For more information, see the NetBackup Deduplication Guide.

Where to begin to troubleshoot vnetd proxy connections

NetBackup status code 61 and status codes in the 76xx range relate to vnetd proxy
communication.

If a NetBackup job fails because of vnetd proxy connection problems, examine the
job details for the status codes of interest. Then, refer to the NetBackup
documentation for the explanations of status codes. Take note of any connection
IDs in the following format; they are helpful for additional troubleshooting:

{23FAD260-7D2F-11E7-91C6-2EB679166937} : OUTBOUND

If the failure is not during a NetBackup job, examine the exit status of the operation
for the status codes of interest. Also examine the debug logs for the processes that
are involved in the operation. Look first at the command that initiated the operation
or the service that performed the request.

You can find the status codes described in the following:

= The NetBackup Status Codes Reference Guide.

= The NetBackup Administration Console help.

= The Troubleshooter in the NetBackup Administration Console.
s The NetBackup OpsCenter help.

If a job did not run, verify that the vnetd process and its proxies are active.

Verify that the vnetd process and proxies are active

On Windows, you can use the Task Manager Processes tab (you must show the
Command Line column) to determine if the proxies are active. On UNIX and Linux,
you can use the NetBackup bpps command, as follows:

$ bpps

..output shortened..

root 13577 1 0 Jun27 ? 00:00:04 /usr/openv/netbackup/bin/vnetd -standalone

root 13606 1 0 Jun27 ? 00:01:55 /usr/openv/netbackup/bin/vnetd -proxy inbound proxy

-number 0
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root 13610 1 0 Jun27 ? 00:00:06 /usr/openv/netbackup/bin/vnetd -proxy http tunnel

Verify that the

110
127.0.0.1:42553 ->
127.0.0.1:35386 ->

Depending on which vnetd process or proxy is or is not running, try the following:
» [fthe vnetd process (-standalone) is not running, start it.

» If the vnetd process is running, examine the vnetd debug log to confirm that it
tries to start the proxies.

= Ifthe vnetd process tries to start the inbound and the outbound proxies: Examine
the proxy log file to determine why the proxy does not listen for connections.
Use the nbpxyhelper short component name or its originator ID 486 with the
vxlogview command.

» Ifthe vnetd process tries to start the HTTP tunnel proxy, examine the HTTP
tunnel proxy log. Use the nbpxytnl short component name or its originator ID
490 with the vxlogview command.

If the vnetd process and its proxies are active, determine if the connections are
proxied.

host connections are proxied

You can use the NetBackup bptestbpcd command on a NetBackup 8.1 or later
server to verify that the connections to a remote host are proxied, as follows:

Windows: install path\Veritas\NetBackup\bin\admincmd\bptestbpcd -host

remote host
UNIX: /usr/openv/netbackup/bin/admincmd/bptestbpcd -host remote host

The proxy in the following command output example shows that the connections
are proxied:

127.0.0.1:52236 PROXY 10.81.41.245:895 -> 10.81.40.148:1556
127.0.0.1:49429 PROXY 10.81.41.245:51325 -> 10.81.40.148:1556

If the connections are proxied, test the proxy connections.

Test the vnetd proxy connections

The NetBackup command that you use to test the vnetd proxy connections differs
between a server and a client.
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Testing a vnet proxy connection from a server

To test connections from a NetBackup 8.1 or later server to another NetBackup 8.1
or later host, you can use the NetBackup bptestbpcd command with the -verbose
option. Examine the command output for status codes or any indications of failure.

Then, refer to the NetBackup documentation for the explanations of the status
codes.

The following example shows a successful connection test from a NetBackup media

server named connect-host.example.com to @ media server named

accept-host.example.com:

# bptestbpcd -host accept-host.example.com -verbose
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127.0.0.1:43697 -> 127.0.0.1:58089 PROXY 10.80.97.186:47054 -> 10.80.97.140:1556
127.0.0.1:52061 -> 127.0.0.1:58379 PROXY 10.80.97.186:37522 -> 10.80.97.140:1556
LOCAL CERT ISSUER NAME = /CN=broker/OU=root@master.example.com/O=vx
LOCAL_CERT_SUBJECT_COMMON_NAME = a753da%b-blff-4a5f-b57d-69ad4e2b4d7e29

PEER _CERT ISSUER NAME = /CN=broker/OU=root@master.example.com/O=vx

PEER_CERT SUBJECT_COMMON_NAME = b900a238-d7be-4c6e-8af6-19b5cldldecd

PEER_NAME = connect-host.example.com

HOST_NAME = accept-host.example.com

CLIENT_NAME = accept-host.example.com

VERSION = 0x08100000

PLATFORM = linuxR x86 2.6.18

PATCH_VERSION = 8.1.0.0

SERVER PATCH_VERSION = 8.1.0.0

MASTER_SERVER = master.example.com

EMM_SERVER = master.example.com

NB_MACHINE TYPE = MEDIA SERVER

SERVICE_TYPE = VNET DOMAIN CLIENT TYPE

PROCESS_HINT = 7157d866-8eb2-45bb-bde8-486790c0b40c

Conversely, the following example shows a connection test to the same media
server that fails after its security certificate was revoked:

# bptestbpcd -host accept-host.example.com -verbose
<l6>bptestbpcd main: Function ConnectToBPCD (accept-host.example.com) failed: 7653
<l6>bptestbpcd main: The Peer Certificate is revoked
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<l6>bptestbpcd main: The certificate of the host that you want to connect to is revoked.

Revocation Reason Code : 0 Revocation Time : 1502637798: 7653
The Peer Certificate is revoked

NetBackup hosts must have a valid host ID-based security certificate and a valid

certificate revocation list so they can communicate with other NetBackup hosts.
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The lack of either prevents communication. In this case, you can look up status
code 7653 to find the explanation for and recommended action to recover from the
error.

Testing a vnet proxy connection from a client

On a NetBackup 8.1 or later client, you can use the NetBackup bpc1ntcmd command
to test the connection to the master server. Examine the command output for status
codes or any indications of failure. Then, refer to the NetBackup documentation for
the explanations of status codes. The following is the command syntax:

Windows:

install path\Veritas\NetBackup\bin\bpclntcmd -pn -verbose
UNIX:

/usr/openv/netbackup/bin/bpclntcmd -pn -verbose

The following example shows a successful response to the bpclntcmd command:

# bpclntcmd -pn -verbose

expecting response from server master.example.com

127.0.0.1:52704 -> 127.0.0.1:33510 PROXY 10.80.97.186:40348 -> 10.80.97.157:1556
LOCAL CERT_ISSUER NAME = /CN=broker/OU=root@master.example.com/O=vx
LOCAL_CERT_SUBJECT COMMON_NAME = 7157d866-8eb2-45bb-bde8-486790c0b40c
PEER_CERT_ISSUER NAME = /CN=broker/OU=root@master.example.com/0O=vx

PEER CERT_SUBJECT_ COMMON_NAME = b900a238-d7be-4c6e-8af6-19b5cldldecd

PEER IP = 10.80.97.186

PEER PORT = 40348

PEER NAME = connect-host.example.com

POLICY CLIENT = *NULL*

0ld Domain Service Type VNET DOMAIN SERVER TYPE and Hint

New Domain Service Type VNET DOMAIN SERVER TYPE and Hint 7157d866-8eb2-45bb-bde8-486790c0b40c

Conversely, the following example shows a response to the bpcintcmd command
on a NetBackup client that has a revoked certificate:

# bpclntcmd -pn -verbose
Unable to perform peer host name validation. Curl error has occurred for peer name:
master.example.com, self name: connect-host: 0
[PROXY] Encountered error (VALIDATE PEER HOST PROTOCOL RUNNING) while processing
(ValidatePeerHostProtocol).: 1
Can't connect to host master.example.com: cannot connect on socket (25)

If the vnetd proxy connections are active, examine the log files of the connecting
and accepting processes
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Examine the log files of the connecting and accepting processes

A NetBackup process that initiates a connection is the connecting process, and the
target of that connection is the accepting process. The connecting and accepting
processes communicate with the respective outbound and inbound vnetd proxy
processes. Each proxy process verifies whether the connection is permitted.

The debug logs of the connecting process and the accepting process show their
interaction with the proxy. Examine the logs for any status codes and status
messages. Also examine the logs for the unique inbound and outbound connection
IDs. You can use those IDs if you need to examine the vnetd proxy process logs.
You can debug most connections from either host.

For example, the following connecting process log file excerpt shows that a host
validation failure prevented a connection:

Peer host validation failed for SECURE connection; Peer host:
accepting-host.example.com, Error: 8618, Message: Connection is
dropped, because the host ID-to-hostname mapping is not yet

approved.., nbu status = 7648, severity =1

A NetBackup host’'s names must be mapped to its host ID. If a host name is not
mapped properly in NetBackup, communication fails. In this case, you can look up
status code 7648 to find the explanation for and recommended action to recover
from the error.

If you do not find an indication of a problem by examining the connecting process
and accepting process log files, examine the vnetd proxy log files. You can use
the connection IDs to find relevant information.

Viewing the vnetd proxy log files

The vnetd proxy processes log to different files than vnetd itself. The following
table identifies the unified logging short component names and the originator IDs
for the vnetd proxies.

Table 2-9 vnetd proxy log files
Proxy Component name Originator ID
The inbound and the nbpxyhelper 486

outbound proxies

The HTTP tunnel nbpxytnl 490

The following is the NetBackup vx1logview command syntax to view the inbound
and the outbound proxy log file using the short component name:
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Windows: install path\Veritas\NetBackup\bin\vxlogview -p NB -i
nbpxyhelper

UNIX: /usr/openv/netbackup/bin/vxlogview -p NB -i nbpxyhelper

The vxlogview command includes options to refine the view of the log file. For
example, to troubleshoot vnetd proxy connections, you can use the connection ID
as follows:

vxlogview -p NB -i nbpxyhelper -X
' {23FAD260-7D2F-11E7-91C6-2EB679166937} : OUTBOUND'

Note: On Windows, omit the single quote marks from the connection ID string.

The NetBackup Commands Reference Guide describes the vx1ogview command
and its options.

The NetBackup Logging Reference Guide describes unified logging and how to
view the log files.

Troubleshooting security certificate revocation

For jobs, NetBackup writes the cause of failures to the Job Details. Jobs are
backups, restores, duplications, and replications. To troubleshoot errors related to
host certificates, examine the job details for the messages and the status codes.
Look for the messages that relate to certificates, revocation, and CRL. The status
codes that accompany the messages are closely adjacent. Look up the descriptions
of the status codes for explanations and recommended actions to resolve the issues.

You also may need to examine the vnetd proxy process log files. As with the job
details, examine the logs for the messages and the status codes that relate to
certificates, revocation, and CRL. Status codes that accompany a message are
closely adjacent.

See “Viewing the vnetd proxy log files” on page 56.

You can find the status codes described in the following:

= The NetBackup Status Codes Reference Guide.

s The NetBackup Administration Console help.

s The Troubleshooter in the NetBackup Administration Console.
s The NetBackup OpsCenter help.

A host's CRL may affect troubleshooting.

See “How a host’'s CRL affects certificate revocation troubleshooting” on page 59.


http://www.veritas.com/docs/DOC5332
http://www.veritas.com/docs/DOC5332
http://www.veritas.com/docs/DOC5332
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The following topics describe how to troubleshoot several security certificate
revocation scenarios:

See “NetBackup job fails because of revoked certificate or unavailability of CRLs”
on page 60.

See “NetBackup job fails because of apparent network error” on page 61.
See “NetBackup job fails because of unavailable resource” on page 62.
See “Master server security certificate is revoked” on page 63.

If you cannot determine the cause of problems, contact your Veritas technical
support representative.

Troubleshooting cloud provider’s revoked SSL certificate issues

If SSL is enabled and the CRL option is enabled, each non-self-signed SSL
certificate is verified against the CRL. If the certificate is revoked, NetBackup does
not connect to the cloud provider.

For troubleshooting cloud storage CRL validation issues, refer to the following logs
for cURL error 60:

= tpcommand logs for configuration issues.

= bptm logs for backup and restore issues.

= nbrmms logs if the cloud storage server is down.

Symptoms:

= Cloud Storage creation fails.

= Backup job fails because the cloud storage server is down.

Causes:

» The certificate is revoked, NetBackup does not connect to the cloud provider.
= The CRL file failed to download.

Resolution:

= If the problem is a CRL verification failure, contact your security administrator

= If the problem is a download failure, verify the firewall settings. Refer to the
NetBackup Cloud Administrator’s Guide and ensure that you have met all the
requirements for CRL.


http://www.veritas.com/docs/000003214
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