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About the NetBackup preinstall checker

The server installer for both UNIX and Linux as well as the Windows platforms
includes a preinstall checker. This feature helps to determine if your server is ready
for a successful installation or upgrade.

The check runs automatically when you start an installation. The results of the check
are shown at the following point:

The check runs automatically when you start an installation or upgrade on a master
or a media server. The results of the check are shown at the following point:

= UNIX and Linux upgrade script
After you answer the question “Is this host the master server”.

=  Windows installation wizard
On the Ready to Install the Program screen, where the Installation Summary
appears.
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NetBackup uses a preinstallation program that does a check at the beginning of
installations or upgrades. The check looks for any known problems that you can
eliminate so the operation can succeed. The checks that are performed are
developed from customer input on the previous problems that were encountered
during installations and upgrades. Veritas can update the checker whenever new
customer feedback is received. Refreshes are not dependent on a NetBackup
release. If your server can connect to telemetry.veritas.com, NetBackup automatically
updates the checker with the latest version when the installation or the upgrade
starts.

One of the tests that is performed is a comparison of the locally installed Emergency
Engineering Binary (EEB) updates with the fixes included with the version of
NetBackup being installed. If any of the preinstall tests fail, a message appears to
indicate what type of action is required.

Some test failures are considered minor and let you continue with the installation
or the upgrade. Critical test failures prevent the installation or the upgrade from
happening. The output informs you that other action must be taken before you can
proceed safely with the installation or the upgrade.

The preinstall check results are stored in the following locations:

=  UNIX and Linux
In the installation trace file in the following path:

/usr/openv/tmp

= Windows
In the following directory:
SALLUSERSPROFILES¥Veritas¥NetBackup¥InstallSummary¥

NetBackup Product Improvement Program [ZDLVT

NetBackup Product Improvement Program T, /> Ah—/ VL iE LT 07T LD H
RO RETIFLET

NetBackup ®-1> Ah—/ L2 NetBackup Product Improvement Program (Z&)IL
T, ZOEHRE BEMICEX 2T 42 BB L TRUZRICERF THIOICHETEET,
NRYZZANZAE LT BIL, k7 B W B a7 50— ICHAIAENE T,
VA AIZOERES B, BN NetBackup #ihE L DI, B, AL
TODPEHELEY, ZOFBITZDORK, WhOEE, 7 AN 77=0L YR -k 4
th DOBAEOUE KA~V Z AT T 20T DO EbivET,
NetBackup Product Improvement Program (22U TEELL 3, NetBackup 71 &>
23K93ED117.18 Data Collection; Data Protection Regulations ] & L T72&
W, HFFRARRITIROEFTIZHD ET,
= UNIX

MyVeritas 2>HF 7 0 —RUIZAT 4T A A—"C, LICENSE 7 7 AV E B RLET,

12
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=  Windows
MyVeritas 7354 7 B—RUTZAT AT AA—T DD, AV ARN— VT 4P —R
(Browser.exe) ZBAIAL F7, [Home] ~—T, [Installation] =27V~ L %9,
[Installation]~—""C, [Server Software Installation] Z7=/%[Client Software
Installation] 4R L F9°, [LHZ% (Welcome)] _2— T, [k~ (Next)] 27V
I LT [l 5249 (License Agreement)] O~ —I TR £,

Creating the user account to support the NetBackup web server

Beginning with NetBackup 8.0, the NetBackup primary server includes a configured
web server to support critical backup operations. This web server operates under
user account elements with limited privileges. These user account elements must
be available on each primary server (or each node of a clustered primary server).

You can use humerous procedures to create users and groups in operating systems.
Some specific approaches are shown but other methods may accomplish the same
goal. The home directory path, user name, and group names are not hard-coded,
and can be changed. The default local user name is nbwebsvc, and the default
local group name is nbwebgrp.

A%E: For UNIX and Linux platforms, the UID must be the same for each local account
in a clustered environment. Be sure that the local accounts are defined consistently
on all cluster nodes.

To create the user account and the user group on UNIX or Linux
1 Create the local group with the command shown:

Command: # groupadd group name

Example: # groupadd nbwebgrp
2 Create the local user account with the command shown:

Command: # useradd -g group name -c comment —-d /usr/openv/wmc

user name

Example: # useradd -g nbwebgrp -c 'NetBackup Web Services

application account' -d /usr/openv/wmc nbwebsvc

To create the user account and the user group on Windows

A%E: You must use domain accounts in clustered environments on Windows.

A%E: Web service user account names are limited to 20 characters.
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1 Create the local user account with the command shown:

Command: C:¥>net user user name StrongPassword /add (where
StrongPassword is a strong password to associate with the account)

Example: c:¥>net user nbwebsvc 1U*s71Q# /add

2 Create the local group with the command shown:
Command: c:¥>net localgroup group name /add
Example: C:¥>net localgroup nbwebgrp /add

3 Make the new user a member of the new group with the command shown:
Command: c:¥>net localgroup group name user name /add
Example: c:¥>net localgroup nbwebgrp nbwebsvc /add

4 Grant the Log On As a Service right to the new user as follows:
= Go to Control Panel > Administrative Tools > Local Security Policy.

» Under Security Settings, click Local Policies and then User Rights
Assignment.

= Right-click on Log on as a service and select Properties.
= Add the local user.
= Save your changes and close the Log on as a service properties dialog.

Installation of the NetBackup primary server fails if any of these requirements are
not met. On Windows, you are asked to provide the password for the user account
as part of the installation process.

ARL— T INA ZDERIZDNT
NetBackup DML, AR —VF ASAAOHERITIKIEL ET, [FHEMEOR VY7
77 BIOVANT ZREFEIATIIE, AN —T 4 7V AT L CTEMET DI E&A)
\ZT RA AT AL A=)V B L OWE KT 20 ENHYET,
NetBackup &A1 AR— VDRI, IRDHARTAL Zflio TAHSL—T 4L TV AT A
TEWETAIIICAN =D F A 2ZE R L £,

BrLnA L AR—1 NetBackup %A Ab—/L 3 DRI, FHi/N—Tar DRFAN
TT A AEA ANV LU THERL T D2 AR L $37, Veritas
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About security certificates for NetBackup hosts

NetBackup uses security certificates for authentication of NetBackup hosts. The
NetBackup security certificates conform to the X.509 Public Key Infrastructure (PKI)
standard. A master server acts as the NetBackup Certificate Authority (CA) and
issues NetBackup certificates to hosts.

NetBackup provides two types of NetBackup host security certificates: Host ID-based
certificates and host name-based certificates. Host ID-based certificates are based
on Universally Unique Identifiers (UUID) that are assigned to each NetBackup host.
The NetBackup master server assigns these identifiers to the hosts.

Any security certificates that were generated before NetBackup 8.0 are now referred
to as host name-based certificates. NetBackup is in the process of replacing these
older certificates with newer host ID-based certificates. The transition will be
completed in future releases and the use of host name-based certificates will be
eliminated. However, the transition is ongoing and the current NetBackup version
continues to require the older host name-based certificates for certain operations.

NetBackup uses the certificates that are issued from either a NetBackup Certificate
Authority or an external certificate authority for host authentication. If you intend to
use external certificates on your master server, you configure the certificates in a
post-installation process. The media servers and the clients that use external
certificates can either configure external certificates during the installation or
upgrade, or after the installation or upgrade.

More information about the post-installation process is available:
https://www.veritas.com/support/en_US/article.100044300

For information on external CA support in NetBackup and external CA-signed
certificates, see the NetBackup Security and Encryption Guide.

AEAET—Y I ADIRREH

NetBackup I3 4ZI8(E T 5720, BX =2V 7 (FEH &% L T NetBackup ANz
WAL ET, L aUF(FEW EIL X 509 ABF — A2 7T ARG 2T (PKI) FE | i
AL TCWET, NetBackup v A% —H— 3—(%, FBFER (CA) ELTEEL . RANIE
FREAEAEIITL E 9, NetBackup 1%, 2048 1, 4096 £ b, 8192 vk, BLWN
16384 v hOFEHEX — VA X eV R —h45I0120FELT=,
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Windows compiler and security requirements for NetBackup 9.1 and
later installation and upgrade

NetBackup 9.1 and later for Windows uses the Visual Studio 2019 compiler and
the Windows 10 Software Development Kit (SDK). The installation and the upgrade
process use Microsoft redistributable utilities to install Visual Studio 2019 C++
run-time libraries on Windows hosts where they are not already installed. These
utilities can fail or behave unexpectedly on hosts without all the security updates
in place. Windows hosts must have all security updates in place before you install
or upgrade to NetBackup 9.1 or later.

More information on the Microsoft redistributable utilities is available:
https://visualstudio.microsoft.com/downloads/

Failures and unexpected behaviors include:

= NetBackup's installation or upgrade process fails shortly after start with a
message about inability to deploy Visual Studio 2019 C++ run-time libraries.

»  The nbcertcmdtool application failing unexpectedly when executed by the
NetBackup installation or upgrade process. This failure is difficult to distinguish
from nbcertemdtool failures that result from invalid or insufficient security
configuration.

= MSDP applications fail unexpectedly near the conclusion of the NetBackup
installation or upgrade process.

To prevent this problem, apply all Windows security updates before any install or
any upgrade attempts.

For Windows Server 2012 R2 and Windows 8.1, the list of required security updates
includes KB 2919355
(https://support.microsoft.com/en-us/topic/windows-rt-8-1-windows-8-1-and-windows-
server-2012-r2-update-april-2014-3c9d820b-7079-359d-8660-21de648fa31d).

For Windows Server 2012 R2, 2008 Service Pack 2, Windows 8.1, and all other
earlier supported versions, you must install the Universal C run-time in Windows
update. This update lets NetBackup run correctly. Microsoft KB 3118401 is the
minimum patch level to ensure the appropriate C++ run-time binaries are present.
Other later patches should contain this fix.
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More information about this requirement is available:
https://support.microsoft.com/en-us/topic/update-for-universal-c-runtime-in-
windows-322bf30f-4735-bb94-3949-49f5¢c49f4732

Java GUI and JRE installation optional for some computers

Starting with NetBackup 8.3, the Java GUI and the JRE packages are optional for
UNIX, Linux, and Windows media servers and UNIX and Linux clients.

As with previous releases, the Java GUI and JRE packages are installed
automatically on all master servers because they are required. The Java GUI and
the JRE are not part of the default installation on Windows clients. Install the Java
Remote Administration Console if you require this functionality on your Windows
clients.

The various NetBackup installation methods allow the user the choice to install or
not install the Java GUI and JRE packages. More information about installing the
Java GUI and the JRE after install or upgrade is available.

p.202 D [ A2 Ah—/L# D Java GUI & JRE DBMEITHIE 2B BLTEEN,
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NetBackup H#—/3\—T RFC 1123 & RFC 952 [Z##LL1-7TRR &%
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F_TD NetBackup —/3—41Z RFC 1123 (TRequirements for Internet Hosts -
Application and Support]) & RFC 952 (TDOD Internet Host Table Specification])
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RFC 1123: http://www.ietf.org/rfc/rfc1123.xt
RFC 952: http://www.ietf.org/rfc/rfc952.txt

NetBackup IREE=—K 130 v AT LT —3FEALELZ:
http://www.veritas.com/docs/000125019
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https://www.veritas.com/support/en_US/article.000127129
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/usr/openv/netbackup/bin/admincmd/bpminlicense: error while loading
shared libraries: libnsl.so.l: cannot open shared object file: No

such file or directory (127)
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Known SUSE Linux primary server install issue

In some rare cases, the preinstall checker for SUSE Linux primary servers reports
that the webservice user or webservice group does not exist.

Please validate that the user and group exist as expected and rerun the installation.

If the problem persists, set an environment variable to override the preinstall checker
failure and rerun the operation.

NBPREINSTALL CRITICAL_OVERRIDE=YES
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Recommended SORT procedures for new installations

Veritas recommends new NetBackup users perform the three procedures that are
listed for an initial introduction to SORT. The tool has many other features and
functions, but these serve as a good introduction to SORT. In addition, the
procedures provide a helpful base of knowledge for other SORT functionality.

& 1-2

Procedure

Details

Create a Veritas Account on the SORT
webpage

p.23 @ [To create a Veritas Account on the
SORT page| #Z ML TZEW,

Create generic installation reports

p.24 @ [To create a generic installation
checklist] #Z ML T7ZE0,

Create system-specific installation reports

p.25 @ [To create a system-specific
installation report for Windows | 2 fRL T<
pt={AN

p.26 @ [To create a system-specific
installation report for UNIX or Linux] %%
LTEEN,

To create a Veritas Account on the SORT page

1 In your web browser, navigate to:

https://sort.veritas.com/netbackup

2 In the upper right corner, click Login, then click Register now.
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Enter the requested login and contact information:
Email address Enter and verify your email address
Password Enter and verify your password
First name Enter your first name
Last name Enter your last name
Company name Enter your company name
Country Enter your country
Preferred language Select your preferred language
CAPTCHA text Enter the displayed CAPTCHA text. If necessary, refresh the
image.
Click Submit.

When you receive your login information, you can log into SORT and begin
uploading your customized information.

To create a generic installation checklist

1

In your web browser, navigate to:

https://sort.veritas.com/netbackup

Find and select the Installation and Upgrade Checklist widget.

Specify the requested information

Product Select the appropriate product from the drop-down menu.

For NetBackup select NetBackup Enterprise Server or
NetBackup Server.

Product version you are Select the correct version of NetBackup. The most current
installing or upgraded to version is always shown at the top of the list.

Platform Select the operating system that corresponds to the checklist
you want generated.

Processor Select the correct processor type for your checklist.

Product version you are For new installations, do not make any selections. For
upgrading from upgrades, you can select the currently installed version of
(optional) NetBackup.

24
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4 Click Generate Checklist.

5 A checklist corresponding to your choices is created. You can modify your
selections from this screen, and click Generate Checklist to create a new
checklist.

You can save the resulting information as a PDF. Numerous options are
available for NetBackup and many of them are covered in the generated
checklist. Please spend time reviewing each section to determine if it applies
to your environment.

To create a system-specific installation report for Windows
1 Go to the SORT website:
https://sort.veritas.com/netbackup

2 Inthe Installation and Upgrade section, select Installation and Upgrade custom
reports by SORT data collectors.

3 Select the Data Collectors tab

Select the radio button for Graphical user interface and download the correct
data collector for your platform.

The data collector is OS-specific. To collect information about Windows
computers, you need the Windows data collector. To collect information about
UNIX or Linux computers, you need the UNIX or Linux data collector.

Launch the data collector after it finishes downloading.

On the Welcome screen, select NetBackup from the product family section
and click Next.

7 On the System Selection screen, add all computers you want analyzed. Click
Browse to see a list of computers you can add to the analysis. Veritas
recommends starting the tool with an administrator or a root account.

8 When all systems are selected, review the System names section and click
Next.

9 In the Validation Options screen, under Validation options, select the version
to which you plan to upgrade.

10 Click Next to continue

11 The utility performs the requested checks and displays the results. You can
upload the report to My SORT, print the results, or save them. Veritas
recommends that you upload the results to the My SORT website for ease of
centralized analysis. Click Upload and enter your My SORT login information
to upload the data to My SORT.

12 When you are finished, click Finish to close the utility.
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To create a system-specific installation report for UNIX or Linux

1

10

11

12

Go to the SORT website:
https://sort.veritas.com/netbackup

In the Installation and Upgrade section, select Installation and Upgrade custom
reports by SORT data collectors.

Select the Data Collector tab.
Download the appropriate data collector for your platform.

The data collector is OS-specific. To collect information about Windows
computers, you need the Windows data collector. To collect information about
UNIX or Linux computers, you need the UNIX or Linux data collector.

Change to directory that contains downloaded utility.
Run . /sortdc

The utility performs checks to confirm the latest version of the utility is installed.
In addition, the utility checks to see it has the latest data. The utility then lists
the location of the log file for this session.

If requested, press Enter to continue.
Select the NetBackup Family at the Main Menu.

Select Installation/Upgrade report when prompted What task do you want to
accomplish?

You can select multiple options by separating your response with commas.
Specify the system or systems you want included in the report.

If you previously ran a report on the specified system, you may be prompted
to run the report again. Select Yes to re-run the report.

The utility again lists the location of the log files for the session.
The progress of the utility is displayed to the screen.

Specify NetBackup when prompted for the product you want installation or
upgrade reports.

Enter the number that corresponds to the version of NetBackup you want to
install.

The utility again lists the location of the log files for the session.

The progress of the utility is displayed to the screen.
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13 The utility prompts you to upload the report to the SORT website if you want
to review the report online. The online report provides more detailed information
than the text-based on-system report.

14 When your tasks are finished, you can exit the utility. You have the option to
provide feedback on the tool, which Veritas uses to make improvements to the
tool.

Veritas Netlnsights Console information

Veritas NetInsights Console is a new SaaS-based unified platform with Veritas
products and features. It helps you manage your usage and your license entitiements
as well as leverages product telemetry and support data to offer software and
appliance insights.

The Netlnsights Console delivers a cohesive experience and eliminates the need
to switch between multiple products.

To connect to Veritas Netlnsights Console, use the following URL:

https://netinsights.veritas.com

About Veritas Usage Insights

Veritas Usage Insights helps you manage your NetBackup deployment more
efficiently, spot trends, and plan for the future. With accurate, near real-time
reporting, it reveals the total amount of data that is backed up. Usage Insights alerts
you if you are close to exceeding your licensed capacity limits. Usage Insights
requires Veritas NetBackup 8.1.2 and later.

Usage Insights provides:

= Accurate, near real-time reporting of terabytes protected

» Usage trends that are shown in a graphical display

= Consumption assessments to alert before licensed capacity is exceeded
» Easy capacity planning and budgeting

= lIdentification of growth spikes or potential gaps in coverage

For customers who use capacity licensing (NDMP, Limited Edition, or Complete),
Usage Insights helps accurately measure capacity usage. This measurement gives
total visibility into how each of the protected workloads consumes storage and
enables efficient capacity planning. Furthermore, Usage Insights eliminates the
need for these customers to provide manual uploads of telemetry data to Veritas
by automatically providing the necessary telemetry.
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The following URL provides additional answers to frequently asked questions.

https://help.veritas.com/vxhelp6/#/?context=veritas_usage_insights__
netbackup&token=vui_nbu_faqgs

;EE.: Usage Insights is compatible with Google Chrome and Mozilla Firefox. Veritas
does not recommend using Microsoft Edge or Microsoft Internet Explorer, as they
do not render all information correctly.

p.28 ™ [Best practices for Veritas Usage Insights| ZZ ML C7ZE0,

Best practices for Veritas Usage Insights

Veritas suggests certain best practices for use of the Usage Insights tool.

Usage Insights is compatible with Google Chrome and Mozilla Firefox. Veritas
does not recommend using Microsoft Edge or Microsoft Internet Explorer, as
they do not render all information correctly.

Confirm your site's ability to transmit secure web traffic.

Usage Insights uses aTTPS to send relevant information. Your primary server
must allow outbound sTTPS traffic to take advantage of the automatic upload
feature. Manual uploads require urTPs traffic from the upload location.

Your customer registration key is not a license key.

The registration key is required for Usage Insights to work, but it is not your
NetBackup license key. The customer registration key is downloaded from the
Usage Insights website and is specific to Usage Insights.

If you have multiple account IDs, when you download your customer registration
key, you may have an aggregate registration key. This aggregate registration
key includes all of your account IDs. You can use the aggregate key on all of
your primary servers. NetBackup does, however, prompt you to assign the
specific key with a specific account ID to a specific primary server. If you want,
you can use this aggregate key for all your primary servers.

During install and upgrade to NetBackup 8.1.2, allow the installer to copy the
veritas customer registration key.7json file to its final destination.
NetBackup can set the file permission and ownership correctly through this
process. If you place the file onto your systems outside of the install or the
upgrade process, the process may not work correctly.

Be aware that NetBackup does not support the short file name format (8.3
format) for the customer registration key file name.

For answers to frequently asked questions, visit the URL shown:


https://help.veritas.com/vxhelp6/#/?context=veritas_usage_insights_netbackup&token=vui_nbu_faqs
https://help.veritas.com/vxhelp6/#/?context=veritas_usage_insights_netbackup&token=vui_nbu_faqs

% 1 Z Preparing for installation
Veritas Netlnsights Console information

https://help.veritas.com/vxhelp6/#/?context=veritas_usage_insights_
netbackup&token=vui_nbu_fags

To download the customer registration key

1 Log into Veritas Netinsights Console with Google Chrome or Mozilla Firefox.

https://netinsights.veritas.com
Navigate to the Veritas Usage Insights page.

Download the appropriate customer registration key for your primary server.
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NetBackup %1 Ah—/L BRI, FFAZT L — LU — %A Ah—/L L THERE
L, EEIL CBMERHVET, A A—/WIZETHBINORHES B L OVER
FHIH|IZ DWW T, [NetBackup v AKX —H— =D T2 EHE AR %5 R
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AV R—=ILRD) TDENE
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NetBackup 9.1 ZA> Ah—/LF 5L ROJITA L AR LA AR—LENET (T
TN A — L THR—RESITODEA) .

BMR v A& —H—/3—

NDMP

Veritas Product Authentication and Authorization (NetBackup 727 A illf#1)
Vault
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Installing NetBackup master server software on

UNIX

The master server manages backups, archives, and restores. The master server

is where the NetBackup catalog resides which includes the internal databases that

contain information about NetBackup configuration and backups.

Customers who use the NetBackup installation script for their UNIX and Linux

master servers only see a single change to the installation behavior. The NetBackup

installation script no longer copies the installation package into the
/usr/openv/pack/ directory on the client. A successful installation or upgrade is
recorded in the /usr/openv/pack/install.history file.

Use the following guidelines for a new master server installation:

Designate master server

Licenses

Customer Registration Key
for Veritas Usage Insights

Designate the computer that you want to be the master server
and install the master server software on that computer first.

During master server installation, you must enter a NetBackup
base product license. You must also enter licenses for any
additional NetBackup product options or agents that are used
on the server or its clients. These additional licenses must
be entered on the master server.

If you add or make and save any license updates in the
NetBackup-Java Administration Console, you must restart
the console.

For more information on how to administer NetBackup
licenses, see the NetBackup Administrator’s Guide, Volume
l.

Beginning with NetBackup 8.1.2, you must specify a
Customer Registration Key for Veritas Usage Insights. More
information about Veritas Usage Insights is available:

p.27 @ [About Veritas Usage Insights) &L TZS0,

During install and upgrade to NetBackup 8.1.2, please allow
the installer to copy the

veritas customer registration key.jsonfiletoits
final destination. NetBackup can set the file permission and
ownership correctly through this process. If you place the file
onto your systems outside of the install or the upgrade
process, the process may not work correctly.

42


http://www.veritas.com/docs/DOC5332
http://www.veritas.com/docs/DOC5332

% 3 E Installing server software on UNIX systems | 43
Installing NetBackup master server software on UNIX

Installation method NetBackup installation script:

p.43 @ [To install NetBackup master server software| %%
FRLTLEE W,

To install NetBackup master server software
1 Log in to the server as root.

2 Navigate to where the ESD images (downloaded files) reside and enter the
command shown:

./install

3 When the following message appears press Enter to continue:

Veritas Installation Script

Copyright 1993 - 2016 Veritas Corporation, All Rights Reserved.

Installing NetBackup Server Software

Please review the VERITAS SOFTWARE LICENSE AGREEMENT located on
the installation media before proceeding. The agreement includes

details on the NetBackup Product Improvement Program.

For NetBackup installation and upgrade information specific to
your

platform and to find out if your installed EEBs or hot fixes are
contained in this release, check out the Veritas Services and
Operations Readiness Tools (SORT) Installation and Upgrade
Checklist

and Hot fix and EEB Release Auditor, respectively, at
https://sort.veritas.com/netbackup.

ATTENTION! To help ensure a successful upgrade to NetBackup 9.1,
please visit the NetBackup 8.x Upgrade Portal:
http://www.veritas.com/docs/000115678.

Do you wish to continue? [y,n] (y)

4  When the following message appears press Enter to continue:

Is this host a master server? [y/n] (y)
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If you need to perform a disaster recovery of your master server, select y when
prompted. Press Enter for the default N.

Are you currently performing a disaster recovery of a master

server? [y/n] (n)

The disaster recovery process requires additional steps and information that
is not covered in this manual. More information is available.

NetBackup Troubleshooting Guide

When this message appears, provide the name of the service user account to
be used to start most of the daemons.

Enter the name of the service user account to be used to start

most of the daemons:

Be aware of the following:

= Veritas does not recommend using the root user as the service user.
= The nbwebsvc user should not be used as the service user.

= nbwebgrp Must be a secondary group of the service user.

= Ownership of the /usr/openv directory changes to the new service user
account that you specify here during installation.

= If you want to change the service user account after the installation, use
the nbserviceusercmd --changeUser command.

» The service user and service user ID must be same on all nodes of cluster.

For more details on the service user account, see:
https://www.veritas.com/docs/100048220

When the following question appears, enter the fully qualified path that contains
your customer registration key.

Please enter the fully qualified path containing your customer

registration key file, or enter g to quit the install script.

During install and upgrade to NetBackup 8.1.2, please allow the installer to
copy the veritas customer registration key.json file to its final
destination. NetBackup can set the file permission and ownership correctly
through this process. If you place the file onto your systems outside of the
install or the upgrade process, the process may not work correctly.

For the NetBackup installation location, enter the appropriate platform
information as follows:

= When the following question appears, press Enter to accept the default

(¥)-
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The NetBackup and Media Manager software is built
for use on <platform> hardware. Do you want to install

NetBackup and Media Manager files? [y,n] (y)

= When the following question appears, select where to install NetBackup
and Media Manager software:

NetBackup and Media Manager are normally
installed in /usr/openv.
Is it OK to install in /usr/openv? [y,n] (y)

The path displayed for Solaris is /opt/openv.

To accept the default (y), press Enter.

To change the installation location, type n and press Enter. Then enter the
appropriate destination.

Additional information about installation folder restrictions is available.
p.17 @ NetBackup > Ah—/LF AL 7 NI OHIIREIE ] 25 MR L TZEN,

Enter the NetBackup server or Enterprise server License.

Type y, then follow the prompts to add license keys for other NetBackup options
and agents.

Although you can add licenses later, you should enter them now. If you add
any licenses later through the NetBackup Administration Console, you must
restart the console.

After all licenses are entered, type q to quit the License Key Utility and complete
the server software installation.

Verify or enter the correct computer name when prompted by the following
message:

Installing NetBackup Enterprise Server version: 9.1

If this machine will be using a different network interface than

the default (name), the name of the preferred interface
should be used as the configured server name. If this machine

will be part of a cluster, the virtual name should be used as the

configured server name.

The domainname of your server appears to be "domain". You

may choose to use this domainname in your configured NetBackup
server name, or simply use "name" as the configured

NetBackup server name.

Would you like to use "name.domain" as the configured NetBackup
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server

name of this machine? [y, nl (y)

*%E: Incorrect information for the domain name results in failures during the
configuration of Authentication Broker and NetBackup Access Controls. To
correct this problem, use the bpnbaz -configureauth command to configure
Authentication Broker. More information about the bpnbaz -configureauth
command is available.

NetBackup Commands Reference Guide

= To accept the displayed (default) name, press Enter.

= To change the displayed (default) name, type n and enter the name that
you want.

» For aclustered NetBackup server, enter the virtual name for the NetBackup
server and not the actual local host name.

Identify or verify the master server by answering the following question when
it appears:

Is <name> the master server? [y, n] (y)

= To accept the displayed name (which is the name that you identified in the
previous step), press Enter.

= If you entered a virtual name for the server in the previous step, the
installation script presents the following question:

Is this server part of a cluster installation?

If the answer is yes, press y and answer the series of cluster configuration
questions that appear.
If the answer is no, press n.

Identify whether there are any media servers for this master server by answering
the following question when it appears:

Do you want to add any media servers now? [y, n] (n)

= If there are no media servers for this master server, press Enter and
proceed to the next step.

= Ifthere are media servers for this master server, type y and enter the name
of each media server.
When you enter the media server names, you must enter the computer
name and the domain name. For example:

46


http://www.veritas.com/docs/DOC5332

% 3 E Installing server software on UNIX systems
Installing NetBackup master server software on UNIX

alpha.domain.com

Where alpha is the computer name and domain.com is the domain name.
The media server names that you enter here are added to the bp. conf file
on the master server, automatically. After you install the media server
software later, the master server can then communicate with the media
servers immediately.

= To add a media server to an existing and an operational NetBackup
environment, you cannot use the procedures in this guide. For complete
details on how to add a media server to an existing and an operational
NetBackup environment, see the NetBackup Administrator's Guide, Volume
I

15 When the following message appears, press Enter and accept the default name

16

17

of the EMM server. You must configure EMM on the master server. All master
servers must have their own EMM configuration. Remote EMM or shared EMM
is no longer supported.

NetBackup maintains a centralized catalog (separate from the
image catalog) for data related to media and device
configuration, device management, storage units, hosts and host
aliases, media server status, NDMP credentials, and other
information. This is managed by the Enterprise Media Manager
server.

Enter the name of the Enterprise Media Manager (default: <name>)

Answer the following question when it appears:

Do you want to start the NetBackup job-related processes so
backups and

restores can be initiated? [y, n] (y)

= If you have (or want to have) a clustered NetBackup server, type n.

= For non-clustered installations, press Enter to accept the default answer
(y) and start the NetBackup processes and the EMM server.
You must start these processes now because the EMM server must be
running when you install any media servers later.

For a clustered NetBackup master server, repeat these steps on every node
on which you want to run NetBackup.
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(Conditional) On a clustered NetBackup master server, you must obtain the
Certificate Authority certificate and the host certificate for each inactive node.
More information is available:

p.176 D [ IFALINTe~v AR —H— =D IET U747 ) —R CREM A AR
T B TITZEN,

After your initial installation is complete, you can install any other NetBackup
add-on products (such as language packages).

(Conditional) If you use an external certificate authority (ECA) in your
environment, configure the ECA now. More information is available:

https://www.veritas.com/support/en_US/article.100044300

For more information, see the NetBackup Security and Encryption Guide and
refer to the chapter on external CA and external certificates.

(Conditional) If you plan to configure customized settings for your Tomcat web
server, determine if those settings can persist across upgrades. More
information is available:

Complete the NetBackup installation as indicated.

p.48 @ INetBackup Y7 h7 =7 DAL Ah—/b | ZHIRLTITZEN,

NetBackup Y77 DA AR—)L

VAL =Y NV T M =T H A ANV LT SHEROBRBEITE LT AT AT —
W=V T =T EIFITAT N T I 2T oAV AR L TEET,

VAT BIAT AT = N—=RB UL AT AT ==Y T =T oA A=/
DUE(HRTETVET,

p.49 @ Tinstalling NetBackup media server software on UNIX] Z& ML <72
AN

THEHOBREEIAT AT —R—=FELR WG A 7 TAT b a—Z27T
AT VNI TN =T oAV A=)V CEET,

= p.119 @ [lnstalling UNIX clients locally | ZZ L TS0,

n VRE—Y—N—=ITAT VNI TAT VN TN =T %A A=) T 5HIT
W (HELE), 79 AT U MERDY 7T 27 B BN~ AR — Y — R — (T Ah—
NTELERHVET,

p.63 D [~ A —H—N—=~DIFTAT L NERDY T T =T DAL A=)V | &
ZHRLTLIEEN,
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Installing NetBackup media server software on

UNIX

This section describes how to install a new NetBackup media server. After you
have installed the master server, you are ready to install media server software on
media server computers. Use this information to install the server software on a
computer with no existing version of NetBackup.

Veritas supports two media server installation methods: either the NetBackup
installation script or the native UNIX and Linux installers. The NetBackup installation
script is the standard installation method and is recommended for new users. The
native UNIX and Linux installers are potentially more difficult and require additional
steps.

Customers who use the NetBackup installation script for their UNIX and Linux media
servers only see a single change to the installation behavior. The NetBackup
installation script no longer copies the installation package into the
/usr/openv/pack/ directory on the client. A successful installation or upgrade is
recorded in the /usr/openv/pack/install.history file.

Media server software manages the robotic and the storage devices within your
NetBackup environment.

Use the following guidelines when you install new media servers:

Designate media Designate the computers that you want to be media servers and
servers install the media server software on them.
License keys When you install NetBackup media server software, you must enter

a NetBackup product license. You must also enter a license for any
additional NetBackup product options or agents that are used on
the server or its clients. These additional licenses must be entered
on each media server.

For more information on how to administer NetBackup licenses,
see the NetBackup Administrator's Guide, Volume I.

AE: If you make and save any license changes in the
NetBackup-Administration Console, you must restart the console.

CA Certificate If you use a NetBackup Certificate Authority, you must know the

fingerprint CA Certificate fingerprint of the master server at time of installation.
This requirement only applies if you use a NetBackup Certificate
Authority. More information is available about the details on the CA
Certificate fingerprint and its role in generation of security
certificates.

https://www.veritas.com/support/en_US/article.000127129
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In some cases, if you use a NetBackup Certificate Authority, the
installer requires an authorization token to successfully deploy
security certificates. This requirement only applies if you use a
NetBackup Certificate Authority. More information is available about
the details on authorization tokens and their role in generation of
security certificates.

https://www.veritas.com/support/en_US/article.000127129

If you use an external certificate authority (ECA), you need to know
the location of your certificate. You also need know how you want
to configure the Certificate Revocation Lists (CRLs).

= NetBackup installation script
p.50 @ [To install NetBackup media server software with the
NetBackup installation script] ZZ ML TZEN,

= Native UNIX and Linux installers
p.58 @ TSilently installing NetBackup media server software
on UNIX and Linux) ZZ L T7EE0,

Installation of the Java GUI and the JRE is optional. Decide if you
want to install the Java GUI and JRE on this computer.

If you change your mind after the installation completes, you can
add or remove the Java GUI and the JRE after the installation.
More information about the Java GUI and the JRE is available.

p.202 @ A2 Z—/L7% D Java GUI & JRE DIEHNE- TN 25
L T7EaNY,

To install NetBackup media server software with the NetBackup installation

script

1 Log in to the server as root.

2 Navigate to where the ESD images (downloaded files) reside and enter the
command shown:

./install
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When the following message appears, press Enter to continue:

Veritas Installation Script

Copyright 1993 - 2016 Veritas Corporation, All Rights Reserved.

Installing NetBackup Server Software

Please review the VERITAS SOFTWARE LICENSE AGREEMENT located on
the installation media before proceeding. The agreement includes

details on the NetBackup Product Improvement Program.

For NetBackup installation and upgrade information specific to
your

platform and to find out if your installed EEBs or hot fixes are
contained in this release, check out the Veritas Services and
Operations Readiness Tools (SORT) Installation and Upgrade
Checklist

and Hot fix and EEB Release Auditor, respectively, at
https://sort.veritas.com/netbackup.

ATTENTION! To help ensure a successful upgrade to NetBackup 9.1,
please visit the NetBackup 8.x Upgrade Portal:
http://www.veritas.com/docs/000115678.

Do you wish to continue? [y,n] (y)

Indicate if the current computer is the master server by answering the following
question when it appears:

Is this host the master server? [y,n]

Verify or enter the correct computer name when prompted by the following
message:

Installing NetBackup Enterprise Server version: 9.1

If this machine will be using a different network interface than
the default (name), the name of the preferred interface
should be used as the configured server name. If this machine

will be part of a cluster, the virtual name should be used as the

configured server name.
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The domainname of your server appears to be "domain". You

may choose to use this domainname in your configured NetBackup
server name, or simply use "name" as the configured

NetBackup server name.

Would you like to use "name" as the configured NetBackup server

name of this machine? [y, nl (y)

A%E: Incorrect information for the domain name results in failures during the
configuration of Authentication Broker and NetBackup Access Controls. To
correct this problem, use the bpnbaz -configureauth command to configure
Authentication Broker. More information about the bpnbaz -configureauth
command is available.

NetBackup Commands Reference Guide

= [f the displayed (default) media server name is correct, press Enter.

» [fthe displayed (default) media server name is not correct, type n and enter
the correct name.

Identify the name of the master server when prompted with this question:
What is the fully qualified name of the master server?
If the master server is clustered, enter the virtual name of the master server.

For the NetBackup installation location, enter the appropriate platform
information as follows:

= When the following question appears, press Enter to accept the default

(y)-

The NetBackup and Media Manager software is built
for use on <platform> hardware. Do you want to install
NetBackup and Media Manager files? [y,n] (y)

= When the following question appears, select where to install NetBackup
and Media Manager software:

NetBackup and Media Manager are normally
installed in /usr/openv.

Is it OK to install in /usr/openv? [y,n] (y)

The path displayed for Solaris is /opt/openv.

To accept the default (y), press Enter.

To change the installation location, type n and press Enter. Then enter the
appropriate destination.
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Additional information about installation folder restrictions is available.
p.17 @ [NetBackup > A—/LF L7 DOHIRHFHIE | B ML TEEN,

After you confirm the installation location for the binaries, the installer fetches
the certificate authority certificate details.

Getting CA certificate mode from the master server.

Depending on the network, this action may take a few minutes. To

continue without setting up secure communication, press Ctrl+C.

Be aware if you press ctri+c, this action requires you to rerun the installation
or continue with the installation without the required security components. If
these security components are absent, backups and restores fail.

The installer then looks to see what certificate authority the local system is
configured to use. The options for certificate authority on the local system are:
NetBackup Certificate Authority, external certificate authority, or indeterminate.

The installer then uses a combination of the master server certificate authority
mode and the local system certificate authority configuration to determine the
next steps.

If the installer prompts you for a certificate file path, your environment uses an
external certificate authority. Proceed to step 11.

If the installer prompts you for fingerprint information, your environment uses
a NetBackup Certificate Authority. Proceed to step 17.

If the installer cannot determine the configuration of the certificate authority on
the master server, you are presented with two options:

Skip the security configuration and configure your certificate authority after
installation. More information about post-installation certificate authority
configuration is available:
https://www.veritas.com/support/en_US/article.100044300

For more information, see the NetBackup Security and Encryption Guide
and refer to the chapter on external CA and external certificates.

Proceed to step 21.

Exit the installation and restart the installation once you configure your
certificate authority.
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Provide the external certificate authority information at the prompts shown:

Enter the certificate file path or g to skip security
configuration:

/usr/eca/cert_chain.pem
Enter the trust store location or g to skip security
configuration:

/usr/eca/trusted/cacerts.pem

Enter the private key path or g to skip security configuration:

/usr/eca/private/key.pem
Enter the passphrase file path or g to skip security configuration

(default: NONE): /usr/eca/private/passphrase.txt

A%E: Be aware the passphrase file path is optional.

When prompted, provide the required information for the CRL configuration:

Should a CRL be honored for the external certificate?
1) Use the CRL defined in the certificate.

2) Use the CRL from a file path.

3) Do not use a CRL.

q) skip security configuration

CRL option (1):

(Conditional) If you specify 2, you must enter the path to the CRL location:

Enter the CRL location path or g to skip security configuration:

/usr/eca/crl

54



% 3 E Installing server software on UNIX systems
Installing NetBackup media server software on UNIX

14 The installer echoes the configuration information you entered and attempts
to retrieve details for the external certificate:

15

External CA
Certificate
Trust store
Private key

Passphrase

values en

file path:
file path:
file path:
file path:

CRL check level:
CRL location path:

tered:

/usr/eca/cert_chain.pem
/usr/eca/trusted/cacerts.pem
/usr/eca/private/key.pem
/usr/eca/private/passphrase.txt
Use the CRL from a file path.

/usr/eca/crl

Getting external CA certificate details

Issued By

Subject Name

Expiry Date

SHA1l Fingerprint :

62:B2:C3:31:

Serial

D5:95:15:

Number

Certificate Path

CN=IITFRMNUSINT, O=Veritas,OU=iitf
CN=cuomovm04,O0=Veritas,OU=iitf
Oct 31 17:25:59 2019 GMT

85:9D:C9:AE:C6:EA:C2:DF:DF:
6D:4B:92:5B
0x6c7fa2743072ec3eaaedfd60085d468464319a

/usr/eca/cert_chain.pem

Validating host ECA certificate.

NOTE: Depending on the network, this action may take a few

minutes.

To continue without setting up secure communication,

Ctrl+C.

(Conditional) If the external certificate enroliment pre-check finishes
successfully, select 1 and press Enter to continue.

The external certificate enrollment pre-check is successful.

The external certificate is valid for use with master server name

How do you want to proceed?

1) Continue the installation using this certificate.

2) Update external certificate values.

3) Abort the installation.

Default option (1):

Proceed to step 21.

press
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(Conditional) If the external certificate enroliment pre-check fails, select from
the choices shown. The default is 2.

The external certificate enrollment pre-check failed.

The external certificate is not valid for use with master server
name

How do you want to proceed?

1) Continue the installation and set up external certificates
later.

2) Modify the external CA values entered.

3) Abort the installation.

Default option (2):

Proceed to step 21.

When prompted, review the fingerprint information and confirm that it is
accurate.

Master server [master name] reports CA Certificate fingerprint

[fingerprint]. Is this correct? [y/n] (y)

After you confirm the fingerprint information, the installer stores the certificate
authority certificate details.

Storing CA certificate.

Depending on the network, this action may take a few minutes. To

continue without setting up secure communication, press Ctrl+C.

Be aware if you press ctri+c, this action requires you to rerun the installation
or continue with the installation without the required security components. If
these security components are absent, backups and restores fail.

After the Certificate Authority certificate is stored, the installer fetches the host
certificate.

Getting host certificate.

Depending on the network, this action may take a few minutes. To

continue without setting up secure communication, press Ctrl+C.

Be aware if you press ctri+c, this action requires you to rerun the installation
or continue with the installation without the required security components. If
these security components are absent, backups and restores fail.
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(Conditional) If prompted for the Authorization Token, please enter it.

An authorization token is required in order to get the host
certificate for this host. At the prompt, enter the authorization
token or g to skip the question. NOTE: The answer entered will

not be displayed to the terminal.
Enter the authorization token for master server FODN or q to skip:
When prompted, specify if you want Java GUI and the JRE packages installed.

The Java GUI and JRE packages are currently not installed on this
host.

The Java GUI and JRE can be optionally included with NetBackup.
The Java GUI and JRE enable the NetBackup Administration Console
and the Backup, Archive, and Restore (BAR) GUI.

Choose an option from the list below.
1) Include the Java GUI and JRE.
2) Exclude the Java GUI and JRE.

If you specify 1, you see: Including the installation of Java GUI and
JRE packages. If you specify 2, you see: Excluding the installation of
Java GUI and JRE packages.

Enter the NetBackup Server or NetBackup Enterprise Server license key.

Type v, then follow the prompts to add license keys for other NetBackup options
and agents.

Although you can add license keys later, you should enter them now. If you
add any license keys later through the NetBackup-Java Administration Console,
you must restart the console.

After all license keys are entered, type q to quit the License Key Utility and
complete the server software installation.

When the following message appears, press Enter and accept the default name
of the EMM server. You must configure EMM on the master server. All master
servers must have their own EMM configuration. Remote EMM or shared EMM
is no longer supported.

Enter the name of the Enterprise Media Manager (default: <name>)

The master server name is displayed by default.

Repeat steps 1 through 24 to install media server software on any remaining
media servers.
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Silently installing NetBackup media server software on UNIX and

Linux

You can install NetBackup UNIX and Linux media servers with native installers.
You can use either the NetBackup install script or your preferred installer method.

s ForLinux: rpm, yum, etc.
» For Solaris: pkginfo, pkgadd

A successful installation or upgrade is recorded in the
/usr/openv/pack/install.history file.

To install the UNIX or Linux media server binaries using native installers:

1 Please create the NetBackup installation answer file (NBInstallAnswer.conf)
in the media server /tmp directory. More information about the answer file and
its contents is available.

p.177 @ TAbout the NetBackup answer file | ZZ L TI7ESVY,

2 Populate NBInstallAnswer.conf with the following required information:
SERVER=master server name
CLIENT NAME=media server name

MACHINE_ ROLE=MEDIA
LICENSE=1icense key

Be aware you can use CLIENT NAME=XLOCALHOSTX instead of stating the media
server name explicitly.

3 (Conditional) If your environment uses a NetBackup Certificate Authority,
populate NBInstallanswer.conf with the following required information:

CA_CERTIFICATE FINGERPRINT=fingerprint
Example (the fingerprint value is wrapped for readability):

CA CERTIFICATE FINGERPRINT=01:23:45:67:89:AB:CD:EF:01:23:45:67:
89:AB:CD:EF:01:23:45:67

Depending on the security configuration in your NetBackup environment, you
may need to add the AUTHORIZATION TOKEN option to the answer file. Additional
information about the AUTHORIZATION TOKEN option is available.

p.177 ® [About the NetBackup answer file | ZZ L TI7ES0,

4 (Conditional) If your environment uses an external certificate authority, populate

NBInstallAnswer.conf With the following required information:

= ECA CERT PATH
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Use this field to specify the path and the file name of the external certificate
file. This field is required to set up an external certificate from a file.

m  ECA TRUST STORE PATH

Use this field to specify the path and the file name of the file representing
the trust store location. This field is required to set up an external certificate
from a file.

m ECA PRIVATE KEY PATH

Use this field to specify the path and the file name of the file representing
the private key. This field is required to set up an external certificate from
a file.

m ECA KEY PASSPHRASEFILE

Use this field to specify the path and the file name of the file that contains
the passphrase to access the keystore. This field is optional and applies
only when setting up an external certificate from a file.

m ECA CRL CHECK LEVEL

Use this field to specify the CRL mode. This field is required. Supported
values are:

= UsE_cpp: Use the CRL defined in the certificate.
= USE_PATH: Use the CRL at the path that is specified in ECA_CRL_PATH.
= DISABLED: Do not use a CRL.

= ECA CRL PATH

Use this field to specify the path to the CRL associated with the external
CA certificate. This field is required only when ECA CRL_CHECK_LEVEL is
set to use_paTH. If not applicable, leave this field empty.

Additionally, you can add the optional parameters shown to the
NBInstallAnswer.conf file.

= INSTALL PATH

» Additional LICENSE entries

» Additional sErRVER entries

More information about each option is available.

p.177 ® [About the NetBackup answer file | ZZ L TI7ES0,

Download the server package that matches your server platform to a system
with sufficient space. Then extract the required server package.

Extract the contents of the server package file. Example:

s For Linux Red Hat:
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tar -xzvf NetBackup 9.1 LinuxR x86 64.tar.gz

= For Linux SuSE:
tar -xzvf NetBackup 9.1 LinuxS x86 64.tar.gz

= For Solaris SPARC:
tar -xzvf NetBackup 9.1 Solaris Sparcé64.tar.gz

= For Solaris x86:
tar -xzvf NetBackup 9.1 Solaris x86.tar.gz

Change to the directory for your desired operating system and copy server
files to the media server.

Operating system directory:

= For Linux Red Hat:
NetBackup 9.1 LinuxR x86 64/linuxR _x86/anb

= ForLinux SuSE:
NetBackup 9.1 LinuxS x86 64/linuxS x86/anb

= For Solaris SPARC:
NetBackup 9.1 Solaris Sparcé64/solaris/anb

= For Solaris x86
NetBackup 9.1 Solaris_x86/solaris_x86/anb

Copy server files to the computer to be installed

» Linux: VRTSnetbp.rpm and VRTSpddes . rpm

» Linux Red Hat: vRTSpddei . rpm

» Solaris: VRTSnetbp.pkg and VRTSpddes . pkg

Extract the client binaries and copy them to the media server:
Extract the client binaries:

tar -xzvf client dist.tar.gz

Change directory to your desired operating system:

» Red Hat: openv/netbackup/client/Linux/RedHat2.6.32
m  SuSE: openv/netbackup/client/Linux/SuSE3.0.76

s  SPARC: openv/netbackup/client/Solaris/Solarisl0

» Solaris_x86: openv/netbackup/client/Solaris/Solaris_x86

Copy the files that are shown to the media server.
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A%E: The installation of the Java GUI and the JRE is optional. If you do not
want them installed, omit the copy and the install of the vrRTsnbjava and
VRTSnbjre packages.

Linux VRTSnbpck.rpm
VRTSpbx.rpm
VRTSnbclt.rpm
VRTSnbjre.rpm
VRTSnbjava.rpm
VRTSpddea.rpm
VRTSnbcfg.rpm

Solaris .pkg_defaults
VRTSnbpck.pkg.gz
VRTSpbx.pkg.gz
VRTSnbclt.pkg.gz
VRTSnbjre.pkg.gz
VRTSnbjava.pkg.gz
VRTSpddea.pkg.gz
VRTSnbcfg.pkg.gz

A%E: The Solaris client binaries include a hidden administration file called
.pkg_defaults. This administration file contains default installation
actions.

(Conditional) For Solaris, extract the compressed package files with the
command shown:

gunzip VRTS*.*
This action extracts all the package files as shown:

VRTSnbpck.pkg
VRTSpbx.pkg
VRTSnbclt.pkg
VRTSnbjre.pkg
VRTSnbjava.pkg
VRTSpddea.pkg
VRTSnbcfg.pkg

Install the files in the order that is shown with the commands shown:
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Linux rpm -U
rpm —U
rpm —-U
rpm —-U
rpm —-U
rpm -U
rpm —U
rpm —U
rpm —-U
rpm —-U
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VRTSnbpck.rpm
VRTSpbx.rpm
VRTSnbclt.rpm
VRTSnbjre.rpm
VRTSnbjava.rpm
VRTSpddea.rpm
VRTSpddes.rpm
VRTSpddei.rpm
VRTSnbcfg.rpm
VRTSnetbp.rpm

Note that VRTSpddei . rpm is for Linux Red Hat only.

Solaris Use the pkgadd -a admin -d device [pkgid] command as
shown to install the files:

pkgadd
pkgadd
pkgadd
pkgadd
pkgadd
pkgadd
pkgadd
pkgadd
pkgadd

-a .pkg defaults
-a .pkg defaults
-a .pkg _defaults
-a .pkg_defaults
-a .pkg_defaults
-a .pkg defaults
-a .pkg defaults
-a .pkg defaults
-a .pkg _defaults

VRTSnbpck.pkg VRTSnbpck
VRTSpbx.pkg VRTSpbx
VRTSnbclt.pkg VRTSnbclt
VRTSnbjre.pkg VRTSnbjre
VRTSnbjava.pkg VRTSnbjava
VRTSpddea.pkg VRTSpddea
VRTSpddes.pkg VRTSpddes
VRTSnbcfg.pkg VRTSnbcfg
VVRTSnetbp.pkg VRTSnetbp

s The -a option defines a specific admin (.pkg defaults)tousein
place of the default administration file. The admin file contains default
installation actions.

= The -d device option specifies the source of the software packages.
A device can be the path to a device, a directory, or a spool directory.

» Use the pkgid parameter to specify a name for the package being
installed. This parameter is optional.

If you decide to install the Java GUI or the JRE after the installation completes,

additional information is available.

p.202 O [ A2 Ah—/L# D Java GUI & JRE DB EZ1THIBR) 22 L C7EE

Uy,
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root L—Y —L L CHh——|Zar A LET,

ESD A A= (XU —RFELT7AN) BRHLGITNEEL , kDA~ RE AT

LETS
./install

WD Ay —NFRENTZD, Enter ¥ —ZHL TRATLET,

Veritas Installation Script

Copyright 1993 - 2016 Veritas Corporation, All Rights Reserved.

Installing NetBackup Client Software

Please review the VERITAS SOFTWARE LICENSE AGREEMENT located on

the installation media before proceeding. The agreement includes

details on the NetBackup Product Improvement Program.

For NetBackup installation and upgrade information specific to

your

platform and to find out if your installed EEBs or hot fixes are

contained in this release, check out the Veritas Services and
Operations Readiness Tools (SORT) Installation and Upgrade
Checklist

and Hot fix and EEB Release Auditor, respectively, at
https://sort.veritas.com/netbackup.

Do you wish to continue? [y,n] (y)

AVAN= NV LTZNT RTCOITAT U MNERE RN, A AN—L D7 a7 NIRE

% \ij—o
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on Windows systems

ZOETIELLFTOHEBIZOWTHHL TOET,

» Installation and upgrade requirements for Windows and Windows clusters

= Windows ZFAZ DAL AN—)L T T 7L —ROEAE

= Performing local, remote, or clustered server installation on Windows systems
s NetBackup 77 AXEREE DAL AN— 1% DIEZE

»  Windows ZFAZ DAL AN—)VEIIXT v 7T T —ROfifgid

= Installing NetBackup servers silently on Windows systems

Installation and upgrade requirements for
Windows and Windows clusters

3% 4-1 describes the requirements to prepare your Windows systems for NetBackup
installation. Use this table as a checklist to address each item.

For the most up-to-date information about installation requirements, Veritas
recommends use of the SORT website. More information about SORT is available.

p.22 @ [Veritas Services and Operations Readiness Tools (22T Z& ML T<
7EE,
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;£ & Veritas supports moving the NetBackup catalog with the nbdb_move command
to a non-default location on a Windows cluster after installation or upgrade. Before
any upgrades, however, you must move the NetBackup catalog back to the default
location for the upgrade to succeed. Do not attempt a NetBackup upgrade if the
catalog is not in the default location. You master server is rendered unusable if you
fail to move the database back to the default location before upgrade. More
information about the nbdb_move is available.

NetBackup Commands Reference Guide

= 41 NetBackup installation and upgrade requirements for Windows
and Windows clusters

Check

Requirement | Details

Operating = Make sure that you have applied the most current operating system patches and

system updates, including any security updates. If you are not certain that your operating
system is current, contact your operating system vendor and request the latest patches
and upgrades.

s For a complete list of compatible Windows operating systems, refer to the Software
Compatibility List (SCL) at the following website:
http://www.netbackup.com/compatibility

Memory = NetBackup does not enforce minimum memory requirements. Veritas does, however,
recommend using at least the minimum recommended memory. Failure to use the
minimum recommended memory amounts can result in unacceptable performance.

= Media servers in a production environment with several database agents enabled
should have a minimum of 4 GB of memory each.

66


http://www.veritas.com/docs/DOC5332
http://www.netbackup.com/compatibility

% 4 E Installing server software on Windows systems
Installation and upgrade requirements for Windows and Windows clusters

Check

Requirement

Details

Disk space = An NTFS partition.

= The exact amount of space that is required to accommodate the server software and
the NetBackup catalogs depends on the hardware platform. More information about
this topic is available.
NetBackup Release Notes for 9.1

= Upgrades require additional space on the primary drive, even if NetBackup is installed
to an alterative location. The primary drive is the drive where Windows is installed.
= For server upgrades Veritas requires 2.8 GB of free space on the primary Windows

drive when you install NetBackup to an alternative drive location.
= For client upgrades Veritas requires 1.7 GB of free space on the primary Windows
drive when you install NetBackup to an alternative drive location.

= NetBackup catalogs contain information about your backups that become larger as
you use the product. The disk space that the catalogs require depends primarily on
the following aspects of your backup configuration:
s The number of files that are backed up.
= The frequency of your backups.
= The amount of time that you set to retain your backup data.

» Veritas recommends that you have a minimum available disk space of 5% in any Disk
Storage Unit volume or file system.

AFE: The value for disk space is for initial installation only. The NetBackup catalog

requires considerably more space once the master server is placed in a production

environment.

General Make sure that you have all of the following items:

requirements

NetBackup installation ESD images

Appropriate license keys

Administrator account and password for all servers

Screen resolution configured for at least 1024x768, 256 colors.

A%E: To install NetBackup on Windows 2012 R2, Windows 2012 UAC-enabled, and
Windows Server 2016 environments, you must log on as the official administrator. Users
that are assigned to the Administrators Group and are not the official administrator cannot
install NetBackup in UAC-enabled environments. To allow users in the Administrators
Group to install NetBackup, disable UAC.
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Check

Requirement

Details

Remote and
cluster
installations
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Check

Requirement

Details

In addition to all previously stated installation requirements, the following guidelines apply
to remote installations and cluster installations:

All nodes in the cluster must run the same operating system version, service pack

level, and NetBackup version. You cannot mix versions of server operating systems.

The installation account must have administrator privileges on all remote systems or

on all nodes in the cluster.

The source system (or primary node) must run Windows 2012/2012 R2/Windows

2016.

The destination PC (or clustered nodes) must have Windows 2012/2012 R2/Windows

2016.

The Remote Registry service must be started on the remote system.

The NetBackup installer can enable and start the Remote Registry service on the

remote system. If the Remote Registry service is not started, the installation receives

the following error message:

Attempting to connect to server server name failed with the

following error: Unable to connect to the remote system. One

possible cause for this is the absence of the Remote Registry

service. Please ensure this service is started on the remote

host and try again.

NetBackup virtual name and IP address

Have the virtual name and IP address for NetBackup available. You must provide

this information during installation.

Cluster support changes for media servers

You cannot perform a new installation of a clustered media server.

Windows Server Failover Clusters (WSFC)

s The shared disk that the NetBackup Group uses must already be configured in
the cluster and online on the active node.

= Install NetBackup from the node with the shared disk (that is, the active node).

= Computer or host names cannot be longer than 15 characters.

Cluster server (VCS) clusters:

All NetBackup disk resources must be configured in Veritas Enterprise Administrator

(VEA) before you install NetBackup.

Cluster node device configuration and upgrades

When you upgrade clusters, the 1tid and the robotic daemons retrieve the device

configuration for a particular cluster node from the EMM database. The cluster node

name (provided by gethostname) stores or retrieves the device configuration in the

EMM database. The cluster node name is used when any updates are made to the

device configuration, including when 1t id updates the drive status. The cluster node

name is only used to indicate where a device is connected. The NetBackup virtual

name is employed for other uses, such as the robot control host.

More information about cluster requirements is available.
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Installation and upgrade requirements for Windows and Windows clusters

Check

Requirement

Details

NetBackup Clustered Master Server Administrator’'s Guide

Remote
Administration
Console host
names

You must provide the names of the Remote Administration Console hosts during master
server installation.

NetBackup
communication

Make sure that your network configuration allows all servers and clients to recognize and
communicate with one another.

Generally, if you can reach the clients from a server by using the ping command, the
setup works with NetBackup.

s NetBackup services and port numbers must be the same across the network.

= Veritas suggests that you use the default port settings for NetBackup services and
Internet service ports. If you modify the port numbers, they must be the same for all
master servers, media servers, and clients. The port entries are in the following file:
$SYSTEMROOT%¥system32¥drivers¥etc¥services. To change the default
settings, you must perform a custom installation of NetBackup or manually edit the
services file.

CIFS-mounted
file systems

Veritas does not support installation of NetBackup in a CIFS-mounted directory. File
locking in CIFS-mounted file systems can be unreliable.

Storage devices

Devices such as robots and standalone tape drives must be installed according to the
manufacturers’ instructions and recognized by the Windows software.

Server names

When you are prompted for server names, always enter the appropriate host names. Do
not enter IP addresses.

Mixed versions

Make sure to install NetBackup servers with a release level that is at least equal to the
latest client version that you plan to use. Earlier versions of server software can encounter
problems with later versions of client software.

p.10 @ TNetBackup D/ N—a D HAANEICHOWT) 2B L TEEN,

Installations on
Windows
2012/2012 R2
Server
Core/Windows
2016

You can only install NetBackup on these computers with the silent installation method.

p.91 @ [nstalling NetBackup servers silently on Windows systems | 2% L T7ZS0,

Other backup
software

Remove any other vendor’s backup software currently configured on your system. The
backup software of another vendor can negatively affect how NetBackup installs and
functions.
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Check

Requirement

Details

Web Services

Beginning with NetBackup 8.0, the NetBackup master server includes a configured
Tomcat web server to support critical backup operations. This web server operates under
user account elements with limited privileges. These user account elements must be
available on each master server (or each node of a clustered master server). More
information is available:

p.197 ® [NetBackup v A¥ —H—/3— Web H—/\—D2—H —LT L —TDIERK | 5
RLT7Zany,

AE: Veritas recommends that you save the details of the user account that you use for
the NetBackup Web Services. A master server recovery requires the same NetBackup
Web Services user account and credentials that were used when the NetBackup catalog
was backed up.

A%E: If the NetBackup PBX is running in secure mode, please add the web service user
as authorized user in PBX. More information about determining PBX mode and how to
correctly add users is available.

http://lwww.veritas.com/docs/000115774

CA Certificate (Conditional) For media servers and clients only:

fingerprint If you use a NetBackup Certificate Authority, you must know the CA Certificate fingerprint
of the master server at time of installation. This requirement only applies if you use a
NetBackup Certificate Authority. More information is available about the details on the
CA Certificate fingerprint and its role in generation of security certificates.
https://www.veritas.com/support/en_US/article.000127129

Authorization (Conditional) For media servers and clients only:

Token

In some cases, the installer requires an authorization token to successfully deploy security
certificates. More information is available about the details on authorization tokens and
their role in generation of security certificates.

In some cases, if you use a NetBackup Certificate Authority, the installer requires an
authorization token to successfully deploy security certificates. More information is
available about the details on authorization tokens and their role in generation of security
certificates.

https://www.veritas.com/support/en_US/article.000127129
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Check

Requirement

Details

External For master servers (including cluster): The configuration of an external certificate authority
certificate is a post-installation activity.
authority For media servers and clients: You can configure the ECA during the install procedure
or after the installation completes. More information about post-installation configuration
is available:
https://www.veritas.com/support/en_US/article.100044300
For more information, see the NetBackup Security and Encryption Guide and refer to
the chapter on external CA and external certificates.
Customer Beginning with NetBackup 8.1.2, you must specify a Customer Registration Key for
Registration Key | Veritas Usage Insights. More information about Veritas Usage Insights is available:
for Veritas

Usage Insights

p.27 @ [About Veritas Usage Insights] #Z L T72&0,

During install and upgrade to NetBackup 8.1.2, please allow the installer to copy the
veritas customer registration key.jsonfiletoitsfinal destination. NetBackup
can set the file permission and ownership correctly through this process. If you place the
file onto your systems outside of the install or the upgrade process, the process may not
work correctly.

A%E: Be aware that NetBackup does not support the short file name format (8.3 format)
for the customer registration key file name.

p.35 @ TUNIX F L0 Linux DA DA A—/VE: ] 2B R TS,

Windows 75 AXAADA UV AM—ILETYTH L—KNDE
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Performing local, remote, or clustered server
installation on Windows systems

Use the following procedure to perform a local, a remote, or a clustered install of
NetBackup on a Windows computer.

NetBackup uses the Local Service account for starting most of the master server
services during an install. You can change this account to use the Local System

account or an administrator account during a custom installation. Follow the steps

for a custom installation to make this change.
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To install NetBackup 9.1 server software on a local, remote, or clustered
Windows server

1 Log on to the system. Be sure to log on with administrator privileges.

= For local installations, log on to the system where you want to install
NetBackup.

= For remote installations, log on to a system with network access to all of
the hosts where you want to install NetBackup.

» For cluster installations, log on to the active node (the node with the shared
disk).

2 Navigate to the directory where the images reside and run Browser.exe to
start the NetBackup Installation Wizard .

On the initial browser screen (Home), click Installation.
On the Installation screen, click NetBackup Server Software Installation.

On the Welcome screen, review the content and click Next.

o O A~ W

(Conditional) If you previously installed NetBackup 9.1 on this host, you see
the Program Maintenance dialog.

= Select Modify to change installation settings for the local host, or to use the
local host as a platform to perform push installation to remote hosts.

= Select Repair to restore NetBackup 9.1 to its original state on the local host.
= Select Remove to remove NetBackup 9.1 from the local host.

7 On the License Agreement screen, do the following and click Next:
| agree to and accept the terms of the license agreement.
You must select this item to install the software.

8 On the Veritas NetBackup Installation Type screen, provide the following
information:

Where to install » Foralocal installation, select Install to this computer

only.

= For a remote installation, select Install to multiple
computers on your network.

» For a cluster installation, select Install a clustered
Master Server.
This option is available only if the installation process
determines that your system is configured for a
Windows Server Failover Cluster (WSFC) or VCS
clustered environment.
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Typical Select this option to install NetBackup with the default
settings.

A%E: The Typical installation does not install the Java
GUI or the JRE on Windows media servers. You must
select Custom if you want the Java GUI and the JRE
installed on Windows media servers.

Custom Select this option to install NetBackup with the settings
that you want.

Click Next.

On the NetBackup License Key and Server Type screen, provide the following
information:

License Key Enter the product license that you received with your
product.

The license that you provide determines which
components you can select. For example, you can click
the icon next to NetBackup Master Server only if you
enter a master server license.

For remote and cluster installations:

A%E: The license that you enter here gets pushed to
the other nodes. Your license may enable add-on
products. If you push NetBackup to nodes that have an
add-on product already installed, your license works for
the add-on product(s).

During this installation process, the following occurs to
verify that you have proper credentials to perform remote
installations:

= When you select a clustered system for installation,
NetBackup determines if you have proper
administrator credentials on all nodes in the cluster.
If you do not have the proper credentials, the system
is not added to the list.

= If you have the proper credentials, NetBackup
performs a second check to determine if a license
is needed. If a license is needed and one was not
entered, the system cannot be added to the list. You
must enter a valid license to install on that node. If
you enter an invalid license, this screen remains
visible until a valid license is entered.
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NetBackup Master Server Click this icon to install master server software.

NetBackup Media Server For local or remote installations, click this icon to install
media server software.

Disaster Recovery Master Select this option to perform a disaster recovery of your

Server master server. The disaster recovery process requires
additional steps and information that is not covered in
this manual. More information is available.

NetBackup Troubleshooting Guide

On the Customer Registration Key screen, enter the location of the Customer
Registration Key. You download this file from the Veritas Usage Insights site
and place the file on the appropriate master server. More information about
Veritas Usage Insights is available.

p.27 @ [About Veritas Usage Insights | Z#Z L T7230,

During install and upgrade to NetBackup 8.1.2, please allow the installer to
copy the veritas customer registration key.json file to its final
destination. NetBackup can set the file permission and ownership correctly
through this process. If you place the file onto your systems outside of the
install or the upgrade process, the process may not work correctly.

On the NetBackup Web Services screen, specify the account type and the
account details.

What types of acccounts Select either Local or Domain (Active Directory).

?
should we use? Select Local if you want to associate the web server

with a user and a group account that exist on the local
host.

Select Domain (Active Directory) if you want to associate
the web server with a user and a group account that
exist on a trusted Windows domain.
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What are the existing account Specify the information as shown:

details = Domain - If you chose the Domain (Active Directory)

account type, specify the name of the domain to
which the user and the group accounts belong.

= Group - Specify the name of the group account to
associate with the web server.

= User - Specify the name of the user account to
associate with the web server. For security reasons,
do not specify a user account that has administrative
privileges on the host.

= Password - Specify the password of the user account
in the User field.

AFE: After installation, you cannot change the user
account for the NetBackup web server. Do not delete
this account, as you cannot reconfigure the account for
the web server after installation.

More information is available.

p.65 @ lnstallation and upgrade requirements for Windows and Windows
clusters] ZZ L TZENY,

(Conditional) This step applies only to the local installations that are Custom.

For Typical installations, skip to the next step.

This step describes how to select and configure the NetBackup Installation
Folder, NetBackup Port Numbers, and the NetBackup Services.

= NetBackup Installation Folder
On this screen, you can select where the NetBackup files are installed.

Destination Folder By default, NetBackup files are installed to the
following location:

C:¥Program Files¥VERITAS

To change the folder destination where NetBackup

is installed:

= Click Change.

= Browse to the preferred location and designate
a new or an existing folder.

= Click Next.

Additional information about installation folder
restrictions is available.

p.17 ® [NetBackup > A—/LF L7 N DOHIBR
H| 2BRL TS,
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Click Next.

Java GUI and JRE Options
The options that are provided are:

» Include Java GUI and JRE: Install the Java GUI and the JRE to the
specified computer.

s Exclude Java GUI and JRE: Exclude the Java GUI and the JRE from
the specified computer.

= Match Existing Configuration (remote installs only): Preserve the current

state of the Java GUI and JRE components. If the Java GUI and JRE
are present, they are upgraded. If they are not present, they are not

upgraded. If you specify this option on an initial installation, the packages

are not installed.

NetBackup Port Numbers

On this screen, you can change port numbers, if it is necessary in your
configuration.

You may need to change a port number if you encounter conflicts when

NetBackup and another industry product try to share the same port. Another
example is if a port conflict occurs with a firewall, which may cause security

issues.

To change a port number, select the port number that you want to replace

and type the new number.
Click Next.

NetBackup Services
On this screen, provide the following startup account and startup type
information for NetBackup services:

Privileged Account Details Specify either Local System account or Custom
account.

By default, the Local System account is selected,
so that NetBackup uses the built-in system account.
When this option is selected, the fields below it are
disabled.

To specify a different account:
m Select Custom account.
= Enter the account information in the following
fields:
Domain
Username
Password
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Non-Privileged Account
Details

Service Options

Start job-related NetBackup

services following installation

Safe Abort Option

Click Next.

(Conditional) For master servers only.

Specify either Same as the Privileged Account
specified above or Local Service account.

For more information for the non-privileged service
user account, refer to:
https://www.veritas.com/docs/100048220

This option determines whether NetBackup services
start automatically if you need to restart the
NetBackup host. The default is Automatic.

To start NetBackup services manually after a restart,
select Manual.

By default, job-related services are set to start
automatically after the installation has completed.

To prevent job-related services from starting
automatically, click on the box to clear the check
mark.

This option determines how the installation proceeds
if a restart is required as part of the installation.

If you select this option and the installation process
determines that a restart is required, the installation
stops. The system is then rolled back to its original
state.

If you do not select this option, the installation
proceeds even if the installation process determines
that a restart is required.
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13 On the NetBackup System Names screen, provide the following information:

14

15

Master Server Name

Additional Servers

Media Server Name

OpsCenter Server Name
(Optional)

Click Next.

After you provide the required computer names, the installer determines your

security configuration.

» If the installer finds your environment uses an external certificate authority,
you are presented with the External Certificate screen. Proceed to step 15.

» Iftheinstaller finds your environment uses NetBackup Certificate Authority,
you are presented with the NetBackup Certificate screen. Proceed to step16

On the External Certificate screen, select one of the three radio buttons based
on how you want to configure the external certificate authority (ECA). Depending

(Conditional) For local master server installations, enter
the name of the local computer. For a cluster installation,
enter the cluster virtual server name.

For media server installations, you must change the
name to the master server name to which the media
server is configured.

Enter the names of any additional NetBackup master
servers and media servers that you want to
communicate with this server. Include the names of
computers where you plan to install NetBackup later.

To enter more than one name, separate each name
with a comma or press Enter after each name.

This field appears only for local NetBackup Enterprise
media server installations.

When you install media server software, this field
defaults to the local server name.

OpsCenter is a web-based administration and
management tool for NetBackup.

If you have an OpsCenter server or plan to install one,
enter the server name or the IP address for that server
here.

For a clustered server, do not use the virtual name.
Instead, use the actual host name of the cluster node.

on which one you select, you must complete different information:

s Use Windows certificate store
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You must enter the certificate location as certificate Store Name¥Issuer

Distinguished Name¥Subject Distinguished Name.

AE: You can use the $hostname variable for any of the names in the
certificate store specification. The $hostname variable evaluates at run time
to the name of the local host. This option provides flexibility when you push
NetBackup software to a large number of clients.

Alternatively, you can specify a comma-separated list of Windows certificate
locations. For example, you can specify:
MyCertStore¥IssuerNamel¥SubjectName,
MyCertStore¥IssuerName2¥SubjectName?2,
MyCertStored4¥IssuerNamel¥SubjectName5

Then select the Certificate Revocation List (CRL) option from the radio
buttons shown:

s Use the CRL defined in the certificate. No additional information is
required.

= Use the CRL at the following path: You are prompted to provide a path
to the CRL.

s Do not use a CRL.

Use certificate from a file
After you select this option, specify the following:

= Certificate file: This field requires you to provide the path to the certificate
file and the certificate file name.

= Trust store location: This field requires you to provide the path to the
trust store and the trust store file name.

= Private key path: This field requires you to provide the path to the private
key file and the private key file name.

= Passphrase file: This field requires you to provide the path of the
passphrase file and the passphrase file name. This field is optional.

= CRL option: Specify the correct CRL option for your environment:

s Use the CRL defined in the certificate. No additional information is
required.

= Use the CRL at the following path: You are prompted to provide a
path to the CRL.

s Do not use a CRL.
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= Proceed without security
You receive a warning message listing potential issues. Depending on the
state of the current security configuration, NetBackup may be unable to
perform backups or restores until an external CA certificate has been
configured.

Click Next to continue. Go to step 20 in this procedure.

After you confirm you want to continue, the installer fetches the certificate
authority certificate details. You have the option to click Cancel to halt this
action. Be aware if you click Cancel, this action requires you to rerun the
installation or continue with the installation without the required security
components. If these security components are absent, backups and restores
fail.

Enter the Certificate Authority Fingerprint as prompted.

After you confirm the fingerprint information, the installer stores the certificate
authority certificate details. You have the option to click Cancel to halt this
action. Be aware if you click Cancel, this action requires you to rerun the
installation or continue with the installation without the required security
components. If these security components are absent, backups and restores
fail.

After the Certificate Authority certificate is stored, the installer fetches the host
certificate. You have the option to click Cancel to halt this action. Be aware if

you click Cancel, this action requires you to rerun the installation or continue

with the installation without the required security components. If these security
components are absent, backups and restores fail.

(Conditional) If prompted by the Security Token screen, enter the security
token.

If you were issued a security token, enter it below.

The token format is 16 upper case letters. Alternatively, you can also select
the Proceed without providing a security token option. When the option is
selected, this warning is shown:

In some environments, failure to provide a security token can result in failed
backups. Contact your backup administrator if you have questions.

After you enter a security token, you have the option to click Cancel to halt the
deployment of the host certificate. Be aware if you click Cancel, this action
requires you to rerun the installation or continue with the installation without
the required security components. If these security components are absent,
backups and restores fail.
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status screen. If the screen indicates there are no issues, click Next to continue.
If the screen Security Certificate Status indicates there are issues, click Back
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to reenter the required security information.

If this install is a push install or if you selected Proceed without security, this

dialog is skipped.

(Conditional) For remote installations only:

On the Veritas NetBackup Remote Hosts screen, specify the hosts where you

want NetBackup installed.

= Windows Destination Systems

Right-click Windows Destination Computers and select from the drop-down

menu, or use the following methods:

Browse Click here to search the network for the hosts where
you want to install NetBackup.

On the Available Systems dialog box, select the
computer to add and click Next.

On the Remote Computer Login Credentials
dialog box, enter the User Name and the
Password of the account to be used to perform
the installation on the remote computers.

If you plan to install to multiple remote
computers, click the box next to Remember User
Name and Password. Selecting this option
prevents the need to enter this information for
each remote computer.

Click OK.

On the Remote Destination Folder dialog box,
verify or change the Destination Folder where
NetBackup is installed.

The default location is C: ¥Program
Files¥Veritas

If you plan to install to multiple remote computers
and you want to use the same location, click the
box next to Use this folder for subsequent
systems. Selecting this option prevents the need
to enter the location for each remote computer.

Import Click here to import a text file that contains a list of
host names. When you create the text file, the host
names must be defined in the following format:

Domain¥ComputerName
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Add

Remove

Change

Click Next.

Click here to add a host manually.

s On the Manual Remote Computer Selection
dialog box appears, enter the Domain and the
Computer Name, then click OK.

= On the Remote Computer Login Credentials
dialog box, enter the User Name and the
Password of the account to be used to perform
the installation on the remote computers.

If you plan to add and install to multiple remote
computers, click the box next to Remember User
Name and Password. Selecting this option
prevents the need to enter this information for
each remote computer.

= Click OK.

= On the Remote Destination Folder dialog box,
verify or change the Destination Folder where
NetBackup is installed.

The default location is C: ¥Program
Files¥Veritas¥.
If you plan to install to multiple remote computers
and you want to use the same location, click the
box next to Use this folder for subsequent
systems. Selecting this option prevents the need
to enter the location for each remote computer.
= Click OK.

To remove a host from the Destination Systems list,
select the host and click here.

Click here to change the destination for NetBackup
file installation on the selected remote host.

22 (Conditional) For cluster installations only:

On the NetBackup Remote Hosts screen, specify the remote system information

for installation on those computers.

On the initial screen, right-click Browse.

On the Available Systems dialog box, select the computer that you want to

add. Control-click to select multiple computers.

Click Next.
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On the Remote Computer Login Credentials dialog box, enter the user
name, password, and domain that NetBackup is to use on the remote
system(s).

If you intend to add more remote computers, click the check box next to
Remember user name and password.

When you provide credentials, you select cluster nodes and add them to
the Windows Destination Systems list. These are the nodes on which you
remotely install NetBackup. Make sure that you select your local host when
you select systems to install.

Each time you choose a system, NetBackup performs system and license
checks. For example, it verifies the system for a server installation that
matches the type that you selected, as follows:

= NetBackup not Considers the remote to be verified.
installed

= NetBackup already = Compares the installation type on that system to the
installed installation type that you request.

= Invalid combination  Notifies you of the problem and disallows the choice.
One example of an invalid combination is to try to install
a Remote Administration Console on a remote system
that is already a master server.

= Remote system not a Notifies you of the problem and disallows the choice.
supported platform or
level

The installation procedure also verifies that you have proper administrator
credentials on the remote system. If you do not have administrator
credentials, the Enter Network Password screen appears, and prompts you
to enter the administrator’s user name and password.

Click OK and continue selecting destination systems.

This process repeats for each node that you select. You can elect to retain the
user name and password. In that case, you are prompted only when the user
name or password is not valid.

Note the following about the push-install process in a clustered environment:

You can install NetBackup on any number of nodes. However, the clustering
service sets the limit for the number of nodes in a cluster, not NetBackup.

Language packages and other NetBackup add-on products cannot be

installed with the push method. Add-on products must be installed on each
individual node in the cluster group. For instructions on how to install these
products, refer to the NetBackup documentation that supports each product.
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= NetBackup pushes to the other nodes only the license keys you enter at
the beginning of the installation. Your license keys may enable add-on
products. If you push NetBackup to nodes that have an add-on product
already installed, your key works for that product.

Click Next.

(Conditional) For cluster installations only:

On the Cluster Settings screen, you provide the virtual and the physical network

information.

A%E: You can add only one virtual IP address during installation. If your virtual
name can resolve into more than one IP address, you can add multiple IP
addresses after the installation using the bpclusterutil -add1Pp option. More
information about the bpclusterutil command is available.

NetBackup Commands Reference Guide

For new installations, the following configuration settings that you enter apply

to all nodes:

Create a new Cluster
Group

IPv4 Clusters

IPv6 Clusters

NB Cluster Group Name

For new cluster installations, select this option.

The default cluster setting is IPv4.
Enter the following addresses:

= Virtual IPv4 Address
The IP address to which the virtual server name should
resolve.
For new cluster installations, you must enter the address
manually.

s |IPv4 Subnet Mask
Identifies a subnetwork so that IP addresses can be
shared on a local area network. This number correlates
directly to the virtual IP address of the cluster.

To enable IPv6 clusters, select this option.

Enter the following IP address:

= Virtual IPv6 Address
The IPv6 address must be entered in CIDR format.

The name that is used to identify a NetBackup service group
or resource group. The resources in any resource group are
related and interdependent.
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Virtual Host Name The name by which NetBackup is known in the cluster.

When you install the client software, this host name must
be added to the Additional Servers field on the NetBackup
System Names screen.

The server uses this name when it communicates with the
client nodes.

Path to Shared Data A directory on one of the shared disks in the cluster where
NetBackup stores configuration information. If the letter for
the disk (or drive) does not appear in the pull-down list, enter
only the letter.

Public Network For NetBackup clustered environments, select a public
network that is assigned to the node of the cluster.

45 You must not select a private network that is assigned
to this cluster.

Cluster Configuration After you set all of the parameters, click this icon to configure
the cluster for use with NetBackup. The Next icon is not
available until after successful cluster configuration.

The text box provides the following information about the
configuration:

= ldentifies any existing clusters or NetBackup cluster
groups.

» Indicates a successful configuration.

= |dentifies any problems or errors that occurred during
the configuration (configuration failure).

A%E: If you click Cancel after a successful cluster
configuration for new installations, a pop-up message
appears. The message asks if you are sure that you want
to proceed with the cancelation. To cancel the installation
and remove the new cluster group, click Yes. To continue
with the installation and retain the new cluster group, click
No and then click Next.

If the cluster configuration fails, see the NetBackup Clustered
Master Server Administrator's Guide for information about
how to resolve the problem.

When the successful cluster configuration message appears, click Next.

24 On the Ready to Install the Program screen, review the Installation Summary
that shows your selections from the previous steps.
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A%E: Veritas recommends that you review the summary screen for any warning
messages. You can prevent installation and upgrade issues if you resolve any
problems before you continue the installation.

Then select one of the following options:

s Click Install to start the installation.

= Click Back to view the previous screens and make any changes, then return
to this screen and click Install.

s Click Cancel to cancel the installation.

After you click Install, the installation process begins and a screen appears
that shows you the installation progress. This process may take several minutes.

For remote and cluster installations, up to five installations occur simultaneously.
When an installation is completed, another one begins so that a maximum of
five installations are in progress.

On the Installation Complete screen, select from the following options:

View installation log file

The installation log file provides detailed installation
information and shows whether any errors occurred.
This log includes information about the optional
installation of the Java GUI and the JRE.

Examine the installation log at the following location:

SALLUSERSPROFILE%Y¥Veritas¥
NetBackup¥InstallLogs¥

A%E: When you perform a remote or a cluster installation
to multiple computers, this option only lets you view the
log for the local computer. Each computer that you
selected for installation contains its own installation log
file. To view the log file of a remote computer, open a
Windows Explorer window and enter
¥¥<COMPUTERNAME>.

Search the installation log for the following error
indications:

m Strings that include Return Value 3.

» Important log messages that are color coded as
follows:
Yellow = warning.
Red = error.
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Finish Select one of the following to complete the installation:

» If you are done installing software on all servers,
click the box next to Launch NetBackup
Administration Console now and click Finish.

The NetBackup Administration Console starts a
Configuration Wizard so that you can configure your
NetBackup environment.

= If you have more server software to install, click
Finish.

You can move on to the next computer and install
the necessary server software.

26 (Conditional) On a clustered NetBackup master server, you must copy the
Certificate Authority certificate and the host certificate to the inactive node.
More information is available:

p.176 O 17728 INTe~v AZ—Y——DIET T 47 ) — R CREM EE LRk
T2 2BRRLUTIZE,

If you performed a disaster recovery of the master server, you must first
generate the token and then copy it to each of the inactive nodes. More
information about how to handle disaster recoveries is available.

Veritas NetBackup Troubleshooting Guide

27 (Conditional) If you plan to configure customized settings for your Tomcat web
server, determine if those settings can persist across upgrades. More
information is available:

28 Repeat the steps in this procedure for any other servers.

29 After all server software is installed, you are ready to install client software.
p.100 @ [NetBackup 7747 > hDA L AR—WZDONT | ZHBLTLIZEN,
p.89 @ NetBackup 77 AXEZEED AL A=t DIVEHE | ZBRLTLIEEN,

p.90 ® TWindows 77 AZ DA Ah—/VEIET v 77— R Offd ] 22 ML T
STEEWY,

NetBackup VS5 RRIRED AV AL—ILIZDEE

77252 NetBackup Y—/N—Y T~y =T &AL AN—/L LTtk IRD 1 DL, EO#EME
EFEATTHUERHVET,
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Installing NetBackup servers silently on Windows

systems

A silent installation avoids the need for interactive input in the same manner as
performing a remote installation.

To perform a silent installation, you must first modify the appropriate NetBackup
script. After script modification, you can run the script to initiate the silent installation.

To install NetBackup server software silently
1 Log on as administrator to the system where you want to install NetBackup.
2 Navigate to the location where the ESD images (downloaded files) reside.

3 Open Windows Explorer and copy the contents of the X86 or the X64 directory
to a temporary directory on your hard drive. Choose the directory that is
associated with the platform type that you want to install.

4  Since the source files are read-only, you must change the permissions for the
copied files to allow the installation or the update.

5 Inthe temporary directory where the copied files reside, select the appropriate
script to modify:

a Toinstall a master server, edit silentmaster.cmd
s Toinstall a media server, edit silentmedia.cmd

6 Edit the following lines as needed for your installation:

m SET ADDITIONALSERVERS=medial,medial,medial3
Enter the names of any additional NetBackup master servers and media
servers that you want to communicate with this host. Include the names of
servers where you plan to install NetBackup later.
If no other servers are to communicate with this host, remove this line from
the script.

m  SET ABORT_REBOOT_ INSTALL=num
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This line lets you determine how you want the installation to continue if a
restart is required. Select from the following settings:

0 (zero, default) By default, a silent installation does not abort if it is determined
that a restart is required. If you leave this setting at 0, select one
of the following tasks:

» After the installation is complete, check the installation log
to see if a restart is required.
If the string in use appears anywhere in the log, you must
restart the system manually.

= Force an automatic restart after the installation is complete.
To force an automatic restart, before you run the script,
remove the following option from the silent installation
command script (silent*.cmd):

REBOOT="ReallySuppress"
451 Aforced restart occurs with no warning to the user. It does

not cancel the installation or roll back the system to its original
state.

1 (one) Select this setting to abort the installation if it is determined that
a restart is required.

If a restart is needed, this setting cancels the installation and the
system is rolled back to its original state.

SET CA_CERTIFICATE FINGERPRINT=fingerprint
If you use a NetBackup Certificate Authority, you must know the CA
Certificate fingerprint of the master server at time of installation. More
information is available about the details on the CA Certificate fingerprint
and its role in generation of security certificates.
https://www.veritas.com/support/en_US/article.000127129

SET AUTHORIZATION TOKEN=token
In some cases, if you use a NetBackup Certificate Authority, the installer
requires an authorization token to successfully deploy security certificates.
More information is available about the details on authorization tokens and
their role in generation of security certificates.
https://www.veritas.com/support/en_US/article.000127129
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;¥%.: Because providing the authorization token in plain text presents a
security risk, restrict access to the silentmedia.cnd file to read access.
Grant read access to NetBackup administrators and system administrators
only. Delete the silentmedia.cmd file after successful installation.

SET SET USAGE INSIGHTS FILE PATH=path

You must specify the path to the Veritas Usage Insights customer
registration key. More information is available. p.27 @ [About Veritas Usage
Insights] ZZ L T7Z3Wy,

SET ECA CERT STORE=cert store string

Use this field to specify the external certificate location in a Windows
certificate store. This field is specified in the form

store_name¥issuer DN¥subject. This field is required to use an external
certificate from the Windows certificate store.

SET ECA CERT PATH=path
Use this field to specify the path and the file name of the external certificate
file. This field is required to set up an external certificate from a file.

SET ECA TRUST STORE PATH=path

Use this field to specify the path and the file name of the file representing
the trust store location. This field is required to set up an external certificate
from a file.

SET ECA PRIVATE KEY PATH=path
Use this field to specify the path and the file name of the file representing
the private key. This field is required to set up an external certificate from
a file.

SET ECA CRL CHECK LEVEL=value

Use this field to specify the CRL mode. This field is required. Supported
values are:

= UsE_cpp: Use the CRL defined in the certificate.

= USE_PATH: Use the CRL at the path that is specified in ECA_CRL_PATH.
= DIsABLED: Do not use a CRL.

SET ECA CRL_PATH=path
Use this field to specify the path and the file name of the CRL associated
with the external CA certificate. This field is required only when
ECA_CRL_CHECK LEVEL is setto use_parTH. If not applicable, leave this field
empty.

SET ECA_KEY PASSPHRASEFILE=path
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Use this field to specify the path and the file name of the file that contains
the passphrase to access the keystore. This field is optional and applies
only when setting up an external certificate from a file.

m SET INCLUDE JAVA GUI AND JRE=value

Installation of the NetBackup Java GUI and JRE packages is optional for
NetBackup Windows media server installation. This option specifies if the
Java GUI and the JRE packages should be installed, upgraded, or removed.
Supported values for this option are:

= INCLUDE: Include the Java GUI and JRE when installing NetBackup.
= EXCLUDE: Exclude the Java GUI and JRE when installing NetBackup.

= MATCH: Match the existing configuration on the host. If you specify this
option on an initial installation, the packages are not installed.

Save the script and run it.
Examine the installation log at the following location:
$ALLUSERSPROFILES¥Veritas¥NetBackup¥InstallLogs¥

This log includes information about the optional installation of the Java GUI
and the JRE.

Search the installation log for the following error indications:
» Strings that include Return value 3.

= Important log messages are color coded as follows:
Yellow = warning.
Red = error.
9 (Conditional) If you plan to configure customized settings for your Tomcat web

server, determine if those settings can persist across upgrades. More
information is available:

After all server software is installed, you are ready to install client software.

p.100 ® NetBackup 7747 > +DA L AR—/LIZHONWT | ZBMRLTIZEN,
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= About the NetBackup web user interface
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About the NetBackup web user interface

In version 8.1.2, Veritas introduces a new web user interface for use with NetBackup.
The new interface is designed to improve the ease of use and functionality. At this
time, not all functionality of the NetBackup Administration Console is present in the
new interface.

NetBackup uses the Transport Layer Security (TLS) protocol to encrypt the
communication for the new interface. You need a TLS certificate that identifies the
NetBackup host to enable TLS on the NetBackup web server. NetBackup uses
self-signed certificates for client and host validation. A self-signed certificate is
automatically generated during install for enabling TLS communications between
the web browser and the NetBackup web server. You can create and implement
third-party certificates to use in place of the self-signed certificates to support the
NetBackup Web Service. The certificates are used for TLS encryption and
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authentication. See the NetBackup Web Ul Administrator's Guide for more
information.

First-time sign in to a NetBackup master server from the
NetBackup web Ul

After the installation of NetBackup, a root user or an administrator must sign into
the NetBackup web Ul from a web browser and create RBAC roles for users. A role
gives a user permissions and access to the NetBackup environment through the
web Ul, based on the user’s role in your organization. Some users have access to
the web Ul by default.

See the NetBackup Web Ul Administrator's Guide for details on authorized users,
creating roles, and signing in and out of the web UI.
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RENRWG G A AT
WDTT— Ay —TEZ(ELE
¥
Attempting to connect
to server server name
failed with the
following error: Unable
to connect to the
remote system. One
possible cause for this
is the absence of the
Remote Registry
service. Please ensure
this service is started
on the remote host and

try again.

AV A= VT 4P —RIZEHS T, 77
AT NI TG =T %A v Ah— )L A]
BRI TAT NIRRT — ETA
Xy IhET,

AU AN TEDA N 2—F T,
Windows Server 2012 %7213 2016
EFEITLCWARERHET,
F72, VE—MUAM— VIV RAT A
EEEMERELELLET,

AFE: NetBackup @ Windows H-—
R=5 UNIX D ¥ a—H 207
AT NV E—RTAL AN—/L T
FtH A,

p.105 @ NetBackup Windows 77
AT D=V EIZ T E—RTD
AL A=)V | ZBRRUTTESNY,
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AH

=

B3

PAV AL AR~
v

YAV U MU A=V DVEELRMT | AL A A=V T, SRR
=B AV ANV DOWELZA L] | DN E LB LRWLER T, 72

CTd,

ELENEFEITT DRI,
silentclient.cmd 7 7A /L%
ETIMNERHVET,

p.115 @ lInstalling NetBackup
Windows clients silently ] ZZ L
TLIEEYY,

FRTOAL AP—LHET NTES F 4RI S —F 4 ar RSB TT

A2 Ah—3% NetBackup 7717 > b /3— a7 NetBackup —/3—Y 7«
T DAL A=V ENTN—Var EFLD, TNEVEEWZERLBETT, —3—0D
N—=Ta INB LW —ar DI IAT U el 5Z 83 TEER AL

p.10 @ [NetBackup D/ 3—Va D HHAMEIZHOWT ) ZBIRL TSN,
p.100 @ NetBackup 77 A7 L DAL AR—/UIZHOWNWT ] ZB R TIZEN,

NetBackup Windows 7547 rOO—AILE=IFYE—FTDAU X

b—JL

0—H N A 2 — 2 E IRy N — 7 EOEH DA ¥ 2 —4 T NetBackup %12 A
=T 2DIZZDFINEZEENET, A A= VAL, [Fv> /L (Cancel)]Z27V >
7T HENOTHHIETE, [[RY (Back)] %2V 7§ 5L RIDOUALRIIZRVET,

Windows 77 A7 MU — MV Ab— /b 5LE REEFELET,

2

HERR

IIAT BT

Windows 7547 > hDA A= D ¥R RE L £,

p.102 ® T'Windows 775 A 7 > hODA > Ah—/L F ik BRI
DNTY ZZRRLTES N,

NetBackup Z1E & ZA Ah—/L95I121%, VE— M TAT b
DB BB RS LT,

AV AN—IVREZ, 7TAT UMMV FCL U ARMICEZIAE
NET, oo Ty FEEERESE51TIE, NetBackup ¥-—/3—D
KU —IZ, ITAT VM E/ N FETIRIET DR ERHVET,

A ITAT VMDA ANV EERNBEZA NI D120, VAT M FEEh§
DUBERHLHENHVES, BRI LERGEIIT T — Ayt —UhREoRanE

B
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AVAM—ILT B

1
2

DIAT T 2T A A= VT HRAMEBF LL TR A LET,

A A=V IMREIESINLTCWDT AL 7 M EIL €, Browser.exe ZE{TL T
NetBackup /> Ab—L 4P —REAZB L £,

W EE T, [ Zh—/L (Installation)] &R L £9,

[f>Ah—/L (Installation)] i [# G, [NetBackup 77 A7 N7 =7 DAL A
~—/L (NetBackup Client Software Installation)] % 32{RL £9,

[£5Z% (Welcome)] B THAEZ#ERRL TLIR~ (Next)] &2V 7 LE T,

(#4928 6) BN ZORAMS NetBackup 9.1 242 Ab—/L L TWDH6,

[7"a'T LD AT F A (Program Maintenance) 1% A7 0/ N E RSN ET,

n  [ETF (Modify)] 28R L Ta— VR ANDA LV AN— VIR EZ AT T 5B, v—
ANRANEY T —MRAND T o a AV AN—VE FATT DT DT Tk
Ta—LELTHEALET,

s [fE7E (Repair)]Z3&RL T, NetBackup 9.1 21— /LA TILOIREEIC
ARNTLET,

= NetBackup 9.1 Za— /LR ARGHEIFRT2I21E, [HIFR (Remove)]Z 3R
LET,

[License Agreement] & T, {8 HFFEEEAIZEEL CINext] 227U 7LET,
[Veritas NetBackup Client Installation Type] i T, RDOIEH#RZE ASILET,

AV AN VIGHT (Where to r—h LA Ah— L D4 [Install to this computer
install) only] Z&#IRNLF7,

UE—h A=V D4 [Install to multiple computers
on your network ] &SR UE T,

ZOFNETIH, AV A=V ED VAT LDV ANIE— AV

HRANGBINLZ2WNEY | 7TA4T NI —H VR ANMIA
VAR LVENFER A,

FEHE (Typical) 77 4/VgRTE D NetBackup A2 Ah—/L§5I21%, 2
DA T ar BERUET,

HAH 2 (Custom) B DR E D NetBackup %A Ah—/L32121%, 204
TrarEBRIRLET,

[Next]&27U> 7 L&,

GEYTD50) ZOFIEITn— LD [ B AH 2 (Custom) ] 1> Ah— AT 0D Fxiid
HEnET,
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[Veritas NetBackup Client Destination Folder] & CiX, NetBackup 771 /L
WAL A= N ENL LT BIR TEET,

SUSET AN 74V T, NetBackup 7 7 A /MIZIRDBEATIC AL A
M=V ENET,

C:¥Program Files¥VERITAS
NetBackup DA AN—/LHeDT 4 )V H %28 8475 )71k

= [ZF (Change)l 22Uy 7L %7,

n BEROGHESRL, B E IO 7+ V& 2k
ELET,

n [k~ (Next)]Z2Vo 7L ET,

ALV AN=)VT 4V DO RFIEIZ OV T OB #E S
RT&EET,

p.17 & [NetBackup 1> A~—/L-F L7 R Ol B 453 |
EHHL TSN,

A TYT TV —ROGE AV ANV EFEETEE
Hh,

10 (%3 588) ZOFNEIL [ AL L (Custom)] A2 Ab—MCD B S ES,
[NetBackup Options] B[ C, IRDA 7T a D bR LET,

At System Startup WROA T ar e HNFITENTLET,

» Start NetBackup Client Service Automatically
T 7 HVRTIL, VAT LAOELENE 12 NetBackup
F—E AP ATREL72 2D, ZOA T v a3 %)
1272 oTVET,

» Start NetBackup Client Job Tracker Automatically
T I ANNCIE, ZOFT v a IR ES T
FY, AVAN—ABRICZOA T v ar E Tl CRE
512, [RF—h]> [T ThH 7 rrT L]>[Veritas
NetBackup]>[NetBackup Client Job Tracker] %~
Uy LET,
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A—h (Ports)

FERRIZ LB G A1, ZOMmNbAR— e 52T TX
F9,

NetBackup LAt 8 FUAR— A LI EL Tt
BRELG S R — NESOEENLIIIRDHTLEN
BVET, Fo, T7AT I TEX 2T DOREE
FEITR—POBEENEEL TCWDIEAICLEE TEE
T

R—IEFEEET LI, BEMALRN - 52N
L LW ESZ ATILET,

[~ (Next)] &2V 7 LET,

11 (LY 558) ZOFNEIL [ AL L (Custom)] A2 Ab—MZD B S ES,
[NetBackup Services]Hif& ., NetBackup Client Service D#LE) 7 m hs Lk

WEBOHZEELET,

| =5787 N

[Ze47e Ik (Safe Abort)] 4
Tvav

(2= DIV AT LT H77k (Local System account)] &
721X 27 Ik (This account) | & HEELE T,

FIHNVNTIR, [B—HV AT LT A7k (Local System
account)] 3 EIRENSD T, NetBackup IEFLAIA I A
TIT AT NN ES, ZO4 T ar 2@ IRTHE F
DFDOT 4 —VRITHINZIRET,

RIRDY AT BT AV NetRE T DIk

. ZOAT VA ERIRLET,

s ROT4—NVRIZT AV MEREATILET,
R A1 (Domain)
o —H—4, (Username)
/SAT—F (Password)

ZDF T aNE A A= AINT T T —RD—H L
THESALERIGA . EOINA LV AN— 1V ERHATT S
AR ET,

ZOF T ar BRI GG AV AN VTR E)
DI THLEHWENDE A A=V (FTTT Y77
L—R) 3B IELET, AT AT TEORREIC T — LRy
SNET,

ZOFT A BRI WA A AN VAT
BRBETHLEHWENTH, A A=A (E3T v
JL—R)IImHTLE T,
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[NetBackup System Names]E i C, RO 7 —/LRBBEBHIICATISINET,
WHIIEEOMENHYER A, [ClientName] ZFR\ T, HERRD LG T T
BEMZDZENTEET,

7747 M (Client Name)  ZOARITEZZE LW TTEELY,

VAF—H— =4 (Master MG U T, ITAT UM T T A A=V RIS
Server Name) TWBEY e~ AF—H— =22 D4 RTEE R LET,

BANH—,3— (Additional ZDIFTAT VNPT JRATHT R TOTAS—H—/—
Servers) AT YT —N—DAFTHEATILET,

VB a— R HRET DL, AV AT Lo TEX 2V T A RIS

ET,

n RETHNBEIERNEDN CNAZLE A A= 03 3 5L, [FMBEERA
# (External Certificate) ]I 23R/~ ENVET, FIE 14 1ITHERET,

= BRBET NetBackup FRERAMEDILTNDZLE AL AN=F B H T DL,
[NetBackup 7EPA# (NetBackup Certificate) | a2 R~ Ed, TIE 15
R ET,

[MEFRERT 3 (External Certificate) ] i T, SN ERAE (ECA) ARk 3 2 )71k

IZEDNT, 3DDTVARZ DT NHERIRLET, IR FEIIEC T,

BB REANNTHUERHVET,

= [Windows fEHZEARNT Offi H (Use Windows certificate store)]

FAEFAEOLFTIL, certificate Store Name¥Issuer Distinguished
Name¥Subject Distinguished Name DIDNZANTHLERHVET,

AE: FEEANT B ETHEE, EEDOAFNIIRL T shostname B5%
fE & FET, FEITHRT shostname BT — W NVEAND AL Rz G L F
I, ZOA T arwHifA+ AL, NetBackup V7 M7 =T &5 DIT7AT L MC
Ty 2l VANV DM S EVET,

BB, Windows FEREOSFTE B~ KU OUANTIEE TEET, 12&
iﬂi\ MyCertStore¥IssuerNamel¥SubjectName,
MyCertStore¥IssuerName2¥SubjectName2,
MyCertStored4¥IssuerNamel¥SubjectName5 DINHRETEET,

WIT, BRENDT VA RE LG GEAERZIVARN (CRL) A7 a2 IRL
E

n [GEREICEFRSN TS CRL 2 M35 (Use the CRL defined in the
certificate)]: ;JBMOERITARE TS,
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s [RD/IR12HD CRL Zf#i 35 (Use the CRL at the following path)]:
CRL D2 % AT T HINTKOLNET,

s [CRL [ZfEMHL72\ (Do not use a CRL)]

n [T AN EAM TS (Use certificate from a file)]
ZOF T var w BRI, IRERELET.
n  [GEHEZ 741 (Certificate file)]: 207 4— L RIZIL, FERIET 7 AL~
DRALGEAED T 7 AN A EIRETDLENDHVET,

s [FTARRLNT DT (Trust store location)]: 2D 71— /L RIZiE, FFARA
T SDISAENTGANANT 2248 TE T DB HVET,

s [FAEE§D A (Private key path)]: 207 ¢—/VRIZI%, FLEHET 7 A L~
DIRALFRERED T 7 AN TG TET DNENHVET,

n [RTL—XT7A)L (Passphrase file)]: ZO7 t— /LR TlE, /AT —
AT 7 ANSDISALSAT L —=ADT 7 AN EAGTET DU EBHVET,
ZO7 4= REREIIECTHIRELET,

= [CRL A=y (CRL option)]: BHEWOEREDIELYW CRL A7 varv
fRELET,
n [GEREISERIN TS CRL Z2{# 3% (Use the CRL defined in
the certificate)]: IEMOERITRETT,

s [RD/3RA 28D CRL Z{# % (Use the CRL at the following path)]:
CRL D/32% A4 2IRDHIET,

s [CRL {ZfEHL7\ (Do not use a CRL)]

s [EX2UT 472U THfT (Proceed without security)]
BAERR Y — BRI R T EE A b —UNERENET, EOEF2Y
TAREROIRREITIG T T, FM58 CA FEBE D WS N5 £ T, NetBackup 723
NI T T RVARNT EATTERWGERHVET,

[k~ (Next)] 227Dy 7L THhiATLE T, ZO7HEADFIE 19 (ZHEAR £,

15 WATERIET DL, AL A= IGRILR OFENEOFEME 7 =y FLET, A7 a
vELT, v b (Cancel)] &2 270y 7§56 OB E R CEET, [Frit
)V (Cancel) &2V UTaiGA1E, AV AN— NV R/ IEITT D0, BiEdalTq
VR =R TICA ANV EFAT T AU ERHVET, LB EXa
VT 43 IR— R MIFELR WA F N 7T o 7 EUANT VR L $9,
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[CA DI DOHEZR (Confirm the CA fingerprint) 1 [ T, FRSH TOBIEN
AL TEELTWALOTHIIE, [ZORAMOIRETBHL COE T, FEHE
Bl & 179128 2 F9 (1 recognize the fingerprint for this host. Proceed
without the certificate deployment)] i8R U E7~, [¥k~ (Next)]Z27U> 7L Thi
fTLET,

FORENTAR AR EIMEHEL QORWEA T, [REAEER ML TO I
#F7 (Proceed without the certificate deployment)] %R L £9,

FERUEREKR T DL, A AN—T IR ROFEAEO A RFLES, 47
TarkL T, [Frb (Cancel)] #0350 A HRTcEx £, [Fv
>V (Cancel)] &2V 7 LTe B 1d, AV ANV EFFITT 20, LBt
V7 a2 AR — 2 Ml TICA VANV EHAT T D0 ERHVET, LTt
X2 U7 R — R MMFIELR WG BT 7 Ty T EUANT BRI E T,

AV AN—FIIBFE R OFEH EOMRIER IR ANEFHZZ R ELE S, A7 vavd
LT, [Fex v (Cancel)] &7V 73 52D A P CEET, [Fri kL
(Cancel)] &2V 7 LT 8, A Ab— N E2 B ETT 50, LB da)T o
VRN TNA AN VBT T 2R ERHVET, LR EF=Y
TAT R —F L RBTFELR WG BTN I Ty T EUARNT BRI L £7,

(3249584 [FRFER—22 (Authorization Token)] i f T7 1L 7 AR RE
NI=GEE, B 2T =2 B AN LET,

FREN—2 % AN JJLTLIZEW (Please enter an authorization token)

b2 DIERIIKR LT T 16 LFTT, Fio, [ X277 2 fEETIC
#5¢1T (Proceed without providing a security token)] 47" as BRI 52 44T
TFET, ZOF T ar BBRT DL IROBLERERENET,

—HOBRETIE, ¥F 2T A b—2 DRTED R EV N 7T o T RRIET S
AREMEDR DY ET, BRIDSLE G v/ T7 vy 7 EBRE WA TIEIN
(In some environments, failure to provide a security token can result in failed
backups. Contact your backup administrator if you have questions)

F7varE LT, ¥xa )T 4= AN LTI [F vV (Cancel) ] 22V
74 HEBRANEIEOU Y Z F I C& £ T, [+l (Cancel)| &7V 7LIZE;
Bl A A=A EBRITT o0, BBk 2l T W= b A1
AV A=V ERHT T DM ENRHVET, LB tFal) T3 R— R MRFEEL
IR AT NI Ty T EVANT BRILET,

ZOALV AP BYE I AN— VO BREN—7 L O EIMER T, B
D BRI C B FHEEN—T L R ANEIMNT 7T T EEBEICBRWES
HE7EEw,
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19 TRTOEX2VTAEREAN T DL, FHEOREOME A FRSNET, ]
PR NZEREEN RSN A1, [k~ (Next)] 22Uy 7 U TRiATLE T, [
= UT (FEBEDIREE (Security Certificate Status)] A (ZRIERH D EAR
SNIEATX, [R5 (Back)] 227V L T B2 eX 2 VT A fE e B ATILET,

ZDAVAN= VIR T 2l A=V THLYE | FiE[EF 2T 472 L TRAT
(Proceed without security) ] Z3&IR L7355, ZOX AT IRy I A ZAF Y 7S
NnES,

20 [Veritas NetBackup Remote Hosts ][ C, NetBackup %12 Ah—/ /L3 53R A
MfEELET,

= Destination Systems
[Windows Destination Computers] 7 2% 427Vv /L, RKay 7 X7 A
=a—POIEIRG D0 ROT A2 ZAENET,

2[R (Browse) NetBackup %> Ar—/ L LIZWVRARD R N — 2 %

BB DI=DICZ e LET,

= [Available Systems]# A7 v/ Ry 7 A TiEINT
LAt a—2% R0, R~ (Next)] 227Uy 7L
E3x AN

= [Remote Computer Login Credentials] ¥ {7 2
TRYIAT, V= I Ea—Z DA AN—/LE&
FITT DD idT I had[User Name]
L[Password] & A JJLET,

» BEOVE—bIE 2 —HIAV AN LT DY
X, [Remember User Name and Password]®
McHHR I AE IV I LET, ZOF T ark
BT DL FVE—Pa B a— X IO #E A
N DBV ET,

s [OK]ZEZVy7 &7,

= [Remote Destination Folder]# A7 a2/ Ry 7 A
C. NetBackup 731 Ah— L& 5[ Destination
Folder] Z B E7I13E T LE T,

T 7 3VITIEL, ZOHTE C: ¥Program
Files¥Veritas ([Z720F T,
BEOVE— a2 Ea—HIA AN LT DA
RICHETZAE512i%, [Use this folder for
subsequent systems] DBICH DR Y I A% v
LET, ZOA a2 IR 5L, #UE—bar
Yo —HZZOBFTE NS T HMENRRLIRDET,
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A2 R—h (Import)

A (Add)

HiIB% (Remove)

755 (Change)

s [Next]ZZUw7L%7,

21 [Ready to Install the ProgramJ il . Aijikd FIAT D3R %7~ 7 [Installation

Summary] ZfERLET,

TRANG DY ARG A TNDTHX AN 7 ANV A L TR —
27201222 %7V LET, THFANT 7 ANVEAE
BT AEA . RANMITIROTER TERTHLERD
DEF,

Domain¥ComputerName

RANE TR TN 272012257y 7 LET,

= [Manual Remote Computer Selection] % 17 12
TRy I AN RESNTZ5, [Domain] & [Computer
Namelz AL, [OK1&2U>» 27L&,

= [Remote Computer Login Credentials] %17 2
TRy ZAT VE—h A B a—ZDA AN— L&
FATI DI s 7 v o [User Name]
L[Password]# AJJLET,
BEOVE—has B a—HBNB IO AR—
T 55461%,. [Remember User Name and
Password | OB Iz DRy I A% 7V 7L ET, 2
DA T var@RTHE, F)E—harBa—X
2O HE AT 20BN 2720 ET,

s [OK]ZZUYZLET,

= [Remote Destination Folder]Z A7 a/ Ry 7 A
C. NetBackup 231 Ah—/L&35[ Destination
Folder] Zfid £7= 1L H L £,
T 73 NVRTIEL, ZOHTE C: ¥Program
Files¥Veritas ([Z720F T,
IOV T — T B a—H AV A= T DA,
RS AT &fE5121%. [Use this folder for
subsequent systems] DEFIZH DR YT 2B T v
LET, 20X T ar a8 iR 58, KVE—har
Yo — I ZOBFTE NI T DB ET,

s [OK]ZZUYZLET,

[Destination Systems] VAN LARANEHIFRTHIC
I, RAMERIRL, 22587V LET,

FERL7-VE—NRAND NetBackup 77 A/ DAL A
MV DSE S ARSI E )7 LE T,
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AE: Veritas HHWPLEE A — ORI E 2 TR T2 BEIOLET, 1
VAN VEGAT T DRI BEE R T IUE, AV ANV BIOT 7 T —RD
MEEHS ZEMTEET,

WOATarhi 1 DBIRLET,
n  AVAM—IVEBIIGTAIZIE, [nstall] 22V 7 LET,

 HIOHEEAZZFRLTCEFRETSICX[Back] 22Uy 7L, D%, ZOEHEIZRE S
Clinstall]z2V> 27 L%,

n AUAR—VEF YT HITIE, [Cancel |22V LET,

[Install]lz 27V 7358 A AN—)VALENERIAS IV, A AN—/L ORI LA
RN FRSINVET, ZOBIIIE DDA NHET,
VE—NMMIAN—/UL 5 DETHITLTUTONET, 1 DOVE—F U AN—/LA
SE T T DERIDYE—RAAN—VIBAIAEL ., K 5 DDA AR—/ L EITH &
ET,

[Install]l #2727 Lizt%Z[Cancel]#27V>» 7 L Th, A A= /UTTITEIELE
WA, AVAN=UIA LV AN= LR TTIZBHIEL TLES 72T N TOYE—RRAL
THATLET, 72720, OB S LIRICHR E SN2 ARANII I TAT N 7Ry =
TIEA v AR—LEnEH A,

NetBackup i, [CancellZ 7y 7 LIzt E|Z58 T LW E—R I AR—1id
TRTCEFIKR TLIEbDE RS ET,

[A> Ah—/L %58 T 4% (Instllation Complete) ] i T, [52 T (Finish)]1&2V>2
LET,

WOBATIZD DAL AN— N1l ZERLET,
SALLUSERSPROFILE%¥Veritas¥NetBackup¥InstallLogs¥

AL A=A T T AT FELODA VAN VR, =7 — 23R AEL s
EIEFIRLET,

I OO =2 )= MU A=V EFTT RS ZDOF T T a T
I BN A B a—F0ul DHhERRTEET, A AN—/LDTDITIEIRL
P E a2 — R ENENDA L A=l T 7 ARG ENTOET, UE—F
ALV a—2Oar 77 AN EFR AT HIZIE, Windows =/A7 0 —F DT R %
BHVNTC y¥ycomMpUTERNAME Y AFIL . Installlogs T AL ZRIZFHE S —RL T,

AL A= AT ERRL, IROTT—PEIRSN CODINE I TR LT,
m Return Value 3 %ﬁ?@iiﬁﬂo
n HERRS A —UIEROIINTEBSITINET,
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H on
NI g
[ hifss

Installing NetBackup Windows clients silently

A silent installation process does not require interactive input. It does, however,
require that you edit the silentclient.cmd file before you run it.

Silent installations of NetBackup clients are not supported if you want to run the
NetBackup services as a user instead of a local administrator.

To install NetBackup with a custom services account, refer to the following topics:

p.105 ® [NetBackup Windows 77 A7 > hOra—h /L E TV E—RTOAL AR—)L |
EHRLTIEEN,

Use the following procedure to perform a silent installation of a local NetBackup
client.

To perform a silent installation of NetBackup client software on Windows
1 Navigate to the location where the ESD images (downloaded files) reside.

2 Copy the contents of the directory shown to a temporary folder on your hard
drive. For example, C:¥temp.

x64

3 Since the original source files are read-only, change the permissions for the
copied files on the hard drive to allow the update.

4 In the temporary directory, use a text editor to edit the silentclient.cnd file
so the script installs the client software as needed.

Run the silentclient.cmd script.

To verify that the installation was successful, check the installation log file in
the following directory:

SALLUSERSPROFILE%Y¥Veritas¥NetBackup¥InstallLogs

NetBackup 7547 rDERHIE
WOWTNDERIEEFEFTL T, NetBackup 7747 > et 52N TEET,

P R—FFAT AT —  w NITT  T—HATBIOVANT A S —T = — A%
N—DIBNINIT BLET,
a [771/\ (File)]>[NetBackup v v BIL ORI —EHRD
6 7E (Specify NetBackup Machines )1% 27Uy 27 L £,
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UNIX & U Linux TO NetBackup 7547 DAV A—JLIZDNT

IIAT NI aR_T 4% FRE
FOER T2k

P R—T T EFTBL
OEEF5H51k

NI T T T—=HAAT BELOVANT A F—T 2— A%
BHLET,

[Z771/V (File)]>[NetBackup 7747 b7 037 ¢
(NetBackup Client Properties)]#27U»27 L %7,

NetBackup FH =V —/L&#Bl&ET,

[7sANF 1371 (Host Properties) 1 ZJBBIL ., [Z7T74 7k
(Clients) |2V L&,

BHRAT, 04T Ve oy oL, [FasTay
(Properties)] Z3&RL £9,
FTRINDIAT T Ry AD Y —3— (Servers)] &7
12, Windows 77 A7 hDT 7 EARMLETHD
NetBackup D¢ _XTOY ——R3—EFKRENET,

IIAT U MERITOWTEELLIL, [NetBackup & HE AR Vol. 1J2ZRL TS

Uy,

UNIX B & U Linux T NetBackup 7547 +DA

AR =ILIZDULNT

UNIX/Linux 77 A7 vDOA L AN—= VI, 77T v harv B a—20ua— )V CERITT
57>, F721E UNIX/Linux it NetBackup H— 3= BbUE—hCEITTHIENTEE
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native installers ] ZZ ML CT7Z&0,

p.100 @ NetBackup 7747 > +DA L AR—/LIZHONWT | ZBMRLTLIZEN,

Installing UNIX clients locally

The following procedure installs the NetBackup client software on a local computer.
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To install client software locally on a UNIX client
1 Use one of the following methods to start the installation script:
ESD images (downloaded = Navigate to the location where the installation images

files) reside.
= Enter the following command:

./install
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Native install tools NetBackup supports the install and upgrade of the UNIX
and Linux client binaries with native installers. More
information is available.

p.127 @ Tnstall of the UNIX and Linux client binaries
with native installers] ZZ L TES0,

When the following message appears, press Enter to continue:

Veritas Installation Script
Copyright 1993 - 2016 Veritas Corporation, All Rights Reserved.

Installing NetBackup Client Software

Please review the VERITAS SOFTWARE LICENSE AGREEMENT located on
the installation media before proceeding. The agreement includes

details on the NetBackup Product Improvement Program.

For NetBackup installation and upgrade information specific to
your

platform and to find out if your installed EEBs or hot fixes are
contained in this release, check out the Veritas Services and
Operations Readiness Tools (SORT) Installation and Upgrade
Checklist

and Hot fix and EEB Release Auditor, respectively, at
https://sort.veritas.com/netbackup.

Do you wish to continue? [y,n] (y)

The client binaries represent the operating system versions where the binaries
were compiled. The binaries typically function perfectly on later versions of the
operating system. The installation procedure attempts to load the appropriate
binaries for your system. If the script does not recognize the local operating
system, it presents choices.

Type y and press Enter to continue with the software installation.

Do you want to install the NetBackup client software for this

client? [y,n] (y)
Type the name of your NetBackup master server and press Enter to continue.

Enter the name of the NetBackup master server:
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Confirm the NetBackup client name and press Enter to continue.

Would you like to use "client name" as the configured name of the

NetBackup client? [y,n] (y)

(Conditional) Enter one or more media servers if prompted:

This host cannot connect directly to the master server; therefore,

one or more media servers are required in order to contact the

master server for security information. Enter the media servers

(one per line) or X to skip the question. Enter Q to indicate
all

media servers have been entered.

Enter a media server for host master.domain, Q to quit, or X to
skip this question:
media.domain

a

After you confirm you want to continue, the installer fetches the certificate
authority certificate details.

Getting CA certificate details.

Depending on the network, this action may take a few minutes. To

continue without setting up secure communication, press Ctrl+C.

Be aware if you press ctri+c, this action requires you to rerun the installation
or continue with the installation without the required security components. If
these security components are absent, backups and restores fail.

The installer then looks to see what certificate authority the local system is
configured to use. The options for certificate authority on the local system are:
NetBackup Certificate Authority, external certificate authority, or indeterminate.

The installer then uses a combination of the master server certificate authority
mode and the local system certificate authority configuration to determine the
next steps.

If the installer prompts you for a certificate file path, your environment uses an
external certificate authority. Proceed to step 10.

If the installer prompts you for fingerprint information, your environment uses
a NetBackup Certificate Authority. Proceed to step 16.
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If the installer cannot determine the configuration of the certificate authority on
the master server, you are presented with two options:

= Skip the security configuration and configure your certificate authority after
installation. More information about post-installation certificate authority
configuration is available:
https://www.veritas.com/support/en_US/article.100044300
For more information, see the NetBackup Security and Encryption Guide
and refer to the chapter on external CA and external certificates.
Proceed to step 20.

» Exit the installation and restart the installation once you configure your
certificate authority.

10 Provide the external certificate authority information at the prompts shown:

Enter the certificate file path or g to skip security
configuration:

/usr/eca/cert chain.pem
Enter the trust store location or g to skip security
configuration:

/usr/eca/trusted/cacerts.pem

Enter the private key path or g to skip security configuration:
/usr/eca/private/key.pem

Enter the passphrase file path or g to skip security configuration

(default: NONE): /usr/eca/private/passphrase.txt

A%E: Be aware the passphrase file path is optional.

11 When prompted, provide the required information for the CRL configuration:

Should a CRL be honored for the external certificate?
1) Use the CRL defined in the certificate.

2) Use the CRL from a file path.

3) Do not use a CRL.

q) skip security configuration

CRL option (1):


https://www.veritas.com/support/en_US/article.100044300
http://www.veritas.com/docs/DOC5332
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12 (Conditional) If you specify 2, you must enter the path to the CRL location:

Enter the CRL location path or g to skip security configuration:

/usr/eca/crl

13 The installer echoes the configuration information you entered and attempts
to retrieve details for the external certificate:

External CA
Certificate
Trust store
Private key

Passphrase

values en

file path:
file path:
file path:
file path:

CRL check level:
CRL location path:

tered:

/usr/eca/cert chain.pem
/usr/eca/trusted/cacerts.pem
/usr/eca/private/key.pem
/usr/eca/private/passphrase.txt
Use the CRL from a file path.

/usr/eca/crl

Getting external CA certificate details

Issued By

Subject Name

Expiry Date

SHALl Fingerprint

Serial

Number

Certificate Path

CN=IITFRMNUSINT, O=Veritas,OU=iitf
CN=cuomovm04,0=Veritas,OU=iitf
Oct 31 17:25:59 2019 GMT

62:B2:C3:31:D5:95:15:85:9D:C9:AE:C6:EA:C2:DF:

DF:6D:4B:92:5B
0x6c7fa2743072ec3eaaecdfd60085d468464319%a

/usr/eca/cert chain.pem

Validating host ECA certificate.

NOTE: Depending on the network, this action may take a few

minutes. To con

communication,

tinue without setting up secure
press Ctrl+C.

124



14

15

16

% 6 E Installing NetBackup client software
UNIX & U Linux TO NetBackup 7547 DAV A—JLIZDNT

(Conditional) If the external certificate enroliment pre-check finishes
successfully, select 1 and press Enter to continue.

The external certificate enrollment pre-check is successful.

The external certificate is valid for use with master server name
How do you want to proceed?

1) Continue the installation using this certificate.

2) Update external certificate values.

3) Abort the installation.

Default option (1):

Proceed to step 20.

(Conditional) If the external certificate enroliment pre-check fails, select from
the choices shown. The default is 2.

The external certificate enrollment pre-check failed.

The external certificate is not valid for use with master server
name

How do you want to proceed?

1) Continue the installation and set up external certificates
later.

2) Modify the external CA values entered.

3) Abort the installation.

Default option (2):

Proceed to step 20.

When prompted, review the fingerprint information and confirm that it is
accurate.

Master server [master name] reports CA Certificate fingerprint

[fingerprint]. Is this correct? [y/n] (y)

After you confirm the fingerprint information, the installer stores the certificate
authority certificate details.

Storing CA certificate.

Depending on the network, this action may take a few minutes. To

continue without setting up secure communication, press Ctrl+C.

Be aware if you press ctri+c, this action requires you to rerun the installation
or continue with the installation without the required security components. If
these security components are absent, backups and restores fail.
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certificate.

Getting host certificate.

Depending on the network, this action may take a few minutes. To

continue without setting up secure communication, press Ctrl+C.

Be aware if you press ctr1+c, this action requires you to rerun the installation
or continue with the installation without the required security components. If
these security components are absent, backups and restores fail.

(Conditional) If prompted for the Authorization Token, please enter it.

An authorization token is required in order to get the host
certificate for this host. At the prompt, enter the authorization
token or g to skip the question. NOTE: The answer entered will

not be displayed to the terminal.
Enter the authorization token for master server FQODN or q to skip:

The token format is 16 upper case letters. Be aware if you press ctr1+c, this
action requires you to rerun the installation or continue with the installation
without the required security components. If these security components are
absent, backups and restores fail.

When prompted, specify if you want Java and the JRE packages installed.

The Java GUI and JRE packages are currently not installed on this
host.

The Java GUI and JRE can be optionally included with NetBackup.
The Java GUI and JRE enable the Backup, Archive, and Restore (BAR)
GUI.

Choose an option from the list below.
1) Include the Java GUI and JRE.
2) Exclude the Java GUI and JRE.

If you specify 1, you see: Including the installation of Java GUI and
JRE packages. If you specify 2, you see: Excluding the installation of
Java GUI and JRE packages.
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20 Follow the prompts to complete the installation.
Additional information about installation folder restrictions is available.
p.17 @ NetBackup 1> Ab—/LF 4L 7R OHIREIE ] 2B R TIZEV,

21 After the installation is complete, select Exit from this Script.

Install of the UNIX and Linux client binaries with native installers

You can install NetBackup UNIX and Linux clients with native installers. You can
use either the NetBackup install script or your preferred installer method. This
change does not include those clients that use the Debian package. Those clients
must be installed with the NetBackup install script.

s ForAlX: 1slpp, installp

s For HP-UX: swlist, swinstall
s ForLinux: rpm, yum, etc.

s For Solaris: pkginfo, pkgadd

A successful installation or upgrade is recorded in the
/usr/openv/pack/install.history file.

To install the UNIX or Linux client binaries using native installers:

1 Please create the NetBackup installation answer file (NBInstallAnswer.conf)
in the client /tmp directory. More information about the answer file and its
contents is available.

p.177 ® TAbout the NetBackup answer file | Z& L TI7ZE0,

2 (Conditional) If your environment uses a NetBackup Certificate Authority,
populate NBInstallanswer.conf with the following required information:

CA CERTIFICATE FINGERPRINT=fingerprint

Example (the fingerprint value is wrapped for readability):

CA CERTIFICATE FINGERPRINT=01:23:45:67:89:AB:CD:EF:01:23:45:67:
89:AB:CD:EF:01:23:45:67

Depending on the security configuration in your NetBackup environment, you
may need to add the AUTHORIZATION TOKEN option to the answer file. Additional
information about the AUTHORIZATION TOKEN option is available.

p.177 ® TAbout the NetBackup answer file | Z& L TI7ZE0,

3 (Conditional) If your environment uses an external certificate authority, populate
NBInstallAnswer.conf with the following required information:
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m SET ECA CERT PATH=path

Use this field to specify the path and the file name of the external certificate
file. This field is required to set up an external certificate from a file.

m SET ECA TRUST STORE PATH=path

Use this field to specify the path and the file name of the file representing
the trust store location. This field is required to set up an external certificate
from a file.

m SET ECA PRIVATE KEY PATH=path
Use this field to specify the path and the file name of the file representing
the private key. This field is required to set up an external certificate from
a file.

m SET ECA KEY PASSPHRASEFILE=path

Use this field to specify the path and the file name of the file that contains
the passphrase to access the keystore. This field is optional and applies
only when setting up an external certificate from a file.

m SET ECA CRL CHECK LEVEL=value

Use this field to specify the CRL mode. This field is required. Supported
values are:

= USE_cDp: Use the CRL defined in the certificate.
= UsE_paTH: Use the CRL at the path that is specified in ECA_CRL_PATH.

= DISABLED: Do not use a CRL.

m SET ECA CRL PATH=path

Use this field to specify the path to the CRL associated with the external
CA certificate. This field is required only when ECA_CRL CHECK LEVEL is
set to use_paTH. If not applicable, leave this field empty.

(Conditional) If the NetBackup primary server is configured to support network
address translation (NAT) clients, populate NBInstallanswer.conf With the
following required information:

ACCEPT_REVERSE_CONNECTION=TRUE

More information is available. p.177 @ ['About the NetBackup answer file | =%
HRLTLZE0,

Additionally, you can add the optional parameter shown to the
NBInstallAnswer.conf file.

m SERVICES=no

m INSTALL PATH=path
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m MERGE SERVER LIST=value
More information about each option is available.
p.177 ® TAbout the NetBackup answer file | Z#Z L TS0,

6 Extract the required client files from the appropriate client package and copy
them to the client computer.

= Download the crL1ENTS1 package for UNIX clients to a system with sufficient
space.

= Download the cL1ENTS2 package for Linux clients to a system with sufficient
space.

s Extract the contents of the cL.1ENTS1 or the cLIENTS? file.
Example:

gunzip NetBackup 9.1 CLIENTSl.tar.gz; tar -xvf NetBackup 9.1 CLIENTSl.tar
gunzip -dc NetBackup 9.1 CLIENTSl.tar.gz | tar -xvf
tar -xzvf NetBackup 9.1 CLIENTS2.tar.gz

tar -xzvf NetBackup 9.1 CLIENTSl.tar.gz

= Change to the directory for your desired operating system.
Example:

CLIENTS1/NBClients/anb/Clients/usr/openv/netbackup/client/RS6000/AIX6/
CLIENTS1/NBClients/anb/Clients/usr/openv/netbackup/client/HP-UX-IA64/HP-UX11.31/

For Linux Red Hat:
CLIENTS2/NBClients/anb/Clients/usr/openv/netbackup/client/Linux/RedHat2.6.18/
For Linux SuSE:

CLIENTS2/NBClients/anb/Clients/usr/openv/netbackup/client/Linux/SuSE3.0.76

For Linux-s390x Red Hat:

CLIENTS2/NBClients/anb/Clients/usr/openv/netbackup/client/
Linux-s390x/IBMzSeriesRedHat2.6.18/

For Linux-s390x SuSE:

CLIENTS2/NBClients/anb/Clients/usr/openv/netbackup/client/
Linux-s390x/IBMzSeriesSuSE3.0.76
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For Linux-ppc64le Red Hat:

CLIENTS2/NBClients/anb/Clients/usr/openv/netbackup/client/
Linux-ppc64le/IBMpSeriesRedHat3.10.0/

For Linux-ppc64le SuSE:

CLIENTS2/NBClients/anb/Clients/usr/openv/netbackup/client/
Linux-ppc64le/IBMpSeriesSuSE4.4.21

For Solaris SPARC:
CLIENTS1/NBClients/anb/Clients/usr/openv/netbackup/client/Solaris/Solarisl0/
For Solaris x86

CLIENTS1/NBClients/anb/Clients/usr/openv/netbackup/client/Solaris/Solaris x86 10 64/

n Copy the files that are shown to the client computer.

A%E: The installation of the Java GUI and the JRE is optional. If you do not
want them installed, omit the copy and the install of the vrRTsnbjava and
VRTSnbjre packages.

AIX VRTSnbpck.image
VRTSpbx.image.gz
VRTSnbclt.image.gz
VRTSnbjre.image.gz
VRTSnbjava.image.gz
VRTSpddea.image.gz
VRTSnbcfg.image.gz

HP-UX VRTSnbpck.depot
VRTSpbx.depot.gz
VRTSnbclt.depot.gz
VRTSnbjre.depot.gz
VRTSnbjava.depot.gz
VRTSpddea.depot.gz
VRTSnbcfg.depot.gz
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Linux VRTSnbpck. rpm
VRTSpbx.rpm
VRTSnbclt.rpm
VRTSnbjre.rpm
VRTSnbjava.rpm
VRTSpddea.rpm
VRTSnbcfg.rpm

AFE: Please be aware the VRTSnbjre. rpm, VRTSnbjava. rpm,
and VRTSpddea . rpm files are not supported on the IBM pSeries
clients.

Solaris .pkg defaults
VRTSnbpck.pkg.gz
VRTSpbx.pkg.gz
VRTSnbclt.pkg.gz
VRTSnbjre.pkg.gz
VRTSnbjava.pkg.gz
VRTSpddea.pkg.gz
VRTSnbcfg.pkg.gz

A%E: The Solaris client binaries include a hidden administration file
called .pkg defaults. This administration file contains default
installation actions.

A¥E: Be aware there is no VRTSpddea . rpm for the z/Architecture client.

A%E: Please be aware the VRTSnbjre. rpm, VRTSnbjava. rpm, and
VRTSpddea . rpm files are not supported on the IBM pSeries clients.
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(Conditional) For Solaris, HP-UX, and AlX, extract the compressed package
files with the command shown:

gunzip VRTS*.*
This action extracts all the package files as shown:

VRTSnbpck.pkg
VRTSpbx.pkg
VRTSnbclt.pkg
VRTSnbjre.pkg
VRTSnbjava.pkg
VRTSpddea.pkg
VRTSnbcfg.pkg

Install the files in the order that is shown with the command shown:

*%E: The install of the Java GUI and JRE is optional. If you do not want them
installed, omit the copy and the install of the vRTsnbjava and vRTSnbjre
packages.

AIX installp -ad VRTSnbpck.image all
installp -ad VRTSpbx.image all
installp -ad VRTSnbclt.image all
installp -ad VRTSnbjre.image all
installp -ad VRTSnbjava.image all
installp —-ad VRTSpddea.image all
installp —-ad VRTSnbcfg.image all

Alternatively use a single command to install all packages:

installp -ad folder name all
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swinstall -s VRTSnbpck.depot ¥*
swinstall -s VRTSpbx.depot ¥*
swinstall -s VRTSnbclt.depot ¥*
swinstall -s VRTSnbjre.depot ¥*
swinstall -s VRTSnbjava.depot ¥*
swinstall -s VRTSpddea.depot ¥*
swinstall -s VRTSnbcfg.depot ¥*

Alternatively use a single command to install all packages:

swinstall -s ./VRTSnbpck.depot ¥*;swinstall -s
./VRTSpbx.depot ¥*;swinstall -s ./VRTSnbclt.depot
¥*;swinstall -s ./VRTSnbjre.depot ¥*;swinstall -s
./VRTSnbjava.depot ¥*;swinstall -s ./VRTSpddea.depot
¥*;swinstall -s ./VRTSnbcfg.depot ¥*

rpm -U VRTSnbpck.rpm
rpm -U VRTSpbx.rpm

rpm -U VRTSnbclt.rpm
rpm -U VRTSnbjre.rpm
rpm —-U VRTSnbjava.rpm
rpm -U VRTSpddea.rpm
rpm -U VRTSnbcfg.rpm

AE: Please be aware the VRTSnbjre. rpm, VRTSnbjava. rpm, and
VRTSpddea . rpm files are not supported on the IBM pSeries clients.
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Solaris Use the pkgadd -a admin -d device [pkgid] command as
shown to install the files:

pkgadd -a .pkg defaults -d VRTSnbpck.pkg VRTSnbpck
pkgadd -a .pkg defaults -d VRTSpbx.pkg VRTSpbx
pkgadd -a .pkg _defaults -d VRTSnbclt.pkg VRTSnbclt
pkgadd -a .pkg defaults -d VRTSnbjre.pkg VRTSnbjre
pkgadd -a .pkg defaults -d VRTSnbjava.pkg VRTSnbjava
pkgadd -a .pkg defaults -d VRTSpddea.pkg VRTSpddea
pkgadd -a .pkg defaults -d VRTSnbcfg.pkg VRTSnbcfg

= The -a option defines a specific admin (.pkg defaults)tousein
place of the default administration file. The admin file contains default
installation actions.

= The -d device option specifies the source of the software packages.
A device can be the path to a device, a directory, or a spool directory.

» Use the pkgid parameter to specify a name for the package being
installed. This parameter is optional.

9 (Conditional) If you do not have the answer file in place or you do not populate
it correctly, you receive the error message shown:

WARNING: There is no answer file present and no valid bp.conf.
Therefore, security configuration is not complete. Manual steps
are required before backups and restores can occur. For more
information:

https://www.veritas.com/support/en US/article.000127129

Change to the /usr/openv/netbackup/bin/private directory and run the
nb_init_cfg command to configure the bp.conf file. You can also manually
configure bp. conf file. You may have to set up the security and the certificate
configuration manually. More information is available.

https://www.veritas.com/support/en_US/article.000127129

Customers who use the NetBackup installation script for their UNIX and Linux clients
only see a single change to the installation behavior. The NetBackup installation
script no longer copies the installation package into the /usr/openv/pack/ directory
on the client. A successful installation or upgrade is recorded in the
/usr/openv/pack/install.history file.

Installation error messages on UNIX and Linux, their
causes, and their solutions

Installation attempts that vary from the procedure that is shown may generate error
messages. % 6-2 shows some of the actions and the message that is generated.
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% 6-2

Installation error messages and solutions

Install action

Error message

Solution

For AIX

User attempts to install
the binaries on top of
the same version of the
binaries.

# installp -ad VRTSnbpck.image all

package VRTSnbpck.image is already
installed

Use the 1slpp -L package name
command to determine the name of the
installed package. Uninstall this package and
then retry the operation.

User attempts to install
the binaries in the
incorrect order.

# installp -ad VRTSnbcfg.image all
error: Failed dependencies:

VRTSnbclt >= 8.1.0.0 is needed by
VRTSnbcfg-version-platform

Refer to the documentation for the correct
image package installation order. More
information is also available in the error which
lists the dependent packages.

p.127 @ [To install the UNIX or Linux client
binaries using native installers:] ZZfL C<
=\

User attempts to install
an older version of a
binary over the top of a
newer version of the
binary.

# installp -d VRTSnbclt.image all
WARNING:

file
/usr/openv/lib/java/nbvmwaretags.jar
from install of
VRTSnbclt-version-platform
conflicts with file from package
VRTSnbclt-version-platform

Use the 1slpp -L package name
command to determine the name of the
installed package. Uninstall this package and
then retry the operation.

For HP-UX

User attempts to install
the binaries on top of
the same version of the
binaries.

# swinstall -s ./VRTSnbpck.depot

1 filesets have the selected

revision already installed.

Use the swlist command to determine the
name of the installed package. Uninstall this
package and then retry the operation.

User attempts to install
the binaries in the
incorrect order.

# swinstall -s ./VRTSnbcfg.depot

ERROR: "hostname:/": The software
dependencies for 1 products or

filesets cannot be resolved.

Refer to the documentation for the correct
depot package installation order. More
information is also available in the error which
lists the dependent packages.

p.127 @ [To install the UNIX or Linux client

binaries using native installers:] ZZHL C<
=N
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Install action

Error message

Solution

User attempts to install
an older version of a
binary over the top of a
newer version of the
binary.

# swinstall -s ./VRTSnbclt.depot

WARNING:

have a version with a higher

"hostname:/": 1 filesets

revision number already installed.

Use the swlist command to determine the
name of the installed package. Uninstall this
package and then retry the operation.

For Linux

User attempts to install
the binaries on top of
the same version of the
binaries.

# rpm -U VRTSnbpck.rpm

package
VRTSnbpck.rpm-version-platform is

already installed

Use the rpm command to determine the name
of the installed package. Uninstall this
package and then retry the operation.

User attempts to install
the binaries in the
incorrect order.

# rpm -U VRTSnbcfg.rpm
error: Failed dependencies:

VRTSnbclt >= 8.1.0.0 is needed by
VRTSnbcfg-version-platform

Refer to the documentation for the correct
RPM installation order. More information is
available.

p.127 @ [To install the UNIX or Linux client
binaries using native installers:] ZZHL C<
=\

User attempts to install
an older version of a
binary over the top of a
newer version of the
binary.

# rpm -U VRTSnbclt.rpm

file
/usr/openv/lib/java/nbvmwaretags.jar
from install of
VRTSnbclt-version-platform
conflicts with file from package
VRTSnbclt-version-platform

Use the rpm command to determine the name
of the installed package. Uninstall this
package and then retry the operation.

For Solaris
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Install action

Error message

Solution

User attempts to install
the binaries on top of
the same version of the
binaries

Use the pkginfo command to determine the
name of the package that is currently installed.
Uninstall this package and then retry the
operation.

Alternatively, use the admin file that is
provided with the package to reinstall the
package.
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Install action

Error message

Solution

pkgadd -a .pkg defaults -d
VRTSnbpck.pkg VRTSnbpck

Processing package instance
<VRTSnbpck> from
</root/packages/Solaris/

Solaris x86 10 64/VRTSnbpck.pkg>

NetBackup Pre-Check (i386) 8.1.0.0
This appears to be an attempt to
install the same architecture and
version of a package which is
already installed. This
installation will attempt to
overwrite this package.

Copyright 2017 Veritas
Technologies LLC. All rights
reserved.

## Executing checkinstall script.

Using </> as the package base
directory.

## Processing package information.
## Processing system information.

6 package pathnames are already
properly installed.

## Verifying disk space
requirements.

Installing NetBackup Pre-Check as
<VRTSnbpck>

## Executing preinstall script.
Wednesday, May 10, 2017 03:15:44

PM IST: Installing package
VRTSnbpck.
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Install action

Error message

Solution

Installing NB-Pck.

## Installing part 1 of 1.

[ verifying class <NBclass> ]

## Executing postinstall script.
Wednesday,

PM IST:
VRTSnbpck was successful.

May 10, 2017 03:15:45
Install of package

User attempts to install
the binaries in the
incorrect order.

# pkgadd -a .pkg defaults -d
VRTSnbclt.pkg VRTSnbclt

ERROR: VRTSnbpck >=8.1.0.0 is
required by VRTSnbclt.
checkinstall script suspends

Refer to the documentation for the correct
package installation order. More information
is available.

p.127 @ [To install the UNIX or Linux client
binaries using native installers:] Z&MRL <
720,

User attempts to install
an older version of a
binary over the top of a
newer version of the
binary.

# pkgadd -a .pkg defaults -d
VRTSnbclt.pkg VRTSnbclt

Processing package instance
<VRTSnbclt> from
</root/80packages/Solaris/

Solaris x86 10 64/VRTSnbclt.pkg>
NetBackup Client (i386) 8.0.0.0

of the
<VRTSnbclt> package are already

The following instance(s)

installed on this machine:
1 VRTSnbclt NetBackup Client
(1386) 8.1.0.0

Do you want to overwrite this

installed instance [y,n,?,q]

Use the pkginfo command to determine the
name of the package that is currently installed.
Uninstall this package and then retry the
operation.

UNIX E7=[& Linux 25472 bD)E—FA 2V A—ILAKIZTDNT

WDFEEHEHL T, 7747 N7 =7 % UNIX E721 Linux v 2% —H—/3—7)

BUTAT L MRANC R TEET,

m  ssh
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p.140 @ [ssh T XEM A L= TAT U N TR 2T DAL AR—)L | ZHBIRL T

S,

m sftp

p.141 @ [sftp FREFER LI FAT N TN 2T DAL AR—)b | R T

S,

A VT AFBEEE TOA L A=V D4 NetBackup —/N—DEFEOT— /LR A
’MaTIeBIELEZATILET, 74T N T M =T DT v alf Ah—)V & FAT
TEDHDX, TIT4T /J—R0b7213 T,

ssh ARXZFHALEISATUNIINIZTT DAV AN—IL

ZDIFGAT I AR—L AT SUnSSH & OpenSSH 5 i i 12 FESu T80 |
SunSSH & OpenSSH A4 E D/ NN —Tal Ly F LU TR EL TRLSLEN
HVET, TNHDO X FIZHOWTEELL I, [NetBackup 9.1 V) —2/—k & &R LT

(Qat={AN

ZOFNEE FATTDRN, IROTARTFA L B TTEE N,

SSH 5 —% (sshd)

IIAT NI TN =T DT

NI Ty TRY Y —

X2V T AR

ssh FRZEM T 5I21E, UNIX 2747 R0 sshd ZHIC
LT root s =730 AL TEBINHIR T B L EN DY %
¥

IIGAT VNI TR 2T % T 7 4 VNS DB A v AR— L3
6. £ BROTALIRNEERL T, U 7 SHDHMEEN
BVES, ITAT VNI TN =T A7 T DT AL 7N EERR L
T, EDOT AL IR A~DIV 72 LT /usr/openv Z1ERL
E3 AN

ALV ARV T F IV F DI RFIEZ DUV TOBNNE E S R T
EEX

p.17 & NetBackup A > Ah—/LF 4L 7 N O IRFIE | %2
LTS,

IIAT VNN T TR —IZHD Y THNTWD T LT
WBLET,

install client files AZUZMIX-T, BREICE Sk
X2 T AERDOANT1ERD DAY= PERIRENDZEDRHY
T, ZOFERIL, vAY—P—_—DEF 2V T T REH—
T NRANDEF 2 )T AR IE SN TOET, ey 7 NOR
BT BIFIEICHOWTRELLIZ, [NetBackup ZX =7 4B L
K AL TAR JEZ S L TLTES0,
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ssh AR ZFEALT UNIX TRE—H—/3—0 5 UNIX YS5A4 T MIOSAT NI D
FITTEAVAN—ILT BFHE

& NetBackup #—/X—"C, install client files AZUZh&FITLET,
KOWTOa~ REfHLET,
n —JEIC ODIFATUNIDORY T NI =T EBEN T 51

/usr/openv/netbackup/bin/install client files ssh client

client IZ. VATV MDORANL T9,
n VINI=TETRCOITAT N EICBET 251k

/usr/openv/netbackup/bin/install client files ssh ALL
ALL ATV aiE, N =D Ty TR — I LEN TN TN TD
IIAT DDA A=V ERELET,

sftp AXNEFEALIZVSATUNITRDTT DAV A—)L

ZDIFGAT A A=V 7 E SunSSH & OpenSSH B AL i F I FE SV TRY,
SunSSH & OpenSSH A4 E D/ N—Va L~ L g Ry F L~ EL TB LB
HVET, TNHD Ry F IO TFELL L, [NetBackup 9.1 VU —RZ/—R &L T

(Qt={AN

ZOFNEEFATT DRI, IROHTARTA L BB IR TTZS0,

SSH ¥ —% (sshd)

IIAT DT 7 A DIGET

Ny T TR —

X2V T AR

ZOFEEREHTHITIE, UNIX 7547 b sshd AT
LT root £/ root LIS D —H — /AL )3 CEDHIHITHE
KT DMERHVET,

IIAT VNI T NI =T %T 7 VNI DGR A L AR—L 4
DA ET. BIOTAL7REERL T, Vo 7 SE D0 BN
HOET, VI =T BARAFT DT AL 7N ZERL T, £0
T AL IR A~DV 7L LT /usr/openv ZIERLET,

AV AN—=IVT F)VE DFIREEIZOWTOBEMIERE SR T
EFra

p.17 & [NetBackup A > Ah—/LF 4L 7 N Ol RFIE | %2
HRL TS0,

IFGAT NS0T TR —IZEN G THNTWD I EZHE
WLET,

install client files AZU7MIX>T, BERICHAS<k
X2 VTAERD AN E RO DA =V BERRINDHIEDRHY
F3, ZOEHRIT, v A — =R —D X2 T4 —FEH—
oy NRAMDBF 2V T ARERRIZ RSV TV ET, Frr NS
BT HIFIEICHOWTHELLIE, [NetBackup Z¥ =7 4B L
WAL AR JE2 S L TTES0,
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sttp DAEEFERALT UNIX Y RE—H—/\—H5 UNIX V547 UMMIIZA4T7 Uk
VYINIITEAV AT B %

1 V=R BITAT UMD /tmp TAVININCTTAT VN 7 b =T B8+ 512
1%, NetBackup —/3—"TC install client files AZUZ &FITLET,

WONT DO~ REEHLET,
s VINI=TEA ODITAT UM EICBET DA A

/usr/openv/netbackup/bin/install client files sftp client user
client X, Z7FAT V FDFRANGTT,
user X, 7747’ SSH THHE/m 7 A2 ID TY,

w VTN T T RCOIIAT NI EICBEI T 551k
/usr/openv/netbackup/bin/install client files sftp ALL user
ALL AT aAE, b= N—D NI T TR — RSN TN TR TD
IIAT DA A= VERRELET,
user I, V7AT N CHBE A2 1D TY,

2 xIVTMRFEfTENIML KITAT R E 2 —H2D root L—H —IE IRDAY

VI FATTHMENRHVET,

sh /tmp/bp.<pid>/client config

pid (F7BEAID TT, client_config A7V MNINAFVEAL A=V LFE
j—o

H—N\—DFEAL A= )LED UNIX Ef=l& Linux 7547 DB

n

A2 A= L IR U7R% 7= UNIX E7213 Linux 7547 2 SMEET DA 12
B —R—=D A A=V F D UNIX £7-21E Linux 79 A7 o MBI EES, $7-.
N7y TBENZH LU UNIX £7213 Linux 7947 MBI 5206 T Ed,

IIAT NI TRNT =T %1% TA L A= F5I121%, £, NetBackup #—/3—IT
NetBackup 7747 L N7 T =7 %A A=V T D ERHOET,

EIA 2 A —)L12IZH—/3—|Z UNIX/Linux 2547 hEEMT 55%

1 AV ARN=NAZV T NEBET D12, IROWT D FiEZERALUET,
ESD A A=Y (¥ Uvm—RE u AVAM—ARA=VPFETDHFTCBELET,
BT 7A ) s ROa<RKEADLET,

./install
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FATAT A A=Y —)L  NetBackup Tlx, XA T A7 A Ah—F|2L% UNIX &
Linux D7 74T U "SAFIDA L AN—= N ET T T —R
BHR—bSET, FEMIERES R TEET,
p.127 @ Tnstall of the UNIX and Linux client binaries
with native installers | #Z L CTZ&E0,

WDAE—T PNERREINTH, Enter F—%HL TRATLET,

Veritas Installation Script

Copyright 1993 - 2013 Veritas Corporation, All Rights Reserved.

Installing NetBackup Client Software

Please review the VERITAS SOFTWARE LICENSE AGREEMENT located on
the installation media before proceeding. The agreement includes

details on the NetBackup Product Improvement Program.

For NetBackup installation and upgrade information specific to
your

platform and to find out if your installed EEBs or hot fixes are
contained in this release, check out the Veritas Services and
Operations Readiness Tools (SORT) Installation and Upgrade
Checklist

and Hot fix and EEB Release Auditor, respectively, at
https://sort.veritas.com/netbackup.

Do you wish to continue? [y,n] (y)

TIAT VRO F VL AT IR SANENT=A R —T (T AT LD
N=TarvERLUET, BF. ATV, OFLOA—Dar D4R —F
VAT A ECRIBERSEMELET, A ANV FIEIZE ST, VAT AT LTz A
FIOa =N ITENFET, AZV TN Ca—b VDR —T 4 T VAT DD
PRSI WIGA T, IR R RSN ET,
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At —FBITAT UMNEREEIRL, 7T ar T M- TEDITAT U MNERE A
A= LET, BRIDOZTFAT U MERDT R TA LU AN—LENDET, LEIZIL
UKL £,

P = R=DBYE— M ANV ZLTIT X TOIRD UNIX/Linux 7747 2 D
VI =T eat’—LIm R LT,

FBELIZITAT N NetBackup 77 A7 N 7 ) =T A AR—/LLET,

p.139 ® TUNIX F7=i% Linux 7747 FDOVE—hA P AN— L FRIZHOWTC ) %
SR TLTEEN,
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ZOETIFUTOHEBICOWTIHLTOET,
= NetBackup OB EAE (EOAZY T MIDNT

= NetBackup ¥ —/3—DHLIZDOWNT

NetBackup DEEENEZIED XYY THZDNT

NetBackup A2 Ah—/L 25L& AL A=V AZU T NIHEB AT (L DARTY T RO
BHFEITLET, BEIAZV T MEHEHL T, VAT L0837 — T 5B%1Z NetBackup 7 —
EEHBICEEI TN CTEET, EIEAZV T M AL T VAT 25 E TS
BRICEEIRZY T N BENICHE T 32N TEET,

AV AN VLB I A R — T T U AT LD Y7211 NetBackup OB A5 1E
DAIVF Mear —LET,

I TAREBIETOT 7 7L —ROYE | BEfFD NetBackup BE# DL Hh 3 L OME IE
ATV T NIRTFEI, FTLOAN—T a3 DAZY T IISA LV AR— L SN ET,

# 7-1 1%, NetBackup DA > AN—)VHIZA LV AN NVENDLEFED T TV T — LD
EENAZ VT RAZ LRIV T ROV 7BV ARLET,
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NetBackup DEEEFIED RV THZDNT

TS5y T+ —LFI D NetBackup DEEIEZIED R YY) TRD) Y

TS5yhTr—LA

27

AIX

/etc/rc.netbackup.aix

s LoUL 2 TOT—hRIZZOAZY T IRERHEN LI,
NetBackup DA AM— LV AZYFNMZE ST /etc/inittab 77
ANDIRES L, RIS T R BINShEL,
netbackup:2:wait:/etc/rc.netbackup.aix

n EIETDITE, WRITRTIT% /ete/re. shutdown 77 A/VIZiE
meET,

/etc/rc.netbackup.aix stop

HP-UX

/sbin/rcl.d/K00lnetbackup ->/sbin/init.d/netbackup

/sbin/rc2.d/S777Tnetbackup ->/sbin/init.d/netbackup

Linux Debian

/etc/rc0.d/KOlnetbackup ->/etc/init.d/netbackup
/etc/rcl.d/KOlnetbackup ->/etc/init.d/netbackup

/etc/rc2.d/S95netbackup ->/etc/init.d/netbackup

Red Hat Linux

/etc/rc.d/rc0.d/K0lnetbackup
->/etc/rc.d/init.d/netbackup

/etc/rc.d/rcl.d/KO0lnetbackup
->/etc/rc.d/init.d/netbackup

/etc/rc.d/rc2.d/S7Tnetbackup
->/etc/rc.d/init.d/netbackup

/etc/rc.d/rc3.d/S7Tnetbackup
->/etc/rc.d/init.d/netbackup

/etc/rc.d/rc5.d/S7Tnetbackup
->/etc/rc.d/init.d/netbackup

/etc/rc.d/rc6.d/K0lnetbackup
->/etc/rc.d/init.d/netbackup
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NetBackup H—/\—D#ERIZDULVT

TSIbTH—L >y

SuSE Linux /etc/init.d/rc0.d/K0lnetbackup
->/etc/init.d/netbackup

/etc/init.d/rc2.d/S77netbackup
->/etc/init.d/netbackup

/etc/init.d/rc3.d/S77netbackup
->/etc/init.d/netbackup

/etc/init.d/rc5.d/S7Tnetbackup
->/etc/init.d/netbackup

/etc/init.d/rc6.d/K0lnetbackup
->/etc/init.d/netbackup

Solaris /etc/rc0.d/KOlnetbackup ->/etc/init.d/netbackup
/etc/rcl.d/KOlnetbackup ->/etc/init.d/netbackup

/etc/rc2.d/STTnetbackup ->/etc/init.d/netbackup

NetBackup Y —/\—DERIZDULVT

FTARCOY— R =Y T T =T BAV A=V ENT R, BREEDO R Y hEARL—TF 3 A
ALHHEL TEIKLSIC NetBackup 3 2N TETWET, AL —T 17
AT DINZISD T ISA ZERERRES NI T A AL L TR L TH S NetBackup THEL
FTHOMENRHYETOTHEREL TSN,

p.14 O AP =TV F A ADERIZOWN T 2B TTEENY,
NetBackup #1853 AEEXRD AT ARTA L EHNET,

NetBackup Enterprise Server ~ A% —4— N—BIUOAT 47— —OWE L FIEIZIEF 12
HRILTWET, Veritas 72721, v AX—T— /S —/nBb AR —
T INAARRY 22— K72 E DT R TOY— N — Gk
LHIEEMEIRLET, ZONFFITHEDIZE T, v A —H— /=M
AT AT ==Y E B CE DI ET,

B 22— — R L AT T — A — [ O IE RN
o Th, YA — 2 E(T T2 LIE AT, 72721, i
BEDMRRSNDE T, AT AT — N — LT F—R e FET LA
WTLIZEW, BB IR DDA ZOT 4P —REFITL
Th AN U E BRI~ AS — — S — ko TSN
Poo BANCRIEAETET DLERGHVET, L EELTH)
B, TAZ—H— =TT 4 F— N EFATLET,
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NetBackup H—/\—D#ERIZDULVT

JIFGARNDE ) —R TT A AR LET,

n TUTAT )—RDFTRTDARN —IF A 2H% NetBackup
LHPEL T IS, TNOERERRTHIENDALET,

7= /LA— =%} NetBackup $—/3—Tlx, 77 A%
N NetBackup 751> Ah— /L &N TWHE ) —RIZT T
DT NARERERLET, LD/ —RIZ~ AT L —h 551k
IZDOWTUE, I TARZ DR =3l Dov=a T Ve S
LT,

n FRIEELRVIDEY ITAZNOVAZ—P— =B

AT AT P —N—DAAR AN & f 9754512 NetBackup

ERERRLET,

TRA RO =— VA — R —DRERE TR OV TEELL

1. [NetBackup A% —H— =D I T AZ{VE HE 1 A

FIZBIRL TS,

ITAH

pi
i

NetBackup ¥ —/S— D ¥R Cld. NetBackup BFHo/— L& &L, [Bl4h
(Getting Started)] 7 A2 %7V 7§52 % BEIDLET, Veritas—HOT P —RIZ
P> TR FIRAEEITLET
n AL —TF A RO (Configure Storage Devices)
p.150 D [T /SAZADERKY 4P —RIZDNT) B TTES W,
s RUz2— 2O (Configure Volumes)
p.152 @D [RY 22— LDORERLT A —RIZDONWT ] 2B TIZEN,
w  IFal N7 o7 Ok (Configure the Catalog Backup)
p.153 D [H T /Ny Ty T T4 F—=RIZONWT ) ZBHRLUTITZEN,
n U7y RI—DIERK (Create a Backup Policy)

p.154 @D [Ny 7Ty 7R — DY 4 —RIZDWT) 5L TEEN,
NetBackup 233 CITIE RS, FFE D FEZZ T L 72V & 5725 NetBackup & B
=N DRI AF =NV I UET,

NetBackup D4~ TOY (P —NIZB§ D¢l i & NetBackup ZA# 5 5 15IC
DUWVTEELLIE, [NetBackup & HE AR Vol. 1J& S L T7Z&E W,
p.14 O AP =V F A ADRERIZ DWW T 2B TTZEN Y,

NetBackup B¥Ea> Y —ILDiLE)
NetBackup & #l=./— /L% NetBackup &4 i 3572012 BR<ITIE, RO FNAZAEL
F7, BtEY 4P —RIZL~> T, NetBackup ZHEFESE 5720 O ERHE R FIES RS
i‘é_o
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NetBackup H—/\—D#ERIZDULVT

*%E: NetBackup HE LY — L DRHIDOU 4 R T, BEY 4+ —R LS DT 15—
RERETEET, 7L xR, TAAZ T —NVEBT D0, FioldAt 7 avbys
Ty T ORI —EERTEET, T3TD NetBackup V4P —RIZOWTEELLIE,
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Removing NetBackup from UNIX and Linux

servers and clients

Use this procedure to remove NetBackup from UNIX and Linux servers and clients.
You may also need to reference other documents for procedures of specific tasks
to remove NetBackup successfully.

Use the following guidelines when you remove NetBackup from UNIX and Linux

servers and clients:

NetBackup relational
database (NBDB) location

Clustered environments

PBX

NetBackup Administration
Console

If you moved the NBDB files in /usr/openv/db/data from
their default installation location, this procedure includes a
step that describes how to remove these files.

Before you begin to remove NetBackup, you must remove
NetBackup from the cluster application. Follow the instructions
in your cluster documentation on how to remove a group,
then you can remove NetBackup.

The virtual host name security certificates are automatically
removed from the shared drive of the cluster as a part of
NetBackup server software removal.

You must remove NetBackup from each node in the cluster.

When you remove NetBackup, PBX is not removed. You
must remove PBX manually. This procedure includes a step
that describes how to perform this task.

£ Do not remove PBX if your server uses other Veritas
software products that require PBX to run.

The NetBackup Administration Console must be closed when
you remove NetBackup. Otherwise, NetBackup may cause
a failure that forces you to restart the procedure.

To remove NetBackup from UNIX servers

Log on as the root user on the server or the client.

W DN

(Conditional: servers only) Perform a catalog backup.
If the NetBackup Administration Console is open, you must close it now.

(Conditional: servers only) Save all important data from any add-on products

that you have installed.

5 Stop the NetBackup/Media Manager daemons with the following command:

/usr/openv/netbackup/bin/bp.kill all
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Identify any installed add-on products by using the following command:

AIX lslpp -L
HP-UX swlist
Linux rpm -ga
Solaris pkginfo

Look for any of the seven add-on products listed:

VRTSfrnb (Applies only to servers)

VRTSfrnbclt

VRTSjanb (Applies only to servers)

VRTSjanbclt

VRTSzhnb (Applies only to servers)

VRTSzhnbclt

VRTSnbsds (Applies only to servers)

Remove any add-on products found.

(Conditional: servers only) For Solaris systems only, run the following command:

/usr/openv/volmgr/bin/driver/sg.install -deinstall

To unregister NetBackup from the VxUL master configuration that is stored in
the /etc/vx/vrtslog.conf file, run the following command:

/usr/openv/netbackup/bin/vxlogcfg -r -p 51216
The -p option specifies the product ID, which is 51216 for NetBackup.

(Conditional: servers only) If BMR is supported and enabled on the server,
remove the associated files with the following command:

/usr/openv/netbackup/bin/bmrsetupmaster -undo -f

(Conditional: servers only) If you moved the NBDB files from their default
installation location, you must delete these files manually as follows:

= Navigate to the following directory where the NBDB files reside:
/usr/openv/db/data

= Open the vxdbms. conf file.

This file contains a list of the database-related files and the path for each
file.

s Delete each of the database-related files.
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(Conditional: servers only) If NetBackup Fibre Transport is supported and
enabled on the server, remove the associated files with the following command:

/usr/openv/netbackup/bin/admincmd/nbftsrv_config -d

(Conditional: servers only) To remove the NetBackup server package, run the
command shown.

A%E: The virtual host name security certificates are automatically removed from
the shared drive of the cluster as a part of NetBackup server software removal.

More information about this topic is available. Please refer to the information
on retaining host ID-based certificates when reinstalling NetBackup in the
NetBackupSecurity and Encryption Guide.

Linux rpm -e VRTSnetbp

Solaris pkgrm VRTSnetbp

= When the script asks if you want to remove the
installed package VRTSnetbp, enter y and press
Enter.

= When the script asks if you want to continue with
the package removal using superuser permission,
enter y and press Enter.

Remove the NetBackup configuration package with the appropriate command
as follows:

AIX installp -u VRTSnbcfg
HP-UX swremove VRTSnbcfg
Linux rpm -e VRTSnbcfg
Solaris pkgrm VRTSnbcfg

For the clients that support PureDisk, remove all PureDisk files with the following
command:

/opt/pdde/pddeuninstall.sh -forceclean
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(Conditional: servers only) For the clients that support MSDP, remove all MSDP
files with the following command:

/opt/pdde/pddeuninstall.sh -basedir /usr/openv/pdde/ -ostdir

/usr/openv/lib/ost-plugins/ -forceclean

*%E: Be aware the preceding command is a single command which takes three
parameters (basedir, , ostdir, and forceclean), and two directory
parameters take paths as input.

Remove the NetBackup-Java Display Console by using the appropriate native
command as follows:

AIX installp -u VRTSnbjava
HP-UX swremove VRTSnbjava
Linux rpm —e VRTSnbjava
Solaris pkgrm VRTSnbjava

Remove the NetBackup Java Runtime Environment by using the appropriate
native command as follows:

AIX installp -u VRTSnbjre
HP-UX swremove VRTSnbjre
Linux rpm —-e VRTSnbjre

Solaris pkgrm VRTSnbjre
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Remove the NetBackup client by using the appropriate native command as
shown.

A%E: As part of the removal of the NetBackup server software, the security
certificates are automatically deleted. If you want to retain the certificates,
please save them before removing NetBackup.

More information about this topic is available. Please refer to the information
on retaining host ID-based certificates when reinstalling NetBackup in the
NetBackupSecurity and Encryption Guide.

AIX installp -u VRTSnbclt
HP-UX swremove VRTSnbclt
Linux rpm —e VRTSnbclt
Solaris pkgrm VRTSnbclt

*%E: If there are running NetBackup processes and daemons, terminate them
manually for a successful NetBackup removal.

Remove PBX with the appropriate native command as follows:

*%E: Remember, you should not remove PBX if your server uses other Veritas
software products that require PBX to run.

AIX installp -u VRTSpbx
HP-UX swremove VRTSpbx
Linux rpm —e VRTSpbx

Solaris pkgrm VRTSpbx
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Remove NetBackup Pre-Check package with the appropriate command as
follows:

AIX installp -u VRTSnbpck
HP-UX swremove VRTSnbpck
Linux rpm -e VRTSnbpck
Solaris pkgrm VRTSnbpck

(Conditional: Linux only): Remove the Veritas PDDE package with the command
shown:

rpm —-e VRTSpddei

Remove the /usr/openv directory.

£ The rm commands used remove any add-on products that are installed
the computer where you perform this command.

S g

Determine if /usr/openv is @ symbolic link with the command shown. If
/usr/openv is @ symbolic link, make note of the actual path. The path is
required for a later command.

file -h /usr/openv

/usr/openv: symbolic link to /opt/openv
n If /usr/openv is a symbolic link, run the commands shown:
cd /usr/openv This command changes you into the directory that symbolic
link points to, such as /opt/openv.

1s List the contents of the directory. Review this information to
confirm what you are about to delete.

4 Before you continue, make sure that you are at the correct location
and verify that the subdirectories are what you expect them to be. To help
prevent removing the wrong directories, the previous commands verify your
current location and list the files in that directory. After you verify the directory
location and its contents, remove the directory with the next commands.

cd / Change to the root directory.
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rm -rf For the di rectory value, enter the information fromthe file
directory command. This command deletes the directory that contains
the NetBackup binaries.

Example: rm -rf /opt/openv

rm -f Delete the symbolic link.

/usr/openv

n If /usr/openv is the actual directory, run the command shown:

rm -rf /usr/openv

A%E: Depending on your operating system, you may need to use the rmdir
command to remove the /usr/openv directory.

rmdir /usr/openv

23 For Linux systems only:
If you modified the startup and the shutdown scripts, run the following command:
/sbin/chkconfig --del netbackup

Depending on the distribution of Linux, the startup and the shutdown scripts
may already be deleted.

p.145 @ NetBackup OFLEIEAE (EDOAZY T MIDONT ] 2B TLES D,
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24 Remove the scripts shown. Depending on the operating system, the startup
and the shutdown scripts may already be deleted.

On AIX systems: /etc/rc.netbackup.aix

On HP-UX systems: /sbin/init.d/netbackup
/sbin/rcl.d/K001lnetbackup
/sbin/rc2.d/S777netbackup

On Linux Debian /etc.init.d/netbackup

systems: /etc/rc0.d/K0lnetbackup
/etc/rcl.d/K0lnetbackup
/etc/rc2.d/S95netbackup

On Linux Red Hat /etc/rc.d/init.d/netbackup

systems: /etc/rc.d/rc0.d/K0lnetbackup
/etc/rc.d/rcl.d/K0lnetbackup
/etc/rc.d/rc2.d/S7Tnetbackup
/etc/rc.d/rc3.d/S7Tnetbackup
/etc/rc.d/rc5.d/S77netbackup
/etc/rc.d/rc6.d/K0lnetbackup

The following startup scripts are only on servers and appear
only if NetBackup Fiber Transport was enabled on the
server:

/etc/rc.d/init.d/nbftserver

/etc/rc.d/rc0.d/KO03nbftserver
/etc/rc.d/rcl.d/K03nbftserver
/etc/rc.d/rc2.d/S21lnbftserver
/etc/rc.d/rc3.d/S21lnbftserver
/etc/rc.d/rc5.d/S21lnbftserver
/etc/rc.d/rc6.d/K03nbftserver
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On Linux SUSE systems: /etc/init.d/netbackup
/etc/init.d/rc0.d/KO0lnetbackup
/etc/init.d/rc2.d/S77netbackup
/etc/init.d/rc3.d/S77netbackup
/etc/init.d/rc5.d/S77netbackup
/etc/init.d/rc6.d/K01lnetbackup

The following startup scripts are only on servers and appear
only if NetBackup Fiber Transport was enabled on the
server:

/etc/init.d/nbftserver

/etc/init.d/rc2.d/K0lnbftserver
/etc/init.d/rc2.d/S05nbftserver
/etc/init.d/rc3.d/K0lnbftserver
/etc/init.d/rc3.d/S05nbftserver
/etc/init.d/rc5.d/K0lnbftserver
/etc/init.d/rc5.d/S05nbftserver

On other servers and /etc/init.d/netbackup

clients: /etc/rc0.d/K0lnetbackup
/etc/rcl.d/KO0lnetbackup
/etc/rc2.d/S7Tnetbackup

The following startup scripts are only on servers and appear
only if NetBackup Fiber Transport was enabled on the
server:

/etc/init.d/nbftserver

/etc/rc0.d/K03nbftserver
/etc/rcl.d/K03nbftserver
/etc/rc2.d/S21lnbftserver

25 For AIX systems only:

= Inthe /etc/inittab file, remove the following NetBackup entry:

/etc/rc.netbackup.aix

= Inthe /etc/rc.shutdown file, remove the following line:

/etc/rc.netbackup.aix stop

26 Remove the LiveUpdate components as follows:
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= First, examine the following file to see if NetBackup is the only product that
uses LiveUpdate:

/etc/Product.Catalog.JavalLiveUpdate

= If NetBackup is the only product that currently uses LiveUpdate, run the
following command:
/opt/Symantec/LiveUpdate/uninstall.sh -a

» If LiveUpdate is the only product installed in the /opt/Symantec directory,
remove the following files:

rm -f /etc/Symantec.conf

*E: Before you remove the following product catalog file, make sure that
it is empty. The empty file size is equal to 0 bytes. If the product catalog
file is not empty, do not remove it because other products still require it.

rm -f /etc/Product.Catalog.JavaLiveUpdate

27 Toremove the NetBackup-Java application state data for the root account, run
the appropriate command as follows:

24 Do not insert a space between the slash character (/) and the period or
the dot character (.) of /. veritas. A space between these characters removes
all of your files from the root level and beyond.

= To remove the NetBackup-Java application state data for the root account
for all releases, run the following command:

/bin/rm -rf /.veritas

= To remove the NetBackup-Java application state data for the root account
for a specific release, run the following command:
/bin/rm -rf /.veritas/java/version
Where version is the six-digit NetBackup version number. For example,
NetBackup version 8.0 with no upgrades applied would be entered as
800000.
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28 Inform NetBackup-Java users that they can remove their $EOME/ . veritas
directory.

29

The $HOME/ .veritas and the sSHOME/.veritas/java directories contain
application state information, that is saved when the user exits NetBackup-Java
applications. The saved information includes table column order and size. The
process removes this directory for the root user only.

The common subdirectory in $HOME/ .veritas/java/.userPrefs/vrts can be
removed.

If you enabled NetBackup Access Control, NetBackup placed several files on
clients and servers. These files can be divided into the following categories:

NetBackup application temporary files
These files are removed with NetBackup.

Individual user (cache) files

These cache files reside in the $HOME/ . vxss directory. Inform all users that
they can remove this directory.

Files are generated in the /.vxss directory by a Single Sign-On operation
of the NetBackup Administration Console on the host where the console
runs. The NetBackup Administration Console cleans these files when an
exit function is performed, so the directory does not always contain
temporary files. However, if a system crash were to occur, any files in the
directory may be left behind. With the console shutdown , you can delete
these files safely with no data loss.

NetBackup also creates cached certificates for client and server NetBackup
applications. These files reside within the /.vxss directory. These files
typically have a name that is consistent with a DNS entry for a network
interface, as in machine.company.com. Example directory entries are as
follows:

/usr/openv/var/vxss/credentials/machine.company.com

/usr/openv/var/vxss/credentials/dhcp

These files are created with the command bpnbat -LoginMachine. If you
plan to reinstall NetBackup on the same computer at a later date, do one
of the following:

Preserve the certificates in the vxss/credentials directory.

If you do not preserve the certificates, you must provide the computer
identity password as originally set on the Root+AB broker. As an
alternative, you can reset the password on the Root+AB broker when
you reinstall.

For more information on Root+AB brokers, see the .NetBackup Security
and Encryption Guide
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For more information on NetBackup Access Control and how to remove it,
see the NetBackup Security and Encryption Guide.
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NetBackup answer file

NetBackup provides a way to perform unattended, silent installation, and upgrades
with a predefined set of configuration options. These options allow the user to:

s Override some default values.

= Avoid answering some questions during interactive installation.
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About the NetBackup answer file

On UNIX and Linux, templates for media and clients are available at the top level
of the NetBackup installation image that is downloaded from Veritas. These

templates should be modified as needed and placed in /tmp/NBInstallAnswer.conf
for use during installs and upgrades.

On Windows, templates for master, media, and client are in the windows x64

directory at the top level of the NetBackup installation image that is downloaded
from Veritas. These templates are called silentmaster.cmd, silentmedia.cmd,
and silentclient.cmd.

Templates for media and clients are available at the top level of the NetBackup

installation image downloaded from Veritas.

Populate the NetBackup answer file on the target host before you run the installation
script. Create the file if it does not exist. The supported entries are shown along
with any relevant information.

= 101 All template options and required computers
Option NetBackup role | Platform Required for install?
[ABORT REBOOT INSTALL]J Master, media, and | Windows No
client
[ACCEPT REVERSE CONNECTION] |Client All No
[ADDITIONALSERVERS | Master, media, and | Windows No
client
[ALLOW PRE 90 UPGRADE] Master All No
[AUTHORIZATION TOKEN] Media and client | All Review [About security configuration
considerations | for details.
[CA_CERTIFICATE FINGERPRINT] | Media and client |All Review [About security configuration
considerations ] for details.
[CLIENT] Client Windows Yes
[CLIENT NAME] Media and client | UNIX and Linux Yes

[ECA_CERT PATH] Media and client | All Review [About security configuration
considerations | for details.

[ECA CERT STORE] Media and client | Windows Review About security configuration
considerations | for details.

[ECA_CRL_CHECK_LEVEL] Media and client | All Review ['About security configuration

considerations | for details.
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Option NetBackup role | Platform Required for install?

[ECA_CRL_PATH] Media and client | All Only when
ECA CRL_CHECK LEVEL=USE_ PATH
is specified.

[ECA_KEY PASSPHRASEFILE] Media and client | All No

[ECA_PRIVATE KEY PATH] Media and client | All Review [About security configuration
considerations | for details.

[ECA_TRUST STORE_ PATH] Media and client | All Review [About security configuration
considerations | for details.

[INCLUDE_JAVA GUI AND JRE] | Media and clients |All UNIX and Linux media servers and
clients: No
Windows media servers: Yes

[INSTALL PATH] Media and client | All No

[INSTALLDIR] Master, media, and | Windows Yes

client

[LICENSE] Media UNIX and Linux | Yes

[LICENSEKEY] Master and media | Windows Yes

[MACHINE ROLE| Media and client | UNIX and Linux | Yes

[MASTERSERVER | Master, media, and | Windows Yes

client

[MEDIA SERVER] Client UNIX and Linux | No

[MEDIASERVER] Media Windows No

[MERGE SERVERS LIST] Client UNIX and Linux | No

[OPSCENTER SERVER NAME | Master Windows No

[RBAC_DOMAIN NAME | Master UNIX and Linux | No

[RBAC DOMAIN TYPE] Master UNIX and Linux No

[RBAC_PRINCIPAL NAME | Master UNIX and Linux No

[RBAC_PRINCIPAL TYPE] Master UNIX and Linux No

[ SERVER| Media and client | UNIX and Linux Yes

[SERVICES] Client UNIX and Linux | No

179



% 10 Z Reference
About the NetBackup answer file

Option NetBackup role | Platform Required for install?
[SERVICESTARTTYPE] Master, media, and | Windows No

client
[SERVICE USER] Master UNIX and Linux | Yes
[STOP NBU_ PROCESSES] Master, media, and | Windows No

client
[USAGE_INSIGHTS FILE PATH] | Master Windows Yes
[VNETD PORT] Master, media, and | Windows No

client
[WEBSVC_DOMAIN] Master Windows Yes
[WEBSVC_GROUP] Master All Unix and Linux: No

Windows: Yes

[WEBSVC_PASSWORD PLAIN] Master Windows Yes
[WEBSVC_USER] Master All Unix and Linux: No

Windows: Yes

About security configuration considerations

The version of NetBackup and the operation that is performed determines what
security parameters are required in the template file.

Security configuration considerations for initial installation
or pre-8.1 upgrade

If this operation is an initial installation or an upgrade from pre-8.1, at least one set
of security configuration parameters must be provided.

To use the NetBackup master server as your Certificate Authority, the
CA_CERTIFICATE FINGERPRINT Of the master server must be provided. The
AUTHORIZATION TOKEN option may be required depending on either the security
level of the master server or if this computer is already configured on the master
server. More information is available:
https://www.veritas.com/support/en_US/article.000127129.

To use an external certificate authority on UNIX and Linux, the Eca_CERT PATH,
ECA CRL_CHECK_LEVEL, ECA PRIVATE KEY PATH, and ECA_ TRUST STORE_PATH
values are required. More information is available:
https://www.veritas.com/support/en_US/article.100044300
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For more information, see the NetBackup Security and Encryption Guide and refer
to the chapter on external CA and external certificates.

To use an external certificate authority on Windows: either provide the
ECA CERT STOREand ECA CRL_CHECK LEVEL values or all values previously specified
for UNIX and Linux.

The Eca_cRL_PATH and ECA_KEY PASSPHRASEFILE values are optional. More
information is available: https://www.veritas.com/support/en_US/article.100044300.

For more information, see the NetBackup Security and Encryption Guide and refer
to the chapter on external CA and external certificates.

Security configuration considerations for upgrades of
NetBackup 8.1 or newer

When you upgrade NetBackup from a version that already has secure
communications configured (NetBackup 8.1 or newer), the
CA_CERTIFICATE FINGERPRINT and AUTHORIZATION TOKEN values are ignored.

Security configuration considerations for upgrades of
NetBackup 8.2 or newer

When you upgrade NetBackup from a version that already has ECA configured
(NetBackup 8.2 or newer), all the Eca*» parameters are ignored.

About skipping the external certificate authority
configuration

To continue the installation or upgrade without configuring the certificate authority,
specify sk1p for all the required eca_ options. Be aware the installation or upgrade
fails if you don't set all the eca_ values to sk1p. If you continue the installation or
the upgrade without the required certificate authority components, backups and
restores fail.

ABORT REBOOT INSTALL

= Description: This option halts the installation or upgrade if a restart is required.
Valid values are 0, don't halt and 1, halt.

= Applicable platforms: Windows only.
= Default value: 0

= Required: No.

m ABORT REBOOT INSTALL 0 | 1

= Returnto ¥ 10-1.
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ACCEPT_REVERSE_CONNECTION

Description: Use this option to identify how a NAT client connects with a
NetBackup host. Accepted values are TRUE and FALSE. Set this option to TRUE
if NetBackup needs to support NAT, otherwise set it to FALSE. Set

ACCEPT REVERSE_CONNECTION=FALSE if:

= You do not want NetBackup to support NAT clients.
s The NetBackup clients are not behind the firewall.
Applicable platforms: Both UNIX and Windows.
Default value: FALSE

ACCEPT REVERSE CONNECTION=TRUE | FALSE

Return to % 10-1.

ADDITIONALSERVERS

Description: Use this option to Include NetBackup media servers that are used
to proxy security requests to the master server. List only the servers that were
added since the last installation of this host. The install process combines the
existing set of servers with the new ones. The use of IP addresses is not
supported. Valid input values are a comma-separated list of fully qualified
computer names.

Applicable platforms: Windows only.

Default value: None.

Required: No.

ADDITIONALSERVERS serverl, server2, servern

Return to 3% 10-1.

ALLOW_PRE_90_UPGRADE

Description: This field is for master servers only. This value determines if the
upgrade from pre-NetBackup 9.0 releases to NetBackup 9.0 and later can
proceed. The upgrade includes the infinite expiration conversion process. This
conversion only takes place when you upgrade from pre-NetBackup 9.0 to
NetBackup 9.0 or later. The upgrade behavior and need for this option depend
on your master server platform.

=  Windows
This value is required for silent upgrades of Windows master servers. Specify
1 to allow the upgrade to continue, specify 0 to prevent the upgrade. This
value is ignored during an interactive Windows master server upgrade.
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Depending on the size of the NetBackup catalog and the required conversion
time, you may be asked if you want to continue the upgrade.

= UNIX
For UNIX and Linux master servers, specify yes or no to eliminate user
prompts. If the infinite expiration conversion is expected to add length to the
upgrade process, a value of yes means the upgrade proceeds. A value of
no means the upgrade stops. If this value is not specified, NetBackup prompts
you if you want to continue with the upgrade.
NetBackup 9.0 and later versions support the expiration dates that extend beyond
the year 2038. To ensure compatibility with previous NetBackup versions, all
items with an infinite expiration date are updated to reflect the new infinite
expiration date value. This conversion may extend the time that is required to
complete the upgrade. Review the article that is shown for more information:
https://www.veritas.com/content/support/en_US/article. 100048600

Applicable platforms: Both UNIX and Windows.
Default value: None
Required: Platform and upgrade method dependent.

ALLOW_PRE_90 UPGRADE=yes |no (UNIX)
ALLOW PRE 90 UPGRADE=1|0 (Windows)

Return to 3% 10-1.

AUTHORIZATION_ TOKEN

Description: This option specifies that NetBackup should automatically use an
authorization or a reissue token when it retrieves the host certificate. The
AUTHORIZATION TOKEN is 16 upper case letters. Some environments require an
authorization token for backups and restores to work correctly. If this information
is required and is not provided in the answer file, the installation fails. If sk1p is
specified, the installer attempts to retrieve a host certificate without including a
token. In some environments this choice may result in additional manual steps
following the installation.

Be aware that AUTHORTIZATION TOKEN is ignored under either of these conditions:

= ECA s in use on the master server.

= The master server's security level is set lower than High.
Applicable platforms: Both UNIX and Windows.

Default value: None.

Required: Review About security configuration considerations | for details.
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AUTHORIZATION TOKEN=ABCDEFGHIJKLMNOP | SKIP

Return to 3 10-1.

CA_CERTIFICATE_FINGERPRINT

Description: This option specifies the Certificate Authority (CA) Certificate
Fingerprint. Both SHA-1 and SHA-256 fingerprints are supported. The Certificate
Fingerprintis retrieved from the CA during installation or upgrade. The fingerprint
format is 59 or 95 characters and is a combination of the digits 0-9, the letters
A-F, and colons. For example,
01:23:45:67:89:AB:CD:EF:01:23:45:67:89:AB:CD:EF:01:23:45:67. The
fingerprint value must match the fingerprint for the server value that is specified
in the first SERVER=server name option. To continue the installation or upgrade
without configuring security, specify CA CERTIFICATE FINGERPRINT=SKIP.

Be aware that ca CERTIFICATE FINGERPRINT iS ignored under either of these
conditions:

= ECA s in use on the master server.

= The master server's security level is set lower than High.

Applicable platforms: Both UNIX and Windows.

Default value: None.

Required: Review [About security configuration considerations | for details.
CA_CERTIFICATE FINGERPRINT=fingerprint | SKIP

Return to % 10-1.

CLIENT

Description: This option specifies the name that NetBackup uses to identify this
client host. The scompuTERNAMES Value lets the local host provide the computer
name. If this value is used, it may be possible to use the same answer file on
all computers within a single master server domain. The use of IP addresses is
not supported.

Applicable platforms: Windows only.
Default value: None.

Required: Yes.

CLIENT=client name | $COMPUTERNAMES

Return to # 10-1.

184



% 10 Z Reference
About the NetBackup answer file

CLIENT_ NAME

Description: This option specifies the name that NetBackup uses to identify this
computer. The xL.ocaLHOSTX value lets the local host provide the computer
name. If this value is used, it may be possible to use the same answer file on
all computers within a single master server domain. This value is added to the
bp . conf file.

If cLIENT NAME is specified on upgrade, a check is made to validate that the
name that is provided in the answer file matches the value that is configured in
the bp. conf file.

Applicable platforms: Unix and Linux only.
Default value: None.

Required: Yes

CLIENT NAME=name | XLOCALHOSTX

Return to # 10-1.

ECA_CERT_PATH

Description: This option specifies the path and the file name of the external
certificate file.

The eEca_ceERT PATH option is ignored on upgrade if ECA is already configured
on the host or if NBCA only is in use on the master server.

Applicable platforms: All.

Default value: None.

Required: Review [About security configuration considerations | for details.
ECA_CERT PATH=path and file name

Return to % 10-1.

ECA_CERT_STORE

Description: This option specifies the external certificate location in a Windows
certificate store. The option is required to set up an external certificate from the
Windows certificate store.

Applicable platforms: Windows only.
Default value: None.
Required: Review About security configuration considerations | for details.

ECA CERT_STORE=store name¥issuer distinguished name¥subject

Return to # 10-1.
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ECA_CRL_CHECK_LEVEL

Description: This option specifies the CRL mode. Supported values are:
= UsE_cpp: Use the CRL defined in the certificate.

= Ust_paTH: Use the CRL at the path that is specified in EcA_CRL_pPATH.
= DISABLED: Do not use a CRL.

= TheErca CerT PpaTHoption is ignored on upgrade if ECA is already configured
on the host or if NBCA only is in use on the master server.

Applicable platforms: All.

Default value: None.

Required: Review [About security configuration considerations | for details.
ECA_CRL_CHECK LEVEL=value

Return to % 10-1.

ECA_CRL_PATH

Description: This option specifies the path and the file name of the CRL
associated with the external CA certificate.

The Eca_CERT PATH option is ignored on upgrade if ECA is already configured
on the host or if NBCA only is in use on the master server.

Applicable platforms: All.

Default value: None.

Required: Only when ECA CRL CHECK LEVEL=USE PATH is specified.
ECA CRL_PATH=path

Return to # 10-1.

ECA_KEY PASSPHRASEFILE

Description: This option specifies the path and the file name of the file that
contains the passphrase to access the keystore.

The Eca_cERT PATH option is ignored on upgrade if ECA is already configured
on the host or if NBCA only is in use on the master server.

Applicable platforms: All.
Default value: None.
Required: No

ECA KEY PASSPHRASEFILE=path/filename
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Return to % 10-1.

ECA_PRIVATE KEY PATH

Description: This option specifies the path and the file name of the file
representing the private key.

The Eca_CERT PATH option is ignored on upgrade if ECA is already configured
on the host or if NBCA only is in use on the master server.

Applicable platforms: All.

Default value: None.

Required: Review [About security configuration considerations | for details.
ECA PRIVATE KEY PATH=path/filename

Return to % 10-1.

ECA_TRUST_STORE_PATH

Description: This option specifies the path and the file name of the file
representing the trust store location.

The Eca _ceERT_ PpATH option is ignored on upgrade if ECA is already configured
on the host or if NBCA only is in use on the master server.

Applicable platforms: All.

Default value: None.

Required: Review [About security configuration considerations | for details.
ECA_TRUST STORE_PATH=path/filename

Return to & 10-1.

INCLUDE JAVA_GUI_AND_JRE

Description: Used to determine how to handle the optional Java and JRE
components during install or upgrade. Supported values are:

= INCLUDE: Include the Java GUI and JRE as part of the installation or upgrade.
s EXCLUDE: Exclude the Java GUI and JRE.

= MaTCH: Match the existing configuration on the host. If you specify this option
on an initial installation, the components are not installed.

Applicable platforms: All.
Default value: None

Required: UNIX and Linux, no. Windows media servers, yes.
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Return to % 10-1.

INSTALL PATH

Description: This option specifies the location to install the NetBackup binaries.
Only the absolute path to a base directory is required for this option. The installer
automatically appends /openv. This option cannot be used to change the location
of NetBackup during an upgrade.

Be aware that the I1nSTALL paTH option is ignored on upgrade.

Applicable platforms: Unix and Linux only.
Default value: /usr

Required: No

INSTALL_PATH = path

Return to & 10-1.

INSTALLDIR

Description: This option specifies the location to install NetBackup. The fully
qualified path to the base directory is required.

Applicable platforms: Windows only.
Default value: None.

Required: Yes

INSTALLDIR=C:¥Program Files¥Veritas

Return to 3% 10-1.

LICENSE

Description: This option specifies the license key string to apply to the server.
Additional LICENSE = key stringlines may be added if more licenses are to
be applied. This option only adds additional keys - no existing keys are removed.

Applicable platforms: Unix and Linux only.

Default value: None.

Required: Yes, for media servers. Not required for clients.
LICENSE = key string

Return to % 10-1.

LICENSEKEY

Description: This option specifies the NetBackup license key for the installation.
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Applicable platforms: Windows only.

Default value: None.

Required: Yes for master and media servers. Not required for clients.
LICENSEKEY=NetBackup license key

Return to % 10-1.

MACHINE_ROLE

Description: This option specifies the NetBackup role to install and configure on
this computer. For upgrades, this value must match the configured role on the
computer.

Default value: None. Supported values are MASTER, MEDIA, and CLIENT.
Applicable platforms: Unix and Linux only.

Required: Yes.

MACHINE_ROLE = MASTER | MEDIA | CLIENT

Return to & 10-1.

MASTERSERVER

Description: This option specifies the server name this computer recognizes as
the current NetBackup master server. If this host is the master server,
$COMPUTERNAMES can be used for the value. The use of IP addresses is not
supported. Additional master servers can be specified with the
ADDITIONALSERVERS option.

Applicable platforms: Windows only.
Default value: None.

Required: Yes.
MASTERSERVER=master server name

Return to % 10-1.

MEDIA_SERVER

Description: This option specifies that NetBackup may use the named host to
tunnel secure web requests for this client. A tunnel is required when
communication between the client and the NetBackup Web Service on the
master server is blocked. This communication is required to obtain a host
certificate during the NetBackup installation or upgrade. Multiple MEDIA SERVER
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entries may exist in the answer file. Each one is used as a candidate to tunnel
https requests. These entries are added to the bp. conf file.

Applicable platforms: Unix and Linux only.
Default value: None.

Required: No.

MEDIA SERVER=media server name

Return to % 10-1.

MEDIASERVER

Description: This option specifies the name of the host this computer recognizes
as its media server. The use of IP addresses is not supported.

Applicable platforms: Windows only.
Default value: None.

Required: No.
MEDIASERVER=media server name

Return to % 10-1.

MERGE_SERVERS_LIST

Description: Merge the servers present in bp. conf on the master with the server
list contained in this client's bp. conf.

Applicable platforms: Unix and Linux only.
Default value: no

Required: No.

MERGE_SERVERS LIST = yes | no

Return to & 10-1.

OPSCENTER_SERVER_NAME

Description: This option specifies the name of the server that runs the OpsCenter.
Leave this option empty if you don't use OpsCenter. You can also configure
OpsCenter after install.

Applicable platforms: Windows only.
Default value: None.

Required: No.
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OPSCENTER SERVER NAME=OpsCenter server name

Return to 3 10-1.

RBAC_DOMAIN NAME

Description: This option specifies the domain name of the principal that is
configured to have the role-based access control (RBAC) permissions for the
Administrator role.

Default value: None.

Applicable platforms: Unix and Linux only.
Required: No

RBAC DOMAIN NAME = domain name

Return to 3% 10-1.

RBAC_DOMAIN TYPE

Description: This option specifies the domain type of the principal that is
configured to have the role-based access control (RBAC) permissions for the
Administrator role.

Applicable platforms: Unix and Linux only.
Default value: None.

Required: No

RBAC DOMAIN TYPE = domain type

Return to # 10-1.

RBAC_PRINCIPAL NAME

Description: This option specifies the name of the principal that is configured to

have the role-based access control (RBAC) permissions for the Administrator
role. This user or the user group must already exist on the system.

Applicable platforms: Unix and Linux only.
Default value: None.

Required: No

RBAC_PRINCIPAL NAME = principal name

Return to 3% 10-1.
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RBAC_PRINCIPAL_TYPE

Description: This option specifies the type of the principal that is configured to
have the role-based access control (RBAC) permissions for the Administrator
role.

Applicable platforms: Unix and Linux only.
Default value: None.

Required: No

RBAC_PRINCIPAL TYPE = USER | USERGROUP

Return to 3% 10-1.

SERVER

Description: This option specifies the server name this computer recognizes as
the current NetBackup master server. Additional serveER= lines may be added
if there are other servers that should be recognized. In the case where multiple
SERVER= lines are present, the first occurrence is the master server. These
entries are added to the bp. conf file.

Applicable platforms: Unix and Linux only.
Default value: None.

Required: Yes.
SERVER=master server name

Return to % 10-1.

SERVICES

Description: This option specifies whether NetBackup services should be started
upon completion of the client installation or upgrade. If no is specified, the
NetBackup services are not started. Additional manual configuration steps may
be performed after the install or upgrade but before the NetBackup services are
started.

Applicable platforms: Unix and Linux only.
Default value: YES

Required: No.

SERVICES=no

Return to & 10-1.
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SERVICESTARTTYPE

Description: This option specifies if the NetBackup services are restarted after
the host server reboots.

Applicable platforms: Windows only.
Default value: Automatic

Required: No.
SERVICESTARTTYPE=Automatic | Manual

Return to % 10-1.

SERVICE_USER

Description: This option specifies the service user account is used to start most
of the NetBackup services or daemons on the master server. Be aware of the
items shown:

= Veritas recommends you do not use the root user as the service user.
= Veritas recommends you do not use the nbwebsvc user as the service user.
= The nbwebgrp group must be a secondary group of the service user.

= Ownership of the /usr/openv directory changes to the new service user
account that you specify with this option.

» Use the nbserviceusercmd --changeUser command to change this user
after installation.

m For cluster servers, the service user and the service user ID must be same
on all cluster nodes.

= More information about the service user account is available:
https://www.veritas.com/docs/100048220

Applicable platforms: UNIX and Linux only.
Default value: None.

Required: Yes.

SERVICE USER=name

Return to # 10-1.

STOP_NBU_PROCESSES

Description: This option specifies if the install process should stop any active
NetBackup processes automatically if detected. Be sure to confirm there are no
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active NetBackup jobs and that all NetBackup databases are shut down before
installation or upgrade. Valid input values are 0 for don't stop, and 1 for stop.

Applicable platforms: Windows only.
Default value: o

Required: No.

STOP_NBU PROCESSES = 0 | 1

Return to # 10-1.

USAGE_INSIGHTS_FILE PATH

Description: This option specifies the path and the file name of the Usage Insights
customer registration key file.

Applicable platforms: Windows only.

Default value: None.

Required: For master servers, yes
USAGE_INSIGHTS_FILE_PATH = path and file name

Return to % 10-1.

VNETD_PORT

Description: This option specifies the port NetBackup's vnetd process uses.
Applicable platforms: Windows only.

Default value: 13724

Required: No.

VNETD_PORT=port number

Return to 3% 10-1.

WEBSVC_DOMAIN

Description: Use this option to associate the web server with Domain (Active
Directory) accounts. Provide the domain name in this field. If you plan to
associate the web server with local accounts, leave this field blank.

Applicable platforms: Windows only.
Default value: None.
Required: No.

WEBSVC_DOMAIN=domain name
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= Returnto % 10-1.

WEBSVC_GROUP

= Description: This option specifies the group name of the account that the
NetBackup web server uses. This group must already exist on the system.

= Applicable platforms: All.
» Default value: nbwebgrp
= Required: UNIX and Linux master servers, no. Windows master servers, yes.

m  WEBSVC GROUP=custom group account name

= Returnto % 10-1.

WEBSVC_PASSWORD_PLAIN

= Description: This option specifies the password for the Windows weBsvC_USER
account. If your websvc password contains any special characters (3 ~ s < >
| ", ;= () ! "™¥ [ 1 . * 2)addthe appropriate escape characters
to the password. For example if the websvc password is abc$ you must enter

abcss.

;¥ & This option places the password for this account in clear text and can
potentially be a security concern.

= Applicable platforms: Windows only.
= Default value: None.
m  WEBSVC_ PASSWORD PLAIN=password

s Returnto %% 10-1.

WEBSVC_USER

» Description: This option specifies the user name of the account that the
NetBackup web server uses. This user must already exist on the system.

= Applicable platforms: All.
s Default value: nbwebsvc
= Required: UNIX and Linux master servers, no. Windows master servers, yes.

m WEBSVC USER=custom user account name

» Return to 3% 10-1.
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About RBAC bootstrapping

RBAC Bootstrapping lets you assign role-based access control (RBAC) permissions
to a user or a user group during NetBackup installation or upgrade on UNIX
platforms. The UNIX installer uses the bpnbaz -AddRBACPrincipal command to
grant the Administrator role permissions to the user or the user group that you
specify in the /tmp/NBInstallAnswer.conf file.

*%E: RBAC bootstrapping provides access to all objects for the specified user or
user group, even if previously the user or the user group had restricted access to
certain objects. For example, the existing user Tester1 was assigned the Default
VMware Administrator role. If Tester 1 is specified for RBAC bootstrapping, Tester1
is assigned the Administrator role.

After installation or upgrade, you can run the bpnbaz -AddRBACPrincipal command
standalone on both Windows and UNIX platforms to assign RBAC permissions.
The command is available only on the master server. For more information about
this command, see the NetBackup Command Reference Guide.

RBAC Bootstrapping during installation and upgrades on
UNIX platforms:

Use the answer file template NBInstallAnswer-master.template available in the
install package to create the /tmp/NBInstallAnswer.conf file. In that file, add the
following entries before you run the installation or upgrade:

RBAC DOMAIN TYPE = domain type
RBAC_DOMAIN NAME = domain name
RBAC_PRINCIPAL TYPE = USER | USERGROUP
RBAC_PRINCIPAL NAME = principal name

Be aware that RBaC_DoOMAIN TYPE supports the values shown: NT, vx, UNIXPWD,
LDAP.

*%E: Additional information about the rRBaC_* options is available.

p.177 @ [About the NetBackup answer file] &L T7ZEW,

RBAC bootstrapping is not performed if all the entries are empty or missing. In this
case, the message answer file did not contain any RBAC entries iS posted
in the install trace file. The install process always continues whether the RBAC
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bootstrapping is successful or not. The audit records are created under the
SEC_CONFIG category.

If RBAC bootstrapping is successful, the installer displays the following message:
Successfully configured the RBAC permissions for principal name.

The installer also displays this message if the user or the user group already exists
with the Administrator RBAC role.

If one or more RBAC entries exist in the answer file, but a required answer file entry
is missing, the installer displays the following message:

Warning: Unable to configure the RBAC permissions. One or more

required fields are missing in /tmp/NBInstallAnswer.conf.

If there are other issues with the RBAC Bootstrapping, the installer displays the
following message:

Warning: Failed to configure the RBAC permissions for principal name.

Refer to logs in /usr/openv/netbackup/logs/admin for more information.

If RBAC bootstrapping is successful but auditing fails, the install displays the
following message:

Successfully configured the RBAC permissions for
user or usergroup name.
WARNING: Auditing of this operation failed.

Refer to logs in /usr/openv/netbackup/logs/admin for more information.

After the installation or upgrade completes, the specified user or user group is
assigned the Administrator role with its corresponding RBAC access permissions.
The user can then access APIs and the Web UI.
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