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Introduction to NetBackup
for Domino;

This chapter includes the following topics:
= About the features for NetBackup for Domino
= About supported Notes database configurations

= About the Notes database files that can be backed up

About the features for NetBackup for Domino

NetBackup for Domino provides online backups and restores of Notes databases
and individual mailboxes when Domino server has been installed. This capability
is provided as an add-on or extension to the NetBackup client software.

Table 1-1 Features of NetBackup for Domino
Feature Description
Tight NetBackup Tight integration with NetBackup indicates the following:

integration = Anadministrator already familiar with NetBackup can easily configure backups and restores

Notes databases and transaction log extents.

s Features and strengths of the NetBackup product suite are also available with NetBackup
for Domino. These features include software data compression, scheduled and
user-directed operations, and multiple data stream backups. Many of these features are
described in detail in the NetBackup Administrator’s Guide, Volume |I.

Central administration | Administrators can define Notes policies, back up and restore Notes databases, and back
up and restore archive-style transaction log extents from a central location.
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Table 1-1 Features of NetBackup for Domino (continued)

Feature

Description

Media management

Notes database backups are saved directly to a wide variety of storage devices that the
NetBackup master server supports.

Online backups

Notes databases, mailboxes, and transaction logs can be backed up without taking down
the Domino server. This feature ensures the availability of Notes services and data during
the backup.

Automated backups

Administrators can set up schedules for automatic, unattended backups for local or remote
clients across the network. These backups can be full or incremental and are managed
entirely by the NetBackup server from a central location. The administrator also can manually
back up clients.

Restore operations

An administrator that uses the NetBackup client can browse Notes database and mailbox
backups and select the ones to restore.

Redirected restores of
databases

Backups can be restored a different path.

Transaction logging

NetBackup for Domino takes advantage of the ability of Domino to log transactions against
one or more databases and mailboxes. Transaction logging may be circular style, linear style,
or archive style.

Point in time recovery

Transaction logging enables NetBackup for Domino to perform a point-in-time recovery of a
logged databases and mailboxes.

Compression of
backups

Compression increases backup performance over the network and reduces the size of the
backup image that is stored on the disk or tape. This feature is only supported for

Checkpoint restart for
backup jobs

With checkpoint restart, NetBackup retries a failed backup from the last checkpoint rather
than restart the entire job. With this feature, the NetBackup administrator can also pause a
job and resume it later.

Backups of Domino
Partitioned Server

Administrators can back up databases from a partitioned Domino server.

(UNIX or Linux)
Backups of multiple
Domino installations

Administrators can back up databases within multiple Domino installations.

About supported Notes database configurations

NetBackup for Domino supports backups and restores of Domino server and of
local databases.
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Logged Domino Server The database agent has the ability to log transactions against one or more Notes databases.

databases If transaction logging is enabled on the server, all logged database transactions go into a
single transaction log. This log consists of one or more files or extents. Where archive-style
transaction logging is used, the archived log files serve as the incremental backup for the
logged databases. Transaction logging must be enabled to recover logged databases.

Unlogged Domino An unlogged database is one in which transaction logging is not enabled, or has been disabled
Server databases for specific server databases.

Unlogged databases are backed up when a full backup is performed. Unlogged databases
are also backed up when an incremental backup is performed and the unlogged database
has been recently updated. The database can be restored only to the point of the latest
database backup.

Local databases Local databases are the Notes databases that are not located in the Domino data directory,
cannot be shared, and cannot be logged. Local databases are treated similarly to unlogged
Domino server databases when they are backed up and restored.

About the Notes database files that can be backed
up

NetBackup for Domino supports the following database types:
= .NTF Notes template files

= .NSF Notes server files

= .BOx Notes mailbox files

For UNIX clients, you can allow Notes databases with other extensions to be backed
up (or limit the default list of extensions). Create the file
/usr/openv/netbackup/lotus.conf. If the lotus.conf file exists, the default
extensions are overridden and only those databases with the extensions listed are
backed up. In the 1otus.conf file, enter each extension on a separate line. Enter
only the extension with no leading period or trailing characters.

The Domino server has the ability to log transactions against one or more Notes
databases. All databases are logged by default when the following occurs:

= The administrator enables transaction logging.
= The database is in the Domino data directory.

All logged database transactions go into a single transaction log that consists of
one or more files or extents. NetBackup supports all transaction logging styles:
circular, linear, or archive.
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When archive-style logging is used, the log files can serve as the incremental backup
for logged databases. The database agent does not delete the transaction log

extents after backup. The Domino server manages when a transaction log extent
is reused.



Installing NetBackup for
Domino

This chapter includes the following topics:

= Planning the installation of NetBackup for Domino
= NetBackup server and client requirements

= Notes server software requirements

= About the license for NetBackup for Domino

= Specifying the Notes home path (UNIX)

= (UNIX or Linux) About adding new Notes installations

Planning the installation of NetBackup for Domino

Table 2-1 shows the major installation steps needed to run NetBackup for Domino.
Each step contains one or more links to pertinent procedures and concepts.

Table 2-1 Installation steps for NetBackup for Domino
Step Action Description
Step 1 Verify the operating system and platform | Go to the NetBackup compatibility list site.
compatibility.

http://www.netbackup.com/compatibility

Click on the following document:

Application/Database Agent Compatibility List
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Table 2-1 Installation steps for NetBackup for Domino (continued)
Step Action Description
Step 2 Verify the installation prerequisites. See “NetBackup server and client requirements” on page 12.
See “Notes server software requirements” on page 13.
Step 3 Add the license key for NetBackup for | See “About the license for NetBackup for Domino”
Domino. on page 13.
Step 4 (UNIX or Linux) Specify the Notes home | See “Specifying the Notes home path (UNIX)” on page 13.

path.

NetBackup server and client requirements

Verify that the following requirements are met for the NetBackup server:

= The NetBackup server software is installed and operational on the NetBackup
server.
See the NetBackup Installation Guide.

= Make sure that you configure any backup media that the storage unit uses. The
number of media volumes that are required depends on several things:

The devices that are used and storage capacity of the media
The sizes of the databases that you want to back up

The amount of data that you want to archive

The size of your backups

The frequency of backups or archives

The length of retention of the backup images

See the NetBackup Administrator’s Guide, Volume I.

Verify that the following requirements are met for the NetBackup clients:

= The NetBackup client software is installed on the computer that has the
databases you want to back up.

= To use the new features that are included in NetBackup for Domino in NetBackup
9.1, you must upgrade your NetBackup for Domino clients to NetBackup 9.1.
The NetBackup media server must use the same version as the NetBackup for
Domino client or a higher version than the client.
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Notes server software requirements

Verify the following regarding the Notes server software on the NetBackup server
or client:

= Notes server software must be installed and operational.

Partition servers are supported. More than one Notes installation is supported
on UNIX.

About the license for NetBackup for Domino

The NetBackup for Domino agent is installed with the NetBackup client software.
No separate installation is required. A valid license for the agent must exist on the
master server.

More information is available on how to add licenses.

See the NetBackup Administrator’s Guide, Volume I.

Specifying the Notes home path (UNIX)

After you install NetBackup with a valid license for NetBackup for Domino, run this
script on the computer where the Notes vendor software is installed. With this script,
NetBackup can gather additional information about your Notes environment.

To specify the Notes home path

1 Change to the following directory:
/usr/openv/netbackup/bin

2 Run the following script:
./lotusnotes config

3 Supply the home path for the database installation.
For example:
/opt/lotus

4 Add any other database installations, or enter n if you are finished.
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(UNIX or Linux) About adding new Notes
installations

If you install a new Notes installation after you install NetBackup, you need to add
this new installation to the NetBackup configuration. This action ensures that all
new Notes installations are included in backup operations.



Configuring NetBackup for

Domino

This chapter includes the following topics:

About configuring NetBackup for Domino

Configuring Notes fast restores

Configuring host properties for a Notes client

About configuring a backup policy for a Notes database
Configuring a backup policy for Notes database supporting files

Performing a manual backup

About configuring NetBackup for Domino

Complete the procedures in Table 3-1 to configure your environment.

Table 3-1 Steps to configure NetBackup for Domino
Step |Action Description
Step 1 | Configure Domino fast restores. See “Configuring Notes fast restores”
on page 16.
Step 2 | Configure the host properties for the See “Configuring host properties for a
Notes clients. Notes client” on page 17.
Step 3 | Configure a backup policy. See “About configuring a backup policy

for a Notes database” on page 19.
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Table 3-1 Steps to configure NetBackup for Domino (continued)
Step |Action Description
Step 4 | Configure a backup policy for database | See “Configuring a backup policy for
supporting files. Notes database supporting files”
on page 30.
Step 5 | Test the configuration settings. See “Performing a manual backup”
on page 31.

Configuring Notes fast restores

During Domino restores, the NetBackup for Domino agent automatically restores
any reused transaction logs that are required for recovery. Typically one transaction
log extent is restored at a time and recovery is completed for the transactions in
that log. Because the restore of the log and application of transactions is a sequential
process, the restore and recovery performance is slow. NetBackup prefetches the
required transaction logs before recovery. Then multiple transaction logs can be
restored at a time and made available for recovery.

Review the following recommendations:

» Sufficient disk space must be available for the specified number of logs in the
transaction log cache location.

= The transaction log cache directory and the Domino transaction log directory
should be on the same file system. This configuration ensures that the transaction
logs are “moved” to the Domino transaction log directory at the time of recovery
rather than being “copied.” (Copying is time consuming.)

= You should create the cache directory before you start a restore job.
To configure Domino fast restores
1 Configure the transaction log cache path.

This location is where NetBackup temporarily stores the prefetched transaction
logs.

See “About the transaction log cache path” on page 17.
2 Configure the maximum number of logs to restore.

This setting determines how many transaction logs are restored in a single
restore job during recovery.

See “About the maximum number of logs to restore” on page 17.

16
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About the transaction log cache path

NetBackup restores the prefetched transaction logs to the directory that is specified
by this parameter.

See “Configuring host properties for a Notes client” on page 17.

Note the following when you configure the transaction log cache directory:

Create the cache directory before you start a restore job. If the specified path
does not exist it is created during restore.

The user must have write permission for the folder or the restore job fails with
a Status 5 error.

If a path is not specified, transaction logs are restored to the original location,
the Domino transaction log directory.

If the value of Maximum number of logs to restore is less than or equal to 1,
this path is ignored. The logs are not prefetched; one transaction log extent per
job is restored to the Domino server’s log directory.

If there is not sufficient space to restore the specified number of logs, NetBackup
tries to restore only the number of logs that can be accommodated. This
calculation is done only if the cache directory is present before the restore job
is started.

See “About the maximum number of logs to restore” on page 17.

About the maximum number of logs to restore

This value specifies the maximum number of transaction logs restored in a single
restore job during recovery.

See “Configuring host properties for a Notes client” on page 17.

Note the following when you configure the maximum logs to restore:

If negative value or 0 is specified or if the value is not specified, then the default
value of 1 is used.

If the value is greater than 1 the transaction logs are prefetched only. If the value
is less than 1, one transaction log extent per job is restored to the Domino
server’s log directory.

Configuring host properties for a Notes client

The following instructions describe how to define the properties for a Notes client
using the NetBackup Administration Console.
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To define properties for a Notes client

Open the NetBackup Administration Console.

2 Expand NetBackup Management > Host Properties > Clients.
3 In the right pane, right-click the client name and select Properties.
4 In the left pane, expand Windows Client or UNIX client and select Lotus

Notes.
5 Inthe Client Properties dialog box, provide the necessary information.
See “Lotus Notes properties” on page 18.

6 Click OK to save your changes.

Lotus Notes properties

The Lotus Notes properties apply to the clients that are currently selected and that
run NetBackup for Domino.

For UNIX servers: If you have multiple installations of Domino server, the values
in the client properties only apply to one installation. For other installations, specify
the installation path and location of the notes. ini file with the LoTUs _INSTALL PATH
and NOTES_INI_PATH directives in the backup policy.

Table 3-2 Lotus Notes client host properties

Client host
properties

Description

Maximum number of
logs to restore

The maximum number of logs that can be prefetched in a single restore job during recovery.
Specify a value greater than 1.

A value less than or equal to 1, does not gather transaction logs during recovery. One
transaction log extent per job is restored to the Domino server’s log directory.

LOTUS_NOTES_LOGCACHESIZE = 3
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Table 3-2 Lotus Notes client host properties (continued)

Client host
properties

Description

Transaction log

A path where NetBackup can temporarily store the prefetched transaction logs during recovery.

cache path If you do not specify a path, during recovery NetBackup restores the logs to the Domino
server's transaction log directory.
Note the following:
» If the specified path does not exist then it is created during restore.
» The user must have write permission for the folder.
= Transaction logs are restored to the original location, the Domino transaction log directory,
if a path is not specified.
n If the value of Maximum number of logs to restore is less than or equal to 1 then this
path is ignored. The logs are not prefetched; one transaction log per job is restored to the
Domino Server’s log directory.
= If there is not sufficient space to restore the specified number of logs, NetBackup tries to
restore only the number of logs that can be accommodated.
INI path The notes.ini file that is associated with the Domino partitioned servers used to back up and
restore the Notes database. This setting does not apply to non-partitioned servers.
= On Windows:
If the notes.ini file is not located in the default directory, indicate its location.
= On UNIX:
If the notes.ini is not located in the directory that is specified in the Path, indicate its
location here.
Include the directory and the notes.ini file name.
Path The path where the Notes program files reside on the client. NetBackup must know where

these files are to perform backup and restore operations.

= On Windows:
The path for program directory (where nserver.exe resides).

= On UNIX:
A path that includes the Domino data directory, the Notes program directory, and the
Notes resource directory.

About configuring a backup policy for a Notes

database

A backup policy for a database defines the backup criteria for a specific group of
one or more clients.

These criteria include the following:
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= Storage unit and media to use

= Policy attributes

= Backup schedules

= Clients to be backed up

= ltems to be backed up, including a list of databases and directives

To back up the database environment, define at least one Lotus-Notes policy with
the appropriate schedules. A configuration can have a single policy that includes
all clients, or there can be many policies, some of which include only one client.

If you have both UNIX and Windows clients, create at least two policies: one
exclusively for UNIX clients and another exclusively for Windows clients. In addition
to the Lotus-Notes policy, configure a Standard or MS-Windows policy to back up
database supporting files.

See “Configuring a backup policy for Notes database supporting files” on page 30.

Most requirements for database policies are the same as for file system backups.
In addition to the policy attributes for this database agent, other attributes are
available that you should consider.

See the NetBackup Administrator’'s Guide, Volume I.

Adding a NetBackup for Domino policy
This topic describes how to add a new backup policy for a database.

To create a policy to backup database supporting files, you need to perform a
different procedure.

See “Configuring a backup policy for Notes database supporting files” on page 30.
To add a new NetBackup for Domino policy

1 Log on to the master server as administrator (Windows) or root (UNIX).

2 Start the NetBackup Administration Console.

If your site has more than one master server, choose the one on which you
want to add the policy.

3 Select NetBackup Management > Policies. Then select Actions > New >
Policy.

4 Type a unique name for the new policy and click OK.
5 From the Policy type list, select Lotus-Notes.

The Lotus-Notes policy type does not appear in the drop-down list unless your
master server has a license for the database agent.
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6 Complete the entries on the Attributes tab.
See “About policy attributes” on page 21.
7 Add other policy information as follows:

» Add schedules.
See “Adding schedules to a NetBackup for Domino policy” on page 22.

» Add clients.
See “Adding clients to a policy” on page 25.

= Add database objects to the backup selections list.
See “Adding backup selections to a Notes policy” on page 26.

8 When you have added all the schedules, clients, and backup selections you
need, click OK.

About policy attributes

With a few exceptions, NetBackup manages the policy attributes set for a database
backup like a file system backup. Other policy attributes vary according to your
specific backup strategy and system configuration.

For more information on policy attributes, see the NetBackup Administrator’s Guide,
Volume I.

Table 3-3 Policy attribute for NetBackup for Domino policies
Attribute Description
Policy type Determines the types of clients that can be backed up with the policy. For Notes databases,

select the policy type Lotus-Notes.

Take checkpoints
every

Enable this feature to have NetBackup take checkpoints during the backup jobs for the policy.

The checkpoint frequency indicates how often NetBackup takes a checkpoint during a backup.
The default is 15 minutes. The Schedule backup attempts global attribute indicates the
number of times that NetBackup attempts a failed backup.

See the NetBackup Administrator’s Guide, Volume | for more information on these options.

Compress

Enables the compression of backups. This option is only supported for NetBackup for Domino
clients for Windows. A Domino client on UNIX cannot perform compression. If you want to
use compression and have both Windows and UNIX clients, create two backup policies. Use
one policy for Windows clients and one policy for UNIX clients.

For more information on advantages and disadvantages of compression, see the NetBackup
Administrator’s Guide, Volume I.
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Table 3-3 Policy attribute for NetBackup for Domino policies (continued)

Attribute

Description

Allow multiple data
streams

Specifies that NetBackup can divide automatic backups for each client into multiple jobs.
Each job backs up only a part of the list of backup selections. The jobs are in separate data
streams and can occur concurrently. The number of available storage units, multiplex settings,
and the maximum jobs parameters determine the total number of streams and how many
can run concurrently. Not all directives in the backup selections list allow for multiple database
streams.

Keyword phrase

A textual description of a backup. Useful for browsing backups and restores.

Adding schedules to a NetBackup for Domino policy

Each policy has its own set of schedules. These schedules control the initiation of
automatic backups and also specify when user operations can be initiated.

To add a schedule to a NetBackup for Domino policy
1 In the Policy dialog box, click the Schedules tab.

To access the Policy dialog box, double-click the policy name in the Policies
list in the NetBackup Administration Console.

Click New.

Specify a unique name for the schedule.

Select the Type of backup.

See “NetBackup for Domino backup types” on page 23.
5 Specify the other properties for the schedule.

See “About schedule properties ” on page 22.

6 Click OK.

About schedule properties

This topic describes the schedule properties that have a different meaning for
database backups than for file system backups. Other schedule properties vary
according to your specific backup strategy and system configuration. Additional
information about other schedule properties is available. See the NetBackup
Administrator’s Guide, Volume |.

22


http://www.veritas.com/docs/DOC5332
http://www.veritas.com/docs/DOC5332

Configuring NetBackup for Domino
About configuring a backup policy for a Notes database

Table 3-4 Description of schedule properties

Property

Description

Type of backup

Specifies the type of backup that this schedule can control. The selection list shows only
the backup types that apply to the policy you want to configure.

See “NetBackup for Domino backup types” on page 23.

Schedule type

You can schedule an automatic backup in one of the following ways:

= Frequency
Frequency specifies the period of time that can elapse until the next backup operation
begins on this schedule. For example, assume that the frequency is 7 days and a
successful backup occurs on Wednesday. The next full backup does not occur until the
following Wednesday. Typically, incremental backups have a shorter frequency than full
backups.

= Calendar
The Calendar option lets you schedule the backup operations that are based on specific
dates, recurring week days, or recurring days of the month.

Retention

Specifies a retention period to keep backup copies of files before they are deleted. The
retention level also denotes a schedules priority within the policy. A higher level has a higher
priority. Set the time period to retain at least two full backups of your database. In this way,
if one full backup is lost, you have another full backup to restore. For example, if your
database is backed up once every Sunday morning, you should select a retention period
of at least 2 weeks.

NetBackup for Domino backup types
In a policy’s schedule you define the type of backups you want to perform.

See “Adding schedules to a NetBackup for Domino policy” on page 22.

Table 3-5 Description of NetBackup for Domino backup types

Type of backup

Description

Full backup

Backs up all the Notes databases that are identified in the backup selections list. Available
transaction logs extents are also backed up if the BACKUP_ TRANSACTION LOGS directive
is specified in the list. The inactive transaction log extents are marked as ready to reuse after
they are successfully backed up. The Domino server handles the actual recycling of transaction
log extents.
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Table 3-5 Description of NetBackup for Domino backup types (continued)

Type of backup

Description

Differential Incremental
backup

The type of dat