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Introduction to NetBackup
Enterprise Vault

This chapter includes the following topics:

About Enterprise Vault

About the NetBackup Enterprise Vault Agent

About the Enterprise Vault Agent and the backup components
Enterprise Vault agent features

Enterprise Vault agent requirements

About Enterprise Vault

Enterprise Vault is a Windows application that enables an organization to store
messaging and file system data automatically in centrally-held archives. Using the
Enterprise Vault application, clients and users can retrieve selected items easily
and quickly when required.

Enterprise Vault can archive any of the following types of data:

Iltems in Microsoft Exchange user mailboxes
Items in Microsoft Exchange journal mailboxes
Microsoft Exchange Public Folder contents
Items in Domino mail files

Iltems in Domino journal databases

Files that are held on network file servers

Documents that are held on Microsoft SharePoint servers



About the

Introduction to NetBackup Enterprise Vault
About the NetBackup Enterprise Vault Agent

= Instant messages and Bloomberg messages
=  SMTP messages from other messaging servers
For more information about Enterprise Vault, refer to the following URL.

http://www.veritas.com/docs/DOC5332

NetBackup Enterprise Vault Agent

The NetBackup Enterprise Vault agent consists of the components that enable you
to protect the Enterprise Vault configuration information and data that Enterprise
Vault has archived. The agent supports Enterprise Vault 10, 11, 12, and 12.1
configurations. Thus, you should install all of the Enterprise Vault agent components
on each of the systems that comprise an Enterprise Vault environment.

See “Verifying Enterprise Vault agent operating system compatibility” on page 15.

The Enterprise Vault agent enables you to back up and restore the Enterprise Vault
file system data and the Enterprise Vault SQL Server data. These types of data
can reside on different systems or devices, such as NTFS or NAS devices.

The Enterprise Vault agent can also serve as a disaster recovery solution for the
data that is archived with Enterprise Vault. Recovery of the archived data is not
dependent on the archive source, such as Exchange Server or a specific file system.

The NetBackup Enterprise Vault agent and its capabilities are provided as add-ons
to the NetBackup Windows client software. This agent is tightly integrated with
NetBackup and the Backup, Archive, and Restore interface. This manual provides
an overview of the Enterprise Vault agent functionality as it pertains to NetBackup
and the Backup, Archive, and Restore interface. Back up and restore operations
for the Enterprise Vault agent are identical to other NetBackup file operations,
except where noted.

About the Enterprise Vault Agent and the backup
components

The NetBackup Enterprise Vault agent determines the configuration of an Enterprise
Vault environment when an Enterprise Vault backup is run. This information is
provided to the NetBackup master server to instantiate the appropriate NetBackup
components on the clients for backup.

The Enterprise Vault agent enables you to back up and restore the following
Enterprise Vault 10.0 or later components:

= Enterprise Vault directory database

9
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= Enterprise Vault monitoring database
= Enterprise Vault FSA Reporting database
= Enterprise Vault auditing database

= Enterprise Vault index location
For this release, NetBackup does not support any Enterprise Vault index locations
that are based on a mapped drive. If any index location in an Enterprise Vault
site is based on a mapped drive then there should not be any backup selection
that uses the EV_INDEX_LOCATION=EV Site Name directive.

= Enterprise Vault archives (such as the open, closed, and ready partitions)
For this release, NetBackup does not support any Enterprise Vault partitions
that are based on a mapped drive. That applies to open, closed, and ready
partition components.

= Ifan open partition is based on a mapped drive then there should not be any
backup selection that uses the EV_OPEN_PARTITION=Vault Store Name
(which contains that open partition) directive.

= If a closed partition is based on a mapped drive then there should not be
any backup selection that uses the
EV_CLOSED_PARTITION=VaultStoreName (which contains that closed
partition) directive.

= If aready partition is based on a mapped drive then there should not be any
backup selection that uses the EV_READY_PARTITION=VaultStoreName
(which contains that ready partition) directive.

= Enterprise Vault vault store database
= Enterprise Vault fingerprint database

= Enterprise Vault 9.0 or later supports streamer based open, closed, and ready
partitions.

Figure 1-1 demonstrates how the Enterprise Vault 10.0 and higher application
components can be configured in the following hierarchical view.
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Figure 1-1 Enterprise Vault 10.0 or later hierarchy
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Enterprise Vault agent features

The Enterprise Vault agent is tightly integrated with NetBackup. For example, it
provides you with the ability to perform online backups, save data to a variety of
storage devices, automated backups, and so forth.
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Enterprise Vault agent features

Table 1-1 lists the Enterprise Vault agent features.

Table 1-1 NetBackup Enterprise Vault agent features

Feature

Description

Online backup

Certain online backups require NetBackup to put Enterprise
Vault or specific Enterprise Vault components in read-only
mode. When your backup involves an Open partition or an
Index location component, NetBackup must put Enterprise
Vault into read-only mode before the backup takes place.

Only the particular vault store or index location is placed into
read-only mode. All other Enterprise Vault components are
not placed in read-only mode.

Enterprise Vault backup
schedules

The NetBackup Enterprise Vault agent supports full,
differential-incremental, and cumulative-incremental backups.
These types of backups are configured in an Enterprise Vault
policy that the user creates through the NetBackup
Administration Console. The user can then specify which
Enterprise Vault components to backup by selecting
predefined directives in the backup policy.

Tight NetBackup integration

Tight integration with NetBackup means the following:

= An administrator already familiar with NetBackup
procedures and software can easily configure and use
NetBackup Enterprise Vault agent to perform backup and
restore operations.

= Features and strengths of the NetBackup product suite
are available to the user of the NetBackup Enterprise
Vault agent. These features include scheduled operations.
These features are described in detail in the NetBackup
Administrator’'s Guide, Volume |I.

Data management

Enterprise Vault agent backups are saved to a wide variety
of storage devices that NetBackup supports.

Automated backups

Administrators can configure policies and schedule automatic,
unattended backups for local or remote clients across the
network. These backups are managed entirely by the
NetBackup server from a central location.

In addition, the administrator can manually back up Enterprise
Vault archived data and Enterprise Vault configuration data
(database) that is stored on different locations.
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Table 1-1 NetBackup Enterprise Vault agent features (continued)
Feature Description
Restore operations An administrator who uses the Backup, Archive, and Restore

interface can browse Enterprise Vault backups and select
the ones to restore.

Redirected restore The Enterprise Vault agent supports redirected (alternate)
restore for the file system data and the SQL Server
databases. This feature enables you to rename or redirect
the backup objects for the file system data. For SQL Server
objects, this feature supports redirected restores and it
supports the renaming of an Enterprise Vault SQL Server
database name. However, this feature does not support the
renaming of the physical files that are associated with an
SQL Server database.

Local media server The Enterprise Vault agent supports the use of a local media
server as the primary media server during a backup.
However, the configuration of the local media server for
Enterprise Vault agent is different than what a NetBackup
configuration uses.

See “Configuring the local media server for Enterprise Vault
backup” on page 25.

Enterprise Vault agent requirements

Review the following requirements before you use the Enterprise Vault agent:

= Ensure that the Microsoft Core XML Services (MSXML 6.0 or later) are installed
on the Enterprise Vault server. You can download and install MSXML from
Microsoft Corporation's website.

= Install the NetBackup client (which includes the Enterprise Vault agent) on the
client that runs the Enterprise Vault Storage service and Enterprise Vault index
service. If Enterprise Vault uses a storage device such as NetApp to store
archived data, the EV Agent uses Microsoft's Common Internet File System
(CIFS) protocol to access the data.

= Because this agent is installed with the NetBackup client software, you must
also install the client on any system that hosts an Enterprise Vault SQL database.

= Verify that Enterprise Vault is supported on your operating system.
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Enterprise Vault agent
installation requirements

This chapter includes the following topics:

= Installation requirements for NetBackup Enterprise Vault agent

= Verifying Enterprise Vault agent operating system compatibility

= NetBackup server and client software requirements

= About Enterprise Vault agent installation requirements in a cluster

» Configuring Enterprise Vault Agent to protect Enterprise Vault databases
= Adding the Enterprise Vault agent license key

= Configuration requirements for upgrading the Enterprise Vault agent

Installation requirements for NetBackup
Enterprise Vault agent

Every NetBackup server includes the NetBackup client software by default.
Therefore, you can use Enterprise Vault agent software on a NetBackup server or
client (if the Enterprise Vault agent is supported on that platform).

Before you install the software, review the following requirements and ensure
operating system compatibility:

= See “Verifying Enterprise Vault agent operating system compatibility” on page 15.
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See “NetBackup server and client software requirements” on page 15.

See “About Enterprise Vault agent installation requirements in a cluster”
on page 16.

Verifying Enterprise Vault agent operating system
compatibility

Verify that Enterprise Vault agent is supported on your operating system before
you install the software. The NetBackup Enterprise Vault Agent supports Enterprise
Vault 7.5 and 8.0 SP2 and later versions. Check the NetBackup database agent
compatibility list on the Veritas support site to determine the OS compatibility and
also the versions of SQL that the Enterprise Vault Agent supports.

To verify operating system and compatibility

1

Open the following URL from your Internet browser:
https://www.veritas.com/support

Select the NetBackup Enterprise Server link under the Support for Top
Products title on the webpage.

Select Master Compatibility List under the Compatibility title on the webpage.

The webpage refreshes and shows a list of compatibility documents. You can
refine your search to find a link to the appropriate document. (The compatibility
list documents are in PDF format. You must have Adobe Acrobat Reader to
view these documents.)

In the list of documents, click on the following link:
NetBackup (tm) x.x Database Agent compatibility.

For x.x, look for the most current release of NetBackup.

NetBackup server and client software
requirements

Verify that the following requirements are met for the NetBackup server and client
software for the Enterprise Vault agent:

The Enterprise Vault agent is automatically installed as part of the NetBackup
client software. No custom installation is necessary. The NetBackup server
platform can be any Windows platform that NetBackup supports. For more
information, see the NetBackup Installation Guide.
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= The Enterprise Vault agent is a part of the NetBackup client software. The
NetBackup client software must be installed on every system that either hosts
Enterprise Vault SQL Server data or is an Enterprise Vault server. (If the
Enterprise Vault server is also a NetBackup server, the client software is installed
along with the NetBackup server software.)

» Verify that you have the supported Windows and Enterprise Vault version.

About Enterprise Vault agent installation
requirements in a cluster

You must verify that the Enterprise Vault agent software is installed and operational
on each Enterprise Vault node in the cluster to ensure failover capabilities.

See “Verifying Enterprise Vault agent operating system compatibility” on page 15.

For more information about the NetBackup Enterprise Vault Agent support for
Enterprise Vault that is clustered in WSFC configurations, refer to the NetBackup
Software Compatibility List.

To enable the NetBackup Enterprise Vault agent to detect a WSFC clustered
Enterprise Vault 8 SP2 or later server you must make some changes on each cluster
node. Add the following Windows registry keys and String Values (type REG_SZ)
on each cluster node:

= For x86 WSFC clusters: If a key does not exist, create the following one:
HKEY_LOCAL_MACHINE\Software\KVS\Enterprise Vault\Admin\ConfigState
» For x64 WSFC clusters: If a key does not exist, create the following one:

HKEY_LOCAL_MACHINE\Software\Wow6432Node\KVS\Enterprise
Vault\Admin\ConfigState
When the key is created, add the following string values:

s "ClusVirtualServer"="virtual node name"

n "ClusResourceGroup"="EV Resource Group name"

Configuring Enterprise Vault Agent to protect
Enterprise Vault databases

You must configure the Enterprise Vault Agent to protect the Enterprise Vault

databases, hosted by a WSFC clustered server. You must make some changes to
all the nodes in the clustered environment, to configure the NetBackup Enterprise
Vault Agent. The changes to the nodes ensure that the Enterprise Vault databases
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are protected when hosted by a WSFC clustered Microsoft SQL Server. The
following section contains configuration information:

To configure the NetBackup Enterprise Vault Agent

1
2

4
5
6

Select Start > Veritas NetBackup > Backup, Archive, and Restore.
From the File menu, select NetBackup Client Properties.

The NetBackup Client Properties dialog box is displayed. By default, the
General tab is displayed.

Enter the Virtual SQL server name as the client name in the Client name text
box.

A warning message is displayed.
Click OK.
Click OK to exit the NetBackup Client Properties dialog box.

You must now add each node and the virtual cluster to the NetBackup client list.
You can then configure the nodes and virtual SQL server for the Enterprise Vault
- NetBackup Master Admin Console.

To add and configure the nodes and virtual SQL server

1
2

o O A~ W

On the NetBackup Administration Console, expand Host Properties.

From the Actions menu, select Configure Client or click the Configure Client
icon.

The Choose Client dialog box is displayed.

Click Browse and select the required computer and click OK.

Click OK to exit the Choose Client dialog box.

From the Host Properties list, select Clients. The available clients are displayed.

Right-click the required client and select Properties. The Client Properties
dialog box is displayed.

For each node and cluster, configure the logon account to be the Enterprise Vault
Admin user.

17



About NetBackup Enterprise Vault agent installation requirements
Adding the Enterprise Vault agent license key

Adding the Enterprise Vault agent license key

The Enterprise Vault agent license is used similarly to how other database agents
use their license keys. To use the Enterprise Vault agent, add a valid license key
for it on the master server.

For information on how to add license keys, see the NetBackup Administrator’s
Guide, Volume I.

Note: In a NetBackup cluster, add the key on each node where the NetBackup
server is installed.

To add an Enterprise Vault agent license key

A WO DN

On the master server, open the NetBackup Administration Console.
Click Help > License Keys.

Click New.

Type the license key and click Add.

Configuration requirements for upgrading the
Enterprise Vault agent

Note the following configuration requirements:

The NetBackup version on all of the Enterprise Vault servers (in one Enterprise
Vault site deployment) must be the same.

The NetBackup version on all of the SQL Servers in the configuration must be
the same as, or higher than the NetBackup version of the Enterprise Vault server
in an Enterprise vault site

For example, if an SQL Server is a part of an Enterprise Vault site that contains
the Enterprise Vault servers that are running NetBackup 7.6, then the SQL
servers must run the same version level (or higher) as the Enterprise Vault
servers.

If an Enterprise Vault server is also used as an SQL Server, the version of SQL
on that server must be equal to or higher than the NetBackup version of the
Enterprise Server.

The NetBackup version on the master server and media servers must be same
or higher than the NetBackup client version. For example, a NetBackup 8.1
master server can support a mixed environment of NetBackup 8.1, 8.0, and
7.7 .x client servers.
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The only way that a NetBackup master server can communicate with the
NetBackup 7.7.x client and a NetBackup 8.1 client is with two or more Enterprise
Vault sites. One site would contain NetBackup 7.7.x Enterprise Vault servers
and the other site would contain NetBackup 8.1 Enterprise Vault servers. If these
two sites share a SQL server, then that server must run must a version that is
equal to or greater than NetBackup 7.7 .x.

After you have finished the upgrade, more changes to the Enterprise Vault
configuration may be required. For example, if you upgraded the master, media,
and client servers to version 8.1 and you upgraded Enterprise Vault to version 12.1,
then you must modify your backup policy to use Enterprise Vault 12.1 directives.

Note: If you use the NetBackup SQL Agent to perform a backup then it can only
be restored with the NetBackup SQL Agent.

Configuring the policy directives after upgrading NetBackup and

Enterprise Vault

After an upgrade, you must change the Enterprise Vault version in the policy
information. The following list describes the policy directives for Enterprise Vault:

EV_DIR_DB
This directive remains the same from Enterprise Vault 10.0 to later versions.

EV_MONITORING_DB
This directive remains the same from Enterprise Vault 10.0 to later versions.

Specify EV_OPEN_PARTITION=Vault Store name for all vault stores that
correspond to the Enterprise Vault server that is listed in the policy client.

Specify EV_CLOSED_PARTITIONS=Vault Store name for all vault stores that
correspond to the Enterprise Vault server that is listed in the policy client.

Specify the EV_VAULT_STORE_DB=EV Vault Store name directive for all of
the vault stores that correspond to the Enterprise Vault server that is listed in
the policy client.

EV_VAULT_STORE_DB=EV Vault Store name
This directive remains the same from Enterprise Vault 10 to later versions.

Based on the partitions available in the vault store use the following:
= EV_OPEN_PARTITION=Vault Store name

» EV_CLOSED_PARTITIONS=Vault Store name

= EV_READY_PARTITIONS=Vault Store name
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If there is no open partition specify EV_VAULT_STORE_DB=Vault Store name

Specify the open, closed, and ready partitions for all of the vault stores that
correspond to the Enterprise Vault server.

An Enterprise Vault, server-level backup of Index locations is not supported for
EV 10.0. You can use EV_INDEX_LOCATION=site name to back up all Index
locations in the site.

Enterprise Vault 10.0 and the later versions do not support server-level backups.
You must separate the policy into multiple policies to protect the Enterprise Vault
components.

Enterprise Vault 10.0 and the later versions do not support site-level backups.
You must separate the policy into multiple policies to protect the Enterprise Vault
components.

About additional new directives of Enterprise Vault 10.0
and later versions

The Enterprise Vault agent supports the following new Enterprise Vault directives
for 10.0 and later versions:

EV_FINGERPRINT_DB
You can use this directive to backup the fingerprint database component.

EV_FSAREPORTING_DB
You can use this directive to backup the FSA Reporting database component.

EV_AUDIT_DB
You can use this directive to backup the auditing database component.
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This chapter includes the following topics:

= About the Windows and Java user interfaces

= Specifying a logon account for the Enterprise Vault server

= About VSS-based snapshot configuration

» Configuring the local media server for Enterprise Vault backup
= Configuration requirements for an Enterprise Vault backup policy
= Adding a new Enterprise Vault policy

= Enterprise Vault backup policy attributes

= Adding schedules to an Enterprise Vault policy

= About the types of Enterprise Vault backups

= Creating a backup selections list

= Adding a client to a policy

About the Windows and Java user interfaces

You can perform many of configuration functions from the NetBackup Administration
Console on the master server. The type of console available depends on your
master server’s platform. NetBackup supports a Windows and Java interface on
Windows master servers.

The Java and Windows interfaces are nearly identical. If interface differences exist
in the configuration procedures, the term “Windows interface” or “Java interface”
appears in the procedure to differentiate between the two interfaces.
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Specifying a logon account for the Enterprise
Vault server

To perform backups and restores, NetBackup must know the user name and
password for the account that is used to log on to the Enterprise Vault server and
to interact with the Enterprise Vault SQL database. The user must set the logon
account for every NetBackup client that runs backup and restore operations for
Enterprise Vault components.

The Enterprise Vault agent user should have the following user-credential privileges:
= The ability to back up and restore SQL databases

= The ability to communicate with the Enterprise Vault services and to put
Enterprise Vault into backup mode

= Permissions to read and write from the Enterprise Vault file system paths such
as the Enterprise Vault partitions, and index locations. The file paths can be on
the UNC or the local drive

Note: You must perform the following procedure for all of the Enterprise Vault
servers and the SQL servers in an Enterprise Vault site configuration.

To specify the logon account for the Enterprise Vault server

1 Open the NetBackup Administration Console.

2 Expand NetBackup Management > Host Properties > Clients.

3 Ifthe client does not appear in the client list, click the Configure client icon.
Enter a client name in the Choose Client dialog box and click OK.

4 In the right pane, right-click on the client and click Properties.
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5 In the left pane, expand Windows Client and click Enterprise Vault. The
Client Properties dialog box is displayed.

L1 Client Properties: core? -
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& senvers
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% Timeouts
& Firewall
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=231 SharaPainl ' .
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& Proferred Network
25 Regilient Network

)it oK Cancel Apply Help

6 Inthe User name box, specify the user ID for the account that is used to log
on to Enterprise Vault (DOMAIN\user name).

In the Password box, specify the password for the account.

Click OK to save your changes.

About VSS-based snapshot configuration

The Enterprise Vault agent provides support for VSS copy-on-write snapshots, but
the user is not allowed to configure it. In the Enterprise Vault policy type, the Perform
snapshot backups check box is disabled because snapshots have been automated

to run under certain conditions.
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The Enterprise Vault agent uses the snapshot mechanism in following scenarios:
= An Enterprise Vault SQL database backup using a FULL schedule.

= An Enterprise Vault File System data backup for a non-UNC (Universal Naming
Convention) location.

Table 3-1 illustrates when snapshot is used.

Table 3-1 Conditions of when snapshot is used

Data type Schedule type Is a snapshot

used?

Enterprise Vault SQL database FULL Yes

Enterprise Vault SQL database Incremental No

Enterprise Vault File System data is Any No

exposed as a UNC path (For example:

\\server\share\data_path)

Enterprise Vault File System data is Any Yes

exposed as a non-UNC path

The following list contains the additional notes that relate to a VSS-based snapshot
configuration:

= The Enterprise Vault agent internally uses the VSS-based snapshot. Therefore,
every drive that has the Enterprise Vault data must have an ample amount of
free space for a VSS snapshot to be taken. A snapshot can fail if the amount
of free space on the selected drive is insufficient.
See “About the VSS_E_INSUFFICIENT_STORAGE snapshot error” on page 104.

= With NetBackup 7.1 and later, the Enterprise Vault agent attempts to take as
many snapshots per snapshot job as possible. The maximum number of
snapshots that can occur during a single snapshot job is 64 which, is also the
default value. You can lower this value by adjusting the maximum number of
snapshots that can occur during a single snapshot job. The registry DWORD
value, MaxSnapshotPerJob controls the maximum number of snapshots. This
registry value is located under the registry key,
Software\VERITAS\NetBackup\CurrentVersion\Agents\EnterprisevVault\.
The default for the MaxSnapshotPerJob value is 64 snapshots per snapshot
job.
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Configuring the local media server for Enterprise
Vault backup

The NetBackup Enterprise Vault agent is designed to use the local media server
as often as possible during a backup. For example, if the Enterprise Vault server
or Enterprise Vault-SQL server is also a NetBackup media server, then the
Enterprise Vault backup tries to use the media that is attached to the local system
as much as possible. However, because of parameters such as, resource
inheritance from the parent job, it is possible that the Enterprise Vault backup
may not use the local media server.

For the Enterprise Vault agent, local media server support is implicit and no external
setting can disable it. The NetBackup master server configuration for local media
server support does not have any effect on the Enterprise Vault backups that use
or do not use the local media.

For an Enterprise Vault backup to use the local media server, you need to make
some configuration changes. Refer to the following procedure for these changes.

To configure the local media for Enterprise Vault backup

1 First, configure the Enterprise Vault policy’s storage unit. To configure the
policy, open the existing Enterprise Vault policy.

2 From the Attributes tab, choose the Any Available option from the Policy
storage unit/lifecycle policy drop-down list.

3 Next, configure the storage units that belong to the local media server. To
configure the storage unit, open the Change Storage Unit dialog box and
ensure that the On Demand Only check box is deselected for the storage unit.

4 Finally ensure that the following media server entries exist in the Server
Properties of a host:

= The master server must have entries for all media servers in Enterprise
Vault site.

= Each media server in the Enterprise Vault site should have entries in their
properties for other media servers in the Enterprise Vault site.

= All NetBackup clients (Enterprise Vault servers or Enterprise Vault-SQL
servers) should have entries in their properties for all the media servers in
the Enterprise Vault site.
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Configuration requirements for an Enterprise Vault
backup policy

A backup policy for an Enterprise Vault agent defines the backup criteria for a
specific group of one or more clients. The criteria includes the following:

= Storage unit and media to use
= Policy attributes

= Backup schedules

» Clients to be backed up

= Backup selection

Before you create and run a backup policy, ensure that you set the value for the
following items in the Administration Console:

Before you create and run a backup policy, ensure that you set the value for
Maximum concurrent jobs and Maximum jobs per client options from the
Administration console.

The Maximum concurrent jobs option is available in the Storage Unit Settings
dialog box. The value under this option indicates the number of concurrent backup
jobs that can use a storage unit and directly affect the performance of the backup.
Veritas recommends that you change the value of this setting based on the following:

= Your Enterprise Vault configurations
= Policy clients

= Policy backup selections

= Capability of the storage unit

The Maximum jobs per client option is available under the master server Host
properties (Global Settings). Veritas recommends that you change the value based
on your Enterprise Vault configuration and backup selections.

To back up an Enterprise Vault environment, create at least one Enterprise Vault
policy with the appropriate schedules. A configuration can have a single policy that
includes all clients or many policies, some of which include only one client.

See the NetBackup Administrator’'s Guide, Volume I.
See “Adding a new Enterprise Vault policy” on page 27.
See “Adding schedules to an Enterprise Vault policy” on page 29.

See “Adding a client to a policy” on page 33.
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Adding a new Enterprise Vault policy

This topic describes how to add a new Enterprise Vault backup policy.
Note the following before you add a new Enterprise Vault backup policy:

= If you use the command-line interface (CLI) to create the new policy, the
identifying number for an Enterprise Vault agent policy type is 39.

= Multistream backups and restores are not supported at this time.
To add a new policy

1 Log on to the master server as administrator (Windows) and start the NetBackup
Administration Console.

2 If your site has more than one master server, select the one where you want
to add the policy.

3 Add a new policy by making the appropriate selection:
= Inthe left pane, right-click Policies. Select New Policy (Windows interface).

= In the left pane, click Policies. In the All Policies pane, right-click the
master server and click New Policy (Java interface).

4 Inthe Add a New Policy dialog box, in the Policy name field, type a unique
name for the new policy.

5 Uncheck the Use Backup Policy Configuration Wizard check box.

Note: By default, this option is checked. Uncheck this check box if you want
to manually create a new policy. If this check box is not unchecked, the Backup
Policy Configuration wizard appears and guides you through the backup
policy creation process.

Click OK.

On the Attribute tab of the Add a New Policy dialog box, select the
Enterprise-Vault policy type from the Policy type drop-down list.

The Enterprise Vault database agent policy type does not appear in the
drop-down list unless the master server has a license key for this database
agent.

Complete the entries on the Attributes tab.
Continue by adding additional policy information as follows:

= Add schedules
See “Adding schedules to an Enterprise Vault policy” on page 29.



= Add clients
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Enterprise Vault backup policy attributes

See “Adding a client to a policy” on page 33.

= Add Enterprise Vault directives to the backup selections list
See “Creating a backup selections list” on page 31.

10 When you finish configuring the schedule, client, and backup selections, click

OK.

The policy is validated and created if it found to be valid. If the policy is not
valid the policy validation fails with a status 69 or 1800 error.

For more information about how to correct your policy or for more information
about the status errors, refer to the following sections.

See “Creating a backup selections list” on page 31.

See “Adding a client to a policy” on page 33.

Enterprise Vault backup policy attributes

Policy attributes vary according to your specific backup strategy and system

configuration.

For more information on policy attributes, see the NetBackup Administrator’s Guide,

Volume I.

Table 3-2 shows the policy attributes that are available for Enterprise Vault backups.

Table 3-2 Policy attribute descriptions
Attribute Description
Policy type Determines the types of clients that can be in the policy. In some

cases policy type determines the types of backups that NetBackup
can perform on those clients. To use the Enterprise Vault agent,
you must define at least one policy of type that is Enterprise-Vault.

Note: If you use the command-line interface (CLI), the identifying
number for an Enterprise Vault agent policy type is 39.

Limit jobs per policy

Limits the number of jobs that NetBackup performs concurrently
with this policy. Set this option to a number that is determined by
the backup selection and your Enterprise Vault configuration. A
single policy can result in multiple jobs. In addition, you can run
backups without using this option.
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Table 3-2 Policy attribute descriptions (continued)

Attribute Description

Allow multiple data | This attribute is enabled when the user creates an Enterprise Vault
streams policy. However, Enterprise Vault agent does not support the

multiple data streams feature.

This attribute specifies that NetBackup can divide automatic
backups for each client into multiple jobs. Each job backs up only
a part of the list of backup selections. The jobs are in separate data
streams and can occur concurrently. The number of available
storage units, multiplex settings, and the maximum jobs parameters
determine the total number of streams and how many can run
concurrently.

Keyword phrase A textual description of a backup. Useful for browsing backups and

restores.

Adding schedules to an Enterprise Vault policy

Each policy has its own set of schedules. These schedules control the initiation of
automatic backups and also specify when the user operations can be initiated.

To add a schedule

1

o O A~ WODN

In the Policy dialog box, click the Schedules tab.

To access the Policy dialog box, double-click the required policy name under
the Policies list in the NetBackup Administration Console.

Click New.

Specify a unique name for the schedule.
Select the Type of backup.

Specify the other properties for the schedule.

Click the Start Window tab if you want to define the period of time during which
the backup starts and ends.

Click the Exclude Dates tab if you want to exclude specific dates from the
schedule.

Click OK.

About the types of Enterprise Vault backups

Table 3-3 describes the type of backups available with the Enterprise Vault agent.
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See “About Enterprise Vault directives and what data they back up” on page 41.
for additional information on the types of data that is backed up.

Table 3-3 Description of types of backups
Backup Type Description
Full Backup Select this back up type to back up any Enterprise Vault

component. All Enterprise Vault directives support full backups.

User Backup

This type of backup is not supported for Enterprise Vault.

User Archive

This type of backup is not supported for Enterprise Vault.

Cumulative Incremental
backup

This backup type backs up the files that are specified in the
backup selections list that has changed since the last full backup.
All files are backed up if no previous Full backup has been done.
Cumulative incremental backups occur automatically according
to schedule criteria. A complete restore requires the last full
backup and the last, cumulative incremental backup.

Note the following about Cumulative Incremental backups:

s For an SQL database, a cumulative backup is a database
differential backup.

= A cumulative incremental backup does not reset the archive
bit of an object that is included for backup.
See “About the archive bit ” on page 39.

= Do not combine incremental backups (differential and
cumulative) within the same Enterprise Vault policy if the
incremental backups are based on the archive bit.
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Table 3-3 Description of types of backups (continued)
Backup Type Description
Differential Incremental | Select this backup type to only back up the changes that are made
backup to the data since the last full backup or previous incremental
backup.

For an SQL database, a differential incremental backup backs up
the transaction log which also truncates the logs. This schedule
type is available for all Enterprise Vault components.

Warning: Confirm that regular differential incremental backups
are performed against all EV databases to ensure that the
transaction logs are backed up and truncated. Confirm this for
Open Partitions as well since the Vault Store Database is
automatically backed up with an Open Partition backup.

Note: Enterprise Vault creates different SQL databases with the
transaction log mode set as FULL. Veritas recommends that this
mode remains set as FULL, otherwise the Enterprise Vault SQL
differential backup cannot be used.

NetBackup enables you to backup files system files using the
timestamp or the archive bit. See the NetBackup Administrator's
Guide, Volume | for information on how to configure the
Incremental backups to be based on the timestamp or the archive
bit.

Differential Incremental backups based on the archive bit include
a file in a backup only if the archive bit of that file is set. A
differential-incremental backup clears the archive bit if the files
are successfully backed up.

Note: Do not combine incremental backups (differential and
cumulative) within the same Enterprise Vault policy if the
incremental backups are based on the archive bit.

Creating a backup selections list

From the Backup Selections tab you can specify Enterprise Vault components to
back up Enterprise Vault sites, servers, databases, indexes, or Enterprise Vault
partitions. You determine which Enterprise Vault entity to back up by adding
directives to the Backup Selections list. Each directive specifies the Enterprise
Vault component(s) to back up.
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Note: The Enterprise Vault entity names cannot begin with a space or end with a
space. Any Enterprise Vault entity name that uses this format is not supported.

NetBackup uses the same backup selection list for all of the clients that are backed
up according to the policy.

To create a backup selections list

1
2
3

In the Policy dialog box, click the Backup Selections tab.
Click New.

Click the directive icon that appears on the right in the Backup Selections
field.

From the Directive drop-down list in the Select Directive dialog box, select
the Enterprise Vault version that you have installed. The list of directives that
appear correspond to the version of Enterprise Vault you have installed.

The following is a list of naming conventions that apply to Enterprise Vault
directives:

= NetBackup does not support the use of blank spaces either before or after
a component name. Directives that contain an equals sign have a variable
field that you can modify with a component name, such as EV site name
or EV vault store name. This component name cannot start with or end with
a blank space. The Enterprise Vault agent removes these spaces from the
backup selection.

= Enterprise Vault supports blank spaces anywhere in the component name.
The Enterprise Vault agent cannot back up an Enterprise Vault component
whose name begins or ends with a blank space.

= Enterprise Vault enables you to configure multiple vault store groups or
vault stores with the same name. However, NetBackup does not support
vault store groups or vault stores using the same name, if they share the
same directory database.

Enterprise Vault 7.5 or later, directive sets enable you to select one or more
directives. For example, you can select the EV_DIR_DB directive and the
EV_MONITORING_DB directive in a single backup policy.

Note: With Enterprise Vault 8.0 or later, you cannot use the EV_DIR_DB
directive with the EV_INDEX_LOCATION= and the EV_OPEN_PARTITION=
directives.

See “About Enterprise Vault directives and what data they back up” on page 41.

The available Enterprise Vault 7.5 directives are as follows:
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= EV_DIR DB

= EV_MONITORING_DB

= EV_SERVER

= EV_SITE

= EV_VAULT_STORE

» EV_VAULT_STORE=EV vault store name

= EV_VAULT_STORE_DB

» EV_VAULT_STORE_DB=EV vault store name

= EV_INDEX_LOCATION

= EV_OPEN_PARTITIONS

= EV_CLOSED_PARTITIONS

The available Enterprise Vault 8.0 or later directives are as follows:
= EV_DIR DB

= EV_MONITORING_DB

= EV_FSAREPORTING_DB

= EV_AUDIT_DB

s EV_INDEX_LOCATION=site name

s EV_OPEN_PARTITION=vault store name

s EV_CLOSED_PARTITIONS=vault store name

» EV_READY_PARTITIONS=vault store name

s EV_VAULT_STORE_DB=vault store name

= EV_FINGERPRINT_DB=vault store group name
Click OK.

You can rename any directive by selecting the directive and clicking Rename.

Click OK when you have finished adding directives to the Backup Selections
list.

Adding a client to a policy

The clients list contains a list of the clients that are backed up during an automatic
backup. In addition, a client that is specified in the policy should be an Enterprise
Vault server.
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Note: You can add only one client to a policy, multiple clients are not supported in
the same policy.

NetBackup client software must be installed on each system that hosts an Enterprise
Vault database or is an Enterprise Vault server.

To add a client to a policy

1

In the Policy dialog box, click the Clients tab.

To access the Policy dialog box, double-click the policy name in the Policies
list in the NetBackup Administration Console.

Click New and enter the client name in the interface.
For policy client name recommendations, see the following topic:
See “About hosts for Enterprise Vault policies” on page 89.

For more information about Enterprise Vault site and server aliases, see the
Enterprise Vault Administrator's Guide.

Type the name of the client you want to add.

If the Enterprise Vault server is part of an Enterprise Vault cluster, then you
must specify the virtual name of the Enterprise Vault server as the policy client.

The following options are available when you add a client:

Client name Type the name of the client you want to add.

Hardware and operating Choose the applicable hardware and operating system
system of the client.

Click Add.

The following directives do not allow multiple clients:
= EV_INDEX_LOCATION=

= EV_OPEN_PARTITION=

= EV_READY_PARTITIONS=

= EV_CLOSED_PARTITIONS=

= EV_FINGERPRINT_DB=

= EV_VAULT_STORE_DB=

If this client is the last client, click OK.

Adding a client is the last step in creating a new Enterprise Vault policy.
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About features provided
by Enterprise Vault for a
backup provider

This chapter includes the following topics:

= About Enterprise Vault quiescence before a backup

= About quiescing and unquiescing Enterprise Vault services
= About granular quiescence

= About managing safety copies and backups

= About the partition secure notification file

= About the archive bit

About Enterprise Vault quiescence before a
backup

To back up an Open partition or Index location, Enterprise Vault needs to be
quiesced before the backup job starts. The way quiescence is achieved in Enterprise
Vault 7.5 is different from how it is achieved in Enterprise Vault 8.0 and later.

Note: Enterprise Vault uses three terms to define quiescence. Those three terms
are read-only mode, backup mode, and quiescence. These terms are used
interchangeably in reference to Enterprise Vault.
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About quiescing and unquiescing Enterprise Vault services

For Enterprise Vault 7.5, the following applies when NetBackup quiesces Enterprise

Vault:

= Quiescence always happens at the Enterprise Vault server level. For example,
if only one vault store needs to be backed up, the entire Enterprise Vault server
is put into read-only mode.

= Whenever an Enterprise Vault server is put into read-only mode, there are four
services that are put into read-only mode. The following list shows the names
of the Enterprise Vault services that are quiesced:

The Task Controller Service
The Storage Service
The Indexing Service

The Shopping Service

= When an Enterprise Vault server is put into read-only mode, you can access
the data, however you cannot archive any data. Even if only one open partition
is backed up the archiving cannot not happen in any of the vault stores in the
Enterprise Vault server.

See “About quiescing and unquiescing Enterprise Vault services” on page 36.

In Enterprise Vault 8.0 or later a more granular method to quiesce Enterprise Vault
components is used.

See “About granular quiescence” on page 37.

About quiescing and unquiescing Enterprise Vaulit

services

In Enterprise Vault 8.0 or later, quiescing and unquiescing is done at the component

level.

See “About granular quiescence” on page 37.

In Enterprise Vault 7.5, the mechanism to quiesce and unquiesce is performed at
the Enterprise Vault server level through the following Enterprise Vault registry

keys:

= EnableArchive

= EnableCrawler

= EnableExpiry
= EnableFileWatch
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= EnablePSTMigrations

= EnableReplaylndex

= EnableRestore

The locations of the Enterprise Vault registry keys are as follows:

m HKEY LOCAL MACHINE\SOFTWARE\KVS\Enterprise Vault\Storage

] HKEYiLOCALiMACHINE\SOFTWARE\Wow6432Node\KVS\Enterprise
Vault\Storage

The following lists provide a high-level overview of how to quiesce or unquiesce
the Enterprise Vault services.

= To quiesce the Enterprise Vault services, stop the Enterprise Vault services,
create the special Enterprise Vault registry keys, and restart the services. Make
sure that you create the Enterprise Vault registry keys with a value of zero.

= To unquiesce the Enterprise Vault services, stop the Enterprise Vault services,
delete the special Enterprise Vault registry keys, and restart the services.

Multiple quiescent and unquiescent jobs can run on the same Enterprise Vault
server. Therefore, NetBackup uses a registry counter (NBU_EV_QSE_LEVEL) to
track the number of times the Enterprise Vault services are put into read-only mode.
If the value of this counter is zero, the Enterprise Vault services are running in a
read-write mode. If value of this counter is non-zero, then the Enterprise Vault
services are running in a read-only mode.

Note: Incorrect use of the Windows registry editor may prevent the operating system
from functioning properly. You should be very careful when making changes to a
Windows registry. Only those who have experience with the registry editor application
should attempt to modify the registry. Veritas recommends that you make a complete
backup of the registry and workstation before you make any registry changes.

The location of this registry counter is one of the following addresses:
] HKEYiLOCALiMACHINE\SOFTWARE\KVS\Enterprise Vault\NetBackup

] HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KVS\Enterprise
Vault\NetBackup

About granular quiescence

Enterprise Vault 8.0 or later supports the ability to set the backup mode at all levels.
However, NetBackup 7.1 or the later version sets the backup mode only at the vault
store and the Index location level.
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The ability to set the backup mode at the vault store and Index location level ensures
that the following happens during a backup:

= While one vault store is put into a backup mode, any other vault store in the
Enterprise Vault site can continue to archive. When the backup mode is set on
a vault store its content can be retrieved. However, the vault store cannot archive
new content until the backup mode is cleared.

= When the backup mode is set for an index location backup, no new indexes are
created on that index location until the backup mode is cleared.

= When NetBackup sets the backup mode, Enterprise Vault uses three services
internally. These services need to remain up on all Enterprise Vault servers in
the Enterprise Vault site during the backup. The following is a list of the three
Enterprise Vault services that must remain running during the backup:

= Directory service
= Storage service
= Index service

If a backup job fails and the vault store or index location continues to be in backup
mode, you can use the Enterprise Vault Administration Console or the PowerShell
cmdlets to set and clear the backup mode for the following:

s Vault stores
See the Enterprise Vault Administrator's Guide for additional information.

= Index locations
If you use the Enterprise Vault Administration Console, remember to refresh
the console before and after you set or clear the backup mode.
See the Enterprise Vault Administrator's Guide for additional information.

Note: The Enterprise Vault 9.0 and later versions supports atomicity for quiescence.

About managing safety copies and backups

Enterprise Vault manages safety copies based on partition backups. After a partition
backup finishes, the backup product informs Enterprise Vault that the backup has
completed success