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Technical Support

Symantec Technical Support maintains support centers globally. Technical Support’s
primary role is to respond to specific queries about product features and functionality.
The Technical Support group also creates content for our online Knowledge Base.
The Technical Support group works collaboratively with the other functional areas
within Symantec to answer your questions in a timely fashion. For example, the
Technical Support group works with Product Engineering and Symantec Security
Response to provide alerting services and virus definition updates.

Symantec’s support offerings include the following:

= Arange of support options that give you the flexibility to select the right amount
of service for any size organization

= Telephone and/or Web-based support that provides rapid response and
up-to-the-minute information

» Upgrade assurance that delivers software upgrades

= Global support purchased on a regional business hours or 24 hours a day, 7
days a week basis

= Premium service offerings that include Account Management Services

For information about Symantec’s support offerings, you can visit our Web site at
the following URL.:

www.symantec.com/business/support/
All support services will be delivered in accordance with your support agreement
and the then-current enterprise technical support policy.

Contacting Technical Support

Customers with a current support agreement may access Technical Support
information at the following URL:

www.symantec.com/business/support/

Before contacting Technical Support, make sure you have satisfied the system
requirements that are listed in your product documentation. Also, you should be at
the computer on which the problem occurred, in case it is necessary to replicate
the problem.

When you contact Technical Support, please have the following information
available:

s Product release level

= Hardware information


www.symantec.com/business/support/
www.symantec.com/business/support/

= Available memory, disk space, and NIC information
= Operating system
= Version and patch level
= Network topology
= Router, gateway, and IP address information
= Problem description:
= Error messages and log files
= Troubleshooting that was performed before contacting Symantec

= Recent software configuration changes and network changes

Licensing and registration

If your Symantec product requires registration or a license key, access our technical
support Web page at the following URL:

www.symantec.com/business/support/

Customer service
Customer service information is available at the following URL:
www.symantec.com/business/support/

Customer Service is available to assist with non-technical questions, such as the
following types of issues:

= Questions regarding product licensing or serialization

= Product registration updates, such as address or name changes

= General product information (features, language availability, local dealers)
» Latest information about product updates and upgrades

» Information about upgrade assurance and support contracts

= Information about the Symantec Buying Programs

= Advice about Symantec's technical support options

= Nontechnical presales questions

= Issues that are related to CD-ROMs, DVDs, or manuals


www.symantec.com/business/support/
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Support agreement resources

If you want to contact Symantec regarding an existing support agreement, please
contact the support agreement administration team for your region as follows:

Asia-Pacific and Japan customercare_apac@symantec.com
Europe, Middle-East, and Africa semea@symantec.com

North America and Latin America supportsolutions@symantec.com
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Overview of Symantec
NetBackup OpsCenter

This chapter includes the following topics:

= About Symantec NetBackup OpsCenter

= About what's new in Symantec OpsCenter 7.6
» About OpsCenter components

= About using the OpsCenter console

= About starting the OpsCenter console

= About OpsCenter console components

= Common tasks in OpsCenter

= About using Web browser bookmarks

= About OpsCenter documentation

About Symantec NetBackup OpsCenter

Symantec NetBackup OpsCenter is a Web-based software application that helps
organizations by providing visibility into their data protection environment. By using
Symantec NetBackup OpsCenter, you can track the effectiveness of backup
operations by generating comprehensive reports.

OpsCenter is a convergence of NetBackup Operations Manager (NOM) and Veritas
Backup Reporter (VBR) and is available in the following two versions:
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Symantec This OpsCenter version does not require any license.
NetBackup Symantec NetBackup OpsCenter provides single deployment configuration
OpsCenter

and user interface for monitoring, alerting, and reporting functionality.
These features were previously available in NOM and VBR.

Symantec Symantec NetBackup OpsCenter Analytics is the licensed version of
NetBackup OpsCenter.
OpsCenter

Analytics

In addition to the features available in the unlicensed OpsCenter version,
Analytics offers report customization, chargeback reporting, support for
third-party data protection products, and also NetBackup Search.

Note: OpsCenter 7.6 does not support upgrades from NOM and VBR.

About Symantec NetBackup OpsCenter functions

The unlicensed version of OpsCenter is called Symantec NetBackup OpsCenter.

Symantec NetBackup OpsCenter can perform the following functions:

Monitor NetBackup and NetBackup 52xx Appliance setups.

Manage or administer NetBackup and NetBackup 52xx Appliance setups.
Note that OpsCenter can only monitor and manage NetBackup or NetBackup
52xx Appliance. It cannot monitor or manage other products like Symantec
NetBackup PureDisk, Symantec deduplication appliance and so on.

Generate alerts depending on the conditions that you have defined.

Create and customize views using OpsCenter View Builder (formerly called
Java View Builder).

Provide operational reporting on the following Symantec products:
= Symantec NetBackup

= Symantec NetBackup 52xx Appliance

= Symantec NetBackup PureDisk

= Symantec Backup Exec

About Symantec NetBackup OpsCenter Analytics functions

The licensed version of OpsCenter is called Symantec NetBackup OpsCenter
Analytics.

Symantec NetBackup OpsCenter Analytics can perform the following functions:

23



Overview of Symantec NetBackup OpsCenter
About Symantec NetBackup OpsCenter

Monitor NetBackup and NetBackup 52xx Appliance setups.

Manage or administer NetBackup and NetBackup 52xx Appliance setups.
See “ About monitoring and managing NetBackup and NetBackup appliances”
on page 25.

Note that Symantec NetBackup OpsCenter Analytics can only monitor and
manage NetBackup or NetBackup 52xx Appliance. It cannot monitor or manage
other products like Symantec NetBackup PureDisk, Symantec Backup Exec,
Symantec Deduplication Appliance and so on.

Generate alerts depending on the conditions that you have defined.
See “About alerting in OpsCenter” on page 25.

Create and customize views using OpsCenter View Builder.

Provide operational and business-level reporting on the following Symantec and
third-party products:

= Symantec NetBackup

= Symantec NetBackup 52xx Appliance

= Symantec NetBackup PureDisk

= Symantec Backup Exec

Provide chargeback, custom, and custom SQL reports

Perform advanced NetBackup Search and hold operations based on indexing
the file system metadata that is associated with the backup images.
See “About NetBackup Search” on page 644.

Symantec NetBackup OpsCenter Analytics displays customizable, multi-level views
of backup resources and customizable reports for tracking service usage and
expenditures. It also contains tools for defining cost metrics and chargeback formulas
or handling alerts.

A wide range of audiences can benefit from the reporting capabilities and
management capabilities of Symantec NetBackup OpsCenter Analytics. The
audiences include IT (Information Technology) managers, application owners, IT
finance teams, external compliance auditors, legal teams, line-of-business managers,
external customers, IT architects, and capacity planning teams.

The primary objectives of Symantec NetBackup OpsCenter Analytics are as follows:

Help organizations assess their compliance with business standards by allowing
them to accomplish the following:

= Help organizations to establish the Service Level Agreements by reporting
on them

= Report to legal departments, auditors, IT managers, and administrators
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= Verify compliance with internal as well as external business-level regulations.
= |dentify risks in terms of shortfall of backup resources.
= Assess the recovery of clients and applications.

= Assist organizations in effective business planning by enabling them to do the
following:

= Estimate future backup requirements with the help of backup trend analysis.

= Calculate the cost of data protection management and chargeback to
customers and business units.

About monitoring and managing NetBackup and NetBackup
appliances

OpsCenter can manage and monitor NetBackup master and media servers, clients,
policies, and additionally appliance master and media servers. It can manage up
to 100 NetBackup master servers that are distributed across multiple locations. It
does not require you to separately log on to each NetBackup master or media
server.

OpsCenter lets you view the operational status and health of your distributed data
protection environment.

OpsCenter focuses on how to maintain your backup environment after you complete
the NetBackup configuration. You need to use the NetBackup Administration Console
and command-line interfaces for core NetBackup administrative functions such as
configuring media, storage units, and policies.

About alerting in OpsCenter

OpsCenter provides a policy-based alert system, which monitors and notifies you
before serious problems happen to your backup environment. You can use
predefined alert conditions to create alert policies to monitor typical issues or
thresholds within NetBackup, NetBackup Appliance or other products. You can
send an email or SNMP noatification in response to an actual alert, which lets
administrators focus on other job responsibilities. They no longer need to be logged
on to a terminal to monitor systems continuously.

See “About managing alert policies” on page 464.

About reporting in Symantec NetBackup OpsCenter Analytics

These topics state the benefits that you can get from the Symantec NetBackup
OpsCenter Analytics reports.
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See “About OpsCenter reports” on page 593.
See “About compliance reporting” on page 26.

See “About business planning” on page 26.

About compliance reporting

OpsCenter Analytics helps organizations evaluate their compliance with internal
and external business standards by providing accurate and customizable reports.
By using internal compliance reports, you can measure system performance against
a service level agreement (SLA). You can then use the results to optimize data
protection management. Reports such as history or trend analysis ensure your
compliance with the SLA. By using these reports, you can track the use of backup
resources and identify the risks involved. For example, you can generate a report
that anticipates a shortfall of resources in the future based on the current backup
trend. This report is then used to determine the time that is required to purchase
new tape drives, master servers, or media servers.

External compliance reports help you follow the policies that are laid down by various
federal regulations. Such policies include the Sarbanes-Oxley Act (SOX) and the
Health Insurance Portability and Accountability Act (HIPAA).

In addition to tracking the backup information, OpsCenter reports ensure recovery
of key information assets. The reports can help you ensure that the data recovery
meets the recovery-time and recovery-point objectives.

OpsCenter can generate reports that are filtered by views. A view shows a set of
enterprise assets (hosts or file systems) organized in logical groups. For example,
you can create views to display assets according to their locations in the
organization, the line of business they represent, or the applications that are installed.
OpsCenter can generate reports according to views created. These reports help
you identify locations or departments containing assets with critical data. These
reports are then used in resource planning.

About business planning

OpsCenter Analytics is a management tool that helps you optimize your data
protection environment with effective business planning. It delivers backup services
to organizations, which include reporting on backup and recovery trends and
managing datacenters . This product supports a wide range of backup and recovery
solutions including NetBackup and Backup Exec. It seamlessly integrates with
backup products and provides consistent reporting across them. It can collect data
from the following target products:

= Symantec NetBackup
= Symantec NetBackup Appliance
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= Symantec Backup Exec
= Symantec NetBackup PureDisk

OpsCenter’s ability to forecast backup resource requirements helps datacenter
executives to decide whether to maintain the existing resources or add new capacity.
The detailed, drill-down OpsCenter reports help you determine the applications,
databases, or business departments that are the heaviest consumers of backup
resources. For example, in an environment running 20 instances of Oracle
applications, you can generate a report showing resource consumption by
department, server, or location. Depending on this information, organizations can
provide appropriate resource planning in advance.

Symantec NetBackup OpsCenter Analytics offers you a set of chargeback reports
that detail backup service expenditures. By using these reports, you can track the
backup use and recovery use and the associated cost. By using the chargeback
function, you can define pricing models for backup service delivery and allocate
costs to customers based on these models. For example, you can create a formula
that determines charges based on kilobytes of backed up data over a period of
time. Using this chargeback data, you can then present itemized invoices to internal
customers, export chargeback tables to third-party billing systems, or use the data
to analyze and justify expenditures.

About what's new in Symantec OpsCenter 7.6

OpsCenter 7.6 offers the following new features.

Table 1-1 New features in NetBackup 7.6

Feature Description

OpsCenter Getting Started | The OpsCenter Getting Started feature guides you through the
feature initial configuration tasks that you should carry out before
collecting data from NetBackup Master Servers. This set of
wizards is displayed after the first-time login.

Using this wizard you can monitor and manage as many master
servers as you want. You can also add OpsCenter views (or
groups), users and configure email settings.

You can do these configurations using different tabs and screens
that are scattered across the OpsCenter GUI.

However, with the OpsCenter Getting Started feature, you can
configure your OpsCenter setup in four guided tasks and start
collecting the backup data.

See “About the OpsCenter Getting Started feature” on page 188.
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New features in NetBackup 7.6 (continued)

Feature

Description

Integration of external
Active Directory and LDAP
group support into
OpsCenter's Role-Based
Access

Starting from OpsCenter 7.6, you can add AD / LDAP domain
user groups in OpsCenter and assign user roles to them. All
users in the group inherit the same user role and they can
access OpsCenter using their AD / LDAP credentials. With this
enhancement, you do not need to add and authenticate each
user of the group in OpsCenter. Any changes to the user group
like addition or removal of a user is automatically reflected in
OpsCenter.

See “About adding AD / LDAP user groups in OpsCenter”
on page 270.

OpsCenter database
schema documentation

OpsCenter 7.6 provides detailed information about the
OpsCenter database schema that you may want to know before
running any SQL query to generate reports.

The OpsCenter database schema is available as a . pdf file
directly within the OpsCenter GUI.

On the OpsCenter GUI, go to Reports > Report Templates >
Create New Report > Run SQL Query. On the SQL Query page,
click the following link: Refer to the OpsCenter Database
Schema Document

Enhanced NetBackup and
deduplication appliance
awareness

OpsCenter 7.6 can centrally monitor the hardware information
of multiple deduplication appliances. With OpsCenter 7.6 you
can monitor a deduplication appliance that is deployed as a
standalone Storage Pool Authority (SPA), as a Content Router
(CR), or as a PureDisk deduplication option (PDDO) storage
server to a NetBackup domain. You can add a deduplication
appliance master server to OpsCenter 7.6 to monitor it. You
can also configure hardware alerts for both NetBackup and
deduplication appliances and view deduplication reports using
OpsCenter 7.6.

For more details, refer to the Symantec NetBackup OpsCenter
Reporting Guide.

Embedded OpsCenter
user authentication service
or OpsCenter AT

Starting from OpsCenter 7.6, the user authentication service
(Symantec Product Authentication Service or AT) is embedded
with OpsCenter Server. Each OpsCenter 7.6 setup will have its
own AT configuration, which is called OpsCenter AT.

See “About OpsCenter AT” on page 33.
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Table 1-1 New features in NetBackup 7.6 (continued)

Feature

Description

Enhancement in the
OpsCenter upgrade
process

In OpsCenter 7.6, the database is upgraded during the
pre-installation process. In case of upgrade failure, the older
OpsCenter setup is still available for use.

For more details, refer to the 'About OpsCenter upgrade failure
scenarios' section in the Symantec NetBackup OpsCenter
Administrator's Guide.

Secure OpsCenter login

Starting from OpsCenter 7.6, the new OpsCenter users require
to change the password before logging on to the OpsCenter
GUI. After a new user enters the default user credentials, the
Change Password page is displayed that prompts the user to
change the default password for security purposes.

However, the users whose accounts existed in the previous
OpsCenter version and were upgraded to OpsCenter 7.6 can
logon to OpsCenter 7.6 GUI with their old passwords.

Note: All new OpsCenter 7.6 users should set their passwords
according to the password rules that are provided on the
OpsCenter Ul.

See “Changing your OpsCenter password” on page 253.

Here are a few more important changes in OpsCenter 7.6:

» The OpsCenter 7.6 checks your web browser compatibility and notifies you
whether it is as per the browser recommendations or not. On the Login page,

it displays the following message: Browser meets recommended prerequisites

= The SMTP Server configuration settings are now stored in OpsCenter database
in the nm_SmtpSettings table. In earlier OpsCenter version, these settings were

stored in the nm.conf file
See “About storing the SMTP Server configurations in OpsCenter 7.6”

on page 259.

= Starting from OpsCenter 7.6, the following products will not be supported:

Enterprise Vault, IBM Tivoli Storage Manager, and EMC Networker.See “About

dropping the support for EV, TSM, and EMC in OpsCenter 7.6” on page 310.

= In OpsCenter 7.6, the following infrastructure components are upgraded to

higher versions:

= The Apache Tomcat Web Server is upgraded to version 7.0.33. The Web
Server is upgraded to address the security vulnerabilities in the earlier

version.
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= The Java Runtime Environment (JRE) is upgraded to version 1.7.0_25.

About OpsCenter components

This section describes the following OpsCenter components:

About the OpsCenter Server

The OpsCenter Server, the core of the architecture, is a Web application that
normalizes backup data that it collects from various applications. This normalized
data is used for reporting on backup-related information.

OpsCenter Server is supported on Windows and UNIX platforms.

Note: You must install OpsCenter Server, Agent, and View Builder of the same
versions. For example, Server 7.6 is compatible only with Agent 7.6 and View
Builder 7.6.

The OpsCenter Server comprises the following components:

OpsCenter database A Sybase SA (SQL Anywhere) database management system containing
data related to back up service usage and expenditure, cost metrics and
chargeback formulas, and alerts.

See “About the OpsCenter database” on page 32.

OpsCenter AT A set of common authentication runtime libraries and processes that enable
users to log on once to access multiple products.

OpsCenter AT validates identities based on external name spaces. Examples
of name spaces are Active Directory or other LDAP servers, UNIX identities
based on password files, NIS/NIS+ repositories, or any identities that can
be authenticated through PAM (Pluggable Authentication Module). It also
provides a private user repository for service identities.

See “About OpsCenter AT” on page 33.

Alert Manager A component that provides policy-based alert management, including
notification, custom actions, and SNMP management capabilities.

Symantec Web Server and Java A common Web server (that uses Java Server Pages) and a JRE to serve
Runtime Environment (JRE) the OpsCenter console.
Veritas Licensing Manager A common Veritas Licensing Module and APl used to add, change, and

remove Veritas product license keys.
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Symantec Private Branch Exchange A common component that uses socket passing to reduce the number of
ports that are required to be open across a firewall. Symantec Private Branch
Exchange uses a paradigm similar to the paradigm of a telephone
switchboard. Calls placed to a switchboard are redirected to a known
extension. In the PBX exchange, client connections that are sent to the
exchange’s port are redirected to an extension that is associated with the
OpsCenter Server.

Figure 1-1 shows the architecture of the OpsCenter Server.
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Figure 1-1 OpsCenter Server architecture
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About the OpsCenter database

OpsCenter uses Sybase SQL Anywhere 12 (Sybase 12) database management
system as a repository for the backup data data, such as backup service usage
and expenditure reports, cost metrics, chargeback formulae, and alerts.



Overview of Symantec NetBackup OpsCenter | 33
About OpsCenter components

OpsCenter uses a Sybase SQL Anywhere 12 (Sybase 12) database installation
that is separate from the NetBackup database.

Except for a very small number of system settings, all information that is in the Web
user interface is contained in the OpsCenter database, which consists of a single
cross-platform database file.

The OpsCenter database is completely embedded and requires no additional
installation steps. The Sybase database is also self tuning and does not require a
database administrator to maintain it.

OpsCenter 7.6 does not support upgrades from NOM and VBR.

About OpsCenter AT

Prior to OpsCenter 7.6, Symantec Product Authentication Service (AT), was a
shared component. During OpsCenter installation, AT Root Broker was installed
on a default shared location. So that, all other Symantec products on that machine
could use the same AT service for user authentication.

Starting from OpsCenter 7.6, AT service (that consists of Root Broker and
Authentication Broker) is embedded with the OpsCenter Server software. This AT
service is very specific to OpsCenter and therefore, it is called OpsCenter AT.

Note: No other Symantec products can use OpsCenter AT for user authentication.

In a clustered OpsCenter 7.6 setup, each cluster node has an embeded AT binary.
All cluster nodes share the same AT configuration and the authentication data exists
on a shared disk.

Name of the Symantec OpsCenter Authentication Service opsatd.

Note: In case of a fresh OpsCenter 7.6 installation, OpsCenter AT is installed along
with OpsCenter Server installation. If you are upgrading OpsCenter to 7.6 version,
you need to consider various scenarios and take appropriate actions. Refer to the
'About OpsCenter 7.6 upgrade scenarios' section from the OpsCenter Administrator's
Guide.

About the OpsCenter Agent

The OpsCenter Agent collects data from various Symantec and third-party backup
products. These products can reside on the OpsCenter Agent host or on remote
hosts. The OpsCenter Agent relies on the Java Runtime Environment (JRE) to
perform its functions. The OpsCenter Agent also requires embedded AT (Symantec
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Product Authentication Service) to authenticate itself with the OpsCenter Server.
Both JRE and AT libraries are installed automatically with the Agent installation.

OpsCenter Agent is supported on Windows and Solaris platforms.

Note: You must install OpsCenter Server, Agent, and View Builder of the same
versions. For example, Server 7.6 is compatible only with Agent 7.6 and View
Builder 7.6.

OpsCenter formats the information collected from the following target products and
displays it through the OpsCenter console:

= Symantec NetBackup and NetBackup Appliance

Note: For NetBackup 6.5.x master servers, you need to have OpsCenter Agent
only if you want to collect image, error log, breakup jobs, capacity license, or
traditional license data. For NetBackup 6.0.x master servers, you need to have
OpsCenter Agent only if you want to collect image, error log, capacity, and
traditional license data. For NetBackup 7.0.x master servers, you need to have
OpsCenter Agent only if you want to collect breakup jobs, capacity license, or
traditional license data. For NetBackup 7.1.x, 7.5, 7.6 master servers, you need
to have OpsCenter Agent only if you want to collect capacity license or traditional
license data.

= Symantec Backup Exec (Windows only)
OpsCenter Server collects NetBackup data using NBSL in the following scenarios:

= If you want to collect tape drive information, media, policy and schedule, job, or
skipped file data from a NetBackup master server of any supported version.

= [f you want to collect any data type from NetBackup 7.6 master servers (except
traditional and capacity license data).

The OpsCenter Agent can reside on the same host as the OpsCenter Server, or
can be installed on a remote host. All OpsCenter data collectors are configured on
every Agent. Configure and run only these data collectors for the target product on
which you want to monitor or report.

A number of combinations of OpsCenter Agent and Server installations are possible.
For example, you can install an Agent on the OpsCenter Server host and configure
the NetBackup data collector to collect data from a remote NetBackup master
server. Alternatively, you can install an agent on the NetBackup master server host
and configure the NetBackup data collector to collect data from the local NetBackup
master server.
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The core of the OpsCenter Agent is a Java virtual machine (JVM) on which you run
different data collectors. The OpsCenter Agent communicates with the OpsCenter
Server, schedules backup data collection data types, and receives commands
through the CORBA API.

Because the OpsCenter Server relies on Symantec Product Authentication Service
to authenticate connections between the OpsCenter Agent and OpsCenter Server,
the Symantec Product Authentication Service client libraries reside on the Agent
host.

The OpsCenter Agent consists of the scheduler, CORBA Client/Server, and data
collectors that collect backup data from all available backup applications. The
Scheduler and CORBA form the agent core.

These parts of the agent are described in the following topics:
See “About the scheduler” on page 35.
See “About the CORBA Client/Server ” on page 35.

See “About data collectors” on page 35.

About the scheduler
The scheduler performs three basic functions for the OpsCenter Agent:
= Checks and queues the data collection schedules of all running data collectors.

= Sends periodic heartbeat messages to the OpsCenter server to ensure the
reliability of communications between the Agent and the Server.

= Monitors modifications that are made to the Agent configuration using the
OpsCenter console, which are stored on the OpsCenter Server.

About the CORBA Client/Server

The OpsCenter Agent implements a CORBA server that listens on a configurable
port that allows the OpsCenter console to get the runtime status of the Agent. (The
default port is 7806.) When you send a request to get the Agent status through the
OpsCenter user interface, the OpsCenter Server sends the request to the CORBA
Server to receive the requested information.

The Agent behaves as a CORBA client when sending data or alerts to the OpsCenter
Server.

About data collectors

The data collectors convert the data specific to back up products into a format that
can be used by the OpsCenter Server. Each data collector must conform to an
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interface that defines its interaction with the OpsCenter Agent. The data collector
is implemented in a way that suits the underlying backup product.

Data collector configurations consist of general parameters, such as log
configurations and data collection event definitions, which are shared by all data
collectors, and product-specific values.

You must configure a data collector on the OpsCenter Agent host that collects data
from a backup product host.

About Agent configuration and logging

Agent configuration settings are stored in the OpsCenter database. The OpsCenter
Agent also caches the latest version of the configuration settings in the agent . conf
file. The agent compares the local agent . conf file with the one stored in the
database when the agent process is started. If the agent process has already
started, any changes made to the local agent . conf file do not take place until the
agent is restarted.

Note: You should not modify the agent . conf file. You should change the agent
configuration settings using the OpsCenter Agent configuration user interface.

Any changes that you make to the Agent configuration settings are reflected after
the next heartbeat.

A heartbeat is a request that the OpsCenter Agent sends to the OpsCenter Server
to check for any new changes in the configuration settings. By default, a heartbeat
is sent every minute.

Logging for the agent core and individual data collector is administered in the same
fashion but written to different log files.

About the OpsCenter OpsCenter View Builder

The OpsCenter View Builder is an application in which an administrator creates,
modifies, and manages access to the OpsCenter views that users see in the console.

The OpsCenter View Builder relies on the AT client libraries which is installed
automatically to communicate properly with the OpsCenter Server. To use the
OpsCenter View Builder, you need to provide logon credentials as you do while
logging onto the OpsCenter console.

See “Logging on to the Symantec NetBackup OpsCenter console as a default admin
user” on page 51.
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When you run the OpsCenter View Builder .exe file, it is directly connected to the
OpsCenter Server. The View Builder fetches the existing object view definitions
from the OpsCenter database and displays them in the OpsCenter console. The
actions that you perform using the View Builder console are then stored in the
OpsCenter database.

Note: You must install OpsCenter Server, Agent, and View Builder of the same
versions. For example, Server 7.6 is compatible only with Agent 7.6 and View
Builder 7.6.

About using the OpsCenter console

The following sections describe how to access and use OpsCenter. They include
how to log on and log off and how the console works.

For information on how to understand and use the various OpsCenter views and
related tasks, see the OpsCenter online Help. Context-sensitive help is available
for all console views, task dialog boxes, and wizard task screens.

To access the online Help, use the Help option in most dialog boxes and wizard
screens. You can also use the Help option on the title bar of OpsCenter views.

The OpsCenter online documentation assumes that the user has a good working
knowledge of NetBackup and its concepts and components.

Portions of the online Help may refer the user to other NetBackup documentation
for descriptions of NetBackup fields and components.

The following NetBackup documents are referenced in the OpsCenter online Help:
» NetBackup Administration Console Help
n NetBackup Administrator's Guide for UNIX, Windows, and Linux, Volume |

n NetBackup Troubleshooting Guide for UNIX, Windows, and Linux

About starting the OpsCenter console

The OpsCenter Server is the focal point for centralized management of the
NetBackup servers (version 6.5.x and later) in your backup environment.

When you install Symantec NetBackup OpsCenter, you select the computer that
serves as the OpsCenter server. When you start the OpsCenter console to manage
and monitor your NetBackup environment, you open a connection to the OpsCenter
Web interface.
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About web browser considerations

Consider the following recommendations and requirements for the web browser to
be able to access the OpsCenter console.

The following requirements and recommendations should be considered for the
web browser to access OpsCenter console:

The OpsCenter console uses pop-up menus. If you use pop-up blockers with
your web browser, some of these menus may not display properly. You must
disable pop-up blocking or add the OpsCenter web address to the list of
acceptable sites in your browser.

JavaScript should be enabled for all the browsers.

In case Win2000, WinXP SP3, Win2003, or WinCE clients need to connect to
the OpsCenter server using Internet Explorer version 6,7,or 8 with 128 bit cipher
configuration, then following steps need to be followed:

Find server.xml file at
OpsCenter\gui\webserver\conf for Windows server
lopt/SYMCOpsCenterGUl/gui/webserver/conf for UNIX/Linux server.

Find below cipher configuration in server.xml file.

<Connector SSLEnabled="True" URIEncoding="UTF-8"
acceptCount="100" ciphers="SSL RSA WITH RC4 128 MD5,
SSL_RSA WITH RC4 128 SHA, TLS RSA WITH AES 128 CBC_SHA,

TLS DHE RSA WITH AES 128 CBC_ SHA,

TLS_DHE DSS WITH AES 128 CBC SHA, SSL_RSA WITH 3DES_EDE_CBC_SHA,
SSL_DHE RSA WITH 3DES_EDE CBC_SHA,

SSL_DHE_DSS_WITH 3DES EDE CBC_ SHA"
compressableMimeType="text/html, text/xml, text/javascript, text/css"
compression="on" compressionMinSize="10"
connectionTimeout="20000" disableUploadTimeout="true"
enableLookups="false"
keystoreFile="C:\PROGRA~1\Symantec\OpsCenter\gui\Security\Keystore"
keystorePass="opscenter" maxHttpHeaderSize="8192"
maxThreads="150" minSpareThreads="25"
noCompressionUserAgents="gozilla, traviata" port="443"
protocol="HTTP/1.1" scheme="https" secure="true"

sslProtocol="TLS" useBodyEncodingForURI="true"/>

Append below list of ciphers in 'ciphers' attribute.
SSL_RSA WITH RC4 128 MD5,
SSL_RSA WITH RC4 128 SHA,

SSL_RSA WITH 3DES EDE CBC SHA,
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SSL_DHE RSA WITH 3DES EDE CBC SHA,
SSL _DHE DSS WITH 3DES EDE CBC SHA

= Restart OpsCenter WebServer service.

In case of Internet Explorer 7.0, ActiveX should be enabled. This is because
Ajax is supported through ActiveX for Internet Explorer 7.0.

Ensure that the character encoding for the browser is Unicode (UTF 8) before
you access the OpsCenter console.

Open the Internet Explorer browser and select View > Encoding > Unicode
(UTF-8).

Open the Mozilla Firefox browser and select View > Character Encoding >
Unicode (UTF 8).

On some server systems, you may see a blank page when you try to access
OpsCenter using Internet Explorer 7.0 and above versions. This issue is caused
due to high security level in server systems. If you encounter this issue, open
Internet Explorer and click Tools > Internet Options. Click the Security tab
and select 'Internet’ icon as the zone. Click Custom Level.... In the Security
Settings dialog box, browse to Miscellaneous > Allow META REFRESH and
select Enable. Click Yes to confirm that you want to change the security settings
for the zone, and then click OK.

Note: In case you do not want to change your security settings, you must
manually append /opscenter to the OpsCenter URL. This action must be taken
every time you access OpsCenter and face this issue.

On some server-class systems, an enhanced security configuration can cause
some pages to not display properly in Internet Explorer. If you encounter this
issue, add the OpsCenter URL to the Trusted-sites list and lower the security
setting. To resolve this issue, open Internet Explorer and select Tools > Internet
Options > Security to configure the Trusted-sites list and lower the security
level.

If you use Internet Explorer 8.0 or 9.0 to access the OpsCenter console, security
certificate warnings appear when you access a pop-up menu. Select Continue
to this website (not recommended) to open the pop-up menu. Once you select
this option, the security certificate warnings do not appear on the pop-up menus.

If you use Internet Explorer 9.0 to access the OpsCenter console, you may not
be able to download or view reports, jobs, or audit trails data when you export
it from OpsCenter. More details on how to resolve this issue are available.
See “Exporting OpsCenter reports or data with IE 9.0” on page 44.
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If you use Internet Explorer 8.0 or 9.0 to access the OpsCenter console, ensure
that you select the standard versions of |IE 8.0 or 9.0 and not their compatibility
mode.

To select the standard version on your IE 8.0 or 9.0 window, press F12. The
F12 window opens. From the Menu bar click Browser Mode:, you can view the
different IE versions - Internet Explorer 7, Internet Explorer 8, Internet
Explorer 9, Internet Explorer 9 Compatibility View. Select Internet Explorer
8 or Internet Explorer 9 to access the OpsCenter console.

If you use Internet Explorer 10 to access the OpsCenter console, you must
change the default browser mode from Internet Explorer 10 Compatibility View
to Internet Explorer 10.

To change the browser compatibility view mode, press F12 from the browser
to open the Developer Tools window. From the Menu bar, click Browser
Mode:Internet Explorer Compat View, and then select Internet Explorer 10.

A known issue in Firefox 8.x causes the downloaded attachments to be named
as ExportReportAction.do or some other file name and type which cannot be
opened. This issue affects you if you use Firefox 8.x to access the OpsCenter
console and generally occurs when you export a report or export job and audit
logs. Because of the Firefox 8.x issue, when you export an OpsCenter report
for instance, the report is saved by the name ExportReportAction.do and
does not open if you try to open it.

To resolve this issue, Symantec recommends that you upgrade to Firefox 9.0.
In case you want to continue using Firefox 8.x, when you export a report or job
logs using Firefox 8.x and are prompted to open or save the exported file, click
Save File. In the Enter name of file to save to dialog box, select the Save as
type as All Files and then rename the file with the proper extension (like replace
the default name ExportReportAction.do With filecount.pdf)and click Save.
You can then open this report.

Note: If you do not see Enter name of file to save to dialog box, click Firefox
> Options > General and check Always ask me where to save files option.

The web browser cache must be cleared.

Note: Refer to the compatibility matrix that is posted on the Symantec Support web
site for the latest information on the browsers that OpsCenter supports. This
document is posted at the following URL:

http://www.symantec.com/docs/TECH76648
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About accessing the OpsCenter console
Before accessing the OpsCenter console, review the following section thoroughly.
See “About web browser considerations” on page 38.

On a system that has a network connection to the OpsCenter server, start a Web
browser.

In the Web browser address bar, enter the following: http://host.domain/opscenter

host.domain is the fully qualified domain name of the OpsCenter server and can
also be an IP address.

Note: By default, OpsCenter tries to run on port 80 (HTTP). If port 80 is not available,
OpsCenter can use a different port. To know the HTTP and HTTPS port that
OpsCenter uses, run the configurePorts utility. Run

INSTALL PATH\OpsCenter\guilbin\goodies\configurePorts.bat -status On
Windows hosts or

<INSTALL PATH>/SYMCOpsCenterWebGUI/bin/goodies/configurePorts.sh
-status on UNIX hosts. For example, if OpsCenter uses HTTP port 8181, then
use http://host.domain:8181/opscenter.

You can also use the URL that is presented at the end of the OpsCenter server
installation to access OpsCenter.

You must supply logon credentials on the OpsCenter logon screen. For an
administrator initial logon, the user name is admin and the password is password
or any custom password that you chose during the installation.

Select OpsCenterUsers(vx) from the Domain drop-down list and click Log On.

See “Logging on to the Symantec NetBackup OpsCenter console as a default admin
user” on page 51.

Disabling the Untrusted Connection page in Mozilla Firefox

When you access OpsCenter in Mozilla Firefox, you may see the following Untrusted
Connection page.

This Connection is Untrusted

You have asked Firefox to connect
securely to <OpsCenterhost.domain>, but we can't confirm

that your connection is secure.
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Normally, when you try to connect securely,
sites will present trusted identification to prove that you are

going to the right place. However, this site's identity can't be verified.

What Should I do?
If you usually connect to
this site without problems, this error could mean that someone is

trying to impersonate the site, and you shouldn't continue.

Technical Details
I Understand the Risks

Your choice is either to click Get me out of here, which takes you to the Mozilla
Firefox start page, or to click Add Exception (when you expand the | Understand
the Risks section) and permanently disable the page.

To disable the Untrusted Connection page in Mozilla Firefox

1 On the Untrusted Connection page, expand | Understand the Risks section
and click Add Exception.

In the Add Security Exception dialog box, click Get Certificate.

3 To make this exception permanent, make sure that the Permanently store
this exception option is checked. This option is checked by default.

Click Confirm Security Exception.

Restart your browser for the changes to take effect.

Disabling security certificate warnings and HTTPS redirection
in browsers

When you log on to the OpsCenter console, you may see security certificate
warnings on Mozilla Firefox and Internet Explorer browsers. When you access
OpsCenter using http://<host.domain>/opscenter, you are automatically redirected
to HTTPS (hypertext transfer protocol secure) which is a secure protocol and
requires a certificate. If you do not want to use HTTPS, you can disable the security
certificate warnings for the OpsCenter console. However, if you disable the automatic
redirection to HTTPS, you lose the encryption and secure identification of the server
that HTTPS provides.
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To disable security certificate warnings and HTTPS redirection in browsers

1 Openthe web.xml configuration file in a text editor from the following locations:

For Windows: INSTALL PATH\OpsCenter\gui\webserver\conf\web.xml

For UNIX: <INSTALL PATH>/SYMCOpsCenterGUI/webserver/conf/web.xml

Note: Before you proceed, take a backup of the web . xm1 file.

2 Inthe web.xm1 file, locate the security constraint string (located towards the
end of the file):

<security-constraint>
<display-name>Security Constraint</display-name>
<web-resource-collection>
<web-resource-name>Protected Area</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<user-data-constraint>
transport-guarantee>CONFIDENTIAL</transport-guarantee>

</user-data-constraint>
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3 Comment this portion from the web . xm1 file by adding <!-- in the beginning and
--> in the end. You can also add your comments inside. For example:

<!-- Commenting to disable https
<security-constraint>

<display-name>Security Constraint</display-name>

<web-resource-collection>
<web-resource-name>Protected Area</web-resource-name>
<url-pattern>/*</url-pattern>

</web-resource-collection>

<user-data-constraint>

<transport-guarantee>CONFIDENTIAL</transport-guarantee>

</user-data-constraint>

Comments End —-->

4  Stop the OpsCenter Web interface service on Windows.

Select Control Panel > Administrative Tools > Services and restart (stop
and then start) the Symantec OpsCenter Web Server Service.

5 Restart the OpsCenter Web interface service on UNIX. Enter the following
command:

Stop service <INSTALL PATH>/SYMCOpsCenterGUI/bin/stopGUI

Start service <INSTALL_ PATH>/SYMCOpsCenterGUI/bin/startGUI

Exporting OpsCenter reports or data with IE 9.0

When you are using |IE 9.0, you may not be able to download or view reports, audit
trails, or jobs data when you export them from OpsCenter on HTTPS.

This problem occurs if the Do not save encrypted pages to disk option in Internet
Explorer is checked. This issue is explained in detail on the following Web site:
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http://support.microsoft.com/kb/2549423

File downloads in Internet Explorer require a cache or temporary file to succeed.
In IE9, if the file is delivered over HTTPS with any response headers set to prevent
caching and the Do not save encrypted pages to disk option is set, then a cache
file is not created. Therefore, the download fails.

Use any one of the following procedures to resolve this issue.

To uncheck encrupted pages to disk

1 Open Internet Explorer. Go to Tools > Internet Options > Advanced.
2 Uncheck Do not save encrypted pages to disk option.

To bypass the cache checkin IE9

1 Start the Registry Editor.

2 For a per-user setting, locate the following registry key:

HKEY_CURRENT_USER\SOFTWAREMicrosoft\Windows\CurrentVersion\internet
Settings

For a per-computer setting, locate the following registry key:

HKEY_LOCAL_MACHINE\SOF TWARE\MicrosoftWindows\CurrentVersion\Intemet
Settings

3 On the Edit menu, click Add Value and add the following value:
"BypassSSLNoCacheCheck"=Dword:00000001
4  Quit Registry Editor.

Possible OpsCenter console access issues

Table 1-2 describes possible OpsCenter console access issues and their solution.
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Table 1-2 OpsCenter console access issues, causes, and solution

Issue and Cause

Solution

You cannot connect to the Web interface. Your
Web browser displays a "page cannot be
displayed" or "connection was
refused."message.

This issue happens when the OpsCenter Web
interface (the OpsCenter console) is not running
or is inaccessible on the network.

To connect to the Web interface

1

Verify that the Symantec OpsCenter Web server Service is
running.

You can check the status of all OpsCenter processes on UNIX
by entering the following command:

<INSTALL PATH>/SYMCOpsCenterServer/bin/opsadmin.sh

monitor

Verify that a Web browser on the OpsCenter server can connect
to the OpsCenter console by using the following address:

http://localhost:<HTTP port number>/opscenter

Note: To know the HTTP and HTTPS port that OpsCenter uses,
run the configurePorts utility. Run

INSTALL PATH\OpsCenter\gui\bin\goodies\configurePorts.bat
-status on Windows hosts or

<INSTALL PATH>/SYMIOpsCenterWelGUL/bin/goodies/configurePorts. sh
-status on UNIX hosts.
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Table 1-2 OpsCenter console access issues, causes, and solution (continued)

Issue and Cause

Solution

The OpsCenter Web interface is running, but
the OpsCenter console is not available. Your
Web browser displays an HTTP STATUS 404
error.

This issue happens when the OpsCenter
console application is not loaded.

To resolve an HTTP STATUS 404 error on Windows

1

Locate the opscenter.war file in the following directory to
verify that the OpsCenter application is installed:

INSTALL PATH\OpsCenter\gui\webserver\webapps
Verify that all the OpsCenter server services are running.

Start all the OpsCenter Server services by using the following
command:

INSTALL PATH\OpsCenter\server\bin\opsadmin.bat
start

To resolve an HTTP STATUS 404 error on UNIX:

1

Locate the opscenter.war file in the following directory to
verify that the OpsCenter application is installed:

<INSTALL PATH>/SYMCOpsCenterGUI

To verify that all OpsCenter Server processes are running, use
the following command:

<INSTALL PATH>/SYMCOpsCenterServer/bin/opsadmin
monitor

Start all the OpsCenter Server processes by using the following
commands:

<INSTALL PATH>/SYMCOpsCenterServer/bin/opsadmin.sh
start
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Table 1-2 OpsCenter console access issues, causes, and solution (continued)

Issue and Cause

Solution

You see a blank page when you try to access
OpsCenter using Internet Explorer 7.0 and later
versions.

To resolve blank page issues when using Internet Explorer 7.0
and later

1 Open Internet Explorer . On the Tools menu, click Internet
Options.

2  Click the Security tab.

3 Under Select a Web content zone to specify its security
settings, click the Internet, icon and then click Custom Level.

4  Inthe Security Settings dialog box, browse to Miscellaneous
> Allow META REFRESH and select Enable.

5  Click Yes to confirm that you want to change the security settings
for the zone, and then click OK.

Note: If you do not want to change your security settings, you must
manually append /opscenter to the OpsCenter URL. Without the
changes to the security settings, the issue recurs every time that you
accessOpsCenter, and you must add /opscenter to the URL.
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Issue and Cause

Solution

You get the following error when you access
OpsCenter by clicking Start > Programs >
Symantec OpsCenter > WebUI Login on
Windows:

Windows cannot find
https://<MACHINE NAVE>:<FORT NUVBER>/opscenter.
Make sure you typed the name
correctly, and then try again. To
search for a file, click the Start
button and then click Search.
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OpsCenter console access issues, causes, and solution (continued)

Issue and Cause

Solution

To fix the WebUl Login error for Windows XP
1 Open Windows Explorer (or My Computer).
2 Go to Tools > Folder Options > File Types.

3  Select Extension: (NONE) and File Type: URL:HyperText
Transfer Protocol

4  Click Advanced. In the Edit File Type window, select Open
and click Edit.

Uncheck Use DDE (the dialog should then hide the lower part).

6 Click OK for that dialog and the next one (afterwards, the Use
DDE box is still checked but the DDE Message box will be
cleared).

7  Repeat for Extension: (NONE) File Type: URL:HyperText
Transfer Protocol with Privacy (and any other protocols you
want to fix).

8 Repeat for Extension: (NONE) File Type: Firefox URL.

Repeat for Extension: HTM (or HTML) File Type: Firefox
Document.

Note that the File Types user interface that allows you to uncheck
the Use DDE option, as described above, is not available in Windows
Vista. You need to edit the registry to remove the ddeexec key.

You need to manually edit the registry in Windows Vista or in cases
where the File Types listing is missing certain entries such as
URL:HyperText Transfer Protocol (HTTP)and
URL:HyperText Transfer Protocol with Privacy (HTTPS).

Note: Editing the registry incorrectly can damage your system. Do
not attempt these steps if you are inexperienced or uncomfortable
using the Registry Editor.

Use the following resolution on Windows Vista or in cases where the
File Types listing is missing certain entries such as URL : HyperText
Transfer Protocol (HTTP)and URL:HyperText Transfer
Protocol with Privacy (HTTPS):

1 Go to Start > Run, then type regedit and click OK.

2  Use the directory tree hierarchy to navigate to
HKEY_CLASSES_ROOT\HTTP\shell\open\ddeexec.

3 Delete the ddeexec registry key.
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Table 1-2 OpsCenter console access issues, causes, and solution (continued)

Issue and Cause Solution

4  Repeat for
HKEY_CLASSES_ROOT\HTTPS\shell\open\ddeexec (and
any other protocols you want to fix).

5 Repeat for
HKEY_CLASSES_ROOT\FirefoxURL\shell\open\ddeexec.

6 Repeat for
HKEY_CLASSES_ROOT\FirefoxHTML\shell\open\ddeexec.

Logging on to the Symantec NetBackup OpsCenter console as a
default admin user

This section provides the procedure to logon to Symantec NetBackup OpsCenter.
After successful installation, you can log on to the Symantec NetBackup OpsCenter
GUI with default admin user account credentials.

To log on to the Symantec NetBackup OpsCenter console as a default admin user

1 Enter a user name and password, and select a domain from the Domain
drop-down list. For administrator initial logon, the user name is admin and the
password is password or any custom password that you chose during the
installation.

2 Select OpsCenterUsers(vx) from the Domain drop-down list.

The domains that appear in the Domain drop-down list include the
OpsCenterUsers(vx) domain and domains of the users that are added to the
OpsCenter console.
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3 Click Log On. The Change Password page is displayed that prompts you to
change your default password for security purposes.

Note: Starting from OpsCenter 7.6, the new OpsCenter users (including the
default Admin user) require to change the password before logging on to the
OpsCenter GUI. After a new user enters the default user credentials, the
Change Password page is displayed that prompts the user to change the default
password for security purposes. However, the users whose accounts existed
in the previous OpsCenter version and were upgraded to OpsCenter 7.6 can
logon to OpsCenter 7.6 GUI with their old passwords.

The password rules are also provided on the Change Password page.

4  On the Change Password page, enter the old password and new password.
Re-enter the new password for confirmation and click OK.

See “Changing your OpsCenter password” on page 253.

After successfully changing the password you are able to logon to the OpsCenter
GUI. At the time of first login, Home > Getting Started page is displayed where you
can do initial OpsCenter configuration.

For the next login, a monitoring overview of the NetBackup master servers appears
on the OpsCenter GUI. When you log off from the console, OpsCenter saves your
settings and preferences and uses these settings when you restart the console
again.

Note: The first time you log on, OpsCenter uses the default language of the Web
browser. If OpsCenter does not support this language, it uses English.

After initial logon, you can specify a default language or locale from Settings >
User Preferences > General. If you do not set a default language, OpsCenter uses
the Web browser language (or English).

See “Setting user preferences” on page 249.

Possible OpsCenter console logon issues

Table 1-3 describes the issues you may find when you log on to the console and
their solution.
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Table 1-3 OpsCenter console logon issues
Issue Cause Solution
You have a user authentication error. The The Symantec | Enter a valid user name, password, and domain.
logon s.creejn dlsplays the message qser OpsCer?ter. Ensure that the Symantec OpsCenter Authentication
authentication failed. Please enter valid user | Authentication L .
) ) Service is started and running properly. You can start
name and password. If problem persists Service L. . )
- \ the authentication service by running net start
contact your system administrator. cannot , )
) opsatd' on Windows and <INSTALL PATH
validate the . m
SYMCOpsCenterServer/bin on UNIX.
user name

and password
for the

selected
domain.
The entered user name is not a registered The user Log on as the OpsCenter admin user and add the user
OpsCenter user. The logon screen displays | name and to the list of OpsCenter users.
the message "This user is not authorized to | domain are
use OpsCenter. Please contact the OpsCenter | valid, but the

Administrator for adding this user."

user was not
added to the
list of users for
OpsCenter.
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Table 1-3 OpsCenter console logon issues (continued)
Issue Cause Solution
You cannot connect to the OpsCenter server. | This issue Start the Symantec NetBackup OpsCenter Server
The logon screen displays the message "Error | may occur Service and verify that it is running properly.
occurred while connecting to the OpsC.enter due to an}/ of See 'Controlling OpsCenter services and processes’
Server. Please ensure that the server is the following L . .
o ) section in the Administration chapter of the Symantec
running-. reasons: OpsCenter Administrator's Guide.
= The Check your network configuration. Verify that the
OpsCe.nter hosts file has the correct IP address to host name
server is . L .
not mapping. The hosts file is located in
running. C: \W.INDOWS\system32\drivers\etc directory
. IFPBX on Windows.
server If PBX server gets restarted while OpsCenter services
goes down | were running, you must restart all OpsCenter services.
or restarts Use the following procedure to restart all OpsCenter
when services.
OpsCenter
services n First stop all Symantec OpsCenter server services,
were by using the following command for Windows and
running. UNIX:
INSTALL_PATH\OpsCenter\server\bin\opsadmin.bat
stop
<INSTALL_PATH>/SYMCOpsCenterServerbin/opsadmin.sh
stop
» Start all Symantec OpsCenter server services, use
the following command for Windows and UNIX:
INSTALL_PATH\OpsCenter\server\bin\opsadmin.bat
start
<INSTALL_PATH>/SYMCOpsCenterServerbin/opsadmin.sh
start
Either the user name or password or both have | Username Enter a valid user name and password.
not been entered. The logon screen displays | and/or
the message "Please enter valid user name | password has
and password. " not been
specified.
Authentication service is down "Error occurred | Authentication | Verify that the Symantec OpsCenter Authentication
while connecting to the Symantec service is Service is running. You can start the authentication
OpsCenterAuthentication Service (AT). Please | down service by running net start vrtsat on Windows

ensure that the AT service is running."

or
<INSTALL PATH>/SYMCOpsCenterServer/bin/opsatd
on UNIX.
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Customizing the OpsCenter login page

OpsCenter provides you a way of customizing the login page as per your
requirements. You can define customized login message

To customize the OpsCenter login page

1

3
4

Using a text editor, create a file named customerpreferences.conf at the
following location:

Windows install path\opscenter\server\config

install_path is the location where OpsCenter is installed.

UNIX /opt/SYMCOpsCenterServer/config

Add the following contents in the customerpreferences.conf file:
SHOW_MESSAGE_IN_LOGIN_DIALOG=true
LOGIN_DIALOG_MESSAGE_TEXT=Login dialog message
SHOW_LOGIN_MESSAGE-=true
IS_LOGIN_MESSAGE_TYPE_CONFIRM=false
LOGIN_MESSAGE=Login message
SHOW_MESSAGE_IN_HEADER_AND_FOOTER=true
HEADER_FOOTER_MESSAGE_TEXT=Header footer message
SHOW_CUSTOMIZED_INVALID_CREDENTIAL_MESSAGE=true
INVALID_CREDENTIAL_MESSAGE-=Invalid credential message

Save the customerpreferences.conf file.

Stop and restart the OpsCenter services.

Logging out of the OpsCenter console

When you log out from the console, OpsCenter saves most of the settings and
changes you make in an OpsCenter session.

To log out from Symantec NetBackup OpsCenter

¢ Click Logout located on the right side of the title bar.
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Configuring the OpsCenter session timeout interval

When the timeout interval is left at its default value, users are automatically logged
out of the OpsCenter console when a session is left inactive for 30 minutes.
However, the session timeout interval can be reconfigured.

To configure the session timeout interval

1

Open the web . xm1 configuration file in a text editor from the following locations:

For Windows: INSTALL PATH\OpsCenter\gui\webserver\conf\web.xml

For UNIX: <INSTALL PATH>/SYMCOpsCenterGUI/webserver/conf/web.xml

In the web . xm1 file, locate the session-timeout parameter:
<session-config>
<session-timeout>30</session-timeout>

</session-config>

Change the session timeout parameter value to the desired length by changing
the number that is encapsulated by the XML tags for session-timeout (in the
example above, change 30 to the desired value).

This value is set in minutes.

Stop the OpsCenter services. Enter the following command:

Windows INSTALL PATH\OpsCenter\server\bin\opsadmin.bat stop
UNIX <INSTALL PATH>/SYMCOpsCenterServer/bin/opsadmin.sh
stop

Restart the OpsCenter services. Enter the following command:

Windows INSTALL PATH\OpsCenter\server\bin\opsadmin.bat start
UNIX <INSTALL PATH>/SYMCOpsCenterServer/bin/opsadmin.sh
start

Possible OpsCenter console issues

Table 1-4 describes the issues you may find when you use the console.
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Issues when you use OpsCenter console

Issue

Cause

Solution

Your OpsCenter console session times
out. The logon screen appears when
you try to change views or refresh the
current view.

After 30 minutes of inactivity, the
OpsCenter user automatically logs out
of the console. Any attempt to use
OpsCenter, displays the OpsCenter
logon screen.

Log on again. After successful
logon, you then return to the
OpsCenter view that you last
visited.

You can also configure the session
timeout interval.

See “Configuring the OpsCenter
session timeout interval”
on page 56.

An internal error occurs in the
OpsCenter console. An exception error
message appears in the OpsCenter
console. You receive the message "An
unknown error has occurred. Click here
to log on and retry. "

This error results from an internal issue
in the OpsCenter console application.

Click the link in the message and
try to logon again.

You receive the message "Active
scripting is required to use this
application. Enable active scripting in
the browser."

Active scripting is disabled in the Web
browser.

Enable active scripting in the Web
browser. You must enable it to use
OpsCenter.

About OpsCenter console components

This section provides information on the panes and navigation features available
in the OpsCenter console. You can view the console by using a Web browser.

When you log on initially, the Monitor > Overview view appears.

When you change the settings and preferences they are saved and if you log out
and log on again these settings are used.

The following is an example view that shows the OpsCenter console components.
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Figure 1-2 OpsCenter console components
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The following sections describe the main elements of the console in greater detail.

Table 1-5 lists the topics that describe the main elements of the console in greater
detail.

Table 1-5 Topics covered in this section

Topic Description Link

Use the links available from the title bar, such as | See “About using the links on the title bar” on page 59.
Logout and Help.

Overview about the tabs and subtabs available in | See “About using tabs and subtabs” on page 60.
the console.

Control the frequency that the OpsCenter console | See “About refreshing the OpsCenter console” on page 60.
refreshes to reflect changes in your backup

environment.
Overview about the Task pane. See “Changing the Task pane” on page 61.
Overview about the View pane. See “About the View pane” on page 61.

Overview about quick links in the task panes. See “Using the quick links in the Task pane” on page 65.
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Table 1-5 Topics covered in this section (continued)

Topic Description

Link

Use the pane that displays a quick visual summary
of any current alerts.

See “Viewing alerts from the Alert Summary pane” on page 66.

Use the main data display pane that OpsCenter
uses.

See “Sizing the Content pane” on page 66.

Use the status bar at the bottom of the OpsCenter
console.

See “About the OpsCenter status bar” on page 69.

Use the visual keys that OpsCenter uses to help
you understand displayed information.

See “Status icons and colors in the console” on page 69.

Use tables, select rows, and use filters.

See “About using tables” on page 71.

About using the links on the title bar

On the title bar of the OpsCenter console, the Logged in as value shows the user
name that is logged on to the OpsCenter server.

To adjust the screen space that is used by the tabs and subtabs, click the Customize
Tabs drop-down list. You can select the following options:

Small Only the selected tab and subtab are shown in a single row. To display
the remaining tabs in a drop-down list, click the arrow next to the selected
tab. To display the remaining subtabs in a drop-down list, click the arrow
next to the selected subtab.

Medium The tabs and subtabs appear in two separate rows. The tabs do not have
any icons above them.

Large The tabs and subtabs appear in two separate rows. The tabs have icons
placed above them.

Use the links available in the title bar at the top of the console for the following

tasks:

s To access documentation, product information, How To links, support links, and
other information click Tools.

= To see OpsCenter product version and copyright information, click About.

= To access Symantec NetBackup OpsCenter help, click Help. Context-sensitive
help for all views, wizards, and dialog boxes is available.
More information about online Help is available.
See “About OpsCenter documentation” on page 78.
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= To disconnect from the OpsCenter server to end your session, click Logout.

About using tabs and subtabs

Table 1-6 describes the main tabs that provide access to the major areas of the

OpsCenter console.

Table 1-6 Tabs and subtabs in the OpsCenter console
Tab Description
Monitor From this tab, you can monitor the status of NetBackup or

NetBackup Appliance jobs, services, policies, media, devices,
and hosts. You can also display and respond to any
OpsCenter alerts.

Manage

From this tab, you can manage alert policies, NetBackup job
policies, storage units, and devices. You can also restore
data.

Reports

From this tab, you can view standard OpsCenter reports,
create and run custom reports, and schedule reports.

Note: You can use custom report functionality only with a
licensed OpsCenter version (OpsCenter Analytics).

Settings

From this tab, you can customize the OpsCenter server, add
OpsCenter users, define user preferences, add master
servers or appliance master servers, add and configure views,
set up email and SNMP recipients, view chargeback settings,
and so on.

Under each main tab is a series of subtabs. The contents of these subtabs vary

depending on the current view and represent the views accessible from each main

tab. For example, the Monitor tab includes subtabs such as Overview, Jobs,

Services, and Policies.

Your selection on the View pane determines what data is shown in OpsCenter

views.

More information about the View pane is available.

See “About the View pane” on page 61.

About refreshing the OpsCenter console

As you use Symantec NetBackup OpsCenter, the status of your backup environment
is likely to change. Devices go online and offline, OpsCenter generates alerts, media
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usage fluctuates, and so on. You can control when the information in the console
refreshes to reflect the changes in your backup environment.

You can change the refresh setting from Settings > User Preferences > General
view in the OpsCenter console.

See “Setting user preferences” on page 249.

Changing the Task pane
In many views in the console, a Task pane is available.

The Task pane is located on the left side of the console and contains the View
pane and Quick Links at the bottom.

To change the Task pane

1 To enlarge the Task pane, click the Collapse Task Panel icon between the
Task pane and the Content pane.

2 To show all panes after you enlarged the Task pane, click the Collapse Task
Panel icon again.

3 Toresize the Task pane, drag the line separating the Task pane and the
Content pane.

The minimize or maximize settings are applicable only for the current session.

You cannot resize the Task pane from the Monitor > Overview page.

About the View pane

The View pane is a key navigation and configuration tool in Symantec NetBackup
OpsCenter. This pane lets you select the views to control the scope of your console
views.

Using OpsCenter views, you can view NetBackup information for your entire
management domain (with the ALL MASTER SERVERS view), a specific view
type, an individual server, or NetBackup appliances.

A Security Administrator or an Administrator can create views from Settings >
Views or by using the OpsCenter View Builder. For example, an admin can create
a view named Geography to display details about master servers in a particular
region, such as Europe. An admin can also create client or policy views.

More information about how to create views from Settings > Views is available.
See “About OpsCenter views” on page 351.

See the online OpsCenter View Builder Help for more information about creating
views using OpsCenter View Builder.
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The View pane has the following features:

Figure 1-3 shows a sample View pane in which ALL MASTER SERVERS view is

It is available in any OpsCenter view where you can change the view.

It uses unique icons and colors to convey operational states.

For example, an icon with a red-dashed-circle represents a managed server
that is Not Connected. Similarly, a disabled master server is shown as a
gray-colored icon.

See “Status icons and colors in the console” on page 69.

It lets you access and change the views that you monitor or manage.

As you navigate within the OpsCenter console, your view selection applies for
any subsequent screens until you select a different view.

The View pane is one method that you can use to determine the scope of
information that you view.

See “About making multiple or single-click selections in the View pane”

on page 63.

See “About selecting views from the View pane when the multiple selection
option is checked” on page 64.

selected.

Figure 1-3 View pane description
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About making multiple or single-click selections in the View
pane

You can make either multiple selections or single-click selections in the View pane.
The Allow Multiple Selection In View Pane option governs how you can make
selections in the View pane. To see the Allow Multiple Selection In View pane
option, click Settings > User Preferences > General in the OpsCenter console.

You can make selections in the View pane in the following ways, based on whether
you check or uncheck the multiple selection option:

Select the Allow Multiple With the multiple-selection option selected, you can select
Selection In View Pane multiple nodes or view objects from the View pane. The
option multiple-selection option is selected by default.

You also see a check box next to each master server or
node in the View pane. To view data for multiple master
servers and nodes, select the corresponding check boxes
and click Apply Selection.

Clear the Allow Multiple With the multiple-selection option cleared, you can only
Selection In View Pane select a single node or view object from the View pane.
option

Each node or a view object is a link. You can click a node
or a view object to view data for the respective node or view
object. For example, you can click a master server in the
View pane to view data for the specific master server.

Note: When you clear the multiple-selection option, a Group

Component Summary table is displayed when you click
Monitor > Jobs > Summary View.

See “About the Group Component Summary table”
on page 392.

Figure 1-4 shows how you can select the Allow Multiple Selection In View Pane
option and make multiple selections. The Allow Multiple Selection in View Pane
option is selected by default.
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Figure 1-4 Making multiple selections in the View pane
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Figure 1-5 shows how you can clear the Allow Multiple Selection in View Pane
option and make single-click selections.

Figure 1-5 Making single-click selections in the View pane
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About selecting views from the View pane when the multiple
selection option is checked

From the View pane, you can select a view and a node that contains a group of
master servers and also specific objects. For example, you can select the default
view, ALL MASTER SERVERS. When you select a view such asALL MASTER
SERVERS or a node that contains a group of master servers, all the master servers
that are currently in the view or node are automatically selected. The master servers
that you may add later to this view or node are also automatically selected.
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You also have the option to select only specific objects of a particular view or node.
For example, you may select only specific master servers under the default view
ALL MASTER SERVERS. To select a specific master server, first deselect the
view or node that contains the master server and then select the master server.

You may also deselect a specific master server from a view by selecting the view
and then deselecting the specific master server.

Consider a scenario in which server a and server B existin a particular view,
such as ALL MASTER SERVERS. Suppose that you select the ALL MASTER
SERVERS view and then specifically deselect server B. Then, you select a node
that also contains server B. In this case, even though server B is part of the
selected view or node, it is not considered. It is not considered because you
specifically excluded server B from the ALL MASTER SERVER view. When you
specifically deselect a master server from a view, and that master server is also
part of another selected view, the exclusion (the deselection) has a higher priority.
For this reason, it is recommended that you do not repeat a master server across
groups.

Using the quick links in the Task pane

In many views in the console, a Task pane is available. At the bottom of the Task
pane, there are quick links to the most common tasks in OpsCenter.

Table 1-7 shows the quick links available in OpsCenter and where they take you
when you click them.

Table 1-7 Quick links and their destinations

Quick Link Destination

Restore Files and Directories | Manage > Restore
or Oracle Cloning

Alert Policies Manage > Alert Policies

NetBackup Data Collection | Settings > Configuration > NetBackup

Views Settings > Views
Users Settings > Users > Users
Cloud Monitor > Cloud

Appliance Hardware Monitor > Appliance Hardware
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To use the quick links in the Task pane

1 Click the minimize icon (the down arrow) located on top of the quick links. Only
the icons for quick link tasks are visible when the quick links are minimized.

2 Click the maximize icon (the up arrow) again to view the quick links.

Note: The quick links are shown by default in a maximized state. The minimize
or maximize settings are applicable only for the current session.

Viewing alerts from the Alert Summary pane

The Alert Summary pane provides a visual summary of the critical, major, warning,
and informational alerts for the NetBackup master servers to which you are
connected. This pane is available in the Monitor view and Manage view of the
OpsCenter console.

The Alert Summary pane displays all the alerts in the OpsCenter database.
To view alerts from the Alert Summary pane
¢ Click any of the four available alert counts.

A filtered detail view for that alert category appears. This view is a shortcut to
the Monitor > Alerts view.

Sizing the Content pane

When you initially log on to Symantec NetBackup OpsCenter, the content pane
displays a summary of information for all master servers in the OpsCenter console.

Initially, a monitoring overview appears (Monitor > Overview). Information in the
content pane varies and is context-sensitive to current selections in the View pane,
the tabs and subtabs, and the time frame.
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To size the Content pane

1 To enlarge the Content pane, click the Collapse Task Panel icon between the
Task pane and the Content pane.

2 To show all panes after you enlarged the Content pane, click the Collapse
Task Panel icon again.

3 To resize the Content pane, drag the line separating the Task pane and the
Content pane.

The minimize or maximize settings are applicable only for the current session.

Note: You cannot resize the Content pane from Monitor > Overview page.

Using the List, Summary, Hierarchical, and Details views

Most of the OpsCenter Monitor views and Manage views present information in
three main viewing modes: List View, Summary View, and Hierarchical View.
You can view information about your NetBackup environment in any of the available
views. Use the drop-down list on the top-right corner of the OpsCenter console to
switch these views.

Note: Not all viewing modes are available for all Monitor views and Manage views.
If the viewing modes are available, the drop-down list is displayed.

o Drop-down
List View  jigt

Ovenew | Jobs  Seces  Paldes  MeSa  Devces  Hesis  Ales  AudtTralls  Cloud  Appllance Haroware \\

'3 View (15 ALLMASTER SERVERST) .
U123, 2013 41843 PH 10 Aug 16, 2013 4:18:43 PH (PREVIOUS 26 Das) Last24 Hours Last48Hours | Last 72 Hours Customize  ListView
5 ] ALL NASTER SERVERS
4 Rkt More «

Troe State Status Policy client

The Summary View presents information in a graphical format as pie charts. The
List View and Hierarchical View present information in tabular formats.

For example, you can show any of the following views on the Monitor > Jobs page:

= To view details about all NetBackup jobs for a master server in a tabular format,
clickList View
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= To view a summary of all NetBackup jobs for a master server in the form of pie
charts, click Summary View.

= To view details about all NetBackup jobs and relationships between jobs for a
master server in a tabular format, click Hierarchical View.

A Details view is available on some of the Monitor views, Manage views, and
Settings views. The following figure shows the Details view.

Type State Status Policy Client Start Time ¥

w0 Image Cleanup Done 1 Aug 5,2013 212:28 PM
e Image Cleanup Done 1 Aug 5, 2013 2:12:28 AW
f’g{— 7 Image Cleanup Done 1- Aug 4, 2013 212:28 PM
&6 Image Cleanup Done 1 Aug 3,2013 21213PM
WS Image Cleanup Done ) - Aug 3,2013 Z13:13 AM
Wa Restore Done 0 - nbapp133.engba.symantec.com Aug 3, 2013 2:13:07 AM
T - - = . 5 pr— " tnnnannenen s
Total 15 Rows , 1 Page(s)
r - T - 1
General Attempts File List /
Maximize  Minimize
Job State: Pone : :
Icon Icon &
Job ID 9 KB per Sec: 0 Data Movement
Master Server:| nbapp133.engba symantec.com Attempt: 1 SessionlD 1]
Client: Schedule: Source Media Server.
Media Server: Schedule Type Desfination Media Server
Type: Image Cleanup Policy Destination Storage Unit -
Tabs on the Details View  Details Contents of all the columns for the
View specific job D is displayed in the
Details View.

The Details view presents detailed information about an entity and shows contents
of all the tabular columns for the specific entity. The view presents details on the
displayed information and on the available information for the specific entity. For
example, the Details view on the Monitor > Jobs page (List View) shows detailed
information about a specific job ID. Information in the Details view can be viewed
from tabs available in the view.

To change the Details view

1 To minimize the Details view, click the icon (the down arrow) between the
Details view and the upper part of the Content pane.

2 To maximize the Details view, click the icon (the up arrow) between the Details
view and the upper part of the Content pane.

The minimize or maximize settings are applicable only for the current session.

3 To resize the Details view, drag the line separating the upper part of the
Content pane and Details view.
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About the OpsCenter status bar

The status bar at the bottom of the OpsCenter console shows a Page generated
value. The Page generated value shows the date and time on the OpsCenter server
to which you logged on. The date and time are adjusted to match your time zone.
This value updates when the view changes or refreshes.

More information on how to specify your time zone is available.

See “Setting user preferences” on page 249.

Status icons and colors in the console

To help you understand the information it presents, OpsCenter uses status icons
and color. Tool tips provide brief descriptions of the tool and the status icons that
appear in OpsCenter views. A tool tip appears when you place the mouse over an
icon.

When OpsCenter detects a condition for a managed NetBackup server, job, drive,
or drive path, you see a status icon. The icons use colors to represent critical,
warning, or informational conditions. Together, the icons and colors let you quickly
determine the status of a particular area in your NetBackup environment. For
example, the Monitor > Jobs view contains green icons for running jobs.

Unique icons appear in the drive details view for shared drives available with the
NetBackup Shared Storage Option (SSO). These icons represent the shared drives
that are operating on all servers that share the drive. Icons also appear for shared
drives where the drive status is mixed (operating on some servers and not operating
on other servers that share the drive).

Table 1-8 lists the icons that are used for managed NetBackup master servers in
the View pane.

Table 1-8 Icons used for managed NetBackup master servers
Icon Description
= A blue server icon with a green upward arrow means that the

master server is connected.

= A blue server icon with a red downward arrow means that the
connection to the master server is lost. OpsCenter tries to connect
again after 10 minutes.
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Table 1-8 Icons used for managed NetBackup master servers (continued)

Icon Description

= A blue server icon with a yellow warning symbol denotes that the
master server is partially connected. For a partially connected
master server, OpsCenter tries to reconnect to NBSL every 10
minutes to collect data for the data types that have a Failed
collection status.

= A gray server icon with a line means that data collection for the
master server was disabled by the user.

= A gray server icon with a red cross means that the master server
is retired.
| A gray server icon with blue question mark means that the master

server state is unknown.

% A blue server icon with a green upward arrow means that the
NetBackup Appliance master server is connected.

& A blue server icon with a red downward arrow means that the
connection to the NetBackup Appliance master server is lost.
OpsCenter tries to connect again after 10 minutes.

a A blue server icon with a yellow warning symbol denotes that the
NetBackup Appliance master server is partially connected. For
a partially connected NetBackup Appliance master server,
OpsCenter tries to reconnect to NBSL every 10 minutes to collect
data for the data types that have a Failed collection status.

= A gray server icon with a line means that data collection for the
NetBackup Appliance master server was disabled by the user.

=0 A gray server icon with a red cross means that the NetBackup
Appliance master server is retired.

= | A gray server icon with blue question mark means that the
NetBackup Appliance master server state is unknown.

OpsCenter uses the following colors in the interface:

= Red indicates a critical condition that may cause the system to be unable to
perform an important function. Investigate critical conditions immediately.

= Green indicates a normal condition, result, or operation.

= Blue-gray generally indicate conditions such as enabled or assigned, while gray
indicates conditions such as disabled or unassigned.
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About using tables

OpsCenter collects information about aspects of your NetBackup environment and
presents much of this information in tables. This section describes how to change
the tables to display the information you want to see. The following is a sample

table showing task icons.
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Figure 1-6 shows the task options for tables.

Figure 1-6 Sample screen with task options for tables

Create, Edit, and

Table Settings icon

Delete filter icons
/ Last 24 Hours Last48 Hours Last72Hours Customize List View -

Jul 18, 2013 8:06:26 PM to Aug 16, 2013 8:06,26 PM (PREVIOUS 29 Day(s))

Filter: All Jobs - b More ~
JobID Master Server Type State Status Policy Chient
q‘_’pﬂ nbapp133.engba symantec.com Image Cleanup Done -

1
Image Cleanup Done 1 - .
Image Cleanup Done 1
Image Cleanup Done 1

Image Cleanup Done
Restore Done

Backup Done
Image Cleanup Done
Image Cleanup Done

)
0
Backup Done 0
0
1
1

&=

Start Time ¥

Aug 5, 2013 212:28 PM
Aug 5, 2013 Z12:28 AM
Aug 4, 2013 212.28 PM
Aug 3, 201321213 PM
Aug 3, 2013 21313 AM

nbapp133 engba symantec.com Aug 3, 2013 213:07 AM
33 nbapp133.engba.symantec.com Aug 3,2013 213:00 AM
nbapp133.engba.symantec.com Aug 3, 2013 2:13:00 AM

Aug 3,2013 Z12:112AM
Jul 24, 2013 12:40:03 PM

com Backup Done 200 vmware v-034822a punin.sen.symantec.com Jul 24, 2013 12.21.34 PM

com Backup Done 200 vmware v-034822a punin sen symantec.com Jul 24, 2013 12:11:08 PM

Total 61 Rows _ 2 Page(s) 12 E @

Table page controls

Customizing tables for your needs

You can customize the tables in the following manner.

You can perform the following operations to a table:

Add or remove columns

Rearrange the order of the columns for your
individual requirements

Choose the number of rows and columns to
display

See “Specifying which columns appear in a
table” on page 72.

See “Moving a column” on page 72.

See “Choosing the number of table rows that
appear per page” on page 73.
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Sort columns in ascending or descending See “Sorting the contents of a table column”
order on page 73.

Change the widths of columns

See “Changing the width of a column”
on page 73.

Configure pagination See “Accessing multiple pages of data in a

table” on page 73.

Select rows in tables See “Selecting rows in tables” on page 74.

The table refreshes after the operation and shows the changes you made.

For these operations, OpsCenter saves and reloads your customized settings when
you log on to the OpsCenter server again. Each user can have different customized
table settings.

Specifying which columns appear in a table

Use the following procedure to specify which columns appear in a table.

To specify which columns appear in a table

1
2

Click the Change Table Settings icon at the top-right corner of the table.

Initially, some OpsCenter tables do not show all available columns. To view
any of these columns, you may first have to remove one or more columns from
the table and then add the missing columns.

To remove columns you do not want to appear, select the column in Selected
Columns and click Remove.

To add any columns that currently do not appear, select the column in the
Available Columns list and click Add. Added columns appear as the last
column in the table.

Moving a column

Use the following procedure to move columns in a table.

To move a column

1
2
3

Click the Change Table Settings icon at the top of the table.
Select the name of the column in Selected Columns.
Click Move Up to move the column to the left in the table.

Click Move Down to move the column to the right in the table.
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Choosing the number of table rows that appear per page

Use the following procedure to choose the number of table rows that appear per

page.

To choose the number of table rows that appear per page

1 Click the Change Table Settings icon at the top of the table.

2 Select a number from the Rows Per Page drop-down list .

3 Select Apply To All Tables if you want the Rows Per Page setting to apply
to all tables in OpsCenter. The setting applies to reports also.

Sorting the contents of a table column
Use the following procedure to sort the contents of a column or multiple columns.
To sort the contents of a column or multiple columns

¢ In atable, click the column name. The column sorts in ascending order by
default.

To sort in descending order, click the column name again.

Changing the width of a column

Use the following procedure to change the width of a column.

To change the width of a column

1 Select the edge of the column heading and hold down the left mouse option.

2 Drag the edge of the column heading to the right or left.

Accessing multiple pages of data in a table

Much of the monitoring information appears in a table format. OpsCenter tables
display 10 rows at one time by default. To change the number of rows that are
displayed, use the Change Table Settings icon.

When you have more data to display than can fit in a table, the table contains
multiple pages. Use the table page controls that are located below the table to help
you navigate the pages.

To display the next 10 rows or to return to a previous set of rows in large tables,
use the table page controls.

To access a specific page in a table
& Click the page number.
To access the previous or the next page in a table

¢ Click the left arrow or the right arrow.
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To access the first or the last page in a table

¢ Click the double left arrow or the double right arrow.

Selecting rows in tables
For many tables in OpsCenter, you must select a row or rows to enable the tasks.
To select arow in a table

¢ Click the check box for that row. Click the check box again to deselect the
selected row.

To select all rows on the current page of the table

¢ Click the check box in the header row of the table. Click the check box again
to deselect all selected rows.

Creating, applying, editing, and removing custom view filters

Many tables in OpsCenter let you display a subset of the information available by
creating and using custom filters, or by using the predefined (ready-to-use) filters.
A filter screens information that is based on a set of conditions that you define.
Once you create a filter, you can save it, edit it, or remove it.

In the views that allow filtering, filtering icons appear above the table.

The following procedures describe how you can create, apply, edit, or remove a
filter.

To create a custom filter
1 Select the Create Filter icon.
2 Type a name for the filter in the Name field.

3 For Column, select the column name that you want to filter on from the
drop-down list.

For Operator, select an operator. Use != if you do not want to match a specific
value.

For Value, enter or select a value.

If you select Start Time or End Time for Column, a calendar icon appears for
Value. Click the calendar icon to choose a date and time and then click OK.

4  From the drop-down list, select And or Or to build the filter query.

For Link, click Add to add another clause to the query. If the clause is not what
you want, click Remove to remove the clause from the query.
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5 To continue building the filter, select another column.
Repeat 3 and 4.

6 Click OK when you finish building the filter. Your new filter is available in the
filter drop-down list.

To apply afilter
& From the drop-down list, select a custom filter or a OpsCenter built-in filter.

OpsCenter filters the table according to the criteria you specify. The view
remains in effect until you change it by selecting another filter.

To edit a custom filter

1 From the drop-down list, select a custom filter.

Note: You cannot modify the predefined OpsCenter filters. You can only modify
custom filters.

Click the Edit filter icon.

See “To create a custom filter” on page 74.

This lists the instructions for using the dialog to edit a filter.
4  Make your changes and click OK.
To remove a custom filter

1 From the drop-down list, select a custom filter.

Note: You cannot delete the predefined filters.

2 Click the Delete filter icon.
3 Click OK to remove the filter.

Common tasks in OpsCenter

Table 1-9 lists common tasks and corresponding links to the documentation.
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Table 1-9 Quick links to the OpsCenter documentation
OpsCenter |Tasks Go to this topic
functions
User Create, update, delete See “About managing OpsCenter users ”
Management | users on page 269.
Create, update, delete user | See “Setting user preferences” on page 249.
groups
Add, remove users from
user groups
Assign, remove roles to
users and user groups
OpsCenter | Add, update, or delete See “Adding a master server or appliance in
Management | master servers OpsCenter” on page 333.
Add, update, or delete See “Editing a master server or an appliance
OpsCenter Agents master server in OpsCenter” on page 344.
Set default currency, See “Deleting a master server or an appliance
SNMP, SMTP server master server in OpsCenter” on page 344.
See “About managing OpsCenter Agents”
on page 311.
See “About managing cost analysis and
chargeback for OpsCenter Analytics”
on page 292.
See “About managing recipients in OpsCenter”
on page 285.
See “Configuring SMTP server settings for
OpsCenter” on page 260.
NetBackup | Change states of the See “Activating or deactivating a job policy”
Operations | NetBackup entities as on page 407.

follows:

Policy (Activate or
deactivate)

Job (Stop, start, suspend,
or resume)

Media (Assign, freeze,
unfreeze)

Drives (Up or down)

See “Controlling NetBackup jobs” on page 386.
See “Controlling media” on page 415.

See “Controlling drives” on page 425.
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Table 1-9 Quick links to the OpsCenter documentation (continued)
OpsCenter |Tasks Go to this topic
functions
Backup and | Execute manual backups | See “Starting a manual backup” on page 407.
Recovery Search and restore files, See “About Operational Restores from
directories, or application | OpsCenter” on page 503.
(Oracle)
Views Create, update, delete See “About managing OpsCenter views”
Management | OpsCenter views and on page 359.
nodes See “User access rights and Ul functions in
Assign read or write OpsCenter” on page 273.
permissions 'to users on See “ Adding new users to OpsCenter”
OpsCenter views and
on page 279.
nodes
Report Execute report templates | See “Creating an OpsCenter report using a
Execution and custom reports Report Template” on page 600.
Schedule canned and See “Creating a custom report in OpsCenter”
custom reports on page 611.
Create, update Dashboard | See “About managing My Dashboard”
Schedule when you want a on page 629.
report to run See “About managing report schedules in
OpsCenter” on page 636.
Monitoring View entities (Dashboards, | See “About monitoring NetBackup using the
Summary, Details): Job, Overview tab” on page 373.
Policy, Services etc. See “About monitoring NetBackup jobs”
on page 380.
See “About monitoring NetBackup policies”
on page 400.
See “Monitor > Services view” on page 398.
Alert Create, update, delete alert | See “About creating (or changing) an alert
Management | policies policy” on page 467.

Assign, acknowledge, and
clear alerts

See “Managing an alert policy ” on page 484.

See “About managing recipients in OpsCenter”

on page 285.

See “Configuring SMTP server settings for
OpsCenter” on page 260.
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About using Web browser bookmarks

Use your Web browser to add a bookmark for any view in the OpsCenter console
and return to it as needed.

You can use the bookmark to return to the same view when you log onto the console
again.

About OpsCenter documentation

Symantec NetBackup OpsCenter documentation set comprises the following:

The Symantec NetBackup OpsCenter Administrator's Guide

(NetBackup AdminGuide OpsCenter.pdf) provides information on how to use
OpsCenter. Itincludes information about how to monitor and manage NetBackup,
collect data from Symantec products, generate alerts, and create various reports.
It also provides details on the new enhancements in OpsCenter 7.6 and also
how you can install OpsCenter 7.6.

The online version of the Symantec NetBackup OpsCenter Administrator's Guide
can be found at:

http://www.symantec.com/docs/DOC5808

The OpsCenter Reporting Guide (NetBackup OpsCenter Reporting.pdf)
provides information on all OpsCenter reports. The online version of the
Symantec NetBackup OpsCenter Reporting Guide can be found at:
http://www.symantec.com/docs/DOC5808

The new OpsCenter Performance and Tuning Guide provides information on
how to tune OpsCenter for imrpoved performance. The online version of the
OpsCenter Performance and Tuning Guide can be found at:
http://www.symantec.com/docs/DOC5808

Refer to the NetBackup hardware and software compatibility matrix for the latest
information on the backup products, operating systems, and web browsers that
OpsCenter supports. This document is posted at the following URL:
http://www.symantec.com/docs/TECH76648

You can find more information about OpsCenter 7.6 in Symantec NetBackup
7.6 Release Notes. Always refer to the OpsCenter sections of this document
for any last-minute changes to the information that is presented in this document.
The Release Notes also include any restrictions or limitations for OpsCenter
7.6. The online version of the Symantec NetBackup 7.6 Release Notes can be
found at:

http://www.symantec.com/docs/DOC5332
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In addition to the PDFs, OpsCenter is also shipped with the following online help
documents:

OpsCenter context-sensitive This Help provides information about the OpsCenter user
help interface. It provides context-sensitive help pages for all
screens.

OpsCenter Analytics View This Help provides information about all OpsCenter Analytics

Builder context-sensitive help View Builder procedures and dialog boxes. To access the
Help, click Help in a dialog box in the OpsCenter Analytics
View Builder console.

NetBackup Status Codes This Help provides descriptions of NetBackup status codes
Help and possible actions to take when a code appears.

To access the Help, click Monitor > Jobs. Click a status
code link in the jobs table to view its details.

Table Settings Help This Help provides information on how to change the settings
of a table in the OpsCenter console. To access the Help,
click Help on the Table Settings pop-up dialog box.
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This chapter includes the following topics:

= About planning an OpsCenter installation

= Installing Symantec NetBackup OpsCenter on Windows and UNIX

= About upgrading to OpsCenter 7.6 on Windows and UNIX

= About files and folders that are protected during OpsCenter upgrade

= About OpsCenter 7.6 upgrade failure scenarios

= About post-installation tasks

= About uninstalling Symantec NetBackup OpsCenter on Windows and UNIX

= About clustering OpsCenter

About planning an OpsCenter installation

The following topics provide information on concepts to understand and steps to
take before you install or upgrade OpsCenter.

See “Software components that OpsCenter uses” on page 81.

See “About the OpsCenter licensing model” on page 82.

See “ Symantec NetBackup OpsCenter DVDs” on page 86.

See “Managed NetBackup master server considerations” on page 87.
See “About designing your OpsCenter Server” on page 89.

See “Supported upgrade paths in OpsCenter” on page 90.

See “About planning an OpsCenter Agent deployment” on page 90.

See “Preparation for installation or upgrade” on page 102.
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For sizing guidelines, refer to the new OpsCenter Performance and Tuning Guide
at the following location:

http://www.symantec.com/docs/DOC5808

Refer to the NetBackup hardware and software compatibility matrix for the latest
information on the backup products, operating systems, and web browsers that
OpsCenter supports. This document is posted at the following URL:

http://www.symantec.com/docs/TECH76648

Software components that OpsCenter uses

Along with OpsCenter-specific components, OpsCenter uses some Symantec
components that are shared.

Components that are shared OpsCenter uses the following components that are also shared with other Symantec
with other Symantec applications:

applications = Symantec Private Branch Exchange (PBX)

PBX lets applications share a common TCP/IP port, which reduces the required
number of open ports in firewalls. PBX also integrates with the Symantec Product
Authentication Service to allow for authenticated connections and non-authenticated
connections.

Because PBX is an independent component, its port number can be changed using
PBX configuration files.

Note: If you change the PBX port number on the OpsCenter server, OpsCenter
may fail.

= JRE (Java Runtime Environment )
The Symantec NetBackup OpsCenter Web server and the OpsCenter application
require this component.

Note: Starting from OpsCenter 7.6, the user authentication service (Symantec Product
Authentication Service or AT) is embedded with OpsCenter. Each OpsCenter 7.6 setup
has an embedded AT configuration, which is called OpsCenter AT. Depending on the
various installation and upgrade scenarios, the tasks that you need to carry out before
and after the installation vary.

Note: The NetBackup Access Control (NBAC) does not need to be configured on your
managed NetBackup master servers.

See the NetBackup Security and Encryption Guide for information about NBAC.
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Symantec NetBackup OpsCenter uses the following components that are not shared with other Symantec
OpsCenter components applications:

» Apache Tomcat Web server
The OpsCenter user interface runs under the Apache Tomcat Web server.
= Veritas Unified Logging (VxUL)
VxUL is installed with the OpsCenter Server and the Agent. OpsCenter uses VxUL
to configure and view logs.
See the NetBackup Troubleshooting Guide for more information about VxUL logs.
= Sybase database
OpsCenter uses a Sybase SQL Anywhere 12 (Sybase 12) database installation
that is separate from the NetBackup database.
More information about the Sybase component is available at the following location:
http://www.sybase.com/support/manuals

About the OpsCenter licensing model

OpsCenter requires no license. You need a license key to enable Symantec
NetBackup OpsCenter Analytics that provides additional functionality.

The licensed version of OpsCenter is called Symantec NetBackup OpsCenter
Analytics. The unlicensed version of OpsCenter is called Symantec NetBackup
OpsCenter. The product name is visible from the title bar and logon page of the
OpsCenter console.

Note: Starting from OpsCenter 7.6, Enterprise Vault, EMC Networker, and IBM
Tivoli Storage Manager are not supported.

The charges for Symantec NetBackup OpsCenter licenses are based on how many
entities you report on, as follows:

= For backup environments, the charges are based on the number of backup
clients.

= For NetBackup Search, the charges are based on the number of indexed clients.
For example, assume your NetBackup environment contains 100 clients to
backup and all these 100 clients are also indexed then you must purchase a
NetBackup Search license that allows you to search for 100 indexed clients.

If you have a license for NetBackup Search with 1000 indexed clients, it is added
as NetBackup Search option on the Settings > Configuration > License page.

Symantec NetBackup OpsCenter Analytics license keys

Symantec NetBackup OpsCenter Analytics has two types of license keys:


http://www.sybase.com/support/manuals

Installing OpsCenter
About planning an OpsCenter installation

Demo key The demo key is valid for 60 days from the day the key is generated.
The demo key lets you try the product before you purchase it.

Permanent key A permanent key does not have an expiry date.

= NetBackup Search key is capable of enabling only the NetBackup
Search feature in OpsCenter Analytics.

= NetBackup ENT Capacity key enables all the features of
OpsCenter Analytics like business reporting, NetBackup Search
etc.

s GOLD key enables all the features of OpsCenter Analytics other
than the NetBackup Search feature.

You can access the licensed features with both demo keys and permanent keys.
With Symantec NetBackup OpsCenter Analytics, you can perform advanced
reporting, create custom reports, and perform indexed NetBackup Search operations.

The Search license is a part of Symantec NetBackup OpsCenter Analytics. If you
are a new OpsCenter user, then buying the OpsCenter Analytics license enables
the Search and other OpsCenter Analytics features. In this case no additional key
is required. If you are an existing customer and upgrade to Symantec NetBackup
OpsCenter Analytics 7.6, and if you only require a license of NetBackup Search,
then a new OpsCenter Analytics license key can be purchased which enables only
the NetBackup Search feature.

See “Symantec NetBackup OpsCenter Analytics licensed features” on page 84.

You can also add, delete, or view license keys after installation from the OpsCenter
console.

See “About managing licenses” on page 254.

Differences between Symantec NetBackup OpsCenter and
Symantec NetBackup OpsCenter Analytics

Table 2-1 lists the differences between Symantec NetBackup OpsCenter and
Symantec NetBackup OpsCenter Analytics.

Table 2-1 Differences between Symantec NetBackup OpsCenter and Symantec
NetBackup OpsCenter Analytics

Symantec NetBackup Symantec NetBackup OpsCenter Analytics
OpsCenter

Symantec NetBackup OpsCenter | Symantec NetBackup OpsCenter Analytics is visible
is visible from the title bar and from the title bar and logon page of the OpsCenter
logon page of the OpsCenter console.

console.
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Differences between Symantec NetBackup OpsCenter and Symantec

NetBackup OpsCenter Analytics (continued)

Symantec NetBackup
OpsCenter

Symantec NetBackup OpsCenter Analytics

Symantec NetBackup OpsCenter
lets you do operational reporting.

Symantec NetBackup OpsCenter Analytics lets you
perform advanced, business-level reporting. With
Symantec NetBackup OpsCenter Analytics, you have
an additional reporting functionality that includes (but
is not limited to) the following:

s Creating custom reports

» Creating reports using SQL queries

= Running or configuring charge back reports
= Viewing report data for any previous date

More information about the licensed features is
available.

See “Symantec NetBackup OpsCenter Analytics
licensed features” on page 84.

You can perform operational
NetBackup Search and restore
operations. This can be done from
Manage > Restore > Restore
Files and Directories.

See “About Operational Restores
from OpsCenter” on page 503.

Symantec NetBackup OpsCenter Analytics lets you
perform advanced NetBackup Search operations that
are based on indexing the file system metadata that is
associated with the backup images. This can be done
from the Search tab in the OpsCenter console.

Symantec NetBackup OpsCenter Analytics licensed features

Table 2-2 shows the list of licensed features, where they are located in the
OpsCenter console, and how they appear in the unlicensed version.
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Licensed features in Symantec NetBackup OpsCenter Analytics

Licensed feature

Access on the Symantec
NetBackup OpsCenter Analytics
console

Access on the unlicensed
Symantec NetBackup OpsCenter
console

Create a Custom Report

Reports > Report Templates >
Create a New Report > Create a
Custom Report

Reports > My Reports > Create a
New Report > Create a Custom
Report

Create a custom report option is
disabled.

Create a report using SQL query

Reports > Report Templates >
Create a New Report > Create a
report using SQL query

Reports > My Reports > Create a
New Report > Create a report using
SQL query

Create a report using SQL query
option is disabled.

Run or view charge back reports

Report > Report Templates >
Charge back Reports

Charge back reports are disabled.

Control charge back settings

Settings > Charge back

Charge back settings are disabled.

Full control over report time frame
selection. You can view report data for
any previous date.

Report > Report Templates > Create
New Report (Relative and Absolute
Time frame window on the Select
Parameters page.)

Reports > My Reports > Create New
Report (Relative and Absolute Time
frame window on the Select
Parameters page.)

Report > Report templates (Run a
report, click Edit Report and then
Relative and Absolute Time frame
window.)

Reports > My Reports (Run a report,
click Edit Report and then Relative
and Absolute Time frame window.)

You cannot view data older than 60
days.

Reconcile Task

Monitor > Jobs. The Reconcile
option under the More drop-down list
is disabled.

The Reconcile option is disabled.

85



Table 2-2

Installing OpsCenter

About planning an OpsCenter installation

Licensed features in Symantec NetBackup OpsCenter Analytics

(continued)

Licensed feature

Access on the Symantec
NetBackup OpsCenter Analytics
console

Access on the unlicensed
Symantec NetBackup OpsCenter
console

Edit View level Alias tab

Settings > Edit View level Alias

The Edit View level Alias tab is
disabled.

Object Types

Settings > Configuration > Object
Types

The Object Types tab is disabled.

Perform advanced NetBackup Search
operations based on indexing the file
system metadata that is associated
with the backup images

Search > New, Search > Saved,
Search > Saved tab

When you click the Search tab, the
following message is displayed:

You do not have license to

view this page.

Symantec NetBackup OpsCenter DVDs

The Symantec OpsCenter 7.6 software application is shipped with two DVDs that
are part of the NetBackup media kit. The NetBackup media kit comprises NetBackup
DVDs as well as OpsCenter DVDs.

Table 2-3 describes the contents of each DVD.

Table 2-3

OpsCenter 7.6 DVD contents

DVD

Platform OS

Contents

OpsCenter (1 of 2)

Windows (32-bit and

s 32-bit Windows platforms (x86)

64-bit) = 64-bit Windows platforms (x64)
s OpsCenter documentation
OpsCenter (2 of 2) UNIX = RedHat
= SUSE

n Solaris x86
» Solaris SPARC64
s OpsCenter documentation

You can either install an unlicensed OpsCenter version, a demo version, or purchase
a Symantec NetBackup OpsCenter Analytics license key and install the licensed
version. With the demo version, you can access the Symantec NetBackup
OpsCenter Analytics features for 60 days (starting from the day you install the demo

key).
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See “About the OpsCenter licensing model” on page 82.

See “Exporting authentication settings” on page 141.

Managed NetBackup master server considerations

Consider the following recommendations and requirements for your managed

NetBackup master servers.

The following recommendations and requirements should be considered for your

managed master servers:

= Installation of OpsCenter Server software on a NetBackup master server or
media server is possible if you want to monitor only one master server. An

example is the master server on which the OpsCenter server software is installed.
To monitor more than one master server, Symantec recommends that you install

the OpsCenter server software on a separate standalone server.
For more information on sizing guidelines refer to the new OpsCenter

Performance and Tuning Guide at the following location:

http://www.symantec.com/docs/DOC5808

= OpsCenter does not collect data from the managed servers that are configured

within a network address translation (NAT) network.

= The OpsCenter server should be configured as a fixed host with a static IP

address.

= Symantec recommends that any NetBackup master server is monitored by only

one OpsCenter server.

= The OpsCenter Server must be at an equal or higher version than the NetBackup
master server version that it monitors. For example, OpsCenter 7.6 can monitor

all NetBackup master server versions between 6.5.x and 7.6.

= If a NetBackup Master Server that was added in Opscenter is upgraded to a
newer version, you should disable and then enable the master server in the

OpsCenter UL.

= [f you plan to upgrade the backup product like NetBackup, Backup Exec, or

PureDisk and the OpsCenter components, it is recommended that you upgrade
OpsCenter components first. By upgrading OpsCenter components before the

backup product, OpsCenter can start collecting data from the backup product

once it is added to the console.
You must perform upgrades in the following order:
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Serial No. Steps to upgrade Reference
1. Upgrade the OpsCenter Agent See “To upgrade from OpsCenter
7.0.x,7.1.x, or 7.5 Server to OpsCenter
2. Upgrade the OpsCenter Server 7 5 server” on page 126.
3. Upgrade the OpsCenter View See “To upgrade silently from
Builder OpsCenter 7.0.x, 7.1.x, or 7.5 Agent to
OpsCenter 7.6 Agent” on page 129.
See “To upgrade silently from
OpsCenter 7.0.x, 7.1.x, or 7.5 View
Builder to OpsCenter 7.6 View Builder”
on page 131.
4. Upgrade the backup product that Refer to the appropriate product
you are using like NetBackup. manuals.

The order also holds true if you plan to upgrade only OpsCenter and not the
backup product. Always upgrade the OpsCenter Agent first followed by the
Server and the View Builder.

s OpsCenter can be used to monitor a NetBackup cluster.
See NetBackup High Availability Administrator's Guide for more details on setting
up a NetBackup cluster environment.

More information about adding managed NetBackup servers in OpsCenter is
available.

See “Adding a master server or an appliance master server in the OpsCenter
console” on page 343.

About using NBSL to collect data from NetBackup master
servers

A NetBackup master server with version 7.1.x or 7.5 requires an Agent or data
collector only for capacity or traditional license data collection. The OpsCenter
Server uses the NetBackup Service Layer (NBSL) to collect all other data types
from a NetBackup 7.1.x or 7.5 master server.

For a 6.5.x master server, an Agent must be installed if you want to collect image,
error logs, breakup jobs, capacity license, or traditional license data. Similarly, for
a 6.0.x master server, an Agent must be installed if you want to collect image, error
logs, capacity license, or traditional license data. If you do not want to collect such
data, you do not need to install an Agent. OpsCenter uses NBSL to collect all the
other data automatically from the master server.
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For a 7.0.x master server, an Agent must be installed if you want to collect breakup
jobs, capacity license, or traditional license data. If you do not want to collect this

data, you do not need to install an Agent. OpsCenter uses NBSL to collect all the

other data automatically from the master server.

Beginning with NetBackup version 6.0, NBSL components are included as a part
of NetBackup on master and media servers.

OpsCenter requires NBSL for all NetBackup monitoring, managing, and control
functions. OpsCenter is affected if NBSL stops running on a managed NetBackup
server.

If NBSL stops, OpsCenter may not capture any changes that were made to the
NetBackup configuration. When NBSL restarts, OpsCenter correctly recaptures the
latest state.

About designing your OpsCenter Server

Before setting up an OpsCenter Server, review the recommendations and
requirements that are listed in the earlier sections.

See “Managed NetBackup master server considerations” on page 87.

About the OpsCenter database requirements

The Sybase database that OpsCenter uses is similar to the database that NetBackup
uses. The database is installed as part of the OpsCenter server installation.

Note the following:

= After you configure OpsCenter, OpsCenter disk space depends on the volume
of data initially loaded on the OpsCenter server from the managed NetBackup
servers.

The initial data load on the OpsCenter server is in turn dependent on the following
data present in the managed master servers:

= Number of policy data records
= Number of job data records

s Number of media data records

= The rate of OpsCenter database growth depends on the quantity of managed
data. This data can be policy data, job data, or media data.

For information on how to adjust database values for better OpsCenter performance,
refer to the new OpsCenter Performance and Tuning Guide at the following location:

http://www.symantec.com/docs/DOC5808
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Supported upgrade paths in OpsCenter

OpsCenter supports direct upgrades from the following versions:

OpsCenter 7.0 to OpsCenter 7.6.0.1
OpsCenter 7.0.1 to OpsCenter 7.6.0.1
OpsCenter 7.1 to OpsCenter 7.6.0.1
OpsCenter 7.1.0.x to OpsCenter 7.6.0.1
OpsCenter 7.5 to OpsCenter 7.6.0.1
OpsCenter 7.5.0.x to OpsCenter 7.6.0.1

Note: If you have NOM or VBR, first upgrade to OpsCenter 7.0 or 7.1 and then
updrade to 7.6.0.1. See the product documentation for details on how to upgrade.

About planning an OpsCenter Agent deployment

Before deploying an OpsCenter Agent, you must decide if you need an OpsCenter
Agent. To make this decision, you must examine the following parameters:

Do | need an Agent? See “When do you need an Agent?”

on page 90.

Can a single Agent monitor multiple product See “Can a single Agent monitor different
versions? product versions?” on page 91.

Should | install the Agent on the product host? See “Where should | install the Agent?”

Should | install the Agent on a different

on page 92.

platform?

Quickly glance through the Agent deployment See “About the OpsCenter Agent deployment
matrix matrix” on page 96.

Examples of Agent deployment scenarios See “Examples of OpsCenter Agent

deployment in a NetBackup environment”
on page 97.

When do you need an Agent?

You require an Agent based on the product that you want to collect data from. You
do not need an OpsCenter Agent to collect data from PureDisk.
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NetBackup The requirement for an OpsCenter Agent
differs for each NetBackup version. Review
the following points for specific NetBackup
versions:

6.0.x

Install an Agent if you want to collect data
for image, error logs, capacity, or
traditional license.

6.5.x

Install an Agent if you want to collect data
for image, error log, capacity license,
traditional license, or breakup jobs.

Note: From OpsCenter 7.5, NBSL is used
to automatically collect the scheduled jobs
data from NetBackup 6.5.x and later
master servers. You do not need to install
an Agent to collect scheduled jobs data
from NetBackup 6.5.x master servers.

7.0.x

Install an Agent if you want to collect data
for breakup jobs, capacity license, or
traditional license.

7.1.x

Install an Agent if you want to collect data
for capacity license and traditional license.
7.5

Install an Agent if you want to collect data
for capacity license and traditional license.

PureDisk You do not require an OpsCenter Agent to
collect data from PureDisk.

Backup Exec You require OpsCenter Agent to collect data
from Backup Exec.

Can a single Agent monitor different product versions?

A single Agent can monitor multiple versions of BE. For NetBackup master servers,

you need separate Agents depending on the versions.
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You need separate Agents to collect data from different
NetBackup master servers. NetBackup binaries (such as the
Remote Administration Console for Windows and a UNIX
media server) that you install on the Agent host must match
the version of the NetBackup master server.

PureDisk data collection does not require a separate Agent.
You can use the Integrated Agent of the OpsCenter Server
for data collection. To create or configure the data collector,
select the Agent that is installed as the Integrated Agent.

Note: You do not require an OpsCenterAgent to collect data
from PureDisk.

See “Configuring PureDisk data collector” on page 349.
You can use the same Agent to collect data from Backup
Exec servers with different versions.

Note: To collect data from a Backup Exec server host, you
need to install the Agent on a compatible Windows host.

Where should | install the Agent?

Installing the OpsCenter Agent has a little affect on the backup environment. The
OpsCenter Agent must be compatible with the operating system of the backup
application host. To monitor Backup Exec, you need to install the Agent on a
Windows host as these products support only Windows platform. Agents can be
installed on either Windows or Solaris platform if you want to monitor NetBackup.

You can deploy the OpsCenter Agent on any of the following hosts:
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Product host The product host is the host where the
backup product is installed. For example, a
product host can be a NetBackup master
server or a Backup Exec host.

Advantages of installing OpsCenter Agent on
a product host are the following:

= Ease of maintenance for upgrades,
because you only service one host.

= Minimal intrusion on backup hosts,
because only one agent is installed on a
backup host.

Disadvantages of installing OpsCenter Agent
on the product host are the following:

= The Agent may use significant system
resources, which can affect the product
host’s performance.
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OpsCenter Server host or a separate host
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The OpsCenter Agent can be installed on a
host different from the product host; this is
sometimes called a Remote Agent. The
different host may be the OpsCenter Server
host or a separate host.

You should deploy a Remote Agent in the
following situations:

= When the OpsCenter Agent is not
compatible with the operating system of
the product (such as HP-UX).

= When the product host system has
insufficient resources to support
co-location of the OpsCenter Agent and
the backup application.

In such situations, the Agent should remotely
communicate with backup products.

Advantages of installing OpsCenter Agent on
the Server host or a separate host are the
following:

= You do not have to install additional
software on backup application hosts,
because the backup data is gathered
remotely.

= If you install Agent on the OpsCenter
Server host, you need to maintain only
one host for both the OpsCenter Agent
and the Server, which avoids the
maintenance that might otherwise be
involved in upgrading the Agent.

Disadvantages of installing OpsCenter Agent
on the Server host include the following:

= You must install a component of the
backup application on the OpsCenter
Server host.
For example, assume that you need
separate OpsCenter Agents to collect data
from different versions of NetBackup
master servers. You need to install
NetBackup binaries (the Remote
Administration Console for Windows, the
master server, or the media server) on the
Agent host that match the version of the
NetBackup master server.
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= In some situations, a backup application
license key is required for the component
that is installed on the OpsCenter Server

host.

Note the following points about installing an OpsCenter Agent:

= Only one OpsCenter Agent can be installed on any host.

= Asingle Agent can be configured for multiple data collectors which collect data
from the respective product hosts.

= Agent for NetBackup needs binaries of either RAC (Remote Admin Console) or
master or media server, installed local to the Agent. The version of RAC or
master or media server binaries installed on the Agent host should match the
version of the NetBackup master server it intends to monitor.

About the OpsCenter Agent deployment matrix

Table 2-4 compiles Agent-related information for each backup product. The Agent
deployment matrix can help you in deploying the OpsCenter Agent.

Note: OpsCenter 7.6 is the last version to support NetBackup 6.x. You will not be
able to monitor, manage, or generate reports for NetBackup 6.x master servers in
future OpsCenter releases.

Table 2-4 Agent deployment matrix
Product Is an Agent | Can a single Should Agent | Can Agent be
Required? Agent monitor | be deployed on | installed on
multiple the product any platform?
product host?
versions?
NetBackup 7.6 Required only | Multiple Agents | Anywhere Solaris, Windows
for capacity
and traditional
licensing
NetBackup 7.5.x | Required only | Multiple Agents | Anywhere Solaris, Windows

for capacity
and traditional
licensing
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Agent deployment matrix (continued)

Product

Is an Agent
Required?

Can a single
Agent monitor
multiple
product
versions?

Should Agent
be deployed on
the product
host?

Can Agent be
installed on
any platform?

NetBackup 7.1.x

Required only
for capacity
and traditional
licensing

Multiple Agents

Anywhere

Solaris, Windows

NetBackup 7.0.x

Required for
breakup jobs,
capacity, and
traditional
licensing

Multiple Agents

Anywhere

Solaris, Windows

NetBackup 6.5.x

Required only
for image,
error log,
capacity
licensing,
traditional
licensing, or
breakup jobs.

Multiple Agents

Anywhere

Solaris, Windows

NetBackup 6.0.x

Required only
for image,
capacity
licensing,
traditional
licensing, or
error logs.

Multiple Agents

Anywhere

Solaris, Windows

PureDisk

Not Required

None

None

Solaris, Windows

Backup Exec

Required

Single Agent

Anywhere

Windows only

Examples of OpsCenter Agent deployment in a NetBackup

environment

In a NetBackup environment, the following OpsCenter deployment scenarios are

valid:

= Example 1: You install the OpsCenter Server on OpsCenterHost1, install the

Agent on AgentHost1, and install a NetBackup 7.5 master server on ProdHost1.
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Install the NetBackup 7.5 Remote Administration Console or NetBackup master
server on AgentHost1 and configure a data collector to collect data from
ProdHost1.

Figure 2-1 illustrates this scenario.

Example 2: You install the OpsCenter Server and Agent on OpsCenterHost1
and install the NetBackup 7.0 master server on ProdHost1.

Install the NetBackup 7.0 Remote Administration Console or the NetBackup
master server on OpsCenterHost1 and configure a data collector to collect data
from ProdHost1.

Figure 2-2 illustrates this scenario.

Example 3: You install the OpsCenter Server on OpsCenterHost1, and you
install the NetBackup master server and the OpsCenter Agent on ProdHost1
Configure a data collector on OpsCenterHost1 to collect data from ProdHost1.
Figure 2-3 illustrates this scenario.

Example 4: You install the OpsCenter Server and Agent on OpsCenterHost1,
the NetBackup 6.5 master server is installed on ProdHost1, and you install
another NetBackup 6.5 master server on ProdHost2.

Install either the Remote Administration Console or master server on
OpsCenterHost1 and configure two data collectors: one to collect data from
ProdHost1 and another to collect data from ProdHost2.

Figure 2-4 illustrates this scenario.

Example 5: You install the OpsCenter Server on OpsCenterHost1. You install
Agent A1 on AgentHost1, install Agent A2 on AgentHost2, and install Agent3
on AgentHost3. A NetBackup 7.0 master server exists on ProdHost1 and you
install a NetBackup 6.5 master server on ProdHost2. Install NetBackup 6.0 MP7
on ProdHost3 and ProdHost4.

Install a NetBackup 7.0 Remote Admin Console or 7.0 master server on
AgentHost1 and configure a data collector to collect data from ProdHost1. Install
a NetBackup 6.5 Remote Administration Console or 6.5 master server on the
AgentHost2 and configure a data collector to collect data from ProdHost2. Install
a NetBackup 6.0 MP7 Remote Admin Console or 6.0 MP7 on AgentHost3 and
configure a data collector from ProdHost3 and ProdHost4.

Figure 2-5 illustrates this scenario.

Example 6: You install the OpsCenter Server on OpsCenterHost1. You install
Agent A1 on AgentHost1, install Agent A2 on AgentHost2, and install agent A3
on AgentHost3. A NetBackup 7.0 master server exists on ProdHost1 and you
install a NetBackup 6.5 master server on ProdHost2. NetBackup 6.0 MP7 master
servers exist on ProdHost3 and ProdHost4.

Install a NetBackup 7.0 Remote Admin Console or 7.0 master server on
AgentHost1 and configure a data collector to collect data from ProdHost1. Install
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a NetBackup 6.5 Remote Administration Console or 6.5 master server on the
AgentHost2 and configure a data collector to collect data from ProdHost2. Install
either the Remote Administration Console or master server on AgentHost3 and
configure two data collectors: one to collect data from ProdHost3 and another
to collect data from ProdHost4.

Figure 2-6 illustrates this scenario.

Figure 2-1 Example 1

OpsCenter host 1
1. Add Agent1 to OpsCenter
2. Select Agent1 for
ProdHost1 data

collection

AgentHost1: NBU 7.5
1. Install Agentl
2. Install 7.5 RAC master

ProdHost1: NBU 7.5

Figure 2-2 Example 2

OpsCenter host 1 + Agent host 1
1. Install 7.0 RAC or ProdHost1: NBU 7.0
master

2. Add Agent1 to OpsCenter

3. Select Agent1 for ProdHost1 data

collection
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Figure 2-3 Example 3
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OpsCenter Host 1 ProdHost1: NBU 6.5 + AgentHost1
1. Add Agent1 to OpsCenter 1. Install Agent1

2. Select Agent1 for ProdHost1
data
collection

Figure 2-4 Example 4
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OpsCenter host 1 + Agent host 1 ProdHost1: NBU 6.5

1. Install and add Agent1 to
OpsCenter

2. Install 6.5 RAC master

3. Select Agent1 for ProdHost1 data
collection

4. Use the same Agent for ProdHost2
data collection

ProdHost2: NBU 6.5
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@

Figure 2-5 Example 5
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Figure 2-6 Example 6
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See “Examples of OpsCenter Agent deployment in a NetBackup environment”
on page 97.

Preparation for installation or upgrade
Review the following checklists before installing OpsCenter.

Table 2-5 lists the things you must check before you install OpsCenter on a Windows
server.



Installing OpsCenter
About planning an OpsCenter installation

Table 2-5 OpsCenter installation and upgrade checklist for Windows

Item

Task

1.

Ensure that you install OpsCenter software on a compatible platform.

http://www.symantec.com/docs/TECH76648

Ensure that no other installation is in progress while you install OpsCenter.

In addition, Symantec recommends that you do not stop the installer forcefully
while the OpsCenter upgrade is in progress.

If 8.3 file name creation is disabled on a Windows host, it is recommended that
you enable it and restart the Windows host before installing or upgrading to
OpsCenter components.

If you install or upgrade to OpsCenter components on a Windows host where 8.3
name creation is disabled, then you must do the following:

= Install OpsCenter components on a customized (non-default) location like
D:\Favorites. The default installation location of OpsCenter components is
C:\Program Files\Symantec.

= The customized location that you provide should not contain spaces or special
characters like (, % etc.

Ensure that the antivirus software is disabled before you install OpsCenter.

Ensure that your OpsCenter server is configured as a fixed host with a static IP
address.

Ensure that the fully qualified domain name (FQDN) of your OpsCenter Server has
no more than 44 characters.

For a new OpsCenter installation, ensure that the database directory has at least
20 MB of available space. Note that after you install and start using OpsCenter,
the database grows in size, and requires more space.

See “Supported upgrade paths in OpsCenter” on page 90.

If you have Veritas Backup Reporter (VBR) or NetBackup Operations Manager
(NOM) and want to upgrade to OpsCenter 7.6, you must first upgrade to OpsCenter
7.0.x or 7.1.x. You cannot upgrade directly from VBR or NOM to OpsCenter 7.6.
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Table 2-5 OpsCenter installation and upgrade checklist for Windows

(continued)

Item

Task

9.

If you plan to upgrade to OpsCenter 7.6, ensure the following:

» At backup location, the available disk space is two times the database size
= At database location, the available disk space is equal to the database size

You should take care of these disk space requirements before you upgrade.

Note: In OpsCenter 7.6, unlike the previous OpsCenter versions, the database is
upgraded during the pre-installation process. In case of upgrade failure, the older
OpsCenter setup is still available for use. As part of this enhanced process, the
database is first backed up at a different location that you can rollback in case of
upgrade failure.

Before upgrading to OpsCenter 7.6, Symantec recommends that you take a hot
backup of the OpsCenter database (without stopping OpsCenter) using the
dbbackup utility.

See “Backing up the OpsCenter database” on page 224.

If you plan to upgrade to OpsCenter 7.6 and have changed the database password,
Symantec recommends that you reset the database password to original before
performing the upgrade.

See “Changing the OpsCenter database administrator password” on page 211.

If you plan to upgrade both the backup product like NetBackup, Backup Exec, or
PureDisk and the OpsCenter components, it is recommended that you upgrade
OpsCenter components first. By upgrading OpsCenter components before the
backup product, OpsCenter can start collecting data from the backup product once
it is added to the console.

You must perform upgrades in the following order:

s Upgrade the OpsCenter Agent

= Upgrade the OpsCenter Server

s Upgrade the OpsCenter View Builder

s Upgrade the backup product that you are using like NetBackup.

The above order also holds true if you plan to upgrade only OpsCenter and not

the backup product. Always upgrade the OpsCenter Agent first followed by the
Server and the View Builder.
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Table 2-5 OpsCenter installation and upgrade checklist for Windows

(continued)

Item

Task

13.

If you plan to upgrade to OpsCenter 7.6 and have installed the OpsCenter database
on a custom location, ensure that the free space on the drive where OS is installed
is equal to or more than size of the current OpsCenter database.

In case free space on the drive where OS is installed is less than size of the current
OpsCenter database, use the following procedure before you upgrade:

1 Create a directory (say temp) where the OpsCenter database is installed:
<OpsCenterDatabaseCustomLocation>\temp.

2  From My Computer > Properties > Advanced > Environment Variables,
create a new system variable with variable name SATMP and value as:
<OpsCenterDatabaseCustomLocation>\temp.

Run the OpsCenter 7.6 installer.

4 After successful upgrade, delete the environment variable SATMP and the
directory temp from <OpsCenterDatabase CustomLocation>.

Ensure that the necessary ports are opened before you install OpsCenter on a
hardened server.

See “About communication and firewall considerations” on page 229.

Ensure that the name of the folder in which you install OpsCenter does not contain
any special characters such as %, ~, !, @, $, &, *, or #.

If a file called program exists in the C: folder of your OpsCenter Server, rename
or delete the file before you install OpsCenter.

Ensure that the system on which the OpsCenter server is installed has valid values
for the following OS parameters:

s Display language
= Location

Check your respective OS documentation for more information on these parameters.

Install OpsCenter Server, Agent, and View Builder of the same versions. For
example, Server 7.6 is only compatible with Agent 7.6 and View Builder 7.6.

20.

Also in case OpsCenter components are installed on a dual stack IPv4 and IPv6
host, the default IP must be IPv4 and the hostname of the system must be
configured accordingly.

21.

In a clustered environment, first upgrade OpsCenter Server on the active node
and then on the passive nodes.
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Table 2-6 lists the things you must check before you install OpsCenter on a UNIX

server.

Table 2-6 OpsCenter install and upgrade checklist for UNIX

Item

Task

1.

Ensure that you install OpsCenter software on a supported platform.

http://www.symantec.com/docs/TECH76648

Ensure that no other installation is in progress while you install OpsCenter.

In addition, Symantec recommends that you do not stop the installer forcefully while
the OpsCenter upgrade is in progress.

Ensure that your OpsCenter Server is configured as a fixed host with a static IP
address.

Ensure that the OpsCenter Server does not have a symbolic link to the /opt
directory.

Ensure that the fully qualified domain name (FQDN) of your OpsCenter Server has
no more than 44 characters.

Ensure that ksh (Korn shell) is installed on the host where you want to install or
upgrade OpsCenter 7.6 Server.

Warning: If you fail to install ksh before installation or upgrade, you may not be
able to logon to OpsCenter 7.6 GUI.

For OpsCenter installation on UNIX, a minimum space of approximately 2.5 GB is
required at root folder before starting the installation process. This space is
necessary for installing components like PBX, Perl, and VRTSvlic. In addition, the
space is required to copy installation related logs at root location. If the space is
not available at the root location, installation cannot proceed.

For a new OpsCenter installation, ensure that the database directory has at least
20 MB of available space. Note that once you install and start using OpsCenter,
the database grows in size, and requires more space.

See “About designing your OpsCenter Server” on page 89.

Ensure that the necessary ports are opened before you install OpsCenter on a
hardened server.

See “About communication and firewall considerations” on page 229.

If you need to monitor a single master server, install OpsCenter on the NetBackup
master server or media server (recommended).
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Table 2-6 OpsCenter install and upgrade checklist for UNIX (continued)

Item

Task

1.

Ensure that the name of the folder in which you install OpsCenter does not contain
any special characters such as %, ~, !, @, $, &, *, or #.

Ensure that the system on which the OpsCenter server is installed has valid values
for the following OS parameters:

= Display language
= Location

Check your respective OS documentation for more information on these parameters.

Install OpsCenter Server, Agent, and View Builder of the same versions. For
example, Server 7.6 is only compatible with Agent 7.6 and View Builder 7.6.

If you have Veritas Backup Reporter (VBR) or NetBackup Operations Manager
(NOM) and want to upgrade to OpsCenter 7.6, you must first upgrade to OpsCenter
7.0.x or 7.1.x. Itis not possible to upgrade directly from VBR or NOM to OpsCenter
7.6.

See “Supported upgrade paths in OpsCenter” on page 90.

If you plan to upgrade to OpsCenter 7.6, ensure that the available disk space is at
least three times the database size. This should be done before you upgrade to
OpsCenter 7.6.

If you plan to upgrade to OpsCenter 7.6 and have changed the database password,
Symantec recommends that you reset the database password to original before
performing the upgrade.

See “Changing the OpsCenter database administrator password” on page 211.

Before upgrading to OpsCenter 7.6, Symantec recommends that you take a hot
backup of the OpsCenter database (without stopping OpsCenter) using the
dbbackup utility.

See “Backing up the OpsCenter database” on page 224.
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Table 2-6 OpsCenter install and upgrade checklist for UNIX (continued)
Item |Task
18. If you plan to upgrade both the backup product like NetBackup, Backup Exec, or

PureDisk. and the OpsCenter components, it is recommended that you upgrade
OpsCenter components first. By upgrading OpsCenter components before the
backup product, OpsCenter can start collecting data from the backup product once
it is added to the console.

You must perform upgrades in the following order:

s Upgrade the OpsCenter Agent

s Upgrade the OpsCenter Server

» Upgrade the OpsCenter View Builder

s Upgrade the backup product that you are using like NetBackup.

The above order also holds true if you plan to upgrade only OpsCenter and not the

backup product. Always upgrade the OpsCenter Agent first followed by the Server
and the View Builder.

19. If you plan to upgrade to OpsCenter 7.6 and have installed the OpsCenter database
on a custom location, ensure that the free space on /tmp is equal to or more than
the size of current OpsCenter database.

In case the free space on /tmp is less than size of the current OpsCenter database,
use the following procedure before you upgrade:

1 Create a directory (say temp) where the OpsCenter database is installed:
<OpsCenterDatabaseCustomLocation>/temp.

2  Export a variable named SATMP with the value of this variable as
<OpsCenterDatabaseCustomLocation>/temp.

Use the following command:
export SATMP=<OpsCenterDatabaseCustomLocation>/temp
Run the OpsCenter 7.6 installer.

4  After successful upgrade, unset the environment variable SATMP and remove
the temp directory from <OpsCenterDatabase CustomLocation>.

Use the following command to unset the SATMP variable:

unset SATMP

20. Also in case OpsCenter components are installed on a dual stack IPv4 and IPv6
host, the default IP must be IPv4 and the hostname of the system must be configured
accordingly.

21. In a clustered environment, first upgrade OpsCenter Server on the active node and

then on the passive nodes.
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Installing Symantec NetBackup OpsCenter on
Windows and UNIX

This section describes the procedures for fresh installation of OpsCenter 7.6 on
Windows and UNIX hosts.

Note: After you install OpsCenter, while installing a language pack do not stop the
OpsCenter services. To verify if the language pack has been installed successfully,
go to Settings > User Preferences > General > Default Locale and check if you
see the locale that you installed.

OpsCenter 7.6 does not support upgrades from NOM and VBR.

See “About upgrading to OpsCenter 7.6 on Windows and UNIX” on page 137.
You can install OpsCenter 7.6 in a clustered mode.

See “About clustering OpsCenter” on page 164.

Table 2-7 provides steps to install OpsCenter components. You can use this table
as a checklist while installing Symantec NetBackup OpsCenter.

Table 2-7 Steps to install, upgrade, and cluster Symantec NetBackup
OpsCenter

Step number

Step Reference topic

1

Review the hardware = See “About planning an OpsCenter installation”
requirements and software on page 80.
requirements for OpsCenter | http://www.symantec.com/docs/TECH76648

Server and Agent hosts, s See “About communication and firewall considerations”

carefully. on page 229.
Make sure that you satisfy the | ;  gee “About planning an OpsCenter Agent deployment”
operating system on page 90.

requirements.

Go through the firewall
settings and port number
information.

Go through the Agent
deployment section.
Review the Install/Upgrade
checklists before installing
OpsCenter.

n» See “Preparation for installation or upgrade” on page 102.
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Table 2-7 Steps to install, upgrade, and cluster Symantec NetBackup
OpsCenter (continued)

Step number Step

Reference topic

2 Go through the appropriate
installation section.

Different sections are available
for fresh installation, upgrade, and
clustering.

Note: After installation, verify if
OpsCenter is running properly.

See “About installing Symantec NetBackup OpsCenter on
Windows” on page 110.

See “About installing Symantec NetBackup OpsCenter 7.6
on UNIX” on page 116.

See “About upgrading to OpsCenter 7.6 on Windows and
UNIX” on page 137.

See “About clustering OpsCenter” on page 164.

About installing Symantec NetBackup OpsCenter on Windows

Use the Installation Wizard to install OpsCenter on a Windows host. The two
OpsCenter DVD's contain OpsCenter 7.6 software for all available platforms.

Review the following considerations before installing OpsCenter components on

Windows:

= Symantec recommends that you enable 8.3 file name creation before installing
OpsCenter components. If 8.3 file name creation is disabled, enable it and restart
the Windows host before installing or upgrading to OpsCenter components.

= You must not run any other installation while installing OpsCenter components.
Additionally after an installation is complete, you should wait for some time
before installing other OpsCenter components.

Note: Symantec recommends that you do not cancel or interrupt the installation

process once it is started.

See “Installing Symantec OpsCenter Server on Windows” on page 110.

See “Installing Symantec OpsCenter Agent on Windows” on page 113.

See “Installing Symantec OpsCenter View Builder on Windows” on page 114.

Installing Symantec OpsCenter Server on Windows

Use the following procedure to install Symantec OpsCenter 7.6 Server on Windows

hosts.
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Note: In case you try to install OpsCenter 7.6 components on a system where
OpsCenter 7.6 is already installed, the installer runs in a Maintenance mode.
Maintenance mode lets you repair or remove the OpsCenter component that is
installed on your system.

To install OpsCenter Server on Windows

1

On a Windows host where you want to install OpsCenter Server, insert the
OpsCenter product DVD in the DVD drive.

= [If autorun is enabled, the Symantec DVD Browser appears.

» [f autorun is not enabled, click Start > Run. On the Run dialog box, in the
Open text box, type D: \Browser.exe and press Enter:
Where D is the DVD drive.
The Symantec DVD Browser appears.

On the Symantec DVD browser, click the Installation link.

Click the OpsCenter Server Installation link to install Symantec NetBackup
OpsCenter server.

The Symantec OpsCenter Installation Wizard appears. Click Next.

Read the license agreement, check | accept the terms of the license
agreement and click Next.

You may opt to check or uncheck Participate in the NetBackup Product
Improvement Program. This option is checked by default.

If you check this option, the installer uploads installation deployment and product
usage information to Symantec automatically and in a secured manner. This
data would help Symantec to guide future product development and also
analyze issues.
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The following options are displayed on the Installation Choice screen:

Install to this computer only Select this option to install OpsCenter Server on this

host.
Install a clustered Select this option to install OpsCenter Server on all
OpsCenter Server selected nodes, in a clustered mode. You need to install
OpsCenter Server manually on each node of the
cluster.

This option is enabled if you have Veritas Cluster
Server (VCS) installed.

See “Clustering Symantec NetBackup OpsCenter on
Windows” on page 168.

See “Clustering Symantec NetBackup OpsCenter
Server on Solaris” on page 178.

Select Install to this computer only.

In the Installation Method section, click Typical to use the default settings,
installation location, or port numbers. Also compare the space that is required
by the installation with the actual space available in the installation directory.

Click Custom if you want to change the default settings, locations, or port
numbers.

Click Next.

On the License Keys panel, enter your demo or permanent key that you have
received with the purchase of OpsCenter and click Add Key.

See “Symantec NetBackup OpsCenter Analytics license keys” on page 82.
You can also add the license keys later from the OpsCenter console.
See “About managing licenses” on page 254.

Click Next. The installer shows the summary of the settings that you have
selected for installation.

Check Save Summary to field to save the installation summary. Click Browse
to save the installation summary in your preferred location.

Click Install.

The installer starts installing the OpsCenter Server software.

Note: The default OpsCenter database location on Windows is:

C:\Program Files\Symantec\OpsCenter\server\db\data
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11 After successful installation, you can view the OpsCenter console or view
installation logs.

The installation logs are generated in the following
location:$ALLUSERSPROFILE%\Symantec\OpsCenter\
INSTALLLOGS\OpsCenterServerInstallLog.htm.

If you run the installer in a maintenance mode
later,0opsCenterserverMaintenanceInstallLog.htm iS also generated in the
same location.

12 Click Finish.

Installing Symantec OpsCenter Agent on Windows

Use the following procedure to install Symantec OpsCenter Agent on a Windows
host.

To install OpsCenter Agent on Windows

1 You can install the OpsCenter Agent either on the OpsCenter Server host,
product host, or a separate host. To decide where you want to install the
OpsCenter Agent, review the information on Agent deployments.

See “About planning an OpsCenter Agent deployment” on page 90.

2 On a Windows host where you want to install OpsCenter Agent, insert the
OpsCenter product DVD in the DVD drive.

3 « Ifautorunis enabled, the Symantec DVD Browser appears.

= If autorun is not enabled, click Start > Run. On the Run dialog box, in the
Open text box, type D: \Browser.exe and press Enter:

Where D is the DVD drive.
The Symantec DVD Browser appears.

4  On the Symantec DVD Browser, click the Installation link.
Click the OpsCenter Agent Installation link to install OpsCenter Agent.

The Symantec OpsCenter Installation Wizard appears. Click Next.
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Read the license agreement, check | accept the terms of the license
agreement and click Next.

You may opt to check or uncheck Participate in the NetBackup Product
Improvement Program. This option is checked by default.

If you check this option, the installer uploads installation deployment and product
usage information to Symantec automatically and in a secured manner. This
data would help Symantec to guide future product development and also
analyze issues.

The default installation location is c: \Program Files\Symantec. To install
OpsCenter to a different directory, click Browse.

Click Next.

The installer shows the summary of the settings that you have selected for
Agent installation.

Check Save Summary to field to save the installation summary. Click Browse
to save the installation summary in your preferred location.

Click Install.
The installer starts installation of OpsCenter Agent.

After successful installation, you can view Agent installation logs or open the
readme file.

The installation logs are generated in the following
locaion: %A LUSERSPROFTLES \Symantec\OpsCenter\ INSTALLLOGS \QpsCenterAgent Installlog. htm.

If you run the installer in a maintenance mode
later,opsCenterAgentMaintenanceInstallLog.htm iS also generated in the
same location.

Click Finish.

Installing Symantec OpsCenter View Builder on Windows

Use the following procedure to install Symantec NetBackup OpsCenter View Builder.

To install OpsCenter View Builder on Windows

1

2

On the OpsCenter Server host, insert the OpsCenter product DVD in the DVD
drive.

= If autorun is enabled, the Symantec DVD Browser appears.

= If autorun is not enabled, click Start > Run. On the Run dialog box, in the
Open text box, type D: \Browser.exe and press Enter:
Where D is the DVD drive.
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The Symantec DVD Browser appears.
On the Symantec DVD Browser, click the Installation link.

Click the OpsCenter View Builder Installation link to install Symantec
NetBackup OpsCenter View Builder.

The Symantec OpsCenter Installation Wizard appears. Click Next.

Read the license agreement, check ‘l accept the terms of the license
agreement’ and click Next.

You may opt to check or uncheck Participate in the NetBackup Product
Improvement Program. This option is checked by default.

If you check this option, the installer uploads installation deployment and product
usage information to Symantec automatically and in a secured manner. This
data would help Symantec to guide future product development and also
analyze issues.

On the Installation Location screen, click Browse if you want to change the
default location for Symantec NetBackup OpsCenter View Builder installation.

Note: The default installation location on a Windows 64-bit computer is
C:\Program Files (x86)\Symantec.

Select a new location and click Next.

The installer shows the summary of the settings that you have selected for
Symantec NetBackup OpsCenter View Builder installation.

Check Save Summary to field to save the installation summary. Click Browse
to save the installation summary in your preferred location.

Click Install.
The installer starts installation of Symantec NetBackup OpsCenter View Builder.

After successful installation, you can view the installation logs or open the
readme file.

The installation logs are generated in the following
location:$ALLUSERSPROFILE%\Symantec\OpsCenter\
INSTALLLOGS\OpsCenterViewBuilderInstallLog.htm.
If you run the installer in a maintenance mode

later,0psCenterviewBuilderMaintenanceInstallLog.htm is also generated
in the same location.

Click Finish.
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About installing Symantec NetBackup OpsCenter 7.6 on UNIX
This section provides you with the procedure to install OpsCenter on a UNIX host.

You can install OpsCenter components from the OpsCenter DVD's. Three DVD's
for OpsCenter are available—one for Windows and two for UNIX. Select the
appropriate OpsCenter DVD based on the platform on which you plan to install.

Note: Symantec recommends that you do not cancel or interrupt the installation
process once it is started.

See “Installing Symantec NetBackup OpsCenter Server on UNIX” on page 116.
See “Installing Symantec NetBackup OpsCenter Agent on UNIX” on page 118.

Installing Symantec NetBackup OpsCenter Server on UNIX
Use the following procedure to install OpsCenter Server software on UNIX hosts.
To install OpsCenter Server on UNIX

1 Open a UNIX console and log on as root on the target host.

2 Mount the appropriate OpsCenter product DVD on the computer where you
are installing OpsCenter.

3 Type the following command: ./install. Press Enter.

If you install OpsCenter on Solaris SPARC, select Server from the displayed
options (Server and Agent). Press Enter to install OpsCenter Server.

The Welcome message is displayed. Press Enter to continue.

The installer then checks if OpsCenter Server is installed on the system or not.
It prompts you in case OpsCenter Server is already installed. The installer also
examines the system for existing packages.

6 The installer displays a list of components that get installed like PBX, AT,
OpsCenter Server, OpsCenter GUI etc. Review this list and press Enter to
continue.

7 The installer prompts you with the following question:
Where do you want to install Symantec OpsCenter? </opt>

Type a directory path where you want to install the Symantec OpsCenter Server
packages and press Enter.

To accept the default path (/opt), press Enter without typing a directory path.
8 Typey to confirm the directory path and press Enter.
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The installer prompts you with the following question:
Participate in the NetBackup Product Improvement Program? [y,n,d]

If you type y and press Enter, the installer uploads installation deployment and
product usage information to Symantec automatically and in a secured manner.
This data would help Symantec to guide future product development and also
analyze issues.

OpsCenter Server is installed on the system.

The installer prompts for the following information:

Specify a local directory for the Symantec OpsCenter database.
A directory named 'OpsCenterServer' will be created within the

directory that you specify. (/var/symantec/)

Type a directory path under which to install the OpsCenter database and press
Enter.

If you create an alternate database directory, the script creates the folder
OpsCenterServer below your directory.

To accept the default database installation directory (/var/sSymantec), press
Enter without typing a directory path.

In case the database installation directory (/var/symantec) does not exist on
the host, the following information is displayed:

Directory "/var/symantec" does not exist. Do

you want to create the directory? [y,n,ql vy

Type y to confirm and press Enter.

The following information is displayed:

The OpsCenter database server may require up to
1 GB of temporary space at runtime. By default, temporary files
will be created in the database installation directory

/var/Symantec/OpsCenterServer
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11 You are prompted with the following message:

Would you like to use an alternate directory for

database server temporary space? [y,n,q] (n)

To use the database installation directory for database server temporary space,
press Enter without typing a directory path.

To specify an alternate directory, type y and press Enter.

Type a directory path for the database server temporary space and press
Enter.

12 Review the installation options you selected. The location of database directory
and the database temp directory is also displayed.

13 Type y and press Enter to confirm the selection and continue.

Type n and press Enter to repeat the configuration steps and revise your
selection.

Configuration changes are made to the system.

14 You are prompted for license information. The installer prompts you with the
following:

Please enter a Symantec OpsCenter Analytics license key

or press <Return>:

Enter a valid demo or permanent key that you have received with the purchase
of OpsCenter and press Enter.

If you do not enter a key, you get an unlicensed version. With the unlicensed
version (Symantec OpsCenter), you cannot access the licensed features.

See “Symantec NetBackup OpsCenter Analytics license keys” on page 82.
You can also add the license keys later from the OpsCenter console.

See “About managing licenses” on page 254.

Installing Symantec NetBackup OpsCenter Agent on UNIX

You can now install OpsCenter Agent in a local zone on UNIX platforms. However
if you are installing OpsCenter Agent in a local zone on Solaris SPARC, you must
first install VRTSperl component in global zone. This is because VRTSperl is not
supported in local zones.
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To install VRTSperl in a global zone on Solaris SPARC

1
2

Login to the global zone on the system.
Navigate to the so1l sparc directory:

cd <INSTALL_DIR>/Agent/pkgs/sol_sparc
Run the following command:
/usr/sbin/pkgadd -d VRTSperl.pkg

Once VRTSperl installation is complete, login to the local zone and install the
OpsCenter Agent.

Use the following procedure to install OpsCenter Agent on UNIX.

To install OpsCenter Agent on UNIX

1
2

Open a UNIX console and log on as root on the target host.

Mount the appropriate OpsCenter product DVD on the computer where you
plan to install OpsCenter Agent.

Type the following command:
./install. Press Enter.

Select Agent from the displayed options (Server and Agent). Press Enter to
install OpsCenter Agent.

The Welcome message is displayed. Press Enter to continue.

The installer then checks if OpsCenter Agent is installed on the system or not.
It prompts you in case OpsCenter Agent is already installed.

The installer displays a list of components that get installed like PBX, Symantec
WebGUI Agent etc. Review this list and press Enter to continue.

It is optional to configure the OpsCenter Agent during installation. You may
choose to configure OpsCenter Agent later either manually or by running
/opt/VRTS/install/installOpsCenterAgent -configure command.

Note: The install OpsCenter Agent script is also present in the
Solaris_Sparc64/Agent directory of the DVD.

To configure OpsCenterAgent now, type y and press Enter.
Enter the location where you want to install OpsCenter Agent.

Type a directory path where you want to install the Symantec OpsCenter Agent
packages and press Enter.

To accept the default path (/opt), press Enter without typing a directory path.
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10 Type y and then press Enter to confirm your installation options.

11 The installer prompts you with the following question:
Participate in the NetBackup Product Improvement Program? [y,n,q] (y)

If you type y and press Enter, the installer uploads installation deployment and
product usage information to Symantec automatically and in a secured manner.
This data would help Symantec to guide future product development and also
analyze issues.

12 The OpsCenter Agent is installed. You can view the installation log files,
summary, and response files on the path mentioned.

About installing Symantec OpsCenter silently on Windows

This section explains how you can install the OpsCenter components silently on
Windows platform. It also covers how you can track the progress of silent installation
and some troubleshooting tips.

See “Installing OpsCenter Server software silently” on page 120.
See “About editing the response file” on page 133.

See “About tracking the progress of silent installation” on page 135.

Installing OpsCenter Server software silently

A silent installation avoids the need for interactive input. A silent installation uses
a response file to automate OpsCenter installation. Use a silent installation when
you need to perform an identical installation on several servers.

You must create a response file first and then use the file to perform a silent
installation. The procedure for creating a response file requires that you run through
the Installation Wizard. The values that you specify in the Wizard pages are saved
to the response file.

You can also edit the response file if required.

See “About editing the response file” on page 133.

Note the following points about silent installation:

= Silent installation of OpsCenter is only supported on Windows platforms.

» Silent installation of OpsCenter is not supported on clusters.
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To install OpsCenter server software silently

1

Log on as administrator to the system where you want to install OpsCenter
server software.

Insert the appropriate OpsCenter product DVD in the DVD drive.
Open the command prompt on your system.

Navigate to <pvD Drive>\<Architecture>\Server directory.
Enter the following command:

SETUP.EXE -NoInstall

Note that the switch -NoInstall is case-sensitive .

This command starts the Installation Wizard where you can specify your
preferences. Note that the Installation Wizard creates the response file based
on your inputs and does not install the product.

The Welcome panel of the Symantec OpsCenter Installation Wizard appears.
Click Next.

Read the license agreement, check | accept the terms of the license
agreement and click Next.

You may opt to check or uncheck Participate in the NetBackup Product
Improvement Program. This option is checked by default.

If you check this option, the installer uploads installation deployment and product
usage information to Symantec automatically and in a secured manner. This
data would help Symantec to guide future product development and also
analyze issues.

Select Install to this computer only on the Installation Choice panel.

In the Installation Method section, click Typical to use the default settings,
installation location, or port numbers. Also compare the space that is required
by the installation with the actual space available in the installation directory.

Note: Click Custom if you want to change the default settings, locations, or
port numbers.

Click Next.
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On the License Keys panel, enter your demo or permanent key that you have
received with the purchase of OpsCenter and click Add Key.

If you do not enter a key, you get an unlicensed version. With the unlicensed
version (Symantec OpsCenter), you cannot access the licensed features.

See Symantec OpsCenter Administrator's Guide for licensing details.
Click Next.

The installer shows the summary of the settings that you have selected for
installation. Check Save Summary to field to save the installation summary.
Click Browse to save the installation summary in your preferred location.

Click Install. Note that clicking Install does not install the product.
The Installation Status panel is displayed. Click Finish.

A response file named Sserver-<DD-MM-YY-HH-MIN-SS>. XML is created at the
following location:

Drive:\windows\temp\Symantec\OpsCenter
For example: C:\windows\temp\Symantec

This XML file can be used to install OpsCenter Server software on multiple
computers.

On the command prompt, ensure that you are in the directory where sETUP . EXE
is located.

Enter the following command to run the silent installation:

SETUP -Silent -RespFile <path of the response file>

Example: setup -Silent -RespFile C:\Server-07-12-09-06-11-31.xml
Note that the switches -silent and -RespFile are case-sensitive .

The installation logs are generated in the following location:

$ALLUSERSPROFILE$\Symantec\OpsCenter\
INSTALLLOGS\OpsCenterServerInstallLog.htm.

If you run the installer in a maintenance mode
later,0psCenterServerMaintenanceInstallLog.htm iS also generated in the
same location.

See the following section to track the progress of the installation.
See “About tracking the progress of silent installation” on page 135.

After successful installation, you can see Symantec OpsCenter Server in
Add/Remove Programs.
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To install OpsCenter Agent silently

1 Log on as administrator to the system where you want to install OpsCenter
Agent software.

Insert the appropriate OpsCenter product DVD in the DVD drive.
3 Open the command prompt on your system.
Navigate to <pvD Drive>\<Architecture>\Agent directory.
Example: D:\x86\Agent
4  Enter the following command:
SETUP.EXE -NoInstall
Note that the switch -NoInstall is case-sensitive .

This command starts the Installation Wizard where you can specify your
preferences. Note that the Installation Wizard creates the response file based
on your inputs and does not install the product.

The Symantec OpsCenter Installation Wizard appears. Click Next.

Read the license agreement, check | accept the terms of the license
agreement and click Next.

You may opt to check or uncheck Participate in the NetBackup Product
Improvement Program. This option is checked by default.

If you check this option, the installer uploads installation deployment and product
usage information to Symantec automatically and in a secured manner. This
data would help Symantec to guide future product development and also
analyze issues.

7 The default installation location is c: \Program Files\Symantec. To install
OpsCenter to a different directory, click Browse.

Click Next.

8 The installer shows the summary of the settings that you have selected for
Agent installation. Check Save Summary to field to save the installation
summary. Click Browse to save the installation summary in your preferred
location.

9 Click Install. Note that clicking Install does not install the product.

10 The Installation Status panel is displayed. Click Finish.
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A response file named Agent-<DD-MM-YY-HH-MIN-SS>. XML is created at the
following location:

C:\windows\temp\Symantec\OpsCenter

This XML file can be used to install OpsCenter Agent software on multiple
computers.

On the command prompt, ensure that you are in the directory where seTup.EXE
is located.

Enter the following command to run the silent installation:

SETUP -Silent -RespFile <path of the response file>

Example: setup -Silent -RespFile C:\Agent-07-12-09-06-11-31.xml
Note that the switches -silent and -RespFile are case-sensitive .

The installation logs are generated in the following location:

$ALLUSERSPROFILE%\Symantec\OpsCenter\
INSTALLLOGS\OpsCenterAgentInstallLog.htm.

If you run the installer in a maintenance mode
later,opsCenterAgentMaintenanceInstallLog.htm iS also generated in the
same location.

See the following section to track the progress of the installation.
See “About tracking the progress of silent installation” on page 135.

After successful installation, you can see Symantec OpsCenter Agent in
Add/Remove Programs.

To install View Builder silently

1

Log on as administrator to the system where you want to install OpsCenter
View Builder software.

Insert the appropriate OpsCenter product DVD in the DVD drive.
Open the command prompt on your system.
Navigate to <pvD Drive>\<Architecture>\ViewBuilder directory.

Example: D: \x86\ViewBuilder
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Enter the following command:
SETUP.EXE -NoInstall
Note that the -NoInstall switch is case-sensitive .

This command starts the Installation Wizard where you can specify your
preferences. Note that the Installation Wizard creates the response file based
on your inputs and does not install the product.

The Symantec OpsCenter Installation Wizard appears. Click Next.

Read the license agreement, check | accept the terms of the license
agreement and click Next.

You may opt to check or uncheck Participate in the NetBackup Product
Improvement Program. This option is checked by default.

If you check this option, the installer uploads installation deployment and product
usage information to Symantec automatically and in a secured manner. This
data would help Symantec to guide future product development and also
analyze issues.

The default installation location is c: \Program Files\Symantec. To install
OpsCenter View Builder to a different directory, click Browse.

Note: The default installation location on a Windows 64-bit computer is
C:\Program Files (x86)\Symantec.

Click Next.

The installer shows the summary of the settings that you have selected for
Symantec OpsCenter View Builder installation.

Check Save Summary to field to save the installation summary. Click Browse
to save the installation summary in your preferred location.

Click Install. Note that clicking Install does not install the product.
The Installation Status panel is displayed. Click Finish.

A response file named viewBuilder-<DD-MM-YY-HH-MIN-SS>.XML is created
at the following location:

C:\windows\temp\Symantec\OpsCenter

This XML file can be used to install OpsCenter View Builder software on multiple
computers.

On the command prompt, ensure that you are in the directory where seTup.ExE
is located.
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13 Enter the following command to run the silent installation:
SETUP -Silent -RespFile <path of the response file>

Example: setup -Silent -RespFile
C:\ViewBuilder-07-12-09-06-11-31.xml

Note that the switches -silent and -RespFile are case-sensitive .
14 The installation logs are generated in the following location:

$ALLUSERSPROFILE$\Symantec\OpsCenter\
INSTALLLOGS\OpsCenterViewBuilderInstallLog.htm.

If you run the installer in a maintenance mode
later,0psCenterviewBuilderMaintenanceInstallLog.htm is also generated
in the same location.

See the following section to track the progress of the installation.
See “About tracking the progress of silent installation” on page 135.
After successful installation, you can see Symantec OpsCenter View Builder
in Add/Remove Programs.
Upgrading silently from OpsCenter 7.0.x, 7.1.x, or 7.5 to OpsCenter 7.6
Use the following procedures to upgrade to OpsCenter components silently.
To upgrade from OpsCenter 7.0.x, 7.1.x, or 7.5 Server to OpsCenter 7.6 Server

1 If you are using OpsCenter to monitor NetBackup, ensure that you upgrade
OpsCenter first before upgrading NetBackup.

2 Log on as administrator to the OpsCenter system that you want to upgrade to
OpsCenter 7.6.

Insert the appropriate OpsCenter DVD in the DVD drive.

Open the command prompt on your system.

Navigate to <pvD Drive>\<Architecture>\Server directory.
5 Enter the following command:

SETUP.EXE -NoInstall

Note that the -NoInstall switch is case-sensitive .

This command starts the Installation Wizard where you can specify your
preferences. Note that the Installation Wizard creates the response file based
on your inputs and does not install the product.
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The Installation Wizard detects an existing installation of OpsCenter on the
system. For example, the following message may be displayed on the Welcome
screen:

The installer has detected that Symantec OpsCenter Server 7.5 is
already installed on your system that will now be upgraded to
7.6.

Click Next.

Read the license agreement, check | accept the terms of the license
agreement and click Next.

You may opt to check or uncheck Participate in the NetBackup Product
Improvement Program. This option is checked by default.

If you check this option, the installer uploads installation deployment and product
usage information to Symantec automatically and in a secured manner. This
data would help Symantec to guide future product development and also
analyze issues.

In the Installation Method section, click Typical to use the default settings,
installation location, or port numbers. Typical is selected by default.

Also compare the space that is required for installing OpsCenter server and
the actual space that is available.

Click Next.

Note: The Custom option is disabled when you upgrade from 7.x to OpsCenter
7.6. You cannot customize the default settings, locations, or port numbers while
upgrading to OpsCenter 7.6.
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Specify a location for saving the old OpsCenter database. The default location
iS C:\Program Files\Symantec\OpsCenter SavedData.

Warning: In case of sequential OpsCenter 7.6 upgrades (for example, 7.1 >
7.5 >7.6), the old opsCenter savedpata folder may already exist. If the
OpsCenter_ SavedData folder is overwritten during upgrade, the OpsCenter
GUI may not start properly. To avoid this problem, you should rename the old
OpsCenter SavedData folder before upgrading to OpsCenter 7.6.

Click Browse to specify a different location.

In case the directory c:\Program Files\Symantec\OpsCenter SavedData
does not exist, you are prompted to create it. Click Yes to create the directory.

Note: Ensure that the database location has adequate space by going through
the Disk space requirements section on this page. A green checkmark
appears in the Required column if there is adequate disk space.

On the License Keys panel, enter your demo or permanent key that you have
received with the purchase of OpsCenter and click Add Key.

See “Symantec NetBackup OpsCenter Analytics license keys” on page 82.
Click Next.
The installer shows a summary of the installation settings.

Check Save Summary to option to save the installation summary. Click Browse
to save the installation summary in your preferred location.

Click Install. Note that clicking Install does not install the product.
The Installation Status panel is displayed. Click Finish.

A response file named server-<DD-MM-YY-HH-MIN-SS>. XML is created at the
following location:

C:\windows\temp\Symantec\OpsCenter

This XML file can be used to upgrade OpsCenter Server software on multiple
computers.

On the command prompt, ensure that you are in the directory where sETUP . EXE
is located.
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Enter the following command to run the silent installation:

SETUP -Silent -RespFile <path of the response file>

Example: setup -Silent -RespFile C:\Server-07-12-10-06-11-31.xml
Note that the switches -silent and -RespFile are case-sensitive .

The installation logs are generated in the following location:

$ALLUSERSPROFILES%\Symantec\OpsCenter\
INSTALLLOGS\OpsCenterServerInstallLog.htm.

If you run the installer in a maintenance mode
later,opsCenterServerMaintenanceInstallLog.htm iS also generated in the
same location.

See the following section to track the progress of the installation.
See “About tracking the progress of silent installation” on page 135.

After successful installation, you can see Symantec OpsCenter Server 7.6 in
Add/Remove Programs.

To upgrade silently from OpsCenter 7.0.x, 7.1.x, or 7.5 Agent to OpsCenter 7.6 Agent

1

If you are using OpsCenter to monitor NetBackup, ensure that you upgrade
OpsCenter first before upgrading NetBackup.

Log on as administrator to the OpsCenter Agent system that you want to
upgrade.

Insert the appropriate OpsCenter DVD in the DVD drive.
Open the command prompt on your system.

Navigate to <<pvD Drive>\Architecture>\Agent directory.
Example: p:\x86\Agent

Enter the following command:

SETUP.EXE -NoInstall

Note that the -NoInstall switch is case-sensitive.

This command starts the Installation Wizard where you can specify your
preferences. Note that the Installation Wizard creates the response file based
on your inputs and does not install the product.
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The Symantec OpsCenter Installation Wizard appears. The Installation Wizard
detects an existing installation of OpsCenter Agent on the system. Based on
your installed OpsCenter Agent version, the following message may be
displayed on the Welcome screen:

The installer has detected that Symantec OpsCenter Agent 7.5 is
already installed on your system that will now be upgraded to
7.6.

Click Next to continue.

Read the license agreement, check | accept the terms of the license
agreement and click Next.

You may opt to check or uncheck Participate in the NetBackup Product
Improvement Program. This option is checked by default.

If you check this option, the installer uploads installation deployment and product
usage information to Symantec automatically and in a secured manner. This
data would help Symantec to guide future product development and also
analyze issues.

The installer shows a summary of the settings that you have selected for
Symantec OpsCenter Agent installation. Check Save Summary to field to
save the installation summary. Click Browse to save the installation summary
in your preferred location.

Click Install. Note that clicking Install does not install the product.
The Installation Status panel is displayed. Click Finish.

A response file named Agent-<DD-MM-YY-HH-MIN-SS>. XML is created at the
following location:

C:\windows\temp\Symantec\OpsCenter

This XML file can be used to upgrade OpsCenter Agent software on multiple
computers.

On the command prompt, ensure that you are in the directory where sETUP . EXE
is located.
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12 Enter the following command to run the silent installation:
SETUP -Silent -RespFile <path of the response file>
Example: setup -Silent -RespFile C:\Agent-07-12-09-06-11-31.xml
Note that the switches -silent and -RespFile are case-sensitive .

13 The installation logs are generated in the following location:

$ALLUSERSPROFILES%\Symantec\OpsCenter\
INSTALLLOGS\OpsCenterAgentInstalllLog.htm.

If you run the installer in a maintenance mode
later,0opsCenterAgentMaintenanceInstalllog.htm iS also generated in the
same location.

See the following section to track the progress of the installation.
See “About tracking the progress of silent installation” on page 135.

After successful installation, you can see Symantec OpsCenter Agent 7.6 in
Add/Remove Programs.

To upgrade silently from OpsCenter 7.0.x, 7.1.x, or 7.5 View Builder to OpsCenter
7.6 View Builder

1 Log on as administrator to the OpsCenter View Builder system that you want
to upgrade.

Insert the appropriate OpsCenter DVD in the DVD drive.
3  Open the command prompt on your system.
Navigate to <pvD Drive>\<Architecture>\ViewBuilder directory.
Example: D: \x86\ViewBuilder
4  Enter the following command:
SETUP.EXE -NoInstall
Note that the -NoInstall switch is case-sensitive .

This command starts the Installation Wizard where you can specify your
preferences. Note that the Installation Wizard creates the response file based
on your inputs and does not install the product.
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The Symantec OpsCenter Installation Wizard appears. The Installation Wizard
detects an existing OpsCenter View Builder and shows the following message
on the Welcome panel:

The installer has detected that Symantec OpsCenter View Builder
7.5 is already installed on your system that will now be upgraded

to 7.6.
Click Next to continue.

Read the license agreement, check | accept the terms of the license
agreement and click Next.

You may opt to check or uncheck Participate in the NetBackup Product
Improvement Program. This option is checked by default.

If you check this option, the installer uploads installation deployment and product
usage information to Symantec automatically and in a secured manner. This
data would help Symantec to guide future product development and also
analyze issues.

The installer shows a summary of the settings that you have selected for
Symantec OpsCenter View Builder installation. Check Save Summary to field
to save the installation summary. Click Browse to save the installation summary
in your preferred location.

Click Install.

A response file named viewBuilder-<DD-MM-YY-HH-MIN-SS>. XML is created
at the following location:

C:\windows\temp\Symantec\OpsCenter

This XML file can be used to upgrade OpsCenter View Builder software on
multiple computers.

On the command prompt, ensure that you are in the directory where sETUP . EXE
is located.
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10 Enter the following command to run silent installation:
Setup -Silent -RespFile <path of the response file>

Example: setup -Silent -RespFile
C:\ViewBuilder-07-12-10-06-11-31.xml

Note that the switches -silent and -RespFile are case-sensitive .
11 The installation logs are generated in the following location:

$ALLUSERSPROFILE$\Symantec\OpsCenter\
INSTALLLOGS\OpsCenterViewBuilderInstallLog.htm.

If you run the installer in a maintenance mode
later,0psCenterviewBuilderMaintenanceInstallLog.htm iS also generated
in the same location.

See the following section to track the progress of the installation.
See “About tracking the progress of silent installation” on page 135.

After successful installation, you can see Symantec OpsCenter View Builder
in Add/Remove Programs.

About editing the response file

You can edit the response file to modify any inputs that you provided to the
Installation Wizard. The silent installation is based on these inputs. To edit the
response file, open it from c: \Windows\Temp\Symantec\OpsCenter and modify
the Value field of the applicable install property. For example, you can edit the
response file to modify the OpsCenter installation location, license key information,
or database directory.

The following are the contents of a sample response file:

<?xml version="1.0" encoding="UTF-8" standalone="no" ?>

- <XML Install>

- HYPERLINK \1 ""- <OpsCenter Server>

<InstallProperty Name="RAN SETUP" Value="1" />

<InstallProperty Name="SYMTMPPATH" Value="C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\
<InstallProperty Name="TELEMETRY UPLOAD" Value="YES" />

<InstallProperty Name="INSTALLHTMLLOGPATH" Value="C:\Documents and Settings\A
<InstallProperty Name="BUSINESS REP_LIC KEYS" Value="0" />

<InstallProperty Name="SCMSTARTTYPE" Value="auto" />

<Installproperty Name="INSTALLPBX" Value="YES" />

<Installproperty Name="STARTSERVICE" Value="YES" />

<InstallProperty Name="INSTALLDIR" Value="C:\Program Files\Symantec\" />
<Installproperty Name="DATABASE DATA DIR" Value="C:\Program Files\Symantec\Og



Installing OpsCenter | 134
Installing Symantec NetBackup OpsCenter on Windows and UNIX

</OpsCenter Server>
</XML_Install>

For example, you can modify the OpsCenter installation location in this response
file by changing the value of INSTALLDIR property from c:\Program
Files\Symantec t0 D:\Symantec. You can also modify the database directory by
modifying the value of the DATABASE_DATA_DIR property.

Similarly you can edit the license key by changing the value in the <TagValue>
LicenseKey <ITagValue> element under the BUSINESS_REP_LIC_KEYS install
property.

If you do not have the license key, you must enter 0 (zero) as the value for the
BUSINESS_REP_LIC_KEYS install property. For example, <InstallProperty
Name="BUSINESS_REP_LIC_KEYS" Value="0" />

Zero indicates that the license key was not provided during the installation. In this
case, you can use the features that are available only with the free or unlicensed
version of OpsCenter.

For more information about the features of OpsCenter (unlicensed version), see
the "About Symantec NetBackup OpsCenter functions" section in the Symantec
NetBackup OpsCenter Administrator's Guide.

If you have the license key to use with the installation, you must pass it in the
response file by using the <TagValue>LicenseKey </TagValue> element under
the BUSINESS_REP_LIC_KEYS install property.

You can also add multiple license keys in the response file. To add multiple license
keys in the response file, add the license keys in the <TagValue>LicenseKey
</TagValue> element under the BUSINESS_REP_LIC_KEYS install property on
separate lines. You may enter the license keys in any order.

For example,

<?xml version="1.0" encoding="UTF-8" standalone="no" ?>

- <XML_ Install>

- HYPERLINK \1 ""- <OpsCenter Server>

<InstallProperty Name="RAN SETUP" Value="1" />

<InstallProperty Name="SYMTMPPATH" Value="C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\

<InstallProperty Name="TELEMETRY UPLOAD" Value="YES" />

<InstallProperty Name="INSTALLHTMLLOGPATH" Value="C:\Documents and Settings\A

<InstallProperty Name="BUSINESS REP_LIC_KEYS"/>
<TagValue>ORZDD-XYZU-BBBB-CCCC-TTTT-DRTR-UPUP-ININ-HJHJ-P</TagValue>
<TagValue>XYZU-ORZF-UPUP-YHYH-KIOP-BUSA-LIIP-UBSI-VNGR-K</TagValue>
<TagValue>SDHA-JNRA-UJUJ-BRDR-DEWS-HPYL-NINC-MBRI-AVXO-W</TagValue>

<InstallProperty Name="SCMSTARTTYPE" Value="auto" />

<Installproperty Name="INSTALLPBX" Value="YES" />
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<Installproperty Name="STARTSERVICE" Value="YES" />

<InstallProperty Name="INSTALLDIR" Value="C:\Program Files\Symantec\" />
<Installproperty Name="DATABASE DATA DIR" Value="C:\Program Files\Symantec\Op
</OpsCenter Server>

</XML_Install>

For more details about the features of OpsCenter Analytics (licensed version), see
the "About Symantec NetBackup OpsCenter Analytics functions" section in the
Symantec NetBackup OpsCenter Administrator's Guide.

= Symantec recommends that you do not change the value of RAN_SETUP,
SCMSTARTTYPE, INSTALLPBX, and STARTSERVICE install properties.
You must save the response file after you modify it.
The text that you enter or modify in the response file is case-sensitive.

Note: By default, in OpsCenter 7.6, the database is upgraded in the beginning. If
you want the OpsCenter software to be upgraded first in case of silent installation,
you need to add the following in the response file: <InstallProperty
Name="ENABLEPREDBUPGRADE" Value="FALSE" />

See “About OpsCenter 7.6 upgrade failure scenarios” on page 157.

About tracking the progress of silent installation

When a silent installation is in progress, you can see SETUP.EXE process running
in the Processes tab of the Windows Task Manager. In addition, you will also find
multiple msiexec.exe processes running in the Task Manager.

You can also track if a silent installation is in progress by checking the size of
vxinst.log file. The size of vxinst.log file increases as silent installation
progresses. The vxinst. log file is generated in
$ALLUSERSPROFILES\SYMANTEC\OPSCENTER\ INSTALLLOGS.

See “Troubleshooting silent installation issues” on page 135.

Troubleshooting silent installation issues

Use the following procedure to troubleshoot silent installation issues. This procedure
must be performed after the silent installation ends.
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To troubleshoot silent installation issues

1

After the silent installation ends, navigate to the following location:
$ALLUSERSPROFILE$\SYMANTEC\OPSCENTER\INSTALLLOGS.

Check if a file named opsCenterInstallLog.htm is present. If
OpsCenterInstallLog.htm is not present, see 7.

Open opsCenterInstallLog.htmand check the timestamp and the OpsCenter
component it is for to ensure that it is the appropriate log file.

You must check the timestamp because opscenterInstallLog.htm may have
been generated as a result of previous silent installations.

In addition, the same opsCenterInstallLog.htn file is generated when you
install OpsCenter server, Agent, or View Builder. Hence you must check the
specific OpsCenter component that is associated with
OpsCenterInstalllLog.htm.

You can check the timestamp by opening opsCenterInstalllLog.htm and
seeing the first line in the file. For example, the following is the first line from
a sample OpsCenterInstallLog.htm file:

01-19-2010,13:35:30: -Silent RespFile "C:\Documents and
Settings\Administrator\Agent-19-01-10-13-04-21.xml1"

In this example, the timestamp is 01-19-2010, 13:35:30.

To know the OpsCenter component the log file is associated with, search for
the following keywords in the opsCenterInstallLog.htn file:

OpsCenter Server You will find matches when you search for
OpsCenter Server in the file. This means
that the log file is for OpsCenter server.

OpsCenter Agent You will find matches when you search for
OpsCenter Agent in the file. This means
that the log file is for OpsCenter Agent.

OpsCenter View Builder You will find matches when you search for
OpsCenter View Builder in the file. This
means that the log file is for OpsCenter
View Builder.

Note: If you have checked the timestamp and the OpsCenter component
associated with all present opsCenterInstallLog.htm files and do not find a
valid opsCenterInstallLog.htn file, see 7.
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6 Usethe opsCenterInstallLog.htmfile to troubleshoot silent installation issues.
Open the opsCenterInstallLog.htmfile to see if the installation was successful
or to understand why the installation failed. This file shows the installation
status at the end. Installation errors are flagged in this file in red color. You
may also see a description about why the error occurred and troubleshoot
accordingly.

Ignore the subsequent steps of this procedure.

7 If opsCenterInstallLog.htm is not present or you cannot find a valid
OpsCenterInstallLog.htnfile, check if opscenter<Product>InstallLog.htm
file is present. In opsCenter<Product>InstallLog.htm, <Product>can be
Server, Agent, or View Builder depending on the OpsCenter component that
you are installing.

8 Always ensure that the opscenter<Product>Installlog.htn file is appropriate
by checking the timestamp. You can check the timestamp by opening the
OpsCenter<Product>InstallLog.htm file and seeing the first line of the file.
For example, the following is the first line from a sample
OpsCenter<Product>InstallLog.htm file:

01-19-2010,13:35:30: -Silent RespFile "C:\Documents and
Settings\Administrator\Agent-19-01-10-13-04-21.xml1"

In this example, the timestamp is 01-19-2010, 13:35:30.

9 Use the opsCenter<Product>InstallLog.htn file to troubleshoot silent
installation issues. You can open the OpsCenter<product>InstallLog.htm
file to see if the installation was successful or to understand why the installation
failed. This file shows the installation status at the end. Installation errors are
flagged in this file in red color. You may also see a description about why the
error occurred and troubleshoot accordingly.

See “About tracking the progress of silent installation” on page 135.

About upgrading to OpsCenter 7.6 on Windows and
UNIX

This section describes how you can upgrade from OpsCenter 7.x to OpsCenter 7.6
on Windows and UNIX platforms.
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Note: Starting from OpsCenter 7.6, Enterprise Vault, EMC Networker, and IBM
Tivoli Storage Manager are not supported. During OpsCenter 7.6 upgrade, the
installer detects whether your backup environment consists any of these products.
It also displays the number of product servers that you had configured in the previous
OpsCenter setup.

See “About dropping the support for EV, TSM, and EMC in OpsCenter 7.6”
on page 310.

See “Upgrading from OpsCenter 7.0.x, 7.1.x, or 7.5.x to OpsCenter 7.6 on UNIX”
on page 152.

Review the following procedures before you upgrade to OpsCenter 7.6:

See “About importing authentication settings during OpsCenter 7.6 upgrade”
on page 138.

See “About OpsCenter 7.6 upgrade scenarios with respect to OpsCenter AT”
on page 138.

See “Exporting authentication settings” on page 141.

See “Important notes regarding OpsCenter 7.6 upgrade ” on page 142.

About importing authentication settings during OpsCenter 7.6 upgrade

This section provides the information that you may require before upgrading to
OpsCenter 7.6. This section especially talks about the additional tasks that you
need to do because of the changes in AT (Symantec Product Authentication Service)
service. AT is used for user authentication. For example: importing authentication
settings from the previous OpsCenter setup.

Starting from OpsCenter 7.6, authentication service (formerly it was known as
Symantec Product Authentication Service or AT) is embedded with the OpsCenter
Server. Each OpsCenter 7.6 setup has its own AT configuration, which is called
OpsCenter AT. Depending on the various installation and upgrade scenarios, the
tasks vary that you need to carry out before and after the installation.

See “About OpsCenter AT” on page 33.

About OpsCenter 7.6 upgrade scenarios with respect to
OpsCenter AT

Table 2-8 describes various scenarios of the OpsCenter 7.6 upgrade:
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OpsCenter 7.6 upgrade scenarios

Which installation scenario?

Which additional tasks are required?

What happens after the
installation?

Fresh OpsCenter 7.6 installation

None

The installer installs
OpsCenter AT on the
OpsCenter server host

OpsCenter uses its own
OpsCenter AT for user
authentication

Note: If OpsCenter 7.6 is
deployed in a clustered
mode, each OpsCenter node
has OpsCenter AT
configuration of its own. Each
cluster node has embeded
AT binary and all nodes
share the same AT
configuration and
authentication data exists on
a shared disk.

Upgrade to OpsCenter 7.6:

Non-clustered setup and shared AT
in previous OpsCenter version

None

The installer installs
OpsCenter AT on the
OpsCenter server host

OpsCenter uses its own
OpsCenter AT for user
authentication

The shared AT broker's data
store is imported to
OpsCenter AT broker's data
store

Only OpsCenterUsers(vx )
domain users are imported
to OpsCenter AT

All credentials of PureDisk
and NBAC-enabled
NetBackup are imported from
remote AT to OpsCenter AT

All imported
OpsCenterUsers(vx ) users
can logon to OpsCenter after
the installation.
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OpsCenter 7.6 upgrade scenarios (continued)

Which installation scenario?

Which additional tasks are required?

What happens after the
installation?

Upgrade to OpsCenter 7.6:
Non-clustered setup and remote AT
in previous OpsCenter version

Pre-upgrade tasks: Export the shared AT broker's
data to an XML file using the atutil utility

See “Exporting authentication settings”
on page 141.

Note: While copying the exported xml file, the
DOS to UNIX conversion may be improper that
may result in garbage characters in the xml file.
This may cause failure of import. To avoid this,
copy the xml file through FTP and with binary
format.

Upgrade tasks: During OpsCenter upgrade, when
prompted, import this XML file to add the
authentication settings from the shared AT to
OpsCenter AT

See “About importing authentication settings
during OpsCenter 7.6 upgrade” on page 138.

Post-upgrade tasks:

If the import is not successful, the default
OpsCenter user needs to reset the passwords of
OpsCenterUsers(vx ) domain users that you have
imported from the earlier OpsCenter version.

Trust between NBAC-enabled NetBackup /
PureDisk servers and OpsCenter server need to
be established again.

See “Setting up trust between OpsCenter and
NBAC-enabled NetBackup or PureDisk”
on page 159.

The installer installs
OpsCenter AT on the
OpsCenter server host

OpsCenter uses its own
OpsCenter AT for user
authentication

All credentials of PureDisk
and NBAC-enabled
NetBackup are imported from
remote AT to OpsCenter AT

Only OpsCenterUsers(vx)
domain users are imported
to OpsCenter AT

All imported
OpsCenterUsers(vx) users
can logon to OpsCenter after
the installation.
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OpsCenter 7.6 upgrade scenarios (continued)

Which installation scenario?

Which additional tasks are required?

What happens after the
installation?

Upgrade to OpsCenter 7.6:
Clustered setup and remote AT in
previous OpsCenter version

Pre-upgrade tasks: Export the shared AT broker's
data to an XML file using the atutil utility

See “Exporting authentication settings”
on page 141.

Note: While copying the exported xml file, the
DOS to UNIX conversion may be improper that
may result in garbage characters in the xml file.
This may cause failure of import. To avoid this,
copy the xml file through FTP and with binary
format.

Upgrade tasks: During OpsCenter upgrade, when
prompted, import this XML file to add the
authentication settings from the shared AT to
OpsCenter AT

See “About importing authentication settings
during OpsCenter 7.6 upgrade” on page 138.

Post-upgrade tasks:

If the import is not successful, the default
OpsCenter user needs to reset the passwords of
OpsCenterUsers(vx ) domain users that you have
imported from the earlier OpsCenter version.

Trust between NBAC-enabled NetBackup /
PureDisk servers and OpsCenter server need to
be established again.

See “Setting up trust between OpsCenter and
NBAC-enabled NetBackup or PureDisk”
on page 159.

The installer installs
OpsCenter AT on the
OpsCenter server host

OpsCenter uses its own
OpsCenter AT for user
authentication

All credentials of PureDisk
and NBAC-enabled
NetBackup are imported from
remote AT to OpsCenter AT

Only OpsCenterUsers(vx)
domain users are imported
to OpsCenter AT

All imported
OpsCenterUsers(vx) users
can logon to OpsCenter after
the installation.

Exporting authentication settings

Export OpsCenterUsers(vx) users and certificates using the atuti1 utility.

Refer to the following procedures to export the authentication settings from the
earlier OpsCenter versions:
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On Windows, to export the authentication settings

1
2

Logon to the remote AT host.

Copy atutil.exe from the DVD to the local machine (that is the remote AT
host).

DVD location for OpsCenter_7.6_Win/bin/atutil
atutil on Windows

Run the following command from the command prompt:

local atutil location\atutil.exe export -f filename.xml -p

password -b

For Example: atutil.exe export -f E:\userdata.xml -p pass -b

On Unix, to export the authentication settings

1
2

Logon to the remote AT host.

Copy atutil from the DVD to the local machine (that is the remote AT host).

DVD location for atutil on UNIX OpsCenter_7.6_Unix/bin/atutil

Run the following command from the command prompt:

local atutil location/atutil export -f filename.xml -p password

-b

For example: atutil export -f /temp/userdata.xml -p pass -b

Important notes regarding OpsCenter 7.6 upgrade

Because of AT configuration that is embedded in OpsCenter 7.6, there are a few
changes that take place during the OpsCenter 7.6 upgrade. Review the following
points before the upgrade.

During OpsCenter 7.6 upgrade, NT users (on Windows) and PWD, NIS, or NIS+
users (on UNIX) from the previous OpsCenter version are transferred to LDAP
users. You cannot logon to OpsCenter using the LDAP user credentials until
you configure LDAP.

See “Adding AD / LDAP domain in OpsCenter” on page 271.

OpsCenter 7.6 upgrade does not retain the LDAP configuration that you had
done in OpsCenter 7.5. You need to reconfigure LDAP after you upgrade to
OpsCenter 7.6.

See “Adding AD / LDAP domain in OpsCenter” on page 271.
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After OpsCenter 7.6 upgrade, PWD, NIS, or NIS+ users (on UNIX) cannot be
accessed from OpsCenter server that is installed on Windows. This is because
in OpsCenter 7.6, remote AT is not supported. It also does not support
multibroker as of now.

Upgrading from OpsCenter 7.0.x, 7.1.x, or 7.5 to OpsCenter 7.6 on

Windows

Use the following procedure to upgrade OpsCenter 7.0.x, 7.1.x, or 7.5 components
to OpsCenter 7.6 on Windows hosts.

Review the following considerations before installing OpsCenter components on
Windows:

If you plan to upgrade both the backup product like NetBackup, Backup Exec,
or PureDisk and the OpsCenter components, it is recommended that you upgrade
OpsCenter components first. By upgrading OpsCenter components before the
backup product, OpsCenter can start collecting data from the backup product

once it is added to the console.

You must perform upgrades in the following order:

Serial No. Steps to upgrade Reference

1. Upgrade the OpsCenter Agent See “To upgrade from OpsCenter
Agent 7.0.x, 7.1.x, or 7.5 to OpsCenter

2. Upgrade the OpsCenter Server  agent 7.6 on Windows” on page 144.
3. Upgrade the OpsCenter View See “To upgrade from OpsCenter
Builder Server 7.0.x, 7.1.x, or 7.5 to OpsCenter
Server 7.6 on Windows” on page 146.
See “To upgrade from OpsCenter View
Builder 7.0.x, 7.1.x, or 7.5 to
OpsCenter View Builder 7.6 on
Windows” on page 150.
4. Upgrade the backup product that Refer to the appropriate product
you are using like NetBackup, manuals.

Backup Exec, or PureDisk.

The above order also holds true if you plan to upgrade only OpsCenter and not
the backup product. Always upgrade the OpsCenter Agent first followed by the
Server and the View Builder.

Symantec recommends that you enable 8.3 file name creation before installing
OpsCenter components. If 8.3 file name creation is disabled, enable it and restart
the Windows host before installing or upgrading to OpsCenter components.
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You must not run any other installation while installing OpsCenter components.
Additionally after an installation is complete, you should wait for some time
before installing other OpsCenter components.

Symantec recommends that you do not cancel or interrupt the installation process
once it is started.

If you try to install OpsCenter 7.6 components on a system where OpsCenter
7.6 is already installed, the installer runs in Maintenance mode. Maintenance

mode lets you repair or remove the OpsCenter 7.6 component that is installed
on your system.

To upgrade from OpsCenter Agent 7.0.x, 7.1.x, or 7.5 to OpsCenter Agent 7.6 on
Windows

1

If you plan to upgrade your backup product and OpsCenter, ensure that you
upgrade OpsCenter first. When upgrading OpsCenter, always upgrade the
OpsCenter Agent first followed by the Server and then the View Builder.

On a Windows host where you want to install OpsCenter Agent, insert the
OpsCenter product DVD in the DVD drive.

= If autorun is enabled, the Symantec DVD Browser appears.
= If autorun is not enabled, click Start > Run. On the Run dialog box, in the
Open text box, type D: \Browser.exe and press Enter:

Where D is the DVD drive.
The Symantec DVD Browser appears.

On the Symantec DVD Browser, click the Installation link.

Click the OpsCenter Agent Installation link to install Symantec NetBackup
OpsCenter Agent 7.6.

The Welcome panel of the Installation Wizard appears. The Installation Wizard
detects an existing installation of OpsCenter Agent 7.0.x (or 7.1.x) on the
system. Depending on the installed version, the following message may be
displayed on the Welcome screen:

The installer has detected that Symantec OpsCenter Agent 7.5 is
already installed on your system that will now be upgraded to
7.6.

Click Next to continue.

Note: The Installation Wizard automatically detects and installs 32-bit Agent
software on 32-bit Windows platforms and 64-bit Agent software on 64-bit
Windows platforms. 32-bit Agent software is not supported on 64-bit Windows
platforms.
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If you have an existing 32-bit Agent installation on a 64-bit system and you
install OpsCenter Agent 7.6, the Installer automatically uninstalls the older
32-bit software and installs 64-bit Agent software. You need to perform the
following tasks after you upgrade to 64-bit OpsCenter Agent:

If 32-bit Agent software is upgraded to 64-bit, all Agent tuning configurations
in OpsCenterAgentService.xml file that you may have made earlier should
be performed again manually. The opsCenterAgentService.xml file is
used to specify how much memory is allocated for the Agent Java process
and can be located in <INSTALL_PATH>\agent\bin.

If 32-bit Agent software is upgraded to 64-bit software and the Agent is not
installed on the OpsCenter Server, any Agent configurations in the 10g.conf
file that you may have made earlier must be performed manually again after
you upgrade. Possible Agent configuration in 10g.conf can be changing
the Agent logging level etc. The 1og.conf file is located in
<INSTALL_PATH>\agent.

Read the license agreement, check | accept the terms of the license
agreement.

You may opt to check or uncheck Participate in the NetBackup Product
Improvement Program. This option is checked by default.

If you check this option, the installer uploads installation deployment and product
usage information to Symantec automatically and in a secured manner. This
data would help Symantec to guide future product development and also
analyze issues.

Click Next.
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The installer shows the summary of the installation settings. Check Save
summary to option to save the installation summary. Click Browse to save
the installation summary in your preferred location.

Click Install to begin the installation. The installer installs OpsCenter Agent
7.6 software.

After successful installation, you can view the installation logs or view the
Readme.

Click Finish.
The installation logs are generated in the following location:

$ALLUSERSPROFILES\Symantec\OpsCenter\ INSTALLLOGS \OpsCenterAgentInstalllog.htm

Note: If you run the installer in a maintenance mode later,
OpsCenterAgentMaintenanceInstallLog.htm iS also generated in the same
location.

To upgrade from OpsCenter Server 7.0.x, 7.1.x, or 7.5 to OpsCenter Server 7.6 on
Windows

1

If you plan to upgrade your backup product and OpsCenter, ensure that you
upgrade OpsCenter first. When upgrading OpsCenter, always upgrade the
OpsCenter Agent first followed by the Server and then the View Builder.

On a Windows host where you want to install OpsCenter Server, insert the
appropriate OpsCenter product DVD in the DVD drive.

= If autorun is enabled, the Symantec DVD Browser appears.

= If autorun is not enabled, click Start > Run. On the Run dialog box, in the
Open text box, type ‘D:\Browser.exe’ and press Enter:
Where D is the DVD drive.
The Symantec DVD Browser appears.

On the Symantec DVD Browser, click the Installation link.

Click the OpsCenter Server Installation link to install Symantec NetBackup
OpsCenter Server.
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The Welcome panel of the Installation Wizard appears. The Installation Wizard
detects an existing installation of OpsCenter Server 7.0.x (or 7.1.x) on the
system. Depending on the installed version, the following message may be
displayed on the Welcome panel:

The installer has detected that Symantec OpsCenter Server 7.5 is
already installed on your system that will now be upgraded to
7.6.

Click Next to continue.

Read the license agreement, check | accept the terms of the license
agreement.

You may opt to check or uncheck Participate in the NetBackup Product
Improvement Program. This option is checked by default.

If you check this option, the installer uploads installation deployment and product
usage information to Symantec automatically and in a secured manner. This
data would help Symantec to guide future product development and also
analyze issues.

Click Next.

On the Installation Choice panel, click Typical to use the default settings,
installation location, or port numbers. Typical is selected by default.

Also compare the space that is required for installing OpsCenter Server and
the actual space that is available.

Note: The Custom option is disabled when you upgrade from 7.0.x (or 7.1.x)
to OpsCenter 7.6. You cannot customize the default settings, locations, or port
numbers while upgrading from OpsCenter 7.0.x (or 7.1.x) to OpsCenter 7.6.

Click Next.
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9 Specify a location for saving the old OpsCenter database. The default location
iS C:\Program Files\Symantec\OpsCenter SavedData.

Warning: In case of sequential OpsCenter 7.6 upgrades (for example, 7.1 >
7.5 >7.6), the old opsCenter savedpata folder may already exist. If the
OpsCenter_ SavedData folder is overwritten during upgrade, the OpsCenter
GUI may not start properly. To avoid this problem, you should rename the old
OpsCenter SavedData folder before upgrading to OpsCenter 7.6.

Click Browse to specify a different location.

In case the directory c:\Program Files\Symantec\OpsCenter SavedData
does not exist, you are prompted to create it. Click Yes to create the directory.

Note: Ensure that the database location has adequate space by going through
the Disk space requirements section on this page. A green checkmark
appears in the Required column if there is adequate disk space.

10 Click Next.
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11 Onthe Import Authentication Settings panel, select one of the following options:

12

Do not import
users

Import users

Select this option if you do not want to import users from the earlier
OpsCenter versions into OpsCenter 7.6 database. Only default
OpsCenter user is created who can logon to OpsCenter and reset
passwords for all other existing passwords.

Note: Starting from OpsCenter 7.6, Symantec Product
Authentication Service is not a shared component and is local to
each Symantec product. The authentication service (Root Broker
and Authentication Root Broker) that is installed with OpsCenter
7.6 is called OpsCenter AT.

Select this option if you want to import users from earlier OpsCenter
versions into OpsCenter 7.6 database.

For more details, refer to the About Importing Authentication Settings section.

See “About importing authentication settings during OpsCenter 7.6 upgrade”

on page 138.

Ifimport of authentication settings and users from the nolder OpsCenter version
fails, you need to reset passwords of all OpsCenter(vx) users using the default
OpsCenter user credentials.

See “Resetting an OpsCenter user password” on page 281.

On the License Keys panel, enter your demo or permanent key that you have
received with the purchase of OpsCenter 7.6 and click Add Key.

See “Symantec NetBackup OpsCenter Analytics license keys” on page 82.
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The installer shows the summary of the installation settings. Check Save
summary to option to save the installation summary. Click Browse to save
the installation summary in your preferred location.

Click Install to begin the installation. The installer installs OpsCenter Server
7.6 software and also migrates data from OpsCenter 7.0.x, 7.1.x, or 7.5 to the
OpsCenter 7.6 database. The database migration may take some time based
on the size of your database.

After successful installation, you can view the installation logs or view the
Readme.

Click Finish.
The installation logs are generated in the following location:

$ALLUSERSPROFILE%\Symantec\OpsCenter\
INSTALLLOGS\OpsCenterServerInstallLog.htm

Note: If you run the installer in a maintenance mode later,
OpsCenterServerMaintenanceInstallLog.htmiS also generated in the same
location.

Note: In OpsCenetre 7.6, the database upgrade logs are stored at the following
location:

$ALLUSERSPROFILE%\Symantec\OpsCenter\INSTALLLOGS \pre-install-config\db\log

See “About OpsCenter 7.6 upgrade failure scenarios” on page 157.

To upgrade from OpsCenter View Builder 7.0.x, 7.1.x, or 7.5 to OpsCenter View
Builder 7.6 on Windows

1

If you plan to upgrade your backup product and OpsCenter, ensure that you
upgrade OpsCenter first. When upgrading OpsCenter, always upgrade the
OpsCenter Agent first followed by the Server and then the View Builder.

On a Windows host where you want to install OpsCenter View Builder, insert
the OpsCenter product DVD in the DVD drive.

» [f autorun is enabled, the Symantec DVD Browser appears.

= If autorun is not enabled, click Start > Run. On the Run dialog box, in the
Open text box, type D: \Browser.exe and press Enter:

Where D is the DVD drive.
The Symantec DVD Browser appears.

On the Symantec DVD Browser, click the Installation link.
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Click the OpsCenter View Builder Installation link to install Symantec
NetBackup OpsCenter View Builder 7.6.

The Welcome panel of the Installation Wizard appears. The Installation Wizard
detects an existing installation of OpsCenter View Builder 7.0.x, 7.1.x, or 7.5
on the system. Depending on the installed version, the following message is
displayed on the Welcome panel:

The installer has detected that Symantec OpsCenter View Builder
7.5 is already installed on your system that will now be upgraded

to 7.6.
Click Next to continue.

Read the license agreement, check | accept the terms of the license
agreement.

You may opt to check or uncheck Participate in the NetBackup Product
Improvement Program. This option is checked by default.

If you check this option, the installer uploads installation deployment and product
usage information to Symantec automatically and in a secured manner. This
data would help Symantec to guide future product development and also
analyze issues.

Click Next.

The installer shows the summary of the installation settings. Check Save
summary to option to save the installation summary. Click Browse to save
the installation summary in your preferred location.

Click Install to begin the installation. The installer installs OpsCenter View
Builder 7.6 software.

After successful installation, you can view the installation logs or view the
Readme.

Click Finish.
The installation logs are generated in the following location:

$ALLUSERSPROFILE$\Symantec\OpsCenter\
INSTALLLOGS\OpsCenterViewBuilderInstallLog.htm

Note: If you run the installer in a maintenance mode later,
OpsCenterViewBuilderMaintenanceInstallLog.htmis also generated in the
same location.
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Upgrading from OpsCenter 7.0.x, 7.1.x, or 7.5.x to OpsCenter 7.6
on UNIX

Use the following procedure to upgrade from OpsCenter 7.0.x, 7.1.x, or 7.5.x to
OpsCenter 7.6 software on UNIX hosts.

Note: Symantec recommends that you do not cancel or interrupt the installation
process once it is started.

To upgrade from OpsCenter 7.0.x, 7.1.x, or 7.5.x Agent to OpsCenter 7.6 Agent on
UNIX

1 If you plan to upgrade your backup product and OpsCenter, ensure that you
upgrade OpsCenter first. When upgrading OpsCenter, always upgrade the
OpsCenter Agent first followed by the Server and then the View Builder.

2 Open a UNIX console and log on as root on the target host.

3 Mount the OpsCenter product DVD on the (7.0.x, 7.1.x, or 7.5.x) OpsCenter
Agent computer that you want to upgrade to OpsCenter 7.6.

4  Type the following command:
./install. Press Enter.

5 Select Agent from the displayed options (Server and Agent). Press Enter to
install OpsCenter Agent.

The Welcome message is displayed. Press Enter to continue.

The installer checks if OpsCenter Agent is installed. The installer displays that
OpsCenter Agent (7.0.x, 7.1.x, or 7.5.x) is installed.

8 The installer displays the packages that are installed like PBX, Symantec
OpsCenter Agent and so on.

Press Enter to install or upgrade these packages to 7.6. It then uninstalls
packages with older versions and installs 7.6 packages.

9 The installer prompts you with the following question:
Participate in the NetBackup Product Improvement Program? [y,n,ql] (y)

If you type y and press Enter, the installer uploads installation deployment and
product usage information to Symantec automatically and in a secured manner.
This data would help Symantec to guide future product development and also
analyze issues.

10 OpsCenter Agent 7.6 is installed. You can view the installation log and summary
files on the path mentioned.
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To upgrade from OpsCenter 7.0.x, 7.1.x, or 7.5.x Server to OpsCenter 7.6 Server on
UNIX

1

If you plan to upgrade your backup product and OpsCenter, ensure that you
upgrade OpsCenter first. When upgrading OpsCenter, always upgrade the
OpsCenter Agent first followed by the Server and then the View Builder.

Open a UNIX console and log on as root on the target host.

Mount the OpsCenter product DVD on the (7.0.x, 7.1.x, or 7.5.x) OpsCenter
Server that you want to upgrade.

Type the following command: . /install. Press Enter.

If you install OpsCenter on Solaris SPARC, select Server from the displayed
options (Server and Agent). Press Enter to install OpsCenter Server.

The Welcome message is displayed. Press Enter to continue.

The installer then checks if OpsCenter Server is installed on the system or not.
It prompts you in case OpsCenter Server is already installed. The installer also
examines the system for existing packages.

The following prompt is displayed:

Where should the existing Symantec OpsCenter

database and configuration files be backed up?

An 'OpsCenterServer backup' directory will be created within
the directory that you specify to store these

files. (/var/symantec/)

Type the directory name in which the existing OpsCenter 7.0.x, 7.1.x, or 7.5.x
database and configuration files can be saved and then press Enter.

To accept the default directory path (/var/symantec), press Enter.

The installer displays a list of components that will be installed or upgraded
like PBX, OpsCenter Server, OpsCenter GUI and so on. Review this list and
press Enter to continue.

The installer prompts you with the following question:

installOpsCenterServer is now ready to
upgrade OPSCENTERSERVER.
Are you sure you want to upgrade OPSCENTERSERVER? [y,n,q] (y)

Press Enter to continue and upgrade to OpsCenter 7.6.
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10 The installer prompts you with the following question:
Participate in the NetBakcup Product Improvement program? [y,n,q] (y)

Press Enter if you want to participate in the NetBakcup Product Improvement
program or press n if you do not want to participate.

11 The installer prompts you with the following question:

Do you want to import users from <remote AT host name> to OpsCenter AT?

Press Enter to import users from the earlier OpsCenter versions.

For more details, refer to the About Importing Authentication Settings section.
If the import fails, you need to reset password of all OpsCenter(vx) users.
See “Resetting an OpsCenter user password” on page 281.

12 By default, in OpsCenter 7.6, the database is upgraded in the beginning.
However, you can choose to first upgrade the OpsCenter software.

See “About OpsCenter 7.6 upgrade failure scenarios” on page 157.

The database upgrade process starts. In this process, data is migrated from
the OpsCenter 7.0.x (or 7.1.x or 7.5.x) database to the OpsCenter 7.6 database.
The database process may take time depending on your database size.

The following message is displayed:

The database upgrade is in progress.
This may take some time based on the database size.

You can see the progress and current status in
/var/tmp/ (directory) /db/log/dbManager <timestamp> .log file.

After complete installation, the logs are copied to the following
location:/var/VRTS/install/logs/LogDirectory/db/log

LogDirectory is generated during the upgrade progress.
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13 The installer displays the OpsCenter 7.0.x (or 7.1.x or 7.5.x) packages that are
installed. Depending on the installed packages, the following message may
be displayed:

The following packages were found on the system. However the package

versions are older than the ones required by OpsCenter.

SYMCOpsCenterServer 7.0 was found on the system, but OpsCenter requires
SYMCOpsCenterServer 7.6.0.0

SYMCOpsCenterGUI 7.0 was found on the system, but OpsCenter requires
SYMCOpsCenterGUI 7.6.0.0

VRTSOpsCenterLegacyServer 7.0 was found on the system, but OpsCenter
requires VRTSOpsCenterlLegacyServer 7.6.0.0

The installer then uninstalls the older packages and installs OpsCenter 7.6
Server.

14 OpsCenter 7.6 Server is installed. Configuration changes are made to the
system.

15 All the OpsCenter processes are started. The following information is also
displayed:

=  Web URL to access OpsCenter console

= Location of install log and summary files.

About files and folders that are protected during
OpsCenter upgrade

This section provides a list of files and folders that are protected during OpsCenter
upgrade.

Note: The locations of all files and folders that are listed here are default locations.

For UNIX, following is the list of files and folders that are protected during
upgrade:

For OpsCenter Server

» /opt/SYMCOpsCenterGUIl/webserver/conf/server.xml
= /opt/SYMCOpsCenterServer/db/data/vxpmdb.log

s /opt/SYMCOpsCenterServer/db/data/vxpmdb.db
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/opt/SYMCOpsCenterServer/db/data/symcOpscache.db
/opt/SYMCOpsCenterServer/db/data/symcopsscratchdb.db
/opt/SYMCOpsCenterServer/db/data/symcsearchdb.db
/opt/SYMCOpsCenterServer/config
/opt/SYMCOpsCenterServer/bin/startserver
/opt/SYMCOpsCenterServer/db/conf
/opt/SYMCOpsCenterGUI/config/
/opt/SYMCOpsCenterServer/authbroker/data/

For OpsCenter Agent

For Windows, following is the list of files and folders that are protected during

/opt/SYMCOpsCenterAgent/bin/startagent
/opt/SYMCOpsCenterAgent/config SYMCOpsCenterAgent/config

upgrade:

For OpsCenter Server

C:\Program Files\OpsCenter\gui\webserver\confiserver.xmi
C:\Program Files\OpsCenter\gui\bin\WebUI_Login.url

C:\Program Files\OpsCenter\gui\bin\OpsCenterGUIService.xml
C:\Program Files\OpsCenter\server\bin\OpsCenterServerService.xml
C:\Program Files\OpsCenter\server\db\data\vxpmdb.db
C:\Program Files\OpsCenter\server\db\data\symcOpscache.db
C:\Program Files\OpsCenter\server\db\data\symcopsscratchdb.db
C:\Program Files\OpsCenter\server\db\data\symcsearchdb.db
C:\Program Files\OpsCenter\server\db\data\vxpmdb.log
C:\Program Files\OpsCenter\gui\config

C:\Program Files\OpsCenter\server\db\CONF

C:\Program Files\OpsCenter\server\authbroker\data

For OpsCenter Agent

C:\Program Files\OpsCenter\agent\bin\OpsCenterAgentService.xml
C:\Program Files\OpsCenter\agent\config

For OpsCenter View Builder

156



Installing OpsCenter | 157
About OpsCenter 7.6 upgrade failure scenarios

= C:\Program Files\OpsCenter\jvb\bin\OpsCenterViewBuilder.xml

About OpsCenter 7.6 upgrade failure scenarios

In the versions prior to OpsCenter 7.6, the upgrade process first upgrades the
OpsCenter software and then the database. If the upgrade fails, the database can
become inconsistent and you cannot get it back to the original state.

To address this upgrade issue, some enhancements are made in OpsCenter 7.6.

In OpsCenter 7.6, the database is upgraded in the beginning that is during the
pre-installation process. In case of upgrade failure, the older OpsCenter setup is
still available for use.

By default, in OpsCenter 7.6, the database is upgraded in the beginning. If you
want the OpsCenter software to be upgraded first, you need to do the following:

To change the default upgrade sequence to upgrade database in the end

¢ Make the following ENABLEPREDBUPGRADE registry entry on the OpsCenter
Server host:

Windows n Create a registry value ENABLEPREDBUPGRADE=FALSE at the
following location:
HKLM\ \SOFTWARE\\Symantec\\OpsCenter\\Server

UNIX = Before starting the upgrade, run the following command: EXPORT
ENABLEPREDBUPGRADE=FALSE

Note: In case of Windows silent installation, you need to add the following in
the response file: <InstallProperty Name="ENABLEPREDBUPGRADE"
Value="FALSE" />

See “About editing the response file” on page 133.

Table 2-9 describes the possible upgrade failure scenarios and how you can recover
the database in OpsCenter 7.6 even though the upgrade has failed.
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Table 2-9 Upgrade failure scenarios
Database OpsCenter Required action
upgrade software upgrade
Successful Failed To use the upgraded database
1 Remove the failed installation.
2 Install OpsCenter as a fresh installation.
3  Stop all OpsCenter services.
4  Copy the upgraded OpsCenter 7.6 database that was stored at the
following location during the database upgrade to the new setup:
On Windows -
QpsCenter SavedData\OpsCenter\server\do\data\CurrentQpsCenterVersion
For example: OpsDBBackup\OpsCenter\server\db\data\7.6
On UNIX -
QosCenterServer backup/CurrentOpsCenterVersion/SYMOpsCenterServer/do/data
For example:0OpsDBBackup/7.6/SYMCOpsCenterServer/db/data
5  Start all OpsCenter services.
To revert to the previous OpsCenter setup after the software upgrade
failure
1 Remove the failed installation.
2 Install the previous base OpsCenter version and maintenance packs that
were in place prior to upgrade.
Stop all OpsCenter services.
4  Copy the previous OpsCenter database that was saved at the following
location during the database upgrade.
On Windows - OpsCenter SavedData\OpsCenter\server\db\data
On Unix -
OpsCenterServer backup/SYMCOpsCenterServer/db/data
5 Start all OpsCenter services.
Failed Failed because the | Use the previous OpsCenter setup that is still intact.

database upgrade
was failed

s Check the database upgrade logs at the following location for errors to learn
more about the root cause for the database upgrade failure:
On Windows -
SALTUSERSPROFTLES\Symantec\OpsCenter \ INSTALLI OGS \pre-instal 1-config\do\log
On UNIX - /var/VRTS/install/logs/LogDirectory/db/log
LogDirectory is generated during the upgrade process.

158



Installing OpsCenter | 159
About post-installation tasks

About post-installation tasks

The following sections explain how to start using OpsCenter and includes some
performance tuning tips for OpsCenter.

See “Setting up trust between OpsCenter and NBAC-enabled NetBackup or
PureDisk” on page 159.

See “Verifying that Symantec NetBackup OpsCenter is running properly” on page 159.
See “About starting to use OpsCenter” on page 160.
See “About the start up tasks that OpsCenter performs” on page 161.

For performance and tuning information, refer to the new OpsCenter Performance
and Tuning Guide at the following location:

http://www.symantec.com/docs/DOC5808

Setting up trust between OpsCenter and NBAC-enabled NetBackup
or PureDisk

Use the following procedure to setup the trust between the OpsCenter server and
NBAC-enabled NetBackup Master Server or PureDisk Server.

To setup trust
1 Logon to the NetBackup Master Server or PureDisk Server host.

2 vssat setuptrust --broker OpsCenter

hostname:1556:0PSCENTER PBXSSLServiceID --securitylevel high

Verifying that Symantec NetBackup OpsCenter is running properly

After installing Symantec NetBackup OpsCenter on either Windows or UNIX, perform
a check to verify that OpsCenter is running properly.


http://www.symantec.com/docs/DOC5808
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To verify that OpsCenter is running properly

1

Use the URL that is presented at the end of the OpsCenter Server installation
to access the OpsCenter console.

Alternately type the following in the Web browser address bar:
http://<server-host>/opscenter

Note: By default, OpsCenter tries to run on port 80 (HTTP). If port 80 is not
available, OpsCenter can use a different port. To know the HTTP and HTTPS
port that OpsCenter uses, run the configureports utility. Run

INSTALL PATH\OpsCenter\gui\bin\goodies\configurePorts.bat -status
on Windows hosts or

<INSTALL PATH>/SYMCOpsCenterWebGUI/bin/goodies/configurePorts.sh
-status on UNIX hosts. For example, if OpsCenter uses HTTP port 8181,
then use http://<host.domain>:8181/opscenter.

If the OpsCenter logon screen appears, the OpsCenter Server, the Web server,
and the authentication service are running.

The first time you log on , it takes longer than usual time for the GUI to load.
Log on as admin (user name) /password (password) on the private domain:

OpsCenterUsers(vx)

About starting to use OpsCenter

After you complete the OpsCenter installation, you are ready to start using the
OpsCenter console.

Table 2-10 lists the common tasks in OpsCenter and contains links to the
corresponding topics and descriptions.

Table 2-10 Links to get you started with OpsCenter
Task Topic Topic Description
To access and log on to the | See “About accessing the This topic provides instructions on how to access the
OpsCenter console. OpsCenter console” on page 41. | console and log on, and provides solutions to possible
issues.

To change the password for
the administrator logon.

See “Changing your OpsCenter | For administrator initial logon, the user name is admin
password” on page 253. and the password is password if you have chosen
to keep the default password during installation. After
initial logon, it is recommended that you change the
user name and password.
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Table 2-10 Links to get you started with OpsCenter (continued)

Task

Topic

Topic Description

To learn about the
OpsCenter console
components.

See “About OpsCenter console
components” on page 57.

This topic provides an overview of the console
components.

To learn more about using | See “About using the OpsCenter

the OpsCenter console.

console” on page 37.

For instructions on understanding and using the
various OpsCenter monitoring, managing, reporting,
and settings views and related tasks, use the
OpsCenter online Help .

About the start up tasks that OpsCenter performs

OpsCenter performs the following tasks when it starts for the first time.

When OpsCenter starts, it performs the following tasks:

= Creates and initializes the security domain that the authentication broker requires.
If these security domains are present, OpsCenter uses them. The following
domains namely OpsCenterUsers, OpsCenterServices, and NOM_MACHINES
are created when OpsCenter server is installed.

» Creates the OpsCenter admin user in the OpsCenterUsers domain with the
default password as 'password'.

About uninstalling Symantec NetBackup OpsCenter
on Windows and UNIX

This section describes uninstallation procedures for OpsCenter on Windows and

UNIX.

Note: After a rollback, the keys are not recreated to display an entry in Add or
Remove Programs dialog box. If a rollback occurs during an uninstall of OpsCenter,
the keys are not removed from Add or Remove Programs dialog box. You must
remove OpsCenter. Use setup.exe to remove OpsCenter.

See “Uninstalling Symantec NetBackup OpsCenter 7.6 on Windows” on page 162.

See “Uninstalling Symantec NetBackup OpsCenter 7.6 on UNIX ” on page 162.
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Uninstalling Symantec NetBackup OpsCenter 7.6 on Windows

Before uninstalling OpsCenter components, ensure that NetBackup-Windows GUI
is not running. Close any NetBackup-Windows GUI consoles that are open before
uninstalling OpsCenter components.

Use the Windows Add/Remove Programs utility to uninstall OpsCenter on a Windows
host.

To uninstall Symantec OpsCenter Server on Windows

1 Log on to the target host as a user with administrator privileges.
2 In the Windows Control Panel, click Add/Remove Programs.
3 Click Symantec OpsCenter Server and click Remove.

For Windows 64-bit systems, click Symantec OpsCenter Server (64bit) and
click Remove.

4  Click Next to continue and remove Symantec OpsCenter Server from your
computer.

To uninstall Symantec OpsCenter Agent on Windows

1 Log on to the target host as a user with administrator privileges.
2 In the Windows Control Panel, click Add/Remove Programs.
3 Click Symantec OpsCenter Agent and click Remove.
4

Click Next to continue and remove Symantec OpsCenter Agent from your
computer.

To uninstall Symantec OpsCenter View Builder on Windows

1 Log on to the target host as a user with administrator privileges.
2 Inthe Windows Control Panel, click Add/Remove Programs.
3 Click Symantec OpsCenter View Builder and click Remove.
4

Click Next to continue and remove Symantec OpsCenter View Builder from
your computer.

Uninstalling Symantec NetBackup OpsCenter 7.6 on UNIX

Use the Uninstall Script, which resides in the root directory of the product DVD and
also in opt/VRTS/install directory, to uninstall OpsCenter on a UNIX host.
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Note: If you want to reinstall OpsCenter components, use the product DVD. You
cannot reinstall OpsCenter components using the install scripts in the
opt/VRTS/install directory.

Note: Symantec recommends that you do not cancel or interrupt the uninstallation
process once it is started.

To uninstall OpsCenter Server on UNIX

1
2

Open a UNIX console and log on as root on the target host.

Change to the following directory:

opt/VRTS/install

Type the following command and press Enter:
./uninstallOpsCenterServer

The Uninstall Script checks the components that are installed on the system.

When asked to confirm if you want to uninstall OpsCenter Server, do one of
the following:

= Typey.
Press Enter to start the uninstall process.
The Uninstall Script stops all processes and then uninstalls the component
packages. When the uninstall is complete, it displays a summary of the
uninstall, including the location of the uninstall log files.

= Typen.
Press Enter to cancel the uninstall procedure.

To uninstall OpsCenter Agent on UNIX

1
2

Open a UNIX console and log on as root on the target host.

Change to the following directory:

<INSTALL_PATH>/VRTS/install

Type the following command and press Enter:
./uninstallOpsCenterAgent

The Uninstall Script checks the components that are installed on the system.

When asked to confirm that you want to uninstall OpsCenter Agent, do one of
the following:

= Typey.
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Press Enter to start the uninstall process.

The Uninstall Script stops all processes and then uninstalls the component
packages. When the uninstall is complete, it displays a summary of the
uninstall, including the location of the uninstall log files.

= Typen.
Press Enter to cancel the uninstall procedure.

About clustering OpsCenter

The following sections describe how you can cluster OpsCenter 7.6.

About a Symantec NetBackup OpsCenter cluster

Clusters provide high availability of applications and data to users. In a cluster, two
or more nodes are linked in a network and work collectively as a single system.
Each node can access the shared disks with the help of cluster software. All nodes
in a cluster are constantly aware of the status of resources on the other nodes. If
a node becomes unavailable, resources running on that node migrate to an available
node.

Symantec NetBackup OpsCenter (OpsCenter) operates in an active or passive
failover configuration. OpsCenter Server must be installed on the active node and
the passive (or failover nodes). When a failover occurs in an OpsCenter cluster,
OpsCenter is shut down on the active node and starts on one of the failover nodes
in the cluster. During failover, users experience only a short interruption in service.
This failover provides high availability for OpsCenter. You can cluster only the
OpsCenter Server. Installing OpsCenter in a clustered environment makes
OpsCenter a highly available application.

Supported OS and cluster solutions

An OpsCenter cluster is supported on Windows and Solaris platforms. You can
install an OpsCenter 7.6 cluster on the following platforms:

=  Windows 2008 R2 x64

= Windows 2008 x86 and x64
= Windows 2003 x86 and x64
= Solaris SPARC 10

For Symantec OpsCenter to be clustered, you must have Veritas Cluster Server
(VCS) installed.

Table 2-11 lists the supported versions of VCS.
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Table 2-11 OpsCenter cluster support matrix

Platform Latest supported version | Start of support
VCS Windows 5.1 4.2 RP2

VCS Solaris 51 4.3
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VCS is a high-availability solution for cluster configurations. With VCS you can
monitor systems and application services, and restart services on a different system
when hardware or software fails.

For more information about VCS, see the Veritas Cluster Server User's Guide.

Note: Clustered OpsCenter is not supported on MSCS.

About running commands on the active node

For a clustered OpsCenter server, you must run commands on the active node.
You may get unexpected results if you run a command on an inactive node. The
command may fail to run and may sometimes result in an unexpected behavior.

For example, running the dbbackup command on an inactive node may result in
the following unexpected result:

Command: £:\OpsCenter\server\bin>dbbackup.bat E:\temp
Result: "could not find Z:\OpsCenter\server\config\db.conf file"

In addition, the OpsCenter service group may failover if the command requires
restarting the OpsCenter services. Some OpsCenter commands or utilities like the
support utility require restarting the services.

Connecting Authentication Service and Symantec Private Branch

Exchange

An OpsCenter cluster requires that the authentication service (OpsCenter AT) and
PBX components that are installed on the remote host are connected. To check if
AT and PBX are connected, verify whether pbxexchflag of the authentication
service is set or not. When pbxexchflag is set, its value is equal to 1 and this means
that PBX and AT are connected.

Note: The information in this section applies to OpsCenter clusters only.
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Note: Starting from OpsCenter 7.6, Symantec Product Authentication Service is
not a shared component and is local to each Symantec product. The authentication
service (Root Broker and Authentication Root Broker) that is installed with OpsCenter
7.6 is called OpsCenter AT.

Before setting the value of pbxexchflag, you must stop all OpsCenter Server
services, Authentication Service and Symantec Private Branch Exchange. After
setting the value of pbxexchflag to 1, you must restart these services.

Use the following procedure to connect the authentication service and PBX
components.

To connect Authentication Service and Symantec Private Branch Exchange on
Windows

1 Open the command prompt and enter the following command:

<INSTALL PATH>\Security\Authentication\bin\vssat.exe showispbxexchflag

This command gives the value of pbxexchflag. If the value of pbxexchflagis
0, you need to set it to 1.

In case the value of pbxexchflagis 1, you do not need to follow the remaining
steps.

2 Navigate to <INSTALL PATH>\Security\Authentication\bin directory. Enter
the following command at the bin directory to set the value of pbxexchflag:

vssat.exe setispbxexchflag --enable

The value of pbxexchflag is set to 1.
Verify if the value of pbxexchflagis 1.
See step 1.

3 Stop all the OpsCenter Server services by executing the following command:

<INSTALL PATH>\OpsCenter\server\bin\opsadmin.bat stop

4  Stop Authentication Service by performing either of the following steps:
= Use the stop option in the Windows Service pane, or

= Execute the following command in a command console:

net stop opsatd

5 Restart Authentication Service by performing either of the following steps:
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= Use the start option in the Windows Service pane, or

= Execute the following command in a command console:

net start opsatd

6 Restart all the OpsCenter Server services by performing the following steps:
= Navigate to <INSTALL PATH>\OpsCenter\server\bin directory.

= Restart all the OpsCenter Server services by executing the following
command:

opsadmin.bat start

To connect Authentication Service and Symantec Private Branch Exchange on Solaris

1 Open the command console and enter the following command:

<INSTALL PATH>/VRTSat/bin/vssat showispbxexchflag

This command gives the value of pbxexchflag. If the value of pbxexchflag
is 0, you need to set it to 1.

In case the value of pbxexchflagis 1, you do not need to follow the remaining
steps of this procedure.

2 Enter the following command at the bin directory to set the value of
pbxexchflag:

<INSTALL PATH>/VRTSat/bin/vssat setispbxexchflag --enable

The value of pbxexchflag is set to 1.
Follow step 1 of this procedure to verify if the value of pbxexchflagis 1.

3 Stop all the OpsCenter Server services by entering the following command:

<INSTALL_ PATH>/SYMCOpsCenterServer/bin/opsadmin.sh stop

4  Stop Authentication Service by issuing xi11 command on the process ID of
the opsatd service. For example, if the process ID of opsatd service is 203,
run the following command:

kill 203
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5 Run the following command to restart Authentication Service:
<INSTALL PATH>/SYMCOpsCenterServer/bin/opsatd
6 Run the following command to restart all the OpsCenter Server services:

<INSTALL PATH>/SYMCOpsCenterServer/bin/opsadmin.sh start

Clustering Symantec NetBackup OpsCenter on Windows

This section provides information about installing Symantec NetBackup OpsCenter
in a clustered mode, on a Windows host.

Table 2-12 provides the Windows clustering steps.

Table 2-12 OpsCenter clustering steps
Step Description Reference topic
1 Understand the limitations of an See “Limitations of Symantec
OpsCenter cluster NetBackup OpsCenter cluster on
Windows” on page 168.
2 Make sure that you have met all See “Prerequisites for Symantec
prerequisites. NetBackup OpsCenter cluster on
Windows” on page 169.
3 Install OpsCenter 7.6. See “About installing Symantec
NetBackup OpsCenter on
Windows” on page 110.

Limitations of Symantec NetBackup OpsCenter cluster on
Windows

An OpsCenter cluster has the following limitations:

= Only the OpsCenter Server can be clustered.OpsCenter Agent and the
OpsCenter View Builder cannot be clustered.

= Upgrades from previous versions of NOM or VBR to clustered OpsCenter Server
is not supported. Note that an OpsCenter 7.0.x or 7.1.x cluster can be upgraded
to an OpsCenter 7.6 cluster.

= OpsCenter cluster cannot co-exist with any other Symantec product running in
secure mode using the Symantec Product Authentication Service.

s OpsCenter does not support clustered AT.
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Prerequisites for Symantec NetBackup OpsCenter cluster on
Windows

This section contains information about the requirements that must be met before
you install and configure OpsCenter in a clustered mode, on a Windows host.

Prerequisites:

= Verify that VCS and OpsCenter support your hardware. For a list of supported
storage devices, visit the following Web site:
http://entsupport.symantec.com

= Verify that the supported version of VCS is correctly installed and configured.
Follow the steps in the Veritas Cluster Server Installation Guide.

= ForVCS Windows 4.2 versions, ensure that the patch available through Technote
278307 is installed before installing OpsCenter. For OpsCenter, the supported
VCS version starts from 4.2 RP2. The patch is available from the following URL:
http://entsupport.symantec.com/docs/278307
This Technote is applicable to OpsCenter.

= Verify that no VCS resource group and resource exist with the same n