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I Notices

m Relevant program products

Applicable OSs: Windows 7 x64%, Windows 8 x86, Windows 8 x64", Windows 8.1 x86, Windows 8.1 x64", Windows
Server 2008 R2%, Windows Server 20127, Windows Server 2012 R2"

P-2443-5FA7 Hitachi Application Server for Developers 10-10

Applicable OSs: Windows Server 2008 R2, Windows Server 2012, Windows Server 2012 R2

P-2943-5KA7 Hitachi Application Server 10-10
Applicable OSs: Windows 7 x64, Windows 8 x64, Windows 8.1 x64, Windows Server 2008 R2, Windows Server 2012,
Windows Server 2012 R2

P-2943-5FA7 Hitachi Application Server for Developers 10-10

#: Available only in WOW64 (Windows On Windows 64) environments.
Note that OSs other than those listed above in " Applicable OSs" might become usable. For details, see the Release Notes.

m Export restrictions
If you export this product, please check all restrictions (for example, Japan's Foreign Exchange and Foreign Trade
Law, and USA export control laws and regulations), and carry out all required procedures.

If you require more information or clarification, please contact your Hitachi sales representative.

m Trademarks
Adobe and Flash Player are either registered trademarks or trademarks of Adobe Systems Incorporated in the United
States and/or other countries.

Apache is either a registered trademark or a trademark of the Apache Software Foundation in the United States
and/or other countries.

CORBA is a registered trademark of Object Management Group, Inc. in the United States.
Firefox is a registered trademark of the Mozilla Foundation.

IBM, POWER and WebSphere are trademarks of International Business Machines Corporation, registered in many
jurisdictions worldwide.

IIOP is a trademark of Object Management Group, Inc. in the United States.
Kerberos is a name of network authentication protocol created by Massachusetts Institute of Technology.

Microsoft, Excel, Hyper-V, Internet Explorer, SQL Server, Visual C++, Windows, and Windows Server are either
registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

Mozilla is a trademark of the Mozilla Foundation in the U.S and other countries.

OMG, CORBA, IIOP, UML, Unified Modeling Language, MDA and Model Driven Architecture are either registered
trademarks or trademarks of Object Management Group, Inc. in the United States and/or other countries.

Oracle and Java are registered trademarks of Oracle and/or its affiliates.
RC4 is either a registered trademark or a trademark of EMC Corporation in the United States and/or other countries.

RSA and BSAFE are either registered trademarks or trademarks of EMC Corporation in the United States and/or other
countries.
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SOAP is an XML-based protocol for sending messages and making remote procedure calls in a distributed environment.

UNIX is a registered trademark of The Open Group in the United States and other countries.

VMware, VMware Horizon, VMware vSphere ESX and VMware vSphere ESXi are registered trademarks or
trademarks of VMware, Inc. in the United States and/or other jurisdictions.

W3C is a trademark (registered in numerous countries) of the World Wide Web Consortium.

Other product and company names mentioned in this document may be the trademarks of their respective owners.
Throughout this document Hitachi has attempted to distinguish trademarks from descriptive terms by writing the name
with the capitalization used by the manufacturer, or by writing the name with initial capital letters. Hitachi cannot attest
to the accuracy of this information. Use of a trademark in this document should not be regarded as affecting the validity
of the trademark.

Eclipse is an open development platform for tools integration provided by Eclipse Foundation, Inc., an open source
community for development tool providers.

This product includes RSA BSAFE" Cryptographic software of EMC Corporation.
This product includes software developed by Ben Laurie for use in the Apache-SSL HTTP server project.

Portions of this software were developed at the National Center for Supercomputing Applications (NCSA) at the
University of Illinois at Urbana-Champaign.

This product includes software developed by the University of California, Berkeley and its contributors.

This software contains code derived from the RSA Data Security Inc. MD5 Message-Digest Algorithm, including
various modifications by Spyglass Inc., Carnegie Mellon University, and Bell Communications Research, Inc
(Bellcore).

Regular expression support is provided by the PCRE library package, which is open source software, written by Philip
Hazel, and copyright by the University of Cambridge, England. The original software is available from ftp://
ftp.csx.cam.ac.uk/pub/software/programming/pcre/

This product includes software developed by Ralf'S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http://www.modssl.org/).

This product includes software developed by IAIK of Graz University of Technology.

This product includes software developed by Daisuke Okajima and Kohsuke Kawaguchi (http://relaxngcc.sf.net/).
This product includes software developed by Andy Clark.
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m Restrictions

Information in this document is subject to change without notice and does not represent a commitment on the part of
Hitachi. The software described in this manual is furnished according to a license agreement with Hitachi. The license
agreement contains all of the terms and conditions governing your use of the software and documentation, including
all warranty rights, limitations of liability, and disclaimers of warranty.

Material contained in this document may describe Hitachi products not available or features not available in your
country.

No part of this material may be reproduced in any form or by any means without permission in writing from the
publisher.

m Issued
Apr. 2015: 3021-3-420-21(E)

m Copyright

Copyright (C) 2015, Hitachi, Ltd.
Copyright (C) 2013, Oracle and/or its affiliates. All rights reserved.
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I Preface

m Purpose of this manual

This manual describes the definition methods and formats of the properties, DD, and definition files that are used in
the configuration of the system infrastructure of Application Server. By using this manual, users are able to configure
and design in detail the system infrastructure of Application Server.

m Intended readers

The intended readers of this manual are as follows:

* For systems engineer

* For application developer
The prerequisites are as follows:

* For systems engineer
* Information related to the operations of Windows or UNIX.
* Information related to the Application Server development.
* Information related to the Java EE Standard specifications.

¢ Information related to the peripheral environment (such as database, network, and job management, and so on)
used in the system development.

* For application developer
¢ Information related to the tasks in the Windows operating system.
¢ Information related to the Java EE Standard specifications.
¢ Information related to development of programs using Java.

* Information related to Eclipse and WTP.

m Related manuals

The following table shows the titles of related manuals, and related manuals used in this manual.

Application Server related manuals

Abbreviation Formal name Reference number

User's Guide Hitachi Application Server V10 User's Guide (For Windows” Systems) 3021-3-414(E)

GUI Reference Hitachi Application Server V10 GUI Reference Guide (For Windows"” 3021-3-416(E)
Systems)

Command Reference Hitachi Application Server V10 Command Reference Guide (For Windows®  3021-3-41 8(E)
Systems)

Definition Reference Hitachi Application Server V10 Definition Reference Guide (For Windows® = 3021 -3-420(E)
Systems)

Messages Hitachi Application Server V10 Messages 3021-3-422(E)
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Abbreviation Formal name

Reference number

API Reference Hitachi Application Server V10 API Reference Guide 3021-3-423(E)

m Abbreviations for products and functions

This manual uses the following abbreviations for product names and function name:

Abbreviations
ADT
Application Server

Application Server - Base

Application Server - Optional License for Java

Application Server for Developers

APV

DAS

domain administration server

Developer's Kit for Java

Eclipse

Excel

Firefox

HiRDB HiRDB Version 9
HiRDB/Single Server

Hyper-V

HWS

Web Server

Internet Explorer

Java EE Server

JP1/AJS3

JP1/IM

Microsoft IIS Microsoft IIS 7.5

Product name and function name

Hitachi Application Development Tools

Hitachi Application Server

Hitachi Application Server - Base

Hitachi Application Server - Optional License for Java
Hitachi Application Server for Developers

IBM Advanced POWER Virtualization

Domain Administration Server

Hitachi Developer's Kit for Java
Eclipse IDE for Java EE Developers
Microsoft” Excel

Firefox®

HiRDB Server Version 9
HiRDB/Single Server Version 9
Microsoft® Hyper-V®

Hitachi Web Server

Windows" Internet Explorer®
Hitachi Java EE Server

Job Management Partner 1 Version 10 Job Management Partner 1/Automatic
Job Management System 3 - Agent

Job Management Partner 1 Version 10 Job Management Partner 1/Automatic
Job Management System 3 - Manager

Job Management Partner 1 Version 10 Job Management Partner 1/Automatic
Job Management System 3 - View

Job Management Partner 1 Version 10 Job Management Partner 1/Integrated
Management - Manager

Job Management Partner 1 Version 10 Job Management Partner 1/Integrated
Management - View

Microsoft® Internet Information Services 7.5

Hitachi Application Server V10 Definition Reference Guide (For Windows® Systems)



Abbreviations
Microsoft IIS 8.0
Microsoft IIS 8.5
Microsoft Visual C++

Oracle Oracle 11g

Oracle 12¢
performance tracer
SQL Server
Virtage
VMware ESX
VMware Horizon View
VMware vSphere ESXi

Windows Windows Server 2008 R2

Windows Server 2012

Windows Server 2012 R2

Windows 7 Windows 7 x86
Windows 7 x64
Windows 8 Windows 8 x86

Windows 8 x64

Windows 8.1 x86

Windows 8.1 x64

Product name and function name
Microsoft” Internet Information Services 8.0
Microsoft® Internet Information Services 8.5
Microsoft® Visual C-++*

Oracle Database 11g

Oracle Database 11g R2

Oracle Database 12¢

Performance Tracer

Microsoft™ SQL Server

Hitachi Virtage

VMware vSphere ESX

VMware Horizon (with View)

VMware vSphere ESXi

Microsoft® Windows Server” 2008 R2 Standard
Microsoft” Windows Server” 2008 R2 Enterprise
Microsoft® Windows Server® 2008 R2 Datacenter
Microsoft® Windows Server” 2012 Standard
Microsoft® Windows Server® 2012 Datacenter
Microsoft® Windows Server”™ 2012 R2 Standard
Microsoft® Windows Server” 2012 R2 Datacenter
Microsoft” Windows"” 7 Professional (32 bit)
Microsoft™ Windows® 7 Enterprise (32 bit)
Microsoft” Windows" 7 Ultimate (32 bit)
Microsoft® Windows® 7 Professional (64 bit)
Microsoft® Windows® 7 Enterprise (64 bit)
Microsoft” Windows" 7 Ultimate (64 bit)
Windows® 8 Pro (32 bit)

Windows” 8 Enterprise (32 bit)

Windows® 8 Pro (64 bit)

Windows” 8 Enterprise (64 bit)

Windows"” 8.1 Pro (32 bit)

Windows" 8.1 Enterprise (32 bit)

Windows"” 8.1 Pro (64 bit)

Windows® 8.1 Enterprise (64 bit)

Hitachi Application Server V10 Definition Reference Guide (For Windows® Systems)



Abbreviations Product name and function name
Windows Server Failover Cluster Windows Server”® Failover Cluster

Class-wise statistics Hitachi Class-wise statistics

Note that Windows 32 bit and Windows 64 bit are sometimes respectively referred to as Windows x86 and Windows
x64.

m Conventions: Acronyms

This manual also uses the following acronyms:

Acronym Full name or meaning

ACC Application Client Cotainer

ACL Access Control List

AES Advanced Encryption Standard

API Application Programming Interface

ASCII American Standard Code for Information Interchange

BLOB Binary Large Object

CA Certificate Authority

CDI Contexts and Dependency Injection

CGI Common Gateway Interface

CMP Container-Managed Persistence

CMT Container-Managed Transaction

CopyGC Copy Garbage Collection

CORBA Common Object Request Broker Architecture
CORBA"

CPU Central Processing Unit

CRL Certificate Revocation List

CSR Certificate Signing Request

CSV Comma Separated Value

CVS Concurrent Versions System

DBMS Database Management System

DCOM Distributed Component Object Model

DD Deployment Descriptor

DDE Dynamic Data Exchange

DER Distinguished Encoding Rules

DES Data Encryption Standard
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Acronym Full name or meaning

DI Dependency Injection

DLL Dynamic Link Library

DMZ Demilitarized Zone

DN Distinguished Name

DNS Domain Name System

DoS Denial of Service

DSO Dynamic Shared Object

DTD Document Type Definition

DTP Eclipse Data Tools Platform
EAR Enterprise Archive

ear

EIS Enterprise Information System
EJB Enterprise J. avaBeans

EJB QL EIB™ Query Language

EL Expression Language

EUC Extended UNIX Code

FQDN Fully Qualified Domain Name
FullGC Full Garbage Collection

G1GC Garbage First Garbage Collection
GC Garbage Collection

GMS Group Management Service
GMT Greenwich Mean Time

GUI Graphical User Interface

HA High Availability

HTML Hyper Text Markup Language
HTTP Hyper Text Transfer Protocol
HTTPS Hyper Text Transfer Protocol Security
1/0 Input/Output

ID Identifier

IDE Integrated Development Environment
IEC International Electrotechnical Commission
1(0)3 op™

Internet Inter-Orb Protocol
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Acronym Full name or meaning

IIN} Internet Information Services

IMAP Internet Message Access Protocol

1P Internet Protocol

IPv6 Internet Protocol Version 6

ISO International Organization for Standardization
J2EE J2EE™

Java 2 Platform, Enterprise Edition

JAAS Java Authentication and Authorization Service
JACC Java" Authorization Service Provider Contract for Containers
JAF JavaBeans  Activation Framework Specification
JAR Java" Archive
jar
JASPIC Java Authentication Service Provider Interface for Containers
Java Java"
Java EE Java' Platform, Enterprise Edition
Java EE RI Java EE Reference Implementation
Java HotSpot Client VM Java HotSpotTM Client Virtual Machine
Java Platform Debugger Java" Platform Debugger Architecture
Architecture
JPDA
Java SE Java Platform, Standard Edition
Java VM Java Virtual Machine
JVM
JavaMail JavaMail
JAX-RPC Java' API for XML-based RPC
JAX-RS Java' API for RESTful Web Services
JAX-WS Java" API for XML-based Web Services
JAXB Java" Architecture for XML Binding
JAXP Java" API for XML Processing
JAXR Java API for XML Registries
JCA J2EE " Connector Architecture
JDBC Java" Database Connectivity
JDBC™
JDK Java Development Kit
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Acronym

JIS
IMS
IMX

JNDI

JPA

JSF

JSON-P

JSP

JST
JSTL
JTA
JVMPI
JVMTI
KVM
LAN
LDAP
MAC
MIME
OASIS
OMG
ORB

oS

OTS
QNAME
REST

RMI

RSA

SAAJ

Full name or meaning

JDK™

Japanese Industrial Standards

Java" Message Service

Java Management Extensions

Java Naming and Directory Interface
Java" Native Interface

Java' Persistence API

JavaServer  Faces

JavaServer  Faces Reference Implementation (RI) Version: 1.1 01 FCS
Java' API for JSON Processing
JavaServer PagesTM

JSP™

Japan Standard Time

JavaServer PagesTM Standard Tag Library
Java  Transaction API

Java Virtual Machine Profiler Interface
Java " Virtual Machine Tool Interface
Kernel-based Virtual Machine

Local Area Network

Lightweight Directory Access Protocol
Message Authentication Code
Multipurpose Internet Mail Extensions
Organization for the Advancement of Structured Information Standards
Object Management Group

Object Request Broker

Operating System

Object Transaction Service

Qualified Name

Representational State Transfer

Remote Method Invocation

Remote Procedure Call

Rivest, Shamir and Adleman

SOAP with Attachments API for Java'
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Acronym
SAX
SEI
Servlet
SHA
SMAP
SMTP
SOAP
SSH
ssh
SSL
StAX
TCP
TLD
TLS
ucs
UDP
URI
URL
URN
UTC
UTF
UTF-8
VM
VTL
W3C
WAR
war
WBEM
WSDL
WTP

XML

Full name or meaning
Simple API for XML

Service Endpoint Interface
Java" Servlet

Secure Hash Algorithm
Source Map

Simple Mail Transfer Protocol
Simple Object Access Protocol

Secure Shell

Secure Sockets Layer

Streaming API for XML
Transmission Control Protocol
Tag Library Descriptor

Transport Layer Security
Universal multi-octet coded Character Set
User Datagram Protocol

Uniform Resource Identifier
Uniform Resource Locator
Uniform Resource Name
Coordinated Universal Time

UCS Transformation Format
8-bit UCS Transformation Format
Virtual Machine

Velocity Template Language
World Wide Web Consortium

Web Archive

Web-Based Enterprise Management
Web Services Description Language
Eclipse Web Tools Platform

Extensible Markup Language

m Conventions: KB, MB, GB, TB, and PB

This manual uses the following conventions:
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1 KB (kilobyte) is 1,024 bytes.
1 MB (megabyte) is 1,0242 bytes.
1 GB (gigabyte) is 1,0243 bytes.
1 TB (terabyte) is 1,024* bytes.

1 PB (petabyte) is 1,024° bytes.
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Syntax elements used in the Definition Reference 39

Definition files and items used on the web servers 40
List of definition files and definition items used by the web server 41

httpsd.conf 53
Details of the definition items set in httpsd.conf 65
<Directory> 65
<DirectoryMatch> 66
<Files> 66
<FilesMatch> 66
<IfModule> 67
<Limit> 67
<Location> 68
<LocationMatch> 69
<Proxy> 69
<VirtualHost> 70
AccessFileName 71
Action 71

AddAIt 72
AddAItByEncoding 73
AddAItByType 73
AddCharset 74
AddDefaultCharset 74
AddDescription 75
AddEncoding 76
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Addlcon 78
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Alias 82

AliasMatch 82

Allow 83

AllowOverride 84
AuthBasicAuthoritative
AuthGroupFile 86
AuthName 87

AuthType 87
AuthUserFile 88
BalancerMember 88
BrowserMatch 89
BrowserMatchNoCase
CacheNegotiatedDocs
CustomLog 91
Defaulticon 95
DefaultLanguage 95
Deny 96

Directorylndex 97
DocumentRoot 97
ErrorDocument 98
ErrorLog 100
ExpiresActive 101
ExpiresByType 101
ExpiresDefault 102
ExtendedStatus 103
FileETag 104

ForceType 106

Header 106

HeaderName 107
HostnamelLookups 108
HWSErrorDocumentMETACharset 109
HWSErrorLogClientAddr 110
HWSGracefulStopLog 110
HWSGracefulStopTimeout 111
HWSImapMenuCharset 112
HWSLogSSLVerbose 112
HWSLogTimeVerbose 113
HWSMaxQueueSize 114
HWSPrfld 114
HWSPrfSpool 115
HWSProxyPassReverseCookie 115
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HWSRequestLog 116
HWSRequestLogType 117
HWSSetEnvifilPv6 118
HWSSuppressModuleTrace 118
HWSTraceldFile 120
HWSTraceLogFile 121
ImapBase 121
ImapDefault 122
ImapMenu 123
Include 124
Indexignore 124
IndexOptions 125
IndexOrderDefault 128
KeepAlive 129
KeepAliveTimeout 130
LanguagePriority 131
LimitRequestBody 131
LimitRequestFields 132
LimitRequestFieldsize 132
LimitRequestLine 133
Listen 133
ListenBacklog 134
LoadFile 135
LoadModule 135
LogFormat 136
LogLevel 136
MaxKeepAliveRequests 137
MultiviewsMatch 138
Options 139

Order 140

PassEnv 141

PidFile 141
ProxyErrorOverride 142
ProxyPass 143
ProxyPassReverse 145
ProxyPreserveHost 146
ProxyTimeout 147
ProxyVia 148
QOSCookieDomain 148
QOSCookieExpires 149
QOSCookieName 150
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QOSCookieSecure 152
QOSCookieServers 153
QOSRedirect 153
QOSRejectionServers 154
QOSResponse 155
ReadmeName 155
Redirect 156
RedirectMatch 157
RequestHeader 159
RequestReadTimeout 160
Require 161

Satisfy 162

Script 163

ScriptAlias 163
ScriptAliasMatch 164
ScriptinterpreterSource 165
ScriptL,og 165
ScriptLogBuffer 166
ScriptLogLength 166
SendBufferSize 167
ServerAdmin 168
ServerAlias 168
ServerName 168
ServerPath 169
ServerRoot 170
ServerSignature 170
ServerTokens 171
SetEnv 172

SetEnvlf 173
SetEnvlfNoCase 174
SetHandler 175
SSLBanCipher 176
SSLCACertificateFile 176
SSL CertificateFile 177
SSLCertificateKeyFile 178
SSL CertificateKeyPassword 178
SSLCRLAuthoritative 179
SSLCRLDERPath 179
SSLCRLPEMPath 180
SSLDenySSL 180
SSLDisable 181
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SSLEnable 181
SSLExportCertChainDepth 182
SSLExportClientCertificates 183
SSLFakeBasicAuth 183
SSLProtocol 184
SSLRequireCipher 185
SSLRequiredCiphers 185
SSLRequireSSL 186
SSLSessionCacheSize 187
SSLSessionCacheTimeout 188
SSLVerifyClient 188
SSLVerifyDepth 189
ThreadsPerChild 190
Timeout 191

TraceEnable 192
TransferLog 192
TypesConfig 193

UnsetEnv 194
UseCanonicalName 194
UserDir 195

mime.types 198

Access control file 199
Details on the definition items (utilities) used on web servers 204
rotatelogs 204

rotatelogs2 206

Deployment Descriptor (DD) Used in Java EE Servers 209

List of DD used in Java EE servers 210

glassfish-acc.xml 211

Details of the elements specified in glassfish-acc.xml 213

/client-container 213

[client-container/target-server 213
/client-container/target-server/description 214
[client-container/target-server/security 215

[client-container/auth-realm 215

/client-container/auth-realm/property 216
/client-container/message-security-config 217
[client-container/message-security-config/provider-config 218
/client-container/message-security-config/provider-config/request-policy 219
[client-container/message-security-config/provider-config/response-policy 219
/client-container/message-security-config/provider-config/property 220
/client-container/property 221
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/glassfish-ejb-jar/security-role-mapping/principal-name 270
/glassfish-ejb-jar/security-role-mapping/group-name 271
/glassfish-ejb-jar/enterprise-beans 271
/glassfish-ejb-jar/enterprise-beans/name 272
/glassfish-ejb-jar/enterprise-beans/ejb 272
/glassfish-ejb-jar/enterprise-beans/ejb/ejb-name 273
/glassfish-ejb-jar/enterprise-beans/ejb/jndi-name 273
/glassfish-ejb-jar/enterprise-beans/ejb/ejb-ref 274
/glassfish-ejb-jar/enterprise-beans/ejb/ejb-ref/ejb-ref-name 274
/glassfish-ejb-jar/enterprise-beans/ejb/ejb-ref/ijndi-name 274
/glassfish-ejb-jar/enterprise-beans/ejb/resource-ref 275
/glassfish-ejb-jar/enterprise-beans/ejb/resource-ref/res-ref-name 275
/glassfish-ejb-jar/enterprise-beans/ejb/resource-ref/indi-name 276
/glassfish-ejb-jar/enterprise-beans/ejb/resource-ref/default-resource-principal 276
/glassfish-ejb-jar/enterprise-beans/ejb/resource-ref/default-resource-principal/name 277

/glassfish-ejb-jar/enterprise-beans/ejb/resource-ref/default-resource-principal/password 277

/glassfish-ejb-jar/enterprise-beans/ejb/resource-env-ref 278
/glassfish-ejb-jar/enterprise-beans/ejb/resource-env-ref/resource-env-ref-name 278
/glassfish-ejb-jar/enterprise-beans/ejb/resource-env-ref/jndi-name 278
/glassfish-ejb-jar/enterprise-beans/ejb/service-ref 279
/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/service-ref-name 279
/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info 280
/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/service-endpoint-interface 280
/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/wsdl-port 281
/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/wsdl-port/namespaceURI 281
/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/wsdl-port/localpart 281
/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/stub-property 282
/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/call-property 283

/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/message-security-binding 283
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3.9.33

3.9.34

3.9.35

3.9.36

3.9.37

3.9.38

3.9.39

3.9.40

3.9.41

3.9.42
3.9.43
3.9.44
3.9.45
3.9.46
3.9.47
3.9.48
3.9.49
3.9.50
3.9.51
3.9.52
3.9.53
3.9.54
3.9.55
3.9.56
3.9.57

3.9.58
3.9.59
3.9.60
3.9.61
3.9.62
3.9.63
3.9.64

3.9.65

/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/message-security-binding/
message-security 284

/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/message-security-binding/
message-security/message 284

/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/message-security-binding/
message-security/message/java-method 285

/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/message-security-binding/
message-security/message/java-method/method-name 285

/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/message-security-binding/
message-security/message/java-method/method-params 286

/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/message-security-binding/
message-security/message/java-method/method-params/method-param 286

/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/message-security-binding/
message-security/message/operation-name 287

/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/message-security-binding/
message-security/request-protection 287

/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/port-info/message-security-binding/
message-security/response-protection 288

/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/call-property 289
/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/wsdl-override 289
/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/service-impl-class 290
/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/service-qname 290
/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/service-qname/namespaceURI 291
/glassfish-ejb-jar/enterprise-beans/ejb/service-ref/service-qname/localpart 291

/glassfish-ejb-jar/enterprise-beans/ejb/message-destination-ref 292

/glassfish-ejb-jar/enterprise-beans/ejb/message-destination-ref/message-destination-ref-name 292

/glassfish-ejb-jar/enterprise-beans/ejb/message-destination-ref/jndi-name 292
/glassfish-ejb-jar/enterprise-beans/ejb/principal 293
/glassfish-ejb-jar/enterprise-beans/ejb/principal/name 293
/glassfish-ejb-jar/enterprise-beans/ejb/mdb-connection-factory 294

/glassfish-ejb-jar/enterprise-beans/ejb/mdb-connection-factory/jndi-name 294

/glassfish-ejb-jar/enterprise-beans/ejb/mdb-connection-factory/default-resource-principal

/glassfish-ejb-jar/enterprise-beans/ejb/mdb-connection-factory/default-resource-principal/name 295

/glassfish-ejb-jar/enterprise-beans/ejb/mdb-connection-factory/default-resource-principal/

password 295
/glassfish-ejb-jar/enterprise-beans/ejb/jms-durable-subscription-name 296
/glassfish-ejb-jar/enterprise-beans/ejb/jms-max-messages-load 296
/glassfish-ejb-jar/enterprise-beans/ejb/ior-security-config 297

/glassfish-ejb-jar/enterprise-beans/ejb/ior-security-config/transport-config 297

/glassfish-ejb-jar/enterprise-beans/ejb/ior-security-config/transport-config/integrity 298
/glassfish-ejb-jar/enterprise-beans/ejb/ior-security-config/transport-config/confidentiality 298
/glassfish-ejb-jar/enterprise-beans/ejb/ior-security-config/transport-config/establish-trust-in-

target 299

/glassfish-ejb-jar/enterprise-beans/ejb/ior-security-config/transport-config/establish-trust-in-

client 299
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3.9.66
3.9.67
3.9.68
3.9.69
3.9.70
3.9.71
3.9.72
3.9.73
3.9.74
3.9.75
3.9.76
3.9.77
3.9.78
3.9.79
3.9.80
3.9.81

3.9.82

3.9.83

3.9.84
3.9.85
3.9.86
3.9.87
3.9.88
3.9.89
3.9.90
3.9.91

3.9.92

3.9.93

3.9.94

3.9.95

3.9.96

3.9.97

3.9.98

/glassfish-ejb-jar/enterprise-beans/ejb/ior-security-config/as-context 300
/glassfish-ejb-jar/enterprise-beans/ejb/ior-security-config/as-context/auth-method 300
/glassfish-ejb-jar/enterprise-beans/ejb/ior-security-config/as-context/realm 300
/glassfish-ejb-jar/enterprise-beans/ejb/ior-security-config/as-context/required 301
/glassfish-ejb-jar/enterprise-beans/ejb/commit-option 302
/glassfish-ejb-jar/enterprise-beans/ejb/cmt-timeout-in-seconds 302
/glassfish-ejb-jar/enterprise-beans/ejb/bean-pool 303
/glassfish-ejb-jar/enterprise-beans/ejb/bean-pool/steady-pool-size 303
/glassfish-ejb-jar/enterprise-beans/ejb/bean-pool/resize-quantity 304
/glassfish-ejb-jar/enterprise-beans/ejb/bean-pool/max-pool-size 304
/glassfish-ejb-jar/enterprise-beans/ejb/bean-pool/pool-idle-timeout-in-seconds 305
/glassfish-ejb-jar/enterprise-beans/ejb/mdb-resource-adapter 306
/glassfish-ejb-jar/enterprise-beans/ejb/mdb-resource-adapter/resource-adapter-mid 306
/glassfish-ejb-jar/enterprise-beans/ejb/mdb-resource-adapter/activation-config 306
/glassfish-ejb-jar/enterprise-beans/ejb/mdb-resource-adapter/activation-config/description

/glassfish-ejb-jar/enterprise-beans/ejb/mdb-resource-adapter/activation-config/activation-
config-property 307

/glassfish-ejb-jar/enterprise-beans/ejb/mdb-resource-adapter/activation-config/activation-
config-property/activation-config-property-name 308

/glassfish-ejb-jar/enterprise-beans/ejb/mdb-resource-adapter/activation-config/activation-
config-property/activation-config-property-value 308

/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint 309
/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/port-component-name 309
Iglassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/endpoint-address-uri 309
/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/login-config 310
/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/login-config/auth-method 310

/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/login-config/realm 311

/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/message-security-binding 312

/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/message-security-binding/
message-security 313

/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/message-security-binding/
message-security/message 313
/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/message-security-binding/
message-security/message/java-method 314
/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/message-security-binding/
message-security/message/java-method/method-name 314
/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/message-security-binding/
message-security/message/java-method/method-params 315
/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/message-security-binding/
message-security/message/java-method/method-params/method-param 315
/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/message-security-binding/
message-security/message/operation-name 316

/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/message-security-binding/
message-security/request-protection 316

307
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3.9.99

3.9.100
3.9.101
3.9.102
3.9.103
3.9.104
3.9.105
3.9.106
3.9.107
3.9.108
3.9.109
3.9.110
3.9.111

3.9.112
3.9.113
3.9.114

3.10

3.1

3.11.

1

3.11.2
3.11.3
3.11.4
3.11.5
3.11.6
3.11.7
3.11.8
3.11.9

3.1
3.1
3.1
3.1
3.1
3.1
3.1
3.1
3.1
3.1

.10
1
A2
A3
14
15
.16
A7
.18
19

3.11.20
3.11.21
3.11.22
3.11.23

/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/message-security-binding/
message-security/response-protection 317

/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/transport-guarantee 318
/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/service-qname 318
/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/service-qname/namespaceURI
/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/service-qname/localpart 319
/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/tie-class 320
/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/serviet-impl-class 320
/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/debugging-enabled 321
/glassfish-ejb-jar/enterprise-beans/ejb/webservice-endpoint/property 321
/glassfish-ejb-jar/enterprise-beans/message-destination 322
/glassfish-ejb-jar/enterprise-beans/message-destination/message-destination-name 322
/glassfish-ejb-jar/enterprise-beans/message-destination/jndi-name 323
/glassfish-ejb-jar/enterprise-beans/webservice-description 323

319

/glassfish-ejb-jar/enterprise-beans/webservice-description/webservice-description-name 324

/glassfish-ejb-jar/enterprise-beans/webservice-description/wsdl-publish-location 324
/glassfish-ejb-jar/version-identifier 325
glassfish-resources.xml 326

Details of the elements specified in glassfish-resources.xml 329
/resources 329

/resources/custom-resource 329
/resources/custom-resource/description 330
/resources/custom-resource/property 330
/resources/external-jndi-resource 331
/resources/external-jndi-resource/description 332
/resources/external-jndi-resource/property 332
/resources/external-jndi-resource/property/description 333
/resources/jdbc-resource 333
/resources/jdbc-resource/description 334
/resources/jdbc-resource/property 334
/resources/jdbc-resource/property/description 334
/resources/mail-resource 335
/resources/mail-resource/description 336
/resources/mail-resource/property 337
/resources/mail-resource/property/description 337
/resources/admin-object-resource 338
/resources/admin-object-resource/description 338
/resources/admin-object-resource/property 339
/resources/admin-object-resource/property/description 339
/resources/connector-resource 340
/resources/connector-resource/description 340

/resources/connector-resource/property 341
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/resources/connector-resource/property/description 341
/resources/resource-adapter-config 342
/resources/resource-adapter-config/property 342
/resources/resource-adapter-config/property/description 343
/resources/jdbc-connection-pool 343
/resources/jdbc-connection-pool/description 348
/resources/jdbc-connection-pool/property 348
/resources/jdbc-connection-pool/property/description 350
/resources/connector-connection-pool 350
/resources/connector-connection-pool/description 353
/resources/connector-connection-pool/security-map 353
/resources/connector-connection-pool/security-map/principal 354
/resources/connector-connection-pool/security-map/principal/name 354
/resources/connector-connection-pool/security-map/user-group 355
/resources/connector-connection-pool/security-map/backend-principal 355
/resources/connector-connection-pool/property 356
/resources/connector-connection-pool/property/description 358
/resources/work-security-map 359
/resources/work-security-map/description 359
/resources/work-security-map/principal-map 360
/resources/work-security-map/group-map 360

glassfish-web.xml 362

Details of the elements specified in glassfish-web.xml 365
/glassfish-web-app 365

/glassfish-web-app/context-root 365
/glassfish-web-app/security-role-mapping 366
/glassfish-web-app/security-role-mapping/role-name 366
/glassfish-web-app/security-role-mapping/principal-name 367
/glassfish-web-app/security-role-mapping/group-name 368
/glassfish-web-app/serviet 368

/glassfish-web-app/serviet/serviet-name 368
/glassfish-web-app/servlet/principal-name 369
/glassfish-web-app/serviet/webservice-endpoint 370
/glassfish-web-app/servlet/webservice-endpoint/port-component-name 370
/glassfish-web-app/servlet/webservice-endpoint/endpoint-address-uri 370
/glassfish-web-app/serviet/webservice-endpoint/login-config 371
/glassfish-web-app/serviet/webservice-endpoint/login-config/auth-method 371
/glassfish-web-app/serviet/webservice-endpoint/message-security-binding 372
/glassfish-web-app/servlet/webservice-endpoint/message-security-binding/message-security 373

/glassfish-web-app/serviet/webservice-endpoint/message-security-binding/message-security/
message 373
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3.13.18

3.13.19

3.13.20

3.13.21

3.13.22

3.13.23

3.13.24

3.13.25
3.13.26
3.13.27
3.13.28
3.13.29
3.13.30
3.13.31
3.13.32
3.13.33
3.13.34
3.13.35
3.13.36
3.13.37
3.13.38
3.13.39
3.13.40
3.13.41
3.13.42
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3.13.46
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3.13.49
3.13.50
3.13.51
3.13.52
3.13.53

/glassfish-web-app/serviet/webservice-endpoint/message-security-binding/message-security/
message/java-method 374

/glassfish-web-app/serviet/webservice-endpoint/message-security-binding/message-security/
message/java-method/method-name 374

/glassfish-web-app/serviet/webservice-endpoint/message-security-binding/message-security/
message/java-method/method-params 375

/glassfish-web-app/serviet/webservice-endpoint/message-security-binding/message-security/
message/java-method/method-params/method-param 375

/glassfish-web-app/serviet/webservice-endpoint/message-security-binding/message-security/
message/operation-name 376

/glassfish-web-app/serviet/webservice-endpoint/message-security-binding/message-security/
request-protection 376

/glassfish-web-app/serviet/webservice-endpoint/message-security-binding/message-security/
response-protection 377

/glassfish-web-app/serviet/webservice-endpoint/transport-guarantee 378
/glassfish-web-app/serviet/webservice-endpoint/service-gname 378
/glassfish-web-app/servlet/webservice-endpoint/service-gname/namespaceURI 379
/glassfish-web-app/serviet/webservice-endpoint/service-qname/localpart 379
/glassfish-web-app/serviet/webservice-endpoint/tie-class 380
/glassfish-web-app/servlet/webservice-endpoint/servlet-impl-class 380
/glassfish-web-app/serviet/webservice-endpoint/debugging-enabled 381
/glassfish-web-app/idempotent-url-pattern 381

/glassfish-web-app/session-config 383
/glassfish-web-app/session-config/session-manager 383
/glassfish-web-app/session-config/session-manager/manager-properties 383
/glassfish-web-app/session-config/session-manager/manager-properties/property 383
/glassfish-web-app/session-config/session-manager/manager-properties/property/description
/glassfish-web-app/session-config/session-properties 385
/glassfish-web-app/session-config/session-properties/property 385
/glassfish-web-app/session-config/session-properties/property/description 386
/glassfish-web-app/session-config/cookie-properties 387
/glassfish-web-app/session-config/cookie-properties/property 387
/glassfish-web-app/session-config/cookie-properties/property/description 389
/glassfish-web-app/ejb-ref 390

/glassfish-web-app/ejb-ref/ejb-ref-name 390

/glassfish-web-app/ejb-ref/indi-name 390

/glassfish-web-app/resource-ref 391
/glassfish-web-app/resource-ref/res-ref-name 391
/glassfish-web-app/resource-ref/jndi-name 392
/glassfish-web-app/resource-ref/default-resource-principal 392
/glassfish-web-app/resource-ref/default-resource-principal/name 393
/glassfish-web-app/resource-ref/default-resource-principal/password 393

/glassfish-web-app/resource-env-ref 394

384
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3.13.54 /glassfish-web-app/resource-env-ref/resource-env-ref-name 394

3.13.55 /glassfish-web-app/resource-env-ref/jndi-name 394

3.13.56 /glassfish-web-app/service-ref 395

3.13.57 /glassfish-web-app/service-ref/service-ref-name 395

3.13.58 /glassfish-web-app/service-ref/port-info 396

3.13.59 /glassfish-web-app/service-ref/port-info/service-endpoint-interface 396

3.13.60 /glassfish-web-app/service-ref/port-info/wsdl-port 396

3.13.61 /glassfish-web-app/service-ref/port-info/wsdl-port/namespaceURI 397

3.13.62 /glassfish-web-app/service-ref/port-info/wsdl-port/localpart 397

3.13.63 /glassfish-web-app/service-ref/port-info/stub-property 398

3.13.64 /glassfish-web-app/service-ref/port-info/call-property 398

3.13.65 /glassfish-web-app/service-ref/port-info/message-security-binding 399

3.13.66 /glassfish-web-app/service-ref/port-info/message-security-binding/message-security 400

3.13.67 /glassfish-web-app/service-ref/port-info/message-security-binding/message-security/message 400

3.13.68 /glassfish-web-app/service-ref/port-info/message-security-binding/message-security/message/
java-method 400

3.13.69 /glassfish-web-app/service-ref/port-info/message-security-binding/message-security/message/
java-method/method-name 401

3.13.70 /glassfish-web-app/service-ref/port-info/message-security-binding/message-security/message/
java-method/method-params 401

3.13.71 /glassfish-web-app/service-ref/port-info/message-security-binding/message-security/message/
java-method/method-params/method-param 402

3.13.72 /glassfish-web-app/service-ref/port-info/message-security-binding/message-security/message/
operation-name 402

3.13.73 /glassfish-web-app/service-ref/port-info/message-security-binding/message-security/request-
protection 403

3.13.74 /glassfish-web-app/service-ref/port-info/message-security-binding/message-security/response-
protection 403

3.13.75 /glassfish-web-app/service-ref/call-property 404

3.13.76 /glassfish-web-app/service-ref/wsdl-override 405

3.13.77 /glassfish-web-app/service-ref/service-impl-class 405

3.13.78 /glassfish-web-app/service-ref/service-gname 406

3.13.79 /glassfish-web-app/service-ref/service-gname/namespaceURI 406

3.13.80 /glassfish-web-app/service-ref/service-gname/localpart 406

3.13.81 /glassfish-web-app/message-destination-ref 407

3.13.82 /glassfish-web-app/message-destination-ref/message-destination-ref-name 407

3.13.83 /glassfish-web-app/message-destination-ref/indi-name 408

3.13.84 /glassfish-web-app/class-loader 408

3.13.85 /glassfish-web-app/class-loader/property 409

3.13.86 /glassfish-web-app/class-loader/property/description 410
3.13.87 /glassfish-web-app/jsp-config 410

3.13.88 /glassfish-web-app/jsp-config/property 411

3.13.89 /glassfish-web-app/jsp-config/property/description 414
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3.13.90
3.13.91
3.13.92
3.13.93
3.13.94
3.13.95
3.13.96
3.13.97
3.13.98
3.13.99
3.13.100
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3.14
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3.22
3.23
3.23.1
3.24
3.24.1

4
4.1

4.2

/glassfish-web-app/property 414
/glassfish-web-app/property/description 416

/glassfish-web-app/valve 417

/glassfish-web-app/valve/description 417
/glassfish-web-app/valve/property 418
/glassfish-web-app/valve/property/description 418
/glassfish-web-app/message-destination 419
/glassfish-web-app/message-destination/message-destination-name 419
/glassfish-web-app/message-destination/jndi-name 420
/glassfish-web-app/webservice-description 420
/glassfish-web-app/webservice-description/webservice-description-name 420
/glassfish-web-app/webservice-description/wsdl-publish-location 421
/glassfish-web-app/version-identifier 421

hitachi-application.xml 423

Details of the elements written in hitachi-application.xml 424
/hitachi-application 424

hitachi-application-client.xml 425

Details of the elements written in hitachi-application-client.xml 426
/hitachi-application-client 426

hitachi-ejb-jarxml 427

Details of the elements written in hitachi-ejb-jarxml 428

/hitachi-ejb-jar 428

hitachi-ra.xml 429

Details of the elements written in hitachi-ra.xml 430

/hitachi-ra 430

hitachi-web.xml 431

Details of the elements written in hitachi-web.xml 432

/hitachi-web 432

Details of the proprietary parameters that can be set in a standard DD 433
jersey.config.server.provider.classnames 433

System properties used in Java EE servers 434
List of system properties used in Java EE servers 435

Details of the system properties used for server instances 438
ALLOW_MULTIPLE_ENLISTS_DELISTS 438
ASADMIN_LISTENER_PORT 438
com.hitachi.software.javaee.util.prf. PRFID 439
com.sun.appserv.transaction.nofdsync 439
com.sun.corba.ee.ORBVAAHost 440

com.sun.corba.ee. ORBVAAPort 441
com.sun.enterprise.in-progress-local-transaction.completion-mode 441
com.sun.jts.dblogging.deletequery 442
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How to read the Definition Reference

This chapter provides information required for reading the Definition Reference.
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1.1 Format of explanations in the definition reference

This topic explains the format of the explanations in the definition reference.

Items used in explanations

The items below are used in the explanations in the definition reference. Note that each explanation includes only the

relevant items.

Description
Describes the functionality.

Schema
Describes the schemalocation attribute of the DD file or the DOCTYPE declaration.

Syntax
Describes how to specify a file or an item.

Storage location
Describes the location where a file is to be stored.

Element hierarchy
Describes the hierarchy of elements that can be specified by using the DD file.

Files to which this parameter applies
Describes the files in which a particular parameter can be specified.

Elements to which this parameter applies

Describes the elements for which a particular parameter can be specified.

Specifiable values
Describes the types and range of values that can be specified.

Initial value
Describes the value that was predefined in the system.

Default value
Describes the value that is used by the system when no definition item or value is specified.

Dependencies of elements and attributes

Lists the elements and attributes (if any) that depend on a particular element or attribute in the DD file.

Locations where it can be written
Describes the location where a directive can be written. Such locations include the following:

e httpsd.conf
VirtualHost block, httpsd. conf file except the Directory block.

* <VirtualHost>
VirtualHost block of the httpsd. conf file.

¢ <Directory>
Directory block, Location block, Files block of the httpsd. conf file.

e .htaccess

Access control file specified by the AccessFileName directive

e <Location>

1. How to read the Definition Reference
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Location block of the httpsd. conf file.
Additionally, a directive is referred to in the following order:
l.VirtualHost block, httpsd. conf file except the Directory block.
2.VirtualHost block of the httpsd. conf file.
3.Directory block of the httpsd. conf file.
4. Access control file.
5.Files block of the httpsd. conf file.
6. Location block of the httpsd. conf file.

By the definition (overwrite permission level) of the A11owOverride directive of a Directory block, the
directive defined by the access control file can be made effective or invalid.

Overwrite permission
Describes the permission levels when overwriting by using the A11owOverride directive is enabled. The
permission levels are AuthConfig, FileInfo, Indexes, Limit,Options,All, and None. For a directive
for which . htaccess can be specified but no overwrite permission level is specified in the explanation of the
directive, the permission level is A11.

Repetition pattern
Describes whether a definition item can be repeated (specified multiple times) and, if so, how many times.
Specifiable subelements
Describes the subelements that can be specified for an element. The specifiable values, default value, dependencies,
and occurrence pattern are explained for each subelement.
Specifiable attributes
Describes the attributes that can be specified for an element. The specifiable values, default value, dependencies,
and occurrence pattern are explained for each attribute.
About the name and value attributes of the property element
Specify the name and value attributes of the property element in the following format:

<property name="property name" value=property value>

For details on the property name and value, see the description in "Specifiable properties" or the standard
specifications for Java EE.

If the same property name is specified more than once, the last specified property value is set as the valid value.

Specifiable properties

Describes the properties that can be specified for an element attribute. The specifiable values, default value,
dependencies, and occurrence pattern are explained for each property.

Examples
Provides output examples or examples of how to specify files or items.

Notes
Provides cautionary notes on defining files or items.

Generic names for a folder and a path

For content common to the OSs, this manual uses the word directory to refer to a Windows folder, and uses a slash (" /")
to refer to a backslash ("\"). To replace directory with folder, and " /" with "\".

1. How to read the Definition Reference
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1.2 Symbols used in the Definition Reference

This section describes the meaning of symbols used in the Definition Reference.

The following table describes the various symbols used in the Definition Reference.

Symbols
\

item

Meaning

Indicates that items are separate, when multiple items are arranged side-by-side. This symbol means OR.
Example: A | B

This example indicates that you need to specify either A or B.
Indicates that you need to select one of the items from among the multiple items enclosed within these symbols.
If the items are listed side-by-side and separated by the symbol |, you can select one of the listed items.
Example: {A|B|C}

This example indicates that you need to specify A or B or C.
Indicates that the items enclosed in the symbols can be omitted. If multiple items enclosed within these symbols
are written horizontally, you can ignore all the items or select one of them (the same as with the symbols { }).
Example 1: [A]

This example indicates that you do not need to specify anything, or you can specify A.
Example 2: [B|C]

This example indicates that you do not need to specify anything, or you can specify B or C.
Indicates that description is omitted. Alternatively, it indicates that the item specified before "..." can be specified
multiple times.
Example 1: ABC. ..

This example indicates that there is a description after ABC, and the description is omitted.
Example 2: A, B, B,

This example indicates that, after you specify A, B, you can specify B as many times as necessary.
Items that are in italics indicate corresponding files or elements that are specified or the corresponding elements
that are displayed.
Example 1: property

This example indicates that a property is to be written here, or a property is displayed here.
Example 2: file-name

This example indicates that a file name here is specified here.

1. How to read the Definition Reference
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1.3 Syntax elements used in the Definition Reference

This section describes the meaning of syntax elements used in the Definition Reference.

The following table describes the syntax elements used in the Definition Reference.

Syntax element Definition
Numbers 0to 9

Alphanumeric characters AtoZ,atoz, 0to 9

Note:
Make sure that you use half-width characters.

1. How to read the Definition Reference
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Definition files and items used on the web servers

This chapter describes the definition files and items used to configure the operating environment of
the web server.

Hitachi Application Server V10 Definition Reference Guide (For Windows® Systems) 40



2.1 List of definition files and definition items used by the web server

This topic provides a summary of the definition files and definition items used to configure the operating environment

of the web server.

Definition files used by the web server

Definition file Overview

2.2 httpsd.conf File for configuring the operating

environment of the web server

File for defining the relationship
between file extensions and content

types

2.4 mime.types

2.5 Access control file File for defining access control

Details

Defines the operating environment of the web server by the multiple
directives. The system administrator manages these directives.

Defines the relationship between file extensions and content types
(MIME types). This file is managed by the system administrator.

Defines access control. By creating the access control file
(.-htaccess) in a specific directory, you can specify an access
permission for the directory.

Definition items (directives) used by the web server

Definition item Overview

(directive)

Definition of the directives that are
applied only for a specific directory

2.3.1 <Directory>

Definition of the directives that are
applied only for directories that meet
conditions specified by using regular
expressions

2.3.2 <DirectoryMatch>

Definition of the directives that are
applied only for a specific file

2.3.3 <Files>

2.3.4 <FilesMatch> Definition of the directives that are
applied only for files that meet
conditions specified by using regular

expressions

Definition of the directives that are
applied only if the specified module is
embedded.

2.3.5 <IfModule>

Definition of the directives that are
applied only for specific HTTP protocol
methods

2.3.6 <Limit>

Definition of the directives that are
applied only for a specific URL

2.3.7 <Location>

Definition of the directives that are
applied only for the requests sent to the
URLSs that meet conditions specified by
using regular expressions

2.3.8 <LocationMatch>

Definition of the allocation destination
used in a load balancer configuration

2.3.9 <Proxy>

2. Definition files and items used on the web servers

Details

Specifies directives that are applied only for a specific directory.

Specifies directives that are applied only for directories that meet
conditions specified by using regular expressions.

Specifies directives that are applied only for a specific file.

Specifies directives that are applied only for files that meet conditions
specified by using regular expressions.

If the specified module is embedded, the directive specified within the
block are applied. If ! is added before the module name, when the
specified module is not embedded, the directive specified within the
block are applied. No restriction exists on the directive that can be
specified within the block.

Specifies directives for access control that are applied only for specific
HTTP protocol methods.

Specifies directives that are applied only for a request sent to a specific
URL.

Specifies directives that are applied only for the requests sent to the
URLSs that meet conditions specified by using regular expressions.

Specifies directives that define the BalancerMember directive, if
you are using a reverse proxy in a load balancer configuration by using
mod proxy balancer.
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Definition item
(directive)

2.3.10 <VirtualHost>

2.3.11 AccessFileName

2.3.12 Action

2.3.13 AddAlt

2.3.14
AddAltByEncoding

2.3.15 AddAltByType

2.3.16 AddCharset

2.3.17
AddDefaultCharset

2.3.18 AddDescription

2.3.19 AddEncoding

2.3.20 AddHandler

2.3.21 AddIcon

2.3.22

AddIconByEncoding

2.3.23 AddIconByType

2.3.24 AddLanguage

Overview

Definition of the directives that are
applied only for a specific host or IP
address

Definition of the name of the file that
defines the access control directives
(access control file)

Execution of a CGI script on the content
specified by a specific MIME type or
handler

Specification of the character string
associated with the file extension to be
displayed instead of the icon when the
directory index is displayed

Specification of the character string
associated with the MIME encoding to
be displayed instead of the icon when the
directory index is displayed

Specification of the character string
associated with the MIME type to be
displayed instead of the icon when the
directory index is displayed

Specification of a character set for a file
extension

Specification of the default character set
for a file extension

Specification the description of a file to
be displayed when the directory index is
displayed and formatted

Specification of the association between
the compression format and the
extension necessary for the web browser
to display the compressed data on the
web server

Definition of the association between a
handler and the file extensions to be
processed by the handler

Display of the icon associated with the
extension when the directory index is
displayed and formatted.

Display of the icon associated with a
MIME encoding when the directory
index is displayed and formatted.

Display of the icon associated with a
MIME type when the directory index is
displayed and formatted.

Specification of the language to be used
in documents

2. Definition files and items used on the web servers

Details

Specifies directives that are applied only for requests sent to the host
specified in host_name orin IP_address|:port number].

Specifies the name of the file that defines the access control directives
(access control file).

Specifies the CGI script name of the script to be executed when the
content specified in the MIME type or the handler is requested from
the web browser.

To be specified when you want to display character strings associated
with the file specified by the extension when the directory index is
displayed.

To be specified when you want to display character strings associated
with the MIME encoding (for example, x-compress) when the
directory index is displayed in an environment where icons cannot be
displayed.

To be specified when you want to display character strings associated
with the MIME type (for example, text/html) when the directory
index is displayed in an environment where icons cannot be displayed.

Specifies a character set for a file extension.

Specifies the default character set for a file extension, when Content-
Type is text/plain or text html.

To be specified when you want to display a descriptive character string
for one of the following items specified by the file name when the
directory index is displayed and formatted: a file extension, a file name
using wildcards, or a full file name without path information

Specifies the association between the compression format and the
extension necessary for the web browser to display the compressed
data on the web server.

Defines the association between a handler and the file extensions to
be processed by the handler.

To be specified when you want to display the directory index icon
associated with the extension

To be specified when you want to display an icon associated with a
MIME encoding when the directory index is displayed and formatted.

To be specified when you want to display an icon associated with a
MIME type when the directory index is displayed and formatted.

Specifies the language to be used in documents.
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Definition item
(directive)

2.3.25 AddType

2.3.26 Alias

2.3.27 AliasMatch

2.3.28 Allow

2.3.29 AllowOverride

2.3.30
AuthBasicAuthoritative

2.3.31 AuthGroupFile

2.3.32 AuthName

2333 AuthType

2.3.34 AuthUserFile

2.3.35 BalancerMember

2.3.36 BrowserMatch
2.3.37
BrowserMatchNoCase
2.3.38
CacheNegotiatedDocs

2.3.39 CustomLog

2.3.40 Defaultlcon

Overview

Association between the extension and
the MIME type of the content that is not
defined in the file specified in the
TypesConfig directive.

Specification of another name to replace
a URL to a file system path

Specification of a regular expression to
replace the URL to a file system path

Specification of the clients who are
permitted to access the web server

Specification of whether to overwrite the
access information definitions in the file
specified in the AccessFileName
directive

Specification of the control method
when user authentication is performed

Specification of the name of the file that
stores the list of groups to be
authenticated when user authentication
is performed by groups

Specification of the realm name when
user authentication is performed

Specification of the authentication
control type when user authentication is
performed.

Specification of the name of the file that
stores the list of user names and
passwords to be authenticated when user
authentication is performed by user
names

Specification of the URL of the
forwarding destination when using the
reverse proxy in a load balancer
configuration

Setting of the environment variables for
each web browser

Setting of the environment variables for
each web browser

Specification of whether to enable the
cache on the client side by using a
request for content negotiation

Specification of the output format of the
access log

Specification of the icon to be displayed
when no specific icon is set in the
directory index

2. Definition files and items used on the web servers

Details

To be specified when you want to associate the extension and the
MIME type of the content that is not defined in the file specified in
the TypesConfig directive.

Specifies another name to replace the specific URL requested from a
web browser.

Specifies the new path to replace the URL requested from a web
browser.

To be specified when you want to restrict the clients who can access
the web server.

You can specify the domain name, IP address, subnet, and netmask of
the hosts that are permitted access for the host

Specifies specifies the file specified in the AccessFileName
directive has permission to overwrite the access information
definition.

Specifies the control method when user authentication is performed.

Specifies the name of file that stores the list of groups to be
authenticated when user authentication is performed by groups

Specifies the realm name (which is displayed in the user authentication
window for the web browser) when user authentication is performed.

Specifies the authentication control type when user authentication is

performed.

If you want to authenticate users by their user names, specify the name
of the file that stores the list of user names and passwords to be
authenticated.

Specifies the URL of the forwarding destination if you want to use the
reverse proxy in a load balancer configuration by using
mod proxy balancer.

Sets the environment variables for each web browser.

Sets the environment variables for each web browser.

Specifies whether to enable the cache on the client side by using a
request for content negotiation.

Specifies for the log to be output to a file in the specified format.

Specifies the icon to be displayed in the directory index.
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Definition item
(directive)

2.3.41 DefaultLanguage

2.3.42

2.3.43

2.3.44

2.3.45

2.3.46

2.3.47

2.3.48

2.3.49

2.3.50

2.3.51

2.3.52

2.3.53

2.3.54

2.3.55

Deny

Directorylndex

DocumentRoot

ErrorDocument

ErrorLog

ExpiresActive

ExpiresByType

ExpiresDefault

ExtendedStatus

FileETag

ForceType

Header

HeaderName

HostnameLookups

2.3.56

HWSErrorDocumentME

TACharset

Overview

Specification of the default language to
be used in the document

Specification of the clients who are
prohibited to access the web server

Specification of the content file that is to
be sent to the client by default

Specification of the document root
directory for storing the content

Customization of the message to be
displayed in the web browser when an
error occurs

Specification of the output destination of
error logs

Specification of whether to add a
response header related to the expiration
date functionality

Specification of the expiration date for
MIME-type documents

Specification of the default expiration
date

Specification of whether to display the
extended status information of each
request when the status information is
displayed

Specification of the attribute value of the
file used for creating the ETag response
header field

Specification of the MIME type used for
all content under a specific directory

Customization of the response header for
responses to a 200-series status code

Specification of the file containing the
comments to be appended to the header
when the directory index is displayed

Specification of whether to perform
reverse DNS lookup to look up host
names

Specification of the character set that
corresponds to the message to be
displayed in the web browser when an
€ITOT OCCUrs

2. Definition files and items used on the web servers

Details

Specifies the default language to be used in the document.

Specifies this directive when you want to restrict the clients who can
access the web server.

You can specify the domain name, IP address, subnet, and netmask of
the hosts that are permitted access for the host

Specifies the file name of the content to be sent to the client by default
when no specific content is specified in the request from the web
browser.

Specifies the absolute path of the document root directory for storing
the content.

To be specified when you want to customize the message to be
displayed in the web browser when an error occurs.

Specifies the name of the file to which the error log is to be output.
The content of the output logs can be selected by using the LogLevel
directive.

Specifies whether to add the Expires header or the Cache-Control
header to the response.

Specifies the expiration date for documents of the specified MIME
type when the Expires header or the Cache-Control header is added to
the response.

Specifies the default expiration date when the Expires header or the
Cache-Control header is added to the response.

Specifies whether to display the extended status information in the
status display format used by the server-status handler.

Specifies the file attribute value to be used for creating the ETag
response header field.

Specifies the MIME type to be defined for the <Directory> block
or the access control file, and to be used for all content under a specific
directory.

To be specified when you want to customize the response header for
responses to a 200-series status code. When the backend web server
isused as a reverse proxy, the response header is customized regardless
of the value of the status code returned by the backend web server.

Specifies the name (without path information) of the file containing
the comments to be appended to the header when the directory index
is displayed.

Specifies whether to perform reverse DNS lookup to convert the IP
address of the client that is output to the REMOTE _HOST environment
variable and CGI log file, to a host name.

Specifies the character set for the message to be displayed in the web
browser when an error occurs.
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Definition item
(directive)

2.3.57
HWSErrorLogClientAdd
r

2.3.58
HWSGracefulStopLog

2.3.59
HWSGracefulStopTimeo
ut

2.3.60
HWSImapMenuCharset

2.3.61
HWSLogSSLVerbose

2.3.62
HWSLogTime Verbose

2.3.63
HWSMaxQueueSize

2.3.64 HWSPrfld

2.3.65 HWSPrfSpool

2.3.66
HWSProxyPassReverse
Cookie

2.3.67 HWSRequestLog

2.3.68
HWSRequestLogType

2.3.69
HWSSetEnvIfIPv6

2.3.70
HWSSuppressModuleTr
ace

2.3.71 HWSTraceldFile

Overview

Changing of the client address that is
output to the error log, to the value of the
X-Forwarded-For header

Specification of whether information
about the requests that were forcibly
stopped during scheduled downtime, is
to be output to the error log file

Specification of the wait time before the
requests being executed are forcibly
stopped during scheduled downtime

Specification of the character set for the
menu display

Specification of whether to display the
detailed information for errors output to
the log during the SSL handshake
processing

Specification of whether to display the
time to the millisecond when
information is output to the log

Specification of the maximum number
of waiting requests from the client

Specification of the character string that
was specified in the PRF identifier when
the PRF daemon started

Specification of the directory name to be
set in the PRESPOOL environment
variable that is required for using the
PRF daemon

Conversion of the Set-Cookie header
that was received from the backend
server when a reverse proxy is used

Specification of the output destination of
the request log

Specification of the trace type to be
output to the request log

Setting of an environment variable by
using the IPv6_address of the client or
server

Suppression of the output of the module
trace

Specification of the name of the file that
stores the shared memory ID for
collecting the trace

2. Definition files and items used on the web servers

Details

To be specified on the backend server when you want the message text
"[client client address:port number]" that is output to the error log,
to be changed to "[X-Forwarded-For X-Forwarded-For

header value]".

Specifies whether information about the requests that were forcibly
stopped after the forced-stop wait time elapsed during scheduled
downtime, is to be output to the error log file.

Specifies the forced-stop wait time (in seconds), before the requests
being executed are stopped, during scheduled downtime.

Specifies the character set for the menu display.

Specifies whether to display the detailed information for info-level
and error-level errors that are output to the log during the SSL
handshake processing between the client and the server. If you want
to enable SSL, we recommend that you set this directive to On.

Specifies whether to display, to the millisecond, the timestamps of the
error log and the request log, the access time of the access log, the time
taken for the request processing ($T), and the time when the request
processing was started (%t).

Specifies the maximum number of waiting requests from the client.

Specifies the character string that was specified in the PRF identifier
when the PRF daemon started.

Specifies the directory name to be set in the PRFSPOOL environment
variable that is required for using the PRF daemon.

When a reverse proxy is being used, the reverse proxy converts the
Set-Cookie header that was received from the backend server. After
the web browser receives the Set-Cookie header, the header must be
converted to enable cookies to be sent, for requests to the backend
server via the reverse proxy.

Specifies the name of the file to which the request log is to be output.
Specifies the trace type to be output to the request log that is set in the
HWSRequestLog directive.

Defines an environment variable by using the /Pv6_address of the

client or the server.

Specifies the module file name and function type that suppress the
output of module trace.

Specifies the name of the file that stores the shared memory ID for
collecting the trace.
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Definition item
(directive)

2.3.72
HWSTraceLogFile

2.3.73 ImapBase

2.3.74 ImapDefault

2.3.75 ImapMenu

2.3.76 Include

2.3.77 IndexIgnore

2.3.78 IndexOptions

2.3.79
IndexOrderDefault

2.3.80 KeepAlive

2.3.81
KeepAliveTimeout

2.3.82 LanguagePriority

2.3.83
LimitRequestBody

2.3.84
LimitRequestFields

2.3.85
LimitRequestFieldsize

2.3.86
LimitRequestLine

2.3.87 Listen

2.3.88 ListenBacklog

Overview

Specification of the name of the file
where the trace collected to the shared
memory is output when the server
process ends abnormally

Specification of the default value for the
base line of the image map file

Specification of the default value for the
default line of the image map file

Specification of the menu display

Specification of the file that is to be used
as a configuration file

Specification of the file names that are
not to be displayed in the web browser
when the directory index is displayed

Setting of the option of the function that
formats and displays the directory index

Specification of the default order in
which files are displayed in the directory
index

Specification of whether to enable
KeepAlive connections

Specification of the request wait time
when using a KeepAlive connection

Specification of the order of priority
when the client does not specify the
priority of the language to be used

Specification of the upper limit on the
size of the object body that the server can
receive

Specification of the upper limit on the
number of the HTTP headers that the
server can receive

Specification of the upper limit on the
size of a single HTTP header that the
server can receive

Specification of the upper limit on the
length of the request line that the server
can receive

Specification of the IP address and port
number that accept the request

Specification of the upper limit on the
number of connection requests from the
client that can be kept in the queue

2. Definition files and items used on the web servers

Details

Specifies the name of the file where the trace collected to the shared
memory is output when the server process ends abnormally.

Specifies the default value for the base line of the image map file.

Specifies the default value for the default line of the image map file.

Specifies the menu display when map is specified for the value of the
image map file or when the mouse is pointing to the coordinate (0,0)
in the image map file. This item also defines the menu display when
the image map file is requested without any coordinate specification.

Enables the file specified in file_name to be used as a configuration
file.

Specifies the file names that are not to be displayed in the web browser
when the directory index is displayed. This item can also be specified
by using regular expressions.

Sets the option of the function that formats and displays the directory
index

Specifies the default order in which files are displayed in the directory
index.

Specifies whether to enable KeepAlive connections.

Specifies the request wait time (in seconds) when using a KeepAlive
connection.

Specifies the languages to be used, in order of priority starting from
those of high priority.

Specifies the upper limit on the size of the body (data) when the server
receives a request sent from the web browser via HTTP
communication.

Specifies the upper limit on the number of the HTTP headers when
the server receives a request sent from the web browser via HTTP
communication.

Specifies the upper limit on the size of a single HTTP header when
the server receives a request sent from the web browser via HTTP
communication.

Specifies the upper limit on the length of the request line (method,
URI including the inquiry string, and HTTP version) when the server
receives a request sent from the web browser via HTTP
communication.

Specifies the IP address and the port number that accept the request.

Specifies the upper limit on the number of connection requests from
the client that can be kept in the queue.
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Definition item
(directive)

2.3.89 LoadFile

2.3.90 LoadModule

2.3.91 LogFormat

2.3.92 LogLevel

2.3.93

MaxKeepAliveRequests

2.3.94 MultiviewsMatch

2.3.95 Options

2.3.96 Order

2.3.97 PassEnv

2.3.98 PidFile

2.3.99
ProxyErrorOverride

2.3.100 ProxyPass

2.3.101
ProxyPassReverse

2.3.102
ProxyPreserveHost

2.3.103 ProxyTimeout

2.3.104 ProxyVia

2.3.105
QOSCookieDomain

2.3.106
QOSCookieExpires

Overview

Specification of the object file or library
that contains a code referenced by a
module embedded by DSO

Specification of the module that is
dynamically embedded into the web
server

Definition of a label name for the log
format

Specification of the level of the errors to
be output to the error log

Specification of the upper limit on the
number of continuous KeepAlive
connections

Specification of the type of extension
that is the target of content negotiation

Restrictions on the functions that users
can use

Specification of the order in which the
specifications of the A11ow directive
and the Deny directive are evaluated

Specification of the environment
variable to be passed to the CGI script

Specification of the file for storing the
control process ID

Specification of whether to overwrite the
response from the backend server if the
response is an error status code

Specification of the request and address
to be transferred to the backend server

Change of the URL in the Location
header received from the backend server

Specification of whether the value of the
Host header received from the client is
to be transferred to the backend server

Specification of the wait time for
transmission to or from the backend
server

Control of the use of the Via header

Specification of the domain where the
cookie used by the flow control
functionality is enabled

Specification of the amount of time for
which the cookie used by the flow
control functionality is enabled

2. Definition files and items used on the web servers

Details

Specifies the object file or library that contains a code referenced by
a module embedded by DSO.

Specifies the module to be dynamically embedded into the web server.

Defines a label name for the log format. The label name defined by
this item can be specified in the CustomLog directive.

Specifies the level of the errors to be output to the error log Errors of
levels higher than the specified level will be output to the log.

Specifies the upper limit on the number of continuous KeepAlive
connections

Specifies the type of extension that is the target of content negotiation.

To be specified when you want to restrict the functions that the users
can use.

Specifies the order in which the specifications of the A11ow directive
and the Deny directive are evaluated.

Specifies an environment variable to be passed to the CGI script.

Specifies the file for storing the control process ID.

Overrides the response header and response body when the backend
server returns a 400-series or 500-series status code. As a result, the
reverse proxy generates and returns a response to the client, instead of
returning the response from the backend server.

Specifies the request from the web browser and the address from
which the request was sent, when a reverse proxy is used.

Changes the URL indicated by the Location header in the redirect
response from the backend server, when a reverse proxy is used.

Specifies whether the value of the Host header received from the client
is to be transferred to the backend server, when a reverse proxy is used.

Specifies the wait time (in seconds) for transmission to or from the
backend server.

To be specified when you want to control the use of the Via header on
the proxy.

Specifies the domain where the cookie used by the flow control
functionality is enabled. This value is used in HWS creation mode but
not in user creation mode.

Specifies the amount of time (in seconds) for which the cookie used
by the flow control functionality is enabled. The value specified in this
directive is used in HWS creation mode, but not in user creation mode.
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Definition item
(directive)

2.3.107
QOSCookieName

2.3.108
QOSCookieSecure

2.3.109
QOSCookieServers

2.3.110 QOSRedirect

2.3.111

QOSRejectionServers

2.3.112 QOSResponse

2.3.113 ReadmeName

2.3.114 Redirect

2.3.115 RedirectMatch

2.3.116 RequestHeader

2.3.117
RequestReadTimeout

2.3.118 Require

2.3.119 Satisfy

2.3.120 Script

2.3.121 ScriptAlias

Overview

Specification of the name of the cookie
used by the flow control functionality

Specification of whether to send a cookie
only when SSL access occurs

Specification of the number of server
threads when only the requests that send
cookies are being processed

Redirection of requests rejected by the
flow control functionality

Specification of the number of server
processes when all received requests are
being rejected

Specification of the content to be
returned as the response when
processing is rejected by the flow control
functionality

Specification of the file containing the
comments to be appended as Readme
when the directory index is displayed

Specification for redirecting requests
from clients

Specification for redirecting requests
from clients that meet conditions
specified by using regular expressions

Customization of the request header

Specification of the timeout time from
the start of the reception of the request,
to the end of the reception of the request
header, and from the start of the
reception of the request body to the end

Definitions for access restriction

Specification of the conditions for access
when access to content is restricted both
by user authentication, and by host name
or [P address

Execution of a CGI script for a specific
method

Specification of the URL for executing a
CGI program and the name of the
directory where the CGI program is
located

2. Definition files and items used on the web servers

Details

Specifies the name of the cookie used by the flow control functionality.

Specifies whether to send a cookie to the client only when SSL access
occurs. This value is used in HWS creation mode but not in user
creation mode.

Specifies the number of server threads when only the requests that
send cookies are processed, if the number of server threads in the
request waiting status decreases.

To be specified when requests from the client are to be redirected to
the specified path when request processing is rejected by the flow
control functionality.

Specifies the number of server threads when the number of server
threads in the request waiting status decreases and all received requests
are being rejected.

Specifies the content to be returned with the status code 503 when
processing is rejected by the flow control functionality.

Specifies the name (without path information) of the file containing
the comments to be appended as Readme when the directory index is
displayed.

To be specified when the requests sent from clients to the old path are
to be redirected to a new path.

To be specified when the requests sent from clients to paths that meet
conditions specified by using regular expressions are to be redirected
to a new path.

To be specified when you want to customize the header value received
from the client.

Specifies the timeout time (in seconds) from the start of reception of
requests to the end of reception of the request header, and from the
start of reception of the request body to the end.

Defines access restriction. This item is to be specified with the
following directives: AuthName, AuthType, and
AuthUserFile (or AuthGroupFile).

Specifies the conditions for access when access to content is restricted
both by user authentication (for example, by specifying the
AuthUserFile or Require directive) and by host name or IP
address (for example, by specifying the Allow from or Deny
from directive).

Executes the script specified by cgi_script_name when a request is
made by using the specified method.

Specifies the name of the directory containing the CGI program to be
executed for requests to execute the CGI program specified by URL,
that are received from the web browser.
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Definition item Overview
(directive)
2.3.122 Specification of a regular expression for

ScriptAliasMatch the URL for executing a CGI program
and the name of the directory where the

CGI program is located

2.3.123
ScriptInterpreterSource

Specification of the interpreter to be used
to execute the CGI script

2.3.124 ScriptLog Specification of the output destination of

the error log for the CGI script

2.3.125 ScriptLogBuffer = Specification of the maximum value
when the log for the request body is

obtained

2.3.126
ScriptLogLength

Specification of the maximum size of the
error log file for the CGI script

2.3.127 SendBufferSize  Specification of the TCP transmission

buffer size of the web server

2.3.128 ServerAdmin Specification of the email address of the

server administrator

2.3.129 ServerAlias Specification of the alias for the host
name to be used by the virtual host based

on the server name

2.3.130 ServerName Specification of the server name and port

number of the web server

2.3.131 ServerPath Specification of the path name to
connect to each host by using the path
name instead of the Host header, for the

virtual host based on the server name

2.3.132 ServerRoot Specification of the root directory of the

server

2.3.133 ServerSignature  Specification of whether to add a
signature to the footer of content such as

error messages created by the web server

2.3.134 ServerTokens Specification of the format of the Server
header

2.3.135 SetEnv Specification of the values of the
environment variables to be passed to the
CGI script

2.3.136 SetEnvIf Definition of an environment variable
based on a request from the client

2.3.137 SetEnvIfNoCase Definition of an environment variable
based on a request from the client

2.3.138 SetHandler Specification of the name of the handler

to which requests are to be associated

2. Definition files and items used on the web servers

Details

Executes the CGI program in the specified new path when the URL
of a request to execute the CGI program specified from the web
browser meets conditions specified by using regular expressions.

Defines the interpreter to be used to execute the CGI script.

Specifies the file to which the error log for the CGI script is output.

Specifies the maximum value (in bytes) when the log for the body of
a request made by the PUT or POST method is obtained. This
specification applies only when the ScriptLog directive is used to
specify the file to which the error log is output.

Specifies the maximum size (in bytes) of the error log file for the CGI
script. This specification applies only when the ScriptLog directive
is used to specify the file to which the error log is output.

Specifies the TCP transmission buffer size (in bytes) of the web server.

Specifies the email address of the server administrator. Be sure to
specify this if you want to specify the email address in the
ServerSignature directive.

Specifies the alias for the host name to be used by the virtual host based
on the server name (ServerName). You can also specify a host name
corresponding to an [Pv6 address.

Specifies the server name and the port number of the web server.

To be specified when you want to connect to each host by using the
path name instead of the Host header for the virtual host based on the
server name.

Specifies the absolute path of the root directory of the server.

Specifies whether to add a signature to the footer of content such as
error messages created by the web server.

Specifies the format of the Server header of the HTTP response header.

Specifies values for the environment variables to be passed to the CGI
script. If you specify this directive more than once, you cannot specify
different values for the same environment variable.

Sets the specified environment variable when the value of the request
from the client meets conditions specified by using regular
expressions.

Sets the specified environment variable when the value of the request
from the client meets conditions specified by using regular
expressions.

Specifies the name of the handler to which all requests within the scope
of the specified <Directory> or the access control file are to be
associated.
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Definition item
(directive)

2.3.139 SSLBanCipher

2.3.140
SSLCACertificateFile

2.3.141
SSLCertificateFile

2.3.142
SSLCertificateKeyFile

2.3.143
SSLCertificateKeyPassw
ord

2.3.144
SSLCRLAuthoritative

2.3.145
SSLCRLDERPath

2.3.146
SSLCRLPEMPath

2.3.147 SSLDenySSL

2.3.148 SSLDisable

2.3.149 SSLEnable

2.3.150
SSLExportCertChainDep
th

2.3.151
SSLExportClientCertific
ates

2.3.152
SSLFakeBasicAuth

Overview

Specification to reject access of the
specified encryption type and to send the
status code "403 Forbidden"

Specification of the CA certificate file

Specification of the web server
certificate file for SSL authentication

Specification of the public key file on the
web server for SSL authentication

Specification of the file for storing the
passwords of password-protected server
public keys

Specification of the operation when the
date of the next CRL issuance passes

Specification of the directory that
contains CRLs in DER format

Specification of the directory that
contains CRLs in PEM format

Prohibition of access by SSL

Specification to disable SSL

Specification to enable SSL

Specification for the certificates from the
CA that issued the client certificate, to
those from the root CA, to be set for the
environment variable
SSL_CLIENT CERT CHAIN n

Specification to set a client certificate for
the environment variable
SSL _CLIENT CERT

Basic authentication using a client
certificate

2. Definition files and items used on the web servers

Details

Rejects access of the specified encryption type and sends the status
code "403 Forbidden" to the client.

Specifies the name of the public key file (in PEM format) of the CA
(certificate authority) when SSL is used to authenticate the server and
the client. You can concatenate multiple certificate files so that one
file contains multiple certificates.

Specifies the name of the web server certificate file (in PEM format)
for SSL authentication.

Specifies the name of the public key file on the web server for SSL
authentication.

Specifies the path name of the file for storing the passwords of
password-protected server public keys.

Specifies how to handle the next issuance date of the CRL to be used
for SSL client authentication.

Specifies the absolute path of the directory that contains CRLs in DER
format. If you store the required CRLs in the specified directory and
then start or restart the web server, the CRLs can be used for SSL client
authentication. If the directory contains multiple CRLs issued by the
same CA (including the CRLs in the directory specified in the
SSLCRLPEMPath directive), the CRL that has the most recent
issuance date is used.

Specifies the absolute path of the directory that contains CRLs in PEM
format. If you store the required CRLs in the specified directory and
then start or restart the web server, the CRLs can be used for SSL client
authentication. If the directory contains multiple CRLs issued by the
same CA (including the CRLs in the directory specified in the
SSLCRLDERPath directive), the CRL that has the most recent
issuance date is used.

To be specified to prohibit access by SSL. If this directive is specified,
the status code is "403 Forbidden" is issued and access by https is
rejected even ifthe SSLEnable directive is used to enable SSL. This
item is the opposite of the SSLRequireSSL directive.

Disables SSL. SSL is enabled by default (or by specification of the
SSLEnable directive). This item is to be specified, for example, to
disable SSL on a specific host on a virtual host.

Enables SSL. SSL is enabled by default (unless the SSLDisable
directive is specified, SSL is enabled).

Specifies for the certificates from the CA that issued the client
certificate to those from the root CA, to be set for the environment
variable SSL. CLIENT CERT CHAIN n for SSL client
authentication.

Specifies for a client certificate to be set for the environment variable
SSL_CLIENT_CERT for SSL client authentication. Set the value
derived by changing the DER certificate to Base64 encoding, for the
environment variable SSL._ CLIENT CERT.

Along with SSL client authentication, this item enables Basic
authentication by using only the client certificate, even if the user ID
and the password are not entered in the web browser. The file specified
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Definition item

(directive)

2.3.153 SSLProtocol

2.3.154
SSLRequireCipher

2.3.155
SSLRequiredCiphers

2.3.156 SSLRequireSSL

2.3.157
SSLSessionCacheSize

2.3.158
SSLSessionCacheTimeo
ut

2.3.159 SSLVerifyClient
2.3.160 SSLVerifyDepth
2.3.161
ThreadsPerChild
2.3.162 Timeout

2.3.163 TraceEnable

2.3.164 TransferLog

2.3.165 TypesConfig

2.3.166 UnsetEnv

Overview

Specification of the SSL protocol
version to be used

Specification to reject access of all
encryption types other than the specified
type and to send the status code "403
Forbidden"

Specification of the encryption types that
can be used for SSL communication

Prohibition of non-SSL access

Specification of the maximum session
cache size

Specification of the amount of time for
which SSL sessions are enabled

Settings related to the certificates for
client authentication

Specification of the level to which
certificate chains are to be tracked

Specification of the number of threads
created when the web server is started

Specification of the wait time for web
server transmission

Specification of whether to reject
requests made by the TRACE method

Output of the access log in the format
specified in the LogFormat directive
without specifying the label name

Specification of the configuration file
that defines the relationships between
file extensions and content types

Specification to delete the environment
variable specified in the SetEnv
directive or the PassEnv directive,

2. Definition files and items used on the web servers

Details

inthe AuthUserF1ile directive must contain the Subject and the
password for the X509 client certificate.

Specifies the SSL protocol version to be used.

Rejects access of all encryption types other than the specified type,
and sends the status code "403 Forbidden" to the client.

Specifies the encryption types that can be used for SSL
communication. If one of the encryption types specified in this
directive matches one of the encryption types that can be used by the
client, SSL communication can be established and HTTP requests can
be received. If none of these encryption types match, SSL
communication cannot be established and HTTP requests cannot be
received.

To be specified to prohibit non-SSL access. If this directive is
specified, the status code "