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wsu http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd
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TR 6 OMEXT 2
UMTHEELE T,

et EE LT
Fd 5HEEH#7 71
LEIENT 5T« L
7 M)EZEBELE
ER

ZAEHIT Web ¥—
YAtFaysa4Kk
HEHRT 71 VOFH
EZELTWAIEAR,
FZEAvE—IIC
SOAP Xyt —
O Security BE# %
EELPoTEED
BEziEEL £,

F7 4L MBE

(EEliSE ke
E51)

F—=LT4 L7 Y
>/wss/KeyStore

< Application
Server DA > &
F=LT 1 LT Y
> /wss/Cert

100,000

300,000 (5 47)

< Application
Server DA >~ A
F—=LT4 L7 Y
>/wss/SecretKey

false

HEZ L TWAEAT, false 2RE L7125

&, T5—Av+t—YKDCGFO003-EBHEHENET, true ZHEL-EES, Webd—ERxtFa
)T A SREEE T 7 ALBLUO WebH—E Rt F 251 AHERT 7 A NVOBEARICEZRZ L,

I7—IZIE20EHA,
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39 WebH—EXtFa1UTr#EEDKEFIE (SOAP 7SV —3>
FRAZIEMIEEZ (ERT 5505)

ZITIE, EMRRICBELERT 7 A VP - —EROT 7T L%E2FEEL, SOAP 77U r— 3

VAT IERERZFRALCHIELLZSOAP 7V r—2 3 > TCWeb U —ERtF 2 5« KeE2(FHT
HFEEEFHHALET,

SOAP 77V r—< 3 VEAKSBEEEE 2RI L7z SOAP 77— 3 Y OBFEOTRNIIIRO EB D TT,
(@) H—ERAMERE

(b) WSDL DERK

() H—=NRTI~>DIER

(d) H—/N\EE

(e) WAR 7 71 ILDIERK

() H—EXDRE

(8 7517 NI TDER

(h) 75147 > MNDERE

SOAP 7 XV r—3 a VHROBEMICOWTIE, ~=aT7) [TV — 3> —)NSOAP 7 7Y/ —
vavHFEOFF] 2B LTLLIZE 0,

HNZ/R L7z SOAP 77V 7r— a VEFEOmNL (LI, [HEAT Y 7] EHUEd) 2E&EEKEL, Web
Y- 2t Fa2) T BEXZFEHT A2 LETHRERAT Y T2HBLET,

3.9.1 H—NRIDOKREFIE
Web H—E2tF 27« #eEx — NMANCEET SFIEICOVTHALET,

(1) FFOAMER7I7INIctExa ) FriEREHINTS

SOAP 7P —< 3> ORZEEN, RPC £/zI3 EJB DIFE

BF ATy 7 [(c) Y=NZAZ )L b OfER] T, WebH—Y 2t F 1Y) 5 1 HEEEICEET 2EH* %,
H— V] WAR 7 74 )LD WEB-INF O ROTFTuAEHET7 7 A IVICFHTEMLE T,

SOAP 7PV r—> 3> OIREN, BifF Java 75 RZFA, FBEXYtE—I2T70HE

BFAT v 7 [(e) WAR 77 A VDOERL] T, Web ¥ —E Rt F 1Y) 5 1 BEREICEET 2EH 25—
NHIWAR 7 74 v® WEB-INF D ROTFFuAEE 7 7 A NWVICFETEMLE T,
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3 3%
[WebH—YAtF 2T 1 HEEICET HER] 2IITRLET,
<handler name="WSSResponseSenderHandler” type="java:com.cosminexus.wss. handlers. WSSRespon
seSenderHandler”/>

<handler name="WSSRequestReceiverHandler” type="java:com.cosminexus.wss.handlers.WSSReque
stReceiverHandler”/>

<{requestF low>

<handler type="WSSRequestReceiverHandler”/>
<{/requestFlow>

<responseF Low)>

<handler type="WSSResponseSenderHandler”/>
</responseF Low>

Windows O#56, H—NElOTFTuAERT 71 (server-config.xml) OH > ik, 7
T4 LZPIDTD, BECEDT —ERIEMHINTVRETDT, ZEIIL TS, KRIZ, 1A
FD—flzRLET,

<Application Server®q YA h—JLT 4 L2 b1)>/wss/samples/cdweb/ DT

usernameToken/rpc/service/WEB-INF

(2) I—H—ERRNDTO7SLERETS

Web ¥4 —Y At F 27 1« BEEDIRMT 5 API 2F|HT 25E1, FAFEAT v 7 [(d) —NEE] T,
-~ T 7T L2FEELET, FlIOVTE, =27 [7FIYr—2 33— SOAP
T = a VEFEOFF]] 2SI LTLIZE N,

(3) WARZ 71 N &2{ET B

AT v 7 [(e) WAR 7 7 A LOERL] T, Web 94— 2t F 2V F ¢ BEENIRMT 5 Web —Y
ALF 2V TAREEET 7L, BEOWeb Y —ERtEF2) T 1 HHEET 714 L2 —VE]| WAR
7 74 L@ WEB-INF/classes D NICHARAE T Web H—C A tFa ) T o BEEET 7 1L &
Web U —E2AtFaVTF 4 HHEBET 7 A NLICOVWTIE, BXFzyv Z7HDaY Y REZFEHLT, B
BMONMLEWC EAZHRNIHER LTSV, BXF v 7HOaAYY FOFEWHIIONWTIE, [4.1.2 &
BT 7AIEXF v 7 av K (CWSSConfCheck) | 2B L TL72&0,

WAR 7 7 A WADHEARAFIEIZONWTIE, ~=a7) [7FUr— 38 —)NSOAP 7 7)) r—
vavHREOFF] 2B LTLLIZE 0,

J—NHOEZEICEHT L2777 A IVOREIE, &7V r—arlsE (WARZ77A4LTE) IZIROD LD
272D F 95,

WEB-INF
Fserver-config. xml F7OA4AEEI 71
Lclasses
Fsecurity-config.xml Webtr—ERtFal)Fos#EEEHZ 771
Lpolicy-config. xml Webtr—ERXtFa T4 AHERT7 71/
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39.2 7347 MIN Web 75— 3> DBENDREFIR

Web ¥ —E2AtF2)T48eEZ 754147 > Ml Web 7 ) 7r— 3 VICERET BFEIEICOWTEHA
L9,

(1) F7OMERT 71 L EHIMAD

FHATY 7 [(g) VIATY MR TOER] T, Web¥—ERXtFa2 71 BEELVRMETH7 T4
7Y MNHOTTuAER 7 74V (client-config.xml) %, 7F4 7> M| WAR 7 7 4 )L® WEB-INF/
classes D NI AAAFE T, Windows DiHEE, Web H—E 2Rt F 2 571 HEENlRHT 275177
FNHOTTuAER T 7 ANV, Y FUTo L7 NIDTOD, HESEDT T4 7 Y MRS TV
¥9. EOUVITATY NHODTTUAERE 7 7 A IVHBNBRIIE LTI, KIZ, BHEO—FlERLET,

<Application Server@A YA h—JLT 1 L & b1)>/wss/samples/cdweb/ DT

usernameToken/rpc/client/WEB-INF/classes

(2) AI—H—EENTO7SLERETS

Web ¥ —E 2t F 25 4 BENITRMT 2 APL Z2HHT 25HEE, BHRATY 7 [(h) 75472 D
FE| T, -V AERO T T I LEEELET, FMIOVWTE, v=a 7L [T =Y a3 vy —
INSOAP 77V r—3 a VEFEOFS|] 2B LTS 0,

(3) WARZ 71 LN %{ET S

PPN T 7 ANERIER L Web b —E2AtvF 2T BEERET 7ML, BELP WebH—E 2R
X2V T HHERET 7 ANETTA4 7 MIlWAR 7 7 14 )L WEB-INF/classes @ NIZHHAIA A F
o Web Y —E2tF2) T BEEE T 7 A LE Web P —E Rt F 2V T4 HHEET 7 1 LIZO0
T, BXF v 7RO~ Y FE2HERALT, BXXIGRD P TV E2HHNCHE L T /23 W, B
FryZHOIATY ROFEWHFIZOWVWTIE, [41.2 EE77AIEXF vy r7a<v R
(CWSSConfCheck) ] 2L TL7Z& W,

WAR 7 7 A WADHHAAALFIEIZOWTIE, v=a7) [7FIVr—2 3> —NSOAP 7)) 7r—
varvHEOFS|] 2L TSN,

7547 MADOEREBICET A7 7 A VOBRREIX, &7 )V r—2aryl& (WARTZ77A LT E) ITIR
DEHHEDET,

WEB-INF
Lclasses
Fclient-config. xml F7OA4AEE7 71

Fsecurity-config.xml WebHt—ERtF 1) F s HEEF I 71
Lpolicy-config. xml Webtr—ERXtFa T4 AHEEZ7 71/

3. Webt—ERtFaUTFr#pEaERTS
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393 IFA7YMINITUIRI1Y Java 7 PV 5r—2 3> DIBEDR
FFIE

BTN T 7 ANEREIEHR LI Web b —E 2t F 2 F o EREEEE T 7 ()L, WebY—EZXtF 2
FAHEMERT AN, BEOTFTTuAEHR T 7 A0V %E, 75472 NETEBIED CLASSPATH ICHE
L7274 L7 MDD RNICKEALET, &8, Web—CAvF2) T BEEE T 71L& Web ¥—b&
AtF 2T 4 HHERT 7 AINICONTIE, BXFzv 7O REZFHEHALT, EXIED) P2V
CEREFICHERL LISV, BXFzyvZ7HOI<Y ROEWVWHIZOWTIE, [4.1.2 EHF 7714
WxF v r7a<v>r R (CWSSConfCheck)] 2L TS0,

5612, cjclstartap Av Y FA2EALT, WebY—E2tFa )T iELXERALLE7 747> bE2E
192858, Java7 V=2 a VAT a VERT 7 A NVICIROERERE LT ¥ —%BI0T 2 0E)
HDET,

» add.class.path=<Application Server@®A4 A h—JLFT 14 L 7 M) >¥wss¥lib¥cwssec. jar

* add.class.path=<Application Server®4 VA N—J)LFT 14 Lo M 1)>¥XMLSEC¥lib¥csmxsec. jar

Java 7 V) r—avAA T a @B T 7 ANICOWTCE, =27V [P =3P —nN1

T LY A EBRA—NEE)] 2SRBLTLFEE N, £/, vV P41 VFIABOHRTEICOVTIL,
Z=aTI [TV —2 3 —NSOAP 77XV r— 3 VHEOFES]] 2B LTSN,

394 7347 MINEIB 7 ITr—23>DiEEOREFIR

Web ¥ —E 2t FaUT 4 HaEx 7 747> MAD EB 77V r— 3 VICFEET S FIEICO W THEA
LE¥d,

(1) FTOMERT 7 1N &EHMAD

ATy L [(g) 7947 VAT TOER] T, WebY—E 2t F2 7 1 KENRETZ7 51
7Y MNHOTTuAERT 7 AL (client-config.xml) %, 754 7> MAIEJB-JAR 7 7 A LD JL— b
T4 L7 MO RICHARAE T, Windows DIFE, WebH—E Rt F 21 7 1 el RMT 27 T4
7Y NRAOTFTIUAEET 7 AL, YU TLTA L7 MNIDRD, BEZEDTZSA4 72 MRS N
TWET, EOTVIAT7 Y VHDOTFTuAEE T 7 ANLVLABIIRE LTI,

RIZ, RO —PFlzRLET,

<Application Server®A4 YA h—JLFT 14 L& b1)>/wss/samples/cdweb/ DT

usernameToken/rpc/client/WEB-INF/c lasses
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(2) ER7 71N %EWNT S

BTN T A NEBREIER L Web b —ERtFa2) T o EEEEHR T 7ML, BLXF Web P —E R
X2V T A hGEET 7 ANE, ZBIATITIVICERELLZTALZ MO TRNIHEMALET,

8B, WebU—bEZRtF2U T4 BEEE 7 7M1V E Web Y —E2AtF2UT 1 HEEET 7 ANICD
WTIE, BXF v 7RO FZ2FEHLT, BURDP LW EZHANIHERR L T 230, EX
FryvHDOITY ROFEWHFIZOWVWTIE, [41.2 ERI77AIIVEXF vy 7a<v R
(CWSSConfCheck) ] #ZH L TL7Z& W,

395 JAASO712EI 21— ILOREROER

ZZTIE, JAASUZ A4 VYV a— )V E2EETLEOFREERICOVWCHALE T, 4B, JAASurz1 >
EVa- NI —fITHELET. —BNLJAAS T VA VEY 21— LORKEFIEICOWTIE, Sun
Microsystems,Inc. 2825 L T2 JAASFRAEICBAT 2V 77 LY AHA FZSHE LTS 0,

(1) Callback # 77 NOERICDOWT

JAAS O 7 A V&Y 2 — )V TCRILBEREZEET 5720121, Web U —EZAtF2Y 7 1 EBENSIRMT S
=N INY RIRERLET, RIS, JAASTUTA VEY 2 — VN TRELZLEZRLET,

LoginModule.initialize
J—)L\v Z)\>r KF (javax.security.auth.callback.CallbackHandler OFE#27 5 X) 27 F A A~
NERITRFELE T,

LoginModule.login
I—)UNw N> RIWNTERT % Callback # 7Y 27 b (javax.security.auth.callback.Callback)
OEFIZERKR LT, T—NLNNv I\ RFIDhandle XV vy REZFUH L E 9, handle XV v RZI
UCHL7zd &, Callback #7227 M 6fBiEERERD B LU CRRELEAZ{TWE 9, Callback 7
V7 FOEHNE, IROFBITRIBHRTERL T ZS W,

K 3-4 &I B Callback #7727 NOES

Bl Callback # 7'z 7 k i

BS

0 javax.security.auth.callback.NameCallback I —HF—ZDOEG

1 javax.security.auth.callback.PasswordCallback ISAT — ROEE

2 javax.security.auth.callback.TextInputCallback ISAT — FERDEUS
3 javax.security.auth.callback. TextInputCallback Nonce fEDQ G

4 javax.security.auth.callback. TextInputCallback Created fHO S

A EROBUS HEZIRITN L E T,
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0:1—%—20NEE
21— —441d javax.security.auth.callback.NameCallback.getName() X Vv R TEE L £ 9,
(AW &y Rl N0): | =
JNA T — Rid javax.security.auth.callback.PasswordCallback.getPassword() X ¥V v K THUS L
¥9, 2T = RFEKXPTF X MERXDGES, NAT—RFTFF A MNXFEFNZRELET, /SXT—
RERB T4 Y2 A MNERXDBFR, ¥4 Y2 A MNEROXXFEF 2R LE T, VAT — NERSEIX
null XL £ 9,
2 : N2 — R DOEE
X277 — RER T javax.security.auth.callback. TextInputCallback.getText() X ¥V v R CTE{& L
¥9, N2AT— ROERIIROLFIITRLET,
"PasswordText" : 7F X MR
"PasswordDigest" : ¥ ¥ = A MERK

3 : Nonce {EQE{F
Nonce fHi javax.security.auth.callback.TextInputCallback.getText() AV v N THEHE L £ 9,

4 : Created fEDOHS

Created fE!J javax.security.auth.callback.TextInputCallback.getText() X Vv R THUF L £ 9,
Windows O¥4E, JAASTUZ A4 VEI2—LOIaA—FT 4 IOV TIE, IROT 1 L7 b ICKH
SNTVEY TN ESIBULTLIEZS 0,
<Application ServerdA4 YA h—JLFT 4 L2 b1)>/wss/samples/cdweb/ DT

usernameToken/rpc/Auth
usernameToken/rpc/client/WEB-INF/classes/localhost
usernameToken/rpc/service/WEB-INF/classes/localhost

(2) OB 7 71 ILOEREICDLT

Component Container ® 1 —#—7E# 7 7 {1 )L (usrconf.properties) 12, IROIT> b —%3BIL T
<7ZEW,

java. security.auth. login.config==<O ¥4 VR T 71 ILD T IL/INREZ>

I—HPF—FRET7ANICOVTIE, ¥=aTLh [TFIr—2 3o =N )77 LR EERB—NE
F)] 2SBLTLIEZS 0,
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3.10 Web —ERtF1) 7 rEEEDREFIE (JAX-WS #eEZERT
2i58)

ZITR, ETRRIOBELZERET 7 AL —AERO 707 I L2EEL, JAX-WS ez ER L
THFE L Web b —E AT Web U —tEXLF 2V T+ KEEZEHAITHFIEZFHHAL I,

JAX-WS ¥égEZFIF L7 Web 4 —E 212 Web H—E At F 11 7 1 BRER HAATIE S ORFEOTRN
(DR, TRAFAT Y 7] EOFET) ZROEBDTT,

(@) Web #—EXFFE Web H—EXT754147> hDEE (3.10.1, 3.10.2, 3.10.3)
(b) Web H—ERXREFa T« /N\>RSOEN (3.10.1(1), 3.10.2(1), 3.10.3(1))

() Web B—EXEF21UTrBEERT 7 1)L, Web H—EXtFaUTAUHERT 71, N>
RSFAUERET7IILOEN (3.10.1(2), 3.10.2(2), 3.10.3(2))

(d) SRELIBHMOEYS - 5E (ER) (3.10.4)

FINOFESIL, COY_aT7ILTCOSREBEFRE2ELTVET, JAX-WS #EREZFH L7 Web Y —E %
BROEMBLOEEAT Y 7 (d) 1220, ~=a7) [P r— 3 >3 —)N Web H— ¥ [
FITA K] 2B LTLEZE 0,

3.10.1 Web #—EZXANEEFIE (WSDL i)
WSDL %51 JAX-WS #EET Web % — E 2 & BIFT BB OMN L RISE L E T,

1. WSDL 7 7 1 L OAERK
2.Java V — ADHRL

3. Web 4 — ¥ A5

4.DD OfERR
5.EAR 7 7 4 VOIERK

6.EAR 7 7 1 LT a1 LFth

Web ¥ —ERtF 2 7« WeEZHAAG-0IZIE, BAFAT YT 3T Web B —EZXEF2 T 1N
NI ZBML, MEATY 75 CEEERT 7 AVERET 7 A LVEZBNTO2BEFPHD £,

| zr=m
Web U —E2tF2UT 4NV RTE, RITBEMTHERITIDESHDE T, EHLONVRTE
OFBIETEL WD, BEELTLEZE N,
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ZZTIE, BEATY LI EFMBAT Y SSICOVTEIFHELET., ZOIEFLPOHKEAT v 7O
X, v=a7l [77IUr— a3 83— Web 3 —ERAREFEHNA K] 2B LT 720,

(1) WebH—EXtF*aUFsN\>RZ&ZENTS

Application Server Tk, NV RIF A4 VFET 7 A VDT > 7L —1 (cwsshandler.xml) %2t
LTWET, Web ¥ —ERIZ Web B —E At F 2V 7 1 BEAXHAATIE S, 70 L—b2aE—
LTERRLIENY RS F A VBRETZT 7AVERALT, WebYy—EZXtF 2T NV T

( com.cosminexus.wss.handlers. WSSServerHandler) #3BEHL TL 72 &0,

Web ¥ — ¥V 2E%E, javax.jws.HandlerChain 7/ 57— 3> T Web U —VE2AEE I S2%27 ) 57—
FLU, A7/ 57— arofile BRIER LN RIF oA VBRET 7 ALERBELE T, BEFZIR
IRLET,

@javax. jws. WebService
@javax. jws.HandlerChain(file="cwsshandler. xml”)
public class AddNumbersImpl{

public int add( int numberl1, int number2 ) throws AddNumbersFault{

..

(2) Webt—EXtF*aUFsrHgEEET7 717, Web b —EZXtEF21)
TAAHEERET 71N, NRSFIAUERET 71N ZEINTS

Web =V RAtF 2 T AHEEET7 74, WebP—EREF 2T HHEHZET 7 AI), BLUN
VRIF A VERETFANIE, TRTEAR 77 A NVICEET ALESH D FI,

Web P —E2tF 1) T A EEEERE T 7 AINVLBLSI Web Y —ERtF2) T4 HERET 7 AL,
BIAFTZNVWeb B —E 2t F 2 5 HEEORBIEIC L > TIREFZESERZ D Z T, REFIEIIOVTIE,
HWIZISUT [3.2 BEME MEIHEEEZRTET 5], [3.3 BEL/ ESLEELERET 5], [3.4 &

AEMREZET A1, F/213 [3.5 Avb—JICAMHAREZERET 2] 2B L7230, EBFIEIC
DWTIE, [3.9.13) WAR 77 A LZ2ERT 5] 2B LT EE W,

=11

NYRIFIAVRET 7ANIE, EO Web Y —E2tF2V T BEZFERTSHABRALTT. /N
YRIF A VRET 7 AVOREFEICOVTIE [3.10.1(1) Web¥—EZtF2UTo NV FT%
BINY 2] 2, BEBAEICODVWCE~Y=aT7) [T Fr—2 a8 —)N Web P —EX[ETA ] %
ZRLTLZE W,

3.10.2 Web #—EZXNDEEFIE (SEl i)

SEI (Service Endpoint Interface) ##2miZ JAX-WS #HET Web ¥ —E X 2K T 2B E5OWMNE IR
IR LET,
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1. Web #—E 25T F ZDIERK
2.Java V — A DR,

3.DD DOfERKL

4.EAR 7 7 A1 VOIERK

5.EAR 7 7 A LT 7 uA LG

Web ¥ —E2tF2V) T o EEZHAALT-OICIX, AEATY 1 TWeb—ERAtEF2UFT 1N
RS ZEML, BAEATY T4 TCREBEBE T 7AINERTET 7AINVEZEMTA2LESHD FT,

| zm=m

Web 34— 2tF2UF 4NV RTIE, DTEECHERTAIRESHDET, FHAONY RS &
DRI TE R WD, EELTLIES L,

(1) WebH—ERXtEFxaUFsN\YRZZEINTS

Application Server Ti&, NV RIF A VFET 7 A VDT > 7L — b (cwsshandler.xml) %ML
TWEYT, Web¥—ExtF2) 71 #BEExHARGEEE, T L—1r2aE—-LTNYRTF oA
VERET 7 ANVRIER L TLIEE 0,

Web % —bt X548, javax.jws.HandlerChain 7/ 57— 3 TCSEl %27 /57—, R7./T— 3
VO file BRIERLIENY RTIF A VEBET 7 A IVEIEELE T, FBEMZ, [3.10.1(1) Web ¥ —
E2tFaU T4 Ny RI%ENMT ] 2ZRLTIEZS 0,

(2) Webt—ERtFxa2UTFrBEERT 7 »r)b WebbL EXtxal)
F1AMERT 7N, NRSFI1UE 71 ILZENTS

Web 4 —bE2tF 2T EEEZ 7 717, WebYV—EZXtF 2V T AHEET 7ML, BEUN
VRIF A VEET AL, TRTEAR 77 A NVICEETANESHD 9,

Web ¥ —E 2 F 2T A KEERE T 7 A LBLUO Web Y —E2¥F 2510 HERT 7 1L, M
HiAHTzN Web b —E Rt F 1) 74 BEOHEBICE > TREFEVPEL D 7, %ﬁﬁéﬁ(ﬁ DWNTIE,
BRIIGUT [3.2 BAMEG TEKEZHRET 2], [3.3 B/ ESLEEEZHRET 2], [34 &
AFRERERRTET B, F/21d [35 X vb—IJICEMHARZRET 5] %%HHLTU;&SW BCiE IS

DWTIE, [3.9.1(3) WAR 77 A ILa2{ERd 2] 2B LT 2S00,

NYRSF A VEET7ANIE, EOWeb P —E2tF 2 F s KEZEHTAEALELTT, /N
VRIF A VRET 7 AIVOREFEIIOVTIE [3.10.1(1) Web¥—bEZXtF2VT49 NV NT%
BN 5] %, EBEAFEIOWTR =27 [TV 5= a8 —)N Web U —EABEH A K] %
ZHR L TLZE W,
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3.10.3 Web #—ERI7 317> MDOEREFIE
JAX-WS #HC Web ¥ —ER 2 54 7> M & HHT HHAEORNLRICRLET,

1.WSDL 7 7 4 VD AF
2.Java V — ADHRL

3. Web 3 —E X7 547> hDEXE
4. Web ' —E ADOMFUH L

WebH—E2tF 2 T EEZHAALT-OICIX, ARATY 2T Web—ERAtLF2)FT 11N>
RS ZEBML, BAHEATY 3 TCEBEBE T 7 ANERET 7 AIILZEMTAVENHD T,

| z==E

Web 4 —E2AtF2UT 4NV NTIE, BDTBEMTHERHITLIDESHDET, IHLPONVRTE
ORBIXTEZW0ZD, EELTLES N,

| &=

P—ERAT7 T AOERB LIV R—FOBEBICIZNEIT X N> 2720, —BERLEZT—EYRY
51£;wmﬁbt£—%mﬁﬂ%?%:a%%ﬁbiﬁoﬁﬂ%@#% IONTIE, =27
[PV —2 3> —)N Web U —E ZAKEN A K] 22L&,

ZZTIE, BRATY L2 EHRATY L 3ICOVTEIFHELET., ZOIELPOHKEAT v TOM
X, v=a7l [77IUr— a3 83— Web b —ECRAEFEHNA K] 2B LT 7ZE0,

(1) WebH—ERXtEFXaUFs/\>RSEENTS

Application Server Ti&, N1 T4 2T T 74 VDT> T L—h (Cwssbinding xml) ZRELT
WEJ, Web P —ERT7 5472 MZ Web b —ERtvF 2T 4 #REZHAATIESIE, 77 L —F
22— UTER LA A T4 77 7 A IVEFIFH LT, Web ¥ — txk#1074ﬂ/b7
(com.cosminexus.wss.handlers. WSSClientHandler) ZEHML TL 72 &0,

Web 4 —ER7 547 MEERICIX, $IIENAS 2T« 277 71 )LO bindings EHZ D
wsdlLocation @M1 WSDL 7 7 A VZEELF T, HlZRISRLET,

<?xml version="1.0" encoding="UTF-8” standalone="yes”?>
{jaxws:bindings
xmlns:wsdl="http://schemas. xmlsoap. org/wsdl/”
xmlns: jaxws="http://java. sun. com/xml/ns/jaxws”
xmlns: javaee="http://java. sun. com/xml/ns/javaee”
wsdlLocation="./WEB-INF/wsdl/WebService.wsdl”>
<{jaxws:bindings node="wsdl:definitions”)>
<{javaee:handler-chains>
{javaee:handler-chain)>
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{javaee:handler>
{javaee:handler-class>com. cosminexus. wss. handlers. WSSClientHandler</java
ee:handler-class)
</javaee:handler>
{/javaee:handler-chain>
{/javaee:handler-chains>
<{/jaxws:bindings>
</jaxws:bindings>

e LIANRNA > T4 77 7 A VEBIEITHRE L T, JAX-WS #EEM R % cjwsimport 2 > B
EEMTLET. KD, WebH—ERIFA 7Y M Web Y —E2AtF 2T 4N RTEENT
BICODZDODNY RIF A VBET 7 ANDERENET . ERENDINY RITF A VBRET 74
LVOEFRERBREZRITRLE T,

& 3-5 cjwsimport VY RTERMESNBN RSFIAUERET 71

7713 &
P —¥ 24 + " _handler.xml " Y—VC AT ZAHANY RTIF A VEBRET 71
SEI &+ "_handler.xml " SEIFINY RS F A VERET 7 AL

ERSNIENY RTIF A VERET 7 AL, MELEZVWTZOEEFEAL TSV, £72, cjwsimport
IR, $—E2E, BLESEIRDFMICOVTIE, v=a T [TV r—2ar¥—)N Web ¥ —
EAREAA K] 22BLTLZE 0,

(2) WebH—ERXtF*a1UFr#EERT 71/L. Web b—EXtF2V)
TAAHERT 71N, NRSFIAVERET 71N EENTS
Web #—bERtF 2V T HEEET 7 1)L, Web¥—ERLF2V T AHERT 7ML, BLY
[3.10.3(1) WebH—ERtF2UT ANV FI2EMTSH] TERLIZT—ERATIZAANY FIF 2

A URET FANVBIOSEITANY FSF A VRET 7 AV, TNTNEY 2T« L7 FIICEKREY
LINENH D ET,

Web —E2XtF a2V T BEERT 7 A LBLS Web b —EXEF 2V T4 AHERT 71V, M
HBH T Web #—E AL F 2 1) 7 « EEOHRIC & > CRESENRE D $ 7. WEHEIC LT,
BHICIE L TROBATESBL T S,

« 132 BENS/ HIMELRET 5]

- 133 WBIL/ESIHELRET 2)

. 134 WIEREEZRET 2]

3.5 Avv—VIENHREBET 2]

FEGIEICDOWTOZRIERX, ROEBDTT,

* Web#—ERIZFA4T7 2 bW Web 77— 3 v OBEORELIER, [3.9.2(3) WAR 7 7 A
VEERT 2] 2B L TLIZE N,
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e WebV—ERIZSAT7 Y "Pav >y R5A v ]avaT7 LI r— 3 v OBEOREBERIEZ, [3.93 7
SATYMIBa<v Yy RSA v Java 7 TV —2 a v OBEOEEFEIE] 2B LTSN,

s WebH—Y A7 IA4 7Y M EB7 7V r— a3 v OBEOEBAER, [3.94(2) EXR77AIL%E
BT 5] 2L TIES WV,

ERLIEZDOONY RIF A VRET 7 AINVIIRELLZWVWT, ZOFEH—VCRAIITABLUSEID Y
FGAT7ANERBIUCT AL Z PJICEHEBE L TL &)Y,

3) ARSI EFIHLUTWeb H—ERXTIS17> N ERTIT S
ciclstartap 2< > R2FEALT, Web Y —E 2t Fa2 )T EZERA LI 547> M2EFTT 515
&, Java7 TV r—YavAF TV a vEBE T P ANICIROEERE L -F—2EBINT A20ESHDFT,
e add.class.path=<Application Server®A4 A h—JLFT 14 L 7 M) >¥wss¥lib¥cwssec. jar

e add. class.path=<Application Server@ A XA b—JLFT 1 L & b 1) >¥XMLSEC¥Lib¥csmxsec. jar

Java 7 ) —Ya vEAF TV a v ER T 7 ANMICOWTEYZa TN [T r—aryH—N 1) T 7

LY A ERR(T—NVER)] 2, a7 FIA CRAROREICOVWTRY =TV [T r—va Y
H—/N Web ' —EARFEAA F] 22 L T 2E 0,

(4) B—ERTSRERBOEREE

Web b —bE2tF 2T iR Web U —E X754 7> MCHEAT 254, O ALy RTREIC
-V RATSAZEBRLEVWTLZE W, BR3P —VYATTADEEDL, RO AL Yy R TCREICER
TEHELIT—DPRETLEIBEINISHD FT,

3.10.4 ESEERHWOEYF « REFIE

JAX-WS #gEZ(EH L CBIF L7- Web U —E R0t U CERIFHREZ R E L7 WIEE, Web U —E 2t
F a2 )T BEEESRMT B API 2F|HT A&, A vt —IRND UsernameToken BEZZBETXE 7,
Z 2T, UsernameToken BEZZBIET A2 & T, RiFEREZEEF/-IIHRET S HELZHBELE I,

(1) Web #—ERRITOHOFEERROEUF

Web #—EZAMZE LA vt — YV ORIEERIE, JAX-WS DY R — MEENTT VLA TE S Ay
Tt—YarTFEFAMPSEELET. FIEZRIIRLET,

[l

l.Web ¥ —VE RE# 7 5 2T javax.xml.ws.WebServiceContext 7 7 ADA V AY v ABKEEE L

F9,
2.FIE 1 TEE LA v Ay AE# % javax.annotation.Resource 7./ 57— 3 > CT7 /) T— L ZET,

3. Web ¥ —EREEIFADAYV Y AT, FIH1 TES LA Y AY Y AEHD
getMessageContext() XV v REZFFUH L £ 9,
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4. BOH U7z getMessageContext() X Vv FORDEE LT, MessageContext f > ¥ 7 = — Az HlG
LEd,

5. WSSConstants.WSS_RECV_ELEMENTPROXY %% —& L T MessageContext f ¥ 7 = —A»
5 java.util.List<WSSElementProxy>2 5 AD* 7Y = 7 h BB L £ 7,

INSDOFIEICHE ST, Web H—ERFELIEY T X TestJaxWsImpl D XV v K jaxWsTest() TA v t—
VAVTFAMERERTAHERLET,

import javax.annotation.Resource;

import javax.xml.ws,WebServiceContext;

import javax.xml.ws. handler. MessageContext;
import com.cosminexus.wss. element. WSSConstants;

public class TestJaxWsImpl {
@Resource WebServiceContext wsContext;
public String jaxWsTest()
throws UserDefinedException
{

MessageContext msgContext = wsContext.getMessageContext();
Object obj = msgContext.get(WSSConstants.WSS RECV ELEMENTPROXY);

(2) Web H—ER751 7> MITOSELERDERE

Web H—E X747 2 MPEFETHXA Yt —VICRIEERERE LI-WER, JAX-WS DY KR —
FMEFADOX vt =YY TFAMERELE T, FIEZRITRLET,

1. Web 5 —ERX7IFA4T7 > bOY—ERXT T A5 SEI (F—F) ZEELET,

2.SEI 7» 5 getRequestContext() X Vv FZ2M-UH L, ROfEE LT MessageContext f >4 7 = — A
ZHGELET,

3. WSSConstants.WSS_SEND_ELEMENTPROXY % % — & LT MessageContext 1 >~ % 7 = — &IZ
WSSElementProxy 7 7 2 % &E L £ 7 o

INSOFEIZHEST, WebI—E X754 7> bD TestClient 7 AZFHELTAvt—Ya> 5%
A NEEHET A0 Z2RLET,

import java.util.Map;

import javax.xml.ws.BindingProvider;

import com.cosminexus.wss. element. WSSConstants;

import com.cosminexus.wss. element, WSSE LementProxy;

import com, cosminexus. wss. element, WSSE lLementProxyBui lder;
import com. example. sample. TestJaxWs;

import com. example. sample. TestJaxWsService;

public class TestClient {
public static void main( String[] args ) {
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TestJaxWsService service = new TestJaxWsService();
TestJaxWs port = service.getTestJaxWs();

WSSE LementProxyBui lder proxyBuilder = WSSElementProxyBui lder. newInstance();
WSSE lementProxy proxy = proxyBui lder.createWSSE lementProxy();

Map<String, Object> context = ((BindingProvider) port).getRequestContext();
context. put (WSSConstants. WSS SEND ELEMENTPROXY, proxy);
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3.11 Web #—EZXtF 1) T rHEOREFIE (RS> —%FERAT 3H0)

JAX-WS #HET Web ' —E R Z ¥ T 5154, WSDLICIEERTE 2 WEESEHAE R - LT
EDHDHIENTEET, CTTHEATASARY I —TIE, WS-SecurityPolicy fERICER L 7z 7H —2 3 ~
ZHHTL2RENHDET,

3.11.1 Web 4#—EXDEEFIRE
Y S — R L Web % — E AOBHEORA#RISR LET,

3-3 RUP—=FEHALE Web —EXDRRRE

6. aF—

NRSFzAY
BREIFAIL

7. =%&EmM

8. a1 )L

Javay —X }
WebH—E R =%
1. WSDL#ERK DISRADRATIL k>
5. SEIERK
WSDL JavaV —R U S5 R
4.
R o—5H@ SEl
3 4 f— JavaV —R /9 5 R
. JavaBeans¥ 5 X
2. — g
2k (25 7)
) i nN.7—h47
R —iak EAR
0. %7 7 1 LR 77 AN
HEREE =
27N seen
274
web. xml
application.
xml
10. XML& R
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1.WSDL 7 7 A VAEERR LE T, *1
2.R) Y=gz a¥—-LEd,

3.WSDL 7 7 A WIZKRY ¥ —gdildz A Y A—bLFd FEE 13.11.1(1) KV ¥—gihzA »F—F
5] 25H),

4 WSDL 7 7 A4 ICRY V—BZ2FHR LT, R V—s RO 7Y — 3> & WSDL 0EZ»EE
DTFE T,

5.SEIl #ER L £ ¥, *!
6NYRIFAVRET 7 AN EIE—-LET, ¥
7.Web U —ERAERET T X 2{ER LT,

8. WebH—VRAERES S22 /(L LET, *1

9.8 ¥ —FRICAIET S5 Web H—E AL F 2T A HEERET 7 M LBEL T Web b —ERtF2Y
TARAHERT 7 AVEERLET GEMIE [3.11.3 EFE7 71 LORE] =5H),

10. web.xml 3 & O application.xml Z{Es L £ 97, *!
11.EAR 7 7 A L E2ERRL L 9, *2

EXx1
R)Y—2FHLZWEEEHBOFIETT,
X2

R —2FHT B5E, EAR 77 A NVEZIERT A EZIIIROZ EITERE L TL &S0,

e Web ¥ —VE2AtFa) T+ HEEET 71, WebV—EREF2UTAHHEET 7ML, B
FONYRSF A VBRET 7 AV %2 EAR 77 A VICELEB T 20BN H D 9, #541E, [3.10.1
Web ¥ —E Z2DFEEFIE (WSDLEL)] 2B LT EZE 0,

e R Y—EE2EOLRAYT—¥2FHK(T9 5121, WSDLBIORY —FikaE WAR 77 1 LD
WEB-INF/wsdl T4 L7 NJIZEDAZRENHDE T, #llld~=a7 LV [7FIVr—2 39—
N Web 3 —EZHFENA K] 2B L TS0,

(1) RUY—EkZETr>HR—bTB
Web #—E2LF Y7« BETIZ, KOHFY T —FbEH K-k LTLET,

&3-6 TR—BMLTWVWBRYY—EREBMET 1 L7 MU
AR S —53 B89 B

SignaturePolicy.wsdl VIIAMAYE—IBIUOLVAR A | <Application Server D4 > X + — LT ¢
Ayt —YOWFIIN LT, X.509 50 | L7k U>/wss/policies/signature/
B L-BAMNE HEREKRE 2 A
TEEd,
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R —go i &

EncryptionPolicy.wsdl VIIZAMAYE—IBIUPVARY A | <Application Server O+ > X + — LT ¢
AyE—YOWAIIK LT, H@EREES | LU b >/wss/policies/encryption/
AES-128 = ff[ L 7zB&5 1t 185t iaE
ZEATEEY,

AuthenticationPolicy.wsdl I—HF—BBIY A Yz 2 MERXD/Y | <Application Server ® >~ A b =L T«
A7 — FZg#E L7z UsernameToken B | L 2 » Y >/wss/policies/
ZRVIIANAY =I5 L, # | authentication/
BRICtF2VT b=V 2ETIE
& =T, RAEENERTEE T,

Web —E2tF2V 71 #EElE, ChooR) -z T o L— & LTRMfELTVWET, 707
L— DD ORELZR) ¥ —gik ez —D72 1 EIRL Cav¥’— L, wsdlimport ZHE % {#HH LT WSDL
Tr7 AR V=gl 2 A O AR—FLTLEE V. £ VA= MlZRISRLE T,

{wsdl:definitions - - - >
<wsdl:import
namespace="http://cosminexus. com/wss/policy/signature”
location="SignaturePolicy.wsdl”/>

</wsdl:definitions)

| zr=m
R V=R E2 - LTERT A5, MOZEITERLTLIEZS D,
¢ TE—TEHHY V—HRE—OTT. WRORY ¥ —EBEMAIELETHAT S LT
EHA
e I¥—L7zR) Y—FERRBEBELLEVWTLES VW, BELGAOEEIIRIESNEE A

s RN Y—RBZECAYT—FEZRTLIZVEAIE, B—HLORY ¥ -l 2/ VAT
ELTLESW, A THRETSE, )Y —RREEOCAY T I ERITTETELEA.

w2, Web H—ERAtF 2V T EENTAR—-—FLTVAERY V—EBRICEENEITI—T 3 %2RLE
ERS
x®3-7 7H—->3>—8
R > —Eoiuk 7= 3 iER| TH—3
(wsp:Policy 5= M Name /&%)

SignaturePolicy.wsdl tFa2VTAaNA T T http://cosminexus.com/wss/policy/
signature#SignaturePolicy

YIIAMAYE—=IDT0T7 3 | http://cosminexus.com/wss/policy/
signature#SignedInputMessagePolicy
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R > —EoiR 77— 3 &R =32
(wsp:Policy 3R Name &%)

VARV ARA =IO as 7 a | http://cosminexus.com/wss/policy/
signature#SignedOutputMessagePolicy

EncryptionPolicy.wsdl TF2VTANA T VT http://cosminexus.com/wss/policy/
encryption#EncryptionPolicy

YVIIAMAyYe—YOFaT s ar | http://cosminexus.com/wss/policy/
encryption#EncryptedInputMessagePolicy

VARV ARA =YD as 7 a | http://cosminexus.com/wss/policy/
encryption#EncryptedOutputMessagePolicy

AuthenticationPolicy.wsdl YR—F1 VT =T http://cosminexus.com/wss/policy/
authentication#AuthenticationPolicy

(2) RUP—BRZENT D

RV ¥ —%HAT 5121, wsp:PolicyReference #R 2 M LT WSDL 7 7 4 VIR Y ¥ —SHRO LD
lﬁﬁﬂb, R Y=gk 7H— 3> WSDL OBERE #BEDITA2NENH D £,

Pg

wsp:PolicyReference E#id, ROFEXTEABL L,
<wsp:PolicyReference RRI="SRI27H—>a K"/

7Y — 3 »HFITIE, wspiPolicy E%® Name BHEZEELE T, 7H—3 3 0% (wsp:Policy BZ2H#D
Name E) OFMIE, £3-72ZHL TS0,

RY Y —FERICEENZTH -3 i, 3T WSDLOEZENSGSBBINIZBEFHD T,
wsp:PolicyReference BERZHH L-5EIC, 7H—Y 3 22895 WSDL OBERIFIROEBD TY,

x3-8 7H—areEBiRI S WSDL DEXR

WSDL OEH= SBRTE37H—2 3> DOER|
/wsdl:definitions/wsdl:binding s tFaUTANA YTV

s YR—F 4 T =T

/wsdl:definitions/wsdl:binding/wsdl:operation/ YIIAMAye—YOFarrvay
wsdl:input
/wsdl:definitions/wsdl:binding/wsdl:operation/ VARV ARXA =YD a5ray

wsdl:output
A Y —BIEOFIE ISR LET,

<wsdl:definitions
xmlns:wsp="http://www.w3. org/ns/ws-policy/
BN

”
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<wsdl:import
namespace="http://cosminexus. com/wss/policy/signature”
location="SignaturePolicy.wsdl”/>

<wsdl:types> - - - </wsdl:types>
{wsdl:message - - +>- - -</wsdl:message>
<wsdl:portType - = >+ - -</wsdl:portType>

N—=NRAVF10T >
{wsdl:binding - - - >
<wsp:PolicyReference URI="http://cosminexus. com/wss/policy/signatureffSignaturePolicy”/>
<{soap:binding style="document” transport="http://schemas. xmlsoap.org/soap/http”/>
N—=ARL—v 3V >
{wsdl:operation - - -
{soap:operation/>
N—=DNHJITA Ny E—Y >
<wsdl:input)>
<wsp:PolicyReference URI="http://cosminexus.com/wss/policy/signatureffSignedInputMess
agePolicy”/>
<{soap:body use="literal”/>
</wsdl:input)>
- LRARVRAAYE—Y -->
<wsdl:output>
<wsp:PolicyReference URI="http://cosminexus.com/wss/policy/signatureffSignedOutputMes
sagePolicy”/>
<{soap:body use="literal”/>
</wsdl:output>

<{/wsdl:operation>
</wsdl:binding)>

{wsdl:service - + = >+ - -</wsdl:service>

</wsdl:definitions)

3.11.2 Web % —ERX7517> MDEEFIR
Y 2 —% (A L7z Web H—EZ2 54 7 ¥ F OBROMNERIRLE T
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3-4 RUI—=FERAULEZ Web H—EX 7517 > NDORFE

2. aE—
. . ) NVES
NERINA VT4 FrfY
Tr7AIL E
JavaV—RAUSR 55 0
1.WSDLAF 4. =% Web
HY—EZR Javay—R /95 R 5.3 /3N =&
WSDL (SRR > e
SEI 7k
Ry —58
JavayV —R U S5 R
JavaBeansy 5 X
(R& D)

6. EX 771 ILIERK

T
ITAN raen
74

1.WSDL 774 V& AFE, F3AHMENTVS WSDL O URL 2B L Ed, *

2HENA T 7T 7 ANZIE-LT, MELET (FEMIE [3.10.3(1) Web o —EAtF2Y
TANY T ZENT 5] 25MH).

BHNENA T4 T T 7 AN EFIBICHEE LT, cjwsimport 2v > FEZETL, Y—EXI T A%E
BLUET,

4 Web Y —ERAT7IF5A4 7Y VDEET S AEEHRLET, *

5.Web 9 —E 27547 b DEEISAEZAISAILLET, *

6. R T —ERICET S Web b —E At F 2 ) FABEER T 7ML BL S Web b —EREF 1Y
TFAHMHER T ANVEERLUET GEMIZ [3.11.3 EHE 77 AMILORE] 258),
R —ZFEHALEZVWEEEEEOFIETT .

3.11.3 ER7 71Ok

A Y- EHEAT 25/, Application Server 29 5, &RV —FRITHIET 5 Web ¥ —
EXtF 2T A HEEER T 7 A VBLUO Web Y —E2 T2V T AHERT 7 A LDT T L—h
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ZIAV—LTERALET, FHTARY V—RICIEUT, RISRITBFRLST YL —r2a¥—-L<T

72&E W,

& 3-9 RUI—ERICHINUVLEERT 7 1ILDT > T L — NOISHRSAR

R —go TR 7 71 L OENEFT
SignaturePolicy.wsdl « Web #—t 2

EncryptionPolicy.wsdl .

AuthenticationPolicy.wsdl .

<Application Server A > X b —JLF « L7 b Y >/wss/policies/signature/
templates/server/

Web —E X7 5147 > M
<Application Server - > X +—JLF 1 L 7 Y >/wss/policies/signature/
templates/client/

Web #—t A f

<Application Server A > X b —JLF « L7 b >/wss/policies/encryption/
templates/server/

Web —E X7 5147 > M

<Application Server A ¥ A +—JL 7« L7 b Y >/wss/policies/encryption/
templates/client/

Web #— & & i

<Application Server - ¥ A +—JLF« L7 b YU >/wss/policies/
authentication/templates/server/

Web 4 —E X7 547> M

<Application Server A > X b —JLF « L7 b YU >/wss/policies/
authentication/templates/client/

B, A¥—=L7WebHY—CAtF 2V T BEEET 7 IIVLBLXUO Web P —EZX¥F2) 71 5t
EET7AINIE, RETHIVENHGD T, MEHEZRITRLET,

(1) BRNS /HEIREZRET 28BE
®3-10 RS —heERT 3 LHCREMVECREY (BRI RIHEEERTET 5158)

E&I7TIL B RENUER B
Web ¥ —EZXtF a2V T 1 HEEERT 7 1)L KeyStore % * File B
> Type B
* Password B
Certificate B Alias B
PrivateKey &% - Alias Bt
 Password B
Web ¥ —tEZ2tF 2971 G#HEET 7 4L | AuthorityCertificateFile 25 Name B
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(2) BES{E/E'EStHEZRET 355
®3-11 KUY DEEAT5LHICRENVELEYE St ESEEERTT 5150)

ER77 T B RENUEL B
Web %—EZ2tF 217 HREEFR T 7 AL | SecretKeyFile EH& Name &
=

Bt/ B LHEZRET 5B8, Web P —ERAtF2UT A HHERY 7 A VTREVLELBEEIHD TEA.

(3) SREIEBEZERET BT

AR EEZ RET AR IRENVEL DI, Web H—EZHIICEIET 2 Web F—E A+ 2 7 1 #
HEEF 7 7 1 L@ Configurationindex ER77ZFTT, Web H—ERALF 2T+ AHERT 7M1 LB &
UWeb¥—ER7 747> MIDO Web ¥ —ERtF 2T BEERT7 7ML, 7> L—1 %23
E—L7b0%Z0FEFEMFEHALTLIZE 0,

B, WebV—ERAZ7S5A4 7> M, BREFICKRELI—Y—-LZEXAT—R (¥4 VA MER) 2IEE
TAHEIIICEETANENH D ET, ERIUNER APIICOWTIE, [5. WebH—ERtF oY) 5 ¢ #
BEMTRMET 5 APL] 2B L T2 &0,
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AV RUT7 7L

CDETIE, Web—ERtFa1)TFrEeENIRET 2TV RICDWTEHBEALE D,
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4.1 WebH—ERXtEF21UTFr BN RHITSITR

COHiITIX, WebHY—EZXtF 2T KN TRMET LI~ ROFEWHIZOWTHHALE T,

4.1.1 HBBERRIY> R (CWSSCreateSecretKey)

HEEAER O~y RE2FEALT, BE{EEEZFEIT 2SIV ELILERLAER LT, LERERD
vV REEFTAEE, EEBEER I FOF S a3y TIRELE7 A NVICHERESH IS NE T, H
BHEOT 7 A NWINA F) XTI, LBERER I~ FOFTEIZROEBY TI,

<Application Server®A4 VYA h—JLFT 4 L2 M) >/wss/bin/ OTF

HASNHEROBNFIZOVWTIE, [(T8B.1 Web U —E2AtFaV) 5 KeEERY 7 LOIHE]
® SecretKeyFile R ZZH L T 2S 0,

(1) X
HBRER I~ Y FOERXEZRITRLE T,
CWSSCreateSecretKey.bat -h | -a <7ILTY XLERIF> -0 K<HAT7 71 ILE>

a< > K4 (CWSSCreateSecretKey.bat) o»&ic, =D EDOZEHZEAL, 7 a 2EELE
T AV a ERETAEOML—DOUEOZEREZFHALE T,

2) #F>ar
HEBER T FCHEET 2472 3 VA RISELE T,

F4-1 HBRERITROF T3>

*FFa> SHAF
-h av RO TV a3 VEHBHERRALET,
-a ERTAEBROTILVITY) XLHBINFEIBELET,

TEEFRESEEZRICRLUET
"TRIPLEDES" : Triple DES 70 v ZB5OH@#EEZ AR L £ 7,
"AES128": AES-128 7u v JESOHLBEEEER L E T,

-0 AR LI-HEREE T L7 7 A VEBZIEELE T,

3) Xyvt—-o

<Y RETEOX vy —JIZo0nTIE, v=aT7l [T r—Yardg—nN Xvtv—IfEE &R
SHFER)] 22 LT a0,

4, AT RUT7L >R
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(4) FESIE

« OS »* Windows DIFEZTETTEE T, 1IHD OS TRETTEE A

s A7 7 A NVAIZEANVEENLGEERIEN T 7 LE%E ["] CHAXT,

s AT 7ANBICT 4 L7 M) ZEEHVIEEE, ALY T L7 bM)ICHETENET,

s HAOT77ANRIZT 4 LI M) 2EOEER, BFEOT A L7 N ZEETA2REFPHDET,
s A7 7 A NVRIEBEFED 7 7 A VEBEL TEVITE R A,

s ACATYarz 2R EHEET 5L, BRIIEELLA TS a VOEPEWIZD T, ROBIT
&, HERII file2 ICHATENFE T,

il
CWSSCreateSecretKey. bat —a AES128 -0 filel -o file2

4.1.2 EE77T1IMENFTv737> R (CWSSConfCheck)

Web o —E2AtF 21U T4 EEEEHFE T 7ML, BLXO WebY—ERtF2YT10HHHEET 7 A IILE2E
BLl7bhE, BELE XML OBXDPELWRAEIDEF v 7T 5010, EET7AIVMEXF YT
a2 Y REHRHLET,. EBE7 7 AIUEXF v 7Ia< Y ROFREIZIROEBD TY,

<Application Server®Af YA h—JLFT 4 L& M) >/wss/bin/ OTF

(1) R
EBTTANELF v r7avy FOERXRZRISRLE T,
CWSSConfCheck.bat -h | [-s | -p] - F <F Tz v I TBEHE T 714IL%E>

a< > R4 (CWSSConfCheck.bat) @& &Iz, —DOLD EDZEAXEAL, A Y ara2EELE T, +
T a v EEETAEOBL—D U EoEAEEALE T,

2) #F>a>
BYF v ravy RCHEETAF S 3 VR RICELE T,

K42 EERIFI7IINVEBLFIVvIIAIROATS> 3>

v D2 1A

-h aAvY ROF Ty a VHAZERLET,

-s AT a v THET A7 7MUY, WebH—ERALF 2 T4 BEERT 7 1 VOFEITIEELE
EE

p A+ T aTRET ST 7 ALY, Web¥—EZXtF 2T+ AHEET 7 A LOBEIHEL &
EE

4. AXYKRUT7L>R
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E P 67

-f Ty IRROERET 7 A VEEIEELE T,

3) #&Tr3d—NK
BYF v 7aA3 RO TI—RE2RIIRLET .

e 0 I IEEKT

e 1 1T T—KT

4) Xyt—-o

<Y RETEOX vy —JIZo0nTIE, v=aT7)l [TFUr—Yard—N vt —IFEE,EH
SEFER)] 2B L TS0,

6 FEFIR

e OS 78 Windows DBEE7FIFEITTEET, 1FH/D OS TIEETTEXEH A,
s ANN7 7 ANVRIZEANEENIEERIAN T 7 A NVE%E ["] THAET,

s X F vV TCAIELGEXXDNH > 125E, FENHRTT —DPRELIZESR, T —Xvt—IUPEH%
HAICERRENE T,

s ACATYarz 2@ EEET 2L, BRBRICIEELALA T a VOEPEMDICEDET. ROFIT
&, file2 I LTREIEX 2T 2y 7 LET,

il
CWSSConfCheck -s —-f filel.xml —f file2. xml

4., AXRIUT7L>RX
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Web #—ERXtF 17 1 #EED IR T S AP

CHDETIE, WebHH—EXtF 217 r#EEENIEHT D AP ICDWTEHBBLE T,

Cosminexus V11 77U —> 3> —/N Web H—ERXtEF a1 UF 1 BEHTR
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51 412971 —ABKLTTFTAND—E

Web ¥ —E2RtF 254 HEE2ERT 515G, SOAP 7 U —3 3 VERTIEMKEEE 7213 JAX-WS
BEDEELZEHLT Web U —E A ZHFET A2DICL-T, [FHTEZS APIPELZDFT, Web ¥ —
P2t F o) F A BEEPEREIT A VY T —ABLI VS AO—EE2RICRLET,

K5-1 BHIBI2ITI—ABLVIZAND—E

19T —RBHRVY
2%

WSSElementProxyBuild
er

WSSElementProxyFacto
Iy

WSSElementProxy
WSSConstants
WSSUsernameToken

WSSUsernameToken.Pa
sswordType

WSSException

(FLBI)
O:fFHTEEY,
X [HHTEE A

X1

S&II

B3

t*F 2T HBEEI T ZAOELY Y

=7 A

¥V T HBBEV S ADT7 77 b

V77

X2V T A HERIES TR

EHERESN YTz —A

UsernameToken BZDRIEY 5 A

UsernameToken BEZR D/ AT — RiEH|

ZINY HIZEEH
BISMEHRZ R T 227 T A

HR— MK
SOAP 74— 3> JAX-WS #5E
BEFESZ IR EE

x %1 O

O x %2

O O

X O

O O

O O

O O

FRLEEGS, IV NVIEEFEIKTLETY, ETHICZI—PRELET,

%2

ERLES, IU/SAIILEBICIS—PEELET,

TH, N6 API ZFERAL T SOAP #EEB L IXJAX-WS TV Y ETE{ET 5 Web H—tE R
721 E Web 5 —ERI7 47 M ERFET SHAEL, 7T A/SRI2< Application Server O » A kb —
VT ¢ L7 MY >/wss/lib/cwssec.jar #BIML T V)SA VT BB H D £9,

5. Web #—EXtF 117 1 #EENIRHET S AP
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5.2 WSSElementProxyBuilder 75X

X2V T HEREI T ADCENY 7T AT, 2OV T AL, JAX-WS #EETHFE L/ Web —¥
ATIAT Y M UTHERTEEI,

TS5 AESE

public abstract class WSSElementProxyBuilder
Ny r—I4

com, cosminexus. wss. element

WSSElementProxyBuilder 75 AD AV v REZIROFRIZTRLE T,

% 5-2 WSSElementProxyBuilder 752D XAV vy R—%&

AYVy R HREIE
newlInstance WSSElementProxyBuilder 7 7 ADA Y A% v A EHLET,
createWSSElementProxy X)) FAEBBET S ADA VAT VA BEBRLE T,

WIZ, BAVY FOFEMICOWTHHALE T,

newlnstance

275 24, » WSSElementProxyBuilder

#EE
WSSElementProxyBuilder 75 A0 A > A% > A%AERKR L E T,
B

public static WSSElementProxyBuilder newInstance() throws WSSException;

5%
HOEEA.

RYIE
WSSElementProxyBuilder 7 5 A0 A > A% > A TT,

5. Web #—EXtF 117 1 #EENIRHET S AP
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B

WSSException
Application Server ® JAX-WS #BEIC K B ETERIFLHNTIDORXY v R UOHSNIZFFIC AT —
SNET, Avt—Y KDCGA9000-E D—EBIZ, TT—DFFME L TIRONBPFERSINE T,
WSSElementProxyBuilder class is not available outside of JAX-WS runtime environment.

createWSSElementProxy

27 Z A4 : WSSElementProxyBuilder
HHEE
ZZOYF2) T HBBET TADA VAT U AEERLE T,

ZDORAYy RTHEF Lz F 2 71 HB#®(EY F A1 UsernameToken RV T ADA Y AY VA %&
ELET. T0%, RELA U AY A% Application Server ® JAX-WS #BED A vt —Y a7+
A MEMT 5L, REABIKES>TSOAP Xyt —IUPERINET,

3%

public abstract WSSElementProxy createWSSElementProxy();

5 1%
HOEEA

RWIE
YtF 2T A EBHBIEI SADA VATV ATT,

5. Web H—ERXtF 11T 1 #EENIRET S API
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5.3 WSSElementProxyFactory 75X (t*aUTFrIEBRET S ADE
FX)

YF 2T BEHBEV T ADT 77 NI T TATT, 2OV T AL, SOAP 77V r— 3 VEHFHTE
BEBETRIFE L= SOAP 7 /U —Y a3 VIR LTHERATEZ 9,

T5AEE

public final class WSSElementProxyFactory
Nyr—2%

com. cosminexus. wss. element

WSSElementProxyFactory 75 ZD AV v RERDFEIZIRLET,

# 5-3 WSSElementProxyFactory 75 AM XY v R—E&

AVYR e =

new W SSElementProxy AT TGADPSEDLF2) T IBERIEI T ADA VAY U ARERL
(R8T 55 A6 H4HK) e

newW SSElementProxy ZEBOYF 2T BEBIEISADA VAT U AEEBLET,
(T T 2D 5ER)

getWSSElementProxy ARG T ITADE, ZELIZAYE—VDtFa) T HERES T ADA
(AR5 T 25 25 4H) VA VARERLET,

getWSSElementProxy ZELIAvE—VDtF2 )T+ HEREI TADA VRS Y ARERL
(EET 7 2h 6 4R) EJ

RIZ, BEAV Y FOFEMICOWTHBALE T,

newWSSElementProxy (X9 775 AHS&ER)

275 24 WSSElementProxyFactory

RE

AT I IFGADPLEBOYF 2 TFAIBEBIEI TADA VAV VAZERLET, DXV Y ROFIHT
BELILIIAT UV DA VI TZ—=ATTADY—ERAAY Y RERUOHT E, ¥ 7 HERE
TIACHRELIEANBTEF 2V T4 BRZEBRLET. TOAVY NI, BFUHETH—EZAXAYV Y RO
JEEEH RPC £7-13 E]JB OBEAICHERALET,

5. Web #—EXt*1 U7 1 RENIRHET S API
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3%

public static WSSElementProxy newWSSElementProxy (
javax. xml, rpc. Stub a Stub
) throws WSSException;

5%
# 5-4 newWSSElementProxy (RI T TS AMSER) XVY RD5|EL
{RE 1% 2 in/out SHER
a_Stub AYTTT A in TSALTYIDA VI TI—ATFTA (R TISR) %
BELET,
RYIE
X2V T A HBREITADA VAV VAT,
BlsH
WSSException
MBI FHIL 2 WHINDSFEE L GEIC A0 —3NE T,
ARSI

e XV ROBIHMODIBEELIZIELAIVIAT UV NDA VI T I —ATTADY—EAXY Y RENROH L
72358, EXF 2V T EHBREIIRIIERELIZARIIRBLEEA, Web Y —EZXtF 2 T 108
BEEET 7 AIVICEHELIZARICKEST, tF 2V T +HEZHZELT I,

o XV RTHELLLF 2 T+ HBEHEBEZ IADPEMTEZX VY REFHLZWTY—EZAXY Y R
PIRUOH LGS, Web Yy —EALF 2V T BEEE T 7 A NMICKELLZARIRE-T, EF2Y
TAEEHZRELE T,

o EEMRICWeb Y —EAtF 2T BEEZFIHLZVWEAIX, CTOXYV Yy RTCEELEZEF2Y T+
HEBEZ S ADPEBMTAX VY FEHRELTH, tF 12U F2HHEHIZSOAP X vt —JICHEELE
HhAo Web -t ZXtF 2T BEEZFALZWEEZRISNLET,

e Web Y —VERtF2) T4 HEEEET 7 A UDPRERICT uAf sntniz0nigs

e Web Y —EZAtF 2T A BEERE T 7AINVFDI VI A RNy —VRERORENEEBINT
WAIEE

new\WSSElementProxy (B3T3 AH S54R)

275 244 : WSSElementProxyFactory

5. Web 4—ERXtF 11T 1 #EEENIRET B API
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FaE

ZZOYvF2) T HEBREI TADA VAT U ARERLET, TOAYVY R, RYTEIEA Yy —
DIIGADPLERT B AV Y REIZERDY, SOAPY—ELADERE T FTATH - ADREZREET HE
IHERALET. TOXY Y FTEHE LX) T HBREZ I ADPRMT 2 AV REFHET S &,
P—CADEEZ 74T Y MIEETAHEIC, tF2V T+ BEBEI S ALKRELZNETEF 2
TABERZERLET,

3%

public static WSSElementProxy newWSSElementProxy (
) throws WSSException;

5%
HOEEA

RWE
tF 2T BHBIEI S ADA VAT VAT,

B

WSSException
IR TFRIL 2 WEIADPRELZBEICAT—-SNE T,

=3t L]

o XV RTHELAEF 2 T+ BEHBEI I ADPEMTEZXAY Yy REZFALZWVWIEES, Web ¥—bE
At F 2T A HBEERE T 7 A NVICBRELEZHNBIKE ST, LARYAA v —IYHOLF2) 5118
HERELE I,

« XV F2) 7T A MREABLNOEGH THUE LzHE I null 2R LET,

e EERICWeb Y —ERAtF2) T BEZFALLZWVWIESIX, COXVy RTEHELEZEF2Y T+
HEBEZ ZADPREMBTAHAV Y FZFAHLTY, tF2) T+ HHERELEHEA. Web ¥ —E R
tX a2 T BEZFIHLZVWEEZIRISRLE T,

e Web U —VC RAtFa) TAKEEERE T 7 A UDPRERERHICT oSNV 0iEs

* Web ¥ —EXtFaUT A HEERET 7 A VHDY VI A My - VR EROBENVEB SN T
W5a

getWSSElementProxy (R9 7735 ZAh5ER)

275 24« WSSElementProxyFactory

5. Web H—ERXtF 11T 1 #EENIRHET S API
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ek

AT TIITANS, ZFELIEAvE—0tvF2) T+ BEBBIEI TADA VAT VAZERLET, &
DAV ROFIBTEELEZZ7I5ATY MDA VYT LI —ATTADY—EZAXYw RONUOH LEIZS
DAY RZEROHT E, J—EZXXVYY ROLARY ARyt —JIl&ENstFa) 54 HEZHE

L, Y¥F2VT7+BEBBEV I RAZERLET, D%, COXYVy RTEUGELtF2Y 71 IHEHRE
TG ADAI Yy RENROHETZET, tXFaY T BEZEETEZET,

3%

public static WSSElementProxy[] getWSSE lementProxy (
javax. xml. rpc. Stub a Stub
) throws WSSException;

5%
#& 5-5 getWSSElementProxy (RI T IS ANSER) XV v RD5[EK
{R5 152 25 in/out Bl
a_Stub AT T T A in RPC #7213 EJB ZH[H L7z SOAP 7 7V r— 3 >0
E7T, SOAP 77V /r— 3 VIR IEMEEIC & > TIERR
ENBIIAT UV INDA VI TI—RAITRA (RYT IS
A) REELET,
RWIE

X2V T HEBIEV TADA VAV VARSITY . ¥ 2V T+ HERIEY T ANERTE LR WVIEES
Fnull 2L FE T,

B

WSSException
AR TFRIL 2 WHIADPRELIZHEEICAT—3NE T,

EREIR

o DAYV RIZ, BIBUIHEELEZAY T ADY—EAXYy ROBUOH LEZICHTOHET L5
LTS, BIBUHRE LV DERL DAY TV T ADY —EAXY Yy RIRUH LERICZ D X
Vo RERUOHLZEE, FIBICEEE LAY TS5 ADY—EAXYy ROIREX vy —JIC&EN
HtF¥aV T «HBIEEINEE A

e XV RTHETAtFaUT1HEHIZ, COXV Y REZNHOHITERNICHOHLEZY—EZAXY Y R
DVARVAAvE—=JIZEENZEF 2V T+IHETT ., Y—E XAV Yy NEEHEIFOH LS
B, BEBROT—EAXYV Y REOHELO LV AR ARXAvE—JIl&ENS X2 T« HEZEE L
To U—EZAAVY FEZ—EHLHIRUVHIZWVWT, ZOXVy REUCH LGS Enull #BLET,

5. Web #—EXt*1 U7 1 eENIRHET S API
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s RVETHALF 2T HEYZ T ADOEFDIEFE, VARVAXvE—DI&EhbtFa) 54
HHOJEFIZLT L —HLTH A,

getWSSElementProxy (37 5 ADSER)
275 24 : WSSElementProxyFactory

#aE

ZELEAYE—VDtF 2T BRBEIIADA VAT VAREBR LET, TOXAYV Y RIE, A%
TERRE A=V T IADSEBTHAY Y REZERDY, SOAP 7 U r—a v OFEEISAT
P—ECADVIIAMAvE—VIl&ENS T2 ) T HHZEUG T AICHEALE I, SOAP 77V
r—2ar OEEIIFATIDOAV Y RERUHTE, VIIZZAMNA v —VIl&EN X2 T 11
HZREBL, vF2) T BEREISAZERLET, 208K, COXYV Y RTHELLEF2Y T+
EHRHIBEEZ S ADXY Yy REZRUHT ZET, EF2U T+ BEZEETEET,

3%

public static WSSElementProxy[] getWSSElementProxy (
) throws WSSException;

5%
HOEEA

RE
X2V T HEBEV T ADA VAY VABSITY . v F 2V T4 HBBRIES 7 ANERTE R VIES
Enull 2L E 9,

B

WSSException
WEAIZFRIL 2 WA DPRELHEICAT—ENE T,

=3t Il

« ZOXAVY RTHUET HtF 2V T 1HEIX, WebV—ERAtFa 7 KeEPUHETHELF2) T+
HETY,

s ROETHZHEF2UTAHEZ FAORIDIEFE, VIIA My E—VIZ&ENHEF2) T+
HEDIEFIEAT LL—HLEEA,

5. Web #—EXtF 117 1 #EENIRHET S AP
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5.4 WSSElementProxy 75X (t¥%a )7« IEEOERE)

X2V T HEOBRIES AT,
TIAER

public final class WSSElementProxy
Ny r—2%

com. cosminexus. wss. e lement

WSSElementProxy 7 7 AD AV v R IROFRIRLE T,

# 5-6 WSSElementProxy 75 XM XY v R—&

XYy REBHR SHEA
getWSSUsernameToken UsernameToken BV I ADA VAT V AZEELE T,
setWSSUsernameToken UsernameToken BRI ADA Y AY VA=t F 22U T o IHEBIEI T ADA

VA VAICHRELET,

remove WSSUsernameToken UsernameToken BRIV T ADA VAV VA% tF 2T BERIES T ADA
VAU ADSHIBRLET,
getRole TF¥Fa2)FEBED role BHEAZBBLET,
setRole tF 2 F«HED ole BEEEZHRELE T,
getWSSUsernameToken
27 Z A% : WSSElementProxy
FEEE
UsernameToken BE Y S ADA VAV AZEEBLET,
B

public WSSUsernameToken[] getWSSUsernameToken (
) throws WSSException;

5%
HOEGA

RWE
UsernameToken BEE 27 T ADA VA Y > AEHITT,
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B

WSSException
WEAZTFRIL 2 WA DPRELHEICAT—ENE T,

=3t L]

e X2 T+ HBBREY T ZAD T 77 M) 7T AD, newWSSElementProxy XV v KiZ k- TEUYE
L7z WSSElementProxy 7 5 A0 A > A% Y ADHE, OAYVy RORDEIE null T3, 72721,
setWSSUsernameToken ZMA72%, ZDOXYV vy REZMOHT & setWSSUsernameToken THEE
L7-fExRLE T,

« RVE® UsernameToken BHZ YV T ADA v A% > ABH|DIERF &, X v+t —I%0 UsernameToken
BEOEF NI LL—H LT A

setWSSUsernameToken

275 A4 : WSSElementProxy

HeE

UsernameToken BE YV S ADA Y AY Y A2 Fx 1) T HEREZ T AICBEELE T,

3%

public void setWSSUsernameToken (
WSSUsernameToken a UsernameToken
) throws WSSException;

5%
& 5-7 setWSSUsernameToken XY v RMD5|#

{5 |5 2 in/out Bl

a_UsernameToken UsernameToken & | in X2V T HBEES T RIIHKET S

E YA UsernameToken BRBIETZ T ADA VA5 VA %15
ELET,

RWE

HOFEFA,
Bl
WSSException

MIBFICFRILU 2 WEIN DS FE LG EIC AT —3NE T,
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AREIR
S null 2FBE L72BE, ¥ 2 T HBREY 7 12 UsernameToken BEE YV 7 A%

BRE LN

TEEKRTLET, 9 TI2 UsernameToken BE 7 T A 2FHEL TWAEEIX, JtD UsernameToken

BRI IALEHLEEA

removeWSSUsernameToken

275 24 : WSSElementProxy

feE
UsernameToken BEZ V7 G ADA VAV VA%t F 2 T+ BEBEZ TAD»SHIBRLET,
BX

public void removeWSSUsernameToken (
) throws WSSException;

5%
HOEEA

RYE
HYELA
Bt

WSSException
WA TFRIL 2 WHIADPRELIZGEICAT—SNE T,

AREIA
UsernameToken BEEV S ADA VAT VANt F 2 T 1 BEBIEY T AICEE L2 WG
ZLEBEWTIEEKTLET,

getRole
275 24 : WSSElementProxy

HgE
tF 2T 4IHEHD role BHEZEELET,

5. Web #—EXtF 117 1 #EENIRHET S AP

&, b 0E
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3%

public java.net.URI getRole (
) throws WSSException;

5 1%
HOEEA

RVIE

tFXa2) T BEICEENS ole BEETYT, t¥F2V T rIHEIZole BEDZWIEEII null 2L FE T,

Bt
HOEEA

setRole
275 A4 : WSSElementProxy

HERE

tF 1Y TF4EHD ole BHEZHRELE T,

3%

public void setRole (
java.net.URI a Role
) throws WSSException;

513
# 5-8 setRole XV RMD5|#
R34 A

a_Role role BIHE

R'{E
HOEHA.

Bt
HOEEA

5. Web #—EXtF 117 1 #EENIRHET S AP

in/out

in

EZL

txX o) T4 HEBREY S ABTET 5 role BHELIEE

LET,
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5.5 WSSConstants 197 x—2X

EHEBA VY TI—ATTo TDA YTz —AIF, JAX-WSHEETHRE L/ Web b —ER 7547
YEBEU WebH—ERICHLTERATEET,
1971 —REE
public interface WSSConstants
Nyir—2%

com, cosminexus. wss. element

5.5.1 WSS_SEND_ELEMENTPROXY 7’O0/\7F

Application Server ® JAX-WSHEED X vt =YY TF A MO TUNRT 4 T, TOTTI8T 113,
HEET S SOAP Xyt —YDtF 2T 1w FIZ UsernameToken BHE%HET HHHITNETI,
COFa)NT 4 #F—I12LT, JAX-WSHEDOX vt =Y FF A M
com.cosminexus.wss.element. WSSElementProxy 7 7 A0 4 7Y 27 FEFHEL LT,

AREIA

WRDBEE, Web I —ERtF2) T BEEE T 7 A NVICRELIZHNBICKEST, EF2UT11E

HERELET,

« WSS_SEND_ELEMENTPROXY 7u/ X5« 2{FHL T, v¥2U T+ BERES AN D A
ATV ABEAY L —VaAVTFFANMIRELLES

e XAy t—VIaAVFFANMIBELL-LIT2) T HBBEZ T ADA Y AY > AIL,
UsernameToken BZ Y7 T ADA Y AY VAZBELZWVWT Web U —E X ZNOH L-EE

Web b —VE2AtF2) T A HETEE T 7 AINLFDY) VITA M vt —IVRERORTENEHRIN T

BE, BERICWeb b —E2ALF2) T HETERASINEEA, COBE, Xvt—IJa0FFR

MItF2) T JHEEBE I ADPRMIEZAV Yy RERELTDH, SOAP X v t—JictFa) T«

HHIIRESINE A

5.5.2 WSS_RECV_ELEMENTPROXY 7*00/\7 «

Application Server @ JAX-WS #EEDO A v+ —I a2V TF A MDOTU/)NT 1+ T, ZOTTNRT 114,
ZET 5 SOAP XAyt —YDtF 2T 1y ¥h5 UsernameToken BEFRZEE T 25 A ITHETT,
COTanNT 4 2F—12LT, JAXX-WSHEDORX vy =YV TFAMD5
java.util.List<WSSElementProxy>%2 5 ADA 7Yz 7 b # BB L £ 9,

EAREIR
¢ WSS_RECV_ELEMENTPROXY 7u/87 ¢ 2 {HH L CTHE LIEIXEETEE A,
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« WSS_RECV_ELEMENTPROXY 7Yu/n7 4 ZFHHALTAvt—Y a2 TF XM SEUE Lt
FaV)Tr4HEBIEZ, Web¥—ERXtFa) T eEIck-> TUESINET,

« java.util.List<WSSElementProxy>27 7 A 6 BGE L7t F 1) 7+ HB®(EY 7 ADIEFIE, Y
TJIAMAY Y —=DIl&ENZLF2) T+ EHDIEFERLAIBEENPHDE T,

e ZELIYIZITAMRAyE—IIZ UsernameToken BEEZA TN T\ WIS,
WSS RECV_ELEMENTPROXY 7u/85 4 #8935 & null Z23RLE 9,
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5.6 WSSUsernameToken 75X (UsernameToken EZXNIR(E)

UsernameToken BEXRDO|IET T A Td,

TIAER

public final class WSSUsernameToken extends
com. cosminexus. wss. e lement. WSSE lementBase

INYr—o%

com. cosminexus. wss. e lement

WSSUsernameToken 75 AMD Ay REROFITRLET .

&K 5-9 WSSUsernameToken 75 AN AV Y R—E

XYy REIR
aIVANT Y
getUsername
setUsername
getPassword
setPassword
getld

setld
getPasswordType
setPasswordType
getNonce

getCreated

==t 1]

sibd

UsernameToken BV S ADIA VA NT I H T,

I—Y—FERELET,
IV —HBERELET,
AT —FZEELET,
AT —REFELE T,

UsernameToken BEZ0 I[d BHEZ2EE L E I,

UsernameToken BEZD Id BHEZREL £ T,

INAT — NERIZEE L9,
INAT — RERIZBREL £
Nonce BEZEUF L £ 9,
Created BHEZEUF L £ 95

s Y X2V TFAHBBREIVTADA VAT VAR, ¥F 2T BHIBEITADT 77 NI T TR
® newWSSElementProxy XV v FIiZ&k > TEB LGSR, COVTADAY Y RTHE LN
AT UsernameToken BRZEMLET, 7275L, Web U —ERtF2) T BEEET 7 1L
2, FFOHTH—E 2 XY v RiZxind % SenderPortConfig 3%, RoleConfig B DIEE N 72
WigE1E UsernameToken BREZ AR L X Ao

s v XAV T4 HEBEIFADA VA VAR, X2 VT« HBEEITADT 77 NI T TR
@ getWSSElementProxy AV v RICK > TEMLTIGR, ZOT T ADEZV set TIHE S AV v
RTEZHRELTH, UsernameToken BERIZAERK L FH A,

e WebHy—E2tF a2 F 4 HEEEFR T 7 1 )LIZ UsernameToken EEZX#TEFR L TWVLWAES, 20O
Xy RAERL L7z UsernameToken R & 3FI2, #E @ UsernameToken BERAAERK L 9,
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~

.

ANZTY
RE

UsernameToken BEV S ADIA VA NI Y TT,

3%

public WSSUsernameToken (
java. lang. String a Username
) throws WSSException;

513
R5-10 OAANTTID5|E
{R5 1% ZFR in/out
a_Username I—-F—% in
RWIE
UsernameToken BEV T ADA YV AY VA TT,
B4
WSSException

FIEICZEF " Fzid null PEEESNFE L7,

EREIR

EZL
AP BRI XFINE/ELET,

ZDTITADPERSNSED UsernameToken BERZOFHIEZIRICRLE T,

£ 5-11 UsernameToken BExND#IHAE

77 ADER FIHAME 1 %]

Username VANV YDOFIETHEEL1—
¥—4

Password null

PasswordType WSSUsernameToken.PasswordT
ype. TEXT

Id null

Nonce null

Created null

5. Web #—EXtF 117 1 #EENIRHET S AP

WIEAIE 2 *2

UsernameToken BEZED 1 —H—%

UsernameToken BEZED/SZX T — K

WSSUsernameToken.PasswordType. TEXT
Ead s
WSSUsernameToken.PasswordType. DIGEST

UsernameToken B Id B
UsernameToken E#& ? Nonce JE1%

UsernameToken B O Created B
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3|
VAT RFERLZGE
2

DU T AEEF 1) T 4 HEREY I AD getWSSUsernameToken XV v R TER LZHE

« 5IHUC null ZFE L7256, WSSException FISNABHEEL £,
o FIBICZEFE" 2 HE L5 E, WSSException FISNAFHAEL 9,

o FIEUC—D P EOEENFERE L GG, TV —ZOERIEI—DULOZEAXFICEE BRI 5N E

ERS

getUsername
279 A% » WSSUsernameToken

ek
UsernameToken BEZO L —H—Z2HE LI,
BX

public java. lang.String getUsername (

);

512

HDFEFA

RW{E

UsernameToken XD L1 —HF—HTT,
Bl

HDFEHFA

setUsername

7 F 244+ WSSUsernameToken

HeE

UsernameToken BEZED L —HF —LZ2HELE T,
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3%

public void setUsername (
java. lang. String a Username
) throws WSSException;

512
&K 5-12 setUsername XV v RM5|#

{RE 1% 2 in/out SHER

a_Username I—H—% in Y —LZERITXFINEEELE T,

RWIE
HOEHA.

B
WSSException
BT FE" BHEEESNE L,
FREIR
* FIBICnull ZRE LGS, CO7IAPRFET LIV -—BOBRIZEHRLI LA

e FIBUC—D D FOZBHAXFEZHE LGS, OV IAPRET 21— —ZOBRIZ—2L EOZEH
NFICEBESHZONET,

getPassword
279 A% - WSSUsernameToken

e[
UsernameToken EZRD/)SA T — REZEE L £ 9,
B

public char[] getPassword (
)

5%
HOERA
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RWIE

UsernameToken EZED /S AT — R T9, UsernameToken BREIZ/SAT — KA WIEEIZ null 2K L
F9,

Bt
HOEEA

AEEIR
e X 2T 4 HEHBEISADA VA VAR, ¥F 2T HBBBEIFSADT 77 NI TS AD
newWSSElementProxy XYV v RIZ &> THER LK, UsernameToken EFEMNIC Password E#EA
FELZVWEASEZnull 23 LET, 72770, 9Tl setPassword XV w RT/ISAT— RZHREL TV
HIGEIXTDEEZERLE T,
e FEAvE—IDtF 2T 2IEHE®, UsernameToken RN Password BEZHSZEEZDE S
null #;8 L £ 9,

s LX 2T A HEBREITADA VAT VA%, X2 )T HEREITADT 7V M) T TAD
getWSSElementProxy XV w FIZK > THERM UK, ZEA vt —IAD Password ER ORI HF
X (SOAP A v+t —T® PasswordText #3#) OHHIEFXD/SAT— FZiRLEd, Password &
FZOERINF AV 2 A~ (SOAP X v+t —T® PasswordDigest BX) OBEIIY A Pz A MEx Z
DEFERELET,

setPassword
75 244 - WSSUsernameToken

ek
UsernameToken BZDO/SAT — RZHELE T,
BX

public void setPassword (
char[] a Password
)

5%
#* 5-13 setPassword XYy RMD35|$;
&5 188 2R in/out | SiBH
a_Password JSAT — R in INAT—REHEELET,
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RE
HOEEA

Bt
HYEEA
AREIR

o FIBUC null R EXF"2RELEGG, CO7TRAIHRELILNNAT — FOBRITEHRFINEE A

s FIBICEEXFZRE LGS, 07T ACRELZ/SAT — FOBRIIZEAXFICES BRI SNE
EE

l

getld

75 24 WSSUsernameToken

ek

UsernameToken ZZ0D [d BEZEE LT,

3%

public java. lang.String getId (
)

5 |2
HOERA

RWIE

UsernameToken BE D Id B EZ R~ XFEY|TJ, UsernameToken B Id BHEA 72 WiEEIS null
ZRLUET,

BI5
HDEHFA,
AREIR
e ZDOAV Yy RTHET 2DIE, UsernameToken EED Id BT,

s LX2VT A HEBREITADA VAT VA%, X2 )T BERIEITADT 7V M) T TAD
newWSSElementProxy XV v RIZKk > TEBLZEAEIE null 28 LE T, 72720, 9 TITsetld X
Vy RTIdERELTWAERIEZDEEZERLET,
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setld
75 24 WSSUsernameToken

S e[
UsernameToken BH0D [d BHEZRELE T,
BX

public void setld (
java. lang. String a Id
)

51E
F5-14 setld XV v RD5|#
%5 % 25 infout  h8A
ald Id in Id B2 RS XFFNZEELE T,

RYIE
HOEEA
Bis
HOEEA.
AREIR

DAYy RTHRELR Id BHEMEIX UsernameToken BZO Id BHICHREENE T, 72750, 1FHLDE
ZOIdEBEEEEL TVWA2ESIPIEIFy 7 LERA,

getPasswordType

75 A4 WSSUsernameToken

FEEE

UsernameToken BEZD/)S AT — FER|ZEE L E 9,
EX

public WSSUsernameToken, PasswordType getPasswordType (
);
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5 1%
HOEEA

RWIE
UsernameToken BEZED /AT — RFERITT ., UsernameToken BRIZ/ISA T — KA WIEEID,
WSSUsernameToken.PasswordType. TEXT ZiR L £ 9,

& 5-15 WSSUsernameToken.PasswordType 7 5 X MDFIEE

5IEHE 173

WSSUsernameToken.PasswordType. TEXT | EXERD/SAT— KT,

(http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-username-token-profile-1.0#Password Text FE3X)

411

WSSUsernameToken.PasswordType.DIGES | #' A ¥ = A MERD/SAT — R T,

T (http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
wssecurity-username-token-profile-1.0#PasswordDigest FE=)
B
HOFEHFA
FREIR

X2V T HEBREV TADA VAY VR %, X2 T HBEREITADT 77 NI T TAD
newWSSElementProxy XV v RIZ& > TERL2HE, WSSUsernameToken.PasswordType. TEXT
ZRLUET, 72721, 9 TIT setPasswordType AV w R T/SAT — NERI A2 EE L TWAHEHIE, 0
EZELET,

setPasswordType

79 X244 : WSSUsernameToken

feE
UsernameToken EZD/S AT — FERIZHELF T,
BX

public void setPasswordType (
WSSUsernameToken. PasswordType a PasswordType
)i
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5%
#* 5-16 setPasswordType XV v RMD5|$1

15188 B infout  5x8AH
a_PasswordType JSZAT— R in ISAT — REERIZRT,
=il WSSUsernameToken.PasswordType DOFI|ZE{E% H57E L
£9,

RWIE

HDFEHA

Bis

HDFEHA

getNonce

7 A% . WSSUsernameToken

#¥aE

UsernameToken E#® Nonce BEOHNEZEE L9,

(3%

public java. lang.String getNonce (
)i

5 1%
HOERA

RWIE

UsernameToken ZE#® Nonce BHETT ., UsernameToken EFIZ Nonce BED 7 WIEAIE null %

BLET,

Bt
HOEEA
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AREE
X2V TF A HEBEV S ADA VAT VA%, v Fa) T4 BEBEISADT 77 )75 AD

new WSSElementProxy XV v FIZX > TAERB L7, UsernameToken ZHZWIZ Nonce BHEA 72 15
Hldnull ZRLET,

getCreated

75 244 WSSUsernameToken

SR

UsernameToken B Created BEOHNEZEE L9,
BX

public java. lang.String getCreated (
);

5%
HOEEA

RWIE

UsernameToken E#? Created BHEFES|Td, UsernameToken EFIZ Created BN 72 WEAIX
null &L %9,

Bl

HDFEFA

AREIE

YtF 2T A EBHBIEV TADA VAV VA%, vF2) T+ BEBEISADT 77 N TS5 AD

new WSSElementProxy XV v RIZ& > TAERM LK, UsernameToken ZEF#MAIZ Created BHEA W
HaEldnull KL E 9,
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5.7 WSSUsernameToken.PasswordType 1 >97x—X
(PasswordType EF=NDRE)

PasswordType BZD#BIEY T AT,
TS AER
public static final class WSSUsernameToken.PassswordType
Ny r—2%
com. cosminexus. wss. e lement
&aE

WSSUsernameToken 7 7 ZA® getPasswordType(), setPasswordType() XY v FORDEDS K
51 THEET %, PasswordType BERZ NI VZEEMTT . IRISAT— FERIZRLE T,

TEXT
INA T — RRERINFESTER (http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-
username-token-profile-1.0#PasswordText) T#H2Z &2 LE T,

DIGEST

ISAT — RHERIN 1A Y = A MEX (http://docs.oasis-open.org/wss/2004/01/0asis-200401-
wss-wssecurity-username-token-profile-1.0#PasswordDigest) THh5Z &% RL £ T,
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5.8 WSSException 735X (BlISHEROEUS)

Web —E2tF 21 7 « HEEDTRHT 2 APL THET 201547 7 2 TT,
TS AEE

public final class WSSException extends
java. lang. Exception

NV T —2%
com. cosminexus. wss. faults
WSSException 77 AD AV v RERDFRITRLE T,

#* 5-17 WSSException 75 ZANDAYy R—&
Ay REHR 5168

getMessage HA v E—VEREIELE T,

getMessage

275 A4 WSSException

tae
BISNOFEHAR v & — V2 EUB LE T,
3%

public java. lang.String getMessage (
)

5%
HOEEA

RVI{E
A v -V ERTXFITY,
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EEXIR

CDETIE, WebH—EXtFa1 )T rHEEEDET, BLOERDOEERERDEEHICHIETN
BIERICDOVWTEHBALE T,

Cosminexus V11 77U —> 3> —/)N Web H—ERXtEF a1 UF 1 BEHT R 90



6.1 ML—RZNETS

Web ¥ —E2XtF2Y 74 HETE, BEMNRICBEZFRZ PL—-—AELTHALET, bL—RIIE
FEOFREMEFFOEN O H LR EROFEL EICHALET. Web - RAtF 22U T ETH T b
L—2ADEEZIRITRLET .

xK6-1 Web H—ERtEFa1UFr#EENHNIT D ML —XDIESE

NL—2OEE A

Y=L —2R Web #—E 2t F 1) 7 1 DY —/NUHERFPHALET,

TJIA4T7 YR RL—2 Web H—E2AtF 2T A HKED T T4 7 > MUERASPHITLET,
avYRRFL—2 WebH—E2tF 1) FAEEDIT Y RIS A VT T2 —APHALET,

6.1.1 ML—ZXDOAT

P—NIL—R, VSA TV MML—Z, BXPavY L= HT S ML —ROREEHH1H%
RITRLE T,

Il
(1) HHANsE
F6-2 ML—RAODHEITAB
158 AE
B HARO B (yyyy/mm/dd ) A nE T,
123711 HAREORZA (hhimm:ss.sss JER) PHEOSNE T,
T r—va g [wss] HAISNET,
7at A HF Tt AT (16 #E) PHITSNET,
AL v RE#HIT AL v RigRl7 (16 &%) PHEAESNhET,
Xwt—=T 1D Xy t—=VIDABHIEINET, Avt—VID2F20WbOIIHENTIESNER A
Ryt — IR OC: XVYy FOAOZELET,
OD: AVy FoHOZERLET,
EC:fiNEFy v F LIl ERZELET,
ER: IRy t—TV%FRLAEZEEZELET,
FB: 3207 a5 L0NBEONUTHLERLE I,
FE: FUHLAZE»O T 7S L00BORT#RLET,
PB: Web ¥ —Y 2t F 2T 1 HBEENPRMT 2 APl ORIREERLE T,
PE: Web ¥ —EXtF2V) 7 1+ BENREMT S APIOKRTEERLET,
Ayt —IFFZ b EITROBHRERIT A vE—IPHAENET,
6. ESXR
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(2) Al
®6-1 kL —ZDHHI

yyyy/mm/dd hh:mm:ss. sss pid tid message-id message (LANG=0x0411)
0001 2002/01/17 18:09:54.224 wss 000006CC JOO737FE 0C enter WSSRequestSenderHandler::init()
0002 2002/01/17 18:09:54.224 wss 000006CC JOO737FE 0D exit WSSRequestSenderHandler::init()

6.1.2 ML—ADWHE
L —ADOHNTEERITRLE T,

K6-3 ML—RDHHE

NL—ZODiESE H5E
F—)NNhrL—2A SOAP BEEBE/-IZJAX-WS TV oy —NHTtHIT5 L —2RERUT7 7 AL E
ICHAENET,

JAX-WS T > Oi5a, JAX-WS HEEOKRE T 7IC A v =%, fiSa7IcAyy 7
FL—RM, REFUTICRTFERSH IS NE T,
7I47 Y b bL—2 SOAP EEEBF/ZIEJAX-WS TV D747 MITHAITH L —RAERLT 7
AV EicHTEnE T,
JAX-WS >V > 0FE, JAX-WS HEOBEI T 7IZ X v =%, fita7Iicxy vy o
ML=, RFO ZICRSFERPE I SINE T,
avrRhL—2A a<v > FhL—2RI&, < Application Server Of > A b—JLT 4 L7 bYU>
¥CC¥client¥logs¥system¥ejbcl¥WS 12, RO 7 7 A VETHASNE T,
« HEREK IV NOBE
CWSSCreateSecretKey-n.log (n:1~2)
s EBRT 7 ANMEXF v/ avy RS
CWSSConfCheck-n.log (n:1~2)

i+
SOAPBEEBRDO ML —AHALEE—RIZOWVWTIE, v=a7) [7FU 4 r—3 3 >H—)3 SOAP
T = a VEFEOFES]] ESBLTLLEE VL, JAXWSIZ VY U0 b L— A EEEER
T7ANMIZOVWTIE~Y=aTIL [T 5= 3>y —NN Web b —ERAEFENA K] 2B LTL 72
S,

6.1.3 ML—RADEEE

N —RAOBEEALEHETAHIET, HHTAH ML —ADERER2LEETEET, HAOTHERELZL
ITHIET, BEREDERZFELRILLZDET, 12750, HOIT1ERELZLTHE, Turss
LDOMEEENDHLENPKEL BV ET,

MU —ZADOBEBEEICIZIROLNULEHD FT,
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ERROR
WARN
INFO
DEBUG

Web H—EALF 2T BETHNT 2 ML —AOEEEIL, SOAP EEEEE /21X JAX-WS HKEED
BEICHENE T, JAX-WS EEDZEDFHMZIROFRITTRLET,

FK6-4 JAX-WSEEEZFHALTWBHEED ML —ANDEEE

NL—2OERE HHAS BUWERIERE
P—NhL—2 Ayt— J2EE ¥ —/\ ETEMES B 755D JAX-WS BEEDOBME 1 7 D
HEE
AT =2 J2EE ¥ =N ETEI{ES E 7258 D JAX-WS #eEDflsta 7o
HEE
REFIEHR J2EE 4 — N\ ECEMES B 7-BE D JAX-WS HEEDRSF U 7D
HEE
IIA4T7 ML —A Ayvt—Y J2EE Y —NEF/3avy FA 097 1 —ATHES 5

D JAX-WS #EEDBE O 7/ D EEE

AT L—2A J2EE Y —NLEF73a~v>Y A U9 7 2 —ATHESR75E
D JAX-WS BRED ISt o 7 D EEE

[RSFIEEH J2EEH—NEFIZavy RA V¥ 7 1 —ATEES B -15E
D JAX-WS BEEDRTFu S OEEE

JAX-WS ¥égEpu VO EZEEOFHMICOVWTIE, v=a 7L [7 U4 r—3 3 > —N Web ¥ —E 2
FEAHAR] Z22BLTLZE W, 72, SOAPBEEEZAHLTWAERE, v=a27)L [T 75—
2arvH—NSOAP 7 AU r—a VHEKOFES]] 2B LTI,
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Cosminexus V11 7 FUr—> 3> —/N Web #—EXtF 21U T 1 BEHTR 93







ik A

IREARAN\ DX

Web H—Y At F 2V 7 1 eI, IROAFEITHE->TNET,

WS-Security {4

Web Services Security: SOAP Message Security 1.1

» Web Services Policy 1.5 - Attachment

XML BLEEARE (2002/2/12 W3C &%)
XML BESiE# AR (2002/12/10 W3C &%)
« WS-Policy 1.5 fL#

» Web Services Policy 1.5 - Framework

« WS-SecurityPolicy 1.3 {£#

WS-Security £ # & ' WS-SecurityPolicy 1.3 Lk DFEMIZ DWW TIE, OASIS DA —LR—I ZHH]
LTLZE W, 7z, XML EEB LU XML BB5OREEMRE, BXU WS-Policy 1.5 D FEMIC DO W
TIE, W3CDA—LR=IVZBBLTLLESV, 22T, EEHEDS>5, WebH—ERtEF2Y 7+
BEEDS T R— N L CWAHEZHALE T,

AEEIR
» Web Services Security: SOAP Message Security 1.1 DAt Otk % 5248 U 7- itk 85 & 13884 T
SLHWVATEEDIH D £,
582 A.1  WS-Security 5D R — NEE

Web =¥ 2t F 2 7 1 BEEASY R — b9 5 WS-Security O HFH % IROFITRLE T,

= A-1

IBEE  WS-Security {1k
K%

1

WS-Security ft#&O R — N

SecurityToken

TR A REAERA DI

hD%R

UsernameToken

BinarySecurity Token

INHR
PasswordText
PasswordDigest
Nonce

Created
X.509v3
X509PKIPathv1

PKCS7

BR— N DEE

ONNORNORNORNG®
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IBE  WS-Security {1

RO

10
11
12

13

14 TokenReference

15

16

17

18

19

20 | Signature
21

22

23

24

25 | Encryption
26

27

28

29 | Security TimeStamp

30 | Error Handling

(FLBI)
O:¥R=+rHY
X I HYR—bgL
—IEELEY

%

h%R

SAML Assertion
XrML

XCBF

EncryptedData Token
Direct Reference
Keyldentifiers
Embedded Reference
KeyNames

ds:KeyInfo

Encrypted Key Reference

Algorithms

Signing Messages
Signing Tokens
Signature Validation
Signature Confirmation
xenc:ReferencelList
xenc:EncryptedKey
Encrypted Header

Processing Rules

IN4E
Kerberos5TGT

Kerberos5ST

R
LA

HR— NOEE

ORNORNG®

SecurityToken B# % BIEEZ TZ £9 755, STR Transform #3EH R — b D7-®, SecurityTokenReference B# % &2 T

EFEEA

TR A REERA DI
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TR A2 XML BELZEFEELTRO Y R— NEE

Web H—E 2t F 2 T4 HESTR— 35 XML BELEELFOHFZIROFBIRLET,

R A-2 XML ELZEELRO T R— NEEE

IEES =&l

1 FA4Y A MEFTE
2 =1t
3 ERERE

6 IER LE

10 I

11

12

13

14
15
16
17
18
19

(FL))

O:¥9R=FrHD
X I YR—F%gL

TR A REAERA DI

158

SHAI

base64 (L a—1F)
HMAC-SHA1
DSAwithSHA1
RSAwithSHA1

Canonical XML (I X > kMt
)

Canonical XML (T2 X > b7
L)

Exclusive Canonical XML (=
AV MEE)

Exclusive Canonical XML (=
XY R&L)

Canonical XML (I X > MMt
%)

Canonical XML (T X > b7
L)

Exclusive Canonical XML (2
XV MMtE)

Exclusive Canonical XML (=2
XY kL)

base64 (E#7 LT X L)
XSLT

XPath

XPath Filter 2.0

Enveloped Signature

STR Dereference*?

LA

BR—MD

Bk

ORNORNG® O

O
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Exl
WS-Security (L Tld, R—FZ2HERLTVET,
EX2
XML BEIZEAETHE SN TV AR ERMIETIE % <, WS-Security A THRESN TS HDTT,

1R A3 XML BSTRECRO Y R— ~EEHE

Web #—EAtF 2V T WP TKR— b9 2 XML BESIZEELROEHHZIRORITRLE T,

& A-3 XML BESTRELERO Y R— NEEE

JEES 188 LA HR—NDOEE
1 Triple DES WAZE O
2 AES-128 AR O
3 AES-192 EE X
4 AES-256 WA X
5 RSA-v1.5 AR X
6 RSA-OAEP WA X
7 Diffie-Hellman Key Values V=3 X
8 Diffie-Hellman Key Agreement (=1 X
9 TRIPLEDES #5 v &> 7 WA O
10 AES-128 #Z v ¥’ 7 (128bit #) WAZE O
11 AES-192 @y 7 (=3 X
12 AES-256 7 v ¥’ 7 (256bit #) WA X
13 XML Decryption Transformation g X
(RLAT)
O:¥R=-tdY
X 1 HR-b7mL
3%

WS-Security A THE SN TV AR L NLTT,

8% A.4 WS-Policy 1.5 {t#D 7R — NEE
2T, WebF—ERtF 27 4 MENTA— T 5 WS-Policy 1.5 B2 HH L £

R A REAERA DI
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(1) WS-Policy 1.5 - Framework {t#kMDR— G
Web #—E 2t F 27 1 #WEEAY A — 9% WS-Policy 1.5 - Framework (kD& 2 IRDFITR L

95

#* A-4 WS-Policy 1.5 - Framework {t#RM t7R— NEGH

2] KD
{BFT*
4.1 Policy

Expression

4.2

4.3.1

4.3.2

4.3.3

4.3.4

4.3.5
4.3.6

4.4

4.5

4.6

(FLAI)
O:¥F=1dY
X I HR—-—+EL

th3%8

Normal Form
Policy
Expression

Policy
Identification

Compact Policy
Expression

Ignorable Policy
Assertions

Policy
Intersection

Use of IRIs in
Policy
Expressions

—HHT MW, BE, FLIRELL

TR A REAERA DI

N33R

Optional Policy
Assertions

Policy Assertion
Nesting

Policy Operators

Policy References

Policy Inclusion

Normalization

EREEMH
(XPath =)

/wsp:Policy/@Name
/wsp:Policy/@wsu:1d

/wsp:Policy/@xsd:ID

/wsp:PolicyReference

/wsp:PolicyReference/
@URI

/wsp:PolicyReference/
@Digest

/wsp:PolicyReference/
@DigestAlgorithm

HR—NDOBE

O
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WS-Policy 1.5 - Framework (A D% 4 EFT (FEHiE) 2R RLET,

(2) WS-Policy 1.5 - Attachment gD K — N EEEH

Web 34— AtF 27 1 #EENST K- ~d 5 WS-Policy 1.5 - Attachment LR D& % IRDFRITTR
LET,

& A-5 WS-Policy 1.5 - Attachment 14D R — ~E5EHE

Z4 KA tho3 %8 INDREFTZIAT TR— NDOEHE
Gl
3.1 Policy Effective Policy - O
Attachment . )
3.2 Policy Attachment Mechanisms - O
3.3 XML Element Attachment - X
3.4 External Policy Attachment - X
4.1 Attaching Calculating Effective Policy in WSDL wsdl:required="true" X
Policies Using | 1.1 ] . ]
4.1.1 WSDL 1.1 Service Policy Subject X
4.1.2 Endpoint Policy Subject O
4.1.3 Operation Policy Subject X
4.1.4 Message Policy Subject O
5 WS-Policy — - X
Attachment
for WSDL 2.0
6 Attaching — — X
Policies Using
UDDI
(FLT)
O:¥X—-+dD
X 1 HAR—bL

— AT ANEELBIRNEEL
WS-Policy 1.5 - Attachment HAROF S ERT (FEEHIH) 2R LE S

8% A.5 WS-SecurityPolicy 1.3 &R0 HR— NEEH

ZZTE, Web¥—ERtFaY T 1 HEENY A — b9 2% WS-SecurityPolicy 1.3 Lk HiFH % 5HBH L
£,

TER A RN DORIN
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(1) Protection Assertions O 71— NEEH

WS-SecurityPolicy 1.3 {:£DH® Protection Assertions @55, Web —E Xt F 1) 7 1 $EEEANH
R— M HEAZRORITRLET,

&K A-6 Protection Assertions Mt 7R— N&EEHE

SMERTY | KD INDHE 7H—a> HR— NDEE
(XPath fZ=()

4.1.1 Integrity Assertions SignedParts Assertion /sp:SignedParts O
/sp:SignedParts/sp:Body O
/sp:SignedParts/sp:header X
/sp:SignedParts/ X
sp:Attachments

4.1.2 SignedElements Assertion | /sp:SignedElements X

4.2.1 Confidentiality EncryptedParts Assertion /sp:EncryptedParts O

Assertions

/sp:EncryptedParts/sp:Body O
/sp:EncryptedParts/ X
sp:Header
/sp:EncryptedParts/ X
sp:Attachments

4.2.2 EncryptedElements /sp:EncryptedElements X

Assertion
4.2.3 ContentEncryptedElement | / X
s Assertion sp:ContentEncryptedElement

S

4.3.1 Required Elements RequiredElements /sp:RequiredElements X

Assertion Assertion
4.3.2 RequiredParts Assertion /sp:RequiredParts X
(FLT)
O:¥F=1dY
X 1 HR—-buL

WS-SecurityPolicy 1.3 kD% EFT (FEHH) Z2RLET,

(2) Token Assertions O 1— NEGE

WS-SecurityPolicy 1.3 {:#DH® Token Assertions @55, Web #—E 2t F 2 7 1 BEEENS Y K —
NI AEEERORIINLET

fHERA  REIRA DI
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&R A-7 Token Assertions O ~— NEGE

ZUERTE KD INTHE 7H—ay BR— D
‘ (XPath fzz0) A
5.1 Token Inclusion - @sp:IncludeToken O
5.2.1 Token Issuer and Token Issuer sp:Issuer X
Required Claims
5.2.2 Token Issuer Name sp:IssuerName X
5.2.3 Required Claims wst:Claims X
5.3.1 Token Properties [Derived Keys] Property sp:RequireDerivedKeys X
5.3.2 [Explicit Derived Keys] sp:RequireExplicitDerivedKeys X
Property
5.3.3 [Implied Derived Keys] sp:RequireImpliedDerivedKeys X
Property
5.4.1 Token Assertion UsernameToken Assertion | /sp:UsermameToken O
Types
/sp:UsernameToken/ O*2

@sp:IncludeToken
/sp:UsernameToken/sp:Issuer X

/sp:UsernameToken/ X
sp:IssuerName

/sp:UsernameToken/wst:Claims X

/sp:UsernameToken/wsp:Policy/ X
sp:NoPassword

/sp:UsernameToken/wsp:Policy/ O
sp:HashPassword

/spl3:UsernameToken/ X
wsp:Policy/spl3:Created

/spl3:UsernameToken/ X
wsp:Policy/spl3:Nonce

/sp:UsernameToken/wsp:Policy/ X
sp:RequireDerivedKeys
/sp:UsernameToken/wsp:Policy/ X
sp:RequireExplicitDerivedKeys
/sp:UsernameToken/wsp:Policy/ X

sp:RequireIlmpliedDerivedKeys

/sp:UsernameToken/wsp:Policy/ O
sp:WssUsernameTokenl0

/sp:UsernameToken/wsp:Policy/ X
sp:WssUsernameTokenl 1

TER A RN DORIN
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ZUERY AP

1

54.2 Token Assertion
Types

54.3 Token Assertion

Types

TR A REERA DI

IN3HE

IssuedToken Assertion

X509Token Assertion

=3
(XPath #2xX)

/sp:IssuedToken

/sp:X509Token

/sp:X509Token/
@sp:IncludeToken

/sp:X509Token/sp:Issuer
/sp:X509Token/sp:IssuerName
/sp:X509Token/wst:Claims

/sp:X509Token/wsp:Policy/
sp:RequireDerivedKeys

/sp:X509Token/wsp:Policy/
sp:RequireExplicitDerivedKeys

/sp:X509Token/wsp:Policy/
sp:RequireImpliedDerivedKeys

/sp:X509T oken/wsp:Policy/

sp:RequireKeyldentifierReference

/sp:X509T oken/wsp:Policy/
sp:RequirelssuerSerialReference

/sp:X509Token/wsp:Policy/

sp:RequireEmbeddedTokenRefer

ence

/sp:X509Token/wsp:Policy/
sp:RequireThumbprintReference

/sp:X509T oken/wsp:Policy/
sp:WssX509V3Tokenl0

/sp:X509T oken/wsp:Policy/
sp:WssX509Pkcs7Token10

/sp:X509T oken/wsp:Policy/
sp:WssX509PkiPathV1Tokenl10

/sp:X509Token/wsp:Policy/
Sp:WssX509V1Tokenl 1

/sp:X509Token/wsp:Policy/
sSp:WssX509V3Tokenl 1

/sp:X509Token/wsp:Policy/
Sp:WssX509Pkcs7Tokenl 1

HR—hD

=)

i3

my
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(BT

1

5.4.4

5.4.5

5.4.6

5.4.7

5.4.8

5.4.9

5.4.10

RO

Token Assertion
Types

Token Assertion
Types

Token Assertion
Types

Token Assertion
Types

Token Assertion
Types

Token Assertion
Types

Token Assertion
Types

TR A REERA DI

IN3HE

KerberosToken Assertion

SpnegoContextToken
Assertion

SecurityContextToken
Assertion

SecureConversationToken
Assertion
SamlToken Assertion

RelToken Assertion

HttpsToken Assertion

=3
(XPath #2xX)

/sp:X509T oken/wsp:Policy/
sp:WssX509PkiPathV1Tokenl1

/sp:KerberosToken

/sp:SpnegoContextToken

/sp:SecurityContextToken

/sp:SecurityContextToken/
@sp:IncludeToken

/sp:SecurityContextToken/
sp:Issuer

/sp:SecurityContextToken/
sp:IssuerName

/sp:SecurityContextToken/
wst:Claims

/sp:SecurityContextToken/
wsp:Policy/
sp:RequireDerivedKeys

/sp:SecurityContextToken/
wsp:Policy/
sp:RequireExplicitDerivedKeys

/sp:SecurityContextToken/
wsp:Policy/
sp:RequirelmpliedDerivedKeys

/sp:SecurityContextToken/
wsp:Policy/
sp:RequireExternalUriReference

/sp:SecurityContextToken/
wsp:Policy/
sp:SC13SecurityContextToken
/sp:SecureConversationToken
/sp:SamlToken

/sp:RelToken

/sp:HttpsToken

HR—hD

=)

i3

my

O>:<-4
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B 2 el INHE 7H—=3> HR—hD

‘ (XPath f;2t) G
5.4.11 Token Assertion KeyValueToken Assertion | /sp:KeyValueToken X
Types
(FLEY)
O HF—-1+dY
X HR—-bEL
— IREETAOHELIIABRL
HExl
WS-SecurityPolicy 1.3t 4@ (FEIE) 2RLET,
%2

http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/Include Token/AlwaysToRecipient 721} 249K —~ LT
WEJ,

X3
sp:InitiatorToken % A b U7z sp:X509Token ®H& 1, http://docs.oasis-open.org/ws-sx/ws-securitypolicy/
200702/IncludeToken/AlwaysToRecipient 721} &R — L TWET,

sp:RecipientToken % A + L7z sp:X509Token @& 13, http://docs.oasis-open.org/ws-sx/ws-securitypolicy/
200702/IncludeToken/AlwaysTolnitiator 7213 9 K— b LTV T,

%4
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/IncludeToken/ Never 7217 Z 5K — ~ LTV E J,

(3) Security Binding Assertions MR — &

WS-SecurityPolicy 1.3 fi#DH @ Security Binding Assertions ®5 %, Web #—E Xt F 2V 7 1 %
R R— M HEFAZRORITRLE T,

# A-8 Security Binding Assertions MR — ~EiH

ZUERTE AR -3y HR—bOBEHE
(XPath fZ=)

7.1 AlgorithmSuite Assertion | /sp:AlgorithmSuite O
/sp:AlgorithmSuite/wsp:Policy/sp:Basic128 O
/sp:AlgorithmSuite/wsp:Policy/sp:Basic128 LI4f x

7.2 Layout Assertion /sp:Layout O
/sp:Layout/wsp:Policy/sp:Strict X
/sp:Layout/wsp:Policy/sp:Lax O
/sp:Layout/wsp:Policy/sp:Lax TsFirst X
/sp:Layout/wsp:Policy/sp:LaxTsLast X

7.3 TransportBinding /sp:TransportBinding X

Assertion

fHERA  REIRA DI
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BAEA D8

7.4 SymmetricBinding
Assertion

7.5 AsymmetricBinding
Assertion

TR A REERA DN

=3
(XPath #2xX)

/sp:SymmetricBinding
/sp:SymmetricBinding/wsp:Policy/sp:EncryptionToken
/sp:SymmetricBinding/wsp:Policy/sp:Signature Token
/sp:SymmetricBinding/wsp:Policy/sp:ProtectionToken
/sp:SymmetricBinding/wsp:Policy/sp:AlgorithmSuite
/sp:SymmetricBinding/wsp:Policy/sp:Layout
/sp:SymmetricBinding/wsp:Policy/sp:IncludeTimestamp

/sp:SymmetricBinding/wsp:Policy/
sp:EncryptBeforeSigning

/sp:SymmetricBinding/wsp:Policy/sp:EncryptSignature
/sp:SymmetricBinding/wsp:Policy/sp:ProtectTokens

/sp:SymmetricBinding/wsp:Policy/
sp:OnlySignEntireHeadersAndBody

/sp:AsymmetricBinding
/sp:AsymmetricBinding/wsp:Policy/sp:InitiatorToken

/sp:AsymmetricBinding/wsp:Policy/
sp:InitiatorSignatureToken

/sp:AsymmetricBinding/wsp:Policy/
sp:InitiatorEncryptionToken

/sp:AsymmetricBinding/wsp:Policy/sp:RecipientToken

/sp:AsymmetricBinding/wsp:Policy/
sp:RecipientSignatureToken

/sp:AsymmetricBinding/wsp:Policy/
sp:RecipientEncryptionToken

/sp:AsymmetricBinding/wsp:Policy/sp:AlgorithmSuite
/sp:AsymmetricBinding/wsp:Policy/sp:Layout

/sp:AsymmetricBinding/wsp:Policy/
sp:IncludeTimestamp

/sp:AsymmetricBinding/wsp:Policy/
sp:EncryptBeforeSigning

/sp:AsymmetricBinding/wsp:Policy/sp:EncryptSignature

/sp:AsymmetricBinding/wsp:Policy/sp:ProtectTokens

HR—NDOEE
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@A AR =32
(XPath fz=X)
/sp:AsymmetricBinding/wsp:Policy/
sp:OnlySignEntireHeadersAndBody
(RLABT)
O:¥R=-tdY
X i HKR—-bmL
T

WS-SecurityPolicy 1.3 fERDe%24EFT (EHi) ZRLET,

(4) Supporting Tokens MO+ R— ~&iH

WS-SecurityPolicy 1.3 f£EDH D Supporting Tokens @55, Web 3—Y 2t F 2 T 1 HEEHLH
R— Mg 2HHEAEXRORIRLE T,

F A-9 Supporting Tokens M R— NEaEH

H4(E
g

8.1

8.2

8.3

8.4

8.5

8.6

8.7

D5

SupportingTokens Assertion

SignedSupportingTokens Assertion

EndorsingSupportingTokens
Assertion

SignedEndorsingSupportingTokens
Assertion

SignedEncryptedSupporting Tokens
Assertion

EncryptedSupportingTokens
Assertion

EndorsingEncryptedSupporting Toke
ns Assertion

FER A  REEERA DI

7H—=3>
(XPath #23%)

/sp:SupportingTokens

/sp:Supporting Tokens/wsp:Policy/
sp:AlgorithmSuite

/sp:Supporting Tokens/wsp:Policy/
sp:SignedParts

/sp:SupportingTokens/wsp:Policy/
sp:SignedElements

/sp:Supporting Tokens/wsp:Policy/
sp:EncryptedParts

/sp:Supporting Tokens/wsp:Policy/
sp:EncryptedElements

/sp:SignedSupporting Tokens

/sp:EndorsingSupporting Tokens

/sp:SignedEndorsingSupporting Tokens

sp:SignedEncryptedSupporting Tokens

sp:EncryptedSupportingTokens

sp:EndorsingEncryptedSupporting Tokens

HR—NDOEE

O

HR—NOFE
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Z=HE D8 TH—3r
ik (XPath fzzX)
8.8 SignedEndorsingEncryptedSupportin | sp:SignedEndorsingEncryptedSupporting Tokens
gTokens Assertion
(RLEY)
O:¥HR=1rbHD
X 1 HR-b7mL
T

WS-SecurityPolicy 1.3 fEfDe%4{EFT (EHi) ZRLET,

(5) WSS:SOAP Message Security Options M+ 77— N5

WS-SecurityPolicy 1.3 LD H D WSS:SOAP Message Security Options i&, Web %+—E 2+t F 2
T A BEETIEYR—FLTVE A,

FA-10 WSS:SOAP Message Security Options M 7R— &

Z=MEFr D%

9.1 Wss10 Assertion
9.2 Wssll Assertion
(FLAI)
X HR-bEL
3%

TH—=3>
(XPath #zzX)

/sp:Wss10
/sp:Wss10/wsp:Policy/sp:MustSupportRefKeyldentifier
/sp:Wss10/wsp:Policy/sp:MustSupportRefIssuerSerial
/sp:Wss10/wsp:Policy/sp:MustSupportRefExternal URI
/sp:Wss10/wsp:Policy/sp:MustSupportRefEmbedded Token
/sp:Wssll
/sp:Wssl1/wsp:Policy/sp:MustSupportRefKeyldentifier
/sp:Wssl1/wsp:Policy/sp:MustSupportReflssuerSerial
/sp:Wssl1/wsp:Policy/sp:MustSupportRefExternalURI
/sp:Wssl1/wsp:Policy/sp:MustSupportRefEmbedded Token
/sp:Wssl1/wsp:Policy/sp:MustSupportRef Thumbprint
/sp:Wssl1/wsp:Policy/sp:MustSupportRefEncryptedKey

/sp:Wssl1/wsp:Policy/sp:RequireSignatureConfirmation

WS-SecurityPolicy 1.3 fE# D% 5 {EFT (EHi) ZRLET,

TR A REAERA DI

HR—NOFE

HR— NDOEE
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(6) WS-Trust Options M+7R— &

WS-SecurityPolicy 1.3 f£#kDH @ WS-Trust Options £, Web %—E 2t F 21 7 1 BEETIZ VR —
FLTWEHA,

FZA-11 WS-Trust Options Mt R— NEEE

Z=E D% 7H—> 3> (XPath 2x) HR—NOFE
2
10.1 Trustl3 Assertion /sp:Trustl3 X
(FLT)
X 1 HR-b7mL

WS-SecurityPolicy 1.3 fEEDF 4@ (FHi) #RLET,

TER A RN DORIN
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F#& B TR 71 OIRE O

Web H—VE 2Rt F2) T4 #EERFEHT 211, ROZODEHR T 7 ANVEHRELET,
e WebH—VERtF a1 T s HEEEEET 7L
e WebH—VERtFaYT1 HtEET 7 AL

Web o —ERtF 2T ODFREETHELERE T 74 ILOEBICOWVWTIE, [3.1 EEZ7714LD
El ZSBLTLEZE N,

2t

T, BERT 7ANVTRETHERDEEREY, EEFHEHZEOFMEZHHALET, 2B, &E
BI77ANVNDOEBEZOBRIZIRORD LS 12> THWET,

8RB T&E7 7 1L DIEE D
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B-1 Web#H—EXtEFa1UT s HEERT 7 1TILOERDIERY

SecurityConfig
- BindingConfig
L_KeyLocator
KeyStore
Certificate
PrivateKey
SecretKeylLocationList
SecretKeyFile
- RequestSenderConfig
L SenderPortConfig
L_RoleConfig
—BinarySecurityTokenConfig
—SignatureConfig
CanonicalizationMethod
L Canonical izeParam
SignatureMethod
SignatureTarget
L Transform
L TransformPram
SignatureKey
SignatureKeyInfo
L_KeyReferenceConfig
DirectReference
Keyldentifier
—EncryptionConfig
ContentsEncryption
L_EncryptionTarget
L EncryptionMethod
KeyEncryption
—KeyEncryptionKey
EncryptionMethod
—TimestampConfig
L Expires
—UsernameTokenConfig
Username
Password
- ResponseSenderConfig X1
- RequestReceiverConfig
L-ReceiverPortGonfig
—AuthenticationConfig
L_usernameTokenAuthnConfig
AuthnMethod
LoginContext
L-Configurationlndex
—VerificationConfig
VerificationKeylLocationList
L_VerificationKeyStore
L-DecryptionGonfig
DecryptionKeylLocationList
L DecryptionSercretKeyLocationList

- ResponseReceiverConfig 2

EXIT
ResponseSenderConfigEHR LI T DL, RequestSenderConfigBERL TR ERMLTY,
EX2

ResponseReceiverConfigER LI T D#ALIEL, RequestReceiverConfigERLUTDHEMER L TY .

8RB T&E7 7 1L DIEE D
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B-2 Web#—EXtEFaUT1AHERT 7 1TILOERDIER

PolicyConfig
- GlobalConfig
Max-Clock-Skew
Fresh-Time-Limit
- RequestReceiverConfig
L_ReceiverPortConfig
— Secur ityTokenConfig
I:UsernameTokenConf ig
Nonce
Created
BinarySecurityTokenConfig
L_TokenVal idation
L-X509TokenVal idation

—VerificationConfig
SignatureMethodList
L_signatureMethod
CanonicalizationMethodList
L_cCanonical izationMethod
SignatureTarget
L TransformMethodList
L-TransformMethod
—DecryptionPolcyConfig
I—Decrypt ionTarget
LDecryptionConfig
ContentsDecryption
L-DecryptionMethodList

L-DecryptionMethod
KeyDecryption

L DecryptionMethodList
L—DecryptionMethod

L TimestampConfig

Created

Expires

— ResponseReceiverConfig %

EX

ResponseReceiverConfigEHR LI T D#ALIL, RequestReceiverConfigBERLUTDHERERLTY .

- AuthorityCertificateLocationList
L-Author ityGertificateFile

88 B.1 WebHH—EXtxa1UFr#EEEET7 7 7 NDIEH

Web —E Rt F 27 1 BREEET 7 1 L1E, XML77 AL TY, ZITlE, Web¥—EAtFa
VT AREEERY 7 A VOER, BRUERTHEECEZABELIY T VY (FER) KOV THHALE

T, B, EHFOF—FAX, XML Schema »F—4F8AZELELTWET,

(1) SecurityConfig

Web ¥ —ERAtF2 VT4 ERT 7 ANDL— NEERTT, 22070V (FER) I, ROEDIHETIE

ETHRENHD LT,

#* B-1 SecurityConfig
5 2R

B -

8RB T&E7 7 1L DIEE D

F—98 EE

[E1E:
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]| B%R Bz F—9E 8E
(ST
a BindingConfig Web #—E2t*2) 71 0EH BEL - 0
> MERECHET A F— 27V OBHEBTE L X * 713
> T COAVTUVITER, WSS 1
S FAEFIZAETT o
b4 RequestSenderConfig I IAMAYE—VREROBRELEE - 0
LEd, BT 7T A M Xy —T5% F 713
(BBFIC Web F — B2t F 2 ) 7 1 HEEH '
EfTENE A
ResponseSenderConfig VARV ARy 2=V REROREZEE  — 0
LET, BRIV AR ARy £— Ik F713
EEEIC Web =Y 2t ¥ 2 7 1 HEEED 1
EITSNEE A
RequestReceiverConfig VI IAMAYE—VZEROBREZEE - 0
LET, BREHIV VIR MRy —V%F F/-13 1
BEFIC Web U —E 2t F 2 7 1 BEEED
EiITEhEEA
ResponseReceiverConfig VARV ARA v —VZEROBEZERE - 0
LET. BIEEIEL ARV ARX Yy —D%F F7-13
ERHIC Web —E 2t F 21 7 1 HEED 1
EFENEH A
(2) BindingConfig
Web ¥ —EAtF 2T ORMEECHBIICHERT 2EREEELE T,
# B-2 BindingConfig
=Rl BR EEA T JE 8
[E1E:
B | - - - -
a KeyLocator ROBWBFFOEHRZIEELET. 20a | — 0
S YT UVIEIBEBLURESEREERERT T2
Fa ZIGEIINETT . 1
M
b

(3) KeylLocator
ROBMBFHOEREIEELET. V70V (FER) I, ROROEETIHET 2RLENFHVET.

8B E&7 71 OEBEOFHHE
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% B-3 Keylocator

Rl BR

BE | -

a KeyStore

>

T

v SecretKeyLocationList
v

(4) KeyStore

A

Java ®F — A » TR OBEOEMIEATIER
PHEELET, 2OAVTFUVIIELB X
VSR 2 FH T 25813 BATT .
HBROBWIBFOEHRZIEELE I, 2
DOaAVT VIS LKL FERT 5156
ISNETT

Java DF — A b TR OB OIBITIBERZIEEL 7,

* B-4 KeyStore

&Rl BR
B | Id
File
Type
Password
| Certificate
M
i—_
~ PrivateKey
W

(5) Certificate

A

YF2VTAEERET 7 A VR T—EIZEEA
T570DIDEETEELET,

F—ZANT T 7 ANDEE"TNIVEZHIE
B OEATIHEELE T,

F—A LT DY A TERRTIFHNEIEE L
9,

F—ANTONRAT—FEEELET,

F— 2 M THO X.500 FFHEBOER ZIEE
LEd, coarysrvid, F—AMTH
DOIEEELZFFET 2B EITMNETT

F—ZANTHOEAFBOEREZIEELE
To COAVTF UV, F—AFNTHDIE
AR EFET EAITNETT,

F—ANTHOEAEZEDOEREZIEELE T, I T 0 VIEHD A,

8B T&E7 7 1L NDIEE D

NT
|

\Q

]

NT
|

\Q

i

ID

String

String

String

EE
[E1E3

0Bk

EAd S

EE
[E1E3

0l E

0Lk
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& B-5 Certificate

eVl BR A T—9E 8
[EE3
B Id tF )T BEERT 7 AILVHRT—RIC | ID 1
AT 2700 ID EEEELET,
Alias F—ANT7 7 7ANFD X509 ;EHENOT | String 1
LT ABEIRELET,
(6) PrivateKey
F-ANTHORELHBOBRZIEELE T, IXT VDV EEA
7 B-6 PrivateKey
B ER L F—9E iha
[EE
B Id ¥V TAREERT 7 A LHT—RIC | ID 1
BT H7-DD IDEEEELE T,
Alias F—AMT T 7 A NHOWEHFEDTA )T | String 1
AZEIEELE T,
Password F—ALT T 7 ANHOWERD/)NAT — | String 1
REEELET.
(7) SecretKeyLocationList
HBEROBMGFOBEREIEELE T,
#* B-7 SecretKeylLocationList
B ER L F—gH i
[EE
B - - - -
a SecretKeyFile HEET 7 A VOBEREREELET. 2O | — 0Lk
S D A A= At AR S e
-
M
v

(8) SecretKeyFile
HBERT 7 A VOEHREEELET, VT VBV ERAS

8B E&7 71 OEBEOFHHE
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F B-8 SecretKeyFile

&Rl B
B 1d
Name
KeyType
KeyName

(9) RequestSenderConfig

L

YtF2VTABET 7 AILFT—EIZHT
TH5-0DIDEERELET,

HEREK T~ NTIER L7 HER Y 7
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[EE2Y
mE - - - -
a ConfigurationIndex 074 VRO Ty 7 AZBELE T, | — 1
v
7_
Mg
.
(43) Configurationindex
TrA UEROA YTy 7 AERBELET .
& B-43 Configurationindex
&Rl EXR EHEA F—98 BE
[EE3Y
wE - - - -
a A>Ty 7 AE LoginContext 7 5 A% 1 > A% > A{td | — 1
> HEBICHERET 5001 VB0 Ty Y
P A (jaas.conf ADA >~ T 7 X4) %48
. ELET,
J
%
(44) VerificationConfig
BLMGEICET AERAEELE T,
% B-44 VerificationConfig
&Rl EXR EHEA F—9I8 BE
[EE3Y
wE - - - -
a VerificationKeyLocationList BABREICHV2RICET 2EREEEL | — 1
V2 i—a—o
-
b2
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%]l BR Bz F—98

(45) VerificationKeyLocationList

EBE
[E1E3

EBUPGREICHVSRICET HEHMZHEELE T XELIZEF 212U TNy FTHOBELREOSEEN

(SecurityTokenReference R T/REN £ 9 ) A"wsse:Reference"D5a, ZOEHRD
VerificationKeyStore # 7 CHEE SN -ABITEHEINE T,

#* B-45 VerificationKeyLocationList

&5 2R A 7 J&
B - - -
a VerificationKeyStore EBABREICHV 2 ROREICET 51EHRe | —
S HELET.
-
N
v
(46) VerificationKeyStore
FEAHREICHWSBOFEICET 2EMAEE LT, AV T VRHDEEA,
# B-46 VerificationKeyStore
&5 BR Bz T—98
B | IdRef HEH9 2#% & KeyStore %0 Id B | IDREF
EEELET,
(47) DecryptionConfig
ESICBT 2 BEmEEELE T,
% B-47 DecryptionConfig
el B5R A 7 — 98
B - - —
a DecryptionKeyLocationList BEFICHW2ROEICET 2BREEE | —
> LETS
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EE
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%]l BR

NN |
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(48) DecryptionKeyLocationList
EEICHVAROFEICET 2EREEELET,

# B-48 DecryptionKeyLocationList

Ehl  Bx

B -

oo

NN |

(49) DecryptionSecretKeyLocationList
EBICRV 2 BOFEICET 2HREEELET. 2270V EHD EEA.

DecryptionSecretKeyLocationList

BESICHV2RBOMEICHET 2FHz

FHELHI,

7 B-49 DecryptionSecretKeyLocationList

&Rl BR

B | IdRef

A

R 5#% &L SecretKeyFile B#ED Id
BEOEZIEEL £,

(50) ResponseReceiverConfig

JIZIAMAYE—IZERD

# B-50 ResponseReceiverConfig

&hl BR

B -

a ReceiverPortConfig

M

1B T&E7 7 1L DIEE D

REZTEELE T,

A

Web Y —ERtF2Y 574 a2 EAT 5
SOAP H—VY A% /-ld Web ¥y —E RADT
VERRA Y MNOBEREIEELE T,
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1 Pl
*— g E BE
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%]l BR Bz T—9E BE
(51

=

>

b4

48 B.2 Web #4—ERXtE*a VT L#HERT 7 T I DIEE

Web H—ERAtF 2V T7 4 AHERT 7ALIE, XML7 74V TY, 2Tk, Web¥—ExXtFa
VT4 HHERT 7 A VOER, BRUOERCHETEAREEIY Ty (FER) LOLTHALE
T, B, BFOT—#EIZE, XML Schema OF—#BEZRL TV T,

(1) PolicyConfig

FHEE T 7 AINLDIL—  EETT,

# B-51 PolicyConfig

]l BR Bz T—98 BE
[E1:3¢
B - — - _
= GlobalConfig WebH—E2tF 207« HtEHTHE  — 0
> IR 2 HAIZIEE L 9. BRI, 713
5 GlobalConfig ZEZHNDEIZ T NTT 7 # 1
S IV MEPRESNE T,
b4 RequestReceiverConfig JIIAMA -V REROREZEE - 0
L7, EQAdRS
B LIBE, VI/IA A vE—U%E 1
ROFHIHES TV BN EIPOF v T
EEBSNEE A
ResponseReceiverConfig VARV ARA vt —VUZEROBEZERE - 0
L7, EQAdES
B L7258, VARV AR v —U%(F 1
ROFEHIHES TV BN ESIPOF v T
EEBSNEE A

(2) GlobalConfig
Web #—E 2t ¥ 2 7« HEEETHBIMICHERT 2 RAEEE L E I,
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% B-52 GlobalConfig

&Rl B

B -
a Max-Clock-Skew
M
T
Mg
b Fresh-Time-Limit

(3) Max-Clock-Skew

BRHARZ F = v 79 5BEORMZEICHET 2EMEEELEZ T a>TVEHDIEA.

F B-53 Max-Clock-Skew

&Rl BR sid

B | Value

sid

BHHREZF v 79 HBEOBEBZEICET
HIEMEET LE T, GIEEIE Max-
Clock-Skew BEZHNDEIZTRTT 7 + L
MESRESNET

UsernameToken &3, Timestamp ZEH&
WD Created BZZOFEMAMICET %
Fry 7 EREEELET. BRI
Fresh-Time-Limit EZANDEIZTRTT
73 MEPRESNE T,

UsernameToken B & U Timestamp EROTEZRTH S

Created B3, %7:z1% Timestamp BER D FEFHE Td 5 Expires &
FIHEESNAEICEDWT SOAP X vt —VOERAR% RS
HHEIC, FEREZEREOREOELZ EZETHET S P 21E

ELET, HHETHEZORMIIVMTT,
fEETZ 2HHIE, 1~2,147,483,647 DRITY ., #HESDOELTE

E LGS, £hidfEErERLEE,

(4) Fresh-Time-Limit

0 IUBPRESNE T,

]
[
\
=]

— o

ST

int

BE
[E1E3

EBE
[E1E:3

UsernameToken &3, XU Timestamp EHRWNO Created ZEROFERHARICE T 51FHRZTEE L £

T, IVTUVIEHDEHA,

& B-54 Fresh-Time-Limit

&5l FR Bzl
B | Value

UsernameToken BB LU Timestamp EROFERTH S
Created ZRIIEE S NI B2 R T 2561, EEREZER L

DOEBOEZ ECETHRT A0 E2EELE T,
TBET AL EDRMIEIVBTT,
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%]l BR sid

fHEETZ 2EHIE, 1,000~2,147,483,647 OEITY, HHESDOME
ZEELHE, $REEZER LGS, 300,000 2 UMH

RESNET,

(5) RequestReceiverConfig

VIIAMAY =V RZEROREZIFELE T,

# B-55 RequestReceiverConfig

&Rl BR
B -
a ReceiverPortConfig
>
v
N
b4

(6)

Web ¥ —E¥ 2t F 2 F 1 FtE
DERZHFEELE T,

ReceiverPortConfig

% B-56 ReceiverPortConfig

&Rl BR
B% | Name
My_role
182 B E&E7 7 1L OEEOFHH

A

Web ¥ —VPRtFaVF s HGERLHE
H9 % SOAP +—E A Z7/-1& Web —F
ADITY RRA Y FOBEREILELE T,

A

Web 9 —VE2tF 251 HtEREZHH
9% SOAP 4 —E A 7213 Web F—E 2
O URL 2EELE 7,

T AT R RIBE LGS, TXRTOD
SOAP ¥ —VY 27213 Web ¥ —E 2%t
LT Web¥—ERtFa)F 1 HFHESR
PEEAESNET,

Web =Y 2t F 2V 51 HitERZHEH
9% SOAP ¥ —Y X% 713 Web ¥ —E R
Du—L&%, URITIEELET. ZEL
72SOAP X vt —YDEF 2T AV Y
WT, RoleConfig ZFH D role BHICHEE
ENTWVAEN My_role B TIEE L7
00— L& E—H LG,
ReceiverPortConfig B THEE L - EH

F-9B  EE
GES

> e
GES
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T—98 EE
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]| B%R BTl F—9E BE
(ST
IZfE>C Web ¥ —EREF 27 1 58t
EBEPBEHINET,
a Security TokenConfig tF¥Favl T b= ICETAEFvIE | — 0
~ WEEELET, BBRIIEF 2T b— EAd RN
5 T UICET A A TNAENES DD 1
> FryvZ3EHmINERA.
b4 VerificationConfig BRICHITL2F oy VIEREEELET. | — 0
BEERIIBRICEAT 2 A>TV S D F 713
ES3D0F x v s FEMENEE Ao :
DecryptionPolicyConfig BE T 2F v VIERETEELE T, — 0
BEFRIESLICET A>T D * 713
PESPOF x v BEMS NE LA :
TimestampConfig A LAY I THF =y 71EREE | — 0
ELET, BEEIEY A LAY S ICET F7-13
2RI TR EDIPDFT = v 71 1
EESNFET A
(7) SecurityTokenConfig
tFa2)T4 b=V VICEATAEGHT v VOERZIEELE T,
# B-57 SecurityTokenConfig
Nl BR BTl F—98 f8E
(ST
BE | - - - -
a UsernameTokenConfig UsernameToken BERICHAT5F v 7 | — 0
> HWEEEL 9. AR F 713
P UsernameToken (CB9 258 F = v 713 1
Y EfSNEH A
v BinarySecurity TokenConfig NAFVEeFaUT4 b= VICET S - 0
Fry o EREEE LS T, AIEHI A -

FUEF2UT 1 b= BT B HEIC
o TWBRPEIPOF v ZJIFEHSN
A

(8) UsernameTokenConfig

UsernameToken ZRICET A2 HF v VOBEREZIEELE T,
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% B-58 UsernameTokenConfig

&hl 2%

B | Required

S35 F— g5

tF 2V F 1Y F¥HD UsernameToken BRDEHEEF v | boolean
7950 ESPE"rue", "false", "1", "0"OENSPTHEEL

£9,

"true" 723" 1"E2BELEE, EFa VT oAy YR
UsernameToken BERASTFEL W E ZIHHIGERT 52H 0

ER7 L, SOAP Fault # Au—L %9,

"false"E£7213"0"2EEE LB E, EXF 2V T AV TAD
UsernameToken BZXOEFTEEF = v 7/ E T,

UsernameToken HZMWFEEL THUHELEHE A,

Nonce BEZICETAF = v VIBEHREZIEEL 9. BIEEIZ -
Nonce EZICET A2 H$F v ZI3EHESINTEHA,

UsernameToken BEZEHNO Created BELEICET 2F v 7E | —
WEIEEL T T, BRI Created EZRICEAT 2 H#HI0E- T
WAEPEIDPOF v ZIIEBINETA,

Nonce BERICEHT A2 A F = v VOEREIEELET, 20T oVIEHDERA,

a Nonce

v

F

7 Created

v
(9) Nonce
& B-59 Nonce

&5l FR

B | Required

(10) Created

Ex)2 F—4S 8

UsernameToken EHZMA® Nonce BEXZOFE®EAEZF = v /95 | boolean
»E S pE"rue", "false", "1", "0"OENAPTEELET.

"true"E 7213"1" 2 HE L7254, UsernameToken BEENIC

Nonce BEASFEMELLGWEZIIHHIERTH2HDERE L,

SOAP Fault # 2u—L%9,

"false"E 7213"0" 2 $87E L 72354, UsernameToken BEFEND

Nonce BEZ2DEESF = v 787, Nonce BEENSEELTD

MELEE A

UsernameToken BN D Created BERICET 5 A F v ZVOEREZIBEELE I,
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&K B-60 Created

&Rl ER SHER F—58 B
[Ef3
B | Required UsernameToken EHZEMA D Created EXZDOE®EEZF = v 7§ | boolean 1

A ESpE"rue", "false”, "1", "0"OENDIPTHEELEF T,
"true"E£7213"1"E248E L7254, UsernameToken EHRMWIC

Created EENSBFEELZWVWEZIIHHICERTALDERE
L, SOAP Fault # 2u—L% 79,

"false" & 7213"0" 2 8% L7=5&, UsernameToken ZFEAND
Created BEOE/EF = v 7 ¥7, Created BENHFEL T
LUELEHEA,

(11) BinarySecurityTokenConfig
NAFIVEF2VT 4 b=T VAT HTHT =y 7ORHREZEELL T,

& B-61 BinarySecurityTokenConfig

=Rl EEA A F—S8 BE
[E:3
B - - - -
a TokenValidation BinarySecurityToken ZROREICE T 27 = v 71E#RE | — 1
> BELET,
5
v
b
(12) TokenValidation
BinarySecurity Token ZZROMEICE T 5758 F = v 7 DIFMEZIRE L 9
#* B-62 TokenValidation
]l BR iEA TF—9E BE
o4
B - - - -
a X509TokenValidation X.509 ;EBAEOMGEICRAT 5 F = v V1E# | — 0
S ZEELET. COEENVEESNTVS F7-13

Ba, 2E L7 SOAP X v t—12 X.509
FEBAZ @ BinarySecurity Token E5&
(ValueType A%"http://docs.oasis-
open.org/wss/2004/01/0asis-200401-
wss-x509-token-profile-1.0#X509v3" ¢
% BinarySecurity Token E3%)
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Erl B 588 7
PEELZVWES, AHIERT 200D L
H7: LT SOAP Fault #2u—LE9,
BWEREIE X.500 FEBABORIEICHT 245
IS TWAREIDPDF v JITERS
nEth,

(13) X509TokenValidation

X.509 FERAE ORGEICRIT 2 58 F = v VOBHEEEL 7

#F B-63 X509TokenValidation

&Rl &R 5HEA F—S 8

- - -

a AuthorityCertificateLocationList | X.509 iEFAZOMIEICET 5F = v | —

> B EEELE T,
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%

(14) AuthorityCertificateLocationList

X.509 FERAE OMRGEICRIT 2 58 F = v VOBHERE L £9

# B-64 AuthorityCertificateLocationList

Erl B 588 5

B - - —

a AuthorityCertificateFile X.509 ;EFAZ OELFREICER T A | —

> BT 7 AVOEREEELE T,
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(15) AuthorityCertificateFile
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# B-65 AuthorityCertificateFile
Bl Ex

B | Name

(16) VerificationConfig

i

57—

X.509 SEEAEDOFELIRIEICER I S3EAE | String

Tr7ANVEBEEELE T,

EBE
[E1E3

BRICEATAF v VIEREIEE L £9 . VerificationConfig BROIEENSH D, BHP SN TV

Ay —V%ZEFELHERTHICERTSHDERZ LT, SOAP Fault ZAu—L %9,

# B-66 VerificationConfig

=5l ER
B -
a SignatureMethodList
M2
7 CanonicalizationMethodList
2
b

SignatureTarget

(17) SignatureMethodList

Bt

BETLVIY)ZALICET 2T = v VIERE
FEELET,

EHRIETVTY ALIICHET 2F = v 7 E#R
ZIRELE T,

EAEMICET S oy VEREEELE
—a—O

BETNVIT)ALICETSF oy VBEREZEELET. ZEAVE-—IJFHOBLZLTILIY XLH, TOE
# 0 SignatureMethod # 7 TIEE L7z, EOT7ILITY AL EHB—FLEWIEAIL, HHHIERKT AL

ER LT, SOAP Fault # Au—LZ% 9,

#* B-67 SignatureMethodList
&Rl BXR

B -

SignatureMethod

oo

NN |

8RB T&E7 7 1L DIEE D

HiH

BZTILITY ALICET AEREIEEL
9, BIEEHIBERTILITY XLICET
BHEIHESTVWEREDIPDF =y T
3EEINEE A

ML

— 95
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(18) SignatureMethod
EEZTIVI) ALICETHEREZEELE T 20T VDD EH A

#* B-68 SignatureMethod

el BR Bz 7 J& BE
(ST
B | Algorithm ZEQCUERELEZTLITY XLO anyURI 1

URI Zf5EL £ 9,

(19) CanonicalizationMethodList

EHRIETLT) ZLICETAF 2w 7BERZIBELE T, ZEAvE—VFOEHRETILITY XL, &
DOEFEO CanonicalizationMethod ¥ 7 CHE L7z, EO7LITY AL EL—H L WEAIX, FHHHIE
KIAHHbDERZLE LT, SOAP Fault ZAu—L %9,

& B-69 CanonicalizationMethodList

B/l Bk SR F— 98 o5
S50
R - - -
a CanonicalizationMethod FHEE7LTY LT AIBHREIEE | — 0Ll E
S LEd, BIEIERLT LT LI
5 BT A5 HHICIE>TWADREI LD
S FryZI3ERSNEL A,
V4
(20) CanonicalizationMethod
EFAETILTY ZLICETABEREZEELE T, 20T 0VIEHDEEA
# B-70 CanonicalizationMethod
‘Rl Ex SR F— 98 i
E%
Bt | Algorithm ZER TR L EFLT L TY XALD | anyURI 1

URI 28 L £ J,

(21) SignatureTarget
ELEFICHET 57 = v VEHEEELE T,
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#* B-71 SignatureTarget

=5l FR i8R T—9 8 BE
@
B | Part BLEFTE 725 SOAP TR —7Hd | enum 1
ILAVIZEELET. Xvt—Y0D
BERZEMPZOBEICIEE LI & 2
T BGE, AICERTASBDERLTL
T, SOAP Fault # 20— L% 9, fHE
T % B{EIZ"Body" 2 T .
a TransformMethodList FNSURTH—LTILITYRLICET S | — 0
> BHREIEELET, BRI NT R F713
Pa T —LTNTY RLIET BHIRES 1
. TWBEDPEIDPOF v TIFEBSINE
N
Hho
>

(22) TransformMethodList

FIUAT =L TNT) RLICETA2BEREEELE T ZEAVE—IVFDOINFT VAT +—LT7 LT
Y XL, ZOEZHZD TransformMethod ¥ V' THEE L7z, EOT7NLITY ALEDH—HLZWVWEEIX, FH
$HCERTHAHBDERZLZ LT, SOAP Fault 2 2u—L %9,

&R B-72 TransformMethodList

Nl EEEA A TR B
(51314
B - - - -
a TransformMethod FTYARTA—=LTNTYRLOTIVT | anyURI 0Bl E
> D ALEHANFEIEELE T, BIEEEI

SURT A —LTILT) ALICET A5
TS TVBPESIPOF = v 7I3E
BEINETA

NN |

(23) TransformMethod

NT VAT —=LTINT)ALDTIVIT) ALHBAFEIBEELE T, 0T VIEHDFEH A

x B-73 TransformMethod

eVl EEEA A > =273 B
(5134
B | Algorithm ZERTOUENER N TV A7+ —L47 | anyURI 1

VI ALD URI ZEELE T,
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(24) DecryptionPolicyConfig

BEEICET A2 F = v V1R ETEE LT 9. DecryptionConfig BERDIEENH D, BE(SSINTVZR
WAy —U%ZELEBAIE, HHHGERT20DERL LT, SOAP Fault # 2Au—L%9,

7 B-74 DecryptionPolicyConfig

=Rl EEA A F—S8 BE

[E1E:5¢
B - - - -

a DecryptionTarget EELEFTICET 5F = v VIERERE | — 1

S LEd,

-

M

v

(25) DecryptionTarget
ESLEFICET 2 F = v Z7IEWZIEELE T,
#* B-75 DecryptionTarget

eVl B A F—98 B
[EE
B | Part EELT AEFTE %5 SOAP T>RNu—7 | enum 1
HOILAY MEEELET. Avt—2
DEBLER D Z OBHICHEE L7z @&
B HEE1E, AHHIGERTAbDERR
LT, SOAP Fault # 2u—LE 9, 1HE
T& A EIZ"Body" 7213 T,
Type EELT 2EFOBE(LY A 2 EELE | enum 1
I HETEAMEIL"Content" 7213 TF s
a DecryptionConfig BE T 2F v VIERETEELE T, — 1
M
T
Vg
v

(26) DecryptionConfig

BEELICHET A2F = v VIEREETE L £9 . DecryptionConfig BEZRDIEENH D, S SNTINZ
WAyt —U%ZELEHEAIE, HHIGERTSBDERZLE LT, SOAP Fault 2 Au—L %9,
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# B-76 DecryptionConfig

&Rl B

BT -
a ContentsDecryption
M
7 KeyDecryption
M
P4

(27) ContentsDecryption

sid

Ay —VABOESLICETA2F v
BREEELET,

BEEIERT 2RBOESLICEAT STy
JE#EIEE LE 9. EncryptionType
7"ContentsEncryption"®H&IIARET
a_o

Ayt —VNEDESICEAT ST = v 7IERZIEELX T,

#* B-77 ContentsDecryption

Ehl  BXR

B -
I DecryptionMethodList
M

NN |

(28) DecryptionMethodList

BELEFFOBES 7 LT ALIZET 3
Fry EREEELET. ARERIE
SLEFROBEE7 LT ALICET 5
S TVB P ESIPOF = v JIFE
BINEEA

F—S 8 ERE
%

- 1

- 1

F—4S 8 EE
%

- 0
Eade

BEELEFOES T ILIT) ALIICETLF v V7HEREEELET. REAvE-—YHOBST7 LI X
L, TOEZHZOD DecryptionMethod # 7 THRE Lz, EOT7NLIT) XL EB—HLzWEEIE, it
IGERTAHHDERL LT, SOAP Fault # Au—L %9,

% B-78 DecryptionMethodList

&5 BR

B -
a DecryptionMethod
M

NN |

8RB T&E7 7 1L DIEE D

A

BELICHWARES 7 IILITY X AICHET
HIEREBE LT, BIERIIESLIC
FAWaESTILIY) XLICET 358
HoTWBEDPEIPDOF =y 7IZERS
nNEHA
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(29) DecryptionMethod
BEEICHWAEE T LITY XLICET AEREHEELET. 20TV REHDEEA.

# B-79 DecryptionMethod

Ehl 'R A F—9IE

B¥ | Algorithm ZEATCAUETESESTLITY XALD | anyURI
URI Z#EL £ 9J,

(30) KeyDecryption
BEIERT 2BOESLICET ST v VIEREZTEELE T,
# B-80 KeyDecryption

&Rl EBXR S8R F—IH
B - - -
a DecryptionMethodList BEELEFTICEYT 55 = v VIERERE | —
> L9, AEERIESLEFRICET 57
> FHIE> TVBPESIPOF v JIFE
< EENEHEA
v
P4
(31) TimestampConfig
FALAY TICETHF v VIERETEELE T,
# B-81 TimestampConfig
= BR HEA F—IE
B | - - —
a Created A LAY TERD Created BRICEHT  —
> 5F v JEREEELET. AR

Created BEZRICET 2G> T 5D
E3DDOF v JIIEBEINERTA,

NN |

Expires YA LAY TERO Expires BRICEHT | —
BT v VEREIEEL LT BRI
Expires ERICHET 258> T 50
EI3DPDOF v 7 I3EBEINER A

8RB T&E7 7 1L DIEE D

EBE
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1

EBE
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F o
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(32) Created
T ALRY VTEROD Created BERICETAF v 7ERZIEELE T, I>T7 VDD FEHA,

X B-82 Created

&Rl EEEA E7EA 5 JE BE
(=131
B | Required YA LAY TERZNOD Created EROF | boolean 1

EEF TV ITHPED D

%"true", "false”, "1", "0"®ENLTHE
ELET,

"true"E 213" 1" ERE LB RY A LRY
v TEHENIC Created BEREDEE L 215
HEHHERT AL DEREZLT,
SOAP Fault # Aa—L %9,
"false"E£7213"0" 2 IEELI2BE, Y1 LA
5 > TEZRNO Created BERZOHFE%
Fzv 27 LEHA,

(33) Expires
A LAY TEFRD Expires BRICHAT 2F v VBREZEELET. I>T 0V IEHDEHA

# B-83 Expires

el B5 e T—98 BE
(ST
JB¥ | Required YA LAY > TERNOD Expires BZODA | boolean 1

J|EF v ITENED D

%"true", "false", "1", "0"OEhHTH
ELET,
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