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1. This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit. (http://www.openssl.org/)

2. This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)
3. This product includes software written by Tim Hudson (tjh@cryptsoft.com)

4. ABRIC1E OpenSSL Toolkit ¥ 7 b7 = 7 % OpenSSL License 3 & U Original SSLeay License
IZPEWERA L TWE 9, OpenSSL License 3 & U Original SSLeay License IZEL RO &EHB D T,

LICENSE ISSUES

The OpenSSL toolkit stays under a double license, i.e. both the conditions of
the OpenSSL License and the original SSLeay license apply to the toolkit.
See below for the actual license texts.

OpenSSL License
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* Copyright (c) 1998-2019 The OpenSSL Project. All rights reserved.
* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:

* 1. Redistributions of source code must retain the above copyright
* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in

* the documentation and/or other materials provided with the

* distribution.

* 3. All advertising materials mentioning features or use of this
* software must display the following acknowledgment:

This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

* 4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
* endorse or promote products derived from this software without
* prior written permission. For written permission, please contact

* openssl-core@openssl.org.

* 5. Products derived from this software may not be called "OpenSSL"
* nor may "OpenSSL" appear in their names without prior written
* permission of the OpenSSL Project.

* 6. Redistributions of any form whatsoever must retain the following
* acknowledgment:

This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit (http://www.openssl.org/)"

* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “"AS IS" AND ANY
* EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
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* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR

* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR

*ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

* SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

*NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

*HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED

* OF THE POSSIBILITY OF SUCH DAMAGE.

* This product includes cryptographic software written by Eric Young
* (eay@cryptsoft.com). This product includes software written by Tim
* Hudson (tjh@cryptsoft.com).

:;:/
Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)

* All rights reserved.

* This package is an SSL implementation written

* by Eric Young (eay@cryptsoft.com).

* The implementation was written so as to conform with Netscapes SSL.

* This library is free for commercial and non-commercial use as long as
* the following conditions are aheared to. The following conditions

* apply to all code found in this distribution, be it the RC4, RSA,

* lThash, DES, etc., code; not just the SSL code. The SSL documentation
* included with this distribution is covered by the same copyright terms
* except that the holder is Tim Hudson (tjh@cryptsoft.com).

%
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* Copyright remains Eric Young's, and as such any Copyright notices in

* the code are not to be removed.

* If this package is used in a product, Eric Young should be given attribution
* as the author of the parts of the library used.

* This can be in the form of a textual message at program startup or

* in documentation (online or textual) provided with the package.

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. All advertising materials mentioning features or use of this software

* must display the following acknowledgement:

* "This product includes cryptographic software written by

* Eric Young (eay@cryptsoft.com)"

* The word 'cryptographic' can be left out if the rouines from the library

* being used are not cryptographic related :-).

* 4. If you include any Windows specific code (or a derivative thereof) from
* the apps directory (application code) you must include an acknowledgement:

* "This product includes software written by Tim Hudson (tjh@cryptsoft.com)
* THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ""AS IS" AND
* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
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*HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT

*LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

* The licence and distribution terms for any publically available version or

* derivative of this code cannot be changed. i.e. this code cannot simply be

* copied and put under another distribution licence

* [including the GNU Public Licence.]

*/

This product includes software developed by the Apache Software Foundation (http://
www.apache.org/).

Portions of this software were developed at the National Center for Supercomputing Applications
(NCSA) at the University of Illinois at Urbana-Champaign.

This product includes software developed by the University of California, Berkeley and its
contributors.

This software contains code derived from the RSA Data Security Inc. MD5 Message-Digest
Algorithm, including various modifications by Spyglass Inc., Carnegie Mellon University, and Bell
Communications Research, Inc (Bellcore).

Regular expression support is provided by the PCRE library package, which is open source
software, written by Philip Hazel, and copyright by the University of Cambridge, England. The
original software is available from

ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/

This product includes software developed by Ralf S. Engelschall <rse@engelschall.com> for use
in the mod_ssl project (http://www.modssl.org/).

This product includes the OpenSSL library.
The OpenSSL library is licensed under Apache License, Version 2.0.
https://www.apache.org/licenses/LICENSE-2.0
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B E{FE
All Rights Reserved. Copyright (C) 2020, 2023, Hitachi, Ltd.
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B £ HTTP/2 #EHFDHE, KeepAlive B DOMRRE /21X HTTP/2 BEDOKR T TH—N
Tut IFETHOREE 2D 9, ETHKT LaVEAEIEX, HWSGracefulStopTimeout 7« L

T4 TIHEE L5 REPERT 2 EHTLET,

+ configtest

AVTATT7ANDXEF v 7% LET, XELT—HHsE, HEILIT—Avyt—V%2FRL
F9, COF TS arEEELLEEE, HTTP Server I3&E# LEHA,

* help
httpsdctl DNV T E2FRRSHEE T,

(3) icEIEERAGE
HTTP Server O#28) # 29 51C1%, FIH Ot A 2R LTSV, 3B/, [4.1.4 HEEHEICO
Wl o [(3) #lfE~at 20E#R] 2B LT EE 0N,

%7z, HTTP Server 28&& L7-dH &, TT7—aZ I TORA vy —IPHITENTWSZ EZRERLTL
P&V,

Cosminexus HTTP Server /X—< 3> (Unix) configured —— resuming normal operations

(4) GERB

HTTP Server ##& L £ 7,

export PRFSPOOL=/0opt/Cosminexus/PRF/spool
/opt/hitachi/httpsd/sbin/httpsdctl start

(5) FEEIR
* httpsdctl stop 3 & U gracefulstop 12 &% Web ¥ —/\MEIE#EEITRIC, HTTP Server D 2> 7 «
77 7 A VOERNPAEZESE, httpsdctl DFEITIFTT—E7% 0D Web T —NIHMELELEE A

« httpsdctl restart 3 & Of graceful I2 &5 Web ¥ — B EE{ TR, HTTP Server D3> 7 1 &7
7 7 AIVOEBERNARERGE, hitpsdctl DFEITIZITT—E7% D Web H—NIZEIE LW THES L
FTHEA

* httpsdctl 2< > FIiZ&k % HTTP Server O#c#), HiE#HE I MELBRIEZET LB, BHFTETH
FOEILZETERT A v —VIEHTShER A,

» KeepAlive iR £ 7213 HTTP/2 @S OIRE T httpsdctl gracefulstop 12 &2 Web #—/\E1L#
E% 3T 5L, KeepAlive BROMKRE 21X HTTP/2 BEOKTE T —NEIENFl-SNET,

s O2T7 477 7A)IE, /opt/hitachi/httpsd/conf/httpsd.conf ZHEAH L %9

2. BRO#EfFEEE, EIE (UNIXAR)
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« httpsdctl stop # & O gracefulstop (2 &% Web % —/VE - BIESE(TRIC, PidFile 74 L7 T 1 71
BELLET7 7 A VEHIBR LSS, $EE7 7 A VOREANBZEE L-5E, httpsdetl DFEITIX
I7—k72D) Web B —NIZEIELEE A,

o httpsdctl 2~ > REfTHIC HTTP Server 25R# L2 WIBESH D £9, 35, [4.1.12)(a) HE
=) @ [PidFile 7« L7 7« 7] ICB9 55C&, 7213, [4.1.2(2)(a) ®ER] © [PidFile 7« L
JT 4 7] ICET AEEHE TS ZE 0,

2.4.3 HTTP Server Zi{&£#) 9% (httpsd I7 > R)

P—NDIL—bF ¢ L7 ~)% httpsd.conf 7 7 1 LZEIEE L TEE T HIHHI, TOHEZHEHL T
BLEI,

PRFSPOOL BIRAMZEE L7cd & Thttpsd 27> FEZETLTLZE W,

(1) X

/lopt/hitachi/httpsd/sbin/httpsd ((dFaL2Kr)) (-f 274)L8) (-RF4LOUKMY) |-v
_t]

2) #F>ar
c dFALTRY

ServerRoot T4 L7 T4 TN A> T 4 77 7 A IIHEEESN TV EWVWESD, F7 4+ MEXIEET
EERI

« fT771IL%

YT 4 7T 7ANDINAEBETEET, MM/ SR F721% ServerRoot 7T« L7 7« 7 OIBEMED 5
DOERISATIEE L £ 9. REXERIL, /opt/hitachi/httpsd/conf/httpsd.conf #{EH L 9,

s RFsLITKU

DSO EfT7A4 77 UDBEHESNT VBT 4 L7 MY 2/ SATIHRELE T,
Y

N—=2 3 VEREFRRSEET. 2OF T2 3V E2IFELLEAIE, HTTP Server 38 LEH A
. -t

AT AT T7ANDEF 2y 7% LET, ELT—HHbL, HEILITI—AvE—V%FRL
9, COF TS arEEELLESEIE, HTTP Server IZ&E& LA,

(3) BEFLE
kil 2= > RTHTTP Server *xBE#HTZ£ 7,

kill {-HUP | -USR1} “cat PidFileT 1 L 27 1 Ji5E(&"

2. BRO#EfFEEE, EIE (UNIXAR)
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- -HUP
httpsdctl I~ > R restart IZHA T 2HEEHZ LET,

» -USR1
httpsdctl 2~ > R graceful ICHEHHd 5 FHiCEi % L £ 9,

« PidFile 71 L7757 1 J18E(E
PidFile 74 L2754 7 CHELIE(7 7 A VEZ)ZHELE T,

(4) ¥THE

httpsd =~ > N T HTTP Server 28 L7256, RITRT IV REEFLTTuLA%2&TL, HTTP
Server Z21E L TL 72 &0,

kill {-TERM | -USR2} “cat PidFileF« L o541 JiEE@E"

* -TERM
httpsdctl 2~ > R stop I T 5EEE LE T,

» -USR2
httpsdctl 2~ > R gracefulstop I T &% L9,

(5) RCENESRSIA

HTTP Server DiEEE ZMERT 51213, IOt A 2R LT ZE W0, 3lx, [4.1.4 BEEEICO
Wl o [(3) ﬂ@fﬂﬂ}@%ﬁjéﬁﬁbf<téuo

F7-, HTTP Server 288 L7-H &, T5—a I TROX vt —IPHAEINTWAZ E2RERLTL
7280,

Cosminexus HTTP Server /X—< 3> (Unix) configured —— resuming normal operations

(6) EFEFIR

httpsd 2~ > REfTEIZ HTTP Server 2 2# LA WIGEELH D 97, 3L, [4.1.12)(a) &=
@ [PidFile T« L2757« 71 ICBET 5E0E, F721%, [4.1.2(2)(a) EE&L] @ [PidFile T« L7 T+«
71 ICBd BEEE TSRS 0,

244 —fxd1—7ho > NMIKBER
HTTP Server I&, @EOERFIEE LT, A—/S—1—HICLZERZEELTCVET,

A VAN=)VULIZIRETIE, A—NN—2—VICLBERANTEZA LI IIKERENESINTVET,

2. BRO#EfFEEE, EIE (UNIXAR)
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DT ENS, A=—N—2—FUHNO1—-F (LI'N, —fk2—F LU ET) TEHT S5E, HTTP
Server O ﬁ774w$%L?674b7FU 77 AINVOEEEBENEROEESNEICZDET, £
7z, HTTP Server O—EBDOMEEEIC O NWTIE, —RI—FIC X ZERIIFIREIEICZ 208D D FT,

ZITlE, A== —HFE— 1 —-TFDE,, —fx1—I2L5 HTTP Server #:EHT 2720 DRE
HEE 5, BIREIEICOWTHBELE T,

(1) |OtADER
A—=)N—1—HF-F— L —TFER LS, HTTP Server D&%t ZADOHERE#IRISRLE T,

x2-2 BFOLADER

IEES 7OtR A—=N—1—HIC&2ER —fiE1—IC Kk BER
1 il PASE A== —4F — L —
2 rotatelogs, rotatelogs2 7’u
S
3 VR AVAS R User, Group 71 L7 7 4 7 THE Lz 1—¥,
TN—F
4 CGI 7ut &

(2) UNIXIESBIFBDRA—N—21—HE&—iRI—HFDEL

UNIX I2BWT, A== —FE—RI1—HFEE R, VATLOEEEERZHE O I —FITHDET,
UNIX IZBIF A A== —HF L —RI—TFOHEEDOER (—fl) ZRIIRLET,

XK 2-3 UNIXICHBIFTBRR—/N—1—HF&—fxI1—tFDOERDERE (—Hl)

R& EIS Z—/S—1—Hf —f1—
1 BloL—FHEs LSOk 20ELE o] RET
2 well-known A—+ (1023 B ROAR— ) #BL Al ANH]
3 HRICFHARD /EEAAERDPEL 5N TVWERVWT 7 E) Zal

ANNDT 7+t R

—f& 21—+ HTTP Server #:&Ff 9 5354, HTTP Server O#|fHl 7 10t X DR N —fi% L — T HER THY
B3 5728, ZOEEDEHIA—/S—L1—FTHTTP Server 2 EH LB EEELL2EEPHVET,
L7z > T, —&L—4CTHTTP Server 2R 9 25&1%, A—/N—21—HELOERODERELEFHL L
NOBRIBEEZEET L2HLESH D E I,

(3) VY—ADFRBE - TIN—TDEE

HTTP Server ®a > 5>y, wmRET 7 A IIVEE, BEIOHTTP Server BEIET ARICT Vv A9 54
T7A4N T4 L7 MJIZOWT, UNIX L COFREE - JV—T2ZE LT,

2. BRO#EfFEEE, EIE (UNIXAR)
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RIER, 1> AM—=LT« L2 MY (/opt/hitachi/httpsd 74 L7 b V) DIROY YV — A L TIEE
EARETT,

R, VYV —ROFEE « J)V—T%2TIR L7 WEEE, BEEEORNICHEAEDY VYV —AIIx LT, A
BEEIN—TERELTBEET,

REF(EEIY, A—NN—2—FTETLET. REFZLUTITRLET,
(1)

/opt/hitachi/httpsd 7«4 L7 hULIRDO Y V=Xt LT, FiEEE IV —TO—EZEKT 5,
ls -LlaR /opt/hitachi/httpsd

BHEEEILX, A—N—Z—HPTETLIT, BEFAZUNIRLET,
(1)

/opt/hitachi/httpsd 7«4 L7 b ULIRDO Y Y —Z1Zxt LT, FiA#H (hwsuser) & 7L — 7 (hwsgroup)
EBEG B,

chown -R hwsuser:hwsgroup /opt/hitachi/httpsd

(4) httpsd DcE
HTTP Server &M 95— 1 —H2{EHL T, httpsd Z#EEH L TS,

httpsd DRI F 2 I3HBE# T 5HE1, EFREFU—KRI - TRIELTIZE W,

(5) HHIPREIR
IR A<y P, —fRI—VFICLDERIIHB L TVWERTA, A=/ —Z—HFTERHL TS,
* htpasswd 2~<v> K

* hwscollect a<v > F

* hwsserveredit 2> F

* logresolve 2 v > K

» openssl.sh a<> K
—fR L —FIC K ZHEATIRIRIITRT T4 LT TIIEETE LA EEPH > THEEL 7,

« Group T4 LT 47
s UserT4 L7747

— gL —HIc K BHEATIE, wellknown RA— b (1023 FLUTDOR—bF) 2SI ENTEE A

2. BRO#EfFEEE, EIE (UNIXAR)
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DTROT 2 VI T4 TICAR= I EEE2IBETABIIFEL TLZE 0,

e ListenT«4 L7547
e Port ¥4 L7547

2. EROEFHCES, =B (UNIXR)

Cosminexus V11 7 U4 —3 3> —/\ Cosminexus HTTP Server
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EROEE s, F1IE (Windows hR)

CDETIE, HTTP Server Z&RT BHIlC, FI>THEVLWTWEEEEWCESKLVEFEFIEIC
DWTEHBAL X T,
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3.1 HTTP Server &R 9 37N> AT LB

HTTP Server 2389 57D E L Y AT LERBICOWTHBELE T,

3.1.1 N—ROT7#E

(1) H—N

HTTP Server O@EA#KESS, [FHITAXTIVMEEBIVO T AZEHEAERIIOWVWTIE, YVU—A/)—}+%
ZHLTL7ZE 0,

(2) 73147~k
Web 75 7 ¥ 5B {E T & BHHK

(3) Ry bMNI—TRE

o f =YXy rREDRY VT—2 (WNE)
o XA VR—LVATLY =N (EE)
s U—RNNF Y (EE)
SSL7Z7t5L—% (&)

« 7747 UA— ({ER)

3.1.2 Windows {ERRFDFEEIE

(1) v RETIROFESEIE

Windows T HTTP Server ZB{ESHAEE, COVZa T HEINTVWEII7 Y RIZITRTEH
EHRTETITALEIHDFT,

HTTP Server OHiE OSIc2oW\WClE, v=a27)I [77FU 4 — 3P —)\ & BPM/ESB &8 #3i] %
SR L TLZE 0,

HTTP Server ®a~> Ri, [BHEEZ :  av > R ur 7] TEFLTLEE N, [BEE  av NS
Oy 7M1, BOSTEMBINTVWAEERZFHLTEE LTSN,

(2) BET 71 INEFHRKOFREIR

Windows T HTTP Server O&RE7 7 1 V2 EH; T 25E1E, BHIT 257075203 EHEEERT
FEITLTL S0,

3. ERO%#EEEEE), F1E (Windows ki)
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HTTP Server OFi#E OSIZDOWTIE, v=a 7)) [7FV 4 r— 3 43—V & BPM/ESB & 3] %
ZHLTLZS 0,

3. BRO#FELiEE), F1E (Windows HR)
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32 4A2AMN=NLETA2AN=L

HTTP Server i& Application Server @A > 2 h—=LiZ k> THEHATEE T,

Application Server O Y A =L ET VA VAR —LOFEFIROEB D T, FFMFIEICONTI,
Y=aTN [TV =2 a v =N VAT LREE - ERNA N 2SBLTLIZE 0,

s 1AL
AV AM—F%FHALET, HTTP Server iFIROT 4 L7 UL VA P—LENET,
<Application Server ®1 > A b —J)LT 4 L 7 k1) >¥httpsd

s TUAYAM—I
PPA YA M—F2ERLET,

3. ERO%#EEEEE), F1E (Windows ki)
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3.3 EFREZERT D

HTTP Server OFME*EHET A7 7 A NICODVWTHHALE T,

3.3.1 RIEODERSGE

(1) T L7 NUEHE

HTTP Server 24 YA b= L7EED, T4 L7 MIERZIRIORLET. COEMIIEFELZZWTL
728,

®3-1 F1L7NJER

AVRM=LETALY R

Lhttpsd JL—bT 4 LY+ (httpsd. exe)
Fadmin
| Lbin BEY—N\BREERI Y FHE#MT 1 LY k1) (httpsd. conf.org,
| hwsserveredit. exe, hwsconfigedit. exe)
Fbin ETIT7 A IVET« LY~V (htpasswd. exe)
Fcgi-bin GITRTSLBRT ALY R
Fconf BREIT7AIEMT 4« LY~V (httpsd. conf, mime. types)
| Lssl SSLART 1LY R
| Focacert CASEBAZ#EHNT 4 LY R 1)
| Forl CRLEEMATA L b 1)
|  Lserver H—sRE R —/\GBERTA LY MY
Fhtdocs FIAIEEXa A MIL— T2 L% R (index. html)
Ficons TAAVEBEMT ALY R
Finc lude NYBTFALIEMRT ALY LY
Flibexec HESATSUBMTA LY LY
Flogs o4, 7OotRD7 74 ILEMTA LI Y
Fmodules ED 21— )L T 4« LY ~1J (mod_expires. so, mod_headers. so,

| mod_http2. so, mod_hws_gos. so, mod_proxy. so, mod_proxy_http. so,
| mod_proxy_http2. so, mod_proxy_wstunnel.so, mod_reqtimeout. so)

Fsbin O U R#EERT « LY k1) (logresolve. exe, rotatelogs. exe,
rotatelogs2. exe, hwstraceinfo.exe, openssl.bat)

Fservers ER— N\ REERT ALY MY

Lss| OpenSSLT 1 Lo k1)

2) A>T7«4TT771)L

HTTP Server OEMERBIBEZ EHRT AT 7 ANEIL T4 T T 7ANEVWET, B, A2 T4 7774
LD R MFUANZ, 2 LF NS b XEB X Unicode OfBIXFIXEETCE T A, /7, IV T4
T77AND 1TICIEE R FEH O LRIE, 8191 XFETT,

77 A IVORABERIILET,

x3-1 A>T747 771 ORA&E

T771I%E & TR
httpsd.conf HTTP Server OEERIZA ST+ LT+ T CERLET. VAT LEHEVEHEL O
ESCIS

3. BRO#EfFEEES), FIE (Windows hR)
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7713

mime.types

.htaccess

Include 7+ L7
T4 7T THRELL
774

(L)
O 1RERMT 5,

g

aAVTFIDT 7 ANMERTEIY T 4T (MIME ¥4 ) OBEDSTZ2EELE
To VATLEHENEELET,

fEEERZ, TypesConfig 7« L7 T4 7OHMAESIHL T 2 &0,

TR AEEERT AT I/ELAI PO =L T 7). BRBEIIGUTIY RI—¥D7
IR AT BT L7 P TRIERLE T (5740 b7 74 L 41d.htaccess) o

HTTP Server OBIERIEZ KRBT A L VT4 T CERELE T, YVATLEHEENSEHL
F9,

X RERME L 2

VT4 777 A NVOEERZRISRLET,

3. ERO#EFCES), =B (Windows iR)

TREEEH
O

Cosminexus V11 74— 3 >4 —/\ Cosminexus HTTP Server
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3-2 A7 7771 IILDOEE
H—/\

httpsd. conf

mime. types

TypesConfig conf/mime. types >

ErrorLog logs/error_log
ScriptLog logs/script_log oy 2z74IL
CustomLog logs/access_log -+
TransferLog ---

PidFile logs/httpd.pid

AccessFileName . htaccess ——¢

b—HT 1 7«4 L% kA | _htaccess
Lo kY
7«4 L% kB | .htaccess
74 L% R1C | .htaccess
HTTP Server
X é (] X
Web D 5 o4

3. ERO#frEicE), F1E (Windows ki)
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3.4 EEEFIE

HTTP Server BB K MEIEFIEICOWTHBELE T,

3.4.1 HTTP Server MicE), =1k

HTTP Server #4 > A b—)L 9 5 &, "Cosminexus HTTP Server'&E WHZOY—E A E LTIV AT
LIZBHEINET, COLE, FEEBITAT-—ELRAELTEREINSZO, YATLEEHRICIZIEEIRE
BInhEFthi,

HTTP Server 2%, BB IXUOHEEHT 2121, ROFEIFPHD ET,

« Management Server 2> 6% —E 2 & LT O#EE, E1LE L OHEZEH
e IY b= INDPSY—ERELTORE, FIk
« AT NFur 750, #ikBIUHEES

HTTP Server 2 —E A& LTEITITHHEDL—HT AV Y ME, 4 VA M—LREKT
IZ"LocalSystem" 9, HTTP Server i&, CGl 7u2' 54, APIEHREY 2 —)LE2&D, COI—F7
HI Y NTEFTENET . TNUHNOI—FT7H T2 b TEITLIZVEEE, [342 —B1—F7hY
Y MK BER] 2BRLTIES W,

(1) Management Server h5H—EX & U TOEE), FLEHJUBEIEE)
ML, v=aT7 U [TV =y a y =N BREER - IVBRENA N © [41.2 AT LD
BAE] £7213 1414 VAT LDOEILSAE] 22BL T30,

(2) a>hO=-INRIIDSH—ERXEULTOESR), =L

I b= ISRLD 5T —E AEHEZFRL, RIS [Cosminexus HTTP Server] ##iRL T, #£ET
2EEE [FBEO)] K7, BT 5583 [EIL(T)] A28 LEd, Y—ERAEED 5 DOFHIEE
ETEEHA, IVT4 T T 7A40MIE, 42 A b= /httpsd/conf/httpsd.conf ZEH L 9,
(3) A R7OVTFHSDEES, FLESIUBEIESR

avy R7ar 7 b6 httpsd v RE AN LE T, httpsd I~ > RIZOWTIRICHBAL £ 9,

(@ mx

"{Application Server®4A4 YA h—JLFT 4 L& N >¥httpsd¥httpsd.exe” [ [(-d T4« Lo ~)]) [-f
7274I0W%) [ [(-n "H—ERL”) [~k {start | stop | restart | gracefulstop | install |
uninstall} J ) | -v | -t )

3. BRO#EFEES), FIE (Windows hR)
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by #F>3>

c dFALI MY
ServerRoot T4 L7 T4 THAV T4 7T 7 A NMIHEEESN TV RWVWERD, T7 4 MEZRET
xE9,

c f 771405
AV T4 T TFANDINAZIEBETE LT, #E0/SA X713 ServerRoot T« L7 5« 7 DIEEM@ED &
DX /SATIEEL LT

e -n"Y—E2RZ"
HTTP Server D49 —E AL ZEELE T, $—EL2KI1L, " GIARK) THATEEL TS,

Y-V AZIIEETE A XEHO LRIEIR, 128 XFETT, ¥—ERA%IE, ASCIIZ—RTIEELT
7Z&EWV, 7o, WIIRIXFIIEETET A

¥ MBI — R, SLFNA P XE
P—EZAZDOT 7 + )L MEE [Cosminexus HTTP Server] €9,
KA T a v RIBETHHEE, kAT arbGbETHEET 2DENHDET,
» -k start
HTTP Server ZE#H L 9, -n "V —EAZ"PEESN TV L5EIE, ZHT5V - AzEHL X
ER
» -k stop
HTTP Server 221 LEF . n " —EAR"PEESNTVEHEEIE, ZEITHT-—EAZEFELLE
ER
» -k restart
HTTP Server = HiL# L £,

» -k gracefulstop
HTTP Server #5E{EIELE T ETHOT—NZAL v R, EFKTRICEILELE T, KeepAlive
Bt £ 721X HTTP/2 BEFDHS, KeepAlive #iGEDMERE I HTTP/2 BEDOKTETH—N
Tt RFETHFOREE LD 9, ETHKT LaVEAEIE, HWSGracefulStopTimeout 7+ L
JT 4 TIHEE LR REP BT 2 L& T LET,

» -k install
HTTP Server #4%—E AL LTEHRLET. n"U—ERXZ"PEESNTVIHEEIE, EHT L5 —
CAZBRLET, V—EREREE, A¥— b7y ORI [F8] 20D Ed. Y- AEHTS
HTTP Server ® ServerRoot 74 L7 T4 7OT 7 # )L MiIE, ZO a3~ RETHO httpsd.exe D
INAE 7 F-d ATV a v TIEELLEICZD £,

* -k uninstall
HTTP Server 4 —E AN HHIBRLE ., -n"F—EAZ"PEESNTLEEEIE, ZLT50—E
AZHIBRLE T, HIFkL & D & LAY —EADEEGFOHEIL, v—EAZELLTHET—ERAZH]
BRLE T,

. -V

3. ERO%#EEEEE), F1E (Windows ki)
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N=Va VEREFERNLET. COF T a3 VE2EE LGS, HTTP Server i3#&8 L EH A,

. -t
AT T T7ANDLEEF 2y 7 LET, ELT—DHdE, HEICLIT—AvE—I%FRL
F9. COF ST a v EIEELLEEIL, HTTP Server I3#£8 L EH Ao

(4) 9—IFINHBF—ERZFIAULEVE—RNIIHSD HTTP Server DE(E

HTTP Server Ti%, Windows D% —3IF)LH¥—E R (VE—FTFRAZ by Y —ER) HEEEZF|FHL
T, Y=~ > EiZH 5 HTTP Server OicE) - {21k, I~ FOE[TLREDEEZVE— T D
LETTZET,

HTTP Server ®FiZ OS 122\ T, v=a 7)) [7 U4 —3 3 % —/)\ & BPM/ESB £ #3| %
ZHBLTL7ZE 0,

F—=3IF VT —EADREIIOVTIE, OSDOY= a7 LEZIRLTILEE N,

6 AEFIR

o IY MU= INADPSDELR, T R T IPp65D-kstop F 7 a LICKBEIRRIC, ¥ —
WALy RPETHOHEICNE, TR T2RER30MER>7TbEIFELET,

» KeepAlive #7213 HTTP/2 #@EF OIRAE T httpsdctl gracefulstop 12 &2 Web H—/\{E1E#
E2FETT 5L, KeepAlive B E I HTTP/2 BEOKRTETY —NEIESFHLZSNET,

342 —I1—57HV> NCXBER

HTTP Server #%9—E A& LTEFTTHHEDOLI—FTHT 2 ML, A AN—IVEET
l&"LocalSystem"©9 . HTTP Server i&, CGl a7 J 4, APIEEY 2 —-L%2&D, ZOI1—F7
NIV N TETEINET,

CIT, SEESFRERIPEZ SNV —TIZIEIFRB L WT, Web — NOBIEICAEZHER /21
PRESIN—BI—F7H7 > b CERATAHEICOWTHBALE T,

(1) —I—F7HV> NOER

HTTP Server ¥ —ERZBEHT 5 — L —HFT7h7 > M ZERT HHFEICOVTHALE T,
—RI—FT7H > NOERFE

1. 3> O=NN2IHS [EEY—IL] — [A2E1—-IDOEE] ZHEFT.

2. [AYE1—908HE] - [XTALAY—L] — [O—-ALI-F=-&TL—-T] - [1—F—] ZF
TFET,

BBREAZa—H5 EHLLWI——] Z2F=RL, HWEBEZANLET,

3. ERO%#EEEEE), F1E (Windows ki)
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2T = RRIBT AT LTS W,

HIRER L — 2 — 7 h7 o Mg, T 73 TRV —TOREDPMIMENTWET, IROFIEIC
WE-T, FIL—TDREZHIFRLTLLZE W,

7N —TDEREDEIRGE

1.2 hO—-NARILHAS [EEY—IL] — [AVE1—-IDOEE] ZHEET,

2. [O2E21—90EE] — [YATALAY—L] — [O—ANI—HF—-ETWL—-T] — [1—H—] %5
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FTYIV IR NENIETE LD % MaxKeepAliveRequests 74 L2774 7 THELE T,

7#3, HTTP/2 i@E Tl KeepAlive T4 L7 T« TORREICEFREL, I 7 aryrFERLET, 2
7T a rar Y 2K, KeepAliveTimeout 7«4 L7 7 ¢ 7{HICHEVE T,

(2) 917ER
ROEGE, Timeout T4 L7 T 4 TICERESNIMEICK T, ¥4 VERPTEET,

c UIATUVIRNSD) IV IANRE (IXT Y3 VLK, HTTP U FaLD%Z(E) K
s UIAT Y IADL AR RiE(EHE

« CGl7TuZ 5L DY 7 LA EEH

s CGIl uZ L~ DY IIARNEEEDPO VAR AREET

s CGlTurZ LoDl ARy XAZ(EH

« CCAlTuZ I Ln6DV ARy AZER, AHNAD/IA 2L 5 £ TORFERER

s UN=ZAFuFTEFHLTCWAER, Ny I7ITY =NV T TR MEER

e UN—Z2T7uFTEREHLTVAES, NV IZIYRYH—NAD)TITANEEERIPO VAR AZE
ENQ

s UN—ZATUFTREALTVEES, Ny IITY FT—NDP60L AR AZ(EH

(3) HIEFOERANER

PidFile T4 L2754 7 TIEE L7 7 A NVICHATENS ID OTut A #EHd 5 &, HTTP Server @
FE O 2 Z2ERTEET, ERIT S Tut g (EFur744) 1 Windows lROEE
httpsd.exe, UNIX fRD#H& httpsd T

70w 2 Z2ERY 2KIC1E, PidFile 74 L7 T« TTHRELZZ T 7 A VIS Nz ID O ot R
N HTTP Server D7 Ut A THBHI LE2ATHRL TSV, HTTP Server DU A THAHI & %
WRT 5I121%, Tut 2A0FEFTFSa T 445, Windows HD5E httpsd.exe, UNIX HiD5E httpsd
TZ@%) c‘:%ﬁﬁﬁ LTL7ZE 0,
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4.2 OJ7%HEWT 3

HAZINZ A —YDERKRICOWVWTIE, =27 [T r—2ard—N Ayt —IJ(EHEEH
JSEFER)] © [23. Web 3 —/NHTTP Servern) /13 5 XA vt =Y BLXO~v=a7)L [7 ) r—
vary =N Xvtr—-YEEER)] © [3. KAWS (HTTP Server AT AEET 7 X vt —) ]

SR LTLZE W,

421 O7OEE
07 OEEZIRIRLET,
xX4-1 O7DESE
O7 nEE EBEITBT1LY
7147
Trezxus TransferLog
CustomLog
Is—uay ErrorLog
ScriptLog
Yy ITZA Ny HWSRequestLog

4. AT LDERAE

tRE

TN 74—y bOulzRILET,

rotatelogs 71 75 L F 714 rotatelogs2 70 75 L &ERA LT, EHH
FLIEBMICHEITEET,

LogFormat 74 L7574 7 T74—~<v hAEETEET,

HAZ A A LT =<y FTUTEFEIRLET,

rotatelogs 70 7' 4 & 7z 1% rotatelogs2 a7 L &FER LT, EHN
FRIZEBMNICHEITEE T,

LogFormat 7«4 L7 7« 7 CEF L7 +—~ v b % CustomLog 7 1 L
74 TIHEETEET,

IT—REROA Yt —YDOu T ZHMLET,

rotatelogs 71 7' L ¥ 7213 rotatelogs2 07 I A% FR LT, EH
FLEEBMICHEITEET,

Loglevel 7«4 L7 T+ 7T, LT 507 DL NLVEHBETEET,

HWSRequestLog 74 L7 7« 7EIEEL TWARWEAIL, £V a—L b
V—AZEMTEET,

EV2—L L —2QOFEMIIONTIE [426 EV2—L L —2ADEH
H #2ML TS0,

CGIAZVFrOIS—ulz2H#MLET,

VI IA MO RERLET, VZ7IX b ayELT, RO MNL—2A%R
WT&EET,

EYa—-ILhL—2R

V2 - LOEBBOETFES X CGl Uy I L0ETRICERENS
MU—ZTT, EVa—)L ML —XDOFEMICOVWTIX [426 EYa2—)L
ML= ZAOHE] ESBLTLIZE 0,

DJIANKNL—2R

Y7 T A MUIERRRSPE TR ETRIENS ML —RATT, UJIR
N R U—ADEMICOWTIE [42.7 UZIZIA N L—ADRE] 2508
LTLZE N,
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O7 0OiEsR EBEIBTrLT  HEE

T17
/O 7149 BL—R
EV 2P EELTVWB AR 7 4 VY EROETRICEERSNS FL—
ATYo /O T4 LF ML —RDOFEMICOVWTIE [4.28 /O 74 )L% I
L—ZADFE] #BBLTLZS 0,
FOF ML—2R
UN—A O FIVHERZERLTWAEAIZ, UN—Z27aF Tk
MEHET 220D L —ATY, 7OFY ML —ADFEMIZONTIX
[42.9 7Ooxv L —Z20OFE] 2B LTLEZE W,
* rotatelogs 71 7' J L F /-1 rotatelogs2 7u 75 L EER LT, EHH
FIAEEBMNICDEITEET,
JautzxDuas PidFile e 7ot 2 DU ERBRLE T,
ARy v ay 7zl s YU 2D HEHTARICHEET SIS —2EHELET (Windows i) o
HNEB b L — 2R HWSTraceLogFil | « HEXEUD ML —2AEHREHAILE T,

e

HEA®) DU HWSTraceldFile o HEXAE) ID ZEMHLET,

a7 77 A ILX CoreDumpDirect | * HTTP Server BEFREROI7 Y > TOHENEEIEELET (UNIX AR).
ory

WebSocket 1@ 7 HWSWebSocket + WebSocket BETHT 7/ ZHEMLE I,
Log » rotatelogs 7027 L% 7-1d rotatelogs2 70 /I L& HERH LT, EHL

LRIEERMIIDEITE LT,

o
OSTa7 77 A NVEHNT ARERITo/2HBHICHTENE T,
BEHFEICOVTIZEOS DV 2aT7LEBRBLTLEE N,

Trkvzus, TS—as, YJITZA+uas, WebSocket @7 DY A XA 2GB 2#BA 72354, HTTP
Server WEEKRT LD, BRETELI2->10TAGE55H0Ed, EFHNICO 7 7 AL %EET 5
», 423 uZ%453E|95 (rotatelogs 7u 27 I4)] % [424 a7 774V%ETyvTT7I7 RS
YRI5 (rotatelogs2 7u 275 4) | #BB LT, aZ 774 LOY A AN 2GB #HBAmWEDIC
BEL TS,

4.2.2 O7OHEIAEE

TrvAuY, T5—u%, 7at2AIDoulZBLN) T A Ma ZOREFEICOWTHBALE T,

(1) 77txO07

@ TI7#NNTF—7y b hOT7I7LROT
TransferLog 74 L2774 7%2$EEL T, U7 2HWML £,
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FIAN T+ —<y bOT7 7207 OEREZRICRLET,

DSATYNRRANEGAISAT Y NOBRMEBRAYVSAT Y NAI—HEAT IV EABLUAY VTR
NSA V' ART—H9R2O—RAZEE/NM MK

(RLF51)
A ZEH
(HBA61)
172.17.40.30 - - [25/Dec/2000:16:23:59 +0900] "GET / HTTP/1.0” 200 3546

(b) BRILTA—<y NOT7I7t€ROT
CustomLog 74 L7 T4 7xIBEL T, UV ZEMLET, 74—~y FOBEFEICIEL, Z2HDET,

« E# CustomLog T4 L7 T4 7IZT7+—< v FEIEET S

(%1)
CustomLog logs/access.log "%h %l %u %t ¥"%r¥" %>s %b"

« LogFormat 74 L7 T4 7 TT7x—< v MINT B2 INLVEEZERL T, ZDOTNILE% CustomLog
TAVIT 14 TIHET S
(1)
LogFormat "%h %l %u %t ¥"%r¥" %>s %b" common

CustomLog logs/access.log common
2 TI>—0O7

@ IZ—*vt—>O7

ErrorLog 74 L7 74 7Z2IBEL T, UV %ML £, Loglevel 7«4 L7 7 4 7 TG H5LT—D
LANLVZEELE T,

(b)y CGIRZUFNDOITZ—OT
ScriptLog T4 L7 T4 7%$EELT, CGLAZ VDI T—u 7 %2RBML £ T,

3) FOotXIDoOs
PidFile ¥« L2757« 72EEL T, #HlfHat 2 ID o/ Z2HEBMLE7,

BERBEZENT 2HEICE, 77 AN RFZEPORBEEFELEVEDICEE L T Z S,
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4) JoxAMO7

HWSRequestLog 7« L7 7 1« 7 & HWSRequestLogType 7«4 L2774 7% EELT, Y/7ITRX+H
TEERLEYT, V7R barEll, €EVa— LV V=X, YJIZAMML—ABXUI/OT71)L% b
L— 2D T,

EFV2a— LML —RADOFEMIIONTIE [42.6 FIVa2a—ILbL—ADOFE], UZIT AL —RADFEM
WZDOWTIx [4.2.7 UVZIZTAMML—ZADORE, /O 74 0L% bL—ADFEMICOVWTIE [4.2.8 1/0
T4IIE L —=ZOFH] EZBL TS0,

(5) WebSocket O%'

(@) ¥BEFE
HWSWebSocketLog 74 L7 7+ 7%$EE LC, WebSocket BETHU /%ML £7,

rotatelogs2 T512MB T7 7 A4 V& 3E| T 5F 2 RITRLE T,

HWSWebSocketLog " |4 > XA h—JL/X X /httpsd/sbin/rotatelogs2 O 4 H /15 /hws websocket log 5242
88 2”7

HWSWebSocketLog 7« L' 7 7« 7%#8E T 5121, mod_proxy_wstunnel € 2 — )LOMEAIAH D
WETY, mod_proxy_wstunnel €2 2 —VOMAAATTIEICDNTIE [4.15.1 mod_proxy_wstunnel
EVa—)] 2ZRBLTLZE W, mod_proxy_wstunnel €Y 2 — L EZHAAA THRWERIL, EET
T—LE0DET,

(b) BH7x—<v bk
& WebSocket BETH AT A7k, L— b APERZ2EAE T, 727°L, IL— b AP EHRISEYE T
ZWVWEEIL, L— N APERIESD"-"EH0DFET, HHHTH 7+ =7y FEIRISRLET,

o UIAT Y INDPEDT =Y %)\ 7L NIEEBEIN

[BERIA(ID)AY 54 7> RIP:iR— k A-->AlebH —/RIP : .R— k A-->AWebH —/NIP : R— h A
-=>ANy JIP:R— b A(L— MAPERR)

[RFZIJA(ID)A Y 54 7> MIP:R— b A<—-AWebH —/\IP : iIR— h A<—-AWebH—/IP : R— KA
=AY JIPiR—KMAUL— MAPIEER) (RT—4% X3—K)

72720, AT —FA2—RKZRUSTERWERIX, AT —F 20— NEa»"-1"E% D £9,
s N IITURPOEDT—F%27 747 Y MOEERI (2 [ME L)

[BZITA (ID) A 54 7 RIP:K— b A<--Alleb# —/XIP : R— b A<--Allebt —/XIP : R— kA
=AY JIP:R—k A(UL— MAPIEER)

c UIAT VI DPODT—FZEFETLT—
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[(BFZIA(ID)AY 54 7> MIP:ZR— b A-X-AWebt —/X\IP :

-——= ANy ZIP:R— M A(JL— NAPIEER)

Ny ZLIY RANDT—FEEFETLTT—

[BEZIA(IDAYZSA Ty MNP:R— b A-->AWebH—/\IP :

-X-A/Ny ZIP:7R— M A(JL— NAPIEER)

N TLZYRPLDT—FZ[ETCLT—

[BEHIA(IDAYZSA Ty MNP:R— b A-—AWebt —/\IP :

-X-A/Ny ZIP: 7 R— M A(JL— NAPIEER)

TI3A4T Y MNDT—=FEFTLTT —

[BEZIA(IDAYZSA Ty MNP:R— b A-X-AWebt —/\IP :

<—=ANw JIP:7R— M AUUL— MAPIEER)

Ny 7Ty REDaAXRT T a e B

[BEBEHIA(IDAYZSA Ty MNP:R— b A-—AWebt—/\IP :

-X-A/Ny ZIP: 7 R— M A(JL— NAPIEER)

7547 NEeEDAXT T a KRB

[BEBEHIA(IDAYZSA T MNP:R— b A-X-AWebt—/\IP :

-——= ANy ZIP: 7 R— M A(JL— NAPIEER)

(RLB1)

AN ZEH

R— b A-->AWebt—/\IP :

R— M A-—AWebH—/\IP :

R— N A<—-AWebt—/\IP :

R— N A<—-AWebH—/\IP :

R— M A-—AWebH—/\IP :

R— M A-—AWebH—/\IP :

-S> I TFTAT U IDPENY I RY—=NFRERADT —F D
K- INVITIZYRY—=NDPETITA4T Y NARIANDT —4% O

X-: TFT—=YDOEZETCTT—, FlZaxrr T a Uk

— BRI L
(HA61)

Dec 09 21:13:09.008 2019] (9796) 192.168.
20:61683 --> 192.168.10.30:8008 (192. 168.
Dec 09 21:13:09.019 2019] (9796) 192.168.
20:61683 <-- 192.168.10.30:8008 (192. 168.
Dec 09 21:13:09.029 2019] (9796) 192.168.
20:61683 <-- 192.168.10.30:8008 (192. 168.
Dec 09 21:13:10.715 2019] (9796) 192.168.
20:61683 --> 192.168.10.30:8008 (192. 168.
Dec 09 21:13:10.727 20191 (9796) 192.168.
20:61683 <-- 192.168.10.30:8008 (192.168.
Dec 09 21:13:12.227 2019] (9796) 192.168.
20:61683 —-> 192.168.10.30:8008 (192.168.
Dec 09 21:13:12.234 2019] (9796) 192.168.
20:61683 <-- 192.168.10.30:8008 (192. 168.
Dec 09 21:13:12.236 2019] (9796) 192.168.
20:61683 -X- 192.168.10.30:8008 (192. 168.

[Mon
8.10.
[Mon
8.10.
[Mon
8.10.
[Mon
8.10.
[Mon
8.10.
[Mon
8. 10.
[Mon
8.10.
[Mon
8.10.

10.
10.
10.
10.
10.
10
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10:61682 --> 192, 168.10.20:80 --> 192,
20/14756/0x0000000000000087)
10:61682 <-- 192.168.10.20:80 <--
20/14756/0x0000000000000087) (101)
10:61682 <-- 192.168.10.20:80
.20/14756/0x0000000000000087)
10:61682 --> 192.168.10.20:80
20/14756/0x0000000000000087)
10:61682 <-- 192.168.10.20:80 <--
20/14756/0x0000000000000087)
10:61682 --> 192.168.10.20:80
20/14756/0x0000000000000087)
10:61682 <-- 192.168.10.20:80 <--
20/14756/0x0000000000000087)
10:61682 --- 192.168.10.20:80
20/14756/0x0000000000000087)

R—hKhA

R—hA

R—hKhA

R—hKhA

R—hA

R—hKhA

16

192.16

<-- 192.16

--=> 192,16
192.16
--> 192.16

192.16

192.16
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(6) FHL—ADHHFE

(@ EZa1—LML—RDOHHE

EVa2—I) b L —AOHIERER, TT7—ulFL3VIITAMNITOEELDP—FIZZDET, EB556IC
HAOESNBME, TAL 7T 7OEEICEL>THRENDE T, TEVa2a—IL ML —2AOHNEEHTIEGE
ISR LE T,

®4-2 T2 ML—ROHSFTEHNFRY
HA15% HHA ISR

PR s b/ HWSRequestLog 7« L7 7 1« 7OIEENH D, D, HWSRequestLogType 7+« L' 7 7 1
712 module-info & 7z1& module-debug % 18%E L /2154

Is—u”s HWSRequestLog T« L7 7« 7OIEEN %<, »D, Loglevel 7« L7 T« 7l info 7z
I& debug ZHE L7 5&

FIa—I)L ML —RADFMICONWTIX [4.2.6 FVa2—I)LbL—RAOFE] 22 L TS0,

by VDIZAMNNL—=RBKLTI/O 719 L—ADHA%E
VDIIAPPL—ABLTT/O T4 NLY ML —RAOHENERF) 7T MR TICRDET,
HWSRequestLog 7« L7 7« 7OEENH VD, D, HWSRequestLogType T+ L7 T« 7HH15
H2EFZLTWASEEIC) Z7I X buZicfiianEd, HWSRequestLogType 74 L7 7 1« 7D HT

FEEIZONWTIE, [427 UVJIZZAMML—ROEE] BLO [4.2.8 /O 747 s —ADORE] %
I LTL S0,

4.2.3 O7%5EI9T3 (rotatelogs 7’073 L4)

TrvAur, -0y, VI bure—EREEL (B, 24KEIE) IK9EILT, BRO
77 ANVICH I TE £ 9, rotatelogs 7U 7T LIZROT 4 LI T4 TIHRETEE T,

« CustomLog 74 L7 T4 7

« ErrorLog 74 L7747

« HWSRequestLog 74 L7 T 1 7

HWSWebSocketLog 74 L7 T« 7

 TransferLog 74 L7717

Tar I LOBEREEZRISRLE T,
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(1) X

rotatelogs DEIOT 774D TY 74 v PR OFHERFEERE (-frnum 72 74 ILE)  (-diff GM
TICH 9 2B5Z)  (-opt use mtime) [-opt date suffix)

(2) ARTRK

RO 7 7ANDT I T4 v TR
FETT T ANDT )T 4w T ARENISATIHEELE T,
[ 7 4 w27 ZAnnnnnnnnnn] WA 7 7 A )L, U7 2L ET,

nnnnnNnNnNnNNn : I 7 EREGHIRRZIZER L 9, O 7L S IZIRORXTRIETT .

((1970 % 1 A1 HD 0K 04 0#(GMT : Greenwich Mean Time)Z#E& L7z, a2/ z=H7
9 5 RHOBEMNE 0 7 EIRHEER) O/NUSLITI 20 T-E) X o 7 oERHEERE

O7 7885/~ ((1—31536000))

—DOUT 7 7 A INERIT 2RHEEREE DBEMIEE LT, HE LREIEET 58I, i
TrANMICa T ERELE T, 727201, -opt date_suffix fEERHIE 86400 #) (= 24 BfH) Dl E%2HEE
LTL7ZE W, 86400 KD H/NSWEZXIBE LGS, RICHNOZ7 7 A WICHALFET A Z &N
HOET,

fanum 77 1ILE ~((1—-256))
FEIL7-0T T 7 ANDT 7 ANVKEIRELE T FEILIT7 7 ANVEP I TIRE LR ZBA 115
&, BLEFVWI 7ALUDOHIBREINE T, COFART Y REEBK LGS, 774 IVIHIBRSNE T A,

-diff GMT (ST B05E  ~ ((-1439—1439))

U777 ANEDETHEEL 2 HEMZ, GMT IINT 2REE LTHBRMNTIHEELE T, fHELR
WE7ZIZ02HEET AL, 1970F 1 A1 HOK O O M(GMT) PEAERMEZD 9, GMT 12Xt
THU—NNYALDOEP N BETHHHEIC, B—ALY A L0 mEE0 7 0MEEARICT H5HEIC
1Z, n-m)*x60 ZIEELEJ. JSTDOK 07 0MZ2ERICT H5EIZIE, (+9-0)x60 T 540 =15
ELET,

-opt use_mtime

HHE-IMum BERICRL TV T 7 ALV ZBEIRT S, 2807 740 ctime OHRZHEAL £,
COF TS avERIEETSHE, DEUTT 7 AL ctime DHEOR DLV IZ mtime DHEZ{FEHAL F
To TAINVARF Y I T 2 EIZEST, BEOTT 74D ctime DHEPEHFINLSZ ETHRD
HWT7 7 AUDELLHIRSN L BBG8ICOF Ty a2 BELE T,

-opt date_suffix
FARZEOREO T T 7 AVRICTHBEIHEELE T,

(3) FERAE

TA LT 47, "I A" ORATIHREL THERALE Y. 07 7 A IVEERICHT 7 1 LI
TEILTHRIRLE T,
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() Windows kit
4B &I, Tt Ru % 53E| L C<Application Server DA Y A b —)LF 1 L7 MY
>¥httpsd¥logs¥access.nnnnnnnnnn 7 7 1 JVICEREN L £ 97, 3EIREE %2 HARBICERE L, HAR
OB ORICO T T 7 AV 2nET A55E0HEEZRINLET,

TransferLog ”|¥"¥"<Application Server® A4 YA h—JLF 4 L% h')>/httpsd/sbin/rotatelogs.e
xe¥” ¥’<{Application ServerDA YA h—JLFT 4 L2 M) >/httpsd/logs/access¥’ 86400 -diff 54
0¥" ”

» U7 74 )% : <Application Server A Y A b —)LF 1 L7 )
>¥httpsd¥logs¥access.nnnnnnnnnn
o O E|RFEER 0 86400 # (= 24 Krf)

FHAHZEL 7 7414 (access.YYYYMMDD) O 7 7 A VIZTF 7+t A0 7 ZENT H48E Z# IR~
LEI,

TransferLog ”|¥"¥"<Application Server®4 YA h—JLFT 4 L4 K 1)>/httpsd/shin/rotatelogs.e
xe¥” ¥’<Application Server®4A4 Y A h—JLFT 4 L2 K)>/httpsd/logs/access¥” 86400 -diff 54
0 -opt date suffix¥””

« U774 )% : <Application Server A Y A b —JLF 1 L7 )
>¥httpsd¥logs¥access.YYYYMMDD

(Bl) UNIX At
4 &I, 77 tvRAu r%5EL T/opt/hitachi/httpsd/logs/access.nnnnnnnnnn 7 7 - JLIZ
BRELLE9, DEFHZ AARKEICREL, AAREOEBORIIO T 7 /L2 08T 555 DIEEZ
ITRLE T

TransferLog ”|/opt/hitachi/httpsd/sbin/rotatelogs /opt/hitachi/httpsd/logs/access 86400 -
diff 540”

« 0277744 . /opt/hitachi/httpsd/logs/access.nnnnnnnnnn
o T JpEHIRFHEER © 86400 ¥ (= 24 Kef)

FEHHZEL 7 74 LE (access.YYYYMMDD) O7 7 A IIZT 7t A0 7 #HET 21EE % IRITR
L9,

TransferLog ”|/opt/hitachi/httpsd/sbin/rotatelogs /opt/hitachi/httpsd/logs/access 86400 -
diff 540 -opt date suffix”

« 02777 A% . /opt/hitachi/httpsd/logs/access.YYYYMMDD

(4) FEFIR

(@ UNIX RDFAREIA

« rotatelogs 71 27'F 41 SIGTERM, SIGUSRI BXU'SIGHUP ¥ 7L A2ZELTH TOut AKT
MIBEZEELEHAD, HEH Ot 2EHS N ZAPKTINETOZAKTLETD,
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(b) Windows HRD:F=EEIE
« Y-V RELTEHLZEEICE, Yot 00/ I3RRESNESA,

s UV T 7 AN, FOT7ANEZHAVWTVWA Ot AN HLHIIHIRTEERA, TD®, -fnum T
BELIEIOZV T 7 AUDELZEDNHDET, HIZIL, HE a2 r/72H LT 71
&, #IATO AN T T HETHIBRSNEE A

o EEIRFICEIHGRD 2 DB o 725 AT Web H— NIFHEE) L £ 9775, rotatelogs 71 7T ALHEE) L &
Hho TOR, rotatelogs 77U I LTIEARY PO ZICRICRT BEEZ RS2 XA v -V FH I LE
ERS

s M II—

 V—R ! CosminexusHTTPServer
s MFE &L

e A XYk 13299

 #BA : rotatelogs.exe: (X vt —72)

tﬁjjéﬂf:)( ‘y’b_y@%uﬁkt:'/)b)‘(‘i, 7:17}1/ [7701)/7—_:‘/5 \./'*j-‘—/i\ )( \y‘)c_\«/\‘(%%
B BFR)] © [23.7.4 rotatelogs 7u 7T L] ZBIBLTL 230,

DAY=V BHASNTWIIGE, Avt—YREIR > (5IHeRELD EICT — 1\ 2 HiELH
LTLK7ZE V. B, ACAYyt—YPEHEHNTSNSIEFHDET,

(0 HEDIEITER

o fnUM ART Y FDIFEICL ST T T 7 A ILOHIEIL Web Y —NOHEHRIZ, T4 L7 MNIRZFEL
BaZ77A4VDT )T 4 v I AREETSHE, DENCERIRLT 77 74 VISHIBRSNEEA. 2D
SEIERICS CTHIBRL TL 230,

e Web U —N\ZiEBF/-IIHEEE L TH 5, IBELL-U7SEIRREEESER LGS, 28Li-ur
Tr7ANDT )T 49T A—HT 37 7AILOEHP-fnum T > ROIEEMEZBZ 5 &, (ERFRE
F IR (-opt use_mtime EER) OHFVA T T 7 AL SHIBRSNE T,

e BEO T TFANDTY) T 4 w7 AFTH/SATIEELTLEE N,

 TransferLog, CustomLog, ErrorLog, #&U'HWSRequestLog 7« L7 7« 7 ® rotatelogs 71
7T LDOFIBIEEICED 2 d A15E, rotatelogs 70 7T LDORENIRE L E I A, Web ¥ —NIiFi#
BlLEd. COHBHIFTTTIPHENISNER A TransferLog, CustomLog, ErrorLog, B XU
HWSRequestLog 7« L' 7 7 « 71Z rotatelogs 70275 L% IEE LIZBEE, 07 7 A LHBERS
N, BHULZZREINERINDZE 2R L TS0,
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424 O 771N &e3v 77 REETHERATS (rotatelogs2 7O
T35 14)

TrvAur, r7—uay, YIIZA arxzar7 AV A XTHEILT, EHOT A NICT v T
777y RUTHATEET, rotatelogs2 70 7T LIIIROT 4 LI T4 TIIEETEE T,

« CustomLog 74 L7 T4 7

« ErrorLog 74 V27747

« HWSRequestLog 74 L2774 7

HWSWebSocketLog 74 L7 T+ 7

« TransferLog 74 L2771 7

a7 S AOEEREZIRITRLE T

(1) X

rotatelogs2 AY 774N 714 vIR% AT I774IHA4X OF 774 I{EH

(2) ARV

s O 774N )T 14y IR
HAT20777A0MDT) T 4 v 7 AG %A/ ATIRELE T,
HAd207 7740 [FY 74y Annn] O7 7 A VZELRDET,
nnn 12.001 560277 7 4 AR TIEE L/EZTTT,

(27774 I)UAK] ZnnnEEd5E, nnnED > 5, HTTP Server 2B OEHELDSHEH OB
DB, AL boOurZ77AVERDET, U7 7ANIE, 77 ANVBIROT) 7 4 v 7 IR
F.00l~nnn 20T LET, AL boual 7 7 A VOIETA.mmm Th-o7258, hL >
couaZ 7 7AWtk sdE, XL, mmm+tl oar 77 LE Y7 LTHAShE
9, .mmm A.nnn &E—HL725E, 313001 ICHADSINET,

Windows D&, [V 7« v 7 Rindex] OA VT 7 ZAEBENAT 7 A ILBMERENE T &
D7 74 NiEnnn EEAT 7 AL TH D, rotatelogs2 717 T LOEIRFICIERR S 1, (ZIERHICHIBR
SNFET, L, BEII—O—H e ETHIBRSIN W ENHD ETH, LIED Web —1NDE)
EICHEBIIDD EH A,

s O7 771N 14RX ~((1-2097151))
Uy 77 ANVOFRKTA X (B :KB) ZFBELE7,
U7 E2HNTHIAILTT, BRIAREZBLITWAE, ROUTT7ANLEIZ) T LTHREFHS
EhEJ,
- Q7771 IEE ~((1-256))
HAT5077 7 A VOBRAREZIEELE T,
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BARYA XZBRATROAT T 7 ANV IHE, TNETUELTWTr 7 7 A4 VOIEFFERKR
AR EFELCEE, BEOOL D774 MHALET,

(3) EHAGE
FALrT 4TI, | FUT T LR ORR IR L TR LE T

(Bl) 4,096KB C&icrT—urzmKk S5 EAHFNT 255

ErrorLog " |¥"¥"<Application Server®4 YA h—JLF 4 L& hY)>/httpsd/sbin/rotatelogs2. exe
¥” ¥’<{Application ServerA4 YA M—J)LT 4 L% M1)>/httpsd/logs/errorlog¥” 4096 5¥””

errorlog.001 ~errorlog.005 DJEZFICT 7P IS NE F . errorlog.005 7% 4,096KB Z#8 2 % &
errorlog.001 227U 7 LTHEENH TSN E T, HTTP Server #L8IFIC, T TICINHDOET T 7 A
L dB5EICIE, BRRLORLHLVLA T T 7 A LAEANROT T 7 7 A LERDET, DN
TT7ANDYA XNT TIZ4,096KB 2B TWABEICTIE, ROOT Ty A NVET7 )T LTHED
Hhangd, 409KB 2B WHEIE, CO7 7 A LORSICHIENET,

(4) ARFIR

(@ UNIXRDFREIA

* rotatelogs2 7't 7' 4% SIGTERM, SIGUSRI B& U SIGHUP ¥ 7L a2ZEFELTH Tut KT
WIBEZERBLEEAY, FIHTO0LRES—NTOEAPKTINE IO AT LET,

(b) Windows lRD;EEZEIE

s Web H—N@H—ERELTEELTLLLZS W, Y—ERELTEE L2 WES, Web —10D1E
EFITHEEFHOREIC, AHICal 7 7AADBI7ITENEIERHDET,

s AT ABEMA T 7 1)U, rotatelogs2 71 7T L BE{EFR ORI ICRERHIFRZ Lz
TLREE W, METHLUTPELLHASNEZNWI ERHD ET,

e Web 4 —NOEEEICA VT I ABSEMET 74 [ 74w 7 Aindex] ERZDT 7 A4 ILH
FELEEE, 77403 EEXEINET,

o EEIRFICHIBEED 2 ENH o HEIC Web Y —/NITHEE) L £ 9775, rotatelogs2 70 7T LlL#EE) L
FHA. TOE, rotatelogs2 U7 I LA TIEIARY bR ZICRIRT BEER KT XA v —V%HT]
LEd,

c BEIIT—

« V—X : CosminexusHTTPServer
s FE &L

o A XYk 13299

 #BA : rotatelogs2.exe: (X vt —7)
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HAOENZZRA Y=V DBHRICOVWTIE, =27 [T r—Ta ¥ —N Xyt —J(HER
JERBFR)] © [23.7.5 rotatelogs2 7u /I L] #SHBLTLIZE 0,

CDAY =V HPHINENTWVWIES, Xvt—VHABIE-> (I ZRE LD &I — N2 HiLE
LTLEE W, 8, ACAvE—IPEREIHENDEINEZEPHD FT,

(0 HBEDERFIR
« UTT7ANT )T 4T AZITHENSATIHEL TS LS W0,

o HTTP Server &L s 10 77 7 4 VL, BEFHHESEFTODDZWNRET 5720, BR-oT77 A4
LWEBEHLEEBGEREELW T 74 NMAOHENINPTE LD ET,

e U7 7ANYA RICIE, F—MRICERDOT7 7 A NDPIEEY A X 2B 5 LD /NS0 A X %2HEE
LEVWTL7ZE WV, ZOXI YA AZEBELBEIE, &BFHLVa T 7 7 A IILBANDPH IR &
TDELLO—F—2aryaniglzalenldnEd,

-:y74ﬁ774wW” Fl—0ua 777 ANT)T 4 v 7 AZ2EBEFRTIEELEWVWTL 2 E W,
BHEFRTIEELZEEICE, BbHLnwaZ 7 7 A VDA PHIRREZDELLO—F— 3 &
n&<&é;&#%biﬁo

 TransferLog, CustomLog, ErrorLog, # XU HWSRequestLog 7+ L7 T« 7® rotatelogs2 7
0 27I LADOF|BIEEICRRED d 556, rotatelogs2 07T LAOREIKMLUETH, Web H—N
FEELET. OB uIsPENISNhERA. TransferLog, CustomLog, ErrorLog, 8K
HWSRequestLog T4 L7 T 4 7IC rotatelogs2 70 /T LEIEE LIGEE, 977 7 A VDR

, BRIL-REINERSIND I EZHERLTLLZS W,

425 O7771LDIP 7 RLAZKRANRICEHT S (logresolve O
>~ R)

logresolve 2% > Ri&, LI—ROEBENPIP T RLATHAHT7 7R T 774 )VHNDIP 7 RLA%EK
A DNRICEBL, HR 77 7 A VICHALE T, ZERANL, KA MEOLY 77 v TOFEF|EITED &
EE

(1) X

logresolve [(-s 7 74)%Z) [(-c)] K 7o2€RATI774)IVE > AT 7 714)L%

(2) ARFVK

e S T7T1ILE
BRI EEDBEREHENIT A7 7ANEIBELE T, TOT 7 A INIIZIRD &S BERSHNIESNE
ER

e RAMEZDOE
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« BELBIPT7RLADH
o BWTEL»>7-IPT7 RLADOHK

e
BHBEDORA NENDEBREOIP 7 FLAE—HTENEINF v 7T HGBIHELE T,

s 77207771

AT 777 ANVEZEZEELET ASILET7AILDIP T RLADRSERANZDILY 77 v Ok
ﬂ%%biﬁov: ROFEEIZ, DT IPT7RLATEZTINIELZ DT A, RAMZOBRIZEKEL
25E, a7 74X IP 7 RLASHEAENET,

s HOTT7IILE
[P7RVAZHRANGICEB LT 7 A0 2HNT 267 7 A VEZIBELE T,

(3) fEABE
logs¥access.log 1ML TV BT 7207 HNDIP 7 RLAZKRA MRICEBRLE T,

77tAX0O7 771 logs¥access.log

¥}0O07 771 : logs¥new_access.log

logresolve < logs¥access. log > logs¥new access. log

426 ETZa1—)IbL—XNOIFE

Web H—=NIZEBOEY 2 - V¥ P SRS, ThODEV2—-VIIRKEDY A IV I TEFTENIHE
ROBE»P OB EINTVWET, EPa—IML—R &, EV2-LVOFEBOETKRB XU CGl 7o
75 LOEFTRICERERSNAS FL—ADZ &ETT, EVa—)L L —2R1E, HWSRequestLog 7« L 7

T4 TOREDHEEICEL > T, HEEL EORAAENIEDD 7

EX EYa2—LIlE, Web ¥ —2NIZ LoadModule 5«4 L7 5 « 7 CEIICHHAAA TEHT 241 E58E
Va—)k, httpsd EfT7 7 A VICEENLEREED 2 - LENHD LT,

(1) ML—AWHR

EFEV2— LI —AD ML —ANEEZRIZRLET,

x4-3 TVa-ILMNL—ADKNL—ANHR

ML —HR ML — XD

EVa-) %?J—JDLi%ﬁiﬁlﬂ)ES?&ﬁ‘%%E}iéﬂfb)i@”o NSO, MELAEE ) 7 T X MRS
WKHESNET . PL—RIFY 7 I FSAIIZ OV T OBERIIN L THRILLE 7,

CGI 7u 277 L4 CGl a7 I LFETHIC ML — 22 RELE T,
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(2) HEUGE

HWSRequestLog 7«4 L7 T« 7Z2IEE L TV iz WiF&EIE, ErrorLog 74 L7 T4 ZICHEELLE 7 74
WX LT, Loglevel 7«4 L7 T 1« 7DIEEICHE> THRIILE T,

HWSRequestLog 7« L 7 5« 72EE L T\ 551X, HWSRequestLog 7+« L7 T« 7IZHRE L7z
7 7AW LT, HWSRequestLogType T4 L7 T 1+ 7OEICHE> TERILL X9,

AEEIR
ErrorLog T4 L7 T« ZIHE L7727 7 A VISR L TRV ZE]RENT 25813, /N—F ¥ LKA MEfL
W77 ANEFFHIENTEET, HWSRequestLog T4 L7 T« TITHRELZ 7 7 A VIR LT
O %R 2581, N—F v VERAMRMICT 7 A VEFT LI ENTEEE A

(3) HERLAL

LogLevel 7« L7 7« 7% 721X HWSRequestLogType T+ L7 7 4« 7OIBEICL > T, HENT HE
Ja—LVbIhL—ADLNLEEETEE T, FLNVTHETA ML —ZAONEZRITRLET,

(@ info LRI

BEHEDRRERZ2BENOHBNEBEY 2 —ILBLUCGCl 7O I LIIODNTHRELET,

Loglevel 7« L' 7 7 ¢ 7IC info 2157 £ 721& HWSRequestLogType 7« L 7 7 4 72 module-info
ZIEE LB E IR L 9,

(b) debug LI

info LNLOIERPIL, VIZIZAPZEZEETHAAEBEY 2 —LIZDONTDO ML —ABEEMLET,

LogLevel 7« L 7 7 1 71Z debug Z#7E % 7-1& HWSRequestLogType T« L 7 7 « 712 module-
debug 2T LB L E T,

4 ML—RT7x—7Tvb
EVa- LML —ZROHENERIZROEBD TI,

B, DEOEWT [—N"7at X ID] &> TWWAESIE UNIX T prefork MPM PEAL TV
HZBEDT x—<v b THY, UNIX RO worker MPM TliE [—N7at 2 ID:Y—/NA L v RIDJ,
Windows RS [H—NNZAL v RID] T9,

(@ ETZa-—-)L
e info LN THAOEINBIGEE

O—)LBS

[BEZIIA (—/"7 Ot RID) Alinfo] Ahws A: Amodule A-—>A(EY 2 —IL 7 7 1 ILEIREHK
7ty )
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\) g — 2 BF

(LA (H—/1"7OtRID)AlinfolAhwsA: Amodule A<—-A(EY 21— 7 7 4 L ZFR[EAEK
7y F)EERI—NK)

(RL61)

AT ZEH

B A 7ty b EBEBONISZIRIINLET,
KR A4-4 BEHAT Y b ERHOX

B8t 7ty b

[10]
(11]
[12]
[13]
(14]
[15]
[16]
(17]
(18]

(Gyar)

Fipses

create_request

post_read_request

quick_handler
translate_name
map_to_storage
header_parser

access_checker

check_user _id

auth_checker

type_checker
fixups
insert_filter
handler
insert_error_filter
log_transaction

error_log

get_suexec_identity

pre_read_request

access_checker_ex

173
7 T A RRIRALIE & EATH

a1

U7 T A btk A IR & E TR

)7 TR~ ENT URL BHETLEE % FEf7H

Y7 IARNSNURL 56, EBEDT 74 VANOEBHIEEFTH
FA AT T IR A%RMEDRNY 7T A NUHEEETH

VLA AN SRR IEETH

EEEAL—FHAHY VT A PEN URLICHLTHRRA MEB LY
IP7RLRICKAT 7L AMERT = v 7 ETH

21— 1D OF x v 7 IEETH

FEEFEA L= D5 ) 7T R hEN/: URL IR LTT 7 & AR
(Require) F =z v 7 FE{TH

MIME % A 7O F = v 7 LB FEFTH
U7 TR N FEITHIIE & T

7 4 L& AL % T

NV KT &RFETH

I T —IGERILE & EITH

O 7T A& T

5 — 1 7 H % A % T o

2 —PEREG O & E1TH

U7 TR b AR EIIE & £

BINOT 7 AMERF = v 7 FETH

[Fri Jul 15 17:29:43 2005] (1864) [info] hws : module —--> (mod example.c[1])
[Fri Jul 15 17:29:43 2005] (1864) [info] hws : module <-— (mod example.c[1])(-1)

« debug LNILTHAETNBIEE
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O—)LBF

[EBR]IA(H—/1"7OtERID) Aldebug] A7 7 1 ILEZI({TES) : Ahws A: Amodule A-——>A (E
TVa—=II77AILEHIERL 7Y N])

\) g — 2 BF

[BEFZIIA (=7 O+ RID) Aldebugl]A 7 7 1 ILEFR(1TES) : Ahws A: Amodule A<—-A(E
VA=) T7 7AINEHIEHRA 7y F])EERI— )

(L)
AL ZEH
(HA61)

[Fri Jul 15 17:29:43 2005] (1864) [debug] request.c(69): hws : module —-> (mod alias.

c[3])
[Fri Jul 15 17:29:43 2005] (1864) [debug] request.c(69): hws : module <-- (mod alias.

c[3D(-1)

(b) CGlIFO7'3 A
e info LN THAOEINZIES
O—)LBS

[ExIIA(H—/"7PO tZID)A[_info]AhwsA :Acgi A-—>A (exec=cgi 7 7 1 JLEZFR) (argv0=3E
77075 LA%RFR) (args=a|# X) (CGI 7O+ R ID)

AEX  args ICK A58, GET /cgi-bin/isindex?aaa+bbb+ccc HTTP/1.0 D& 512, =Tlid7%e
<, +THEESNL 7Y —PREESNIHRICLEIRRLE T,
)9 —2 B

[(BERIA (H—"7O+ RID) AlinfolAhwsA: Acgi A<--A (exec=cgi 7 7 4 JLEFR) (argvd=2
T7054L%&%)(C6I7OtRID)

(MLB1)
A ZEH

(HA41)
[Fri Jul 15 19:48:08 20127 (1784) [info] hws : cgi —-> (exec=<Application Server®4q >
AMN=JLT 4L P MY>/httpsd/cgi-bin/isindex) (argv@=isindex) (args=aaatbbbtccc) (1144)

[Fri Jul 15 19:48:08 20127 (1784) [info] hws : cgi <-- (exec=<Application Server®D4q >
ARh=ILT14L % ~Y>/httpsd/cgi-bin/isindex) (argv@=isindex) (1144)

(5) ERAE

(@) fEABHI
VZITAMZIZ, inffolLNLVOEFEIV2— L EL—ZABLIPYTZITAMML—AZHENTEH2RLET,
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HWSRequestLogType module-info request
HWSRequestLog logs/hwsrequest. log

4.2.7 JIITAMKML—ZXDIERE
UIIZNRL—REE, ROEZHRMENS bL—ADTETT,

HTTP/1.1 LEID ) 7 TR NUEDIFEE

« UJ IR MUIEEBAIGEE

o U IR NUHETETH

 KeepAlive i DEFE, ROV T ITANTA >V DZE57E T K

s VIIRAMUERBNSY VT ANIA VRZEZTHIOIR T 2 3 VYIME
HTTP/2 M) 7 T X NMLUIBEDIZE

e ¥—=NZL v RICkD HTTP/2 7u b2 LOFEY 7 T X b2

e T—HALvY RIZKDHTTP/2 7u 2L DY 7 T X MMLIERIGE

e Y—NZAL vy FRIZkD HTTP/2 7u h 2L DL AR AEFH

o Y—NZL v RIZkD HTTP/2 71 k2 )LOBEEHK T
HWSRequestLog 7« L7 7 1« 7HEE SN TV 7z58, »D HWSRequestLogType 74 L7 T 4 7

Trequest PIEESNIFEEICU VI AN ML —AOREPEDNE 2D £9 ., BEFRERIC Web ¥ —N
ST IZANBEVWTVWARED PRI 25872 EICERATT,

(1) PL—RT7H—TvY b

(@ HTTP/1.1 MEIOZISHOV 7 IR L —AOHAIER
HTTP/1.1 HIOHBEDY 7T A b b L—ADHEAERIRROEBD TT,

B, EOFERT [Y—N"Tat R ID] &> TWAE51E UNIX R T prefork MPM Z{#F L T\
HEEDT +—<v b THY, UNIX D worker MPM Tli& [¥— 7ot X ID:H—NZ L v K IDJ,
Windows DB & [—/ AL w RID] T9,

« )7 IR MLERIGH:

[BEFEZIIA (=" 7O RID)AclientA: AhwsA-->A(OSA TV NIPPRLR:R—  NES, H
INIP7 KL R R— NES[AD

o UJ IR MBS THES

[BEFZIIA (H—/R"7FOERID)AclientA: AhwsA—-A (O SA TV NIPPRLR:R— NES, H
NIP7 KL R R— FBE[R])
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» KeepAlive #EHETORD TITA NS 1 ZHET T

[BEFZIIA (=7 O+ RID) Aclient A: AhwsA-—->A(V A4 7V NP7 KL R:R— &S, Y—
NIP7 RL R R— h&ES[K])

e UIJIZAMNUBRHWBHAS I IIANS A REFT TN IRT > 3 M
[BERIIA(H—"7OERID) Aclient A: AMSAL—-A(ZSA 7Y NP7 RL R :R— M NES, H—
NNIP7 RL R :R— NEESX])

(RLEI)
A ZEE

(tH7361)

[Tue Nov 21 15:18:40 2006] (1716) client : hws ——> (192.168.2.1:5245,192,.168. 1. 1:80[A])
[Tue Nov 21 15:18:41 2006] (1716) client : hws <-- (192,168.2.1:5245,192.168.1.1:80[R])

(b) HTTP/2 DIBFEDVI IR ML —ADHHIEE
HTTP/2 DHEDY 7T A+ b L—ADHAEEIZROEB D TT .,

7B, LEOSERT [H—NZA Ly RID] &> TWAESIE Windows fRaE{FHL TWABED T + —
< b THY, UNIX LD worker MPM Ti& [—N7at 2 ID:—"NAL v RID| T9,
e H—N\ZAL Y RICEKD HTTP/2 7O ML OGN 7 T X N2 {THF

[EZIA(H—/NZ L v RID)AclientA: AhwsA--DA(VSA 7Y NIPPRL R :IR— NS, Y —
NIP7 KL R:R— M&ES[A])

T—hZAL v RICKD HTTP/2 7ORNINDOY T T X NIRRT

[BEFRIIA(T7—HRLw RID)AclientA: AhwsA-—>A(ZSA 7Y NIPP RL R:R— NEE, U —
NIP7 RL R :R— NES[S])

H—NZAL v RICELD HTTP/2 7O KR ILD L AR RiX(EH

[BEZIIA (H—/R 2L v RID)XAclientA: AhwsA<--A (9S54 7V NP7 RL R R— NES,
H—NIP7 KL A R— b ESRD(7—hHAL v KID)
TObraIANITT— ETCHTTP/2 BESKTLTVWAESICE, (B —N"Z2Ly RID) &8 (T—%
ALy RID) IZh5ZE8HDET,
H—NZALY RICEDHTTP/2 7O NI OEELRTE

[RFZIIA (B —/RXZ L w RID) Aclient A: AhwsA<K--A(Z 54 7Y NP7 KL R R— MBS, ¥ —
NIPF7 KL R R— hES[X])

(RL51)
A ZEH
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(LH761)

[Wed Oct 19 10:28:48.142 2022] (1304) client : hws --> (127.0.0.1:53327,127.0.0.1:443[A])
[Wed Oct 19 10:28:48.145 2022] (10860) client : hws —-> (127.0.0.1:53327,127.0.0. 1:443[S]
%Wed Oct 19 10:28:48.145 2022] (1304) client : hws <-- (127.0.0.1:53327,127.0.0. 1:443[R])
E%23632t 19 10:28:48.175 2022] (10860) client : hws -—> (127.0.0.1:53327,127.0.0. 1:443[S]
%Wed Oct 19 10:28:48.175 2022] (1304) client : hws <—- (127.0.0.1:53327,127.0.0. 1:443[R])
E*23682t 19 10:28:51.184 2022] (1304) client : hws <-- (127.0.0.1:53327,127.0.0.1:443[X])

428 1/O071L9 bL—ADERE

/O 74 INIRNL—REEF, EV2—NUDBERELTCVWABAHETT 4« VY BERBOETHRICEREINS L —
ADZ ETT,

HWSRequestLog 7« L7 7« 7EESNTWHAE, 7D HWSRequestLogType 74 L7 T4 7
T filter PIEESNIHEICENE RV ET EV2—VHADT LY TRELIZBEEZTID 5T 256
BEWCERTY, 2720, HHEFZ W, TNy ZJERNLNTIHERLZVW T 2S00,

(1) PL—=RTH—T Yk

/O 74 )% b —AOHANEHIIROEBY TI,

8, DEOSEWT [—N"7at 2 ID] &> TWAESIE UNIX T prefork MPM ZER LTV
HEEDT +—<y FTHYD, UNIX LD worker MPM TliE [H—N7at 2 DY —NNZA L v RIDJ,
Windows flREE [H—1NZ L v FID] T9,

s A7 )9 — )L
[BEZIA (=" 7Ot RID) AhwsA: Ain-filterXA->A(T A WY EZHLT7 1L 5514 TES])
s AN74N91)9—20F

EE%%J{]EA)(*)L—/\‘7°l:|t'7\ID)AhwsA tAIn-filterXA-A(T A WY EZI[ T 1L 994 TES])
RYiE

(RLEI)
A ZEH

EX HAO7 4 L5 0EEE, [out-filter] 12720 £9,

(L761)

[Tue Nov 21 15:18:40 2006] (1716) hws : in-filter ——> (core in[60])
[Tue Nov 21 15:18:40 2006] (1716) hws : in-filter <-- (core in[60])(0)
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4.29 7OFx>PL—ADOHEH

TUFT R L—2EE, UN—ZATFOF VMR FERAL TWAESICEEESNS, WO KL —ADZ ETT,
o Ny Ty RY —)NADEER IR A

o NNy Iy RY—)NADEE NIRRT I

e Ny Z LY RYF—NADY 7T A DO ENTERIGE

« NIV RY—=NP50L ARV AZ(ENIEFIAK

HWSRequestLog 7«4 L7 T 1« 7HEE SN TV AR, 7D HWSRequestLogType 74 L7 T4 7
Tproxy ZEELIBEICENE RV ET, Ny 7TV RY—N"AY I MREXET BHHIC, LR
MOTBICERTI,

(1 ML—RTx#—7TvY b
TaFT ML —ZAOHENERIZIROEED T,

B, DUEOEWT [—N"7av X ID] &> TWWAESIE UNIX T prefork MPM PEALTW
BEEDT x—<y b THYD, UNIX LD worker MPM TliE [H—N7at 2 [D:Y—NZA Ly RIDJ,
Windows flRDEE [H—NNZA L v RID] T9,

B IR RRA R

[BRIA(H—R"T7OERID)AUL— T TYH5—2 3 VIER) Aproxy AERREIPT KL R Bkt
R— F&ESA:Aconnect

BRI Ty (RN

[BZIIA (=T OERID)AU— T FY 45— 3 VIER) Aproxy AEREIPT7 KL R Rk
R— MNESA: Aconnect(0)

PR ALIERE T (B R

[EBZIA(H—"7OERID)AUL— T T T5—2 3 VIER) Aproxy AEREIPT KL R sk
R— MNESA: Aconnect (X)

U7 TR IR AR R
HTTP/1.1 DEiOHE

[(BRIA(H—N"T7OERID)AUL— T TYHr—2 3 VIER) Aproxy AERREIPT KL R Bkt
R—FBEEA:AreqAsend(¥ 14 7) (Content-Length~ v 4{#&)

HTTP/2 D&

[EBZIIA(H—N"TOEvRID)AUL— T TV I5—2 3 VIER) Aproxy AR IPT R L R Rk
R—MNESA: AreqAsend

A4 T IIRO 3BETT,
CHUNK : F+ > 7R TEEiX T 5 5=
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CL : Content-Length ¥ X785k % 48 U R 9 H =
SPOOL: =7 7 A NIRRT 4 Z2RFL T, LD TERET S5
Content-Length N\ #EAPTEE L2 WHBEITE, "-"Z2HALE T,

o VARV AZ(GAIEFILI;

[BZIA(FZOERID)AUL— M7 TI) 5— 3 VIER) Aproxy AERLEIPT KL R EHEAR— b
EBESA:AresArecv

(L)
A ZEH

(LH761)

[Thu Aug 29 11:03:58.639 2013] (21999) (192.168.0.33/250/0x0000000000000001) proxy 192.16
8.1.5:80 : connect

[Thu Aug 29 11:03:58.639 2013] (21999) (192.168.0.33/250/0x0000000000000001) proxy 192.16
8.1.5:80 : connect(0)

[Thu Aug 29 11:03:58.639 2013] (21999) (192.168.0.33/250/0x0000000000000001) proxy 192.16
8.1.5:80 : req send(CL) (4096)

[Thu Aug 29 11:03:58.682 2013] (21999) (192.168.0.33/250/0x0000000000000001) proxy 192.16
8.1.5:80 : res recv

4210 BN L—ZXDEHEL (hwstraceinfo 17> R)

TV —2 3270l LOETERY VT A NZITEDELZE, YATATHEEL-HRIINE N L —
AELTHERENTVWET, AEML—R1E, EEXEBVICVWSTAHRTIEN, FOBRTALIT4TD
BERIAT U RIZEST, 774 NMICHEDENT T,

RER Hh
A&~ L—R HEAEY

(1) FL—XR1EERDERE

Web ¥ —NORBERFEELZZEICHNIBN L —APHEEXA TV IERENE T, HEXT) DX T FHF
F1x, HWSTraceldFile T« L' 27T« 7JIEE L7 7 A VIHERENE T,

(2) T71IMADLEHEE

HERAEVICREEN-HEB L — R, =70t ZOBREKRTE £ 7213 hwstraceinfo I~ > FD
FEITIZE-T, 77 NMICHASNE T T—NTO L ZAPEERT L7235 E1E, HWSTraceLogFile
TAVITATTHELLEZ 7 A NVICHTENE T,
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hwstraceinfo 2~ > RTIX, £EXEYDAEYEHIT, HHOEDT7 74L& %ZIEEL£9, hwstraceinfo
a< > RiE, UNIXHRDEHES, User T4 L7 T4 7 TIRELILI—FFE /I A—/N—2—H 72 IFNEFTT
XF 9, £/, Windows lDEE, EREER2/HOI—TFLZINETTZET,

WEB N L—ZADH N7 7 A LT A ZEIROEBY T,

UNIX lRDZE

prefork MPM Zf#/ L T\ 255

ps -efl 3> FOHIH A X+ vmstat I~ > FOHAY A X+ ipcs -a I~ > FOHAT A X+
7KB X MaxClient &

worker MPM % L T\ 54

ps -efl 3% > ROHAY A X+ vmstat I~ > FOH YA X+ ipcs -a I~ > FOH YA X+
2KB X #&4H — /N2 L v F#(ServerLimit {8 X ThreadLimit &)

Windows RDIZE
7KB X ThreadPerChild &

(3) hwstraceinfo d<v >R

hwstraceinfo 2~ > ROIEEHZEZHHAL £ I,

(@ ®X

hwstraceinfo -i £BEXEYHBF (-l 77 4I%&]|-r}

OREREMT
o -i HEXTUHBIF
HWSTraceldFile T4 L2754 7 TIELLZT7 7 A ICHASN TV AIEE A E ) #AF2IEELE T,
e L TFTILE
ATCEELLAEEARYHBIFICEYT AN —AZ2H T2 77 L2EELE T,
o 1

ATHEELAEEEXTVBAIFICHD L TONTWAREEXAE) 2@ LE T, UNIXfRTIX, Web
P—N\DPERTLTH P —ZAHOEBEAETVIZRDET., BoHEAEY 2T 272D DF R
Y REFEHALET, Windows iR TlE, Web =N THRICN L —ZAHOEE X T IIBRENE
TOT, TOFRT Y FEIRHELTHOEEA.

(c) fEAHI

HAERAEYFEAIT 1800_1133780652_0 12749 % b L — A% traceinfo.log 7 7 A WICH 19 261 % 7R
LI,

hwstraceinfo —i 1800 1133780652 0 -1l traceinfo. log
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(4) HEXAE)OERSLUBEHROER (UNIXRDEZES)

Web =N\ TLTH, PL—AEREFRT-OICHEATY IR LEEA. /2, Web T —N%
HE#HT 2551, HAEXTYPEMHAINE T,

Web 9 —N\ZEIEL-H LIS LZEAEIE, HWSTraceldFile T« L7 5 ¢« JICHEE L7 74 LD
BEEEIZ, WolAREATYZBNLT, BEBRLET, 72720, ROLIREEIE, DEERLT
WIEHEATYDPBRTZ %< ZDETOT, FELTLIES W,

o F—1—HTHEHL WL (UserT4 LIZT4 7% EGroup T4 L7 T4 7OEHIEESINT
Wn3)

« HWSTraceldFile T4 L 75 4 7OEZZEELTWVW5

« HWSTraceldFile T4 L7 T« 7 THEL TWz 7 7 A ILDBHEHESINTWVWS

HEXEY ZERT HEEE, -1 #18T L7 hwstraceinfo 2~ > RZZETF L TL &0,

4.2.11 R-HEHINEREE (hwscollect IV 2 K)

Web U —N\DPEEKTBIUOEILEE L S-EEL S, RFEPBRERE>EHT S/-0037 5
7, T5—uay, 77 AulinE0ERPNEEZDET, hwscollect Z7w > Rick->T, InsEE
FAEDO-OOER 2 —FE L CTINETEE£9, hwscollect 27> RiZ UNIX FR7ZGTER T,

hwscollect 2~ > R, root R TEITTA2LENHD T,

(1) &

hwscollect JNEBHREHET A LI M) [-f EHET7 71 ILE]

(2) ARTK

o INEBEREAET LT R
WELERZ tar DT —HA T 77 A IVELTHATRHED, HAEDT+ L7 M) EEELE T,
T—NA4T 77 A IVOEFE, HWSyyyymmddhhmmss.tar &7 0 &9, 2 T yyyymmdd &
hwscollect ### L 7z Hff, hhmmss |& hwscollect Z## U7z 24 BRE#IOEZ T, #hFha—7
VE A LT,

s fEERT 713
hwscollect.conf 7 7 A LZIEEL £, #MSZAE/RIEH LY T4 L7 MU D SOHE SR THERE
LET,

(3) EHAEE

HTTP Server # E#EH 2R TA VA N—IL UL EBEOEREAFEEZTRLET,
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/opt/hitachi/httpsd/maintenance/hwscollect /tmp

4) AT714TT771IDERTE

hwscollect.conf T hwscollect DEj{E%EFE L £9 . hwscollect.conf ik, F—7—RFN&fEx A=A T
REUJ->CEABLET . F—7T— NiE, AXFNXFEXFILERA. [TORMDICHEZ[FITSHETA Y MT
I 0DET. 77 A NVBIETRTENSATEELTLZS VW, AT 47774 L0DF—T— NEEE
WICOWTIRIZRLE T,

K45 AT7147771MLDF—7—REEE

F—J—NK EET BiE BE BEHIEE TT1IRA=R

ServerRoot httpsd.conf @ ServerRoot 7«4 L7 7«4 7 | WAAE X x
DEZIEELE T,

conf httpsd.conf D7 7 1 VEZ % EELE T, AR X X

trcinfo hwstraceinfo 2~ > FOFEET 2T+ L7 | WA X X

FUZIEELE T,

trcid httpsd.conf ® HWSTraceldFile 7« L7 | WAH X X
T4 7 THRESNS 7 7 A NVEAEIEELE T,

PidFile httpsd.conf ® PidFile 7« L7 5« 7 | WA X X
ESNET 7 AVEZIEELEZT,

CORE httpsd.conf ® CoreDumpDirectory 7« | {£& O O
L7514 TOEE,
SSLCacheServerRunDir 7« L7 7 4 7D
EzHEELET,

LOG httpsd.conf ® ErrorLog 7«4 L7 7« 7, | & O O
HWSRequestLog 74 L7 T4 7B XV
TransferLog 74 L7 74 7%
CustomLog 7«4 L7 T« 7T E0n 7 %15
ETEHT7ANAERELET,

FILES FDIED, BEBITIIXLI D7 7 A AHN | R O O
EHEELE T,

(ML)

OEETE %,

X I HEETE R\,
(5) A>T 1T 771 INDISEH
a2 T4 7T 7 ANOEERE R LET,

ServerRoot /opt/hitachi/httpsd

conf /opt/hitachi/httpsd/conf/httpsd. conf
trcinfo /opt/hitachi/httpsd/shin/

trcid /opt/hitachi/httpsd/logs/hws. trcid
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PidFile /opt/hitachi/httpsd/logs/httpd.pid
CORE /opt/hitachi/httpsd/logs/corex

LOG /opt/hitachi/httpsd/logs/errorx

LOG /opt/hitachi/httpsd/logs/access*

LOG /opt/hitachi/httpsd/logs/hws. trclog*
LOG /opt/hitachi/httpsd/logs/hwsrequest*

6) T1RIERHE
o —EFIC[ERT A7 7 1L
200KB+7KB X MaxClients f&

s RELBmEHIITHtar 7 7 AL
core 77 A LOER+ log 7 7 A LOER+—RIICERT 57 7 A LOER

(7) FEZFIR

o [NEIBEHMH LT 4+ L7 FYITIE, core 77 AN EELRSTFBHROT —HA T 7 7 A IUDPERE NS
7o, BEEHEERLTLLEZS WV,

o INEBHHNET AL MIICHAIT 7ANBLO—E7 7 AILEERLET. CD7-8, NEBHHE
THET 4 L7 PVIZEBZAARAREE LTL 2 &,

* CORE, LOGBXUFILESIZTA L7 M) ARIBET S &, HBESNLTALZ M) TRDT77AILDT
RCEZHBLET, CDD, L=+ T4 L7 NI REEMNTA L2 M) ZIBET S E, KENLOARE
HERERELTCLED 2D, BFEPDETT,
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4.3 H—NII2DODN—F It N—FvILKARN)

N—F P ILEAMI]I BOY NI U E2EREDTI VICEEE T, FOAEIRISRTZOBHD 9,

o H—NZIZEIIN—F v LA A+ (Name-Based Virtual Hosts)
e IP7 RLARIZESILIN—F v LA+ (IP-Based Virtual Hosts)

431 H—NRBICEDLKN—F¥IEKXbB

P —=NBIZEIIN=F ¥ LEZA ML, —DODIP 7 FLRAICH L TERDOEK A Ng%E DNS =N\ ET
EHBLTBE, V94TV IDPOLFDRANETT7ERTBIET, BHAAINDEIICREET, 2 v
NI =D A7 T2 —RAEERHRET HDEIIHD EHA Y—NRIZEDIIN—=F v LR NTIE, SSL
THEA A~ EFE SSL XHsA 2 b oAby, F2I3B 7k 2O SSL MinAk A s OfAEHE TIIHEE
TEFHA,. TNODHAEDLE THET HH5E1E, IP 7 FLRAICEILSN=F v LARAMTHEELTL
SV, = NZIZEDIIN—=F v LA X MDOFEICIE, <VirtualHost>T« L7 T« 7IZIP 7 KL X
ZEARENICIEE L TL 728 W,

@) 1580 —n"<> >y (IP7RLR:172.17.40.10) EO—>®D Web 4 —NTR—b+Z2—2F—7
YL, Web 7579250 VT AMIGLUTHARANZYIDEZ 2 ERZT 5.

Web 7' 7 H7»6 OFERD, http://wwwl.xxx.soft.hitachi.co.jp/DH &

<Application Server ® > A s =)L T« L7 Y >/httpsd/htdocs1/index.html
(DirectoryIndex O#EE S index.html DIFHE) 2SS LE T,

Web 77 #7056 OFEKD, http://www3.xxx.soft.hitachi.co.jp/D#H&

<Application Server ® > A s =)L 7« L7 ;YU >/httpsd/htdocs3/index.html
(Directorylndex ®#8%E A’ index.html DFE) 2B L9,

72720, ZOHEEIWeb 7995650 7T A D Host Ny ¥ T, "Host:

www l.xxx.soft.hitachi.cojp"® XD ICAA M (MBS UTKR—MES) 2IHELTELBELET
FATEEd, &L Web 77 78%, iy 170 Web 77 VHTIERIATE LW ENFHZHDT
FEPDETT, Z05HE, &b EMICEER SN <VirtualHost> 71 v 7 OIEE (ZDFITI
www l.xxx.soft.hitachi.co.jp) WEZNTZD 9,

Listen 80 -1,

VirtualHost 172.17.40.10> 2.

DocumentRoot "<Application Server®A4 VA h—ILFT 4L ¥ F')>/httpsd/htdocs1” ---3.
ServerName wwwl. xxx. soft.hitachi.co. jp -4,

<{/VirtualHost)>

{VirtualHost 172 17.40.10> --b,

DocumentRoot "<Application ServerdAf4 VA N—I)ILFT 4 L ¥ F')>/httpsd/htd0032” -6,
ServerName www2. xxx. soft.hitachi.co. jp .

</VirtualHost)>

<{VirtualHost 172 17.40.10> --8.

DocumentRoot "<Application Server®d4 YA M—J)LT 4 L ¥ F')>/httpsd/htdocs3 -9,
ServerName www3. xxx. soft.hitachi.co. jp

<{/VirtualHost>
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4.3.2

1. A= FESE—D

2.N—F ¥ ILARA - 1 DERH
3IL—FFo LT M) DOESE

4.5 —-NHE 1 DEHE

5. 3—F ¥ )ILARA L 2 DEFHE
6. )L—rFo4 L7 M) DEH

7.9 —=N\%Z2DEH

8. N—F v )ILAA L 3DEFH
O.NL—rFo L7 M) DESE

10. ¥ —\% 3 DEFK

A wwwl.xxx.soft.hitachi.co.jp, www2.xxx.soft.hitachi.co.jp, www3.xxx.soft.hitachi.co.jp
&, DNSH—N\72E12172.17.40.10 KA FPDARA MZELTEFRSIN TV RITNEZD EHA

O —NBE=ZDEETHILETIEDIIVUVIZRES

http : //

wwwl. xxx. soft. hitachi. co. jp

TIEE

http : //

www2. xxx. soft. hitachi. co. jp

ZiEE

Web TS o+

http : //
www3. xxx. soft. hitachi. co. jp

ZiEE

E L LI L x
=" &l =" @l =1 @l
0~ O 0™ i
I HI I HI I HI
L _c_4 _ 4
H—/N\E: H—/\E: H—/\%:
wwwl. xxx. soft. hitachi.co. jp  www2. xxx. soft. hitachi.co. jp  www3. xxx. soft. hitachi. co. jp
|:| o
172.17.47.10

s BEOFR—%EH

IP 7 RLRICEDIKN—=F v ILKRZX B
[P7 FLRICEDIN=F ¥ LKA MIRD=ZDDHEETT FTAT7 ¥ MIUIBEHAAFOLDICRE T,

e | BOY NI VICERDORY VT =T AV T 1 — ARTEE
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e IP7RLADIAY 7 ARIEFE

@1) 1809 —NT> Y EO—DD Web b —NTHR—- 12 D4 —7> L, SSL A& Web 3—N&
JEXTS Web H—1NXDZ2DHA X & LTEHT %,

Listen 443 -0

Listen 80 Y

<VirtualHost xxx.soft.hitachi.co. jp:443> -3
DocumentRoot ”<Application Serverd4{ R F-—)b7-4 L2 bY>/httpsd/ssldocs”
SSLEngine On 4

SSLCertlflcateFlle "{Application ServerOD'f,/JZ N—JLT 4 Lo KM1>/httpsd/conf/ssl/se
rver/httpsd. pem”

SSLCertificateKeyFile "<Application ServerD4A4 YA M—JLFT 4 L %2 MYD>/httpsd/conf/ssl
/server/httpsdkey. pem”
<{/VirtualHost>

{VirtualHost xxx.soft.hitachi.co. jp:80> ---h
DocumentRoot "<Application Server®A4 YA h—J)LF 14 L % ~')>/httpsd/htdocs”
SSLEngine Off -6

</VirtualHost>

1. K-+ ESDER

2. K=+ ESDER

3. R—FBES 443 DIN—F v LA X N DEFH
4.SSL B

5. R—FEE R0 DN—F ¥ LKRX NDEH

6.SSL #%h
O R—rBEBEEZZDOEHETHIET2EORVVICRES

https : // http : //
xxx. soft. hitachi. co. jp xxx. soft. hitachi. co. jp
c J43%FIETE : 80%FIEE

== ol = |
|D| Dl ||:|| DI
[ HI I HI
M I
— Kh&ES : 443 R— F&ES : 80
SSLMNE %h SSLITEESN

- ﬂ

xxx. soft. hitachi. co. jp
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B2 1650 -7 EIcZ20 NIC (Network Interface Card) (IP 7 KL Z:172.17.40.10,
172.17.40.20) %fiz, —D2® Web ¥ —/N\T Web 77 7H 25D VT X MIGUTHKR MO E
ZCGERAT %,
Web 77 9%»60) 7 T A NS, http://172.17.40.10/ D&
<Application Server ®-f > A b —J)LT « L 7 b ) >/httpsd/htdocs1/index.html
(Directorylndex ®F§7E A’ index.html DFE) 2B LT,

Web 777805600 7 T A M3, http://172.17.40.20/ D54

<Application Server ® > A s =)L T« L7 Y >/httpsd/htdocs2/index.html
(Directorylndex ®F§7%E A index.html OFE) 2SBL T,

Listen 80

<VirtualHost 172.17.40.10>

DocumentRoot "<Application Server®4A YA h—JLFT 4 L& b 1)>/httpsd/htdocs1”
ServerName www10. xxx. soft. hitachi.co. jp

</VirtualHost)>

VirtualHost 172.17.40.20>

DocumentRoot "<Application Server®4 Y X h—JLFT 4 L & kY >/httpsd/htdocs2”
ServerName www20. xxx.soft.hitachi.co. jp

</VirtualHost>

O~y FI—VAUBTI—RA—FEZDHREL,
DOIRMIBLTUYERD
http : //172.17.40. 10% 35 %E http : //172.17.40. 20% $8 %€

Web 'S5 o+ Web 'S o4

X X
=1 | = "ol
|D| ﬂ |DI ﬂ
(- HI I Hl
_L 1 |
IP7 KL R :|172.17.40.10 IP7 KL R:172.17. 40. 20

1
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4.4 Web H—/N\T0O CGl 7’O7'S5 LDET

CGl urz7 L&y, Web ¥4 —NLETEET S 0TI LTT, 2O CGl FurzJLzERTNIE, &
72 HTMLANDOT7 7L ARG CEERTER VWAV YT 7T 1778 Web 77 AP TEZ T,

441 CGl7O75LDEE

CGl Fu 27 L %%Ef79 5I21%, ScriptAlias T4 L2774 7T CGl Fur I L hH2s57 117 b)) %I
E9 AHR, AddHandler 7«1 L7 7« 7R L7 7 A VILRTFIC cgi-script N> BT 2 $8ET 2 5
B&XU SetHandler 7«4 L7 7« 7T cgi-script N> RT2IBET H2HXFHD £ T,

httpsd.conf TEET 2581k, CGL U/ I LOEHO LT EDHT, ScriptAlias 74 L7 T 1 71
FHHRELHERELE T,
(1) ScriptAlias 7 L 77«1 7 D1EEH

CGI u 5 LD 24 % <Application Server ®4 > A h—)LF 1 L & b >/httpsd/cgi-bin/CGI 7
O7I L5774 NVBEL, TR LTT T4 T2 Mr56/cgi-bin/CGl 7u /o L7 7 A VETT VLA
T HEA

ScriptAlias /cgi-bin/ "<Application Server®4A4 Y XA M—J)LFT 4 L& M1 >/httpsd/cgi-bin/”

(2) AddHandler 7 L 77 1 7 DIEEH!
o 771 IR F.cgi I cgi-script /\> RS ZIBET 355

AddHandler cgi-script .cgi

78, Options 7«4 L2774 7T ExecCGl 7Y 3 VOFREPNETT,

(3) SetHandler 7« L 75 1« 7 Dis8EH
o script CHBEBZ 7 7 MV RBICHT BV I ITAMNIMULT, cgi-script/\> RS ZIEET 355
<FilesMatch “script>
SetHandler cgi-script

Options ExecCGI
</FilesMatch>

442 CGl7FO73LDOFUHL
CGL 7155 L1k Web 75 74 5 ROFAD URL ZHE L THUHLE T,

4. AT LADOERFE
Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 82




http://RRA b& R—NES) /RARE (TBWEHLEXFI)

s RANG R—IES)
Web b —N\BEELTVWAKRAMNELIZIPTRLRAE, R— I EER2EELET, A— 1 EEL2E
BBdsrE, R—rBEE3ICYZIZAMEREELET,

AW &
ISZAZIECGL a3 LDISAZIBELE T,

s BMLEHENFS
CGl uZ S LhiZEITINTSAYTT, TOF—T—REEOHZIEELE T, Web 757D 7 4 —
LT =9 ZEMRUIEE, VIVIZANTIA VICEBNICHRESNE T,

443 CGl 7073 ALICETIER

Web #—1"\%256 CGl 70 7 LICRIEAREZE L9, FMll3 [(18 B CGI 702 I AICE T RIEE
Bl 2SR LTLIES 0,

4.4.4 CGl7FO735LDOH
CGl TuZ s8I rarsse, ZOETHZHFBELEIT,

H>7N CGl FO73 A
Windows L CERRTEERY > LT 7T LDV — A2 RITRLET . NI Perl EREETEN»N
e a I LT, 77 ANVE%E testcgipl ELET,

#t! c:¥bin¥perl.exe

$argc=$#tARGV+1;

print "Content-Type: text/plain¥n”;

print "¥n”;

print “argc is $argc. argv is ¥ @ARGV¥”.¥n”;

print "SERVER SOFTWARE = $ENV{’ SERVER SOFTWARE’ }¥n”;
print "SERVER NAME = $ENV{’ SERVER NAME’ }¥n”;

print "GATEWAY INTERFACE = $ENV{’ GATEWAY INTERFACE’ }¥n”;
print "SERVER PROTOCOL = $ENV{’ SERVER PROTOCOL’ }¥n”;
print "SERVER PORT = $ENV{’ SERVER PORT’ }¥n”;

print "REQUEST METHOD = $ENV{’ REQUEST METHOD’ }¥n”;

print "HTTP ACCEPT = ¥”$ENV{’ HTTP ACCEPT }¥”¥n”;

print "PATH INFO = ¥”$ENV{’ PATH INFO’ }¥"¥n”;

print "PATH TRANSLATED = ¥”$ENV{’ PATH TRANSLATED’ }¥”¥n”;
print "SCRIPT NAME = ¥”$ENV{’ SCRIPT NAME’ }¥”¥n”;

print "QUERY STRING = ¥”$ENV{’ QUERY STRING’ }¥”¥n”;

print "REMOTE HOST = $ENV{’ REMOTE HOST’ }¥n”;

print "REMOTE ADDR = $ENV{’ REMOTE ADDR’ }¥n”;

print "REMOTE USER = $ENV{’ REMOTE USER’ }¥n”;

print "AUTH TYPE = $ENV{’ AUTH TYPE’ }¥n”;
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print "CONTENT TYPE

= $ENV{’ CONTENT TYPE’ }¥n”;
print "CONTENT LENGTH =

$ENV{’ CONTENT_LENGTH’ }¥n”;

CGl 7075 LDET
Web 759 HFICRISRT EDIEELT, Y>> NV CGl usrsL20HLET,

http://www, example. com/cgi-bin/test-cgi.pl/ABC?X=18&Y=2

TN TOT 5 ADFEITHER

e

arge is 0. argv is
SERVER_SOFTWARE = Cosminexus HTTP Server

SERYER_NAME = www.example.com

GATEWAY _INTERFACE = CGIA1.1

SERYER_PROTOCOL = HTTP/1.1

SERYER_PORT = 80

REQUEST_METHOD = GET

HTTP_ACCEPT = "#/#"

PATH_INFO = “/ABC”

PATH_TRANSLATED = "C:¥Program Files¥HITACHI¥Cosminexus¥httpsd¥htdocs¥ABC”
SCRIPT_NAME = "/fczi-binftest-czi.pl”

QUERY_STRING = "X=1&Y=2"

REMOTE_HOST =

REMOTE_ADDR = xXX.XXX.XXX.XXX

REMOTE _USER =

AUTH_TYPE =

CONTENT_TYPE =

CONTENT_LENGTH =

4.4.5 CGlI 7073 AICETEINER

CGI/1.1 OBBEEHKLIINC Web 3—1\h 5 CGL 70 AEHZETHADOEEFEIC DOV TEHAL
9,

AT 477 74N CClL ury I LETREERS, FOMEEZIEETEET., CCl Tur s LIcE
S VWEBRESHOIEEL TEET,

PassEnv IBRIEZE CRIZ7OT S AICETRIELTHDIEE
SetEnv IBIEZ# & CRI7AJ S AICETIRIEERE ZDEDIEE
UnsetEnv IBIEZTH CGI7O7 S AIEIRVWEREEHDIEE

4.4.6 REZHDER

T34 T DI IIANERIC, BIEEHNZEECEZET, UZJIZAMLTWVWBRETZITAT Y FDARAR
ZRIPT7 RLAZRERZBEICBELEHATER LD, BESHOZEZRBRLI-DTEXET,

SetEnvIfNoCase Request URI ”"¥.(gif|ipg)$” request is image
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ZOBE, T ANMERTFD.gf £7odjpg DEE (ZOT 1 LI T4 TOHFE, KXFE, NMNFOXH]
IZLEHA), request_is_image LWV BRIEEHE CCl 7u s I LIELE T,

4.4.7 Windows TCGlI 7O7 S ALZFIHT 3 EENIFREIR

(1) CGlI 7075 AMERBRDZER

CGl 7TuZsL&T—NALy FREOTF—¥EZEICIX, CGl u”r s LnE®EA S, E#EHS), @
F—HAZFERLTWET, T—¥EZERICIE Timeout T« L7754 7JIWEEMCZDEd, CGl o
7T LERREFICIE, T OERERTRIE, EEAHRNGEZALANE IR T LTSN,

(2) CGlI 7O73 LDEHIFET

CGl a5 LEZ Web b —N\DPEIELTH, CGl T uZs L8P NEE2KZA2FTERTLETA,
CGl 7uZ I Lz8ERKRTIAICIE [FRIZx—=Ix] PoRRTEEET,

4.4.8 UNIXhRTCGlI 7075 L%FHT 3 EDEREE
(1) SEATHERR

CGl Fu 27 4icix, User, Group 7«4 L7 7 1 718EMB TOEITHERPLETT,

(2) 14gE
worker MPM TldH¥—NNZA L v REICHAI LT, CGlL Fut ZOERAIEIZ T 2 N AHED D HEEN B
LEd, 2072, CCGl Fur o Lx2FETT H5EIC1E, prefork MPM 2R 22 &2 HERLE T,

4.4.9 NAEBREEROIREIR

Y27 T ANURLIZ, CGI7ar T LICET/SAERPIEESNGE, TONSAEREZRELH
PATH INFO 2, RNRAE#HE T 7 ANV AT L EO)ISAICE#HR LU -EZRIBEZE PATH_ TRANSLATED
ICERELE T, SABHREZ T 7 ALY AT L EOISAICEBRT BEEI121E, DocumentRoot 7«4 L7 5 4 7
ICHEESNINAZREEELE T, SZAERICHL, AllasTA LI T4 7 ETRHLZZIBEL TW5HE
ElE, TOEEIH-TEBRLET,

Web H—=NDREICE > T, BIEAEH PATH_TRANSLATED IZERE S NTZ/INAANDT 72 A% F# A L
TWVWERWVWERIZE, T7—uJZRT7 78 RAEEDOA vyt —Y2HALET. COAYE—IZH LG
BTH, Web ¥ —/NE CGL Fur I LzETL, VI MBEZETLET. JOK, REEH
PATH_TRANSLATED & CGI 707 J LIZESNE T,
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(Bl) Kz x> bL— b8 "C:/Program Files/Hitachi/Cosminexus/httpsd’, Web 7' 7#» 5 DHE
sk® "http://www.example.com/cgi-bin/test-cgi.pl/ABC" (CGI 71 7'Z L '"test-cgi.pl"#FEfT79d 5
JIA R, NAE#RE LT /ABC" Z2f10) OHE0, T —uaZHAf2RIINLE T,

[Thu Apr 02 15:33:10 2020] [error] [pid 11111:tid 12345] [client 192.168.1.1:45678] AHO17
97: client denied by server configuration: C:/Program Files/Hitachi/Cosminexus/httpsd/ABC
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4.5 I1—HFRELE 7 7t AR

Web ¥ —/NIZX 9 57 7 £ AHIEHGEICIIRISRS HEPH D L9,

o I—HYEBIUNRAT = FIZKBT 7 AH|HE

TIAT Y RNDKRANGEZIZIP 7 RLRIZK BT 7 & A
T4 L7 MIICKT BT 7 AHIH

T4 L7 NIY—EXEZFALLT 7t A

451 A—HRBRIUTNRAT—RICKB7 7R

I—HPHZHEZD/)SAT — Nid htpasswd I~ > FEZFERLT, RRAT—RFT7 74 VB LET, BHHS
NTVWAERIL—YTZIZH LT, RAMNNDODTA LI NIRRT 7 ANLGEDT VL AEZERZTETET,
htpasswd 2~ > ROFERAEICONTIE, [45.1(1) Z—HZENRNRT=FO)ISAT =R 7 74 )LD
BHRBIUOISAT—FOEE] 2B LTS W,

() <Application Server ® 1 > A b —J)LT ¢ L' 7 V) >¥httpsd¥htdocs¥7T ¢ L7 M) RERFED L —
PRTFICAMT 5
htpasswd 2v > FZFERALTHEP LHI—FHE/ISAT—FE2/)SAT—F7 7 1)L (<Application
Server DA > A b —)LT ¢ L7 ~V) >¥httpsd¥htdocs¥.htpasswd) IZEHFL THWTL S,
httpsd.conf 7 7 A WIZTIRITTRT T4 LI T« TRBREL 9, T—HH<Application Server D1 >~
A b—=)T 1 L7 Y >¥httpsd¥htdocs¥IC 7 72 X9 5 & Web ¥ —NIEZA 5T —4 X 3— K 401
Authorization Required #/5%& L, Web 77 V¥ TCL—HEBLINNAT - ROANEZERLE T,
<Directory "<Application Server®A4 YA h—JLFT 4 L % k') >/httpsd/htdocs”>
AuthType Basic

AuthName "realm 1”

AuthUserFile "<Application ServerA4 YA h—J)LFT 4 L& M) >/httpsd/htdocs/. htpasswd”
Require valid-user
<{/Directory)>
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1. WebTS OS5I TR EDEE

2. HTTP Server®Y P TR R&ZIH{FF, UV IR N
Hol=TA LY NIDTHUREHIET 5,

HTTP Server

3. WebTSHHIZaA—HIDENRRT—KDOANERT
Ayt—CFEHAT D,

realm 1 (o xxx . xxx. 00 | T3 T D2 RBEANLT
CEZN

2
IAv i

[ ox | [ Ferwn |

(1) I—HFRENZAT—RONZAT—R T 71 IMWADERBELTNAT—RK
DEEE

htpasswd 2~ > REHEHL T, SAT—=R7 74 MIZ1—H4, N2 T— RROBERBIUOELENSTEET,

htpasswd 2 > FOFERGIEIZ OV TIRICEHHAL L9,

(@ fek

htpasswd (-b) (-c | -D) RRT—KR77A4)E& 1—H%E& (/RRT7—K])
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() #XTVK

b
ISAT—RZ2ITVRIA VIHEET HBEICHEELE T,

e
FRISISZAT = R 7 7 A V2 BT BHEIHEELE T T TIHERLTWA/SAT =7 7 A LIZ
I—HZEMT HHEL, RAT-F2EETLHEHICE, BEITLILEIHDEEA

+ -D
I—HOBREHIRT AGEIIEELE . BELL/SXAT—RT7 74 VIZ, BELLI—YPERS
NTWBIBEIL, NAT—=RI7 7 ALY T L2 ZHIBRLET,

e NRAT—R7T71)%
ISZAT — RZBEk, BEEZIGHIBRT A ZAT—R 77 A VEEELET,

- 14
AT - REER, EEEREIRT 51— TERIEELET.
Wiv AN

BRELIBEETHNNAT—FEHEELE T, DA TV a v EEELLEELETEETEET,

() fEABEE

INAT—=RT77ANRE, BT AL RELIINAT - RE2EET 51— L %$EE L T htpasswd
REETHE, TOL—HFDNNAT—=ROANHPERINE T, ANNHEREZED, 2[ESRAT—R%E2 AT
5L, SAT—=RT77A4NICFDLI—TFDIL—-HFHE, WNAT—-RKPEHRINET,

C:¥>"<Application ServerdD4 Y A h—JLT 14 L7 b 1) >¥httpsd¥bin¥htpasswd. exe” .htpasswd user
XX -1,
New password: 2.
Re-type new password: -3,
Updating password for userxxx -4
C:¥>
l.userxx ®)SAJ — KOEHE
2.3 /S AT — R AS
3. %8 AT — RHEAT
4. FSNAT — ROEFRIKT
BixrERd A25A1k, DA TSvay, SRAT—RI77AVEBLVHIRT 21—V REEELT
htpasswd Z & L £,

C:¥>"<Application ServerDA4 YA h—JLFT 4 Lo ) >¥httpsd¥bin¥htpasswd. exe” -D .htpasswd u
serxx -1,
Deleting password for userxx -2

.C:¥>
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1. userxx OZ8HHIK
2. userxx OERHIRK T

d) EEFH
¢« I-HPHROBRRENSAT - FOREARIZ 128 XFTI,

 htpasswd Iv > FEFTEILX, SAT—=R7 7 IVOEREEREICT 4 L7 MU, 1EET 7 AL —
RRICIER SN E T (FET 7 A LBE, [NRT—=FR7 74 LVRZ.TatXID] T ZOEET 7
AV, htpasswd 2~ > FOKTERICHBFNICHIFRENE T, 72720, RiTHiZFv L LB E
BE, NEET 7 ALNBHIBREIN LW ERHDE T (FET 7 M UHE-> TV E5EEIL, FEITHIFRL
TLES W0,

452 T34 72MDKRARNBFEELIFIP 7 RLRICKD T 7 =Rl

75347 Y PDRAMERIP 7 RLVRIZE > TT7 7R RFI#T 5121%, Allow from T« L7 7 1 7%
Deny from 7« L7 7« 72HEHLE 9, Allow from T4 L7 T4 7 TT7 VL A%ZHFATHHAN,
Deny from 74 L7 T4 7T 7t AT H5RA N E2EELET,

(Bl) <Application Server ®f > X b —)L7 « L7 ) >¥httpsd¥htdocs¥7« L7 U %, FoFv
BHEHOV VI AMIKLA2SBEEILT S

httpsd.conf 7 7 A WMICRITTRT T4 L7 T4 THRELET. T —HFH<Application Server D1 >~
A =)LT 4 L7 MY >¥httpsd¥htdocs¥iZ 7 7 £ A9 556, proxy.xxx.soft.hitachi.co.jp % 71 ¥
JELTHIALTWS Web 79 7 HIE AT —4 ZA3— R 403 Forbidden T7 7t A% EESNE T,

{Directory "<Application Server®4{ YA b—JLT7 14 L 7 ') >/httpsd/htdocs”> T4LU b
) DEE

Order deny, allow 7O AHA ERIEDBEIEMER

Deny from proxy.xxx.soft.hitachi.co.jp 727 tERADEI
<{/Directory)>

4. AT LDERAE
Cosminexus V11 74— 3>t —/\ Cosminexus HTTP Server 90




1. WebTSHHHNS) I TR FDEE
| s

2. HTTP Server®Y P TR R&ZIHFF, UV IRA N
HoTA LY NIDTHUREHIET 5,

HTTP Server

3. proxy. xxx. soft. hitachi.co. jpE 7OF & LTHALT
W2 TS5IHFERT—4 Xa— K403 ForbiddenT7 Y X
=EEIND,

Forbidden

453 T L7 MN)ICHTB7 7R

TovAarrua—)L77A4) (htaccess) ZEEDT« L7 MY TNIESRTNIE, FOTo L7 MV
NI BT I AETRETCEE T, TDOT 7 ANICT IV AZHFNELIIEETETS275947 8 (IP7
RLR) RAL—TFZZHEELE T,

(1) 77€AxA3>pv0O-L7T771)L

TRy b a—=LT7 7 ANEZEEDT 4 L7 MU NIUERTNIE, FOT 4 L7 MIICNT A7 7t
AMERBETCEE T, 778 RAI ba— L7 7L ILDELMNE, AccessFileName T« L7 5«1 7 CHE
LEd, 774/ ~d.htaccess T

4. AT LDERAE

Cosminexus V11 771 —% 3 >4 —/\ Cosminexus HTTP Server 91



TR MA—=LT 7 AL BT 7 AL, Web U —NEHIEET 2 %L, AWM E
T, 7272L, IELLSBEESEA720121E, httpsd.conf @ AllowOverride 7+ L7 7« 7 &tz L&EX
HFILARNIVICERET HRENHD X T,

77ﬂx:ybu—w774w*ﬁxv R77ANZBIEET SHE, I—FDPZFOTA L7 MJICT It
AT ABEBHICI—YEZBIUOSAT— RFOANZERLE T,

| z==m

TO7XAar hu—)L77A4)L (htaccess) &/¥AT—R7 7 A )L (htpasswd) (151 Tdh
HREIHDERA, BB T7 78232 bua—)L7 714 L® AuthUserFile T« L7 5 ¢ 7IZH
CNRAT—RT7 7 A LEIEETETET,

(2) 77 EREOEEDH

ROED T4 L7 NIRRT, T4 L7 MJICRHLTT 7RI ba—=LT7 74 NICT 71 AER
HELET,

[user@01®Dpublic html]
|

F—[auth]———. htaccess
L——index. html

|

—[test1]—r——. htaccess

——-. htpasswd (user001/test1)
index. html
—[test11]———F———. htaccess

———_htpasswd (user001/test11)
L——index. html
L—[test12]———index. html
L—[test121]————. htaccess
L——index. html

L—[test2]—————. htaccess
F——.htpasswd (user001/test21,
| user002/test22, user003/test23)
F——.groupfile(mygroup: user001 user@02)
L——index. html

cauth T L7 NUTO 77 AEDESZ (auth/.htaccess 77 1))
IP7RUZAA172.18.102.11 BX D 172.16.2024 DY =N D7 7L AZEFLF T,

Order deny, al low S
Deny from 172,18.102.11 172,16.202,4 ---2,

1.7 7t AEBDOER 2 JLIFHE
2.7 AERDER

e testl1 T LT NUTO7I7AEDESE (test1/.htaccess 77 1)

I —YH=user001, /A7 — R=testl 2 AT L/ZBEZT, testl/index.html B X U testl/test12/
index.html N7 7t AZ#FR[LE T,
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AuthUserFile C:/user@01/public html/test1/. htpasswd o1,

AuthName ”"testl Directory” -2,

AuthType Basic

<Limit GET POST>
Require user user001

</Limit)

s

1.SAT—=R7 74 VDEH
INAT—=RT7 7 A NVICEBHRLTWALI—HPHE/NNRT— R
I—4% user001, /SZX7— R :testl

2.realm ZDEHE

3. XYy RIiZxd 2EHR

4, 1—H4% 1 user001 O7 7 & R % §FH]

« testl/test11 T« L7 NUTDT7 I EAEDES (test1/test11/.htaccess 771)L)
I —HZ=user001, /SZX7— R=testll # AN L7=#5HE721F, testl/testll/index.html ~ND 7 7+
AZFAILET,

AuthUserFile C:/user@01/public html/test1/test11/. htpasswd

AuthName ”test11 Directory” 2.

AuthType Basic

<Limit GET POST>
Require user user001

</Limit)

—_

e

1L.XAT—=R7 74 VDEH
ISAT—=RI7 7 A IICBHFLTVWALI—HFHENZXT—F
2 —H4 user001, /SZX7— K :testll

2.realm ZDERE

3. XYy RICxd 3ESH

4. 1—4% :userO01l O7 7 & A% FFA]

» test1/test12/test121 T4 L7 NUTDT7 7 AMEDES (test1/test12/test121/.htaccess 7 7
1))

I —H4Z=user001, /Y27 — R=testl # AJ1L, Web 7 7H%» MSIE OH&7ZF, testl/testl2/
test121/index.html NO7 7t A2 L 7,

Order deny,allow -1,
Allow from env=MSIE ---2,
Deny from all -3,

1.7 7 AEBOESH % F5IC

2. Web 75575 MSIE 4, 727t A%
BIRTDOFANDPEDT I ARIES

72721, httpsd.conf ICIRDT 4 L7 T4 THERELTWVEHDELET,
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SetEnvIf User-Agent ”.*MSIE.*” MSIE

s test2 T LI NUTD7 7 RAEDER (test2/.htaccess 77 1)

mygroup 7 I)—7 DL —HH, NRAT— &2 AN LIGEEZT, test2/index.html NO7 7t A %7
ALET,

AuthUserFile C:/user001/public html/test2/. htpasswd
AuthGroupFile C:/user@01/public html/test2/.groupfile
AuthName ”"test2 Directory”
AuthType Basic
<Limit GET POST>

Require group mygroup
</Limit)

L=

SES

1L.SAT =R 7 74 VDER
AT =R 7 A IICBHFLTNALI—HFHENNXT—F
2 —H4% user001, /SAT— R ! test2l
I—H4 :user002, /87— K : test22
I —H4 :user003, /SX7— K :test23
2.TN—=TT7 74 VDEH
TN—TT 7 A VICERLTWATIL—TH
7V —T74% : mygroup
mygroup IZE#k L T\ 51 —H4 user001, user002, user003
3.realm HDERK
4. X v RIZxtd 5 EH
5.7 ) —7% : mygroup O 7 7 & A% FFA]
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46 T7T1ILB—EDORR

TALZPIADT 7 A VEZ—E%E Web 7T IHICRRT 2HEEZT A LI UM YT I7AEVVET,
TALZ P IA YT ARBEEZENCT DICBRITRIT T LI T TEHRELET,

Options +Indexes

ZDEE, TRTDT7AINVERREESHIEIEEF2Y T4 LfEKRTY . IndexIgnore 74 L7 T4 7
TA VT IVARRIERZWVWT 7 A IVERETHLENHDET,

7272 L, Options +Indexes #f8%E L T\ T®, Directorylndex 74 L7 T« ZIHEELTWA T 71 )L
(74 Midindex.html 77 A J)V) BZEDOT 4 L7 M) NIZHAHHEEIE, TOEBESNTWAST 7 AL
PERRESNET,

S5, TALTZ MNIA VT IURAZEBERTRT 281, ROT AL I7T 4 TREBELET,
IndexOptions +FancyIndexing

BRI RREEDFEMEE 1X IndexOptions 74 L7 7« 7, Addlcon 74 L2774 7 THELE T, T4
L7 M)A VT ABRBETRRSNIEERE, T4 LI T4 T THRETAIABLZRITRLE T,

M 4-7 BERTEEICOVLWTOEEREAR

NameWidth# 7 3 T SuppressSized 73 T

g% % E RE-FERTERTE
HeaderNameT « L
954 712, ®FR SuppressLastModified4 7 SuppressDescription4A 7> 3>
T HREZEEMN I VTCRTFERTERT THRR-FRTEER
TW3I77/)L%
=2+ O O e O ]

AddlconT« L&

490" "BLANKI e Jr ) ERRRRRCREE SRRRRREEEEEED (ERRRRRPRRRRRPRPR
L e S i S S
CON""[2ERE — ‘Name Last modified Size Description
IGO”HeffgﬁjV _‘@: _fa.:ir 24-Sep-2011 09:28 246
AvTES, ‘& 2.png 24-Sep-2011 09:28 293
IconWidthA 7+ 3 e
N, e A S - alert.black.gif 24-Sep-2011 09:28 242
VTIREEHRE CE
:. alert.black.png 24-Sep-2011 09:28 278
AddIcon, — % alert.red.gif 24-Sep-2011 09:28 247
AddlconByEncoding,  :[8] indes. htnl 24-Sep-2011 12:39 40

AddIconByType, =
Defaultlcon 1

= = y =S .
TALITATTERE | meameT AL 5747 TR 7 7 BB e T,

ReadmeName 7 4 L T4 12, RETHIABTEEMLTVWE I 71 ILERTE

7B, TILFNAL MNXFHEZELT 7 ANZOERIITEETA,

F7-, HeaderName T« L2751 7B LU ReadmeName T« L2754 7 THEELEZ77AILTERHL
TWABNFEYY b, T74NLFOXFEL Yy b (UNIX i : ISO-8859-1, Windows it : UTF-8) &%

4. AT LMERAE
Cosminexus V11 74— 3 >4 —/\ Cosminexus HTTP Server o5




A5 EE, TAVLIZ M)A YT IARR AT PRELE T, ZDFHA, IndexOptions 714 L7
F 4 7@ Charset 7> 3 >, HeaderName 7+« L 75 ¢ 7% ReadmeName T« L7 5« 7 TIEE
L7c7 7ANVTHERALTWANFELY FE2EELTLEE W,
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4.7 JN—ZRA7OFDEHTE

EREA Y =2y MIBRTELRWIIA TV IPODYITIANE T T4 T 2 MIRb>T Web ¥ —
NIEET ARITT N2 OF =N nnET, BE, TaF5—0NE, 7931470 veA vy —
2w PEDOESHICHEBEEINE T, 2L, 1% —3%v bE Web b —NEDESICTaFoH—N
RRELCEEZIN-ATOFE0n0nET, UN=Z2T7aFI T, 7947 PEDYTIT AR
 Web U —NIcRRb-oTFax 3 —N"PUELET,

BEOSOF I —NEYN—ZAO0F T OHEEZRISRLET,

M 4-8 BEOFOFIH—NEUN—ZFOXLOEE

QEFEENTAFILHY—N ON—RTOFxy

54Tk 9547k
=1
Y Y3

X L1 L1 L1 X

> . M A
TaFiH—n

WebH—/N
(NI TY FHg—n)

IN—ZA7aF T E2FRHLTTESZEEZRITRLET,

s AVFUYNDEET VY AZFIETEET,
Web b —NICEELZER (VLI b H—FRBEOT—IR—A%E) Z2HEFELTVWEES, Y/N—
2A7aFTE Web b —NZ2ROT VICEREL, BEOHLT 7LANSE Web —N\25F0, 1F#
DIRZVZFFTE 9,

o TUFIH—NIZEFOE W SSL AU ZENTEET,

IUN—=Z2FaxT%FEHAL, SSLOAEEFIO~ Y > T3 UL, Web 3= NIC# 282 DEETE
ESCIS

e USA TV NIHELAEZWT, Web b —NZ25ET&EET,

Web U —N25E LEETYH, UN—ZA7uFIHPRITT2DT, 75472 MIDERIERUCA
VAT I —ATT I ATEET,
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4.7.1 7OFEI 21— I OEIAH

IN—ZA7aF 2 FHTA-0ICE7TaF > EFY 2 —ILOEARAADPKRETT, TaF T EIa— )%
MArteiclx, 3> 7427774 (httpsd.conf) ICIRIRT T4 LI T4 T2EELE T, UNIX D
AL, BITRISRTIERE T LoadModule T4 L 75 4 7Z2BELTLEE 0,

» UNIX iR

LoadModule proxy module libexec/mod proxy. so .
LoadModule proxy http module Libexec/modfproxyfhttp.so>-<1
LoadModule proxy http2 module Llibexec/mod proxy http2. soX2

« Windows it

LoadModule proxy module modules/mod proxy. so _
LoadModule proxy http module modules/mod proxy http. soX1
LoadModule proxy http2 module modules/mod proxy http2.so*?2

1
Ny 7Ly Ry —NEDREFETHTTP/1.1 Z2HEAT 2H5EICHEELZDET,
%2

Ny 7Ty RY—NEDBETHTTP/2 2T AESICHNEERZDET,

4.7.2 T4 L7771 TORESZE

IN=ZATOF TV ERETAETA VI T4 TOREFEZRITRLET
ZZTIEHTTP/1.1 2EHT26DEL, 7 FLAZRD I IURELTVET,
UN—70O%2 : www.example.com

Ny 7T > Rt—/\ : backend.example.com

(1) UZIZANURLOBEINSTHETUIIRA MY TOEEIN LT

RO XS ProxyPass T4 LI T4 TEH/ET D&, 77472 FH 560" http://www.example.com/
news/oct-2001"& 15> Y 7 T A M "http://backend.example.com/oct-2001"& W5 1) 7 T A MZE
SNFEI,

ProxyPass /news/ http://backend. example. com/

Host: A\ v #13"Host:www.example.com"7» & "Host:backend.example.com"ICHEI D HTL£d., £ L
T, UN=—27OFVREINYTLY RY—NDPEDVARY A% T TAT » MIGELE T,
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(2) WEAYITOBENIHT

Redirect 714 L7 74 7OHE, A A—Y~y TORAEIEKEEZ/ (RTFv¥a) THLAWT L
JRMNIBEDI) VT ANE, N IZITYRY—=NTUE¥AL L7 MNPEREINIHEEICIE, Ny 7T R
Y—NDPEDVARYAD Location Ny FIZNy J LY R —=NDO7 RUANEEENE T INzT
DEEVIATYMUSETBE, 7947 MRUFA LY b EIA—RTOF I TIREL, EFENY
I RY—)NIZY T ITANLET, £ T, ProxyPassReverse 74 L7 T 4 JIZIRO X HITIEEL,
VALV M) JIZANBIN=ZRSOF I %2ELVITAMIEAEIICLET,

ProxyPassReverse /news/ http://backend. example. com/

T, Location Ny FIxUN—ZA70FT D7 RLAIKEESINT T,

(3) Set-Cookie Ny 5 DEEI)HT

Ny LTy RY—=N\PT7 547 MIRT Set-Cookie Ny F121E, FAAL VEZBLONAELHTBEESN
HEENH D ET, INiE, Set-Cookie ANYFD KA VEZEBIUOISAZII—H L) 7T A MDEET
J, 7I9A4T7 NI YyF—%EXESEBE-DTT,

Set-Cookie Nv F¥OHEN DU T2 LEZWVWESEEHEDHETE2 I AEHICOVWTHIELET,

« Set-Cookie N ¥ OFEE| D YU T % L\
Ny T LY RS —N\PREELT RAAL VEZBLUISAL % ST Set-Cookie Ny ¥ %2 U N—Z2 S0 F3
NEDODEETITAT Y MIRET A2 RORIIRLET, %8, NFPOHFEIL, HEXOES SIS
LTWET,
K 4-9 Set-Cookie Ay I DBEN)HTE LG

YN—RTAXLOT 4 LY T4 THRE
ProxyPass /front/ http://backend. example. com/

1. 2.
| = =
| . .
=0 . J_I. 3
924F7 2k ' YN—70%> ’ Ny T FHg—Nn

1. : http://www. example. com/front/cgi-bin/test-cgi.pl

2. : http://backend. example. com/cgi-bin/test-cgi.pl

3. : Set-Cookie:~: domain=backend. example. com; path=/cgi-bin/
4. : Set-Cookie:~: domain=backend. example. com; path=/cgi-bin/

1. 7347 MpoIYN=27aF N LT, http://www.example.com/front/cgi-bin/test-
cgipl PV VT AESNET,

22.UN—A7aF2id, URLEZEBL TNy 7TV R —NANEXELET,

JIN=2RTFaFUE, Ny I ITY R —ND5 FXA 4 domain=backend.example.com, /¥2Z
% path=/cgi-bin/® Set-Cookie Nv ¥ % ZEL £ 7,
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4 UN=2FaFiE, NIV RT—NDP5FZE L7 Set-Cookie N\ ¥ Z2FDEE T 54T
MIEBRLET,

ZOBE, VIAT Y MIIN—ATuF T EFEHT S /front/cgi-bin/BLRADY ZF T X MIDWVT,
Set-Cookie N\w ¥ TEZEL 7 v F—2RXELETA. TNUE, VT4 T2 MHRF L7 Set-Cookie
N F DR XA > backend.example.com 75, UN—ZX70F D R XA >F www.example.com
ERZDIOTY, &z, NABICOVTHREKRICEGLEE A

« Set-Cookie Ny ¥OFHE|Y KT %9 54l
N 7Ty R —/)\% Set-Cookie N\v ¥ TCIRE LT v F =T T74T7 >V M o6R TSI,
HWSProxyPassReverseCookie 7« L' 7 7 1+ 7 DIEEMNNHETT . HWSProxyPassReverseCookie

T4 L7 T 14 7%IEELT Set-Cookie Ny F¥OHE D HTE2FAH2RORIITLET, 28, K+
OFIE, HEXOEFEEMGLTVRETD,

K 4-10 Set-Cookie ANy S DOBE|)HTZT 36

JNR—=RTAXFLDT 1LY T4 TIEE

ProxyPass /front/ http://backend. example. com/
HWSProxyPassReverseCookie /front/

1. 2.

D934Tk 4 YynNn—270x%> S Ny T RH—nN

1. : http://www. example. com/front/cgi-bin/test—cgi.pl

2. : http://backend. example. com/cgi-bin/test-cgi.pl

3. : Set-Cookie:~; domain=backend. example. com; path=/cgi-bin/
4. : Set-Cookie:~: path=/front/cgi-bin/

.74 7Y MPpoUN=27aF Izt LT, http://www.example.com/front/cgi-bin/test-
cgipl WU ITAMENET,

2.UN=27aF* 1, URLEZEBLL TNy VTV RY—NANEELET,
3IN=2TFaF U, Ny Ty RY—=)1\D5 N XA 4 domain=backend.example.com, /%A
% path=/cgi-bin/® Set-Cookie Nv ¥ % ZE L £,

4. VN=27aF L, HEIDHTL Set-Cookie Nv ¥ %7 T4 7 MIERLET,

ZOFHE, 77472 MEYU TR N URL @Y AERSy/front/cgi-bin/test-cgi.pl iZxf LT, HiH—H
9 %/ 24 /front/cgi-bin/d Set-Cookie Nv ¥ =ZFELE 9. /2, 7IF714T7 > b RET 5 Set-
Cookie NY FIZIE R AL VEDPEEFNTVWERA. TN, 79472 b7 A L7 URL D
R A A >4 www.example.com 7° Set-Cookie Ny FITHEESN TV AHIEAEELEREIUEKRE LD £,
L7z > T, UN=ATaF T aRHLZNNY 7Y R —=1NADY 7T A M, Set-Cookie N ¥
TRELLZ v F—ZEEFESHEIENTEET,

4.7.3 > RAT LEES

UN—Z2FaFENy 7T RY—/NIZ HTTP Server #{HH LT AT L 25T 285D HREN %
RISRLE T,
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VAT LOBERICIE, VYL MUBBIOERLTRET ABENHDET, Ny 7Ty FH—NED
T4 L7 VI L, URLOBREIZ/ (ATY )23 EWTT 78 A LKGE, Ny 7Ty Ry —=N
\& Location Ny ¥ 2LV ¥ A4 L7 FERZREFELE T, TDOEE, Location Ny FDEE/NY 7
IYRY=NDOT7 RLARSIYN=ZATUFTOT7 NLVRIZERL, 7547 2 bOBEREZVN—-2Z
TuF URHICEET ARENHDET,

T, VATLDOXY bT—IHEREX4- 10 DEDIRELTVWE T, F/-ET RLAZKRDOLD
WIRELTWET,

UN—70O%2 : www.example.com
Ny 7T > Rt—)\ : backend.example.com
B 4-11 2y NT—T#Em

JyR—7Ox>

4%
www. example. com

X

C*

Ny T Rg—N
backend. example. com

EX LIBRTHRATS @), ODFVFA LY MUEBEOFNERELTWET,

(1) #IE9 B8

ProxyPass 7«4 L7 7« 7ITHEET 5K A b4, /824 &, ProxyPassReverse 7« L7 7 « 7ICHEET
BRA NG, NRAZEE—DEELTLZE W, 7z, Ny T ITY FF—NEOTRTON—F ¥ LKA
;T ServerName 7« L' 7 7 « 7%?‘5% L, Z0OfEIE)/N— 271 % V@0 ProxyPassReverse 5 4 L
T4 TICHRELIEARA MR ER—ICLTLES W,

I410 WRT Ry hT—TBRT, UN—A70FTBLONY 7TV R —NOHREEZEL-6DLD
LB EDI YA LT MUEOTRNIE, B4-T7TDXEDHIC2DET,

4. AT LDBRGE
Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 101




K4-6 HRI DEMORES
R RENE

UYN—=2FaFy ServerName www.example.com
ProxyPass /before/ http://backend.example.com/after/
ProxyPassReverse /before/ http://backend.example.com/after/

Ny ZIT Y Rg—=N ServerName backend.example.com

K4-7 HERIBZIEHTOVI T LT NMUEDFN

D& A
1 "http://www.example.com/before/dir"lic 7 7 £t AL £ 9,
2 ProxyPass 7« L7 7 ¢« 7DEIZfEL, "http://backend.example.com/after/dir'ic 7 7 A LE 9,

F7z, Host Ny ¥DfE% backend.example.com ICEEMI TEELE T,

3 URLORKREIZ/ (AT v a) PffnTnikniz®, URLOKXREIZ/ (AT v a) 2157 URL Z21{E
B L, #1% Location Ny FIZERELTIUF A LT FEREZRLET,

4 ProxyPassReverse 7« L' 7 7« 7 OfEIZHELV, Location ~ v % "http://www.example.com/
before/dir/"ICEHE MR TEHIEL £,

5 Location N v #iZf¢vy, "http://www.example.com/before/dit/" ICE&OTT7 7L A LT,
Host N v ¥ OfEid"www.example.com" T
Host ~v ¥ O ff L "backend.example.com"Td,

Location v # OfHEIL"http://backend.example.com/after/dir/" ¢ 9,

o O @ >

Location ™ v ¥ Of#EiZ"http://www.example.com/before/dir/" T,

xE
Ny ZLTY RF—NPo5DHENAT—4 A3 —FK (302 Found % 404 Not Found 7% &) 122> /2484, Y N—2FaFy
EZEDOHTML FFaXY b 2Z0FE 7 T4 7 2 MIEEXLE T, [404 Not Found] % ED HTML RF¥F 2 X > MIE#H#HS
NBNY LY RY—=N4%, [302 Found] ZEICEBSINZ VYA LT MEDY VI 7 RLRIZYN=ZRT0F > OE#H
WKEEESNETA. Ny 7T R —NT ErrorDocument 74 L7 5 4 72ERE /213U NN—AFax VAT
ProxyErrorOverride 74 L7 7« 7EERLT, Ny LY R —NOBEREZ I T4 7> MIREZWEIITL TS,

(2) UN—=ZR7OF>IT ProxyPreserveHost 7« L 77 1 71C On &%
ET BB

WE, UN—ATuFxFITI7A47 2 b 5ZE L Host Ny ¥ DfE% ProxyPass 74 L7 7« 7 DfE
IS TEEL, N LTy RY—=NIZEIELET, VT4 72 MEF L7z Host Ny ¥ DfEZE Ny 7
I RY—NTH Host Ny FOfEE L TEELIZWIEAIE, U/N—Z27 1% 2T ProxyPreserveHost
TALVIT 4 TOEZOnICHRELE T, COLE, RORICEFERLTLZS W,

e Ny 7Ly Y —=NAlD ServerName T« L7 T« 712k, UNN—ZX7FaFT® ServerName E[E U
EEEELTLEE N,
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 ProxyPassReverse 714 L7 7«4 7ICERET HH X MEIE, UN—ZAT0F O BLONy 7TV R —
XD ServerName ER UEIC L TL72S W,

H4JO:%?%v%U—7%ﬁT IN—ZA7aFVBIONY T RS —NDOBELZEL4-8D LD
L/fu_i% @')9’( 1/7 Fki@@(}lhﬂi%“g@i’) &Diﬁ—o

x 4-8 1)N—ZX7O% AT ProxyPreserveHost [C On % 2E 9 DB DRES!
SREZ P RERE
DRAC Svas kg ServerName www.example.com
ProxyPass /before/ http://backend.example.com/after/

ProxyPassReverse /before/ http://www.example.com/after/

ProxyPreserveHost On

Ny Ly RYy—=N ServerName www.example.com

x4-9 JN—Z7OF 3T ProxyPreserveHost [C On ZEXET DR TD I 1L 7T ML

BOM
P& Bz
1 "http://www.example.com/before/dir'"ic 77t A L £,
2 ProxyPass 7« L7 7 1« 7OEICHELVy, "http://backend.example.com/after/dir"ic 7 7 AL £ 7,

%7z, ProxyPreserveHost 71 L' 7 7 1 7OEN On ICRES N TV A7, Host Nv ¥ DIEIF
www.example.com DL £ T,

3 URLOREIZ/ (AT v a) PnTuwiniz®, URLDKRREIZ/ (AT v ¥ a) 2fi137- URL Z1F
B L, #1% Location Ny FIZERELTIYA LT FEKREZRLET,

4 ProxyPassReverse 7« L' 7 7 « 7 DfEIZfEV, Location v # % "http://www.example.com/
before/dir/"ICEE A TEHIELE T,

5 Location ™~ v #iZf€Vy, "http://www.example.com/before/dir/" ICE&OTT7 7L AL £ T,
A Host N v ¥ OfEIX"www.example.com" T

B Host N v ¥ OfEiL"www.example.com" T

C Location ™ v ¥ Of#EIZ"http://www.example.com/after/dir/" ¢,

D Location ~\ v ¥ OfEiL "http://www.example.com/before/dir/""T9

4.7.4 FREIA

(1) BFRNGERER

e UN—Z27aFTFYVZITAMURLOISY — Lo THBEZRTELE T, 2O, FEOYZ T
ZAMIUN=—ATaF T ELTEIPONY 7Ty RY—=NIZEE, ZnDANO) 7T A MIIN—RS
OFEEN Web U —NELTIRETAHEVNOIREDLTEEFT, L2L, TOXHILRHRTER, VI
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ZRBYN—ZTTF T Web = NP EL S TUIELEAFDRPDIIL LAV ET. LA T,
IN—Z27aF TV Z2FHRATIEEIIROLDBHREICLT, IRNTOYITIZAM2YN=Z2ASaFT»
SN TLIY RY—=NANEET B ERHRELEI,

ProxyPass / http://53kSE/N\v VTV RHy—NF7 RL R/

JN—2FaFT & Web b —NZ2HEATEEEIE, N—F v ILARA N CEEZ DT OERAPTEE T,

e UN=Z2FaFxTTlE, 7547 D 5Z(E L7z Host Ny ¥ DfE % X-Forwarded-Host ~\ v #'1Z
AL, Host Ny ¥ DfE% ProxyPass 74 L7 7 1 7OIEEMICEHEL TNy 7 TV NH —/)\NANELk
LET. T, XTIy RY—IMUlOTF7 SV r—2a3a>TrI34 72 MPEELR Host Ny ¥
DEZSIBT AEEIE, V=270 F I H%E L7 X-Forwarded-Host N FDIEZSIB L TL 72
S\, 72721, ProxyPreserveHost 74 L' 7 7 4 7OfEIZ On #8E L TWAFHEIE, Y NN—A 7O
FIUMEFBLIZHost N\ ¥DEZZDEFESHBL TS,

s UN=—Z2FUFTERHL TN IJIZY RY—NIIT7 7Y RTBEE, Ny 7Ty RYy—N"\iEHs 3
HTML 2> 5>V T > 75%&i1E, Ny 7Ty R —/1NED URL Tld%<, UN—ZAFafxvicry
t2EN5 URL ZIEETANESHDET, ZDIED, BEEPAYAINLY - EQITYTrYIDS
FBJc URL 250 9 2B EHRIC LD ICEENSNETT,

(51)
IRDIRREIZH B & =12, index.htm] 75 index2.html ANV > 7 ZESELFE T,

« UN—X7uF T ProxyPass 7« L7 7 1 7 DfEN /before/ http://)Nw 7 LY R —)1D7
KL R/after/ EFEE SN TV 5,

e Ny 7Ty Y —flITindex.html & index2.html XEI LT« L7 YW (/after/BLR) IZF7FE
ERAR

ZDBAD index.html DFRFEE T 7 L ZAAEOBERE IR LE T,

xK4-10 V2T OEdEEE) 7o E0ORGR

1) > DECik V207097 Lic&EDT7IER
CIES

<A HREF="index2.html">" > 7 </A> O

<A HREF="/before/index2.html">" > 7 </A> O

<A HREF="http://UYN—=Z27a*> D7 KL A/before/index2.html">V > 7 </A> O

<A HREF="/after/index2.html">") > 7 </A> X

e UN—2FuFiF, HTTPN—Y 3> 09 2P R—bLTWVEHA,

e 11-20 DIFETIE, CustomLog 74 L7 T« 7 THET AU T7D7 +—~< v FTh{header_name}i =
BELLEGE, UN=Z270F T TMIMT A2 7R MMy FIZuZicisnEdA, dSllE [
C [EHN=Yar 260 TICEAT2EER] 2SR LTLEZS W,

s UN=ZXFaFT T, 7947 "6V 7T A MNZEROFEETLIP 7 KL A% X-Forwarded-For
NY TR, N ILTY RY—NNEELET, D7D, Ny I7IY RYy—=NEO7 S r—
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arvTIIAT Y RNOREEILIP 7 RLARZRBT 2581E, UN—ZX70F I HPEE LIz X-
Forwarded-For v # 2SR L T <L 728 W,

(2) ProxyPass 7« L 77«1 7ICEAY 3EREIH

« ProxyPass 74 L2774 7TIHET 5/8A%Z LY 7T A M URL BRLRICEL WY, RNXZHPYTITX
N URL &P SE&FNTHIUL, EEEHRLET,

722U, ISAZOKGEED/ (AT v a) ThrWFE, VZIAMURL EFZRICELWA L 2IFKTE
PoTA4LIZ M) ELTEENTONITEG AR LE T,

HMET 5L, ProxyPass T4 L7 T« TITHEE L7z/SAKIZY) 7 T A N URL OFEHEDP S/SAZEEL
WEA Z RV OF S 2 EMLTY VT A M EREELE T,

ProxyPass 7«4 L7 T 4 TIHRET 2R A EKZ/ (AFv v a) THAULLEBOZEEL LS
Vo IRIC ProxyPass 74 L7 T4 JOREL Y VT X FOBFEEIRIRLE T,

F4-11 ProxyPass 71 L7 T 1 7DEEL ) 7 T X MDBEFR

ProxyPass 7« L 77« 7DiEERF VIIXbL BE | UJIX NGRS

CIES
ProxyPass /abc/ http:// http://VN=2FaF> 07 R O http://backend.example.com/
backend.example.com/ L A/abc/

http://VN=Z27FaF D7 K X —
L A/abc

http://VN=Z2FaF> D7 R O http://backend.example.com/def

L A/abc/def
ProxyPass /abc http:// http://VN—=Z2FaF> D7 R O http://backend.example.com/
backend.example.com/ L A/abc

http://VN=Z2FaF> D7 R O http://backend.example.com//
L A/abc/

http://VN—=ZAFaF D7 R O http://backend.example.com//def
L A/abc/def

(RLB1)

O EAT .

X TEAE LR,

—IFE LAV,

» ProxyPass 7«4 L7 T« 7E2HEHKIEEL, V7T AN URL BEHO/INAGIT—H L7256, FTIHEE

L7z ProxyPass 74 L7 7« 7B D £,
(%1)
/abc/def/~\DV 7 T A + g %Ny 7 T K9 —)N  backendl.example.com
/abc/det/Lst@/abe/~D V) 7 T A + 2 /Ny 7 T2 FH—)3  backend2.example.com
EDPDITRTHDY V7T A MZMET SNy 7T FH—)\ : backend3.example.com
COEIITHRET HICBRDIEFTHEL TS0,
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ProxyPass /abc/def/ http://backendl. example. com/
ProxyPass /abc/ http://backend2. example. com/
ProxyPass / http://backend3. example. com/

» ProxyPass 74 L7714 7OEEICEL S 7T X N URL I& Web U —N\NOHETHAHH 0t AN
FET 7 ANVOBRRLVEICERELET., LA >T, VZVIZAMURLICEET BT 7 A LDH 55
AT, ProxyPass T4 LT 4 TONNAZICHEAT UL, Ny T IV RY—N"ADY T IR MIE
LU TERIEL X T,

/(AT vva) THUTWZEWLWT 4 LY MY ZRIEELY 7T X~ URLOBAE, VN—2FaF
TIRIFYA L7 b zRELER A
(1) ProxyPass /ab/ http://backend.example.com/ MDFE

U7 IZA NP http://VN=ZAFOF D7 L ZX/abDEE, HELTWRWEHRTLT, YN—
A7aFvHI/ab p7z g, [404 Not Found] #iEL 9,

« ProxyPass 7« L7 7 1 7 DELESE URL %, SEICEFR L TW5 ProxyPass 7« L7 7 1 7 DERIRSE
URL IC&EENDHE, TN50D ProxyPass T4 L7 T4 7 3F—TIRESNEE2HELET. F0D
72, HETEHREL TS ProxyPass 74 L7 T4 7 TIEF—DEZIEETEE A

(1)

ProxyPass /test1/ http://backend. example. com:81/AAA/ ST
ProxyPass /test2/ http://backend. example.com:81/AAA/BBB/ timeout=10 --- 2,

2.0 ProxyPass 7« L7 7 1« 7DERiRSE URL 1E, 1.OERSE URLICEENS720, 1.8 2.13F—T
FEESNTMEZHAELTVET, HETHEELLZ 22.TRF-—DEZIEEETE I A,

(3) ProxyPassReverse 7« L7 7« 7 (CE8Y B EREBIR

« ProxyPassReverse 74 L7 7« ZIZHEE L7z URL &Ny 7 T2 R =N\ 56%(E L7z Location N\ v
FOEIX, TRICFLWAELIEURLAY 7T AN URLOEELLEENTWHNIL, BEEEHIEL
¥9, WHITHE, TRLRAZYN=X7F0F> & LT, ProxyPassReverse 71 L7 T 4 7DIEEIC
WoT, 7747V MIEEBELET,

Bl) Ny TI> RG—N\HS5DIRED Location Ay T4, Location: http:///\y T LT Rt —/\D
7 KL Z/docs/memo/DiGE

ProxyPassReverse 7« L' 7 7 1« 7 DIEEN,

ProxyPassReverse /path/ http:///Nv 7 > R —=)XD7 F L ZA/docs/

EHEESINTVWNZX, 7547 MIEY Location N ¥

Location: http://V/NN—=Z2 70 F 7 K L A/path/memo/

EDET,

ProxyPassReverse 7« L' 7 7« 7 = EEIEE L7 HaE, FIHEE LAV EWICEZD £9,

o YN—ZTFuF A ProxyPassReverse T« L7 7« 7 OFREMICHE > T Location v ¥ DIE % K H#
LTI I47 Y MIEXET B8, Location Ny FDED AF —LIFREO I AT > a Y THEHALTWL
HLDEHELET ., HIZIX, http TP 7L AL TWAEE, http ZRELE T ZD7H, http T
77 AL TWAEAIZ Location Ny # Thttps IV ¥ A L7 h&EEHEXIE, Ny 7Ty RY—N
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flIcUN=Z2TaF > DHRA ME% Location Ny FDIEICELTE L TH < 72 £ LT ProxyPassReverse
TAVLITATOEE—HLENESITLTLEE W,

(4) HWSProxyPassReverseCookie 7 L 77« 7(CEAY 3:FREIH

« HWSProxyPassReverseCookie 7« L' 7 7« 7%, /Ny 7T ¥ FH—NPEE L7 Set-Cookie N v
Y ERBWT HIGAITHEE L E 9. HWSProxyPassReverseCookie 7« L' 7 7« 712, ProxyPass 7 «
LIT 4 TONRAZERUERIEET S & T, ProxyPass 74 L7 74 7HMAICRETCE X,

s UN=ZATUFTDT 4 LT T 4 THEENRD LS 5550 Set-Cookie v & DZEHMAN D\ THL
L9,

ProxyPass /front/ http://backend. example. com/
HWSProxyPassReverseCookie /front/

F 4-12 Set-Cookie N\ v T MDZEIEIRA

1B | 731472 MNINET B Set- NYTITY RY—N\NINET S Set-  EHEFRADFHEA
# CookieAys Cookie Ay 5"
1 | Set-Cookie: ~; path=/front/ Set-Cookie: ~; path=/ Ny Z LY R —NPIEET % Set-

Cookie Ny I R XA VEDHEESNT
Wiz WA, Set-Cookie Ny DS A
&/ (AFvva) =/front/ICBESHZ

‘i 3_0
2 | Set-Cookie: ~; path=/front/ Set-Cookie: ~; N J TV RY—=NDIEET 5 Set-
domain=backend.example.com; Cookie Ny D KA A 77,
path=/ ProxyPass 7« L' 7 7 1 7 TIEE L /- 8z

EFEURLD RAA VR ERRI—HLT
WAI5EE, Set-Cookie N ¥ DI A

%/ (RTvva) &/front/ICEEHZ
9, F£7, Set-Cookie NvFD K XA
VEREHIBRLTIIAT Y MIRLET,

3 | Set-Cookie: ~; Set-Cookie: ~; Ny T LY RY—=NPIHEET S Set-
domain=.example.com; path=/ | domain=.example.com; path=/ Cookie Ny FD R XA &5, . (Y
FR) POBED RAAL VR THHHE
&, Ny 7Ty Ry —N"PIE L7 Set-
Cookie N\ ¥ ZZDEET T4 T~ M

BLET,
4 | Set-Cookie: ~; Set-Cookie: ~; Ny LY RY—=NDIHET % Set-
domain=other.example.com; domain=other.example.com; Cookie Ny D R XA G0
path=/ path=/ ProxyPass 7« L7 7 4 7 TIEE L 728

ZEHEURL D KX A >R EREDBE,
Ny 7Ly R —)NPIEE L7 Set-
Cookie Ny ¥%#ZFDEEIIFA T MZ
ELEI,

5 | Set-Cookie: ~ Set-Cookie: ~ Ny TLY RY—=N\WPIET 5 Set-
Cookie N FIZ K RAA 2B XUV/SA4
PEESNTVWEVWESIX, Ny rTy
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B 51472 MINHET S Set- Ny I T RY—N\DIHET S Set- ZRRI D EREH
& CookieAys Cookie Ay &'

RY— NP L7z Set-Cookie v %
2FZDEEITAT Y MOELET,
e UN—Z27ax>OF 4 LT7T 4 THEEDIROBEIZ, Nv 7Ty R =1L L7 Set-Cookie
AN DINAZZBHT BN OVWTHBLE T,

ProxyPass /front/ http://backend. example. com/abc/def/
HWSProxyPassReverseCookie /front/

o NV T I RHB—=/\HIET Set-Cookie Ny T D/IVREH/abc/def/ghi/DIBE
ProxyPass 7« L' 7 7 1 7 D¥iRSE URL D/ XZ #5375, Set-Cookie N ¥ DISRAZICHIAD 5
—HT B5A1E, —H LIS ZAEERST % ProxyPass T4 L7 T4 TONAZ TEEMHMZ £,

ProxyPassT 4 LY T4 7
ProxyPass /front/ http://backend. example. com/abc/def/

1899 T R4 —/SHSE L f=Set-Cookien v 4 l A=
Set-Cookie: ~; path=/abc/def/ghi/

95472 MRS BSet-Cookieny & Zi
Set-Cookie: ~; path=/front/ghi/
o Ny T I RG—/N\HIRT Set-Cookie Ny T D/INZAEH/abc/DIFE
Set-Cookie v DI 24755, ProxyPass 7«4 L7 7« 7 DEEIRSE URL O/SAZE7FICHIAD 5
—9 55E1E, Set-Cookie Ny FD/SA4 & LT ProxyPass 74 L7 T4 7D/ISAZTE X
ZE9

ProxyPassT 4 LY T4 7
ProxyPass /front/ http://backend. example. com/abc/def/

IRy H T R — BG4 L #=Set-Cookieny & A7 — %
Set-Cookie: ~; path=/abc/

554 F 2 MZISET BSet-Cookieny Taﬁm
Set—Cookie:~; pathzéiignzé
« Ny T I RHY—/\HIRY Set-Cookie ANy T DIVAEZH/abc/xxx/DIFE
ProxyPass 7« L 7 7 1 7 DERIRSE URL O/ X FER5 & Set-Cookie v DI ZAZ B —F L s
WIEEIE, UN—=ZX7aF T TD Set-Cookie Ny ¥EHIETLEH A Ny Ty R =N
J5& L7z Set-Cookie N ¥ % ZDEE 75147~ MIGERLET,

ProxyPassT 4 LY T4 7
ProxyPass /front/ http://backend. example. com/abc/def/

Ny YL FH—N\HGE L=Set-Cookieny & t R
Set-Cookie: ~; path=/abc/xxx/

92547 > FZiRY Set-Cookieny & L
Set-Cookie: ~; path=/abc/xxx/
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(5) HHEICRET B EEFEIR

o ProxyPass 74 L7 T 14 71 R XA VA EZIEA A MEEIEEL TWAIGES, DNSAORLEDbED
FKELET, N IITYRF—=NDIPT7 FLADBDLDR> TWVBRIEEIE, hosts 77 A NIZHEAP LD
IP7 RUAZEH L TBL 2 EICEST, BHIBROREEZEHETEET,

s N TIYRY—NEDFERIXT Y a Y HRIROHEATRESNE T,
N 7Ly RY =35 Cosminexus @ NIO HTTP 4 —1\DiFE, Nv 7Ly RY—NEDFEKI S
7> a L EDOIE%R webserver.connector.nio_http.max_connections F —IZF&E L TL 72 &\,

Windows D&

HAIARYV > a3 V= (ThreadsPerChildT (4 L7 1 T{&
+ H2MaxWorkersF 14 L 2 5 1« 7{@*)
XProxyPassF 4 L 7 5 4 T DEZHK2

UNIX O35 &

RAROAXRI Y a V= (MaxClientsT«1 Lo T4 JiE
+ H2MaxWorkersT 4 L 7 5 14 7{EX!
X ServerLimitT 1 L V7 1 J{&)
XProxyPassT 1 L 77 14 T DEZEHK?

1
HTTP/2 BEZFERALEZWVWEHEEIZ0 &7 %,
%2

E2 D ProxyPass EREZHBEL TVSEBHDIEFRL,
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4.8 BENRDERTR (RT—9 XIEHKRT)

BEFRO 7ot 2%, FHEO O 2B LOE O ADORATF—F A (R, W, L&E) 2 Web 75
THICERRNLET (Windows OB &I —/NZA Ly ). ZDIER=EEIC, StartServers,
MinSpareServers, MaxSpareServers, MaxClients 74 L7 T« 7 &% Fa—=V 7 TEZXT
(Windows WD 1& ThreadsPerChild 74 L7 7«4 7)o &7 4 L7 T« 7OFEMIL, 4.1 HTTP
Server DAIRE T4 L2754 T EDBKR] 2B LTSN,

ExtendedStatus 7«4 L2754 7T On 2 EEIT 5 &, L0FMZBRIFZRRINET,

4.8.1 server-status /\>> RSDIEE

AT —% ZNEROFREREZFFHT 2121E, RITRNT LD I server-status Y RI2HEELE T,

<{Location /server-status)
SetHandler server-status
{/Location>

7272L, Web ¥4 —=NDRF =4 AERIIT 7L AFIEL T, TY FL—HITZIIERRICT 2DHP—KIT
EE

4.8.2 URL OfEZE

AT —H AEHRERRT AL, Web 759D 5 RISRIFERXTURL 2 BELE I, &8, server-
status 1%, ¥4 I VI L > T—HICIELLERINLZWVEESH D FT,

http://"h A & (:/R— NEE]) /server-status (? {refresh=# R | auto | notable} ]

refresh=5#fEFg@, auto, notable FFNFN&&TOZWVWTIEETZ%d, 27°L, autold 7L —rFF
A MERXTHB7-%, notable ERIFFICIEET H2DITEKRS DD A,

» refresh=E#ERE ((1-3600))

Web 7o 9H EORT —4 ZERE2EH T AMERE2REMTIEELET, 272L, Web 7T 7HH
HTTP L AR ANy ¥ D Refresh Ny FICH ) LI-HEEEZ T R— ML TWARENSH DT, f5E
TR ENDENTEESNIZEEIL 60 MARESNE T,

* auto
TL—=VTFFAMERTERRLET, =T FAMERDLD, ErO S ar S5 LTREICNET
ZxFE9,

* notable
<TABLE>#% 7 ZHW\WiWHTML TAT — % AEHREZ2EFRLE T,
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<i8%EHI>

http://www, example. com/server-status?refresh=608&notable

<&KTBI>

http://www. example. com/server-status

COEDIHELIEZED, AT —9 ZAEHROFRHFIZIRISTRLET, TorERIE, UNIX &

Windows IR CETEZD 9,
4-12 RT57—9 AEHRDOFRH

Cosminexus HTTP Server Status for www.example.com (via 127.0.0.1)

We b"j-_ /\ Server Version: Cosminexus HTTP Server 11-00 (Win64) OpenSSL/1.1.1d

1)) ¢% #E { Server MPM: WinNT

Server Built: Dec 2 2019 08:20:28

Current Time: Tuesday, 03-Dec-2019 07:54:37 JST
Restart Time: Tuesday, 03-Dec-2019 07:48:29 JST
Parent Server Config. Generation: 1

WebH—/\ Parent Server MPM Generation: 5
0) *g Ej ,rgg #E Server uptime: 6 minutes 7 seconds
H Server load: -1.00 -1.00 -1.00
1 requests currently being processed, 127 idle workers
237 :
S_ sk -
71N
-I— I\ Scoreboard Key:
A3 7 "_" Waiting for Connection, "s" Starting up, "R" Reading Request,
_F_ P 1) "w" Sending Reply, "K" Keepalive (read), "p" DNS Lookup,
7 "c" Closing connection, "L" Logging, "G" Gracefully finishing,
Ea-,:j—' D E‘H’: Hﬂ "1" Idle cleanup of worker, "." Open slot with no current process
PID Key:
. _ in state: _ , 8884 in state: _
-|j-—/( - in state: _ 8884 in state: _
- in state: _ in state: _
thZID - in state: _ in state: _

in state:

in state:
in state:

in state:

RaA7HR—KRIZiE, BBHOY—\TOLROREEESTRY.
EEOBRERITTT,

o IR MELIRE

graceful y RA— KMZHITHNEBLTHS
.. ALy FELLH
. BB L TLELREE

S ... iEENIES

R... 95472 DY IR MEZEF

W... UV IR FOUEBET, BLUIFAT7 U EALARIREEF
K. . HEGZESKECUIIXIZESFS

D ... Jby% 7y Jrh(HosthameLookupsT «4 Lo T« TSHR)

C... ek TH

L... A HANER

G .

[ .

4.8.3 HUSTE31EHR

AT —H AEHROFRTHEETEETZ 2 FHR 2RISR LE T, ExtendedStatus 7« L2757« 7T On %
BET A&, FEMAEREIBTZET,
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K 4-13 RT—9 AERORTHEETIIF TEBER (auto BEN B WVEE)

EES

10

11

12

13
14
15
16
17
18
19
20
21
22
23

24

&

Server Version
Server MPM
Server Built
Current Time
Restart Time

Parent Server MPM
Generation

Server uptime
Total accesses
Total Traffic

CPU Usage: u vvv s Www cu
XXX CS yyy - zzz% CPU load

XXX requests/sec - yyy B/
second - zzz B/request

XXX requests currently being
processed, yyy idle workers

AATAR—F
Scoreboard Key
PID Key
Srv

PID

Acc

M

CPU

SS

Req

Conn

Child

4. AT LDERAE

A

P—=NON=V 3

P —/NTEIEL T 25 MPM

Y —NDOE I R

RAERA

F2E R

Y—NTFut 2OBEEEEH (FHEO0)

Y—NTF Ot A DOBE R
G377 &A@
GENEEE

IR, VAT LRR, Ot A01-FERE, 77
Ot 2ADY AT LK, CPUERRE (UNIXAR)

1 MY 7T A M,
1 -0 DBEE,
17T AMNELDOBEEE

Y IA MNUBEROH—NNTFatz (ALY R) #,
YO ITANEBIREOYH—NTat2 (ALY F) #

E% DALy FOEERN

A AT HR— RO A

BxDAL Yy ROH—N"7Fuat R D B8RRI
H—NT 0t ZDOFAIF L B O
7o+t Z 1D

TORRE (AxT7 T a VEA/AL Y REA/ ATy SEAL)
#FERI

CPU i (#) (UNIX i)

B ONIBFE D 5 DFFRI
BBROMBICELLZIVPD

aIXT T a v I ABEE

ot AD@ESR

ExtendedStatu

s DIEE G

CIES

Off On
O O
O O
O O
O O
O O
O O
O O
X O
X O
X O
X O
O O
O O
O O
O X
X O
X O
X O
X O
X O
X O
X O
X O
X O
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IEES AE Bl ExtendedStatu

s DIEEEYS
CIES
Off On
25 Slot A0y hOBEEE X O
26 Client BBOWED T 47 >k X O
27 VHost IN=F ¥ LERZ M X O
28 Request BHROWEDY) JTANTA X O
(HTTP/2 BEDHEITHTTP/2 v ¥ 3 VFRLETR)
(ML)
O:HFETZ%,
X TEBTE L,
FK4-14 RAT—IABERORTHEE TS TE BB (auto IBEN' $HB155)
IHE RE Bz ExtendedStat
& us NIEEEYS
CIES
Off On
1 | Total accesses HE 7 7 R [EE X O
2 | Total kBytes aEhEGER X O
3 CPULoad CPU A% (UNIX k%) X O
4 | Uptime Y—NTat Z0BEEE (7)) X O
5 | RegPerSec 1 BE-0DY 7T MY X O
6 | BytesPerSec 1 #47-0 OBEE X O
7 | BytesPerReq 1V 7T A MNELDOREESR X O
8 | BusyWorkers V7T A MUEROY—NTat A (ALY R) O O
9 | IdleWorkers Y I I MEEREDOY —NTFOt R (ALY R) # O O
10  Ra7KR-—F il % DALy ROEERR O O
(RL61)

O mFTE5,
X BB TEZ W,
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4.8.4 FREIR

P—NAT —% AEFREEETERENS [Current Timel B X [Restart Time] % A LV — > DfF
]I, YLFNA MXEPRESNDZEDPHVET, D& X, HTTP Server TIE, TN 5DXFEF|%
TRTCIAT—7 ([¥x] oA E AHEHEEE 16 O — FTHERSNASTEFICER) LEd,
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4.9 FEHIFRMERE

Web J—NAD7 7 AR, BT TIVr—a iz EOXET Web Y —NOEFRDIEL -7
BEIIZ, Web A N7 712 RT 51—V EEZHIRT 272 LT, Web 4 —E RDMNIEZNR % HEFFT 2
MREZ TMEHIRMEREE LW E T,

HTTP Server IZ mod_hws_qos €Y 2 — Lz AADIX, MEFIEMEEZFHTEZEI. MEFIRMKRE
ZERTHE, WIRT IENTEET, &b, DBROERO [Y—nN"7ot2$] 13, UNIX id worker
MPM €Y 2 = VOHEB LU Windows ROBZE [H—1NZA Ly Rl O &TY,

e UJI A MNIUEZERT B2 —N\Tat 2¥Z2FIRIT NI, Web A MIFEIICT 72 AT 51—V
HBEFRTEET, BEAERICIE, FIREZBAZVI7IZAMINLULTTISIHERTLVAR S AZELT
D, ZHPD Web Y —NNANUFAL LT EFLDTNIE, VARVAYA LZHFETEET,

s VuF—%FRHLAtYa VERICL-T, GAENE, Lt a v E2ESRL, I TICTZ7EALT
WARL—HYDUVARVAYA LRt d,

+57% Web —E AZEBMET AHI121, RFICT 7L ATH5L—FHE2E-T75005 =70t AHH
WETY, Web =N\ 1 ETA+D%6, BHREHEL, BROBETT 7 X208 Es2EL
T Web UV —EAZBRIETE S EHIERARETL TLZE 0,

ZDESIZWeb P —EZXDOEFEZHEL TS, —RNICBEFREPHEET HHEICHA T, REHIR
HaEZ A LT < 2& W, mod_hws_qos 12 & A TREHIREEDHEZIRITRLE T,

4-13 mod_hws_qos IC &k B iREHIFREEEDBIE

HTTP Server HTTP Server

WebH—E R Weby—E X

Bty arz@iinsE

= Hil PR HE BE Fr = Hl PR HEBE
FH&RIES TOERIER
AYE—%y b/ ETHY b )
[375\\0)"5'—/(/\
Sorver Busy Web4 4 I Web* 4 k WFALTk
w5 £5

= = =
0 0 0
i—¥ i—¥ i—4
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4.9.1 mod_hws_qos Y 21— /)L DFEHIAH

TMEHREEEZFEHT 5 729121d mod_hws_qos Y 2 — VO AAANSNETT ., mod_hws_qgos €
Va—VEMALATICIE, 327477 74)L (httpsd.conf) IZIRIRT T4 L7 T4 72EELE T,
» UNIX i

LoadModule hws qos Llibexec/mod hws qos. so

« Windows it

LoadModule hws qos modules/mod hws qos. so

49.2 T1LI7T1TOEESZE
FEHRRELERT 300, £74 LT TOREFALRITRLET,

(1) H—=N\7OER#H (F—NAL v R¥) OFBRICKD I ITXMNES

WRDOEDIIET &, VIZVIAMBEBEFROY—N"Tav 2 (F—1NAL vy FE) 513 DEAICIE,
722 VT AMNERIIAT—H A2 —F 503 THEEENET,

» UNIX iR

MaxClients 15
Q0SRejectionServers 2
Q0SCookieServers 0

« Windows i

ThreadsPerChild 15
Q0SRejectionServers 2
Q0SCookieServers 0

(2) 7vF—=EALEEY a2 EE

Ty F—FERLYEY 3 VEEIZIE, HTTP Server TYEEL L7227 v ¥ —%FHI 5 HWSERE— R
&, HTTP Server A DOHNEHEY 2 — Vs ETIER SN 7 v F—%2FHT 21 —PEHRE— RPHD £
9, QOSCookieName ¥« L7 5T« 72#HWT, E550AREZHEHT 222 BIRLE T,

QOSCookieName T« L7 5« TOEMICOVWTIX, [6.2 T4 L7574 TOFM] 2SBLTLZE W,

HWS fEBE— R
) U TR NI EM UGS, HTTP Server TR L7227 v F =75, LARY ANY FD Set-
Cookie Ny #IZftiF 6k 9d, HTTP Server TIER L7V v F—%K-7-U VT X MEKIE, Fo
TWERWY I A MERIDBERL TUESNET,
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I—ERE—R
HTTP Server A TIERE NIz 7 v F =D L ARV ZANw ¥ D Set-Cookie Ny FIZftF 5N 556
2, Z07 vy F—%2FHLLRERBRIPETINET, 207y F—%2F-7-) 7T X MEKIZE, #H-o
TWaWY Z T X MERKDBBEBEL TUESINE T,

MOEHICHET SHE, VZIAMBEFROY—NAL Y FEDP 10 DEE, 7vFdF—2F->T0a 0
LWt a7 A MVERIZERGSINETH, 7y F—%2F-o7fkity a i3I NnET, V7
IR MLEFOY —NZA Ly R 13DGEEIX, 7yvF—%2F-oTna2EINICERESESRSNE
9, COBITIEIHWSIERRE— FTEELE T,

» UNIX iR

MaxClients 15
Q0SRejectionServers 2
Q0SCookieServers 5

« Windows
ThreadsPerChild 15

QOSRejectionServers 2
Q0SCookieServers 5

3) VIgTILTh

MEHREREICE>TY 7T A MUEZIERT 25EIC1E, AT —FAI—F503 CLARYAAyt—
VERRELETH, MOLIIHEET S E, FLDOWeb T —NANVFA LT NSRBI ENTEET, /
index.html ~"® Y 7 T 2 MERDPTHEFIRMKREIC & > THEE SN 72HBEI1C1E, wwwl.hitachi.co.jp @
Web % —\0® index.html # VAR ANy FIZREL, AT —¥ZX32— K302 TiRESNE T,

QOSRedirect /index.html http://wwwl.hitachi.co. jp/index.html

(4) LRARZZAXYE—PDHARAITALRX

ROEDIHEET B &, FEESNIZY TIAMINTH VAR A, AT —FX3—F 503 T, VAR
Y AAvt—IF, htdocs/busy.html ODNEFRESNE T,

QOSResponse file "text/html; charset=IS0-8859-1" htdocs/busy. html
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493 LARZAAyE—Y

(1) H—=I\DSTSA47> MIEEETNDTvF—ICDWVT

HWS fEsE— R
HTTP Server TERE L7277 v F—I1%, Set-Cookie Ny FICX>TTZIA4T7 >~ l\f\ifii%éﬂi?o Set-
Cookie Ny FZ—D2D VAR RAIEBIEETE 578, TZTERT ST vF—Id, 1ZrDr Yy

F—ICHE LEHA, HTTP Server TiRi£9 % Set-Cookie v ¥ %Kl ;/—J_.l/ij_o
Set-Cookie: NAME=VALUE; expires=DATE; path=/; domain=DOMAIN NAME; secure

NAME=VALUE
NAME 21X QOSCookieName T« L' 7 57« 7 TIRE LI LMHPRESNE T, VALUE IZIZV
I MHIEBEOENPRESNE T,

expires=DATE
Ty F—EHE B, ") VTR M DOZERZ+ QOSCookieExpires 74 L7 T 4 TEIE
E"1C & > TROMED, RFCE22FEARTHRESINE T,

path=/
TwF—NEMELSURL, COETIV2—LTIE, Z7VvF—EHELZADRXAALVHAD, TXTOD
URL TE#ERDEDICERESNE T,

domain=DOMAIN_NAME
TwF—WEELD RAXAL Y, QOSCookieDomain ¥4 L7 5« 7 CHESNE T,

secure
SSLICKBBERLT, 79yF—%2T 7347 PO —=NIGERET B EDDPDOIEE,
QOSCookieSecure T4 L7 57«4 7 THESENE T,

I—ERE—R
HTTP Server Tld7 v F—%/EfLEH A, HTTP Server NN TIERE N7z v F—75, Set-Cookie
ANYFIZE2TIIAT Y PANBEENE T,

,

(2) FEHPREEEC L > TEEINLEZSDAYSIICONT

MEHIREREIC K > THEESNIZHBA, VARV ARA vt —I%F v v a2 TELLTHHDOANY YT
»H 5 Expires &, VARV AN FIZEDE T, ZNE, T—NHITY TR MNIEPRETH > TH,
TOUXFTFELRT IV TCFryyvadNdE, Fr v T aINAYE—INTIIFICRREINT,
P—NIZVITIZANLEWEEPHZ7-0TT, 72, EFEA v —VEFRIEIT -5 7 3
L E I,

ZDEPDOVAR Y ANY FE, MOXIIIRESNE T, Content-Type i121&, AddDefaultCharset
TEELLXXFy MAmEnEd,
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(VAT —#%ZAT2— K503 DIEHE Xyt —

Content-Type : text/html

(ilQOSResponse IC XA NAY YA RENT A v —

Content-Type : QOSResponse T« L 7 7 « 75EE

(il QOSRedirect IC&BHAT—=F A2 —F 302 DA vt—Y

Content-Type : text/html
Location : QOSRedirect 7« L 7 5 « 7H5E @

49.4 FEEIR

4.

9 E—DZHHIREBELTVB T IA T ML, 7y F—25—NEELEVZ®, [4.0.2(2)
7y F—%EALLYLY 3 VSR OBESENEZDET,

KeepAlive IZ& > TERM L -B/BEICIE, BREEMNDOY 7 TR b 20T 5 & E 2T HELEPTD
h, FAI—#ER LT 2@BUEDOY) 7T X FTRHAESNERA, BIICER LY 7T AMNERELRS
MEHIRFZENDY VLA M THSHHES, 2EIBLEDOY VT A FTIFHESNELEA.

MEFIRMEEICL > T T VR AERSINTEEIEESINS A vt —1F, ErrorDocument 7« L 7
T4 TREELTCHLEEEINT A, F72, Redirect T« L7 F « 7% RedirectMatch ¥« L7 5 «
7 OMIIX, mod_hws_qos €Y 2 —ILOFIEIC K > TREEZ T 2 LHESNzH L ICETSNE
I,

MEHIREEZFEHA L TH, QOSRejectionServers 74 L7 57«4 JORER =EBA-EREY 7T A
EZELIEBEE, VIZAMNDESHELL TELZWVWI EFHD £9 . QOSResponse T4 L7 T«
TTHESN/ZHTML 7 7 A VICERT =52 ED) VI BEENTWAHEITE, BHiRT—% 2 H
B s, S5ICT77EALET, COT 7 ALREFRUEONRELD, HET—5 PEET
SRWVWEENPHD LT, HTML 7 7 A UERRRCIE, U Y 7OREICEFER L TLZS W,

IT—RFa X2 FDOXELY ME, Windows it Tld HWSErrorDocumentMETACharset &« L
JT 4 TOREZANELET,

JyvdF—mHRHL-EY 3 VEES URL Z& /213 VirtualHost Z & ICERET 215E 1T,
QOSCookieName T+ L7 7 1« 7 CHIO B ZIEET 2NENSH D £7,

QOSCookieServers 7+ L 7 57« 78 LU QOSRejectionServers 7« L7 5« 7%, ¥—N"7 o+t
2% (ThreadsPerChild ¥« L7 5« 7% 7213 MaxClients T« L 27 5 ¢ 7 CHE) LDBAITIEE
LTSV, =Tt Z2HIDBENIEET 2L, T—N"DPEFTZLVIEESHD ET,

HTTP/2 7’0 » 2B EHREECIEMEFIREEIXFER TEZ A,
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410 ANYINRIT 1 XHEE

HTTPEETIX, Web 79 7H & Web U — N TS HTTP Ay FPHWSNE T, Web

TII9FBEIFI Web 34—, ZELIZHTTPAY D5, ZOROHEZRET HIHETPHDEI,

Web 77 782 HTTP U 7 T X N OEBRKICMAIMNT 2 HTTP Ay ¥ %Y 7T A A4, Web #—N
DIBERICAINT 2 HTTP ANy Y2 L AR ANy FEVWNE T, Web Y —N\ARFELIZY VT A Ay
FRREEBT HLV AR ANY ¥ 2B, BEEZIZHIRL T, Web % —NF71X Web 77 7 HIEED
BHEEZSEE72DDBEEENY T HAY A AREEE WV ET,

HTTP Server iZ mod_headers €Y 2 =L HARAL I ET, NI DAY A AEZ[FEHTEEI,

4.10.1 mod_headers € 1 — )L DM IAH

Ny T HRAY <A AERERHER I 57-9121d mod_headers €Y 2 — VO AR B PAETT
mod_headers €Y 2 — L& fAALITIE, 2> T 177 74 (httpsd.conf) IZRITRT T4 LI T«
TERIEBELET,

« UNIX iR

LoadModule headers module libexec/mod headers. so

« Windows i

LoadModule headers module modules/mod headers. so

410.2 F1L 771 TDERESE

N TN RY 7 A AR, Header 7«4 L7 7 1+ 7B XU RequestHeader 7«4 L7 7« 7 CHREL &
o NYINAY A AKEEREHT B7:0D, T4 L 7T 4 TOREFZRICRLE T,

(1) LARZAANY I ZRET BHE

Header 74 L2757 4 7D set feRFICL > T, VARV ANV Y ZHRETCEET, FLPDEI2—)LT
T TICFEICEHID LU AR ANy FPRESNTVAEEIE, ~Nv¥Ez EEXLET,

L AR ¥ AN F1Z Expires: Sat, 1 Jan 2000 00:00:00 GMT Z&87Ed 262 RITRLE 9. 72720, A
AR ZBICERET 2551, ARHIRFEEMEZHERL TS0,

Header set Expires ”Sat, 1 Jan 2000 00:00:00 GMT”
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(2) LARAANY ST =BT DHBE

Header*?/(V77‘47°®add?'§ﬁ‘%”&:a“( VAR ANY T ZBINTEE T, INPDEI2—I)LT
Hb%W@VXﬁ/ZA/Q# RESNTVTY, oy Y ELTEREENE T, FLKZFIOL
X$/ZA/9%@ﬂﬁ$ﬁ?é WHERLET,

L ARY ANy #IZ Set-Cookie: HOSTNAME=HOST1; path=/; domain=www.example.com;
secure BT A2 KITTRLE T,

Header add Set-Cookie "HOSTNAME=HOST1; path=/; domain=www.example.com; secure”

B) NYITIVRODLARIZANY TEZEEARBBE

Header 7«4 L7 5 ¢ 7® edit #ERFICL - T, I/XT‘"/X/\)?W DEZXHWZNPTEET, Nv TV
RPS5D L ARy ANy FEIC secure BHEZ EZMIM L7 WEGEIHERLE T,

Ny 7 T RPERTE LT Set-Cookie L AR Y ANy DAy FEIC secure JBIEZ (19 242 IRISTRL
EJCEN

Header edit Set-Cookie “(.+)$ "$1; secure”

4.10.3 FEEIR

s LARYANYF D55, Date, Server, Content-Type, Content-Length, Last-Modified ~\v %
BENE, NAYTARTELRWEEPHDET ., £72, LoadModule T« L7 T4 7 TIENPDET 22—
WEBIAAIZSE, NHDNDANY T THNRAITA X TERVWEENHD LT,
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4.11 BHIPRERTEREE

Web H—NEDOar T U VICEWHEEZRET 5L, ZOHBET, Fvv i atlgErdR—rLTWVEY
FAT R uF T —NNE, Web b —NIIT7 7L ALLZWT, BEOF vy 2llT7 712 AT5LD
725720, FhRETI

HTTP Server I mod_expires €Y 2 —LEMAAL Z & T, BHHRBERELFHTEEd., BH
FREFEMRBEZ AT 2 &, IR ZENTEEHT,

o BRIIAREEMEERHFHT A&, L AR RIZ Expires N v ¥ 8 XU Cache-Control N\ v #28BHIS
nEd,

» Expires Ny ¥ TIZEREARN ) = v DFE#E (GMT) TEES N, Cache-Control N ¥ Tl
max-age R FIC, BRHRE CORBPMBMATHRESNE T,

BIE S N7z Expires v B KU Cache-Control Ny #OWiL, 7I74 7> b7 aF 5 =Nk
FLET,

4.11.1 mod_expires T 21— I)LDFHMAH

BNHARE EMEEZ (9 5729 121%, mod_expires €Y 2 —IVOMAAHPAETT . mod_expires
Va2 VEMEAALICE, a2 T 07T 74 (httpsd.conf) IZIRISRT T LT 14 TE2IEELE T,

» UNIX hix

LoadModule expires module libexec/mod expires.so

« Windows X

LoadModule expires module modules/mod expires. so

4.11.2 F«1e L7717 DEERE
IR EREE 2 EHT 5700, T4 L2754 TOREFRWISELET,

(1) F7#) NOBMHRDEE

Web =N EDITRTOI YT Y ERRIZ, ExpiresDefault 7«4 L2754 7TT 7 x )L s OFEZHAR
TRELE . AWHIRIE, 77 A VOERRAE/ZT I T 2 W7 72 A U2 E#EIC L TR
ELET,

ROEDIHEET A&, VIAT Y MBT 7R LEAD S 60 WigE2 AR E LT, Expires \v ¥
B XU Cache-Control N AL ARV ZIZEMENET T,
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ExpiresActive On
ExpiresDefault A60

ExpiresDefault ®"A"15E X, 77472 "7 I R LB A HRERAE L TWAT EARLET,

(2) MIME 9 1 7RIDBERHABRDELE

ExpiresByType 7«4 L 77« 7T MIME % A ZRIICEZHAR % 5%7E L £ 9, ExpiresDefault 7« L 7
T4 T TCRESNIZT 7 4L bOBEWHARIE, COFREICL>TMIME 1 FHlic EFEEZSNE T, BL
HARIE, 77 A VOBEFLE12E7 T4 TV "I T 7 A LR BRI L TCHRELE T,
ExpiresByType 7« L7 7« 7IZIEET 5 MIME ¥ A 71, TypesConfig 7«4 L7 7 1 TIZHRE L7
774 (F7 %)L MA : conf/mime.types 7 7 A )L) WIZT 7 A WEETFEa> T2 by 47 (MIME
Y4 7) OBMREZERT 5P, £7/21E AddType T4 LI T4 TICT7 7 A NMERTFEIVY TV YA
(MIME # 1 7) OBz ERT 2BEFPHDET

IRDEDITHEET S &, MIME % 1 77 text/html DIFEICZN, 7 7 4 VOEFEZD S | Bk zE
AR & LT, Expires N\ ¥ 8 XU Cache-Control N ¥ L 2R AIZBIISNE T,

ExpiresActive On
ExpiresByType text/html M3600

ExpiresByType ®"M"1EEIX, 7 7 A VOEHEEZ = BEERLE LTSI EERLET,

4.11.3 F==HEIR

7 7 AIVOEFRFL BB E L THRET H5E, TAAZLEOT77ANWIZTI7EALTWY VTR
N (RT =Y 2EREFRRIT AV IR NGE) TlE, BFFEANFEELZ W20, Expires Ny ¥'5
L O Cache-Control Ny FILEBMSNFEH A,

o« HTTP Server THEEEMHEINTW S WEY 2— )%, LoadModule ¥« L 75 ¢ 7 THAAATE
#, Expires Ny B KU Cache-Control Ny ¥ BIIESNZ2BENNH VX,

s NYFHRAYYA AL FEIRICHERT 258, "NV ¥ HAY A AHEEETIE Expires Ny ¥B K
Cache-Control Ny ¥ ###{EL 72 W TL 2 &,

« LARYAT =429 TIZ Expires Ny ¥ BREFADHZEICIE, ZOHEETIX Expires Ny ¥ B X
Cache-Control Ny ¥ =5 LEH Ao
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412 WD Web H—N\RIEZEHT S

4.12.1 B8O Web H—NREOER, (hwsserveredit 1<v > R)

N=F v VERANTEL, 1BOYT =N TEED Web T —NZER T 255, & Web F—NT
httpsd.conf O¥fE7z EDBRIEFRENSNETY . COFRIEHRE Z MBI 5 DN hwsserveredit 2~ > KT,

(1) X

hwsserveredit {-add|-add woker|-add prefork|-delete|-check} H—/\%

(2) ARXRZUK

4.

-add

B N\BIEL IR T AESICEELE T, Iv > NIZEREZ TS, servers T4 L7 MY
DRIZ, BESNIZH—NZERZOT 1 L7 MY Z{ERL, httpsd.conf & logs 7«4 L7 MY Z{ERK
L9, £/, Windows lRDOBZEIX, —N"LEZHWTHTTP Server 4% —E A& LTEHRLE
9, UNIX lRDHE1E, httpsd.conf iZ worker MPM EES N TV E T,

-add_worker

UNIX ROGEITHERTE LT, b —N"REZHRENRT 2H5FIHEELE T, a7 FIEKRZZT
i3 &, servers T4 L7 MYDTRIZ, FESNIY—NBERBOT« LT M) ZIERKL,
httpsd.conf & logs 7« L7 b U #{ER L £ 9. 7z, httpsd.conf iZi& worker MPM 2S8%E ST
WEJ,

-add_prefork

UNIX ROGEIHERTE LT, b= N"RBEZHRERT 2H5FIHEELE T, a7 FIEKRZZT
fHirs &, servers T4 L7 MUDTRIL, FBESNIY—NGERZOT L7 MY EERL,
httpsd.conf & logs 7« L7 b U 1B L £, F7z, httpsd.conf iZi% prefork MPM A E&E S 11T
W,

-delete

B NBRIBZHIBRT AIEEFICEELE T, I7 2 NIZEREZZUIMITB L, servers T4 L7 MU TRD
P—NZERZLDT4 L7 M) ZHIBRLET, £7/-, Windows fROEBEEIE, T—NZDOH—E X% H]
BRLET,

-check

P NBRIBEPEEEAPED PEERT A2EHICEELE T, I~v 2y NIIEKREZRTIfTF5 &, -add
FXRT 2V RERBFIHERR L2 ) Y — AN H 55E1E, Y- N\EHRBEREEAEHILE T,
B—NE ~((1—(220—HTTP Server f ¥ A r—=LT 1 L7 bYD/ISRE), »D 128 31 FLLIF))
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P NBfIC I — T B XFEHZ2EELE T, 727201, "Cosminexus HTTP Server'i3fgE c&x £+
Ao F77, XFHIFOZEAZE DR &, "CosminexusHTTPServer" & 72 5 X Z%| ("Cosminexus
HTTPServer'7z &) 13EETEEH Ao

(3) FERAE

@ UY—ZADOER

B —NOY—NZERELTHh S, hwsserveredit I7v > RZFETLET, "HWSI"EWHH—NNZD
BEE, REEELET,

hwsserveredit —add HWS1

hwsserveredit 2~ > R, 4 > XA M —=LVEIERSINTWS servers T« L7 NUDTRIZ, T4 L7 b
JET7ANEERLET, £z, Windows lRDES, T4 L7 M) ET 7 A IVOERKERIRRIZ, Y —
NEZEFERL Y- 2A2EBHRLET,

WIZT4 L7 M) ET7ALNOEREZRLE T,

+thttpsd
Lservers
LHWS 1
Fconf
|  Lhttpsd. conf
Llogs

(b) httpsd.conf DiEEE

ERE N7z ) YV —AD S5, httpsd.conf DT 14 L7 T 4 TEEEELTLZE 0,

BHREZERT 25810, ROT 4 LI T 4 TOREMZ, EPOREEFEALLVEIDICEELT
<1230,

e ServerName 74 L7 T +¢ 7

e Port 74 L7 T4 77 d Listen T4 L7 T 47

e PidFile T4 L7747

e HWSTraceldFile 7« L7 7«4 7

« HWSTraceLogFile 74 L2771 7

UNIX fROBEEI, SHICRODTA LI T4 TOHRE[EEZ, BIBICEDETEELTLZE 0,

e UserTA4 L 27T 47

s Group T4 LIT 147
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ZDIEIPDOT 4 L7 T 1 7%, hwsserveredit A< > RiZk->T, BELZLS TCHEHTEZAHIDICHTE

SNTVET, EHIID U TRESHNITEE L TLIZE 0,

BB, BTA V7T 4 TOEHMIIOVWTIE, [6.2 T L7714 T7OHM] 2B LT &0,
€ H—NDEF

IROFETH—NZEE L TLZS 0,

e UNIX RDGH
/opt/hitachi/httpsd/sbin/httpsd —-f servers/HWS1/conf/httpsd. conf

« Windows D5 &
"<Application Server®4A4 Y A h—JLT 14 L % K ) D>¥httpsd¥httpsd.exe” -n HWS1 -k start

F721E, I b= R VA5 HWSI —EXZEE LT Z2E 0,

(d) BT —NREOHRTE
BB —NBHEARET 2HEI, @75 (QDBREZBDELTIZSV,

(4) FEFIR

o OV YR, BEHEEREZHFOI -V TETLTLES W, £/, a7V FOBMIBE LanwTL 72

S
o P—NZITI, ASCII I—FTHEELTLZS WV, T/, RIIRITXFRIBEETEZ A,

|¥l, I/I’ I:I (] 1! l*l’ l?l’ IHI’ I<l’ I>I’ ||l, I$I, l%l’ I/\I’ |l|’ l!!, l(!, l)l’ ':I’ I_I_I’ |{|, l}l’ l@l,

9 9 ’

ISR T ER

o T—NZITIE, EUF RETTHEESNSEBIMIEETE LA, £, BMOFMRICERL-ZEH%

FBELZHEICE, TNoZRDREET,
s Y—EANDERK, A¥— 7y TOBBEIFHTERLET,
s BILIEY -—EADRTREZ2EELRZNTLZE W,
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413 AA=IIv S

HE (EHROT7 7)) ICEBDOY VIV Z2ERETZEIT, TOEE[EFEZ7 v 7T 5E, TOEMBORE
BEAERA A=V T 7A4NLED Web H—NIZ Web 779D 56X EENET, Web ¥—N13,
FOARXA=VT Y ST 7 A IVEHEBEMED SRG L7z URL 2B LT, Web 797 HIIn&ELE T, &
NEARXA=—VTy TEVWNET,

A A =Ty TERERT 5I121E, imap-file N> FFIZ7 v 77 7 A VARERF &2 RIS T 2 ERPNDETT,

AddHandler imap-file .map

4131 A A=Y TT71INDICE
A A=V2y TF = OIEEHRITIZIRD 3 EBDOEENH D £ T
ARG IEEME EEAE
ARG 15EME "X B
PR 1EEME B "B
"R 137 Y T T 7 AN A= 2 —RRRORAY, EREEROEEERLTOET,
FREM £ 4-15 12, HEEEER4-16 ITRLET,

& 4-15 FARBIFEERDIEERI

FAARBIR =0k PEERRDIEE PEAR D3RR
base < 77 7 A4 VAN URL DX— R %257, 7L -
default poly, circle, rect IZ&H LW T, point FHED 7%
WIBHDY) V7 RIEET b,
poly 2L %IEET 5. mx 3~100 EiEET 5. xL,yl x2,y2 -+ | ZAFLOZEZME (3~100 &
Xn,yn D FEIZE)
circle MZEEET 5, FbmE, MALD 1 SE2EET 5. xl,yl x2,y2 HDERE L A LD 1 o EE
rect WAREZIEET . NAD 2 HEZHEET . xl,yl x2,y2 XD 2 RO R
point MERET 5. 71—V ILIZHELILL point BEICE | x1,y1 =
é o
(ML)

- I%Zl_gl l/fc‘fl/‘o

=
FEREDIEET0,002EATVWAHETY, 1 A=Y~y TEHEOEZE (0,002 I ARSI TRA Vb T 2L, vvTT74
WAZ 2 —=PERENET,
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x4-16 BEE

EEE =R

URL ) 2O REBET B, HRTT 4 L7 M DIFA, base, ImapBase T4 L7 T« THEMICE o
map TV TTFANAZ 2 —%FEIRT 5,

menu

referer AT —4 A3— K 302 Found #/5&7 %

nocontent AT —#% A= R 204 No Content %I&& 9 %, base LLIHIED.

error AT —% A 3— K 500 Server Error % 6% 5. base IAMHIHED.

4132 A AXA=ITYvTOERFIELIEEIR

(1) AX=IvTOESRM
A A=Y7y TERFAT B ORELRICTLET.

1. httpsd.conf 7 7 4 WIZ, IR T4 L7 T4 TR ELE Y. .map IEFEH URL TIEES N
EEIARA—YT Y THEEFTLET,

AddHandler imap-file .map

(7 7 A4 ViEBEF.map IZ imap-file N> K5 2 E %)
2. LR CEE SN T 7 ANVIBBRFOT 7 A V72 ERLE T,
3.HTML XEWNICRO HTML #X 25 L ¥ 9,

<A HREF="/F4 LU MY Z/~v T 774 ILEZ">}IMG SRC="E{&RT—4 &" ISMAP></A>

A RA=I3 ST 7 A VDOERHIP, EBROFREIGEZIRITRLET,
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K 4-14 A A=Y T T71INDEEH
IVTI7AILDEERNE

default /

poly map “Map menu” 20, 20 55, 20 55,45 100, 45 100, 105 30, 105 30, 65 20, 65
rect http://www. hitachi.co. jp/ 150, 40 450, 100

circle http://www. hitachi. co. jpo/Prod/comp/ “#hs 1 150, 200 150, 260
circle http://www. hitachi. co. jp/Prod/comp/soft1/ 350,200 350, 260 "t 2

A A—T
<y T
274)

html 2 7 A IWDFEEANE
<A HREF="/maps/imagemap1. map”>

<IMG ISMAP SRC="/images/imagemapl. gif™">
<A

EBEOT Vv TOER

20,20 55, 20
100 45 190.40

20 65
30,105 100, 105

150 200 350 200

150, 260 350, 260

450, 100

>t
@HTTP Server

EF o ( HTTP Server &% ? ]

HTTP Server®
HEEICDLNT

HTTP Server®
ERABISDONT

MY =0y MY F=Ly

R

14

ZORFIT, poly THESNIHDZ 7V v I T5L, WIIRTEILTY T 7 AL AZ 2 —PRREN
7,
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Menu for /maps/imagemap1.map

(Default) /

Map menu

http://fwew.hitachi.co.ip/

S 1
s 2

(2) FEER

IV TTFANAZ2a—THHALTWAXFL Y b, T74)LbOXFtL Y FISO-8859-1)& £z 515
B, YT T 7AINAZ 2 —DOFRRICBOTLE LI PRELET. ZOHA, HWSImapMenuCharset
TAVITATT, 39T T7ANAZ2a—THEALTVAXFY h2EEL T ZS W,
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4.14 |Pv6 [CKBEIE

WERD IPv4IC K BEFEREZ T TR, IPVOICKBBENTE LT [Pv4 7213 [Pv4 £ [Pv6 DT 27 )L
AYy VBRIRTCEES YA ENTEZXT,

4.14.1 HR— NEEHE

(1) IPv6 ICHIHLTWB T L7517

Listen 7« L 27 5« 7% VirtualHost T« L2754 7 EDOT 4 L7 T« 712, IPv6 7 RLAZIEET
BHZEIZELHST, IPVOICEABEESRIPVO 7 RL RIS LIZNN—F Y ILARA NDIEELZENTEET,

[PvOICHIELTWAT A LT T4 T2RISRLET,

<VirtualHost>, AddIcon, AddlconByEncoding, AddIconByType, Allow from, CustomLog,
Defaultlcon, Deny from, ErrorDocument, ExtendedStatus, HostnameLookups,
HWSErrorLogClientAddr X-Forwarded-For, HWSSetEnvIfIPv6, ImapBase, ImapDefault,
Listen, LogFormat, ProxyPass, ProxyPassReverse, QOSCookieDomain, QOSRedirect,
Redirect, RedirectMatch, ServerAlias, ServerName, ServerSignature, SetEnvlf,
SetEnvIfNoCase, TransferLog, UseCanonicalName

BTFA4 VLI T4 TOEMICOVWTIE, [6.2 T4 L7 T4 7OM] #SBL TS0,

(2) F1L7T17ICIPV6 7 RLAZIEET B EEDER

T4 VLI T 4 7IZIPv6 7 KL AZFERT 285E1E, [[[Pv6 7 LR OKSIZIPv6 7 RLAZ[ ]T
FHATEELTL SV, £z, T4 LI T4 7I2IPv6 7 RLAER— NEESZHELT 2551, [[IPv6
7 RUVALAR—-FES] OLDICIPv6 7 FLA%Z[ JTHA, [1] OBRAICKR- I ESEZHELE T,

72720, ROT A4 LI T4 7IZIPv6 7 RL A2 T 25E1E, IPv6 7 RLAR%Z[ |THERWTIEE
LTL a0,

e Allow from T« L7 T+ 7
* Deny from 7« L2747
» HWSSetEnvIfIPv6 T4 L7 5« 7

%8B, IPv6 7 RLAZIBETAESIE, JU—NLIZF vy A7 RLAZEELTLE S,

(3) HIBREIR

IROFEREIZ DV T, IPVO I L TV E R A
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7 KL ZAHIR

BindAddress 7« L 75 ¢ 712id, IPv6 7 L RAIZIEETCE £ A,
7547V N DIESR

IdentityCheck 7«4 L7 74 712 On 2 ELTH, [Pv6 V7Y FEHEHAL TV AEEIIMEELEEA,
RIFEBOHRE

SetEnvif 7« L7 5 « 7 & SetEnvIifNoCase T« L7 57 ¢« 7DOIERFIRICIE, [Pv6 7 KL AZIEE
TEFHA, [Pv6 7 FLAZIEBET 2EE1EX, HWSSetEnvIfIPv6 T« L 75« 72FERHLTLZE 0,

4.14.2 IPv6 ICLBBIEDESE (httpsd.conf 7 71 IILDIRE)
IPv6 77 KL ZMDIETE

httpsd.conf 7 7 4 WIZ Port T4 L7 7 4 TE 7213 R — " ESZF D Listen T« L7 T4 TEIEEL
7mEE, IPVAT RLAZRERALZY VT AN A2ZIMTET, [Pv6 7 NLAZFEHT 254
X, IPv6 7 RLAZIEE L Listen T4 L7 T 4 TORENDHETT,

B2, WO KD ICETE

T5&, [PvAT7RLARAZ/EIPv6 7 RUAZERLAZY 7T A N 2F I3t
FAEIICDET,

Listen 80
Listen [::]:80
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4.15 WebSocket &k 3585

4.15.1 mod_proxy_wstunnel €2a1—JL

7547 hENY 7T Y R =) WebSocket BEZT 572012, Web ¥ —NZ7 7147 FENY
7L RY—)NDORT WebSocket #EZH# L £9 . WebSocket #EDHHICIE mod_proxy €3 2 —
)L, mod_proxy_http £ 2 —Jl, B KLU mod_proxy_wstunnel € 12— )LVOFHAAAHDPBETT, £
Va—VaEMAALIZIE, I T7 47774 (httpsd.conf) 12, WITRIT T4 LI T+ T2EBELET,

« UNIX iR

LoadModule proxy module libexec/mod proxy. so
LoadModule proxy http module libexec/mod proxy http. so
LoadModule proxy wstunnel module Llibexec/mod proxy wstunnel. so

« Windows i

LoadModule proxy module modules/mod proxy. so
LoadModule proxy http module modules/mod proxy http. so
LoadModule proxy wstunnel module modules/mod proxy wstunnel. so

4.15.2 T4 LIT7T1TDREFRE
(1) WebSocket iEBf{E DERE
CITRET FLAZRDEIIRELE T,
Web #—/\ : www.example.com

Ny I T Rt—/\ : backend.example.com

ProxyPass ®#zik% URL I2iE, ws://HRAME [(R— EE] /Z2ECHETEELET. RO LI
ProxyPass 74 L7 T4 72FETHE, 7I74T7 2 Mr6D” ws://www.example.com/ws/” &5
)7 T A ME” ws://backend.example.com/” EWS U T T AMELTNY 7Ty FY—=NIZEES N
EC I

ProxyPass /ws/ ws://backend. example. com/

(2) WebSocket O%7'
WebSocket @ 722D\ T, [4.2.2 aZoOEIGE] @ [(5) WebSocket 17| 2B L TL 2S00,
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(3) B—NZL v RYD LRIERE

WebSocket BEFIX, 7IA T NERENY T RY—NOEELIPOIRT T a3 TR ENS
FT, —OOY—NTFatRAELIEFALVY RPEESNE T, ZD7-80, WebSocket ZF|H L 7z W&
ICHARTZL DY —NAL Yy REZEESETBLIDEIHD T,

(@) UNIXHRDZS

WebSocket #F|HT 2158, ZL< DY —NAL vy RE2AREET 570, worker MPM DfER ZH#E3E L %
9, worker MPM T—2 D% =N\t X TEfET 5 —/NZ L v R$d, ThreadsPerChild &
ThreadLimit ¥« L2754« 7TIRELE I, =70t 20 _ERIX ServerLimit ¥« L 7 5« 7 48
FELET. BROY—NZA Ly REE MaxClients 7«4 L2757« 7 THEELE T,

(b) Windows lRDBEES
BESH¥ 29 —/NZA L v Rid, ThreadsPerChild 8 &0 ThreadLimit ¥« L 275« 7 TEELE T,

4.15.3 FEEIR

(1) H—NTFOERBBIUTIL Y R¥

Web 3 —NNOEENIZIL, -7t AHBLIIAL Y FEIZIE U —AZDEELET, KE2E
BEETEHE, VIV—ARBICE>TEETEXLWVWESPHD T,

(2) Web H—/N\ELLTGE

WebSocket ETIE, 7I9A T ERENY I RTP—NOEELPPaAXRT T a vzt d 5%
T, VIVIAMNEPKT LERA., T8, FEEILEZEKRLTH WebSocket sBENKT Lz
D, Web U —NE2EKTTEFEHA, Web U—NZEILSIESZITIE, ROENDPOFIETELSHEET,

« HWSGracefulStopTimeout 7« L7 7« 7THE LY A L7 &R LT, REEERZICETHE
FElkstE 5,
o FHESIEESRE, BEEIE2T A LT, Web b — N2 EIESE 5,

s BEMEIET Web YUy —N2EILZHES, ZOBEE, —NTFat ADKRT 2 —TERHE-> THhOoKTT
B (BHEEIE TSIy P74 —LARBREICE->TERS),

(3) ProxyPass [CfEET S FOMIL

WebSocket 18 # 51X 9 5154, ProxyPass 7«4 L 75« 705k URL IZIE ws://HRA MG [AR—
FER] /2B TIEEL TL 230, BRE URL O7 0 b I wss ZTEETCEZ A
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416 75— ari—NEDEE

TV r—2 3 v —NEOBEEEICONWTIE, v=a T [TFUr—3 3 08—/ HEEfES A - B
FEimWeb a7 )] 2L TS0,
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4.17 HTTP/2 770 b J)LiE(EREEE

Web 3 —=NTi&, 7947 M oRFESN/ZHTTP/2 70 b3V ) VT A b2 T 5T EHT
&, FNEBESOWMADBFENTEET, HTTP/2 OEFFIEICIZIRO 3BESHV £,

o TLS ® ALPN ¥iEEIC & A 454% (TLS [FHREZ )
o« AL MR
« Upgrade v #12 & 28

T, UN—Z2FaF UHETNNYy VY RY—NEBEET A, HTTP/2 7u b alLZ2EHTEEd,
72720, NIy RY—NEDBETIRESEECHTTP/2 Yu baVidERTEEE A,

4.17.1 mod_http2 £ 21— )L DEHAH

7547 & Web B —=NAHTTP/2 70 b 2VEEHKEZHEMAT 57291213 mod_http2 £ 2 — )L
DA AR HPAETT o

mod_http2 €Y 2 —VEMAALICIE, T2 7177 74 (httpsd.conf) IZRITRTTA LI T4 7
ZHEELE T,

o UNIX i
LoadModule http2 module libexec/mod http2.so

« Windows i

LoadModule http2 module modules/mod http2.so

4.17.2 mod_proxy_http2 €< 21— )L DIEAAH

YN—=Z2FaF IBEETN Yy 7T R —)N& HTTP/2 7u t 2 )VEERT 579121, mod_proxy &
Y 2—)l, mod_proxy_http2 €Y 2 —VOMARAAPRETT ., Y 2 —L2MHAAEITIE, T2 T4
77 74 )L (httpsd.conf) ICIRICTRT T4 L7 T4 TZ2EELET,

» UNIX i

LoadModule proxy module libexec/mod proxy. so
LoadModule proxy http2 module libexec/mod proxy http2.so

« Windows i

LoadModule proxy module modules/mod proxy. so
LoadModule proxy http2 module modules/mod proxy http2.so
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UN—Z2FaF REEX > CTHTTP/2 70 ba )V TNy 7Ty RY—NIZY 7 TR NZEET SEREN
PIRIRLET,

CCTEBZETRLAZROLDITHEL TWE T,

« UN—=ZX7uF i www.example.com
e Nvw 27T ¥ —/\:backend.example.com

ProxyPass /news/ h2c://backend. example. com/
ProxyPassReverse /news/ http://backend. example. com/

ZDEHITProxyPass T4 L7 T4 7xRRET HE, VT4 7 Mrod http://www.example.com/
news/oct-2001"& W5 U 7 T X Mg "http://backend.example.com/oct-2001"&E WS Y 7 T X MIE
ENFET, BEHENSZU I AMIHTTP/2 70 vV Z2FRALT, Ny 7Ty RF—NICEEENE T,

Ny Z LTy RY—=NTIYUFAL LT NPIEREINTHZE, NI RY—N"\D5DL AR A Location
ANYFIINY TLY RY—=NDOT7 FUADEHSINET, INEZZDEEIIA T NIRETHE, 7
FTATYMIVFTA LT " EIN=Z2FaF I Tldnl, BEENY VIV RY—=NICYJIZAMLET,
% T, ProxyPassReverse 74 L2771 7% LEO XS IIBETAHZET, V¥ALIZ NI IIXMD
IN=Z2FaF T %2BEH) 7T AMIRDET,

IN—=2AFaF UHRERERAL TN Y 7T R —NICEET BEEE, Ny 7Y R —NETH
HTTP/2 V7T A M 2ZFMIF B0 EPLETT, /Ny 7T Y —NZ Cosminexus @ NIO
HTTP % —N\ZFEHT 554&121%, NIO HTTP ¥ —/3® webserver.http2.enabled F —1Z true OF5E
DAETT, FlE~=a7 ) [77UFr—=2ard =N )77 LR EHBRYU—NER)] 2SHBLT
CTEEW,

4173 T—HALY R

Y—NZALy RV ITIZA M 2Z T b, 20V 7T X MNP HTTP/2 7u b2V Th SHEI,
T—HALy REMFIENAH ALY RCHTTP/2 70 b2V OZA M) —LICHET 22U VTR MUER L
ERS

HTTP/2 @EZEHT 5854, HTTP/2 V7T A E2ME LY —NALY N, T—-HAL v N, BX
UAM)—LZBET S0, 772 AUZICHTTP/2 ICEET H1EHRZHTTHI &2 HRLE T,
TOREZIRITIRLET

LogFormat "%h %L %u %t ¥'%r¥” %>s %b %T %{hws thread id}P ¥'%{hws ap root}n¥” H2 STREAM TAG
=%{H2 STREAM TAG}e HWS H2 WORKER THREAD ID=%{HWS H2 WORKER THREAD ID}n” hws std

T—HAL Y R, ¥=NTOXv ZAWIFFEEL, TV T 47T 7 A IVDOREIHKE> THEBLET., T—9H
AL v RiX, =N FatAPERSNSEIC H2MinWorkers 74 L7 5 « 7 TRE L2 8EZ T AR S
NET, COEZFEBENTT—HALY FIZT N0 AR TRETCEELE T, ERARKRICT—H R
Ly RPRRE LA, H2MaxWorkers 74 L7 T4 7 TCHE LB Z ERELTT—H ALY R
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ERENET, VZITAMUENTZT L-HE, H2MaxWorkerldleSeconds ¥« L7 5«1 7 THEEL /-
BEARRRT A ET—H ALYy RIZKTLETH, y—N"Tav 2EMBICERSINTT—h ALY RiZ
BTLEEA,

T—HAL Y RZY—NTat AT EICERSINS -0, H/NLE H2MinWorkers 7« L7 5 ¢« 7487E
EXT =Tt 2, &EAEIT H2MaxWorkers 7« L7 7« 7THEEEX =Tt 2L 20 £ 7,

4.17.4 HIPREIR

WOKEREIZ, HTTP/2 70 F 2V BERETCIIFRATE I HA.

= N—T T a I ERATEE YA VIAT Y MBI IZIA LAY TFUVEFERLET,

UNIX W@ prefork MPM % f# R 23581, HTTP/2 70 b 2)V:BEKEEISFEHRTEEE A worker
MPM Z{HEH L T2 S W,

mod_hws_qos €Y 2 —)LIC X B MEFIREEEIIERTEEE A
HWSNotModifiedResponseHeaders 74 L' 7 7 4 7ICLK > TV AR Y AN FZMAMTEEE A

HWSGracefulStopLog 7« L7 7 1 71 & - C, EHEMELERRICEREFEILS 72 HTTP/2 @EFDY 7
IZXMERIE, T30l 774 NVICHAITEEEA

HTTP/2 & EK;IC WebSocket BEIZFBATEE A,

KeepAlive 7«4 L7 7« 712 &> T, FiifEs (KeepAlive) IZEMICTE A, KeepAlive 7+
VYT 4 TORFEICEGZGEL, 37T arPRRLET. a7 3 VORRT 2R/
KeepAliveTimeout 7« L7 7 1 T{EIZHEVE T,

4175 F=EIR

HTTP/2 7u + 2 VEE#EZHERT 284, 207427774\ (httpsd.conf) IZIRITTRS T+ L
T4 TREETHIEEWERLET,

HWSSuppressModuleTrace mod http2.c

4.

2 AT LDERTTE
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SSL [C Kk BEREE EESML

CDETIF, SSLICKBETEE, BESEICDOWVWTEHBELE T,
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5.1 SSL T&%aEE, BES{Ed S

HTTP Server i& SSL (Secure Sockets Layer) 7’0 kI L2 EHATIIE, ERETHHEREFRLTEZE

9. ZOBMIE TLS (Transport Layer Security) /N\—>3 > 1.0, 1.1, 1.2, BXP 13 ITHELTH

0, SSL ¥ —/\GBEE, SSL 7 JA4 7~ hREENTE L9 SSL OMREZIRITTRL E T,

« BEHEFZHEREL, FHEITHLOICEIELET,

s U—NETSAT Y FNOMTERT ST —F 2lESELET,

o ELEHFIIEA SN T - 2 BHLE T,

:ntam%%“b ISSLE#EI~ Y NTIER S N-mE#RE, R/ (CA) MWRITLIEAEZ Web ¥ —
A YA =R, FIATEET, FEAZICIE, SHA-2 7TLTY XA TERSNIZERAE, 740

1\7‘7 REEBAE, <L F RXAA VEERAZOHIATE £9 . £72, RSABSB X OCBHERES ST LT
WE I,

5.1.1 SSLEED7=8 D#Eff

SSLIC k2RI, 7— 5 OBBLEMERAT 51018, Web ¥ —NICREREEIER (CA) PHIT L
PEE A VA N—LT BRENH D T,

FIEZXITTRLUE T,

1. g DIERY
openssl.bat genrsa 2~ > N%7z1d openssl.sh genrsa 2~ > FZFEH L T, Web % —N\NOMEH#E%
ERR L £ 9
2.CSR (GEBAEFITER) DIERK
openssl.bat reqgen 2~ > % 7z1% openssl.sh reqgen I~ > F&2 AL T, CSR #{E L £,
3.CA ~ CSR % %At
2. TR L7z CSR % CA 12T L £ 9
4. iEEAEZE DO AF
PEMJERDFERAEZ % CADPHAF LT,
5.httpsd.conf 7 7 A VL OFRE (T« LI T 1 TDESRE)

SSL #B# 9 57012, SSLEngine 74 L7 74 712 On 2#fEELE 9., CAPS5AF LI PEME
NOFERAE X SSLCertificateFile 7«4 L7 7« 7, Web ¥ —/NOHi%## % SSLCertificateKeyFile
TALVIT 4 TIHEELE T,

(Bl) SSL zFzhi LT, PEMERXDIEAZEL LU Web - N OE Rz EHR

* UNIX [ROBE
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SSLEngine On
SSLCertificateFile /opt/hitachi/httpsd/conf/ssl/server/httpsd. pem
SSLCertificateKeyFile /opt/hitachi/httpsd/conf/ssl/server/httpsdkey. pem

« Windows lRD5EE

SSLEngine On

SSLCertificateFile "<Application Server®4 YA h—JLT 4 L & b 1)>/httpsd/conf/ssl/ser
ver/httpsd. pem”

SSLCertificateKeyFile "<Application Server®4f Y XA h—JLFT 4 Lo b 1)>/httpsd/conf/ssl/
server/httpsdkey. pem”

SSL 2 L CEET 258, Web 79752 51%, https://TY I ZAMLET, A— b EFSZHE
& L7-357, SSL OFE¥ETIE 443 R— 2 LE T, LA >, Listen T4 L7 T 1 7T 443
R—FZ2HBETSHOHN—KNTT,

6. Web —/NOFHELE)

httpsd.conf 7 7 £ VOEFKRZBWICT 511E, Web b — N2 HEHTLINENHDET, 12721,
SSLCertificateKeyFile 7« L7 7« 7OBREXZEE L1-HEIX, WoltA, Web F—N%EIiL1E,
EELELTLZS 0,

SSL 2N T 25 EI1C1E, 5.0fREZ ML L THEHL I,

5.1.2 SSLBEDFIR
SSLEFOFIEZIRIINLE T, 2~6 DFJHZ SSL TONY R T4 T EHVET,

1.Web 7% 556, https://~DOV 7T ANEEFTLET,
2. Web 79 9H1%, FHTESSSLON— 3 yOBESEAZRTT—4%% Web H— NIEFFLE T,

3. Web ¥—\1Z, Y5 SSLON—T 3 v EESERZREL, Web 7o 7HIGBHILE T, T,
NEEE CADBENV A-IZiEHE S Web 7T U HICEMLE T,

4, Web 75 7H13x Web 757D HE>TW\W5b CADAMBEZEHL T, ESNEHESIHSAS
NTWEWTERIEZRELT, Web b — N0 \HBE*AFLET,

5.Web 79751, #ET Web H—NEHETHZUMEEZIER L, Web 4 —NNOARHE CRES{LL
THEELET, T2, Web 777D TWAIEHER 7514 7 > FBIED 7212 Web H— NI
BT A58, itAZEZEELET,
Web b —NOARBETEES(L LT =413, SChA3MERPTVWEESTEEYA, DFD, T—
TREELRD Web —N7ZEFBTF—Y ODNER2EFHETEET,

6. Web " —NNIZZE L0 2 Web b —NOMEZERTESL, AFLFEFT. Web 757550
SFRAZE A ZE LB EL, FHESERLE I,

7.Web 75 7% &, Web Y —NoOIcHEEEN-0FRE2FHLT, HTTPY VT A MEZIE VAR
YAEBEEEL, ERELE T,

SSL@BETDY 7T A MUEZRISTLET,
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5-1 SSL@EThHU 7 IR MNLE

Webtr—/x =
0

FERTBSSLON— 3 0 LIESTER T
RE LB

Webt— /D AR ECADER EEAT
Y—/\FEHEFXE

EEbSnfz=T—4 EWebH—/ D
MERTESLT, IAMBEAF

S ZEFER L TRIELHTTP
JOIREERS

B EFEAL CTHTTIPL ARV R %
ESiE L, #E

o ©

WebT' 5o+ D

=T
—%

HEFATTRESSLD /N — T 3 PR S
R &R

CAD RS TH—/\FIBAEZ AL,
Webt-—/\D 2B E AF

xtFRGE ZEWeb— /N DA BIR THES 1L
L T&EE

MR EFEALTHITIPY O TR &
ESiEL, *(E

®FRER %A L T5 L=HTTP
LARVREES

T USHATUNREET ABAICES

NY Ry zA D8I, 79472 MileE Web 5 —NHIOBHICERTH D, HLBVLEREDRS #“
RanEd, Web = lloRESfEH|IL, SSLCipherSuite 74 L2774 7 THHELET. ZOEE
I RTOBSHEFNZERILTBIFIEL, 77347 2 MPRORLBVBEORS TERETES &

HDEI,

513 SSLOZ17>

SSLZ7 47 > vRitz 9 255

T, HEHLTIZE 0,

SR DL

&, [5.1.1 SSLBEDODOMEf] @ 1~5I1ZMA T, IROEEZEZ L

1.754 7> bNiEBHEZ Web 75 7HI124 > A =)L
SFEAEORITICERT 5 CA OFERICHEY, Web 7597547 MiFBAEZ A VA =L L E

EE
2.CA DIEHED AF

7547 v MEAEZEZFIT L7 CA OitAE (PEMER) 2 AF LT,

3. httpsd.conf 7 7 1 LOfRE (

T4 LITT 4 TDER)

SSL 747> MRk &2 A#ICT 57912, SSLVerifyClient 7« L2 7« 72 require 2#87E L,

SSLVerifyDepth 7«4 L 7 7 1 7

1 EZfEELE S, CA»5AF Lz PEMERXOIEREFIL

SSLCACertificateFile % 7-1& SSLCACertificatePath 7« L 7 5« 7IZEE L 7,

&

SSLCACertificatePath &« L' 27 5 ¢ 71& Windows fR CI3fEETE T8 A,
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5.1.4 EHEAZEDEINIEDRREL

SSL7 A7 "BIED EZIZ, 74T > NEBAEOMIEZ T T, ZORED T A 7 >~ MEHHE
DOEMMEE CRL (Certificate Revocation List) Z{FEHL THRIETZFEJd, CRLIX, BELIZWIZ T4 7
v NIFBREAERIT LI CAPBLAFLET,

(1) CRL 771 ILDOFEK
CRLIZPEMERDO 7 7 A LEZFHLE T,

(#) PEM £ CRL

{Application Server4 R h—JLT 14 L U K1) >¥httpsd¥conf¥ssl¥crl>type crl.pem
————— BEGIN X509 CRL-——---
MIIBGDCBwwIBATANBgkghk i GOwOBAQQFADBOMQswCQYDVQQGEwJKUDERMASGATUE
CBMIS2FuYWdhd2ExFTATBgNVBACTDF Lva290YW1hLXNoaTERMAS8GATUEChMITESD
QUwtQOExDDAKBgNVBASTAZNhMTEaMBgGATUEAXMRY2ExLmhpdGF jaGkuY28uanAX
DTAxMDgyOTAONDIzMFoXDTAxMDgzMDATNTI zMFowGzAZAghx2Sa8AAAAARCNMDEw

ODIAMDQIMTISW jANBgkahk i GOwOBAQQFAANBAJorY7DUJ9TuthN LAA+PT6zw6rVo
uZLFeYZPNVXgF217Y0CtJtKDT+16bR5kgk@p/1xIbgResh jMNTmXPgARNjE=

————— END X509 CRL--——-

[H/N—23 > @ HTTP Server T DER JEZX® CRL Z{#F L TWH&EIE, PEMERICEHRL T
<ZE W,

(2) HTTP Server A0 CRL EAFE

CRLZFERLTI 47 NMEHEOBEREZHIET 55E1, [5.1.3 SSL 774 7 FEBaED (i ]
WCHNA T, IROBEEZ LT, Web b —N2HEEE L TS,

1.CRL ® AF
#CADCRLEMRN»S CRL7 7 A VEAFL, BEUZT4 L7 P JITHEHLET,

2.httpsd.conf DiFE (T4 L7 T 1 TDESR)

CRL 2T 572812, SSLCARevocationCheck ¥« L7 5« 72 leaf ZF8E L C,
SSLCARevocationFile ¥4 L2754 ZICCRL 7 7 A VZHREL F T,

3. Web U —NZEg8 72 I3HEH L E T,

4. BtFD CRL 2 E#H 9 255121, HW CRL 2#H# CRL TEEE L7cdh &, Web T —NzFHEHL
ESCIS

(3) CRLZEARAULLTZ17 > MNIRASHKEE
CRL %[ L7z 2 4 7 > MEBRBHRIECIRROEE 2B L 7.

« CRLEB&PEHTHZ0ED D
o REBFEITHEXOEIDED D
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« JIA4T Y MERBEDO VY TLESHEESINTVRNDPED D,

@ CRLIZZA7> NIASERIITY 717 > MERE B EHESNS%ML
CRL 754 7> MEWBBIETY 51 7> MERES B L HES N AFHBRRITRT bOTH D £ T,
- FEBIEE (T L7z CA HIT L7 CRL ZHARA TLE VS,

« BERZIA CRL OREIRITHE VEITH Y, »ORET2EROI T4 7 MEHEDO Y ) 7 LES
78 CRLICELER S N Tz LiFE.

o BERZIA CRLETHE O HET, REFTHPEESNTEL, D CRLIZEZAT 5DV T
A7 Y MEHZEO VY T VESHPERBESN TR WER.

(b) CRLZS4 7> NSIBREREITT 51 7 > NMIFHENE EHIESIN %4
CRLZ 547> MNEBREMIETY 94 7~ MEBHESEZ EHE SN AEMEIIERISRT O ONH D 9,

« CRL BRI TzWiEaE,
s BEITLBEROT T4 T Y MEAZEDO Y Y 7IILESD CRL ICEE S N T 258,
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5.2 EHREDHIS

RSA B, BXUHEME#RES MM L7z SSLsEZ2 9 57:0121%, FIFJT 2BSEAICLCT, WE#E
EFRER (CA) PHETLIZEAZEZHET 2BEPHV £ I,

5.2.1 EAESEEFIR
SRS LIS 2 IS T 2 % COFIEWRITRLET,

(1) RSAEESZHRAT 3BS

RSA B 52T 25A1C, EHAZBEZIET 2 TOFIEEZRIRLE T, FEHZEEICUNEL Web
Y= NOMERPIFAZTHRITER (CSR) 1, Windows D& 1d openssl.bat 2< > K, UNIX OF&
I& openssl.sh 2~ > RTIERLE T,
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5-2 EIREEISFIE

WebH—/
MEBOIER
(openss|.bat genrsa
EJAES
openss|. sh genrsa)

CSRD1ERK
(openss|. bat req
EJAES
openss|. sh req)

[
: CSRDF |
| (openssl.bat req |
I EdilFy |
L openssl.sh req)/I
~ -
~ -

~
~_ 7~

CSRZCAIZIRH

[———— —_—— — —

SHEORT |
(openss|. bat x509 :
=%

|
|
|
' openss|. sh x509) |
L\ P
~N //
\\ //
N

(S5

] oranrenn

L b BECHLTEGTTAFIE

FORDOFIET CA DEBLEADIEHE 7 7 AVEEE LHE, SEHET 7 1L D"-—--BEGIN
CERTIFICATE----- "o, M- END CERTIFICATE--—--"0O&% %, T4 L7 T« 7ICIEET SitAE
TrAINELTHRELET (FEEEMO httpsd.conf T httpsd.pem) . WEED T 7 1 L%
SSLCertificateKeyFile 7« L7 7« 712, RfF L/Z3EHE 7 7 1 L % SSLCertificateFile 74 L 7 7 4
TICERTAHZET, SSLAFIHATES L1072 DT, 4B, SSLCertificateKeyFile 7«4 L7 T4 7
121, PKCS#1 £7:13 PKCS#8 ICEM L - TEXOMERD 7 7 A V2 EEL TS W,

(2) BERHRESZFIRTIES

BHERES 2R 215481, EHAZE2EIET 2L TCOFIEZIRITRLE T, EHSISICNEL Web
Y= NOMERPLIFAZHITER (CSR) 1, Windows D& 1d openssl.bat 2< > K, UNIX OF&
IZ openssl.sh 2~ > RTIERLE T,
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WebH—/ D
WEBDOIER
(openss|.bat ecparam
F=1E
openss|. sh ecparam)

MEROEALEHR
(openss|. bat pkcs8
F=1%
openss|. sh pkcs8)

CSRMD ERK
(openss|. bat req
=X
openss|. sh req)

[

| CRO®EE |

| (openssl|.bat req |

I Fr=& |

L openssl.sh req) |
e

CSR#CAIZ iR

[———— —_——— -

MREORT |

(openss|. bat x509 :
FizlE I

|
|
|
I openss|. sh x509) |
L P
~ -
~ -
~ - _ -
N

(R

U CWTETTSFIE

L ) RECRUTEAT AFIE

FORDOFNET CA DEBZFEHDIRAE 7 7 A VEEG LIz L, FiEHAET 71 L D"-----BEGIN
CERTIFICATE----- "o, M- END CERTIFICATE--—--"0O#% %, T4 L7 T« 7ICIEET SitAE
Tr7ANELTHRELET (EE#REMO httpsd.conf Tl httpsd.pem) . WEZEED 7 7 A L%
SSLCertificateKeyFile 7« L 7 7« 72, #fF L/ziEBHZE 7 7 1 L% SSLCertificateFile 7«4 L 7 7«

TICERTAHZET, SSLPFIFHTES J: 1272V £, B, SSLCertificateKeyFile 7«4 L7 T 1 7
I21&, PKCS#8 ICHERL 7 FEROMERD T 7 A L2 EHERL TS,

(3) EFEFIR

RSA K5 L FEHEARRE S O S OS5 A 1 — k= FERICHIFAT 25413, RSA KBS & BRSO 5
OMBEREETFHEZ T4 LI T4 TICEBELTLEE N,
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5.2.2 Web #—/\DERDIERL
openssl.bat 2+ > F&7zi% openssl.sh 2~ > FEEHR LT, Web U —NNOMWME#REZIEXL £T. BES
RHIZ &1 Web ¥ —NOMERZIENRT 5 5EZRLE T,

(1) RSABESZFIRAY SBS (openssl.bat genrsa 7> REE(
openssl.sh genrsa A7 > R)

openssl.bat genrsa I~ > R % /-1 openssl.sh genrsa I~ > RZHEH LT, Web =DM EH# % /E
BLET. BB L7z Web 34— NNDOIZERED 7 7 1 L1, SSLCertificateKeyFile 7« L7 7« 7IZHEEL
7,

WERIL, PKCSH#] ICHER L 1-FEHXTIERENE T,

(@) X

Windows D54
openssl.bat genrsa -rand 7 7 1 JLE -out ST 74 )L (1024 | 2048 | 4096)
UNIX OB&

openssl.sh genrsa -rand 7 74 JILE (7 74L& ) -out 7 74JL (1024 | 2048 | 4096)

(b) ARFUKR
« -rand 77 1)%& (Windows DIEH)

e rand 771MW%& (T771)1L%& ) (UNIX DIEE)

ALBAERICHAT AEEDO 7 7 A VERBELE I, GLBERADO 7 7 A VL, +oREFVEHLTT 71
LWEBELTLZE VW, Windows lR T, 77 A NEZIE—DO7TEETEE T, HHIEEITEFTE
Ao

e -out BT
Web ¥ —NOMZB#EEH TS5 T7 7 A LVEREELET,

« (1024 | 2048 | 4096)
ER% 9 %5 Web —NOWMEH#EOEL Y NREEELE T,

() fERAI
Web ¥ —N\OFE # httpsdkey.pem % PKCS#1 1C#ER L 72X TIER L £ 7,

Windows OE&

openssl.bat genrsa -rand filel —out httpsdkey.pem 2048
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filel :  EED7 714l

UNIX OE&
openssl.sh genrsa -rand filel:file2:file3:filed:fileb -out httpsdkey.pem 2048

filel, file2, file3, file4, file5: EED 7 7 A L

(2) tEMERIESZFIET3%BS (openssl.bat ecparam 7> RE /(&
openssl.sh ecparam 1< > R)

openssl.bat ecparam 2 ~v > K% 7213 openssl.sh ecparam 2~ > RZHHA LT, Web % — D7
ZUERLL 9. BB L7z Web 34— NOMERD 7 7 1 i, SSLCertificateKeyFile 7« L7 7 1 7ICHE
ELET,

(@ m®X

Windows D&
openssl.bat ecparam -genkey -noout -rand 7 7 4 JL -name FEFEH{RE -out 7 71 JL
UNIX OB&

openssl.sh ecparam -genkey -noout -rand 7 74L& (: 7 7A4ILE -] -name ¥FEFIHAEEE -out
B774)

(b) AXRFUKR
e -rand 771)L% (Windows DIFE)

e -rand 771703 (T771)L%E-) (UNIX DIFHE)

BLEERICHIAT 2ERO 7 7 A IVEEELE T, GLEBERHEO7 7 A LIE, +oREIVEHLT 74
LEEELTLEEN, Windows fRClE, 774/ VEZIE—2 7 JEETE 9., T I c=
Ao

s -name EMHHIER

MEROERICH AT 2BHERAZIEEL L. ROBABRESDS> 50ENP—DZFEEL TL
ZE0,

* secp384rl
* secp521rl
* prime256vl
» P-256

« P-384
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« P-521
e -out #T7FTI
Web ¥ —NOMWMZE#EE2H 1T 577 A LVEIEELET,

() fERBI

MRS Z M A L7z W Z# httpsdkey.pem Z/E L 9. Web ¥ —N\THRERZFIAT 25513,
httpsdkey.pem % PKCS#8 FEFUCEH L T 2 & 1,

Windows D&
openssl.bat ecparam -genkey -noout -rand filel —-name P-256 -out httpsdkey. pem

filel : FED7 7 1)L

UNIX O5&

openssl.sh ecparam —genkey —noout -rand filel:file2:file3:filed:fileb -name P-256 -out https
dkey. pem

filel, file2, file3, file4, file5: EBED 7 7 1)L

5.2.3 Web 44— /N\DOWHBROANEIR (openssl.bat pkcs8 v > RE i
(& openssl.sh pkcs8 OV > R) (FEMIBRIREES EFES)

openssl.bat pkcs8 2+ > F&7-1% openssl.sh pkcs8 2~ > RZEHAL T, Web ¥ —N\DOMEHDE
R E T,

(1) R

Windows DOE&

openssl.bat pkcs8 -topk8 -in AAIZ7 74 JL -out HA7 74 )L -nocrypt
UNIX OBE

openssl.sh pkcs8 -topk8 -in A7 74 JL —out HH7 74 JL -nocrypt

(2) ARTHK
s -in AT 7TIL

EHEIOWMBZET 7 A ILEZIBELE T,
s -out HAT7 7T
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BB OMZEHET 7 A IV EZIEELE T,
* -nocrypt
LB OMEE LIS LEH A

(3) fEABHI

PKCS#1 FE:XD Web ¥ — /N DFiZ # httpsdkey.pem %, PKCS#8 ez D Web ¥ —/NDFh% it
httpsdkey2.pem IZZ#L £7,

Windows D&
openssl.bat pkcs8 -topk8 -in httpsdkey.pem -out httpsdkey2.pem —nocrypt
UNIX OF&

openssl. sh pkcs8 -topk8 —in httpsdkey.pem —out httpsdkey2.pem -nocrypt

5.2.4 FHREHRITEK (CSR) DERL (openssl.batreq Iv> RF k(3
openssl.sh req A< > R)

openssl.bat req I¥ > K& 7213 openssl.sh req I~ > R&2{#H LT, EHSRITER (CSR) Z/ERKL
F¥9, CCTIEMLZCSR 774 V% CAICIRHLT, BEFEAHOMHABERTL L5 ET, CSR
\&, PKCS#10 ICEEM L 72BN CTIrER S NE T,

(1) X

Windows D&

openssl.bat req -new [-shal | -sha224 | -sha256 | -sha384 | -sha512) -key #7 7 4 )L -out CSR
72714

UNIX O5&

openssl.sh req -new [(-shal | -sha224 | -sha256 | -sha384 | -sha512) -key 7 7 {1 JL -out CSR
72714

(2) ARFVK

* [(-shal | -sha224 | -sha256 | -sha384 | -sha512]
CSRERFICERAT 2BEZ TNV T XL ZEBELE T,
-shal : shal WithRSAEncryption Zf#H L % 9,
-sha224 : sha224WithRSAEncryption Z{#H L £7
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-sha256 : sha256WithRSAEncryption #{#H L £ 7,
-sha384 : sha384WithRSAEncryption #{#H L £7,
-sha512 : sha512WithRSAEncryption Z{#H L £9

o key®BI7 7T
Web 4 —NOMBZB#EDOT7 7 A LEEBELE T,

e QUtCSR771IL
EE L7 CSR 2T 57 74/ VEFEELE T,

(3) fEAAI
AEFAEFITESK (CSR) httpsd.csr Z/ERk L £ 9

Windows Oi5&

openssl.bat req —new -shal -key httpsdkey.pem -out httpsd.csr
UNIX OF&

openssl.sh req -new -shal -key httpsdkey.pem -out httpsd.csr

httpsdkey.pem : &7 7 1 L

httpsd.csr : CSR 7 7 1 JL

5.2.5 EHAEFRITEK (CSR) MRBEXRT (openssl.batreq V> RFE

(& openssl.sh req 37> R)
AERBRTER (CSR) OWELRTLET.

(1) Fet
Windows Oi5&

openssl.bat req -in CSR7 7 1 JL -text
UNIX OF&

openssl.sh req —-in CSR7 7 1 JL -text

(2) ARSUR
e -inCSR771IL
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FRIBHCSR7I7ANEEBELET,
(3) fERSI
Windows D&
openssl.bat req —in httpsd.csr —text
UNIX D56
openssl.sh req —in httpsd.csr —text

httpsd.csr : &F/R9 5 CSR 77 1L

5.2.6 SIAZENOABTRTR (opensslbat X509 I7 > RFE (& openssl.sh
x509 a7 R)

HHEY 7 A LONBEEERRLET,

"--—-BEGIN CERTIFICATE-——-"%5, "----END CERTIFICATE-—"DiEE 7 7 1 LONEE T
LET,
(1) R

Windows D&
openssl.bat x509 -in SFBAZ 7 7 1 )L -text
UNIX OE&

openssl.sh x509 -in EEFEZE 7 7 1 JL -text

(2) ARTK

s -inEIRET 7T
KR DIAE T 7 AL EHELE T,

(3) fERB

Windows D&

openssl.bat x509 -in httpsd. pem -text
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UNIX Oi5&
openssl.sh x509 -in httpsd. pem -text

httpsd.pem : F/RT BIAEZE T 7 1 )L

5.2.7 EERENOFAZEIME (openssl.bat X509 37> RE7z[& openssl.sh

x509 av > R)
SEHEORL A TR E T, DEISCCHEALET.
(1) ER

Windows DA
openssl.bat x509 -inform AAFR -outform HAFR -in AAT 74 -out HEAT7 74l
UNIX OBE

openssl.sh x509 -inform AN -outform HAFK -in AHT774I)L -out HAT7 7414

(2) ARFVE
« -inform ASIER
AN - {DER | PEM)
« -outform HAER
HHER : {DER | PEM}
c -inANT7T1IL
EHRIOEAEZE 7 7 A VA BELE T,
« -out AT 7T
BB OIHET 7 A VEEELE T,

5.2.8 Ny>al)>T70OER (UNIXKR) (openssl.sh x509 v > R)

AEHEOZEEF v I DD, EAEZFIT L7 CA OiEBEE % SSLCACertificateFile 7«4 L7 7«
7% 721% SSLCACertificatePath 7«4 L7 7« 7 THE L% 9, SSLCACertificatePath 74 L2771 7
I21E, FEBAERITITO CA OEHERZRA Y T ANy VaflR2FERLEZY YRy 7) 7 (v ia
V7)) LT L7 PURBELE Y. /Ny ¥ afHiX openssl.sh x509 2v > R TIER LT,
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SSLCACertificatePath 7«4 L7 7« 7Z2#EET 5 &, Web U —NNTOIHEOMRIIN Y ¥ 2fHZFHWL
THRBLLFETTEET, LNV -T, CADIEHENZWIEHEIE, SSLCACertificateFile 74 L7 T «
7 & D% SSLCACertificatePath 7«4 L7 7« 72HERLE T, 2B, Ny ¥ aBE—D0iHEEFIC—
THIZLENFHZHDT, Ny Z{ERRICE, BROMEHEMRELLZ 7 7 A IVIIEETE A

SSLCACertificatePath 7«4 L7 T4 7 THRET ANY 27 T4 LI NIRADOT VRY w7 7
AREFICIE, Ny T aBIC.0 2 FTABESHD FT, £/, SSLCACertificatePath 74 L7714 7T
HETSHT 1+ L7 ML, User, Group T4 L7 T4 T THEELLLI—FTTIVLATESL LI, T4
L7 M VICHAAHIER, ETHERZHREL TS0,

(1) &

openssl.sh x509 -noout -hash -in CAQEEERZ 7 7 1 JL

(2) #RFUK
e -inCAMDIIRE 7 71
Ny a) 7 EEERT A CADIFHE T 7 A L 2HEELE T,

(3) fERSA

Ny a2y IDT4 L7 M)BELOCADIERENSIRICRT T4 LI N, 774 NVLDBEOHIZRL
EJCEN

/opt/hitachi/httpsd/conf/ssl/cacerts : /Ny a2 ) oF74 Lo NV

/opt/hitachi/httpsd/conf/ssl/cacert/cacert.pem : CADZEEAE

cd /opt/hitachi/httpsd/conf/ssl/cacerts
Ln -s /opt/hitachi/httpsd/conf/ssl/cacert/cacert.pem °
openssl. sh x509 -noout -hash -in /opt/hitachi/httpsd/conf/ssl/cacert/cacert.pem .0

INIZ& o T, /opt/hitachi/httpsd/conf/ssl/cacert/cacert.pem IZDWTDONy 2 ) VT
xxxxxxxx.0 WER SN E 95

5.2.9 opensslbat 37> RB KV openssl.sh 7> RDOEERAH

openssl.bat 2+ > FB XU openssl.sh I~ > FOFERAFIZRLET, 2B, TOFTHEALTVS
Common Name 7z EI3ZEZEDOH DT,
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(1) TWBRBOIER (opensslbat 37> RZE7=(F openssl.sh 7> R)

(@) RSABESZFIRTZES
RSA S OMEREZERT H2H/BEOI~Y Y FOEAFIZRITRLET,

{EABI (Windows DIHH)

It openssl.bat genrsa -rand file -out httpsdkey.pem 1024
Generating RSA private key, 1024 bit long modulus

............... ++++++
.............................. tHH++t
e is 65537 (0x10001)

ft
*

11-00-10 DIB&, 11-10-10 LIB&, 11-20-10 DIBETIE, X vt — (Generating:-) EHHENE

Fho

EABI (UNIX DI5E)

#t openssl.sh genrsa -rand file —out httpsdkey.pem 1024
Generating RSA private key, 1024 bit long modulus

............... ++++++
.............................. et
e is 65537 (0x10001)

ft
*

11-00-10 LAK&, 11-10-10 LAB#E, 11-20-10 BIETIE, X vt —2 (Generating:-) dHIEN

Tho

RSA B5 OWEROAS

RSA B S OMERONEZIRIRLE T,

MIICXQIBAAKBgQCwFMAIeJw8jhLyV3wog/0c js2KQCRCumwgRSCAaDuKGgj LCsY9
/7z4evgK91sKvSVBcNFP/CemK7e8GyorwMT1CbJR7HD6D+LJ7ksr9zx L 7vrUohCu
C/EW2ut0ZSVe9X4chfQc4RLvmkemiMZuUKab5zP2k i 0L9Ug5u3VksS/hWGwIDAQAB
AoGBAJysCeY/svyqia86Ko4+StPD0J2/zsPU7mqUN4Qpunh6C90Ii TYXPER33gab
61UVOXV19bh0g9T0Z3CnVXxGRN206PnXWASE2M1g+yFnHSTmrF/noXYYL88L57ZKP
+eEOH50txJC2ESWADT INJEt fv2PxLkNQe@czgFkzeVJX/hqZAKEA33Ui TURMd i 5r
iEL81741dQQ0mX07Iek+U4B9rkZXxobxL6+G/Txsv+5/NI3ULjt/NGn6yIgCawM
37igriqejwJBAMmSV5ZRLSsNOupa@c00rNQ79T+XwypUNAL jFEL/Ngsbp LLTemjW
y7DJwjd9WmuOMH LserDJINrFXHsYDJQ ) LbUCQBVyVpJ35abKGcQAOeIOfW73s Lyw
ANvmWPcGtALP8wi41tkuzZPsgruBFnBi1GSDjVfofAtXT+NnCx3FyJYuvP@CQQCY
egARS1J33FY+pfM+N LkYSPFFuFEZUQA/bfg8LegfautBhR5]j L05gUKLBSFAET04w
330m0OKvTSgph/0bjxsD5AKAiAQ i QDpwL477ffxs96K7uA9T6VEWrQGg1NSXGE Lm9
mPrr0tvGP+Qbz l2u]jsr8V6gPIbRabzR28MBFNK+07iPd
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i
11-00-10 BIF%, 11-10-10 BLR#&, 11-20-10 DIFETIE, [RSA PRIVATE KEY] #9%° [PRIVATE
KEY| &0 %9,

(b) ERHRESZFIATSBS
TEMRE S ORERE ERT 2HE0 7Y FOBERAFIZRICRLET,

EABI (Windows DIHH)

It openssl.bat ecparam -genkey —-noout -rand file —name P-256 -out httpsdkey-tmp. pem
#

{EABI (UNIX DIHE)

It openssl.sh ecparam —-genkey —noout -rand file —-name P-256 -out httpsdkey—-tmp. pem

#

RS N7 E#R 2 PKCS #8 FEUICEMT 2550 3~ > FOMERFI 2 RISTRLE T,

fEAAF (Windows DIES)

#f openssl.bat pkcs8 -topk8 -in httpsdkey-tmp. pem -out httpsdkey-ecc.pem —-nocrypt
#

EABI (UNIX DI5E)

#t openssl.sh pkcs8 -topk8 -in httpsdkey-tmp. pem -out httpsdkey-ecc.pem -nocrypt
#

fEHERIES DMEBERORNE
B RS S OMEBERONEZIRITRLE T,

MIGHAQEAMBMGByYqGSM49AgEGCCqGSMA9AWEHBGOwWawIBAQQg5soWeJmSoxeX+rw3
5¢Yub8aXBI4YdczVkpW10kbTtdShRANCAAQXh6wO LoXxP2NZ2/wqvL5PZUEYJB10
727c3zWVE9BTkx6sC46euFBrZ0habA+POWwcdsC4IjaY@9mT+rTeAmpgG

(2) BIEAERITERKR (CSR) DER: (openssl.batreq IV > RF(F
openssl.sh req A< > R)

AEBAEFHITESR (CSR) ZERT 25Ha0a~ Y FOFERMZRIRLE T, I TEMRL7ZZ CSR 7 74
Lz CAICRELT, BRFEADIEHEZRERITLTLOVET,

RET HHEHEBLUANAEILX, CSR ZRZHET 2 CA DIERICHE > T 2E W,

EABI (Windows DIHH)

#f openssl.bat req -new -shal -key httpsdkey.pem -out httpsd.csr
You are about to be asked to enter information that will be incorporated
into your certificate request.
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What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [AU]:JP

State or Province Name (full name) [Some-State]:Kanagawa

Locality Name (eg, city) []:Yokohama-shi

Organization Name (eg, company) [Internet Widgits Pty Ltd]:HITACHI
Organizational Unit Name (eg, section) []:WebSite

Common Name (e.g. server FQDN or YOUR name) [J]:www.hws.hitachi.co. jp
Email Address [1:

Please enter the following ’extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

#
EABI (UNIX DFE)

# openssl.sh req —-new -shal -key httpsdkey.pem -out httpsd.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [AU]:JP

State or Province Name (full name) [Some-State]:Kanagawa

Locality Name (eg, city) []:Yokohama-shi

Organization Name (eg, company) [Internet Widgits Pty Ltd]:HITACHI
Organizational Unit Name (eg, section) []:WebSite

Common Name (e.g. server FQDN or YOUR name) [J]:www.hws.hitachi.co. jp
Email Address []:

Please enter the following ’extra’ attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

#

CSR OER
CSR DR Z ISR LE T

MIIBuzCCASQCAQAwezEeMBwGATUEAXMVd3d3Lmh3cy50aXRhY2hpLmNvLmpwMRAw
DgYDVQQLEwdXZWJTaXR LMRAwWDgYDVQQKEwdISVRBQOhJMRUWEWYDVQQHEWXZb2tv
aGFtYS1zaGkxETAPBgNVBAGTCE thbmFnYXdhMQswCQYDVQQGEwJKUDCBnzANBgkq
hkiGI9wOBAQEFAAOB jQAwgYKCaYEArZZyYumQcYBh4AppAz447HIR+Srzrt08eSzr
yZT8HYrDXz9I8XHEbMMah04M6u2YI9iVzepQU1ul@f8bCwkFageBWwYQmDwecyJYf
TkY5X+20gFEYV8CTu7I+A70V LYHobpM/F LBkzUVWD9/fTob@ALYNF9eTbFALOcEU
sJBZTSsCAWEAAaAAMAOGCSqGSIb3DOEBBQUAA4GBAE i g+yGSVblaOuljyrAei9r3
n5mXtE5KXzQRz0cy6N5BaEVO L19K0tUaTCal LsZmQdZ,/6dZRSaE27x f/2UF3Ux LCC
0+9rG10iQgDe5huSsqBnGGghJB20PVUJh5S7YC6Ub6HRAOZzq7H+DOqvsBC2COdA/
cCkpBUsRzIj LDWBSVBZ0

————— END CERTIFICATE REQUEST--——-
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T1LI57107

CDETIE, httpsd.conf 77 M NLBL7 7R O-LT 71 IICEERT DT LI T+
TIEDOVWTEHEALE T,
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6.1 F1LI77147—K

6.1.1 F1LI757147—E
HTTP Server 2#&19 57-91

« RERBEPBELT 4 LIT 4T

User (UNIX iR)
Group (UNIX hi)

ServerName

, BEREREPDELTA LT 4 7RO EBD TT,

o SSL Z2FHT AEBICESHICHRERAELRT A LI T 4T

SSLEngine On
SSLCertificateFile
SSLCertificateKeyFile

AT AT T PANICHEETESATA LI T4 T7TO—E2RORIINLET, B8, ROERBXIUOT 1 L

774 TOHBETIE, WOFTEESZFEHLTWET,

o« U UNIXWZFICEN T4 L IT 4T

e W : Windows lR7ZFICEN T4 VIT 47
®6-1 T1LIT17-8&

REAS

httpsd.conf 7 7 1 LND 70 v 7 DEH

Y- NOEAM TR

6. TALIT1T

TaLITaT
<Directory>
<DirectoryMatch>
<Files>
<FilesMatch>
<IfModule>
<Limit>
<Location>
<LocationMatch>

<VirtualHost>

ServerName
Port
User U

BHIEE

O 000 0o 00 00

X X

X
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RERNE TALITAT BHIEE
Group U X
ServerAdmin X
ServerRoot X
ServerSignature X
Listen O
BindAddress X
LoadModule O
LoadFile O
Include O
ExtendedStatus X
ServerTokens X
CoreDumpDirectory () X
FileETag O
VT UV EEETH-DDERE UserDir O
DocumentRoot X
ErrorDocument O
Web 75 7H9R2560D) 7T A MIDOWTOERE (Alias) | Alias O
AliasMatch O
Redirect O
RedirectMatch O
Web 79 7 HFAD L ARV AZDNWTDERE HWSNotModifiedResponseHeaders O
MIME # £ 712D\ T DEFH TypesConfig X
AddCharset O
AddDefaultCharset X
AddType O
ForceType X
HWSErrorDocumentMETACharset (W) X
AT ATV I—2 3 VIZDVWTDER LanguagePriority O
AddEncoding O
AddLanguage O
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RERNE TALITAT BRIEE
DefaultLanguage X
CacheNegotiatedDocs X
MultiviewsMatch X
NY RFIZDOVTDERE AddHandler O
SetHandler X
Web ﬁ”/f@'ﬁﬁlét:")b\f@fé% ServerLimit “ X
StartServers (W) x
MinSpareServers () x
MaxSpareServers () x
MinSpareThreads () x
MaxSpareThreads () X
MaxClients (W) X
MaxRequestsPerChild () X
Timeout X
ListenBacklog X
ThreadsPerChild (W) X
ThreadsPerChild () X
HWSMaxQueueSize W x
HWSKeepStartServers () x
RequestReadTimeout X
SendBufferSize X
ThreadLimit W x
ThreadLimit () X
KeepAlive DE# KeepAlive X
MaxKeepAliveRequests X
KeepAliveTimeout X
VIR bzHIRY 5EE LimitRequestBody X
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RERNE TALITAT BHIEE
LimitRequestFields X
LimitRequestFieldsize X
LimitRequestLine X

CGl, REZHOERE ScriptAlias O
ScriptAliasMatch O
UseCanonicalName X
BrowserMatch O
BrowserMatchNoCase O
PassEnv O
SetEnv O
UnsetEnv O
SetEnvIf O
SetEnvIfNoCase O
Action O
Script O
ScriptinterpreterSource W X
HWSSetEnvIfIPv6 O

TALVIMIA VT I ADRTABDER DirectoryIndex X
FancyIndexing X
AddIconByEncoding O
AddIconByType O
AddlIcon O
Defaultlcon X
ReadmeName X
HeaderName X
IndexIgnore O
IndexOrderDefault X
AddAltByEncoding O
AddAltByType O
AddAlt O
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REARS FeLIF17 BHIEE
AddDescription O
IndexOptions O

Web % —=NADO7 7t XZHIHT 5EE AccessFileName X
AllowEncodedSlashes X
AllowOverride X
AuthName X
AuthType X
AuthGroupFile X
AuthUserFile X
AuthAuthoritative X
Require O
Options X
Order X
Allow from O
Deny from O
Satisfy X
TraceEnable X
IdentityCheck () X

SSLIC & B ISt L URRIEDER SSLRequireSSL X
SSLEngine X
SSLCertificateFile X %2
SSLCertificateKeyFile X %2
SSLCACertificatePath (1) X
SSLCACertificateFile X
SSLVerifyClient X
SSLVerifyDepth X
SSLCipherSuite x %1
SSLOptions O
SSLBanCipher O
SSLProtocol X
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REAE TALITAT BHIEE
SSLCARevocationFile X
SSLCARevocationCheck X
Web ¥ —N\ZERAEBICEDE THREAR X MIRE2ER | ServerAlias O
ServerPath X
A A=V T T 74 NICODVTDESR ImapDefault X
ImapBase X
ImapMenu X
HWSImapMenuCharset X
HRENT 20 T DER HostnameLookups X
ErrorLog X
LogLevel X
LogFormat O
HWSWebSocketLog X
CustomLog O
TransferLog O
PidFile X
ScriptLog X
ScriptLogBuffer X
ScriptLogLength X
HWSLogSSLVerbose X
HWSLogTimeVerbose X
HWSRequestLog X
HWSRequestLogType X
HWSSuppressModuleTrace O
HWSErrorLogClientAddr X
FELS 5 b L—RADEFH HWSTraceldFile X
HWSTraceLogFile X
HWSPrfld X
IN=ZTUF VIOV TDER ProxyPass O
ProxyPassReverse O
ProxyVia X
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RERNE TALITAT BRIEE
ProxyErrorOverride X
ProxyPreserveHost X
HWSProxyPassReverseCookie O
Proxyl00Continue X
REHIBEEICOVWTDES QOSCookieDomain X
QOSCookieExpires X
QOSCookieName O
QOSCookieSecure X
QOSCookieServers X
QOSRedirect O
QOSRejectionServers X
QOSResponse X
ANV T HRAY A AREEEIC D VT DESR Header O
RequestHeader O
HTTP/2 70 + 2)LEEEEEIC OV TOER H2Direct X
H2MaxWorkerldleSeconds X
H2MaxWorkers X
H2MinWorkers X
H2Padding X
H2SerializeHeaders X
H2StreamMaxMemSize X
H2Upgrade X
H2WindowSize X
HWSH2SendGoaway X
Protocols O
BHAREBEMAEIC DOV T DER ExpiresActive X
ExpiresBy Type O
ExpiresDefault X
SHEEIEICOVTOES HWSGracefulStopLog X
HWSGracefulStopTimeout X
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(FLB1)

OiEETE %,
X I HBETE W,

NS
E

BICEERDP WA ED, 774V RET4 L7 NIRE2EDLFER OSAERMNE) TEdTtEEI,

X

TLSv1.3 Ao SSLCipherSuite & TLSv1.2 B#TH® SSLCipherSuite &, #NZENn—2F DIEETEZE I,

X2

RSA BEE o SSLCertificateFile & #&H iR =Hd SSLCertificateFile X, #hZNh—2F DIEETE LT,
RSA BB @ SSLCertificateKeyFile & &M #h#RES 5O SSLCertificateKeyFile i&, #NZN—D2F DIFETEX T,

6.1.2

1 L 77« 7 Oicik#RAl

(1) IERKR

TALIT 4 TOREIMEATE S ERKRRZRITRLE T,

F6-2 1ERKIR

S

{m,n}

341

6. TALIT1T

FEEE
FED 1 XF,
ERID 1 XFO 0FEL EO#EDIE L,
EHRED 1 XF0 1 AL EOEVIEL,
ERID 1 XEDH B0
BREOXEID,
BEROERYFE (A2 ¥100) o1
NE, 277 L, ¥2ETIEE IR,
ITORBEIEET 5.
TORRBICEET %,
ERIOEREFHRO m HOE DKL,

ERTOERFRO m HL EORDE L.

ERIOIERFRO m @A EnELTO
BOE L,

XEFNZHBEED 1 XF*,

EELT]

a...C

ab*cd*

ab*c+

abbbc?

albcld

a3}

a{3,5}

[abc]*F 7zl [a-c]*

ERMIDFR

aDHEIERD 3XFEE c HHilo
abcdc I3EAT 5.

ac, abbbbc, abbbbcd I3EE&T %,

abbbc IZ#E &Y %, abbb d#&E L 7%
W,

abbbc, abbb 3#&T %,
a, bc £7213 do
LEHEET Do

| XFZO¥EHEET 5,
abcde Z# AT 5,

aaabc l3HEHT B,

aaaaa W#EET %o

aaa, aaaa lX@EHT . aa lTEAEL
AR

aaa, aaaa, aaaaa MEAY b, aa,
aaaaaa II@EAE L7V,

aaa, bbb, ccc, cha, aab lZ#E&T
Bo
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s e R BB

(N3] XFEFN L NMERD 1 XXF ["0-9] WFEDID 1 Z0EET
(XZFF) XEF % TN — T B, (ab)+ ababab 2SEA&T %, ababb ILEE L
7z,
aa(xx|yy)bb aaxxbb, aayybb #EET 5.
eSS

RD 3NLFIZE, XFINANTRACER®REZRSE I,

¢« NI[OWITIBELT, XFFNCEENLEWVHDERTIZOICHVET,
o I XFEHOTmBERT IZOICHVE T,

o - HIFZIEET ALOICHVWET,

Tz, INOEHRIFEORIOHIBKSINE T,
SCFF N CREZBHR A B ONFEEZBEOXFEE LTIEET AICIE, MOEDICLET, B, M-
¥ DNNORHYFIX, BEOXFELTHERDLDNET,

o NI XFFIORBUNTEELE T (Fl) [abryz]
o | XFFIOETEICHEELET. (Hl) [labxy]

o - IHRRBICIEELE T, (fl) [abxy-]

« ¥I¥WUIIEELE T, () [¥¥abxy]

(2) F1eL 7571 7CIBET /N AEH

FTAVLT R VG, T7ANEBERZINNABZIBET AT A LI T4 TOBEE, T4 L7540 TOBEIZEL-
T, IBETXA/)SABHENPELDFT,

INADREHIZIE, ROBDBHVET, BT LI T4 TONRERIZ, BT L7 T+ TTHHALE T,

o XN ZALMPEETE 2V (Windows fDIHE, NIA T2 I 7EEDHEXSAICEEND),

e ServerRoot ¥+« L7 F 4 7OIEEMD & DS ATIEETZ 5 (72721, ServerRoot ¥4 L2751
T DIBENLITNE),

Fio, NABHRICHKAY PVT—T EOT 4 L7 MIRT 7 AINVZIEET A EETEEEA, FY NT—2
PHERALIZT7ANTATLEDT A L7 NIRRT 7 ALV ERETAHIELTEE A

(3) OAUMMT

VT4 7T 7ANH, [TOBMNICHEE[ITAE, TIAYMTICEDET, 72770, T4 L7514 7418
ELHEIHDPOWBE DR NFHNZERLTDH, #PELZ I A PELTIRNERA, TA Y MTEIEET
BIGEDERHEZIRISR L E T,
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IELWLM

#Deny from all

HMTEaAY MTELTHDNET,
SR 7= fl

Deny from all ffcomment

#comment 374 L7 T« JTIEMEE L TIHONE T, IX Y ELTEbNE T A,

(4) IPv6 7 RLAZIEET B LEETDAER

T4 VLI T4 T7ICIPV6 7 RLAZERT 25813, [[IPv6 7 RLR]] OKDICIPv6 7 KL X% T
FATIEELTLZE W, /7, TA4LZ T4 7ICIPV6 7 RLAER— v EBSZHET A E1E, [[IPv6
T RLUALAR—PEES] OLHICIPv6 7T RLUAZE] [THA, [1] OBAICR—- I NEER2IEELET,

721EL, MDT 4 VI T4 7IZIPv6 7 R L A% T 25518, IPv6 7 NLAZ[ |THEZWTIEE
LT 2S00,

e Allow from T« L2751 7
* Deny from 7«4 L7 T4 7
o« HWSSetEnvIfIPv6 T« L2751 7

[Pv6 7 RLAZIEETAESIE, 70— NLI=Fv AT RLAZEBELTLEE D,

6.1.3 T1 L7717 OHARR

COETH, [62 T4 LUF 4 TOMEM] CRETAEEICOWT, BESDELEEAFHALE T,
1) ToL757147%
T4 VI T4 T2 EBLT0ET, /2, T4 L 7T« TOREERZIROZLESTHHEALTVWET,

S

7S

et

(] [ ] NOEEZEKBTE X,

(B) A (B] [C]l o&&, RDO4BYDIEENTEET,
A
AB
AB,C
AC

{} { )} RoENDP—DZBATIEELE T,
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=1

@) A {BI|,C} v&&, WO2BEOOIEENTETET,
A,B
AC

?ﬂ
Jin
et

| BIREORYPVEZRLTVWET,
(T =F14) BEEHOEERXEBR LI ZIL, YATLADPRET AEEZELTVET,

CORSOBEMICMET SEHEMDE LIEETE T,

~ CDESOERNIEY 2HEZ ZOESEOGERANCE->T, Bdd s E2RLET,

(G BEEHOEERXEBR LI ZIL, YATLADPRET AEEZEZELTVET,

() BETZAEOHBZERLTVET,

(2) [ERTEB&EA [CDOWT

T4 VLI T 4 7IC&oTE, SEBRTEZABEAPFIEENTVA2HDOPHVET, [6.2 T4 LT7T4TD

] T, BRTAL T4 TOERTEBEFRZRO LD R TIHABRLET,

SR CE S5 B

httpsd.conf VirtualHost 7@ v 27, Directory 7'a v 7 DIFk® httpsd.conf 7 7 1 )L
<VirtualHost> httpsd.conf 7 7 4 L@ VirtualHost 7' v 7

<Directory> httpsd.conf 7 7 A JL® Directory 7@ v 2, Location 71 v 7, Files 71w 7
.htaccess AccessFileName 7« L7 7« 7 CHRELLT7 7222y hu—L7 71 )L
<Location> httpsd.conf 7 7 4 JL® Location 7a v &7

T/, TALIZT 4 TIRRISRTIBEICSBENE T,

1. VirtualHost 7'&2 v 27, Directory 71 v 7 B4 ® httpsd.conf 7 7 A )L
2. httpsd.conf 7 7 £ L@ VirtualHost 71 v 27

3. httpsd.conf 7 7 £ JL® Directory 71 v 7
4.77Aarra—L7 7L

5. httpsd.conf 7 7 4 L@ Files 71 v 7

6. httpsd.conf 7 7 A L ® Location 71 v 27

Directory 70 v 7 @ AllowOverride 7« L7 7 1« 7OEH (EFZFFRILANL) I2&-T, 771 Ra

VRO LT FANLNTEELTCWVWST A LI T TR2EWEITESICTEET,
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(3) [EEEFT] [CDWT

AllowOverride T4 L7 7 4 7 CLEZX2HA T 2B50HF A LRNLVEERLET BT AL IZT4 7D
FEBEFAILANUE, ET 1L 7T JTHBLET . FILNVIIERD D 9, 35illE, AllowOverride
T4 LT 4 72BBLTLRES 0, B, T4 V7T« 7OFHT.htaccess MEETE, »HOLEZ
FAT LNV 2 WVIFEIZIX, FALNIEAILICZED 9,
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6.2 Ta1 L7717 DM

6.2.1 <CTWXDT1LI75717

Tay IEEDT 4 LI T 4 T2 RBIEIRLET,

1. <Directory>7« L7 7« 7, <DirectoryMatch>7« L2757« 7, 77%A3a> ra—=L774)L
2.<Files>T« L7 7« 7, <FilesMatch>7« L7541 7
3.<Location>T« L2751 7

(1) <Directory 7oL 7 hJ$>+ « « </Directory>

(@) AE

BEDT A LZ MK LTTA VI T4 7T2EEITAHBEIHEELET. TosLTMNIRICTA LI B
VEZEEL, ZOT4 L7 M)EYTTo LI NIRTCENET A VT4 T2ERTATuy /%
BETEET,

T4 L7 PR, BN ATIEEL TS,
(b) ECHRTEBIEFR

httpsd.conf, <VirtualHost>

(o HEEH

{Directory />
Options None
AllowOverride None
<{/Directory)

Bdro~

<Directory "<Application Server®4A4 YA h—JLF 1 L% Kk >/httpsd/htdocs”> ---5.

Options Indexes -6.
AllowOverride None -7,
Order allow, deny ---8.
Allow from all -9,
</Directory> .10,

LV—=FT4 L7 MY DES

2. HEREIZ T T ERD

3.INTCH LB

4. EFAEDD

5. <Application Server ® > A b =)L 7« L'~ bV >/httpsd/htdocs T« L' 7 NV DEH
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6.74 L7 MIA VT U AFIRA

7.9 XRCOLFXEL

8. Allow T« L7 T 1 7DIEE% Deny T« L' 7 T « 7 DIEE & D LI FH
0. T RTCDKANPEDT VL A% A

10. EFKHED D

(2) <DirectoryMatch IEMFRE> - - - </DirectoryMatch>

(@ AT

FEREHTERUISEEZTHE T T A LZ M) LTTA LI T4 T2ERTAEBICEELET, T«
L7 MIZREREFRTIEEL, FOTA L7 NI ETTTF4 L7 M) RFICE T LI T4 T2E
BIHTUY IVEEETEET,

ERFIROT o LT MURIE, RS ZTIEEL TS0,

(b) ECIRTEBIHFR

httpsd.conf, <VirtualHost>

(3) <Files 771> - - </Files>

(@ W&

BEDTZ 7 AN LTT A LI T4 7T2EETHAHEIHEELET. 77TLRBICT7T 7 AIILEZEIEEL,
FOTF7ANERTICEN T A VI T4 T 2ERIT A7y IV EETETET,

(b) ECRTEBEHh

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(4) <FilesMatch IERFER> - - - </FilesMatch>

(@ B

FREFEHECER LM 2T T 7 AN L TCT A LI T4 TR2ERETHAERICEELETT, 771
WEZZERBIRTIEEL, FOT7ANEFICED 2T AV IT 4 T2EHET AT Uy IV EIBETZET,

(b) ECIRTEBIHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
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(5) <lfModule ) EZa—-)IE>- - - </IfModule>

(@ W'

BELILEEY2—UDPHAATNTWVEEE, JUYyIJHNTIEE LT A LI T4 THEMICZDET,
FDV 2 IVZOFNIN 2T EEX, BELAEY 2 HARAENTWEVWEE, Tuy V7HTEE
LT A LI T4 TWEMIHDET, 70y JHNTIRERRZT A LT 14 7ICHIRIEIHDEE A
(b) ECRTEDIGAN

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
6) <Limit XYy RZ AVYYRFZ -] >- « «</Limit>

(@) AB

BEOHTTP u hauXyy REZFICENZ, T7RAFHOT A LI T4 T2 ERT HIEHICIEEL
F9. AVY RRISERIEETEZT,

IBETEDAYYRE :GET, POST, PUT, DELETE, CONNECT, OPTIONS
(HEAD IZ GET IZ&ENTWVWET)

JOvIARICEETERTALIT17:

* Allow from

* Deny from

e AuthName

* AuthType

» AuthUserFile

» AuthGroupFile

e Order

» Require

« Satisty

(b) ECIRTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess
() #ExEH

<{Directory />
<Limit PUT DELETE)>
Order deny, al low -2,

—_
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Deny from all
Allow from .your domain.com
</Limit)
<{/Directory>

S

1.PUT B&X U DELETE XV v FIINT HEH

2.Deny 7T« L7 T4 JOIEE%R, Allow T4 L7 T« 7OIEE & U &I FH
3.IRTCOFRAMDPSD PUT BXKUV DELETE XV v RIZKB7 7 & AIEAT

4. your_domain.com #*5® PUT B&X U DELETE XV v FIZ & 57 7 X & FHH]
5. EHRKDY

(7) <Location URL> - - - </Location>

(@) AT

RED URL TRIHAANDY VLA MIOWT, TALIT 1 TEERTHHEIHEELE T, 721,

URL 12, 2L (RWEbEXEY]) IEETEEE A

(b) EINTEDIEF

httpsd.conf, <VirtualHost>

(o) #EEH

<{Location /server-status)
SetHandler server-status
Order deny, allow
Deny from all
Allow from .your domain.com
<{/Location>

SO~

1. URL /server-status O E#

2.2074 L7 bYDY 7T A M server-status N> R 7 ICBEEDT %
3.Deny T4 L7 T« 7DIEE%R Allow T« L7 T 1+ TOEE K D b S5
4. §NRTDKRRAIDPEDT 7 & AIARTA]
5..your_domain.com 25 D7 7+ X % §FA]

6. EFAED D

(8) <LocationMatch IEFFRIE> - - - </LocationMatch>

(@ &

FERFBHRTCHER LM ZTE-T URLADY VT AMIDWTTA LI T4 T2ERT HEHICEEL

F9, 72721, URLIZ, ?LIE (BWADLEXFEY]) JEETE A,
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(b) ECRTEBiHFR
httpsd.conf, <VirtualHost>

(9) <VirtualHost {RAKNZ| IP7RL R (R—IES)} UKAARMR]
P7RLX R—KES) ) > - - </VirtualHost>

(@) AT

RAMZFERRZIPT7RLARA (R—FbEE] TRIFAMDYITIZANMIODWTTA LI T4 T2EHE
T AIGEICTEELE T,

7B, IPV6 7 RLAICAIG LA A MZBIBETEE T, IPT7 RLRICIPV6 7 RLAZIEET 254
X, IPv6 7 RLA%Z[ JTHATLEE D,

IP7 RLARIZK, IRTOIPT7RLARKKTYFIE*PIEETEET,
P—=NZICEIIN=F ¥ LR A MDFEICIE, IPT7 RLUAZHERMICIEEL T EE 0,
(b) ECHRTEBIEM

httpsd.conf

() EEHI

VirtualHost 172.17.40.30:80>

<NVirtualHostd
VirtualHost [2001::123:4567:89ab:cdef]:80>

NVirtualHost>

6.2.2 ATHBERTALIT1T

(1) AccessFileName 7714l (771)l%z )

~ {.htaccess)

(@) AT

TR RAEHOT 4 LT 4 ToEELTWA 774 (P72 RAa>ba—JL77A4)) OT7AIL%
ZEHELZFT T, AllowOverride T« L7 T« 7 THA SN TV, I>TF VYY) IIT A NFICERID
Tr7ANESZRBLTY 7 AHIRSF vy 7 3NET,
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(b) ECRTEBiHFR
httpsd.conf, <VirtualHost>

() #EEH

AccessFileName . htaccess

TR AaArybua—)L7r7AILDT 7AILZlL, .htaccess

(2) AllowEncodedSlashes {On | Off}

(@) AT

RSN ALFEDFEET S URL OFEHZFFR T AP EIPZRELE T, A LEWERIE, 7

A7 Y MIAT—4%A32— K 404 Not Found ZJ5& L £9 ., fFE{bS N/ SAFIE, Windows it
DBZEIT%2F E%5C, UNIX DB EIFZ%2F #HE L9, %2F 13/ (RFva), B5CIF¥ (Nv T X
Swa) IKEYLET,

On: LS NINNAXFEHF LET,
Off : LS NI AXFZHAILE A,
(b) ECHRTEBIEFR

httpsd.conf, <VirtualHost>

(o FEEH

Al lowEncodedSlashes On

(3) Action IMIME9YA | N\>R3} CGIRTZUTSRNE

(@ AE

MIME ¥ 7& 723N Y RTITHRELZI VT VYN Web 7975 VI X M Shiz & &, ETS
¥22A7V b2 CCILRAZY FMETHIELE T, CGL A7 Y 741, URL THEELET. ZDT
VU T4 TEREHIEET 258, AL MIME ¥ 1 7108745 CGI A7 U 7 MIEETE EH A

(b) ECIRTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LEEFFT

FileInfo L \)L
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(d) EEBH|

Action image/gif /cgi-bin/images. cgi

(4) AddAlt "XF5I" #aRF  GhiRF )

(@ S

T4 L7 M)A T AFRREIC, EFICEE L7 7 AV EEED T TXFEI 2T RT 2EEICERE
LET, —DDOXFINN L TEROILETFPEETEE T, TFAME—FDO Web 757D LI
TAIAVERATELVWRIET, 774 VOBEAFZRTAEE2EICHHTEEI,

MRFICIEETCEA2bDZRIINLE T,

o 77 A IILEF
s JANLRH—REEZDT7 7 A INVIEFE/ZET7 71 LE
s 77 A%

CDT4VIT 4 7T 2EHIEET 258, FUINRTFICEZLZXFIIZRETEZ A,

(b) ECIRTEBIHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(© LEES=EFT
Indexes L\
(d) 1EEH

AddAlt "HTML” htm html

WEEFA htm £7-1 3 html O 7 7 A4 LDEE, XFEV'"HTML"2FRLUET,

(5) AddAltByEncoding "XX=31I" MIMET>3d—5«>7 (MIME I~
A=7T1>7 )

(@) AT

TALI M)A VT IAFRERIL, TAAVPFRRTELRVWERET, MIME L -7+ 2 (x-compress
728) LEEDSTXFEIARRT AHEEIHEELE T, —DOXFFNIX L THEEHO MIME £ > 01—
TAYIPRETEET, CDT 1 LT« T2EHIEET 5456, FU MIME &1 FICR% 5 XF53
HETEZE A
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(b) ECRTEBiHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LEE=FHT
Indexes L \)L
(d) 1EEH

AddAltByEncoding “gzip” x-gzip

6) AddAltByType "X=F5I" MIMESAF [MIMESAF --)

(@ RWE

T4 LT MNIA VT IAFREEIC, TAAVDPERRTELRWVWEET, MIME ¥4 7 (text/html 72 &) &
BES I TR AEERT AESIEELET, —OOXFEHIIH L TERD MIME ¥ 14 7 8E T
To CDT A VLT T4 T2EHIEET AEE, FIC MIME ¥ A FICEL 2 NEFIIBEETE I A

(b) ECHRTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
() LEEEFO

Indexes L X)L

(d) #FEEBHI

AddAltByType "plain text” text/plain

(7) AddCharset X=Ftwv b #sRF UOhEREF )

(@) B

7 7 A IERFISNT 5 FEy hEIEEL T, XFL v ME Content-Type ~ v ¥ charset=D1&
ELTRHRESNET. 77472 MIRHLTXFLy 2RI SHFIHERALET. 20T LT«
TEERIEET 558, FICIRFICEL A2 FINIIBETE LA, IBET HILETIE, AddType 7«
L2 T4 7% 713 TypesConfig T4 L7 T« TTHRE L7 74 VLT, MIME ¥ A TOEE DT HIAE
T9,

(b) EIRTEBIEFR

httpsd.conf, <VirtualHost>, <directory>, .htaccess
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() &=
FileInfo L X)L
(d) EEH

AddCharset EUC-JP .euc
AddCharset IS0-2022-JP .jis
AddCharset SHIFT JIS .sjis

(8) AddDefaultCharset (On| Off | ¥=t v )

(@) AH

77 A MERTFICRNT A2XFEELY bOFT7 4L MEZIEE L F 9. AddCharset 7«4 L7 T 1 TORIEIC
95T 7 4+ MEEZ D E9, Content-Type #° text/plain, text/html DIBEDT 7 + )L b & L TR
EINET,

On: 77 sXFty & LTISO-8859-1 28 ELE T,
Off i XFt v h2EELEH A,
NFEEY N EBEL-XFEEY F2TFT 740 XFEy bELET,

(b) ECIRTEBIEF

httpsd.conf, <VirtualHost>, <directory>, .htaccess

() &=
FileInfo L X)L
(d) EEH

AddDefaultCharset 1S0-2022-JP

(9) AddDescription "NXFH" T77IINEB (Tr7TLE )

(@ AB

T4 L7 M)A VT ABERREIL, 77 A NVETEELLZ 7 7 A VLR, T4V RAH—FREREL7 7
ANBEINISAERGE LOFTLEE T 7 A VR LT, SHEXE LTXEYE2FRT ABEIEELE
o BB, 77ANVRBICATY Y2 TRDOAXFINEEE LGS, "IN TAIL RH—RIEELR
BICRZINE T,

T7AINBIIBETEALDERISRLET,

6. 71LTT17
Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 180




7 7 A WALEF
TANRA—FREREDOT7 71 ILE
s 77 A%

DT 4 VIT 4 TREHIBETHEE, BILT7 7 AINVEBICELAZLEVIIIBETE T A,

(b) ECIRTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
(0 LEEFT

Indexes L X)L

d) #FEEH

AddDescription "The planet Mars” /web/pics/mars.gif

(10) AddEncoding HEfEFEX ILERF

(@ AE

Web #—=N\HOEHET —4 % Web 7T HFICRRS 5 & SITABELIGRT & EEEROBE DT 215
ELET. Web 7T UHITEMRT 7 1 LOERDIFEH & LT Content-Encoding ~v % Web H—/\
P HEETHHEBEIHELE T ZOANY Y EFALERIE, Web 77 7V HRIOEREICKEFELE T,
DT 4 VLI T 4 TEEFIEET 556, FECHRFICRLSERERIZIBEE TS EEA.

(b) ECIRTEBIEM

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LE=FT

FileInfo L X)L

(d) #HEEB

AddEncoding x-compress Z WERFHLD 7 7 1 LD EFER R Ex-compress
AddEncoding x-gzip gz WEEF N9z 7 7 4 LD EEF R I x-9zip

(11) AddHandler N\>R3>% EF GisRF )

(@ AN\
N RITUETEHT7 7 A4 WILRF RS TT25EICERELE T,
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HETZEANY RIZZRITRLET . COT 1 LI T4 TEERIEET 556, FUCHERFICEL SN
YRIBRBEETE LA

cgi-script : CGI 227 V) 7 b OFEfT

imap-file : 4 X =Y~ v

server-status : A5 —#% ADFER

(b) EBRTE BB

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
(0 B

FileInfo L ~\)b

(d) #FEEH

AddHandler cgi-script .cgi YRR F. cgildcgi-script/AN> RS
AddHand ler imap-file map HiER FmapiLimap-file/NY RS

(12) Addicon {(3Z=%l, URL) | URL #EF OisEF )

(@ e

WERTFLRECTA VI M)A YT IRADT A A2 2T TERT HBEICEEL LT, CFFCIEHE
BRRVTEWV Web 77V FDBEICERT A XFE2EELET. URLICTA I VOEET 71 )LD
URL Zf8E L9, BHRAMADEIET 7 1 L21EET 5HE, URLO lThttp 1 //IP 7 FL A | I3E
T&E9. %B, URLD [http: //IP 7 FLA] 2EBLEWTIPV6 7 FLAZIEET 585G, IPvo
7 RLA%[ JCHATLZE W,

MERFELTIRETEAbDZRIINLE T,

o 77 A NILEF
e JAILRH—REEZDT 7 A INIEEFEZET7 71 LE
s 77 A%

IEBEF & U CAMDIRECTORYMZEI T 5 &, T4 LZ PVICHT AT A IV R2RETCEET, 77,
AMBLANKICONMEIEET B E, TALZ M)A VT AEZFZRLUEBED, FBRHNEDANY YDA >~
T NREDLERZODTA IV EHRETETET,

COF4 VI T4 TREEIRET 258, FURETICRA5XFAR URL KIFETE £ A,

(b) ECINTEBIHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
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() LEE=Erol

Indexes L' X)L

d) #FEEH

AddIcon /icons/tar.gif .tar
JLERTAStar DBFEDOT A IV ER

AddIcon /icons/layout.gif .html .shtml .htm .pdf
LR 2% html, .shtml, .htm, .pdf DH\BEDOT7 A I U ERH
AddIcon /icons/text.gif .txt

IRFPIXt OBEDOT A IV ER

AddIcon /icons/back.gif ..

HTA4LIZMNIOTA I VESR

AddIcon /icons/hand. right.gif README
README 7 7 A VD7 A 3V ESH

AddIcon /icons/folder.gif “~"DIRECTORY""

T4 L7 MIDOBEDOTA I VER

AddIcon /icons/blank,gif ~“BLANKICON™"

TAVI NI YT IRADNY DAL VT2 VT4V ER
AddIcon http://[2001::123:4567:89%ab:cdef]/icons/text.gif . txt

IPv6 7 RV AZIEET 5BEDT A IV EHR

(13) AddiconByEncoding {(3Z=5l, URL) | URL} MIME T>3—5F
>7 MIMEXI>Od-F1>7 -]

(@ e

T4 VLT M)A VT ADEEFREOTA 2% MIME T 3—F ¢ 7 EWM I TT TERRT AEEIC
BELE T, XFHNIXEGEFERDTE2 W Web 75 OBEICERT AXFERZIEELE T, URLIC
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TAIAOERET7 7 A)LD URLZIEELEF T, BAA NOEGT 7 A IILVEIEET 555, URLD
http : //IP 7 RLA] 3EBBTEET, %B, URLD [http: //IP 7 RLA| 2EEL%EWTIPV6 7
RUAZIBETHEEIE, [Pv6 7 RLAZ[ JTHATLIZE W,

DT VLI T 4 TEEBISEET 254, BU MIME ¥ A FICE2 5XFF° URLIZIEETZ A,

(b) ECIRTEBiHFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LEES=ET
Indexes L \)L
(d) 1EEH

AddIconByEncoding (CMP, /icons/compressed.gif) x-compress x-gzip

MIME T > a—7« > 2 x-compress B & U x-gzip DIFAHD T A IV ESH

(14) AddiconByType {(3Z=25l, URL) | URL}L MIME 97 (MIME
9147 )

(@) AE

T4 L7 M)A VT ADBIEERREDOT A 2% MIME ¥ 4 7Lt TRRT IEEICHEELE
9o HEFRRPTE LW Web 79 VT DBFIIRRT 5 XFIRIXFHNTHEETE £d. /2, URL TH
NI AHTAAVOEIGT 7 A VEZOBMZEETEE 9, 4B, URLD fhttp: //IP 7 FL A =&BEL
ZWTIPVEe 7 FLAZTEET 2H/A1E, IPv6 7 RV A% JTHATLEZS W,

DT 4 VIT 1 THEBIBET 55HE, RICMIME ¥4 FICRL27 7 A VRABEECEE LA

(b) ECINTEBIHFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(o LEE=FT

Indexes L X)L

(d) #HEEB

AddIconByType (TXT, /icons/text.gif) text/x

MIME ¥ 4 7 text/*OBEDOT A IV EH
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AddIconByType (IMG, /icons/image2.gif) image/*
MIME % 4 7 image/*OHBEDOT A 1V ERH
AddIconByType (SND, /icons/sound2.gif) audio/*
MIME % 4 7 audio/*DIFED T A IV EFE
AddIconByType (VID, /icons/movie.gif) video/x

MIME # 4 7 video/*DIFED T A 2V EH
(15) AddLanguage EF8EI—R HLRF

(@) AT

RF*axY hCHEATZEEAEELE . 582 — Fid Content-Language L AR Y ANy FIZEES
NET. COTALIT 4 TZ2BETHE, Web 7T HDOERERETCSEI— FOBELIEN (Accept-
Language Ny %) M) I X MIRESNTVEEE, WebH—N\D56RXET 53T Y %ERT

53TV MR IYI—a W TEET, SiBI— NIE Web 77T HDPEET 5Ny FERITIKEFEL
I BEAMICIE, [SO639 ICERSNTVAEREI- N> THEELE T, B, IVT Y hATY
I—2ayEEMITH-0I2E, Options 7«4 L7 7+ 7T MultiViews + 7> 3 V2 8E L2 T L
BOERA COT 4 VIT 4 TEERIEET 258, ACIERFICELLEEI-NIBEETEEEA

(b) ECINTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LEEEFFT

FileInfo L X)L

d) #FEEH

AddLanguage ja . ja HAEE
AddLanguage en .en KEE
AddLanguage fr .fr 7oV AEE
AddLanguage de .de KA Y5E
AddLanguage da .da FUR—YEE
AddLanguage el .el 1) vEE
AddLanguage it .it 145 )7&E
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(16) AddType MIME 947 #iRF OhaRF
(@ W&

TypesConfig 74 L7 7 4 7 TIE L7 7 A VICKREERD I > T Y OIEETF & MIME ¥ 1 7% B85E
DIF-VEARICHEELET. COT 1 LT+ 7EBERIBET 5546, RCIEETFICELRS MIME 41 7

BIEETEEE A

(b) ECRTEBEG

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(c) &=

FileInfo L X)L

(d) FEEH

AddType text/html .shtml

MIME % 1 7 text/html] &$K5EF.shtml ZEED T £ 9,

(17) Alias URL FasLZ7KU%
(@ B

Web 7595 7T A FENHED URL Z2RIZICB I 2EEICEELE T, 2727L, URL
121Z, LU (RWEbELEY]) 2IEETCEEHA. URL TEESNZ-TALZ M) %, 4oL 7MY

GTHEELETA L7 MJICEBEHZ T, Web 797 HICERLET,
ROT 4+ LI T« THREMBEEET S URL IZFEETEZ A,

* ProxyPass ®/S 24
s VAL IYERT 7 A )LOD JkMount ® URL /% —

Bz, RMOEDIEEIITEE YA

Alias /aaa/bbb/ C:/alias/
ProxyPass /aaa/ http://aaa.example.com/

T4 L7 bR, RN ATIEELTLZS W,

(b) EIRTEBIEFR

httpsd.conf, <VirtualHost>
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() 1HEEH

Alias /icons/ "<Application ServerA4 XA N—J)LFT 4 L % MY>/httpsd/icons/”

/icons/ % <Application Server ® > A b —)L7 ¢ L' h Y >/httpsd/icons/ICBEEZ#Z £7,

(18) AliasMatch IEFAFRIR #F/VX

(@ W&y

Web 75797560 7 TAMSN7z URL ZRIZICEZSMZ SBEICIEELE T, /2721, URLICIE, ?
Dk (BWabeEXFsl) 2fEETE £ A

ERFR TR L 722729 URL 5 Web 757D 5 VT A NENLES, EEELLZF/SADO
YTV Web 7o UHICERRLET, ERERHTHEIN () 2FHL T LV—FELTWAER, 0
1 BHON—TORBICT Y F LIXFH%E, $FiSAT S #FEHLTSBTEEI, ilid1»»59F
TOHFHIEELET,

ROT 4 LIT 4 THEEMEERT HERRRIIEETEEEA,

 ProxyPass ®/8 24
« UL LIHERET 74 )LD JkMount ® URL /% — >

BIZIE, MOELSLIEEIITEEHA

AliasMatch ~/aaa/bbb/(.%) C:/alias/$1
ProxyPass /aaa/ http://aaa.example.com/

S AL, HEM/SATIEELTLEE W, 77, IS AOXFELT, $F-13&2E5D55881%, 0
XEZORNZ¥ZMINLTLZS 0, 2B, S 2EEIT AR, 'SOFNC¥ 2T 20EIIHD EHA,

(b) ECINTEBIHFR
httpsd.conf, <VirtualHost>

() #EEH

AliasMatch “/html/(.%) ”"C:/htdocs/html/$1”

"/html/"ClRE AU VT A MO E X, /html/E5 % C:/htdocs/html/ICEZ# 2 £9, 21X, /html/
index.html N7 7+t AD#HE4A, C:/htdocs/html/index.html ICEBE &#2%z 9,
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(19) Allow from {FAK ]| all| env=BIEZH ({FAN]| env=B1E
z58 )

(@ W&

Web b —NAT7 7V ATEB7 747 b aHIRTAIBEICTEELE T, RANIIET 7 AZHFTT S
RAFDRRAALVZ, IPTRLUA, 7%y b, 2xv hTATZZIEETCEET, IRTOFRAIPEDT
T AEHFR T HIGEIT Al ZEEELE T,

F/o, RAMIIE, IPVO 7 RLARICEATARAALS VL, TRLABLXO ) 740 v 7 AEBIEETEE
T, [PvO 7T RLAZIBETAHEEIE, [PVO 7T RLAZ] JTHETHZVWTLZE VW, U T4 v 7 AEIX
[[Pv6 7 RLA/ TV T4 w7 AE] OFERTIEELE T, TV 74 v Z7AEBIZ 10 EHTEEL LS
W

env=EBEEREZIEETAHE, T—N\OT7 7t A2 BIELHTHIE T £9, BrowserMatch,
BrowserMatchNoCase, SetEnvif, SetEnvIfNoCase T« L 75« 7 & THEATNIE, HTTP Y~
IAMNYY T 4 —)LRIZEOWT T 7L AZEHIRBTEET,

Allow 71 L2547 (77 AFFA) & Deny ¥4 L2517 (77 ¢ 2HIR) 1&, Order 71 L2
74 T CRHAOIERF A BETE LT,

KA K =173

RXA 2% RAL VB THELLARA NP SDT 72 A%FFAIT 5,

IP7RLZA IP7 RUATIHELIAANDPSEDT V2 XEHAT %,

U S Y7%xy b (IP7RLAOERHO 12631 ) THEELLAANPSDT V2 AZHFT %,
E AN Fv b A7 EE (61:10.1.0.0/255.255.0.0) THEELLAA NP SDT 7 ZAZFHFT %,

10.1.0.0/16 JTERXTXRE L 72#F4A, 10.1.0.0/255.255.0.0 LR UEKTH %,

(b) ECHRTEBIEFR
<Directory>, .htaccess
(c) LEEFFT
Limit L)L

(d) #FEEHI

(%1 1)

SetEnvIf User-Agent Mozilla.* access ok
<{Directory /docroot>

Order deny,allow

Deny from all
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Allow from env=access ok
<{/Directory)>

ZDFA, User-Agent OLFEF A Mozilla &L 7 IR S50 ) VT A MNZFNT 7L A% FFA[ &
nNT, BPrPO7 7L RFERSINET,

(51 2)
ARAMIIPVE 7 RLUAZIBET AEE1E, IROXHITHEELET,

allow from 2001::123:4567:89ab:cdef

Tz, TV T4 v 7 AEREBETSEE, ROEBEBRIENDBRERICEK®ELZDET,
allow from 2001:0:0:89ab::/64
allow from 2001:0:0:89AB: :/64

allow from 2001::89ab:0:0:0:0/64
allow from 2001:0000:0000:89ab:0000:0000:0000:0000/64

(20) AllowOverride #B3~F U(BT™F )
~ {None)

(@ As

AccessFileName T4 L2754 7 TCHELLE 77 A LVTT 7L ABREZED LEXZHTTHNEINE
BELET. RIERFICEHS>THIHTZEAT A LT TIE, T4 V7 T4 TOLEZFTOTREZS
LT 7230,

BT (ANFS
AuthConfig AuthGroupFile, AuthName, AuthType, AuthUserFile, Require 7« L 75 ¢ 772 &

H—NADT7 7t AHEEEDOT 4 LT 4 7D LEZ 2 TR

FileInfo AddType, AddEncoding, AddLanguage 7«4 L 277« 77%&
aVTVER, MIMEY A 7OT 1 LY T« 7O EHE ZFFA]

Indexes Fancylndexing, Addlcon, AddDescription ¥« L2754 77 &
FALY M UA YTy ABEOT 1 L7 1 7O LEE R

Limit Allow from, Deny from, Order 74 L7 F7«4 7
RAMZEIEIP 7 FLRAZHWT 7 2 AHIHO_ L& E £ 7]

Options Options 7« L7 b OfER = #FFH]
All INRNCOLEEEZFHFAIT 5
None INRNCOLFEE2RIETS

(b) ECRTEZE

<Directory>
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Location 7@ v 7, Files 70 v ZIZHEE L7zHE, AllowOverride 7«4 L7 7 4« 7 DIEIIEDIZE D
FHA

(21) AuthAuthoritative {On | Off}

(@ AT
1—HRIERTHEEOHESELIEELE T,

On : AuthUserFile, AuthGroupFlle Require 74 L7 T 4 TOFREICL 2L —FRiExE LEd, 1—
PREFE 2 IZ/SAT — NRE B340l 2T —AT—F X% Web 77T HFICRRLET,

Off : AuthUserFile, AuthGroupFlle Require 74 L2774 TOHREICL DL —FRiEZ LET, 2D
EE, AZU RABEDEEIT A0l TT7—RAT -5 A% Web 7T IHICRRLE T, 61T, 2—H
REFDS mﬁﬁm@%/l—»(%b)fl VRIAEZ LET,

(b) ERTEBIEFR
<Directory>, .htaccess

() EETFT

AuthConfig L' X)L

(22) AuthGroupFile 771I)%&

(@) AT

ITN—TTCL—TBiE2 T AHEE, BT 257V —TD) A NEZEHL TS T 7 A IIVEEZIEELE T,
T 7 AL, HER/SAE /21X ServerRoot T4 L7 5 4 T OIEEMED & OEMN/SADPIEETCE X T,

ITN—=TT7ANETFAINIT A Y ZERALTIRIRT IO 74—y PTERLTLZE 0,

ITN—T%:1—9g (1—H% )
FEDOITN—TRIZ, T—FBIEDODISAT— R T 7 A VICEHFLTVWAI-—TE2ERELET,
LITIZDZ 1 V=T THEELET. =T 77 A NIIIER TNV —TA2ERETEET, RLITNL—
TLOTEERIEEL-BEICE, AL —FEICBREINTVWATRTOLI—FEZGEEAT—DO0
TN—THBERINET,

(b) ECRTEBIERR

<Directory>, .htaccess

(0 LEE=FT
AuthConfig L X)L
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(23) AuthName realm £

(@ AT

I—YERIET BHEAED realm % (Web 79701 — T EEEICEREND) 2EELE T, 2DOT 4
L7 T4 TRIBET 55613 AuthType, Require, AuthUserFile (&% 7:1% AuthGroupFile) 7« L 2
T4 T7EDTEELZTNIZDERA. 12720, T4 L7 MY —ECREFAHLII-FRIAEZITHH
#1&, AuthUserFile (%7:1% AuthGroupFile) 7«4 L7 7« 7OEERILED D LA,

(b) ECHRTEBIEFR
<Directory>, .htaccess

(o LEEFT
AuthConfig L' X)L

(24) AuthType EREE91 7%

(@) AE

I—PRAT HHEORIAFIHOY A TEIBEL LT, FAEY A B E L T"Basic"VEETE LT, 2D
T4 VLI T 4 TERBET 55HE1E AuthName, Require, AuthUserFile (& 7zi% AuthGroupFile) 7«
LI T4 72TIRELETNIERDEFA. 72720, T4 L7 MY —C2X%2FH LI 1L—HFREE%21T
5358 1E, AuthUserFile (F7:1% AuthGroupFile) T« L7 7« 7OEIIMED D £ A,

Basic : Base64 21— RE#Z2 L9,

(b) ECRTEBIEFR

<Directory>, .htaccess

(c) LEBEFFO
AuthConfig L X)L

(25) AuthUserFile 771)1%

(@) AT

I—HYEZTCL—YERILZ T 258, RLTH2L—TFRENNZAT—FROUZAINZEHLTWE T 7 ILE%
EBELET,

T 7 AIVEIZIX, #HF/SAF 7213 ServerRoot T4 L7 T« T DIEEED & DHEX/SADIEETCEZE T,
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(b) ECRTEBiHFR

<Directory>, .htaccess

(0 LEE=FT

AuthConfig L' X)L

6.23 B, C, DTWZxr37sL 7717

(1) BindAddress {IP 7KL X |*
~ ()

(@ e

Web %—N%2A VAR =L L7 = EICEDHETOENZIP T RLADS B, EOIP 7 RLAN»S Web
P NIIERTEAEDICTADPE2EELET, IP7TRLVRIZIPVO 7T RLRIIIBETEEHA, ED
[Pv4 7 RLAD S b EHETEAHLDICTHERICIE, *2EELE T, Listen T« L7 T4 72IEELL
B4, BindAddress T4 L7 7«4 TOEEIIERSINE T,

(b) ECHRTEBIEFR
httpsd.conf

(2) BrowserMatch "7'59Hg" BEZH =B BEEH =
1Ei] ...]

(@) AT

Web 77 7 T EICBRIEANERET 2HBAIIEELE T, REITSMEOT 7 4L MEZ 1 TY, RIE
EROENIPM N/ EZ1E, TORBEBHOREZHIRLET, 7IVTRIIEREBRTIEETE, kX
7, INFzEBILET,

(b) ECIRTEBIHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(o EEH

BrowserMatch "Mozilla/2” nokeepalive

BrowserMatch "MSIE 4¥.0b2;” nokeepalive downgrade-1.0 force-response-1.0
BrowserMatch "RealPlayer 4¥.0” force-response-1.0

BrowserMatch “Java/1¥.0” force-response-1.0

BrowserMatch ”JDK/1¥.0” force-response-1.0

BrowserMatch "Microsoft Data Access Internet Publishing Provider” redirect-carefully
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BrowserMatch ”“WebDrive” redirect-carefully
BrowserMatch ”“WebDAVFS/1.[012]” redirect-carefully
BrowserMatch ”“gnome-vfs” redirect-carefully

TEEM TR L RIEAM OB ZIRITRLE T,

RISZEH AS

nokeepalive KeepAlive i Z NI LE T ViaNy DB T I A MIMMENTWAIHEE 1T
HTTP/2 BEDH AL, KeepAlive Bt # BN TEEH A,

downgrade-1.0 HTTP/1.1 Dl koY 72X %, HTTP/1.0 DY 7T XA L LTHRWVWET,

force-response-1.0 HTTP/1.0®Y 7T A M LT, HICHTTP/IOD VAR A%IGELE T,

redirect-carefully T4 L7 RIUANDT AT URL OFRBIZ/' Z([INLTWizl, OFNNGET XV v REL

NAEERALTWEE, 74T MIUYA LY b 2BERLEEA

(3) BrowserMatchNoCase "7'57UH4E" BIEZEH (=@ EBEEHN
=@E --)

(@ W&

Web 79 7Y ZEICRIEERZRET 2HEIEELE T RET2MEDT 7+ MEF 1 TI,
ZBORNIPM Wz E S, TORBEEROREZRRLE T, 77V PRRIERKRRTIRETE, kﬁ
7, IFEEEFILEEA

(b) ECERTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(4) CacheNegotiatedDocs [({On| Off})

(@) AT

VT MNATYVI =23 %k 9BV IIANT, 7IA4AT7 Y MIDOF v v 2228 THNEDINE
BELET. TA4L7T 4 TOFIHZEBB LGSR, On 2BE LEEERMBOEEEZ LET, T«
LT 4 72RELZWVWIEEIE, Off 2B LIBELRMKOEEL LET, COT 1 L7 T 1 TDIEE
&, HTTP/1.1 ®J Z T A ML CIZERI T

On:FrvradndLHIluDEI,
Off : Expires Nv ¥ DI 6N TF ¥ v adnNazDEd,

(b) ECRTEBIGM
httpsd.conf
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(5) CoreDumpDirectory F«s L7 kUH& ©

~ {ServerRoot T« L 7 5 « 7IEEE)

(@ AT

A7%5 0 TIBHT4 LT M) EREELET Mt/ SA L7213 ServerRoot T« L7 T« TOIEEMN 5
O/ SADBTEETEE T, &8, fHELZT« L7 hUIZIX, User, Group 74 L7 7«4 7 TIEELK
-4, TN—TPoDEZAHERZGETH2LENHDET, Linux RTIX, T4 Lr7T74 7%
T4 T 77 ANHEELIGELZITENE D £T,

(b) ECHRTEBIEFR
httpsd.conf

(6) CustomLog {77AN& |1t {"74—<v K" | SNILE}
(env= () BRIEZEH)

(@ W&

EBRDOT7x—<v bOUTZT 7 AIVICHNSELHEICHEELE . 7+ —~v v M LogFormat 7 «
V7T 4 7T TRET S 7+ —< v FMEERTT,

DT 4 VLI T 4 7T2ERIEET 558, RIL7 74 VRAIIEEIEETE A,

T71NE 0 OHNTET 7 ANBEEELET. 7714 LEZICIE, #Ext/SAF 213 ServerRoot 7«
L2754 TOEEMED S OEMNISAPIEETEE T,

INT T EEA 60 T EREZITIA TS5 L4%2" | Tu 544" DEXRTIEELE T, Web 9 —
NIa 7 ERICEDABITI—RFRZ CRLFICLTELE T,

(Windows fR CDEEEHIE)

A TTHRESN-Tur7I4%, #HE ot AE Web b — N7 utv ZAHICO 7 EREZFZ TS FNZF
NPl at AL LTERENE T, INE2L a2 ERET, Y—ERE LT Web —21\%
BT A ICIZIROBICER L TLZE W,

o H Ot 20T S IEREUSAE]
P—E2ELT Web H—N%2EE LZIHEICE, FIHTOv 225007 EH%E2% IS - HDZEHE
AFNE NUL 1A ZUCBHED I 6N TWA7®, flfE7atw 2HO/ N 77at 21, 7ot X
PHoOUEREZITIAZEIETEE A, IO A 50u 7EHRE X, Web ¥ —/ EEE),
BIERFOIL I —a7ERTHD, INODOBFRIIEWTE 2N &Y ET, Web Y —NEHEZOD
I5—uZ, 77vAu70ERIE Web b —N7at 2600 7ERELZDETOT, Web —
NTav ZHOINA 7O A TZITENE T,

s Ul LMERROERES
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o 2RO T atv A1E, NUL FNA AHD 50T — ¥ H5HAAANIET, read)D/Ny 7 7
DNENWEANT =Y EFEREDVBRENETNVW EPFHDE T, read)D/NNY 7 7 2+ KEWVWEZEL
Bl E LT, A ABATTT—YFEREICZ S NEDICLTL S,

a7 I LI BEEET HHEOER

Tusg L, BIEICEAETETESICIE, Y THATLEE D,
TuzS A, 5IE¥Y THTESICE, 2F0¥' THA TSN,

(1)

CustomLog ”|¥’¥”<Application Server O > A b —)LF ¢ L' kU >/httpsd/sbin/

rotatelogs. exe¥” ¥’<Application Server - >~ A F—JL7 1 L7 1) >/httpsd/logs/access¥”
86400 -diff 540¥”” common

o UV LDEIHIEEIC
a5 LD EIEEIC

RONDHLHHEDER
RODBH2GE, Tl LOREIKKLETH, Web 4r—NIEH L %
9. COFHFRUITBHNTENE YA, TUTTLEZRELLERIER, 07 7 A UDBEREN,

LIcRBIPERSINS I EZERL T ZS 0,

==

=

"TF—=Xy N1l T7x—vy bEELET HETEH 74 —vy MEE6-3, £6-4ITRLFET,

NI LogFormat 74 L7 T4 7 CERLIETNLEZEHELE T,

env=IRIGEH | fHE L RREAHEDPRESN TV AHHFI, uZ7zHWMLET,

enV=IBIETRN | B L BES A RESNTOAVLIEAIL, 08 RRLET.

®6-3 7A—Yvh—E

PE A
%AH!
%a*!

%B

%b

%{cookie_name}C
%D
%{env_nameje

%t

%H

%h*2

%1

6. TALIT1T

173

Web =D IP 7 KL X,

et

74T EDIPT FL A,

EENAS ML HTTP Ay B X chunked T a—F« VZIc &> CGEBMEN -5 —%

ZFR<)o

EENA ML (HTTP Ay ¥ BE U chunked T I —F 4 Y I &> CGEBIN&EN -7 —%

ER<)o 72720, 0DBEIE- N1 T7V),

Cookie Ny FEICEE NS 7 v F—4 cookie_name DfH.
U7 I A MUEREZ A 7 0 TRR.

env_name ZHE7E L 7= BRIBAE RO ME,

TIAT Y IHERLIT 2 L7 MU EET7 7 A VK

Y& I AN7a bk ILHTTP/1.0 % &),

4T Y FDEKRRNF,

VIIAMEANY T El, RFENA M.
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TA—=R VK
%{header_name}i

%l

%m

%{note_name}n

%O
%{header_name}o
%P
%{hws_thread_id}P
%{tid}P

%p

%q

%t

%s

%T

%t

%{formatjt

%U
%u

%V 2

%v

%X

%>s
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173

header name IZ¥EEL7-Y 7 T A by ¥ DE,

sl

7

7547 h0#EER (IdentityCheck 7« L2754 7HOn, #2754 7> LT

identd »EMEL TV 5IHE),
YUJITARMAY Y F(GET, POST 72 &),

note_name 12355 L7 Web 3 —NHE Y 2 — L OEE D H.
hws_ap_root : Jb— h 77U 7 —3 3 VEHH3
hws_ap_client : 754 7> 77U r— 3 SfEHRHS

HWS_H2_WORKER_THREAD_ID : HTTP/2 Y 7 T XA F 2B L TWAHT—H ALY R

DALy FID

Ny FEEl, 2REN1T ML

header_name IZI8E L7z L AR Y AN ¥ DfH,

HTTP@EEDY 7T A 2T 5 at R D,

HTTPEEOYV VT A +ZMEST 22X L v FID, Windows R TEX.
HTTP&FEDV 7T A M 20T HAL Y FID, UNIX R THER.
K- HES.

L&D ESCES,

HTTP@&EDY 7/ T A b DFETELT,

AT—=F A (REFV YA LT FSNBEIEE ) VT LERT),

)7 T A NMUIRICE o 2B (F) . HWSLogTimeVerbose 7« L2 7« 7T On #4§E

5L, IUPBEAEZTERR.

)7 TR MOIEE AR U 7B, HWSLogTimeVerbose 74 L7 7« 7T On #18E€ 9 %

&, IUMBMNITERTR.

VTR NOIEERG LA, strftime) TEFESNTWVAS 7 +—< v b % format IZFEE

‘a_é o
URL,

47 Y DI HE (L-VREEZ L72BE).

UseCanonicalName 57+ L 7 5 1« 7OEISEV, ServerName T+ L 7 5 1 THEEHE,

P—NBEFIP 7 RL R,
v}j‘__/‘\%o

VARV ATETROBRAT —% X
+ I VARV AR FRLEREHERT 2,
— I LAR Y ZARERICERZ TN T 2.
X VARV AT THICHER 2 UIMT 2.

BRAT—% 2,
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x
T4 =7y bORT{ HIBREBKITH2HOTEHVERA. { HNOKFIIU T 2RINT 2EKE%, WMFEEIXLEFZ0E
TR LET,
=
T+ =7y MIBA £7213%a 2IHEL2HE, IPV6O 7 RLABHNTEET,
A2
Tx—< v MI%h £7213%V 28E L72EE, IPv6 7 FLAICHELZAA MEE /23 IPve 7 RLABHETEE T,
AEX3
W= b7 V=2 aBRETIATU T U= aVERE, 79472 b6 APERIRESNIZY) I ANE

ZELEHE, BEOIN-2T0F 2 EALT) VTR MREERT2HBA/ICHAILET (V¥ LIy 2EALZEEIE
HALEEA).

F6-4 SSLEEEMOT 7#+—<v h—E

TA—T Yk BIK

%{version}c SSLON—Y 3>

%{cipher}c BEOBEFTHERAL TWAEEER]

%{clientcert}c SSL 754 7 > MEBAE® subject @ Distinguished Name

T4 =<V NOUDEBRAICAT—F AI— RELBRTEEI,
B) TF7—AF—%ZA2— K400 BLV 501 OHE, User-Agent J 7T bAY FEOT 7% EFINT 5,
%400, 501 {User-Agent}i

) =T5—AF—%AT— K 200, 304 BXUV 302 D 3LV DEE, Referer V7 T A b 5#E
Ou 7 ERINT %,

%1200, 304, 302{Referer}i

F7z, env=id, HHELIEREZHOREICEL>T, U 7OHEME DT HEEITHEELE T,

(Bl) gif N7 7+ A1 giflog iz, gif AAND 7 7 & A1k nongif.log 12T 7 2 HELT 5.
SetEnvIf Request URI ¥.gif$ gif-image

CustomLog logs/gif. log common env=gif-image
CustomLog logs/nongif. log common env=lgif-image

(b) F=HIE

11-20 DIBETIZ, CustomLog 74 L7 T« 7 TIHET AU T D7 +—~< v b Th{header_namel #35E
L7235, UN=ZAaF o CMT 2 7T A MAvFigusiciisngdA. s5lE [ C |H
N3 a2k bOBTICET A RSl 2BELTEEL,

(c) ECHNTEBiHFh
httpsd.conf, <VirtualHost>
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(d) EEBH|

CustomLog logs/access. log common
CustomLog logs/ssl. log "%t %{version}c %{cipher}c %{clientcert}c”

(7) Defaultlicon URL

(@ NE

TAVLIZMIAS VT IATERRT BT A2 2EELE Y. Addlcon, AddlconByType 8L
AddIconByEncoding 74 L7 74 7O ENICHFEE LR WERICERT 57120 URL 2fEE L &
9, B, URL® [http: //IP 7 FLA| #EBBELAZWVWTIPV6 7 RLAEIBET 25&1E, [Pv6 7 F
LAZ[ JTHATLIZE WV,

(b) ECIRTEBiEFh
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(© EE=FFT
Indexes L \)L
(d) 1EEH

DefaultIcon /icons/unknown.gif

(8) DefaultLanguage E58E3d—K

(@ W&y

RF*aXY NCEATAT 74V NOEELZEEL 7. HELI-SEE2— Nid Content-Language L A
R ZANY FITHRESNE T, AddLanguage T4 L7 T4 7OREICNT BT 7+ MEE R D ET,
T 7 4 ) MEDPERE SN TV WIESA, Content-Language L AR Y ANy FIIEELEHA,

(b) ECHRTEDIHFR

httpsd.conf, <VirtualHost>, <directory>, .htaccess

(0 EETFT

FileInfo L X)L
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(9) Denyfrom {FKRZXK| all| env=EBEZH (KA | env=EREZE
%U ."]

(@ W&

Web b —NAT7 X ATEB7 747 b aHIRTAIBEICTHEELE T, RANIET /A2 LT3
RAFDRRAAL VG, IPTRLUA, ¥7Fxv b, XY hATZZEETCEET, IXRTORAINDPSET Y
Yt 222 LT 2E/IL, all ZIEELE T,

F7, RARZIE, IPVOE 7T RLAICETARAAL VS, TRLABIOT) 74 v 7 AEBIEETEE
T, [PvO 7 RLAZIBETAHEEIE, [PvO 7T RLAZ] JTHELZVWTLZE VW, TU T4 v 7 AEIX
WW67bvxﬁfU74jﬁx§J@ﬁﬁf%ﬁbi?of974v7x§uloﬁﬁﬁﬁﬁbf<ﬁé
(Y

envV=EBIELEHEIEET &, T—NANOT7 7t A=BELHTHIFTE £ 9, BrowserMatch,
BrowserMatchNoCase, SetEnvif, SetEnvIfNoCase T« L 75« 7 & THEATNIE, HTTP Y 7
IAMNYY T 4 —)LRIZEOWT T 7L AZEHIRTEET,

Allow 71 L5 4 7 (77 AFFA) & Deny ¥4 L7517 (77 ¢ AHIR) 1&, Order 71 L2
7 ¢ T CRMAOIERF A BETE LT,

TR AZERLIBEE, AT —FA2—-F403 2RLET,

i =13

RXA % RAXAL VB TRIKRAMDPSDT VL A% RT 2,

IP7RLA IP7RUVATRI KA IDPEDT VLA %EIET B,

YT b Y72y b IPTRLVAOERMOD 125 3NA ) THRELLEARAMDPSDT VA %EEIET S,
Ty YR Fv b AZEE (1 :10.1.0.0/255.255.0.0) THEELIFAAMPSDT 7 AZEIET %,

10.1.0.0/16 JTEsXTFKEL L 72 #H& 10.1.0.0/255.255.0.0 EFE LEKTH %,

(b) ECRTEBIHFR

<Directory>, .htaccess

(0 LEE=FT

Limit L)L

(10) Directorylndex 770 L% (71l )
~ (index.html)
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(@) AE

Web 759960 VT A MPREDI VT U YREBELTWEWERIL, T74LNELTIZIA4T
YMIREETAHAVT VDT FANGEIEELE T, 77 AV 2ERIEE L-EEIE, RICEELL
Tr7ANEZEELELGEELET,

CZTHRELLETZ AN I A NSNIZT 4« L7 MIIZ WS, Options 74 L7 7 1+ 7DIEEIS
Xo>T Web 797 FDRRDPEDLD £7,

« Indexes EZDIHE
Web 757512 Web U —NNTIER LT A4 L7 VDA VT I AZETRLET,

« Indexes EHDOEHEE
AT —4 A 32— K 403 Forbidden Zlo& L £ 9.

(b) ECIRTEBEFh

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
(c EEEFT

Indexes L X)L

(d) EEBH|

DirectoryIndex index.html

77 ANVEDIEN L NW) VT A MDBE, T4 L7 bUIZindexhtml B NIFRRSEF T,

(11) DocumentRoot F«1 LT KUZ
~ {/opt/hitachi/httpsd/htdocs) (UNIX ki)

~ {ServerRoot T« L7 5« 7®OF 7 % )L ME/htdocs) (Windows i)

(@ e

AVTFUVERBHNT A RF 2 X ML= b4 LT MY ZHENSATIEELE T, T4 L7 b EZOKIE
12X/ (Ao v va) 2B LAENWTLEE 0,

T4 L7 MU, XS ATIEELTLZE N,

(b) ECIRTEBIHFR

httpsd.conf, <VirtualHost>
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() 1HEEH

DocumentRoot "<Application Server®A4 YA h—JLT 4 L % kY >/httpsd/htdocs”

6.24 E, F, G, H, | tHxZTsLI7717

(1) ErrorDocument IS5—X5F—9ABES {T+AM|O—7AJL URL|
7)1 URL}

(@ ABs

IT—DHEELLEZIL, Web 7T TVHFARRTHZA v -T2 N RV AT HEEIHELE T,
FHERAN I XFF R " THAEELE T,

O—AJL URL : BRI/ 28R LT, BYA POV T oY ZIBELX T,

7))L URL : http:// £ 7213 https://TlaE 5 URL 258 L, A +oa> TV AEBELET,

ZOTA VT4 TIHEECEDLTI—AT— Y AFEFE, 7FA b, u—H)LURL, 7L URL OIEE
A[BIZOWVWT, IRISRLET,

IS—AT—9RES (B THFAN O—7#JL URL 7L URL
400 (Bad Request) O A VAN
401 (Authorization Required) O O X
402 (Payment Required) O O O
403 (Forbidden) O O @)
404 (Not Found) @) O O
405 (Method Not Allowed) O O O
406 (Not Acceptable) O O @)
407 (Proxy Authentication Required) O O O
408 (Request Time-out) A VAN A
409 (Conflict) O O @)
410 (Gone) O O O
411 (Length Required) O AN A
412 (Precondition Failed) O O @)
413 (Request Entity Too Large) O O O
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IS—RT—IRES (BK) THFABN O—7A)JL URL 7 )L URL
414 (Request-URI Too Large) O VAN AN
415 (Unsupported Media Type) O O O
416 (Requested Range Not Satisfiable) O O O
417 (Expectation Failed) O VAN VAN
422 (Unprocessable Entity) O O O
423 (Locked) O O O
424 (Failed Dependency) O O O
500 (Internal Server Error) O O O
501 (Method Not Implemented) O O O
502 (Bad Gateway) O O AN
503 (Service Temporarily Unavailable) O* O* O*
504 (Gateway Timeout) O O O
505 (HTTP Version Not Supported) O O O
506 (Variant Also Negotiates) O O O
507 (Insufficient Storage) @) O O
510 (Not Extended) O O O
(RL1)
O 4EETZ %,

ATYN—RTOFIREEZ) YA LI Y EERT B58, Ny Ty Ry —NERIZ2ZEEF—N\DP5DTT— A vt —
VENAYYART HEEIHEETE S,
X THEETER W,

=S
TMERIRBESIET A vt —V % RAY <A X9 55E1E, QOSResponse T+ L7 7+ 7 £ 7z1& QOSRedirect 7 L 7
T4 TEREALTIEZS WV,

DT 4 VLI T 4 THERICE, WOBICHELTLZE 0,

e CDT ALY T4 TERERIEET A5E, AILLI—BSICEZSEEIITEEHA.
e CGl uZ s LNTHREEINIZIT—AT—F A LTIE, AvE—IV%HAYITAATEEHA.
e OT—HJ)URL, 7NN URLDIEERTIT—ELIBEHIE, HAYTARTETH A,

e U—HIIURLDIEEXRTIVT Y ATV I—a VB RETLHIERIE, T5—¢EHLDVHAYTAR
TERZWIENHDET,

e LoadModule T4 L' 27T 4 7IC X > TEHMICER L EY 2 — LN TRESNII T —AT—4 A
WLTH, FOEIV2—IVOEEFEICE>STAYE—IZHAYIA R TEZVWESESHD FT,
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e 7))L URL OIEERFICIEX, AT —#% A2 — K 302 Found B & ¢f Location Ny FICH /S A ZEHRE L T-
JREEBELET, BH, AT—%A3— K302 %#%F72 Web 75 7H1%, Location Nv ¥IZIEE S
N7 RLRICKHLTEHBNIZYUY AL FLET,

e 7)LURL OIEERICIE, IPVO 7 RLAFZIZIPVO 7 RLRAIZKS LA A N ZBIEETE LT,
[Pv6 7 RLAZIBET AEEIE, IPv6 7 RL A% [THATLZE L,

s UN—=XFuF I HEEERFHT 554, ProxyErrorOverride On 218E€ 3 2 MESH D 7.
(b) ECRTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess
() EEEEFO
FileInfo L \)b
(d) FEEH

ErrorDocument 500 ”Server Error.’
ErrorDocument 404 /missing. html
ErrorDocument 403 http://some.other server.com/subscription info.html
ErrorDocument 404 http://[2001::123:4567:89ab:cdef]/missing. html

H

(2) Errorlog {771MN& | /N1
~ (logs/error_log) (UNIX i)

~ (logs/error.log) (Windows i)

(@) AE

Il NI57 7 A NEEREELE T, AT 20 7ONEAEIL, Loglevel T« L7 T 1 7 T#
RTEEd,

T 7 AIVEZIZIX, #H/SAF 7214 ServerRoot T4 L7 T« T DIEEED & DHEX/SADIEETCEZE T,

T7ANE 5 —al%2ENd 57 7 A VEZZEELE I, ServerRoot T« L7 T« THEEMED 5 DIH
ISZACIRETEE T,

NAT BEANP SIS —uEREZIMAS T 0TI L%2" | 7075 L8" DR THEELE T,
Windows iR COEREEIEIL, CustomLog 74 L7 T4 7E2SIBL TS0,

(b) ERTEBIEFR

httpsd.conf, <VirtualHost>
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() 1HEEH

ErrorLog logs/error. log

(3) ExtendedStatus {On | Off}

(@ AT

server-status N> RIC LB AT —¥ ARRERT, TNFNDOY T T A MDIREAT — ¥ AEHRZ2FR
THEPEIDPEZIEELE T,

On: AT —Y AFEHRER R LET, COBE, 7VIAT Y MDIP 7 RUANIPV6 7 RLUATHER
NLET, 12720, BAFELREIL 31 N1 FTY,

Off : #EEEA T — % AEHFZE R LT H A,

(b) ECHRTEBIEFR
httpsd.conf

(4) ExpiresActive {On | Off}
(@) AE

L AR~ A1 Expires N\ v #8 K U Cache-Control N ¥ %EBIMT 20 ED P EFHELE T,
On : Expires v #5 K U Cache-Control Nv ¥ #EML £,
Off : Expires N\ # 8 XU Cache-Control Ny ¥ ZEBL A,

(b) EF=ER

- AR EREE A FH T 57291213 mod_expires €Y 2 — VOFHAAADBNETT . ARIEARRE
WrEDFMIZ, [4.11 AUHRFREMKE] 22 LTI 23 0,

 ExpiresDefault 7«4 L 7 7 1 7 £ 721 ExpiresByType T« L' 7 T 1« 7Z2EE L Tz WIHHEIL,
ExpiresActive 74 L7 T 1 712 On BMEESNTWTH, L AR RIZ Expires N 8 KU Cache-
Control Ny FEMSNE A,

(c) ECHNTE DI

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(d) LEEEFT

Indexes L X)L
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(5) ExpiresByType MIME 917 {A| M} B4R
~((0—2147483647)) (HAL: %)

(@) AT

L AR > AT Expires N\ v #'5 & U Cache-Control v ¥ BT 2H&1C, FHET S MIME ¥ A 70
RFa Xy MIRHT2EMAREZEELE T, DT« LT T« 71d ExpiresActive T4 L7 T 1 7T
On ZE L TWAIEEICEWICE D £9, ExpiresDefault 74 L7 T4 TTHRESNZT 7 2L FDOHE
BEARIE, COWREICE>TMIME ¥ 1 THIC EEESNET,

BRI Z A LZ/ZIEMTIEEL, BERD? SBWHARE CORMEAMBEMNTIEELE T, AEZEM
L, BHEEOMICERIIAD T A,

A: 754 T7 Y DT 7 A LRI 2 BRI E LET,
M: 774N EBRBIEIE LB 2 EERYE LET,

(b) E=EIR

- BZHHAREREREE R FHT 572 ®121E mod_expires €Y 2 — VOMAARAPNETYT , BRIHARERE
WREDFEMIE, [4.11 FBWHRBRERE] 2SR LTIEZS W,

« 7V =y VIEHERE (GMT) ©2038F 1 HI9H3R 147 7MW EBAEWEDIC, AR EE
LTS,

(c) ECHRTEBIEM
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(d) EE=FHT
Indexes L \)b
(e) IEZEH

ExpiresByType text/html A604800

(6) ExpiresDefault {A| M} B5RS
~((0—2147483647)) (Bf7 : #)

(@) AE

L X R > A1 Expires N\ v #85 K U Cache-Control Ny ¥ %3Bi19 5HBEIC, 77 4 )L N OBEREAR%
BELEd. COT 1 LT« 7Id ExpiresActive 74 L7 T« 7T On ZEL TWAEEICEWNIC S
DET. ZOFEIL ExpiresByType T4 L7 T 1 7IZX>TMIME ¥ 4 Tl EEESNE T,
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HEREI A A F721E M TIEEL, BERI» SEDHRE CORMEMBEMATIEELE T, AFZIIM
L, BREEORICZEHIZAD TR A,

A VS5AT7 NPT IR LI 2EBELNE LET,
M: 77 AINEBBIELE LR 2 EEREL S LET,

(b) E=EIR

o BB EREE R FEHT 572 9121E mod_expires €Y 2 — VOISR ADPNETT , BARIHAREE
WREDFEMIE, [4.11 FAWHARBRERE] 2SHLTIZS W,

« 7V =y VIEHER (GMT) 0 2038F 1 A19H3R 140 7HE2BA LWL, BMHRZHE
LTS,

(c) ECHRTEBIEM
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(d) LEE=FHT
Indexes L \)b
(e) IEEH

ExpiresDefault A604800

(7) Fancyindexing {On | Off}

(@ B

TALIZNIA VT I RAERRNT DIGEIL, BEFRR (IT7o P —AVTIR) 2950 E202EELE
9,

On: BERR2ZLET,
Off : LR Rz Lt Ao

(b) ECINTEBIHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(o LEE=FT

Indexes L X)L
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(d) EEBH|

FancyIndexing On

BIEFRTMEEZERALE I,

(8) FileETag ({+[-4) #7F>3> ((H+|4) #7F>a> )
~ {MTime Size)

(@ W&

ETag VARV ANV T 4 =)V 2B T - OIERS NS 7 7 A VEHEZIRELET. ZOT
L7 T4 7THEESNTVWARWES, ETag LARY ANY F 7 4 =)L RIZIZ7 7 A IVICEID RS nic—
B 1D, BREFHABLIONAS MIPRESNE T,

FTa i+ —EEELEVEEE, 7Y arcRELLBEESERSNE T,

F T a N+ —EEETHEEEL, FileETag T4 L7 T4 7K > TRESNIBHEAEETZ LT,
+ IREShTWAEHEICAT Y a v TIEE LLBEESEBNENE T,

— IRESNTVRBEE,PSLTY 3 VTIEELLBEESEHIBRENE T,

BETZXAF SV arvo—&2RISRLET,

3> =U7S

Inode T ANVICEIDRON:—B R ID PEENET,

Mtime 77 A VOBRKERRZAPEENE T,

Size TrANDONA S EPEENE T,

All Inode, Mtime, Size DF 7> a VI RTHEMICED LT,
None Etag Ny ¥t Z £ A

(b) FEFIR

e FileETag 7«4 L7 7« 7® Inode #* 7> 3 V2B L7256, BRZEE L TWD Web ¥ —/\8
BalT, A—0ary7rYaERTHTEI, Bub DA Etag v YICEENLZEPHD £,
ZDH, FEl—=a>7VThHDRPS5ZFDEtag Ny F¥ORNENPELZD, 7770 0FTTO
FrvI I TIESTAHEERDIENHVET, COHA, FileETag T+ L7 T4 7TIC& - T,
Inode 7> 3 V2 BHCT HEHICHEET A L CHBTEET,

c +—ZEALAVTIDT A LI T4 T2BEBIEET &, BRIEELLT A LI T 1 TIETPER
22D E9,

o —EMMULBHMERZTZIEE LRI, AlA Y a VE2EELLGAELRICEEICZDET,
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e Al Y3 >v& None A 7Y avicid, +—z2EECTExEHA,

e %7 3 viZ-Inode -Mtime -Size' EFEEL7ZHEE, COTA LI T4 TEIEEL TWEWEEEHE
CHREEICH D £, ETag LARY ANY 7 4 =)L RIZIZT 74 LD inode &5, HEKEHELB X
ONA MR ESNE T,

() EiRTE3EM

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(d) LEEBEFT

FileInfo L \)L

(e) fExEHI

(%1 1)

FileETag Inode Mtime Size
FileETag -Inode

CDI/ETIE, 77M1ILDERBREHFRIBLONA NP BEHESE LTHEAINE T,
(51 2)

FileETag Inode Mtime
FileETag Size

ZDIEBETIE, 7714 ILDNA ML EMEE LTHERAINZET,
(51 3)

FileETag All
FileETag -Inode -Mtime -Size

COEETIE, 774 LO—BAD, RKEFHAS LT/ MNIAEEES L TERSNET,
(9) ForceType MIME 91/

(@) AE

<Directory>7 0 v 7 £7137 7€ A3 bu— L7 7 A VIZEEL, HEDT A4 LT M TDTRTOD
IYTF VI UTHERT A MIME ¥ 1 72 8E L% 9, none #18ET 5 &, £ E TO ForceType
TAVIT 4 TOREPEDICZDET,

(b) ECIRTE G

<Directory>, .htaccess

() LE=FHT

FileInfo L X)L
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(10) Group 7N—7% W

~ (#-1)

CYES
P—NTOLADEETEHLEEDTN—THZEZTRELE T,
(b) ECIRTEBIEFR

httpsd.conf

(© FEEH

Group nogroup J)\— T £nogroup % EFH

(11) H2Direct {On | Off}
{h2 1% off, h2c & on)

(@ W&

HTTP/2 ¥4 L7 b E—RZEITHEEIZEIEELE T, HTTP/2 Fu b aLo@E2ZERICL
72N —F v )Lk R ho<VirtualHost>7 0 v 7N TEETAUNESH D T,

HTTP/2 ¥4 L7 b E—N&EIF, BT —N\DZELLEONAS A HTTP/2 7)) 7 7L E—F
I55E1C, HTTP/2 7a baVicYID X £9 . Zhid h2c DFEICTEN T,

h2c 29 R— 959 =N OVWTHEBNOMBEZFRE>TWDH 7 F714 7 bDBAE, HTTP/25 (4L 7 b
E-—FEZEWICTHIET, 77472 MIHTTP/1.l 7y 7L — REEFTTL20EP %L 720, N
T A=< YAWELL, VIVIZXANRTAIINTH7 v 7L — NGRS EESNE T,

On:HTTP/2 ¥ AL Z b E—RZEWHICLET,
Off : HTTP/2 ¥4 L7 b E—RZEHICLE T,

(b) F=FIR

Protocols T+« L' 275 ¢ 7T h2 £7213 h2c BEMIC > TWizWigsE, HTTP/2 U7V T LEF v
JLERA. ZOEE, H2Direct T4 L7 T 4 TOREIEBEHESH D THA,

774 hTIEh2 3 off, h2cldon TH D, h2 & h2c THRENPREZ D L9, H2Direct 74 L7 T4 7
ERELLBA, h2 & h2c OF S CHLEEEARESNET,

(c) ECHRTEDIHFh
httpsd.conf, <VirtualHost>
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(12) H2MaxWorkerldleSeconds BFRS
~((1—-2147483647)) (600) ({1 : )

(@) AT

HTTP/2 7a b ANVAEERDOT—H ALy REETSE2FE TCOEMEZIEE L9, H2MinWorkers
T4V T4 TIEBEBIATCVWAT—HAL Yy REFICEHAENE T,

(b) ECINTEBIEFR

httpsd.conf

(13) H2MaxWorkers XL v R#
~((1—150000)) W
~((1—10000)) W

{H2MinWorkers T« L 27 5 « 7+5EE X 3/2)

@ ATy
PNt AT EIERT A HTTP/2 70 s A VAFRIERT 2T —H ALy ROBRKEEZIEELE T,

(b) ECIRTEBIEFR
httpsd.conf

(14) H2MinWorkers AL v R¥
~((1-15000)) W
~((1-1000)) W

{ThreadsPerChild &« L 7 5 1 75E{#)

@ ~N&'E
P—NTFat AT EICERT S HTTP/2 7u b a VBEICHERAT 2T —h ALYy ROB/NIEEELE I,

(b) ECHRTEBIEFR

httpsd.conf

(15) H2Padding
~((0—28&)) €0)
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(@) AE

TT74N DO T, NTo4 TN MEIRAu— K7L —4 (HEADERS, DATA, PUSH_PROMISE
7E) ITEMShERA

ZDTAVIT 4T TI~8DOHEEZHRET 2 &, £7 L —LI12[0, 2MEEME— 1| OHHEOEHAEMNS N
EJC IS

INT 4 VT TBHNA FPEDPZVIEE, XAt —IRPOPVIKLKZDETY, bTIT71 v 7HBAET,

(b) ECIRTEBIEFR
httpsd.conf, <VirtualHost>

(16) H2SerializeHeaders {On | Off}

(@ AB

HTTP/2 YV 27T A% HTTP/1.1 TV 7ILL TAET A EI pa2IEELE T, HTTP/1.1 T2V
TUET B ETNNT 3=V RMERNLETA, MIEBRENSEEFVET,

On:HTTP/2V 27T A% HTTP/1.1 T U7 IELLTHRIEL T,
Off :HTTP/2 V7T A +% HTTP/1.1 TYUTILLEE A,

(b) ECRTEBIEFR
httpsd.conf, <VirtualHost>

(17) H2StreamMaxMemSize BAXEUHARX
~ (1024 —2147483647)) (32763)

(@) AT

AN =LDRAEVIINY T 7)Y TEINBEET—YDORAYA XZBELE T, A MY —L03FIT,
FIRICIET AETU—ALT, NV T FICANSGNIT =BT I3 T MR ESN-EEICHETEINTE
To

(b) ECINTEBIEFR
httpsd.conf, <VirtualHost>

(18) H2Upgrade {On | Off}
¢h2 1% off, h2c & on)
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@ AT
HTTP/1.1 »56 HTTP/2 NOF7 v 7L — REZEHHIT AL EIDEZIEELE T,

On :HTTP/1.1 5 HTTP/2 ~"O7 v 7L — K2 B LE T,
Off : HTTP/1.1 & HTTP/2 "D 7 v 7L — R 2 I L £ J,

TuhaLEYDEZSZOFEEHTTP/L] TERSNTBY, 7I4 7 b Upgrade Nv ¥ %{#
LT, Blo7a valzERT2BE A E2BMLET, 2N, HTTP/1.l BFEOEEDY 7
IANTRETLHARENIHDFT,

DT 4 VIT 47T TOHTTP/2 D7 v 7 L— R, Protocols 74 L7 T« 7 Th2 £7z1Eh2c »®
BIZ > TWAEBRICIETHRIH O £,

(b) FEFIR

VI ITAMKRT 2 %25t POST & PUT X, HTTP/2 N7 v 7L —RKPTExFEHA,. COBEFIIT vV
T — RPEL & XX, H2Direct T4 L2754 72FHELTL7ZE 0,

77 )L MEh21d off, h2cidon TH Y, h2 & h2c THRENEL D £9, H2Upgrade 7«4 L7 7«
TEBELISAE, h2 &£ h2c Ol A TR CIEEEIRESINE T,

(c) ECHiTE DG

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(19) H2WindowSize #1X
~((65535—2147483647)) (65535)

(@ e

IIAT oY —NAOTU—HIEICERENS Y 4 R A X%2NA FPEATEELE T, 77
A7 ME, Y= N\DBER LIAEARTRE LY A XOFIRICEET HEA M) —LTORBZELELET,

(b) ECHRTE 3G
httpsd.conf, <VirtualHost>
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(20) Header (always) {iset | append | add} Av% AvSiE |
edit ANv45' 1EREKIE BIESCFH | unset Av Sl (env= () BIE
=)

(@ AB

VARYVAANY T2 WA TARTAHEEIEELET, UN—ZA0FT &L THATRESE, v
IVRDO Web 4 —NDPETAT—YZAT— RDEICPIPDET, VARVANY T EZHAYTAALET,

always : always 2 EE L7256, TI7—DAT—F¥ AI— RIRERICL BT D £9, always =15
ELTWZRWVWESR, 200 BEDAT —F A2 — FIRERICEMICZDE9, 72720, always Z$EEL,
UN=Z2TaF T ELTHERTSHE, Ny IITY PF—NDPBRLIEVARY ANy FEHAZAY A XL
FHA-

set i NV I ERELET. NVIDPHLGEEIL, BELILAYYHEICEEZHMZIET,

append : FEIET 2\ FIIAY FEZEBML LT, FHET 2NV FEEOMIE, T TRYLNHT,
Ny TR VERE, NV TERELET.

add : NY FBH->TH, FlIOTIIAY T ZRELET. RUAY Y 2EBUITRET 2HEIEAL LT,

edit : HEE L7 ¥ DD BH5E, NV YV EOERRRICEB LBy 2BRIFYICBEHBLZ ET, IE
HERTHEIN () 2HEHALTIZL—ELTWBESE, ZOIHEBOITIV—-TDRRICY Y F LIXFEY]
Z, BAXFH TS 2FERHLTCSBETCEET, KX 1 259X TCOMERIEELE T,

unset : FEE L7y ¥ DD 558, TONY T2 ITXTCHIFRLE T,

env=IBIBZH : 157 L BEEEARESNTVAIEAIC, Header 74 L7 5« 7 THELLNAZE
FLET,
env=IBIBZH | 5 LB AEORES N TV 2 LIEAIC, Header 74 LY 7 1 7THELENEE
EFLET,

ANy FMEICZEDN S 251, " GIRM) CTHOBEFPHD 9. N FEIICFRET S5 5F,
74—y MERT2EOXFINE - EWA D OMAXFIN e EETCEE T, 74—y MERTZIRIC
ALET,

T*r—3 vk =173

%t VI IR M2 -70%, 1970 1 A 1 HOK 04 0#(GMT : Greenwich Mean Time)
D HREE L REATERT 5, Bld~vA 70, EHEICEt="»FF5Nn 5,

%D VTR NURICHY - I-REEEFRRT 5. BLIEYA 7 aM, EHEICIX"D="PHFoNn s,

%{env_name}e BRIEZH env_name D1E,
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(b) FE=FIR

ANV T HAY A AREBEZEHT 5791213 mod_headers £ 2 — IVOHAAADBNDETT, Ny FH
A7 7L REREICOWTIZ, [4.10 AN ¥ HAY 7 A AREE] 2B L TLZE 0,

CCGILARAIZVTIDPEDVARYANY FENAY YA XT 55E1E, always ZHEL TS0,

(c) ECIRTEBIGM
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(d) EEEHO
FileInfo L X)L
(e) HEEHI

Header set Cache-Control no-cache

(21) HeaderName 7714

(@) AT

T4 L7 M)A VT IAFIREDOANY ST BTAR L v 2B LT 7 ALDT 7 A4 LE OSAIEHR %
L) #BELEd. HIMLF/ W3S L—CTF A MNCRABTEET, 72720, AddType T4 LI T 17
7213 TypesConfig 74 L7 T« 7THEL/Z7 74 VT, MIME # 1 7HIELL EBSIN TV HNE
BHDET, TL—rFFAMTIARXY b2ERLEZES, T4 L7 M)A 2T AFRO HTML 121
<PRE># 7/»BiianEd,

(b) ECHRTEDIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 EETFT

Indexes L X)L
(d) E=EHI
HeaderName HEADER. html

%5 4 L' bV RO HEADER.html DRAEEZ A FIfHF £
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(22) HostnameLookups 1{On | Off | double}

(@) AT

CGI ® REMOTE_HOST BIEZHOIP 7 FLABLNaZ 77 A NICHNT 57547 DO IP 7 KR
VAZRANGICERT 572012, RANEDOILY 77w TOWE &2 THLEI>NPEZIEELE T, &8,
WEEZZFEAT A58, VARV APELZDET,

ON:IP7RLAZKRANGICEHLET,
Off iIP7RLAZRAMZGICEHBLEFH A,

double:IP 7 RLAZKRANZICEHB LTI, 0%, BEHL, [P7RLADPIELLLED D ZHER
LEd,

CDTFA LT 47, IPVOE 7 RLAICHMELTWET,

(b) ECIRTEBEFR

httpsd.conf, <VirtualHost>, <Directory>

() 1HEEH

HostnameLookups Off

[P7RLAZRANZICEBLEEA,
(23) HWSErrorDocumentMETACharset {On | Off | XFtv b W

(@) AE

IT—NRELLEZIIWeb 799 AERRTHA vt =T (LI, T5—RFaX2 NEMUET)
IZOWVWTOXFEY Y h2HRELET, XFELY ML, TF5—FF2 X2 R META % 7T charset=0
BELTERESNE T, ErorDocument 74 L2757 4 7T, WAYITAXSINZIZT—RFa2 X M,
CDTAVLIZT47DMETAY ZICKBAXFL Y NORERREITZDEHA

On : 3%+t v b ISO-8859-1 Z&HE L £9,
Off : xxFt v b2RELEEA,
XFEYMN I BELEXXFEY FERELET,

(b) ECHRTEBIEFR
httpsd.conf
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() 1HEEH

HWSErrorDocumentMETACharset I1S0-2022-JP

(24) HWSErrorLogClientAddr X-Forwarded-For

(@) AS

Ny 7Ly RY—NT, TT—0ZICHNTEAVvE—ITFFAMD"[client 754 7> +7 RLA]"2"[X-
Forwarded-For X-Forwarded-For v #{B]"ICEAE T B LHRELE T,

BREEERS TOF v — NN L TINY VIV RY—NPY T T A NEZZETSE, NI RY—
NI —a Il 92 [79A4T7 NP7 RLA]I BDIVIVIZTANEZREEBELEI AT MOIP TR
LATIE%RL, BROBEES TOx Y —NDIP 7 RLRAIZLGAEENSHDET, 12721, BRoEEE
B O F Y —NNOFIIIERTO Y T4 7~ b IP 7 KL A% X-Forwarded-For v #IZAHINT %15
EWH 570, HITNE% X-Forwarded-For X-Forwarded-For N ¥ DEANEE T 5 2 & ¢, #Ehiot

DITIFIATY NP7 RULANHEISNALSICLET,.

X-Forwarded-For : =5 —aZIcH 19 5" [client 754 7> b7 KL R]"%"[X-Forwarded-For X-
Forwarded-For v #fE]"ICEE L £ 9,

(b) FE=IR
X-Forwarded-For v ¥ 2259 AHIICT T —DFRELIIGEPL, —HBORX Vv —IVTREETZIEH A,

(c) ECHRTEBIEM
httpsd.conf

(25) HWSGracefulStopLog {On | Off}

(@ W&

FTEEIERIC, BEELGSREZER L -d & IREFELES S 72X MElZ, 25— 774
WVICHT T 50 ES2EELE T,

On: @il E/) VI A MNMEREZT -0l T 7 A NVICHAOLET,
Off : iFE LS E/-V VT A MEREZT—a 7 74 NVICHILER AL

(b) FE=IR
STEEIERICREEIES Y- HTTP/2 BEDOY VT A MERIX, T5—0 V77 A NVICHAITEE A,

(c) ECHRTEBIEM
httpsd.conf
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(d) EEBH|

HWSGracefulStopLog On

(26) HWSGracefulStopTimeout &S LEAFRT
~((0—3600)) {300) (Bf : #)

(@) AE

FHEEIERFIC, FEITHOY 7T AN ZESICRT I S TORGMFLGFOREZDEMLTIEELE T, &
B, 0z2EET 5L, BMEMFLFESREO LRIIFES NI EA

(b) ECIRTEBIEFR
httpsd.conf

(o) #HEEH

HWSGracefulStopTimeout 600

(27) HWSH2SendGoaway !J7 TR MNULEE
~((0-10000)) €10000)

(@ e

a% 273>y Th, HTTP/2 BEOH-LZV VI A MNDZMEZRTEIES, VI A MR THZIEE
LET, VITZAMNBERTEDS T« L7 T4 JTHREMEICERE LGS, 75147 MM GOAWAY 7
L—LZEELET, GOAWAY 7 LU —LAZEEELTIZZIMITZY 7T A MINHEZREETICETL
EJCEN

HTTP/2 BEEBEMETABRETATYFERAEBSZVWVEBICHAEEIE, TOT 4 LI T4 TI/NSzfE
REETAHEBERSINSZESHDET,

B, 0ZEETHE, VDIZAMMBERETHICESZ 75472 bAD GOAWAY 7L —L%EZLFHE
Ao

(b) ECRTE BIEFR
httpsd.conf

(28) HWSImapMenuCharset XFt v b
~ (ISO-8859-1)
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(@ ~N&E
WOBEDAZ 2 —FRICHT HLFL Y FEIEELET.

s A A=Yy ST 7 AIOIBEMIC map 2IEE L1-HE
s A RX=V2y TEHBDEIEZE0,0)Z 7T ATHRA > LGS
o FEIEIREDIZWETA A=Yy LT 7 ALY T A NENLIEE

XFE vy ME, VARYZO Content-Type N\ ¥ T charset=DfE& L TEHRESNE T,

(b) ECHRTEBEFh

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

() LEE=Erol

Indexes L X)L

d) EEH

HWSImapMenuCharset SHIFT JIS

(29) HWSKeepStartServers {On | Offf w

(@) AT
=N\t ROBEEZ StartServers T4 L7 T 4 TICHEE LB T 20 E 20 2EEELE I,

On : StartServers 7«4 L7 7 ¢« ZIZIBELLEIZ T, BEIL CWwWa Y —NTat 2 asngd, ¥—
INT Tt A StartServers T4 L7 T 4 TIEEME L V/NEL o758, fiLw o ApERInE
9,

prefork MPM
ORI, TR ZABICET2ET 4 LI T 1 TOEEMED, ROBRICHZHEITENTT .
MinSpareServers < StartServers=MaxClients
IRe)
MinSpareServers < MaxSpareServers=MaxClients

StartServers 7« L2 7« 7&EMEAY, MinSpareServers 7« L7 T« 7REME L D /NS WIFEIL,
MinSpareServers 7« L7 7« 7OETH =N\ T ot 2HPHER SN E T,
worker MPM
COWEER, THtZEBITAL Y FRICET 28T 1 L7 T« TOIEEEY, ROBMRIIH 555
IZEZITY .
MinSpareThreads < StartServers X ThreadsPerChild = MaxClients
»D
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MinSpareThreads < MaxSpareThreads = MaxClients

StartServers 7«4 L7 7 4 7 X ThreadsPerChild 7« L' 7 7« 7 OfEi#*, MinSpareThreads 7« L
U T4 TREMEE /NS VWIBEIE, MinSpareThreads 74 L7 7 4 TREMEIHE> TH—NTOt R
HB3MERiS N d,

Off : StartServers 7«4 L' 27 5 ¢ JIZHEE L7 HOBE L CW A —N\Taot 23 snE A,

(b) ECIRTEBIEFR
httpsd.conf

(30) HWSLogSSLVerbose {On | Off}

(@ W&

TIAT7 Y NEY—=NEOSSLNY R oA Z0FPIC, aPIcHIENATT—DH 5 info LNILE
LWerror LNIVDILT—IZDOWT, #HMEREFRT AN EIDPZIBELE T, SSL #EICT 256
Wik, COTA LT 4 720N ICHRETAIEXHERLET,

On: #FllfEHz RN LE T,
Off : FfliEHz TR LT A

(b) ERTEBIEFR
httpsd.conf

(31) HWSLogTimeVerbose {On | Off}

(@) AT

Io—usz* YT 2 asZol4, 772007 7w AL, )7 T A NLUIRICH Y 5 72 BRI
(%T), BLOY 7T X NMLEZBIE LR (%) %2 I UMETERTANEIDEIEELE T, B,
BB LUOBERETICHNSNAAYvE—VTIE, TOTA LT 7TCOnZ2EELTHIVHETER
SNTEWVWBEPHDET,

AX ErrorLog 74 L2774 7TCHRET AL I —u D HRICED £9, Scriptlog 74 L7 T« 7T
EYTAHCGILAZY S MOILT—a I RIZZD A

On: KB LUKHEZ IUMETERRLEI,
Off : RZB L UKHEZMETRRLEL T,

(b) ECHRTEBIEFR
httpsd.conf
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(32) HWSMaxQueueSize WIJIAPFa—H14X w
~((0—2147483647)) (&8192)

(@ B

JI3AT Y EPODYTIAMIOVWTORRKDFHEL Y VT A MZEELE T, 0 2EE LIZHEE,
BHIREZDET COTAVITATTHRELLZV IV IA N2 —H A X2BRAIIVIFAT 2 b PH5D
U7 I AN, U—NAITTisnEd,

(b) ERTEBIEFR
httpsd.conf

(33) HWSNotModifiedResponseHeaders Av 5% ANy 5% -]

(@ AVs
AT —4% A 2— K 304 Not Modified 227547 > "ARETARICMAMT AL AR ANy FEZIEEL
EJC N

5B, WONYFIZOWTIE, ZOT4 VLI T4 TIHEEP LS THO VAR A MUET, 72720,
RIINT 2D TIERL, FHBEY 2 —VEFY — WG ETHRESNHEICZIMMLET.

* Date

» Server

» Connection

» Keep-Alive

« ETag

» Content-Location

» Expires

* Cache-Control

* Vary

+ Warning

« WWW-Authenticate

» Proxy-Authenticate

(b) ECHRTEBIEFR
httpsd.conf
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(o EEH
HWSNotModifiedResponseHeaders Set-Cookie Set-Cookie2

d) FE==IR
HTTP/2 BEDHE, COTA L 7T« TIIEELTEA,

(34) HWSPrfld 325751
(PRF_ID)

(@ B
PRF & — % i #) |- PRE &R FICH8E L T2 2 8E LE T,

VEA L7 HDEY 2—)% LoadModule THAAATZZZE, DT+ LI T 1 TOEEIIENICED &
ER

(b) ECHRTEBIEFR
httpsd.conf

(35) HWSProxyPassReverseCookie /VYZ%

(@ AT

UN—AFaF T2 ERT 5SS, UN—A70FEINy 7Ty R —)1\»55(E L7 Set-Cookie ~\ v
FEREHLET, N, Web 757875 Set-Cookie N ¥ #ZEL7-H L2, VN—ZASaFI 2
HI ANV I RY—NADYTIZTANMIRNLT, 7YyF—2RESEE-DICAEICZDET,

INA :ProxyPass 74 L7 T« 7ERIUNRABEZREELE T, "BRUOERRHRIIFEATEEE A

(b) F=FIR

IYN—=Z2TFaF T 2FERT 5701213 mod_proxy £ 2 —)LE LU mod_proxy_http €3 2 — )LD A
ABDPRETT, UN=ZXTaFTOFEMIE, [4.7 UN—Z2T0FTOHRE] 22BLTL 2S00,

4

(c) ECHNTE DG

httpsd.conf, <VirtualHost>
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(36) HWSRequestlog {771 | /N1

(@) AT

VIIAMaT2HIT57 7 AVEZEHEELET, U7z AbuarEld, EVa2—)LELV—X, VUJT
ARPL—R, VOTANLY FL—ABLIOTUF T b L —RADOBMTT., HATHIV 7T A urZ D&
AlliZ, HWSRequestLogType 7«4 L7 T« 7 TEIRTE £ 7,

T7ANEZ VT2 Ml 2T 2577AIVEZEEELE T, 77 AMILRITIE, X/ S2F721Z
ServerRoot T4 L7 T 1« 7 DIEEMED & DEMN/SAZIEETZE I,

AT BREAS S ) J A M a TEREZIMS U s I0% [ |[TurI6%] O THEL
9. Windows lR COFEEIEIL, CustomLog 74 L7714 7A2ZBLTL 2S00,

(b) F=FIR

s ZDTA VYT 4 TEREBKLIBEDEY 2—)L b L—AHTI%E, ErrorLog T4 L7 7« 7 THEE
LT 7 ANICE0ET, £V 2 =)L L—ADFE LN, Loglevel T4 L7 T 4 T THREL T
P&V, EVa2— L bL—ADOFMIE, [426 TYV2—LEL—2A0HH] 28 LT S0,

« JZVIAMRML—X, /O 74 L¥ bL—2BLOTaFy b L—ADHHN%%, ErrorLog ¥+ L 7
TATCIELEZT7ANICT A LI TEE A,

(c) ECIRTEBIEM
httpsd.conf

(37) HWSRequestLogType kL —X%ERl (~L—XERI -]
~ {module-info request proxy)

(@) AE

HWSRequestLog T4 L7 T4 7 TREIT AV /I AMATICHAITA N L — BRI ZEELET. b
L— AR 2RISR LUE T

N L —R &R AE

module-debug HNEBE Y 2 — W T HEY 12—l b L—RAB LU module-info HED L —22HFILET, H
NENZ W=D, TNy ZTERYATIIEEL N T IZE 0N,

module-info NEFEY 12— & CGl Uy I LETROEY 22—V L—R2HILET,

request U7 I A MNUERBR B L0 7 T X MUEZTRICN L -2 2 LE T, £/, HTTP/L.1 &

D KeepAlive OB AL, ROV IV IA N TA VZETTHICL ML—22HALET. Th
5ODML—A%YIIAMNML—RERUET,

filter EV2-IANEELTVBRARENT 4 VYBEMOETEMZRT /O 74 LY PL—AZHNLE
T, HAENZ WD, TNy TEHDNTIIIEE LW TLZS 0,
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N L —RFER RE
proxy UN—=Z27 0 F UEREFERARFICU N2 T O0F VTS ML —REHILE T,

none VIZIAMaTZ 2B LER A

4

(b) FE=IR
FBELZ N —AFAIZ none BEENTWVWAEE, VZIZAbuZz—RELEEA,

(c) ECHRTEBEHM
httpsd.conf

(38) HWSSetEnvifiPvé UJIANME IPv6 7RLRA BRIEEH (=B
(REZH (=fE) -]

(@ W&

TS5AT Y NEIZT—NDIPV6 7 RLUAZEICBIEENAZEHRLET, YUZITAMENIPVO 7 RL A
TRUIEMEZM-T58, BELLREBERZRE LTI, RETAMEDOT 7+ MEIZ 1 T, BB
EEOENC [1] P& xid, ZORBEHOREZHEBRLET,

UJIAMEELT, RIRIEZIEETEET,

JIITRME =173
Remote_Addr 7547 DIPv6 7 LA
Server_Addr VIIRANEZELIZY =D IPv6 7 KL A

[Pv6 7 RL R, [ JCHEFZVWTIEELTLEE VW, 28, IPv6 7 FLADHEAIZ, 10 TS
T4 AEBIEETCEFET, TV T4 v AR, [[PV6 7T RLA/T) 74 v 7 AE] OFERTEEL
EJCN

(b) ECIRTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LEE=FT

FileInfo L \)L

d) FEEH

HWSSetEnvIfIPv6 Remote Addr 2001:0:0:1230::/64 IPV6 CLIENT

7547 O IPV6 7 R LA 2001:0:0:1230 » 616% 556, RIEAHIPV6_CLIENT 2&REL X7,
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(39) HWSSuppressModuleTrace E£Za2—)L77)I%& (all| hook
| handler)

(@ s
EV2-U P L— ADOHAENIET BEY 2 — LT 7 1 LAH & O 2 EBIER 21572 L3,

all : FEEL®E Y 2 —AAPHNTTHEY 2 — VL —RAZdRXTHIELE T,

hook : 8 € L/-EY a— LB HANTAHEY 22— L —ADS 5, handler EELINDEY 22— b L —
AEIMIELE T, BEOBRICOWTIE, [42.6 FYa2— )L L —ADHE] OF4-4 2BBLTL 7
S,

handler : 8@ L7-F V2 —LPHENTEEI2—I)LbL—ADSH 5, handler B DEI 2 —)L b L —
2&EMIELET, RO OWTIX, [4.26 EFVa—I)LhL—2A0OFH] ©OF4-4 2B LT
S,

EV2-NLT7ANBIE, TV ERIFV IR M TICHAESNEEY 2 -7 74 VEFRETE
ELET. MOFADEY 2 =)L L—RA%MIET BFEIE, £V 22— 7 7 A ILRIC"mod_example.c'%
HELE,

(1)

[Mon Dec 18 14:57:14 2006] [info] hws : module --> (mod example.c[12]) (1896)
[Mon Dec 18 14:57:14 2006] [info] hws : module <-- (mod example.c[12])(1896)(-1)

HTTP Server SEERME L TVWANEEY 2 —LEEY 12— LT 7 A ILEZOWNEEIRISRLE T,

&K 6-5 HTTP Server MEERH L TVLBHEBES 1 —ILEETT 21— T 7 1 LEBOXMG

EJa21-0% EZa-LT7TLE
mod_expires.so mod_expires.c

mod_headers.so mod_headers.c

mod_hws_qos.so mod_hws_qos.c

mod_proxy.so mod_proxy.c

mod_proxy_http.so EVa- L bL—RIIHATESNER A

HTTP Server BMFHEEHEL TV HHEEY 2 — VDS ZEHAT 2551, TOEY 2 —)LD b L —AHH
NEINBEEENH Y 9, £/, Loglevel T« L7 T 1 71 debug #E X /1
HWSRequestLogType 7« L 7 7 « 712 module-debug #&E L TWAIFEE, WEREY 2 —ILIIRT
DML —ZAbHNINET,

BB, ZOTAVLI7T4 7, BEIEETEE T, AILEV2a— L7 7MLV EZZIBELLZERIE, HEIC
BELLLOPEREZD T,
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(b) EF=EIR

CGl a7 LEFBHOEY 22— L —RFIMETEEE A,
(c) ECIRTEBIEM

httpsd.conf

(d) FEEBHI

(%l 1)

HWSSuppressModuleTrace mod proxy.c all

COEETIE, TaFIEV2—ILHOITRTOBERICHTAEY2a—)L L —22MELET,
(51 2)

HWSSuppressModuleTrace mod proxy.c hook

ZOEETIE, TuFEY 21— LA handler DN OBEEICNT HEV 2 =)L L —RZMIELE T,

(40) HWSTraceldFile 771 %
~ (logs/hws.trcid)

(@ HWE

N —ZRED7zODOEEAET) ID ZBNT A7 7 A NEZEZIBELE T, 771 ILEZICIE, #Hx/SAF
721 ServerRoot T4 L7 T 4 T DIEEMED & DS ANPEETZE I,

DT 7ANIERD Web b —NTlIHETEEH A, [F— ServerRoot T« L 75 1« 7TIEE TEHD
Web U —N\ZEET AEEE, COTALVIT A T TCELZ T 7ANZEZIEETARENHDET,

(b) ECIRTEBIEFR
httpsd.conf

(41) HWSTracelogFile 771I)%
~ (logs/hws.trclog)

(@) AT

P—NTat APERER T LIZBEICHEX T VIR SN NV —RA2HNITH5T7 7 A VEZEZIBEELE
o 77 AR, #SAF/-1E ServerRoot T+ L7 T 1« TOIEEMED 5 DX SADEETE LT,

DT 7ANTERD Web b —NTldHETcEEH A, [F— ServerRoot T« L7 5 « TIEE TEHD
Web 3 —N%ZHEET2IHEIE, COTAVITA T TERD 77 ANREIBETHAVENHDET,
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L —ZREEBDOT 7 ANIICTY T TSI RLTCHALET,

UNIX HRTCIX, RS 77 A NVHALET, HATAH 77 AWM [HBELZ7 74 )L&nn] 0771
ZEDET, nnid 0l 75 05 FTTF, HTTP Server DFEEEIR;ICIE, [fBEL-T7 7 A NLEZ.01] »H
LY MO 77 ANEZERDET, LY VOHEAT7 7 A IVED [HBELT7 7 A L&nn] Th-o7i5
BICMNL—2ZT7ANVICHNTEE, ROAL Y DT 7ANEZIEE [HBELET 74 L&nn+l] 127k
DET, B, [TBELLT 74 L&nn] ».05DFEICE, ROALY  OT 7 AIVRZIE [HEELLZT 7
A0l 1D ET,

Windows iR Cld, K277 A NVHEALE T, AT 2 774 [FBELLT7 74 LHK.01] 70
[FEE L7 74 NV4%.02] D7 7A4NVEIZ720F9d, HTTP Server OFfEERFICIX, [HEELLT7 7 AL

&0l WALV OHAIT7 7 ANGELEDE T, HLY ORI T 7 ALED [HEE LT 7 1 L&.01]
DEXIIRNL—RAZT7ANICHNTRE, WOAL Y DT 7 AN [HEELLZT 7A4ILZ.02] 127
DET, BB, WL NOHEANT7ANED [FBELLT7 7 A LE.02] OLEEZIZPL—ZX%2T7 71 ILICH
NTBHE, WOALY DT 7AIVAIE [FBE L7 74 1LEZ.01] 1220 FET,

(b) ECHRTEBIGM
httpsd.conf

(42) HWSWebSocketlog {7 71I% | /1817

(@) AB
WebSocket #EICRHT 20 2H N9 27 7 A VAXZEBELET,

T71)I%& : WebSocket BEICEAT AUV 2HNT 2577 A NVEEIBELE T, 771 IILRAICIE, 0t
ISAF 7213 ServerRoot T« L7 5 ¢4 TDIREMED &5 DM /SAZIBETE LT,

N1 T D REATI D S WebSocket BEICET 20 VEHREZIIMA Yur I 4% [ |TurIL4] ©
FEATHEEL LT,

(b) EF=EIR

WebSocket 71 & S #gE % HH T 2729 121%, mod_proxy €< 2 —)l, mod_proxy_http €¥ 2 —)L,
B LU mod_proxy_wstunnel € 2 — LV OMEAHAARDPBETT o

UNIX RD5&
LoadModule proxy_module libexec/mod_proxy.so
LoadModule proxy_http_module libexec/mod_proxy_http.so
LoadModule proxy_wstunnel _module libexec/mod_proxy_wstunnel.so
Windows fRD &
LoadModule proxy_module modules/mod_proxy.so
LoadModule proxy_http_module modules/mod_proxy_http.so
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LoadModule proxy_wstunnel_module modules/mod_proxy_wstunnel.so

(c) ECRTEBIEM
httpsd.conf

(43) IdentityCheck {On| Offtf w

(@ AB

7747 MARAMDidentd TRV EERALTI 47 Y FOMERZ T 20 ED P EEELX T, ident
IZDWTIE, RFCI413 Z2FME L TL72& W,

72720, 24T RRANPIPVE 7 RLADEFEEIX, On =HEEL TS identd T—F > Z{FEHL T
FAT Y NOWERZ LERA. /2, U 7x—7v Ml ZIEEL TWW55EE, CGIBELZH
REMOTE_IDENT (2iZ [unknown] ZH /1L F T,

On:identd T—VZ2HERHLTYZ A4 7 bOMERE L LT,
Off :identd T—E® U ZFH LTI S5A4T7 Y FOMHERZ LT A,

(b) ECRTEZEGh

httpsd.conf, <VirtualHost>, <Directory>

(44) ImapBase {map | referer | URL}

(@ AE

A A=Y T T7ANDbase fTOT 7+ EEELET,

map : ¥ v 77 7 A VDBFR

referer: RF¥F 2 X2 OB (f A=Y~y T2FRLI HTML 7 7 1 LOEFR)
URL : 8% L7z URL

URL IClE, IPv6 7 RV RAE 72X IPVE 7 RL RSB L2 A A B BIBETE 7,

(b) ECHRTE G

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

() LEE=ET

Indexes L X)L
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(45) ImapDefault {error | nocontent | map | referer | URL}

(@ AE

A A=V LT 740D default fTOT7 + L hZIEELE T,

error : NI T — A vt —V%FRLET (AF7—% Z3— F 500 Server Error Z/5&LE9),
nocontent: V7 T A MR L F9 (AT —%ZA2—F 204 No Content ZIHEL£9),

map: v v 7774 VHFO URLAZ A =2 —FRRLET,

referer : 257 —% 23— K 302 Found #J5& L9,

URL:#EE L/ URLOI VTV VEFRRLET,

URL ICIX, IPV6O 7 RV R 721E IPvE6 7 RL ARG L2 AR A M BIBETE 9,

(b) ECIRTE 25

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(c) &=l

Indexes L X)L

(46) ImapMenu {none | formatted | semiformatted |
unformatted}

(@) AE

A A=V ST 7AIVDOIBEMEIZ map 25X TEEEEA A=~y THEED(0,0)EZEE <7 AT
RAY P UIBEDA 2 —RREEBELET, BIEREDLEWETA A=V T T 7AUPY 7T R
N ENTGEOEED ZOREIHNET,

none: X=a—3EMLERA, COLEZDOEER, vV 777 A )HO default [TOEBEITHEVE T,
formatted : Nv FBIPY VIV —EEFRLET, vy T T 7 AHOIX Y MIERSNET,
semiformatted : V>V —EERRLET, vV ST 7 ANFOIRA L FERRLET,

unformatted : v v 77 7 A LHICHTML Z5id 9 5 2 & T, A= 2 —DERXZEHICRETZ £,

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess
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() LEE=Erol

Indexes L X)L

(47) Include 7714
(@ A
T7ANZTIELL T 7 AN T4 T T 7ANELTHETESESICLET,

T 7 AL, MRS AE 21X ServerRoot T4 L7 5 4 TOIEEMED & OEMNISADPIEETCE X T,
CDTF4 VI T4 T#EHIEET HEE, v—IYSINTHREMERHSINE T, 774 ILHICEICT 1 LY
T4 TDDAEE, BAIEELLATLEEZINET,

(b) ECINTEBIEFR

httpsd.conf

(48) Indexignore 771 LE (71l )

(@) AT

TFTA LT M)A VT IARREIC, Web 79T ICEREEZVWT 7 A ILEZEZIBELET T, FRERTD
fEETEET,

(b) EIRTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(c) EE=FFT
Indexes L \)b
(d) 1EEH

IndexIgnore . 7?7+ %~ xff HEADER* READMEx RCS CVS *,v %, t

(49) IndexOptions ({+[-) #7F>3> ((H+|4) #7F¥3> )

@ ATy

T4 LT MNIA YT ADBIEF EEED T T a VBEX LE T, 72 3 VORNCHZIEET A2 F
T3 +-2BETHEFOF T a vl AEMICEDET, TN NTIEIIRTOLT T 3 VHENTT,
BETZXAF a3 0—&E2RIRLET,
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xK6-6 # S 3-8
*rav
Charset=xXFt v k
~ (ISO-8859-1) (U
~ (UTF-8) W

DescriptionWidth (= {3ZF%(*})
€23, 30, 42 £7-1x 49)

Fancylndexing

FoldersFirst

IconsAreLinks

IconHeight (=27t L] ((>0) €22)

IconWidth [=¥Z7t L] (>0)) €20)

IgnoreCase

NameWidth (= {SCF# | *}) €23)

ScanHTMLTitles

SuppressColumnSorting

SuppressDescription

SuppressHTMLPreamble
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173

AT AERT HR=VOXLFY Y bEIEELE T, HeaderName 7+ L
275 4 7 %721 ReadmeName T« L 75« T TEELZ 7 7 A )L THERAL
TWAXFEY b, 7740 OXFtLy b (UNIX A : ISO-8859-1,
Windows i : UTF-8) & R4 2EE1E, DA 7 3> HeaderName
T4 L7 T4 7%zl ReadmeName T4 L7 T4 JTHRELL 77 A L&
FUXFLY h2IEELTLLEES VY, ZOF T2 arTlE, =XFty bz2H
BT&xFthA, 7, -Charset f8EEH+Charset fEERE S RIFEOEER L
9,

et

77 AIVEBANX I 7 OEEXFH( XF=11 M) THEELE T, "ZHE
L 7235413 AddDescription 74 L7 5 4« 7 THRE L7727 7 A VX O &
ARRICADETRRLET. 2OF ST a v E2EBBLIGEDT 7 1 VEEHT
) 7 OIgIE, 2331 M (72721, SuppressSize fgER+ 7,
SuppressLastModified f8ER+ 19)T7
-DescriptionWidth #§EKIZ= XFH|*} 2EBTEET. JOHBADFRR
Mgl 2381 hTT,

TAVT NIA T I ADEEF RERZENICLET,

T7ANVED T4 LT M) ERRIIA VT I ARRT BEEITEELE T, 7272
L, Fancylndexing »E#I55&72 T,

FAVLI M)A VT ABEEREDOT A AV 2T 7 ANIINT BT H—IC
LET,

FTAVLIZMNIA VT ABEEREOTA A VOEESEZE VK TIEEL %
I, lconWidth 7> a v &—ICHEELE T, v TF72A%2FRT 5 HTML
@ IMG # 2@ HEIGHT Biicz 0 £9,

TAVIIIA VT ABERTIROT A I OEZE 7LV THEELET,
IconHeight # 7> a Y E—#EICIBELE T, 1 VTV A% FRT 5 HTML
O IMG %70 WIDTH BHICZ D £7,

FA LT M)A VT ABEIREIC, 77 AMVEBEOFT 4 L7 FUZDK
NFEENLFORR % LNWTEREZ T,

T7ANVEBIUOTA LY NIRRTV TOREXFH (1 XF=11141+) T
BELET. *2HELABAR T 7 ALVEBLIUT 1 LY PIEZADBRAREIC
BEOETFRLET,

= XFH| ") 2EKIT HHEIIBI-NameWidth EFEE L TL 2 &0,

AddDescription 7« L7 7 4 7 DIEEMN 2 WIHEIL, HTML 7 7 1 LHOD
<TITLE>% 7 23R L, #HAXELTERRLET,

TrANVE, T4 MR, BREEHHE, 77U XBLXE77 AL
DHEALDEH T LTA VT 7 ARLENEZ HHEERIIELE T,

77 A IVOHANLEFRRLER A

HeaderName 7« L' 7 7« 7 HEE SN T\ 5BE, HeaderName 7+ L
754 TTHRESNI7 7 A VOREE, BEERS NS HTML Ny 5
(KHTML>®<TITLE>% &) ASficHhsnEd, o473 vig,

Cosminexus V11 77— 3 >4 —/\ Cosminexus HTTP Server 230



AN
N
\’I
L

\I
et

Bk

HeaderName T« L 7 5 ¢« 7 CTHESN/ZT7 7 A )LD HTML TRk an<
WAEE, BEIERSNS HTML AN FEROH 121 L E 9,

SuppressLastModified REEHHRZ RS ETE A
SuppressSize T7 AN A RERRITERA
TrackModified F4 L7 NIERDEODOL AR AD HTTP L AR AAw #1Z, Last-

Modified fE& Etag fEZEELE T COF ST a VEEBET HE, 7 T4
7Y MIHEAD Y ZANTT4 LT M7 7 A VEROEE 2 ERTE
2720, 7IA4T7 Y DF vy Y aBBEEBENIERTEET. 2043
VARV =T A VT VAT LET ANV AT AN stat()E Y AR— M LTV
DGEIITETT .

(b) FEZEIR
« COTAVIT 4 TEEEIEET A58, A7 7 A VRAICELZAXFINIEETCE EE A
* IconHeight, IconWidth, NameWidth C={E%{EE T 25HH, -DEEITE LA,

s RESNI=A T 3 X, httpsd.conf, <VirtualHost>, <Directory>, .htaccess DJET, 7z,
EET4 L7 NIDPSTNUT A LY PIANERLET, A LA ST a VERKRNICY—VLT, 1
VT ABERRNEXRZRELE T,

* httpsd.conf T+- 2T TH T a VEZIEE L THEITL D 9, 727201, httpsd.conf,
<VirtualHost>, <Directory>, .htaccess DIET, 7, TMIT 1 L7 bVITHASINE T, PHES
NizF 7 a VIEERY — VB TEWNC LD £, SRIBMP NIOEESM T 7 3 > OEEN
HABEETIRITRT T LI T A TOENDPDIREN H B HE, v — VNEPETINET,

« AddAlt

» AddAltByEncoding
+ AddAltByType

» AddDescription

» AddIcon

» AddIconByEncoding
* AddIconByType

» Defaultlcon

* HeaderName

» ReadmeName

()

httpsd.conf 7 7 - JLIZ IndexOptions +FancyIndexing +IconsAreLinks %57 L 72358, TMLO
EEBINCA > T 7 ABBROT « L7 T« 7HEEMN 2 1L Fancylndexing, IconsAreLinks 13 %)
XD E9,
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httpsd.conf 7 7 « JLiZ IndexOptions +Fancylndexing +IconsAreLinks, 72> 7T« L 27 FJ D
T Aay ha—)L7 7 A ), AddDescription "TF A b7 7 A" ftxt ZIEE LB E,
FancyIndexing, IconsAreLinks (ZBZIIC7% D £9,

o +-fEED %\ Charset, IconHeight, IconWidth, NameWidth 7« L7 7« 7%2EET 5 &, ZD
BEBFNTEZOA T a VPEESN TV ANMELVEIIIEES N TS+t T ar
(Charset, IconHeight, IconWidth, NameWidth &\ C) IZEHICRD £9,

(%)

IndexOptions FancylIndexing -IconsAreLinks IconHeight IconWidth

Z D%, Fancylndexing, IconHeight, IconWidth 7«4 L7 5 1« 70BN £9,
IconsAreLinks O-fEE IR S NFE A,

s FHEBFAETRILT 4 LY MDA T 7 AEWNRICE T2 3 VIEELIBEO~— V0IRIE, SHRIE
UMKV BT OIEEZFHTH-DOLRWA T a Y 2IEET HE, BIHELLA T a VIZENICED
¥9, 7272L, IconHeight, IconWidth, NameWidth I3#IC2 D £ A,

(1)
« httpsd.conf 7 7 £ L DFEE
IndexOptions +Fancylndexing +IconsAreLinks
e TUYZATAYMU—LT 7 A ILDOIEE
IndexOptions Fancylndexing SuppressLastModified
N6 ZIEE LG, IconsAreLinks 13227V £ 9. Fancylndexing,
SuppressLastModified iZB%1C72 D £ 9
(%1 2)
« httpsd.conf 7 7 1 LDIEFE
IndexOptions SuppressColumnSorting +FancyIndexing +IconsAreLinks
s TUYZRAY I A—)LT 7 A ILDIEE
IndexOptions Fancylndexing SuppressLastModified

INSEIE LzHE, SuppressColumnSorting, IconsAreLinks I3#pIC2 D £9, £7z,
FancyIndexing, SuppressLastModified I3E%IC%2 D £7,

o IHEHMMET, BLTA L7 )DL YT IRENRICA T a VIEELHBEO~Y— V0, FHU
T a I L THE-OWMAZIEET 5 E-FEENAWITLD £,
(1)
« httpsd.conf 7 7 £ LDFEE
IndexOptions +Fancylndexing -IconsAreLinks
e PRI U—)LT 7 AILDIEE
IndexOptions +IconsAreLinks

N6 EIE LSS, IconsAreLinks (XExhi2 72 0D £ 9,

6. TALIT1T

Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 232



s FICIEEBTH-2BE LW > a v &IHET 5 &, Charset, IconHeight, IconWidth,
NameWidth 7«4 L7 7« ZUND+-TI/E LicA 7o 3 VB2 D £9,

% 1)

« httpsd.conf 7 7 £ L DIETE
IndexOptions +IconsAreLinks FancyIndexing +SuppressLastModified
Z DA, IconsAreLinks IXEExhI272 0D £9,

(%1 2)

« <VirtualHost>7wa v 7, <Directory>7 0y 7 E721d7 7t ZXa> ba—)L7 7 A LVOIEE
IndexOptions +IconsAreLinks FancyIndexing +SuppressLastModified

Z D%, IconsAreLinks, SuppressLastModified (&8%1272 D 9

(c) ECHiTE DG

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(d) LEEFT

Indexes L X)L

(50) IndexOrderDefault {Ascending | Descendingl {Name |
Date | Size | Description}

(@ ~NE
T4 VLI MNIA VT IARRTOD, 77ANVDOLEVNEOT 7 # )L b ZBELE T,

Ascending : #IE

Descending : F%/lE

Name : 7 7 {1 VZ CIERE T,

Date: 7 7 A VEF A TENE T,

Size : 77 A VYA XTHENRE T,

Description : AddDescription 7« L' 7 7 « 7 CHE L7z #BAS TR E J

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 EETFT

Indexes L X)L
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6.25 K, LCHFEZITILITa7
(1) KeepAlive {On| Off}

(@) S

KeepAlive #ft 2 BRI T 2D ED P ZIBE L 9, EREIC KeepAlive BETESNZDIE T FA4T > b
e KeepAlive IZHE L TWAIHFAEZIT TY . KeepAlive lZH—NTotx&r o447 vepaxy
TarvIERESNADT, BELIZV IV IAMDLVARYZNEL AV ET, KHE, V=70t 254
EDTTA47 > VERILZ2DT, Web b —N2FELTH—ECRABANPERT S LDV ET,
KeepAliveTimeout, MaxKeepAliveRequests 7«4 L' 7 7« 72 L THET 2H0ENHD £,

On : #F#ifliERE (KeepAlive) 2HMICLE T,

Off : #fflsfi (KeepAlive) #ERICLE T,

(b) FESE

HTTP/2 #E DA, KeepAlive T4 L7 T4 7ICOff #BELTH, ax7¥a VIR LET,
a7 a Y S, KeepAliveTimeout 7« L7 7 4 TEICHEVE T,

(c) ECRTE 3G

httpsd.conf

d) 1EEHl

KeepAlive On

(2) KeepAliveTimeout B
~((0—65535)) (5) (Efir : #)

(@ AE

KeepAlive EEE O EREF LB 2 BN TIHEELE T, CORBMUEZEBLTY, 7947 M6
DY I ITANPREVIER, a7 a2k LET, KeepAlive &3 —NTa AVREED T T4 7
YMIHBEENE T, HD Web R=I D 5RO Web R—IABBIGEITNE L 9 5 ZHEM 72 BERE DL
X, Y4477 MNcLTcaxrsyaryzrL, v—N"7u0v2Z21EIrDV VI A NOMIEIZE TS LD
IZLE 9. BEREIC 0 218E L7z5&1E, KeepAlive BEASENICZD £T,

(b) ECHRTEBIEFR
httpsd.conf
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() 1HEEH

KeepAliveTimeout 15

KeepAlive #E#tRF O ZERFFE K IE 157

EJd—K -]

il
ol

(3) LanguagePriority E8B1—K [

(@ s
HFHSEZEBEEMOEVIEICIEELET, 2TV ATV I—2a > T, Web 7975 h60) 7T
A MIEEI— FOELIEM (Accept-Language Nv %) B&EENTVRWEEIL, I THEELE

FIEMPERSINE T, I THETAHEHEI— R LIl TlE, AddLanguage 74 L7741 745
BLTL 2S00,

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(©) EE=FFT
FileInfo L X)L
(d) 1EEH

LanguagePriority ja en fr de

BB I HARGE, 358, 77 REE, A VEEDJE

(4) LimitRequestBody JZIJIARRTFrH1X
~((0—2147483647)) €0) (AL : /XA )

(@ AWE

HTTPEBEICEL ST, Web 7T 9T MEFBLTL AV VI A N2 —N\DPRETZHBEDOF TV b
R4 (F—=%) OV A RDOERZIBELE T, Web 75 747% 5 <FORM METHOD=POST
ACTION=..>IC LBV VT AN ZEBIGEELEAT I VARToPEHVWONET, LIREZ
TWIEAEIE, 0 ZFBEL TS0,

7E L

2t

VIIANT=FADITIAMRT 4 A AP LEREZBRBE, 77472 MIAT—FXAa—F
413 2L &I,
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(b) FE=FIR

HTTP/2 @BETCY VI A MRT 4« ¥ A XZ2HIET 25E1E, H2SerializeHeaders 7«4 L' 275 ¢ 7T On
IEET HLENDH D F9, H2SerializeHeaders 7 « 1/77—4 THOffOEEX, TOTALVIZT4T
DIEEIXENICZ D FT,

(c) ECHRTEBEM

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(5) LimitRequestFields v 5%
~((0—32767)) €100)

(@) AT

HTTP@EICL > T, Web 77T MREFBLTL BV VIR MY —N\DPRETHHEO HTTP ANy ¥
KOLEREZREELET, V7T A MDD HTTP ANy 1%, Web 7774 VT X hxHffd 270+
VR EDHERTEDLY T, EREZRELZVWEEIE, 0 ZHBEL TS,

CDOTA VT T 4 TIEEEE, N—F v ILAZAMIXNT S ZITAMILBEHAT 5720121, <VirtualHost>
Tuy 7 X0 LENICIEET ARESHDEI,

VIIANT—=YHNDOHTTP Ny ¥HD ERELZBZ 7258, 77472 MIAT—Y 23— K 400 %
BLUET,

(b) E=EIR

HTTP/2 #EDHE, V7T A MI&EN5:method, :scheme, :authority, :path OEEIN v ¥ %k
WAy THEHBULE T, £z, RNV FDPERDS5H5IE—D2DNv Y ELTEELE T,

(c) B TEBIGM
httpsd.conf

(6) LimitRequestFieldsize AvFH1 X
~((0—8190)) €8190) (HAI : /N1 1)

(@) AT

HTTP@EEICE>T, Web 79N REELTL AV VI AN EY—N\DPZET LEE, —DDO HTTP
ANYEFD, YA XD ERZEELET T, UIITA MY FTOYA XIE Web 7575 7T A b Z2dfk
TH5 X EORAETEDLD T,

CDOT4 VT T4 TIREMEER, N—F ¥ IILARAMINTEHY) 7T A MILHEHT 570121, <VirtualHost>
Tay 7 X0 LEICIEET ARESHDET,
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VIIAMT—=YAD—DD HTTP Ny ¥ DY A X ERMEEZBA 725G, 7I7A4T Y MIAT—F A
I—F400 2 BL %9,

(b) AEEIR

HTTP/2 BEDHE, BILAYFDPEFEET S E, NV FEORIC 7 2HALT—2Ilv—YENET
(7z72L, Cookie Ny ¥ 7 4 —)LRDFZEIE 7 2HA). v— IV SNLBHREIY—IBOT A XL
LET,

(c) ECRTEBIEM

httpsd.conf

(7) LimitRequestLine VIJIAMIIUE
~((0—2147483647)) (8190) (BAfL :/)NA )

(@ AT

HTTP @EICL > T, Web 7T VUDEFBLTLK BV VIR MY —N\DPREITLHED) IV TA LT
A4 (XY, BWabEXFIaE%2&T URL, HTITP Y=Y a3 Y) ORSOERZIEELE T,
Web 7'Z 7 #7»5<FORM METHOD=GET ACTION..>IZ &%) 7 T A b %iX25H% SICBHVWED
YXEFIELTYV IR NI VBAVONE T, &8, JIITAMTIAELT Web 77750560
NA MENZPIEL, Web 77780 VT A Mg 270F 02 EOABTEDD £9,

DT 4 LT T4 THEEEE, N—F v ILARANMINT A 7T A MISERAT A7-HI121E, <VirtualHost>
Ty 7 XD LENHEET ARESHDE T,

VIIAMTF=FAHADOIV IR IA YRV EREZBZ 125G, 77347 MIAT—%2a—F 414
ZIRLET,

(b) FE=FIR

JIIANTA VEICKERERZIBEELLES, VA MBERIZKEOXE)EEZHERIT IBIN
BH272D, COT4LTT 4 TICRKHED FICRELEZIEELLENWTLZE N,

HTTP/2 @E D15, :method, :scheme, :authority, :path gAY ¥ 7 1 — L ROEOES LB L
EC

(c) ECHRTEBIEM
httpsd.conf
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(8) Listen (P 7RLRJ) R— BES

(@) AT

VIIZANZRTIMIFBIPT7 RLABIUOR- I NEEBZEELET, Port T4 L7714 7&ERED, B
BIEETEET, Listen T+ L7 T« 72ET (&, Port 7«4 L7 T« 7B X BindAddress 7« L
754 TOEEITEBHESINET,

IP7 FLRICIZIPVO 7 RLABIEETE LT, IPv6 7 RLAZIEET 5561E, IPv6 7 RLZX%[ T
AT &SV, 72720, IP7 FLAZEBL TR MESLZIZEELBAE, [PvdaT FLRA%(E
ALY I AN A2ZIIMITET, 2D, IPv6 7 RLUREZFRT 5581, 47 Listen 7 L
774 7IWCIPV6 7 RLRAZBEL TL 2S00,

Listen T4 L2754 7OIP 7 RLAZEE L TH—N2HEEFHT HEE, N2\ -o-AEIRE, &
LTSV, A7V R ECTHEHZERT &, Y—NOEHICENTH2HEEPHD ET,

(b) ECHRTEBIEFR
httpsd.conf

(© 1EEH

Listen 80

Listen [2001::123:4567:89%ab:cdef]:8080
Listen [::]:80

(9) ListenBacklog /\voO7%#
~((1—2147483647)) {511)

(@ AT

7IA47 Y Mo OEREROEROFREITIHZIREL LT, CORBEMEIFII AT LT—)llisten()D
Ny 7O THELTRESNE T, 12721, TBEMEOHIRMESR, EEORBITIBOZAMEIZDOWNTIZ OS
&> TEL B, #MIZE OS D listen()IZOVTHOT =27 LR, % OS D TCP/IP EREDEM%
FHEALTVWARF 2 A FE2SHBLTLES 0,

(b) ECRTEBIGM
httpsd.conf
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(10) LoadFile 771l (771IlE -]

(@) AT

DSOIEL> THARLEY 2 — PSRBT Z2I—RKPHE2F T2 7 v T 7ANERRETA T 5 2IBE
LEd., 7714 NZIIE, #X/7SAF7213 ServerRoot 7«4 L7 T 1« 7T OIEEED & DX/ S ADIEE T
%9,

LoadModule 7«4 L7 T4 7TZDT7 7 A VA2 ST 5EY 12—V x2IBET 55FH, £h 57 httpsd.conf
THEASNDHIC, COT1VIT4 T2BETHLENHDET,

(b) ECIRTEBIEFR
httpsd.conf

(11) LoadModule module #&&H#FRE 175V T771IL%

(@ HWE

Web H—NICEHICHAAGEY 2 — I LEZEELET, 514757 T 74 ILEZITIE, HEX/SAE-I
ServerRoot T« L7 7 4 7 DIEEMED & DM ADPEETZTE T,

UNIX D&, prefork MPM £ 2 — )L & 721% worker MPM €2 2 — LD ES &5 —D & AA LA
EHHD i?‘ <‘: 556 DIBED 2 WIFHE prefork MPM €Y 2 — L2 HARAE T,

(b) ECHRTEBIEFR
httpsd.conf
() #HEEH

prefork MPM £ 2 — L 2 AR TIBE

LoadModule mpm prefork module Llibexec/mod mpm prefork.so

worker MPM £ 2 — )L 2 HAA TS

LoadModule mpm worker module libexec/mod mpm worker. so

(12) LogFormat "7#—<wv K" [SNIL$)
~<<"%h %] %u %t ¥'%r¥" %>s %b">>

(@ W&y

U074 —<y MIIRNLVEEZEHELET, CITEHELLINILEL % CustomLog T4 LI T4 7T
IHECTEZEd, HECTES7+—~vv M CustomLog 7« L7 T4 TEZBRBLTLIES V. B, 74—
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7w MIBA £7/213%a ZFEE L2HA, IPv6 7 FLABHITEE T, /2, 7+ —< v MI%h 7
3%V Z1EE L7z5a, IPv6 7 FLRICHIE LA A MRE/IEIPVv6 7 FLAB NI TEE T,

TRVBZEFTFEVEEE, COT1 LI T4 TEEHIEETE LA
(b) ERTEBIEFR

httpsd.conf, <VirtualHost>

() FEEH

LogFormat "%h %L %u %t ¥"%r¥” %>s %b ¥ '%{Referer}i¥’ ¥"%{User-Agent}i¥”” combined
LogFormat "%h %l %u %t ¥ %r¥” %>s %b” common

LogFormat "%{Referer}i -> %U” referer

LogFormat "%{User-agent}i” agent

(13) LoglLevel {debug| info | notice | warn | error | crit| alert |
emerg}

(@ W&

IT7—aJICHNTAIT—DLNLEZEELET, EHELLZLNLO LN )LvourZzHLET,
7272, notice LXLOU X DIEEICEZRZSHENTSINE T, £/, HTTP Server &2@#iz &, L
RVIEEDBIHETRICHEAESNA A v —DIF, COEREICHZLLHASNAEBEPHDET,

WIZZT— LNz EJEICRLUE T,

LA =173

emerg BERAvtE—

alert IR EZE SR A v =2

crit Hanty 7 REDO X v v —

error —MBHLT— Ay E—T

warn BELNLVAvE—Y

notice NP EELR Ay -

info AV T A A= arviyt—, SHEEY 12— L& CGl FuyS LAEFHOEY 2 — L b L—2*
debug FRY TLRVA Y=, HEEY2—)L b L—2AB LV info lHDEI 2 —L kL —2*

EX EVa-LbL—RIX, T5-0VTEELVIJIAMNATICHATAEOIRETETE T, 31, [4.22066) FhL—
ZOHS%] BLU [4.2.6 FVa—)LhL—2A0OHE] #SBLTL S0,

(b) ECIRTEBIHFR
httpsd.conf, <VirtualHost>
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() 1HEEH

LogLevel info

6.26 M, N, O, P, Q RTHZEZTsLITr7

(1) MaxClients Efi#

prefork MPM
~((1—1024)) €1024)

worker MPM
~ ((ThreadsPerChild - (ServerLimit X ThreadsPerChild))) €400)

(@ A
FIRICER XA 7947 VOB (TCP/IPOaXT Y avmEKRH) #HEELET,

HTTP Server Z#28)9 % &, StartServers 7+« L2757« 7 THEEL-HO S at ApSEEIENY VT A b
ZESET,

prefork MPM

Z< DY) T A MNDPRBICHEE LGS, BHOTOAT) VT AN EAETHZ LD ET, Y
J I MEEDORD St A MinSpareServers 74 L7 7 4 7 TIRE LB E DD kb L,
BAHHT O A2ERLET, COLE, TULABPBIOTA LI T4 TTHRELRICR S E
TTOvANERSINE T, Z0%, VIZVIZZAMOUEPKT LY VI X MES SOt A0 NG %
&, MaxSpareServers 74 L2774 7 TCHRELLEHETCTO L A2 KR TESEET,

worker MPM
Z DY) I A NDPRIFICERE LGS, BROALY RTYJIA NI ZEIZEDET, U
JIAMMEEDED ALy RED MinSpareThreads 74 L7 74 7 THRE LR LD DLl n 5L,
FLLWTORZA2EMLET. COEE, ALY FEDPIOTA LI T4 TTHRELLBICLLETT
OEANERSNE T, €DK, VIZITAMOUEPRTLY 7T A MFEAL Y RPEMT 5 &,
MaxSpareThreads 74 L7 7«4 7 CHRE LB TG 2E /O RE2 KR TSHET,

MaxClients 7« L' 7 7« 7 DfElx, ThreadsPerChild 7« L7 7« 7DOffH 5, ServerLimit 7« L 27
7 4 7 DfE X ThreadsPerChild 7« L 7 7« 7OEOHFE T9 ., MaxClients 7« L7 7« 7 DIgEME %
EiMEE 570012, Y=—N"7Tat 280 ELREZEET 5545121 ServerLimit 7« L7 7« 71EEE %
EELET,

(b) ECRTEBIGM

httpsd.conf
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() 1HEEH

MaxClients 150

(2) MaxKeepAliveRequests &}
~((0—2147483647)) {100)

(@) AT

KeepAlive iR IO ERZHEEL X9, EREZHRELZWVWEEIX0 2HEE L £9. KeepAlive &
Y—NTOEAPREEDT TAT Y MIHEESNEDT, BPDOIIAT Y MY —EAOKEREEZ
2701 EIRZFFITE T,

(b) E=EIR

HTTP/2 BEDHE, EfEbEEIC ERIEH D A
(c) ECHRTEBIEM

httpsd.conf

d) FEEH

MaxKeepAliveRequests 100

(3) MaxRequestsPerChild V7 I X NLEEE v
~((0—2147483647)) €0

(@ W&

P—NTat 2D 7T A MUBRIEZEELE T, ="t AIEESNLY 7 T 2 NUIE[EE72
UEIMEL, RTLET. Z—YERLET TV r—2a B lIlibAAE) ) —TIZKBBEELRRIC
i<EIBENHVET, 4B, 0 2BETHE, T—N"TO0LA0Y 7T X MIUEEHO FRIZBESNE
Tho Y=NTOLRIKTITHIELRL, VIIZAMN2ED, WELET,

(b) ECIRTEBIEFR
httpsd.conf
(© FEEH

MaxRequestsPerChild 10000
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(4) MaxSpareServers FOtA¥
~((1—1024)) €10)

(@ B

VI IANGBRETHE ST TBLLY - NTOLAOBAEEEELET, St 2ICEET 51ZH,
DT4 L T7T4 7120 TIE, [4.1 HTTP Server DAIEE T4 L7540 7 EDER] 2SBLTLES
Ly,

MinSpareServers EU N DB % 8¢ 7E L 7235&, MinSpareServers f8EE+]1 OEPRESNE T,

ZDF 4 LT 171, prefork MPM %2 {3 A5 ICHEECE £ 7.

(b) ECHRTEBIEFR
httpsd.conf

() #ExEH

MaxSpareServers 10

(5) MaxSpareThreads AL v R#
~ (((MinSpareThreads+ThreadsPerChild) —MaxClients)) {250)

(@) AT

VIIAMNGFBERETHEE ST TELLT—NAVL Y ROBRAREZIEELE T, VI A MNMEFBREDOY —
INAL Y REASCOEREELVZL o788, VI AMIBIREOY —INZA Ly REAS ZOEEELL
R AETH—NTOt 22K TIEET,

MaxSpareThreads 7« L7 7« 7 ®Offl%, MinSpareThreads 7« L 7 7« 7 Dff + ThreadsPerChild
T4 V7T 4 TOME »5, MaxClients 7« L7 7« TOEDHFTY, MinSpareThreads 7« L' 7 7 «
7 DfE + ThreadsPerChild 7« L7 7« 7DEEL D/hNs WEZTEE L 72356138, MinSpareThreads 7 «
L2771+ 7DfE + ThreadsPerChild 74 L7 7« 7OEFMRESNE T,

DT+ L7 F 4 7%, worker MPM Z{FR§ 25 &ICIEETE £,

(b) ECHRTEBIEFR
httpsd.conf
(o HEEH

MaxSpareThreads 75
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(6) MinSpareServers FOtEX¥ ©
~((1-1024)) (5)

(@) AT

VI IAMNEBRETHEEH L CVWAT— N0t A0E/NIEIEELE T, Y—NT0t 2AHN T DIEE
BLOLLEL ko776, LW O AZ4E/MLET, YO ABICEET ZIIHLOT 4 LT T 4 TIZD
WTiX, 4.1 HTTP Server DAEET 4 L7 T4 TEDER] 2B LTLZE 0,

DT 4 L7 T4 7%, prefork MPM Z2{#HT 25 &ICIEETE £ 9
(b) ECHRTEBIEM

httpsd.conf

() EEH

MinSpareServers 5

(7) MinSpareThreads XL v R¥ w
~((1 - MaxClients)) €75»

(@ W&

VIIAMESRETHEE L TWAET—NZAL Y FORNRZIEELE T, V7T X MEbHKREDOY —N
ALy FEPZOREMBE VDL ko758, FiLLF—NToLZ2ERLET,

DT+ L5471, worker MPM 2T A5 EICHEETE £ 9,
(b) ECRTEBEM

httpsd.conf

() EEH

MinSpareThreads 25

(8) MultiviewsMatch {NegotiatedOnly | Handlers}

(@ AV
AT ATV I—2a yORNREGDIETOEELZIEELE T,

NegotiatedOnly : #LRFHXFX v b, EfERX, EF2—F, MIME ¥ 7EBESIT 6Nz D7%
J2arTy ATV I—2arORMRICLET,
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Handlers : NegotiatedOnly Z#5%E L7z35E&OXRICIZ, N> RT EBEEDT 5 NIRFICOVT S

VT RRITVI—avORRICLET,
(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(c) &=l

FileInfo L X)L

(d) EEHl

MultiviewsMatch Handlers

(9) Options + |-} #7F>¥a> +|+ #F¥3> )

~ {None)
(@ ANEe

I—PNHATELHEZFIRT 2HEITIEELE T,
+ 1 AT a U CHRE LIBEDOFI A ZFFRT L E 9,

-1 ATV a UTHRE LIEREORAEREIELE T,

Arav t&ae

All MultiViews, SymLinksIfOwnerMatch ZfR< 3 RXTOF T 3 VBT,

ExecCGI CGIZAZ VT OETEFALET,

FollowSymLinks YRV I T RI-EDET, Windows JRTIIIEETEZ £ A

Indexes URLIZT« L7 MUBEES N7z & &, Directorylndex 74 L7 74 7 TIRELLT 71
LU (57 x )L M index.html) A WVEE, TALZ PIDA VT AEZFRLET,

MultiViews Content-negotiated Multiviews 24K —h L £ 9,

None TRCOA T 3 VTHETES HHELBNICLET,

SymLinksIfOwnerMatch T7ANELET 4 L7 N)OFREEN Y Y R) v 7 Y 7 OFEE LR BRI, V>

J%7-0FF, Windows lRCIZTEETZ Ao

| ==

+-Z2FHLEWTZIDT A LI T4 T2EHIEET 5 &,

iz D E T,
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(1)

Options ALL
Options ExecCGI

DI a3V I+-2EBELEWT A LT 4 T2 2/THELRES, 1—FIXCGLAZY S
FOETHEEZ DS HETEE T, TA LT MIA VT AR EDOKERBEIZFATEEE A,

(%1 2)
httpsd.conf 7 7 £ L DHEE

Options AlL

PO AIAY  a—ILT 7 A ILDOIEE

Options ExecCGI

httpsd.conf 77 A VOB LT VLAY bA—=LT7 7 AUHBRBEINEDT, 77ELATY ba—
VI 7 ANHHBT 4 L7 MUTIECGL AV 7 NOETHRELZIPFIATCEE T,

(% 3)

Options Indexes ExecCGI

COEII I TIHZ2IEELEWA T Y a V2IEE LBAR, HELHEOm S 2MATEET,
(b) SERTEBEM
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LE=FT

Options L' X)L

(10) Order #ERF
~ {deny,allow)

(@ W&

Allow T4 L2774 7 Deny 74 L7 T4 TOEREDFHIEDIEF#IEE L 9. FERFICIEETEZSD
DRI LET, ZICFHMliSNZbDIE, HEICFHiEsN bDlc EEESNE T,

BT =S

deny,allow Deny 7« L7 7«4« 7O1EE%, Allow T+ L7 T+ 7DIEE & U FI 3

allow,deny Allow T« L7 7« 7OHeE%, Deny T« L7 T« 7 DIETE & 0 55

mutual-failure Allow 7«4 L7 51 7IH8EEN, Deny T4 L7 T4 JIHESNTVWEWRZ MNZTFT7 71 R
ZEFA]
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(b) ECRTEBiHFR

<Directory>, .htaccess

(0 LEE=FT

Limit L \)b
(11) PassEnv HRIEZ#H HEBIEEH )
(@ AV

CGIAZ VT MCEITERDOBRIEEMEZIRETE LT,
(b) ECRTEBiHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
(0 LEEFT

FileInfo L)L

(d) #HEEB|

PassEnv TMP

(12) PidFile 771I)%
~ (logs/httpd.pid)

(@ A&

FIE 7SO 21D 2T 57 7 A VEEEELE T, 77 1AL, xS 2 F 721 ServerRoot T«
L7 T 4 TOIEEMED S OMM/SAPIEETCEET,

(b) FEEIR

Windows [R5 E, EicEEEiCiX, PidFile T« L7 T« JHEEEOEZEIIKMENFEH A, PidFile T«
L7 4 JTHEEMEZEE LZEAEIE, WolzA Web b —NZEIELTHS, BEELTLIZE N,

UNIX [RD%56, HREFICIE, PidFile 74 L7 7« 7THREBEOERIIRMENEH A, PidFile 71 L
JT 4 TIREMEEAEE LIGEIE, WoltA Web—N%Z kil 3~ RTEILLTR2S, L T2
S\, FIERFIC httpsdetl <> FIMEHTE A,

BEIRREZENT HHEICE, 77N RFIEDPORBEEFRAELEVEIDICEEL TS0,

6. T1LIT1T
Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 247




(c) ECIRTEBIEF
httpsd.conf
d) FEEH

PidFile logs/httpd.pid

(13) Port R— MBS

~((1—65535)) {80)

(@) AT

IPv4 7 FLAZ{FER L Web 7778905 DEREZIMFFT 2V —NOFR—- 1 EESEZEELE T,

Port ¥4 L7574 72 ELTH, IPv6 7 FLAZFEHLZ Web 7579025 0ERIZZ T EHE
Ao IPVE 7 RLAZFEHT AIEEIE, Listen T4 L7 T4 7TTHEELTL SV, FOBE, IPV4 7R
LVAEMEHTAEZIE, IPVAT RLARIZOWVWTS Listen T4 L7574 72BELTLLEE N,

(b) ECRTE BIEFR
httpsd.conf
(o EEH

Port 80

(14) Protocols Z’O0MI)IL%E (FOMILE -]
~ {http/1.1)

(@) AB

P—NTHEEREZ T FILDY AN ZEELE T, BHOT T NI UPEESNIEEICIE, KIE
ESIN7a b aVEZERLET, Y—N\PRFBCCE2Wn O N IVPEESNT-HEAIIERLE T,
<VirtualHost>TH57E L 7z35#, httpsd.conf TOREIFV—I LW TEEZLET,

h2 : TLSESZ2FH L/ HTTP/2 70 b 2L TOBEEZTAESICIEELE T,
h2c : 2o HTTP/2 70 2LV TCOBEZ T AESICIEELE T,
http/1.1 : HTTP/1.1 U NIV TOBEERZTAESRICEELE T, HTTP/1.0 utrardyeiEnd,

(b) FEFIR

http/1.1 ZEFVWh2 BXUOh2c DIEETH HTTP/2 U 2L EIRTE - 125451,
HTTP/1.1 Fu ha)LABIREINE T
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(c) ECHRTEBiHFh
httpsd.conf, <VirtualHost>

(d) FEEH
1 1)
Protocols h2 h2c

h2 BXUh2c 7o ba L FERTEET,
(%1 2)

Protocols h2
Protocols h2c

h2 Bk h2c 7u ba L ERTEET,
(15) Proxy100Continue {On | Off}

(@ AE
7 J4 7~ hr5 Except: 100-continue Ny ¥ 2 &8 VT A MR LBEOEEERELE T,

On: 27747 k5 Except: 100-continue Ny ¥Z&t) VTR b &RF 125G, Ny 7TV FY—
NICYU T IZARNZEREL, NV ITLZYRY—NDS5D VAR AR2FOEEEZ D FEI, HTTP Server
11-20-09 IFiONN—T 3 > TCOTFT7 )L METT,

Off : 774 7> +» 5 Except: 100-continue Nv ¥ %2 &) VT A M EZF 258, UN—Aaxy
n7 747 100 Continue DV ARV ZAZRL, 74TV 26DV TR MRT 1 2R OEE
LD Ed, HTTP Server 11-20-10 IBEDON—=2 2 > TOT 7 4 )L METT,

(b) FEZEIR

Ny 7 LY RY—)NZ Cosminexus @ NIO HTTP ¥ —N\Z2{EHAT 25HE, COT1 LI T4 7207
Off ITREL TLZE W,

(c) B CEBIEM

httpsd.conf

(16) ProxyErrorOverride {On | Off}

(@ A\

N ITIY RY—=NDPEDOAT—HAT— KRB 400FEZ721E 500 BFEDIHEE, LARY AN EL
ARVART 4 %2 F—N—=F4 RLET, FOHEER, VN2 aF @3N IV RF—NDP5DL A
RUATIIEL, BEPERLELVARCAZ 7547 MOELET,
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On: Ny LY RY—NDPEDAT—FZAI—RFRPA00FEE/IE500FEDHEE, VAR AANY S
EVARVART 4 A —)N—F4 KLET,

Off i VARV ANV FEVARVART 4 #d—N—F14 FLEHA,

(b) F=FIE

e UN—=2TuFTEMHT S7/-0I121E mod_proxy £ 2 —)LE XU mod_proxy_http €2 —IL D
HAIAHDPINETT ‘J/\—XTDﬁF/@#ﬂH &, 4.7 UN=ZA70F T OHRE] #2BL TS
UV,

e HTTP/2 BETIELV ARV ANV T EL AR ZART 42 F—N—F4 RLEH A,

(c) B TEBIGM
httpsd.conf, <VirtualHost>, <Location>
d) #EEH

ProxyErrorOverride On

N TITY R —=NDPEDAT =Y AT— KRB 400 FBEZ/-1E 500 FEDOEE, UN—ATaxI 4k
MUIZVARY AR TA T MOGRLUET,

(17) ProxyPass /¥ZX% {URL|Y} (F—=fE (F—=E --))

(@ AB

IUN—RAFaX T %2HERAT 256, Web 7979050V VT A MEZNEEIXRT ST FLAREEL E
EE

NZAZ:Web 77795 YN—2ATF0FIADYIITAMERAT Y2 (/) 5% %5 URL THEE
LEd,

URL : #5i¥%c & 2 5Ny 7 T2 R —)\® URL % "http, ws://IP 7 RUAF/IEAA MR (FA—- &
F) /"EEOCETIEELE T,

URLICIE, IPV6 7 RL A2 IPV6 7 RL RSB LA A N IEETEE T,
INZAGB XV URL IZIE, ?DE (RWEDLEXES), *BIOERERIZFEHATE I A,
http://7» 548% % URL 2¥8E L72B&1E, Ny 7T RH—NE HTTPEREL XY,

h2c://7» 6% % URL #BE LB, Ny 7Ty RY—NEETO HTTP/2 7u b2V CEELE
Jo
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ws://PoiaE A URL 2EELEBEEE, 7947 ey 7Ty RY—N\[E0DEE% WebSocket &
BIZry 7V —RL%Ed, 72720, 7547 bBLONY 7T RY =133 WebSocket 1 k2L
IR L TWARENHD ET,

DT LS AZIC—H LY T AR, UN—ZA7OFIPBHHI Y T T A MONRDY 6B T 25EE
ICIEELE T,

F—HEEETEHF—ZRIIRLET,

F— & AE
timeout 1—-65535 (Hifiz : #) WONY 7Ty RY—=NEDEZFH
D bRREEZIEELE T,

* Ny IITYRY—NADYTITZ b
EEFICT I ZEETEELL>
T235E DR S R

e NIV RY—NRADYTZITAh
REEBRP O VARV AZEETOR
5

e WY I IV RY—NDPEDLARY
AZEHRICT Y E2ZEFEL 2L E>
7= B OFRF S FE

FAEBEINEEOTT7 4 )L ME
1%, Timeout T« L7 5 « 7JHEMET

3_0
connectiontimeout 1—65535 (BAfI : ) Ny T Ly RY—NEDBERBORES
A IEELE T,

FAEBEINEEDOTT7 4 )L ME
13, timeout ¥ —fETT,

URL IZ ws://D 6% 5 URL 2 FE L72HEAE T timeout F—#IEETE £ 975, WebSocket @EA
OF T T —REBETREINY VT Y RS —NEOREZEROFERME L TIIHKELZE A
connectiontimeout ¥ —AEBINIFBEDOT 7 4+ MEE L TR UKBEL E 9,

ROT 4+ LI T 4 THRHEBEEET HNAZIIHEETETEE A

» Alias ® URL

« AliasMatch OIEHFHR

* Redirect ®IH/ VX

« RedirectMatch O IEHFEIHR

» ScriptAlias ® URL

« ScriptAliasMatch O IEHEH

s UL LIHEFRT 714D JkMount ® URL /$% — >~
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(b) EZFIR
YN=Z2F0F S EEAT 270101, KOEY 21— LVOMAAANBETT .,

* mod_proxy €% 2 —JL
UNIX hix
LoadModule proxy_module libexec/mod_proxy.so

Windows i
LoadModule proxy_module modules/mod_proxy.so

S5, R ELANY LY RS =D URL ODIFEICL > T, FNFNIRDEY 2 —ILOFHAIAR
WRETT,

URL 73 http://Tla & 51EEDHE

* mod_proxy_http €Y 2 —JL
UNIX hiz
LoadModule proxy_http_module libexec/mod_proxy_http.so

Windows i
LoadModule proxy_http_module modules/mod_proxy_http.so

URL A¥ h2c://Tla g 21 8EDHE

* mod_proxy_http2 €¥ 2 —J)L
UNIX hiz
LoadModule proxy_http2_module libexec/mod_proxy_http2.so

Windows i
LoadModule proxy_http2_module modules/mod_proxy_http2.so

URL 2* ws:// Tl E ATEEDHS

* mod_proxy_wstunnel €% 2 —)b
UNIX hix

LoadModule proxy_wstunnel_module libexec/mod_proxy_wstunnel.so

Windows i
LoadModule proxy_wstunnel_module modules/mod_proxy_wstunnel.so

1Zf8E 9 551, URL 2f8E 9 % ProxyPass 74 L2774 TXDERIHEEL TS0, NAZBX
C'URL 2iF, 2Pk (MW&bExFsdl) zEE TS A,
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(c) ECHRTEBiHFh
httpsd.conf, <VirtualHost>

d) EEH

ProxyPass /abc/def/ |
ProxyPass /abc/ http://backend. example. com/

/abc/def/DBIaE DV VT A b2 UN—ZA70F DY T ITAMELTRVE A,

(18) ProxyPassReverse /VYZ$% URL

(@ AB

IN=—27aF T 2FHTIEES, NIV RY—N"D50)5 A L7 bLUARYAD Location ~\ v
TR URLZZEELE T, Web 757DV YA LT MIEXBRVITIZAN2Z2YN—ASuFT %
BTV ITIARMIT A0 Location N ¥ 2 DT 4 LI T4 TOREEICEELE T,

INZAZ U A LT DY VI ANETHZLIN—ATOaFIONRE%E, / (RFva) PolES
URL THEELE T,

URL : BEXR &7 5 Location Ny FHD/)Ny 7 LY R4 —)ND URL % "http://H A v K-+ &
5] "B TEELE T,

URL iZiE, IPV6 7 RL A 721X IPv6 7 L AW IGE LA A REBIEETE £ 9, IPv6 7 R L RIZIX
SESELREREAEPHVETOT, FBEMEICERLTLZS WV, IPv6 7 FL ZDORENSEEMEE—HL
BWIBE, TALVIT A TIDBEDIGDERA, IPV6 7 RLAZIBET HHEEIE, Ny 7Ty RYy—n\n»
5DIRE D Location Ny MEICEE N5 IPv6 7 L ADEEL MR L TL f;éb!o ISA%ZB L URL
121, L& (uaEbEXXF), " BIUOERRRIIFEFHATEZE A,

(b) FE==EIR

YN—=Z2ATaF T E2FEAT 5720121E mod_proxy £ 2 —)LB KU mod_proxy_http € 2 — )LDFHEA
AADINETT, Location v 90)7TE’C@)5H57H5‘]‘7« M R— MESIL, UseCanonicalName
T4 L TT 4 THEEICES>STRELE T, NAZB XLV URL I, ?LE (BWEbEXFEY]), *B&
CERFBRIIFATEEEA. UN=RTFOF oM, [47 UN—Z2T0F T 0RE] 25 LT
&,

(c) ECIRTEBE
httpsd.conf, <VirtualHost>
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(19) ProxyPreserveHost {On | Off}

(@) AT

IN=2ATaF T2 FHTZ2EE, 7947 DPo6ZELZHost N\v¥DEZFDEENYy 7T R
= NICEET A EIDPEIEELET,

On: 7747 bPoRELIHost Ny ¥ DIEZZDEE/NY 7T NP —NITEELE T,

Off : 754 7> b 625 L7z Host Nv ¥ Dffix ProxyPass 7«4 L7 T« 7OIEEMBICHE->TEEL
T, Ny LY RY—=NIZEELET,

(b) E=EIR

UN=Z27aF T E2FHAT S7-0121E mod_proxy £ 2 —)LB KU mod_proxy_http € 2 — )LD#HEA
ABWAETY , VN—=ATTFTOFMIZ, [47 IUN—ZXT0FTOHRE] 2FBL TS0,

() ECHiTEBEM
httpsd.conf, <VirtualHost>
(d) EEH

ProxyPreserveHost On

TIA4T VI oREBELIZHOSt N Y DIERZZDEENY VLT RY—NIZEELE T,
(20) ProxyVia f{fon| off | full | block}

(@ AT

COT4 VT4 7 7TaFocVianNy YOERZHIET A5E5ICHEELE T,
on:ViaNy¥ICHRAMNOERZEMLET, T TIZHABRIIZELEH A,

off : ViaNvy FICEFRA MOBWMZEMLERTA., TTICHABERIIEZEELETH A,

full: I X FELTEARAMNDON=Y 3 2T 721E#HE ViaNy YIEMLET, T TICHAERIZ
ZEHLEFE A,

block : Via Ny FICHFR A FOBRZEIMLEFRA. UZIZTA MO ViaNy FIFHIBELET,

(b) F=FIR

UN=Z27aF T E2FEHAT 57-0121E mod_proxy € 2 —)LB KU mod_proxy_http € 2 — ILDFHEA
ABIPAETT , VN—RTOFTOFEMIE, [47 IN—Z2T70FTOFRE] 2SRLTLLEE 0,

4
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(c) ECHRTEBiHFh
httpsd.conf, <VirtualHost>

(21) QOSCookieDomain RX1>%

(@ e

MERIRMEICHERT 27y F—DPEMESND FAS VEBELE T, ZOEIF, HWSERE—FT
SN, T—-PERE— FTIRERASINEIEA,. BHOFAFEZRELTWVSEHEE, COT«4 LI T+
TEBRETAHIET AL VEBFOHBT HRR MATYZ v F—2FHTESLDIHDET, FAA Y
i, A" " BIOBEN TV TR LD EE A

7B, IPV6O 7T FL ARG LI FXA VB BIEETE XTI,

(1)
a.example.com & b.example.com DZ=DNDHK A FZFHEL TWAEIEE, TOTFALIT147
T .example.com EIEET S &, ZODRAMDEBLHIIT 7L AL THEBEELENTTONE T,

(b) F=FIR

MEFIREEEZEAT 572 0121E mod_hws_qos €Y 2 — VOMARAABRETT . TEHRIEEEIC DL
TiE, [49 TRERIREMKE] 2SHEL TS0V,

4

(0 ECRTEBEM
httpsd.conf, <VirtualHost>

(22) QOSCookieExpires f{E&
~((0—86400)) (300) (HfT : 7)

(@ AE

MERIREEEICHERT 57 v F— OBV ZHBEMTEELE T, JZOMEIE, HWSIERE— FTHEMR
SN, I—YERE—RCIERASNEEA.

(b) FEEEIR

TEHIRIEEEZFH T 57291213 mod_hws_qos Y 2 — LOMARAPRETT, HEHIRELEICOL
T3, [49 TMEFIREEE] 2SBL TS0,

(c) ECRTEBIGA

httpsd.conf, <VirtualHost>, <Location>
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(23) QOSCookieName 7v*—% [({hws | user})
~ (HWSCHK)»

(@) AT

MEFIIRBEICHER T2 7y F—RZ2HBELET., 7y F—RKIZtIavry, arv, ZENFRIHEAT
ETFEHA. RAMABLPURLETENENEZ S 7y F—2FALLEY 3 VEEZITOHEIE, Al
DTy FXF—BZEEI DRENHD LT,

hws : HTTP Server 2MEd 527 v F—2FHWT, I a VvEEZ2EmBLEF I, hxr HWS /ERE—
REMOET,

user : HTTP Server INONEE Y 2 — V72 ETIERE N7 vy F—2HWT, v a VEELZZERL
F9, INE2I—PERET—RRERUET,

(b) FEEIR
o MMEFIREEEEZHEHT 572H121E mod_hws_qos Y 2 — VDA AAPRETT , TMEHIFRIEEEIC
DNTIX, [49 REHIEKE] 22BL TS0,
* QOSCookieName T« L7 T« 7&#EFEOTa vy ZICHEE LEE, FICEESNTWS
QOSCookieName T« L7 7« 7I3#E L £ Ao
(51)
Q0SCookieName Cookiel hws
<Location /locl1>
Q0SCook ieName Cookie? user
<{/Location)>
ZOBE, "Vocl"»oithE AU VT ANTIX, 7 vF—% Cookie2 DIEENSENICZDET, "/
locl"BIS D 6thE A5 7T A MTI, 7 v F—4% Cookiel DFEENENICZDE T,
« QOSCookieName T« L7 T« 72 EHIEET AHEIL, 7y F—RBrEHESIEZVWTL SN, B
BLTWAEEIE, EBEFITIT—IZ2DET,
(51)
Q0SCookieName Cookiel hws
Q0SCookieName Cookiel user
COBE, 7uF—ZPEHELTVWAL-OREEHTI—ICHEDET,
o« HWS 7ERE— KD QOSCookieName T« L7 5« 7ZEHIEE L7-BEL, BAIHRELLANE
D ET,
(1)
Q0SCookieName Cookiel hws
Q0SCook ieName Cookie2 hws
ZD%GE, 7 v F—% Cookiel DIFEIIERICAE D, Cookie2 DIEENSEMICEZD £,
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(c) ECIRTEBIEF
httpsd.conf, <VirtualHost>, <Location>

(24) QOSCookieSecure f{on | off}

(@ e

7547 IR, SSLICKATZEAEEFICZ v F—2 R ESEALIIBRELET. ZOfEIT,
HWSESE— FCERHESN, T—YERE— RTEERASINEEA., 7 v F—DrERIL SSL DRSS
DITHRTHAZEIIEELTLEE L,

on:SSLICEKAT VAR, 7947V M v F—2RESHELEIBRELET,
off : SSLUAMNIC L BT VL AREIZYH, VIA TV M7 vF—2XEIELEIORELET,

(1)
SSLWENTHEHEANEHENTHARAPZRELTVREE, COTALIT 4 TEHRET S L,
SSL B EHRA MANDT 72 AT 7 v F—PEEFESINET,

(b) E=EIR

TMEHIREEZEHT 57291213 mod_hws_qos €Y 2 — VOMAAABKRETT, REHIREHEIC DL

TiE, [49 TRERIREMHE] 2L TS0,

(c) ECIRCEBIEM

httpsd.conf, <VirtualHost>, <Location>

(25) QOSCookieServers {&
UNIX RO 5H&
~((0—MaxClients 7« L' 7 7« 757E(H)) €10)

Windows LD 5&
~ ((0—ThreadsPerChild 7« L 7 5 « 7487E1H)) €10)

(@) AT

VI I A MEBREOY —NTO 2HPEAD UIZEEIC, 7yF—2FELTCELVIIANZT 2
I L&D, y—NTut2A¥Kz2HEELET,

Windows fRDEBEEE, Y—NAL v REEEELE T,
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(b) EF=EIR

TMEHIREEZHHT 57291213 mod_hws_qos €Y 2 — VOMARAASKRETT, REHIRMEHEIC DL
TiE, [49 TRERIEMHE] 2SR LTSV,

(c) B CE B

httpsd.conf, <VirtualHost>, <Location>

(26) QOSRedirect |B/YX #i/VX

(@ W&y

MEHIREEICE > TUEPESRSNIBEIL, 77347 MP6DY I A NERIRESNI/NAILY Y
ALV MNSHEBEZIHEELE T, /821, " balf//FA NG R—-1NEF] "2&T URL
DINAZIEELE T, £z, F/VRICHEET S URLIZIE, IPv6 7 FLAE/ZIEIPv6 7 R LRI L
JeRANBRBIEETE LT,

[HXSATY 7T A MEZT2EE, AT7—% 22— K 302 & Location N FICH/ISAZHRE LI L AR
VABBRLET, VARV AZHAYTARTAHZLEIETETEA

[HIS R, /S ZADIBEICDONWTIE, Redirect T4 L7 T4 72 LTLZE W,

(b) FEEZEIR

MERIREEEZ(ERT 272 ®121E mod_hws_qos €Y 2 — VOMHARAABRHETT . TEHRIEEEIC DL
Ti&, T4.9 TRERIEKE] 2SBL TS0,

(c) ECIRTEBIGM

httpsd.conf, <VirtualHost>, <Location>

(27) QOSRejectionServers f&

UNIX fRD5 &
~((0—MaxClients 7« L7 5« 7EE)) (1)

Windows fRDIEE
~((0—ThreadsPerChild &« L 7 7 « 7#EE)) (1)

(@) AT

VI IANGEEREBOY—NTav 2B L, RELEIRTOVIIRANEERT SLDI1Ik5E
X0, Y—NTFOL2HEEELET,

Windows flRDEBE &L, Y—NAL v REEIEELE T,
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(b) EF=EIR

TMEHIREEZHHT 57291213 mod_hws_qos €Y 2 — VOMARAASKRETT, REHIRMEHEIC DL
TiE, [49 TRERIEMHE] 2SR LTSV,

(c) B CE B

httpsd.conf, <VirtualHost>, <Location>

(28) QOSResponse ffile [MIME 91 7] 7741 )4 | message T
A M

(@) AE

MEHIEMEEIC X > TUHESESE SNBEIS, 503 AT —F AT —REEBIGRZET HaV TV %
FLET, ATV —NTatARNICFy vy 2E8N57-0, TEITHESICET—NOFHZEH
WETT,

file:¥ 8@ L7 74 )V%, EEELIMIME ¥4 7TiEXLE T, MIME ¥ 14 72 &8 L7z & =13 "text/
html"AHRESNE T, 77, 77 1INKIIE, HEX/SAF -1 ServerRoot T+« L 7T 4 TOIEEED &
OIS ANPIEETZE T,

message : FEE LT F A MEBEELE T, 7+ A MIEHEIC" 2R L TCXFEHZHEEL LT, MIME
F A A1 text/html" P ESNE T,

(b) EE=EIR

TEHIREEZHHT 57291213 mod_hws_qos £V 2 — LOHAAABKRETT . HEHIRBEEEEIC DL
TIE, 149 MERIEMKE] 2SRL TS0,

(c) ECRTEBEM

httpsd.conf, <VirtualHost>, <Location>

(d) #HEEBH|

QOSResponse file "text/html; charset=I1S0-8859-1" htdocs/busy. html
QOSResponse message ”Server busy.

(29) ReadmeName 771IL%

(@) AT

T4 LT M)A VT AFKREED Readme & LTRIFZIA Y MEERBRLEZT 7 ANVDT 7 A VE (VSR
B L) 2FELE T, HTML £33 7V —2FF XA M THARTEE T, 72721, AddType 7« L7
T4 7 %7213 TypesConfig 74 L7 T 4 TTHELZT7 7 A4 )LT, MIME ¥4 HELLEESN T
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BPRENRHDET, L=V TFAMNTIAY NERERLEEE, T4 L7 IA VT AFRO HTML
IZIZ<PRE>% ZHEMENE T,

(b) ECRTE 25

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

() LE=EO
Indexes L X)L
(d) EEH

ReadmeName README. html

T4 1L 27 MY RO READMEhtml 7 7 A VORNEEZFRLE T,

(30) Redirect [({permanent| temp | seeother | gone | AF7—9 X
d—RK}) IB/XR #i/SR

(@ W&

HSZIZHT B 7747 6DV VIR NE, FNAICHY I A N (UFA LI L) T2
ELEFT,

[H/SZI2E, ATvahblhfEs2) 27T AMURLOISAZIEELET T, 72720, |H/SAIZIX, L&
(FWEDLEXFY]) #HEETEEH A,

MOT 4 VIT 1« THEMBEERT HIHSRIHBETESEEA,

* ProxyPass ®/S 2%
s U¥ALIHERT 714 )LD JkMount ® URL /8% —

BIZE, ROLSBIHEITEEEA

Redirect temp /aaa/bbb/ http://aaa.example.com/
ProxyPass /aaa/ http://aaa.example. com/

FoS2ZE, "arallg//RANE (R EE)] "2EL URLOSAZIEELE T, Tz, Hi/tR
ICHEET S URLICIE, IPVO 7 RLAF/ZIEZIPvO 7 RL ARG LA A MEBIEETEE T,

[HSATYZIZA M2 T2EE, BEELLEAT—¥ 23— K& Location Ny FIZHISAZEHE LIS
BRRLET, BE, 300BEDAT—¥ A2— K223/ Web 75 7H1%, BEIRIC Location N\
WCHEESNLT FLAICR LTI A L7 M LET,
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Redirect 74 L2754 7T, BEDT7 7 ANMANDY TIZANZEEDT 7 A NMANIFAL LT RT3,

MEDT 4 LT NITRD, BEDOINAANDY VJIZANEKREDT 4 L7 N TRD, RIZINANY YA LT
NI BEENTEET, HEDT A L7 M) TRD, EEDIAANDY) VI ANE, BEDT 7 ANMAY Y
A L7k ULIzWEAEIX RedirectMatch 7«4 L7 57« 72ER L TL 7280,

permanent : A7 —% 21— F 301 Moved Permanently #J&& L £ 7,
temp: A7 —% 22— N 302 Found ZI5& L7,

seeother : A7 —#% 21— N 303 See Other ZJ5& L £ 9,

gone: A7 —%A2— K410 Gone ZInELE T, HiNRITTEETEZEH A,

AT—=YRADA=KR 1 EELLAT—FAI-F2IELET. BETEHENE, [[HRA AT—-F2A3—
Rl ZZBLTLLZE W, 72721, 300 FELSN2IEET 256, F/SAREETEEE A,

(b) ECHRTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(© LEE=FHFT
FileInfo L X)L
(d) EEH

Redirect temp /index.html http://RA ML :7R— h&ES/default. html

/index.html iZ/9 5V 7T X b%, AT—%ZA2— K 302 C'http://F A MG R— +ES/
defaulthtml"icU ¥ AL 27 S LE Y,

(31) RedirectMatch ({permanent | temp | seeother | gone | X
T—9ZX0—NKR}]) IERFTER F/NR

(@ HWE

ERRETER LG 2z /S AN T 27747 v P6DY I A2, H/SAICHEY 7T A b
(VFALLT7 1) IH58ICHEELXT,

FERFBHRICIK, ATy TarbibEa) 7T ANURLOIHSAZEREHRTIEELE T, 72770, |H/S
Z2121E, LR (MWEabEXXEy]) ZEETcEEtA.

ROT 4 LIT 4 THEEMEERT HERBRIIEETCEEEA

* ProxyPass ®/S 24
s U¥ALIYERT 714 )LD JkMount ® URL /8% —
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BIZIE, MOELSLIBEIITEEHA

RedirectMatch ~/aaa/bbb/(.%*) http://aaa.example.com/$1
ProxyPass /aaa/ http://aaa.example.com/

PSR, "Ta b aNB/ /KRR NG R MES] /2B URLONSRAZEBELE T, £/, /SR
ICHEET % URL ICIE, IPvO 7 RLAZE/IEZIPvO 7 RL ARG Lz A A MEBIEETEE T,

EHREBHTHEIN () 2FEALTIL—TLLTWEE5E, ZOIEBEOIL—-TORBEIIT Y F LIZE
Wz, $/SAT S ZFERHLTSBTEET, iIKE 1259 FTORFEZIEELET I, EREHTETAL
&M ZRIZTINAAND) VLA N EZEFELGEIL, BELLEAT—FRa—FR&, Fi/SAZ2ERELL
Location Ny ¥ Zn& L &9, #%E, 300 EEDAT—% 20— RK%2%177- Web 75 751X, HEINIC
Location Ny FIZHES N7 RLAICKHLTHY VAN (V¥A L7 ) LET,

BERAT—H A= ROEEIZOWVWTIE, Redirect T4 L7 T 14 72 LTLIEE N,
(b) ECRTEBEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess
() LEE=EFHT
FileInfo L X)u
(d) IEEHI
1)
RedirectMatch “/other/ http://www. example. com/

/other/ TIHE ST RTHDY VLA M., AT —4% A3— K 302 T "http://www.example.com/"{Z V)
TALLIZ MLET,

(% 2)

RedirectMatch permanent ~/old/(.*) http://www.example.com/new/$1

"old/7 7 ANENIHT B VT A NE, AT —%ZX32— K 301 T "http://
www.example.com/new/”7 7 4 LZ"ICU ¥ AL L7 FLE T,

(32) RequestHeader {{set | append | add} Av9 AvSE |
unset A\v451 (env= () RIEZEH

(@ AT
TSLTYRDERELIEAY FEEHAT A RT HBEIIEELE T,

set: N EHELET, NvIDBHIEEL, EBELL-AVAEICEZTRZ T,
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append : FFIET AN\ FICAY FEEZEMLE T, FET IV FHEEOMIE, IV vTRTLNET,
ANy TDBL VIR, NIV ERELET,

add : "N FBH->TYH, FIOITICAY T ZERELET T, BICAY Y 2ERITRET AEEICHERALE I,
unset I FBE L7\ v ¥ DB 558, FONv T2 I XTHIRLET,

env=ERIEZH | {5E L BRBEEEDRE SN TV AIEEIZ, RequestHeader 7« L7 574 7 TIRE L
NAEZETLET,

env=IRIBZH | IBE LBBA KD RE SN TV WIEHIZ, RequestHeader 714 L7 7 1 7 TIEE L
TTNBEEZFEITLET,

ANy FEICZEEP S 251, " GIRAR) THOBEFDD X9, Ny FEIILFEZT H 55 F5,
7 F =2y MERTFRZEOXFINE I EW AP OMAXFINBETEE T, 74—y MERTFZIRIC
A~LET,

74— v MERF =00

%t VIR NEZTE-7KZ%, 1970F 1 A1 HORK 0% 0#(GMT : Greenwich Mean
Time)»* 648 LR TF T 5, BAld~ A 7 afd, LHEICIT"t="PHIF5N15,

%D U7 T A MUBIZED o 7R ERRT 5. BALEY A 7 uf. EHEICIZ'D="SFF5Nn 5,

%{env_name}e BIEAH env_name DE,

(b) F=FEIR

ANV T HAY 7 A AREBEZ T 5 7-9121% mod_headers Y 2 — IVOHAAADBNBETT, Ny FH
27 A AEEEICOWVWTIE, [4.10 AN T HAY 7 A AEE] 2B L TLZS 0,

(c) ECHiTEBIHEFh

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(d) LEEEFT

FileInfo L X)L

(e) 1ExEH!

RequestHeader set Host www.example.com

(33) RequestReadTimeout <« /=0 (9 /=0H)
~ (header=20 body=20)
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(@) AE

VI I NRERABPOV VI A MY TZERTET, BLXFPVIIZAMNKRT OZEHGBPOTTE
TOYA LT NEBZMBEATIEELE T, ¥4 477 MEERBICIX, 025 2147483647 £ TOIEZIE
ELET. T—YDREEPTEVI VI ANMIXLT, =DV YV —RA2EREHEEINL 2RI
BIZEMTT . 8, HEDEWVWIY A LIZONTIEYALT I MI20MZRELT, Y4 L7 7 M
RIS O ZIBELIZY A L IZONWTIRIYA LTI R ZERELET A

VI IAMNY TZERIIYALTY SEBEHILIZER, AT —% 22— K408 ZiRL
VIIANRT A ZERICTALT Y M2FEHLEES, AT —%A32— K400 2R L
¥ A FIZIZRIZTR Y header & body BHEETEZ L7,

header : V7 T X N REMBHP O U T I A MY FZEZRT L TORBRE ZERT 25HITTHEL LT,

body: V7 I X MRT 4 DXEMIED»SXERT ETORBRE 2ERT L2HEICEELEL I,

(b) FEE=EIR
« ZOT4VIT 1 7TEREHT S92, mod_regtimeout €Y 2 — )VOMAAADBNRETT

UNIX D5 &
LoadModule regtimeout_module libexec/mod_reqgtimeout.so

Windows fRDH &
LoadModule regtimeout_module modules/mod_reqgtimeout.so

Tz, EV2- VL —AOENOMIEZRBICHRES 2 L 2R LI I,
HWSSuppressModuleTrace mod_reqgtimeout.c

e HTTP/2 BIEDHZE, TOT 4 LI T4 7 CRBEEIZEHRTEEE A
(c) ECRTEBEZM
httpsd.conf, <VirtualHost>
(d) E=EHI
1)
RequestReadTimeout header=10 body=30

U IR NZERBP SV T IZA MY TZETTETCOYALT Y MRREZ 10, V7T AMKR
T4 DZERIBP ST ETOYALT 7 MRRZ 30 MICHREL XTI,
(% 2)

RequestReadTimeout body=0
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I IAMZEREPSY VI A MY TZETTETCOYALT Y MREZ 20MICHRELET. U
JIAMRTA DRERBPOTZETETOIA LTI PERELEE A

(34) Require {user 1—%% (a—H% -] | group TI—7&
(ZIN—7% -] | valid-user | file-owner | file-group}

(@ s
AuthName 7« L7 7« 7, AuthType T« L2775 « 7, AuthUserFile 7«1 L7574 7 (£7:1&
AuthGroupFile 7« L7 5« 7) &—#BICHEEL, T/ AHIREZERLX T,

user : AuthUserFile T4 L2754 7 TIEL/SAT— R I7 7 A VIZBHESNATWAILI—HDH5, 1—
FELTCHEELI,LI—YFFT77EATEET,

group : AuthGroupFile 7«4 L7 7« 7THRE LIV —TT7 7 A VICBERIN TV S 7L —TZ THEE
L7cZN—TIBT 51 —HF 7RI P77 XA TEET,

valid-user : AuthUserFile T4 L 275 4 7 THEELIZSAT— R 7 7 A IUIZBHEINTVATRTDOIL—
P77 ATEET,

file-owner : AuthUserFile T4 L2 57«4 7 THEL/Z/SAT =R 7 7 A LIZEBFKINTWAI—FDH
5, TIVERANRTI 7 ANDY AT LORBEL—HYE—HLTWAL—YLEINTIEATEET
(Windows lR CIZIEETE T HA).

file-group : AuthGroupFile 74 L7 7« 7 THE L7V —TT7 7 A VICBEHEEIN TV ST IL—TEZT
BELIZIIL—TIIBT AL —FDHE, JIL—TENTITEANRI 7 ANDY AT LOFRE T IV—F
W—HLTWARL—F7ZA 77t AT&ET (Windows lRCIZIEETE EHA).

(b) ECHRTEBIGFR

<Directory>, .htaccess

(0 LEEEFFT

AuthConfig L' X)L
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6.2.7 STHWEDT1LI77147

(1) Satisfy {fany | all

(@) AT

aAVTUINDT 7R AN, L—HFRFE (AuthUserFile, Require 7«4 L7 7« 772 E%IE) &R A b
ZEFIP 7 RLUA (Allow from, Deny from 7« L7 T« 772 E218E) OEAICE > THIRSNT
WAHEICZDBREREL LT,

any : ZoOELE5POEMEEmIZLTVWNIEL, IV T UYANDT VL REHFAILET,
all: zo 5 50&MG LS RTNE, TV TFUIANDT I AR IELET,

(b) ECINTEBIHFR

<Directory>, .htaccess

(2) Script AVYyR CGIRIZUTFNE

(@ A&

BESNIZAYY RICKBV I IA MBS IFBHICCCI AT ) NG TRI AT ) SN A2ETLET,

BETESDAY Y R IGET, POST, PUT, DELETE
AV NIRRT, IMNFZ2RRILET,
72721, GET AV v ROFH, A7V T MIFWEDLEFIEDH S L &2 (FIzIX, /foo.html?
bar) MFIEN L,

(b) ERTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>
(o 1EEH

Script POST /cgi-bin/search

(3) ScriptAlias URL FrL 27 hNU%

(@) AT

Web 7Z 74756 URL THRES N7z CGl 7u VI LETOY 7T A M LT, EfT79%5 CGl Fus
TLDHBHT 4 LT P)BEIEELET,

WRDOT 4+ LT« THHEMBEEHET S URLIFTEETEZ T A,
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* ProxyPass ®/S 2%
s VXA LIHEFRT 741D JkMount ® URL /$% — >~

BIZIE, ROEDIEEIITEE A

ScriptAlias /aaa/bbb/ C:/alias/
ProxyPass /aaa/ http://aaa.example. com/

T4 L7 bURIE, N ATIEELTLLZS W,

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>
(o FEEH

ScriptAlias /cgi-bin/ "<Application Server®4 Y XA h—JLF 14 L % K ')>/httpsd/cgi-bin/”

(4) ScriptAliasMatch 1FMFEIR FH/VX

(@) AT

Web 77 H»6FE SNz CGl 7'u/'J LETENRD URL BWIERFHR TEA L - E4%2H- 9154,
BELHFSAD CGl 7u /oL %2E T LEd, ERFRTHEM () 2FHLTIL—SLLTW515
&, TOIHEEDOIN—TORBEIIY Y F LI XFH %, VAT 2#HRALTSRBTEEd, 11Cid1
P IETOHFEIRELET,

XA, MESATIEELTLZE Vv, £/, FINADONFELT, $FEF'KE2EDL5HE, €0
NFORNI¥ 2L TLZE W0, 4B, $ 2HEET2ICIE, '$SORNT¥ 2T 2521350 A

ROT 4 LIT 4« THEEMEERT HERRRIIEETEEEA

* ProxyPass ®/8 24
s VAL IYERT 7 A )LOD JkMount ® URL /% —

Bz, ROEDIEEIEITEE YA

ScriptAliasMatch ~/aaa/bbb/(.%) C:/alias/$1
ProxyPass /aaa/ http://aaa.example.com/

(b) ECRTEBEFR
httpsd.conf, <VirtualHost>
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(c) 1EEH
ScriptAliasMatch ~/cgi-bin/(.%) "<Application Serverd4{ YA h—JLFT 4 L 2 M 1>/httpsd/cgi-b
in/$1”

(5) ScriptinterpreterSource {registry | script} w
(@) AE
CGl 227V 7 N OEFIMERENBA V5 T 52 EHELET.

registry : LY X MRS, IWETFICEEDSHSNTWA IO T ILNA ¥ T ¥ ELTHERAS
nNxE9,

script : A7) S RO#UTTIRES NI A ¥ SV Y PERSNET.
(b) ECIRTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(c) &=

FileInfo L X)L

(6) Scriptlog 77 1IL%&

(@ e

CGI ATV OIS —a Tl H kD7 7 ANEEELE T, 774 INRIIE, #otSAF 7213 ServerRoot
T4 LT T 4 TOEEED S OEM/SAPIEETEE T,

UNIX O, EBETAHT7 74N, User T4 L7574 T TIELIZLI—TOEBRTEZAANTES L
DT> TWVWALRENPHDET,

(b) ECHRTEBIEFR
httpsd.conf

(7) ScriptLogBuffer /\v 7 7%
~((0—2147483647)) €1024) (BAL:/)NA )

(@) AT

PUT, POST XV v NIZXA U I A MDKRT 1 HO U 72T 255 DOFRKEZ /NN FEATHEEL
%9, Scriptlog T4 L7 T4 7 CLI—ulHANEDT 7 A VIEE LIZBEIET, JOWEIXEMIC
BDET,
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ZDT4 VI T4 T TOREMBES OB, )7 T A MUBEHRICHERSNE T 2O, RSVWEZE
ETRHE, ATVBREMELR>T, Web T—NDPRTI2HEDPHVET. 77 4 ) MEE 72 I3BTER
NROEEIEET 2 L 2R LET,

(b) ECHRTEBIEFR
httpsd.conf

(8) ScriptLoglength 771 IH1X
~((0—2147483647)) €10385760) (HAfI: /XA 1)

(@ B

CGILAZV T DITT—al 7 74 VOERKY A X%)NA NEATIEELE T, Scriptlog 74 L7 T«
TTCIT—ul D7 7 A VEEE LIBELETEENENICLD LT,

(b) ECIRTEBIEFR
httpsd.conf

(9) SendBufferSize *E/Nv77H1X
~((512—2147483647)) €0y (Bfiz : /34 K)

(@) AB

Web % —=/X0D TCPEFE/NY 7 784 X%&NA MITHRELE T, 0 ZIELEHE, OSOT 7 x ) b
EPERASNE I,

EEDA Y bT—IBIRTIE, OSOT 74V MEXD B RELEZRET HIET, VARV ABED
HREN T LT A FJENDH D T,

(b) ECRTE BIEFR
httpsd.conf
(o 1EEH

SendBufferSize 131072

(10) ServerAdmin E-Mail 7 RL- X

(@) AT

Y—NEEED E-Mail 7 RV A%$EE L £ 9, ServerSignature 7« L' 7« 7 T E-Mail #15E 9 515
B, BIEEL TS0,
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(b) ECRTEBiHFR
httpsd.conf, <VirtualHost>

() #EEH

ServerAdmin www-admin@server. example. com

(11) ServerAlias KA ME ([HKAMEZ -]

(@ AB

P—=NZIZEDILN=F v LAANTHEAT AHKZAME (ServerName) ORIZZIEELE T, [Pv6 7 R
LIRS L7 AR A NBHIBETEE T,

(b) ERTEBIGA
<VirtualHost>

(12) ServerLimit 7’OtEX¥ W
~((1-1000))) €16)

(@) AT

MaxClients 7« L' 7 7« 7 & ThreadsPerChild 7« L' 7 7« 7IZ & - TERATRERZ Y — N\ T 0t 2 ¥%
koOFTH, FOH—NTOt 2AHEHIBT 27201 EREZEELET. COT1 LI T4 TOEEME
IRV, = N\BEIEREFRETHAHERTVEBEHERLET. 2070, EBRICEET 29 —1"710
T AL LDOEERIBE LGS, FRLZVWRSZHEATYEBEERT 222D ET, /2, Web
Y= N\DPEETELNCERPARREILRDZENDH S0, ZTOT 1 LT« 7I21d MaxClients 7« L
77 4 7 DfEi% ThreadsPerChild 74 L7 7« 7OETE | > /-ELFICEEIEET A 2R L E T,

COFALIT 4 TEBREH CIEEEEEECE T A, HEMEEEET A1, Web H—N2E1ES
reb L ICEB ST RS,

DT 1 LY T 1 7E, worker MPM %2 HHT 2 5&ICIEETE LT,
(b) ECRTEBEFR

httpsd.conf

(© 1EEH

ServerLimit 64
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(13) ServerName H—N\g (KR— I ES)

(@ AT

HTTP Server O —NEZBLUOR—- " EESZEELET. R— " ESZEBLEAE, Port 7«1 LY
T4 THEEMEIPHRESINE T,

P —N4%1%, FQDN (Z2BHiRX A v8) F/EIP 7T RLATEELE T, £/, H—1"KIZiE, IPv6
T RUAE/IEIPvE 7 RLARICKE L7 FQDN 48 TC& 9, [Pv6 7 RLAZIEEL, »DOKR—h
HBEZIBETAHESIE, [PV6 7T RL A% [THATLZEE N,

UseCanonicalName 7« L' 7 7« 7IEEMEICREV, A A=V vy TOFRAEZIEKEE/ (RTFv ¥ a)
THCZWT A L7 NIIBEDY VTR ML, Web Y —NTIUF¥A LT NPHERESNTIBEDOY YA L
7 NEE LT Location N FICRESNT TA TV MOREENS 2O, 74T MNPST 7R AT
ZHY—NEZEEBELZUNEIEDEEA, TOTA LI T 14 TOEEIINEATT .

(b) ECRTEBIEFR
httpsd.conf, <VirtualHost>
() #HExEH

ServerName www, example. com

ServerName 2001::123:4567:89ab:cdef
ServerName [2001::123:4567:89ab:cdef]
ServerName [2001::123:4567:89ab:cdef]:8080

(14) ServerPath /YX#$

(@ e

= NZIZEDIDLN—=F v LARZA T, Host N ¥DORDODITISAZZFA L THERA MIERT 5E
ICEEELE T,

(b) ECIRTEDIHFR

<VirtualHost>

(15) ServerRoot FaLZKUZ
~ {/opt/hitachi/httpsd) (UNIX ki)

~ {<Application Server ® > A b —)L 7« L7 ;) >¥httpsd) (Windows hR)
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(@) AE

HTTP Server D)L—r T4 L7 MY ZHEINZATIEELE T, Z JITEE LM NRIZIEIDOT 2 LY
TATH6, HMNZIEEROESIZZDET,

(b) ECHRTEBIEFR
httpsd.conf

() EEH

ServerRoot "C:/Program Files/Hitachi/Cosminexus/httpsd”

(16) ServerSignature {On| Off | Email}
(@ B
Web = N\DERTALT— Ry —VREDAVTUIDT v FILERTHNEIPEEELE T,

On : ServerTokens T« L' 7 5« 714> 72X F5] ([Cosminexus HTTP Server] NN — 3 V&=
E) B UseCanonicalName T4 L7 T 4 THEEICE - To—NEZER—- P EEZRRLET,

Cosminexus HTTP Server 09-00 at www.example.com Port 80

Off : A>T VDT Vv HICEBLZEZRRNLER A

Email : On 2$8E L7z EDOERICHIZ ServerAdmin T« L7 7 « 7 DI8FE(E % mailto ¥ 7 TEN L
9,

B, On ZHE LGS, ServerName T4 L7 T 4 JICHEE L [Pv6 7 KL AF 721X IPv6 7 KL A
XS L7 R A N Z2RRTEE T,

(b) ECIRTEDIHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 1EEH

ServerSignature On
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(17) ServerTokens {Minimal| OS | Full | ProductOnly}
(@ AE

HTTP L AR AANY D Server N\ ¥ DT +—<v h2HELET, FNFNDOHKFEIZLS Server
ANY T DOEZRISRLUET, OSEHICIE, Unix, WiIin32 £7-13 Win64 & ESNF 9, Server N\ v
TOEPEDIDICHHAENEZPIZTZITAT Y POARKRICEDET,

Minimal : Cosminexus HTTP Server /\—<3 > &/S
OS : Cosminexus HTTP Server /N\—<3 > &S (0S 1&5l)
Full : Cosminexus HTTP Server /N\—23 > &S (0S #&Rll) {410 PP TERESIN=IBR

ProductOnly : Cosminexus HTTP Server

(b) ECHRTEBIEFR
httpsd.conf
(o FEEH

ServerTokens Full

(18) SetEnv BBIBEZEH (B

(@ AB

CGI A7V 7 MTEBRDORIEE iﬁl%ﬁ@“ BIIRET HBREAHDOEZEELET. COTALIT 17
ZEBIEET 255, RCRBEEARICELRAEIIEE TS A

(b) ECHRTEBIHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

() LEEFHT
FileInfo L \)L
(d) 1E=EH

SetEnv MY ENV myenv
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(19) Setbnvif DT7IXANME IERFER REXH HE REZEH =
E -]

(@ W&y

TJIAT Y IPOD) VI AN RIIBBEENZERELET. VI 7 M50 7T X MEPIERE
RORULEEZMI-IHR, BEELIREERZRELET. REITAHEDOT 7+ I/)VMEK 1 TT, R
BEAROENI NN E XL, TORBERORERRLET, ERRBFRTHEN () 2HEHLTIIL—
TIELTWAEE, ZOIFBBOZILV—TOERRICT Yy F LI-XFH %, BT 2ERLTSETCEET,
72, $0 2T A ETERBRICY Y F LI FYEEREZIBET A ENAHETT, 11230259
FTCOHFEIBELET,

VIIZAMEELTIE, HTTP U ZZ A MAY T DPIROFRIRIEHEZIEETEE T, LICTEESIN-RIE
BEHAEVIVIANMEE LTIEET A ETCRIBEROMENTEE T, 72720, ZOBEOREBEEHII,
HTTP V7 Z A FAYFIZHROFITRIIBEMEICH - LTV WAEDRH D £,

JJIRME =173

Remote_Addr IJIA4T7 Y MDIPT RLA

Remote_Host 7547 RDERA NG (VI T AMIBRESNTWRIEEIT)
Request_Protocol VI IZXboFa b3l (HTTP/1.1 7 &)

Request_Method JZIA MDAV Y K& (GET, POST, HEAD % &)
Request_URI V27T X hD URI

Server_Addr VIIAMZZEFELIEY—NDIP T FLR

DT 4 VIT 4 TERIEET HHE, ALY I MEIERIEECEE A,

%¥B, V7T X MEIZ Remote_Host Z18E L7z356&, [IEHRFHRIZIZIPVO 7 RL RAIIHIG LA A M4

LIEETEE T, £/, IPv6 2 L7-EFKICxT L TlE, Remote Addr & Server Addr o) 7 T A k

BEIfFERTEEHA. Remote_Addr & Server Addr ZfEH L7-\WiE&1EZ, HWSSetEnvIfIPv6 7« L 7
TATTRELTLLES 0,

(b) ECHRTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(c) &=l

FileInfo L X)L
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(d) EEBH|

(%1 1)
SetEnvIf User-Agent "Mozilla.*” SETENVIF USER AGENT=Mozilla

(% 2)

SetEnvIf Request URI "¥. (gif|jpg)$” request is image

(%1 3)
[Pv4 ZER LBROS 5, FEDY T4 7 ¥ MIN LU TREEHZRES 2H81E, ROX DI
ELET,

Listen 123.123.123.123:80
Listen [2001::123:4567:89ab:cdef]:80
VirtualHost 123.123.123.123:80>
SetEnvIf Remote Addr ~234%¥,234¥, 234¥.234$ IPV4 CLIENT
<{/VirtualHost)>

(%1 4)
Origin ~v ¥ OfEA http://F 7213 https://» 685F 0, testl.com F£7z13 test2.com =& LHE, R
RAE ORIGIN ICIERFRRICY v F LI X FHE2HRE LEd . Origin v ¥ DfED http://
xxx.xxx.testl.com OFE, FTIFEAE ORIGIN IZ http://xxx.xxx.testl.com PR ESNE T,

SetEnvIf Origin ""https?://(.*. test1.com|.*. test2.com)” ORIGIN=$0

(20) SetEnvifNoCase VDJZJ7IAME 1EHRFRIR REZH (=B ORE
T =B )

(@) AT

T34 T IPODY VIR NRRICRIEERETERE LE T, 77947 260 7T X MENIEFRE
BHTELULLFEZTZTHES, BELILEBEENAZRELE T, REITAEOT 7+ MEIZ 1 TT, B
BEBORNIIDSF W EEIE, FORBEROZREZMEHRLET,

Y7 ITAMEICIEETZAEICOVWTIE, SetEnvif T4 L7 T4 72 LTL &,

72720, ZOT4VIT 47T, ERFROARXZE, NFEOXFIZ LEVA. £/, TOTA LT T4
TR EHIEET 284, BICY V7T A MEIZEEIEETEZ A,

8B, V7 I MEIZ Remote_Host Z#8%E L7zHa, EMRFRHRICIZIPV6 7 R L RIS LA M4

LIEETEE T, 72, IPv6 Z2HA L-HERKICN LTI, Remote Addr & Server_Addr ®YJ 7T X bk

EIXERTEEH A, Remote_Addr & Server_ Addr Z{EH L 7zWiEE&1E, HWSSetEnvIfIPv6 57+ L 7
T4 T THRELTLES D,
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(b) ECRTEBiHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LE=FT

FileInfo L \)L

(21) SetHandler /\>R5%

(@ W&

f5E L7z <Directory> %7217 72 X3 b — L7 7 A LVO#HFETRTOY VT A NNV RTZTIE
FLINY RIICHEDITAEE, IBELET. N RIKELTnone 2BET 5&, TNETD
SetHandler 7«4 L7 5« 7 OZJEN N2 D £9,

(b) ECIRTEDIEFR

<Directory>, .htaccess

(0 EETFT

FileInfo L X)L

(22) SSLBanCipher HEST#ERI ([EESERl -

(@ '

HELEERERNTO7 7 AEERL, 77472 MIAT—4 ZA3— K 403 Forbidden #/i0&E L £ 7,
HETX 28551, SSLCipherSuite 74 L7 74 72 L T 2S00,

TLSv1.2 MlHi& TLSv1.3 7u h a2 VoS ER 2 FICIEE T £ 9,

(b) ECRTE2Eh

<Directory>, .htaccess

(c) &=l

AuthConfig L' X)L

(23) SSLCACertificateFile 7714

(@ B

SSL#REZFER LY Z4 7> FRET 2456, CA (FBiLE) OitHE (PEMERX) 07 71 VEZZIEE
LEd. BROITHE T 7 A LEABERSET, =207 7 A ICEROITHEENRIETCEE T,
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T 7 ANEE, HESZATIHREL TLES W,

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>
() EEH

SSLCACertificateFile "<Application Server®A4 YA h—JLFT 14 L % ;') >/httpsd/conf/ssl/cacert/
anycert. pem”

(24) SSLCACertificatePath oL 27 KN W

(@ W&

SSLH#EEAFR LY 74 7> MRIEYT 256A, CA OFEHE (PEMER) ~ONy T2 V7 ZEHRL 7
TALZMIZIEELE T, Ny ol Yy IOERBICERGEICOWTIE [528 Nyva) 7o
fERX (UNIX i) (openssl.sh x509 <> R)| 2B LT 2S00,

T4 L7 MUZIE, EMNSATEELTLEZS 0,
(b) ECINTE BB
httpsd.conf, <VirtualHost>

() #HEEH

SSLCACertificatePath /opt/hitachi/httpsd/conf/ssl/cacerts

(25) SSLCARevocationCheck {none | leaf}

(@ W&y

FFRAEEZIY AN (CRL) F v 72350 EHD %2 EELEFT. CRLOF v 72T 55413,
SSLCARevocationFile 7« L7 5« 7#IEET AESH D T,

none : CRLOFzv 72 LFEHA.
leaf: 754 7> biEBAEICODWT, CRLOFz v 72 L %7,

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>
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(26) SSLCARevocationFile 771)I%

(@) AT

PHA%ﬁ@CRL%@%@Zﬁ%bt774»%@ﬁﬁ%?ﬁﬁbiﬁoCﬂd??%?yFﬁﬁﬁK
CRL #EHAL-WEAICIEELEd, 727°L, SSLCARevocationCheck IZ none #38%E L7-54& 1 EH
SINFEHA

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>
() 1EEH

SSLCARevocationFile "<Application Server®A4 YA h—JILFT 4 L2 MY >/httpsd/conf/ssl/crl/crl.
pemn

PEMER®D CRL 7 7 A VEZFEE L £,

(27) SSLCertificateFile 771IL%&

(@) AT

Web "T——/\O) Eﬂﬂi%%ﬂ’ﬂ L7777 ’f }1/5% %*Eﬁl/i—g_o H— /\nu uﬁg_é 7212 Web "j‘““/\\ODEEBH%%
JeBHE LT, HfE CA (BBiE/R), V— b CA DJEIC CA@&%%%@%?%u&ﬁ?%iToﬁ%%@
PEM EX T,

RSA B 5 OFEHAE S EM MRS OB ZEE T 554, MO7 7 A MICF T T—DF DIBETEX T,
77 AN, HEEHSATIEEL TSV,

(b) ECIRTEBiHFR

httpsd.conf, <VirtualHost>

() HEEH

ff RSA

SSLCertificateFile "<Application Server@A YA h—JLFT 4 L & M) >/httpsd/conf/ssl/server/ht
tpsd-rsa. pem”

it ECC

SSLCertificateFile "<Application Server®4 YA h—JLFT 14 Lo b 1)>/httpsd/conf/ssl/server/ht
tpsd-ecc. pem”
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(28) SSLCertificateKeyFile 771 %

(@) AT

Web & —NNOMERDT 7 A LZZEEL LT WERDT 7 1 LIL PEM ERXTYT . RSA 5 DIME
#EAEMHRRE S OMBEREZIEE T 250, HOT7 7 A VKT T2 EETE X,

77 A NAIE, MRS THEEL TS0,
(b) ECHRTEBIEFR

httpsd.conf, <VirtualHost>

(c FEEH

#f RSA

SSLCertificateKeyFile "<Application Server®A4 Y XA h—JLFT 4 L % K ')>/httpsd/conf/ssl/server
/httpsdkey-rsa. pem”

ff ECC

SSLCertificateKeyFile "<Application Server®4 XA h—JLFT 14 L% KN 1)>/httpsd/conf/ssl/server
/httpsdkey-ecc. pem”

(29) SSLCipherSuite (TLSv1.3) &SRl CESER-)

(@) AE

SSL #RECIHFHRIREE T ARG SR 2 EE LT T, T4 LT« TIHEELBEEIETSA TV v
FHTZAESEEDOBT—RT 20N HNIL, SSLEENHEISINHTTPY VAN 2ZELE
T —HTHHONTVIEEIE, SSLBERELENTWTCHTTPY 7T AN 2ZELEE A

TLSv1.3 7’a b 2 VOSSR 2I5E T 5158, BESEAOFINIC TLSv1.3 #f8E L TL 2 & W, TLSv1.3
ZIELZWVWESIZ, TLSVI2 MEio T balliconwToRESEHOEEE D 9,

TLSv1.2 DEio 70 b AV TIEETE A5 ZIRISNLE T,

F6-7 TLSV1.2 MEIOZ’O NI TEETE 5 ESER

ES1ER! b 5% 1 AT R BSRYT Avte-—Y
AN Bs X (bit) SREE7 LT
A XL
AES128-SHA RSA RSA AES 128 SHA
AES128-SHA256 RSA RSA AES 128 SHA256
AES256-SHA RSA RSA AES 256 SHA
AES256-SHA256 RSA RSA AES 256 SHA256
AES128-GCM-SHA256 RSA RSA AES 128 AEAD*
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E=TEh

AES256-GCM-SHA384
ECDHE-RSA-AES128-SHA
ECDHE-RSA-AES256-SHA
ECDHE-RSA-AES128-SHA256
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES128-SHA
ECDHE-ECDSA-AES256-SHA
ECDHE-ECDSA-AES128-SHA256
ECDHE-ECDSA-AES256-SHA384
ECDHE-ECDSA-AES128-GCM-SHA256

ECDHE-ECDSA-AES256-GCM-SHA384

3%

AEAD: Authenticated Encryption with Associated Data(RREEfT = B55)

TLSv1.3 u b a LV CTIEETE AEEEHZIRISNLE T,

#F6-8 TLSv1.3 7OMNJTIEETE SESER

AR

ES1ER! b 5%
TLS_AES_128_GCM_SHA256 any
TLS_AES_256_GCM_SHA384 any
TLS_CHACHA20_POLY1305_SHAZ2 | any
56
TLS_AES_128_CCM_SHA256 any
TLS_AES_128_CCM_8_SHA256 any

AEAD: Authenticated Encryption with Associated Data(GRiE( X HE5)

6. TALITAT

SoElE
AH
any
any

any

any

any

BsSgT1r Xvt—o
X (bit) REET7 T

B FELST Pagu: 3
A Bs
A
RSA RSA AES 256
ECDH RSA AES 128
ECDH RSA AES 256
ECDH RSA AES 128
ECDH RSA AES 256
ECDH RSA AES 128
ECDH RSA AES 256
ECDH ECDSA AES 128
ECDH ECDSA AES 256
ECDH ECDSA AES 128
ECDH ECDSA AES 256
ECDH ECDSA AES 128
ECDH ECDSA AES 256
XAFES ST S
B X
(bit)
AES 128
AES 256
CHACHA20/POLY1305 | 256
AES 128
AES 128

)X L
AEAD*
SHA
SHA
SHA256
SHA384
AEAD*
AEAD*
SHA
SHA
SHA256

SHA384
AEAD*

AEAD*

Xy t—IRE T
WU LA
AEAD*

AEAD*

AEAD*

AEAD*

AEAD*
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(b) FE=FIR

SSLCipherSuite 7« L7 7« 7ICHEETZ S ESEHIDNzEATWASHE, TLS 70 b2 LDN—T 3
Y BEXUHTTP Server D)X= 3 I k> TREROEBENRELZ D 7,

e TLSv1.3 7u b))l (HTTP Server 11-20-09 LIFi) OB&IFEEI TS —I1242 0D £ 9,
e TLSv1.3 71 r2)L (HTTP Server 11-20-10 LIf%) OBEIFEE TS —I122 D FH A,
e« TLSVI2 UHio7a b I NOBEITEE TS —I1C2 D A,

HTTP/2 70 h 2)UBERET TLSv1.2 70 b V%2 ERT 554613, ROBSENCIPERATEET,

* ECDHE-RSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES256-GCM-SHA384
+ ECDHE-ECDSA-AES128-GCM-SHA256
« ECDHE-ECDSA-AES256-GCM-SHA384

(c) ECHiTEBiHFh
httpsd.conf, <VirtualHost>
d) #FEEH

(%1 1)
SSLCipherSuite AES128-SHA256:AES256-SHA256

TLSv1.2 i 7a s )V CERAT E5E 2 EE L7,
(651 2)

SSLCipherSuite TLSv1.3 TLS AES 128 GCM_SHA256:TLS AES 256 GCM_SHA384:TLS CHACHA20 POLY130
5 SHA256

TLSv1.3 7u b 2 LT 2R ESEAZIEE L E 3.
(30) SSLEngine {On | Off}
(@ AE

SSLZ BT AN EINPEIBELE T, T 74U NI SSL BT,

<VirtualHost>71 v 7N SSL Z2E%c LizWiEE, B%hic Lizw<VirtualHost>710 v 7N T
SSLEngine On Z#8E L T 72& 1,

On:SSL 28I LET,

Off : SSL Z#EIC L £ 9

6. TALITAT

Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 281



(b) ECRTEBiHFR
httpsd.conf, <VirtualHost>

(31) SSLOptions (+ |- #7F¥3a> (+|) #F>¥3a> )
(@ ABE

SSL MR AT 5 HBADA TS 2 v R ELE T,

+ i AT 3 THRELBREEEDNICLET,

AT 3 VTR L B R I LS

*7 tERE

ar

StdEnv | CGIRIFAHUC SSL BEDFEEDRIFAMZRE L 9. RIFAMOREIIERICHEEZSZ 5720, CGI T SSL

Vars BEOBIBEMPNELEEDH, COF T aryE2EMILTLZE N,

Export | CGIBEZ#c SSL_SERVER_CERT, SSL_CLIENT_CERT # X' SSL_CLIENT_CERT_CHAIN_n (n =0,
CertDat | 1, 2, ..) 2B ELET, CGILTH—-NBLXUOZS5A4 7 MEAZBOBERPSVHELZBEICEELE T,

a

FakeBa | SSL 2774 7> FREEDHRELHIE T, Web 77U TCL—HID ENXRAT—REANTHI LR, 7I3A4T >
sicAuth | MEEBHZEOIR/R721} T Basic BiET 2B & ICIEE L £ 9. AuthUserFile 74 L2 74 7 TIHET 57 7 1 )LICiE
X509 7 71 7~ MEBHED Subject £/SAT— REFEARLET, /SAT—NiF, E
IZ"{SHAYW6ph5Mm5Pz8GgiULbPgzG37mj9g="ElZE & L £9 ("password"zHE=E{tL7=d D).
openssl.sh x509 & 7z openssl.bat x509 27 > R TFRT SiEBHZE D Subject 7 + — )L ROfE
Subject: C = JP, ST = Kanagawa, L. = Yokohama-shi, O = HITACHI, OU = Software, CN = username,
emailAddress = username@userhost
Z D& AuthUserFile T4 L7 T4 7 THET A7 7 A MIIRD EHIHEEL £ T,
/C=JP/ST=Kanagawa/L=Yokohama-shi/O=HITACHI/OU=Software/CN=username/
emailAddress=username@userhost:{SHA}W6ph5Mm5Pz8GgiULbPgzG37mj9g=

4

(b) FE=IR
+-E2FERALGZWTE Y a v 2BETSHE, BBRIEELLA Y a v 2T ENIEDET,

(c) ECHRTEBIHFh

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(d) LEEEFHT

Options L' X)L
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(e) 1EEH

(1 1)

SSLOptions StdEnvVars
SSLOptions FakeBasicAuth

DL LY avit+-2BELRZWT A LT 4 72 2/THRE LSS, HEICIEELL
FakeBasicAuth ZU»EHELZ D T,

(#12)

SSLOptions StdEnvVars
SSLOptions +FakeBasicAuth

CDEIITHEIEE LAY 3 U 2BIIEE LZES, StdEnvVars ICf1Z2 € FakeBasicAuth &
MEZDET,

(1 3)

SSLOptions +StdEnvVars FakeBasicAuth
+-DeNWF T 3 VEBICIEE LGE, BICEE LA T a VIdENICED, HEITEELL
FakeBasicAuth 2B E 2D £ 9,
(32) SSLProtocol (+ |- ZO0hI)LE (+ |- FOMILE )
~ (Al
(@ AB
HH9A5SSL 7 a baloN—V3 v EEELE T,
+: U bINBTIHRELLTO b ILEEHICLET,
- U bINBTEELLZTO M ILEEHICLET,
O RINBZELTHETZAERIRDODEBY TY,
TLSv1: TLS 7ua rainN—Y 3> 1.0 Z2HHT 5%,
TLSV1.1: TLS 7u haN—2 3> 1.1 2EHT 5,
TLSV1.2: TLS 70 hanN—2 3 > 1.2 2EHT 5,
TLSV1.3: TLS Fu hannN—T3 > 1.3 2EHT 5,
Al EfggRTo7a vaLzEHT %,

(b) FE=IR
+-ZHFEALZVWTTO NINBEEET S L, BRBICEELZLZTO NaLZIPEICZDET,

4
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(c) ECHRTEBiHFh
httpsd.conf, <VirtualHost>

(d) FEEH
(%1 1)
SSLProtocol +TLSv1.2 +TLSv1.3

TLSv1.2 & TLSv13EZIEZ D 9,
(1 2)
SSLProtocol +TLSv1 +TLSv1.2

Bt L7270 balzEELTWaRWES, B0 g va)L TLSv1I2 208 EEZD F9,

(1 3)
SSLProtocol ALL -TLSv1

TLSv1.1, TLSvl1.2, TLSv1.3ZE%EZD £,

(33) SSLRequireSSL

(@ &\

SSLEAMZE A7 7t AERIETAHBEIHELET. COT 4 LI T4 TPEESNTVWAEE, http
IC&kB7 7w AN RAT =4 A3 — K 403 Forbidden THEESNE T, B 3T 1 L7 T 1 7 ORRBGHT

T, ARABICSSL zEMIcLay T Y2 RALTLES &zl LET,

(b) ECIRTEBIEFR
<Directory>, .htaccess
() EEEFT
AuthConfig L X)L

d) #FEEBHI

VirtualHost 172.17.40,10:443>
SSLEngine Off

.%birectory /secure/dir>
SSLRequireSSL

</b}}ectory>
</VirtualHost>
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172.17.40.10 KA b @D 443 R— MRS % http 7 7L R1F, /secure/dir T4 L7 M UANDT 7L A%
PROTTEE T, /secure/dir 74 L7 bUAD http 727 £ RiE, AT —% X 3— K 403 Forbidden %
BELET,

(34) SSLVerifyClient {none | optional | require}
(@ s

7547 2 PR OIERBICET SRECZIEEL T T,

none : SEBAZDEKRZ LEH A,

optional : 7547 > MIFEAZE 2R TE £ 9. EHT X M.

require: 7747 ¥ MIRERAZEZ IR L 20N Z D FH A

(b) SERTEBEMH

httpsd.conf, <VirtualHost>

() +EEBHI

SSLVerifyClient require

(35) SSLVerifyDepth EBE%K
~((0—10)) 1)

(@ AE
AEAEOT = — Y 2 BREL Tl Eo D 2HELE T,
54T NERAEIEAT A CAFEHEDF £ — 212D\, BEF v 729 2REHEEELE T,
Fr—VENCAZECETERITAZPZHIRT27-DIERALET, 7547 > MEAZEPECZEA
DIEAZDZEIC 0 TH A2, BEHIZERBEHRIC 1 U EZIEELE T, flZ2RITRLET,
(1)
ESEs
« CA11d, root CAIZBRSINTWA,
« SEBAZE 11X, root CAICEBRZ SN TV 5,
o FFEAZE 21X, CALICBRSNTW5,

root CA —|: CA1l —— EFBERZE2 (root CAE T2ERM)

SEBAZE1 (root CAZE TIERRE)

6. T1LIT1T
Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 285




SSLVerifyDepth M1EZE

Z 777!:1, uﬁﬂﬂél nﬁlﬁiz é::é)nunﬁ‘j‘l/77i’-§—%>7t_
2D EEBELE T, £/, iEAE 1 EF8EEF = /7L

’9“% I& SSLVerifyDepth 7« L' 7 7 1 7IC

(b) ECIRTEBIEFR
httpsd.conf, <VirtualHost>
() #EEPH

SSLVerifyDepth 10

(36) StartServers FOEX¥ W

worker MPM
~ ((1 — (MaxClients/ThreadsPerChild))) ¢3)

prefork MPM
~((1—-1024)) €5)

(@ AT
Web 4 —NEEROY—NTaot AEEELE T,

worker MPM

StartServers T« L7 7« 7OIEEMIZX, 1 5, MaxClients 7« L7 T« 7OE%

ThreadsPerChild DIETE| > /-{EE TOHEHE T,

(b) EHRTE BIEFR
httpsd.conf

() 1EEH

StartServers 5

628 T, UTWHEZITsLI7T717

(1) Threadlimit XL v R# w
~((1—15000)) €1024)
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(@) AE

P—NTOLRIERT BT —NAL Y N EREZEELET. TOT 1 LT T 1 7 OEEMB/ICHEL,
P NBEERZREFTAEEATYHEEZERLET, Z07/®, ThreadsPerChild 7« L2754 7T
BB L EBICEET 20— N 2Ly REDIL EOEERIEE L725E, HHLZVWRS A AT 5EE %
HBRLET. DT« LT T ¢ 712id ThreadsPerChild 7« L7 57« 7 &R CERIEET 5 2 & =R
LEd,

T, TOT 4 LT T4 7B LU ThreadsPerChild ¥4 L7 5 14 TICV AT LADRZ AL EOEZIREE
L7258, Web Y —N\DEETELZWT ERARBREICRAZEDRDHH7:0, RBEL FICKEXZELZTEEL
EWTLZE 0,

ZDTA VT4 TI3HESCHEEELEECEELA. HEMBEERET 2HH1E, Web H—NZELS
Yleb e ilEFH ST TIZE N,

(b) ERTEBIEFR
httpsd.conf

(2) ThreadLimit ALY R# w
~((1—1000)) (64)

(@ NS

Y—=NTOt RIERT BT —NA Ly FEO EREZIEELET. ZOT 1 LI T 1 TOREEMEICHE,
Y- NBEEREREFTAEEXTVEEZERLET, ZD7/®, ThreadsPerChild 7« L2754 7T
TBE LI-EBICEET 20— N ALy LI EOEEZIEE L25E, HHLUZWRSGHE AT SHERE
WRT HZEIIRDET, £/, Web T —NDEEBTELRVWI ERCAREIL LA EDNH B0, TD

T4 L 27T« 7i2ld ThreadsPerChild 7« L7 7« 7ERICEZEET A L 2HERLET,

ZDTA VT4 T3HESCIHEEEL2EETCEELA. HEMEEET /1L, Web H—NZELS
Bl ilRBFHSIETIZE N,

DT 4 LT« 71, worker MPM 2§ A 5&ICHEETE L9,

(b) ECHRTEBIEFR
httpsd.conf

(3) Timeout RS
~((0—65535)) (60) (Hf : 1)

@ s
ROBEEEEZWEMTIEELET. 0 #IEET2EABY A LTI Nt b20, HRLETTA,
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c VATV IRPED) I ANRF (IF T T 3 Vi, HTTP 70 b VORE) HIT—% %
ZIE L 2o 5B O S I

s UIAT Y IANDVUVARY RREFHICT =¥ 2 RETE L Lo 1H5EOFH R

« CGl 7T L DY 7T ANEKERICT =¥ ZREFETELL B IBEDOF LM

« CGI7uZ I LD T IR MEEERDNE VAR AZEE TOR LK

s CGI U I LoDV AR AZERICT =% 255 Lk &> 1258 0O/KH K

« CCLTur I LoDV AR AZER, AHNAONA TEZHL 2 TORS K-

e UN—Z27/0FTVZERHLTVWAEED, Ny TITY RY—NADYTITAMEERIIT—FE2REET
X2 T2 o 12 G5B DF b RE

e UN—Z27/0FTVZEHLTVAEED, Ny IV RY—NRNADYTZLTAMEEEIPLL AR A
BETOEBRM

e UN—Z27aFIVZERALTVWAEED, Ny Ty RY—NHDPE5DLVARY AZERICT—¥ 2%(E
L7 < T2 o 72358 D% 5 RfE

(b) ECHRTEBIEFR
httpsd.conf

() EEH

Timeout 300

(4) ThreadsPerChild AL v R# w

~((1—ThreadLimit ¥« L 7 5 « 7457E(H)) (64)

(@ W&

HTTP Server & L CHEIT A ALY REZEEELE T, f8E L ALY REIL HTTP Server D& K [F B
B (TCP/IPOaxr7YavBERH) #ZRLET,

(b) ERTEBIEFR
httpsd.conf

(5) ThreadsPerChild AL v R# w

~((1—ThreadLimit ¥« L 7 5« 75EME)) (25)

(@ AT
—ODY = NT O RIERT A2 —NA Ly REEZIEELZ T,
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DT 4 VLI T 1 71&, worker MPM % fEH T 25 &ICIEETEE T,

(b) ECIRTEBIEFR
httpsd.conf

(6) TraceEnable {On | Off | extended}

(@ AB

TRACE XV Y RICLBUY IV IAMEEBRITHNEIPZIEELE T,

On:TRACE AV Y FIZKBV I AMZFAILE T, 72720, UIZIZAMRT 4 BIMIENTWE5E
\&, 413 Request Entity Too Large #J&& L £7,

Off : TRACE XV vy RICXBV VT AMEZERBLET, TRACE XAV Y NICXBV 7T A MDEEIE, A
F—4 A 32— K 403 Forbidden Z & L £ 9,

extended : TRACE XV v RICKXAV VI A MZHFRILET, YIZIAMRTADBMIMSINTVWTHEHF
ALET, 72720, UN—Z2A7aFIDNDOY T A NRT 434 XD LRI 64KB T9,

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>
() 1HEEH

TraceEnable Off

(7) Transferlog {771)L%& | /N1

(@) B

O 2ENT A7 7 ANEZU Tl 2HNT 57 0TI L%2BELET, UZ7DT7 4+ —<7 v MITNILE
ZEE L7\ LogFormat 74 L7 7« 7 CHRETCE £ d,

LogFormat 7«4 L2774 7 Tus/o07+—<v bxEET HHHE, [Pv6 7 RLZXR IPv6 7 R L AIC
WHELIAANBOHAITEE T, IEETES 74 —~7 v M CustomLog T« L7 T« 7E2BIBLTL
72E W,

LogFormat 74 L2774 7 T7 4 —<v FEEELZWEEIX, BEOus7x—<y b THALETD,

T7AINE a7 2N 277 A VEZEIEELE T, 7714 INZITIE, /S AF 721 ServerRoot T «
L7 T 4 TOEEMED S OB/ SAPIEETCEE T,

AT BEAN DS U TEREZTIS T 45" | U I LE" DT+ —<y PTHRELET,
Windows iR COFEREEIEIL, CustomLog 74 L7 T4 72SBLTL S0,
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(b) ECRTEBiHFR
httpsd.conf, <VirtualHost>

() #EEH

TransferLog ”|¥"¥"<Application Server®4 Y XA h—JLFT 4 L9 ~1)>/httpsd/sbin/rotatelogs. exe¥
7 ¥”<{Application ServerA4 VA N—JLT 4 Lo b1)>/httpsd/logs/access¥”’ 86400¥””

rotatelogs 70/ I L ZFRHLTO /% 24 BRI & ICHEI L THREILE T,

(8) TypesConfig 7714

~ {conf/mime.types)

(@ AB

Tr7ANERTFETY T AT (MIME %4 7) OBGREERT ARET 7 AV EBELET., 77
A INZITIE, Haxt/ SR 7213 ServerRoot T« L7 5« TOIEEMED S OEMN/SAPIEETCEE T

BET 7 A VHOIEEERE, MIME ¥4 7 77 A VIRT (7 74 VIEERF -] T9 . MIME %
ATREFEEL TV AITIIERLE T, £/, TORMICEZ[IF2E, TIXY MTITEDET,

(b) ECHRTEBIEFR
httpsd.conf

() EEH

TypesConfig conf/mime. types

MIME % 1 7D&E 7 7 1 L& mime.types
(9) UnsetEnv RIFZ#H RIEZH )

(@ &

CGILAZ V) T MNEITBIEEZH, S, SetEnv T« L 27T« 7F7-1& PassEnv 7«4 L7574 7 THEEL
RIBARZHIRT 25EICIBELE T,

(b) ECIRTEZEFh

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

() LEETEO

FileInfo L X)L
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(d) EEBH|

UnsetEnv MY ENV

(10) UseCanonicalName {On| Off | dns}

(@) AT

Y= NOERLZRIOERAEEZBELE T T—NOERLAHNL, BY—N"%E2Z9 5 URL PHRIE
Z#H D SERVER_NAME & SERVER_PORT IZBRESNE T,

On : ¥ —NOERELHIE, ServerName T« L7 7« 7THEEMED S/EES N, BY—/1\%%H89 5 URL
PEBBEAICRESINE I, VirtualHost #8ERIC IP 7 R L X2 (EHT 5154&1%, VirtualHost 71 v 7
N T ServerName 2f8E L TL 72 & W, 70w ZHNT ServerName ZEE L TWiWE&EIE, [P7RL
AMPORANEEHELE T,

Off : H—NOERALHNE, Host AvFICEoTIIAT Y M1 BELBNRZ NG £ — N EE
POEREN, BY —N\%22M89 2 URL RPBRIBAHICHKESINE T, 7272L, Host N\v¥PBEZ S5N%
WIEAIL, ServerName T4 L2757« TfEE, EBOIXR 7Y 3 VIHERHSINTWAER— N ESD S/ERK
SINFEI,

dns : Host Nw ¥ 2/ \WiHEWISA TV bDzODOF TS a>Td, 2OF T 3 JIEERICI,
HF—NOERLBEENE, 754 T2 65260 ET—NDIP 7 RLAD5HF|& Lz AR B &
OFERICaX 7Y a VIEHASNTWAR—- NESLOIERSN, B —N\%22M83 % URL PBEREZH
ICERESINE T,

%8B, On, Off, dns §RTDH/AT, IPv6 7 FL AL TWE T,
(b) ERTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>

(11) User 1—%4% w
~ (#-1)

(@ AT
J—NTOtv APEETHEEDI—TEZZIEELE T,

(b) ECIRTEBIEFR
httpsd.conf
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() 1HEEH

User nobody

(12) UserDir {1 L7 KU%| disabled (31—%& (O—%%& -]}

(@ W&

Web 7778060/ 1—FZ/~"DY I LTAMIXULTAKT 29 —NLEOFFHRET LT M) RATHE
ELZET, disabled #48E T 5&, Web a2V T oY EABLGZWI—VE2EETEE I,

T4 L7 MR, S AE/IEHSATIRELE T,

Windows R Cl&, X/ SA7ZIEN T,

TaALIRNIE:

o HX/SATHELEAE
P—NEICZ—HID 2FE >, T—FDE—LT4LZ M) TFD Web 22TV %EAHT3
BEDBIEIELET. /I—FE/ADY I I MPH 12858, "T—FDr—LF 4L Y/
FTALZ MR 1T A LE T,

o MEXT SATIRE LIZIGA
A—HFF 4 LY N OBFEEELE . /S IR/ ADY T IR D H -8, "FaLT Y
Z/A—FEZ" 177 ALET,

disabled :
Web 759D 60/ 1 —HEZ/ D) TITANMINLT, Webarys oY E2ARLZWIL—T %15
ELET. BESNIA—HYEZTOUIIZANMIMLTIE, 77€8ATBH5T4 L7 NIZEEBBRLFHE
Ao L—HFHZDIEENLZWVWIEEIL, IRTOI—FIZDOWT disabled #BE L/ &N ET,

(b) F=FIR

s WO UsetDIr T4 L7 T4 7 TT4 L7 NIEZZEELLES, HENPSIEELLZLDICLEEXS
NnNEI,

« disabled ICHEE T 51— KX, D UsertDir 74 L7574 7ZRHWVWTIEETEE T,

4

() FHRTEBIEA
httpsd.conf, <VirtualHost>
(d) #EEBH|

(%1 1)

UserDir public html
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d—H userl DK —LT+« L7 M %x/home/userl &9 5&, YT XD http://HRAME AR—1
%5 /"userl/index.html T, /home/userl/public_html/index.html 27 7t XL %9,

(%l 2)

UserDir /home
UserDir disabled user3
UserDir disabled user4 userb

Y7 T A b http://AAME [KR—1+EFS] /userl/index.html ¢, /home/userl/index.html (27
T ALET, 727201, user3 id disabled AEESN TV S 79, http://HKA M K- ES] /
“user3/index.html &W5 U 7 T X ks ¢/home/user3/index.html iIZ7 7 A& £H A, userd,
user5 I22W\TH userd EEETT .

(1 3)
UserDir disabled

TRTOI—HIIN LT disabled Z2EEL £,
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HA AF—9X1—R

HTTP Server /5 Web 75 U HICRETAHAAT—F AI—REZRIZRLET, AT—¥ AI— K% Web
TIIFIGRET AEEICIE, AT —YAI— R CTHBERTATIT—Xvt—I%
charset=ISO-8859-1 ® HTML & L CREFICEEL £ 9,

RA-1 AF—9RI—K—8

AT—9X—R
100 Continue
200 OK

204 No Content

206 Partial Content

300 Multiple Choices

301 Moved Permanently

302 Found

303 See Other

304 Not Modified

400 Bad Request

401 Unauthorized

402 Payment Required

TR A RF—9Z3—NK

wE
74T ME, UIZITAMEREATHE T
EFICETLE L.

VI IZAMIEBEIKRTLELRED, BTV YV—-REIHDEHA
ImapDefault nocontent 7« L7 7« 7OEEICL > T, BELET,

oMUY — A %R LE T,
7 Z4 7> h®Range v ¥ %Wz Partial GET Y 7 T A FDIREE LT, H
P T Y ERTEEICKRELET,

BEANR—VOFMBEPATHET T o

VY —APEARICEE L E L,

BBREATyaTHLZOWT AL MUICHT S 7T X http://FRA N
(AR—KES) /Tr L7 M), Redirect permanent 7« L7 5« 7 DIEE
IZ&-T, BELET,

VY =2 —BEICEE LE Lz,
Redirect temp 7«4 L7 714 7OIEEICE>T, BRELET,

UV —ANBE L L7,
Redirect seeother ¥« L7 5 4 TOIWEIZE > T, FELXI,

VIR LTy T YR EESNTVER A,

VIIAMNIV VIV ITARAIT—DBHDET,

WROED LH/EITHELET,

s NYFELLTHESIHDEIEELILES

« HTTP/1.1 T Host N ¥ h > 12358

¢ YT ANy FOMEEN LimitRequestFields 7« L7 7« 7OfER A 72
B

¢« —DDYTIAMNYFDOYA XN LimitRequestFieldsize 74 L7 T 4 7D
ExHBA 758

o HTTP Server EICEBES N8I T2 Y 77 A IVE2IZCCl a5 L
AN CONNECT AV Y FEFEHALTY VTR ML7HE

s UJIAMKRT 1+ OFFNEY, RequestReadTimeout 74 L7 T4 7D
body F—IZHEE L BERINICE T LD > 1235 E

VY —=ART7 78 AT 5:0120%, RAEPDETT, AuthName T4 L7 T4 7
F7213 AuthUserFile T4 L7 T4 72 ETT 7 A Z2H B LIS EICRELE T,

FRGEHT B72DICFHEINTVWAEAT—FY ZAT—RTT,
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403 Forbidden

404 Not Found

405 Method Not Allowed

406 Not Acceptable
407 Proxy Authentication Required

408 Request Timeout

409 Conflict

410 Gone

411 Length Required

412 Precondition Failed

413 Request Entity Too Large

414 Request-URI Too Long

415 Unsupported Media Type

416 Requested Range Not Satisfiable

417 Expectation Failed

TR A RF—9Z3—NK

&

YUY —ZAANDT T EABELENTVET,
FIEAFEIE ST, T EAPEESNBEEIIETHERDOZ W CGL S
OS5 ADETERZ LI-BEREICHELET,

VY —=ZAPEOPDEH A,
B—NEIZIEZVWT 7 ANEY VI AN LB EICRELET,

HASNTWAEWHTTP XV y REZEERLE Lz,

HTTP Server LiICERBESN/z#a > TV 7 74T, GET, HEAD,
POST, OPTIONS, TRACE #fEHT&Z %9, CGl us/ 54T, CGl7u
TILTOERIKEFELET,

U4 TV M Accept NV FTHRE LY A SIS LI VAR Y A BEEH A
BN, TOFTT, VATV NPERGETMT ALENHDET,

VIIAMPIALT T MY FE LT,

RDOEDBHFEITHELE T,

« UJIRAMOFEAHAHEEZ, Timeout 7« L7 T 4 TITIEE U 7o B2 1
BREVFRELIHE

s UUIRAMANYFDFHRAAHD, RequestReadTimeout 74 L7 T4 7D
header F—IZ5E L-RRIAICE T L > 1256

UV —ZADHREDREEEES L TWAELED, VJIJIAMNRZTTCEZEATL,

)Y —=ZAPMEARICRIATEEE Ao
Redirect gone 74 L7 71 7OEEICE T, HELET,

2754 7> hi& Content-Length Nv ¥ 2{8E T ALENH D E T,

754 7 v h® If-Unmodified-Since v # & 7213 If-Matched ~ v ¥ 7z £ 1§
ELLFEGES—HLERA,

YIIANRT A A APKREBRBEC, Y—NTUETEE A,
Y ITAMRT 4 OESH, LimitRequestBody 74 L7 T4 T THELLES
FODLRVEAICHELET,

HTTP/1.1 BEDOYV 7T AN URIAKREZBET, F—N"TUETZEHA, M0
BbEXFI e E&2E&T URl 2 EORKE A, LimitRequestLine 74 L7 71 7
THELLRESLVLRVBAICHELET,

HTTP/2@EDY 7 T A M v ¥FDO v F{EA LimitRequestLine 7« L 7 7 «
TTHELLEESIDORVBAEICHRELE T,

VIIARNESNTT=FDAT 4 TERZY—NDIE L TWienizd, H—N
FV IR NOMNEZERLTNET,

Range Ny ¥ TOIREHFAIL, FH) Y- AOHEZEBA TWET ROFEHD
TNRTHILY BHEEICHIENE T,

« YJIAMN Range Ny ¥ T 1 =)L FEEL,

o 74—V ROHEHEIEEME, BIEINLY Y —AOREOHBEICEL > T,
e YJZIZAMIIf-Range YT A MY Y T 4 —LREEATNIZ N,

Expect V 7 TR AV F T 4 =)L ROILERPZFANSNERATL,
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422 Unprocessable Entity
423 Locked

424 Failed Dependency

431 Request Header Fields Too Large

500 Internal Server Error

501 Not Implemented
502 Bad Gateway

503 Service Unavailable

504 Gateway Timeout

505 HTTP Version Not Supported

506 Variant Also Negotiates

507 Insufficient Storage

510 Not Extended

&

&
Y7 I A MIBEETTA, BHRPERSTOVELOIED ENTE LA,
TIRAHDO) Y —RFay 7 ENTNET,

BEREINLT I avBROT 7Y aVIRELTWT, TOT 7Y a U RE

Liziz®, UV —RIIRLTRAY Y REETFTEFEHATLL.

VIIZA Ny T A XPREES EREBATVWET,

MOES I HHEICHRELET,

« HTTP/2@EDY 7 T A by ¥ OfE#A LimitRequestFields ¥« L 7 T «
TOE%HBAIIGE

« HTTP/2 BED—D2D ) 7 T A by ¥ DY A X7 LimitRequestFieldsize
T4 VIT 1 TOBEEBRI 5

Web =N ETITIT—DHELE L,

CGl 7u 277 LORER, 727 X#l#7 71 )L (htaccess) DL T —7x EDGH
ICHRAELET, FEMRBERIE, To—oJicHhshEd,

PR—-FENTVHEWHTTP XV Y FOEKRTT,
TaF Y —NDPREZERZZIFTED F L7z,

P—NEIBEEETRETH S0, FEY VA MUBETEZEEA,

ROED LHEITHRELET,

o B I TR NP TREHIRMEEE S ETRE L ERREICEL5E

« ProxyPass T4 L7 T4 JICHRE LN TV R =N/ LT, a7
Ta VEBRRICER LB

» ProxyPass 5« L7 5 1 ZIHERE L7y 7 T2 R —\» 5, ProxyPass
T4 LT 4 70 timeout ¥ —F721% Timeout 7« L7 7 « TITHEE L7k
BRI, IBED D 7258

CGIMHDVARYAREBDIALT I bigl, VIJIANZTETSESDIC
WMBERERDPIALT T LUE LT

Y=, BERA v -V TCHEASNAZHTTP Y0 banN—Ta 2 HR—b
LTWiawhy, Y R—-FE2EBFLTNET,

Y= NIZAHERE LOL T —PH D £T,

P=NPV I IAMZIEFICTTI SOICBELREZRETZ 2V D, X
Yy REVY—ATETTEERA

V=R TI7ERATB0DR) =B YTITAMTHIZISNTHERA,

KA1l BLURALIDHNDORAT—H 22— AP HTTP Server L HEIE L/ CGl Tur/ ok Huruar7sahro s
NBEZERHVET, ZOBEE, TNENOTSOTILOT=aT7LE2SRLTLIIEE N,

UN=Z27aF T2 FEHLTHWSBEICE, 400 Bad Request, 403 Forbidden, 502 Bad Gateway &, 400 Proxy
Error, 403 Proxy Error, 502 Proxy Error & 7225568 H 0D £9,

T8 A RF—92Z3—NK
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1% B CGl 7073 AICETRIEEL

Web =N\ CGl u /I LICETREEHO—EL2E B-1, £B-2, £B-5 BXUEB-S8IZ,

SSL_SERVER_EZ DM, SSL_SERVER_I EH0DfI%, £ B-3, £B4IIRLET. TV T x—4,
TS5AL TV NOHE, VIIANDE, Web Y —NDF 4 L7 F 4 TOHRELEICL-T, T TEREHS
NTVWABIEBEHDPRESINTVESD, THL LR VWBELSHPRESINIBEELHDET, EoH

DY =N, RAAL %, A—)ILT RLAZEFTRTEEDETT,

%B-1 BEEH—E
RIREHE

AUTH_TYPE

COMSPEC

CONTENT_LENGTH

CONTENT_TYPE

DOCUMENT_ROOT

GATEWAY_INTERFACE

HTTP_ACCEPT

HTTP_ACCEPT_CHARSET

HTTP_ACCEPT_ENCODING

HTTP_ACCEPT_LANGUAGE

HTTP_CONNECTION

HTTP_HOST

HTTP_PRAGMA

HTTP_REFERER

HTTP_USER_AGENT

PATH

182 B CGl 7073 AICETRIEES

RE
1—VRIEETHHEORILY 1 7
vy R ary P rOEFHE7 7 AL

T7IA4T Y EDPEDYY 7T A MA POST
DFED, T—FDINA M

IS4 TR EDY 7T A M POST
DBEEOAVTF VAT

DocumentRoot &+ L' 7 5 « 748EE

CGIN—=Var

747 MR UT: Accept N ¥ DIE

7547~ bR U7z Accept-Charset
Ny T OfE

7547 ¥ bR L7z Accept-Encoding
Ny T OfE

7747 Y MR L7z Accept-Language
Ny T OfE

27947 N7 L7z Connection N\ v
¥ DIE

7547 Y MR LTz Host Ny ¥ DiE

7547 Y MR LUTz Pragma Ny D
([l

27547 > FHR LTz Referer v ¥ O

754 7F ¥ MR L7z User-Agent N\ v
Y DfE

Web ¥ —/\ Ed PATH 1&#&

5l
Basic
C:¥WINNT¥system32¥cmd.exe

20

application/x-www-form-urlencoded

<Application Server A A +—)L
74 L2 ) >/httpsd/htdocs

CaGl/1.1

image/gif, image/x-xbitmap, image/
jpeg, image/pjpeg, image/png, */*

Shift_JIS,*,utf-8

gzip

ja,fr, en,it

Keep-Alive

www.hws.hitachi.co.jp:8080

no-cache

http://www.hws.hitachi.co.jp:8080/
test.html

Mozilla/4.73 [ja] (WIinNT; U)

C:#¥WINNT¥system32;C:¥WINNT;C:
¥WINNT¥System32¥Wbem
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RIEZHS

PATH_INFO

PATH_TRANSLATED

QUERY_STRING

REMOTE_ADDR

REMOTE_HOST

REMOTE_IDENT

REMOTE_PORT

REMOTE_USER

REQUEST_METHOD

REQUEST_URI

SCRIPT_FILENAME

SCRIPT_NAME
SERVER_ADDR
SERVER_ADMIN

SERVER_NAME

SERVER_PORT

SERVER_PROTOCOL

SERVER_SIGNATURE

SERVER_SOFTWARE

SYSTEMROOT

18 B CGI 7O7JAICETER

&

URLD>5 CGILAZY T REDEAD
oy

T 7 ANV AT LIEBENT-
PATH_INFO O

7747 rHEFES NI Query
String (B & HHELFF)

TJ5A4T7YRDOT LA

7IA4T Y EDERA N
(HostnameLookups 75 Off DI} TA 2
N EDRRS NG

2547 > h@ 1D (IdentityCheck 7«
L7 T4 THR)

7547V FDOR— ES

ERESNIZV VT A NDOBEDORRIEL—
Vs

747 MPoREFESN HTTP X
VAVAN

IIA4T Y MPHREES NI T A
URI

VIIARNENSZCGLAZY T DT 7
Oz

VIZIANENZCGLAZY 7~ URI
Web =D IP7RL 2R
ServerAdmin T« L' 7 5 1« J18EE

Web U —NDORZ N
(UseCanonicalName &« L7 5« 7%
Ha)

Web % —1NDOR— 4
(UseCanonicalName &« L 75« 7%
Hg)

74T Y bR LULIZHTTP N=2 3 >~

Web —N0EHZ (HTML ¥ 7% &
ir) (ServerSignature 74 L2771 7%
Ha)

Web U —NRo7u 75 L%

YAFLFALY RY

Bl
/dirl/filel

<Application Server ®-f > X b —)b
TFT4LT MY
>¥httpsd¥htdocs¥dirl ¥filel

query l=a&query2=b

172.17.xx.xx

hostxxx

unknown

2298

Userxxx

GET

/cgi-bin/test-cgi?
queryl=a&query2=b

<Application Server A A +—)L
T4 L7 +U>/httpsd/cgi-bin/test-cgi

/cgi-bin/test-cgi
172.17.xx.XX
www-admin@server.example.com

www.hws.hitachi.co.jp

8080

HTTP/1.0

<ADDRESS>Cosminexus HTTP
Server 09-00 at www.example.com
Port 8080</ADDRESS>

Cosminexus HTTP Server 09-00

CH#WINNT
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RIEZHS
TZ

WINDIR

&
Web ¥ —ND& A L) —>

VATLTA VT MY

XB-2 SSLEEHOBEEH—B

RIEEHSZ
HTTPS
HTTPS_CIPHER_ALGKEYSIZE*

HTTPS_CIPHER_USEKEYSIZE*

SSL_CIPHER*
SSL_PROTOCOL*

SSL_SERVER_S_DN*

SSL_SERVER &%

SSL_SERVER_I_DN*

SSL_SERVER_I EXx

SSL_SESSION_ID*

SSL_SSLEAY_VERSION

3%

e
t#l?ﬁ'fgﬁﬁ;\‘bi@_o
SRR S OO Y ML

WHEESOROL Y MDD 5, B
AR

SSL kE54ER | (HTTPS_CIPHER &R U)
SSLu hajnN— 3

SSL ¥ —/\GEEHZE @ subject D
Distinguish Name

SSL # —/\REBAZE @ subject @
Distinguish Name D&%

SSL ¥ — N\ZEBHZE O issuer ®
Distinguish Name

SSL ¥ —/\GERAZE O issuer O
Distinguish Name O&E#

SSLt¥ 3> ID (16 #%)

OpenSSL ON—2 3~

5l
JST-9

CHWINNT

1
on

128

128

AES128-SHA256
TLSv1.2

/C=JP/ST=Kanagawa/
L=Yokohama-shi/O=HITACHI/
OU=WebSite/
CN=www.hws.hitachi.co.jp/
EMAIL=www-
admin@hws.hitachi.co.jp

SSL_SERVER_S_DN 7#° FEEOHIDHE
ZHFB3IIRLET,

/C=JP/ST=Kanagawa/
L=Yokohama-shi/O=LOCAL-CA/
OU=cal/CN=cal.hitachi.co.jp/
EMAIL=ca-admin@cal.hitachi.co.jp

SSL_SERVER__I DN A’ EEED D15
ExEB4ITRLET,

F968F8D7075B76587F35931DC594
D3E3

OpenSSL 1.0.2j 26 Sep 2016

3274 77 7 A ) SSLOptions +StdEnvVars ##57E L2358 ICBRIBEERPRESNE I,
7 B-3 SSL_SERVER_EZR Dl

BEHS

SSL_SERVER_CERT *2

182 B CGl 7073 AICETRIEES

S

SSL + —/\EEREE

5l
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RIEZHS

SSL_SERVER_S_DN_C*!1

SSL_SERVER_S_DN_CN*1

SSL_SERVER_S_DN_Email*!

SSL_SERVER_S_DN_L*1

SSL_SERVER_S_DN_O*1

SSL_SERVER_S_DN_OU*!1

SSL_SERVER_S_DN_ST*!

FExl

&

SSL ¥ —/\GEEAZE @ subject (Web #—
/N) @ Country Name

SSL ¥ — \EERAZE D subject ® Common
Name

SSL & —/\EEBAZE O subject @ E-Mail 7
FL X

SSL ¥ —/\EEBAZE @ subject @ Locality
Name

SSL & —/ \iEBAZ D subject @
Organization Name

SSL #—/\GEBAZE @ subject ©
Organization Unit Name

SSL #—\ZERAZE O subject @ State
Name

5l
JP

www.hws.hitachi.co.jp

www-admin@hws.hitachi.co.jp

Yokohama-shi

HITACHI,Ltd.

WebSite

Kanagawa

a7 177 7 A4 IZ SSLOptions +StdEnvVars #$87E LG & ICRIBERDHRESNE T,

%2

a7« 77 7 A SSLOptions +ExportCertData Z87E L 72 35S ICBRBAMDSHRESNE T,
# B-4 SSL_SERVER_I_EZRNDHI

RIEEHSZ

SSL_SERVER_I_DN_C*

SSL_SERVER_I_DN_CN*

SSL_SERVER_I_DN_Email*

SSL_SERVER_I_DN_L*

SSL_SERVER_I_DN_O*

SSL_SERVER_I_DN_OU*

SSL_SERVER_I_DN_ST*

&

SSL ¥ —/\ZiEBAE O issuer (F/T7E) @
Country Name

SSL & —/\ZERAZE @ issuer @ Common
Name

SSL H—/\iERRE D issuer @ E-Mail 7 K
LA

SSL ¥ —/\ZEEAZE O issuer @ Locality
Name

SSL ¥ —/\GERAE @ issuer O
Organization Name

SSL ¥ —/\GEBAZE O issuer O
Organization Unit Name

SSL & —/\ZEBEZE 0 issuer @ State
Name

5l

JP

cal.hitachi.co.jp

ca-admin@cal.hitachi.co.jp

Yokohama-shi

LOCAL-CA

cal

Kanagawa

a7 477 7 A4 SSLOptions +StdEnvVars #187E LZ 5 & ICBRIBEE RO R ESNE T,

182 B CGl 7073 AICETRIEES
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&KB-5 SSL7Z1 7> NREIRORIEEN—8

RIEZHS

SSL_CLIENT_CERT*2

SSL_CLIENT_CERT_CHAIN_n*2

SSL_CLIENT_S DN*!

SSL_CLIENT_Z&%

SSL_CLIENT_I_DN*1

SSL_CLIENT_I_ZE%

1

nE

SSL ¥ —/\GEEHZE

SSL ¥ —/\GEERE

SSL 754 7 > MEBHZE D subject ®
Distinguish Name

SSL 7 54 7~ FEBHZE® subject @
Distinguish Name D& E#

SSL 754 7 >~ FEEBAZE D issuer ©
Distinguish Name

SSL 7 Z4 7 > MEBAZ O issuer @
Distinguish Name O& &%

5l

/C=JP/ST=Kanagawa/
L=Yokohama/O=Hitachi/OU=soft/
CN=c_name/
EMAIL=c_name@soft.hitachi.co.jp

SSL_CLIENT_S_DN A’ FEOFIDBZE
ZHRB-O6ITRLET,

/C=JP/ST=Kanagawa/
L=Yokohama-shi/O=LOCAL-CA/
OU=cal/CN=cal.hitachi.co.jp/
EMAIL=ca-admin@cal.hitachi.co.jp

SSL_CLIENT_I DN »*_FEoflnisE
E£B-7IRLET,

a7 1477 74 SSLOptions +StdEnvVars #187E L -5 & ICRIBEERD R ESNE T,

E )

3> 74 77 7 A )UIZ SSLOptions +ExportCertData % #§7E€ L2 35S ICBRIBARPRESNE I,
#FB-6 SSL_CLIENT_ZE= 0%

RIEZHH

SSL_CLIENT_S_DN_C*

SSL_CLIENT_S_DN_CN*

SSL_CLIENT_S_DN_Email*

SSL_CLIENT_S_DN_L*

SSL_CLIENT_S_DN_O*

182 B CGl 7073 AICETRIEES

RE

SSL 7 54 7 > MAEBHZE D subject @
Country Name

SSL 754 7~ MEBHE® subject @
Common Name

SSL 754 7 > MEBHZE® subject @ E-
Mail 7 FL &

SSL 7 54 7~ MEBHZE® subject @
Locality Name

SSL 754 7~ MEBHZE® subject @
Organization Name

Bl

P

c_name

c_name@soft.hitachi.co.jp

Yokohama

Hitachi
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RIEZHS

SSL_CLIENT_S_DN_OU*

SSL_CLIENT_S_DN_ST*

N

3%

&

SSL 7 Z4 7~ MEEBAE @ subject ®
Organization Unit Name

SSL 754 7~ MEBHZE® subject @
State Name

U

soft

Kanagawa

a7 477 74 SSLOptions +StdEnvVars #187E L2 & ICRIBEERDI R ESNE T,
#F& B-7 SSL_CLIENT_|_Ez=DH

RIEZHH

SSL_CLIENT_I_DN_C*

SSL_CLIENT_I_DN_CN*

SSL_CLIENT_I_DN_Email*

SSL_CLIENT_I_DN_L*

SSL_CLIENT_I_DN_O*

SSL_CLIENT_I_DN_OU*

SSL_CLIENT_I_DN_ST*

3%

E

SSL 7 Z4 7 > MEEBAZ O issuer ©
Country Name

SSL 754 7 > MEBHE D issuer D
Common Name

SSL 754 7 > NEBHZE® issuer @ E-
Mail 7 FL &

SSL 7 Z4 7 > MEBAZ D issuer ®
Locality Name

SSL 7 J4 7 > MAEBAE @ issuer O
Organization Name

SSL 754 7~ MiEBAZE D issuer ©
Organization Unit Name

SSL 754 7 > MEBAZE® issuer @ State
Name

Bl

P

cal.hitachi.co.jp

ca-admin@cal.hitachi.co.jp

Yokohama-shi

LOCAL-CA

cal

Kanagawa

327 4 77 7 A )L SSLOptions +StdEnvVars Z187E L 725 B ICBRIBEEA RO RE SN E T,
& B-8 HTTP/2 BIERDREEH—E

BEEHE
HTTP2
H2_STREAM_ID

H2 STREAM_TAG

182 B CGl 7073 AICETRIEES

&
HTTP/2 &5
HTTP/2 A+ —L&HS

P—NAV v FEFZID-A M) —LID

Bl
on
13

44-13

Cosminexus V11 7 U 4r—3 3>t —/\ Cosminexus HTTP Server

303



g

C BN—2a>h5DBTICET B ERR

HTTP Server Z[HNN—3 3 U 68479 258 IFENSLERIER &,

@_O

&K C-1 [BN=Y 3 0h50BTRICERENVERIEE

ICES

10
11
12

13

14
15
16
17
18
19

20

(L)

1= BIRIOT T —2 3 o4 —NON—
>ar
V8 V9 V11

TarsaFay sy NOLIER O - -
TUTI LA = 21— OREHKT (Windows fR721T) O - -
SSLv2 71 h 2 )LDOIEH R — |k O - —
SSLv3 71 I LDIEH K — b O O -
CA GEFHE DL DB AL O O -
V7IAMATZOUTHNT =<y FOEE O O -
TAVIT 4 TOEE O O O
A vt —T 1D OfHN O O -
SSLEE I~ ROEE O O -
YR T BESEHOEHE O O -
B TV F vy Y aBEOIET R — b O O -
SSL ¥ a VEHEKEDOIET F— b O O -
F4 L7 b —EREHA LI —FRIEE 7 7 & AFEHEEEDIE O O -
HAR—

AF—F 22— ROEE O O -
NameVirtualHost 7« L 27 5« 7OIEF K — k O O -
TIEARTOUTHENT 4 -7y FOEE O O -
WebSocket Z{E#Hd 255 DHRELE O O O
TIRAQTICHTIT R VTR Ay S DOEE O O O
VAL SRR ERT 258 0RELE O O O
HTTP Server €812~ > RTOBBEEROHE O O O

V8, V9, V1l :#nZFh, 77U r— 38 —)"D Version 8, Version 9, Version 11
DN—=2 a3 xR<) ZRLET,

REREPRELIEEHZIRITRLE T,

R C IBN—Y 3 D5 DORTICET 2EER

RERLEBDEBZIRDORITINLE
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O BITRICEEPBELZIEE TY,
— I RBITRICEEPARELZIHETY .

HEZEOERRZRIORLE T, REZENVDBEZHRY, 1AM —LAPSEETTIZEBML T ZS
W,

l.7ar7ss7a%y s OZIEE
rursusra% s &% [Hitachi Web Server] 76 [Cosminexus HTTP Server| ICEFE L &
L7ze THITHEY, bu 72 HTTP #EFER SITER L TWAEFEA [Hitachi Web Server] 75
[Cosminexus HTTP Server] ICEEINE T,
Windows i ClZ, FETERT AT —EAZRBEEINET, 12720, HEN—TYaryEA A0
L7-#1#I1C [Hitachi Web Server] EWH P —ERAEPEEL TWBIESE, LEXA/ VA M—L%E
EELTHT—EARIEIEESINEEA,

2. 70T LA = 2 —ORMKT (Windows iR721F)
AZ =P A2 —=lE 2D AT IL 70y 7 bOA =2 —I3ERSNEE A

3.SSLv2 7u b 2 )VOIEH AR — b
SSLProtocol T4 L7 7 1 7IZ SSLV2 BHEECTZ < 2D FF, SSLv2 22 ¥ R—b LT B T T
ATV EPSUTIANLEEGS, SSLNY RV A7 TLI—E2D, HETEEEA
4.SSLv3 7ua b 2L OIETR— k
SSLProtocol 7«4 L7 7« 7IZ SSLV3 PEETE %< 42D £ 9, SSLv3 2 ZHR—bLTWVWET T
ATV EPSUITITANLEEGES, SSLNY RV A7 TLI—E2D), BETEEEA
5. CA GEFAZEOGED B &b
7747 > NRAERIC T O NS CA SERAEDORIEDS, I > THRELSNE Lz, CAEAEZEDH
K-> TR WIS, Y¥F 2T« LREE R EDPH B0, 7IA4 TV FRIETCLITI -2 5
BENDHDET, IITTRTAHETHEIEL, FAIHE- 7 CAFERAZSZHEAL T ZS 0,
i 7 W Re /7 1%
LIRDIEFAZEOHARTIV Y REEITLTLZE L,
openssl.sh x509 -text -in CAEFAZ 7 7 1 L
2.7 Y RETTERENSTF A M [CA:TRUE] BEENTWRWERIX, 771472 MR
HTCIT—ELrBENPHDET,
- T (4R
X509v3 extensions:
X509v3 Basic Constraints:
CA:TRUE
09-00-60 LIFE, 09-65-60 LiFE, 09-80-01 LIE, 09-87 OMERRAIE
lIROIFAZORIEI V> REETLTLZE WL,
openssl.sh verify -CAfile CAGEBAE 7 7 1)V 7 54 7 > FEEBARE 7 7 A L

FRT YR

8 C BN=2a3arhonBITICETEER
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- -CAfile CAGEBAEZE 7 7 1 L

CAREAZE 7 7 A LV AEE L TLZE W, Jb— b CAGEAED &5 i CA GERAZE# RIT L, FEHAZE
Fr—rZBELTWAEEICE, FCAIHAEZEZ DD 7 7 A VI EDTHEEL TS,
cIIA4T7 Y NMEHAZE T 7 AL

CADPSLRBIAESNIGEAZE 7 7 A ILVEFHE L TL 23,

2.7 REFT [OK] BERENZVIBEIR, 7IA TV IRIETII—Eh2BFNSHDE

ER
- B ([7 547> MEBAZE] 1 [cert.pem] ZI5E L7-5HE)
cert.pem: OK

6. V7 TR arsoulHN7+—~v NOEE
YOI MaZICEAEINEY—N"Tut R ID OHIG 2 RAO%RAICEELE T, Hlllix [4.2.6
EVa2— VML —Z2OE, (427 VZIAMNL—ROEER] BXU [428 /O 74 L% b
L—ADHH] 2B LTS 0,

7. 74 VT4 TOESRE
#ODPDT 4 LI T4 T7H09-80 LIETEMSNTNET,
+ HWSPrfld
HWSWebSocketLog

* MaxSpareThreads
* MinSpareThreads
» ServerLimit
» ThreadLimit
BONPDT 4 L7 T4 T7H11-00 IBETEMENTHET,
» SSLCARevocationCheck
» SSLCARevocationFile
» SSLCipherSuite
» SSLEngine
« SSLOptions
BODPDT 4 LI T4 TRAIRLTVE T, IITRT T4 LT T 1 713 11-00 IRETIIIEETE A
» DefaultType
« HWSContentCacheSize
+« HWSContentCacheMaxFileSize
« HWSStackTrace
* LDAPBaseDN
* LDAPNoEntryStatus

8 C BN=2a3arhonBITICETEER
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* LDAPRequire

* LDAPServerName

» LDAPServerPort

* LDAPSetEnv

« LDAPTimeout

* LDAPUnsetEnv

* NameVirtualHost

» SSLCacheServerPath

» SSLCacheServerPort

» SSLCacheServerRunDir

» SSLCertificateKeyPassword
» SSLCRLAuthoritative

« SSLCRLDERPath

» SSLCRLPEMPath

» SSLDenySSL

» SSLDisable

» SSLECCCertificateFile

» SSLECCCertificateKeyFile
» SSLECCCertificateKeyPassword
» SSLEnable

» SSLExportCertChainDepth
« SSLExportClientCertificates
» SSLFakeBasicAuth

» SSLRequireCipher

» SSLRequiredCiphers

» SSLSessionCacheSize

» SSLSessionCacheSizePerChild
» SSLSessionCacheTimeout

T/, WIIRTTALIT 4 TWET 74NV MEDPEEELE>TWET, 09-80 LIETT 7 # )L MEZZE
BLTWET, REIZIDUTHREZRELTLIZE L,

« AllowOverride (7 %)L M& : None)
 FileETag (77 # /)L ME : MTime Size)

i C [EN=23>h50OBTICET BFRR
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 KeepAliveTimeout (77 # /)L Mé : 5)

« Options (¥ 7 # /)L M# : None)

« SSLVerifyClient (57 =+ /)L ME : none)
 SSLVerifyDepth (77 #+ )L M# @ 1)

« ThreadsPerChild (77 # )L M& : 64)

« Timeout (77 # /)L ME : 60)

» UseCanonicalName (77 #+ )L ME : Off)
« UserDir (F7 )V MB: 77 #)L MEZ L)

+ RequestReadTimeout (57 # L ME : header=20 body=20%)

E¥% LoadModule 7« L7 7« 7T mod_reqgtimeout.so #18E L7258, HBEL TW i WEH
&, 774 MEZ L.

WITRTTA VI T4 71, AEEBELTCVWET, [6. T4 L7714 7] 228, BEIIELT
RELZARBLTIES W,

» AllowOverride

» CoreDumpDirectory
* CustomLog

« HWSKeepStartServers
» HWSProxyPassReverseCookie
« HWSRequestLogType
» LoadModule

» MaxClients

* MaxSpareServers

* MinSpareServers

» ProxyErrorOverride

» ProxyPass

» SSLBanCipher

» SSLCACertificateFile
» SSLCACertificatePath
» SSLCertificateFile

» SSLCertificateKeyFile
+ SSLProtocol

* SSLRequireSSL

8 C BN=2a3arhonBITICETEER
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8.

o.

10.

11.

12.

13.

14.

15.

16.

» SSLVerifyClient

» SSLVerifyDepth

» StartServers

» ThreadsPerChild

At — 1D OfHN

BEAvt—VIla— 2 IDPHIISNE T, FHICOVWTE, v =27V [TFVFr—ary—
N Ayt —V(BEERHFFER)] 22U TS0,

SSLE#Ea~ > FOEHE

sslccert 2> K, sslckey 2< > F, keygen 2~v > F, BXU certutil 2~ > F7%¥ openssl.sh 2+
YRIZEHEELZ D £9, sslccert I~v 2 K, sslckey 2~ F, sslpasswd 2> K, keygen 2~ >~
RB & certutil v > FIZ EFEEA VR F—IUVERICHIFRENE . openssl.sh <> FOFEMIZOW
TI& [5. SSLICKZEREE, BEIb] 2L TS0,

YAR— T 2B SEHOEE

PAR—bIHBEENEEELE T, #FMiE [6.2.7 STHEAT A L7 T17] @ [(29)
SSLCipherSuite [TLSv1.3] HE=MR] CHESEH--]] 228 L, BBISCTHEZRELTL
72E W,

IV T VY F vy Y aBEOIET AR — b

B TV Fry VaRBENIET R - ERD T,

SSL ¥ 3 Y EHEMEEDIET A — h

Web % —/ND SSL ¥ a3 VEEEREVSIETRA—MEBD £,

T4 L7 MY —ERZFA LI —YRIEE 7 7 & ZAFIEEEDOIET R — b

T4V MUY —E 22 LI —YRREAEREE 7 7 £ ARIHKESFET K- &R D £,
AF—HAd— ROEE

ZDOBIFHD Web 3 —N\HR—2 & LT3 Apache HTTP Server OD)N—2 3 > % 24 ICEE L7
W, AF7—=FZAA—FPEBEEZDEITOT, [fiRA AT—F2Aa—-F] 28R L TS0,
UN—=ZA70F IHEEERRICNY 722 R —NEBETERWHEAEIC502 =5 DI 503 ©
FT—=WRHBZENHDET,

VDIIANTA UDBREBEEINTICYALT Y MRS TBHRICAT—FA2—R408 L LTT VLA
aZicHhEnx g,

NameVirtualHost 7« L' 7 7 4 7OIEH K — k

NameVirtualHost 7«4 L7 5 ¢ 7OIETR— M LD, B VirtualHost 7u v 7 IZEHE L7z [P
7 RUVAZIEEL TOAERICIET —NBICEIIN—F v LAA MELTEMELE T, [HEN—Y 3>
DIP 7 RLRIZEDILN=F v LA NOFEICZ S WAEEESH D F T, DB TREEZ A
BLTLEE 0,

TrvAursousEAT 4 —< v POKE

IEEEIRMEO httpsd.conf ICEENZ—WOTTHITT +—< v bOEFEXEELE L, BELOS
HA7 +—<v ME, ROTNILELTT,

R C IBN—Y 3 D5 DORTICET 2EER
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* hws_trace

» hws_std
hws_std IZZ¥R D httpsd.conf T7 7t 2Au D7+ —<vy hE LTHEHSNTVLET,
IEHERMO httpsd.conf TIRESNTWAUTHAT +—<v v bERIRLE T,

« Windows D55

LogFormat "%h %l %u %t ¥"%r¥" %>s %b ¥"%{Referer}i¥" ¥"%{User-Agent}i¥" %I %O"
combinedio

LogFormat "%h %l %u %t ¥"%r¥" %>s %b ¥"%{Referer}i¥" ¥"%{User-Agent}i¥"" combined
LogFormat "%h %l %u %t ¥"%r¥" %>s %b" common

LogFormat "%{Referer}i -> %U" referer

LogFormat "%{User-agent}i" agent

LogFormat "%h %l %u %t ¥"%r¥" %>s %b %{hws_thread_id}P ¥"%{hws_ap_rootin¥" %I %O
%X %D ¥"%{Referer}i¥" ¥"%{User-Agent}i¥"" hws_trace

LogFormat "%h %l %u %t ¥"%r¥" %>s %b % T %{hws_thread_id}P ¥"%{hws_ap_root}n¥""
hws_std
« UNIX(worker MPM) Di5&

LogFormat "%h %l %u %t ¥"%r¥" %>s %b ¥"%{Referer}i¥" ¥"%{User-Agent}i¥" %I %O"
combinedio

LogFormat "%h %l %u %t ¥"%r¥" %>s %b ¥"%{Referer}i¥" ¥"%{User-Agent}i¥"" combined
LogFormat "%h %l %u %t ¥"%r¥" %>s %b" common

LogFormat "%{Referer}i -> %U" referer

LogFormat "%{User-agent}i" agent

LogFormat "%h %Il %u %t ¥"%r¥" %>s %b %P %{tid}P ¥"%{hws_ap_rootin¥" %I %O %X %D
¥"%{Referer}i¥" ¥"%{User-Agent}i¥"" hws_trace

LogFormat "%h %l %u %t ¥"%r¥" %>s %b % T %P %{tid}P ¥"%{hws_ap_root}in¥"" hws_std
+ UNIX (prefork MPM) D15 &

LogFormat "%h %l %u %t ¥"%r¥" %>s %b ¥"%{Referer}i¥" ¥"%{User-Agent}i¥" %I %O"
combinedio

LogFormat "%h %l %u %t ¥"%r¥" %>s %b ¥"%{Referer}i¥" ¥"%{User-Agent}i¥"" combined
LogFormat "%h %l %u %t ¥"%r¥" %>s %b" common

LogFormat "%{Referer}i -> %U" referer

LogFormat "%{User-agent}i" agent

LogFormat "%h %l %u %t ¥"%r¥" %>s %b %P ¥"%{hws_ap_rootin¥" %I %O %X %D ¥'%
{Referer}i¥" ¥"%{User-AgentHi¥"" hws_trace

LogFormat "%h %l %u %t ¥"%r¥" %>s %b %T %P ¥"%{hws_ap_rootjn¥"" hws_std
17. WebSocket 2R 2 HEDORELE

i C [EN=2 3D 50BTICET BFRR
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18.

19.

20.

11-20 LIF&ED 5, WebSocket BE % T AIBEICNELRETY 2 —UHWEHEIZZ D F L7z, WebSocket
BEZFEHT 5729121E, mod_proxy £ 2 —)l, mod_proxy_http €Y 22—, BLU
mod_proxy_wstunnel €Y 2 —LSAE T, [4.15 WebSocket I K 2HEF] #2RB LT, HEX
EVa2-NVERELTLLLES D,

TR Au ST A VI A Ay FOEE
CustomLog T4 L7 T« 7 TIEET AU T DT +—~< v b Th{header_name}i & L1-5E, U
JIAMYYOEZATICHIITAENTEETH, 11-200 375472 62T F5720
TJIAMYFRZTEZHEILET, UN—ZTaFTMHINTAHY VI Ay FiZuicHans
FADTIEELLZSV, O FICHAENTZVWI) VI A ANy FOFZRISKNLUE T,

e X-Forwarded-For

* X-Forwarded-Host

o X-Forwarded-Server

VA VT I REER T A58 0RERE

11-20 DI 5, VA L7 Y EEEZFERT A58 ICRIEEROFRENSBREL 2D F Lz, EficoWn
T, ¥~=a7l [TV — 3 o8 —)N EEfaS R~F /BTl © 11033 77U —v 3>
=N 11-00 £/ 11-10 25, 11-20F TCOAREE] © [4) V¥ LI ¥Rl #252BLT
P&V,
HTTP Server 2o~ > RTCOBELTHOHRTE
HTTP Server W& 2~ > K2ET9 5K, FEHiIC PRFSPOOL BIBZHOBENDETT . 2EMIX
[2.4.2 HTTP Server =#2#), {£1:9 % (httpsdctl 2~ F)] BXU [2.4.3 HTTP Server # it
95 (httpsd I~v > F)] 2L TS0,

R C IBN—Y 3 H50ORTICET ZEER
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i D

IBN—23>Hh5BITTDHBEDRE

SSL e 23 534, HTTP Server DIHNN—Y 3 o256 V11 DIEICKEITT 5124720, ROLHER

FEhE L F 9,
IE IEB
&

1 SSLEnable/
SSLDisable @
BENZVWIEE
DT T * )b

2 | SSL #sE= X
29 2FEE

3 | SSLi%sEZE%H
29 2FEE

4 ([EHYI 5"
A DIEE

5 | FHTARSa b
IIIDIEE

6 SSLRequireSS
L OIEE T #E
B

7 SSL#%gED ) &
I X MEEEY
BHETE

18 D

[BN—a>

SSL HRER 2D

SSLDisable

SSLEnable

SSLRequiredCiphers

SSLProtocol TLSv1
TLSv11l TLSv12

httpsd.conf,
<VirtualHost>,
<Directory>, .htacc
ess

SSLDenySSL

BN—=23>h5BITT 2IBEDRE

V11 LAEE

SSL HREHER

SSLEngine Off

SSLEngine On

SSLCipherSuite

[11-00 o5&
SSLProtocol
+TLSv1
+TLSvl.1
+TLSv1.2
[11-10 DI D15
#] SSLProtocol
+TLSv1.2
+TLSv1.3

<Directory>,
.htaccess

%L

A

SSL #aEx2 AIC L7z WiEAE, SSLEngine On %15
FELTLEES N,

7-7° L, <VirtualHost>71 v 7N T SSL # &% L
TeWiBE, AN Lizw<VirtualHost>7wa v 7 NT
SSLEngine On Z$8E L T 72& 1,

SSLEngine Off ICE SR T 72E 1,

723, 11-00 LIFgETIX SSLDisable 7«4 L7 74 7®

EEDE FTH SSLEngine Off MfEEESN/zbD &L
TEELE T, £72, Web 3 —\2(kT SSL #HE#* &
T BFEITIE, TOMSSL P OWBELT A LI T«
TOREZHIFRD LIEaxy MELTLZE 0,

SSLEngine On ICEE#Z T 723\,

7272 L, <VirtualHost>7taw 7T SSL ZH#iZ L
ZWER, BN L7z w<VirtualHost>71 v 7 NT
SSLEngine On Z#$8E L TL 23\,

%P, SSLBELZTEE ML Web ¥ —1\%
Management Server Z{£H L TEE I 5 H &3,
Web % —NOEEHERL NLE [1: SOt ROFEE
ZHERTH2T] ICEBLTLZ2& 0, *1

SSLCipherSuite ICE Z#1 X T 72& W%

a0 N aAVOERAESREZDET, FHT S o v
LEEMT 2EE1E7 0 bI VORI + 2L
EELET,

httpsd.conf, <VirtualHost> THEE L T\ %541,
<Directory>, .htaccess THEET A LIIEELTL
7230,

SSLDenySSL DFEE ZHIFR L T 2 & W,
SSL #ERERMAZ RN T HIEEL E2MET LT I2E W,
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10

11

12

13

14

15

18 D

158

= NRAETHE
FIT % CA FEB
BOIHRE

RS LR E D
IS AT — R
77 A ILDIEE

DER FERD
CRL ##8%&

PEM fEX @
CRL 487

JIA4T M
BAEEZHW
Basic #RFEED
faE

7547 Y bk
HEOBRIBAE

B3

NDETE

& M 5 F RERA
EB L O
fBETA LY
T4

IILT Y M
EOREET B
SSLVerifyClie
nt OI5EE

BN—=>3>

SSLCACertificateFile

SSLCertificateKeyPa
ssword,
SSLECCCertificateKe
yPassword

SSLCRLDERPath ©
DERFERD 7 7 1 L%
LT+ L7 hY
ZI57E

SSLCRLPEMPath ¢
PEMERXDT7 7 1 L%
WiLzT4 L7 MY
I

SSLFakeBasicAuth

SSLExportClientCerti
ficates

SSLECCC ertificateFil
e

SSLECCCertificateKe
yFile

ol11]2

BN—=23>h5BITT 2IBEDRE

V11 LB

SSLCertificateFi
le
Y—NIEHEE
CA GEPAE & i
L7714z
EE

ARV

DER X3 fEH
TEWV

SSLCARevocati
onFile T CRL ®
T 7 A NEIEE

SSLOptions
+FakeBasicAut
h

SSLOptions
+ExportCertDa
ta

SSLCertificateFi
le
SSLCertificateK
eyFile

none |
optional |
require

E&II

B

SSLCACertificateFile THRES /=7 7 1 VA DFEA
EDH5, Y—N\FIATHERT HAHEEE
SSLCertificateFile THET 57 7 1 MITEML T 72
S, BT BIEFIZ Web — N\ OEHAEICHFEE, &
il CA OFEAE, L— MEAZSZEML TS0,
mB, [BN—=Ya Tk, Y—N\FEc#FAT S CA
AERAE % SSLCACertificateFile 7« L7 5« 7IZ{ERE
LTWaEEE, SSLCACertificateFile 74 L7 7 «
TICHEE L7z CAFEAZE 2 — N\RiEICERA LTV E
L7z,

SSLCertificateKeyPassword,
SSLECCCertificateKeyPassword OFgE % Hlkk L T <
1EE L, K2

DER &% PEMERICE# LT 7 1 L%
SSLCARevocationFile THEE L TL F &0, X3

BHOT 7 AN HAEEITILEE L TT 7 1 IV 2IERK
LTL7Z&E 0,

O CRL 7 7 A LVAHAESICITERE LT 71 )L
% SSLCARevocationFile THEE L TL F& W0,

SSLOptions 7« L 2 7 1 7IZ+FakeBasicAuth %5
ELTL SN,

SSLOptions 7« L7 7« 71Z+ExportCertData % 1§
ELTLZE WV, PEMEROIEASE 2 RIBEKICERTE
LET,

22U, 7547 2 MERERE T TRL, Y—\GEAE
LEBREEBICKRELE T,

SSLCertificateFile, SSLCertificateKeyFile TH&M i
RS A OIS S AE#HEZIEE LTS 0,

RSA BE5 L FEM ARG S O — /\GEAEB K O E #
X, TNFN—2FTORIFHEETEET,

SSLVerifyClient DIEEMEZIRD & B D IZHED 5XF
FNCAEE L TL7Z2E 0,

0 : none
1 : optional

2 : require
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17

18

19

20

FExl

158

7547 bR
AERE O B RSN
SSLVerifyDep
th O¥EE

CGI cHs=1tiA
FICBT 2 BIT
ER=ERLT

WAHIBE

e TDO T
27 & Z

Oy 74x—=<v
k%{version}c
THhsns
o bk I)N—
Jav

07 74—<v
k%
{clientcert}c T
Hhshsr 5
47> NEHE
@ subject
Distinguished
Name

BN—=>3>

KD 747 > Nk
HEZ S AT EBH
(FREEB OB+ 1)

SSLBanCipher
SSLRequireCipher

V11 LB

Koo 547 >~
NEHERE T
WEE R

FREER 72 0%

SSLBanCipher

E&II

B

EREDTF A v 2l EARBEHEEZREL T ZE W,

BIBEERBNEERICE>THET,

SSLRequireCipher T#A] § 5 BESH| Z2FEE L TW»
72354, SSLBanCipher TIHEGRT S/ H| 2 18E L
TL7ZE W,

¥ 7z, httpsd.conf, <VirtualHost>TIEEL T\ 55
&1, <Directory>, .htaccess TIEET DL DICEHE
LTL7ZE 0,

HAZNE 0 halN—T 3 VOREHPLTEICZ>T
L ) i @_O
R

TLS1 TLS11 TLS12
EHE%

TLSvl TLSv1.1 TLSv1.2 TLSv1.3
HAOSNBBEMORYIOLFD [/] 56 [,] ICEEIC
o TWET,

5 B Hi

/C=]JP/ST=Kanagawa/L=Yokohama-shi/

O=client/OU=client/CN=client
EHE%

CN=client,OU=client,O=client,L=Yokohama-

shi,ST=Kanagawa,C=JP

Management Server Tid Web = N\DIEEHEIZEHEL TV E 2 ES e, EFEEI -V b2

ER
Web 3 —/NT SSLIBEFIF2EICLTWAIEEIE, Web U —NOBEMHEZEL NLIE 7T Ot ZDE

EEHRT 2EIE

182D BN—=23>hoBITT EEDHRE

LT, Tt 2A0FEFEZHEZRLZD, Web = NICHTTP T7 72 A LD T A ETHRILT0E

(adminagent.hws.watch.level=1 Z8¢E) LTL72& W,
FME, v=aT7 NV [TV =3y =N YRTLEE - ERTA R o [4.1.16
Vb EFERTASLOICHET HEHR] 2SHELTILES 0,

EAEHT —
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%2
ISAT — FRES N MWERD S/)NAT — FREZEDNIC ULMERICEBR LT 7 AV 2
SSLCertificateKeyFile 74 L7 T« 7ICIEEL £ T, ROV R TMERD/INAT — FERZITV
ES
« RSA IS %A LI-MEROHE
openssl.bat rsa -in /SA 7 — RIRESN/-FRER T 7 1 )L -out /YA T — REER LSRR T 7 1 L
« BB SHRZAMAE LW EROB S
openssl.bat pkcs8 -topk8 -in /SA T — FIRES NTIER T 7 1 )L -out /SR T — Rz gk L7
ME# T 7 1 L -nocrypt
UNIX D58 1% openssl.bat # openssl.sh ICE XX TETLTLZE W,
FE%3
DA< RTDERERD T 7 A4 V% PEMERICE# L £,
openssl.bat crl -inform DER -in A/ 7 7 4 )L -outform PEM -out #7717 7 1 L
UNIX D541% openssl.bat # openssl.sh ICE 2 TETLTL 2S00,

182D BN—=23>hoBITT EEDHRE
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(HRE FZEARABEER—INICKZIVN—-ZFOF>%ERLE prefork MPM
DEHEE Web 3 —/N\NDRBESE

UNIX R CEAEEAR - L 2EH L TintE Web U —N\Z2#EHET B, J2EE U —N\OEEFET Y )N —
270 F A BIRL 723581 worker MPM OF#3 Web % —N\DHEEI N, V¥ A LI Y ERIRLIZGE
i prefork MPM O#@#E Web —N\DHEERINE T, ZITERIYN—RAT0F T2 HRHT 5 prefork MPM
D Web 3 —N\ZMET 27-DOFEITOVTHHALE T,

IROFTHETIX, EHEHERA A VHOKRRANDESE, N T+—T VAN —YVDOREDPTET TN ERE
LET,

1.%=2a70V [77U5—a>5— N EREER-IIEREATR] © [9.10.1 Web 5—/1\D&
il @ TQFRTFIR] (ICHEV, [Web —/\DEN] BEZXRTRUL, [G)RIEFIE] TWeb -/
ZIBNY BBRIC [J2EE H—/N\&EE] 74 —ILRT [UIC1LT9] &FIRLT GEM RI>&ETUY
TUET,

2.%Za7N (75— abd— N EREER—IIREAIR] @ [9.11 HEH-—NO—EtY
N7v 7] OFIRICHEL, 1. TEMLE Web H—NZEty N7y FLET,

3.7 [7FPVr—a>iy— /N EREER—IIREHIR] @ [10.9.1 Web H—/\D5%
El O [QFRTFIEl (C7EV, [Web —N\DFRE] BEEHZRRULET. RET771ILOSE] R
27y IULT BRET77TILDOAB] [CRRESNLEREZRELET. BESEIRDES T,

o HIEY 5 J2EEH—NADIYN—ZAT0F L OREXBMLET, Ml [4.7 UNN—2TaF
DEE] 2BRBLTLEEV, UN—ZAFO0FOREFETLET,
(f51)

LoadModule proxy module Libexec/mod proxy.so
LoadModule proxy http module libexec/mod proxy http.so
ProxyPass / http://backend. example. com:8008/
ProxyPassReverse / http://backend. example. com:8008/

* [Include “< Application Server ®f > X b—)LT ¢ L' + 1 >/CC/web/redirector/servers/
<fWHE Web ¥ —/NDEH —/\E>/mod_jk.conf’] WEBSNTL2HBERTDOERZHIFRL T
<7Z&EV,

* 1IN Web T —NOREZEET HHBEIE [RET 7 A LVOWNE] 2BEEBELXT. REDFZ
TLUES, HEO [RE7 7 A VONEZEERELEZT] 2&RL, [@EH] Ayr27J0v oL
95

4.3Za7)N [7FV5—=2a> =N EREER—IIIREATIR] ® [109.2 VI1LTIDE
T (VI1LII%ZFERLEER)] O [QFRSZFIE] (CEV, [VI1LI7IDEE] BEHZFRRL
F9. [FIATZNT+—<T>ANL—H] THEITZI/NT A= ANL—HZREL, [ER] ~9
o7y IUET,

5.%=a7) [7FVr—2ari—/)N EREBER—IIREHCIR] @ [10.10 REH—NDORE
771 OER] (CHEVL, CNETICRELLBERZT—NICEHULET,

iR E ERBER—IIICEIDUN-RTFOF > ZER U prefork MPM OFREE Web 5 —/NDEBESFE
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INT, UN—AFuF T %HERHT % prefork MPM O Web 3 — N OEEITZT T,

THRE EBREEEFR—IINICLDUN—ZTOF>2FER LK prefork MPM ORI Web 1t —/NOEEAE
Cosminexus V11 7 U4 —3 3> —/\ Cosminexus HTTP Server 317




T8 F FIEEEESR

NZa7 )V TERYTBAEEICDONT
< =27l [7F ) r— 3 >H¥—)\ & BPM/ESB £ FHEMS | 2B LT P&,

TR F FAEERRS
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5|

S

<DirectoryMatch IE#HKRE> 173
<Directory T L7 kU%Z> 172
<FilesMatch IEFFRE> 173
<Files 771IL%&> 173
<lfModule () €EYa—I)L%&> 174

<Limit XVyR% XVYyR%E -] >

<LocationMatch IEFRKRIE> 175
<Location URL> 175

<VirtualHost {KRAXAKEZ | IP7RL R [KR—KE
2)} (KRARZ| IP7RLR R—MES))

> 176

A

AccessFileName 176
Action 177

AddAlt 178
AddAltByEncoding 178
AddAltByType 179
AddCharset 179
AddDefaultCharset 180
AddDescription 180
AddEncoding 181
AddHandler 181

AddHandler 7 L 77« 7DIEE 82

Addicon 182
AddliconByEncoding 183
AddiconByType 184
AddLanguage 185
AddType 186

Alias 186

AliasMatch 187
AllowEncodedSlashes 177
Allow from 188
AllowOverride 189
AuthAuthoritative 190
AuthGroupFile 190

AuthName 191

AuthType 191

AuthUserFile 191
auto 110

B

BindAddress 192
BrowserMatch 192
BrowserMatchNoCase 193

C

CacheNegotiatedDocs 193
CGl 7073 LNDEE 82
CGl 7O7 3 LADHUHL 82
CoreDumpDirectory 194
CRLZ71ILDER 143
CSRofexl 158
CustomLog 194

D

debug LI 66
Defaulticon 198
DefaultLanguage 198
Deny from 199
Directorylndex 199
DocumentRoot 200

E

ErrorDocument 201
ErrorLog 203
ExpiresActive 204
ExpiresByType 205
ExpiresDefault 205
ExtendedStatus 204

F
Fancylndexing 206
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FileETag 207
ForceType 208

G
Group 209

H

H2Direct 209
H2MaxWorkerldleSeconds 210
H2MaxWorkers 210
H2MinWorkers 210
H2Padding 210
H2SerializeHeaders 211
H2StreamMaxMemSize 211
H2Upgrade 211
H2WindowSize 212

Header 213

HeaderName 214
HostnamelLookups 215
HTTP/2 7’O0 N J)L:@(SHkEE 136
httpsdctlOv> K 23

httpsd ¥ > K 25

HTTP Server MMEEREL TLWAIHNEBES 21—l &
B2 -MLT77IINBOXRIE 224

HTTP Server &% 14

HTTP Server D#Z 15
hwscollect %> KR 75
HWSErrorDocumentMETACharset 215
HWSErrorLogClientAddr 216
HWSGracefulStopLog 216
HWSGracefulStopTimeout 217
HWSH2SendGoaway 217
HWSImapMenuCharset 217
HWSKeepStartServers 218
HWSLogSSLVerbose 219
HWSLogTimeVerbose 219
HWSMaxQueueSize 220
HWSNotModifiedResponseHeaders 220
HWSPrfld 221

HWSProxyPassReverseCookie 221
HWSRequestLog 222
HWSRequestLogType 222
hwsserveredit v > K 124
HWSSetEnviflPvé 223
HWSSuppressModuleTrace 224
HWSTraceldFile 225
hwstraceinfo v > K 73
HWSTracelogFile 225
HWSWebSocketLog 226
HWS{EBE—K 116

/O71ILIKL—R 71

/O 7149 NL—RADEE 71
IdentityCheck 227

ImapBase 227

ImapDefault 228

ImapMenu 228

Include 229

Indexignore 229

IndexOptions 229
IndexOrderDefault 233

info LXNJL 66

IP-Based Virtual Hosts 78

IPv6 ICHMLTWBT A LIT17 131
IPv6 [CKBiEE 131

IPv6 [CKBEBIED%ESR 132
IP7RLRACEIKN=F+¥ILRAN 78

K

KeepAlive 234
KeepAliveTimeout 234

L

LanguagePriority 235
LimitRequestBody 235
LimitRequestFields 236
LimitRequestFieldsize 236
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LimitRequestLine 237
Listen 238
ListenBacklog 238
LoadFile 239
LoadModule 239
LogFormat 239
LogLevel 240
logresolve IY¥ > K 64

M

MaxClients 241
MaxKeepAliveRequests 242
MaxRequestsPerChild 242
MaxSpareServers 243
MaxSpareThreads 243
MinSpareServers 244
MinSpareThreads 244

mod_http2 €2 —/LDfEAA%AL 136
mod_proxy_http2 € 2 —I)LDFEHAHZ 136
MultiviewsMatch 244

N

Name-Based Virtual Hosts 78
notable 110

@)

openssl.bat pkcs8 ¥ > K 150

openssl.batreq d¥> K 151, 152
openssl.bat x509 153

openssl.bat x509 O¥> K 154
openssl.bat Iv > ROERAF 155
openssl.sh pkcs8 ¥ > K 150
openssl.shreq O¥> K 151, 152
openssl.sh x509 O¥ > R 153, 154
openssl.sh Ov > ROfERAAF 155
Options 245

Order 246

P
PassEnv 247
PEMfZZl 143

PidFile 247

Port 248

Protocols 248
Proxy100Continue 249
ProxyErrorOverride 249
ProxyPass 250
ProxyPassReverse 253
ProxyPreserveHost 254
ProxyVia 254

Q

QOSCookieDomain 255
QOSCookieExpires 255
QOSCookieName 256
QOSCookieSecure 257
QOSCookieServers 257
QOSRedirect 258
QOSRejectionServers 258
QOSResponse 259

R

ReadmeName 259
Redirect 260
RedirectMatch 261
refresh 110
RequestHeader 262
RequestReadTimeout 263
Require 265
rotatelogs2 7’075 LA 62
rotatelogs 7’075 A 58
RSA BESOMWERDOANET 156

S
Satisfy 266
Script 266

ScriptAlias 266
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ScriptAliasMatch 267

ScriptAlias 7«1 L7 7« 7DI8E 82

ScriptinterpreterSource 268
ScriptLog 268
ScriptLogBuffer 268
ScriptLoglength 269
SendBufferSize 269
ServerAdmin 269
ServerAlias 270
ServerLimit 270
ServerName 271
ServerPath 271
ServerRoot 271
ServerSignature 272
ServerTokens 273
SetEnv 273

SetEnvlf 274
SetEnvlifNoCase 275
SetHandler 276
SSLBanCipher 276
SSLCACertificateFile 276
SSLCACertificatePath 277
SSLCARevocationCheck 277
SSLCARevocationFile 278
SSLCertificateFile 278
SSLCertificateKeyFile 279
SSLCipherSuite 279
SSLEngine 281
SSLOptions 282
SSLProtocol 283
SSLRequireSSL 284
SSLVerifyClient 285
SSLVerifyDepth 285

SSLT7ZA4 7> hERELDE | 142

SSLBED/=bD#Ef 140
SSL@EEDFIE 141

SSL CEREE, BES{kT 3% 140
SSL (C & B5R6E, BES{E 139
StartServers 286

T
ThreadLimit 286, 287
ThreadsPerChild 288
Timeout 287
TraceEnable 289
TransferLog 289
TypesConfig 290

U

UnsetEnv 290
UseCanonicalName 291
User 291

UserDir 292

W

WebSocket IC&2&E 133

WebSocket 07" 56

Web #—N\ETFO7 S5 LZETTS (CGl) 82
Web #—/\OREZROERZLHE 150

Web B —/\NOWMEZRDIER 148

Windows EREFDFREIE 31

5

77 AEDEES 92

77t kO-ILT771I)L 91
77 AEIE 87

77t2A0O7 54

TrIr—=a = NEDEE 135
714X M=)l [UNIX] 19
714 2A M=)l (Windows) 33
(W)

—MI—HFT7hT> NCKLDER 39
IA=ITvS 127
IA=IT Yy TOEEB 128
AA=IIYTT71INDLE 127
1>Z M=)l (UNIX] 19

1> ZXKM=J)L (Windows) 33
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> L

ERRIEZERTS 20, 34 SATLER 18
BRBER—IIICKDZIN-RTSOF %2 FERLE AT LDERAGLE 42
prefork MPM DFRIE Web t—/ND#EESE 316 SR 50
BT 3TEODY AT AR 31 STEEEEVSFIE 145
ERDZfE (UNIX ki) 17 SFEEORRTER 154
ERDESfE (Windows hiR) 30 SFEEORSETR 153
- SIREDEMNMEDIREE 143
& STRRERTER (CSR) OfERL 151, 157
L5-07 55 SERERTER (CSR) OWEETR 152
A WBETF LT TEDEFK 43
= (HTTP Server] 15 ¥
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