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1. This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit. (http://www.openssl.org/)

2. This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)
3. This product includes software written by Tim Hudson (tjh@cryptsoft.com)

4, R&EIZ1E OpenSSL Toolkit V7 b7 =7 % OpenSSL License 3 & Uf Original SSLeay License
IZREWER L CWE 9, OpenSSL License 8 & U Original SSLeay License 3L T EH D T,

LICENSE ISSUES

The OpenSSL toolkit stays under a double license, i.e. both the conditions of
the OpenSSL License and the original SSLeay license apply to the toolkit.
See below for the actual license texts.
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OpenSSL License

* Copyright (c) 1998-2019 The OpenSSL Project. All rights reserved.
* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in
* the documentation and/or other materials provided with the

* distribution.

* 3. All advertising materials mentioning features or use of this

* software must display the following acknowledgment:

* "This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

* 4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
* endorse or promote products derived from this software without

* prior written permission. For written permission, please contact

* openssl-core@openssl.org.

* 5. Products derived from this software may not be called "OpenSSL"
* nor may "OpenSSL" appear in their names without prior written

* permission of the OpenSSL Project.

* 6. Redistributions of any form whatsoever must retain the following

* acknowledgment:
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* "This product includes software developed by the OpenSSL Project

* for use in the OpenSSL Toolkit (http://www.openssl.org/)"

* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT AS IS" AND ANY

* EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR
*ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

* SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

*NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

*HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED

* OF THE POSSIBILITY OF SUCH DAMAGE.

* This product includes cryptographic software written by Eric Young
* (eay@cryptsoft.com). This product includes software written by Tim
* Hudson (tjh@cryptsoft.com).

*/

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)

* All rights reserved.

* This package is an SSL implementation written

* by Eric Young (eay@cryptsoft.com).

* The implementation was written so as to conform with Netscapes SSL.

* This library is free for commercial and non-commercial use as long as
* the following conditions are aheared to. The following conditions
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* apply to all code found in this distribution, be it the RC4, RSA,

* lhash, DES, etc., code; not just the SSL code. The SSL documentation
* included with this distribution is covered by the same copyright terms
* except that the holder is Tim Hudson (tjh@cryptsoft.com).

* Copyright remains Eric Young's, and as such any Copyright notices in
* the code are not to be removed.

* If this package is used in a product, Eric Young should be given attribution
* as the author of the parts of the library used.

* This can be in the form of a textual message at program startup or

* in documentation (online or textual) provided with the package.

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.
* 3. All advertising materials mentioning features or use of this software
* must display the following acknowledgement:

* "This product includes cryptographic software written by

* Eric Young (eay@cryptsoft.com)"

* The word 'cryptographic' can be left out if the rouines from the library

* being used are not cryptographic related :-).

* 4. If you include any Windows specific code (or a derivative thereof) from

* the apps directory (application code) you must include an acknowledgement:

* "This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

* THIS SOFTWARE IS PROVIDED BY ERIC YOUNG TAS IS" AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
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* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

*HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT

*LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
*OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
* SUCH DAMAGE.

* The licence and distribution terms for any publically available version or

* derivative of this code cannot be changed. i.e. this code cannot simply be

* copied and put under another distribution licence

* [including the GNU Public Licence.]

*/

This product includes software developed by the Apache Software Foundation (http://
www.apache.org/).

Portions of this software were developed at the National Center for Supercomputing Applications
(NCSA) at the University of Illinois at Urbana-Champaign.

This product includes software developed by the University of California, Berkeley and its
contributors.

This software contains code derived from the RSA Data Security Inc. MD5 Message-Digest
Algorithm, including various modifications by Spyglass Inc., Carnegie Mellon University, and Bell
Communications Research, Inc (Bellcore).

Regular expression support is provided by the PCRE library package, which is open source
software, written by Philip Hazel, and copyright by the University of Cambridge, England. The
original software is available from

ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/

This product includes software developed by Ralf S. Engelschall <rse@engelschall.com> for use
in the mod_ssl project (http://www.modssl.org/).
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HTTP Server # B2 L9, ETHOY—NTat 2L, EFKRTRICELELET, Y—N"Tot
AL, BERE, LWV T4 777 A NICEDSW TS LE T, prefork MPM Z2{#H L TV 5154,
FHECER? IC MaxClients 7« L7 7« THREEOEE IR SN2 WT, HIEOMED T EHIPNE T,
Listen 7« L7 7 « 715EES & O SSLEE CHEMT 5WEHRDOFE (SSLCertificateKeyFile 7«1 L
74 7) #EELIEEIE, WolzA HTTP Server Z2B1ELTH 5, EEBILELTL7ZE 0,

2. BRO#EfFEEE, EIE (UNIXAR)
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» gracefulstop

HTTP Server #{E1L L9, EfTHOY—N"TOtRIF, ETETRIEILLET. KeepAlive #i
HFDIFE, KeepAlive BRiORE T —N7T0X ZIZETHOREE 2D ET . ETHRT LV
H& ik, HWSGracefulStopTimeout 74 L7 7« TIHEE L7 fF 5 RSB T 5 KT LET,

« configtest

AVTATT7ANDEF 2y 7% LET, ELT—HhdE, HEILLITI—AvE—V%2FRL
9, COF TS arEEELLEEIE, HTTP Server IZ&E& LA,

* help
httpsdctl DNV T E2RRSE LT,

(3) EENESESE
HTTP Server D& Z2HERT 5121%, FIH 70t A 2R L TL2E W0, 3BlX, [4.1.4 BEEEICHO
Wl o [(3) #l~7aot 20EHR] 2B LT EFE N,

F7:, HTTP Server #i& L7zdb &, TI7—0 I TFOXA vt —IPHNSINT0WAE I E 2R L TL
2E W0,

Cosminexus HTTP Server /8—<'3 > (Unix) configured —— resuming normal operations

(4) fGERBHI

HTTP Server ##& L £ 9,

export PRFSPOOL=/0opt/Cosminexus/PRF/spool
/opt/hitachi/httpsd/sbin/httpsdctl start

(5) FEEIR
* httpsdctl stop 3 & U gracefulstop 12 &% Web ¥ —/ME1EEEEITRIC, HTTP Server D21 > 7 «
77 7 A NVOERNPAIEZSE, httpsdctl DFETIELT T —E4 0 Web ¥ —NIZELELFTEA

« httpsdctl restart 3 & OF graceful I &% Web ¥ — NEi#fB1E{THRIC, HTTP Server D3> 7 1 7
7 7 A VDOEBRNPANELEGE, httpsdctl OFEITIEL T —E742 D Web H—NIZEIEL W THEE L
A

* httpsdctl 2~ > NiZ &% HTTP Server O#cg), BHiLEis L MEILLIRBEEZET LIGE, BEHTTH
FOEIEETRRT Ay E—VIEHATSNER A,

+ KeepAlive #f7AH OIREE T httpsdctl gracefulstop 12 &% Web ¥ — ) VMEIHIR(E2ETT 5 &,
KeepAlive B ORI E T — /MBI FL-SNET,

2. BRO#EfFEEE, EIE (UNIXAR)
Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 25




2.4.3 HTTP Server =& 9% (httpsd I7 > R)

P—NDIL—bT ¢ L7~ % httpsd.conf 7 7 4 LZIRE L TEE T SFHI, TOHEZERL TR
BLET,

PRFSPOOL BIRAE# Z & E L7cd & T httpsd I~v > FEZETL T ZE W,

(1) X

/|opt/hitachi/httpsd/sbin/httpsd ((dT4L2br Y)Y (-f 27408) ((RF4LOUKY) |-v
_t]

2) #F>ar
e dFALTRY

ServerRoot ¥4 L 754 7WaA2 T4 7T 7AIIEBESN TV EWVWESD, T7 4 MEZIEE
9,

« fT771IL%E
httpsd.conf 7 7 A L2 ETE LI, HA/ 2 £ 721% ServerRoot T« L7 7 1+ 7 DIEEMEH 5 DI
XX ZATHRELE T,

« -RF1L7KV
DSO EfFT74 7T UMM ENTVWET 4 LT M) 2/ SATIELE T,

¢ -V
N—=2 a3 VEREFRRSEET. ZOF T3 VEEELLHAIL, HTTP Server 3EFH LE A,

. t
AT AT T7ANDLEF v 7% LET, LELT—DhHdE, HEICLT—AvE—I%2FRL
F9, COF T arHEIBEELLESE, HTTP Server I3 LEH A,

(3) BEFAE

kill 2> RTHTTP Server #Higi cx£9,
kill {-HUP | -USR1} “cat PidFileF« L 25 4 TiEE®E"

- -HUP
httpsdctl I~ > R restart IS T 2HEEHZ LE7,

» -USR1

httpsdctl 2~ > R graceful ICHEXd 5 FHiCE % L £ 7,
 PidFile 7 L 77« JEEE

PidFile 74 L7 T« 7 CHELIME(T7 7 A VR) 2 HEEL £,

2. BRO#EfFEEE, EIE (UNIXAR)
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(4) ¥&THE

httpsd 2~ > N ¢ HTTP Server Z &8 L7235&, IR I~ FEEFTL TR %2&TL, HTTP
Server Z{E1ELTL7Z&E W,

kill {-TERM | -USR2} “cat PidFileT« L &5« Ji8E@E"

* -TERM
httpsdctl I~ > R stop ICHHET 2% LE T,
» -USR2
httpsdctl 2= > R gracefulstop IZHHY T A2FI1EZ LE T,

(5) EIERSE

HTTP Server O#C8) # 29 5121, a0t A 2R LT FE W, 3/, [4.1.4 HESHEICO
WTl @ [(3) #E7Yaot 20ER] 22RBLTLEE 0,

%72, HTTP Server &8 L7-b &, TT7—a I TORA v —=IPHNEINTWAEZ EZ2RERL TL
728y,

Cosminexus HTTP Server /X—<3 > (Unix) configured —— resuming normal operations

244 —fxd1—v7ho> NMIKBER
HTTP Server i&, @EOERFIEE LT, A—/S—1—HICLAZERZEELTCVET,
A VARN=IVULIRETIE, A== —HFICXZERANPTZXS LD IRERESHESINTNET,

ZoZENS, A=—N—2—FP4ND1—5 (DN, —f1—HVEFVEYd) TERHT 254, HTTP
Server O E77/()VP|351_3“674 L7 R - T7 A VOBEBRENBORESINHEICILZDET, &
7z, HTTP Server O—EBDOMEEEICONWTIE, — I —FIC X ZERIIFIREIEICZ 205D D FT,

T, A== —HF LI —-TFDE,, —iFI1—FI2Lb HTTP Server #:EHT 5720 DIRE
e, HIREIEICOWTHBELE T,

(1) |FFOEXDER
A—=NN—2—HF - E—F1—TEHLKZEE, HTTP Server {7t ZOMERE 2RISR LE T,

x2-2 F7O0LADIER
IS 7Ot 2—NN—1—HCkBEHA —fE1—t(IC Kk BER

1 HE 7ot X A== 21— a1 —

2. BRO#EfFEEE, EIE (UNIXAR)
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IEES 7OtXR ZA—N—1—HC Kk BEHR —ig1—IC K BER

2 rotatelogs, rotatelogs2 71
2
3 VAVAV A= RS User, Group 74 L7 7«4 7CIEL7z1—Y,

TN—F
4 CGI 7u+ %

(2) UNIXIZBIFTEDRA—N—21—HE—Ra1—FDEL

UNIX I2BWT, Z——2—HFF—BI1—HPEELRD, AT LOEHREEEZFHE > —FICHRDET,
UNIX IZBIFAZA— IS —2—HF L — 1 —FOEEDOERE (—fF) Z2RIIRLET,

XK 2-3 UNXICHBIFTBRR—N—T1—HFE&—xI1—FDERDEE (—fF)

ICES 158 Z—)S—1—4 a4

1 O L—FHEEH L7 Tat ADELL B Ru]

2 well-known A— b (1023 HFUROKR— 1) %L Gl ANE]

3 RIS AR D /B EIAHERPEZ 5N TN RWVWT 7 AJ ANA]
ANNDT 71

—fx 21— HTTP Server &M 5%54&, HTTP Server O#lfHl 7 0t 2 DOWHERAS —fi% L — THER THY
BT %728, ZOEXDEHIA—/S—L1—HTHTTP Server ZEHL7-BALEELRZBENDHD T,
L7z ->T, —f&L—4THTTP Server 2T 2581, A—NN—1—FLOEROERLZEHRL &
NOBRIBEZEET I2UNESH D EI,

(3) VY—RADOFREE - TN—TDEE

HTTP Server 2> 5>, HET 7 A IIWVE, BEIXOHTTP Server BEIET ABICT 7t AT 54
774N T4 L7 bMJIZOWT, UNIX L TCOFREE - JLV—T2ZBE LT,

RIER, 1A M—=LT« L2 MY (/opt/hitachi/httpsd 74 L7 bU) DIROY Y — R L TIEE
EARETT,

Bk, VY —ADFREE « V)V —T2TICR LI-WIEEIL, ZBEEEORNCIRED Y V=Rt LT, Fr
BEEITN—T#RELTBEET,

REFEEIL, A== —HTETLET, REFAZUNIIRLET,
(1)
/opt/hitachi/httpsd 7«4 L7 hULIRD Y V=Rt LT, FiEEE IV —TO—E%=EKT %,

ls -LlaR /opt/hitachi/httpsd

EEEEIZ, A—N—2—HPTEFTLEIT, BEHZLUTIRLET,

2. BRO#EfFEEE, EIE (UNIXAR)
Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 28




(f51)

/opt/hitachi/httpsd 7«4 L2 MY LIRD U YV =212 LT, FiF#E (hwsuser) & 7L — 7 (hwsgroup) %
BEI %o

chown -R hwsuser:hwsgroup /opt/hitachi/httpsd

(4) httpsd DicE
HTTP Server #i&Md 52— 12— ZHEMH L T, httpsd ZEE L T 723\,

httpsd DRI T I3HE#H © T 5BE1, EFREFU—RI-—FTREL TS0,

(5) HHIPREIR

IR a7y FiE, —RI—PICX2ERHITHIELTVETA, A—NN—Z—FTEALTLLLZS W,
* htpasswd 2~v> K

* hwscollect 2w > F

» hwsserveredit 2~ > F

* logresolve 2<v > K

» openssl.sh a<> K
— ML —PICLBEATIERIIRT TA LI T« TRIEETCEE A, HEPH->THLEBALET,

s Group T4 LI T4 7
e UserT4LZT47

—fr L —Ic L BEH T, well-known R—b (1023 FBLTFOR—bF) 2L ZENTEFEH A
DTROT 12 LI T4 TICR= I EESE2IBETABIIFEL T ZE 0,

e ListenT+4 L7547
e Port 74 L7547

2. BRO#EfFEEE, EIE (UNIXAR)
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EROEE s, F1IE (Windows hR)

CDETIE, HTTP Server Z&RT BHIlC, FI>THEVLWTWEEEEWCESKLVEFEFIEIC
DWTEHBAL X T,
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3.1 HTTP Server &R 9 37N> AT LB

HTTP Server 2389 57D E L Y AT LERBICOWTHBELE T,

3.1.1 N—ROT7#E

(1) H—N

HTTP Server O@EA#KESS, [FHITAXTIVMEEBIVO T AZEHEAERIIOWVWTIE, YVU—A/)—}+%
ZHLTL7ZE 0,

(2) 73147~k
Web 75 7 ¥ 5B {E T & BHHK

(3) Ry bMNI—TRE

o f =YXy rREDRY VT—2 (WNE)
o XA VR—LVATLY =N (EE)
s U—RNNF Y (EE)
SSL7Z7t5L—% (&)

« 7747 UA— ({ER)

3.1.2 Windows {ERRFDFEEIE

(1) v RETIROFESEIE

Windows T HTTP Server ZB{ESHAEE, COVZa T HEINTVWEII7 Y RIZITRTEH
EHRTETITALEIHDFT,

HTTP Server OHiE OSIc2oW\WClE, v=a27)I [77FU 4 — 3P —)\ & BPM/ESB &8 #3i] %
SR L TLZE 0,

HTTP Server ®a~> Ri, [BHEEZ :  av > R ur 7] TEFLTLEE N, [BEE  av NS
Oy 7M1, BOSTEMBINTVWAEERZFHLTEE LTSN,

(2) BET 71 INEFHRKOFREIR

Windows T HTTP Server O&RE7 7 1 V2 EH; T 25E1E, BHIT 257075203 EHEEERT
FEITLTL S0,

3. ERO%#EEEEE), F1E (Windows ki)
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HTTP Server OFi#E OSIZDOWTIE, v=a 7)) [7FV 4 r— 3 43—V & BPM/ESB & 3] %
ZHLTLZS 0,

3. BRO#FELiEE), F1E (Windows HR)
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32 4A2AMN=NLETA2AN=L

HTTP Server i& Application Server @A > 2 h—=LiZ k> THEHATEE T,

Application Server O Y A =L ET VA VAR —LOFEFIROEB D T, FFMFIEICONTI,
Y=aTN [TV =2 a v =N VAT LREE - ERNA N 2SBLTLIZE 0,

s 1AL
AV AM—F%FHALET, HTTP Server iFIROT 4 L7 UL VA P—LENET,
<Application Server ®1 > A b —J)LT 4 L 7 k1) >¥httpsd

s TUAYAM—I
PPA YA M—F2ERLET,

3. ERO%#EEEEE), F1E (Windows ki)
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3.3 EFREZERT D

HTTP Server OFME*EHET A7 7 A NICODVWTHHALE T,

3.3.1 RIEODERSGE

(1) T L7 NUEHE

HTTP Server 24 YA b= L7EED, T4 L7 MIERZIRIORLET. COEMIIEFELZZWTL
728,

®3-1 F1L7NJER

AR =NLET4LI R

Lhttpsd JL— kT4 L% bV (httpsd. exe)
Fadmin
| Lbin BEY—N\REERITY FE#RT 2 LY kY (httpsd. conf. org,
| hwsserveredit. exe, hwsconfigedit. exe)
Fbin BT IT7AIEMT 2 LY b1 (htpasswd. exe)
Fcgi-bin CGITRTSLEMTA LY LY
Fconf BEIT7AIEMT « LY 1) (httpsd. conf, mime. types)
| Lssl SSLAT« LY LY
| Fcacert CASIBREMMT A LU RV
| Forl CRLIE#HT 4 LY KV
|  Lserver Y—\BEE, S—\EHERT LI LY
Fhtdocs FTIHILEEFa AV ML—FF 4 LY kY (index. html)
Ficons TAIVEBERTALI R
Finclude ANYETFAIEMT ALY R
Flibexec HESATSUEBMTALY R
Flogs oy, 70 RDIT7AILERTA LY LY
Fmodules ED 32— LT 4 LY b1 (mod_expires. so, mod_headers. so,

\ mod_hws_gos. so, mod_proxy. so, mod_proxy_http. so,
\ mod_proxy_wstunnel. so, mod_reqtimeout. so)

Fsbin av Y RE#MT« LY b (logresolve. exe, rotatelogs. exe,
\ rotatelogs2. exe, hwstraceinfo. exe, openssl.bat)

Fservers BEY—NREBERTA LY LY

Lssl OpenSSLF7« L& k1)

2) A>T7«4TT771)L

HTTP Server OEMERIBEZ EHRT AT 7 ANEIAL T4 T T 7ANEVWET, B, A2 T4 7774
LD R MFUANZ, 2 ILF NS b XEB X Unicode OfBIXFIXEETCE T A, /7, IV T4
TT74 7T 7AND 1 ATICHEERM 2 XFHD LRIK, 8191 XFETY,

77 A IVORABERITLET,

x3-1 22747771 ORA&E

T77T1I%& F& TRAELR
httpsd.conf HTTP Server OEI{EBRIBEAEET A L7 T4 T CERLET. VAT LEHEENIEHEL O
£95,

3. BRO#EfFEEES), FIE (Windows hR)
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7713

mime.types

.htaccess

Include 7+ L7
T4 7T THRELL
774

(L)
O 1RERMT 5,

g

aAVTFIDT 7 ANMERTEIY T 4T (MIME ¥4 ) OBEDSTZ2EELE
To VATLEHENEELET,

fEEERZ, TypesConfig 7« L7 T4 7OHMAESIHL T 2 &0,

TR AEEERT AT I/ELAI PO =L T 7). BRBEIIGUTIY RI—¥D7
IR AT BT L7 P TRIERLE T (5740 b7 74 L 41d.htaccess) o

HTTP Server OBIERIEZ KRBT A L VT4 T CERELE T, YVATLEHEENSEHL
F9,

X RERME L 2

VT4 777 A NVOEERZRISRLET,

3. ERO#EFCES), =B (Windows iR)

TREEEH
O

Cosminexus V11 74— 3 >4 —/\ Cosminexus HTTP Server
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3-2 A7 7771 IILDOEE
H—/\

httpsd. conf

mime. types

TypesConfig conf/mime. types >

ErrorLog logs/error_log
ScriptLog logs/script_log oy 2z74IL
CustomLog logs/access_log -+
TransferLog ---

PidFile logs/httpd.pid

AccessFileName . htaccess ——¢

b—HT 1 7«4 L% kA | _htaccess
Lo kY
7«4 L% kB | .htaccess
74 L% R1C | .htaccess
HTTP Server
X é (] X
Web D 5 o4

3. ERO#frEicE), F1E (Windows ki)
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3.4 EEEFIE

HTTP Server BB K MEIEFIEICOWTHBELE T,

3.4.1 HTTP Server MicE), =1k

HTTP Server #4 > A b—)L 9 5 &, "Cosminexus HTTP Server'&E WHZOY—E A E LTIV AT
LIZBHEINET, COLE, FEEBITAT-—ELRAELTEREINSZO, YATLEEHRICIZIEEIRE
BInhEFthi,

HTTP Server 2%, BB IXUOHEEHT 2121, ROFEIFPHD ET,

« Management Server 2> 6% —E 2 & LT O#EE, E1LE L OHEZEH
e IY b= INDPSY—ERELTORE, FIk
« AT NFur 750, #ikBIUHEES

HTTP Server 2 —E A& LTEITITHHEDL—HT AV Y ME, 4 VA M—LREKT
IZ"LocalSystem" 9, HTTP Server i&, CGl 7u2' 54, APIEHREY 2 —)LE2&D, COI—F7
HI Y NTEFTENET . TNUHNOI—FT7H T2 b TEITLIZVEEE, [342 —B1—F7hY
Y MK BER] 2BRLTIES W,

(1) Management Server h5H—EX & UTOREE), FLEHLUHEILE
ML, =27 [TV a =N EHEER-YVRIENA K] © [41.2 AT LOR
BHE] £7-13 [4.14 AT LDOEIEAE] 2B LTL SN,

(2) a>bMO-NIINZRIHEH—EREULUTOESR), =EIE

Iy ha— WS 5y — Y AEEZF L, RIC [Cosminexus HTTP Server] #EIRL T, #E)9
5561 [FBQO)] A%, EIET2581E [EIL(T)] Ay 2 LET, Y- AEED S DHEILEH
ITEEH A

(3) AT ROV MHESDESE), BLESKIUHIES

avy R7ar 7 b6 httpsd Aav > RE AN LE T, httpsd I~ > RIZOWTIRICHBAL X9,

(@ X

"<Application Server®4A4 YA h—JLF 4 L& N >¥httpsd¥httpsd.exe” ([ [(-d T« Lo ~)]) [-f
72740W%) [ [-n "H—ERL”) [~k {start | stop | restart | gracefulstop | install |
uninstall} J ) | -v | -t )

3. BRO#EFEES), FIE (Windows hR)
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(b) #F>a>r

e dFqLT Y
ServerRoot T4 L7 T 4 7BV T4 77 7 A VIHEE SN TV WEAD, T7 4L MEZRET
X9,

c f 771405
httpsd.conf 7 7 A LZEETE £ 9, #xf/ SR £ 721d ServerRoot T« L 7 7 1+ T DIEEMEH & DI
XSATHELE T,

e -n"Y—E2Z"
HTTP Server D9 —E 2L ZEELE T, $—E2KI1L, " GIARK) THATEEL TS,

YU ARIIEETE 2 XFHO LRMERX, 128 XFTT . T—EA#IE, ASCII I—FTHEELT
<IZEV, &z, WIRTXFIRIEETE L Ao

¥ RO — R, SLFNA MXFE
P—EZAZDOT 7 + )L MEE [Cosminexus HTTP Server] T9,
KA Ty a v RIBETHHEE, kAT arsGbETHEET 2DENHDET,
» -k start
HTTP Server ZE#H L9, -n "V —EAZ"PEESN TV L5EIE, ZIT5V - AzEHL X
ER
» -k stop
HTTP Server 2fZ1LLEF . n "V —EAR"PEESNTVEHEEIE, ZEITHT-—LEAZEFELLE
ER
» -k restart
HTTP Server = HiZ# L £,

» -k gracefulstop
HTTP Server 2/21ELE 9, EfTFHOTF—NZAL v NI, EFRTRICEIEL 9. KeepAlive #
FD5E, KeepAlive DR E TH— N7 0t AIZETHOREE LD T, EFFPRT LA
H& ik, HWSGracefulStopTimeout 7« L7 7 4 JIHEE L7 fF 5 RE DR T 5 KT LET,

* -k install
HTTP Server 24 —E AL LTEHRLE T, -n"V—LCAZ"PIEESNTVLHEEIE, ZHT 25T —
CAZERLET, T RERE, XY — b7y TOREEI [FE] C20DET, Y- AELEHT 2
HTTP Server ® ServerRoot 7«4 L7 5«4 7DF 7 x )L MéIZ, ZDa~v > RETRO httpsd.exe D
NAEE-dA TV a v TIEELEICZDET,

* -k uninstall
HTTP Server 4 —E AN HHIBRLE T, -n"F—EAZ"PEESNTLEHEIE, %4750 —E
AZHIRLE T, HIFRL &S & LT —EADPREFOHEIX, Y —EAZELL TP 5T —EXZH]
BRLET .

« v
N—=Va EREFRRLET . 2OF T a3 2EELEEE, HTTP Server I3EE L Ed A,

3. ERO%#EEEEE), F1E (Windows ki)
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. -t
AT 4T T7ANDLEEF 2y 7 LET, ELT—DHbE, HEICLT—AvE—I%2FR L
F9, COF T arrEIEBEELLESE, HTTP Server I3 LEH A,

(4) I9—IFINHF—ERXRZFIHUEDE—RNII NSO HTTP Server MIR(E

HTTP Server Tl%, Windows % —3IF LY —E R (VE—FTFRAZ by H—ER) ¥EEE2FIFL
T, =N~ Eic®H 2 HTTP Server OEEH) - (218, a2~ FOETLREDEELZY E—I T P
LEITTZET,

HTTP Server ®gi#g OS I2oW T, ¥~=a7 )V [7FIVr— 3 >3 —/\ & BPM/ESB &% #3i] %
ZHLTLZE N,

7 —3IF LY —ELRAOBEIZOVTIE, OSOY=aT7ILE2SRBELTLIEE N,

(5 F=HER

« Ik D——Jb/ﬁ’fr\)l/b%@@lt aAvy RFarF 6Dk stop 7Y 3 LITKBERRIC
WALy RPEITHOBZEIIE, FETRT2Z2HA30MEF 1 LIFLELET,

« KeepAlive #7HR OREE T httpsdctl gracefulstop 12 &% Web ¥ —/ ) VE L2 ETT 5 &,
KeepAlive R ORRE T — /MBS FEL-SNET,

342 —RI1—¥7HV> NMIEKBER

HTTP Server 29— A& LTEFTTIHEDOLI—FTHT Y ME, 4 VA b= )VEHT
IZ"LocalSystem" 9, HTTP Server i&, CGl 70254, APIHEHEEY 2 —IL2E&D, TOI—H7
H Y P TETENET,

ZZTlE, SESELERPEZL SNV —TITEFRIELEWT, Web U — NOEEICAEZHERZ T
MERESNT—RI—YFT7HT > NTEHIT A HEICOVWTEHBLET,

(1) —#&32—77H7> NOIER

HTTP Server ¥ —E A% LB 5 —KL—F7 7> MEIERT 2 HFEICOVWTHHALET,
—BI—FTHY Y NOIERTA

1.3>hO=LNRRILHS [EEBY—IL] — [AE1—IDEE] ZREZET.

2. [3YE1—908E] — [ZATLY—-IL] — [O—-ALI—F—-ETNV—-T]1 - [1—F—] =H
TFEY,

BBIEAZ2—HD5 FLLwd—t—] ZFIRL, HEFEZANLET,
INAT — RIZIAT AT LTLZE 0,

3. ERO%#EEEEE), F1E (Windows ki)
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HFIRER Lic— 2 — 7 hH7 > M, T7 4L TRV —TORESMIMENTVWET, IROFIEIC
WE->T, FIV—TDREZHIRLTLIZE N,

TN —TDEREDHIFRITE
1.2 hO—-UNARLHLS [BEY—IL] - [OAVE1-9IDEE] ZHEFT,

2. [OVEa2—90&E] - [YAFTAY—IL] — [O—ALI——ETN—T] — [A—H—] =H
ECIS
FRER LD —50 [ONT ] 2RHE, FIBI27)0V—7] 97%2FRULET,

4. FEREINTVB TN —TZHFRLET .

(2) I—THEFIDEINHET
FHRER L~ =7 Hh o v M, 2R ZED Y TEHEICOVWTHALE T,
I—HFHEFIOEI) HTHE

1. 3> O=NN2IUHS [EEY—IL] — [O—-HALtEFa)TsRID—] ZHAZET,

2. [€EF2VT00FE] — [O—HLKRID—] - [A—F—HEFOBIVET] ZHEFT,

3. [—ERELTOTAY] ZITNIVY I ULTHEET,

4. [1—H—F@TIL—T0EN] RI>THHETZI—H7hV>2 N2ENULET.
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4.2 OJ7%HEWT 3

HAZINZ A —YDERKRICOWVWTIE, =27 [T r—2ard—N Ayt —IJ(EHEEH
JSEFER)] © [23. Web 3 —/NHTTP Servern) /13 5 XA vt =Y BLXO~v=a7)L [7 ) r—
vary =N Xvtr—-YEEER)] © [3. KAWS (HTTP Server AT AEET 7 X vt —) ]

SR LTLZE W,

421 O7OEE
07 OEEZIRIRLET,
xX4-1 O7DESE
O7 nEE EBEITBT1LY
7147
Trezxus TransferLog
CustomLog
Is—uay ErrorLog
ScriptLog
Yy ITZA Ny HWSRequestLog

4. AT LDERAE

tRE

TN 74—y bOulzRILET,

rotatelogs 71 75 L F 714 rotatelogs2 70 75 L &ERA LT, EHH
FLIEBMICHEITEET,

LogFormat 74 L7574 7 T74—~<v hAEETEET,

HAZ A A LT =<y FTUTEFEIRLET,

rotatelogs 70 7' 4 & 7z 1% rotatelogs2 a7 L &FER LT, EHN
FRIZEBMNICHEITEE T,

LogFormat 7«4 L7 7« 7 CEF L7 +—~ v b % CustomLog 7 1 L
74 TIHEETEET,

IT—REROA Yt —YDOu T ZHMLET,

rotatelogs 71 7' L ¥ 7213 rotatelogs2 07 I A% FR LT, EH
FLEEBMICHEITEET,

Loglevel 7«4 L7 T+ 7T, LT 507 DL NLVEHBETEET,

HWSRequestLog 74 L7 7« 7EIEEL TWARWEAIL, £V a—L b
V—AZEMTEET,

EV2—L L —2QOFEMIIONTIE [426 EV2—L L —2ADEH
H #2ML TS0,

CGIAZVFrOIS—ulz2H#MLET,

VI IA MO RERLET, VZ7IX b ayELT, RO MNL—2A%R
WT&EET,

EYa—-ILhL—2R

V2 - LOEBBOETFES X CGl Uy I L0ETRICERENS
MU—ZTT, EVa—)L ML —XDOFEMICOVWTIX [426 EYa2—)L
ML= ZAOHE] ESBLTLIZE 0,

DJIANKNL—2R

Y7 T A MUIERRRSPE TR ETRIENS ML —RATT, UJIR
N R U—ADEMICOWTIE [42.7 UZIZIA N L—ADRE] 2508
LTLZE N,
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O7 0OiEsR EBEIBTrLT  HEE

T17
/O 7149 BL—R
EV 2P EELTVWB AR 7 4 VY EROETRICEERSNS FL—
ATYo /O T4 LF ML —RDOFEMICOVWTIE [4.28 /O 74 )L% I
L—ZADFE] #BBLTLZS 0,
FOF ML—2R
UN—A O FIVHERZERLTWAEAIZ, UN—Z27aF Tk
MEHET 220D L —ATY, 7OFY ML —ADFEMIZONTIX
[42.9 7Ooxv L —Z20OFE] 2B LTLEZE W,
* rotatelogs 71 7' J L F /-1 rotatelogs2 7u 75 L EER LT, EHH
FIAEEBMNICDEITEET,
JautzxDuas PidFile e 7ot 2 DU ERBRLE T,
ARy v ay 7zl s YU 2D HEHTARICHEET SIS —2EHELET (Windows i) o
HNEB b L — 2R HWSTraceLogFil | « HEXEUD ML —2AEHREHAILE T,

e

HEA®) DU HWSTraceldFile o HEXAE) ID ZEMHLET,

a7 77 A ILX CoreDumpDirect | * HTTP Server BEFREROI7 Y > TOHENEEIEELET (UNIX AR).
ory

WebSocket 1@ 7 HWSWebSocket + WebSocket BETHT 7/ ZHEMLE I,
Log » rotatelogs 7027 L% 7-1d rotatelogs2 70 /I L& HERH LT, EHL

LRIEERMIIDEITE LT,

o
OSTa7 77 A NVEHNT ARERITo/2HBHICHTENE T,
BEHFEICOVTIZEOS DV 2aT7LEBRBLTLEE N,

Tr/XAUS, TI—uy, YIIAMaTOYA XN 2GB 2B 75E, HTTP Server NEERT L
720, BREETEZLP>1DITLE2HBENHVET, EFNICO T T 7 A IV Z2BET 57, [423 urz
3E|9 % (rotatelogs U7 I L)) R [424 0l 7740V Ty 7oy REETHERT S
(rotatelogs2 a7 4)] #22B LT, aZ774LDOYA XD 2GB 2BAHVEIICHELTL LS
Uy,

4.2.2 O7OHEIAGE

TrvAuY, T5—u%, 7at2IDoulZBLP) T A Ma ZOREFEICOVWTHBALE T,

(1) 77txO07

@ TI7#NNTF—7y hOT7I7LROT
TransferLog 74 L2774 7%2$EEL T, U7 2HWML £,
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FIAN T+ —<y bOT7 7207 OEREZRICRLET,

DSATYNRRANEGAISAT Y NOBRMEBRAYVSAT Y NAI—HEAT IV EABLUAY VTR
NSA V' ART—H9R2O—RAZEE/NM MK

(RLF51)
A ZEH
(HBA61)
172.17.40.30 - - [25/Dec/2000:16:23:59 +0900] "GET / HTTP/1.0” 200 3546

(b) BRILTA—<y NOT7I7t€ROT
CustomLog 74 L7 T4 7xIBEL T, UV ZEMLET, 74—~y FOBEFEICIEL, Z2HDET,

« E# CustomLog T4 L7 T4 7IZT7+—< v FEIEET S

(%1)
CustomLog logs/access.log "%h %l %u %t ¥"%r¥" %>s %b"

« LogFormat 74 L7 T4 7 TT7x—< v MINT B2 INLVEEZERL T, ZDOTNILE% CustomLog
TAVIT 14 TIHET S
(1)
LogFormat "%h %l %u %t ¥"%r¥" %>s %b" common

CustomLog logs/access.log common
2 TI>—0O7

@ IZ—*vt—>O7

ErrorLog 74 L7 74 7Z2IBEL T, UV %ML £, Loglevel 7«4 L7 7 4 7 TG H5LT—D
LANLVZEELE T,

(b)y CGIRZUFNDOITZ—OT
ScriptLog T4 L7 T4 7%$EELT, CGLAZ VDI T—u 7 %2RBML £ T,

3) FOotXIDoOs
PidFile ¥« L2757« 72EEL T, #HlfHat 2 ID o/ Z2HEBMLE7,

BERBEZENT 2HEICE, 77 AN RFZEPORBEEFELEVEDICEE L T Z S,
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4) JoxAMO7

HWSRequestLog 7« L7 7 1« 7 & HWSRequestLogType 7«4 L2774 7% EELT, Y/7ITRX+H
TEERLEYT, V7R barEll, €EVa— LV V=X, YJIZAMML—ABXUI/OT71)L% b
L— 2D T,

EFV2a— LML —RADOFEMIIONTIE [42.6 FIVa2a—ILbL—ADOFE], UZIT AL —RADFEM
WZDOWTIx [4.2.7 UVZIZTAMML—ZADORE, /O 74 0L% bL—ADFEMICOVWTIE [4.2.8 1/0
T4IIE L —=ZOFH] EZBL TS0,

(5) WebSocket O%'

(@) ¥BEFE
HWSWebSocketLog 74 L7 7+ 7%$EE LC, WebSocket BETHU /%ML £7,

rotatelogs2 T512MB T7 7 A4 V& 3E| T 5F 2 RITRLE T,

HWSWebSocketLog " |4 > XA h—JL/X X /httpsd/sbin/rotatelogs2 O 4 H /15 /hws websocket log 5242
88 2”7

HWSWebSocketLog 7« L' 7 7« 7%#8E T 5121, mod_proxy_wstunnel € 2 — )LOMEAIAH D
WETY, mod_proxy_wstunnel €2 2 —VOMAAATTIEICDNTIE [4.15.1 mod_proxy_wstunnel
EVa—)] 2ZRBLTLZE W, mod_proxy_wstunnel €Y 2 — L EZHAAA THRWERIL, EET
T—LE0DET,

(b) BH7x—<v bk
& WebSocket BETH AT A7k, L— b APERZ2EAE T, 727°L, IL— b AP EHRISEYE T
ZWVWEEIL, L— N APERIESD"-"EH0DFET, HHHTH 7+ =7y FEIRISRLET,

o UIAT Y INDPEDT =Y %)\ 7L NIEEBEIN

[BERIA(ID)AY 54 7> RIP:iR— k A-->AlebH —/RIP : .R— k A-->AWebH —/NIP : R— h A
-=>ANy JIP:R— b A(L— MAPERR)

[RFZIJA(ID)A Y 54 7> MIP:R— b A<—-AWebH —/\IP : iIR— h A<—-AWebH—/IP : R— KA
=AY JIPiR—KMAUL— MAPIEER) (RT—4% X3—K)

72720, AT —FA2—RKZRUSTERWERIX, AT —F 20— NEa»"-1"E% D £9,
s N IITURPOEDT—F%27 747 Y MOEERI (2 [ME L)

[BZITA (ID) A 54 7 RIP:K— b A<--Alleb# —/XIP : R— b A<--Allebt —/XIP : R— kA
=AY JIP:R—k A(UL— MAPIEER)

c UIAT VI DPODT—FZEFETLT—
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[(BFZIA(ID)AY 54 7> MIP:ZR— b A-X-AWebt —/X\IP :

-——= ANy ZIP:R— M A(JL— NAPIEER)

Ny ZLIY RANDT—FEEFETLTT—

[BEZIA(IDAYZSA Ty MNP:R— b A-->AWebH—/\IP :

-X-A/Ny ZIP:7R— M A(JL— NAPIEER)

N TLZYRPLDT—FZ[ETCLT—

[BEHIA(IDAYZSA Ty MNP:R— b A-—AWebt —/\IP :

-X-A/Ny ZIP: 7 R— M A(JL— NAPIEER)

TI3A4T Y MNDT—=FEFTLTT —

[BEZIA(IDAYZSA Ty MNP:R— b A-X-AWebt —/\IP :

<—=ANw JIP:7R— M AUUL— MAPIEER)

Ny 7Ty REDaAXRT T a e B

[BEBEHIA(IDAYZSA Ty MNP:R— b A-—AWebt—/\IP :

-X-A/Ny ZIP: 7 R— M A(JL— NAPIEER)

7547 NEeEDAXT T a KRB

[BEBEHIA(IDAYZSA T MNP:R— b A-X-AWebt—/\IP :

-——= ANy ZIP: 7 R— M A(JL— NAPIEER)

(RLB1)

AN ZEH

R— b A-->AWebt—/\IP :

R— M A-—AWebH—/\IP :

R— N A<—-AWebt—/\IP :

R— N A<—-AWebH—/\IP :

R— M A-—AWebH—/\IP :

R— M A-—AWebH—/\IP :

-S> I TFTAT U IDPENY I RY—=NFRERADT —F D
K- INVITIZYRY—=NDPETITA4T Y NARIANDT —4% O

X-: TFT—=YDOEZETCTT—, FlZaxrr T a Uk

— BRI L
(HA61)

Dec 09 21:13:09.008 2019] (9796) 192.168.
20:61683 --> 192.168.10.30:8008 (192. 168.
Dec 09 21:13:09.019 2019] (9796) 192.168.
20:61683 <-- 192.168.10.30:8008 (192. 168.
Dec 09 21:13:09.029 2019] (9796) 192.168.
20:61683 <-- 192.168.10.30:8008 (192. 168.
Dec 09 21:13:10.715 2019] (9796) 192.168.
20:61683 --> 192.168.10.30:8008 (192. 168.
Dec 09 21:13:10.727 20191 (9796) 192.168.
20:61683 <-- 192.168.10.30:8008 (192.168.
Dec 09 21:13:12.227 2019] (9796) 192.168.
20:61683 —-> 192.168.10.30:8008 (192.168.
Dec 09 21:13:12.234 2019] (9796) 192.168.
20:61683 <-- 192.168.10.30:8008 (192. 168.
Dec 09 21:13:12.236 2019] (9796) 192.168.
20:61683 -X- 192.168.10.30:8008 (192. 168.

[Mon
8.10.
[Mon
8.10.
[Mon
8.10.
[Mon
8.10.
[Mon
8.10.
[Mon
8. 10.
[Mon
8.10.
[Mon
8.10.

10.
10.
10.
10.
10.
10
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10:61682 --> 192, 168.10.20:80 --> 192,
20/14756/0x0000000000000087)
10:61682 <-- 192.168.10.20:80 <--
20/14756/0x0000000000000087) (101)
10:61682 <-- 192.168.10.20:80
.20/14756/0x0000000000000087)
10:61682 --> 192.168.10.20:80
20/14756/0x0000000000000087)
10:61682 <-- 192.168.10.20:80 <--
20/14756/0x0000000000000087)
10:61682 --> 192.168.10.20:80
20/14756/0x0000000000000087)
10:61682 <-- 192.168.10.20:80 <--
20/14756/0x0000000000000087)
10:61682 --- 192.168.10.20:80
20/14756/0x0000000000000087)

R—hKhA

R—hA

R—hKhA

R—hKhA

R—hA

R—hKhA

16

192.16

<-- 192.16

--=> 192,16
192.16
--> 192.16

192.16

192.16
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(6) FHL—ADHHFE

(@ EZa1—LML—RDOHHE

EVa2—I) b L —AOHIERER, TT7—ulFL3VIITAMNITOEELDP—FIZZDET, EB556IC
HAOESNBME, TAL 7T 7OEEICEL>THRENDE T, TEVa2a—IL ML —2AOHNEEHTIEGE
ISR LE T,

®4-2 T2 ML—ROHSFTEHNFRY
HA15% HHA ISR

PR s b/ HWSRequestLog 7« L7 7 1« 7OIEENH D, D, HWSRequestLogType 7+« L' 7 7 1
712 module-info & 7z1& module-debug % 18%E L /2154

Is—u”s HWSRequestLog T« L7 7« 7OIEEN %<, »D, Loglevel 7« L7 T« 7l info 7z
I& debug ZHE L7 5&

FIa—I)L ML —RADFMICONWTIX [4.2.6 FVa2—I)LbL—RAOFE] 22 L TS0,

by VDIZAMNNL—=RBKLTI/O 719 L—ADHA%E
VDIIAPPL—ABLTT/O T4 NLY ML —RAOHENERF) 7T MR TICRDET,
HWSRequestLog 7« L7 7« 7OEENH VD, D, HWSRequestLogType T+ L7 T« 7HH15
H2EFZLTWASEEIC) Z7I X buZicfiianEd, HWSRequestLogType 74 L7 7 1« 7D HT

FEEIZONWTIE, [427 UVJIZZAMML—ROEE] BLO [4.2.8 /O 747 s —ADORE] %
I LTL S0,

4.2.3 O7%5EI9T3 (rotatelogs 7’073 L4)

TrvAur, -0y, VI bure—EREEL (B, 24KEIE) IK9EILT, BRO
77 ANVICH I TE £ 9, rotatelogs 7U 7T LIZROT 4 LI T4 TIHRETEE T,

« CustomLog 74 L7 T4 7

« ErrorLog 74 L7747

« HWSRequestLog 74 L7 T 1 7

HWSWebSocketLog 74 L7 T« 7

 TransferLog 74 L7717

Tar I LOBEREEZRISRLE T,

4. AT LDERAE
Cosminexus V11 7 U 4r—3 3>t —/\ Cosminexus HTTP Server 58




(1) X

rotatelogs DEIOT 774D TY 74 v PR OFHERFEERE (-frnum 72 74 ILE)  (-diff GM
TICH 9 2B5Z)  (-opt use mtime) [-opt date suffix)

(2) ARTRK

RO 7 7ANDT I T4 v TR
FETT T ANDT )T 4w T ARENISATIHEELE T,
[ 7 4 w27 ZAnnnnnnnnnn] WA 7 7 A )L, U7 2L ET,

nnnnnNnNnNnNNn : I 7 EREGHIRRZIZER L 9, O 7L S IZIRORXTRIETT .

((1970 % 1 A1 HD 0K 04 0#(GMT : Greenwich Mean Time)Z#E& L7z, a2/ z=H7
9 5 RHOBEMNE 0 7 EIRHEER) O/NUSLITI 20 T-E) X o 7 oERHEERE

O7 7885/~ ((1—31536000))

—DOUT 7 7 A INERIT 2RHEEREE DBEMIEE LT, HE LREIEET 58I, i
TrANMICa T ERELE T, 727201, -opt date_suffix fEERHIE 86400 #) (= 24 BfH) Dl E%2HEE
LTL7ZE W, 86400 KD H/NSWEZXIBE LGS, RICHNOZ7 7 A WICHALFET A Z &N
HOET,

fanum 77 1ILE ~((1—-256))
FEIL7-0T T 7 ANDT 7 ANVKEIRELE T FEILIT7 7 ANVEP I TIRE LR ZBA 115
&, BLEFVWI 7ALUDOHIBREINE T, COFART Y REEBK LGS, 774 IVIHIBRSNE T A,

-diff GMT (ST B05E  ~ ((-1439—1439))

U777 ANEDETHEEL 2 HEMZ, GMT IINT 2REE LTHBRMNTIHEELE T, fHELR
WE7ZIZ02HEET AL, 1970F 1 A1 HOK O O M(GMT) PEAERMEZD 9, GMT 12Xt
THU—NNYALDOEP N BETHHHEIC, B—ALY A L0 mEE0 7 0MEEARICT H5HEIC
1Z, n-m)*x60 ZIEELEJ. JSTDOK 07 0MZ2ERICT H5EIZIE, (+9-0)x60 T 540 =15
ELET,

-opt use_mtime

HHE-IMum BERICRL TV T 7 ALV ZBEIRT S, 2807 740 ctime OHRZHEAL £,
COF TS avERIEETSHE, DEUTT 7 AL ctime DHEOR DLV IZ mtime DHEZ{FEHAL F
To TAINVARF Y I T 2 EIZEST, BEOTT 74D ctime DHEPEHFINLSZ ETHRD
HWT7 7 AUDELLHIRSN L BBG8ICOF Ty a2 BELE T,

-opt date_suffix
FARZEOREO T T 7 AVRICTHBEIHEELE T,

(3) FERAE

TA LT 47, "I A" ORATIHREL THERALE Y. 07 7 A IVEERICHT 7 1 LI
TEILTHRIRLE T,
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() Windows kit
4B &I, Tt Ru % 53E| L C<Application Server DA Y A b —)LF 1 L7 MY
>¥httpsd¥logs¥access.nnnnnnnnnn 7 7 1 JVICEREN L £ 97, 3EIREE %2 HARBICERE L, HAR
OB ORICO T T 7 AV 2nET A55E0HEEZRINLET,

TransferLog ”|¥"¥"<Application Server® A4 YA h—JLF 4 L% h')>/httpsd/sbin/rotatelogs.e
xe¥” ¥’<{Application ServerDA YA h—JLFT 4 L2 M) >/httpsd/logs/access¥’ 86400 -diff 54
0¥" ”

» U7 74 )% : <Application Server A Y A b —)LF 1 L7 )
>¥httpsd¥logs¥access.nnnnnnnnnn
o O E|RFEER 0 86400 # (= 24 Krf)

FHAHZEL 7 7414 (access.YYYYMMDD) O 7 7 A VIZTF 7+t A0 7 ZENT H48E Z# IR~
LEI,

TransferLog ”|¥"¥"<Application Server®4 YA h—JLFT 4 L4 K 1)>/httpsd/shin/rotatelogs.e
xe¥” ¥’<Application Server®4A4 Y A h—JLFT 4 L2 K)>/httpsd/logs/access¥” 86400 -diff 54
0 -opt date suffix¥””

« U774 )% : <Application Server A Y A b —JLF 1 L7 )
>¥httpsd¥logs¥access.YYYYMMDD

(Bl) UNIX At
4 &I, 77 tvRAu r%5EL T/opt/hitachi/httpsd/logs/access.nnnnnnnnnn 7 7 - JLIZ
BRELLE9, DEFHZ AARKEICREL, AAREOEBORIIO T 7 /L2 08T 555 DIEEZ
ITRLE T

TransferLog ”|/opt/hitachi/httpsd/sbin/rotatelogs /opt/hitachi/httpsd/logs/access 86400 -
diff 540”

« 0277744 . /opt/hitachi/httpsd/logs/access.nnnnnnnnnn
o T JpEHIRFHEER © 86400 ¥ (= 24 Kef)

FEHHZEL 7 74 LE (access.YYYYMMDD) O7 7 A IIZT 7t A0 7 #HET 21EE % IRITR
L9,

TransferLog ”|/opt/hitachi/httpsd/sbin/rotatelogs /opt/hitachi/httpsd/logs/access 86400 -
diff 540 -opt date suffix”

« 02777 A% . /opt/hitachi/httpsd/logs/access.YYYYMMDD

(4) FEFIR

(@ UNIX RDFAREIA

« rotatelogs 71 27'F 41 SIGTERM, SIGUSRI BXU'SIGHUP ¥ 7L A2ZELTH TOut AKT
MIBEZEELEHAD, HEH Ot 2EHS N ZAPKTINETOZAKTLETD,
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(b) Windows HRD:F=EEIE
« Y-V RELTEHLZEEICE, Yot 00/ I3RRESNESA,

s UV T 7 AN, FOT7ANEZHAVWTVWA Ot AN HLHIIHIRTEERA, TD®, -fnum T
BELIEIOZV T 7 AUDELZEDNHDET, HIZIL, HE a2 r/72H LT 71
&, #IATO AN T T HETHIBRSNEE A

o EEIRFICEIHGRD 2 DB o 725 AT Web H— NIFHEE) L £ 9775, rotatelogs 71 7T ALHEE) L &
Hho TOR, rotatelogs 77U I LTIEARY PO ZICRICRT BEEZ RS2 XA v -V FH I LE
ERS

s M II—

 V—R ! CosminexusHTTPServer
s MFE &L

e A XYk 13299

 #BA : rotatelogs.exe: (X vt —72)

tﬁjjéﬂf:)( ‘y’b_y@%uﬁkt:'/)b)‘(‘i, 7:17}1/ [7701)/7—_:‘/5 \./'*j-‘—/i\ )( \y‘)c_\«/\‘(%%
B BFR)] © [23.7.4 rotatelogs 7u 7T L] ZBIBLTL 230,

DAY=V BHASNTWIIGE, Avt—YREIR > (5IHeRELD EICT — 1\ 2 HiELH
LTLK7ZE V. B, ACAYyt—YPEHEHNTSNSIEFHDET,

(0 HEDIEITER

o fnUM ART Y FDIFEICL ST T T 7 A ILOHIEIL Web Y —NOHEHRIZ, T4 L7 MNIRZFEL
BaZ77A4VDT )T 4 v I AREETSHE, DENCERIRLT 77 74 VISHIBRSNEEA. 2D
SEIERICS CTHIBRL TL 230,

e Web U —N\ZiEBF/-IIHEEE L TH 5, IBELL-U7SEIRREEESER LGS, 28Li-ur
Tr7ANDT )T 49T A—HT 37 7AILOEHP-fnum T > ROIEEMEZBZ 5 &, (ERFRE
F IR (-opt use_mtime EER) OHFVA T T 7 AL SHIBRSNE T,

e BEO T TFANDTY) T 4 w7 AFTH/SATIEELTLEE N,

 TransferLog, CustomLog, ErrorLog, #&U'HWSRequestLog 7« L7 7« 7 ® rotatelogs 71
7T LDOFIBIEEICED 2 d A15E, rotatelogs 70 7T LDORENIRE L E I A, Web ¥ —NIiFi#
BlLEd. COHBHIFTTTIPHENISNER A TransferLog, CustomLog, ErrorLog, B XU
HWSRequestLog 7« L' 7 7 « 71Z rotatelogs 70275 L% IEE LIZBEE, 07 7 A LHBERS
N, BHULZZREINERINDZE 2R L TS0,
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424 O 771N &e3v 77 REETHERATS (rotatelogs2 7O
T35 14)

TrvAur, r7—uay, YIIZA arxzar7 AV A XTHEILT, EHOT A NICT v T
777y RUTHATEET, rotatelogs2 70 7T LIIIROT 4 LI T4 TIIEETEE T,

« CustomLog 74 L7 T4 7

« ErrorLog 74 V27747

« HWSRequestLog 74 L2774 7

HWSWebSocketLog 74 L7 T+ 7

« TransferLog 74 L2771 7

a7 S AOEEREZIRITRLE T

(1) X

rotatelogs2 AY 774N 714 vIR% AT I774IHA4X OF 774 I{EH

(2) ARV

s O 774N )T 14y IR
HAT20777A0MDT) T 4 v 7 AG %A/ ATIRELE T,
HAd207 7740 [FY 74y Annn] O7 7 A VZELRDET,
nnn 12.001 560277 7 4 AR TIEE L/EZTTT,

(27774 I)UAK] ZnnnEEd5E, nnnED > 5, HTTP Server 2B OEHELDSHEH OB
DB, AL boOurZ77AVERDET, U7 7ANIE, 77 ANVBIROT) 7 4 v 7 IR
F.00l~nnn 20T LET, AL boual 7 7 A VOIETA.mmm Th-o7258, hL >
couaZ 7 7AWtk sdE, XL, mmm+tl oar 77 LE Y7 LTHAShE
9, .mmm A.nnn &E—HL725E, 313001 ICHADSINET,

Windows D&, [V 7« v 7 Rindex] OA VT 7 ZAEBENAT 7 A ILBMERENE T &
D7 74 NiEnnn EEAT 7 AL TH D, rotatelogs2 717 T LOEIRFICIERR S 1, (ZIERHICHIBR
SNFET, L, BEII—O—H e ETHIBRSIN W ENHD ETH, LIED Web —1NDE)
EICHEBIIDD EH A,

s O7 771N 14RX ~((1-2097151))
Uy 77 ANVOFRKTA X (B :KB) ZFBELE7,
U7 E2HNTHIAILTT, BRIAREZBLITWAE, ROUTT7ANLEIZ) T LTHREFHS
EhEJ,
- Q7771 IEE ~((1-256))
HAT5077 7 A VOBRAREZIEELE T,

4. AT LADOERFE
Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 62




BARYA XZBRATROAT T 7 ANV IHE, TNETUELTWTr 7 7 A4 VOIEFFERKR
AR EFELCEE, BEOOL D774 MHALET,

(3) EHAGE
FALrT 4TI, | FUT T LR ORR IR L TR LE T

(Bl) 4,096KB C&icrT—urzmKk S5 EAHFNT 255

ErrorLog " |¥"¥"<Application Server®4 YA h—JLF 4 L& hY)>/httpsd/sbin/rotatelogs2. exe
¥” ¥’<{Application ServerA4 YA M—J)LT 4 L% M1)>/httpsd/logs/errorlog¥” 4096 5¥””

errorlog.001 ~errorlog.005 DJEZFICT 7P IS NE F . errorlog.005 7% 4,096KB Z#8 2 % &
errorlog.001 227U 7 LTHEENH TSN E T, HTTP Server #L8IFIC, T TICINHDOET T 7 A
L dB5EICIE, BRRLORLHLVLA T T 7 A LAEANROT T 7 7 A LERDET, DN
TT7ANDYA XNT TIZ4,096KB 2B TWABEICTIE, ROOT Ty A NVET7 )T LTHED
Hhangd, 409KB 2B WHEIE, CO7 7 A LORSICHIENET,

(4) ARFIR

(@ UNIXRDFREIA

* rotatelogs2 7't 7' 4% SIGTERM, SIGUSRI B& U SIGHUP ¥ 7L a2ZEFELTH Tut KT
WIBEZERBLEEAY, FIHTO0LRES—NTOEAPKTINE IO AT LET,

(b) Windows lRD;EEZEIE

s Web H—N@H—ERELTEELTLLLZS W, Y—ERELTEE L2 WES, Web —10D1E
EFITHEEFHOREIC, AHICal 7 7AADBI7ITENEIERHDET,

s AT ABEMA T 7 1)U, rotatelogs2 71 7T L BE{EFR ORI ICRERHIFRZ Lz
TLREE W, METHLUTPELLHASNEZNWI ERHD ET,

e Web 4 —NOEEEICA VT I ABSEMET 74 [ 74w 7 Aindex] ERZDT 7 A4 ILH
FELEEE, 77403 EEXEINET,

o EEIRFICHIBEED 2 ENH o HEIC Web Y —/NITHEE) L £ 9775, rotatelogs2 70 7T LlL#EE) L
FHA. TOE, rotatelogs2 U7 I LA TIEIARY bR ZICRIRT BEER KT XA v —V%HT]
LEd,

c BEIIT—

« V—X : CosminexusHTTPServer
s FE &L

o A XYk 13299

 #BA : rotatelogs2.exe: (X vt —7)
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HAOENZZRA Y=V DBHRICOVWTIE, =27 [T r—Ta ¥ —N Xyt —J(HER
JERBFR)] © [23.7.5 rotatelogs2 7u /I L] #SHBLTLIZE 0,

CDAY =V HPHINENTWVWIES, Xvt—VHABIE-> (I ZRE LD &I — N2 HiLE
LTLEE W, 8, ACAvE—IPEREIHENDEINEZEPHD FT,

(0 HBEDERFIR
« UTT7ANT )T 4T AZITHENSATIHEL TS LS W0,

o HTTP Server &L s 10 77 7 4 VL, BEFHHESEFTODDZWNRET 5720, BR-oT77 A4
LWEBEHLEEBGEREELW T 74 NMAOHENINPTE LD ET,

e U7 7ANYA RICIE, F—MRICERDOT7 7 A NDPIEEY A X 2B 5 LD /NS0 A X %2HEE
LEVWTL7ZE WV, ZOXI YA AZEBELBEIE, &BFHLVa T 7 7 A IILBANDPH IR &
TDELLO—F—2aryaniglzalenldnEd,

-:y74ﬁ774wW” Fl—0ua 777 ANT)T 4 v 7 AZ2EBEFRTIEELEWVWTL 2 E W,
BHEFRTIEELZEEICE, BbHLnwaZ 7 7 A VDA PHIRREZDELLO—F— 3 &
n&<&é;&#%biﬁo

 TransferLog, CustomLog, ErrorLog, # XU HWSRequestLog 7+ L7 T« 7® rotatelogs2 7
0 27I LADOF|BIEEICRRED d 556, rotatelogs2 07T LAOREIKMLUETH, Web H—N
FEELET. OB uIsPENISNhERA. TransferLog, CustomLog, ErrorLog, 8K
HWSRequestLog T4 L7 T 4 7IC rotatelogs2 70 /T LEIEE LIGEE, 977 7 A VDR

, BRIL-REINERSIND I EZHERLTLLZS W,

425 O7771LDIP 7 RLAZKRANRICEHT S (logresolve O
>~ R)

logresolve 2% > Ri&, LI—ROEBENPIP T RLATHAHT7 7R T 774 )VHNDIP 7 RLA%EK
A DNRICEBL, HR 77 7 A VICHALE T, ZERANL, KA MEOLY 77 v TOFEF|EITED &
EE

(1) X

logresolve [(-s 7 74)%Z) [(-c)] K 7o2€RATI774)IVE > AT 7 714)L%

(2) ARFVK

e S T7T1ILE
BRI EEDBEREHENIT A7 7ANEIBELE T, TOT 7 A INIIZIRD &S BERSHNIESNE
ER

e RAMEZDOE
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« BELBIPT7RLADH
o BWTEL»>7-IPT7 RLADOHK

e
BHBEDORA NENDEBREOIP 7 FLAE—HTENEINF v 7T HGBIHELE T,

s 77207771

AT 777 ANVEZEZEELET ASILET7AILDIP T RLADRSERANZDILY 77 v Ok
ﬂ%%biﬁov: ROFEEIZ, DT IPT7RLATEZTINIELZ DT A, RAMZOBRIZEKEL
25E, a7 74X IP 7 RLASHEAENET,

s HOTT7IILE
[P7RVAZHRANGICEB LT 7 A0 2HNT 267 7 A VEZIBELE T,

(3) fEABE
logs¥access.log 1ML TV BT 7207 HNDIP 7 RLAZKRA MRICEBRLE T,

77tAX0O7 771 logs¥access.log

¥}0O07 771 : logs¥new_access.log

logresolve < logs¥access. log > logs¥new access. log

426 ETZa1—)IbL—XNOIFE

Web H—=NIZEBOEY 2 - V¥ P SRS, ThODEV2—-VIIRKEDY A IV I TEFTENIHE
ROBE»P OB EINTVWET, EPa—IML—R &, EV2-LVOFEBOETKRB XU CGl 7o
75 LOEFTRICERERSNAS FL—ADZ &ETT, EVa—)L L —2R1E, HWSRequestLog 7« L 7

T4 TOREDHEEICEL > T, HEEL EORAAENIEDD 7

EX EYa2—LIlE, Web ¥ —2NIZ LoadModule 5«4 L7 5 « 7 CEIICHHAAA TEHT 241 E58E
Va—)k, httpsd EfT7 7 A VICEENLEREED 2 - LENHD LT,

(1) ML—AWHR

EFEV2— LI —AD ML —ANEEZRIZRLET,

x4-3 TVa-ILMNL—ADKNL—ANHR

ML —HR ML — XD

EVa-) %?J—JDLi%ﬁiﬁlﬂ)ES?&ﬁ‘%%E}iéﬂfb)i@”o NSO, MELAEE ) 7 T X MRS
WKHESNET . PL—RIFY 7 I FSAIIZ OV T OBERIIN L THRILLE 7,

CGI 7u 277 L4 CGl a7 I LFETHIC ML — 22 RELE T,
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(2) HEUGE

HWSRequestLog 7«4 L7 T« 7Z2IEE L TV iz WiF&EIE, ErrorLog 74 L7 T4 ZICHEELLE 7 74
WX LT, Loglevel 7«4 L7 T 1« 7DIEEICHE> THRIILE T,

HWSRequestLog 7« L 7 5« 72EE L T\ 551X, HWSRequestLog 7+« L7 T« 7IZHRE L7z
7 7AW LT, HWSRequestLogType T4 L7 T 1+ 7OEICHE> TERILL X9,

AEEIR
ErrorLog T4 L7 T« ZIHE L7727 7 A VISR L TRV ZE]RENT 25813, /N—F ¥ LKA MEfL
W77 ANEFFHIENTEET, HWSRequestLog T4 L7 T« TITHRELZ 7 7 A VIR LT
O %R 2581, N—F v VERAMRMICT 7 A VEFT LI ENTEEE A

(3) HERLAL

LogLevel 7« L7 7« 7% 721X HWSRequestLogType T+ L7 7 4« 7OIBEICL > T, HENT HE
Ja—LVbIhL—ADLNLEEETEE T, FLNVTHETA ML —ZAONEZRITRLET,

(@ info LRI

BEHEDRRERZ2BENOHBNEBEY 2 —ILBLUCGCl 7O I LIIODNTHRELET,

Loglevel 7« L' 7 7 ¢ 7IC info 2157 £ 721& HWSRequestLogType 7« L 7 7 4 72 module-info
ZIEE LB E IR L 9,

(b) debug LI

info LNLOIERPIL, VIZIZAPZEZEETHAAEBEY 2 —LIZDONTDO ML —ABEEMLET,

LogLevel 7« L 7 7 1 71Z debug Z#7E % 7-1& HWSRequestLogType T« L 7 7 « 712 module-
debug 2T LB L E T,

4 ML—RT7x—7Tvb
EVa- LML —ZROHENERIZROEBD TI,

B, DEOEWT [—N"7at X ID] &> TWWAESIE UNIX T prefork MPM PEAL TV
HZBEDT x—<v b THY, UNIX RO worker MPM TliE [—N7at 2 ID:Y—/NA L v RIDJ,
Windows RS [H—NNZAL v RID] T9,

(@ ETZa-—-)L
e info LN THAOEINBIGEE

O—)LBS

[BEZIIA (—/"7 Ot RID) Alinfo] Ahws A: Amodule A-—>A(EY 2 —IL 7 7 1 ILEIREHK
7ty )
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\) g — 2 BF

(LA (H—/1"7OtRID)AlinfolAhwsA: Amodule A<—-A(EY 21— 7 7 4 L ZFR[EAEK
7y F)EERI—NK)

(RL61)

AT ZEH

B A 7ty b EBEBONISZIRIINLET,
KR A4-4 BEHAT Y b ERHOX

B8t 7ty b

[10]
(11]
[12]
[13]
(14]
[15]
[16]
(17]
(18]

(Gyar)

Fipses

create_request

post_read_request

quick_handler
translate_name
map_to_storage
header_parser

access_checker

check_user _id

auth_checker

type_checker
fixups
insert_filter
handler
insert_error_filter
log_transaction

error_log

get_suexec_identity

pre_read_request

access_checker_ex

173
7 T A RRIRALIE & EATH

a1

U7 T A btk A IR & E TR

)7 TR~ ENT URL BHETLEE % FEf7H

Y7 IARNSNURL 56, EBEDT 74 VANOEBHIEEFTH
FA AT T IR A%RMEDRNY 7T A NUHEEETH

VLA AN SRR IEETH

EEEAL—FHAHY VT A PEN URLICHLTHRRA MEB LY
IP7RLRICKAT 7L AMERT = v 7 ETH

21— 1D OF x v 7 IEETH

FEEFEA L= D5 ) 7T R hEN/: URL IR LTT 7 & AR
(Require) F =z v 7 FE{TH

MIME % A 7O F = v 7 LB FEFTH
U7 TR N FEITHIIE & T

7 4 L& AL % T

NV KT &RFETH

I T —IGERILE & EITH

O 7T A& T

5 — 1 7 H % A % T o

2 —PEREG O & E1TH

U7 TR b AR EIIE & £

BINOT 7 AMERF = v 7 FETH

[Fri Jul 15 17:29:43 2005] (1864) [info] hws : module —--> (mod example.c[1])
[Fri Jul 15 17:29:43 2005] (1864) [info] hws : module <-— (mod example.c[1])(-1)

« debug LNILTHAETNBIEE
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O—)LBF

[EBR]IA(H—/1"7OtERID) Aldebug] A7 7 1 ILEZI({TES) : Ahws A: Amodule A-——>A (E
TVa—=II77AILEHIERL 7Y N])

\) g — 2 BF

[BEFZIIA (=7 O+ RID) Aldebugl]A 7 7 1 ILEFR(1TES) : Ahws A: Amodule A<—-A(E
VA=) T7 7AINEHIEHRA 7y F])EERI— )

(L)
AL ZEH
(HA61)

[Fri Jul 15 17:29:43 2005] (1864) [debug] request.c(69): hws : module —-> (mod alias.

c[3])
[Fri Jul 15 17:29:43 2005] (1864) [debug] request.c(69): hws : module <-- (mod alias.

c[3D(-1)

(b) CGlIFO7'3 A
e info LN THAOEINZIES
O—)LBS

[ExIIA(H—/"7PO tZID)A[_info]AhwsA :Acgi A-—>A (exec=cgi 7 7 1 JLEZFR) (argv0=3E
77075 LA%RFR) (args=a|# X) (CGI 7O+ R ID)

AEX  args ICK A58, GET /cgi-bin/isindex?aaa+bbb+ccc HTTP/1.0 D& 512, =Tlid7%e
<, +THEESNL 7Y —PREESNIHRICLEIRRLE T,
)9 —2 B

[(BERIA (H—"7O+ RID) AlinfolAhwsA: Acgi A<--A (exec=cgi 7 7 4 JLEFR) (argvd=2
T7054L%&%)(C6I7OtRID)

(MLB1)
A ZEH

(HA41)
[Fri Jul 15 19:48:08 20127 (1784) [info] hws : cgi —-> (exec=<Application Server®4q >
AMN=JLT 4L P MY>/httpsd/cgi-bin/isindex) (argv@=isindex) (args=aaatbbbtccc) (1144)

[Fri Jul 15 19:48:08 20127 (1784) [info] hws : cgi <-- (exec=<Application Server®D4q >
ARh=ILT14L % ~Y>/httpsd/cgi-bin/isindex) (argv@=isindex) (1144)

(5) ERAE

(@) fEABHI
VZITAMZIZ, inffolLNLVOEFEIV2— L EL—ZABLIPYTZITAMML—AZHENTEH2RLET,
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HWSRequestLogType module-info request
HWSRequestLog logs/hwsrequest. log

4.2.7 JIITAMKML—ZXDIERE
UIIZNRL—REE, ROEZHRMENS bL—ADTETT,

« UZ IR MOUERIREE
« VIR NOEETE
. KeepAlive BEDEE, ROV VT A NS4 2 DORERTH
e YOI A MUEEEAS Y ZTA RS A VEREZTHO IR S 3 LUk
HWSRequestLog 7« L 7 7« 7 HBEE SN TWzFE, 7D HWSRequestLogType 74 L7 5« 7

Trequest PIEESINIEBICENEL D 9, BERERIC Web T —NIZUY I X PRV THS N
ED DRI 5L EICERTY,

(1) PL—RT7A—TY I
VIIANML—=ZOHENEBIZIROEBY TT,

B, DEoOEWRT [—N"7Tat X ID] &> TWWAETIE UNIX LT prefork MPM PEALTWY
HEEDT x—<v bTHD, UNIX D worker MPM TliE [H—N7atv X ID:¥—/NAL v RIDJ,
Windows DS [—/NAL v RID] T3,

\) 7 TR MLERRRE

[BEZITA (H—/"7O+ERID) Aclient A: AhwsA--D>A(VSA TV NP7 RL R :R— BB, ¥—
INIPF7 R L R R— NBS[AD

1) 7 T X NLIESE T B

[BEZIIA (H—/"7O&RID) Aclient A: AhwsAL-—=A(I 54 7Y NP7 KL R R— hES, ¥ —
INIPF7 KL R:R— NES[R]D)

KeepAlive EHETORD) T TR NS A1 > ZE5R TH

[BEZIIA (=17 O€ERID) Aclient A: AhsA-->A(VSA TV NIPF RL R R— &S, 4 —
NIPF7 KL R:R— M&ESLK])

)T X NLIBRHIEHA S VI T A NS A REFK TRID IR T 2 3 Yl
[BEZIA(P—TFOtRID) Aclient A: AsAL—-A(ZSA 7 NP7 RL R R— NES, ¥ —
NIPF7 KL R:R— hESIX])

(RL51)
A ZEH
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(LH761)

[Tue Nov 21 15:18:40 2006] (1716) client : hws —--> (192,168.2.1:5245,192.168.1.1:80[A])
[Tue Nov 21 15:18:41 2006] (1716) client : hws <-- (192.168.2.1:5245,192.168.1.1:80[R])

428 1/O071L9 NL—ADERE

/O T4 NI KNL—REWE, EV2—NUDPEELTVWAEARTT 4 VY EBOETERICERRENS ML —
X@Ltf‘a_o

HWSRequestLog 7 1/7?/( THEESNTWEE, 7D HWSRequestLogType 7« 1/77‘4 7
Tilter PHEEESNBEICENELDVET, EV2a— LD T 1 LY THEL-EELZT O 3T 258
REICERATY, 272 L, HABDPZ W0, TNy ZTERUANTREERLZVWTZE 0,

(1) PL—RTH+—7I Y bk

[/OT7 4% L—ADHAEBRRDEBD T,

7B, DEORRT [Y—N"7at R ID] &7 ->TWnaE4551d UNIX fi T prefork MPM Zf#H L T
HEEDT x—<y FTHYD, UNIX LD worker MPM TliE [H—N7at 2 [D:Y—NNZA L v RIDJ,
Windows DB & [—/ AL w RID] T9,

e A7 N9 3—)LEF
[BEZIIA (=" 7O RID) AhwsA: Ain-filter®¥A-—->SA(T 1 WS ZF[7 1LY 94 TEE])
s AN714NIV)I—0F

EH%%U{]E_A)("T—/\‘fEItZID)AhwsA:Ain—fi lter XAL—-A(T A VI BT 4 LI A4 THES])
RYE

(RL1)
A ZEH

EX HA7 40 Ly 0EEE, [out-filter] 1270 £3,

(LH761)

[Tue Nov 21 15:18:40 2006] (1716) hws : in-filter ——> (core in[60])
[Tue Nov 21 15:18:40 2006] (1716) hws : in-filter <-- (core in[60])(0)

4.29 7OF> MNL—ZXDEREL
TaFThL—REE, UN=Z270F UHEERFERL TWABEICEREESNS, RMOML—ADZETT,

o NNw 7Ty RY— NNADEATEBIE R
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o N T IV RY—NADBERENTER T

e N T LY RY—NADY 7 LA DELENTEFFTEEE

« NYITIY RY—NPEDL AR AZFNIEFIHR

HWSRequestLog 7« L7 T 1« 7HBEE SN TV S5E, 7D HWSRequestLogType 74 L7 T« 7

Tproxy ZHE LIBEICAENE LV E T Ny T Y FY—N"ANY T IR M XTS5, AR
HOLBICERTY,

1 PL—RAT#—TYh
TuF ML —2ROHEAERIZIROEB D TT,

7B, DEORRT [—N"7at R ID] &> TW»5E4551d UNIX JR T prefork MPM 2 f#/H L T
BGEDT +—<v b THV, UNIX LD worker MPM Tld [H— 7ot 2 ID:¥—/1NZ L v K 1ID],
Windows fRDEE [H—/NZ2L v RID] T35,

P IR B AR

[BZIA (H—=—"7TORID)AU— T FUH5—2 3 VIER) Aproxy ABEREIPT7 KL R ik
R— M&ESA:Aconnect

o BERLIER TR (BRI

[BZIA (H—"7ORID) A= T FY 45— 3 VIER) Aproxy AEREIPT KL R ik
R— MN&ESA: Aconnect(0)

o BERLIER TR (BRI

[BEZIA(F—NTOERID)AUL—= 7T r—= 3 VIER) Aproxy AEREIP 7 KL R34k
R— FE=A:Aconnect(X)

o VIR MRRATERRIG R

[BFZIIA (F—"TOERID)AUL— T T 75— 3 V1ER) Aproxy ABERESRIPT K L R %
R— MBS A:AreqAsend(#¥ 14 7) (Content-Length~ v (&)
YA TERD 3BT,
CHUNK : 7% > 7 CTHixd 577K
CL : Content-Length ¥ X3Eak %4 D R
SPOOL : =7 7 A WIZKRT 4 ZREFEL T, EEHTEET AR
Content-Length ~\ v FEMTEE L2 WHEICIE, "-"Z2HALE T,
o VAR ZAZFIEBRIAE

[BRIIA(TOERAID)AUL—KT7 ) 5— 3 VIER) Aproxy AEREIPT KL R $EmER— b
EE2A:AresArecv

(RL51)
A ZEH
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(LH761)

[Thu Aug 29 11:03:58.639 2013] (21999) (192.168.0.33/250/0x0000000000000001) proxy 192.16
8.1.5:80 : connect

[Thu Aug 29 11:03:58.639 2013] (21999) (192.168.0.33/250/0x0000000000000001) proxy 192.16
8.1.5:80 : connect(0)

[Thu Aug 29 11:03:58.639 2013] (21999) (192.168.0.33/250/0x0000000000000001) proxy 192.16
8.1.5:80 : req send(CL) (4096)

[Thu Aug 29 11:03:58.682 2013] (21999) (192.168.0.33/250/0x0000000000000001) proxy 192.16
8.1.5:80 : res recv

4.2.10 BN L—ZXDEHE (hwstraceinfo 17> R)

TV r—2aryar I LOETERP) JIANZITROKE LR E, YATLTRELLBRIINT L —
AELTHERENTVWET, NEBML—R1E, EEXEVICVWSTEAHRTIEN, FOBTALIT4TD
EBERITNIZEST, 774 NVICHAIENE T,

fRER i €

ME ~ L—2X HEAEY

(1) FL—XR1EERDIRE

Web = N\NOREERFEEZZBICHNB N L —ADPHEX T VICEIREINE T, HEXTYDOXEY#HT]
F1x, HWSTraceldFile T« L7 5« JIEE L7 7 A VIHERENE T,

(2) 771ILAOHEHSE

HEAEVICERENTAE N L —RIE, N0 ZOREKTEE /-1 hwstraceinfo 2> RD
EIFICE-T, 77ANICHASNE T, 3 —NTO L APEEKT Lz5E1&, HWSTraceLogFile
TAVLIT 4 TTHRELLET 7ANMICHATENE T,

hwstraceinfo 2~ FTIX, EEX TV DX EVFHBAIT, HOEDT7 7 A V2 ZHEEL £, hwstraceinfo
Iv 2 RiE, UNIX OBE, User 74 L7 T 4 7 THRE L/ LY E/ZIE A== 2 —H 2 HETT
XFE9, £/, Windows lRD5E, BEEEREZ/HOL—HVLEINETTEET,

WNERR L —Z2ADH T T 7 A ILT A RIIRDODEB D TT,

UNIX lRDI5ZE

prefork MPM 2 L TV 255

ps -efl 3% > ROHAY A X+ vmstat I~ > FOHFH A X+ ipcs -a I~ > FOH YA X+
7KB X MaxClient f#
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worker MPM % L T\ 5i5&

ps -efl 3% > ROHEAY A X+ vmstat I~ > FOH YA X+ ipcs -a I~ > FOH YA X+
2KB X #4%— /N2 L v R (ServerLimit {8 X ThreadLimit {&)

Windows RDIZE
7KB X ThreadPerChild &

(3) hwstraceinfo d<v >R

hwstraceinfo 2~ > ROIEEHZEZHHAL I,

(@ ®xX

hwstraceinfo -i X EYHZF (-l 77 4IL%&]|-r}

(b) ANRFUR
o -i HEXATUHBIF
HWSTraceldFile T4 L2754 7TIEELLZT7 7 A ICHASN TWAIEE AT #AF2IEELE T,
e 1l TFINE
ATEELLAEEARYHBIFICEYT AL —AZ2HENITE2T7 7ML EELE T,
o 1

ATHEELAEEXATYEHAFICEH VL TONTVAREXEY 2B L ET. UNIXRTIX, Web
P—N\PETLTO ML —AHOEEXREV IRV LT, BoHEBEATY ZMNT 57-2DI2ZDF R
S RZHEHALE T, Windows iliTIEZ, Web I — NN THICN L —ZAHOEE XY IIEHRSINE
TOT, TOFRT Y RIEIRHLTHERA.

(c) {EFfsl

HAERAEYFEAIT 1800_1133780652_0 12749 % b L — A% traceinfo.log 7 7 A WIZH 19 261 % 7~
LET,

hwstraceinfo —i 1800 1133780652 0 -1l traceinfo. log

(4) HEXAE)OERSLUBEHROER (UNIXRDEZES)

Web =N\ TLTH, PL—AEREFZETL-OICHEATY IR LEEA. /2, Web T —1%
BEHIT 2581, EEATUVPENHSINET,

Web 9 —N\ZEIEL-H LIS LZEAEIE, HWSTraceldFile 7«4 L7 5« JICHE L7 74 LD
EEEIZ, WoltAREATVEZBMLT, BEBRLET. 2720, ROKD>LHEIL, DEIERLT
WEHEA TP TEZ %< ZDETOT, FELTLIES W,
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o F—1—HTHEHL WL (User T4 LT T4 T7F72E Group T4 L7 T4 TOEIEESINT
W3)

e HWSTraceldFile T4 L2754 7OEZEELTW5
e HWSTraceldFile T4 L2774 7 THELTW 7 7 A ILPHEESN TV S

HEX T 2T 25EE1, 1 23T L7z hwstraceinfo 2 <> REETLTL 2 E 0,

4211 {R-PIBEHRINEEREEE (hwscollect OV > R)

Web U —N\DPEEKTBIUOELEE L >BEL S, BRFEPBREFRE>EHIT A/7-00a 75
7, 5 —uy, 7t Aua i E0ERPNREELZDET, hwscollect I Rick>T, Ins@EE
FEO-DODOERZ—FE L TINETEFE T, hwscollect 27> RIZ UNIX fR7ZZ T TEM T .

hwscollect 2¥ > N, root R TEITTHRENHDET,

(1) xR

hwscollect INEFERENET A LI MNY (-f EHRT 74 IL4E)

(2) ARV

o INEBEREAET LT N
INVEL7EHRZ tar DT —HA T 774 NVELTHANT AEHEED, HI1EOT L7 N #HEELE T,

T =4 T T 7 A IVOEME, HWSyyyymmddhhmmss.tar &7 0 &9, 2T yyyymmdd i&
hwscollect Z#8) L 7- Hf, hhmmss i& hwscollect ##2&) L 7z 24 BE#IOBL T, FhEFna—h
VYA LT,

s fEXRT7TINE
hwscollect.conf 7 7 A VZIEBELE T, HEASAEEHA LY P T4 L7 MY SOHENSATHEE
LEd,

(3) ERAAE
HTTP Server Z ¥ BHRTA VA M =L ULIBEDOHERAFEEZRLE T,
/opt/hitachi/httpsd/maintenance/hwscollect /tmp

4) AT714TT771IDETE

hwscollect.conf ¢ hwscollect DEIfEZEFE L £ 9, hwscollect.confld, F—7— R&EZAR—AT
R¥J->TCEibLET, F—T— NI, KXF/NLEZEZXALETA (TORDICEZFITFHET X MT
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WEDET, 77 ANVEZBIRITRTHENSATIEELTLEE W, VT4 T7T77A4LDF—T— REETE
IZDOWTIRIZRLE T,

xK4-5 2T T71ILDF—T—REEE

F—J—R

ServerRoot

conf

trcinfo

trcid

PidFile

CORE

LOG

FILES

(RL)

O EETE %,
X I BETE 0,

EEY 3B

httpsd.conf ® ServerRoot 74 L' 75+ 7
DEZIEELE T,

httpsd.conf 7 7 1 VEZ%2EELE T,

hwstraceinfo 2~ > FOEHET B57 1 L7
MIEIEELET,

httpsd.conf ® HWSTraceldFile 7« L 2
T4 T CHESNS T 7 A VEAEIEELE T,

httpsd.conf @ PidFile 7« L' 7 7« 7 C#§
ESNDT7AINEEEELE T,

httpsd.conf @ CoreDumpDirectory 7 «
L7514 TOEL,
SSLCacheServerRunDir 7« L7 7« 7D
EEEELE T,

httpsd.conf ® ErrorLog 7«4 L7 7« 7,
HWSRequestLog 74 L7 714 7B LV
TransferLog 74 L7 74 7%
CustomLog T« L7 T« 7k EDu /%45
ETRHT7ANEEEELET

ZFDIFH, BEBITIENIOT7 7 A ILAHN
WHEELE T,

(5) A2 717771 I DOIBEH

AT 4777 A NVDOIEEMMEZRLET,

ServerRoot /opt/hitachi/httpsd

conf /opt/hitachi/httpsd/conf/httpsd. conf
trcinfo /opt/hitachi/httpsd/sbin/

trcid /opt/hitachi/httpsd/logs/hws. trcid
PidFile /opt/hitachi/httpsd/logs/httpd.pid
CORE /opt/hitachi/httpsd/logs/corex

LOG /opt/hitachi/httpsd/logs/error*

LOG /opt/hitachi/httpsd/logs/access*

LOG /opt/hitachi/httpsd/logs/hws. trclog*
LOG /opt/hitachi/httpsd/logs/hwsrequest*
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6) T1RIERHE
o —EFIC[ERT A7 7 1L
200KB+7KB X MaxClients f&

s RELBmEHITHtar 7 7 AL
core 77 A LOER+ log 7 7 A LOER+—RIICERT 27 7 A LOER

(7) FEZFIR

o [NEIBEHMH LT 4 L7 FYICIE, core 77 AN EELRSTFBHROT—HA T 7 7 A IIDPERE NS
7o, BEEHEERLTLLEZS WV,

o INEBHHNIET A L7 MIICHATT 7ANBLO—E7 7 AILEERLE T, D78, NEBHLE
THET 4 L7 PVIZEBZAARAREE LTL 2 &,

* CORE, LOGBXUFILESIZTA L7 NI ARIBET S &, HBESNLTALVZ M) TRDT77AILDT
RTCEBEWNLUET, 202D, L—rTF4 LI NI RERUTA L7 M) R2IBEET SE, RKENPOAE
HERERELTCLED 2D, BFEPDETT,
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4.3 H—NII2DODN—F It N—FvILKARN)

N—F P ILEAMI]I BOY NI U E2EREDTI VICEEE T, FOAEIRISRTZOBHD 9,

o H—NZIZEIIN—F v LA A+ (Name-Based Virtual Hosts)
e IP7 RLARIZESILIN—F v LA+ (IP-Based Virtual Hosts)

431 H—NRBICEDLKN—F¥IEKXbB

P —=NBIZEIIN=F ¥ LEZA ML, —DODIP 7 FLRAICH L TERDOEK A Ng%E DNS =N\ ET
EHBLTBE, V94TV IDPOLFDRANETT7ERTBIET, BHAAINDEIICREET, 2 v
NI =D A7 T2 —RAEERHRET HDEIIHD EHA Y—NRIZEDIIN—=F v LR NTIE, SSL
THEA A~ EFE SSL XHsA 2 b oAby, F2I3B 7k 2O SSL MinAk A s OfAEHE TIIHEE
TEFHA,. TNODHAEDLE THET HH5E1E, IP 7 FLRAICEILSN=F v LARAMTHEELTL
SV, = NZIZEDIIN—=F v LA X MDOFEICIE, <VirtualHost>T« L7 T« 7IZIP 7 KL X
ZEARENICIEE L TL 728 W,

@) 1580 —n"<> >y (IP7RLR:172.17.40.10) EO—>®D Web 4 —NTR—b+Z2—2F—7
YL, Web 7579250 VT AMIGLUTHARANZYIDEZ 2 ERZT 5.

Web 7' 7 H7»6 OFERD, http://wwwl.xxx.soft.hitachi.co.jp/DH &

<Application Server ® > A s =)L T« L7 Y >/httpsd/htdocs1/index.html
(DirectoryIndex O#EE S index.html DIFHE) 2SS LE T,

Web 77 #7056 OFEKD, http://www3.xxx.soft.hitachi.co.jp/D#H&

<Application Server ® > A s =)L 7« L7 ;YU >/httpsd/htdocs3/index.html
(Directorylndex ®#8%E A’ index.html DFE) 2B L9,

72720, ZOHEEIWeb 7995650 7T A D Host Ny ¥ T, "Host:

www l.xxx.soft.hitachi.cojp"® XD ICAA M (MBS UTKR—MES) 2IHELTELBELET
FATEEd, &L Web 77 78%, iy 170 Web 77 VHTIERIATE LW ENFHZHDT
FEPDETT, Z05HE, &b EMICEER SN <VirtualHost> 71 v 7 OIEE (ZDFITI
www l.xxx.soft.hitachi.co.jp) WEZNTZD 9,

Listen 80 -1,

VirtualHost 172.17.40.10> 2.

DocumentRoot "<Application Server®A4 VA h—ILFT 4L ¥ F')>/httpsd/htdocs1” ---3.
ServerName wwwl. xxx. soft.hitachi.co. jp -4,

<{/VirtualHost)>

{VirtualHost 172 17.40.10> --b,

DocumentRoot "<Application ServerdAf4 VA N—I)ILFT 4 L ¥ F')>/httpsd/htd0032” -6,
ServerName www2. xxx. soft.hitachi.co. jp .

</VirtualHost)>

<{VirtualHost 172 17.40.10> --8.

DocumentRoot "<Application Server®d4 YA M—J)LT 4 L ¥ F')>/httpsd/htdocs3 -9,
ServerName www3. xxx. soft.hitachi.co. jp

<{/VirtualHost>
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4.3.2

1. A= FESE—D

2.N—F ¥ ILARA - 1 DERH
3IL—FFo LT M) DOESE

4.5 —-NHE 1 DEHE

5. 3—F ¥ )ILARA L 2 DEFHE
6. )L—rFo4 L7 M) DEH

7.9 —=N\%Z2DEH

8. N—F v )ILAA L 3DEFH
O.NL—rFo L7 M) DESE

10. ¥ —\% 3 DEFK

A wwwl.xxx.soft.hitachi.co.jp, www2.xxx.soft.hitachi.co.jp, www3.xxx.soft.hitachi.co.jp
&, DNSH—N\72E12172.17.40.10 KA FPDARA MZELTEFRSIN TV RITNEZD EHA

O —NBE=ZDEETHILETIEDIIVUVIZRES

http : //

wwwl. xxx. soft. hitachi. co. jp

TIEE

http : //

www2. xxx. soft. hitachi. co. jp

ZiEE

Web TS o+

http : //
www3. xxx. soft. hitachi. co. jp

ZiEE

E L LI L x
=" &l =" @l =1 @l
0~ O 0™ i
I HI I HI I HI
L _c_4 _ 4
H—/N\E: H—/\E: H—/\%:
wwwl. xxx. soft. hitachi.co. jp  www2. xxx. soft. hitachi.co. jp  www3. xxx. soft. hitachi. co. jp
|:| o
172.17.47.10

s BEOFR—%EH

IP 7 RLRICEDIKN—=F v ILKRZX B
[P7 FLRICEDIN=F ¥ LKA MIRD=ZDDHEETT FTAT7 ¥ MIUIBEHAAFOLDICRE T,

e | BOY NI VICERDORY VT =T AV T 1 — ARTEE
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e IP7RLADIAY 7 ARIEFE

@1) 1809 —NT> Y EO—DD Web b —NTHR—- 12 D4 —7> L, SSL A& Web 3—N&
JEXTS Web H—1NXDZ2DHA X & LTEHT %,

Listen 443 -0

Listen 80 Y

<VirtualHost xxx.soft.hitachi.co. jp:443> -3
DocumentRoot ”<Application Serverd4{ R F-—)b7-4 L2 bY>/httpsd/ssldocs”
SSLEngine On 4

SSLCertlflcateFlle "{Application ServerOD'f,/JZ N—JLT 4 Lo KM1>/httpsd/conf/ssl/se
rver/httpsd. pem”

SSLCertificateKeyFile "<Application ServerD4A4 YA M—JLFT 4 L %2 MYD>/httpsd/conf/ssl
/server/httpsdkey. pem”
<{/VirtualHost>

{VirtualHost xxx.soft.hitachi.co. jp:80> ---h
DocumentRoot "<Application Server®A4 YA h—J)LF 14 L % ~')>/httpsd/htdocs”
SSLEngine Off -6

</VirtualHost>

1. K-+ ESDER

2. K=+ ESDER

3. R—FBES 443 DIN—F v LA X N DEFH
4.SSL B

5. R—FEE R0 DN—F ¥ LKRX NDEH

6.SSL #%h
O R—rBEBEEZZDOEHETHIET2EORVVICRES

https : // http : //
xxx. soft. hitachi. co. jp xxx. soft. hitachi. co. jp
c J43%FIETE : 80%FIEE

== ol = |
|D| Dl ||:|| DI
[ HI I HI
M I
— Kh&ES : 443 R— F&ES : 80
SSLMNE %h SSLITEESN

- ﬂ

xxx. soft. hitachi. co. jp
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B2 1650 -7 EIcZ20 NIC (Network Interface Card) (IP 7 KL Z:172.17.40.10,
172.17.40.20) %fiz, —D2® Web ¥ —/N\T Web 77 7H 25D VT X MIGUTHKR MO E
ZCGERAT %,
Web 77 9%»60) 7 T A NS, http://172.17.40.10/ D&
<Application Server ®-f > A b —J)LT « L 7 b ) >/httpsd/htdocs1/index.html
(Directorylndex ®F§7E A’ index.html DFE) 2B LT,

Web 777805600 7 T A M3, http://172.17.40.20/ D54

<Application Server ® > A s =)L T« L7 Y >/httpsd/htdocs2/index.html
(Directorylndex ®F§7%E A index.html OFE) 2SBL T,

Listen 80

<VirtualHost 172.17.40.10>

DocumentRoot "<Application Server®4A YA h—JLFT 4 L& b 1)>/httpsd/htdocs1”
ServerName www10. xxx. soft. hitachi.co. jp

</VirtualHost)>

VirtualHost 172.17.40.20>

DocumentRoot "<Application Server®4 Y X h—JLFT 4 L & kY >/httpsd/htdocs2”
ServerName www20. xxx.soft.hitachi.co. jp

</VirtualHost>

O~y FI—VAUBTI—RA—FEZDHREL,
DOIRMIBLTUYERD
http : //172.17.40. 10% 35 %E http : //172.17.40. 20% $8 %€

Web 'S5 o+ Web 'S o4

X X
=1 | = "ol
|D| ﬂ |DI ﬂ
(- HI I Hl
_L 1 |
IP7 KL R :|172.17.40.10 IP7 KL R:172.17. 40. 20

1
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4.4 Web H—/N\T0O CGl 7’O7'S5 LDET

CGl urz7 L&y, Web ¥4 —NLETEET S 0TI LTT, 2O CGl FurzJLzERTNIE, &
72 HTMLANDOT7 7L ARG CEERTER VWAV YT 7T 1778 Web 77 AP TEZ T,

441 CGl7O75LDEE

CGl Fu 27 L %%Ef79 5I21%, ScriptAlias T4 L2774 7T CGl Fur I L hH2s57 117 b)) %I
E9 AHR, AddHandler 7«1 L7 7« 7R L7 7 A VILRTFIC cgi-script N> BT 2 $8ET 2 5
B&XU SetHandler 7«4 L7 7« 7T cgi-script N> RT2IBET H2HXFHD £ T,

httpsd.conf TEET 2581k, CGL U/ I LOEHO LT EDHT, ScriptAlias 74 L7 T 1 71
FHHRELHERELE T,
(1) ScriptAlias 7 L 77«1 7 D1EEH

CGI u 5 LD 24 % <Application Server ®4 > A h—)LF 1 L & b >/httpsd/cgi-bin/CGI 7
O7I L5774 NVBEL, TR LTT T4 T2 Mr56/cgi-bin/CGl 7u /o L7 7 A VETT VLA
T HEA

ScriptAlias /cgi-bin/ "<Application Server®4A4 Y XA M—J)LFT 4 L& M1 >/httpsd/cgi-bin/”

(2) AddHandler 7 L 77 1 7 DIEEH!
o 771 IR F.cgi I cgi-script /\> RS ZIBET 355

AddHandler cgi-script .cgi

78, Options 7«4 L2774 7T ExecCGl 7Y 3 VOFREPNETT,

(3) SetHandler 7« L 75 1« 7 Dis8EH
o script CHBEBZ 7 7 MV RBICHT BV I ITAMNIMULT, cgi-script/\> RS ZIEET 355
<FilesMatch “script>
SetHandler cgi-script

Options ExecCGI
</FilesMatch>

442 CGl7FO73LDOFUHL
CGL 7155 L1k Web 75 74 5 ROFAD URL ZHE L THUHLE T,
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http://RRA b& R—NES) /RARE (TBWEHLEXFI)

s RANG R—IES)
Web b —N\BEELTVWAKRAMNELIZIPTRLRAE, R— I EER2EELET, A— 1 EEL2E
BBdsrE, R—rBEE3ICYZIZAMEREELET,

AW &
ISZAZIECGL a3 LDISAZIBELE T,

s BMLEHENFS
CGl uZ S LhiZEITINTSAYTT, TOF—T—REEOHZIEELE T, Web 757D 7 4 —
LT =9 ZEMRUIEE, VIVIZANTIA VICEBNICHRESNE T,

443 CGl 7073 ALICETIER

Web #—1"\%256 CGl 70 7 LICRIEAREZE L9, FMll3 [(18 B CGI 702 I AICE T RIEE
Bl 2SR LTLIES 0,

4.4.4 CGl7FO735LDOH
CGl TuZ s8I rarsse, ZOETHZHFBELEIT,

H>7N CGl FO73 A
Windows L CERRTEERY > LT 7T LDV — A2 RITRLET . NI Perl EREETEN»N
e a I LT, 77 ANVE%E testcgipl ELET,

#t! c:¥bin¥perl.exe

$argc=$#tARGV+1;

print "Content-Type: text/plain¥n”;

print "¥n”;

print “argc is $argc. argv is ¥ @ARGV¥”.¥n”;

print "SERVER SOFTWARE = $ENV{’ SERVER SOFTWARE’ }¥n”;
print "SERVER NAME = $ENV{’ SERVER NAME’ }¥n”;

print "GATEWAY INTERFACE = $ENV{’ GATEWAY INTERFACE’ }¥n”;
print "SERVER PROTOCOL = $ENV{’ SERVER PROTOCOL’ }¥n”;
print "SERVER PORT = $ENV{’ SERVER PORT’ }¥n”;

print "REQUEST METHOD = $ENV{’ REQUEST METHOD’ }¥n”;

print "HTTP ACCEPT = ¥”$ENV{’ HTTP ACCEPT }¥”¥n”;

print "PATH INFO = ¥”$ENV{’ PATH INFO’ }¥"¥n”;

print "PATH TRANSLATED = ¥”$ENV{’ PATH TRANSLATED’ }¥”¥n”;
print "SCRIPT NAME = ¥”$ENV{’ SCRIPT NAME’ }¥”¥n”;

print "QUERY STRING = ¥”$ENV{’ QUERY STRING’ }¥”¥n”;

print "REMOTE HOST = $ENV{’ REMOTE HOST’ }¥n”;

print "REMOTE ADDR = $ENV{’ REMOTE ADDR’ }¥n”;

print "REMOTE USER = $ENV{’ REMOTE USER’ }¥n”;

print "AUTH TYPE = $ENV{’ AUTH TYPE’ }¥n”;
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print "CONTENT TYPE

= $ENV{’ CONTENT TYPE’ }¥n”;
print "CONTENT LENGTH =

$ENV{’ CONTENT_LENGTH’ }¥n”;

CGl 7075 LDET
Web 759 HFICRISRT EDIEELT, Y>> NV CGl usrsL20HLET,

http://www, example. com/cgi-bin/test-cgi.pl/ABC?X=18&Y=2

TN TOT 5 ADFEITHER

(,“http://vmw.example.com/cgi—bin/test—cgi.pl/ABC?X=1&Y=2 - Windows Internet Explorer |[Hi[=] B3
e

@‘_ ;@ Ié http:// example.com/cei-bin/test-cegipl/ABCTX=18Y=2 LI 91l X
o BREAD @ http/fwwwexample.com/cei-bin/test-ceipl/ABC?.. | |

argc is 0. argv is "” —I
SERVER_SOFTWARE = Cosminexus HTTP Server

SERVER_NAME = www.example.com

GATEWAY_INTERFACE = CGI/1.1

SERYER_PROTOCOL = HTTP/1.1

SERYER_PORT = 80

REQUEST_METHOD = GET

HTTP_ACCEPT = "#/%"

PATH_INFO = " /ABC”

PATH_TRANSLATED = "C:¥Prozram Files¥HITACHI¥Cosminexus¥httpsd¥htdocs¥ABC”

SCRIPT_NAME = "fczi-binftest-czi.pl”

QUERY_STRING = "¥=1&Y=2"

REMOTE_HOST =

REMOTE_ADDR = xXX. XXX+ XXX+ XXX

REMOTE_USER =

AUTH_TYPE =

CONTENT _TYPE =

CONTENT_LENGTH =

4]

4.4.5 CGlI 7073 AICETEINER

CGI/1.1 OBBEEHKLIINC Web 3—1\h 5 CGL 7uZ I AEHRZETHAOEEFEIC DOV TEHAL
9,

AT 477 74N CCL 7 u I LETREERS, FOMEEZIEETEET., CGl Tur/ s LIcE
S VWEBRELSHOIEEL TEET,

PassEnv IBRIEZE CRI OV S LICETIRELTHDIEE
SetEnv IBIELTH B CCI7AV S AICETRELHNE ZDEDIEE
UnsetEnv BBISZE#( CGIT AT S LITEIRWRETHOEE

4.4.6 REZHDER

T34 T IDI)ITIANERIC, BIEEHZEECEET, UZJIZAMLTWVWBRETZITAT Y FDARAR
ZRIPT7 RLAZRERZBEICBELEHATER LD, BELSHOZEZRBRLI-DTEXET,

4. AT LDERAE

Cosminexus V11 74— 3 >4 —/\ Cosminexus HTTP Server 83




SetEnvIfNoCase Request URI "¥.(gif|jpg)$” request is image

ZOBE, T ANMERTFM.gf $7odjpg DEE (ZOT 1 V7T 4 TOHFE, KXFE, NCFOXH]
IZLEHA), request_is_image & WHBRIELHZ CCl 7ur/ I LI LE T,

4.4.7 Windows TCGlI 7075 ALA%ZFIHT2&ENDEEEIR
(1) CGI 7O73 AMEREEDER

CGl a7 oLy —NALy REIOT—¥%EZ(EICE, CCl ur I LnEEAS, ZEEH), ZE¥T
F—HAEFEHLTWVWET, T—FEZEFIZIX Timeout 7«4 L2754 3B £, CGl 7
7T LERIFICIE, T OEREBERTRIL, EEAHNGEZFALA N EITKT LTSN,

(2) CGI 70735 LDEHIET

CGI 7u2Z s .1& Web 4 —N\PEIELTSH, CGl U/ S LEBEPUHEEZRZIAETHRTLEEA,
CGl uZ s Lz@mili&k T3 5I21E [¥AIVHx—Tv] PoRTSIEET,

4.4.8 UNIXhRTCGlI 7075 L%ZFHT 3 EDEREE
(1) SEATIER

CGI u 77 ALz, User, Group T« L7 T« 7TIEEMBE TOETIERPSBETT

(2) 'T4sE
worker MPM TiZH—NNZA L vy REICHAI LT, CGlI Fut AOERMEIZ T 2 +AE,» D HEEN B
LET, 207z, CCl uyoL%z2FETTHHEICIE, prefork MPM 2FHT 22 & 2R LET,

4.4.9 NAEBREEROIREIR

Y27 T AN URLIZ, CGIL 7 aZy I LIETINAERPIEESINIGE, ZONNABEREBRIELZH
PATH INFO 2, RNRAEHEZ T 7 ANV AT L EO)SAICE#HR L -EZRIEZE PATH_ TRANSLATED
ICRRELE T, SAEHRZ T 7 A VY AT L EOISAITERT 588121, DocumentRoot ¥« L7514 7
ICHEESNINNZAZEEELET, NSAERICHL, AllasTo L7 T4 7 ETHRZIBEL TW5AIE
ElE, ZTOEEIH-TEBRLET,

Web 4 —NOFEICK > T, BREEHM PATH_TRANSLATED IZEE S NTZSAANDT 72 A% #FA] L
TWZRWERIZE, T7-uZi7 78R EEDOA vt —Y2HALET. COXA Y-V LG
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&TH, WebH—NIZCCl Fur/ I L%2ETL, UJVIAMBEZHEITLET. JOK, BEEZHK
PATH TRANSLATED & CGl 7u S AICESNET,

Bl) K2 x> bL— b2 "C:/Program Files/Hitachi/Cosminexus/httpsd”, Web 75 7455 DHE
sk "http://www.example.com/cgi-bin/test-cgi.pl/ABC" (CGI 71 7' L"test-cgi.pl"%#Ef79 5V
JI AR, NAE#RE LT /ABC" Z2f40) OHBED, TI7—uaZHAfZRITRLE S,

[Thu Apr 02 15:33:10 2020] [error] [pid 11111:tid 12345] [client 192.168.1.1:45678] AHO17
97: client denied by server configuration: C:/Program Files/Hitachi/Cosminexus/httpsd/ABC

4. AT LMERAE
Cosminexus V11 74— 3>t —/\ Cosminexus HTTP Server 85




4.5 I1—HFRELE 7 7t AR

Web ¥ —/NIZX 9 57 7 £ AHIEHGEICIIRISRS HEPH D L9,

o I—HYEBIUNRAT = FIZKBT 7 AH|HE

TIAT Y RNDKRANGEZIZIP 7 RLRIZK BT 7 & A
T4 L7 MIICKT BT 7 AHIH

T4 L7 NIY—EXEZFALLT 7t A

451 A—HRBRIUTNRAT—RICKB7 7R

I—HPHZHEZD/)SAT — Nid htpasswd I~ > FEZFERLT, RRAT—RFT7 74 VB LET, BHHS
NTVWAERIL—YTZIZH LT, RAMNNDODTA LI NIRRT 7 ANLGEDT VL AEZERZTETET,
htpasswd 2~ > ROFERAEICONTIE, [45.1(1) Z—HZENRNRT=FO)ISAT =R 7 74 )LD
BHRBIUOISAT—FOEE] 2B LTS W,

() <Application Server ® 1 > A b —J)LT ¢ L' 7 V) >¥httpsd¥htdocs¥7T ¢ L7 M) RERFED L —
PRTFICAMT 5
htpasswd 2v > FZFERALTHEP LHI—FHE/ISAT—FE2/)SAT—F7 7 1)L (<Application
Server DA > A b —)LT ¢ L7 ~V) >¥httpsd¥htdocs¥.htpasswd) IZEHFL THWTL S,
httpsd.conf 7 7 A WIZTIRITTRT T4 LI T« TRBREL 9, T—HH<Application Server D1 >~
A b—=)T 1 L7 Y >¥httpsd¥htdocs¥IC 7 72 X9 5 & Web ¥ —NIEZA 5T —4 X 3— K 401
Authorization Required #/5%& L, Web 77 V¥ TCL—HEBLINNAT - ROANEZERLE T,
<Directory "<Application Server®A4 YA h—JLFT 4 L % k') >/httpsd/htdocs”>
AuthType Basic

AuthName "realm 1”

AuthUserFile "<Application ServerA4 YA h—J)LFT 4 L& M) >/httpsd/htdocs/. htpasswd”
Require valid-user
<{/Directory)>
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1. WebTSHHMid Y I TR bDiEIE

[&] htto:/ Fomeexample.

PR @a0s-9 ||

2. HTTP Serverm™ Y TR h&ZITF1F, UO TR M
HoE=FT4 LI MIDT I EREHIET 5,

HTTP Server

3. WebTSUHIZaA—HFIDE/NRRT—FDOANZERT
Ayt—TEHNT B,

2= RENINAD=FDAN

rea!lmall‘(xxx.xxx.xxx.xx) 12T 22-HBEANLT
- 1

-4

ok | [ Ferwn |

(1) I—HFRENZAT—RONZAT—R T 71 IMWADERBELTNAT—RK
DEEE

htpasswd a2~ REHEHL T, SAT—=R7 74 MIZ1—H4%, N2 T—RROBERBIUOELENSTEET,

htpasswd 2 > FOFERGIEIZ OV TIRICEHHAL L9,

(@ fek

htpasswd (-b) (-c | -D) RRT—KR77A4)E& 1—H%E& (/RRT7—K])

(b) #RFVK
. b
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AT —RZ2IAT Y RIA VIHEET AIBEICEELE T,

* C
FHRUSAT = R 7 7 A VEERT AHEEITTHEELE T, T TIHER L TWAIIZAT =R 7 7 A LI
I—HZEMT 2550, NAT—-F2EETLHHICE, BEITLILERIHDEEA.

«-D
I—FOBFEZYIRT AEEIEELE T, IHELAL/SAT—RT 7L, FBELLI-—IPEHFS
NTWBEEIL, NAT—RFRT7 74P oEYT A1 2HIBRLET,

e NAT—R7T771)L%
ISAT — RZESk, BEREIGHIRT A2 AT—FI7 74 VEEBELE T,

« 1-%%F
ISAT) — K2 &Rk, BEFLIZHIRT A1 -T2 ELE I,
e« NZXAJ—R

BRECIEETHNRNAT—FEEELET, DA TV a Vv EEBELLLERTEETEET,

(0 fERTGEE

ISAT—=RT7 7 ANRE, BRI HALI—FRZEININRT— REEES 51— Z%IEE L T htpasswd
ZRETSHE, TOL—HYDNNAT—FOANPERSINE T, ANERZED, 2EYAT—FE2AT]
§2&, RAT=R7 74 NVIEZDI—FDI—FHE, NRAT—FPEFEINET,

C:¥>"<Application ServerA Y A h—JLT 4 L2 b 1) >¥httpsd¥bin¥htpasswd. exe” .htpasswd user
XX -1,
New password: -2,
Re-type new password: -3,
Updating password for userxxx -4
C:¥>
l.userxx ®/SA 7 — ROEHE
2.2 — R AN
3.H/SZAT— FHEAN
A4S A T — ROBEFKT
BRrHBRT A58, DA Svay, SAT—RI7 7/ LVEZBIVHIBRT 22— LEEELT
htpasswd ZE# L %9,

C:¥>"<Application ServerMA YA h—JLT 4 L ¥ b ) >¥httpsd¥bin¥htpasswd. exe” -D .htpasswd u
serxx -1,
Deleting password for userxx -2

.C:¥>

1. userxx OEsEHIBR

4. AT LDERAE
Cosminexus V11 74— 3>t —/\ Cosminexus HTTP Server 88




2. userxx OB RHIRK T

(d) F=EIH
s I—HYHEOEREENAT—RFOBAEIZ 128 XFETT,

» htpasswd I~ > FETERIEX, NRXT—=FI7 74 VOIERFEERIUT 4 LT MU, EET 7 A ILP—
RERICERL S NE T EET 7 A VEIE, [SRT—=FKT7 74 LZ.Fat R ID] T3, COEET 7
A )UE, htpasswd I~ > FOKTRICHENICHIFRSNE T, 2720, EITHIIF vy L Lichae
BE, MEET 7 AUNBHIBRSN LW ERBDET . (FET 7 MUK -> TV E5EAEIL, FEITHIFRL
TS,

452 TI5147 2 MDKRARNBFELFIP 7 RLRICKD 77 AHlE

JIA4T Y MDRANERIP 7 RLRICE>TT 7R AFI#H9 5121, Allow from T4 L7 T4 7%
Deny from 7«4 L2774 72HEHLE 9, Allow from T4 L7 T4 7 TCT7 VL A%HFRTHHAN,
Deny from ¥4 L7 T4 7TV 7 A% k35K A M2EELE T,

(B) <Application Server @ > A b —)L T« L' hV) >¥httpsd¥htdocs¥7T«+ L7 MU %, FaF
BEOV VT A ML BSBEEIET S

httpsd.conf 7 7 A WIZTIRITTRT T4 L7 T4« THBREL 9. T—H»<Application Server D1 >~
Z =T« L7 bV >¥httpsd¥htdocs¥ic 7 7 & A9 5356, proxy.xxx.soft.hitachi.co.jp % 71 ¥
ELTHIFELTWS Web 797513 AT —4 23— K 403 Forbidden T7 7t A2 EBENE I,

<Directory "<Application Server®4 X h—JLT 4 L% ;J>/httpsd/htdocs”> T4LUb
) DEH

Order deny, allow 7O AHA EZIEDBEIEMESR

Deny from proxy.xxx.soft.hitachi.co.jp 727 tERDEI
<{/Directory>
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1. WebT SO MEY I TR FDiEE

il

2. HTTP Serverm™ U TR RZ&Z2IH441F, JIOIR M
Bo=TA4LY NUDT U EREHET B,

HTTP Server

3. proxy. xxx. soft. hitachi.co. jpZ7BF¥L & LTHALT
WBTSHHIERT—4 Xa— K403 ForbiddenT7 4o X
=EEIN B,

orbidden - Windows Internet Explorer

Forbidden
You dor

dorit have permission to access findex hml on this server.

=

453 T L7 MN)ICHTB7 7R

ToIvAarrua—)L77A4) (htaccess) ZEHEDT« L7 MY NIESKTNIE, FOTo L7 MV
WNIT BTV AEERETCEE T, TOT7ANICT IV AZHFNELIIEETETSZ27547 8 (IP7
RLR) RL—TFZZHEELE T,

(1) 77€AxA3>pv0O-L7T771)L

TR b a—=LT7 7 ANEZEEDT 4 L7 MU NIUERTNIE, FOT4 L7 MIICNT A7 7t
AMERBETCEE T, 778 RAI a— L7 7L IILDELFNE, AccessFileName T« L7 5«1 7 CHEE
LEd, 774 J)KMd.htaccess T
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TR MA—=LT 7 AL BT 7 AL, Web U —NEHIEET 2 %L, AWM E
T, 7272L, IELLSBEESEA720121E, httpsd.conf @ AllowOverride 7+ L7 7« 7 &tz L&EX
HFILARNIVICERET HRENHD X T,

77ﬂx:ybu—w774w*ﬁxv R77ANZBIEET SHE, I—FDPZFOTA L7 MJICT It
AT ABEBHICI—YEZBIUOSAT— RFOANZERLE T,

| z==m

TO7XAar hu—)L77A4)L (htaccess) &/¥AT—R7 7 A )L (htpasswd) (151 Tdh
HREIHDERA, BB T7 78232 bua—)L7 714 L® AuthUserFile T« L7 5 ¢ 7IZH
CNRAT—RT7 7 A LEIEETETET,

(2) 77 EREOEEDH

ROED T4 L7 NIRRT, T4 L7 MJICRHLTT 7RI ba—=LT7 74 NICT 71 AER
HELET,

[user@01®Dpublic html]
|

F—[auth]———. htaccess
L——index. html

|

—[test1]—r——. htaccess

——-. htpasswd (user001/test1)
index. html
—[test11]———F———. htaccess

———_htpasswd (user001/test11)
L——index. html
L—[test12]———index. html
L—[test121]————. htaccess
L——index. html

L—[test2]—————. htaccess
F——.htpasswd (user001/test21,
| user002/test22, user003/test23)
F——.groupfile(mygroup: user001 user@02)
L——index. html

cauth T L7 NUTO 77 AEDESZ (auth/.htaccess 77 1))
IP7RUZAA172.18.102.11 BX D 172.16.2024 DY =N D7 7L AZEFLF T,

Order deny, al low S
Deny from 172,18.102.11 172,16.202,4 ---2,

1.7 7t AEBDOER 2 JLIFHE
2.7 AERDER

e testl1 T LT NUTO7I7AEDESE (test1/.htaccess 77 1)

I —YH=user001, /A7 — R=testl 2 AT L/ZBEZT, testl/index.html B X U testl/test12/
index.html N7 7t AZ#FR[LE T,
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AuthUserFile C:/user@01/public html/test1/. htpasswd o1,

AuthName ”"testl Directory” -2,

AuthType Basic

<Limit GET POST>
Require user user001

</Limit)

s

1.SAT—=R7 74 VDEH
INAT—=RT7 7 A NVICEBHRLTWALI—HPHE/NNRT— R
I—4% user001, /SZX7— R :testl

2.realm ZDEHE

3. XYy RIiZxd 2EHR

4, 1—H4% 1 user001 O7 7 & R % §FH]

« testl/test11 T« L7 NUTDT7 I EAEDES (test1/test11/.htaccess 771)L)
I —HZ=user001, /SZX7— R=testll # AN L7=#5HE721F, testl/testll/index.html ~ND 7 7+
AZFAILET,

AuthUserFile C:/user@01/public html/test1/test11/. htpasswd

AuthName ”test11 Directory” 2.

AuthType Basic

<Limit GET POST>
Require user user001

</Limit)

—_

e

1L.XAT—=R7 74 VDEH
ISAT—=RI7 7 A IICBHFLTVWALI—HFHENZXT—F
2 —H4 user001, /SZX7— K :testll

2.realm ZDERE

3. XYy RICxd 3ESH

4. 1—4% :userO01l O7 7 & A% FFA]

» test1/test12/test121 T4 L7 NUTDT7 7 AMEDES (test1/test12/test121/.htaccess 7 7
1))

I —H4Z=user001, /Y27 — R=testl # AJ1L, Web 7 7H%» MSIE OH&7ZF, testl/testl2/
test121/index.html NO7 7t A2 L 7,

Order deny,allow -1,
Allow from env=MSIE ---2,
Deny from all -3,

1.7 7 AEBOESH % F5IC

2. Web 75575 MSIE 4, 727t A%
BIRTDOFANDPEDT I ARIES

72721, httpsd.conf ICIRDT 4 L7 T4 THERELTWVEHDELET,
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SetEnvIf User-Agent ”.*MSIE.*” MSIE

s test2 T LI NUTD7 7 RAEDER (test2/.htaccess 77 1)

mygroup 7 I)—7 DL —HH, NRAT— &2 AN LIGEEZT, test2/index.html NO7 7t A %7
ALET,

AuthUserFile C:/user001/public html/test2/. htpasswd
AuthGroupFile C:/user@01/public html/test2/.groupfile
AuthName ”"test2 Directory”
AuthType Basic
<Limit GET POST>

Require group mygroup
</Limit)

L=

SES

1L.SAT =R 7 74 VDER
AT =R 7 A IICBHFLTNALI—HFHENNXT—F
2 —H4% user001, /SAT— R ! test2l
I—H4 :user002, /87— K : test22
I —H4 :user003, /SX7— K :test23
2.TN—=TT7 74 VDEH
TN—TT 7 A VICERLTWATIL—TH
7V —T74% : mygroup
mygroup IZE#k L T\ 51 —H4 user001, user002, user003
3.realm HDERK
4. X v RIZxtd 5 EH
5.7 ) —7% : mygroup O 7 7 & A% FFA]
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46 T7T1ILB—EDORR

TALZPIADT 7 A VEZ—E%E Web 7T IHICRRT 2HEEZT A LI UM YT I7AEVVET,
TALZ P IA YT ARBEEZENCT DICBRITRIT T LI T TEHRELET,

Options +Indexes

CDEE, TRTDT7ANERRSESZEFEF2) T4 LEKTT, Indexlgnore 74 L7717
TA VT IVARRIERZWVWT 7 A IVERETHLENHDET,

7272 L, Options +Indexes #f8%E L T\ T®, Directorylndex 74 L7 T« ZIHEELTWA T 71 )L
(F7x ) b3 indexhtml 77 (V) BEDT 1 LT FURNIIHE5HEIE, ZOHESNTVET 7 ()L
PERRSINET,

S5, TALTZ MNIA VT IURAZEBERTRT 281, ROT AL I7T 4 TREBELET,
IndexOptions +FancyIndexing

BRI RREEDFEMEE 1X IndexOptions 74 L7 7« 7, Addlcon 74 L2774 7 THELE T, T4
L7 M)A VT ABRBETRRSNIEERE, T4 LI T4 T THRETAIABLZRITRLE T,

M 4-7 BERTEEICOVLWTOEEREAR

NameWidthA 7> 3 > T SuppressSizeA 73> T
BEEE TR FERTEEE
SuppressLastModified# Ty SuppressDescriptionA 7 3 &
I VTRR-FERTERTE TET-ERTEER
HeaderName & 4 L Ekdexic do ernet Explore =101X
974712, RE > [ﬁ, example.com >4l x
TEHENEREIEML , i
HBREAD | 4

TWBT7AIL%E LT || ~
gl'x‘- EEEEEEEEEE] EEEEEECEE LR R EE ] SRR

leHeaderNameT (L J7« T THEEI . P7IL (LU BN RIS ET
AddlconT« LY | T T T T T
T 4 7@ "BLANKI a R B [ %
CON""IZE&E _. B _:Name Last modified Size Description
IconHeiEhtTj*”/ ‘@a gif 24-Sep-2011 09:28 248
3 /—CT'%-C'(' . : a.png 24-Sep-2011 09:28 293
lconWidthA 72 3 S ;
N S £ S 3 alert.black.gif 24-Sep-2011 09:28 242
U TCIREEE X .

X alert.black.png 24-Sep-2011 09:28 279
ﬁgg:coné Encod —€ (& yiert.red.gif 24-Sep-2011 03:28 247

conByEncoding, 15F . .

Add | conByType. :”.”:lndex.hlml 24-Sep-2011 12:89 40
Defaultlcon
FALOT 4 TTRE |- e i ST il

‘ReadmeNameT AL 7« 7 THEEU - 77 )L (CESRUTcNENRTRENET,

| =

ReadmeNameT 4 L& 7«4 JIZ, RRTINBEEEMLTNDE T 7 A ILERE

7B, TILFNA MNFHEZELT 7 ANZOERIITEETA,
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¥ 72, HeaderName ¥« L7 5 1 78 XU ReadmeName T« L 7T« T THE L7 7 AL THERAL
TWAXFEYLY ", T74NLMDOXFEtLy b (UNIX ik : ISO-8859-1, Windows ki : UTF-8) &%
7AHBEE, TAVLIZ M)A YT IARR LT PRELE T, ZOHAE, IndexOptions 71 L2

T« 7® Charset # 7> 3 > ¢, HeaderName 7« L7 7 1 7% ReadmeName 7T« L7 7 1« 7 TIEE
L7277 7ALVTHERALTWAYFLY FEZEBEELTIZS 0,
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4.7 JN—ZRA7OFDEHTE

EREA Y =2y MIBRTELRWIIA TV IPODYITIANE T T4 T 2 MIRb>T Web ¥ —
NIEET ARITT N2 OF =N nnET, BE, TaF5—0NE, 7931470 veA vy —
2w PEDOESHICHEBEEINE T, 2L, 1% —3%v bE Web b —NEDESICTaFoH—N
RRELCEEZIN-ATOFE0n0nET, UN=Z2T7aFI T, 7947 PEDYTIT AR
 Web U —NIcRRb-oTFax 3 —N"PUELET,

BEOSOF I —NEYN—ZAO0F T OHEEZRISRLET,

M 4-8 BEOFOFIH—NEUN—ZFOXLOEE

QEFEENTAFILHY—N ON—RTOFxy

54Tk 9547k
=1
Y Y3

X L1 L1 L1 X

> . M A
TaFiH—n

WebH—/N
(NI TY FHg—n)

IN—ZA7aF T E2FRHLTTESZEEZRITRLET,

s AVFUYNDEET VY AZFIETEET,
Web b —NICEELZER (VLI b H—FRBEOT—IR—A%E) Z2HEFELTVWEES, Y/N—
2A7aFTE Web b —NZ2ROT VICEREL, BEOHLT 7LANSE Web —N\25F0, 1F#
DIRZVZFFTE 9,

o TUFIH—NIZEFOE W SSL AU ZENTEET,

IUN—=Z2FaxT%FEHAL, SSLOAEEFIO~ Y > T3 UL, Web 3= NIC# 282 DEETE
ESCIS

e USA TV NIHELAEZWT, Web b —NZ25ET&EET,

Web U —N25E LEETYH, UN—ZA7uFIHPRITT2DT, 75472 MIDERIERUCA
VAT I —ATT I ATEET,

4. AT LDERTE

Cosminexus V11 74— 3>t —/\ Cosminexus HTTP Server 96



47.1 7OFEFI 21— I)LOHEIZAH

IN—=27aF T2 FHTA-01CF70F P EFV 12— IVOEARAADPLRETT, TO0F T EIa— )%
HARTITIX, T T4 77 7/(]1/ (httpsd.conf) IZRISRT T4 L7 T« 72EELE T UNIX D
AL, BITRISRTIERE T LoadModule T4 L 75 4 7Z2BELTLEE 0,

» UNIX iR

LoadModule proxy module libexec/mod proxy. so
LoadModule proxy http module libexec/mod proxy http. so

« Windows i

LoadModule proxy module modules/mod proxy. so
LoadModule proxy http module modules/mod proxy http. so

472 T1LI771TORESE
IN—ATOFVERETDET A LI T 4+ TOREFZXRITRLE T,
CITRET FLAZRDEIIREL TWET,

UN—Z70O%2 : www.example.com

Ny I T R—/\ : backend.example.com

(1) VIIZAMURLOBEIWHETERITIIIAMMYITOBEENHT

DX ST ProxyPass T4 LI T4 7EFETHE, VT4 7 Mo http://www.example.com/
news/oct-2001"& W15 ) 7 T 2 MM "http://backend.example.com/oct-2001"& V5 1) 7 T A MIEHE
ENFEI,

ProxyPass /news/ http://backend. example. com/

Host: A\ v #13"Host:www.example.com"7* 5 "Host:backend.example.com"ICHEE| D HTLE T, £ L
T, IN—RAFOFVEINYITIZY R —NDPEDVARY A% T T4 T MIRELE T,

(2) WEANYITOBEINHET

Redirect 74 L7 T 14 7DIEE, A A—IY~ v TORMBEIEEKEER/ (ATFv>a) THUZLWT 1 L
JMNIBEDV VIR NE, N IZILYRY—=NTUX¥A L7 MNP RENTZHEEIZIE, Ny 7TV R
P—=N\DP5D L AR AD Location Ny FIINy LY RY—=NNDOF7 RLUAPELEHINET, IhzxF
DEEVIATYMIRETDE, 7IA4T7 Y MIVFA LT ME2YN=—ZRTaF T Tldnl, BEENY
JIYRY—=NIZYIITAMLET, €T, ProxyPassReverse 74 L7 74 7IZIROD K S IZFHE L
VYA VI M) ZIZARNBYN—RATOF I %2EAHA) VT AMIGAHEDICLET,
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ProxyPassReverse /news/ http://backend. example. com/

T, Location Ny AU N—ZA70F D7 RLAIKEEEINE T,

(3) Set-Cookie \Nv ST DEEIVHT

/\/7:1‘_/ R —N\PB27 547> MRS Set-Cookie Ny F121E, FAAL VEZBLUONZALHPIEES L
BEPHDET, INIE, Set-Cookie N ¥ D RXA VEZEBIUOIINAZIC—H LY VT A NOBEET
b‘, TIAT VNI F—%EXESHESEDTT,

Set-Cookie Ny ¥OHE DL TE2 LZWVWIEEEHEI DY TE2 T 58I OVWTEHALE I,

« Set-Cookie N ¥ OFEE| D {4 T % Lzl
NIV R —NPIEE L2 RAL VEZBEUISAKZ %2 & Set-Cookie Ny ¥ &2 Y N—Z2TFaF
MEDEETTAT Y MILET A2 ROKIIRLET . 28, RFOHFIL, FHEAXOIEE XS
LTWEd,
K 4-9 Set-Cookie ANy ST DEE|)HTZ LGV
YN—=RTAXSDT 4 LY T4 TEE

ProxyPass /front/ http://backend. example. com/

92472k 4 YynR—70% 3 Ny T FH—n\

1. : http://www. example. com/front/cgi-bin/test-cgi.pl
2. : http://backend. example. com/cgi-bin/test-cgi.pl
3. : Set-Cookie:~: domain=backend. example. com; path=/cgi-bin/
4. : Set-Cookie:~: domain=backend. example. com; path=/cgi-bin/
.74 7Y MroUN=27aF Izt LT, http://www.example.com/front/cgi-bin/test-
cgipl MUY ITAMEINET,

2.UN=27aF* 1, URLEZEBLLTNY VTV RY—NANEELET,
JUN=—RTFaF UL, Ny TITY RY—N"H5 KA1 4 domain=backend.example.com, /%A
% path=/cgi-bin/® Set-Cookie Nv ¥ =ZELE T,
4 UN=—RTaFE, NI LY Y —N"\D5%(E L7 Set-Cookie N\ ¥ 2 ZDEE T T4 T~
MIRLET,
ZOBAE, 7IAT Y MIIUN—ZATaF T E2FEHT S /front/cgi-bin/LLFRAD Y 7 T Z MDDV,
Set-Cookie N\ ¥ TREL/ Vv F—%2XELEHA. TNUE, 7F14 7> M»R{F L7 Set-Cookie
N ¥ DR AA > backend.example.com A5, UN—ZX7OF D R XA >H www.example.com
ERGBIZDTT, 7z, NABICOVWTHREAMKICHEHE LEE A
* Set-Cookie v ¥ DFEE D LTz 3 54
Ny 7Ty R =\ Set-Cookie N ¥ CIRE LV v F—%2 T 5347 2 M oRITIA 7290121
HWSProxyPassReverseCookie 7« L' 7 7 1« 7 DIEENNETT HWSProxyPassReverseCookle
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T4 LT T4 7 %EELTSet-Cookie N ¥OHENDE T2 I 202 MOKIIRLET, 2B, KH
DOFIE, FHAXOEEEMNIGLTWET,

X 4-10 Set-Cookie Ny S NDEE|)HT%T BB
YN—RTAXLOT 4 LY T4 THRE

ProxyPass /front/ http://backend. example. com/
HWSProxyPassReverseCookie /front/

D934Tk 4 YynNn—270x%> S Ny T RH—nN

1. : http://www. example. com/front/cgi-bin/test—cgi.pl

2. : http://backend. example. com/cgi-bin/test-cgi.pl

3. : Set-Cookie:~; domain=backend. example. com; path=/cgi-bin/
4. : Set-Cookie:~: path=/front/cgi-bin/

.74 7Y MroUN=27aF Izt LT, http://www.example.com/front/cgi-bin/test-
cgipl WU ITAMEINET,

2.UN=27aFid, URLZE#LL TNy VT R —NANEELE T,

JUN=2RTuFUE, Ny Ty RY—N\D5 KAA 4 domain=backend.example.com, /%%
% path=/cgi-bin/® Set-Cookie Ny ¥ % ZEL £,

4 ))N—=27aFE, BEIDYTLL Set-Cookie Ny ¥ %2747 MIRLET,

Zoga, 7747 2 MEU 7T X b URL OV ZAER5y/front/cgi-bin/test-cgi.pl iIZxf LT, RiH—H
9 %/ 24 /front/cgi-bin/d Set-Cookie Nv ¥ =ZFELEd. /2, VI T > b RET 5 Set-

Cookie Ny FIZIE R AL VEDPEENTVERA, ZNIE, 7747 P Y T AL URLD

R XA >4 www.example.com 7° Set-Cookie Ny FITHESN TV AIEAEEUBEKE LD £,

L7z >T, UN=ATaFaRHLZNYy 7L RY—NADY 7T A M, Set-Cookie N ¥
TRELLZ v F—ZEEFEIHEIENTEET,

4.7.3 > RT LEES

UN—Z2FaFENy 7T RY—/NIZ HTTP Server #HH LT AT L 25T 25O REN %
RISRLE T,

VAT LOBERICIE, VAL MBBICEBR L TRETAVENHVE T, Ny Iy R —NED
T4 L7 ML, URL O&RZIZ/ (AT v ¥ 2)2F I 72WTT 72 A LEEE, Ny Iy Ry—N
& Location Nw ¥ %MLz ¥ A L7 VEKRZREBFELET, D& X, Location Ny ¥ DfEZ /Ny 7
IYRY—=NOF7 RLAPSIYN—ATFaFTOF7 FLRICE#RL, 7547 FPOBEREEL Y N—2
TuF URHICEET ZRENHD FI,

2T, VATLDOX Yy bIT—IHEREX4- 10 DEDIRELTCVWET, F/HE&T RLAZKRDOLD
WARELTWE T,
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UN—70O%2 : www.example.com
Ny 7T > Rt—)\ : backend.example.com
X 4-11 v NT—T1EK

=T .
5 5%

< A8 —%y b >

D*

1%

JyR—7Ox>
www. example. com

X

C*

NPTy RH—n
backend. example. com

EX LIBRTHRATS @), ODFVFA LY MUEBEOFNERELTWET,

(1) #IE9 S8

ProxyPass 7«4 L7 T« 7IZIEET A4 A Mg, /SAZ L, ProxyPassReverse 74 L7 7 ¢ 7ICHEET
BHARANZ, NAZERA—DEELTLZE W, iz, Ny T IZ Y RT—=NEOFTRTDON—=F v LK R
kT ServerName T« L' 7 5« 7°%??Eﬁ L, ZOfEIF) N—Z71F fllo ProxyPassReverse 7« L
TT 4 TICRELIAAMBER—IZLTLZE 0,

ﬂ4—10 RT3y NI =R T, IN—AO0F I BLONY VLY R —NOREEER4-6 DELD
IL7ZHED Y FA L7 MUEOTRNE, £4-7TDXIIZHDET,

x4-6 HIETIEMDED

S TEPT HEAT
YN—=2FaFxy ServerName www.example.com

ProxyPass /before/ http://backend.example.com/after/
ProxyPassReverse /before/ http://backend.example.com/after/

Ny Ly RY—=N ServerName backend.example.com
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K4-7 HERIBZIEHTOUI T LT NUEDFRN

D& A

1 "http://www.example.com/before/dir"lic 7 7t AL £ 9,

2 ProxyPass 7« L7 7 ¢« 7DEIZfEL, "http://backend.example.com/after/dir'ic 7 7 A LE 3,
F7z, Host Ny ¥DfE% backend.example.com ICEEMI TEELE T,

3 URL OFKEIZ / (RF v ¥ a) BffnTwizniz®, URLOKREIZ/ (AT v ¥ a) 2ff137: URL %1
L, £h#% Location Ny FICHRELTCYFA LY FMEKREZRLET,

4 ProxyPassReverse 71 L' 7 7« 7 OEIZfELV, Location ~ v % "http://www.example.com/
before/dir/"ICEHE MR TEEL £,

5 Location v #IZf¢vy, "http://www.example.com/before/dit/" IC&OTT7 7L AL E T,

A Host N v ¥ OfEid"www.example.com" T

B Host ~v ¥ ®ff L "backend.example.com" 9,

C Location ™ v # Of#EIL"http://backend.example.com/after/dir/" ¢4,

D Location ™ v ¥ Of#EiZ"http://www.example.com/before/dir/" T 9,

xE
Ny ZLTY RF—=NPEDBENAT—4 A3 —FK (302 Found % 404 Not Found % &) 122> /2484, Y N—2FaFy
FZEDOHTML FFaXY b 2Z20FE 7 T747 2 MIEXLE T, [404 Not Found] % ED HTML & 2 X > MZE#H#S
NBNY LY RY—N4%, [302 Found] ZEICEESINZ UM LT MEDY VI 7 RLRIZYN=ZT0F > OE#H
WWEBEESNEHA, Ny 7Ty R —/)VHIT ErrorDocument ¥« L7 5 ¢ 72 FRE U NN—2FaF VAT
ProxyErrorOverride 74 L7 7« 7EERLT, Ny LY R —NOBEREZ T IA 7> MIREZWEIITL TS,

(2) UN—=ZR7OF>IT ProxyPreserveHost 7« L 77 1 71C On &%
ET BB

WE, UN—ATuFxITITA47 2 b 5%ZE LT Host Ny ¥ DfE% ProxyPass 74 L7 T« 7 DfE
> TEEL, Ny IIT Y RY—NIERELET, VT4 72 FAE(E L7 Host Ny ¥ DEZ /Ny 7
IV RY—=NTS Host Ny ¥DEE L TEB LI WEEE, Y/ —ZX7 1% T ProxyPreserveHost
TALIZT 4 7OEZ OnICHELE T, COLE, WORIFRLTLILEE L,

e N 7TV RY—VHD ServerName T+« L7 5« 7121%, UN—ZAFaF > ServerName &[F U
BEEIEELTLIEE N,

» ProxyPassReverse 74 L7 7 4 JICRRET AHF A MRIX, UN—ZRT7OaF T BIUNy 7T R —
ND ServerName &R CEICLTLZE W,

4-101CRT Ry FT =TT, UN—ATUFIBIONY IV R —NOHREELR 48D LD
ICLHmEaD) ¥ A4 L7 MUEOTHNIEZE 4-9 DXL IZZD T,

4. AT LDBRGE
Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 101




* 4-8 U/N—Z70OF T ProxyPreserveHost [Z On ZEXE T BIEBRDEREH!

REGT

UN—ZAFaFy

Ny ZT Yy RYg—=N

REAS

ServerName www.example.com
ProxyPass /before/ http://backend.example.com/after/
ProxyPassReverse /before/ http://www.example.com/after/

ProxyPreserveHost On

ServerName www.example.com

£ 4-9 N—Z7O+ T ProxyPreserveHost [C On ZE&ET DB THUT 1 L7 M
Eoinin

D&
1

2

o o w >

A
"http://www.example.com/before/dir"ic 7 7 £ A L £ 9,

ProxyPass 7« L7 7 1« 7 OfEIZfELy, "http://backend.example.com/after/dir'ic 7 7 A L £ 9,
¥ 7z, ProxyPreserveHost 74 L7 7 4 7OED On IRESN TV A28, Host Ny FDEIX
www.example.com D E X T,

URL OKREIZ / (RS vy¥a) BPffuTwnizniz®, URLDOREIZ/ (A5 Y ¥ a) 2T/ URL #1E
BL, 1% Location Ny FIZERELTUFY A LT FERZIRLET,

ProxyPassReverse 7« L' 7 7« 7 OfEIZfELV, Location N v % "http://www.example.com/
before/dir/"ICEHE MR TEIEL £,

Location N v #IZf¢vy, "http://www.example.com/before/dit/" IC&OTT7 7L AL £ T,
Host N v ¥ OfEid"www.example.com"T9

Host N v ¥ OfEIX"www.example.com"T9

Location ™ v ¥ OfEIL"http://www.example.com/after/dir/" T,

Location v ¥ Of# % "http://www.example.com/before/dir/" ¢ 9,

4.7.4 FIEFIR

(1) EFXNGEEFR

e UN—Z27/aFTFV 7T AMURLOISY =L > THBEEZHRELET T, 2D, FEODY T
A MIIN=ZAFaFT ELTEIPONY 7T RY—NICEEE, DO 7T A MIIN—AF

OFXFEEP Web U —NELTSETHEVIREDLTEZET, L2L, TOXILRE,

a7 gun

ARBIUN=AT O D Web F—NDELSTRE LD DI BV ET. LEH-T,
IN=27aF T2 EHTAEFIIROLDILHREICLT, IRNRTHOYIIZAM2YN=—ATaFn»
GNY LY RY—=N\ANEGEXT A EAHERLET,

ProxyPass / http://BsEHx/N\v VTV KH—/NF7 KL R/
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UN—=27aF T & Web —NE2HAT2HEE, N—F v ILAR N CHEZSTTDERAPTEET,

e UN=Z2TFTaFT T, 7547 bD»56%EF L7 Host Ny ¥ DfE% X-Forwarded-Host ~\ v #'IZ
AL, Host Ny ¥ DfE% ProxyPass 74 L7 7 « 7OEEMICEHEL TNy 7 TV N —/\NAELk
LET. 2Dk, NXvZITY RY—NHOT7 SV r—2a > TrI47 2 MPEF Lz Host Ny %
DIERZIRT 215618, UV N—Z2 70 F I HEE Lz X-Forwarded-Host Nv ¥ DfEZ S L TL 72
S\, 72721, ProxyPreserveHost 74 L' 7 7 4 7OfEIC On #8E L TWAFHEIE, Y NN—A 70
FIUPEEFELL Host Ny ¥ DEZZDEESHL TS,

s UN=—Z27uF T2 BHLTNY 7T RY—NIIT7 7L ZXT 258, Ny 72 NS —N\PREIHET5
HTML 2> 7>V TDY) » 7%, Ny 7Ly Ry =)L URL Tidia<l, UN=XFaxvic7 sy
T 2AEN5 URL Z2IBETADELSHVE T, ZDIEFH, EHEPAYANLI— b EEDIAVTVYDS
fBSE URL 2509 258 R LS ITEBESNETT,

(f811)
IRDIRREIZH B & =12, index.htm] 75 index2.html ANV > 7 ZESHELFE T,

o UN—=ZFuFxIIT ProxyPass 7« L7 T« 7OfEN /before/ http://)Nv 7 LY Y —1ND 7
KL R/after/ EFEESNT WS,

o« Ny 7T Y Y —ITindex.html & index2.html ZSE U7+ L7 FUN (/after/BUR) IZFF1E
ERAR

ZDBED index.html O R G EE T 7L AR EOEGZEZIRISRLE T,
x4-10 >INt AEE") > 7EDERK

1) > DECik V207097 LcEEDT7IER
CIES

<A HREF="index2.html">") > 7 </A> O

<A HREF="/before/index2.html">" > 7 </A> O

<A HREF="http://UYN\—=Z27a*> D7 R L A/before/index2.html">V > 7 </A> O

<A HREF="/after/index2.html">") > 7 </A> X

e UN=2FuF i, HTTPN=Y 3> 09 %#HR—FLTWVEHA,

(2) ProxyPass 7«1 L 77«1 7ICEBY 3FEEIE

» ProxyPass 74 L2774 7 THHET AH/8AZ LY VT AN URLEFZLRICFEL WA, SZXEGDP) JITX
M URL OEEAPSEENTLNIE, BAEEHRTLET,
7272L, NRAZOEEED/ (AT v a) T, YT AN URL EZRBICEL WA EIIELHE
PHETALIZ M) ELTEHEENTVWISEG EHMLET,

B9 A&, ProxyPass T4 L7 T« 7ICHBEL/SAZICY) 7 T A N URL OFEHEDP S /SAZ EFHL

W‘K FERWIFRDOESEZEMLTY VT A MREIELE T,
ProxyPass 74 L7 7 4 JIZHEET A2/ RA G %E2/ (AT v a) THULLBLOEREEL TS
Vo RIC ProxyPass 74 L2774 7OHEEE Y 7 T X OB ZIRISRLE T,
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F4-11 ProxyPass T« L 771 7DIBEE ) 7T X MDA

ProxyPass 7« L7 7« 7 DIEEHI

ProxyPass /abc/ http://
backend.example.com/

ProxyPass /abc http://
backend.example.com/

(L)
O:#EET %,
X ALV,
—IEE LV,

« ProxyPass 7«1 L7 7« 7Z2EHIEEL,

DIIAK

http://VN—=Z2FaF> D7 R
L A/abc/

http:// ) N=27aF D7 K
L A/abc

http://)N=27aF>O7 K
L A/abc/def

http://VN=2FaF 207 R
L A /abc

http://UN=ZA7aF> D7 K
L A/abc/

http://UN=ZA7aF> D7 K
L A /abc/def

L7z ProxyPass 74 L7 T« 7B D £,

()

BE

a5

O

1) 7 TR NEGESE

http://backend.example.com/

http://backend.example.com/def

http://backend.example.com/

http://backend.example.com//

http://backend.example.com//def

U2 ZA N URL EBO/INABIC—H L 5E, TITHEE

/abc/def/~\DV) 7 T A+ 2 LT BNy 7 T 49—\ backendl.example.com
/abc/def/Bot@/abe/~DV) 7 T b &S 5Ny 7 T2 FH—)¥ 1 backend2.example.com
EPDOITRTHOY 7T A MRS H/)Ny 7T B3 —)3 ! backend3.example.com
CDEIITRET ICIIRDIEF THEL T 7230,

ProxyPass /abc/def/ http://backendl. example. com/
ProxyPass /abc/ http://backend2. example. com/
ProxyPass / http://backend3. example. com/

» ProxyPass 74 L2774 7OIEEICLS ) 7T X+ URL I& Web H—N\NOHETH S E T Tt AN
FET 7 AVOBBRLDFBICERELE T, LA >,
ATYH, ProxyPass 74 LT 4 TONAZICHEAET X, Ny I ITY R —N"ADOY T LR MIE

HBLUTERELE T,

VZIZZAKNURLICEET AT 7ALDDH 355

e/ (RATvwvva) THLTWEWT 4 L7 MU ZEELLY 2T XN URL DFE, UN—27aF*
TRIUYA L7 v 2B LEE A

(1) ProxyPass /ab/ http://backend.example.com/ MDFH

Yy ITA l\7§§http://‘)/§~7\7°D:\::/@7 RLA/ab D& &, BELTWIEWEHELT, UN—
2 7aFTAHIC/ab AT niE, [404 Not Found] =R L £ 9,
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« ProxyPass 7« L 7 7« 7 O#R%ES URL A%, FEICER L TV 5 ProxyPass 74 L 7 7 1 7 DERIRSE
URL IZ&ENB5E, TN6D ProxyPass 74 L7 T 14 7I3F—CTHRESN/EE2HELET. 0
729, HETEFREL TS ProxyPass 74 L7 T4 7 TIEF—DEZEETEE A
(1)

ProxyPass /test1/ http://backend. example. com:81/AAA/ TR B
ProxyPass /test2/ http://backend. example.com:81/AAA/BBB/ timeout=10 --- 2.

2.0 ProxyPass 7« L7 7« 7DERi%ESE URL 1, 1.OEXESL URLICEENS720, 1.8 2.13F—T
BESNEEZHELTCVET., HETHELZ 2. CRF—DEZIEETES LA

(3) ProxyPassReverse 7« L 77« 7ICE9 %:FREHE

 ProxyPassReverse 7«4 L2 7« 7IZHEE L7z URL &Ny 7 T RH—N\H5%{F L7z Location ~\ v
FDEIX, BRICFLWAEZIEURL Y 7T AN URL OEELLEENTWHNIX, BEEEHIEL
¥9, WHITHE, TRLRAZYN—=X7F0*> & LT, ProxyPassReverse 71 L7 7 4 7DIEEIC
W->T, 7947 MIEELET,

Bl) Ny TI> RH—=N\HS5DIRED Location ANy T4, Location: http:///\y T LT R —/\D
7 KL ZX/docs/memo/DigE

ProxyPassReverse 7« L' 7 7 1« 7 DIEED,

ProxyPassReverse /path/ http:///Nv 7 T2 R¥—)XD7 K L ZX/docs/
EHEESNTVWNR, 7F4 7 MIET Location N i

Location: http://VN—Z2 70 F 7 K L A/path/memo/
EZDET,

ProxyPassReverse 7« L' 7 T ¢ 7 = EEIEE L7856, FIHEE LAV EDICEZD £9,

o YN—=ZF1uF 7 ProxyPassReverse T« L7 7« 7OREMEIZHE > T Location v ¥ DfE % Z
LTU 47 MIEXT BF, Location Ny ¥ DEDAF —LARZBAEDO IR T ¥ 3 Y THEALTL
HZLDEHELET, HIZIE, http TP 7L ALTWAEE, http ZRELE T, ZD7H, http T
772 ALTWAEAIZ Location Ny ¥ Thttps ICU A L7 bSEBHEXIE, Ny 7TV =N
flICUN—2TaF > DRA ME% Location Ny ¥FDIEIZEE L TH < & £ LT ProxyPassReverse
TAVLITATOEE—HLENESITLTLEE W,

(4) HWSProxyPassReverseCookie 7 L7 7« 7 (CEA9 % FREIE

« HWSProxyPassReverseCookie 7«4 L7 7«1 7%, N\v 7 LY R =N L7 Set-Cookie v
Y EEWRT HIGHICIEE L 9. HWSProxyPassReverseCookie 7« L' 7 7« 712, ProxyPass 7
LIT 4 TON2AZERUMERIBET 52 & T, ProxyPass 74 L7 7«4 7EMICRETZE T,

e UN=ZATTFTDOT 4 L 7T 14 TIEENDPIRD LS 21EED Set-Cookie N ¥ OZEHIRANZDOWTER
BHL X9,

ProxyPass /front/ http://backend. example. com/
HWSProxyPassReverseCookie /front/

4. AT LDERTE

Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 105



#x 4-12 Set-Cookie A\ v S DZEIRFEE|

IH | 731472 MNIR&ET % Set- Ny T ITY RF—N\HIET S Set-

# CookieAys Cookie Ay 5"

1 Set-Cookie: ~; path=/front/ Set-Cookie: ~; path=/

2 Set-Cookie: ~; path=/front/ Set-Cookie: ~;
domain=backend.example.com;
path=/

3 | Set-Cookie: ~; Set-Cookie: ~;

domain=.example.com; path=/ domain=.example.com; path=/

4 Set-Cookie: ~; Set-Cookie: ~;
domain=other.example.com; domain=other.example.com;
path=/ path=/

5 Set-Cookie: ~ Set-Cookie: ~

RHEFFAIDFRA

Ny T LY R —=NPISET 5 Set-
Cookie Ny FIZ KX A VZBTEESNT
Wz WIEEIL, Set-Cookie Ny DIV R
&/ (ATva) zZ/front/ICESHEZ
£9,

Ny 7 LY R —=NWPIEET 5 Set-
Cookie Nw ¥ D R A A 27,
ProxyPass 7« L7 7« 7 THE L7z
R URL O R AL VB EFRT—HLT
WAIEAEE, Set-Cookie N ¥ DS
&/ (AT va) Z/front/ICBEEHZ
F9, F£7, Set-Cookie NvFD KX A
VEEHIBRLTIIAT Y MIELE T,

Ny T LY RY—=N\PIEET 5 Set-
Cookie Ny D R A A &5, . (BY
FR) DPOWBELRAAL VB THHES
i, Ny 7Ty RY—N\DIRE L7 Set-
Cookie Ny %2 ZDEETTAT > M
BELEI,

Ny T LY RY—=N\PIEET 5 Set-
Cookie Ny D KX A 4
ProxyPass 7« L7 7 4 7 TIEE L 728
HEFEURL O R XA YR ERLDH5E,
Ny T Ly R —=)NPISE L7z Set-
Cookie Nv ¥ %2 ZDEETTAT > M
BELUET,

Ny T LY RY—=N\PIEET 5 Set-
Cookie NV AT R AL VBB IS4
PEESNTVWZRWEEIE, Ny I
R =N L7z Set-Cookie Ny &
EZDEETIAT Y MOGELET,

s UN=Z2T7TaF DT 14 LI T 4 THREPIRDIBEIZ, Ny 7Ly R —NDEE L7 Set-Cookie

AN FDINAZ =BT HHANCOVWTHALE T,

ProxyPass /front/ http://backend. example. com/abc/def/
HWSProxyPassReverseCookie /front/

« Ny I I RHY—/)\HET Set-Cookie Ny FD/NZAEZH/abc/def/ghi/DiBE
ProxyPass 7« L' 7 7 1 7 Q¥R URL D/ AEZE 5735, Set-Cookie N ¥ DISRAZITHIAD 5
—X9 2GE1E, —B LSRRGS % ProxyPass T4 L7 T 4 TONALZTEZIHWMAET,

4. AT LDERTE

Cosminexus V11 7 U 4r—3 3>t —/\ Cosminexus HTTP Server

106



ProxyPassT 4 LY T4 7
ProxyPass /front/ http://backend. example. com/abc/def/

1899 T R4 —/SHSE L f=Set-Cookien v 4 l A=
Set-Cookie: ~; path=/abc/def/ghi/

95472 MRS BSet-Cookieny & Zi
Set-Cookie: ~; path=/front/ghi/
o NV T I RHB—/\HIET Set-Cookie Ny T DINRAEH/abc/DIFE
Set-Cookie v ¥ DS Z4 755, ProxyPass 7+ L7 T « 7 DEEFE URL O/YAGERFICHIG 2 5
—H9 554 1%, Set-Cookie Nv ¥ DX & LT ProxyPass 74 L7 T« 7O/)NAZ TE
AET,

ProxyPassT 4 LY T4 7
ProxyPass /front/ http://backend. example. com/abc/def/

IRy H T R — BG4 L #=Set-Cookieny & A7 — %
Set-Cookie: ~; path=/abc/

5547 Y MCRSET HSet-Cookieny & Taﬁm
Set—Cookie:~; pathzéiignzé
o NV I I RHY—/N\HIRT Set-Cookie Av T D/NZEZH/abc/xxx/DIEE
ProxyPass 7«4 L' 7 7 1 7 D#5k5E URL O/ AZERS & Set-Cookie Ny ¥ DI AZ 5 —H L 7%
WIBEIE, UN—=Z27aF T TO Set-Cookie Ny FEHIIETLEHA, Ny 7Ly RYy—)\H
Jo& L7z Set-Cookie N\w ¥ % ZDFEE 7747 MIGRLET,

ProxyPassT 4 LY T4 7
ProxyPass /front/ http://backend. example. com/abc/def/

Ny YL FH—N\HGE L=Set-Cookieny & t R
Set-Cookie: ~; path=/abc/xxx/

92547 > FZiRY Set-Cookieny & L
Set-Cookie: ~; path=/abc/xxx/

(5) MgEICEI9 5F2EIE

e ProxyPass T4 L7 T 4 71 R AL VEEZIEA A MEEIEEL TV AE5H, DNSAOBLEDED
FHELET, N TIZUVRY—=—NDIPT7 RLADPDLDP>TWVAIEEIL, hosts 77 A IICHENP LD
[P7RLAZEHLTBLZEICE->T, LHBROREEZEHETEET,

c W IV RY—NEOBRKRIFXT Y a VYEIROFHERTEREINE T,
Windows D&

SRRV 3 v =ThreadsPerChildT 1 L ¥ 57«1« 7DIEEME
XProxyPassT 4 L 757 1 TDEHRE
(fthDProxyPassEEEEZHB L TWBEDIFERL)

UNIX Oi5&
BARIXRIYav=MaxClientsT 4 L 271 TDIEEME

XProxyPassT 4 L V51 TOEHHK
(fthDProxyPassEBEEHB L TWBEDIFIRL)
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4.8 BENRDERTR (RT—9 XIEHKRT)

BEFRO 7ot 2%, FHEO O 2B LOE O ADORATF—F A (R, W, L&E) 2 Web 75
THICERRNLET (Windows OB &I —/NZA Ly ). ZDIER=EEIC, StartServers,
MinSpareServers, MaxSpareServers, MaxClients 74 L7 T« 7 &% Fa—=V 7 TEZXT
(Windows WD 1& ThreadsPerChild 74 L7 7«4 7)o &7 4 L7 T« 7OFEMIL, 4.1 HTTP
Server DAIRE T4 L2754 T EDBKR] 2B LTSN,

ExtendedStatus 7«4 L2754 7T On 2 EEIT 5 &, L0FMZBRIFZRRINET,

4.8.1 server-status /\>> RSDIEE

AT —% ZNEROFREREZFFHT 2121E, RITRNT LD I server-status Y RI2HEELE T,

<{Location /server-status)
SetHandler server-status
{/Location>

7272L, Web ¥4 —=NDRF =4 AERIIT 7L AFIEL T, TY FL—HITZIIERRICT 2DHP—KIT
EE

4.8.2 URL OfEZE

AT —H AEHRERRT AL, Web 759D 5 RISRIFERXTURL 2 BELE I, &8, server-
status 1%, ¥4 I VI L > T—HICIELLERINLZWVEESH D FT,

http://"h A & (:/R— NEE]) /server-status (? {refresh=# R | auto | notable} ]

refresh=5#fEFg@, auto, notable FFNFN&&TOZWVWTIEETZ%d, 27°L, autold 7L —rFF
A MERXTHB7-%, notable ERIFFICIEET H2DITEKRS DD A,

» refresh=E#ERE ((1-3600))

Web 7o 9H EORT —4 ZERE2EH T AMERE2REMTIEELET, 272L, Web 7T 7HH
HTTP L AR ANy ¥ D Refresh Ny FICH ) LI-HEEEZ T R— ML TWARENSH DT, f5E
TR ENDENTEESNIZEEIL 60 MARESNE T,

* auto
TL—=VTFFAMERTERRLET, =T FAMERDLD, ErO S ar S5 LTREICNET
ZxFE9,

* notable
<TABLE>#% 7 ZHW\WiWHTML TAT — % AEHREZ2EFRLE T,
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<i8%EHI>

http://www, example. com/server-status?refresh=608&notable

<&KTBI>

http://www. example. com/server-status

ZDEDIIEE

ELBED, AT =% ZBEROFRFIZRITNLET, FrnERlE, UNIX &

Windows IR CETEZD 9,

X 4-12

AT —5 AERDERTH
O =

@ Cosminexus HTTP Server ...
TAMD REE BRW BRCAYA) Y-MD  AVTE)

example.com/server-status v || BE. o~

Cosminexus HTTP Server Status for www.example.com (via 127.0.0.1) *

Server Version: Cosminexus HTTP Server 11-00 (Win64) OpenSSL/1.1.1d

"_" Waiting for Connection, "s" Starting up, "R" Reading Request,
"K' Keepalive (read), "p" DNS Lookup,

"c" Closing connection, "L" Logging, "6" Gracefully finishing,
Open slot with no current process

8884 in state:
884 in state:
884 in state:

—n
web:- / Server MPM: WinNT
DIEH Server Built: Dec 2 2019 08:20:28
Current Time: Tuesday, 03-Dec-2019 07:54:37 JST
Restart Time: Tuesday, 03-Dec-2019 07:48:29 JST
Parent Server Config. Generation: 1
web-'j-_ / \ Parent Server MPM Generation: 5
Server uptime: 6 minutes 7 seconds
LI Server load: -1.00 -1.00 -1.00
1 requests currently being processed, 127 idle workers
A7 {
S_Iex
™
1- k Scoreboard Key:
=g
- - "w" Sending Reply,
H—F0 :
EE"? Di uR Eﬂ "1" Idle cleanup of worker, "."
- PIDKey:
. 8884 in state:
H—/\ 2834 in state: _
2884 in state:
Jo+XID 8884 in state:
8384 in state:

8884 in state: _

®100% v

. graceful J RA— KM ZHITHNEETEHSL

EX RO T7R—FKIZE, BEROS—N\TOEXDKREZESTES .
ESDEKRZERIZRY,
_ ) TR MELIKE
S”.Eﬁkﬁ¢
R... 93A4F7 DY IR MEZESD
W... DOTRFOREBET, BLUISAT7Y FALRARURERFS
K... EHSE2EGRKETUIIRNZERS
D... JLy% 7w 7 (HostnameLookups T« L& T « THHE)
C... EREKRTH
L... oJHhuEd
G .
I.

Rl RfELsH
CEB LT LR

4.8.3 HUSTZ31EHR

AT — & AERDFTHEHE

fHET 5 &,

4. AT LDERAE

THETEAEHZ2RINLE T, ExtendedStatus ¥« L2757 « 7 On %

A ER IS TEET,
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K 4-13 RT—9 AERORTHEETIIF TEBER (auto BEN B WVEE)

EES

10

11

12

13
14
15
16
17
18
19
20
21
22
23

24

&

Server Version
Server MPM
Server Built
Current Time
Restart Time

Parent Server MPM
Generation

Server uptime
Total accesses
Total Traffic

CPU Usage: u vvv s Www cu
XXX CS yyy - zzz% CPU load

XXX requests/sec - yyy B/
second - zzz B/request

XXX requests currently being
processed, yyy idle workers

AATAR—F
Scoreboard Key
PID Key
Srv

PID

Acc

M

CPU

SS

Req

Conn

Child

4. AT LDERAE

A

P—=NON=V 3

P —/NTEIEL T 25 MPM

Y —NDOE I R

RAERA

F2E R

Y—NTFut 2OBEEEEH (FHEO0)

Y—NTF Ot A DOBE R
G377 &A@
GENEEE

IR, VAT LRR, Ot A01-FERE, 77
Ot 2ADY AT LK, CPUERRE (UNIXAR)

1 MY 7T A M,
1 -0 DBEE,
17T AMNELDOBEEE

Y IA MNUBEROH—NNTFatz (ALY R) #,
YO ITANEBIREOYH—NTat2 (ALY F) #

E% DALy FOEERN

A AT HR— RO A

BxDAL Yy ROH—N"7Fuat R D B8RRI
H—NT 0t ZDOFAIF L B O
7o+t Z 1D

TORRE (AxT7 T a VEA/AL Y REA/ ATy SEAL)
#FERI

CPU i (#) (UNIX i)

B ONIBFE D 5 DFFRI
BBROMBICELLZIVPD

aIXT T a v I ABEE

ot AD@ESR

ExtendedStatu

s DIEE G

CIES

Off On
O O
O O
O O
O O
O O
O O
O O
X O
X O
X O
X O
O O
O O
O O
O X
X O
X O
X O
X O
X O
X O
X O
X O
X O
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IEES AE Bl ExtendedStatu

s DIEEEYS
CIES
Off On
25 Slot 20y hOEEE X O
26 Client BBOWED T 47 >k X O
27 VHost IN=F ¥ LERZ M X O
28 Request BHROWEDY) JTANTA X O
(RL61)
O:IHiFTE %,
X THRTE R,
£4-14 27— 9 AERORTME TG TE B18H (auto IHENHHE)
IHE AE B7L) ExtendedStat
= us DIE &G
CIES
Off On
1 | Total accesses HELT 7 AEE X O
2 | Total kBytes AEHEGR X O
3 CPULoad CPU A% (UNIX ki) X O
4 | Uptime F—NT O XORMER (7)) X ©
5 | RegPerSec 1 BE-00) 7T M X O
6 | BytesPerSec 1 Y70 OBEE X O
7 | BytesPerReq 1)V ITRAMNEZDDBEEE X O
8 | BusyWorkers )7 I AMUEFROY—NTat R (ALY R) O O
9 | IdleWorkers VI IR MEEREOT —NTOtZx (ALY F) # O O
10 | Ra7KR-—F Bx DALy FOBERE O O
(RLB1)

OIHFTE %,
X THUSTE R,

4.8.4 FEZFIR

B —NAT —% AEBREEETEREINS [Current Timel B X [Restart Time] % A L — > DfF
WIZ, SILFNA NEDPRESNAZENRHDDVET, 2ZDEZ, HTTP Server TlE, TN o DXFH %
TRTCIZAT—F ([¥x] P olBE AHEHEEE 16 a0 — FTHERSNACEFICER) LEd,
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4.9 FEHIFRMERE

Web J—NAD7 7 AR, BT TIVr—a iz EOXET Web Y —NOEFRDIEL -7
BEIIZ, Web A N7 712 RT 51—V EEZHIRT 272 LT, Web 4 —E RDMNIEZNR % HEFFT 2
MREZ TMEHIRMEREE LW E T,

HTTP Server IZ mod_hws_qos €Y 2 — Lz AADIX, MEFIEMEEZFHTEZEI. MEFIRMKRE
ZERTHE, WIRT IENTEET, &b, DBROERO [Y—nN"7ot2$] 13, UNIX id worker
MPM €Y 2 = VOHEB LU Windows ROBZE [H—1NZA Ly Rl O &TY,

e UJI A MNIUEZERT B2 —N\Tat 2¥Z2FIRIT NI, Web A MIFEIICT 72 AT 51—V
HBEFRTEET, BEAERICIE, FIREZBAZVI7IZAMINLULTTISIHERTLVAR S AZELT
D, ZHPD Web Y —NNANUFAL LT EFLDTNIE, VARVAYA LZHFETEET,

s VuF—%FRHLAtYa VERICL-T, GAENE, Lt a v E2ESRL, I TICTZ7EALT
WARL—HYDUVARVAYA LRt d,

+57% Web —E AZEBMET AHI121, RFICT 7L ATH5L—FHE2E-T75005 =70t AHH
WETY, Web =N\ 1 ETA+D%6, BHREHEL, BROBETT 7 X208 Es2EL
T Web UV —EAZBRIETE S EHIERARETL TLZE 0,

ZDESIZWeb P —EZXDOEFEZHEL TS, —RNICBEFREPHEET HHEICHA T, REHIR
HaEZ A LT < 2& W, mod_hws_qos 12 & A TREHIREEDHEZIRITRLE T,

4-13 mod_hws_qos IC &k B iREHIFREEEDBIE

HTTP Server HTTP Server

WebH—E R Weby—E X

Bty arz@iinsE

= Hil PR HE BE Fr = Hl PR HEBE
FH&RIES TOERIER
AYE—%y b/ ETHY b )
[375\\0)"5'—/(/\
Sorver Busy Web4 4 I Web* 4 k WFALTk
w5 £5

= = =
0 0 0
i—¥ i—¥ i—4
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4.9.1 mod_hws_qos Y 21— /)L DFEHIAH

TMEHREEEZFEHT 5 729121d mod_hws_qos Y 2 — VO AAANSNETT ., mod_hws_qgos €
Va—VEMALATICIE, 327477 74)L (httpsd.conf) IZIRIRT T4 L7 T4 72EELE T,
» UNIX i

LoadModule hws qos Llibexec/mod hws qos. so

« Windows it

LoadModule hws qos modules/mod hws qos. so

49.2 T1LI7T1TOEESZE
FEHRRELERT 300, £74 LT TOREFALRITRLET,

(1) H—N\7OABMOFERICLD )T I X MES

WRDOEDIIET &, VIZVIAMBBFROY—NTav 2 (F—1NA L RE) 513 DBEAICIE,
7z VT ANERIIAT—H AT —F 503 THEGEENET,

» UNIX iR

MaxClients 15
QO0SRejectionServers 2
Q0SCookieServers 0

« Windows i

ThreadsPerChild 15
Q0SRejectionServers 2
Q0SCookieServers 0

(2) 7vF—=EALEEY a2 EE

Ty F—FERLYEY 3 VEEIZIE, HTTP Server TYEEL L7227 v ¥ —%FHI 5 HWSERE— R
&, HTTP Server A DOHNEHEY 2 — Vs ETIER SN 7 v F—%2FHT 21 —PEHRE— RPHD £
9, QOSCookieName ¥« L7 5T« 72#HWT, E550AREZHEHT 222 BIRLE T,

QOSCookieName T« L7 5« TOEMICOVWTIX, [6.2 T4 L7574 TOFM] 2SBLTLZE W,

HWS fEBE— R
) U TR NI EM UGS, HTTP Server TR L7227 v F =75, LARY ANY FD Set-
Cookie Ny #IZftiF 6k 9d, HTTP Server TIER L7V v F—%K-7-U VT X MEKIE, Fo
TWERWY I A MERIDBERL TUESNET,
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I—ERE—R
HTTP Server A TIERE NIz 7 v F =D L ARV ZANw ¥ D Set-Cookie Ny FIZftF 5N 556
2, Z07 vy F—%2FHLLRERBRIPETINET, 207y F—%2F-7-) 7T X MEKIZE, #H-o
TWaWY Z T X MERKDBBEBEL TUESINE T,

MOEHICHET SHE, VZIAMBEFROY—NAL Y FEDP 10 DEE, 7vFdF—2F->T0a 0
LWt a7 A MVERIZERGSINETH, 7y F—%2F-o7fkity a i3I NnET, V7
IR MLEFOY —NZA Ly R 13DGEEIX, 7yvF—%2F-oTna2EINICERESESRSNE
9, COBITIEIHWSIERRE— FTEELE T,

» UNIX iR

MaxClients 15
Q0SRejectionServers 2
Q0SCookieServers 5

« Windows
ThreadsPerChild 15

QOSRejectionServers 2
Q0SCookieServers 5

3) VIgTILTh

MEHREREICE>TY 7T A MUEZIERT 25EIC1E, AT —FAI—F503 CLARYAAyt—
VERRELETH, MOLIIHEET S E, FLDOWeb T —NANVFA LT NSRBI ENTEET, /
index.html ~"® Y 7 T 2 MERDPTHEFIRMKREIC & > THEE SN 72HBEI1C1E, wwwl.hitachi.co.jp @
Web % —\0® index.html # VAR ANy FIZREL, AT —¥ZX32— K302 TiRESNE T,

QOSRedirect /index.html http://wwwl.hitachi.co. jp/index.html

(4) LRARZZAXYE—PDHARAITALRX

ROEDIHEET B &, FEESNIZY TIAMINTH VAR A, AT —FX3—F 503 T, VAR
Y AAvt—IF, htdocs/busy.html ODNEFRESNE T,

QOSResponse file "text/html; charset=IS0-8859-1" htdocs/busy. html
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493 LARZAAyE—Y

(1) H—=I\DSTSA47> MIEEETNDTvF—ICDWVT

HWS fEsE— R
HTTP Server TERE L7277 v F—I1%, Set-Cookie Ny FICX>TTZIA4T7 >~ l\f\ifii%éﬂi?o Set-
Cookie Ny FZ—D2D VAR RAIEBIEETE 578, TZTERT ST vF—Id, 1ZrDr Yy

F—ICHE LEHA, HTTP Server TiRi£9 % Set-Cookie v ¥ %Kl ;/—J_.l/ij_o
Set-Cookie: NAME=VALUE; expires=DATE; path=/; domain=DOMAIN NAME; secure

NAME=VALUE
NAME 21X QOSCookieName T« L' 7 57« 7 TIRE LI LMHPRESNE T, VALUE IZIZV
I MHIEBEOENPRESNE T,

expires=DATE
Ty F—EHE B, ") VTR M DOZERZ+ QOSCookieExpires 74 L7 T 4 TEIE
E"1C & > TROMED, RFCE22FEARTHRESINE T,

path=/
TwF—NEMELSURL, COETIV2—LTIE, Z7VvF—EHELZADRXAALVHAD, TXTOD
URL TE#ERDEDICERESNE T,

domain=DOMAIN_NAME
TwF—WEELD RAXAL Y, QOSCookieDomain ¥4 L7 5« 7 CHESNE T,

secure
SSLICKBBERLT, 79yF—%2T 7347 PO —=NIGERET B EDDPDOIEE,
QOSCookieSecure T4 L7 57«4 7 THESENE T,

I—ERE—R
HTTP Server Tld7 v F—%/EfLEH A, HTTP Server NN TIERE N7z v F—75, Set-Cookie
ANYFIZE2TIIAT Y PANBEENE T,

,

(2) FEHPREEEC L > TEEINLEZSDAYSIICONT

MEHIREREIC K > THEESNIZHBA, VARV ARA vt —I%F v v a2 TELLTHHDOANY YT
»H 5 Expires &, VARV AN FIZEDE T, ZNE, T—NHITY TR MNIEPRETH > TH,
TOUXFTFELRT IV TCFryyvadNdE, Fr v T aINAYE—INTIIFICRREINT,
P—NIZVITIZANLEWEEPHZ7-0TT, 72, EFEA v —VEFRIEIT -5 7 3
L E I,

ZDEPDOVAR Y ANY FE, MOXIIIRESNE T, Content-Type i121&, AddDefaultCharset
TEELLXXFy MAmEnEd,
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(VAT —#%ZAT2— K503 DIEHE Xyt —

Content-Type : text/html

(ilQOSResponse IC XA NAY YA RENT A v —

Content-Type : QOSResponse T« L 7 7 « 75EE

(il QOSRedirect IC&BHAT—=F A2 —F 302 DA vt—Y

Content-Type : text/html
Location : QOSRedirect 7« L 7 5 « 7H5E @

49.4 FEEIR

4.

9 E—DZHHIREBELTVB T IA T ML, 7y F—25—NEELEVZ®, [4.0.2(2)
7y F—%EALLYLY 3 VSR OBESENEZDET,

KeepAlive IZ& > TERM L -B/BEICIE, BREEMNDOY 7 TR b 20T 5 & E 2T HELEPTD
h, FAI—#ER LT 2@BUEDOY) 7T X FTRHAESNERA, BIICER LY 7T AMNERELRS
MEHIRFZENDY VLA M THSHHES, 2EIBLEDOY VT A FTIFHESNELEA.

MEFIRMEEICL > T T VR AERSINTEEIEESINS A vt —1F, ErrorDocument 7« L 7
T4 TREELTCHLEEEINT A, F72, Redirect T« L7 F « 7% RedirectMatch ¥« L7 5 «
7 OMIIX, mod_hws_qos €Y 2 —ILOFIEIC K > TREEZ T 2 LHESNzH L ICETSNE
I,

MEHIREEZFEHA L TH, QOSRejectionServers 74 L7 57«4 JORER =EBA-EREY 7T A
EZELIEBEE, VIZAMNDESHELL TELZWVWI EFHD £9 . QOSResponse T4 L7 T«
TTHESN/ZHTML 7 7 A VICERT =52 ED) VI BEENTWAHEITE, BHiRT—% 2 H
B s, S5ICT77EALET, COT 7 ALREFRUEONRELD, HET—5 PEET
SRWVWEENPHD LT, HTML 7 7 A UERRRCIE, U Y 7OREICEFER L TLZS W,

IT—RFa X2 FDOXELY ME, Windows it Tld HWSErrorDocumentMETACharset &« L
JT 4 TOREZANELET,

JyF—ZHRAL-tY 3 VEEAZ URL & F/-1F VirtualHost T & ICERET A A,
QOSCookieName T+ L7 7 1« 7 CHIO B ZIEET 2NENSH D £7,

QOSCookieServers 7+ L 7 57« 78 LU QOSRejectionServers 7« L7 5« 7%, ¥—N"7 o+t
2% (ThreadsPerChild ¥« L7 5« 7% 7213 MaxClients T« L 27 5 ¢ 7 CHE) LDBAITIEE
LTSV, =Tt Z2HIDBENIEET 2L, T—N"DPEFTZLVIEESHD ET,
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410 ANYINRIT 1 XHEE

HTTPEETIX, Web 79 7H & Web U — N TS HTTP Ay FPHWSNE T, Web

TII9FBEIFI Web 34—, ZELIZHTTPAY D5, ZOROHEZRET HIHETPHDEI,

Web 77 782 HTTP U 7 T X N OEBRKICMAIMNT 2 HTTP Ay ¥ %Y 7T A A4, Web #—N
DIBERICAINT 2 HTTP ANy Y2 L AR ANy FEVWNE T, Web Y —N\ARFELIZY VT A Ay
FRREEBT HLV AR ANY ¥ 2B, BEEZIZHIRL T, Web % —NF71X Web 77 7 HIEED
BHEEZSEE72DDBEEENY T HAY A AREEE WV ET,

HTTP Server iZ mod_headers €Y 2 =L HARAL I ET, NI DAY A AEZ[FEHTEEI,

4.10.1 mod_headers € 1 — )L DM IAH

Ny T HRAY <A AERERHER I 57-9121d mod_headers €Y 2 — VO AR B PAETT
mod_headers €Y 2 — L& fAALITIE, 2> T 177 74 (httpsd.conf) IZRITRT T4 LI T«
TERIEBELET,

« UNIX iR

LoadModule headers module libexec/mod headers. so

« Windows i

LoadModule headers module modules/mod headers. so

410.2 F1L 771 TDERESE

N TN RY 7 A AR, Header 7«4 L7 7 1+ 7B XU RequestHeader 7«4 L7 7« 7 CHREL &
o NYINAY A AKEEREHT B7:0D, T4 L 7T 4 TOREFZRICRLE T,

(1) LARZAANY I ZRET BHE

Header 74 L2757 4 7D set feRFICL > T, VARV ANV Y ZHRETCEET, FLPDEI2—)LT
T TICFEICEHID LU AR ANy FPRESNTVAEEIE, ~Nv¥Ez EEXLET,

L AR ¥ AN F1Z Expires: Sat, 1 Jan 2000 00:00:00 GMT Z&87Ed 262 RITRLE 9. 72720, A
AR ZBICERET 2551, ARHIRFEEMEZHERL TS0,

Header set Expires ”Sat, 1 Jan 2000 00:00:00 GMT”
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(2) LARAANY ST =BT DHBE

Header*?/(V77‘47°®add?'§ﬁ‘%”&:a“( VAR ANY T ZBINTEE T, INPDEI2—I)LT
Hb%W@VXﬁ/ZA/Q# RESNTVTY, oy Y ELTEREENE T, FLKZFIOL
X$/ZA/9%@ﬂﬁ$ﬁ?é WHERLET,

L ARY ANy #IZ Set-Cookie: HOSTNAME=HOST1; path=/; domain=www.example.com;
secure BT A2 KITTRLE T,

Header add Set-Cookie "HOSTNAME=HOST1; path=/; domain=www.example.com; secure”

B) NYITIVRODLARIZANY TEZEEARBBE

Header 7«4 L7 5 ¢ 7® edit #ERFICL - T, I/XT‘"/X/\)?W DEZXHWZNPTEET, Nv TV
RPS5D L ARy ANy FEIC secure BHEZ EZMIM L7 WEGEIHERLE T,

Ny 7 T RPERTE LT Set-Cookie L AR Y ANy DAy FEIC secure JBIEZ (19 242 IRISTRL
9, always iZT T — VARV ATUYANY FEZFEEMRI LI L2BERLTVE T,

Header always edit Set-Cookie ~(.+)$ "$1; secure”

4.10.3 FEEIR

s LARYANYF D55, Date, Server, Content-Type, Content-Length, Last-Modified ~\v %
BENE, NAYTARTELRWEEPHDET ., £72, LoadModule T« L7 T4 7 TIENPDET 22—
WEBIAAIZSE, NHDNDANY T THNRAITA X TERVWEENHD LT,
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4.11 BHIPRERTEREE

Web H—NEDOar T U VICEWHEEZRET 5L, ZOHBET, Fvv i atlgErdR—rLTWVEY
FAT R uF T —NNE, Web b —NIIT7 7L ALLZWT, BEOF vy 2llT7 712 AT5LD
725720, FhRETI

HTTP Server I mod_expires €Y 2 —LEMAAL Z & T, BHHRBERELFHTEEd., BH
FREFEMRBEZ AT 2 &, IR ZENTEEHT,

o BRIIAREEMEERHFHT A&, L AR RIZ Expires N v ¥ 8 XU Cache-Control N\ v #28BHIS
nEd,

» Expires Ny ¥ TIZEREARN ) = v DFE#E (GMT) TEES N, Cache-Control N ¥ Tl
max-age R FIC, BRHRE CORBPMBMATHRESNE T,

BIE S N7z Expires v B KU Cache-Control Ny #OWiL, 7I74 7> b7 aF 5 =Nk
FLET,

4.11.1 mod_expires T 21— I)LDFHMAH

BNHARE EMEEZ (9 5729 121%, mod_expires €Y 2 —IVOMAAHPAETT . mod_expires
Va2 VEMEAALICE, a2 T 07T 74 (httpsd.conf) IZIRISRT T LT 14 TE2IEELE T,

» UNIX hix

LoadModule expires module libexec/mod expires.so

« Windows X

LoadModule expires module modules/mod expires. so

4.11.2 F«1e L7717 DEERE
IR EREE 2 EHT 5700, T4 L2754 TOREFRWISELET,

(1) F7#) NOBMHRDEE

Web =N EDITRTOI YT Y ERRIZ, ExpiresDefault 7«4 L2754 7TT 7 x )L s OFEZHAR
TRELE . AWHIRIE, 77 A VOERRAE/ZT I T 2 W7 72 A U2 E#EIC L TR
ELET,

ROEDIHEET A&, VIAT Y MBT 7R LEAD S 60 WigE2 AR E LT, Expires \v ¥
B XU Cache-Control N AL ARV ZIZEMENET T,
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ExpiresActive On
ExpiresDefault A60

ExpiresDefault ®"A"15E X, 77472 "7 I R LB A HRERAE L TWAT EARLET,

(2) MIME 9 1 7RIDBERHABRDELE

ExpiresByType 7«4 L 77« 7T MIME % A ZRIICEZHAR % 5%7E L £ 9, ExpiresDefault 7« L 7
T4 T TCRESNIZT 7 4L bOBEWHARIE, COFREICL>TMIME 1 FHlic EFEEZSNE T, BL
HARIE, 77 A VOBEFLE12E7 T4 TV "I T 7 A LR BRI L TCHRELE T,
ExpiresByType 7« L7 7« 7IZIEET 5 MIME ¥ A 71, TypesConfig 7«4 L7 7 1 TIZHRE L7
774 (F7 %)L MA : conf/mime.types 7 7 A )L) WIZT 7 A WEETFEa> T2 by 47 (MIME
Y4 7) OBMREZERT 5P, £7/21E AddType T4 LI T4 TICT7 7 A NMERTFEIVY TV YA
(MIME # 1 7) OBz ERT 2BEFPHDET

IRDEDITHEET S &, MIME % 1 77 text/html DIFEICZN, 7 7 4 VOEFEZD S | Bk zE
AR & LT, Expires N\ ¥ 8 XU Cache-Control N ¥ L 2R AIZBIISNE T,

ExpiresActive On
ExpiresByType text/html M3600

ExpiresByType ®"M"1EEIX, 7 7 A VOEHEEZ = BEERLE LTSI EERLET,

4.11.3 F==HEIR

7 7 AIVOEFRFL BB E L THRET H5E, TAAZLEOT77ANWIZTI7EALTWY VTR
N (RT =Y 2EREFRRIT AV IR NGE) TlE, BFFEANFEELZ W20, Expires Ny ¥'5
L O Cache-Control Ny FILEBMSNFEH A,

o« HTTP Server THEEEMHEINTW S WEY 2— )%, LoadModule ¥« L 75 ¢ 7 THAAATE
#, Expires Ny B KU Cache-Control Ny ¥ BIIESNZ2BENNH VX,

s NYFHRAYYA AL FEIRICHERT 258, "NV ¥ HAY A AHEEETIE Expires Ny ¥B K
Cache-Control Ny ¥ ###{EL 72 W TL 2 &,

« LARYAT =429 TIZ Expires Ny ¥ BREFADHZEICIE, ZOHEETIX Expires Ny ¥ B X
Cache-Control Ny ¥ =5 LEH Ao
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412 WD Web H—N\RIEZEHT S

4.12.1 B8O Web H—NREOER, (hwsserveredit 1<v > R)

N=F v VERANTEL, 1BOYT =N TEED Web T —NZER T 255, & Web F—NT
httpsd.conf O¥fE7z EDBRIEFRENSNETY . COFRIEHRE Z MBI 5 DN hwsserveredit 2~ > KT,

(1) X

hwsserveredit {-add|-add woker|-add prefork|-delete|-check} H—/\%

(2) ARXRZUK

4.

-add

B N\BIEL IR T AESICEELE T, Iv > NIZEREZ TS, servers T4 L7 MY
DRIZ, BESNIZH—NZERZOT 1 L7 MY Z{ERL, httpsd.conf & logs 7«4 L7 MY Z{ERK
L9, £/, Windows lRDOBZEIX, —N"LEZHWTHTTP Server 4% —E A& LTEHRLE
9, UNIX lRDHE1E, httpsd.conf iZ worker MPM EES N TV E T,

-add_worker

UNIX ROGEITHERTE LT, b —N"REZHRENRT 2H5FIHEELE T, a7 FIEKRZZT
i3 &, servers T4 L7 MYDTRIZ, FESNIY—NBERBOT« LT M) ZIERKL,
httpsd.conf & logs 7« L7 b U #{ER L £ 9. 7z, httpsd.conf iZi& worker MPM 2S8%E ST
WEJ,

-add_prefork

UNIX ROGEIHERTE LT, b= N"RBEZHRERT 2H5FIHEELE T, a7 FIEKRZZT
fHirs &, servers T4 L7 MUDTRIL, FBESNIY—NGERZOT L7 MY EERL,
httpsd.conf & logs 7« L7 b U 1B L £, F7z, httpsd.conf iZi% prefork MPM A E&E S 11T
W,

-delete

B NBRIBZHIBRT AIEEFICEELE T, I7 2 NIZEREZZUIMITB L, servers T4 L7 MU TRD
P—NZERZLDT4 L7 M) ZHIBRLET, £7/-, Windows fROEBEEIE, T—NZDOH—E X% H]
BRLET,

-check

P NBRIBEPEEEAPED PEERT A2EHICEELE T, I~v 2y NIIEKREZRTIfTF5 &, -add
FXRT 2V RERBFIHERR L2 ) Y — AN H 55E1E, Y- N\EHRBEREEAEHILE T,
B—NE ~((1—(220—HTTP Server f ¥ A r—=LT 1 L7 bYD/ISRE), »D 128 31 FLLIF))
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P NBfIC I — T B XFEHZ2EELE T, 727201, "Cosminexus HTTP Server'i3fgE c&x £+
Ao F77, XFHIFOZEAZE DR &, "CosminexusHTTPServer" & 72 5 X Z%| ("Cosminexus
HTTPServer'7z &) 13EETEEH Ao

(3) FERAE

@ YY—ADIER
B —NOY—NZERELTHh S, hwsserveredit I7v > RZFETLET, "HWSI"EWHH—NNZD
BEE, REEELET,

hwsserveredit —add HWS1

hwsserveredit 2~ > R, 4 > XA M —=LVEIERSINTWS servers T« L7 NUDTRIZ, T4 L7 b
JET7ANEERLET, £z, Windows lRDES, T4 L7 M) ET 7 A IVOERKERIRRIZ, Y —
NEZEFERL Y- 2A2EBHRLET,

WIZT4 L7 M) ET7ALNOEREZRLE T,

+thttpsd
Lservers
LHWS 1
Fconf
|  Lhttpsd. conf
Llogs

(b) httpsd.conf DiEEE
ERE N7z ) YV —AD S5, httpsd.conf DT 14 L7 T 4 TEEEELTLZE 0,

BHERBEZENRT 258103, ROTA L7741+ TOREME, FPORBEEBRELEVEDICEELT
<T2&E W,

e ServerName 7«4 L2 5«47
e Port 74 L7 5« 7F -l Listen T4 LT 4T
e« PidFile T« V275« 7

UNIX BROEBEEIL, SHICROT 4 LI T4 TOHREMEZ, BEICEDLDETEELTLEE N,

e UserT4LZT 47
« Group T4 LT 47

FDIEPOT 4 L 7T 4 7%, hwsserveredit 37> RIZk->T, ZELZL CHEBETEA LD ITHTE
SNTVET, EHID U TRENHNITEE L TLIZE 0,

BB, BT4VLI7T 4 TOEHMIIOVTIE, [6.2 T L7714 T7OHM] 2B LTLZE 0,
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Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 122




(©) H—NDEEHE
WOBETH—NZRE LTS,

e UNIX lRDIEZE
/opt/hitachi/httpsd/sbin/httpsd -f servers/HWS1/conf/httpsd. conf

« Windows RO 5&
"{Application ServerdD4 YA h—JLT 4 LU b 1) >¥httpsd¥httpsd.exe” -n HWS1 -k start

F2E, 2 ba— SRS HWSL U —EX2RE L TL &0,

(d) #EEY-—N\FRREORE
BT —NBERRET HHER, @5 (ODBREEBELTESL,

(4) FEEIH

e O7 Y RIZ, BEHEHRZFOL-— YT TETLTILLEE Y, /2, a7V FOBERIIBE L WTLE
=y,

o H—NNZIZIX, ASCII I—RTHEEL TSV, T, WIIRITXFIIEETEEFEA,
|¥l’ I/I’ I:I’ I’I, I;I, l:}:l, I?l, Illl, I<l, I>l, ||l’ I$I, l%l, I/\I, |l|’ l!|’ l(|’ l)l’ |:I’ |+I, |{l, l}l’ I@l, 1
I, 7, 7, #l@Ea—nr

o H—NZITIE, BUF RZITTHEESNIEBMITIEETEETEA. 72, BROFIZRICE R L/I-ZEHZ
EBELEEAICEK, FoZ2B0BEET,

o Y- ANDEBHE, XY - Ty TOBBEIIFHTERELET,

s BRRLILY—CRAOERREZZEELZVTLZE W,
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413 AA=IIv S

HE (EHROT7 7)) ICEBDOY VIV Z2ERETZEIT, TOEE[EFEZ7 v 7T 5E, TOEMBORE
BEAERA A=V T 7A4NLED Web H—NIZ Web 779D 56X EENET, Web ¥—N13,
FOARXA=VT Y ST 7 A IVEHEBEMED SRG L7z URL 2B LT, Web 797 HIIn&ELE T, &
NEARXA=—VTy TEVWNET,

A A =Ty TERERT 5I121E, imap-file N> FFIZ7 v 77 7 A VARERF &2 RIS T 2 ERPNDETT,

AddHandler imap-file .map

4131 A A=Y TT71INDICE
A A=V2y TF = OIEEHRITIZIRD 3 EBDOEENH D £ T
ARG IEEME EEAE
ARG 15EME "X B
PR 1EEME B "B
"R 137 Y T T 7 AN A= 2 —RRRORAY, EREEROEEERLTOET,
FREM £ 4-15 12, HEEEER4-16 ITRLET,

& 4-15 FARBIFEERDIEERI

FAARBIR =0k PEERRDIEE PEAR D3RR
base < 77 7 A4 VAN URL DX— R %257, 7L -
default poly, circle, rect IZ&H LW T, point FHED 7%
WIBHDY) V7 RIEET b,
poly 2L %IEET 5. mx 3~100 EiEET 5. xL,yl x2,y2 -+ | ZAFLOZEZME (3~100 &
Xn,yn D FEIZE)
circle MZEEET 5, FbmE, MALD 1 SE2EET 5. xl,yl x2,y2 HDERE L A LD 1 o EE
rect WAREZIEET . NAD 2 HEZHEET . xl,yl x2,y2 XD 2 RO R
point MERET 5. 71—V ILIZHELILL point BEICE | x1,y1 =
é o
(ML)

- I%Zl_gl l/fc‘fl/‘o

=
FEREDIEET0,002EATVWAHETY, 1 A=Y~y TEHEOEZE (0,002 I ARSI TRA Vb T 2L, vvTT74
WAZ 2 —=PERENET,
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x4-16 BEE

EEE =R

URL ) 2O REBET B, HRTT 4 L7 M DIFA, base, ImapBase T4 L7 T« THEMICE o
map TV TTFANAZ 2 —%FEIRT 5,

menu

referer AT —4 A3— K 302 Found #/5&7 %

nocontent AT —#% A= R 204 No Content %I&& 9 %, base LLIHIED.

error AT —% A 3— K 500 Server Error % 6% 5. base IAMHIHED.

4132 A AXA=ITYvTOERFIELIEEIR

(1) AX=IvTOESRM
A A=Y7y TERFAT B ORELRICTLET.

1. httpsd.conf 7 7 4 WIZ, IR T4 L7 T4 TR ELE Y. .map IEFEH URL TIEES N
EEIARA—YT Y THEEFTLET,

AddHandler imap-file .map

(7 7 A4 ViEBEF.map IZ imap-file N> K5 2 E %)
2. LR CEE SN T 7 ANVIBBRFOT 7 A V72 ERLE T,
3.HTML XEWNICRO HTML #X 25 L ¥ 9,

<A HREF="/F4 LU MY Z/~v T 774 ILEZ">}IMG SRC="E{&RT—4 &" ISMAP></A>

A RA=I3 ST 7 A VDOERHIP, EBROFREIGEZIRITRLET,
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K 4-14 AAXA=IvTT71INDEZEH
YT IT7AILDEERNE

default /

poly map “Map menu” 20,20 55,20 55,45 100,45 100, 105 30, 105 30, 65 20, 65
rect http://www. hitachi. co. jo/ 150, 40 450, 100

circle http://www. hitachi. co. jp/Prod/comp/ “#uss 1~ 150,200 150, 260
circle http://www. hitachi. co. jp/Prod/comp/soft1/ 350, 200 350, 260 “#hf5 2"

html 7 7 1 LDEERE

<A HREF="/maps/imagemap1. map”>
<IMG ISMAP SRC="/images/imagemapl. gif”>
<IN
EBROT Y TOEE
20, 20 55, 20
100, 45 150, 40
20, 65 Ell!
30,105 100, 105 450, 100
= M
150, 200 350, 200
150, 260 350, 260
A RRBOLA - Microsof ft Internet Explorer R =10l x|
77AME REER FTW BRCAVO® VD AT o
B
@HTTP Server
Erl a [ HTTP Server & (& ? )
HTTP Server® HTTP Server®
#EEIT DT ERFIZDLT
UYLy Y f=y
=
B R-IBETENELE I I O I I 2 2 4

ZOFIT, poly CHRESNLEDZI Vv I 2E, WIIRT LIy T T 74V AZ 1 —PRRSN
£,

4. YRTLDERGE
Cosminexus V11 771 —% 3 >4 —/\ Cosminexus HTTP Server 126




{2 Menu for /maps/imagemapl.map — Windows Internet Explorer | _ [O] X]

@A @ [&] htip/ /e examplecom/maps/imagemap! map =li4lix
o BIUAD | @ Menu for /meps/imagemepl.map | |
=
Menu for /maps/imagemap1.map
(Default) /
Map menu
http://wew.hitachi.co.ip/
e 1
s 2
=

(2) FEER

IV TTFANAZ2a—THHALTWAXFL Y b, T74)LbOXFEtL Y FISO-8859-1)& £z 515
B, YT T 7AINAZ 2 —DOFRRICBOTLE LI PHRELET. ZOHA, HWSImapMenuCharset
TAVITATT, o TT7ANAZa—THALTWVWAXFEy FEIEEL TS,
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4.14 |Pv6 [CKBEIE

WERD IPv4IC K BEFEREZ T TR, IPVOICKBBENTE LT [Pv4 7213 [Pv4 £ [Pv6 DT 27 )L
AYy VBRIRTCEES YA ENTEZXT,

4.14.1 HR— NEEHE

(1) IPv6 ICHIHLTWB T L7517

Listen 7« L 27 5« 7% VirtualHost T« L2754 7 EDOT 4 L7 T« 712, IPv6 7 RLAZIEET
BHZEIZELHST, IPVOICEABEESRIPVO 7 RL RIS LIZNN—F Y ILARA NDIEELZENTEET,

[PvOICHIELTWAT A LT T4 T2RISRLET,

<VirtualHost>, AddIcon, AddlconByEncoding, AddIconByType, Allow from, CustomLog,
Defaultlcon, Deny from, ErrorDocument, ExtendedStatus, HostnameLookups,
HWSErrorLogClientAddr X-Forwarded-For, HWSSetEnvIfIPv6, ImapBase, ImapDefault,
Listen, LogFormat, ProxyPass, ProxyPassReverse, QOSCookieDomain, QOSRedirect,
Redirect, RedirectMatch, ServerAlias, ServerName, ServerSignature, SetEnvlf,
SetEnvIfNoCase, TransferLog, UseCanonicalName

BTFA4 VLI T4 TOEMICOVWTIE, [6.2 T4 L7 T4 7OM] #SBL TS0,

(2) F1L7T17ICIPV6 7 RLAZIEET B EEDER

T4 VLI T 4 7IZIPv6 7 KL AZFERT 285E1E, [[[Pv6 7 LR OKSIZIPv6 7 RLAZ[ ]T
FHATEELTL SV, £z, T4 LI T4 7I2IPv6 7 RLAER— NEESZHELT 2551, [[IPv6
7 RUVALAR—-FES] OLDICIPv6 7 FLA%Z[ JTHA, [1] OBRAICKR- I ESEZHELE T,

72720, ROT A4 LI T4 7IZIPv6 7 RL A2 T 25E1E, IPv6 7 RLAR%Z[ |THERWTIEE
LTL a0,

e Allow from T« L7 T+ 7
* Deny from 7« L2747
» HWSSetEnvIfIPv6 T4 L7 5« 7

%8B, IPv6 7 RLAZIBETAESIE, JU—NLIZF vy A7 RLAZEELTLE S,

(3) HIBREIR

IROFEREIZ DV T, IPVO I L TV E R A
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7 KL ZAHIR

BindAddress 7« L 75 ¢ 712id, IPv6 7 L RAIZIEETCE £ A,
7547V N DIESR

IdentityCheck 7«4 L7 74 712 On 2 ELTH, [Pv6 V7Y FEHEHAL TV AEEIIMEELEEA,
RIFEBOHRE

SetEnvif 7« L7 5 « 7 & SetEnvIifNoCase T« L7 57 ¢« 7DOIERFIRICIE, [Pv6 7 KL AZIEE
TEFHA, [Pv6 7 FLAZIEBET 2EE1EX, HWSSetEnvIfIPv6 T« L 75« 72FERHLTLZE 0,

4.14.2 IPv6 ICLBBIEDESE (httpsd.conf 7 71 IILDIRE)
IPv6 77 KL ZMDIETE

httpsd.conf 7 7 4 WIZ Port T4 L7 7 4 TE 7213 R — " ESZF D Listen T« L7 T4 TEIEEL
7mEE, IPVAT RLAZRERALZY VT AN A2ZIMTET, [Pv6 7 NLAZFEHT 254
X, IPv6 7 RLAZIEE L Listen T4 L7 T 4 TORENDHETT,

B2, WO KD ICETE

T5&, [PvAT7RLARAZ/EIPv6 7 RUAZERLAZY 7T A N 2F I3t
FAEIICDET,

Listen 80
Listen [::]:80
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4.15 WebSocket &k 3585

4.15.1 mod_proxy_wstunnel €2a1—JL

7547 hENY 7T Y R =) WebSocket BEZT 572012, Web ¥ —NZ7 7147 FENY
7L RY—)NDORT WebSocket #EZH# L £9 . WebSocket #EDHHICIE mod_proxy €3 2 —
)L, mod_proxy_http £ 2 —Jl, B KLU mod_proxy_wstunnel € 12— )LVOFHAAAHDPBETT, £
Va—VaEMAALIZIE, I T7 47774 (httpsd.conf) 12, WITRIT T4 LI T+ T2EBELET,

« UNIX iR

LoadModule proxy module libexec/mod proxy. so
LoadModule proxy http module libexec/mod proxy http. so
LoadModule proxy wstunnel module Llibexec/mod proxy wstunnel. so

« Windows i

LoadModule proxy module modules/mod proxy. so
LoadModule proxy http module modules/mod proxy http. so
LoadModule proxy wstunnel module modules/mod proxy wstunnel. so

4.15.2 T4 LIT7T1TDREFRE
(1) WebSocket iEBf{E DERE
CITRET FLAZRDEIIRELE T,
Web #—/\ : www.example.com

Ny I T Rt—/\ : backend.example.com

ProxyPass ®#zik% URL I2iE, ws://HRAME [(R— EE] /Z2ECHETEELET. RO LI
ProxyPass 74 L7 T4 72FETHE, 7I74T7 2 Mr6D” ws://www.example.com/ws/” &5
)7 T A ME” ws://backend.example.com/” EWS U T T AMELTNY 7Ty FY—=NIZEES N
EC I

ProxyPass /ws/ ws://backend. example. com/

(2) WebSocket O%7'
WebSocket @ 722D\ T, [4.2.2 aZoOEIGE] @ [(5) WebSocket 17| 2B L TL 2S00,
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(3) B—NZL v RYD LRIERE

WebSocket BEFIX, 7IA T NERENY T RY—NOEELIPOIRT T a3 TR ENS
FT, —OOY—NTFatRAELIEFALVY RPEESNE T, ZD7-80, WebSocket ZF|H L 7z W&
ICHARTZL DY —NAL Yy REZEESETBLIDEIHD T,

(@) UNIXHRDZS

WebSocket #F|HT 2158, ZL< DY —NAL vy RE2AREET 570, worker MPM DfER ZH#E3E L %
9, worker MPM T—2 D% =N\t X TEfET 5 —/NZ L v R$d, ThreadsPerChild &
ThreadLimit ¥« L2754« 7TIRELE I, =70t 20 _ERIX ServerLimit ¥« L 7 5« 7 48
FELET. BROY—NZA Ly REE MaxClients 7«4 L2757« 7 THEELE T,

(b) Windows lRDBEES
BESH¥ 29 —/NZA L v Rid, ThreadsPerChild 8 &0 ThreadLimit ¥« L 275« 7 TEELE T,

4.15.3 FEEIR

(1) H—NTFOERBBIUTIL Y R¥

Web 3 —NNOEENIZIL, -7t AHBLIIAL Y FEIZIE U —AZDEELET, KE2E
BEETEHE, VIV—ARBICE>TEETEXLWVWESPHD T,

(2) Web H—/N\ELLTGE

WebSocket ETIE, 7I9A T ERENY I RTP—NOEELPPaAXRT T a vzt d 5%
T, VIVIAMNEPKT LERA., T8, FEEILEZEKRLTH WebSocket sBENKT Lz
D, Web U —NE2EKTTEFEHA, Web U—NZEILSIESZITIE, ROENDPOFIETELSHEET,

« HWSGracefulStopTimeout 7« L7 7« 7THE LY A L7 &R LT, REEERZICETHE
FElkstE 5,
o FHESIEESRE, BEEIE2T A LT, Web b — N2 EIESE 5,

s BEMEIET Web YUy —N2EILZHES, ZOBEE, —NTFat ADKRT 2 —TERHE-> THhOoKTT
B (BHEEIE TSIy P74 —LARBREICE->TERS),

(3) ProxyPass [CfEET S FOMIL

WebSocket 18 # 51X 9 5154, ProxyPass 7«4 L 75« 705k URL IZIE ws://HRA MG [AR—
FER] /2B TIEEL TL 230, BRE URL O7 0 b I wss ZTEETCEZ A
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416 75— ari—NEDEE

TV r—2 3 v —NEOBEEEICONWTIE, v=a T [TFUr—3 3 08—/ HEEfES A - B
FEimWeb a7 )] 2L TS0,

4. YRTLDERGE
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SSL [C Kk BEREE EESML

CDETIF, SSLICKBETEE, BESEICDOWVWTEHBELE T,
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5.1 SSL T&%aEE, BES{Ed S

HTTP Server i& SSL (Secure Sockets Layer) 7’0 kI L2 EHATIIE, ERETHHEREFRLTEZE

9. ZOBMIE TLS (Transport Layer Security) /N\—>3 > 1.0, 1.1, 1.2, BXP 13 ITHELTH

0, SSL ¥ —/\GBEE, SSL 7 JA4 7~ hREENTE L9 SSL OMREZIRITTRL E T,

« BEHEFZHEREL, FHEITHLOICEIELET,

s U—NETSAT Y FNOMTERT ST —F 2lESELET,

o ELEHFIIEA SN T - 2 BHLE T,

:ntam%%“b ISSLE#EI~ Y NTIER S N-mE#RE, R/ (CA) MWRITLIEAEZ Web ¥ —
A YA =R, FIATEET, FEAZICIE, SHA-2 7TLTY XA TERSNIZERAE, 740

1\7‘7 REEBAE, <L F RXAA VEERAZOHIATE £9 . £72, RSABSB X OCBHERES ST LT
WE I,

5.1.1 SSLEED7=8 D#Eff

SSLIC k2RI, 7— 5 OBBLEMERAT 51018, Web ¥ —NICREREEIER (CA) PHIT L
PEE A VA N—LT BRENH D T,

FIEZXITTRLUE T,

1. g DIERY
openssl.bat genrsa 2~ > N%7z1d openssl.sh genrsa 2~ > FZFEH L T, Web % —N\NOMEH#E%
ERR L £ 9
2.CSR (GEBAEFITER) DIERK
openssl.bat reqgen 2~ > % 7z1% openssl.sh reqgen I~ > F&2 AL T, CSR #{E L £,
3.CA ~ CSR % %At
2. TR L7z CSR % CA 12T L £ 9
4. iEEAEZE DO AF
PEMJERDFERAEZ % CADPHAF LT,
5.httpsd.conf 7 7 A VL OFRE (T« LI T 1 TDESRE)

SSL #B# 9 57012, SSLEngine 74 L7 74 712 On 2#fEELE 9., CAPS5AF LI PEME
NOFERAE X SSLCertificateFile 7«4 L7 7« 7, Web ¥ —/NOHi%## % SSLCertificateKeyFile
TALVIT 4 TIHEELE T,

(Bl) SSL zFzhi LT, PEMERXDIEAZEL LU Web - N OE Rz EHR

* UNIX [ROBE
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SSLEngine On
SSLCertificateFile /opt/hitachi/httpsd/conf/ssl/server/httpsd. pem
SSLCertificateKeyFile /opt/hitachi/httpsd/conf/ssl/server/httpsdkey. pem

« Windows lRD5EE

SSLEngine On

SSLCertificateFile "<Application Server®4 YA h—JLT 4 L & b 1)>/httpsd/conf/ssl/ser
ver/httpsd. pem”

SSLCertificateKeyFile "<Application Server®4f Y XA h—JLFT 4 Lo b 1)>/httpsd/conf/ssl/
server/httpsdkey. pem”

SSL 2 L CEET 258, Web 79752 51%, https://TY I ZAMLET, A— b EFSZHE
& L7-357, SSL OFE¥ETIE 443 R— 2 LE T, LA >, Listen T4 L7 T 1 7T 443
R—FZ2HBETSHOHN—KNTT,

6. Web —/NOFHELE)

httpsd.conf 7 7 £ VOEFKRZBWICT 511E, Web b — N2 HEHTLINENHDET, 12721,
SSLCertificateKeyFile 7« L7 7« 7OBREXZEE L1-HEIX, WoltA, Web F—N%EIiL1E,
EELELTLZS 0,

SSL 2N T 25 EI1C1E, 5.0fREZ ML L THEHL I,

5.1.2 SSLBEDFIR
SSLEFOFIEZIRIINLE T, 2~6 DFJHZ SSL TONY R T4 T EHVET,

1.Web 7% 556, https://~DOV 7T ANEEFTLET,
2. Web 79 9H1%, FHTESSSLON— 3 yOBESEAZRTT—4%% Web H— NIEFFLE T,

3. Web ¥—\1Z, Y5 SSLON—T 3 v EESERZREL, Web 7o 7HIGBHILE T, T,
NEEE CADBENV A-IZiEHE S Web 7T U HICEMLE T,

4, Web 75 7H13x Web 757D HE>TW\W5b CADAMBEZEHL T, ESNEHESIHSAS
NTWEWTERIEZRELT, Web b — N0 \HBE*AFLET,

5.Web 79751, #ET Web H—NEHETHZUMEEZIER L, Web 4 —NNOARHE CRES{LL
THEELET, T2, Web 777D TWAIEHER 7514 7 > FBIED 7212 Web H— NI
BT A58, itAZEZEELET,
Web b —NOARBETEES(L LT =413, SChA3MERPTVWEESTEEYA, DFD, T—
TREELRD Web —N7ZEFBTF—Y ODNER2EFHETEET,

6. Web " —NNIZZE L0 2 Web b —NOMEZERTESL, AFLFEFT. Web 757550
SFRAZE A ZE LB EL, FHESERLE I,

7.Web 75 7% &, Web Y —NoOIcHEEEN-0FRE2FHLT, HTTPY VT A MEZIE VAR
YAEBEEEL, ERELE T,

SSL@BETDY 7T A MUEZRISTLET,
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5-1 SSL@EThHU 7 IR MNLE

Webtr—/x =
0

FERTBSSLON— 3 0 LIESTER T
RE LB

Webt— /D AR ECADER EEAT
Y—/\FEHEFXE

EEbSnfz=T—4 EWebH—/ D
MERTESLT, IAMBEAF

S ZEFER L TRIELHTTP
JOIREERS

B EFEAL CTHTTIPL ARV R %
ESiE L, #E

o ©

WebT' 5o+ D

=T
—%

HEFATTRESSLD /N — T 3 PR S
R &R

CAD RS TH—/\FIBAEZ AL,
Webt-—/\D 2B E AF

xtFRGE ZEWeb— /N DA BIR THES 1L
L T&EE

MR EFEALTHITIPY O TR &
ESiEL, *(E

®FRER %A L T5 L=HTTP
LARVREES

T USHATUNREET ABAICES

NY Ry zA D8I, 79472 MileE Web 5 —NHIOBHICERTH D, HLBVLEREDRS #“
RanEd, Web = lloRESfEH|IL, SSLCipherSuite 74 L2774 7 THHELET. ZOEE
I RTOBSHEFNZERILTBIFIEL, 77347 2 MPRORLBVBEORS TERETES &

HDEI,

513 SSLOZ17>

SSLZ7 47 > vRitz 9 255

T, HEHLTIZE 0,

SR DL

&, [5.1.1 SSLBEDODOMEf] @ 1~5I1ZMA T, IROEEZEZ L

1.754 7> bNiEBHEZ Web 75 7HI124 > A =)L
SFEAEORITICERT 5 CA OFERICHEY, Web 7597547 MiFBAEZ A VA =L L E

EE
2.CA DIEHED AF

7547 v MEAEZEZFIT L7 CA OitAE (PEMER) 2 AF LT,

3. httpsd.conf 7 7 1 LOfRE (

T4 LITT 4 TDER)

SSL 747> MRk &2 A#ICT 57912, SSLVerifyClient 7« L2 7« 72 require 2#87E L,

SSLVerifyDepth 7«4 L 7 7 1 7

1 EZfEELE S, CA»5AF Lz PEMERXOIEREFIL

SSLCACertificateFile % 7-1& SSLCACertificatePath 7« L 7 5« 7IZEE L 7,

&

SSLCACertificatePath &« L' 27 5 ¢ 71& Windows fR CI3fEETE T8 A,
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5.1.4 EHEAZEDEINIEDRREL

SSL7 A7 "BIED EZIZ, 74T > NEBAEOMIEZ T T, ZORED T A 7 >~ MEHHE
DOEMMEE CRL (Certificate Revocation List) Z{FEHL THRIETZFEJd, CRLIX, BELIZWIZ T4 7
v NIFBREAERIT LI CAPBLAFLET,

(1) CRL 771 ILDOFEK
CRLIZPEMERDO 7 7 A LEZFHLE T,

(#) PEM £ CRL

{Application Server4 R h—JLT 14 L U K1) >¥httpsd¥conf¥ssl¥crl>type crl.pem
————— BEGIN X509 CRL-——---
MIIBGDCBwwIBATANBgkghk i GOwOBAQQFADBOMQswCQYDVQQGEwJKUDERMASGATUE
CBMIS2FuYWdhd2ExFTATBgNVBACTDF Lva290YW1hLXNoaTERMAS8GATUEChMITESD
QUwtQOExDDAKBgNVBASTAZNhMTEaMBgGATUEAXMRY2ExLmhpdGF jaGkuY28uanAX
DTAxMDgyOTAONDIzMFoXDTAxMDgzMDATNTI zMFowGzAZAghx2Sa8AAAAARCNMDEw

ODIAMDQIMTISW jANBgkahk i GOwOBAQQFAANBAJorY7DUJ9TuthN LAA+PT6zw6rVo
uZLFeYZPNVXgF217Y0CtJtKDT+16bR5kgk@p/1xIbgResh jMNTmXPgARNjE=

————— END X509 CRL--——-

[H/N—23 > @ HTTP Server T DER JEZX® CRL Z{#F L TWH&EIE, PEMERICEHRL T
<ZE W,

(2) HTTP Server A0 CRL EAFE

CRLZFERLTI 47 NMEHEOBEREZHIET 55E1, [5.1.3 SSL 774 7 FEBaED (i ]
WCHNA T, IROBEEZ LT, Web b —N2HEEE L TS,

1.CRL ® AF
#CADCRLEMRN»S CRL7 7 A VEAFL, BEUZT4 L7 P JITHEHLET,

2.httpsd.conf DiFE (T4 L7 T 1 TDESR)

CRL 2T 572812, SSLCARevocationCheck ¥« L7 5« 72 leaf ZF8E L C,
SSLCARevocationFile ¥4 L2754 ZICCRL 7 7 A VZHREL F T,

3. Web U —NZEg8 72 I3HEH L E T,

4. BtFD CRL 2 E#H 9 255121, HW CRL 2#H# CRL TEEE L7cdh &, Web T —NzFHEHL
ESCIS

(3) CRLZEARAULLTZ17 > MNIRASHKEE
CRL %[ L7z 2 4 7 > MEBRBHRIECIRROEE 2B L 7.

« CRLEB&PEHTHZ0ED D
o REBFEITHEXOEIDED D
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« JIA4T Y MERBEDO VY TLESHEESINTVRNDPED D,

@ CRLIZZA7> NIASERIITY 717 > MERE B EHESNS%ML
CRL 754 7> MEWBBIETY 51 7> MERES B L HES N AFHBRRITRT bOTH D £ T,
- FEBIEE (T L7z CA HIT L7 CRL ZHARA TLE VS,

« BERZIA CRL OREIRITHE VEITH Y, »ORET2EROI T4 7 MEHEDO Y ) 7 LES
78 CRLICELER S N Tz LiFE.

o BERZIA CRLETHE O HET, REFTHPEESNTEL, D CRLIZEZAT 5DV T
A7 Y MEHZEO VY T VESHPERBESN TR WER.

(b) CRLZS4 7> NSIBREREITT 51 7 > NMIFHENE EHIESIN %4
CRLZ 547> MNEBREMIETY 94 7~ MEBHESEZ EHE SN AEMEIIERISRT O ONH D 9,

« CRL BRI TzWiEaE,
s BEITLBEROT T4 T Y MEAZEDO Y Y 7IILESD CRL ICEE S N T 258,
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5.2 EHREDHIS

RSA B, BXUHEME#RES MM L7z SSLsEZ2 9 57:0121%, FIFJT 2BSEAICLCT, WE#E
EFRER (CA) PHETLIZEAZEZHET 2BEPHV £ I,

5.2.1 EAESEEFIR
SRS LIS 2 IS T 2 % COFIEWRITRLET,

(1) RSAEESZHRAT 3BS

RSA B 52T 25A1C, EHAZBEZIET 2 TOFIEEZRIRLE T, FEHZEEICUNEL Web
Y= NOMERPIFAZTHRITER (CSR) 1, Windows D& 1d openssl.bat 2< > K, UNIX OF&
I& openssl.sh 2~ > RTIERLE T,
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5-2 EIREEISFIE

WebH—/
MEBOIER
(openss|.bat genrsa
EJAES
openss|. sh genrsa)

CSRD1ERK
(openss|. bat req
EJAES
openss|. sh req)

[
: CSRDF |
| (openssl.bat req |
I EdilFy |
L openssl.sh req)/I
~ -
~ -

~
~_ 7~

CSRZCAIZIRH

[———— —_—— — —

SHEORT |
(openss|. bat x509 :
=%

|
|
|
' openss|. sh x509) |
L\ P
~N //
\\ //
N

(S5

] oranrenn

L b BECHLTEGTTAFIE

FORDOFIET CA DEBLEADIEHE 7 7 AVEEE LHE, SEHET 7 1L D"-—--BEGIN
CERTIFICATE----- "o, M- END CERTIFICATE--—--"0O&% %, T4 L7 T« 7ICIEET SitAE
TrAINELTHRELET (FEEEMO httpsd.conf T httpsd.pem) . WEED T 7 1 L%
SSLCertificateKeyFile 7« L7 7« 712, RfF L/Z3EHE 7 7 1 L % SSLCertificateFile 74 L 7 7 4
TICERTAHZET, SSLAFIHATES L1072 DT, 4B, SSLCertificateKeyFile 7«4 L7 T4 7
121, PKCS#1 £7:13 PKCS#8 ICEM L - TEXOMERD 7 7 A V2 EEL TS W,

(2) BERHRESZFIRTIES

BHERES 2R 215481, EHAZE2EIET 2L TCOFIEZIRITRLE T, EHSISICNEL Web
Y= NOMERPLIFAZHITER (CSR) 1, Windows D& 1d openssl.bat 2< > K, UNIX OF&
IZ openssl.sh 2~ > RTIERLE T,
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WebH—/ D
WEBDOIER
(openss|.bat ecparam
F=1E
openss|. sh ecparam)

MEROEALEHR
(openss|. bat pkcs8
F=1%
openss|. sh pkcs8)

CSRMD ERK
(openss|. bat req
=X
openss|. sh req)

[

| CRO®EE |

| (openssl|.bat req |

I Fr=& |

L openssl.sh req) |
e

CSR#CAIZ iR

[———— —_——— -

MREORT |

(openss|. bat x509 :
FizlE I

|
|
|
I openss|. sh x509) |
L P
~ -
~ -
~ - _ -
N

(R

U CWTETTSFIE

L ) RECRUTEAT AFIE

FORDOFNET CA DEBZFEHDIRAE 7 7 A VEEG LIz L, FiEHAET 71 L D"-----BEGIN
CERTIFICATE----- "o, M- END CERTIFICATE--—--"0O#% %, T4 L7 T« 7ICIEET SitAE
Tr7ANELTHRELET (EE#REMO httpsd.conf Tl httpsd.pem) . WEZEED 7 7 A L%
SSLCertificateKeyFile 7« L 7 7« 72, #fF L/ziEBHZE 7 7 1 L% SSLCertificateFile 7«4 L 7 7«

TICERTAHZET, SSLPFIFHTES J: 1272V £, B, SSLCertificateKeyFile 7«4 L7 T 1 7
I21&, PKCS#8 ICHERL 7 FEROMERD T 7 A L2 EHERL TS,

(3) EFEFIR

RSA K5 L FEHEARRE S O S OS5 A 1 — k= FERICHIFAT 25413, RSA KBS & BRSO 5
OMBEREETFHEZ T4 LI T4 TICEBELTLEE N,
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5.2.2 Web #—/\DERDIERL
openssl.bat 2+ > F&7zi% openssl.sh 2~ > FEEHR LT, Web U —NNOMWME#REZIEXL £T. BES
RHIZ &1 Web ¥ —NOMERZIENRT 5 5EZRLE T,

(1) RSABESZFIRAY SBS (openssl.bat genrsa 7> REE(
openssl.sh genrsa A7 > R)

openssl.bat genrsa I~ > R % /-1 openssl.sh genrsa I~ > RZHEH LT, Web =DM EH# % /E
BLET. BB L7z Web 34— NNDOIZERED 7 7 1 L1, SSLCertificateKeyFile 7« L7 7« 7IZHEEL
7,

WERIL, PKCSH#] ICHER L 1-FEHXTIERENE T,

(@) X

Windows D54
openssl.bat genrsa -rand 7 7 1 JLE -out ST 74 )L (1024 | 2048 | 4096)
UNIX OB&

openssl.sh genrsa -rand 7 74 JILE (7 74L& ) -out 7 74JL (1024 | 2048 | 4096)

(b) ARFUKR
« -rand 77 1)%& (Windows DIEH)

e rand 771MW%& (T771)1L%& ) (UNIX DIEE)

ALBAERICHAT AEEDO 7 7 A VERBELE I, GLBERADO 7 7 A VL, +oREFVEHLTT 71
LWEBELTLZE VW, Windows lR T, 77 A NEZIE—DO7TEETEE T, HHIEEITEFTE
Ao

e -out BT
Web ¥ —NOMZB#EEH TS5 T7 7 A LVEREELET,

« (1024 | 2048 | 4096)
ER% 9 %5 Web —NOWMEH#EOEL Y NREEELE T,

() fERAI
Web ¥ —N\OFE # httpsdkey.pem % PKCS#1 1C#ER L 72X TIER L £ 7,

Windows OE&

openssl.bat genrsa -rand filel —out httpsdkey.pem 2048
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filel :  EED7 714l

UNIX OE&
openssl.sh genrsa -rand filel:file2:file3:filed:fileb -out httpsdkey.pem 2048

filel, file2, file3, file4, file5: EED 7 7 A L

(2) tEMERIESZFIET3%BS (openssl.bat ecparam 7> RE /(&
openssl.sh ecparam 1< > R)

openssl.bat ecparam 2 ~v > K% 7213 openssl.sh ecparam 2~ > RZHHA LT, Web % — D7
ZUERLL 9. BB L7z Web 34— NOMERD 7 7 1 i, SSLCertificateKeyFile 7« L7 7 1 7ICHE
ELET,

(@ m®X

Windows D&
openssl.bat ecparam -genkey -noout -rand 7 7 4 JL -name FEFEH{RE -out 7 71 JL
UNIX OB&

openssl.sh ecparam -genkey -noout -rand 7 74L& (: 7 7A4ILE -] -name ¥FEFIHAEEE -out
B774)

(b) AXRFUKR
e -rand 771)L% (Windows DIFE)

e -rand 771703 (T771)L%E-) (UNIX DIFHE)

BLEERICHIAT 2ERO 7 7 A IVEEELE T, GLEBERHEO7 7 A LIE, +oREIVEHLT 74
LEEELTLEEN, Windows fRClE, 774/ VEZIE—2 7 JEETE 9., T I c=
Ao

s -name EMHHIER

MEROERICH AT 2BHERAZIEEL L. ROBABRESDS> 50ENP—DZFEEL TL
ZE0,

* secp384rl
* secp521rl
* prime256vl
» P-256

« P-384
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« P-521
e -out #T7FTI
Web ¥ —NOMWMZE#EE2H 1T 577 A LVEIEELET,

() fERBI

MRS Z M A L7z W Z# httpsdkey.pem Z/E L 9. Web ¥ —N\THRERZFIAT 25513,
httpsdkey.pem % PKCS#8 FEFUCEH L T 2 & 1,

Windows D&
openssl.bat ecparam -genkey -noout -rand filel —-name P-256 -out httpsdkey. pem

filel : FED7 7 1)L

UNIX O5&

openssl.sh ecparam —genkey —noout -rand filel:file2:file3:filed:fileb -name P-256 -out https
dkey. pem

filel, file2, file3, file4, file5: EBED 7 7 1)L

5.2.3 Web 44— /N\DOWHBROANEIR (openssl.bat pkcs8 v > RE i
(& openssl.sh pkcs8 OV > R) (FEMIBRIREES EFES)

openssl.bat pkcs8 2+ > F&7-1% openssl.sh pkcs8 2~ > RZEHAL T, Web ¥ —N\DOMEHDE
R E T,

(1) R

Windows DOE&

openssl.bat pkcs8 -topk8 -in AAIZ7 74 JL -out HA7 74 )L -nocrypt
UNIX OBE

openssl.sh pkcs8 -topk8 -in A7 74 JL —out HH7 74 JL -nocrypt

(2) ARTHK
s -in AT 7TIL

EHEIOWMBZET 7 A ILEZIBELE T,
s -out HAT7 7T
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TS OMBZHET 7 A L E2ETELE T,
* -nocrypt

TS OMZEHEEZES L LEE A
(3) {EFAA

PKCS#1 FE:XD Web ¥ — /N DFiZ # httpsdkey.pem %, PKCS#8 ez D Web ¥ —/NDFh% it
httpsdkey2.pem IZZ#L £7,

Windows D&
openssl.bat pkcs8 -topk8 -in httpsdkey.pem -out httpsdkey2.pem —nocrypt
UNIX OF&

openssl. sh pkcs8 -topk8 —in httpsdkey.pem —out httpsdkey2.pem -nocrypt

5.2.4 FHREHRITEK (CSR) DERL (openssl.batreq Iv> RF k(3
openssl.sh req A< > R)

openssl.bat req I¥ > K& 7213 openssl.sh req I~ > R&2{#H LT, EHSRITER (CSR) Z/ERKL
F¥9, CCTIEMLZCSR 774 V% CAICIRHLT, BEFEAHOMHABERTL L5 ET, CSR
\&, PKCS#10 ICEEM L 72BN CTIrER S NE T,

(1) ®xk
Windows O5&

openssl.bat req -new [-shal | -sha224 | -sha256 | -sha384 | -sha512) -key #7 7 4 )L -out CSR
72714

UNIX O5&

openssl.sh req -new [(-shal | -sha224 | -sha256 | -sha384 | -sha512) -key 7 7 {1 JL -out CSR
72714

(2) ARFVK

* [(-shal | -sha224 | -sha256 | -sha384 | -sha512]
CSRERFICERAT 2BEZ TNV T XL ZEBELE T,
-shal : shal WithRSAEncryption Zf#H L % 9,
-sha224 : sha224WithRSAEncryption Z{#H L £7
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-sha256 : sha256WithRSAEncryption #{#H L £ 7,
-sha384 : sha384WithRSAEncryption #{#H L £7,
-sha512 : sha512WithRSAEncryption Z{#H L £9

o key®BI7 7T
Web 4 —NOMBZB#EDOT7 7 A LEEBELE T,

e QUtCSR771IL
EE L7 CSR 2T 57 74/ VEFEELE T,

(3) fEAAI
AEFAEFITESK (CSR) httpsd.csr Z/ERk L £ 9

Windows Oi5&

openssl.bat req —new -shal -key httpsdkey.pem -out httpsd.csr
UNIX OF&

openssl.sh req -new -shal -key httpsdkey.pem -out httpsd.csr

httpsdkey.pem : &7 7 1 L

httpsd.csr : CSR 7 7 1 JL

5.2.5 EHAEFRITEK (CSR) MRBEXRT (openssl.batreq V> RFE

(& openssl.sh req 37> R)
AERBRTER (CSR) OWELRTLET.

(1) Fet
Windows Oi5&

openssl.bat req -in CSR7 7 1 JL -text
UNIX OF&

openssl.sh req —-in CSR7 7 1 JL -text

(2) ARSUR
e -inCSR771IL
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FRIBHCSR7I7ANEEBELET,
(3) fERSI
Windows D&
openssl.bat req —in httpsd.csr —text
UNIX D56
openssl.sh req —in httpsd.csr —text

httpsd.csr : &F/R9 5 CSR 77 1L

5.2.6 SIAZENOABTRTR (opensslbat X509 I7 > RFE (& openssl.sh
x509 a7 R)

HHEY 7 A LONBEEERRLET,

"--—-BEGIN CERTIFICATE-——-"%5, "----END CERTIFICATE-—"DiEE 7 7 1 LONEE T
LET,
(1) R

Windows D&
openssl.bat x509 -in SFBAZ 7 7 1 )L -text
UNIX OE&

openssl.sh x509 -in EEFEZE 7 7 1 JL -text

(2) ARTK

s -inEIRET 7T
KR DIAE T 7 AL EHELE T,

(3) fERB

Windows D&

openssl.bat x509 -in httpsd. pem -text
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UNIX Oi5&
openssl.sh x509 -in httpsd. pem -text

httpsd.pem : F/RT BIAEZE T 7 1 )L

5.2.7 EERENOFAZEIME (openssl.bat X509 37> RE7z[& openssl.sh
x509 a7 R)

AEAZOERZEB L E I, BEIDUTHERLET,

(1) X

Windows OE&

openssl.bat x509 -inform AAFR -outform HAFR -in AAT 74 -out HEAT7 74l

UNIX O5&

openssl.sh x509 -inform AN -outform HAFK -in AHT774I)L -out HAT7 7414

(2) ARFVE
« -inform ASIER
AN - {DER | PEM)
« -outform HAER
HHER : {DER | PEM}
c -inANT7T1IL
EHRIOEAEZE 7 7 A VA BELE T,
« -out AT 7T
BB OIHET 7 A VEEELE T,

5.2.8 Ny>al)>T70OER (UNIXKR) (openssl.sh x509 v > R)

AEHEOZEEF v I DD, EAEZFIT L7 CA OiEBEE % SSLCACertificateFile 7«4 L7 7«
7% 721% SSLCACertificatePath 7«4 L7 7« 7 THE L% 9, SSLCACertificatePath 74 L2771 7
I21E, FEBAERITITO CA OEHERZRA Y T ANy VaflR2FERLEZY YRy 7) 7 (v ia
V7)) LT L7 PURBELE Y. /Ny ¥ afHiX openssl.sh x509 2v > R TIER LT,
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SSLCACertificatePath 7«4 L7 7« 7Z2#EET 5 &, Web U —NNTOIHEOMRIIN Y ¥ 2fHZFHWL
THRBLLFETTEET, LNV -T, CADIEHENZWIEHEIE, SSLCACertificateFile 74 L7 T «
7 & D% SSLCACertificatePath 7«4 L7 7« 72HERLE T, 2B, Ny ¥ aBE—D0iHEEFIC—
THIZLENFHZHDT, Ny Z{ERRICE, BROMEHEMRELLZ 7 7 A IVIIEETE A

SSLCACertificatePath 7«4 L7 T4 7 THRET ANY 27 T4 LI NIRADOT VRY w7 7
AREFICIE, Ny T aBIC.0 2 FTABESHD FT, £/, SSLCACertificatePath 74 L7714 7T
HETSHT 1+ L7 ML, User, Group T4 L7 T4 T THEELLLI—FTTIVLATESL LI, T4
L7 M VICHAAHIER, ETHERZHREL TS0,

(1) &

openssl.sh x509 -noout -hash -in CAQEEERZ 7 7 1 JL

(2) #RFUK
e -inCAMDIIRE 7 71
Ny a) 7 EEERT A CADIFHE T 7 A L 2HEELE T,

(3) fERSA

Ny a2y IDT4 L7 M)BELOCADIERENSIRICRT T4 LI N, 774 NVLDBEOHIZRL
EJCEN

/opt/hitachi/httpsd/conf/ssl/cacerts : /Ny a2 ) oF74 Lo NV

/opt/hitachi/httpsd/conf/ssl/cacert/cacert.pem : CADZEEAE

cd /opt/hitachi/httpsd/conf/ssl/cacerts
Ln -s /opt/hitachi/httpsd/conf/ssl/cacert/cacert.pem °
openssl. sh x509 -noout -hash -in /opt/hitachi/httpsd/conf/ssl/cacert/cacert.pem .0

INIZ& o T, /opt/hitachi/httpsd/conf/ssl/cacert/cacert.pem IZDWTDONy 2 ) VT
xxxxxxxx.0 WER SN E 95

5.2.9 opensslbat 37> RB KV openssl.sh 7> RDOEERAH

openssl.bat 2+ > FB XU openssl.sh I~ > FOFERAFIZRLET, 2B, TOFTHEALTVS
Common Name 7z EI3ZEZEDOH DT,
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(1) TWBRBOIER (opensslbat 37> RZE7=(F openssl.sh 7> R)

(@) RSABESZFIRTZES
RSA S OMEREZERT H2H/BEOI~Y Y FOEAFIZRITRLET,

{EABI (Windows DIHH)

It openssl.bat genrsa -rand file -out httpsdkey.pem 1024
Generating RSA private key, 1024 bit long modulus
HHHttt

.............................. tHH++t

e is 65537 (0x10001)
#

EABI (UNIX DI5E)

# openssl.sh genrsa -rand file -out httpsdkey.pem 1024
Generating RSA private key, 1024 bit long modulus
............... ++++++

.............................. ++++++

e is 65537 (0x10001)
t

RSA B5 OWEROAS
RSA B 5 OMERONEZIRIZNLE T,

MIICXQIBAAKBgQCwFMAIeJw8 jhLyV3wog/0c js2KQCRCumwgRSCAaDuKGgj LCsY9
/7z4evgK91sKvSVBcNFP/CemK7e8GyorwMT1ChbJR7HD6D+LJ7ksr9zx L 7vrUohCu
C/EW2ut0ZSVe9X4chfQc4RLvmkemiMZuUKab5zP2k i 0L9Ug5u3VksS/hWGwIDAQAB
AoGBAJysCeY/svyqia86Ko4+StPD0J2/zsPU7mqUN4Qpunh6C901i TYXPER33gab
61UVOXV19bh0g9T0Z3CnVXxGRN206PnXWABE2M1g+yFnHSTmrF/noXYYLB8L57ZKP
+eEOH50txJC2E5wdDT INJE t fv2PxLkNQeOczgFkzeVJX/hqZAKEA33Ui TURMdi5r
iEL81741dQ00mX07Iek+U4B9rkZXxobxL6+G/Txsv+5/NI3ULjt/NGn6yIgCawJM
37igrigejwJBAMMSV5ZRLSsNOupa@c00rNQ79T+XwypUNAL jFEL/NgsbpLLT1emjW
y7DJw jd9WmuOMH LserDJONrFXHsYDJQ j LbUCQBVyVpJ35abKGcQAOeIOTfW73s Lyw
ANvmWPcGtALP8wi41tkuzZPsgruBFnBi1GSDjVfofAtXT+NnCx3FyJYuvP@CQQC9
egARS1J33FY+pfM+N LkYSPFFuFEZUOA/bfg8LegfautBhR5j LO5gUkLBSFAET04w
330mOKvTSgph/0b j xsD5AKA T A0 i ODpwLA77ffxs96K7uA9T6VEWrQGg1NSX6E Lm9
mPrrOtvGP+Qbz L2ujsr8V6qPIbRabzR28MBFNK+07iPd

(b) fERHRESZFATIBE
MRS OREREERT 2HAED IV Y FOERAFZRICRLET,

EABI (Windows DIHH)

It openssl.bat ecparam -genkey -noout -rand file —-name P-256 -out httpsdkey-tmp. pem
#
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EABI (UNIX DIHE)

#t openssl.sh ecparam -genkey -noout -rand file -name P-256 -out httpsdkey—tmp. pem

#

A E N E R e PKCS #8 FEUICEBRT 2 5/550 3~ 2 FOMERAFZ2IRITIRLE T,

{EAAF (Windows DIEE)

#f openssl.bat pkcs8 -topk8 —in httpsdkey-tmp. pem -out httpsdkey-ecc.pem -nocrypt
#

EABI (UNIX DFE)

# openssl.sh pkcs8 -topk8 -in httpsdkey-tmp. pem -out httpsdkey-ecc.pem -nocrypt
#

MBS S ORERONS
MR S ORERONE £ ISR LE T,

MIGHAgEAMBMGByYqGSM49AgEGCCqGSM49AWEHBGOwawIBAQQg5s6WedmSoxeX+rw3
5¢cYub8aXBI4YdczVkpW10kbTtdShRANCAAQXh6wO LoXxP2NZ2/wqvL5PZUEYyJB10
Z27c3zWVE9BTkx6sC46euFBrZ0habA+POWwcdsC4I jaY@9mT+rTeAmpgG

(2) EIBAEFHITERK (CSR) DERX (opensslbatreqdv> RFLF
openssl.sh req Av > R)

FFBREFITESR (CSR) Z{ERT AEA0 I~ ROFERFIZIRISRLET. 2 TIERR L7 CSR 7 7 A
L% CAICIRHELT, BEBEADIEHEZRITLTHOVET, &8, Web U= NOMBEEIERERIZ/N
AT — RZRELIEEIL, CSRAEMEBHIMZBRBEDISAT — ROANTERSHD ET,

RET HHEHEBLXUANAEILX, CSR ZRZHET 2 CA DIERITHE > T 2E W,

EABI (Windows DIHH)

#f openssl.bat req -new -shal -key httpsdkey.pem -out httpsd.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

J

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [AU]:JP

State or Province Name (full name) [Some-State]:Kanagawa

Locality Name (eg, city) []:Yokohama-shi

Organization Name (eg, company) [Internet Widgits Pty Ltd]:HITACHI
Organizational Unit Name (eg, section) []:WebSite

Common Name (e.g. server FQDN or YOUR name) [J]:www.hws.hitachi.co. jp
Email Address []:
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Please enter the following ’extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

#
EABI (UNIX DIHE)

#f openssl.sh req —new -shal -key httpsdkey.pem -out httpsd.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [AU]:JP

State or Province Name (full name) [Some-State]:Kanagawa

Locality Name (eg, city) []:Yokohama-shi

Organization Name (eg, company) [Internet Widgits Pty Ltd]:HITACHI
Organizational Unit Name (eg, section) []:WebSite

Common Name (e.g. server FQDN or YOUR name) []:www.hws.hitachi.co. jp
Email Address []:

Please enter the following ’extra’ attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

#

CSR ORZ3C
CSR DFERZIRITTRL 9

MIIBuzCCASQCAQAwezEeMBwWGATUEAxMVd3d3Lmh3cy50aXRhY2hpLmNvLmpwMRAw
DgYDVQQLEwdXZWJTaXR LMRAWDgYDVQQKEwdISVRBQOhJMRUWEWYDVQQHEwWXZb2tv
aGFtYS1zaGkxETAPBgNVBAgGTCE thbmFnYXdhMQswCQYDVQQGEwJKUDCBnzANBgkq
hkiGIwOBAQEFAAOB jQAwWgYKCaYEArZZyYumQcY8h4AppAz447HIR+Srzrt08eSzr
yZT8HYrDXz918XH6bMMah04M6u2YI9iVzepQU1uI0f8bCwkFageBWwVQmDweyJYf
1kY5X+20gFEYV8CTu7I+A70V LYHobpM/F LBkzUVWDY/fTob@ALYNF9eThFALOc6U
sJBZTSsCAWEAAaAAMAOGCSqGSIb3DOEBBQUAA4GBAE i g+yGSVblaOuljyrAei9r3
n5mXtEBKXzQRzOcy6N5BaEVO L9K0tUaTCal LsZmQdZ/6dZRSaE27xf/2UF3Ux LCC
0+qrG10iQgDebhuSsqBnGGghJB20PVUJh5S7YC6Ub6HRA0Zzq7H+DOqvsBC2COdA/
cCkp8UsRzIj LDW8SVBZ0

5. SSLICKBEREL BES1E
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T1LI57107

CDETIE, httpsd.conf 77 M NLBL7 7R O-LT 71 IICEERT DT LI T+
TIEDOVWTEHEALE T,
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6.1 F1LI77147—K

611 TosLI75717—E

HTTP Server 2819 57:D12, BRERFEVPDELZT A LI T4 7TIIMOEBYTY,

s RERBESDLELT AL IT 4T
User (UNIX hR)
Group (UNIX hi)

ServerName

o SSL Z2FHT AEBICESHICHRERAELRT A LI T 4T

SSLEngine On
SSLCertificateFile
SSLCertificateKeyFile

AT AT T PANICHEETESATA LI T4 T7TO—E2RORIINLET, B8, ROERBXIUOT 1 L

754 TOHHATIE, WOTESEZFHLTWET,
e U UNIXRZFICEZTA V2T 47
e W : Windows R FICE T4 LI T4 7

®6-1 T1LI7717-8&

REAS

httpsd.conf 7 7 1 LND 70 v 7 DEH

Y- NOEAM TR

6. TALIT1T

TaLITaT
<Directory>
<DirectoryMatch>
<Files>
<FilesMatch>
<IfModule>
<Limit>
<Location>
<LocationMatch>

<VirtualHost>

ServerName
Port
User U

BHEE

O o0/ 0o 0o 0o 00 00

X X

X
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REAS TFLITAT BEUEE
Group X
ServerAdmin X
ServerRoot X
ServerSignature X
Listen O
BindAddress X
LoadModule O
LoadFile O
Include O
ExtendedStatus X
ServerTokens X
CoreDumpDirectory () X
FileETag O
VT UV EEETH-DDERE UserDir O
DocumentRoot X
ErrorDocument O
Web 7578250 7 ZA MIOWTDERE (Alias) Alias O
AliasMatch O
Redirect O
RedirectMatch O
Web 79 7 HFAD L ARV AZDNWTDERE HWSNotModifiedResponseHeaders O
MIME # £ 712D\ T DEFH TypesConfig X
AddCharset O
AddDefaultCharset X
AddType O
ForceType X
HWSErrorDocumentMETACharset (W) X
AT ATV I—2 3 VIZDVWTDER LanguagePriority O
AddEncoding O
AddLanguage O

6. T1LITaT
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REAS TFLITAT EHIEE
DefaultLanguage X
CacheNegotiatedDocs X
MultiviewsMatch X
NY RFIZDOVTDERE AddHandler O
SetHandler X
Web ﬁ”/f@'ﬁﬁlét:")b\f@fé% ServerLimit “ X
StartServers (W) X
MinSpareServers () X
MaxSpareServers (L) X
MinSpareThreads () X
MaxSpareThreads () X
MaxClients (W) X
MaxRequestsPerChild () X
Timeout X
ListenBacklog X
ThreadsPerChild (W) X
ThreadsPerChild () X
HWSMaxQueueSize W x
HWSKeepStartServers (U X
RequestReadTimeout X
SendBufferSize X
ThreadLimit W X
ThreadLimit () X
KeepAlive DE# KeepAlive X
MaxKeepAliveRequests x
KeepAliveTimeout X
VIR bzHIRY 5EE LimitRequestBody X

6. T1LITaT
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RERNE TALIT1T EBEIEE
LimitRequestFields x
LimitRequestFieldsize X
LimitRequestLine X

CGl, REZHOERE ScriptAlias O
ScriptAliasMatch O
UseCanonicalName X
BrowserMatch O
BrowserMatchNoCase O
PassEnv O
SetEnv O
UnsetEnv O
SetEnvIf O
SetEnvIfNoCase O
Action O
Script O
ScriptinterpreterSource M X
HWSSetEnvIfIPv6 O

TALVIMIA VT I ADRTABDER DirectoryIndex X
Fancylndexing X
AddIconByEncoding O
AddIconByType O
AddlIcon O
Defaultlcon X
ReadmeName X
HeaderName X
IndexIgnore O
IndexOrderDefault X
AddAltByEncoding O
AddAltByType O
AddAlt O

6. T1LIT1T
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RERNE TALIT1T EBEIEE
AddDescription O
IndexOptions O

Web % —=NADO7 7t XZHIHT 5EE AccessFileName X
AllowEncodedSlashes x
AllowOverride X
AuthName X
AuthType X
AuthGroupFile X
AuthUserFile X
AuthAuthoritative x
Require O
Options X
Order X
Allow from O
Deny from O
Satisfy X
TraceEnable X
IdentityCheck (&) X

SSLIC & B ISt L URRIEDER SSLRequireSSL X
SSLEngine X
SSLCertificateFile x %2
SSLCertificateKeyFile X %2
SSLCACertificatePath (1) X
SSLCACertificateFile X
SSLVerifyClient X
SSLVerifyDepth X
SSLCipherSuite x ¥1
SSLOptions O
SSLBanCipher O
SSLProtocol X

6. T1LITaT
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RERNE TALIT1T EBEIEE
SSLCARevocationFile X
SSLCARevocationCheck X
Web ¥ —NZERFBREICEDE TEEAA MIRELER | ServerAlias O
ServerPath X
A A=V T T 74 NICODVTDESR ImapDefault X
ImapBase X
ImapMenu X
HWSImapMenuCharset X
BT 507 DER HostnameLookups X
ErrorLog X
LogLevel X
LogFormat O
HWSWebSocketLog X
CustomLog O
TransferLog O
PidFile X
ScriptLog X
ScriptLogBuffer X
ScriptLogLength X
HWSLogSSLVerbose X
HWSLogTimeVerbose x
HWSRequestLog X
HWSRequestLogType X
HWSSuppressModuleTrace O
HWSErrorLogClientAddr X
FELS 5 b L—RADEFH HWSTraceldFile X
HWSTraceLogFile X
HWSPrfld X
IN=ZTUF VIOV TDER ProxyPass O
ProxyPassReverse O
ProxyVia x

6. T1LIT1T
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(1

&

K
[l

REHIEMEEICOVWTOES

NY T HNAY A AHEEEICDOVWTDERE

BHIRER EMEEIC O W T DESR

HEEIEICOWTOES

(AL
O:fBETE %,
X EETER,

X

BICEERDP 2 WAED, 77/LRET4 L7 NIRZEDLER OSAERME) TEEdTEET,

X

TALIT1T
ProxyErrorOverride
ProxyPreserveHost
HWSProxyPassReverseCookie
QOSCookieDomain
QOSCookieExpires
QOSCookieName
QOSCookieSecure
QOSCookieServers
QOSRedirect
QOSRejectionServers
QOSResponse
Header
RequestHeader
ExpiresActive
ExpiresBy Type
ExpiresDefault
HWSGracefulStopLog

HWSGracefulStopTimeout

BHEE

TLSv1.3 A® SSLCipherSuite & TLSv1.2 BI#iTA® SSLCipherSuite &, #NEN—>F DIEETEE T,

EX2

RSA BESF @ SSLCertificateFile & M gi#REE S SSLCertificateFile 1X, #NFN—D2F DIEETEE I,
RSA B55H @ SSLCertificateKeyFile & &M #i#REE 5 H D SSLCertificateKeyFile i&, ZhZFN—D2>F DIEETEZ LT,

6.1.2 T« L7757« 7 OisE8

(1) IERKER

TALVIZT 4 7TOREIHHATEAERBRZIRKIIRLET,

6. TALITAT
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F6-2 1ERKIR

S

{m,n}

3241

(375
(F51)

3%

t&aE

FED 1 XF.

ERID 1 XFD 0 EL ED#RVIERL,
=8

B 1 XF0 1AL EOEVIEL,

BERID 1 XFEDH B D70
BREOXEID,
ERORHIE (A +?[¥10() @1
XFo 12720, ¥2RTIHEIIH,
fTORBEICHEET 5,
TORRBICEET 5.
ERIOERFRHO m EOEDIEL,

ERTOERFIRO m L EORDE L.

ERIOIERFIRO m @A EnELLTO
OB L,

XEFNCHBEED 1 XF*,

XFEIN TR NMERD 1 XXF

XFEFNE TN =TT B,

=Rl

a...C

ab*cd*

ab*c+

abbbc?

albcld

a{3,5}

[abc]* % 7z i [a-c]*

("0-9]

(ab)+

aa(xx|yy)bb

RD 3 XFE, [XEIATHFRZERZFES LT,
« NI[OWITHEBELT, XFFNEENLTVWHDERTIZOICHNETD,
o I XFHOEmBERT IZOICHVET,
o - HFZEETALOICHNET,

7z,

INORHRXFDOHIDO¥IIEBSINE T,

ERMIDFR

aDHEIEERED 3XFEE c o
abcdc I3EET 5,

ac, abbbbc, abbbbcd IZEET %,

abbbc IZEE&T %, abbb IX#E& L%k
W,

abbbc, abbb I3EET 5,
a, bc x/zld do
LHERT B

| XFO¥EHEET 5o
abcde I3EHT 2o

aaabc IZHEAT %o

aaaaa WHEET B,

aaa, aaaa @S9 %, aa ld@E L
AR

aaa, aaaa, aaaaa MHEET b, aa,
aaaaaa lIEE L7\,

aaa, bbb, ccc, cha, aablZ#E&T
éo

HFDOND 1 FIEET .

ababab 2NEAY 5. ababb IXE&L
A RIS

aaxxbb, aayybb #EET 2.

(XN TRAZERZR ONF2REONFE L TIEET AI121E, ROLIICLET, &b, ] -
¥ DAL ORIIRXFIE, BEOXTFE L THRbNET,

.« A CEBIOKBELSNTHEE L E T, (BI) [abryz)
o ] XFHIOKBEIHELE T, (B) Jabxy]
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o - I ERBRICIEELE T, () [abxy-]
« ¥I¥RFEIRELE T, (fl) [¥¥abxy]

(2) TaLIT7FT1T7ICIBETD/VAEHR

T4 LM, T7ANBERINNALEZIBETATA LI T4 TOEE, T4 L7274 TORBEICE-
T, EETCZXANABHRILAELD FT,

INZADFEFEICIE, ROBOPHVET, T4 L I7T 4 TONAERIE, T4V 7T+ 7 TCHELE T,

o MR ZALAPEETE WV (Windows DB E, RIA TEZZ2 T 7EEDMHEX/SAICEEND),
o ServerRoot T4 L 75 14 TOIEEMD & O SATIEETX 5 (72721, ServerRoot ¥4 L 75«
T OIREDS NN,

/o, RABHRICAY PT =T EOTA LI MR T 7 A VRIBET A L3I TEEEA XY bT—7
EHERALIET7ANIATLALEDT A L7 PR T 7AIVZIEET HI LB TEEEA,

(3) X MMT
AT 4777 AVH, [TORAICHEMTSE, TAY MRV ET, 12720, T4 LI T4 7 %48
ELIHEITHEPSIRFHDLFIN AR L TH, #LEZIX Y PELTHRWERA, IXA Y MTZIEET
2Dl 2 RITRLUE T,
IEUL WL

#Deny from all

HMTIEIX Y MTELTRDODNET,
BTl

Deny from all  ficomment

#comment 7« L7 T« JTHEMBE L THRbhET, IX MELTERbNE A

(4) IPv6 7 KL AZISET & =R

F4 LT 4 TICIPv6 7 RLARERT 2BEE, [[[Pv6 7 RLR]] OXHIZIPv6 7 RLA%[ T
FATIEELTLZE W, /7, TALZ T4 7ICIPV6 7 RLAER— v EBSZHET A AL, [[IPv6
7 RLUALAR—IES] OXSICIPv6 7 FL A% | TH&A, [1] OBAICR— I EESR2IETLET,

12720, WDT 4 LT 4 7ICIPv6 7 RLAZERT 5581, IPv6 7 NLAZ[ [THEZRWTHERE
LT 2SN,

« Allow from 74 L7 T4 7

* Deny from 7«4 L7 T4 7

o HWSSetEnvIfIPv6 74 L7 T 1 7

6. T1LIT1T
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IPv6 7 RLRAZIEET A5EE, 7u0—NLI=ZF+ AT FLAZEEL TS,

6.1.3 T« L7751 7 DOsHARR
CDIETIE, [6.2 T L2774« 705 TEEITAHEHICOWT, FENPUNELHIFEZHBLEI,

1) T«LI757147%
FAVIT A TRZ2EHLTCVWET, 72, BT A LI T4 TOEEERZROELETHHAL TV T,

S '3

(] () ADEHEZEBTE X,
(Bl) A (B] [C]l o&&, RO4BODIBENTEET,
A
AB
AB,C
AC

e

oun

{} { } RoEN»P—DZBATIEELET,

#) A {(BI.Cl 0&&, RO2BODIEENTEET,
AB
AC

I BIEORYDERLTVLET,

_ (T¥EF=F1) HEOEERBE LI EEIL, YATLAPRET HEEELTVLET,
COEBDERNIMNET 2HEEZBVRLIEETE XTI,

~ COESOERNNMET 2HE % COEFLEOERANCHE->T, BT HIEE2RLET,

(G HEHOEEZEB LI EEIL, YATLAPRET AEEZELTNET,

() EETCEAECHMEZRLTVET,

(2) [ECiRTEBIEFT] ICTDWVWT

T4 LIT 4 TICEL->TE, R TEXAERPFRESINTVWEH085HVET, [6.2 T4 LT7T4TD
] TIX, BTA VYT TOERTELBEFRERO LD 2R TERLET,

SR TE BI5FT 7B

httpsd.conf VirtualHost 7@ v 7, Directory 7't v 7 B4t ® httpsd.conf 7 7 1 L
<VirtualHost> httpsd.conf 7 7 A JL® VirtualHost 7' &1 v 7

<Directory> httpsd.conf 7 7 £ JL® Directory 7 v 2, Location 71w 7, Files 71w &
.htaccess AccessFileName 7«4 L2757+ 7 TCHRE LT 7 Aa»y ra— L7 74

6. TALITAT
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Elull:l

SR TE DIBA B3

<Location> httpsd.conf 7 7 4 JL® Location 7d v &7

Tz, TALIZT 4 TIIRITRTBICSIBENE T,

1. VirtualHost 7@ » 27, Directory 7 & v 7 B4#+® httpsd.conf 7 7 1 )L
2. httpsd.conf 7 7 £ JL® VirtualHost 71 v 27

3. httpsd.conf 7 7« JL® Directory 71 v 7
4.77tAarra—L7 74

5. httpsd.conf 7 7 1 L@ Files 7a v 7

6. httpsd.conf 7 7 A L ® Location 71 v 27

Directory 70 v 7 ® AllowOverride 7«4 L7 7« 7OEFH (LFBZFHFAILNL) IK&-T, 771X
YRA—=LT7FANLVTEELTCVDT A LI T4 T2ENETENCTZET,

3) [EEB=FHT] (DWW T

AllowOverride T4 L2774 7T LEEZX 2T 2BE50H AL NLVEERELET. ETALIT4TD
EEEFFILAAVE, &7 4L 7 T4 7THRIALE T, FFAILNUVISERD D £9. #8fllE, AllowOverride
TALI T4 TR2SBLTLLES 0, &8, 71 L7 T 1 7O#HBET.htaccess PEETE, hHOLEEX
FFR[ L ANLDEIR A 72 WA, BRI ALICED £9,

6. T1LIT1T
Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 164




6.2 Ta1 L7717 DM

6.2.1 <CTWXDT1LI75717

Tay IEEDT 4 LI T 4 T2 RBIEIRLET,

1. <Directory>7« L7 7« 7, <DirectoryMatch>7« L2757« 7, 77%A3a> ra—=L774)L
2.<Files>T« L7 7« 7, <FilesMatch>7« L7541 7
3.<Location>T« L2751 7

(1) <Directory 7oL 7 hJ$>+ « « </Directory>

(@) AE

BEDT A LZ MK LTTA VI T4 7T2EEITAHBEIHEELET. TosLTMNIRICTA LI B
VEZEEL, ZOT4 L7 M)EYTTo LI NIRTCENET A VT4 T2ERTATuy /%
BETEET,

T4 L7 PR, BN ATIEEL TS,
(b) ECHRTEBIEFR

httpsd.conf, <VirtualHost>

(o HEEH

{Directory />
Options None
AllowOverride None
<{/Directory)

Bdro~

<Directory "<Application Server®4A4 YA h—JLF 1 L% Kk >/httpsd/htdocs”> ---5.

Options Indexes -6.
AllowOverride None -7,
Order allow, deny ---8.
Allow from all -9,
</Directory> .10,

LV—=FT4 L7 MY DES

2. HEREIZ T T ERD

3.INTCH LB

4. EFAEDD

5. <Application Server ® > A b =)L 7« L'~ bV >/httpsd/htdocs T« L' 7 NV DEH
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6.74 L7 MIA VT U AFIRA

7.9 XRCOLFXEL

8. Allow T« L7 T 1 7DIEE% Deny T« L' 7 T « 7 DIEE & D LI FH
0. T RTCDKANPEDT VL A% A

10. EFKHED D

(2) <DirectoryMatch IEMFRE> - - - </DirectoryMatch>

(@ AT

FEREHTERUISEEZTHE T T A LZ M) LTTA LI T4 T2ERTAEBICEELET, T«
L7 MIZREREFRTIEEL, FOTA L7 NI ETTTF4 L7 M) RFICE T LI T4 T2E
BIHTUY IVEEETEET,

ERFIROT o LT MURIE, RS ZTIEEL TS0,

(b) ECIRTEBIHFR

httpsd.conf, <VirtualHost>

(3) <Files 771> - - </Files>

(@ W&

BEDTZ 7 AN LTT A LI T4 7T2EETHAHEIHEELET. 77TLRBICT7T 7 AIILEZEIEEL,
FOTF7ANERTICEN T A VI T4 T 2ERIT A7y IV EETETET,

(b) ECRTEBEHh

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(4) <FilesMatch IERFER> - - - </FilesMatch>

(@ B

FREFEHECER LM 2T T 7 AN L TCT A LI T4 TR2ERETHAERICEELETT, 771
WEZZERBIRTIEEL, FOT7ANEFICED 2T AV IT 4 T2EHET AT Uy IV EIBETZET,

(b) ECIRTEBIHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

6. T1LIT1T
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(5) <lfModule ) EZa—-)IE>- - - </IfModule>

(@ W'

BELILEEY2—UDPHAATNTWVEEE, JUYyIJHNTIEE LT A LI T4 THEMICZDET,
FDV 2 IVZOFNIN 2T EEX, BELAEY 2 HARAENTWEVWEE, Tuy V7HTEE
LT A LI T4 TWEMIHDET, 70y JHNTIRERRZT A LT 14 7ICHIRIEIHDEE A
(b) ECRTEDIGAN

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
6) <Limit XYy RZ AVYYRFZ -] >- « «</Limit>

(@) AB

BEOHTTP u hauXyy REZFICENZ, T7RAFHOT A LI T4 T2 ERT HIEHICIEEL
F9. AVY RRISERIEETEZT,

IBETEDAYYRE :GET, POST, PUT, DELETE, CONNECT, OPTIONS
(HEAD IZ GET IZ&ENTWVWET)

JOvIARICEETERTALIT17:

* Allow from

* Deny from

e AuthName

* AuthType

» AuthUserFile

» AuthGroupFile

e Order

» Require

« Satisty

(b) ECIRTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess
() #ExEH

<{Directory />
<Limit PUT DELETE)>
Order deny, al low -2,

—_
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Deny from all
Allow from .your domain.com
</Limit)
<{/Directory>

S

1.PUT B&X U DELETE XV v FIINT HEH

2.Deny 7T« L7 T4 JOIEE%R, Allow T4 L7 T« 7OIEE & U &I FH
3.IRTCOFRAMDPSD PUT BXKUV DELETE XV v RIZKB7 7 & AIEAT

4. your_domain.com #*5® PUT B&X U DELETE XV v FIZ & 57 7 X & FHH]
5. EHRKDY

(7) <Location URL> - - - </Location>

(@) AT

RED URL TRIHAANDY VLA MIOWT, TALIT 1 TEERTHHEIHEELE T, 721,

URL 12, 2L (RWEbEXEY]) IEETEEE A

(b) EINTEDIEF

httpsd.conf, <VirtualHost>

(o) #EEH

<{Location /server-status)
SetHandler server-status
Order deny, allow
Deny from all
Allow from .your domain.com
<{/Location>

SO~

1. URL /server-status O E#

2.2074 L7 bYDY 7T A M server-status N> R 7 ICBEEDT %
3.Deny T4 L7 T« 7DIEE%R Allow T« L7 T 1+ TOEE K D b S5
4. §NRTDKRRAIDPEDT 7 & AIARTA]
5..your_domain.com 25 D7 7+ X % §FA]

6. EFAED D

(8) <LocationMatch IEFFRIE> - - - </LocationMatch>

(@ &

FERFBHRTCHER LM ZTE-T URLADY VT AMIDWTTA LI T4 T2ERT HEHICEEL

F9, 72721, URLIZ, ?LIE (BWADLEXFEY]) JEETE A,

6. TALITAT

Cosminexus V11 74— 3>t —/\ Cosminexus HTTP Server

168



(b) ECRTEBiHFR
httpsd.conf, <VirtualHost>

(9) <VirtualHost {RAKNZ| IP7RL R (R—IES)} UKAARMR]
P7RLX R—KES) ) > - - </VirtualHost>

(@) AT

RAMZFERRZIPT7RLARA (R—FbEE] TRIFAMDYITIZANMIODWTTA LI T4 T2EHE
T AIGEICTEELE T,

7B, IPV6 7 RLAICAIG LA A MZBIBETEE T, IPT7 RLRICIPV6 7 RLAZIEET 254
X, IPv6 7 RLA%Z[ JTHATLEE D,

IP7 RLARIZK, IRTOIPT7RLARKKTYFIE*PIEETEET,
P—=NZICEIIN=F ¥ LR A MDFEICIE, IPT7 RLUAZHERMICIEEL T EE 0,
(b) ECHRTEBIEM

httpsd.conf

() EEHI

VirtualHost 172.17.40.30:80>

<NVirtualHostd
VirtualHost [2001::123:4567:89ab:cdef]:80>

NVirtualHost>

6.2.2 ATHBERTALIT1T

(1) AccessFileName 7714l (771)l%z )

~ {.htaccess)

(@) AT

TR RAEHOT 4 LT 4 ToEELTWA 774 (P72 RAa>ba—JL77A4)) OT7AIL%
ZEHELZFT T, AllowOverride T« L7 T« 7 THA SN TV, I>TF VYY) IIT A NFICERID
Tr7ANESZRBLTY 7 AHIRSF vy 7 3NET,
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(b) ECRTEBiHFR
httpsd.conf, <VirtualHost>

() #EEH

AccessFileName . htaccess

TR AaArybua—)L7r7AILDT 7AILZlL, .htaccess

(2) AllowEncodedSlashes {On | Off}

(@) AT

RSN ALFEDFEET S URL OFEHZFFR T AP EIPZRELE T, A LEWERIE, 7

A7 Y MIAT—4%A32— K 404 Not Found ZJ5& L £9 ., fFE{bS N/ SAFIE, Windows it
DBZEIT%2F E%5C, UNIX DB EIFZ%2F #HE L9, %2F 13/ (RFva), B5CIF¥ (Nv T X
Swa) IKEYLET,

On: LS NINNAXFEHF LET,
Off : LS NI AXFZHAILE A,
(b) ECHRTEBIEFR

httpsd.conf, <VirtualHost>

(o FEEH

Al lowEncodedSlashes On

(3) Action IMIME9YA | N\>R3} CGIRTZUTSRNE

(@ AE

MIME ¥ 7& 723N Y RTITHRELZI VT VYN Web 7975 VI X M Shiz & &, ETS
¥22A7V b2 CCILRAZY FMETHIELE T, CGL A7 Y 741, URL THEELET. ZDT
VU T4 TEREHIEET 258, AL MIME ¥ 1 7108745 CGI A7 U 7 MIEETE EH A

(b) ECIRTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LEEFFT

FileInfo L \)L
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(d) EEBH|

Action image/gif /cgi-bin/images. cgi

(4) AddAlt "XF5I" #aRF  GhiRF )

(@ S

T4 L7 M)A T AFRREIC, EFICEE L7 7 AV EEED T TXFEI 2T RT 2EEICERE
LET, —DDOXFINN L TEROILETFPEETEE T, TFAME—FDO Web 757D LI
TAIAVERATELVWRIET, 774 VOBEAFZRTAEE2EICHHTEEI,

MRFICIEETCEA2bDZRIINLE T,

o 77 A IILEF
s JANLRH—REEZDT7 7 A INVIEFE/ZET7 71 LE
s 77 A%

CDT4VIT 4 7T 2EHIEET 258, FUINRTFICEZLZXFIIZRETEZ A,

(b) ECIRTEBIHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(© LEES=EFT
Indexes L\
(d) 1EEH

AddAlt "HTML” htm html

WEEFA htm £7-1 3 html O 7 7 A4 LDEE, XFEV'"HTML"2FRLUET,

(5) AddAltByEncoding "XX=31I" MIMET>3d—5«>7 (MIME I~
A=7T1>7 )

(@) AT

TALI M)A VT IAFRERIL, TAAVPFRRTELRVWERET, MIME L -7+ 2 (x-compress
728) LEEDSTXFEIARRT AHEEIHEELE T, —DOXFFNIX L THEEHO MIME £ > 01—
TAYIPRETEET, CDT 1 LT« T2EHIEET 5456, FU MIME &1 FICR% 5 XF53
HETEZE A
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(b) ECRTEBiHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LEE=FHT
Indexes L \)L
(d) 1EEH

AddAltByEncoding “gzip” x-gzip

6) AddAltByType "X=F5I" MIMESAF [MIMESAF --)

(@ RWE

T4 LT MNIA VT IAFREEIC, TAAVDPERRTELRWVWEET, MIME ¥4 7 (text/html 72 &) &
BES I TR AEERT AESIEELET, —OOXFEHIIH L TERD MIME ¥ 14 7 8E T
To CDT A VLT T4 T2EHIEET AEE, FIC MIME ¥ A FICEL 2 NEFIIBEETE I A

(b) ECHRTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
() LEEEFO

Indexes L X)L

(d) #FEEBHI

AddAltByType "plain text” text/plain

(7) AddCharset X=Ftwv b #sRF UOhEREF )

(@) B

7 7 A IERFISNT 5 FEy hEIEEL T, XFL v ME Content-Type ~ v ¥ charset=D1&
ELTRHRESNET. 77472 MIRHLTXFLy 2RI SHFIHERALET. 20T LT«
TEERIEET 558, FICIRFICEL A2 FINIIBETE LA, IBET HILETIE, AddType 7«
L2 T4 7% 713 TypesConfig T4 L7 T« TTHRE L7 74 VLT, MIME ¥ A TOEE DT HIAE
T9,

(b) EIRTEBIEFR

httpsd.conf, <VirtualHost>, <directory>, .htaccess
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() &=
FileInfo L X)L
(d) EEH

AddCharset EUC-JP .euc
AddCharset IS0-2022-JP .jis
AddCharset SHIFT JIS .sjis

(8) AddDefaultCharset (On| Off | ¥=t v )

(@) AH

77 A MERTFICRNT A2XFEELY bOFT7 4L MEZIEE L F 9. AddCharset 7«4 L7 T 1 TORIEIC
95T 7 4+ MEEZ D E9, Content-Type #° text/plain, text/html DIBEDT 7 + )L b & L TR
EINET,

On: 77 sXFty & LTISO-8859-1 28 ELE T,
Off i XFt v h2EELEH A,
NFEEY N EBEL-XFEEY F2TFT 740 XFEy bELET,

(b) ECIRTEBIEF

httpsd.conf, <VirtualHost>, <directory>, .htaccess

() &=
FileInfo L X)L
(d) EEH

AddDefaultCharset 1S0-2022-JP

(9) AddDescription "NXFH" T77IINEB (Tr7TLE )

(@ AB

T4 L7 M)A VT ABERREIL, 77 A NVETEELLZ 7 7 A VLR, T4V RAH—FREREL7 7
ANBEINISAERGE LOFTLEE T 7 A VR LT, SHEXE LTXEYE2FRT ABEIEELE
o BB, 77ANVRBICATY Y2 TRDOAXFINEEE LGS, "IN TAIL RH—RIEELR
BICRZINE T,

T7AINBIIBETEALDERISRLET,
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7 7 A WALEF
TANRA—FREREDOT7 71 ILE
s 77 A%

DT 4 VIT 4 TREHIBETHEE, BILT7 7 AINVEBICELAZLEVIIIBETE T A,

(b) ECIRTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
(0 LEEFT

Indexes L X)L

d) #FEEH

AddDescription "The planet Mars” /web/pics/mars.gif

(10) AddEncoding HEfEFEX ILERF

(@ AE

Web #—=N\HOEHET —4 % Web 7T HFICRRS 5 & SITABELIGRT & EEEROBE DT 215
ELET. Web 7T UHITEMRT 7 1 LOERDIFEH & LT Content-Encoding ~v % Web H—/\
P HEETHHEBEIHELE T ZOANY Y EFALERIE, Web 77 7V HRIOEREICKEFELE T,
DT 4 VLI T 4 TEEFIEET 556, FECHRFICRLSERERIZIBEE TS EEA.

(b) ECIRTEBIEM

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LE=FT

FileInfo L X)L

(d) #HEEB

AddEncoding x-compress Z WERFHLD 7 7 1 LD EFER R Ex-compress
AddEncoding x-gzip gz WEEF N9z 7 7 4 LD EEF R I x-9zip

(11) AddHandler N\>R3>% EF GisRF )

(@ AN\
N RITUETEHT7 7 A4 WILRF RS TT25EICERELE T,
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HETZEANY RIZZRITRLET . COT 1 LI T4 TEERIEET 556, FUCHERFICEL SN
YRIBRBEETE LA

cgi-script : CGI 227 V) 7 b OFEfT

imap-file : 4 X =Y~ v

server-status : A5 —#% ADFER

(b) EBRTE BB

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
(0 B

FileInfo L ~\)b

(d) #FEEH

AddHandler cgi-script .cgi YRR F. cgildcgi-script/AN> RS
AddHand ler imap-file map HiER FmapiLimap-file/NY RS

(12) Addicon {(3Z=%l, URL) | URL #EF OisEF )

(@ e

WERTFLRECTA VI M)A YT IRADT A A2 2T TERT HBEICEEL LT, CFFCIEHE
BRRVTEWV Web 77V FDBEICERT A XFE2EELET. URLICTA I VOEET 71 )LD
URL Zf8E L9, BHRAMADEIET 7 1 L21EET 5HE, URLO lThttp 1 //IP 7 FL A | I3E
T&E9. %B, URLD [http: //IP 7 FLA] 2EBLEWTIPV6 7 FLAZIEET 585G, IPvo
7 RLA%[ JCHATLZE W,

MERFELTIRETEAbDZRIINLE T,

o 77 A NILEF
e JAILRH—REEZDT 7 A INIEEFEZET7 71 LE
s 77 A%

IEBEF & U CAMDIRECTORYMZEI T 5 &, T4 LZ PVICHT AT A IV R2RETCEET, 77,
AMBLANKICONMEIEET B E, TALZ M)A VT AEZFZRLUEBED, FBRHNEDANY YDA >~
T NREDLERZODTA IV EHRETETET,

COF4 VI T4 TREEIRET 258, FURETICRA5XFAR URL KIFETE £ A,

(b) ECINTEBIHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
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() LEE=Erol

Indexes L' X)L

d) #FEEH

AddIcon /icons/tar.gif .tar
JLERTAStar DBFEDOT A IV ER

AddIcon /icons/layout.gif .html .shtml .htm .pdf
LR 2% html, .shtml, .htm, .pdf DH\BEDOT7 A I U ERH
AddIcon /icons/text.gif .txt

IRFPIXt OBEDOT A IV ER

AddIcon /icons/back.gif ..

HTA4LIZMNIOTA I VESR

AddIcon /icons/hand. right.gif README
README 7 7 A VD7 A 3V ESH

AddIcon /icons/folder.gif “~"DIRECTORY""

T4 L7 MIDOBEDOTA I VER

AddIcon /icons/blank,gif ~“BLANKICON™"

TAVI NI YT IRADNY DAL VT2 VT4V ER
AddIcon http://[2001::123:4567:89%ab:cdef]/icons/text.gif . txt

IPv6 7 RV AZIEET 5BEDT A IV EHR

(13) AddiconByEncoding {(3Z=5l, URL) | URL} MIME T>3—5F
>7 MIMEXI>Od-F1>7 -]

(@ e

T4 VLT M)A VT ADEEFREOTA 2% MIME T 3—F ¢ 7 EWM I TT TERRT AEEIC
BELE T, XFHNIXEGEFERDTE2 W Web 75 OBEICERT AXFERZIEELE T, URLIC
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TAIAOERET7 7 A)LD URLZIEELEF T, BAA NOEGT 7 A IILVEIEET 555, URLD
http : //IP 7 RLA] 3EBBTEET, %B, URLD [http: //IP 7 RLA| 2EEL%EWTIPV6 7
RUAZIBETHEEIE, [Pv6 7 RLAZ[ JTHATLIZE W,

DT VLI T 4 TEEBISEET 254, BU MIME ¥ A FICE2 5XFF° URLIZIEETZ A,

(b) ECIRTEBiHFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LEES=ET
Indexes L \)L
(d) 1EEH

AddIconByEncoding (CMP, /icons/compressed.gif) x-compress x-gzip

MIME T > a—7« > 2 x-compress B & U x-gzip DIFAHD T A IV ESH

(14) AddiconByType {(3Z=25l, URL) | URL}L MIME 97 (MIME
9147 )

(@) AE

T4 L7 M)A VT ADBIEERREDOT A 2% MIME ¥ 4 7Lt TRRT IEEICHEELE
9o HEFRRPTE LW Web 79 VT DBFIIRRT 5 XFIRIXFHNTHEETE £d. /2, URL TH
NI AHTAAVOEIGT 7 A VEZOBMZEETEE 9, 4B, URLD fhttp: //IP 7 FL A =&BEL
ZWTIPVEe 7 FLAZTEET 2H/A1E, IPv6 7 RV A% JTHATLEZS W,

DT 4 VIT 1 THEBIBET 55HE, RICMIME ¥4 FICRL27 7 A VRABEECEE LA

(b) ECINTEBIHFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(o LEE=FT

Indexes L X)L

(d) #HEEB

AddIconByType (TXT, /icons/text.gif) text/x

MIME ¥ 4 7 text/*OBEDOT A IV EH
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AddIconByType (IMG, /icons/image2.gif) image/*
MIME % 4 7 image/*OHBEDOT A 1V ERH
AddIconByType (SND, /icons/sound2.gif) audio/*
MIME % 4 7 audio/*DIFED T A IV EFE
AddIconByType (VID, /icons/movie.gif) video/x

MIME # 4 7 video/*DIFED T A 2V EH
(15) AddLanguage EF8EI—R HLRF

(@) AT

RF*axY hCHEATZEEAEELE . 582 — Fid Content-Language L AR Y ANy FIZEES
NET. COTALIT 4 TZ2BETHE, Web 7T HDOERERETCSEI— FOBELIEN (Accept-
Language Ny %) M) I X MIRESNTVEEE, WebH—N\D56RXET 53T Y %ERT

53TV MR IYI—a W TEET, SiBI— NIE Web 77T HDPEET 5Ny FERITIKEFEL
I BEAMICIE, [SO639 ICERSNTVAEREI- N> THEELE T, B, IVT Y hATY
I—2ayEEMITH-0I2E, Options 7«4 L7 7+ 7T MultiViews + 7> 3 V2 8E L2 T L
BOERA COT 4 VIT 4 TEERIEET 258, ACIERFICELLEEI-NIBEETEEEA

(b) ECINTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LEEEFFT

FileInfo L X)L

d) #FEEH

AddLanguage ja . ja HAEE
AddLanguage en .en KEE
AddLanguage fr .fr 7oV AEE
AddLanguage de .de KA Y5E
AddLanguage da .da FUR—YEE
AddLanguage el .el 1) vEE
AddLanguage it .it 145 )7&E
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(16) AddType MIME 947 #iRF OhaRF
(@ W&

TypesConfig 74 L7 7 4 7 TIE L7 7 A VICKREERD I > T Y OIEETF & MIME ¥ 1 7% B85E
DIF-VEARICHEELET. COT 1 LT+ 7EBERIBET 5546, RCIEETFICELRS MIME 41 7

BIEETEEE A

(b) ECRTEBEG

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(c) &=

FileInfo L X)L

(d) FEEH

AddType text/html .shtml

MIME % 1 7 text/html] &$K5EF.shtml ZEED T £ 9,

(17) Alias URL FasLZ7KU%
(@ B

Web 7595 7T A FENHED URL Z2RIZICB I 2EEICEELE T, 2727L, URL
121Z, LU (RWEbELEY]) 2IEETCEEHA. URL TEESNZ-TALZ M) %, 4oL 7MY

GTHEELETA L7 MJICEBEHZ T, Web 797 HICERLET,
ROT 4+ LI T« THREMBEEET S URL IZFEETEZ A,

* ProxyPass ®/S 24
s VAL IYERT 7 A )LOD JkMount ® URL /% —

Bz, RMOEDIEEIITEE YA

Alias /aaa/bbb/ C:/alias/
ProxyPass /aaa/ http://aaa.example.com/

T4 L7 bR, RN ATIEELTLZS W,

(b) EIRTEBIEFR

httpsd.conf, <VirtualHost>

6. TALITAT

Cosminexus V11 74— 3>t —/\ Cosminexus HTTP Server

179



() 1HEEH

Alias /icons/ "<Application ServerA4 XA N—J)LFT 4 L % MY>/httpsd/icons/”

/icons/ % <Application Server ® > A b —)L7 ¢ L' h Y >/httpsd/icons/ICBEEZ#Z £7,

(18) AliasMatch IEFAFRIR #F/VX

(@ W&y

Web 75797560 7 TAMSN7z URL ZRIZICEZSMZ SBEICIEELE T, /2721, URLICIE, ?
Dk (BWabeEXFsl) 2fEETE £ A

ERFR TR L 722729 URL 5 Web 757D 5 VT A NENLES, EEELLZF/SADO
YTV Web 7o UHICERRLET, ERERHTHEIN () 2FHL T LV—FELTWAER, 0
1 BHON—TORBICT Y F LIXFH%E, $FiSAT S #FEHLTSBTEEI, ilid1»»59F
TOHFHIEELET,

ROT 4 LIT 4 THEEMEERT HERRRIIEETEEEA,

 ProxyPass ®/8 24
« UL LIHERET 74 )LD JkMount ® URL /% — >

BIZIE, MOELSLIEEIITEEHA

AliasMatch ~/aaa/bbb/(.%) C:/alias/$1
ProxyPass /aaa/ http://aaa.example.com/

S AL, HEM/SATIEELTLEE W, 77, IS AOXFELT, $F-13&2E5D55881%, 0
XEZORNZ¥ZMINLTLZS 0, 2B, S 2EEIT AR, 'SOFNC¥ 2T 20EIIHD EHA,

(b) ECINTEBIHFR
httpsd.conf, <VirtualHost>

() #EEH

AliasMatch “/html/(.%) ”"C:/htdocs/html/$1”

"/html/"ClRE AU VT A MO E X, /html/E5 % C:/htdocs/html/ICEZ# 2 £9, 21X, /html/
index.html N7 7+t AD#HE4A, C:/htdocs/html/index.html ICEBE &#2%z 9,
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(19) Allow from {FAK ]| all| env=BIEZH ({FAN]| env=B1E
z58 )

(@ W&

Web b —NAT7 7V ATEB7 747 b aHIRTAIBEICTEELE T, RANIIET 7 AZHFTT S
RAFDRRAALVZ, IPTRLUA, 7%y b, 2xv hTATZZIEETCEET, IRTOFRAIPEDT
T AEHFR T HIGEIT Al ZEEELE T,

F/o, RAMIIE, IPVO 7 RLARICEATARAALS VL, TRLABLXO ) 740 v 7 AEBIEETEE
T, [PvO 7T RLAZIBETAHEEIE, [PVO 7T RLAZ] JTHETHZVWTLZE VW, U T4 v 7 AEIX
[[Pv6 7 RLA/ TV T4 w7 AE] OFERTIEELE T, TV 74 v Z7AEBIZ 10 EHTEEL LS
W

env=EBEEREZIEETAHE, T—N\OT7 7t A2 BIELHTHIE T £9, BrowserMatch,
BrowserMatchNoCase, SetEnvif, SetEnvIfNoCase T« L 75« 7 & THEATNIE, HTTP Y~
IAMNYY T 4 —)LRIZEOWT T 7L AZEHIRBTEET,

Allow 71 L2547 (77 AFFA) & Deny ¥4 L2517 (77 ¢ 2HIR) 1&, Order 71 L2
74 T CRHAOIERF A BETE LT,

KA K =173

RXA 2% RAL VB THELLARA NP SDT 72 A%FFAIT 5,

IP7RLZA IP7 RUATIHELIAANDPSEDT V2 XEHAT %,

U S Y7%xy b (IP7RLAOERHO 12631 ) THEELLAANPSDT V2 AZHFT %,
E AN Fv b A7 EE (61:10.1.0.0/255.255.0.0) THEELLAA NP SDT 7 ZAZFHFT %,

10.1.0.0/16 JTERXTXRE L 72#F4A, 10.1.0.0/255.255.0.0 LR UEKTH %,

(b) ECHRTEBIEFR
<Directory>, .htaccess
(c) LEEFFT
Limit L)L

(d) #FEEHI

(%1 1)

SetEnvIf User-Agent Mozilla.* access ok
<{Directory /docroot>

Order deny,allow

Deny from all
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Allow from env=access ok
<{/Directory)>

ZDFA, User-Agent OLFEF A Mozilla &L 7 IR S50 ) VT A MNZFNT 7L A% FFA[ &
nNT, BPrPO7 7L RFERSINET,

(51 2)
ARAMIIPVE 7 RLUAZIBET AEE1E, IROXHITHEELET,

allow from 2001::123:4567:89ab:cdef

Tz, TV T4 v 7 AEREBETSEE, ROEBEBRIENDBRERICEK®ELZDET,
allow from 2001:0:0:89ab::/64
allow from 2001:0:0:89AB: :/64

allow from 2001::89ab:0:0:0:0/64
allow from 2001:0000:0000:89ab:0000:0000:0000:0000/64

(20) AllowOverride #B3~F U(BT™F )
~ {None)

(@ As

AccessFileName T4 L2754 7 TCHELLE 77 A LVTT 7L ABREZED LEXZHTTHNEINE
BELET. RIERFICEHS>THIHTZEAT A LT TIE, T4 V7 T4 TOLEZFTOTREZS
LT 7230,

BT (ANFS
AuthConfig AuthGroupFile, AuthName, AuthType, AuthUserFile, Require 7« L 75 ¢ 772 &

H—NADT7 7t AHEEEDOT 4 LT 4 7D LEZ 2 TR

FileInfo AddType, AddEncoding, AddLanguage 7«4 L 277« 77%&
aVTVER, MIMEY A 7OT 1 LY T« 7O EHE ZFFA]

Indexes Fancylndexing, Addlcon, AddDescription ¥« L2754 77 &
FALY M UA YTy ABEOT 1 L7 1 7O LEE R

Limit Allow from, Deny from, Order 74 L7 F7«4 7
RAMZEIEIP 7 FLRAZHWT 7 2 AHIHO_ L& E £ 7]

Options Options 7« L7 b OfER = #FFH]
All INRNCOLEEEZFHFAIT 5
None INRNCOLFEE2RIETS

(b) ECRTEZE

<Directory>
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(21) AuthAuthoritative {On | Off}

(@ AT
1—HRIERTHEEOHESELIEELE T,

On : AuthUserFile, AuthGroupFlle Require 74 L7 T 4 TOFREILL 2L —FRiEE LET, 1—

PRBEFE 2132 T — FRE HlZ40l TT—RAT—H A% Web 7T 7HFICERRLE T,

Off : AuthUserFile, AuthGroupFlle Require T4 L2774 7OHREIL LB I —FRiEE LET. Z0D
L, /\7\‘7 RAREEDHEIF 40l TT—RAT—% X% Web 7T 7 HFICRRLE T, 561, 12—
REFDS i@%m@%yl—»(%%)fl YRk LEd,

(b) ERTEBIEFR
<Directory>, .htaccess

() EEEFT

AuthConfig L X)L

(22) AuthGroupFile 771I)%&

(@) AT

ITN—TTCL—FRBiE2 T AHEE, BT 57V —TD) A NEZEHL TS 7 7 A IILVEEZIBEELE T,
T 7 AL, HER/SAE /21X ServerRoot T4 L7 5 4 TOIEEMED & OEMN/SADPIEETE X T,

ITN—=TT7ANETFAINIT A Y ZERALTIRIRT IO 74—y PTERLTLZE 0,

ITN—T%:1—%8g (1—H% )
FEEOITN—TRIL, 2—FREDTZODIISAT— R T 7 A VICBFELTWVWEAI—TEE2EHELE T,
1ffic>& 1 70— 7T%ﬁbi¢07w TIT7ANCIIER N —-T2EHETZET, AL —
TLOTEERIEEL-BEICE, AU —FEICBREINTVWATRTOLI—FLZEEAT—DO0
TIN—THERS ni@‘o

(b) ECIRTEBiHFR

<Directory>, .htaccess

(0 LEE=FT
AuthConfig L' X)L
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(23) AuthName realm £

(@ AT

I—YERIET BHEAED realm % (Web 79701 — T EEEICEREND) 2EELE T, 2DOT 4
L7 T4 TRIBET 55613 AuthType, Require, AuthUserFile (&% 7:1% AuthGroupFile) 7« L 2
T4 T7EDTEELZTNIZDERA. 12720, T4 L7 MY —ECREFAHLII-FRIAEZITHH
#1&, AuthUserFile (%7:1% AuthGroupFile) 7«4 L7 7« 7OEERILED D LA,

(b) ECHRTEBIEFR
<Directory>, .htaccess

(o LEEFT
AuthConfig L' X)L

(24) AuthType EREE91 7%

(@) AE

I—PRAT HHEORIAFIHOY A TEIBEL LT, FAEY A B E L T"Basic"VEETE LT, 2D
T4 VLI T 4 TERBET 55HE1E AuthName, Require, AuthUserFile (& 7zi% AuthGroupFile) 7«
LI T4 72TIRELETNIERDEFA. 72720, T4 L7 MY —C2X%2FH LI 1L—HFREE%21T
5358 1E, AuthUserFile (F7:1% AuthGroupFile) T« L7 7« 7OEIIMED D £ A,

Basic : Base64 21— RE#Z2 L9,

(b) ECRTEBIEFR

<Directory>, .htaccess

(c) LEBEFFO
AuthConfig L X)L

(25) AuthUserFile 771)1%

(@) AT

I—HYEZTCL—YERILZ T 258, RLTH2L—TFRENNZAT—FROUZAINZEHLTWE T 7 ILE%
EBELET,

T 7 AIVEIZIX, #HF/SAF 7213 ServerRoot T4 L7 T« T DIEEED & DHEX/SADIEETCEZE T,
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(b) ECRTEBiHFR

<Directory>, .htaccess

(0 LEE=FT

AuthConfig L' X)L

6.23 B, C, DTWZxr37sL 7717

(1) BindAddress {IP 7KL X |*
~ ()

(@ e

Web %—N%2A VAR =L L7 = EICEDHETOENZIP T RLADS B, EOIP 7 RLAN»S Web
P NIIERTEAEDICTADPE2EELET, IP7TRLVRIZIPVO 7T RLRIIIBETEEHA, ED
[Pv4 7 RLAD S b EHETEAHLDICTHERICIE, *2EELE T, Listen T« L7 T4 72IEELL
B4, BindAddress T4 L7 7«4 TOEEIIERSINE T,

(b) ECHRTEBIEFR
httpsd.conf

(2) BrowserMatch "7'59#H4g" BIEZH =B BEEZH =E)
..]

(@ A&E

Web 797 ZEICRIBERZREST 2HBIEELET. RETAMEOT 7 4L MEIZ 1 T BRI
EHOHENIIPM W EEIE, TORBEBOREZHIRLET . 7IVTRIIERBRTIEETE, kX
7, IFERFLET,

(b) ECIRTEBiHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

() EEH

BrowserMatch "Mozilla/2” nokeepalive

BrowserMatch ”"MSIE 4¥.0b2;” nokeepalive downgrade-1.0 force-response-1.0
BrowserMatch "RealPlayer 4¥.0” force-response-1.0

BrowserMatch “Java/1¥.0” force-response-1.0

BrowserMatch ”JDK/1¥.0” force-response-1.0

BrowserMatch "Microsoft Data Access Internet Publishing Provider” redirect-carefully
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BrowserMatch ”“WebDrive” redirect-carefully
BrowserMatch ”“WebDAVFS/1.[012]” redirect-carefully
BrowserMatch ”“gnome-vfs” redirect-carefully

TEEM TR L RIEAM OB ZIRITRLE T,

RISZEH AS

nokeepalive KeepAlive 2 BNICLE T, ViaNy FH) J T A MIIIENTWA5HEIE, KeepAlive
B cTEER A

downgrade-1.0 HTTP/1.1 koY 72X %, HTTP/1.0 DY 7T A ML LTHRWVWET,

force-response-1.0 HTTP/1.0®Y 7T A M LT, HICHTTP/IOD VAR A%IGELE T,

redirect-carefully T4 L7 MNIANDT AT URL ORBIZ/ Z([INL Tz, OFNNGET XV v REL

NAEERALTWEE, 74T MIUYA LI b 2BERLERA

(3) BrowserMatchNoCase "7'59H4" BIEEHN (=B BEETH

=& --)
(@ AV
Web 7905 L ICRIBERZHRET AEHFICIEELET T, REITAMEDT 7+ MEIZ 1 TT, FRiE

BHEOENID Wz & &I, FORIEL &@ REXRLET, 77UV RIIERFIRTIEETE, kX
Z, IFEEXFILER A

(b) ECERTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(4) CacheNegotiatedDocs [({On| Off})

(@) AT

VT MNATYVI =23 %k 9BV IIANT, 7IA4AT7 Y MIDOF v v 2228 THNEDINE
BELET. T4V 7T 1 TO5I8EEBBELIGEE, On 2BE LIBE LSO EEZ LET. T+
LT 4 7ERELEWVIESE, Off 2B LIBELEBEOHEL LET. ZOT 1 LT 1 TOIEE

&, HTTP/1.1 DY Z T A ML TIZES T,

On:FrvradndLHIluDEI,
Off : Expires Nv ¥ DI 6N TF ¥ v adnNazDEd,

(b) ECRTEBIGM
httpsd.conf
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(5) CoreDumpDirectory F«s L7 kUH& ©

~ {ServerRoot T« L 7 5 « 7IEEE)

(@ AT

A7%5 0 TIBHT4 LT M) EREELET Mt/ SA L7213 ServerRoot T« L7 T« TOIEEMN 5
O/ SADBTEETEE T, &8, fHELZT« L7 hUIZIX, User, Group 74 L7 7«4 7 TIEELK
-4, TN—TPoDEZAHERZGETH2LENHDET, Linux RTIX, T4 Lr7T74 7%
T4 T 77 ANHEELIGELZITENE D £T,

(b) ECHRTEBIEFR
httpsd.conf

(6) CustomLog {77AN& |1t {"74—<v K" | SNILE}
(env= () BRIEZEH)

(@ W&

EBRDOT7x—<v bOUTZT 7 AIVICHNSELHEICHEELE . 7+ —~v v M LogFormat 7 «
V7T 4 7T TRET S 7+ —< v FMEERTT,

DT 4 VLI T 4 7T2ERIEET 558, RIL7 74 VRAIIEEIEETE A,

T71NE 0 OHNTET 7 ANBEEELET. 7714 LEZICIE, #Ext/SAF 213 ServerRoot 7«
L2754 TOEEMED S OEMNISAPIEETEE T,

INT T EEA 60 T EREZITIA TS5 L4%2" | Tu 544" DEXRTIEELE T, Web 9 —
NIa 7 ERICEDABITI—RFRZ CRLFICLTELE T,

(Windows fR CDEEEHIE)

A TTHRESN-Tur7I4%, #HE ot AE Web b — N7 utv ZAHICO 7 EREZFZ TS FNZF
NPl at AL LTERENE T, INE2L a2 ERET, Y—ERE LT Web —21\%
BT A ICIZIROBICER L TLZE W,

o H Ot 20T S IEREUSAE]
P—E2ELT Web H—N%2EE LZIHEICE, FIHTOv 225007 EH%E2% IS - HDZEHE
AFNE NUL 1A ZUCBHED I 6N TWA7®, flfE7atw 2HO/ N 77at 21, 7ot X
PHoOUEREZITIAZEIETEE A, IO A 50u 7EHRE X, Web ¥ —/ EEE),
BIERFOIL I —a7ERTHD, INODOBFRIIEWTE 2N &Y ET, Web Y —NEHEZOD
I5—uZ, 77vAu70ERIE Web b —N7at 2600 7ERELZDETOT, Web —
NTav ZHOINA 7O A TZITENE T,

s Ul LMERROERES
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o 2RO T atv A1E, NUL FNA AHD 50T — ¥ H5HAAANIET, read)D/Ny 7 7
DNENWEANT =Y EFEREDVBRENETNVW EPFHDE T, read)D/NNY 7 7 2+ KEWVWEZEL
Bl E LT, A ABATTT—YFEREICZ S NEDICLTL S,

a7 I LI BEEET HHEOER

Tusg L, BIEICEAETETESICIE, Y THATLEE D,
TuzS A, 5IE¥Y THTESICE, 2F0¥' THA TSN,

(1)

CustomLog ”|¥’¥”<Application Server O > A b —)LF ¢ L' kU >/httpsd/sbin/

rotatelogs. exe¥” ¥’<Application Server - >~ A F—JL7 1 L7 1) >/httpsd/logs/access¥”
86400 -diff 540¥”” common

o UV LDEIHIEEIC
a5 LD EIEEIC

RONDHLHHEDER
RODBH2GE, Tl LOREIKKLETH, Web 4r—NIEH L %
9. COFHFRUITBHNTENE YA, TUTTLEZRELLERIER, 07 7 A UDBEREN,

LIcRBIPERSINS I EZERL T ZS 0,

==

=

"TF—=Xy N1l T7x—vy bEELET HETEH 74 —vy MEE6-3, £6-4ITRLFET,

NI LogFormat 74 L7 T4 7 CERLIETNLEZEHELE T,

env=IRIGEH | fHE L RREAHEDPRESN TV AHHFI, uZ7zHWMLET,

enV=IBIETRN | B L BES A RESNTOAVLIEAIL, 08 RRLET.

®6-3 7A—Yvh—E

PE A
%AH!
%a*!

%B

%b

%{cookie_name}C
%D
%{env_nameje

%t

%H

%h*2

%1

6. TALIT1T

173

Web =D IP 7 KL X,

et

74T EDIPT FL A,

EENAS ML HTTP Ay B X chunked T a—F« VZIc &> CGEBMEN -5 —%

ZFR<)o

EENA ML (HTTP Ay ¥ BE U chunked T I —F 4 Y I &> CGEBIN&EN -7 —%

ER<)o 72720, 0DBEIE- N1 T7V),

Cookie Ny FEICEE NS 7 v F—4 cookie_name DfH.
U7 I A MUEREZ A 7 0 TRR.

env_name ZHE7E L 7= BRIBAE RO ME,

TIAT Y IHERLIT 2 L7 MU EET7 7 A VK

Y& I AN7a bk ILHTTP/1.0 % &),

4T Y FDEKRRNF,

VIIAMEANY T El, RFENA M.
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TA—=R VK
%{header_name}i

%l

%m

%{note_name}n

%0
%{header_name}o

%P

%{hws_thread_id}P

9%/{tid}P
%p
%q
%r
%s

%T

%t

%{formatjt

%U
%u

%V*2

%v

%X

%>s

=3

7x =<y F TR

FEEABRLET,

6. TALIT1T

75

header_name I EE L7z 7V T A b A w ¥ DIE,

et

7547 h0#EER (IdentityCheck 7« L2754 7HOn, #2754 7> LT
identd "#{EL TV 25HE).

UZITARXYy F(GET, POST 72 &),

note_name 12355 L7 Web 3 —NHE Y 2 — L OEE D H.
hws_ap_root : Jb— h 77U 7 —3 3 VEHH3
hws_ap_client : 754 7> 77U r— 3 SfEHRHS

Ny FrEEl, 2RENT ML

header_name IZHEE L7z L AR ¥ ANy ¥ DfH,

HTTP@EEDY 7T A 20T 5 at R 1D,

HTTP#EDY /T A M &MHET 5 XL v K ID, Windows I THX.
HTTP@EFEDV VT A+ 20T 5 ALy FID, UNIX R THER.
R— &S,

V& bhELF,

HTTP@ED Y 7 TR+ OFEIEIT,

AT—=F A (AFPLVFAL LT bSNTHBEEIA Y I FILERT ),

Y7 TR MLBICEY - 2B (B). HWSLogTimeVerbose 5« L7 5« 7T On #8E
T5E, IUMBAETRR.

) 7 TR MR E AR U 7B, HWSLogTimeVerbose 7«4 L7 7« 7T On #{8E€ 9 %
&, JUMBMNF TR,

U I A NOEEBE LB, strftime() TEESNTWS 7+ —< v b % format IZEE
T 5,

URL,
747 DI HE (L-VREEE L72BE).

UseCanonicalName 7« L7 5 ¢ 7 OIEEIZHE, ServerName 7« L7 5 1 THEE(E,
Y—NEZFEIZIPT LR,
,U‘ _/‘\% o

VARV AT TROBERAT —% Ao
+ I VARV AR ER G EREMRT 2.
— I VARV ARFERICHER 2 UITT 2.
X P VARV AT THICHER 2 UIT 2.

BRAT—% 2,

HEIBIRZERT 2D TIEIH D EHA. { JNORFRIU T 2HRINT 2EB&Z %2, MFIIXFITOE
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EXT

T d—< v MIBA £7213%a ZIEEL2BA, IPv6 7 RLALHATEET,
X2

TA—<v MI%h £7213%V ZIEE LBA, IPv6 7 RLAICHG LA RA MEEIEIPv6 7 RLABHATE T,
EX3

L= b7V = a o BHRETSAT R T T =2 a ERIE, 75472 b5 APBERARES NI AL Z

ZELEGE, BIOUN-RTaF 2 EHAL TV VIR MZ2EETHHEICHEALET (VYA LIy EER LGSR
HALEEA).

x6-4 SSLESENOT T7A4—T v h—E

T+—<3 v bk =173

%{version}c SSL ON—T g v

%{cipher}c RAEDORETHEA L TV 2 ESEH

%{clientcert}c SSL 7 54 7 > MEBAE® subject @ Distinguished Name

T 4=V FDOUDEAICAT—F A2— RETBRTEEI,
@) T5—2AF—% 23— F 400 BXU 501 DA, User-Agent U7 T A by FEOT ZZHFIT .
%400, 501 {User-Agent}i

) =T5—AF—%AT— K 200, 304 BXU 302 D 3LV DEA, Referer V7 T A b 5HE
DU 7 ERET 5,

%1200, 304, 302{Referer}i
F77, env=IE, EEELI-BELZHOBEICE>T, uZOFNES5TAEEICEELET,

B) gif ~OT7 7+ 213 giflog iz, gif DAAND T 7 & Rk nongif.log 120 72 HELT 5.

SetEnvIf Request URI ¥.gif$ gif-image
CustomLog logs/gif. log common env=gif-image
CustomLog logs/nongif. log common env=lgif-image

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>

() 1EEH

CustomLog logs/access. log common
CustomLog logs/ssl. log "%t %{version}c %{cipher}c %{clientcert}c”
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(7) Defaultlcon URL

(@ AT

TAVIZ M)A YT IATRRT BT A3 2EELE T, Addlcon, AddlconByType XU
AddIconByEncoding 74 L7 74 7O ENIZHEE L WIBEICFERT 571 2D URL 2f5E L&
9, 2B, URLD [http: //IP 7 RLA] #EBME L2 WTIPV6 7 RLAZIEET 251, [Pv6 7 R
LA%[ JTHATLZE W,

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(c) EE=FHT
Indexes L X)L
(d) 1E=EH

DefaultIcon /icons/unknown. gif

(8) DefaultLanguage Es8E3d—R

(@) AB

RFaAYPCHERATET 72V MOEFELEEL LT, f8EL/-EFEI— Fid Content-Language L A
RYANY FICHRESNE T, AddLanguage 74 L7 T4 JOREICNTHT 74V MEE LD £,
77 ) MEPERE SN TV WS, Content-Language L AR Y ANy FITEFE L EH A

(b) ECIRTEBIEFR
httpsd.conf, <VirtualHost>, <directory>, .htaccess

(0 LEEFFT

FileInfo L X)L

(9) Denyfrom {KZXK| all| env=EBEZHE (KX | env=EBEE

(@) AT

Web U —NAT7 It A TEB7I7A47 > h2FRTA2HEICEELE T, RA N7 722 LT 5
RAMDRRAAL V%, IPTRLA, 7%y b, 2w hTRAVERIBETEZE T, IXRTOKRAIDPET Y
t 2 &I AEEL, all #IEELET,
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F7o, RAMIIE, IPVO 7T RLAICEATARAAL VL, TRLABLXOS Y 740 v 7 AEBIEETEE
T, [PvO 7 RLAZIBETAHEEIE, [Pv6 7 RLAZ[ JTHETHZVWTLZE W, U741 v 7 AEIL,
[[Pv6 7 RLA/ TV T4 w7 AE] OFERTEELE T, TV 74 v Z7AEBIZ 10 EHTEELTLEE
W

env=EEEREZIEETSHE, T—N\OT7 7t A2BIELHTHIE T £9, BrowserMatch,
BrowserMatchNoCase, SetEnvif, SetEnvIfNoCase T« L 75« 7 & THEATNIE, HTTP Y~
IAMANYY T 4 —)LRIZEOWTT 7 AZHIRTE £,

Allow 71 L7747 (7 7L A#FH]) & Deny ¥4 L7717 (77 ¢ AHIR) 1& Order 54 L2
74 TCHBOIRF 2 RETE T,

RA K =173

RXA 4 FAAL VB TRIRAMDPSDT 7 A %E1ET %,

IP7RLA IP7RVATRI KA IDPEDT 7L RA%EIET S,

L SR 7%y b (IPTRLVADOERAD 1 53N, ) TEELILAAMDPSEDOT 72 A%2E1ET %,
N e S Fw b AZEE (Bl :10.1.0.0/255.255.0.0) TIHELLARA MNP S5DT 7w A%ZEEIET 5,

10.1.0.0/16 A TFEL L 72354 10.1.0.0/255.255.0.0 LR LEKTH %,

(b) ECIRTEDIEFR

<Directory>, .htaccess

(o LEEFFT

Limit L X)L

(10) Directorylndex 77 L%& (T71LE -]
~ (index.html)

(@) B

Web 75999250 VT A MPEED IV T VY REELTWERWESIL, 7420 8ELTIZIA4T
VHMIREITAHAAVT VDT FANZERIBELE T, 77 A NEZE2ERIEE LZEAIE, LIEELL
T7ANBEERLTGEELET,

CCTHRELLETZ7ANPY I I ANSINIZT 4 LY MIIZEWES, Options 74 L7 T 4 7DIEEIC
£oT Web 797 HFORRAPEDD £,
* Indexes EDHH
Web 77 7% Web ¥ —NTIER L7cT 4 L7 MDA VTV A %FRRLET,
* Indexes DENDHE
AT —% A3d— K 403 Forbidden 2 Ii5& L £7,
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(b) ECRTEBiHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LEE=FHT
Indexes L \)L
(d) 1EEH

DirectoryIndex index.html

T 7 ANVEDIEED VWY VT A MDEE, T4 L7 MJIZ index.html AHNITERRESEFE T,

(11) DocumentRoot F« L7 KUZ
~ {/opt/hitachi/httpsd/htdocs) (UNIX ki)

~ {ServerRoot T4 L7 5« 7DF 7 # )L Mi/htdocs) (Windows ki)

(@) AT

AT UIERNT A RF 22X ML= T 4 LT MY ZENSZATEELE T, T+ L7 M) ZOKIRE
WX/ (Ao v i) 2R LaVWTL S0,

T4 L7 bURIE, N ATHEELTLZS W,

(b) ECHRTEBIEFR

httpsd.conf, <VirtualHost>

() #ExEH

DocumentRoot "<Application Server®{4 YA N—JLF 4 L4 ~1)>/httpsd/htdocs”

6.24 E, F, G, H, | C¥x25TcsL75717

(1) ErrorDocument IS5—X5F—9XABES {7FAM|O—7HJ URL|
7 )L URL}

(@ &'
TS5—AFELEEXIC, Web TITHFARTT A v V2N AV A AT HESIEELE T,

THEAN 1 XFIN 2" THAEELE T,
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O—AJ) URL: EHEIC/ 2R LT, BY A MOV T U YEBELE T,

7))L URL : http:// £ 7213 https://Tla% 5 URL 258 L, A voa>r 7Y AIEBELET,

ZDTAVIT 4 TIHETEAHLTI—AT Y AFFL, 7F A+, u—AIILURL, 7J)LURL DFEE

A[HRIZONT, RITRLET,

IS—RT—9RBS (BR)
400 (Bad Request)

401 (Authorization Required)
402 (Payment Required)

403 (Forbidden)

404 (Not Found)

405 (Method Not Allowed)
406 (Not Acceptable)

407 (Proxy Authentication Required)
408 (Request Time-out)

409 (Conflict)

410 (Gone)

411 (Length Required)

412 (Precondition Failed)

413 (Request Entity Too Large)
414 (Request-URI Too Large)

415 (Unsupported Media Type)

416 (Requested Range Not Satisfiable)

417 (Expectation Failed)

422 (Unprocessable Entity)

423 (Locked)

424 (Failed Dependency)

500 (Internal Server Error)

501 (Method Not Implemented)

502 (Bad Gateway)

503 (Service Temporarily Unavailable)

504 (Gateway Timeout)

6. TALIT1T

i
M
o o oo 0jl00OJ0O0j]OJO/O OO/ PIOOJ]O OO OO O|7

o S

O—7#JL URL

VAN

o o o oo ojp oo pjOojOo»p OO0 POOIO OO O O

o S

7)1 URL

rp oo oo o p O O0O>POOCI>P OO P OO O O OO X

o %
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IS—RT—9RBES (B TEAb O—7JL URL 7))L URL

505 (HTTP Version Not Supported) O O O

506 (Variant Also Negotiates)
507 (Insufficient Storage)

510 (Not Extended)

O 00
O 00

O
O
O

(L)

O f8ETZ %,

AT YN=2ASOF EEF BV YA LI Y EERT BI5E, Ny Iy RY—NFELE2EES—N\D256DITT— A vt —
VENAYTTA AT HEEIIEETE S,

X THEETE &L,

TEHIRMKENINET Xyt —V 2N RY <A1 AT 51541, QOSResponse 7« L 7 T « 7% 721& QOSRedirect 71 L 7
T4 7RERALTLZS N,

DT 4 VLI T 4 THERICE, WOBICHELTLZE 0,

DT VI T4 T2 EEIEET 558, AILLI—BEFSICEZAIEEIITETEHA.
CGl TuZ' I LHNTHRESNIELZT—AT—F AN LTI, Avt—V2hAYTARATEETHA,
O—H)LURL, 7)I URL DI EEXLTITI—E2BEEHI1E, HAYTA A TEZEHA,

O—H)L URL OIEEHXLTI VT Y ATV IT—2a UHBFHETHIESE, T5— L0 AV AR
TERVWIEDRHDET,

LoadModule T4 L' 7 F 4 TIC X > TEHICER LT 2 — LNTRESNZIT T —AT —¥ AIZ
MLTH, TFOEI2—VDEEFEIILSTRA Y=V 2 HAYTA RATELVWEEPHD ET,
7 )L URL OFEERICIX, AT —4% A2— K 302 Found B & U Location N ¥IC#H/S A #HE LT
IEEZRLET, @HE, AT—FA2— K302 2%1F7- Web 757413, Location ~\v ¥ICHEE S
N7 LRI LTHENIZU YA L7 bLET,

7))V URL OFEERICIE, IPV6 7 FLAE/IEIPVE 7 FL ARG L2 AR A FEBIEETEZ LT,
[Pv6 7 FLAZIEET 25GEIE, IPv6 7 RL A% JTHATLZS W,

YN—=Z27ax UHEERFEHT 554, ProxyErrorOverride On 218E 3 2 EFH D 7,

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(o LEEFFT

FileInfo L X)u
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(d) EEBH|

ErrorDocument 500 ”Server Error.’
ErrorDocument 404 /missing. html
ErrorDocument 403 http://some.other server.com/subscription info.html
ErrorDocument 404 http://[2001::123:4567:89ab:cdef]/missing. html

H

(2) Errorlog {771MN& | /N1
~ (logs/error_log) (UNIX i)

~ (logs/error.log) (Windows i)

(@) AE

II7—-ulztNIs7 7 A NEEEELET. AT 20 7ONEIL, Loglevel 7« L7 T 1 7 T#
RcEEd,

T 7 AIVEZIZIX, /S A F 7214 ServerRoot T4 L7 T« T DIEEED & DHEX/SADIEETCEZE T,

T7ANE 5 —al%2ENd 57 74 VEZZEELE I, ServerRoot T« L7 T« THEE[ED 5 DIH
ISZACIHRETEE T,

NAT BEANP ST —uEREZIMAS 0TI L%2" | 7075 L8" DA THEELE T,
Windows iR COFEREEIEIL, CustomLog 74 L7 T4 7E2SIBL TS0,

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>
(o FEEH

ErrorLog logs/error. log

(3) ExtendedStatus {On | Off}

(@ W&

server-status N> RFZICX B AT —¥ AFRRERT, #NFNDY 7T A NDIRA T — % AFH %= FR
TENPEILEIEELE T,

On iR AT =¥ AEHRER T LET. COHE, 7947 MDIP 7 RUVANIPVO 7T RLATHE
MU, 72720, RRFREE 3L NA R TI,

Off : #LEEA T — ¥ AEHEZE R LT H A
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(b) ECHRTEBIEFR
httpsd.conf

(4) ExpiresActive {On| Off}

(@ AE
L AR AT Expires N\ v #8 K U Cache-Control Nv ¥ %3BIT 20 ES P EEELE T,
On : Expires N\ v #'% £ U Cache-Control N ¥ %8 L £ 7

Off : Expires N\ # 8 XU Cache-Control Ny ¥ ZEBIL £ H A,

(b) E=EIR

- BZHHAREREREE R FEHT 57 ®121E mod_expires €Y 2 — VOAARABNETT , BARIHARERE
WREDFEMIZ, [4.11 BWHRBRERE] 2SR LTIEZS W,

« ExpiresDefault 7« L' 7 5 1 7% /1% ExpiresByType T« L' 27 7« 7Z2IEEL TR WEAEIL,
ExpiresActive 7«4 L7 T 1 712 On BMEESNTWTH, L AR R Expires N 8 KU Cache-
Control N FFEMENE A,

(c) ECHNTE DI
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(d) EEBEFT

Indexes L X)L

(5) ExpiresByType MIME 917 {A| M} B4R
~((0—2147483647)) (A1 : #)

(@ AE

L AR > AT Expires N\ v #35 & U Cache-Control N ¥ 23 BiY 5H/&EI1C, #EET S MIME ¥ 1 70
REFaxXy MIHT2BEMAREZIEELET. 2OT 1 L7 T 1 713 ExpiresActive 7«4 L7 54 7T
On ZE L TWAIEEICEWICE D £9 . ExpiresDefault 74 L2774 T THRHESNZT 7 4L FDOHE
HARRIE, COREICLS>TMIME ¥4 FRlic EE&EsnE T,

HEREIA2 A F721E M TIEEL, BERI» SEDHRE CORBEMBEMATIEELE T, AFRIIM
L, BREEOBICZEHIZAD A,

A 74T BT 7R A LR BERAELE T,

M: 77 AN EEBICELE LR 2 EE_RL S LET,
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(b) FE=FIR

- BRHHAREREREE A AT 5791213 mod_expires €Y 2 — VOFAARAADBNETT . ARIEARRE
MREDOFEMIE, [4.11 ARHRRERE] 2L TS0,

o 7V =y VIEHERE (GMT) © 203841 A 19H3R 140 7HE2BAEWEDIC, BMHARZHRE
LT 2SN,

(c) ECHRTEBiHFh

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(d) LEE=HT
Indexes L X)L
(e) IEEHI

ExpiresByType text/html A604800

(6) ExpiresDefault {A| M} B5RS
~((0—2147483647)) (B : #)

(@ AB

L AR AT Expires v #5 KU Cache-Control N ¥ ZEIT 2HEIC, T 7 4V FOEWHAR%
HELE . COT 1 LT 1 7 ExpiresActive 74 L7 T« 7T On ZEL TWAIEEICEWNIC
DET. ZOFEIL ExpiresByType T4 L7 T 1 7IZX>TMIME ¥4 Tl EEESNE T,

BRI ALIIMTHEEL, 2R SAPHRE CORMZMEMATIEELE T, ALLIEM
&, BREEORIZEHIZADFEA

A: 7547 NP7 ALI-BL2EERAELET,
M: 774 ZERICELE LR 2EEELE LET,

(b) F=HEIR

o BZHHAREREREEZ T 5791213 mod_expires €Y 2 — VO AAADBNRETT . ARIEARRE
WREDFMIZ, [4.11 AUHREREMKE] 2B L T2V,

. 7=y VMR (GMT) 020384 1 H 19 H 38 145 7 BE@AKVES I, AHHRERE
LTL7ZE 0,

(c) ECHiTEBEM

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
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(d) EEZEHO
Indexes L X)L
(e) FEEH

ExpiresDefault A604800

(7) Fancyindexing {On | Off}

(@ AB

TA VI MNIA YT RARZERT BHEIL, BERR (V70 y—AVTIR) 2950 E5%EELE
EE

On:BEFRRZLET,
Off : BEFR Rz Lt Ao

(b) ECHRTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
() =&

Indexes L X)L

(d) EEBH

FancyIndexing On

BIERTEZERA L L9,

(8) FileETag ({+|-}) #7F>3> ((+|4) #7FP>3> )
~ {MTime Size)

(@ AE

ETag VARV ZANY ¥ T 4 =)L REERT A1 DICHERESNS 77 A VEHREZEE LET. 20T«
LI T4 TBRESNTVRWVWES, ETag LARY ANV F T 4 — )L RIZIZ7 7 A VICEIDIRS Nz —
Bz 1D, BRREHFHRLB IO MR ESNE T,

FFa i+ —ZBELZVIESE, A a TR ELLBRBENFERSNED,
FT T a N+ —EEET HHEEL, FileETag 74 L7 T4 7K TRESNIZBHEAEETEZ LT,

+ I RESNTVWABHEICEH Y 3 v CIRELBEESEINSNET,
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— IRESNTVWAEEE» AT a v CIRE LLZBEREDSHIRSNET,

BETZXAF Y arvo—&%2RIRLET,

A*ra> =U7S

Inode T7ANVICEIDRONT—BR ID PEENE T,

Mtime 77 AVOBREERRLAPEENE T,

Size T7ANDONA P EENE T,

All Inode, Mtime, Size DF 7> a UMW NTHEIMICED ET,
None Etag Ny ¥t Z £ A

(b) F=FEIR

* FileETag 7«4 L7 7« 7® Inode & 7 3 » ZEWIC L72GA, ARIFEHE LTS Web ¥ — /5
BalT, A—0ar7 Y aERTHITEI, BubIDAFEtag v YILEENLTEPHD £,
ZDD, A—aA>T I THDEN6ZFD Etag Ny ¥ONEPERD, 7799 0% TO
Frv T TIESTAHBERDZIENHVET, ZOFA, FileETag T L7 T4 7I2&- T,
Inode 7> 3 V2 BT HEHICHEET A L CHETEET,

s +—ZFHALEVWTIDT A LI T4 TREEIEET A&, RRBRIEBELLT A LT 4 712N ER
12720 E 9,

o —HfMULZBHERIZIEELLEAIR, Al T arv2EELLEEERIUCEEICZDET,
c AlA7Y 3> & Noned 7> avicid, +—=ETEEHA,

e 7 3 viZ'-Inode -Mtime -Size' EFEE L5 EE, DT 4 LI T4 TEIBEEL TV EWEE EFE
CHREEICZ D ETF . ETag LARY AN F 7 4 — )L RIZIET 7 A4 LD inode &S, BEFEHFRAE &
ONA MIDRESNE T,

(c) ECHRTEDIHEFh

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(d) EEEEHO
FileInfo L X)L
(e) FEEHI

(1 1)

FileETag Inode Mtime Size
FileETag -Inode

ZDI/ETIEZ, 77 MIVDOREREHELBLONA MDA BHREE LTEAINET,
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(%1 2)

FileETag Inode Mtime
FileETag Size

ZDEETIE, Z74ILDNRA ML EBHREE LTERINET,

(% 3)

FileETag All
FileETag -Inode -Mtime -Size

ZDI/ETIEZ, 774NV D—EBRID, RREFFRFZE LN ML BHEE L TERINET,

(9) ForceType MIME 91
(@ W&

<Directory>7 0 v 7 &7:137 7t A3 bua—L7 7 A VICERL, BEDT 4 LY MY TDITRTO
aYT VIR UTERT S MIME ¥ 1 72#8E LE 9. none 218E3 5 &, €N F TOD ForceType

TAVIT 4 TORESEDCZDET,

(b) ECIRTEZIHFR

<Directory>, .htaccess

(0 EETFT

FileInfo L X)L
(10) Group Z7W—7& W
~ (#-1)

(@ AT
HF—NFOLADEET B E DTN —FLEEELET.

(b) EHRTE BIEFR
httpsd.conf

() 1EEH

Group nogroup 7 )V— T %&nogroupx EFH
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(11) Header (always) {iset | append | add} ANv% AvSiE |
edit ANv45' 1EREKIE BIESCFH | unset Av Sl (env= () BIE
=)

(@ W'

VARYVAANY T2 WA TARTAHEEIEELET, UN—ZA0FT &L THATRESE, v
IVRDO Web 4 —NDPETAT—YZAT— RDEICPIPDET, VARVANY T EZHAYTAALET,

always : always 2 EE L7256, TI7—DAT—F¥ AI— RIRERICL BT D £9, always =15
ELTWEWER, 200 FBEDO AT —% XA 3— RRERICEDNICZD ET,

set I NS ERELE T, NvIDPHLHEIEL, BELLAY FEICEZHAET,

append : FFIET A2\ Y FICAY FEEZEBEMLE T, FETH2ANYFEEOMIE, IV vTRYSNET,
Ny TDBL VIR, NV YEFRELET,

add : NY FBH->TH, FIOTIIAYFZRELE T, RIUAY F2HBEITRET 25EIEA LI,

edit : HEE LAY W H 556, "NV VEOERBRICER LB E2BHR XTI ICEZHMI I, E
HERTEIN () 2ZEALTIL—=LLTWBESE, FOIFEEOITIV—-TDRRICT Y F LI XFES|
T, BRXEHTH #EAL TSR TEET, IICIE 125 9F TCORERZEELE T,

unset I FEE L7\ v ¥ DD 558, FONv T2 I XTHIRLET,

env=IBIEZTH  BE L BESHARESNTVAESIZ, Header T4 L2757 4 T TIRELI-HNAYE
TLET,

env=IERIEZTH B L BELZEPREIN TV WEARIL, Header T4 L7574 7 TIEELI-HNEZ
ETLET,

ANy FEICZEEN S 251, " GIRR) THOBEFHD X9, Ny FEIILFEZTH 55 F,
7 x =2y MERTFRZEOXFINE T EW AP OMAXFINIBETEE T, 74—y MERTFZIRIC
A~LET,

TA—T Yk =S

%t U7 IA NI -72KZ)%, 1970F 1 B 1 HOK 04 0#(GMT : Greenwich Mean Time)
P HREE LB THERT 5. Bild~vA 7 af, EEICZ="PHFohs,

%D VTR MUBICHEY - R RN T 5. BALEY A 7 uf. EHEICIE'D="2MFF 5N 5,

%{env_name}e BIEZH env_name D,

(b) FEEIF
AN T HAY 7 A AREBEZ T 5 7-9121& mod_headers £ 2 — IVOHAAADBNDETT, Ny ¥ H
AH A ZREREICDOWVWTIE, [4.10 Ny H A< A AHEE] 2B LT &N,
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CGILRAZ YT MMPEDVARYANY ¥ NAY <A XT HE5E1E, always ZIHEL TLZS 0,

() ECHRTEBIEFh

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
(d) LEEFT

FileInfo L \)L

(e) 1EEH

Header set Cache-Control no-cache

(12) HeaderName 7714

(@ W&

T4 LI M)A VT IAFREDOANY T T BT R v 28R L2774 LDT 74L& OSRIEHRE
L) ##FLEd, HIMLE /-3 L — YT F AN CREBTEET, 727U, AddType 7« L7 5+« 7
F 721 TypesConfig T4 L7 T4 7 TIRELZT7 74 LT, MIME ¥4 7HIELL ERSN TV AHRE
BHVET, FL—VTFANTIAY MRERLEEE, T4LZ MIA VT AFRO HTML 121X

<PRE>#% ZMEMSNET,

(b) ECIRTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(© LEE=FHFT
Indexes L X)L
(d) EEH

HeaderName HEADER. html

%74 L2 bYU RO HEADER.html ORAEZAY FIAFF £,

(13) HostnamelLookups {On | Off | double}

(@) AT

CGI ® REMOTE _ HOSTBIEZHOIP 7 RLABLYQZ 77 A NICHAITH754 7 D IP 7R
VAZRANGIZERT 572012, RANEDOILY 77w TOWE &2 TAHPEIDPEZIEELET. =8,
WEEXZHEAT 558, VARV APELZDE T,

ON:IP7RLAZRAMGICEHBLET,
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Off iIP7 FLAZARAMRZIZE#L FH A,

double ! IP7 RLAZARANGICEHBLLET, 0%, BEHEL, IPT7 RLADBELWLYED D> ZHER
LEd,

ZDT1VLI7T 471, IPv6 7 RLAIZHMIEL TWET,
(b) ECHRTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>

() #HEEH

HostnameLookups Off

[P7RLVRAZERANGIZEHBLER A,
(14) HWSErrorDocumentMETACharset {On| Off | XFtv N W

(@) AT

IT—FRELLEZIIWeb 7T T7FAFRT B AvE—Y (B, TI5—-RFF2 X2 bEFUET)
IZOWVWTOXFEYL Y h2HRELE T, XFELY ML, TF5—FF2 X2 bR META % 7T charset=0
B&E LTHRESNE T, ErrorDocument 74 L7 T4 7T, HAYIARSNIZLT—RFa X2 M,
CDT4VIZT4T7DMETAY JICKABALFLY FOBRERNREIZDER A

On: X%t v b ISO-8859-1 & EL L7,
Off : XFty hE2RELEH A

XFtEy M I HBELLXFEY FE2RELE T,
(b) ECHRTEBIEFR

httpsd.conf

(© FEEH

HWSErrorDocumentMETACharset I1S0-2022-JP

(15) HWSErrorLogClientAddr X-Forwarded-For

(@ HWE

Ny ZILTY RY—NT, T5—aJICHTTH5RAvt—IFFA D" "[client 7547 7 RLUA]"%"[X-
Forwarded-For X-Forwarded-For \v #fE]"ICEAE TS LHRELE T,
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BEOBEBS TUF Y —NZN LU INY I IY RS —N"DP VI IANEZETHE, NI RY—
NBLS—a it % [754T7 NP7 RLVA] BUZIZANEEELEZZISATYFDOIP TR
VAT 2L, BEOHEBRL TOF Y —NDIP 7 RLRILRAIGENHD T, 2720, AREITEE
B TOF o —NoFRII3ERTOZ 547> b IP 7 KL A% X-Forwarded-For A\ v #2AHN9 515
ENH B0, HITTHNE% X-Forwarded-For X-Forwarded-For v ¥ DEANEE T 5 2 & T, HEHiT
DIZIFAT Y NP7 RULADPHASINAEELHICLET,

X-Forwarded-For : =5 —u ZIcH/19 %"[client 754 7> b7 KL R]"%2"[X-Forwarded-For X-
Forwarded-For ~Nv #fE]"ICEE L £ 9,

(b) FE=EIR
X-Forwarded-For v ¥ 2 %59 AHIICT T —DFRELIIGEY, —HBORX Yy —IV TRIEETZIEH A,

(c) ECIRTEBIEM
httpsd.conf

(16) HWSGracefulStopLog {On | Off}

(@ W&

qu RIERC, MEMRLERERE 2R L -d & ICBFELES e/ 7 I A MERE, T -7 774
_ﬁﬁﬁ“%b%‘:‘ﬁ#’%?‘aﬁﬁbi@“o

On: @flfE LS E) 7T A MERZ LT -0l 7 7 A VICHAILE T,
Off : MFMEF LS EZV VI A MEREL T —0 T T 7 A VICHTD LERE A
(b) ECRTEBIEFR

httpsd.conf

(o HEEH

HWSGracefulStopLog On

(17) HWSGracefulStopTimeout &S LEIFRT
~((0—3600)) (300) (BLfE : )

(@) AE

FHEMZIERFIC, FEITHOY 7T A M ZESICRT I S TCORGMELLGFOREZHDEMLTIEELE T, &
B, 0%1E i‘é‘éé: SRHE LR S REO ERIIFESNEE A
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(b) ECRTEBIEFR
httpsd.conf

() #EEH

HWSGracefulStopTimeout 600

(18) HWSImapMenuCharset XFt v b
~ (ISO-8859-1)

(@ AT
ROBEDA 2 —FRIINTHXFELY hE2IEELE T,

s A A=V YT T 7 A IVOIBEMEIC map IEE L7HE
s A RX—=VU7y THEHBDOEEZEQD,0)Z T ATRS > b LIZES
o BIEIEEDEWETAR—I2 v LT 7ANUNY TITANENTEE

XFt v ML, VAKRYZAD Content-Type N\ ¥ T charset=DfE& L THRESNE T,

(b) ECIRTE DGR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(c) EE=FFT
Indexes L\
(d) 1EEH

HWSImapMenuCharset SHIFT JIS

(19) HWSKeepStartServers {On | Offt @

(@ AT
=Tt ZDOBEEZ StartServers T4 L7 T 4 TIIEE L2 T 20 85 2EELE I,

On : StartServers T« L7 7 ¢« ZICIBE L2, BEIL Wb —NTavasFHasngd, ¥—
INTat A StartServers T4 L7 T 4 TIEEME I D /NEL o288, il av AER SN E
Jo

prefork MPM
ORI, TORABUCETEET 4 LT T« TOEEMED, ROBRICH HHEITETT
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MinSpareServers < StartServers=MaxClients
»o
MinSpareServers < MaxSpareServers=MaxClients

StartServers 7«4 L' 7 7 1« JEEAS, MinSpareServers 7«4 L' 7 7« TEME L D /NS WIEEIL,
MinSpareServers 7« L' 7 7 4 7OETY =N\ 70t AR SN E 7,

worker MPM
COMEER, THEABBIUAL Y NEUCET AT« L 7T+ 7OIREMEY, ROBRICH 255
IZEHTI,
MinSpareThreads < StartServers X ThreadsPerChild = MaxClients
»D
MinSpareThreads < MaxSpareThreads = MaxClients

StartServers 7«4 L7 7 4 7 X ThreadsPerChild 7« L7 7« 7 Ofi7%, MinSpareThreads 7+ L
U7 4 TREME /NS VAR, MinSpareThreads 71 L 7 7 « TREMICHE> T — T 02
BRI NEd,

Off : StartServers 7« L' 7 5« JIIRE L-HOBE L TWhWad— "ot g snE A,

(b) ECIRTEBIEFR
httpsd.conf

(20) HWSLogSSLVerbose {On | Off}

(@) AT

TI3AT7 Y NV =B SSLNY Rz A Z0FPIC, alIcHNIESNATT—D5 5 info LNILEB
LU error LRVDILT—IZDONWT, HFMEREZRRTZ2DLEDIPZIREELE T, SSL 26T 5158
WX, SOT4 L2 T4 72 OnICHETAIE2HRLET,

On: #FiliEHmzRRLE T,
Off : FififEH ez RR L LA

(b) ECHRTEBIEFR
httpsd.conf

(21) HWSLogTimeVerbose {On | Off}

(@) AE

I5—uJZXEVIIAMaTORBE, 77RO 7 7 AR, )7 TR IR HE) o 7R
(%T), BLOU 7T A ML LKL (%) 2 I VX TRRTL2NEIPZIEELE T, &b, &
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BB LOHEEHRICHAIEINEAvE—VTlE, 2OTA L2547 TCOnZEELTHLIURETER
SINEWEEPHD FT,

AEX ErrorLog 74 L2774 7 TCHRET AT I —u W HRICE D 9, Scriptlog 74 L7 T« 7T
T AHCGILAZY S OILT—a I RIZZD A

On: KB L UKHEZ IUMETERRLE I,

Off : RZB LU ZMETRRLE T,

(b) ECIRTEBIEFR
httpsd.conf

(22) HWSMaxQueueSize JWIJIARNFa—H1X w
~((0—2147483647)) (&8192)

(@ W&

JIATYERPED) TIANMIDVWTORRDFES ) VI A MZIEELE T, 0 2HHE LHER,
BHEHREZDET, COTALVITA T THRELLV VIR N2 =Y A XE@BR 12774 T 2 b PH6D
U7 I MK, T—NAITUisNE T,

(b) ECHRTEBIEFR
httpsd.conf

(23) HWSNotModifiedResponseHeaders AY 5% (ANv5%E )

(@ AN\
AT —4% A 2— K 304 Not Modified 27547 > hANEETARICMAIMT AL AR ANy FZIEEL
9,

2B, WONYFIZONWTE, COTALIT4 TIHEEN RS TH LV AR RIMMLET, 72720,
RIS 20T, SEREY 2 — L FK 23S —N\HE L ETHRESNIHEICZIAMLE T,
* Date

« Server

« Connection

» Keep-Alive

« ETag

» Content-Location

» Expires
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* Cache-Control
* Vary
» Warning

WWW-Authenticate

Proxy-Authenticate

(b) ECRTEBIGM
httpsd.conf

(o *EEHI
HWSNotModifiedResponseHeaders Set-Cookie Set-Cookie2

(24) HWSPrfld 325751

{(PRF_ID)
(@ &'

PRF 7 —% ViE#k#I1Z PRF @B T ICHEE LI XXFSI 2 HEEL £ 9,

VAL HDEY 2—)L% LoadModule THAAATZEE, TOTA L7 T4 TOEEITEDICZDE
9,

(b) ECHRTEBIEFR
httpsd.conf

(25) HWSProxyPassReverseCookie /VZ%

(@ B

UN—=Z2AFaF T 2FEHTZEES, UN—A70F @I\ 7Ty R =1\ 55(E L7 Set-Cookie ~\ v
FEREHLE9, N, Web 757875 Set-Cookie N ¥ #ZEL-HEIZ, VN—ZASaFI 2
HI ANV LY RY—=NADYTIZANMINLT, J7yF—%2XESEE-DITNEICZDET,

INR%  ProxyPass T4 L7 T4 JER U AZEBELE T,

(b) FEEIR

IYN—=Z2TaF T Z2FERHT 57291213 mod_proxy £ 2 —)LE LU mod_proxy_http €Y 2 — )LDFHA
ABDPRETT 'J/\——X7Df\—/®u¥fﬂi &, [4.7 UN=Z270FTORE] 2R LTLZE 0,
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(c) ECHRTEBiHFh
httpsd.conf, <VirtualHost>

(26) HWSRequestlog {771 W& | /81T

(@ W&y

VIIAMaT#HNT2577ANVEZ=EELET, V7T Abar&ld, EVa2—)LbL—X, VT
ARPL—=A, VOTANY FL—ABXIOTUF T b —RADOBEMTT, HATHV 7T A u s
AlliX, HWSRequestLogType T4 L7 T+ 7 TEIRTE £,

T7ANRB VI AMNATEZHNTET77ANBETBELET . 774 LRAICIE, X/ SXE0Z
ServerRoot T4 L7 T 1« 7 DIEEMED &5 DHEN/SZAZIBETZ T,

NAT BEAN NS ) VT A a7 EREZIMS 0 s 0% [ [ TurI768] OFATHELE
9. Windows iR COFEEZEIEIL, CustomLog 74 L7 T4 7AZBL TS,
(b) FEEIR

c ZDTA VYT 4 TREBBELIBEDEY 2 —)L b L—AHTIFE, ErrorLog 74 L7 T« 7 THEE
L7 74N 0ET, £V 2a—)L L —AOHELNIE, Loglevel 74 L7 T 4 TTHEELT
LSV, EVa—)LbL—ZAOHEMIZ, [426 EVa2—)LbL—ZA0OHKE] #22BLTLIEE 0,

e YJIARNML—RA, /OT74 LT FNL—ABXOT0FT s —ADOH 5%, ErrorLog 74 L7
FATTHELLET77ANMITAZEIEITEEH A

(c) ECIRTEBIEM
httpsd.conf

(27) HWSRequestlogType kL —X%#RI (ML—X%ERI --)
~ {module-info request proxy)

(@ e

HWSRequestLog 74 L7 T4 7 TRET AV VT AN ZICHIT A ML —RXERIEZEELET, b
L — MR 2RISR L E T,

b L —RiER| NE
module-debug WEBE Y 2 —UIZHT HEY 12— )L b L—AB XL module-info lHED L —2%2H I LET ., H

NEFZ Wiz, TNy ZTENDHTIRIEEL RN T EE W,

module-info AEEY 22—V & CGl uy I LETFTRHROEY 22—V L—RE2HETTLET,
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b L —RiER| nE

request V7 I A MUEBRBRBE LY T A MUHESETRICN L—AZHEALE T, £z, KeepAlive ##
MOBER, ROV IIALTA VRZEZTTRICL ML —AZHEALET, CNE6DL—Z%Y
JIANML—REFUET,

filter ETV 2D EELTWABARENT 4 VYBEROETEMEEZRT I/O 74 LY NL—AEZHILE
T, HAEN BV, TNy TEHDNTITEE LW TL S0,

proxy UN—Z2 0 F HEBEERARICYNN—27aF VICETA ML —AE2HAOLET,

none UJIZAMaT2FBMLETA,

(b) FEEIR
f5E L7z b L—ZMF1IC none AEENTLAEE, VI IR a2 —tJRRLEEA,

(c) ECIRTEBIEM
httpsd.conf

(28) HWSSetEnviflPvé DI IXAMNE IPv6 7 RL R RIEZH (H=E)
RIFZH (=B )
(@ W&

TS5AT Y NEIZT—NDIPV6 7 RLUAZEICBIEENAEHLET, YU ZITAMENIPVO 7 RL A
TRULEESEZHI-TIHE, BELILREBEEREZHRELET ., REITAEOT 7+ MEIZ 1 TY, FRIE
EHORNC 1] PfTni-E&xd, FOBEERORELZERLET,

DIZIAMEELT, RISRIEZIEETCEE T,

)7 TR ME =117
Remote_Addr 7547 DIPv6 7 RL A
Server_Addr JIIZANEZELIY =D IPv6 7 KL A

[Pv6 7 LRI, [ ITHEELZWTIEELTLEE L, &8, [Pv6 7 RLADEAIZ, 10 #EHTTY
T4 IARBIEETCZET, TV T4 v T AR, [[PV6 7 RLA/ )74 v 7 AE] OFERXTIEEL
9,

(b) ECINTEBiHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LEE=FT

FileInfo L X)L
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(d) EEBH|

HWSSetEnvIfIPv6 Remote Addr 2001:0:0:1230::/64 IPV6 CLIENT

75472 O IPve 7 KL AN 2001:0:0:1230 »oinf 255G, FRAKIPV6_CLIENT 2&EL X7,

(29) HWSSuppressModuleTrace E€Za1—)L771)I4%& (all| hook
| handler)

(@) AT
EV2- L IL—RAOHNZMETRZEI 2 -7 7 A LEB IO T 2 ERNZ2EELE T,

all ! EBEL/ZEY 2 —UPHEATAEY 2= )L L —ZA2FTRTCHIELE T,

hook : 8@ L/=EY a2 —LPHNTAHEY 22— L —ADS 5, handler BELINDEY 2 —)L b L —
ZEIMIELE T, BEORERICOWTIE, [42.6 FYVa—I)L L —ZADHE] OF4-4 2BBLTL 7
S,

handler : f§E L7z EY 2 =LA AT AHEV2—)LbL—XDS 5, handler BHOEY 2—IL b L —
AL T, BABOBHNICONWTIE, [426 EYa2—)LEL—2AD8KE] ©OF4-4 2B L T
S,

EVa-LT 7 AINVRICIE, Tl E VIR MNATICHASNAEEY 2 -V T 7 A V&% TR
ELETo ROFDET 22— L—Z2WET B5HEIE, £V 2—L7 74 LA "mod_example.c'%
HELE T,

(1)

[Mon Dec 18 14:57:14 2006] [info] hws : module ——> (mod example.c[12]) (1896)
[Mon Dec 18 14:57:14 2006] [info] hws : module <-- (mod example.c[12])(1896)(-1)

HTTP Server ASEH#ERM L CVWANRET 2 —ILEET 2L T 7 A NLEZOMNGEIRITT LUE T,

& 6-5 HTTP Server MEEREL TVWBINBET 21—V EET 2L T 71 LRORIN

EYa1-)L% Ea-LT7TLB
mod_expires.so mod_expires.c

mod_headers.so mod_headers.c

mod_hws_qos.so mod_hws_qos.c

mod_proxy.so mod_proxy.c

mod_proxy_http.so EVa—-)LhL—RF3HAEhEHA,

HTTP Server MRERMEL TV HHEEY 2 —VES 2RI B8, TOEY2—LD ML —AHH
NENBHEEENHV T, F/2, Loglevel T« L7 T 1« 7IZ debug Z5E /1%
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HWSRequestLogType 7« L 7 7 « 712 module-debug #&%E L TWAIFEE, WEREY 2 — LI
HFL—AbHTIEINE T,

BB, TOT4VIT4TIE, ERIEETCEET, ALEY2a—- LT 7 A VEZEELLBEI, HEl
BELLLLONPENEZDET,

(b) FEEH
CGl 7u 25 LEFHDEY 2— )L b L—RARMNETE E Ao

(0 DRTEBEH
httpsd.conf

(d) #FEEBH

(%1 1)

HWSSuppressModuleTrace mod proxy.c all

COEETIE, TaFIEV2—ILHOIXRTOBERICHTAEY2a—L L —22MELET,
(51 2)

HWSSuppressModuleTrace mod proxy.c hook

CORETIK, TuxTEYVa—I)LAD handler LA OB T AEI 22— L —2ZIELE T,

(30) HWSTraceldFile 771 %
~ (logs/hws.trcid)

(@ e

N —ZRED7zODOEEAET) ID ZBNT A7 7 A NEZEZIBELE T, 771 ILEZICIE, #Hx/S2AF
721 ServerRoot T4 L7 7 4 T DIEEMED & DS ANPEETZE I,

DT 7ANIERD Web b —NTlIHRETEEH A, [F— ServerRoot T« L 75 1« 7TIEE TEHD
Web b —N\ZEET SEEE, COTALVIT A T TCELZ T 7ANZEZIEETARENHD ET,

(b) ECIRTEBIEFR

httpsd.conf

(31) HWSTracelogFile 771I)%
~ (logs/hws.trclog)
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(@) AE

P—NTOtv APEERT LB EICHEEXA T VRSN L —RA2HTTA5 7 7 A VEEIBELE
I, 77 AINEZICIE, S AE /21X ServerRoot T« L7 T« T DIEEED S DHEXMNSAPIEETEE T,

MU —ZREEHDOT 7 ANICTY T TSI RLTHALET,

UNIXFRTIX, K577 A VHENLET, HNTHT77A0IF [FEEELLT7 7 A &nn] OT7 71 )L
ZEDET, nnid 0l 75 05 FTTF, HTTP Server O#EEIKICIE, [fBELZ-7 7 A NLZ.01] »*H
LY NOHENIT 7 ANZERDET, HLY NOHEAIT 7 ANVED [FBELLT7 74 )L&.nn] Th- 735
BICNL—2ZT7ANVICHNITRE, ROALY DT 7ANEZE [HEBELLT 74 )L&nn+l] 1274
DET, 2B, [TEELLT 74 Enn] ».05DHFEITE, ROALVY b OT 7 AVEZE [TBELLT 7
ANEZ01] 1Tz ET,

Windows iR Cl&, K277 A NVHEAILET, HATAHT7 7 A VIE [HE8ELLT7 7 A L&A.01] £
[FEELI-T7 74 NR.02] D7 7AINZICHEDET, HTTP Server O#fEERICIX, [FEELLZ7 7 AL

201 WALV OHAT7 7 ANGELEDE T WL OB T7 7 ANLED [HEE LT 71 L&.01]
DEZIZNL—RAZT7AINVICHAITARE, ROAL Y RDT7ANEZIE [BE LT 71 L&.02] 127
DET. BB, WL NOHEANT 7 ANVED [BELLT7 7 A VH.02] OLEZIZPL—ZX%2T 7 A ILICH
NT5E, WOALY DT 7 ANZIE [FBELLET7 74 LRA.01] 122D FT,

(b) ECHRTEBIEFR
httpsd.conf

(32) HWSWebSocketlog {7 71I% | /317

(@ &
WebSocket #BEICEAT 2072 Nd 27 7 A VA EIEELE T,

T71)% : WebSocket BEICET I 2u V72193577 VEZEZIBELE T, 771 IR, #Hdt
IS F /21% ServerRoot T4 L7 T 4« 7OIEEMED? S OEMNSAZIBETCEE T,

INA T L BEA S 5 WebSocket BEICEIT 2 0 /EMARZ TS u s 0% [ | Turs64] ©
EAXTHEELE I,

(b) FE=EIR

WebSocket 7t F T #EEAHRH T 5729 121%, mod_proxy € 2 —)Jl, mod_proxy_http €Yz —JL,
B LU mod_proxy_wstunnel € 2 — )LOHAAADBNETT .

UNIX RO HE
LoadModule proxy_module libexec/mod_proxy.so
LoadModule proxy_http_module libexec/mod_proxy_http.so
LoadModule proxy_wstunnel_module libexec/mod_proxy_wstunnel.so
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Windows fRD 5 &
LoadModule proxy_module modules/mod_proxy.so
LoadModule proxy_http_module modules/mod_proxy_http.so
LoadModule proxy_wstunnel _module modules/mod_proxy_wstunnel.so

(c) ECRTE 3G
httpsd.conf

(33) IdentityCheck {On| Offf

(@) AE

7547 MRAMD dentd T—EFVRFEHLTCIIAT7 Y NOWERZT 2P EID»ZIEELE I, ident
IZDOWTIE, RFCI413 2B LTL Sy,

72120, 727347 RARANPIPVE 7 RLADH A, OnZFELTH identd T—E > ZFHHL T
FAT Y MOWERZ LER A, £/, V74— v MI%l ZFEL TW555, CGIRIEEE
REMOTE_IDENT (Zi& [unknown] ZH7 L9,

On:identd 7—E Y ZHRAL T I147 > bOMERZ LE 7,
Off ridentd 7 —E >V ZEAL TV 747~ bOMERZ LEXE A,

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>

(34) ImapBase f{map | referer | URL}

(@) s

A A=Y T T7ANDbase fTOT 7+ EEELET,

map : v v 77 7 4 VOB

referer: RF¥ 222 bOBFT (M A=V~ v TE2FRRLI HTML 7 7 A LO5FR)
URL : 5% L7z URL

URL IZIX, IPV6E 7 RL AL 7ZIEIPVE 7 RL ARG LA A B BIEETE £,

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess
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() LEE=Erol

Indexes L X)L

(35) ImapDefault {error | nocontent | map | referer | URL}

(@) AE

A A=I% Y ST 7A4 LD default {TOT 7+ LV b ZIBEL £ F,

error : FE¥EDIT S — A vt —VEFRLET (AF—% ZA3— F 500 Server Error Z5&LE9),
nocontent: V7 LA+ EEHELEY (A7 —%A32—F 204 No Content ZJE&EL£7).

map: v v 7774 VHEO URL # A =2 —FRLET,

referer : 27 —4% 23— 1 302 Found #J&& L £7,

URL:#EE L7 URLDIVF VY RHERLET,

URL IZiX, IPV6 7 FL R 7IEIPvE 7 RL ARG LA A MR BIEETE £,

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(o LEE=FT

Indexes L X)L

(36) ImapMenu {none | formatted | semiformatted |
unformatted}

(@) AE

A A=V T 77 AIVDOIEEMIC map 25X GEE L2134 A=Y~y TEIED (0,0)/BIEEZ <7 AT
KAV UIEBEDORXAZ 2 —FRZ2EELE T, BEEBEDOLZWETA XISy T T 7AILNPY IR
NESNZIBEDOEED CORTEICHNE T,

none : X—a2—I3ERMLEVA. TOEZDOEEX, ~v 77 74 LHOD default fFTOBEIHEVE T,
formatted : "N ¥ BIO) VIV —EEERLET, v T T ANFOIX Y MIBEINET,
semiformatted : V> 7 —EEZFERLFET, vV T T FAINLFOIAX Y FHEERRLE T,

unformatted : v 77 7 A LHFICHTML 2888352 & T, A2 —0ERXZEHICHRETZET,
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(b) ECRTEBiHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LE=FT

Indexes L X)L

(37) Include 7714
(@ AT
T7ANZTIELLT7ANEA T4 7T 7ANELTHETESEDICLET,

T 7 AIVEZIZIX, /S A F 7213 ServerRoot T4 L7 T« T DIEEED & DHEX/SADIEETCEZE T,
CDT4 VL IT 4 TREBIEETAES, v—VESN-HNEPERHENET, 77 MILVAICEILCT 4 LY
T4 TDDA5E, BAIHEELLATLEEZINET,

(b) ECIRTEBIHFR

httpsd.conf

(38) Indexignore 771 L% (T71LE )

(@ HW&E

TA LT NIA VT ARREEIC, Web 79 9FICRRSELZVW I 7 A LVEZEIBELE T, EREFHRTD
BETZET,

(b) ECIRTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
() EEE5FO

Indexes L X)L

(d) #HEEBH|

IndexIgnore ., ?7% x~ *ff HEADER* READMEx RCS CVS *,v *,t
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(39) IndexOptions ({+|-4) F#7F>3a> ((+|4) #7Fv3> )
(@ W&

FALZ M)A VT ADOBEFEREROLT S a VEBEX LET, £ 773 VORNCHERIEET AL F
723 +-2EBBTAEFOF S a vBEBCZDET, TIHILNTREIXRTCOLT T 3 VHETT,
BETZXAFA Y a L 0—&%2RIRLET,

K66 F S ar—&

Fra> =173

Charset=X=Ft v bt A VT I ARRYT BHR=TVDXFYry N %EELE 9, HeaderName 7+ L

~ (1SO-8859-1) (U 7?4?&t@Ra@m@hme?4v7?47T%iLt774wT@%b
TWAXFEY b, T71)LhOXFEtLy b (UNIX AR : ISO-8859-1,

~ (UTF-8) W Windows iR : UTF-8) &R 2413, ZOF 7 3> T HeaderName
T4 LT T« 7E7d ReadmeName 54 L7 5«4 T CHRELEZT 71L&
BUXFty F2IEELTLREZEV, 2OF Ty arTik, =XFty 24
BETEEtho, £/, -Charset {5ER +Charset IEER & FREOEEE L
ig_o

DescriptionWidth (= {3ZF%t]*}) 77 AIEBAN I 7 OEEXFH( XF=1N1 M) THEELE T, "ZHE

(23, 30, 42 F7-13 49) L7238 AddDescription 74 L7 7« 7 TIRE L7727 7 A VIR O &
REICEDETERLET, 20X ar2EBLIZEEDT 71 VHHET
I 7 DIEIE, 2334 M(7z72L, SuppressSize fEER+ 7,
SuppressLastModified f§E#+ 19) T7
-DescriptionWidth fEEK = {(XFH|*} 2EBTEE T, ZOHBADER
M§ix 23 %1 b TY .

FancyIndexing TA4VLI M)A VT ZAOBERTEEZ BN LET,

FoldersFirst T7ALEDT 4 LT NI REICA VT IARRT BEEITEELE T, 7272
L, Fancylndexing 3E#2HE72TTI

IconsAreLinks T4 LI MNIA VT RBERREOTA AL ET 74 IVIIRNT BTV H—IC

L&Y,

IconHeight (=27t ((>0)) €22) FTALI M)A YT RABERREOT A AL OS2 VB TEELE
9, IconWidth A 7> 3 v E—EICHEEL ST, A TV ZA%FRd % HTML
® IMG % Z7'® HEIGHT B2 D 7,

IconWidth [=¥Z7t L] ((>0)) €20) T4 VLT MNIA VT ABERREOT A 2 OB EILTIEELE T,
IconHeight # 7> a3 v & —#ICHELE T, 1 T/ ZA%KRRT 5 HTML
D IMG % 70 WIDTH B2 D £,

IgnoreCase T4 VI MIA YT ABERTRRIC, 77 VEBROT 4 L7 PURDK
NFENLFORGNE s W TEREZ LT,

NameWidth (= {3ZF# | *}) €23) Tr7ANVEBIOTA LI N)RI)TORELFH (1 XXF=11141) T
BELE T, "ZEELLBAR 7 7 VEBLTT 4 LY P BORKREIC
BHOETERLET,

= | ) BB BESIINT-NameWidth EHELTLZE 0,
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TS

ScanHTMLTitles

SuppressColumnSorting

SuppressDescription

SuppressHTMLPreamble

SuppressLastModified

SuppressSize

TrackModified
(b) F==EIE

175

AddDescription 7« L' 7 7 « 7OIEEN L WFEIC, HTML 7 7 4 LHO
<TITLE>% 7% &KL, SHAXELTERLET,

et

TrANE, T4LZMNIE, BREHFHE, 77V AXBIOT7 71
DHELDENFTLTA VT 7 AR EREZ HHERERINIELE T,

T77ANVOHEALEFR R LE A

HeaderName 7« L7 7« 7PEE SN TV 515#, HeaderName 7+ L
U714 TTHRESN 7 7 AVOREL, BEERSNS HTML N\ v 58
(KHTML>®<TITLE>7% &) IS NE T, 2ot T3 vid,
HeaderName 7« L7 7« 7 TIES N7 7 A VA HTML TSI N T
WAEE, BEERENS HTML ANy FHOHHEIE LE T,

RCEFHR R RESEEE A
T AT A X eRRSEEE A

TALVT NIFRRODIZDD LV AR ZAD HTTP VAR ANy #IZ, Last-
Modified fE& Etag EZRE L ET. DX T2 ay28ETHE, 754
7Y MIHEAD Y T ANTT 4 LY M7 7 AV OEE#ERTE
2720, 74TV OF vy Y aBRBEEENICERTEEd, 20X T3
VEARV—=T 4 VT VAT LET ANV AT LW stat() &Y A — b LT
BBEITEMTT .

« CDOTAVIT 4 TEEEIEET 56, RL7 7 A VAICERZAZFINIEETE LA
« IconHeight, IconWidth, NameWidth T=E%{EET 25HH, -OEEITEE A,
s MESN/=A T ad, httpsd.conf, <VirtualHost>, <Directory>, .htaccess DIET, F7z,

FREFA LI PUDPSTIT 4 L7 PUANRELE T, MEALAA T a v aRENICY—I LT, A
YT ABEFRIRNERZIRE L LT,

* httpsd.conf T+-ZfHFTH T a VEZBE L THEIITL D £, 727201, httpsd.conf,
<VirtualHost>, <Directory>, .htaccess DJET, %72, MMUT 4 L7 MJICHASINE T, KRS
NizF 72 a VIRERY—VETENICZ D £9. ZRIEMP NMIOEEZMTE 7Y 3 > OFED
HHGEFIIRITRTTA LI T4 TOENDPDIBENRH 256, v —VUEIETINET,

+ AddAlt

+ AddAltByEncoding
+ AddAltByType

+ AddDescription

+ AddIcon

» AddIconByEncoding
+ AddIconByType

» Defaultlcon
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* HeaderName
» ReadmeName

()

httpsd.conf 7 7 « JLiZ IndexOptions +FancyIndexing +IconsAreLinks Z#§7%& L 72356, TALO
BEBITA > T 7 ABGROT 1+ L7 T ¢ 7HEEN % 1S Fancylndexing, IconsAreLinks (&%)
22D E9,

httpsd.conf 7 7 4 L IZ IndexOptions +Fancylndexing +IconsAreLinks, 72> 7« L7 b J D
TR arru—)L7 7 A )L, AddDescription "TF A hT7 7 A" fixt ZIEE L2BE,
FancyIndexing, IconsAreLinks (ZBZIIC72 D £9,

« +f8EMD %\ Charset, IconHeight, IconWidth, NameWidth 7« L7 7« 7%2{EET 5&, ZD
EEBFNTLEOA T a Y PHRESNTVWANELDENEES N TV A+ DA T a >
(Charset, IconHeight, IconWidth, NameWidth &\ T) ZEHICRD £9
(1)

IndexOptions FancylIndexing -IconsAreLinks [conHeight IconWidth
Z OF#, Fancylndexing, IconHeight, IconWidth 7«4 L7 7 4« 75BN Z D £9,
IconsAreLinks D-fEIFMEA SN L Ao

« FHEBFHEICRILT 4 L7 IO YT U AZNRICE T 3 VIEELBEO Y — VNI, SHEIE
WA K DEBRFDIEEBFAITHDRNWA T a VEIBET S &, RIHEELLA T 3 VIZEMITRD
£9, 7272L, IconHeight, IconWidth, NameWidth IZ#XIZ7% D £H A,

(%1 1)
« httpsd.conf 7 7 £ LDIEFE
IndexOptions +Fancylndexing +IconsAreLinks
s 77X A bu—)L7 7 AILDIEE
IndexOptions Fancylndexing SuppressLastModified
N6 ZIEE LIZiEA, IconsAreLinks I38Exhi27% VD £ 97, Fancylndexing,
SuppressLastModified 13B%1127% 0 £,
(%1 2)
« httpsd.conf 7 7 4 L DIEFE
IndexOptions SuppressColumnSorting +Fancylndexing +IconsAreLinks
e TUYARAYIU—LT 7 A ILDOIEE
IndexOptions FancyIndexing SuppressLastModified
N6 ZIEE LIZEA, SuppressColumnSorting, IconsAreLinks ($EERIC2 D 9, F/z,
FancyIndexing, SuppressLastModified I3E%IC7%2 0 £7,

s FBEBFET, ELTA L7 VDA VT AERNRICAT Y a VBELEHAOY—VLEIE, FU
FFa L THE-OmMAEIBET 5 E-BENEMILDET,

(%)
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« httpsd.conf 7 7 £ L DFEE
IndexOptions +Fancylndexing -IconsAreLinks
« TUEAIAY MU—LT 7 A ILDOIEE
IndexOptions +IconsAreLinks
INSEIEE LIS, IconsAreLinks IXEhIc2 D £9,

s FCEESTH2EELEWE T 3 V2EET 5 &, Charset, IconHeight, IconWidth,
NameWidth 7« L7 7 4« Z7UND+-THE L7z 7> 3 VI3EIC2 D £7,

(1)

« httpsd.conf 7 7 £ L DFEE
IndexOptions +IconsAreLinks Fancylndexing +SuppressLastModified
Z DA, IconsAreLinks IZEHICZ D 9

(%1 2)

« <VirtualHost>71m v 27, <Directory>7d v 7 &7/zld7 7L A3 ha—)L7 741 LVOIEE

IndexOptions +IconsAreLinks Fancylndexing +SuppressLastModified
Z D%, IconsAreLinks, SuppressLastModified (Zf&%1C272 D 9

() ECRTEBEM

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(d) EEE5FO

Indexes L X)L

(40) IndexOrderDefault {Ascending | Descending}
Date | Size | Description}

(@ ATy
T4 VLT M)A VYT IARRTD, 77AINVOENIEOT 7 )L b ZEELE T,

Ascending : FIE

Descending : FJE

Name : 7 7 A VA TENRK T,
Date: 7 7 A VEHHM TN T,
Size : 77 A VYA XTHERE T,

Description : AddDescription 7« L7 7« 7 TEE L/ FHBAX THERFE 7,
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(b) ECRTEBiHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LE=FT

Indexes L X)L

6.25 K, LTWHFE3TsLITa7

(1) KeepAlive {On | Off}

(@ HWE

KeepAlive #ft 2 BRI T 2D ED P ZIBE L 9, EREIC KeepAlive BETENZ2DE T T4 T > b
il KeepAlive IZHE L TWBIHAEZIT TY . KeepAlive & —NTatx&r 47 vepaxry
TarPRRESNAEOT, LYV IAMDLVARYZANREL BV ET, KEH, V=70t A4
EDIITAT Y NERILRSDT, Web ¥ —N2AE LTH—ERENMETRTHZEbHDET,
KeepAliveTimeout, MaxKeepAliveRequests 7« L7 7« 7= {#HH L THET 20ENHD £,

On : Ffefisafi (KeepAlive) ZBMICLE T,
Off : #FfflEsft (KeepAlive) #HXIICLE T,
(b) ECIRTEBiHFR

httpsd.conf

() HEEH

KeepAlive On

(2) KeepAliveTimeout B
~((0—65535)) {5) (A : 7))

(@) AT

KeepAlive iR OBERG LM A2 MBEMNTHEELE . CORENEFERLTY, 79472 MoKk
DYITITANBREVES, 37T a2 LE 9., KeepAlive I3V —NTOv APRKED T T4 7
YMIHBEENET. HDB Web R=IDS5RD Web R—IABBIGEITNE L 3 5 IEHER 72 BERE DL
X, 4L 77 MicLTcaxryaryzikL, v—N"7TavAZ2IFH,rDY T A MNOMIEIZYE TS LD
ICLE T, REfEIC 0 2F57E L7cH &1L, KeepAlive A ERNIC 2D £,

6. T1LIT1T
Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 222




(b) ECHRTEBIEFR
httpsd.conf

() #EEH

KeepAliveTimeout 15

KeepAlive ##tRE OZRF S B d 15

Ed—K -]

[l
=]

(3) LanguagePriority E81—K [

(@) AT

EHSELBEEMNOFEVIEICIEELET, 20T MATYL—Y 32T, Web 7I0¥ 060 7T
Z MISFEI— ROBEIEM (Accept-Language v %) BNEENTWERWEEIZ, TITEELLE
ZIEMPERSNE T, I THETSHEEI— R LIIO0W T, AddLanguage 74 L2774 745
LT 7ZE 0,

(b) ECHRTEDIHFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

() LE=EFHT
FileInfo L)L
(d) EEH

LanguagePriority ja en fr de

BRIBALIE HARE, HEE, 772 A&, N YVREOIE

(4) LimitRequestBody I IRXAKNRTFsH1X
~((0—2147483647)) €0) (BAL:/NA )

(@ W&

HTTP@EEICL>T, Web 79 UHMEBLTLK AV VIR N Y —N\DPRETHHBEOL T T b
AT« (T —%) OV A RADOEREZEELE T, Web 7575755 <FORM METHOD=POST
ACTION=..>I2 &RV VT A N2 XEBIGERENCF TV VAT PHWONE T, LRES
TWIESIE, Oz EEL TSV,

7E L

2t

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess
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(5) LimitRequestFields Ay 5#
~((0—32767)) €100)

(@) AT

HTTP@EEICL>T, Web 797 DPEELTL B VI A M2 —N\PZETHIEEOHTTPAv 4
B EEZEELET, UZITAMDOHTTPAYF#IZ, Web 7574 %) 7T A hZHi#fd 570+
VIR EODHERETEDLDE T, EREZFRELLZVIESEIE, 0Z2EEL TSV,

DT 4 LI T4 THEEZ, N—F v LAZA NI AU TZITAMILERT 57-0121%, <VirtualHost>
Tuy 7 XD LENCIEET ARESHD ET,

(b) ECHRTEBIEFR
httpsd.conf

(6) LimitRequestFieldsize AvdH1 X
~((0—8190)) €8190) (HAL : /N1 +)

(@ W&y

HTTP&EEICL>T, Web 797N EELTL BV T I A N2 —N\PZET SHEE, —DD HTTP
ANV FD, YA XD ERZIEELET, YZIZA MY TOTA XE Web 7780 7T A b %k
TAHOF I LEEOHETEDLY 9,

DT 4 LT T 4 THEEEZ, N—F v ILARAMIXNT AU 7T MILERT 5720121, <VirtualHost>
Tay 7 XD LENIEET HLENHD LT,

(b) ERTEBEMR

httpsd.conf

(7) LimitRequestLine JJIRXNFIUE
~((0—2147483647)) (8190) (Bifir : N1 1)

(@ B

HTTP @EICL > T, Web 7T VUYDEFELTL BV VIR MY —N\DPRZETEHHED) IV TANT
A2 (XYY R, BuwabEXXFHaE%E&8 URl, HTTP X—Y3Y) ORSOEREZHEELE T,
Web 77 747 5<FORM METHOD=GET ACTION..>IZ &%V 7T X b 2E5567% SICEVED
TXFHNELTYVIIA NI VHPHVONE T, 2B, UIJITAMTAELT Web 77797050
NA MENZPIE, Web 77780 VT A Mg 270F 2 EOAKTEDY 9,
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CDOTA VI T 1 TIEEEE, N—F v )LAZAMIXNT AU 7T MILEAT 570121, <VirtualHost>
Ty 7 XD LENIEET HADRESHD T,

(b) FEEIR

VIIANTIA VEICKREZLREZIBEE LGS, VJ/IANMNMUBERICKEDOX T EELZEHT 2EZFN
WH2720, COT 4LV T7T 4 TICRHED FICRELEZIEELLEVWTLZE N,

(c) SO TEDIGA

httpsd.conf

(8) Listen (P 7RLR) R—rES

(@) AB

VIIAMZZIMIFEBIPT7 RLABEIOR- I ESZEELET, Port T4 LT 7ERZD, &
BIEETEET, Listen T4 L 27T« 7#BET A&, Port 7«4 L7571+ 7B L BindAddress 7« L
75 4 TOREZERINE T,

I[P7RFLRIZIZIPVE 7 FLABIEETEE9, [Pv6 7 FLAZIEET HH/EE, IPv6 7 RLAZ[ ]T
FATLES W, 72720, [PTFLAZERLTCA— MESLIZEELLBEAIE, [Pv4 7 FLA%ZHE
ALY VT ANEZTEZIMITET. 2D, IPv6 7 FLAZEAT 5551E, 47 Listen 7+ L
T4 7IWCIPV6 7 RLRAEZIBEL TL S,

Listen T4 L2ZF 4 7OIP 7 RLAZZEE L TH—N2HIEEHTHIEE, T—N"E2\-o-AEIEE, £
LTSV, A7V R ETHEHZERT &, Y—NOEHIERT LH2HEPHDET .

(b) ECIRTEBIEFR
httpsd.conf

(c) EEH

Listen 80

Listen [2001::123:4567:89ab:cdef]:8080
Listen [::]:80

(9) ListenBacklog /\voO7%#
~((1—2147483647)) {511)

(@ AT

7547 2 05 DERERDODEROFETIEZIEEL LT, ZOFEMIT AT LIT—)llisten()D
Ny ZaTBELTRESNE T, 72721, FHEMEDOHIRMESL, EEOR/FBITIIROZRAMEIZDONTIE OS
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ICK->TER 720, FEMIZR OS D listen()IZOWVWTHY=2 7R, % OS D TCP/IP EEDFHM %
AL TWVWARF a2 XV M EZRBLTLLIEE N,

(b) ECRTEBIEFR
httpsd.conf

(10) LoadFile 771IL& (771ILE -]

(@ NS

DSOICEL> THARALEY 2 — PSRBT EZ2I—RRPHE2F T2 T 7ANERRIETA TS5 2I8E
LEd, 7714 NKZITIX, #XM/SAF7-1d ServerRoot T4 L7 T 4« T OIEEMED & DX/ SABIEET
ER I

LoadModule 74 L7 T4 7TZD7 7 A VBRI HEY 12—V E2IHET H5HF, 150 httpsd.conf
THEASNDHIC, ZOTALVIT 4 T2EETL2HUENFHD 7,

(b) ECHRTEBIEFR
httpsd.conf

(11) LoadModule module #&&#FR 173V T771IL%

(@ W&

Web 3 — N ICBRICHARLEY 2 —LZEELE T, 9477 Y 7714 I0LRZICIE, BH/SAE-E
ServerRoot T« L7 T 1« 7 DIEEMED S DA/ SADNIEETZEI,

UNIX fRD#56, prefork MPM €Y 2 —)L & 7213 worker MPM €2 2 — )LD 5 5 p—D & AR T dh
ERHDET . E55DIEEDL B WIGEIE prefork MPM €Y 2 — LA HARAE T

(b) ECHRTEBIEFR
httpsd.conf
() 1EEH

prefork MPM €Y 2 — L2 AR TIE S

LoadModule mpm prefork module Llibexec/mod mpm prefork.so

worker MPM &3 2 — )L 2 &AL ES

LoadModule mpm worker module Llibexec/mod mpm worker.so
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(12) LogFormat "7#—<wv KN [SNI$)

~<<"%h %l %u %t ¥"'%r¥" %>s %b">>

(@) AT

Or7D7 =<y MIINVEEEHRLET, CITEHRLLINLEL % CustomLog T4 LI T4 7T
IHECTEZEd, HECES 74—~ v Md CustomLog T« L7 T4 7EZBBLTLILES W, B, 74—
<Y MIBA £721d%a ZIEELGE, IPV6O 7 RLABHAITEE T, 72, 74—~y MI%h 7
%V Z18E L25E, [Pv6 7 FLRICHIE LA A MEE/2IEIPVv6 7 RLAB T TE LT,

SRVGEMFRWEEIX, COT4 V7T 4 T2BBIEETE A,

(b) ECIRTEBIHFR
httpsd.conf, <VirtualHost>

(0 EEH

LogFormat "%h %L %u %t ¥'%r¥” %>s %b ¥ '%{Referer}i¥’ ¥"%{User-Agent}i¥”” combined
LogFormat "%h %l %u %t ¥'%r¥” %>s %b” common
LogFormat "%{Referer}i -> %U” referer

LogFormat "%{User-agent}i” agent

(13) LoglLevel {debug| info | notice | warn | error | crit| alert |
emerg}

(@ AB

IT7—0JICHNTAITI—DLRNLEEELET, FHELLZLNLO B LN )LvourZzHILET,
7272, notice LXLOU XD EICEFZRZSHENTSINET, £/, HTTP Server 2@z &, L
NWVIEEOBITETEICHEASNA A v —21F, ZOEEICEZRELLHENESNAEE2HD ET,

WICZT—L Nz EJEICRLE T,

LI =173

emerg BERA -

alert IR SR A v 2 —2

crit B REO X vy v —

error —MR LT — Xy =T

warn BELRLVAvE—Y

notice EENIEAEER Ay -

info AU T A A= ar A=, HHFEV2 -1 E CGl TUuT T LAETHOEY 2— )L F L —2*
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LI 173

et

debug FNY FLRLA =, HEEI 21—l —Z2BLPinfo HYDEY 2 —)L L —R*

EX ETYVa-LbL—RF, 75—l TEELYIJIAMNATICHATAESIRETCEE T, ML, [4.2.26) &L —
ZOHNTE] BEO [4.2.6 FVa2—IL L —ZA0OFR] #2B LTS,

(b) ECRTEBIG

httpsd.conf, <VirtualHost>

() #EEH

LogLevel info

6.26 M, N, O, P, Q RTWHWZFZTsLITr7

(1) MaxClients Efi#h

prefork MPM
~((1—1024)) 1024

worker MPM
~ ((ThreadsPerChild - (ServerLimit X ThreadsPerChild))) €400)

(@ s
FRICERTES57 947 Y VOBREZIEELE T,

P—N\Z#E T 5 &, StartServers T4 L7 T 4 T TEEELLZEO S av ASEKE SN VT A M 2FS
EJC N

prefork MPM

Z< DV I T A MDPREBICHE LGS, EHOTOCATY) VIR NZAET A EICHDET,
JIAMNMEEDOKD 70t ¥ MinSpareServers 74 L7 7 4 T THRELRHEI VDL 5 L,
BRI O REZERLET. COEE, UL AENIOT A LI T4 T TRELLRICZ2F
TTUEANERSNET, ZDK, VIZVIZANOMESKT LY VTR MNMES Tat ASEMNT %
&, MaxSpareServers 714 L7 7 4 7 TCHRELERETCToL A2 TSEE T,

worker MPM
Z< DY) T A MNPRBICEE LGS, BHOXLY RTY VI AMNRAETHZ L2 DET, U
JIZAMMEEDOED ALy ¥ MinSpareThreads 74 L7 74 7 THRE LR LD DLl n 5L,
FLOWTOLRAEZERLET. COEE, ALY FENZOT 4 LI T4 TTHRELEBICESETT
OEANERSINE T, TOR, VIVIAMNDUEPKET LY VT AMEBAL Y NAEINT 5 &,
MaxSpareThreads 714 L7 7«4 7 THRELIHU NI 2ETT 0 AR TIEET,
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MaxClients 7« L' 27 57« 7®O{El%, ThreadsPerChild 7« L' 7 7« 7OfEH &, ServerLimit 7+ L 27
7 4 7 Offi X ThreadsPerChild 7« L' 7 7« 7OfEDHFE T9 . MaxClients 7« L7 7« 7 DIgEME%
EINSE 272012, 5—NTut Z2ABO LREEZEFET 555121 ServerLimit 7«4 L7 7+ TI8EE%
EELET,

(b) ECHRTEBIEFR
httpsd.conf
() 1EEH

MaxClients 150

(2) MaxKeepAliveRequests %N
~((0—2147483647)) (100)

(@ e

KeepAlive iR I D EIRZIEE L £9. ERMEZHELZWVWEEIEX0 2HEE L £9. KeepAlive I
Y—NTOLAPREED T T4 T Y MIEEENEDT, BPDI7IAT Y MY —EADHEEREEZ
2701 ERZZFIT XTI,

(b) ECHRTEBIEFR
httpsd.conf
(o FEEH

MaxKeepAliveRequests 100

(3) MaxRequestsPerChild V7 I X NLEEE v
~((0—2147483647)) €0

(@ W&y

P—NTotZAD) 7T A MUERIHEZEELE T, Y—N"TOotRAZIBESNZY 7 TR HLEEE 72
JEIEL, TLES, I—UMWMERLAT TV r—2a v al8IliaXE) Y —7ICKBEEELRRAI
i<HRBHDET ., 2B, 0%EEIT S &, ¥—N"T0L2ADY 7T MLEEHO LRIGFRESNE
Yho Y—NTOLRIKTIHZ &L, VIIRAME2RESL, WELET,

(b) ECHRTEBIEFR
httpsd.conf
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() 1HEEH

MaxRequestsPerChild 10000

(4) MaxSpareServers OtX# ©
~((1—1024)) €10)

(@ NS

JIZIAMNMEBRETHESIETBL Y- NTa0r 2A0REAKAIEELE T, FTut AEICEET 21T,
DTFT4LT7T4 720 TIE, [4.1 HTTP Server DAIEEF 4 L7540 7 EOBR] 2B LTS
W,

MinSpareServers LI N DfE % 8% 7E L 72354, MinSpareServers {8EE+1 DESRE SN E T,
DT 4 V7T 171, prefork MPM AT 55 5ICIEETCE £,

(b) ECHRTEBIEM

httpsd.conf

(o HEEH

MaxSpareServers 10

(5) MaxSpareThreads AL v R# w
~ (((MinSpareThreads+ThreadsPerChild) —MaxClients)) €250)

(@ By

VIIAMEBRETHRESE BT —NAL Y FORARBEEELET, VI I M REDOY —
WALy NP ZOIREEL D ZL Bo7858, VI AMFSREDOY —NA Ly NN Z OFEEED
N HETH—NTOLAZRTSEET,

MaxSpareThreads 7« L7 7« 7Df#%, MinSpareThreads 7« L7 7« 7Df# + ThreadsPerChild
T4 VT4 7Ol »5, MaxClients 7« L7 7 4 7OEOHFE T3, MinSpareThreads 74 L7 7 «
7 OfE + ThreadsPerChild 7«4 L7 7 4« 7OEX /NS WEZETEE L 728561, MinSpareThreads 7 «
L2774 7OfE + ThreadsPerChild 7« L7 7« 7OMEPMEESNE T

ZDF 4 L7 T« 71, worker MPM Z{#H T 2B &ICIEETE L9,

(b) ERTE BIEFR
httpsd.conf
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() 1HEEH

MaxSpareThreads 75

(6) MinSpareServers 7OtEX¥ ©
~((1—1024)) €5)

(@) AB

VI IZAMNEBRETHEE L CWAT N0t A0R/NGZIEELE T, Y—NT 0t 2AHHP T DIEE
BEEDDEL 5726, LW utvAZ2ERLET. 7Ot AMICEET 21IHhDOT 1+ LT T 4 71D
WTiX, [4.1 HTTP Server DAEET 4 L7 T4 TEDOFER] 2SBLTLZE N,

ZDF 4 L7 T 1 71&, prefork MPM 2T 2 BAICIEETEE T,
(b) ECIRTEBHM

httpsd.conf

(c) EESHI

MinSpareServers 5

(7) MinSpareThreads XL v R¥ w
~((1 - MaxClients)) €75)

(@) AT

VIIAMEBRETHE L TWAY—NALy ROB/NIZIEELE T, V7T A MEBREDOY—N
ALYy REPZOEBEEI D DL o784, il —NTaotv A 2EKLET,

DT+ LT 1 7&, worker MPM % & ICIHETE 7,
(b) ECIRTEBHM

httpsd.conf

(c) 1EEH

MinSpareThreads 25

6. TALITAT

Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 231



(8) MultiviewsMatch {NegotiatedOnly | Handlers}

(@) AT

VT ATVI—2ayORMREGHIEFORBEZIEELE T,

NegotiatedOnly : #i5RFAXFt v I, EMEEN, Ea2—F, MIME ¥4 FLBED o N7
JZ2ar7Fy b xdvI—2aroxRICLET,

Handlers : NegotiatedOnly Z 8% L 723558 DX RICIZ, N> BT ERE#EDIT S NTIBRFICOVWTE

OVF U RNRTYI—2aryORRIZLET,
(b) ECiRTE 3B

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LEEFFT

FileInfo L \)L

d) #FEEH

MultiviewsMatch Handlers

(9) Options {+ |-} #7F¥a> U+ #F¥=3

~ {None)

(@ HWE

I—FNWFHTEZHEEEZHIRT 25HICHEELE T,
+: AT arTIRE LEEDHEZHFRLET,

-1 AT a VTHEELBEOFAEREIELET,

All
ExecCGI
FollowSymLinks

Indexes

MultiViews

None

6. TALITAT

tae

MultiViews, SymLinksIfOwnerMatch k< 3 XTOF 7> a U HEMTT
CCIAZ )T DETEHFAILET,

PRI I I ERIZEDET, Windows [RTIFEEETE £ Ao

URLIZT« L7 MU BEES W7z & &, Directorylndex 74 L7 T4 7 CIRELLT 71
U (F7 # )L M index.html) ABeWiGE, T4L 7 MIDA VT AERRLET,

Content-negotiated Multiviews 24 K—F LE 9,

TNRTCOF T2 a V TIRETE HHBEEZENICLET,
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*Foar 53512

SymLinksIfOwnerMatch T7ANEREZTA L7 NIOFREEDS Y VR v 7)) v 7 OFREEERIUESE T, U
J%7:E0DFET, Windows IR CIZIEETZ EH A,

| z==m

+-ZFERALEZVWTIDOTA LI T4 T2 EEIEET A&, RRBRIEBELLET A LI T 14 720D E
MV ET,

%1 1)

Options All
Options ExecCGI

DI g I+H-2EBELEWT A LI T4 T2 2/THELRES, 2—HIXCGLAZY S
N OEITHEREZL IPFEHTELE T, TALZ MIA VT AL EDKREIFNETEEIYA,

(%1 2)
httpsd.conf 7 7 4 L DI&E

Options All

FOYZaAY R NA—)LT7 7 AILDIEE

Options ExecCGI

httpsd.conf 77 A LD H LT 7L AT bA—LT 7 AABBBEINZDT, 7/ELATY ha—
V77 ANDHBT 4 L7 MU TIECGI AV ) T NOETHREZIPFIHTEET,

(% 3)

Options Indexes ExecCGI

COEDICITICH-ZI/EL AW T a VEEE LSS, BELKEOm A ZMATE X,

(b) ECRTEBEFh
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

() &=

Options LX)

(10) Order #BRF
~ {deny,allow)
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(@) AE

Allow T4 L2774 7&Deny T4 L7 T 4 TOREDFHEDIEFZHEE L 9. FERTFICIHETES Y
DZRIRLET BIFHAES N2 DI, HEIFHHESNLS DI EEFEETENET,

BT =173

deny,allow Deny 7«4 L7 71 7DIEE%R, Allow T+« L7 T« 7DIEE X D FEICFHT

allow,deny Allow T« L7 7«4 7O1EE%, Deny 74 L7 T+ 7 DIEE & U I G

mutual-failure Allow T4 L7 T4 JIZHESN, Deny T4 L7 T4 TIHEESNTVWEWKRRA NI T 7R
ZFPE]

(b) ECRTEBEFh

<Directory>, .htaccess
(c EEEFT
Limit L)L

(11) PassEnv REZ#H REZH -]

(@ AN\
CGIAZ ) T MIETHEROEBEENZIEETCEZET,

(b) ECRTEBEFh

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

() &=
FileInfo L X)u
(d) EEH

PasskEnv TMP

(12) PidFile 771I)%
~ (logs/httpd.pid)

(@ AB

HE7TOov A 1ID 28T 257 7 A NZEIBELE T, 771 INEZICIE, #HX/SAF721% ServerRoot 5 «
L7 T4 7OREM[D S DS APIBETZ LT,
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(b) FE=FIR

Windows fRD54E, BHicgikicld, PidFile T« L7 5« JHEEEOEZEIIKMINFH A, PidFile 7«
L2754 THEEEZZELLEAIX, WoltA Web U —NZEIELTHS, BEELTLIIZE N,

UNIX fiD$5#, BRERICIE, PidFile 7« L7 7« 7THREMBOEFRKMShE A, PidFile 71 L
T4 THREMEEEELIGEIE, WoltA Web ¥ —NZ kil av > RCEIELTYS, BEFLTLE
S\, EIERFIC httpsdetl I~ > RIIERATE £ Ao

EHBIEAERT ABEEICE, 774N RAZEDPOBIBEES LZVEDIICEELTLEE L,
(c) SN TEDIGA

httpsd.conf

(d) 1EEH

PidFile logs/httpd.pid

(13) Port R— KBS

~((1-65535)) (80)

(@ ATy

IPv4 7 RLZZ(HF L7- Web 75795 5 0ER2F T2 —NOH— NESFEELET,

Port T4« L2757« 7Z2EELTH, IPV6 7 RLAZEH L] Web 75 79D 5 0ERIZFZITFITEH
Ao IPV6E 7 RUAZEHT AEEIL, Listen T4 L7 T4 TTIEELTLEE L, FOBEE, IPv4 TR
VAEMRRHTAEZ, IPvAT7 RLARIZDOWTS Listen T4 L7574 7Z2BELTLEE N,

(b) ECHRTEBIEFR
httpsd.conf
() +EEH

Port 80

(14) ProxyErrorOverride {On | Off}
(@ AE

WY TLZY RY—=NDPEDAT =Y AT—RP 400 FEEF721E 500 FEDHE, VAR ANy FEL
ARVART 4 A4 —=N=FA RLET, ZORE, IN—ZAFaFENv I RF—N"\HDP5DL R
RUATIEEL, BEPERLEZVARVAZ 75947 MGRLET,
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On: Ny LY RY—NDPEDAT—FZAI—RFRPA00FEE/IE500FEDHEE, VAR AANY S
EVARVART 4 A —)N—F4 KLET,

Off i VARV ANV FEVARVART 4 #d—N—F14 FLEHA,

(b) F=FIE

UN=Z27aF T E2FEHAT 5720121E mod_proxy € 2 —)LB KU mod_proxy_http € 2 — ILDFHEA
IAADNETT 'J/\—Xfmfr/@ni-‘rﬂfl i, (4.7 UN—=270FT08RE] 2B LTLZE N,

(c) ECIRTEBIEM
httpsd.conf, <VirtualHost>
(d) #FEEBHI

ProxyErrorOverride On

N TLZY RS —=NDPEDAT—FAT—RHP 400 BFEF/21E 500 FEDEE, UN—ATaF T4k
LI VAR AR T TAT Y MR LET,

(15) ProxyPass /YZX% {URL} (F—=fE (F—=E --))

(@) AT

IN—2TaF* T %2ERT 558, Web 777950 VLA MEENZEIET ST FLAZEBELE
EE

INAZ : Web 7599 HYN—ZA70F IADYIIAMNE2AT5v 2 (/) oikE 5 URL TIEE
LETd,

URL : E5iRsE & 22Ny 7 T2 R4 =D URL %"http, ws://IP 7 RLAZ/ZIEHA R G AR— &
F) /B TEELE I,

URLIZIE, IPv6 7 RLUAEK/2IE IPvO 7 R L AICHIG L7 AR A PR BIEETE £ T,
http://7»615% % URL 2 EE L72HEE, Ny 7T Ry —NE HTTP#EFBLE I,

ws://BiRE A URL ZIBELLZEEL, 7947 ey 7Ty RY—N[E0DiEE%R WebSocket &
BTy 7 L—RLET, 12770, 79547 bBXONy 7T R —34 WebSocket 71 b2 )L
IZXHR L TWARENH D 9,

LB LIS AZIC—H LU Z A NE, UN=—ZATFIPWH Y JIT A MOXNRD 5B T 2EE
IZIEELE T,

— 1 HEETESF—ZRIIRLE T,
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F— [E] &

timeout 1—-65535 (B : ) ROINY 7Ly R —)NEDRZERE

DREREZIEELE T,

e Ny IV RY—NADYTZITAK
EEFICT I ZEETEELL>
T235E DR S R

e Ny IV RY—=NADYTZITA L
EERDP O VAR AZEBE TOR
5

e N ITIYRY—NPLEDL ARV
AZEHRICT Y E2ZEFEL 2L E>
7= B OFRF S FE

FPEBEEINTBEDT 7 4L ME

1%, Timeout T« L7 5 « 7HEEMET

j_o
connectiontimeout 1—65535 (BAfI : ) Ny 7Ly RY—NEDBERBEORES
A IEELE T,

FAEBRINEEOTT7 4 )L ME
1%, Timeout ¥ —{ETY,

URL IZ ws://D 6% 5 URL 2 FE L7-HEA T timeout F—#IEETE £ 975, WebSocket @EA
OF v T T —REBETREINY VTV R —NEOEZEROFERME L TIIHKELZE A
connectiontimeout ¥ —AEBINIHBEEDOT 7 4+ MEE L TR UKBEL E I,

DT 4 VI T 1 THEEMEEEET HNARIIEETETEE A

e VXA LITHEFRT 714ILD JkMount ® URL /$% — >~

(b) AFE=IR

IN=Z27aF T #FHTZ7-0101F, ROEY 2 —I)LOHEHPAADPBRETT,

* mod_proxy £ 2 —JL
UNIX hix

LoadModule proxy_module libexec/mod_proxy.so

Windows i

LoadModule proxy_module modules/mod_proxy.so

512, BREEEAB Ny Z Iy F9— N0 URL DIFEICL 5T, ZNZAROE Y 2 — LOMAAH
PRETT,

URL 7 http://TIa £ 18R DG E

* mod_proxy_http £ 2 —)L
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UNIX hix
LoadModule proxy_http_module libexec/mod_proxy_http.so

Windows hit
LoadModule proxy_http_module modules/mod_proxy_http.so

URL 7Y ws:// Tl E ATEEDIHS

» mod_proxy_wstunnel €3 2 —JL

UNIX i
LoadModule proxy_wstunnel_module libexec/mod_proxy_wstunnel.so

Windows hi
LoadModule proxy_wstunnel_module modules/mod_proxy_wstunnel.so

1 2H8E T 55E1E, URL 218E9 % ProxyPass 74 L7 T4 7 XD FRIHEL T 2S00,
(c) ECRTEBIEM

httpsd.conf, <VirtualHost>

(d) FEEHI

ProxyPass /abc/def/ |
ProxyPass /abc/ http://backend. example. com/

/abe/def/ D BIEE S ) F LA EUN—ATAF VDY I TA b E LTROE S Ao
(16) ProxyPassReverse /VZ$% URL
(@ AE

IN=2ATaF T2 FHTZEE, NV IIZYRY—NDP50)5 A L7 bLARYAD Location N\ v
T3 URLZZEELET, Web 75T LDIVYA LT MIEXBVZIANZYN—AS0FT %
BIYITIARMNIT B0 Location Ny ¥ 2 DT 14 LI T4 TOREEICEELE T,

INAZ UL LT DO ITIZANETHAILIN—ATOFIONAEZ%, / (RATvTa) PoBES
URL T EEL £,

URL : BEXR & 7% 5 Location Ny DNy 7 LY R4 —/)ND URL % "http://H A v 4 [R— &
7] "B THEELE T,

URLICI, IPV6 7 RL A /IEIPv6 7 RLAICHIE L2 A A NG HIEETEXE T, IPv6 7 RL RICIE
SESELEREAESDVEITOCT, BEMBTELTLLEE L, IPV6 7 RL AOEENIEEM/E—FL
TWIEE, TA LT 4 THAEMICZDERA. IPV6E 7 FLAZIEETAEEIE, Ny 7Ty RYy—N\p
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5DIED Location Ny ABICEENA IPVEO 7 FLADESEZHERL TL &V, S2A4B LU URL
I21E, 2L (MWabEXEd]) ZEETCEEtA.

(b) FEFIR

IUN—=Z2TaF T Z2FERT 27291213 mod_proxy £ 2 —)LEB LU mod_proxy_http €Y 2 — )LD A
ABPINETT ., Location Ny F¥OEETHEHAINSF X MEPR— bESIL, UseCanonicalName
FAVLIT 4 THREMEICE > TRELE T, UN—AFaF VoL, [47 UN—27aF T OHRE]
ESILTLZE 0,

(c) ECHNTE DG

httpsd.conf, <VirtualHost>

(17) ProxyPreserveHost {On | Off}

(@ W&

IN=AFuF T E2FERTH5E, 7947 MPoZE LI Host Ny ¥DEA2ZDEE/Ny 7TV K
Y= NICEIETLH2PEIPZIRELE T,

On: 7547 b2 6ZELIHost Ny ¥ DEZZTDEENY 7TV R —/NIZEALE T,

Off : 747> M55 L7 Host Nv ¥ Dffi% ProxyPass 7«4 L7 T 4« 7OIEEMEICHE>TEEL
T, Ny 7Ty Y= NIEELE T,

(b) E==HEIR

IUN—=Z2TaF T E2FERT 57291213 mod_proxy ¥ 21— LU mod_proxy_http €Y 2 —)LDFHA
AABBBETT . UN—ZATaFTOFMIE, [47 UVN—Z270FTVOHRE] #BBLTLZE 0,

(c) ECIRTEBIGM
httpsd.conf, <VirtualHost>

(d) #EEBH|

ProxyPreserveHost On
TI3AT7 OB LI Host N\ ¥DIEXZDEENY VLY RY—NITEXELET,
(18) ProxyVia f{on| off | full | block}

(@ ~NE
CDOTA LT 73 uxrycVianNy YOFERZEHT AEE5ICEELE T,
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on:ViaNyFICEFRAMDBHRZEMLET, T TICHAERIIZEELTH A
off : ViaNv FICEKRAMNDIEHRZENMLEEA. TTICHABFBRIIZELETH A,

full: aX> PELTEARAMDON=U 3 2T 7E#REZ Via Ny FIEMLE T, 7 TICH2ERIT
EELIZHEA.

block : Via Ny #ICHA A PDOERZEMLEREA, VIZIZA D ViaNy FIZHIBRLE T,
(b) FEEIR

YN=ZATaF T E2FEHAT 5720121E mod_proxy £ 2 —)LB KU mod_proxy_http € 2 — )LDFHA
ABIPAETT , VN—=RATOFTOFMIE, [47 IN—Z2T0FTOHRE] 2SRBL TS,

(c) ECHiTEBIHFh

httpsd.conf, <VirtualHost>

(19) QOSCookieDomain RX1>%

(@ B

TREHIREEICHERT A7 v F—DPEDESNSE FAL U E2EBELE T, ZOMEIZ, HWSIERE— KT
FHsN, T—YPERE—FCIXERASNEEA BEROFA N ERELTWDRIES, ZOT1 L7 T4
THRRETHIETRAL VEDOHBEIT HHFANETYy v F—%FHTZALD12%20FET, RA AV
B, Dl EY" " P OoEFEN TV RN ED FE A

5B, IPvV6 7 RLAIHIG LT RAAL VA BIEETEET,

()
a.example.com & b.example.com D= DODKA M EFHEL TWAIHH, TOTALIT47
T .example.com EIEET S &, ZDODRAMDEBHIIT 7L AL THEBEELEPITTONE T,

(b) FRHEIR

MEHIREEZEHT 57291213 mod_hws_qos Y 2 — VOMAAAPRETT , JREHIREREIC DL
TiE, T4.9 TRERIRHKE] 2SBL TS0,

(c) ECHRTEBIHEFh

httpsd.conf, <VirtualHost>

(20) QOSCookieExpires {&
~((0—86400)) (300) (Hf : )
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(@) AE

MEHREEICERT 27 v ¥ —0OFRKEZMBEATEEL L. JOEIX, HWS{EHRE— FTHEM
SN, I—PERE— FTRERSINEEA

(b) FE=FIR

MERIREEZEHT 5 7-0121E mod_hws_qos €Y 2 — VOMHARAABRETT . TEHIRIKEEEIC DL
TiE, 149 RERIRHKE] 2ZRL TS0,

(c) ECIRTEBIEF
httpsd.conf, <VirtualHost>, <Location>

(21) QOSCookieName Z7v*—% [({hws | user})
~ (HWSCHK)

(@ &y

MERIRMEICHER T2 7y F—RKZ2HBELET., Vv F—RKIZtIavr, arv, ZEANFIFEAT
EFEHA, RAMEABIOCURLETENENEZ S 7 v F—2HRHA LY 3 VEEZITOHEER, Al
DTy F—RBZEET DREPHD LT,

hws : HTTP Server #ERT 52 v ¥ —2BVT, € a v EREEMHLET, N% HWS (ERE—
FEFUET,

user : HTTP Server UINDOHNERE Y 2 — V72 ETIERRE N7 v F—%2HWT, v a VEELERML
F9, INELI—PIERE—RFERUET,

(b) FE=IR
- MEHIRKEEEZFEHT 57291213 mod_hws_qos €Y 2 — LOMHAAADPNRETT , TREFIREEEIC
DN, [4.9 REFIEEE] 2B LTS 0,
« QOSCookieName T« L7 57« 7=EEDO 7Ty ZII8E LGS, EMICIEEShTWn5S
QOSCookieName T+« L7 7« TI3#k& L FH Ao
(51)
Q0SCookieName Cookiel hws
<{Location /locl1)>
Q0SCookieName Cookie2 user
</Location>

ZOBE, "Vocl"PothE AU VT AT, 7 vF—% Cookie2 DIEENSEWICZDET, "/
loc1"DAA D 685 5 VT A T, 7 vF—4% Cookiel DIEENEMNICED T,
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« QOSCookieName T« L7 T« 72 EHIEET AHEIL, 7y F—RZrEHESIELZVWTL SN, B
BLTWAEEIE, EBFITIT—IZ2DET,

(1)
Q0SCookieName Cookiel hws
Q0SCookieName Cookiel user
ZOBEH, VyF—ZNEELTNALORBTI—ICEDET,

o« HWS 7ERE— KD QOSCookieName T« L7 5« 7ZEHEIEE L7-BEL, BAIHRELLANE
T2 D E 9,

(1)
Q0SCookieName Cookiel hws
Q0SCookieName Cookie2 hws
Z DS, 7 vF—4 Cookiel DIFEIZEZNICZL D, Cookie2 DIEEMNEICZD £7,
(c) EONTEDIGA

httpsd.conf, <VirtualHost>, <Location>

(22) QOSCookieSecure {on | off}

(@) AT

75A4AF Y ML, SSLICKA T 7 AL FIC7 vy F—%2REIEER2LOBFBTFELET.,. ZOEI,
HWSESE— FERHS N, ZT—Y(ERE— FTRERASINEHA. 7 v F—0OWERIL SSL DRSS
DIRTHRTHAZEIIERLTLEE L,

on:SSLICKAT Vv AR T, 7947 NIy F—%2EXEBEIEELIBRELE T,
off : SSL LA L BT 7 AMEICYH, 75347 MUy F—2EESHAHLORELETT,

(1)
SSLOEMTHBHHRANEENTHARANERELTWVAIEE, TOTALVLITATZ2RETHE,
SSL AERN AR A RADT 7 AP T 7 v F—DREESNET,
(b) AFE=EIR
TEHIRIEEEZFH T 57291213 mod_hws_qos Y 2 —LOMARADPRETT . HEHIRELEICOL
TiE, 149 HREFIEHKE] 2B LTS 0,
(c) EOTEDIGM

httpsd.conf, <VirtualHost>, <Location>
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(23) QOSCookieServers {&

UNIX fRD%5 &
~((0—MaxClients 7« L' 7 7 « 7457E(H)) (10)

Windows D5 &
~ ((0—ThreadsPerChild ¥« L' 7 5« 7487E(H)) €10)

(@ e

VI AMEBREOY N7t 2ZHASEAD UIZEEIC, 7yF—2RELTCELYV AN T2
HI L&D, y—NTuL AHKEHEELE T,

Windows J[ROBEEL, —NAL vy FEEEELE T,

(b) F=FIR

MEFIREEEZEHT 572 0121E mod_hws_qos €Y 2 — VOMHARAABKETT . TEHRIEEEIC DL
TiE, [49 RERIREMKE] 2SR L TS0V,

4

(c) ECHiTE DG

httpsd.conf, <VirtualHost>, <Location>

(24) QOSRedirect |B/YAX #i/¥X

(@ W&

TREFRIRBEIC K > TUEPESTSINLIGERIL, 7IAT Y MNP0 VI ANEIEESNIVNRIZY Y
AL FSEREZIHWELE T, F/RICIE, "TuhaVE//FA NG A— b ES] "2&T URL
DISAZIELE T, £/, HF/SAICEET S URLICIE, IPv6 7 RLUAE/IZIPv6 7 R L AICHG L
TeARAMEBIEETEET,

[HSATYZIZAMEZTEE, AT7—% 23— K 302 & Location N FICHISAZHE LI LV AR
VAEERBLET, LARVAZNAY YA RTAHIEIEITEERA,

[H/S R, /S ADIBEICDONWTIE, Redirect T4 L7 T4 72BIBLTLZE 0,

(b) F=FIR

MERIREEEZEHT 572 ®121E mod_hws_qos €Y 2 — VOMHARAABRETT . TEHREEEIC DL
TiE, 149 RERIRHKE] 2ZRL TS0,

(c) ECHNTE DI

httpsd.conf, <VirtualHost>, <Location>
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(25) QOSRejectionServers {E

UNIX fRD5&E
~((0—MaxClients 7« L 7 5« 7EE)) (1)

Windows D5 &
~ ((0—ThreadsPerChild ¥« L 7 5« 7E7EMH)) (1)

(@ HW&E

VI MEBREDY —NT O 2BDED L, ZELZINTOV IV IAMZERTHEIICLDE
EZ0, Y—NTut AEEEELET,

Windows JRDOBEEL, —NAL vy FEEHEELE T,

(b) F=FIR

MEFIREEEZEAT 572 0121E mod_hws_qos €Y 2 — VOMHARAABKETT . TREHRIEEEIC DL
TiE, [49 RERIREMKE] 2SR L TS0,

4

(c) ECHiTE DG

httpsd.conf, <VirtualHost>, <Location>

(26) QOSResponse ffile IMIME 9171 771)l% | message T+
A N

(@) AB

REBHIEMEEIC X > TUHEPESE SNIBEIC, 503 AT —F AT —REEBIGRETHaV TV %
FLET, ATV —NTatARNICF vy v a2aE8N57-0, ZEITHESICET—NNOHIEZEH
WETT,

file:# 8@ L7 74 )V%, EEEL/MIME ¥4 7TiEXLEJ, MIME ¥ 14 72&EB L7- & =13 "text/
html"BHRESNE T, 77, 77 AINLKZITIE, xS RAE7-1d ServerRoot T+ L 7 F 4 7 DOIEEED 6
OIS ANPIEETZE I,

message : fEE LT F AN EELE T, 7F A MILFHEIC"ZFTEAR L TCXEINEZEEL£9. MIME
F A 72 text/html" BERESNE T,
(b) EEREIR

MERIREEL(HRT 5 7-9121E mod_hws_qos €Y 2 — VOMHARAADPRLETT ., TEHBRKEEIC DL
Ti&, T4.9 TRERIEKE] 2SBL TS0,
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(c) ECIRTEBIEF
httpsd.conf, <VirtualHost>, <Location>
d) FEEH

QOSResponse file "text/html; charset=IS0-8859-1" htdocs/busy. html
QOSResponse message “Server busy.

(27) ReadmeName 77T1I%E

(@) AT

T4 L7 M)A VT AFREED Readme & LTHIIFA XY bR LIZT7ANVDT 74 LE (VS
W L) #EELET. HIML $7213 7L —> 7% X NCERTE$ 9, 72721, AddType ¥+ L%
T4 7 %7213 TypesConfig 74 L7 T4 7THRELZ 7 7 AL T, MIME ¥ 14 7HELLERESNTL
BZNENHVET, TV—VTFANTIAY MERER LGS, T4LV7 M)A VT 7 AFRO HTML
IZIZ<PRE>% ZDEIESNE 7,

(b) ECHRTEBIHFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(© EE=FFT
Indexes L \)L
(d) 1EEH

ReadmeName README. html

T4 L7 MY TROREADME.html 7 7 A VOREFZFTRLE T,

(28) Redirect [({permanent| temp | seeother | gone | AF7—9 X
—R}) [B/NX #HINR

(@) AE

[HRZIZHT B IFAT Y MoV ITIT AN, FINAICHYZIAN (V¥ALT M) 255048
FLET,

[HNZIZIE, AT vanolfEsV) 7T AN URLONZAZIEELE T, 12720, [HVRITIE, ?LIRE
(HWEDEXFH) Z2IEETE LA

ROT 4 VIT 4 TIREMBEERT SHIHSRIIBETESEHA
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* ProxyPass ®/S 2%
s VXA LIHEFRT 741D JkMount ® URL /$% — >~

BIZIE, ROEDIEEIITEE A

Redirect temp /aaa/bbb/ http://aaa.example.com/
ProxyPass /aaa/ http://aaa.example. com/

g8 A2, "Yarang//FAA NG (R—- b ES] "2EC URLOXSZZIEELE T, 72, #Fi/8R
IZHEET S URLICIE, IPVOE 7 RLAFEIZIPVE 7 RLAICHIG LR A MG BIEETCEE T,

[HSATY 7T ANE2ZT28E, IBELZAT—4 A3— K& Location N FICHISAZEHRE L7ZIG
B RERLFET, 8%, 300BEDAT—¥ AI2— K223/ Web 75 7H13, HEIRIIZ Location v
FIHRESNTT RLVAICRLTIUYA LT M LET,

Redirect T4 L2774 7T, HEDT 7 ANANDY ITLANERFEDT 7 ANMNIFTA LT NTBD,
BEDT 1+ L7 NITD, HEDISAAND) JIZANERHEDT 1+ L7 N)TRD, BRZ/INANIT ALY
NI AEENTEET, HEDT A L7 NI TRD, EEDIAANDY) VI ANE, BEDT 7 ANMAY Y
A4 L7 b L7z0WEEIE RedirectMatch T4 L7 57« 72FHALTL 2 &0,

permanent : A7 —% 22— F 301 Moved Permanently /&% L £ 9
temp : A5 —% Z22— K 302 Found ZJ5& L %9

seeother : A7 —% 23— K 303 See Other Z/5& L £

gone: A7 —%¥A3—F 410 Gone ZIn&EL X9, F/VRIIFTBETEZ HEH A

AT—YIAIA—R I EELILAT—FAa—-F2RELEJ. IHETEZA[EIL, [MRA AT7—FAd—
Nl Z2ZLTLZE WV, 2720, 300 BELUNZIEET 556, FiNAIIIEETE LA

(b) ECHRTEBEFh

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
(c EEEFT

FileInfo L \)b

(d) EEBH

Redirect temp /index.html http:/// KRR F%:R— F&EE/default. html

/index.html iIZ9 5V 7T X b%, AT —%ZA2— K 302 C'http:// R A MZ:R— N ES/
default.html"icU ¥4 L 27 N LET,
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(29) RedirectMatch ({permanent | temp | seeother | gone | X
T—9ZX0—NK}]) IERFRER F/NR

(@ W&

FRBIHECER LM 22T /ISR T EIITA T "6 TITA e, F/SAICEY 7T A b
(VAL L7 N) TA2E8ICBELET,

FEHFRICK, ATy vapbthEFs) 27T AN URLOIHSAZEREHRTIEELET, 72750, [H/S
2021, PLUE (BRWEbhbEXFEY) 2EETEEHA.

ROT 4 LIT 4 THEEMEERT HERBRIIBETCEEEA

* ProxyPass ®/S 2%
s U¥AVLIHERT 714 )LD JkMount ® URL /8% —

BIZE, ROLSBHEITEEEA

RedirectMatch ~/aaa/bbb/(.*) http://aaa.example.com/$1
ProxyPass /aaa/ http://aaa.example. com/

oS 22iE, "a b aNG//RA NG (R— b ES] /" 2ET URLO/SAZIEELE T, 72, #Hi/SA
ICHEET A URLICIE, IPVOE 7 RLAE/IZIPVE 7 RLRAICKHGE LR A FEBIEETEE T,

ERBHTHEMN ) 2FHLTIL—=SLLTWAES, ZOIFEEOIIV—TORRAIIY Y F LIZXF
%, FSAT S ZFEHLTCSBTEET, iK1 259 FTOHFEEZIBELE T, ERBHR DL
T2Z 22T INAAND YY) VLA M EREFE LGS, BELLAT—YRAO—-RN&, FiNAEZRELL
Location Ny ¥ ZI5& L 9, #E, 300 BEDAT—¥ 20— K2%1F7: Web 75 751%, HEINIC
Location Ny FICHESN/ZT7 RL AKX L THY 7T AN (U¥FbALLZ ) LET,

BATF—H A2— ROEEICOVWTIE, Redirect T4 L7574 72 LTSN,

(b) ECIRTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
() EEEEFO

FileInfo LNV

(d) #EEBH|

(1 1)

RedirectMatch ~/other/ http://www. example. com/
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/other/ TIHEAIRTDY VI A bR, AT —4%A32— K 302 T "http://www.example.com/"i1Z V)
4L 27 bLET,

(% 2)

RedirectMatch permanent “/old/(.*) http://www.example. com/new/$1

"old/T7 7 ANEZ TN T B VT A MR, AT —%A32— K 301 T "http://
www.example.com/new/”7 7 4 LZ"ICU ¥ AL L7 b LE T,

(30) RequestHeader {{set | append | add} A\v%d AvSiE |
unset Av45t (env= () BREZH

(@ AN\
T34 TV IDPOEZE LAY ITEEZNAY A RT HIEEICIEELE T,
set i NV I ERELET. NVIYDRHAGEEIE, BELIEAYYEICEEZHMZIET,

append : FET A5\ FIIAY FEZEMLET. FIET 2NV FVHEEORMIE, a2 vTRYSGNET,
Ny IPRVNERIE, NV T ERELET.

add : "NuFBH->TYH, FIOITICAY T ZERELET T, ALY Y 2ERITRET AESICHERALE I,
unset I FEE L7\ v ¥ DD 5158, FONv T2 I XTHIBRLET,

env=ERIEZH | {5E L BRBEEEDRE SN TV AIEEIZ, RequestHeader 7« L7 574 7 TIRE L
NAEZETLET,

env=IRIBZH | IBE L-BBA KD RE SN TV WIEAIZ, RequestHeader 714 L7 5 1 7 TIEE L
EABEEEITLET,

ANy FEICZEEN S 251, " GIRAR) THOBEFDD X9, Ny FEIZCFEZT D 55 F5,
7 H =2y MERFRZEOXFINE /I EW AP OMAXFINIETEE T, 74—y MERTFEIRIC
A~LET,

T A=< v MERTF =S

%t VI ITAN2ZTE - 7-BZ%, 1970£ 1 81 H O 04 0#(GMT : Greenwich Mean
Time) 7 658 L7z BB THERT 5. BALIvA 7 0M, LEICE"t="PFH1IT 615,

%D VIR NMUBICED - 7R EERRT 5, BALdv A 7 af. EHEIIZ'D="2F 5N b,

%{env_name}e BRIEA$ env_name DOfE,

(b) FE=ZFEIR

ANY T HAY 7 A AREBEZ T 5 7-9121% mod_headers £ 2 — ILOHEAAADBNLETT, Ny ¥ H
AY7A AEREICOWVWTIE, [4.10 Ny H AV A AEE] 2B L TL7ZE W0,
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(c) ECHRTEBiHFh

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
(d) LEEFT

FileInfo L \)L

(e) &M

RequestHeader set Host www.example.com

(31) RequestReadTimeout <« =0l (9 7=0H)
~ (header=20 body=20)

(@ W&

VI IANZERBP SV IV IZAMMYSTRERTET, BEOIVIIZAMT A OZERBEIPOTTE
TOYALTY VEMEZBEMTIEELE T, ¥4 L7 7 MERICIE, 0256 2147483647 £ TOIE R
EFELET. T—YDREGBPTEVI VI ZAMIXLT, ¥Y=1NDV V-2 EREHEEINL 2RI 5
BEICENTT. B8, EDEWY A LIZONWTIIIYALT I MI20MZHELT, Y1 L 77 M
RSO ZIBELRY A L IZONWTIRIYA LTI R ERELET YA

¥ A FIZIZRIZTR Y header & body IEETE L7,

header : V7 T X M ZERBN S Y T I A MY ¥FZETT L TORBRMEZERIT 25 5ITHHEL T,
body : V7 T X MRT 1 OZERIBN ST X TCORBRMZERT 2HEITHEEL T,

(b) FE=EIR

DT 4 VL7 T 14 7R2FERAT 272HI121E, mod_reqtimeout €Y 2 —VOFAARAARDPBETT,

UNIX RO H&E
LoadModule reqtimeout_module libexec/mod_reqtimeout.so

Windows fRDHZE
LoadModule regtimeout_module modules/mod_reqgtimeout.so

2, EVa- NV —2AOHANOMIEZFERICERES 52 2R LE I,
HWSSuppressModuleTrace mod_reqtimeout.c

(c) ECHRTEBEM
httpsd.conf, <VirtualHost>
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(d) EZEHI
(%1 1)
RequestReadTimeout header=10 body=30

VI IANEREPOV I I A MY TREZTETOY A LT Y MREZ 108, VI AR
T4 DZERIBP ST ETOY A LT MRRZ 30 MICHREL XTI,

(B 2)

RequestReadTimeout body=0
VI IANZEBRABP»SOV IV IZA MY YREZTETOYA LT MNEEZ 20ICKRELE T, VY
JIANKRT 4 OREHRBIPOZTETDYALT T MNIZKELEE A,

(32) Require {user 1—H% (A—HH% -] | group TIL—7%
(7WV—7% --) | valid-user | file-owner | file-group}

(@ AS

AuthName 7« L7 7« 7, AuthType T« L7 7« 7, AuthUserFile 7«4 L2774 7 (£721k
AuthGroupFile 7« L7 7« 7) &E—#EICHHEL, 77t AHIREZERL £,

user : AuthUserFile T« L2754 7 THEE LN AT— R T7 7 A NVICBHFENTVWSEILI—TFDH5, 1—
JEZTEEL-LI—YEP I 77 RATEET,

group : AuthGroupFile T4 L7 74 7 TIRE LTIV —TT7 7 A MIZBFIN TV SR VI —TZTHEE
LicON—TIBT 5L —FRIDBT VLA TEET,

valid-user : AuthUserFile T4 L 27T 4 7 TCIEELIZ/SAT— R 7 7 A IVICBHFEINTVWEITRTOIL—
P77 ATEET,

file-owner : AuthUserFile 7«4 L7574 7 TIEEL/Z/SAT— R 7 7 A VIZEBFEEINTVWSEI—HFDH
5, TVANRTI 7 ANDY AT LOFBEL—HE—HLTWARL—YLEFP T IV ELATEET
(Windows R CIZIEETCEEHA),

file-group : AuthGroupFile 74 L7 74 7 TIRE L V=TT 7 A VICBERSIN TV S T )L—TZT
BELIIL—TICBTALI—YTD>E, TIL—TENTI7EARNRTI 7 ANDY AT LORE T IV—F
W—HLTWABL—FREFA 77 A TcEFEd (Windows IR CIXIEETEEHA).

(b) ECHRTEBIEFR

<Directory>, .htaccess

(0 EEEFT

AuthConfig L' X)L
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6.2.7 STHWEDT1LI77147

(1) Satisfy {fany | all

(@) AT

aAVTUINDT 7R AN, L—HFRFE (AuthUserFile, Require 7«4 L7 7« 772 E%IE) &R A b
ZEFIP 7 RLUA (Allow from, Deny from 7« L7 T« 772 E218E) OEAICE > THIRSNT
WAHEICZDBREREL LT,

any : ZoOELE5POEMEEmIZLTVWNIEL, IV T UYANDT VL REHFAILET,
all: zo 5 50&MG LS RTNE, TV TFUIANDT I AR IELET,

(b) ECINTEBIHFR

<Directory>, .htaccess

(2) Script AVYyR CGIRIZUTFNE

(@ A&

BESNIZAYY RICKBV I IA MBS IFBHICCCI AT ) NG TRI AT ) SN A2ETLET,

BETESDAY Y R IGET, POST, PUT, DELETE
AV NIRRT, IMNFZ2RRILET,
72721, GET AV v ROFH, A7V T MIFWEDLEFIEDH S L &2 (FIzIX, /foo.html?
bar) MFIEN L,

(b) ERTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>
(o 1EEH

Script POST /cgi-bin/search

(3) ScriptAlias URL FrL 27 hNU%

(@) AT

Web 7Z 74756 URL THRES N7z CGl 7u VI LETOY 7T A M LT, EfT79%5 CGl Fus
TLDHBHT 4 LT P)BEIEELET,

WRDOT 4+ LT« THHEMBEEHET S URLIFTEETEZ T A,

6. T1LIT1T
Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 251




* ProxyPass ®/S 2%
s VXA LIHEFRT 741D JkMount ® URL /$% — >~

BIZIE, ROEDIEEIITEE A

ScriptAlias /aaa/bbb/ C:/alias/
ProxyPass /aaa/ http://aaa.example. com/

T4 L7 bURIE, N ATIEELTLLZS W,

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>
(o FEEH

ScriptAlias /cgi-bin/ "<Application Server®4 Y XA h—JLF 14 L % K ')>/httpsd/cgi-bin/”

(4) ScriptAliasMatch 1FMFEIR FH/VX

(@) AT

Web 77 H»6FE SNz CGl 7'u/'J LETENRD URL BWIERFHR TEA L - E4%2H- 9154,
BELHFSAD CGl 7u /oL %2E T LEd, ERFRTHEM () 2FHLTIL—SLLTW515
&, TOIHEEDOIN—TORBEIIY Y F LI XFH %, VAT 2#HRALTSRBTEEd, 11Cid1
P IETOHFEIRELET,

XA, MESATIEELTLZE Vv, £/, FINADONFELT, $FEF'KE2EDL5HE, €0
NFORNI¥ 2L TLZE W0, 4B, $ 2HEET2ICIE, '$SORNT¥ 2T 2521350 A

ROT 4 LIT 4« THEEMEERT HERRRIIEETEEEA

* ProxyPass ®/8 24
s VAL IYERT 7 A )LOD JkMount ® URL /% —

Bz, ROEDIEEIEITEE YA

ScriptAliasMatch ~/aaa/bbb/(.%) C:/alias/$1
ProxyPass /aaa/ http://aaa.example.com/

(b) ECRTEBEFR
httpsd.conf, <VirtualHost>
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(c) 1EEH
ScriptAliasMatch ~/cgi-bin/(.%) "<Application Serverd4{ YA h—JLFT 4 L 2 M 1>/httpsd/cgi-b
in/$1”

(5) ScriptinterpreterSource {registry | script} w
(@) AE
CGl 227V 7 N OEFIMERENBA V5 T 52 EHELET.

registry : LY X MRS, IWETFICEEDSHSNTWA IO T ILNA ¥ T ¥ ELTHERAS
nNxE9,

script : A7) S RO#UTTIRES NI A ¥ SV Y PERSNET.
(b) ECIRTEBIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(c) &=

FileInfo L X)L

(6) Scriptlog 77 1IL%&

(@ e

CGI ATV OIS —a Tl H kD7 7 ANEEELE T, 774 INRIIE, #otSAF 7213 ServerRoot
T4 LT T 4 TOEEED S OEM/SAPIEETEE T,

UNIX O, EBETAHT7 74N, User T4 L7574 T TIELIZLI—TOEBRTEZAANTES L
DT> TWVWALRENPHDET,

(b) ECHRTEBIEFR
httpsd.conf

(7) ScriptLogBuffer /\v 7 7%
~((0—2147483647)) €1024) (BAL:/)NA )

(@) AT

PUT, POST XV v NIZXA U I A MDKRT 1 HO U 72T 255 DOFRKEZ /NN FEATHEEL
%9, Scriptlog T4 L7 T4 7 CLI—ulHANEDT 7 A VIEE LIZBEIET, JOWEIXEMIC
BDET,
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ZDT4 VI T4 T TOREMBES OB, )7 T A MUBEHRICHERSNE T 2O, RSVWEZE
ETRHE, ATVBREMELR>T, Web T—NDPRTI2HEDPHVET. 77 4 ) MEE 72 I3BTER
NROEEIEET 2 L 2R LET,

(b) ECHRTEBIEFR
httpsd.conf

(8) ScriptLoglength 771 IH1X
~((0—2147483647)) €10385760) (HAfI: /XA 1)

(@ B

CGILAZV T DITT—al 7 74 VOERKY A X%)NA NEATIEELE T, Scriptlog 74 L7 T«
TTCIT—ul D7 7 A VEEE LIBELETEENENICLD LT,

(b) ECIRTEBIEFR
httpsd.conf

(9) SendBufferSize *E/Nv77H1X
~((512—2147483647)) €0y (Bfiz : /34 K)

(@) AB

Web % —=/X0D TCPEFE/NY 7 784 X%&NA MITHRELE T, 0 ZIELEHE, OSOT 7 x ) b
EPERASNE I,

EEDA Y bT—IBIRTIE, OSOT 74V MEXD B RELEZRET HIET, VARV ABED
HREN T LT A FJENDH D T,

(b) ECRTE BIEFR
httpsd.conf
(o 1EEH

SendBufferSize 131072

(10) ServerAdmin E-Mail 7 RL- X

(@) AT

Y—NEEED E-Mail 7 RV A%$EE L £ 9, ServerSignature 7« L' 7« 7 T E-Mail #15E 9 515
B, BIEEL TS0,
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(b) ECRTEBiHFR
httpsd.conf, <VirtualHost>

() #EEH

ServerAdmin www-admin@server. example. com

(11) ServerAlias KA ME ([HKAMEZ -]

(@ AB

P—=NZIZEDILN=F v LAANTHEAT AHKZAME (ServerName) ORIZZIEELE T, [Pv6 7 R
LIRS L7 AR A NBHIBETEE T,

(b) ERTEBIGA
<VirtualHost>

(12) ServerLimit 7’OtEX¥ W
~((1-1000))) €16)

(@) AT

MaxClients 7« L' 7 7« 7 & ThreadsPerChild 7« L' 7 7« 7IZ & - TERATRERZ Y — N\ T 0t 2 ¥%
koOFTH, FOH—NTOt 2AHEHIBT 27201 EREZEELET. COT1 LI T4 TOEEME
IRV, = N\BEIEREFRETHAHERTVEBEHERLET. 2070, EBRICEET 29 —1"710
T AL LDOEERIBE LGS, FRLZVWRSZHEATYEBEERT 222D ET, /2, Web
Y= N\DPEETELNCERPARREILRDZENDH S0, ZTOT 1 LT« 7I21d MaxClients 7« L
77 4 7 DfEi% ThreadsPerChild 74 L7 7« 7OETE | > /-ELFICEEIEET A 2R L E T,

COFALIT 4 TEBREH CIEEEEEECE T A, HEMEEEET A1, Web H—N2E1ES
reb L ICEB ST RS,

DT 1 LY T 1 7E, worker MPM %2 HHT 2 5&ICIEETE LT,
(b) ECRTEBEFR

httpsd.conf

(© 1EEH

ServerLimit 64
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(13) ServerName H—N\g (KR— I ES)

(@ AT

HTTP Server DY —NEZBLIUOR— ' BEEZEELET.,. R— N EEZ2EBRLI-ESE, Port T4 L7
T4 THEMEIPREEINE T,

P —N4%1%, FQDN (Z2BHiRX A v8) F/EIP 7T RLATEELE T, £/, H—1"KIZiE, IPv6
T RUVZRERIEZIPvE 7 L ARG L7 FQDN b8 TZ 9, IPv6 7 RLAZFEEL, »DOKR—F
HBEZIBETAHESIE, [PV6 7T RL A% [THATLZEE N,

UseCanonicalName 7« L' 7 7« 7IEEMEICREV, A A=V vy TOFRAEZIEKEE/ (RTFv ¥ a)
THCZWT A L7 NIIBEDY VTR ML, Web Y —NTIUF¥A LT NPHERESNTIBEDOY YA L
7 NEE LT Location N FICRESNT TA TV MOREENS 2O, 74T MNPST 7R AT
ZHY—NEZEEBELZUNEIEDEEA, TOTA LI T 14 TOEEIINEATT .

(b) ECRTEBIEFR
httpsd.conf, <VirtualHost>
() #HExEH

ServerName www, example. com

ServerName 2001::123:4567:89ab:cdef
ServerName [2001::123:4567:89ab:cdef]
ServerName [2001::123:4567:89ab:cdef]:8080

(14) ServerPath /YX#$

(@ e

= NZIZEDIDLN—=F v LARZA T, Host N ¥DORDODITISAZZFA L THERA MIERT 5E
ICEEELE T,

(b) ECIRTEDIHFR

<VirtualHost>

(15) ServerRoot FaLZKUZ
~ {/opt/hitachi/httpsd) (UNIX ki)

~ {<Application Server ® > A b —)L 7« L7 ;) >¥httpsd) (Windows hR)

(@ AN\
=D —F T4 L7 M) 2SN ATIEELE T,
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(b) ECRTEBIEFR
httpsd.conf

() #EEH

ServerRoot "C:/Program Files/Hitachi/Cosminexus/httpsd”

(16) ServerSignature {On| Off | Email}
(@ B
Web = N\DMERTALT— Ry —VREDAVTUIDT v FILERTHNEIPEEELE T,

On : ServerTokens T« L7 5« 714> 72X F5] ([Cosminexus HTTP Server] NN — 3 V& =74
E) BX U UseCanonicalName T4 L7 T 4 7THEEEICE - To Y —NEZER—- P EEZRRLET,

Cosminexus HTTP Server 09-00 at www.example.com Port 80

Off : A>T VDT Vv HICEBZEZRRNLEY A

Email : On 2$8E L72BEDOERICHIZ ServerAdmin T« L7 7 « 7 DI8FE(E % mailto ¥ 7 TEN L
EJC N

B, On ZE LGS, ServerName T4 L7 T 4 JICHEE L [Pv6 7 RLAF 721X IPv6 7 KL A
XS L7 R A N Z2RRTEE T,

(b) ECIRTEDIEFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess
(o FEEH

ServerSignature On

(17) ServerTokens {Minimal| OS | Full | ProductOnly}
(@ AE

HTTP L AR AW FD Server N\v ¥ DT +—<vw h2HELET, FNFNOHRTEICLS Server
ANY T DOEZRISRLET, OSEHIZIE, Unix, WiIin32 £7-13 Winb4 & ESNF 9, Server N\ v
TOEPEDIDICHHENEZPIZTZITAT > POARKICED ET,

Minimal : Cosminexus HTTP Server /\—<3 &S

OS : Cosminexus HTTP Server /N\—<3 > &S (0S 1&5l)
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Full : Cosminexus HTTP Server /\—<'3 > &S (0S #&5!) {410 PP THRE SN /=1ER
ProductOnly : Cosminexus HTTP Server

(b) ECIRTEDIEFR

httpsd.conf

(o FEEH

ServerTokens Full

(18) SetEnv BIEEH (B
(@ AT

CCI A7) 7 M EBROBBER 2 E T HAICRET 2BHEEMOMEEELET. COTA L7147
FERIEET 2150, FUREERICRLAEREETCEEEA,
(b) ECHRTE BEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LEEFFT

FileInfo L X)L

d) #EEH

SetEnv MY ENV myenv

(19) SetEnvif WIZIAME IERFER REZH HE REEH =
E -

(@) AT

IIALTYIDPODY VIR NERICBEAREERLET, /7IA4A 7 26D VT A MEDIERE
HTCRLU-EE - T5E, BELCREEREZHRELE T, REITAEOT 7+ MEIZ 1 TY, &
BEBORNII PNz & XL, TORBENOREZMRLE T, ERRHTHEN () 2EHLTIL—
L TWAEE, FOIEBOYVLV—TOERICY Y F LEXFF %, BT 2FEHALTCSRBTEET,
F7z, $0 2FEHT A ETCERERICY Y F LTI EEEIEBET S EAHRETT, 112307259
FCOMFEEIBELE T,

DI AMEELTIEZ, HTTP U2V T X A IPRORITRIEHZIEETE LT, RITEESNRIE
ERz) 7 IAMEE LUTIEEY 5 ETRIEAROREN TE XTI, 12720, ZOBAOREERI,
HTTP V7 Z A A FIZHRORITRIIBEEMEIC S —H L TR VWREPH D LT,
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1) IR NME BIK

Remote_Addr 74T MDIPT FLA

Remote_Host 7547 RDRANG (V7 ITAMIRESNTWREEIT)
Request_Protocol DI AMoTaba)l (HTTP/1.1 &)

Request_Method YIZIARDAY Y K4 (GET, POST, HEAD % &)
Request_URI Uo7 ITA D URI

Server_Addr VIIANERELIEY—NDOIP T RLA

DT+ VI T4 T BBIEET 25A, ALY 7T A MEREBIEE TS EEA.

#8B, V7T MEIZ Remote_Host Z#8E L7zHa, EMRFRHRICIZIPV6 7 R L RIS LA X M4

LIEETEET, £/, [IPv6 2 LI LTI, Remote_Addr & Server_ Addr ®V 7 T & k

EIXERTEEH A, Remote_Addr & Server_Addr Z{EH L 7zWiEE&1E, HWSSetEnvIfIPv6 57+ L 7
T4 T THRELTLEE D,

(b) ECITEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(o LEE=FFT

FileInfo L X)u

(d) #EEBH

%1 1)

SetEnvIf User-Agent "Mozilla.*” SETENVIF USER AGENT=Mozilla
(%1 2)

SetEnvIf Request URI "¥. (gif|jpg)$” request is image
(%1 3)

[Pv4 ZERL7ZERO DB, MED T 747 Y MIN U TRIEERZHRET 2551, IROXDITHE
ELET,

Listen 123.123.123.123:80
Listen [2001::123:4567:89%ab:cdef]:80
<{VirtualHost 123.123,123.123:80>
SetEnvIf Remote Addr ~234¥.234¥, 234¥%.234$ IPV4 CLIENT
</VirtualHost>
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(%1 4)
Origin v ¥ OfE» http://F 7213 https://» H15F D, testl.com % 7z13 test2.com =& Li5HE, &R
RAH ORIGIN ICIERFRICY v F L7 X FH@f2RE L 9. Origin ~v ¥ OfEA http://
xxx.xxx.testl.com DFHE, TIEZH ORIGIN T http://xxx.xxx.testl.com BPEHESNE T,

SetEnvIf Origin "“https?://(.*. testl.com]|.*. test2.com)” ORIGIN=$0

(20) SetEnvifiNoCase DI IAME I1FRFE REZH (=B ORE
ZH (=E -]

(@ W&y

TIATVIEDPEDY IR N2RIIEBEERZEELET, V74T 260D 7T X MENIERFE
HWTRLUEE 2RI TIHBE, BELLRBEERZHZELET T, REITAEOT 7+ MEIZ]1 T, B
BEROBNIIS MW EEE, ZOREBEROZERZEHRLE T,

VI A MEICIEETCEAMEIZOWVWTIE, SetEnvlf 74 L7 T4 72SBLTLZE N,

7212L, ZOT4 LT« 7T, EREFEROARNE, MNEFOXFIZ LERHA, /2, 2OTA LI T4
TEERIEET AEE, RICY 7T A MEIZEBIEETEZ IV A,

%3, )7 T MEIC Remote_Host 287 L7356, EMRRIFITITIIPV6 7 FLAITHIG LA A M4

LIBETEE T, £/, [Pv6 2 L7-HEHICH L TIE, Remote_Addr & Server Addr ®Y 7 T X b

EIXFEATEEE A, Remote_Addr & Server Addr Z{#H L7z LWiE&1EX, HWSSetEnvIfIPv6 7+ L 7
T4 T TRELTLZE N,

(b) ECIRTEBIHFR
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(0 LEE=FT

FileInfo L X)L

(21) SetHandler /\>R5#%

(@ ~N&E

f5E L7z <Directory> 7217 72X 3> b — L7 7 A LVO#HFETRTOY VT A M NY RTEZTIE
FELENY RIICEEDITAES, HHELE T, N RILZELTnone 2EET S &, TNETO
SetHandler 7«4 L7 5« 7 OZJRENENIZ2 D £9,

(b) SR TEDIGFR

<Directory>, .htaccess
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() LEE=Erol

FileInfo L)L

(22) SSLBanCipher HES#ERI (EESTERl ---)

(@ AE

BELEESRERTO7 7 AEERL, 77472 MIAT—4 ZA3— K 403 Forbidden #/i0&E L £ 7,
HETX A5/, SSLCipherSuite 74 L7 74 72 LTLZE 0,

TLSv1.2 MlEi& TLSv1.3 7u b 2 VoS ER # R ICEETCEE I,

(b) ECIRTEBIEFR

<Directory>, .htaccess

(0 LEE=FFT

AuthConfig L X)L

(23) SSLCACertificateFile 77143

(@ W&

SSLEgEX R L2 74 7 > FNaBREd 5356, CA (RikR) DitHE (PEMER) 07 7 A VA% IEE
LEd, EHOMEHE T F AL E2EESET, =207 7 A IICEROIEHENRETE LT,

T7ANZIE, BRSATIHEEL TSV,
(b) ECHRTEBIEFR

httpsd.conf, <VirtualHost>

() FEEBH

SSLCACertificateFile "<Application Server®4A XA h—JLT 4 L% M 1)>/httpsd/conf/ssl/cacert/
anycert. pem”

(24) SSLCACertificatePath <L Z K1) W

(@) B

SSL ﬁ%ﬁg;é‘f{éﬁﬁ L7’747‘/ ]‘nL.uﬂE@_;oDi?ﬁI:l, CA @EEEH% (PEM ﬂé:_tt) ANDINY T ]) ‘/7%%W\]b7’:
TALIZMIZEBELE T, Ny o) Y IOERBLTERAEICOVWTIE [5.2.8 Ny a) 7D
e (UNIX fR) (openssl.sh x500 2<% > R)| 2B LTLEE 0,
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T4 L7 MR, S ATHEEL TS W,
(b) ECINTEBIEFR

httpsd.conf, <VirtualHost>

() EEH

SSLCACertificatePath /opt/hitachi/httpsd/conf/ssl/cacerts

(25) SSLCARevocationCheck {none | leaf}

(@) AT

FFRAZEEZIU AN (CRL) F 2y 72350 E2D %2 EELEFT, CRLOF v 72T 5541,
SSLCARevocationFile 7«4 L7 5« 7ZIBET ARENH D F T,

none:CRLOFzv 72 LEHA
leaf: 754 7> FiFBHZEICODWT, CRLOF v 7% LEd,

(b) ECIRTEDIHFR
httpsd.conf, <VirtualHost>

(26) SSLCARevocationFile 771I%

(@ AE

PEMER® CRL 2B RIBIGEE L7 7 A N ZESATIEELE T INIE T T4 7 > MEBIERRIC
CRLZBEAHLZ-WEAICIEELE T, 727°L, SSLCARevocationCheck IZ none Z$87%E L 725 & 3% H
SINFEHA.

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>
() 1HEEH

SSLCARevocationFile "<Application Server®A4 A h—JILFT 4 L2 MY >/httpsd/conf/ssl/crl/crl.
pemn

PEMEXD CRL 7 7 A LV ZIEEL £,
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(27) SSLCertificateFile 771IL%

(@) AT

Web U —NNDIEFHZEZ BN LT 7 A INVEZEZIEELE T, Y —NRIET 572012 Web Y —NNDIFHEA
SEBEE LT, #RE CA (BRERE), V— b CA DJEIC CA DFFFAZE 2 EE T A5 &N TS X9, iEAFI
PEM X T,

RSA B&5DIEAE LSRRG 5 OB 218 E T 2355, BlO7 7 A LD T—2 9 DEETE X7,

T 7 A NI, HEMSATIEELTLEE N,

(b) ECIRTEBIEFR
httpsd.conf, <VirtualHost>

() #ExEH

ff RSA

SSLCertificateFile "<Application Server@A Y A h—JLFT 4 L & M) >/httpsd/conf/ssl/server/ht
tpsd-rsa. pem”

#f ECC

SSLCertificateFile "<Application Server®A Y XA h—JLFT 4 L & M) >/httpsd/conf/ssl/server/ht
tpsd-ecc. pem”

(28) SSLCertificateKeyFile 771 %

(@ AT
Web = NOWEZERDO T 7 A IVEZEZIBELE T, MWEBDT 7 1)UL PEMERTT ., RSA BE5 DM
HEEBHEERSOWMERZIEET 558, HOT7 7 A NICFTTC—D2FDEETEEI,

T 7 ANEE, HEESZATIHEEL TS 0,

(b) ECINTEBIEFR
httpsd.conf, <VirtualHost>

() #ExEH

ff RSA

SSLCertificateKeyFile "<Application Serverd®4 R h—JLFT 14 L% K1) >/httpsd/conf/ssl/server
/httpsdkey-rsa. pem”

it ECC

SSLCertificateKeyFile "<Application Server®4 Y XA h—JLFT 4 L % k1) >/httpsd/conf/ssl/server
/httpsdkey-ecc. pem”
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(29) SSLCipherSuite (TLSv1.3) B&S#ERI CEESER-)

(@ AT

SSL HERECIHFHTAIREE T AR BRI #IEE LE T, TA LT T4 JICHEELL-BEREE 7SS4 T Y b
FRHTXAESEEDOBT—RT 20N HNIL, SSLEBEENHELISNHTTPY VAN E2ZELE
T —HTHHONTVIEEIE, SSLBERELINTWTCHTTPY 27T AN 2ZELETHE A,

TLSv1.3 7’a b 2 VOREESER|215E T 5158, BESEFOFINIC TLSv].3 #fEEL T Z& W, TLSV1.3
ZIELZVEEIE, TLSVI.2 LEIO 7O b 2 VIOV TORESRERIOIEEE D £9,

TLSv1.2 DEio 70 b AV TIEETE 2S5 Z2IRINLE T,

F6-7 TLSV1.2 LEIOZO NI TIEETE 5 BSER|

ES1ER! R FELST MRE BSRYT Avt-—Y
AR Bs X (bit) SRE7 LT
A X LA

AES128-SHA RSA RSA AES 128 SHA
AES128-SHA256 RSA RSA AES 128 SHA256
AES256-SHA RSA RSA AES 256 SHA
AES256-SHA256 RSA RSA AES 256 SHA256
AES128-GCM-SHA256 RSA RSA AES 128 AEAD*
AES256-GCM-SHA384 RSA RSA AES 256 AEAD*
ECDHE-RSA-AES128-SHA ECDH RSA AES 128 SHA
ECDHE-RSA-AES256-SHA ECDH RSA AES 256 SHA
ECDHE-RSA-AES128-SHA256 ECDH RSA AES 128 SHA256
ECDHE-RSA-AES256-SHA384 ECDH RSA AES 256 SHA384
ECDHE-RSA-AES128-GCM-SHA256 ECDH RSA AES 128 AEAD*
ECDHE-RSA-AES256-GCM-SHA384 ECDH RSA AES 256 AEAD*
ECDHE-ECDSA-AES128-SHA ECDH ECDSA AES 128 SHA
ECDHE-ECDSA-AES256-SHA ECDH ECDSA AES 256 SHA
ECDHE-ECDSA-AES128-SHA256 ECDH ECDSA AES 128 SHA256
ECDHE-ECDSA-AES256-SHA384 ECDH ECDSA AES 256 SHA384
ECDHE-ECDSA-AES128-GCM-SHA256 ECDH ECDSA AES 128 AEAD*
ECDHE-ECDSA-AES256-GCM-SHA384 ECDH ECDSA AES 256 AEAD*
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AEAD: Authenticated Encryption with Associated Data(RiEf ZHE5)

TLSv1.3 u b AV CTIEETE AEEEHZIRISNLE T,

R 6-8 TLSV1.3 ORI TIBEETEIESIER

ESHER AT 538 WRBESH EESHE Xy t—IFRE 7
AR AR 14X | ILTUXA
(bit)

TLS_AES_128_GCM_SHA256 any any AES 128 AEAD*
TLS_AES_256_GCM_SHA384 any any AES 256 AEAD*
TLS_CHACHA20_POLY1305_SHA2 | any any CHACHA20/POLY1305 | 256 AEAD*

56

TLS_AES_128 CCM_SHA256 any any AES 128 AEAD*
TLS_AES_128_CCM_8 SHA256 any any AES 128 AEAD*

AEAD: Authenticated Encryption with Associated Data(RRAEfT Z B55)

(b) FEHEIR

SSLCipherSuite 7« L7 7 1 7IZIEE TEZ AESERILIN 2 EATVWSEE, TLS 70 I VDN —T 3
VICE o TERBBOEBENSELD X T,

e TLSVI3 7u ralloBE&IFEH LTI —I1C2 D ET,
o TLSVI2 RO 70 A )VDESIZEE TS -1 DT A,

() ECHiTEBEM
httpsd.conf, <VirtualHost>

(d) #HEEBH|
(1 1)
SSLCipherSuite AES128-SHA256:AES256-SHA256

TLSv1.2 lEio 7 a b a LV CERT 2EESER 2HEE L7,
(51 2)

SSLCipherSuite TLSv1.3 TLS_AES_128 GCM_SHA256:TLS AES 256 GCM_SHA384:TLS_CHACHA20 POLY130
5 SHA256

TLSv1.3 7o b a VAT SESERZHEEL 7,
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(30) SSLEngine {On | Off}

@ AN\
SSL 2BMICT AN EI P EIEELET. 57 4 )L M3 SSL ELTT .

<VirtualHost>7w1 v 7T SSL 2B L7-WigE, BRI Lizw<VirtualHost>7 1 v 7N T
SSLEngine On Z#5%E L TL 72& W,

On:SSLZFEMIILE T,

Off : SSL Z#EIC L9

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>

(31) SSLOptions (+ |- #F>¥a> (+ |- #F>¥a> )

(@ As
SSL HEE % [HT 2BADE T 3 v RIEELE T,

+ AT a U THEELEREEZENICLET,

1A Ty a v THEE LR ERIC LE T,

A
ar
StdEnv

Vars

Export
CertDat
a

FakeBa
sicAuth

tERE

CGI BIRAHUC SSL BFEDFEDOBRIFAN e RELEd . RIEEHOREIIMREICEEB L5 X570, CGI T SSL
MEOBRREMDPDELHEDOH, ZOFX T a 2B LTLIES 0,

CGI BEE#IC SSL_SERVER_CERT, SSL_CLIENT_CERT & & U SSL_CLIENT_CERT_CHAIN_n (n =0,
1, 2, .) ZRELET. CCITH—NBLUIT T4 7~ MEAZEOERPBELFEIIHELE T,

SSL 2747 > FERAEDOKEEL HiE T, Web 77U TCA—HID &EXAT— N2 ANT 2 &%, 74T
NERAZE O$E/R 721 T Basic Rk G AICHEE L £ 9. AuthUserFile 74 L7 7« 7 TIRET 57 7 1 LI
X509 754 7> MEBHED Subject E)NAT—REZFEARLET, SAT—FRIE, B

12" {SHAYW6ph5Mm5Pz8GgiULbPgzG37mj9g="ElE & L £9 ("password"#BEE({LL7zbH D),

openssl.sh x509 7z openssl.bat X509 27> R TF/RT SiEBHE D Subject 7+ —)L KDOfE

Subject: C =JP, ST = Kanagawa, L. = Yokohama-shi, O = HITACHI, OU = Software, CN = username,
emailAddress = username@userhost

ZDOHA AuthUserFile 74 LY 74 7 THRET 27 7 A VIIRO K S ICHEELE T,
/C=JP/ST=Kanagawa/L=Yokohama-shi/O=HITACHI/OU=Software/CN=username/
emailAddress=username@userhost:{SHA}W6ph5Mm5Pz8GgiULbPgzG37mj9g=
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(b) EF=EIR

+-ZERLEZVWTE T a v EIEET 2L, BRRIEELLA 7Y a VETPEMILDET,
(c) ECIRTEBIEM

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(d) ESEEFO

Options L' X)L

(e) HEEBHI

(1)

SSLOptions StdEnvVars
SSLOptions FakeBasicAuth

DDA T aVI+H-ZEBELZWT A LI T4 7% 21THE LGS, bEICHEELL
FakeBasicAuth ZU»EHE LD T,
(f51l 2)

SSLOptions StdEnvVars
SSLOptions +FakeBasicAuth

CDEDICHEIBE LA T 3 V2 BITIEE LBE, StdEnvVars 1212 T FakeBasicAuth A&
EZDET,

(1 3)

SSLOptions +StdEnvVars FakeBasicAuth

+-DWA T a VERIIEELRES, ANEELLA Y a VIZENCRD, HEIEELL
FakeBasicAuth 72328520V £ 9,

(32) SSLProtocol (+ |- 7OraLNEZ (|- FOMINE -]
~ (AL

(@ AB

HHT%SSL 7a b aLON—=Va VEEELE T,

+: TUNINZTEE LT MV EBEICLET,

-0 FubINVBTHEELL SO bV EEICLED,

T haNZELTHRETZHEIIROEBD TT,

TLSV1: TLS 7 hauN—=T a3 > 1.0 2FEHT %,
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TLSV1.1: TLS Yu hawnN—va v 1.1 2EHT 5,
TLSV1.2: TLS 7u hanwnN—T 3 > 1.2 ZEHT 5.
TLSv1.3: TLS 7u b anN—Y 3> 1.3 Z{EHT 5,
All: FEEIARToOTu FaLEFEHT 5,

(b) FEZIR
+EEALENTTO b INEBEEET L, REICHEELLTE P IVLIHSEHICED ET.

(c) ECHRTE2IEFh
httpsd.conf, <VirtualHost>

(d) 1E=EH
(%1 1)
SSLProtocol +TLSv1.2 +TLSv1.3

TLSv1.2 & TLSVI3 BB EZD 9,
(1 2)
SSLProtocol +TLSv1 +TLSv1.2

Bt L0 haLzEELTWaEWES, B0 g sa)L TLSvI2 Z0AEEZD F9,
(1 3)
SSLProtocol ALL -TLSv1

TLSv1.1, TLSvl1.2, TLSv1.3 #BE%EZD £,

(33) SSLRequireSSL

(@ B

SSLUAMC K BT 7 A% BT 25/ IIBELET. 2OT 4 LI T4 IHBESNTLASEE, http
ICEBT7E AN AT —4% A3 — K 403 Forbidden THEBSNE T, B 5T« L7 T« 7 OB
T, REBICSSL ZEshicLary T oY Z2ALTLESZEZFFIELE T,

(b) ECRTEBIHFR

<Directory>, .htaccess

(o LEE=FT

AuthConfig L' X)L
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(d) EEBH|

<{VirtualHost 172.17.40.10:443>
SSLEngine Off

.%birectory /secure/dir>
SSLRequi reSSL

</b}}ectory>
<{/VirtualHost>

172.17.40.10 KX b @D 443 R— MIRT % http 7 72 R1F, /secure/dir T4 L7 NUANDT 7L A%
PROTTEET, /secure/dir 7«4 L7 UAD http 727 £ R1E, AT —% X3 — K 403 Forbidden %
RELET,

(34) SSLVerifyClient {none | optional | require}
(@) s

7547 2 PRI OB ICET 2 REEIEEL £ T,

none : iEAZDOERZ LIt A,

optional: 7547 >~ MIEAZS 2R & £9, EHT X M.

require : 774 7 v MIFEAZE 2R L 2T NIER D A

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>

(o) #HEEH

SSLVerifyClient require

(35) SSLVerifyDepth EZB&%L
~((0—10)) (1)

(@ A

HHEOF = — 2 MEEE Tl E502BELE T,

JIA47 Y MNRERICHERAT 2 CAFEAZEOF 2 —IlO0 T, RiEFz v /2 5BEBHEEELE I,
Fr—rENlCAZECETTRHTAPZHIRT HOIERALET. 7747 2 MEAZFENECEA
DIEABDOHZEIC 0 TH 27z, BEIIERERIC 1 DU E2EELEZT. flzRITRLET,

6. T1LIT1T
Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 269




(1)
ESEs
« CA11d, root CAIZBHRSINTWA,
o FERAZE 11X, root CAICEBLEN TV,
o FEHAE 21%, CAlLIZBRASNTWA,

root CA —|: CA1l —— EFBERZE2 (root CAE T2ERM)

SEBAZE1 (root CAZE TIERRE)

SSLVerifyDepth Mis7E
Coga, iEAE L, EAE 2 EHFEEF v 7 29 5729121E, SSLVerifyDepth 74 L 7 7 «
TIC2D EEBELE T, &7z, AT 1 BT v 7L, GEAZE 2 3BT v /2 Lok
2129 %121d SSLVerifyDepth 7«4 L7 7« 712 1 Zf8E L £ T,
(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>

(o) #EEH

SSLVerifyDepth 10

(36) StartServers FOtEX¥ W

worker MPM
~ ((0— (MaxClients/ThreadsPerChild))) ¢3)

prefork MPM
~((0—1024)) €5

(@) AT
Web 3 —NEEROY —NNTut AHE2EELE T,

worker MPM

StartServers T« L7 7 « 7 OIEEMEILX, 075, MaxClients T« L7 F « 7 DOfE%
ThreadsPerChild DIETE| > /-{EE TOHH T,

(b) ECIRTEBIEFR
httpsd.conf
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() 1HEEH

StartServers 5

6.28 T, UTHESTALITA7

(1) ThreadLimit ALY R# w
~((1—15000)) {1024)

(@) AT

P—NTOERERT BT —NAL Y N EREZEELET. TOT 1 LT 1 7OEEMB/ICHE,
Y- N\BEERERIET AEEATVEELZERLE T, £D7/, ThreadsPerChild 7«4 L2757+« 7T
EE Lo EBICEET 20— N 2Ly REDIL EOEERIEE L75E, R LZVWRSGHAE AT 5EE%
HBRELET. COT 1 LT T ¢ 712id ThreadsPerChild 7«4 L7 7« 7 &R CERIEET 5 2 & = #dE
LEd,

F7z, CTOT 4 L 7T« 7BV ThreadsPerChild ¥4 L 75 14 TIZV AT LADRZ 3L EOEZIEE
L7284, Web U —N\DPEETE LN ERRLEIL RS ENDH 5720, DED FICKREREZIEEL
BTWTLIZE N,

COTAVIT 4 TI3ERECIHEEMEEER TCE LA, BEEMEEEET 2551, Web UV —NZELS
YlehLIiRHIE TS,

(b) ECHRTEBIGM

httpsd.conf

(2) ThreadLimit XL v R# w
~((1—1000)) {64)

(@) B

P—NTFOt RIERT AT —NAL Y O EREZIEELE T, COT 1 L7 T 1 7OEEMICHE,
P N\BEEREREFTAEEATVHEEZERLE T, ZD7/®, ThreadsPerChild 7« L2754 7T
BB L EBICEET 20— N 2Ly REDIL EOEERIEE L725E, HHLZVWRSGHAE X T 5EE %
BRI AHZEIWLEDET, £/, Web b —N"DEBTELRVWC ERCALEIL LA ENH B0, D
T4 L7 5« 7121 ThreadsPerChild ¥« L7 5« 7ERICEZIEET A 2R LTI,

COF4 LT 4 TR CIEBAEECEEEA, HEMEEET 241X, Web ¥ —NH[EILE
BlohLITEE S BT SV,

ZDT 1 L7 T« 71, worker MPM 2 (RS 2B AICIEETE £,
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(b) ECHRTEBIEFR
httpsd.conf

(3) Timeout K
~((0—65535)) (60) (HAL : #)

(@ A\

ROBEEBZMBEMTIHEELE T, 0 ZBEL-ERIL, FEREPOMICZDET,

« USGATUIPOEDY VT ITANSE (273 ViR, HTTP 70 hI)L0%E) hicTF—4% %
ZELLL 2o 1215805 ER

o UFGAT Y IMANDLU AR AEERICT =¥ 2R ETELL > 1-1BE50E 5 B

e CGL7UuZ gL~ 7T A NEERICT—F2RETERL L > BEDOES K

e CGI TuZ I L~A"DYITIANEBEDNS VAR AZEE TOREEERH

e CGLTUuZ LoDV ARYAZERICT —F2ZE LR G850 5 KHE

s CGL T I LMD LVARY AZEK, AHRTTHADINA TR2EL 2 F TOEF SRR

e UN—Z27/0FTVZFEHLTVWAEED, Ny 7Ty RY—NADY 7 LTAMEEFIZT—¥ 2%,
XL ol EOFE RN

e UN—Z270FIVZERHLTVWAEED, Ny TITY RY—NADYITITAMEEEIPOLL AR AF
BE TORHES KR

e UN—Z27/0FIZERHLTVAEED, Ny T RY—N"DPE5D VAR AZERICT—¥ 232
L7 s o 7288 EB 0G5 I

I

‘(\\

|

(b) ECRTE BIEFR
httpsd.conf

() 1EEH

Timeout 300

(4) ThreadsPerChild XL v R# w

~((1—ThreadLimit ¥« L 7 5 « 715EMH)) (64)

(@) AT

PJ—NELTEETAAL Yy REEZIEELE T, FBELZAL Y RV —NOREKRFEREGH >R LE T,
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(b) ECHRTEBIEFR
httpsd.conf

(5) ThreadsPerChild ALy R# w
~((1—ThreadLimit 7« L 7 7 1 718EH)) (25)

@ A&
—ODY=NTOX RERT 2 —NALy FREEELE I,
ZDT 1 L7 T 171, worker MPM 2T 2B AICIEETE £ T,

(b) ECHRTEBIEFR
httpsd.conf

(6) TraceEnable {On | Off | extended}

(@ AN\
TRACE AV RIZEBYZ IR NFEBT 2P EIDRIEELE T,

On:TRACE XV FICKBA VIV I A MEHFALET, 272L, VIVIAMRT 1 BIMESNTVSEE
\&, 413 Request Entity Too Large ZJ&& L £7,

Off : TRACE XV RICKAV VT AMR2ESBLET, TRACE XV Y NICXBU V7T A MDBEEIE, X
F—4 A 32— K 403 Forbidden Z)o& L £ 9,

extended : TRACE XV vy RIZKBH U T TZAMZHALET, VIIAMRT A BAMENTNTHFF
ALET, 72720, UN—RTuFTDHNDY) VT A MRT 1+ 4 XD ERIZ 64KB T,

(b) ECIRTEBIHFR
httpsd.conf, <VirtualHost>

() EEH
TraceEnable Off
(7) TransferLog {771L%& | /N17}

(@ HWE

U7 &N 27 7 ANE3u 2B NT57 07 I L%BELET. U707 +—v v MITNILHZ
ZIEE L7\ LogFormat 7«4 L7 7« 7 THRETE £ 9,
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LogFormat 7« L2774 7Cusz707 x—<v b &EEET 2HAIL, IPv6 7 FL AR IPv6 7 F LRI
MELIARA MR OHATEE T, IEETES 74 —~7 v M CustomLog T« L7 T« 7E2BIBLTL
23,

LogFormat 74 L2774 7 T7 4 —<v FEFE L WSS, BEoOu/7x—vy FbTHALET,

T7ANEB O 52N 27 7 A VAEIBELE T, 7714 LVRITIE, HEF/SAF721% ServerRoot T «
L7 T 4 TOEEMED S OB/ SANIEETCEE T,

N7 EEA NP uTEREZIIMA SO ILE2" | I L8" D7 +—< v NTHEELE T,
Windows it COFEEEIEIL, CustomLog 74 L7 T« 7AZBLTLZE 0,

(b) ECHRTEBIEFR
httpsd.conf, <VirtualHost>
() 1EEH

TransferLog ”|¥"¥"<Application Server® A YA h—J)LF 4 Lo b)) >/httpsd/sbin/rotatelogs. exe¥
” ¥’<Application Server®4A4 YA h—JLFT 14 L% K1)>/httpsd/logs/access¥’ 86400¥””

rotatelogs 70 /I L ZFRHLTU /% 24 BRI & ICHEI L THREILE T,

(8) TypesConfig 771

~ {conf/mime.types)

(@) AT

T7ANEETFETY T Y47 (MIME ¥4 ) OBURE2ERT ARET 7 AVEIBELET., 77
A INZI2IE, HExt/ SR F 7213 ServerRoot T« L7 5 4 TOIBEM@D & OHEMN/SASIEETCEE T,

BET 7 A VHNOEEERIE, MIME ¥4 7 77 A VHRT (7 7 A4 VIEERF -] T9. MIME %
ATREFIEEL TV AITIIERLE T, £/, TORMICEZMIF2E, TIXAY MTIZEDET,

(b) ECHRTEBIEFR
httpsd.conf

() #EEH

TypesConfig conf/mime. types

MIME % 1 7D&7E 7 7 1 L& mime.types
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(9) UnsetEnv JRIREEH ORIEEH )

@ Vs
CGILAZ V) T MNETBIEEZH, S, SetEnv T« L 27T+« 7F7- & PassEnv 7«4 L7574 7 THEELT

RIBAEBZHIFRT 558 ICHEELX T,

(b) ECINTEBIEFR

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
(o LEEFT

FileInfo L \)L

d) FEEH

UnsetEnv MY_ENV

(10) UseCanonicalName {On| Off | dns}

(@ e

Y= NOERLGLROERFEZEELE T T—N"OERZZENE, BY—1\25ME3 5 URL LEBIE
Z# D SERVER_NAME & SERVER PORT ICRRESNE T,

On : ¥ —NOERLZZRNL, ServerName T« L7 T ¢ 7EEED SEER SN, BY—N\%2%[89 5 URL
RPEBELAHICHESNE T, VirtualHost FEERIC IP 7 RL AZ{EHT 554&1%, VirtualHost 71 v 27
T ServerName #$8E L TL72& W, 71 v 7N T ServerName #8E L TWaRWEEE, [P7 RL
AMPHFRANEEZREBLET,

Off : Y —NDIERXLZLZHEX, Host NI LX>TIIAT Y "6 E5EZ6NTZHRAMNEIRER— NES
MO SN, BY—N\%25B9 2 URL PEIEBEZHICERESINE T, 7272 L, Host \v¥yHBEZ 5N
WiEA1E, ServerName T+« L7 5« 7fEE, EBOIX 7Y a3 VIFHSINTVWAER— NESD STER
SNEJ,

dns i Host N ¥ 2/ \WEWI SA TV MDD DOF T a T3, 2OF T a3 VIEERICIL,
Y—NOERZLZHNE, 7IA4A T IP6526N7H =D IP 7 RLAD»SHWF|E LA A MERB &
UEBICax 7y a VIEHESNTWAR—- NESDPOIERSN, BY—N\%22M9 5 URL LEELE
ICRESNE T,

2%, On, Off, dns IXRTOHFAET, [Pv6 7 FLRAITHIELTWVET,

(b) ECRTE 25

httpsd.conf, <VirtualHost>, <Directory>
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(11) User 1—%4% W
~ (#-1)

@ Vs
F—NFOLADEET B EEDLI—FLEEELE T,

(b) ECIRTEBIEFR
httpsd.conf

(€ EEH

User nobody

(12) UserDir {Fo1LZ7KNU%| disabled (21—%g&€ (O—%%€ -]}

(@) AE

Web 778060/ 2= Z/~ADY) I LA M LTAMT 2V —NEDOFMET+ LY MUZTHE
FLET, disabled ##5ET5&, Web 2> F UV AHLAZWI—F2IEETEET,

T4 L7 MUZIE, HMSAE M/ SATIEELE T,

Windows fR T, #Exf/SZA7ZFEM T,

TaALTRUA:

o MXI/)SZATHEE LGS
P—NEICZ—HID 2FHEOI—HH, 2—HFDHE—LT1 L7 M) TD Web 3272 VEAKT 3
BEOEMEEELE T, /S 1—HYRZ/ DV ITIANPHo7:485E, "1—FDKr—LT4 L7 M)/
TALTZMNIZ" 1T ALET,

o XS ATEELGS
I—HFTFT4 LI N)DOBMERELET. / L2—HZ/ DV IIZXNPH-75E, "T4 L7 M)
&/ A—PRZ" 1TV ALET,

disabled :
Web 799960/ 1 —HZ/~ND)TIZTANMIXNLT, Webars oY aARMLLEWI—T %21
EFELET, BESNI-I—HYEZLTOYIZIZAMINLTIE, 77LATAT4 L7 NIZE2EHLFH
Ao I—HHBDOIBEN L WVIEHILX, IRTOLI—HFIZDOW\T disabled ¥ BE L2 &I D FET,

(b) FRHEIR

s BED UserDIr 74 L2774 7TT 4 L7 VIZEZIBELLES, bENPSIBELLZLDICEEXS
nNEI,
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« disabled IZHEE T 51— KX, B8O UsertDir 74 L2774 7Z2ZRHWTIEETEZ 9,

(c) ECHRTEBEFh
httpsd.conf, <VirtualHost>

(d) EEBH
1 1)

UserDir public html
d—Huserl DR —LFT 1 L7 M) %&/home/userl £95&, VI IT A http://HAAME [A—1
#5] /"userl/index.html T, /home/userl/public_html/index.html iZ7 7+ AL %9,
(%1 2)

UserDir /home
UserDir disabled user3
UserDir disabled user4 userb

)7 T A http://A A ME [AKR—1EFES] /userl/index.html T, /home/userl/index.html iZ7
U ALET., 727201, user3 id disabled BSIEESNTWA7®, http://HKA MG K- &S] /
“user3/index.html &W5 Y 7 T X + T/home/user3d/index.html iIZ7 7 A TE£H A, userd,
user5 1 oW T user3 EEBETT

#1 3)
UserDir disabled

TARTOI—HIIRT L T disabled Z2EEL 7,
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HA AF—9X1—R

HTTP Server /5 Web 75 U HICRETAHAAT—F AI—REZRIZRLET, AT—¥ AI— K% Web
TIIFIGRET AEEICIE, AT —YAI— R CTHBERTATIT—Xvt—I%
charset=ISO-8859-1 ® HTML & L CREFICEEL £ 9,

RA-1 AF—9RI—K—8

AT—9X—R
100 Continue
200 OK

204 No Content

206 Partial Content

300 Multiple Choices

301 Moved Permanently

302 Found

303 See Other

304 Not Modified

400 Bad Request

401 Unauthorized

402 Payment Required

403 Forbidden

TR A RF—9Z3—NK

wE
74T ME, UIZITAMEREATHE T
EFICETLE L.

VI IZAMIEBEIKRTLELRED, BTV YV—-REIHDEHA
ImapDefault nocontent 7« L7 7« 7OEEICL > T, BELET,

oMUY — A %R LE T,
7 Z4 7> h®Range v ¥ %Wz Partial GET Y 7 T A FDIREE LT, H
P T Y ERTEEICKRELET,

BEANR—VOFMBEPATHET T o

VY —APEARICEE L E L,

BBREATyaTHLZOWT AL MUICHT S 7T X http://FRA N
(AR—KES) /Tr L7 M), Redirect permanent 7« L7 5« 7 DIEE
IZ&-T, BELET,

VY =2 —BEICEE LE Lz,
Redirect temp 7«4 L7 714 7OIEEICE>T, BRELET,

UV —ANBE L L7,
Redirect seeother ¥« L7 5 4 TOIWEIZE > T, FELXI,

VIR LTy T YR EESNTVER A,

VIIAMNIV VIV ITARAIT—DBHDET,

WROED LH/EITHELET,

s NYFELLTHESIHDEIEELILES

« HTTP/1.1 T Host N ¥ h > 12358

¢ YT ANy FOMEEN LimitRequestFields 7« L7 7« 7OfER A 72
B

¢« —DDYTIAMNYFDOYA XN LimitRequestFieldsize 74 L7 T 4 7D
ExHBA 758

o HTTP Server EICEBES N8I T2 Y 77 A IVE2IZCCl a5 L
AN CONNECT AV Y FEFEHALTY VTR ML7HE

UV —RARXT 78T 5-0101F, RISV ETT, AuthName T« L27T1 7
F7:1% AuthUserFile T4 L2754 7 ETT 72 A 2# U /BE&ICHELE T,

FREHT B72DICFHEINTVWAEAT—FY ZAT—RTT,

UV —=ANDT V2 ABRELLENTVET,
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AF—9RX1—RK

404 Not Found

405 Method Not Allowed

406 Not Acceptable

407 Proxy Authentication Required
408 Request Timeout

409 Conflict

410 Gone

411 Length Required

412 Precondition Failed

413 Request Entity Too Large

414 Request-URI Too Long

415 Unsupported Media Type

416 Requested Range Not Satisfiable

417 Expectation Failed
422 Unprocessable Entity
423 Locked

424 Failed Dependency

500 Internal Server Error

TR A RF—9Z3—NK

&

TG E ST, T RAPEESNIBAERETHERD 2V CGL 7
Uy I LDOETERE LIBALREICHELET,

VY —=ANEDIPDEHA,
=N EIZIEZZWT7ANEZY VI A LB EICRKELET,

FRENTWAWHTTP AV Y REHFEHALE Lz,

HTTP Server bICEEB S n/-#Ma > 5>V 7 74 LTI, GET, HEAD,
POST, OPTIONS, TRACE »MEHT& %9, CGl Yuss 47T, CGl 7 u
TILTOEZEIBELET,

AT M Accept NV FTIRE LY A SR U VAR A% BEE £H Ao
BN, FuXTT, VATV NPEEERRIETALENHDET,
YIIANPEALT T MIZDE LTz,
VY —ZOBEOREEFE L TVD720D, VITAMEETTEERATL,

)Y —=ZAPMEARICRIATEEE Ao
Redirect gone 74 L7714 7OEEICE ST, HELET,

2754 7> hi& Content-Length Nv ¥ 2$8E T ALENH D E T,

74 7~ h® If-Unmodified-Since v # & 7213 If-Matched ~ v ¥ 7z £ 1§
E LGP —HLE A,
VIIZANRT A YA ZXPKREBET, Y—N"TUETETEEA,

JIJITAMNRT 4 OESH, LimitRequestBody T4 L7 74 T THELLES
FDLREVWERICHELET,

YIZIAMURIPAREBET, Y—N"TUETZE A,
BlOWEDLEES G E2&T URL 2 EOKS A, LimitRequestLine 7« L7 7«
TTHELERSIDORVBEICRELE T,

VIIARSNIT—FDAT 4 THEAZ T —NBRIGL TV Wiz, $—N
BV IR NOMBEEZERFLTVWET,

Range N\ ¥ TOIREHHAIL, YV -A0HEEZBEIATVET, IROFEHEN
TARTHIILY 2HEEICHIENE T,

e YZI XA Range NV ¥ 7 14— RxEl,

« 74—V ROHEIEEME, BIENLY Y - AOREOHFEICEL > T,
e YJIAMCIIf-Range YV T A MY F T 4 —)LREEATHIEL,

Expect Y 7 TR MAYF T 4 =)L FOILEPZFANSNETATL,
I ITRANMIBETT D, BHEIPERSTWVRLDIED ZENTETEHA,
TIEAFDOY Y —RF0y FINTWVWET,

ERENET 7 avAHOT7 7Y a IHERELTWT, FOT7 Y3y ERR
Liziz®, UV =R LTAY Y REETFTTEFEHATLL.

Web ¥ —NETITI—DPHELE L
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AF—9RX1—RK

501 Not Implemented
502 Bad Gateway
503 Service Unavailable

504 Gateway Timeout

505 HTTP Version Not Supported

506 Variant Also Negotiates

507 Insufficient Storage

510 Not Extended

&3

&

CGl u 77 LDMES, 77t A#lf#17 7 4 L (htaccess) DT T -7 EDBE
ICRELET, BB RIE, T5—udIcHAsShET,

PR—-FENTVHEWVWHTTP XV Y ROEKRTT,
TaF Y —NHPARERERZZITERY E Lz,
F—NILBEERETH S0, WEV VI A MUFETZER A,

CGIPED VARV AZEODIALT I ML, VITANRZETESEL20IC
NBRBESRS YA LT N LE Lz,

H—NZ, BRAvE—VCHERSINZ-HTTP 7o b alnN—Y 3 v 25 R—
LTWwizWnwy, S R—r2EFLTVET,

J—NICHHEBE LOZS—PHDET,

P=NPVIIAMZETFICTT I B1OIBELRRREZRETZ 2V D, X
Vy REYY—ATETTEEEA

V=R T 72 RTBDDOR) V=B JIATHiZESNTWER A

FA1 BRURALIDADRAT—H 23— P HTTP Server L@ L CGl Tu /S L0 Ta s Lo S
NBEZEBHVET, ZOBEE, TNENOSOTITLOT=aT7LESRBLTLIIES N,

UN—2 70 F T EFEHLTWAIEAICIE, 400 Bad Request, 403 Forbidden, 502 Bad Gateway &, 400 Proxy
Error, 403 Proxy Error, 502 Proxy Error &2 23568 H D 9,

TR A RF—9Z3—NK
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1% B CGl 7073 AICETRIEEL

Web 4 —1\»CGl 70277 LIEIRIEEHD—E % £ B-1, £B-2BLUEB-51Z, SSL_SERVER_
Z# OB, SSL_SERVER I EHRDfI%, £B-3, £B-4IIRLET, IV b T7+—4L, 74T

DERTE, VIIZAMDE, Web U —NDOFT 4 LI T4 TOREZEICLST, TIT

BLES N TV AHIRIE

EEDPHBRESINLZWVIGESR, BB L TWEWERBERPIRESNIBEELHVET, OFDOT—N4H,
RXA 2%, XA—)ILT7 RLAZEZTRTCEEDETT,

%B-1 BEEH—E
RIREHE

AUTH_TYPE

COMSPEC

CONTENT_LENGTH

CONTENT_TYPE

DOCUMENT_ROOT

GATEWAY_INTERFACE

HTTP_ACCEPT

HTTP_ACCEPT_CHARSET

HTTP_ACCEPT_ENCODING

HTTP_ACCEPT_LANGUAGE

HTTP_CONNECTION

HTTP_HOST

HTTP_PRAGMA

HTTP_REFERER

HTTP_USER_AGENT

PATH

182 B CGl 7073 AICETRIEES

RE
1—VRIEETHHEORILY 1 7
vy R ary P rOEFHE7 7 AL

T7IA4T Y EDPEDYY 7T A MA POST
DFED, T—FDINA M

IS4 TR EDY 7T A M POST
DBEEOAVTF VAT

DocumentRoot &+ L' 7 5 « 748EE

CGIN—=Var

747 MR UT: Accept N ¥ DIE

7547~ bR U7z Accept-Charset
Ny T OfE

7547 ¥ bR L7z Accept-Encoding
Ny T OfE

7747 Y MR L7z Accept-Language
Ny T OfE

27947 N7 L7z Connection N\ v
¥ DIE

7547 Y MR LTz Host Ny ¥ DiE

7547 Y MR LUTz Pragma Ny D
([l

27547 > FHR LTz Referer v ¥ O

754 7F ¥ MR L7z User-Agent N\ v
Y DfE

Web ¥ —/\ Ed PATH 1&#&

5l
Basic
C:¥WINNT¥system32¥cmd.exe

20

application/x-www-form-urlencoded

<Application Server A A +—)L
74 L2 ) >/httpsd/htdocs

CaGl/1.1

image/gif, image/x-xbitmap, image/
jpeg, image/pjpeg, image/png, */*

Shift_JIS,*,utf-8

gzip

ja,fr, en,it

Keep-Alive

www.hws.hitachi.co.jp:8080

no-cache

http://www.hws.hitachi.co.jp:8080/
test.html

Mozilla/4.73 [ja] (WIinNT; U)

C:#¥WINNT¥system32;C:¥WINNT;C:
¥WINNT¥System32¥Wbem
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RIEZHS

PATH_INFO

PATH_TRANSLATED

QUERY_STRING

REMOTE_ADDR

REMOTE_HOST

REMOTE_IDENT

REMOTE_PORT

REMOTE_USER

REQUEST_METHOD

REQUEST_URI

SCRIPT_FILENAME

SCRIPT_NAME
SERVER_ADDR
SERVER_ADMIN

SERVER_NAME

SERVER_PORT

SERVER_PROTOCOL

SERVER_SIGNATURE

SERVER_SOFTWARE

SYSTEMROOT

18 B CGI 7O7JAICETER

&

URLD>5 CGILAZY T REDEAD
oy

T 7 ANV AT LIEBENT-
PATH_INFO O

7747 rHEFES NI Query
String (B & HHELFF)

TJ5A4T7YRDOT LA

7IA4T Y EDERA N
(HostnameLookups 75 Off DI} TA 2
N EDRRS NG

2547 > h@ 1D (IdentityCheck 7«
L7 T4 THR)

7547V FDOR— ES

ERESNIZV VT A NDOBEDORRIEL—
Vs

747 MPoREFESN HTTP X
VAVAN

IIA4T Y MPHREES NI T A
URI

VIIARNENSZCGLAZY T DT 7
Oz

VIZIANENZCGLAZY 7~ URI
Web =D IP7RL 2R
ServerAdmin T« L' 7 5 1« J18EE

Web U —NDORZ N
(UseCanonicalName &« L7 5« 7%
Ha)

Web % —1NDOR— 4
(UseCanonicalName &« L 75« 7%
Hg)

74T Y bR LULIZHTTP N=2 3 >~

Web —N0EHZ (HTML ¥ 7% &
ir) (ServerSignature 74 L2771 7%
Ha)

Web U —NRo7u 75 L%

YAFLFALY RY

Bl
/dirl/filel

<Application Server ®-f > X b —)b
TFT4LT MY
>¥httpsd¥htdocs¥dirl ¥filel

query l=a&query2=b

172.17.xx.xx

hostxxx

unknown

2298

Userxxx

GET

/cgi-bin/test-cgi?
queryl=a&query2=b

<Application Server A A +—)L
T4 L7 +U>/httpsd/cgi-bin/test-cgi

/cgi-bin/test-cgi
172.17.xx.XX
www-admin@server.example.com

www.hws.hitachi.co.jp

8080

HTTP/1.0

<ADDRESS>Cosminexus HTTP
Server 09-00 at www.example.com
Port 8080</ADDRESS>

Cosminexus HTTP Server 09-00

CH#WINNT
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RIEZHS
TZ

WINDIR

&
Web ¥ —ND& A L) —>

VATLTA VT MY

XB-2 SSLEEHOBEEH—B

RIEEHSZ
HTTPS
HTTPS_CIPHER_ALGKEYSIZE*

HTTPS_CIPHER_USEKEYSIZE*

SSL_CIPHER*
SSL_PROTOCOL*

SSL_SERVER_S_DN*

SSL_SERVER &%

SSL_SERVER_I_DN*

SSL_SERVER_I EXx

SSL_SESSION_ID*

SSL_SSLEAY_VERSION

3%

e
t#l?ﬁ'fgﬁﬁ;\‘bi@_o
SRR S OO Y ML

WHEESOROL Y MDD 5, B
AR

SSL kE54ER | (HTTPS_CIPHER &R U)
SSLu hajnN— 3

SSL ¥ —/\GEEHZE @ subject D
Distinguish Name

SSL # —/\REBAZE @ subject @
Distinguish Name D&%

SSL ¥ — N\ZEBHZE O issuer ®
Distinguish Name

SSL ¥ —/\GERAZE O issuer O
Distinguish Name O&E#

SSLt¥ 3> ID (16 #%)

OpenSSL ON—2 3~

5l
JST-9

CHWINNT

1
on

128

128

AES128-SHA256
TLSv1.2

/C=JP/ST=Kanagawa/
L=Yokohama-shi/O=HITACHI/
OU=WebSite/
CN=www.hws.hitachi.co.jp/
EMAIL=www-
admin@hws.hitachi.co.jp

SSL_SERVER_DN 7’ EEEDfloEE %
E£B-3IRLET,

/C=JP/ST=Kanagawa/
L=Yokohama-shi/O=LOCAL-CA/
OU=cal/CN=cal.hitachi.co.jp/
EMAIL=ca-admin@cal.hitachi.co.jp

SSL_SERVER__I DN A’ EEED D15
ExEB4ITRLET,

F968F8D7075B76587F35931DC594
D3E3

OpenSSL 1.0.2j 26 Sep 2016

3274 77 7 A ) SSLOptions +StdEnvVars ##57E L2358 ICBRIBEERPRESNE I,
7 B-3 SSL_SERVER_EZR Dl

BEHS

SSL_SERVER_CERT *2

182 B CGl 7073 AICETRIEES

S

SSL + —/\EEREE

5l
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RIEZHS

SSL_SERVER_S_DN_C*!1

SSL_SERVER_S_DN_CN*1

SSL_SERVER_S_DN_Email*!

SSL_SERVER_S_DN_L*1

SSL_SERVER_S_DN_O*1

SSL_SERVER_S_DN_OU*!1

SSL_SERVER_S_DN_ST*!

FExl

&

SSL ¥ —/\GEEAZE @ subject (Web #—
/N) @ Country Name

SSL ¥ — \EERAZE D subject ® Common
Name

SSL & —/\EEBAZE O subject @ E-Mail 7
FL X

SSL ¥ —/\EEBAZE @ subject @ Locality
Name

SSL & —/ \iEBAZ D subject @
Organization Name

SSL #—/\GEBAZE @ subject ©
Organization Unit Name

SSL #—\ZERAZE O subject @ State
Name

5l
JP

www.hws.hitachi.co.jp

www-admin@hws.hitachi.co.jp

Yokohama-shi

HITACHI,Ltd.

WebSite

Kanagawa

a7 177 7 A4 IZ SSLOptions +StdEnvVars #$87E LG & ICRIBERDHRESNE T,

%2

a7« 77 7 A SSLOptions +ExportCertData Z87E L 72 35S ICBRBAMDSHRESNE T,
# B-4 SSL_SERVER_I_EZRNDHI

RIEEHSZ

SSL_SERVER_I_DN_C*

SSL_SERVER_I_DN_CN*

SSL_SERVER_I_DN_Email*

SSL_SERVER_I_DN_L*

SSL_SERVER_I_DN_O*

SSL_SERVER_I_DN_OU*

SSL_SERVER_I_DN_ST*

&

SSL ¥ —/\ZiEBAE O issuer (F/T7E) @
Country Name

SSL & —/\ZERAZE @ issuer @ Common
Name

SSL H—/\iERRE D issuer @ E-Mail 7 K
LA

SSL ¥ —/\ZEEAZE O issuer @ Locality
Name

SSL ¥ —/\GERAE @ issuer O
Organization Name

SSL ¥ —/\GEBAZE O issuer O
Organization Unit Name

SSL & —/\ZEBEZE 0 issuer @ State
Name

5l

JP

cal.hitachi.co.jp

ca-admin@cal.hitachi.co.jp

Yokohama-shi

LOCAL-CA

cal

Kanagawa

a7 477 7 A4 SSLOptions +StdEnvVars #187E LZ 5 & ICBRIBEE RO R ESNE T,

182 B CGl 7073 AICETRIEES
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&KB-5 SSL7Z1 7> NREIRORIEEN—8

RIEZHS

SSL_CLIENT_CERT*2

SSL_CLIENT_CERT_CHAIN_n*2

SSL_CLIENT_S DN*!

SSL_CLIENT_Z&%

SSL_CLIENT_I_DN*1

SSL_CLIENT_I_Z&%

1

nE

SSL ¥ —/\GEEHZE

SSL ¥ —/\GEERE

SSL 754 7 > MEBHZE D subject ®
Distinguish Name

SSL 7 54 7~ FEBHZE® subject @
Distinguish Name D& E#

SSL 754 7 >~ FEEBAZE D issuer ©
Distinguish Name

SSL 7 F4 7 > MEBAZ O issuer ®
Distinguish Name D& &

5l

/C=JP/ST=Kanagawa/
L=Yokohama/O=Hitachi/OU=soft/
CN=c_name/
EMAIL=c_name@soft.hitachi.co.jp

SSL_CLIENT_DN 5 _EEEDflnig & =3
B-6 IZZRLE Y,

/C=JP/ST=Kanagawa/
L=Yokohama-shi/O=LOCAL-CA/
OU=cal/CN=cal.hitachi.co.jp/
EMAIL=ca-admin@cal.hitachi.co.jp

SSL_CLIENT_I DN »*_FEoflois&
E£B-7IRLET,

a7 1477 74 SSLOptions +StdEnvVars #187E L -5 & ICRIBEERD R ESNE T,

E )

3> 74 77 7 A )UIZ SSLOptions +ExportCertData % #§7E€ L2 35S ICBRIBARPRESNE I,
#FB-6 SSL_CLIENT_ZE= 0%

RIEZHH

SSL_CLIENT_S_DN_C*

SSL_CLIENT_S_DN_CN*

SSL_CLIENT_S_DN_Email*

SSL_CLIENT_S_DN_L*

SSL_CLIENT_S_DN_O*

182 B CGl 7073 AICETRIEES

RE

SSL 7 54 7 > MAEBHZE D subject @
Country Name

SSL 754 7~ MEBHE® subject @
Common Name

SSL 754 7 > MEBHZE® subject @ E-
Mail 7 FL &

SSL 7 54 7~ MEBHZE® subject @
Locality Name

SSL 754 7~ MEBHZE® subject @
Organization Name

Bl

P

c_name

c_name@soft.hitachi.co.jp

Yokohama

Hitachi
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RIEZHS

SSL_CLIENT_S_DN_OU*

SSL_CLIENT_S_DN_ST*

N

3%

&

SSL 7 Z4 7~ MEEBAE @ subject ®
Organization Unit Name

SSL 754 7~ MEBHZE® subject @
State Name

U

soft

Kanagawa

a7 477 74 SSLOptions +StdEnvVars #187E L2 & ICRIBEERDI R ESNE T,
#F& B-7 SSL_CLIENT_|_Ez=DH

RIEZHH

SSL_CLIENT_I_DN_C*

SSL_CLIENT_I_DN_CN*

SSL_CLIENT_I_DN_Email*

SSL_CLIENT_I_DN_L*

SSL_CLIENT_I_DN_O*

SSL_CLIENT_I_DN_OU*

SSL_CLIENT_I_DN_ST*

3%

E

SSL 7 Z4 7 > MEEBAZ O issuer ©
Country Name

SSL 754 7 > MEBHE D issuer D
Common Name

SSL 754 7 > NEBHZE® issuer @ E-
Mail 7 FL &

SSL 7 Z4 7 > MEBAZ D issuer ®
Locality Name

SSL 7 J4 7 > MAEBAE @ issuer O
Organization Name

SSL 754 7~ MiEBAZE D issuer ©
Organization Unit Name

SSL 754 7 > MEBAZE® issuer @ State
Name

Bl

P

cal.hitachi.co.jp

ca-admin@cal.hitachi.co.jp

Yokohama-shi

LOCAL-CA

cal

Kanagawa

a7« 77 7 A4 I SSLOptions +StdEnvVars #487E L5 & ICRIBERDRESNE T,

182 B CGl 7073 AICETRIEES
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8 C SREWIE AT LEREEE HA TE=IICLBATLER (IF7RY
)27 A5 LDER)

EEHEILY AT LAERBE HA T4, YATL0EEE, HERonmtzENELT, ¥—N"70s
Sh (L&, —NEBLET) 28073 ATLOY0EZ #EIRT SV T N7 7TT,

HTTP Server &, HA =4 2R L7V TRV VTV AT LTERATEE T, %8B, HA =Y Dif
HIZONTIE, v=a7) [EEEIE AT LERKE HAT=%] 22BL TSV, £/, HTTP
Server OHEIE 0754 (0S4 E) PEESUSIL (CClLTUurobixs) 205325 ) VTV AT
LR CERT A2HADFMICOVTIE, &E7u7 L0727 VEaSRLTLIEZS VL,

HA E=%%2FHT 5L, "— Rz 7EEBIXOV 7 VY2 7EEEILRCEZ VTV VEEOEIER
ME2R/NRICEEDT: Web b — VERANPTEE T, /o, Y- AREILELZWVWT, VI T2 T7OE
B REBLON—=Va 7y B TEET,

WREBDEREE
HA E= PR ET BHEE (HA T PHHET AEE) &, 5—NIIRETLHT—NEEE, RIC
HETHREELIIDTONET, BT, EBLHICKRELN-FI270IED, EFT57075
LROBERBLED -V AT LARMEROBITCT, HA E=Z Y ONRELHERBEICIE, KOOV D
DEI,

EEDESE AE
T—NEE e T—NORELT—
REE e VY —R (Fo AVEBERE) OEE

o RON— Rz 7 EEEIIXBIRK
s N—FILODEE

« HA ®= % DlEE

. B ADRE

s ZDAT—F

fFix C.1 N—FRoz7EEGIE HA TZ9 OEEE

HA ®=%13, BEEXNROV AT L (LI, BEAREER) ICEESRET S L, FROVATL (LI,
FliEREMER) ICAEATDBEZ CEBRUEZHETLET. ZOHEEZ, RUOBIMEE Y WETD,

RICRUDEBEZ L LAN 7 75 % ZEL LIZBEICOWT, ZhEhoN— R = 7RG & B EOHE
BeRLET,

(1) 1:1RDVEZDOERE

HHARETHZEDS L LITHIEL TV ABROFICOWVWTRLUET,

18R C BERIEYATLAERBEHA TZIICKE VAT AR (VI RIVVTYRT LADEHR)
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HHAZRETHRD 250 — N\ T, Y—N"\DPY—ERX2EMHT57-00 LAN, BELWOZRZEHRT 57
DOERNABLOETRTCREESKELL-ESICU Y MNMERET A0y MSRIZE->T, 2
BOVATLEPERINTVWET, T4 AVEBREEIX, /—RNETHEELEI,

HHARICEESRET 2L, HA T Y 3HARZELSETCRVEBEZZ LET, HET 1 AT7I1X, F
BROIVATLDOFIZTT hanEd, 1: 1 RUWOBEZOBEBBHZ2RISRLET,

C-1 1:1RVBEZXDERS

BRAR FlER

HAE =% —@ . HAE = &

H*H
HTTP Server TARY HTTP Server

BEtR/AR

IRFLAN FFHELAN TT o IRFLAN FFHELAN
INR

LAN

BR%K FiER

HAE=% s @— HAE=%

HA
HTTP Server TARY HTTP Server

WERE

BEtR/AR

I FALAN TFHELAN T&oF IHFLAN TFHELAN
INR

LAN

RUVEZ

{88 C.2 HTTP Server MERE
HA E=#% @A T 57260, HTTP Server OFEFIEZIRISNLE T,

1.HTTP Server 2% %200 —HILT 4 ATZIZFNEFNA A M= LET,
2.HTTP Server D> 7 4 77 7 A V&E{ERR L, BRICEALE T,

TEICH 2> TE, ROKICERLTLZE W,

2

18R C BERIEYATLAERBEHA TZIICKE VAT AR (VI RIVVTYRT LADEHR)
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(1) N—=FF¥IEKXNDFE

RUDBZORER, 7547 MOREENLZIY—NEHPEEINZEESHVET, ZD2H, N—F v
JLARANTH ServerName T4 L7 T 4 ZTIIATHRELTLIEE D,

(2) IP7RLADEE

[P7RUVAZIEET ST« L7517 (<VirtualHost>, BindAddress, Listen) Ti%, ¥ P 7 KL
ATIEL, SwWREIP7RLA (ZAYUTZ7AIPT7RLR) Z2HERALTLIZS 0,

3) A>T T T771MVNDLEFT VY

HA E=% O OHEIIZIE, "/opt/hitachi/httpsd/sbin/httpsdctl configtest"# 54T L, H— \FEHIE
LW EZRERR L TLES W,

4) A>T T T771IDEE

I~ > R'httpsdctl restart"& 7z 1&"httpsdctl graceful"# a3~ > KT 1 VA 5 EEFETI L, HAE=Y
fEFHIC HTTP Server OREZAEETE X9, ZEAFIE, EPORICLRMT ZBEFHD £9,

(5) CRLZFERULTEARALTWLWSES
CRL #HLCERA LT AL XY, FHROBATY, RARLFERO CRL 2RET 2LESHV £ T,

G C.3 BESfRO< > RODIER

HA =4 T, HAE=ZYEA Y T2 —RA xRl a0nT =N, Y—NEE%x HA E=%1C
Lﬂ?ét@@fﬂﬁ?A%HA%“y”&ﬁjéﬂgﬁ%@i?obtﬁof HA®=4%&tDA 2%
7 1 —A%ZF W HTTP Server ZERMRET 572H121%, HTTP Server O#{E2 BRI 2a< > R
EERLTL 280, BERARELEVWESIZaY R %{?E}Z@“éz\g IV FEHA

HTTP Server Tl&, Ef7av Y REERICY -V RT AU ASEL D £d, HA T DEHNR &
T 57D, EBOTOZA#ERT 237 REEHRLTLZE 0,

WRIZ THTTP Server ICEENFAE L TEIEL ERIFICZOETEKTI A EWHNEEZTEHZZAT YT
FOBIERLUET

(1)

PidFile T4 L7 T4 7 TIEE L7 7 A VICEHR SN TWA T UL X ID BETHPESI %, 5B
ZIWCEHRT S 2 )VAZ Y 7+ (httpsd_monitor) T,

#f!1/bin/sh
818 13181818181018181818181313181818181818181818131318181818181818181813131819181018181818181313131318181818181818131313131811
#tit# ALL RIGHTS RESERVED. COPYRIGHT (C) 2000, 2002, HITACHI,LTD.

HUHUH R S S S S S

18R C BERIEYATLAERBEHA TZIICKBZ VAT AR (VI RIUVTYRT LADEHR)
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HWSIDFILE=/opt/hitachi/httpsd/logs/httpd. pid
HWSITIME=5

if [ | -e $HWSIDFILE 1]
then

exit 1
fi

HWSID="cat $HWSIDFILE"
if [ x$HWSID = "x” ]
then

exit 1
fi

while true
do
STATUS="ps -p $HWSID | grep $HWSID | awk ’{print $1}’
if [ x$STATUS = "x” ]
then
break
fi
sleep $HWSITIME
done

exit 0

(1) F=HER

HTTP Server Tl&, V7T A M2 Z7-00 70t ABZE#T 5270t 28— H0Ed ([4.1
HTTP Server DA E T« L7 7« 7 EDOBFR] S8). HlII/RLAZ A2 Y 7+ httpsd_monitor T,
ZOHE T AL ADPEEL TVAEPEIPZERLET, VI T A MUED-OO 70t ABEOEEILE
RLEHAS

& C.4 HAEZIDERE

HTTP Server &, DETHNIIEE TS0/ S5 L% HA T=FICHRELE T, CZTHHELTWLWZWLAR
BLUOEMEBICOWVWTIE, =27 [BEELV AT LERKEE HAT=%] 2B L TS0,

HTTP Server ® HA £E= % "NOHREFIBEZIRICRALE T,

lLHA =Y DOREREZ LE T,

2. AR UT, HTTP Server ZER T 270D A7) S, BIAA ) P hBEIMEERT Y S+ %
ER L, BRICEMALE T,

3.HTTP Server Icxti L7z, HA E= ¥ DBRIBHREZ LT T,
4 HA E=%%»#&E# L, HAE=¥Da2~<> RTHTTP Server ##&£& L £7,

T8 C BEREI AT LERKEHA TEZIICLD UV ATLER (IFRIVUT AT LADER)
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(1) EESITELRT VT SDOIERL

HA =% HTTP Server ZEEB L NMEILET 57-0121%, BEFBIOEILAZY T 2EMLEHFT
HAENHDET,

(@) RBRZ7JT N

#!/bin/sh
/opt/hitachi/httpsd/sbin/httpsdctl start

(b) BIERTUTKE

#!/bin/sh
/opt/hitachi/httpsd/sbin/httpsdctl stop

(2) HTTP Server (CX U7z HA EZ9 ORIERTE

HA T ¥ \BEREHT+ L7 MU TR , servers EWVWAH 7 7 LI — NS OBIBEAHELE T,
;T,%%17U7%,%¢27U7Lb;@%ﬁnvyﬁwemfﬁibiﬁo

(a) BIERTEH

= N\WSOBEREFNZIRITRLUET, F4RT VR, BEOFHEMICOVWTIE, v=27) [BEHEL
VAT LERKE HAET=%] 2ZBLTLIES L,

/¥ =N\ WINRERES (RAZRDH) */

server name /home/work/hws-start.sh, /% BAAR V) 7K %/
alias HWS,
acttype monitor,
termcommand /home/work/hws-stop.sh, /% {EIEZX 5 1) Tk %/
switchtype switch,
initial online, /x IBARDERE */
patrolcommand /home/work/httpsd monitor, /% BEfROa< > K %/
servexec _retry 2,
waitserv_exec yes;

(3) EFEFIR

RO BZPFRELIGE, BEO HTTP ##t, SSL (A LRI T XTI N, FRRICIETIE
MrNELA. 77472 ME, BERLTILZS N,

18R C BERIEYATLAERBEHA TZIICKE VAT AR (VI RIVVTYRT LADEHR)
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18 D MC/ServiceGuard IC& D AT LER (75 RIVTIRXT A
DER)

MC/ServiceGuard (&, 7 I A% 7Y AT LxtEET 5 Hewlett-Packard OV 7 b7 27 T9,
HTTP Server &, MC/ServiceGuard ##R L7V A%V VTV AT LTERTEE T, %8B, MC/
ServiceGuard OFEMIIC DWW TIX, MC/ServiceGuard O~ =27 E2SB LT 23V, ¥/, HTTP
Server DEE0 7 T4 (OS7%E) RSEE U TIL (CCLTUrILkE) 27 FAF) VTV AT
LERTERAT 25605 MICO VT, 707707227 VaSBL T30,

MC/ServiceGuard 28|95 &, N— NIz T7REEBIVCV 7 VY2 T7EEELICKS a7 VEE
DOEIEFRZER/NMNRICEEDT: Web Y — VBN TEE T, /2, Y—EAZEILLZWVWT, V7 bTx
TOEE, BFBIUON—-Varryv b TEET,
WRERDEREE

MC/ServiceGuard ONR & 7 2 EBEIZIL, ROBOHFHDET,

o LAN [BZE

e JY—R (VATLEENHEE T4 A7, fFTx—R) [EE

e VI MY TOREEEIL

8% D.1 /\— Rz 7#8rif & MC/ServiceGuard OENMEBIE

MC/ServiceGuard 1%, EBERNROI AT L (LI, 1RRETS) ICEESFRETZE, FHOIAT
L (LIF%, (SHERETH) ICUEAZYOEBEZ T —E2A2BTLET. COE{EE, 7MLt —1NEN
WEF, U—HIL /) —RTOEREEH ) — NTOERT, 724 NVF—NOEENEZDET,

FNEFNDON—RI 2 7HEBRHlE T AN —NOBELZRISRLET,

(1) O—AI/—ROERDH

LAN IZZE/kLTWT, —H% 1 IRLAN, #AZFELAN E L TWA Y AT AT, WHD LAN IS
T5LAN I —FRZEHELTWAEESOHEZRLET,

ZO%E, 1 IR LAN 71— RIZEENFRLET 5 &, Fl—/ — FLEOFHSR LAN 71— RIZERPT DB X
bNET. U=/ — FOEROHZIRIILET,

{8 D MC/ServiceGuard [CKB VAT LAER (7SRRI TV AT ADER)
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D-1 O—#)lL./—ROERDH

Oo—A)lL/—F

WNolr—o

MC/ServiceGuard

HTTP Server

#H LAN
h— K

TJxAIIF—i\

(2) "D/ —RKOEROH

LAN # —B{b LG & ORI OVWTRLE T,

—77% LIRLAN, G Z2F LAN ELTWAHE Y AT AT, WHO LANIIXHEYT 5 LAN h—F&2Zh
TN —FICERLET, 617, N—hE— FEHLAN 723 RS232 @B EZFEHLIN—FE—
T4 r%&F T, 1IRLAN EEbEN— - MHOBEGERZ 2EBKELE T, T+ AV ERREES,
J—FHETHAELET,

1R — RICEESREEL, i) —FADT AL —N\BREFEHKTAHE, 1 IRRV AT LZEL
Y, FHRVATALECHENSy Y — V2 EH LT —EAZMESETT, TET« A 71X, FHER
VATLDHIIIT Y NEINET, BE — FOEROHFIZIRISRLE T,

{8 D MC/ServiceGuard [CKB VAT LAER (IS RIVVTI AT ADER)
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D-2 ##./—ROEZEADAH (MC/ServiceGuard)

1% — wis — K
Nybr—o = —
- #A | NVT—2
MC/SeFVIGeEil;;rd 7_::{‘27 MC/ServiceGuard
HTTP Server HTTP Server
TR LAN B LAN N—hE—FER LA TR AN = LAV
A—F A—F h—F H—F
& LAN .
-------------- ﬁ% LAN
1R/ —F FH/ — K
TzAILA— -
Nylr—o Nylr—2
MC/Servi ceGuardNI\L MC/ServiceGuard
— BERLE — B4
............ #*H
HTTP Server l/‘/ﬂ\/ T4 RY HTTP Server
1% LAN 51 LAN 1% LAN FH LAN
h—FK h—FK N—rE—+EHR LA h—F h—F
T . T
S Ny \RLAN _ v ___ SHe LAN

{G8#& D.2 HTTP Server MEEE
MC/ServiceGuard IZ#EHAT 5726, HTTP Server O EFIEZIRICRLE T,

1.HTTP Server =4/ — FOU—HILT 4 A7IZENENA A= LET,
2.MEIZIEUTC, HTTP Server R T 57200 A7) I Z/ERRLE T,
ERIC DOV TIE T8k D.3 ERAZ U 7 MOfER] 22 LTLZE 0,
3.MC/ServiceGuard OFE% L £7,
BEICOVTE [ D.4 MC/ServiceGuard OFE] 22 L TS0,

4. HTTP Server 0> 7 4 77 74), {ERL-ER A7 7 8B X MC/ServiceGuard O/% o —
DHENA ) SN EE ) — RICEALET,

5.MC/ServiceGuard Z#£& L £ 9,

BIEREICOVTIE, ROBICERLTLEE N,

(1) N—=FvIKZXNDZE

TANF—NDOFEER, 7547 MIOEESNAEZT—NEHPETE2EEPHDET, ZDD, N—
F ¥ ILARABNTYH ServerName T4 L7 57 4 TIIMTHRELTLZE W,

{8 D MC/ServiceGuard [CKB VAT LAER (7SRRI TV AT ADER)
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(2) IP7RLADIEE

[P7RLAZIEET AT« L7 T+ 7 (<VirtualHost>, BindAddress, Listen) Ti%, & IP 7 FL
A (i) —RIZBETEZHWIP 7 RLR) TEEL, BERETZAIP7RLR Sy r—JicxLTE
Ao, ) —RICBETEZAIP 7T RLR) #HERHLTLIEE L,

(3) AZT74T7T771INDLEFT YT

MC/ServiceGuard OFEEIDHTIZIE, "/opt/hitachi/httpsd/sbin/httpsdctl configtest"#5fTL, H—/3
RENVELWNC EZHERL TS W,

(4) A>T74 777 1IVDOEE

I~ > R'httpsdctl restart" & 7z 1 "httpsdctl graceful'# 2~ > K I 1 > 6 BHEFETI UL, MC/
ServiceGuard R HIZ HTTP Server O EEZEHTEET, BEARE, 131D/ —FICbRMT %
WENHDET,

(5) CRLZfEHUTERLTWLWIES
) — Rich, 1% — FEERO CRL ZRET ZRENSH D £ 7,

1% D.3 BRI 7T MNOER

MC/ServiceGuard Tl&, V7 bz 7 Z2EHENRET 27:-D121F, BETI~Y Y RPEBEOY - 2D
GHITHBHIEE, FOTULANERICT—ECAPKTITAEITHELTVWAIRESHD T,

HTTP Server Ci&, EfTa~<v Y REERICH—E AT 5 utANEL DY £9, MC/ServiceGuard
EHNRETH-01C1E, EBOTUvRAZERTHIAZ )T F2EHRLTLEE N,

72770, BHMRELEZVWESSR, U—HIL ) —REPTOERDES, Ihbbft ) —RIic7z AL+ —
NaEESHLZWESICX, A7) T M2ERTA2AEIIHD FH A

HTTP Server OFMEXERT 57200 2 VAT ) P M ZER L E T, [HTTP Server ICBENFAE L
TEIELEFRICFOETZERTTAS] EVWHINEZTEHZZA7) TS Mofl2 R LET,

(1)

PidFile T4 L7 57 4 7 TIELL 7 7 A VICEHEENTWAE Tt R ID BSETHIES R, S5HB
FICERT A2 LAY 7+ (httpsd_monitor) T9 . PidFile 7« L7 7 1 7THEEMBZ M/ SA T
RULLEbDOZF[HITTEELE T,

#!/bin/sh

HWSITIME=5

if [ $# -ne 1]

then

exit 1
fi

18 D MC/ServiceGuard [C&R 2 Y AT LEER (7529 2T RT ADER)
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HWSIDFILE=$1

if [ ! -e $HWSIDFILE ]
then

exit 1
fi

HWSID="cat $HWSIDFILE"
if [ x$HWSID = "x” ]
then

exit 1
fi

while true
do
STATUS="ps -p $HWSID | grep $HWSID | awk ’{print $1}° °
if [ x$STATUS = "x” ]
then
break
fi
sleep $HWSITIME
done

exit 0

(1) F=HER

HTTP Server Tl&, V7T A M2 Z7-00 70t ABZE#T 5270t 28— H0Ed ([4.1
HTTP Server DA E T« L7 7« 7 EDOBFR] S8). HlII/RLAZ A2 Y 7+ httpsd_monitor T,
ZORET AL ADPEEL TV L2 EIPEERLET. VIV IAMBEDODO T 0t AHOEEIZE
RLEHEA.

{+#g D.4 MC/ServiceGuard DERTE

HTTP Server &, RDETHNIZEE S O ITL2 0895 —JICEBE LT T, I THHEL TV EZVLHARE
K UEEERBAIC O W TIX, MC/ServiceGuard D<= =2 7L ZSB L TL 72 &0,

(1) 7S5 RIDBREBIONYT— D8R

75 AY DERB IO r— IV OEEH 2RISR LUE T,

(@ 75RIBHHI

CLUSTER _NAME cluster1

FIRST CLUSTER LOCK VG /dev/vg01

NODE NAME original node

NETWORK INTERFACE Llan®

HEARTBEAT IP 172.16.1.1

FIRST CLUSTER LOCK PV /dev/dsk/c1t2d0

{8 D MC/ServiceGuard [CKB VAT LAER (IS RIVVTI AT ADER)
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NODE NAME adoptive node

NETWORK INTERFACE Llan®

HEARTBEAT IP 172.16.1.2

FIRST CLUSTER LOCK PV /dev/dsk/c1t2d0
HEARTBEAT INTERVAL 1000000
NODE_TIMEOUT 2000000

AUTO START TIMEOUT 600000000

NETWORK POLLING INTERVAL 2000000

MAX CONFIGURED PACKAGES 10

VOLUME GROUP /dev/vg01

(b) Ny ir—TERA

PACKAGE NAME CosminexusHTTPServer

FAILOVER POLICY CONFIGURED NODE

FAILBACK POLICY MANUAL

NODE NAME original node

NODE NAME adoptive node

RUN SCRIPT /etc/cmcluster/CosminexusHTTPServer/control. sh
RUN SCRIPT TIMEOUT NO TIMEOUT

HALT SCRIPT /etc/cmcluster/CosminexusHTTPServer/control. sh
HALT SCRIPT TIMEOUT NO TIMEOUT

SERVICE NAME httpsd check

SERVICE FAIL FAST ENABLED NO

SERVICE HALT TIMEOUT 300

SUBNET 172.16.1.0

PKG SWITCHING ENABLED YES

NET SWITCHING ENABLED YES

NODE FAIL FAST ENABLED NO

(2) NyTr—RIER70)7 S OSTR

HTTP Server ZE#H 9 255D/ y 7 —JHIFI A7) 7 s DEIC
&, XD AT LIS CTHREL TS,

@ RIZVTFTMNDEF

DWTHAL LT KIS FHALSE

YERR L7z = )V A7) 7k httpsd_monitor Z, MC/ServiceGuard EHRT 249 —E AL LTERLE
9. IRDOFITIZ, httpsd_monitor A3/opt/hitachi/httpsd/bin IZHFASN TN A Z L2 FifRE LTWET,

%8B, HTTP Server D3> 7 « 77 7 A VIZHEE L7z PidFile 7«4 L7 7« 7DfE&, httpsd_monitor
DOFIEICIE, FILEZEELE T, HTTP Server ZEHRNR E LzWiEa, SERVER_NAME &

SERVER_CMD 3E#J 5 REIIH D XA,

PATH=/sbin:/usr/bin:/usr/sbin:/etc:/bin
VGCHANGE="vgchange -a e”
VGL0]=/dev/vg01

LV[0]=/dev/vg0d1/Lvol1

FSL0]=/MCSG

FS MOUNT OPT[0]="-0 rw”
IP[0]=172.16.1.3

SUBNET[0]=172.16.1.0

{8 D MC/ServiceGuard [CKB VAT LAER (IS RIV)TI AT ADER)

Cosminexus V11 74— 3>t —/\ Cosminexus HTTP Server

298



SERVICE NAME[Q]="httpsd check”

SERVICE CMD[0]="/opt/hitachi/httpsd/bin/httpsd monitor
/opt/hitachi/httpsd/logs/httpd.pid”

SERVICE RESTART[O]="-r 0”

(b) BEABDER

IS —JHIE A7) 7 N NOBE customer_defined_run_cmds (7S 7 — JigEk;) &, BEE
customer_defined_halt_cmds (/S /r—{E1ER) NIZ, HTTP Server 28 £ 72 138 TS € 50 %
SR L TLZE 0,

(&)

function customer defined run cmds

{

#f ADD customer defined run commands.

: #f do nothing instruction, because a function must contain some command.
/opt/hitachi/httpsd/sbin/httpsdctl start
test return 51

}
(#7T)

function customer defined halt cmds

{

#f ADD customer defined halt commands.

: # do nothing instruction, because a function must contain some command.
/opt/hitachi/httpsd/sbin/httpsdctl stop

test return 52

}

(3) AEFIR

EPD) = NANDT 2 A NF = N\DPRELGG, @EO HTTP #i¢, SSL Z2{EH L 7z#kiid 3 X T
SN, i — FIZEFIEMPNEEA. 75747 2 M, BERLTIZS 0,

182 D MC/ServiceGuard ICL DY AT ABR (75U 2TV AT LADER)
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{$8R E HACMP for AIXICK B AT LER (75R9 - IILFFOEYY
> 7 DER)

EFREBOHE STy V7 —LZ2BHET S57-DI12 IBM HEPFHEFE LY —ILA HACMP for AIX V7 b
77 T9d. HACMP for AIX IZiE, NA - TRAFE YT 14— (HA) BEUOIV IRy - vLFTuty
27 (CMP) EWHZODFEERZIVAR—3> b HD FF, HTTP Server 1Z, HACMP for AIX #
FRLEIIAY -2 LFraty vy T TERATEET, 428, HACMP for AIX OFEflIc DWW T,
HACMP for AIX D<= =27V EZSBLTL & W, £/, HTTP Server ORife a4 (OS7zE)
PEETTTTL (CCl T UTILiE) 20T AR - VLFFuty v TR TCERT 2158 DM
IZOWVWTI, B0 =aT7LE2SBELTLEE N,

HACMP for AIX ZF[HT &, N— KTz 7EEBXOV I N7 7EEEIRCEZ YTV YEED
(B IERSR & B/ NRIC & 7 Web F— NERATEE T, £, F—ERRELELAVT, VT Y
TOEE, BFBIUON—Var7Tyv Ty TEET,
WRERDFHREE

HACMP for AIX OXtG & 72 A ELBEEICIE, WOBOLEHD FT,

o LAN [E=

e VY= (VATLEENHEE, T+ RJ, A5 7 x—R) BEE

e V7 M I TOEEMEIE

8 E.1 N— ROz 71ER6I & HACMP for AIX OEMHFBIE

HACMP for AIX i, BEHRNRO/ — FCRESRET 2L, FHO — FICUEEY VB TF - R
BRTLET, COBEE, TA7F—NEVVET, T4 7 =N, WITRT YD B AN S 0 F
T

- =K

« TV —vay

c XY NT—IBEORY NT—Y - THTE

- FURIBEOTARY - THTE

WIZHY hT—T7ORBEFET ) r— 3V OBREFZRLET,

(1) Ry NT—TDEZESH

LAN 74749 % _8itd2 &L, —F27 ) r5r—2a3a 00— RAZ2T5-0ICBEBSEs2T75 %
(U—ER-F7H¥T¥) &L, G2 —CER - TSI ITTYTSTEZTESY (R VINA - 74
7E) ELTERLE T,

{82 E HACMP for AIX [CLD VAT LER (759 - IINFFOtyI 2T NDER)
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COEETI, Y—ER - 7 SYANICBENIFRET S E, Bl—/ —RREORY UL - 7 YITERR
PN EZoNET, 7¥TYDOEICOWVWT, RISRLET,

E-1 799D Elk

HACMP for AIX

HTTP Server

H—EX - RBAINA -
2£T45 TETE
BEERLE .
TAOF—N .

O}

(2) 77TV r— 3>RSk
) — FEZEELEBEOMIIOLTRLET,

Bl ) — R (F—E2- ) —R) &Nv Ty TR =R (RFYAA - ) —F) O2E0F—/ ST,
LAN #ZE{tL, MADEHRA/SAE LT RS232EFEEFEALTC2H0 ./ — FREZERT 2Hs L&
To T4 AV REEER, /- FETHELET,

P—ER - ) —FICEEPREL, i) —RANOT A NI —NDPRELFEHWTLE, Y- - ) —
KEBRELT, RYUNA - J—=FNETHY—-ERERGESETET, HE T+ A7IE, RY¥ N1 - J—F
THEGEICRIATZ 9, # — FOERHOHIZ, RISRLE T,

HERE HACMP for AIX ICKB VAT AR (IFRY - TILFFOtY > T DER)
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B E-2 B3/ — ROERADAE (HACMP for AlX)

H—EXR/—F RABINL ) —FK
HACMP for AIX HACMP for AIX
HTTP Server HTTP Server
HA
TARY
H—EX - RBINA - H—EX - RBINA -
FTHETAH TETE <R FTHETH TETE
1% LAN
_ﬁ%Lm
H—EXR/—F RAB N ) —FK
HACMP for AIX HACMP for AIX
/\/}L?Z\ HTTP Server [iiiii] HTTP Server
EEHLE *H
— TARY
#—;“x- AR INA - ﬁ—;“x- AR INA -
TETR TETR <R TETR TETR
1% LAN
IP7 RLRADTA A=\ 58 LAN

<8R E.2 HTTP Server MERE

HACMP for AIX IZ5EFT 57280, HTTP Server OFEFIBEEZIRISRLE T,

1.HTTP Server 2%/ — KOO —h)LT 4 ATICFNFNA A=V LET,

29—V R+ J—RETHTTP Server®a > 7« 77 7A4), BBAZ UL N, BIEAZ7) P BLS
FEZI Ay R2ERLE T,

BREIIGUT, AT« 7T 74N, BBAZY TN, BEAZ VT NBEIPEZIAY Y FEAY
NA « ) —=FAEBEHmRLET,

4, HACMP for AIX THTTP Server HO7 S r—> a3 v —NZ2EHELFE T,
5.HACMP for AIX THTTP Server HO7 U r—>a VE= Y Z2EHELE T,
6.HACMP for AIX DEZRE LML, ZIAYERZREZIRTCO /) —RTCEE(LLET,

18R E HACMP for AIX (LR B AT LAER (75RY - TLF 7Oty > T DER)
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7. I AY T —ECRAZHEBLET,
BRIBREICOWVTIE, ROBICEELTLEE W,

(1) 3A2T71T771NDEFT YT

7T A& Y — ¥ AORERTICIE, "/opt/hitachi/httpsd/sbin/httpsdctl  configtest"#%E/TL, ¥ —N
EMWELWI EZERL T ZE W,

il

2) AT7«4T771ILDESE

I~ > R'httpsdctl restart" & 7z 1& "httpsdctl graceful"'# a2~ > K F 1 ¥ » 5 BEHETI NIL, HACMP
for AIX TfERHIC HTTP Server OFEZEETE 9, BENAIE, 1E0D/) — FIZO KRBT 50
PHDET,

(3) CRLZAWVWTERLTWAERS

CRLZAWVWTERAL VWA EEE, AF NS /) —FETYH, ¥—E R/ —FE[EA#RD CRL ZRET %
B H D ET,

TR E3 BRATU TS NDOERK

HACMP for AIX ©, HTTP Server ZEHNRET 5720121%, HTTP Server OEZE=4F 3 A7
VL REERLT, EZ AV Y RIZBFITLIDRESHDET, DAY F M, HTTP Server B1EHE
THNIZ0ZREL, MEZBELZEZICOOUNOEZEIDLNEIHD ET,

HTTP Server Tl&, EfTa~< Y REERBICH—ERT 53S0t AN ELZD 9, HACMP for AIX DES
HHURET B7-0I1C1F, EROTULAZERTEZAZY LM 2ERLTLEE N,

72770, BRNFRELEVWESSR, U—hL /) — REZTOERHOESICIZAZY) 7 b 2{ERT 2 HEILXH
DEHA,

HTTP Server O#MEZEMRT 27200 2 VAT ) L 2R LE T, [HTTP Server AIEE THNIL
O0%2RL, MEZBHELLZEZICOUNDELZRT ] EWHSUEZFTEHATY T ORI EZRLET,

(1)
PidFile 74 L7 7 4 7TIRELL 7 7 A VIZRFE SN TR 7O A ID BAETHTH N0 ZREL,
EFsnTwaiFd 1 2RI A7 Y ST,

#!/bin/sh

HWSIDFILE=/opt/hitachi/httpsd/logs/httpd.pid
if [ 1 -e $HWSIDFILE ]
then

exit 1

{82 E HACMP for AIX [CLD VAT LER (759 - INFF Oty VT DER)
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fi

HWSID="cat $HWSIDFILE"
if [ x$HWSID = "x” 1]
then

exit 1
fi

STATUS="ps -p $HWSID | grep $HWSID | awk ’{print $1} "

if [ x$STATUS = "x” ]

then

exit 1
else

exit 0
fi

(1) FEZFIR

HTTP Server Tl&, Y7 T A M2 B7-00 70t ABEZE#T 5270t 28— H0Ed ([4.1
HTTP Server DAIEE T4 L7 T4 7EDEIR] 2B LTL7ZE W), IR LEZZAZ) P hTIX, #
OFIE T O ADENEL TWADPEIDPZERLET, VI/ZAMNMIBEBOZOO Tt ABOEEIZER
LEHA

88 E.4 HACMP for AIX DIZTE

HTTP Server &, NETHNITEHE S O VI L5280 5 —DJICEHZLET, S THBALTWZRVLWARS
S ORI O VW TIE, HACMP for AIX <=2 7L ZSRB LT P&,

(1) HTTP Server D7 PV — 3> « —NERGE

HACMP for AIX T HTTP Server ZE#d 570121, HTTP Server 27 U — 3> - =& L
TEHRITH2DEIPHDET,

SMIT Zf#Ww [T ) r— 3> - H—)N0iE (Add an Application Server) | HEfE % :#¢, HTTP
Server HOY—N%g, FIGAT ) P YBROELZX 7Y T RNE2EBHLE T,

(@) BEMERT V)T K

#!/bin/sh
/opt/hitachi/httpsd/sbin/httpsdctl start

(b) FLEZXTUTF NG

#!/bin/sh
/opt/hitachi/httpsd/sbin/httpsdctl stop

18 E HACMP for AIX (LR B AT LAER (75RY - TILF 7Oty > T DER)
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(2) HTTP Server DEZ=9 A

HACMP for AIX © HTTP Server 283 57-0121%, BERAZ) T 28835 0ESHD T, &
FAZZBLTCAZ) 2R LET,

HACMP/ES (JERA S —F 7 UHRE) Z{E->7-HE13 SMIT 2w [2—PERT7 TV r—Yary - %
=% ®iEM (Add Custom Application Monitor) | EifE%:#EU, HTTP Server HOEHRAZ Y 7~ 2 &
BRTEET,

(3) FEZFIR

DD ) — RANDTA TF—=N\HDPRELUIES, @EO HTTP £, SSL 2FHH L -ERIZIT XTIl s
N, f% ) — FICIZGIEPNEEA. 7259472 ME, BEFELTIEE L,

{82 E HACMP for AIX [CLD VAT LER (759 - INFF Oty VT DER)
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8 F Windows Server Failover Cluster [C& D3 X7 ABSR

Windows Server Failover Cluster & Microsoft ft®>Y 7 v 7 = 7 T9, HTTP Server i, Windows
Server Failover Cluster Z{#HL, 75 A -V A2 ETLEHTEZEY, 7B, Windows Server
Failover Cluster @i D\ TlE, Windows Server Failover Cluster O =27 V2B L TL 2 &

lI)o

YNNI ITAYDOWNRELZELZREICIL, ROLONPHD T,

« LAN [

e VY= (VAT LHEENEERE, T4 RJ, /157 x—R) [EE

e V7 MY TDEEMEIL

P—NTIT2A7E, BRNROT AT L (L&, 1RRETB) ICEEPRET SHE, FHOVZATL (KL
%, FHERET D) ICNEAPYOBEZTH—-ERZ2HEITLET. COFEE, 7z /LA —NEVNET,

fiix F.1

LR — RICEENPFEEL, 1) —FANDT A NVF —NDPRELZ AT 5 &,

ER DB

1 RRV AT L%EELL

S, FERVATLAETEH LT —EAZMESEET, HET 1 271, FRRIATLOHICT
Y NENET, B — FOEHOFZXISRLET,

F-1 &%/ — ROEZBRDAF (Windows Server Failover Cluster)

1R/ —F

Windows Server
Failover Cluster

B8

HTTP Server

FH/ —F

Windows Server
Failover Cluster

HTTP Server

1 LAN N -ME 1 LAN Nt -ME
A—E | |[LANH—E A—E | |LNA—H
1
. KITY Ry hI—% :
1 1
A b ool e 0 sl SN
1R — K s —F

Windows Server
Failover Cluster.

EE

HTTP Server

Windows Server
Failover Cluster

1R

HTTP Server

{182 F Windows Server Failover Cluster (C& 3 AT AE#R

12 LAN Nhe -+ 1% LAN Nhe -
h—F LANA — K| H—FK LANA— K]
T
1 RITY w3y bT—4 :
1 1
I = N N _ I
PN Sl o NP e AN
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{#8 F.2 HTTP Server MERE
=N I AFICHEET 57, HTTP Server OFEFIEZIRICRLE T,

1.HTTP Server 24/ — RFOUu—H LT 4 AZIZZFNEFNA A —ILLET,

2.% /) — KT, HTTP Server # Windows D —E X & LTEHFLET,

BT AT —ERAZIEE ) — Rc@icLE T, HTTP Server 24 Y A M — )L LIz E XICBFESIND,
B — ¥ 24 "Cosminexus HTTP Server' oYy —VE 2% 27 5 A Z{t. L7-WEEIX, ZOFBEIIAETT,

3.U—NI S5 AYDEEZLET,
(142 F.3 Y —NI752AYDOHRE] 2B LT IFE N,

4 HTTP Server D> 7 4 77 7 AN%E% ) —RICEBEALE T,
5. —NTS5AYDT S5 ATLENT-H—ERRLT SV r—23 240941 LFT,

BRIBEREICOWVWTIE, WOEICEERELTLIZS W,

(1) N—=FFIEKEXNDZFE

TANF—NDFER, 754T7 2 MIERESNIZT—NEHPENTE2EELHVET, ZD2D, N—
F ¥ LA A BNTH ServerName T4 L7 T 4 TR TEHREL TLZE 0,

(2) IP7 RLADIEE

[IP7RLAZIEEIT AT 4 L7 T+ 7 (<VirtualHost>, BindAddress, Listen) Tl&, LAN 51— RiZ
BESNLZIPT7RLA (i) —RICBEITEZWIP 7 RLAR) Tldi<, HEBTEZAIP7RLZ (Y
V—AETVa—IINLTEZGN, ) —RIZBEITEAIPT7RLRA) ZHHALTLEE N,

3) A>T 777 1MNDLEFT VY

Y—=NT T AYDOREORNIIE, A VA= LT« L7 M) T'httpsd -t"25E(TL, Y—N"EREMNIE
LWZ EREZELTLPE W, HTTP Server 2> 7 4 77 7 A LOHFT, [P 7 KL AR EE % &,
TIAIDY—EZARLT7 TV r—2a IilBL T )Y —ZA%2ZBLTWAIES, BRELEIS>E LTV

%) —RICH—EZRRT TV r—2aryE2BELTH5,” httpsd -t” Z2FETLTLZS W,

(4) 2717771 INDEE

P—EAPFT I RO/ — T, httpsd Ia~v > FRPAF— A= 2 -2 K>THTTP Server 4% —
V2AZHEEEH TN, VNI TR TERFTOY - RAZ2A 75412952 &7 < HTTP Server ®
BEEZEETCEET, IVT 4 T 774 INVOEEARIE, IPD/) —FIZObRMITE2UESHDET,

(5) CRLZFERUTEALTWSEES
) — FIcb, 1/ — FEFRO CRL 2 RET 2LENH D £ 7.

{182 F Windows Server Failover Cluster (C& 3 AT AE#R

Cosminexus V11 7 U —2 3 >4 —/\ Cosminexus HTTP Server 307



6) JY—RADEME

HTTP Server 21V —ATIEET ZEE, NWHAT )V r—2a > TG <HHAY—ERATEELTLLEE
W WHT7” U4 —3>TlE, HTTP Server IZIEEICEIELEH A

] F.3 H—NISTXIDEE

Windows Server Failover Cluster OFRETIX, VIAYEEBY T v 727D [Tz =)Lt —N— 75

2AXEH] BX P cluster 2w REFHHALE T, NS DFEMICOWVWTIE, Microsoft D RKF 2 X >k
ZHILTLZE N,

RIR T FIETRELE T

l.[7z—NVF—N— 7525 EH] ZEH LT, HTTP Server D7 52X {3 N9 —E XA Z{ER L
F9, VIRV EN-Y—ERICET AINHEY—Y A (HTTP Server D% —ER), 75477
TYXARA VS (BRI-IPT7 RLR), BBEEAZE, 724 F—N"KIC/) — 28835V —2
WEEBEMLET, KEBHOST/)NT 4 2FRL, VYV —ADKREEZRPSZOMT F A7 ICHT 2R E%
EiEL £ 9,

2. E&WEL LCET L-aY Yy R ury 7 2HXEd,

3.avryRrarrwrs, DRoavry REEFLET,
clusterAresA"Y) V) — 244" A /privAStartupParameters=""

ANFFEAAR—ZAZRLTVWET, VY —RZIZIE, HTTP Server DAY —E 2D VY —AZ %1

EFLET, HTTP Server OIHY —EADIY Y —ZAZIE [Tz —NVF—)NN— VT AYEHE]| »OHER
LTL7Z&E W,

A [T x—NVF—N— 275 2A5EH] »»5, HTTP Server DI —EY RO a/)85 4« #fZ, [y b
T L INTGA=F] OEPEAICE>TWAI ERZERELET,

{182 F Windows Server Failover Cluster (C& 3 AT AE#R
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(L)
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I5H

TursLFayy s OGHEE

TUY T LA 2—DREFT (Windows #i721)
SSLv2 7u b 2L DIEFR— bk

SSLv3 7u h Z)LOIEFR— b

CA SEBB ORI ORI

V2t rsoultnT -3y FOXE
TA4VIT 4 TOER

Ayt — 1D OfHI
SSLE# I~ ROEHE

PR- T EEEEHOLE

By T Y F vy v aBEEDIET R— b
SSL ¥ a3 VEEEREOIET K-

FAVLZ MU= RZHA LI —TRIEE 7 7 & AFIEEEEDIE
PR— b

AT —=HA2—FOEHE
NameVirtualHost ¥« L' 27 5« 7DIEH R — bk
TrvRursoulE N7 —<y FOEE

WebSocket #{#H T 25 EDHRELE

ICEENSBEZIEE &,
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|
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V8
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I'L

V9
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V11

BEOERZIRORITINLE

V8, V9, V1l :#nZFh, 77— 3>H—)"dD Version 8, Version 9, Version 11 (&

DN—= 3 %R<) ZRLET,

BEEEPLELEEZRITRLUE T,
O : BITRHCEEANELZIEE TY ,
— I BTEHCEEAAELZIEE TY,

BN—=2 3 > Hh50BTICHT ZEER

Cosminexus V11 7 U 4r—3 3>t —/\ Cosminexus HTTP Server

309



BHECEOFESZRICSRLET ., RELESUNELZESIE, A VA M-I OEBEE TCICEBML LS
Ly,

l.7a 7557 ay s sOZHEE
a7 L7 ayy N4 % [Hitachi Web Server] 7*5 [Cosminexus HTTP Server| ICZ® L &
L7zo ZHITHEWY, u 2 HTTP @Ex SITEAL TWAE&MA [Hitachi Web Server] 75
[Cosminexus HTTP Server] ICEESNE T,
Windows iR T, FETIERT 5V —EARBEEEINE T, 72720, [HN—-YVarzAf A b—)b
L7-31%1C [Hitachi Web Server] EWHSH—EZZPEFEEL TWAHIEEE, EEXA VA b—L%
ERL TV —EAZRPIEESNE A,

2. 7077 LA =2 —0RMK T (Windows Mi7211)
A= b AZa—=ll 320U IL70Y 7 bOAZ 2 —IIERSNEH Ao

3.SSLv2 7u b 2 )VDIEYAR— b
SSLProtocol 7«4 L7 7 1 7IZ SSLv2 EETE %< 2D £ 9, SSLv2 ZJZHYR—bLTWVWE T T
AT PO TITAMLEGE, SSLNY R A 7T I—E2D, BRTEZEEA,
4.SSLv3 7't b IV DIEFR— k
SSLProtocol 74 L7 7 1 7IZ SSLV3 BEETE < 2D Fd, SSLv3 22 ¥R—b LTV B T
ATYIPHEYITIANLEES, SSLNY RV 2A 7 TLI—E2D), BT EHA,
5. CA iEFAZF OEAED B 1L
7747 2 MRAERICIT DN S CA GEBAEORERESS, KK > TRELSNE Lz, CAGEAZENH
KNS TWEWES, EXaU T4 LRBEERL2ZENHZ70D, 7747 MRIECII—¢ %5
BENDPHDET, RITTRTHETHRL, BRI -7 CAFEAZEZFHEAL T 230,
ffi Z MERe 7 1
LIRDFEAZONAR R IV Y FEFEITLTLZS W,
openssl.sh x509 -text -in CA fEBHZE 7 7 1 L
2.7 Y RETTEREINSTF A M [CA:TRUE] BEENTVWERWERIX, 757147 MR
AECITT—ERb5BENBHDET,
- I ($RR)
X509v3 extensions:
X509v3 Basic Constraints:
CA:TRUE
09-00-60 LIFE, 09-65-60 LIFE, 09-87 ORERAIE
LIRDEHEORIE TV > REETFLTLZE W,
openssl.sh verify -CAfile CAFERRE 7 7 1)V 7547~ FEAE 7 7 1 )L
FRZ 2R
- -CAfile CAGERAE 7 7 1 L
CAFERAZE 7 7 A L2 BE L TL SV, JL— b CAGEHAZE Y 5 # [ CA SEFAZEZRITL, iEAZE
Fr—YZEZBELTVWAHEICE, & CAMHAZELZ DO 7 7 A INICEEDTIHEL TS W,
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U IAT7 2 NEBHE T 7 AL
CADPSFBIESNIEHE 7 7 A LEHEEL TS0,
2,07 RETT [OK] PERSINZWVWEEEIL, 7IA TV ’RECI I — R 5BFNArHD F

ER
- B ([7 54 7> MEBAZE] 1 [cert.pem] ZI5E L7-5HE)
cert.pem: OK

6. V7ITAMarZousHH7+—~vv hOEE
DI IR MaZICHEAENZT—=N"Tat 2 ID OG0B AICEELE I, #ilix [4.2.6
EVa—-VILU—RAOREY, [427 VJIANML—AOEE] XU [428 [/OT74)L% k
L—ADHH] #ZBL TS0,

7. 74 VT4 TOEHE

BODPOT 4 LI T4 7H09-80 DIETEMENTVE T,
+ HWSPrfld

« HWSWebSocketLog

* MaxSpareThreads

* MinSpareThreads

» ServerLimit

+ SSLCARevocationCheck

» SSLCARevocationFile

* SSLEngine

» SSLCipherSuite

» SSLOptions

* ThreadLimit

BODPOT A LT 4 TRHEBRLTVWET, IRITRT T A L7 T« 712 11-00 LIETIIEETE A
» DefaultType

« HWSContentCacheSize

+ HWSContentCacheMaxFileSize
+ HWSStackTrace

« LDAPBaseDN

* LDAPNoEntryStatus

* LDAPRequire

* LDAPServerName

» LDAPServerPort

18] G [BN—230h50BITICEET ZFERR
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* LDAPSetEnv

« LDAPTimeout

* LDAPUnsetEnv

* NameVirtualHost

» SSLCacheServerPath

» SSLCacheServerPort

» SSLCacheServerRunDir

» SSLCertificateKeyPassword
» SSLCRLAuthoritative

« SSLCRLDERPath

» SSLCRLPEMPath

» SSLDenySSL

» SSLDisable

» SSLECCCertificateFile

» SSLECCCertificateKeyFile
» SSLECCCertificateKeyPassword
» SSLEnable

» SSLExportCertChainDepth
« SSLExportClientCertificates
» SSLFakeBasicAuth

» SSLRequireCipher

» SSLRequiredCiphers

» SSLSessionCacheSize

» SSLSessionCacheSizePerChild
» SSLSessionCacheTimeout

T/, WIIRTTALIT 4 TET 74NV MEDPEEELE>TWET, 09-80 LIETT 7 # )L MEZE
BHLTWET, REIZIDUTHREZRELTLIZE L,

* AllowOverride (77 # )L ME : None)
* FileETag (57 # )L hM& : MTime Size)
» KeepAliveTimeout (¥ 7 # /)L M# : 5)
« Options (77 # /)L M# : None)

SSLVerifyClient (77 =)L M : none)

8] G IBN—-Y 3 rHh50BTICRHT SRR
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* SSLVerifyDepth (77 #+ )L M# @ 1)

e ThreadsPerChild (77 # )L M& : 64)

« Timeout (77 # /)L ME : 60)

» UseCanonicalName (77 # )L MME : Off)
« UserDir (F7 )V MB: T7 4L MéEZ L)

+ RequestReadTimeout (57 # L ME : header=20 body=20%)

E¥ LoadModule 7« L7 7« 7T mod_reqgtimeout.so #18E L7258, EBEL TWiWEH
&, 774 MEZ L.

WITRTTA VI T4 71, AEEBELTCVWET, [6. T4 L7714 7] 228, BEIIELT
REZRBLTIES W,

» AllowOverride

» CoreDumpDirectory
* CustomLog

« HWSKeepStartServers
+ HWSProxyPassReverseCookie
« HWSRequestLogType
» LoadModule

» MaxClients

» MaxSpareServers

* MinSpareServers

» ProxyErrorOverride

» ProxyPass

» SSLBanCipher

» SSLCACertificateFile
» SSLCACertificatePath
» SSLCertificateFile

» SSLCertificateKeyFile
+ SSLProtocol

* SSLRequireSSL

» SSLVerifyClient

+ SSLVerifyDepth

e StartServers
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8.

o.

10.

11.

12.

13.

14.

15.

16.

» ThreadsPerChild

Ayt —I 1D OfFN
BEAyE—=—DiIa=—7x D PIIMESNET. FHICOVTE, v=a7 )V [TV r—ary—
N Ayt —V(BEERHFFER)] 2R TS0,
SSLE#Ea~> FOERE
sslccert 2> K, sslckey 2< > F, keygen 2~v > F, BXU certutil 2~ > F7% openssl.sh 2+
YRIEHEELZD £, sslccert I~v 2 K, sslckey 2~ F, sslpasswd 2> K, keygen 2~ >~
RB & certutil v > FIZ EFEA VR F—IVERICHIBRENE J . openssl.sh <> FOFEMIZOW
TI& [5. SSLICKZEREE, BEIb] 2L TS0,
YAR— T 2B EEHOEE
YR—- T HEEEFEEELET, ML [6.2.7 STHELATAL7T47] @ [(29)
SSLCipherSuite [TLSv1.3] ME=MR| CESEG--]] 228, BBISCTHEEZRELTL
72E W,
BT VY F Y aKEOIET K-
B T Y Fry VaBBENIET R - ERD T,
SSL ¥ 3 Y EHEMEEDIET A — h
Web % —/ND SSL ¥ a3 VEEEREVSIET R MEBD £,
T4 L7 MY —ERZFA LI —YRIEE 7 7 & ZAFIEEEDOIEY R — b
T4V MUY —E XML —RREAERREE 7 7 £ ARIHKEPFET K- &R D £,
AF—HAd— ROEE

ZDOBIFHD Web 3 —NHR—2 & LT3 Apache HTTP Server OD)N—Y 3 > % 24 ICEE L7z 7:
W, AT—FRAA—FPEBEELZDETOT, [[fixA AT—FAT—F] 22EBL TS0,
UN—=ZA70F IHEEERRICNY 722 R —NEBETERWHEAEIC502 =5 DI 503 ©
FT—=WRHBZENHDET,

VDIIANTA UDBREBEEINTICYALT Y MRS TBHICAT—YA2—R408 L LTT VLA
aZicHhEnx g,
NameVirtualHost 7« L' 7 7 4 7OIEH K — k
NameVirtualHost 7« L7 7 ¢ 7OIEHR— Mk D, HE® VirtualHost 71 v 7ICEHE L7z IP
7 RUVAZIEEL TOAERICIET —NBICEIIN—F v LAA MELTENMELE T, [HEN—-Y 3>
DIP 7 RLVARIZEDLN=F v LARX MOEEICZ S5 WABEEDNH D £, BEIISUTHREZR
BELTLZE 0,
TrvAursoOusHNT x—~< v hOERE
RSO httpsd.conf ICEENSZ—FOUTH NI 7+ —~< v NOEREEELE Lz, BELI-UY
HAO7x—<v ME, ROFTNILVZTT,

» hws_trace

* hws_std

hws_std 1312 # 2t httpsd.conf T7 7 A0 /D7 x—< v b&E L THEHSNTVETD,

18] G [BN—230h50BITICEET ZFERR
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fEUERR LD httpsd.conf TIESNTWAOTHAI 7+ —< v 2RIRLE T,

« Windows D&

LogFormat "%h %l %u %t ¥"%r¥" %>s %b ¥"%{Refererli¥" ¥"%{User-Agent}i¥" %I %O"
combinedio

LogFormat "%h %l %u %t ¥"%r¥" %>s %b ¥"%{Referer}i¥" ¥"%{User-Agent}i¥"" combined
LogFormat "%h %l %u %t ¥"%r¥" %>s %b" common

LogFormat "%{Referer}i -> %U" referer

LogFormat "%{User-agent}i" agent

LogFormat "%h %l %u %t ¥"%r¥" %>s %b %{hws_thread_id}P ¥"%{hws_ap_rootin¥" %I %O
%X %D ¥"%{Referer}i¥" ¥"%{User-Agent}i¥"" hws_trace

LogFormat "%h %l %u %t ¥"%r¥" %>s %b % T %{hws_thread_id}P ¥"%{hws_ap_root}n¥""
hws_std
e UNIX(worker MPM) D15 &

LogFormat "%h %l %u %t ¥"%r¥" %>s %b ¥"%{Referer}i¥" ¥"%{User-Agent}i¥" %I %O"
combinedio

LogFormat "%h %l %u %t ¥"%r¥" %>s %b ¥"%{Referer}i¥" ¥"%{User-Agent}i¥"" combined
LogFormat "%h %l %u %t ¥"%r¥" %>s %b" common

LogFormat "%{Referer}i -> %U" referer

LogFormat "%{User-agent}i" agent

LogFormat "%h %Il %u %t ¥"%r¥" %>s %b %P %{tid}P ¥"%{hws_ap_rootin¥" %I %O %X %D
¥"%{Referer}i¥" ¥"%{User-Agent}i¥"" hws_trace

LogFormat "%h %l %u %t ¥"%r¥" %>s %b %T %P %{tid}P ¥"%{hws_ap_root}in¥"" hws_std

« UNIX(prefork MPM) D15 &

LogFormat "%h %l %u %t ¥"%r¥" %>s %b ¥"%{Refererli¥" ¥"%{User-Agent}i¥" %I %O"
combinedio

LogFormat "%h %l %u %t ¥"%r¥" %>s %b ¥"%{Referer}i¥" ¥"%{User-Agent}i¥"" combined
LogFormat "%h %l %u %t ¥"%r¥" %>s %b" common

LogFormat "%{Referer}i -> %U" referer

LogFormat "%{User-agent}i" agent

LogFormat "%h %l %u %t ¥"%r¥" %>s %b %P ¥"%{hws_ap_rootin¥" %I %O %X %D ¥'%
{Referer}i¥" ¥"%{User-Agent}i¥"" hws_trace

LogFormat "%h %l %u %t ¥"%r¥" %>s %b % T %P ¥"%{hws_ap_rootin¥"" hws_std

17. WebSocket Z{H 9 2B EDRELE
11-20 BIRgE 5, WebSocket #E% 9 25 FICNELEY 2 —UAEEIZL D £ L7z, WebSocket
WEZBHT 5720121, mod_proxy €Y 2—)l, mod_proxy_http EY 22—, BLO
mod_proxy_wstunnel €% 2 — L WRETY, [4.15 WebSocket IZ X 2iEE] 2B T, HEZ
TV VEREL TS,
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fag H

IB/X—

arhHhoBITITBRESD

=Jur==

axX k&

SSL e 23 534, HTTP Server DIHNN—Y 3 o256 V11 DIREICKEITT 5124720, ROEHER

EhE L F 9,
IE IEB
&

1 SSLEnable/
SSLDisable @
BENZVWIEE
DT T * )b

2 | SSL #sE= X
29 2FEE

3 | SSLi%gEZE%H
29 21E7E

4 [EHY 5"
A DIEE

5 | [FHTASa b
I DIEE

6 SSLRequireSS
L OIEE T #E
B

7 SSL#%gED ) 7
I X MEEEY
B ETE

f483 H

[BN—a>

SSL HRER 2D

SSLDisable

SSLEnable

SSLRequiredCiphers

SSLProtocol TLSv1
TLSv11l TLSv12

httpsd.conf,
<VirtualHost>,
<Directory>, .htacc
ess

SSLDenySSL

IBN—=2a > h5BITT 2IBEDRE

V11 LAEE

SSL HREHER

SSLEngine Off

SSLEngine On

SSLCipherSuite

[11-00 D#HA]
SSLProtocol
+TLSvl
+TLSv1.1
+TLSv1.2

[11-10 LD H
&1 SSLProtocol

+TLSv1.2
+TLSv1.3

<Directory>,
.htaccess

%L

A

SSL #aEx2 AIC L7z WiEAE, SSLEngine On %15
FELTLEES N,

7-7° L, <VirtualHost>71 v 7N T SSL # &% L
TeWiBE, AN Lizw<VirtualHost>7wa v 7 NT
SSLEngine On Z$8E L T 72& 1,

SSLEngine Off ICE SR T 72E 1,

728, 11-00 LI/ 5 Tl SSLDisable 74 L 7 7«
TOIED E F TH SSLEngine Off BMEE S N7z H D
ELUTEELE T, £z, Web 3—"2{kT SSL #4E
RN T BIHEICIE, ZOMSSL 2 5BEST 1 L
774 TOREZHBRD LIZaxy MELTLZE 0,

SSLEngine On ICEE#Z T 723\,

7272 L, <VirtualHost>71a v ZNT SSL 2&#ICL
TeWiBE, AR Lizw<VirtualHost>7wa v 7 NT
SSLEngine On Z$5E L TL 23\,

2B, SSLBEZTZEWILI Web F—N\N%
Management Server Z{£H L TEE T 5 H &I,
Web ¥ —NOEEEZEL NLE (1 Fat ADEE
ZHERT B2 ] IWEELTL &N, *]

SSLCipherSuite ICE Z#1 X T 72& W

7 N AV HESREEZDET, FHTS o o
LEEMT 25170 I VORI + 2L T
EELET,

httpsd.conf, <VirtualHost> THEE L T\ %541,
<Directory>, .htaccess THEET S LIITEELTL
7230,

SSLDenySSL DFEE ZHIFR L T 2 & W,
SSL #ERERAZ RN T HIEEL E2MET LT I2E W,
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10

11

12

13

14

15

f483 H

158

= NRAETHE
FIT % CA FEB
BOIHRE

RS LR E D
IS AT — R
77 A ILDIEE

DER FERD
CRL ##8%&

PEM fEX @
CRL 487

JIA4T M
BAEEZHW
Basic #RFEED
faE

7547 Y bk
HEOBRIBAE

B3

NDETE

& M 5 F RERA
EB L O
fBETA LY
T4

IILT Y M
EOREET B
SSLVerifyClie
nt OI5EE

BN—=>3>

SSLCACertificateFile

SSLCertificateKeyPa
ssword,
SSLECCCertificateKe
yPassword

SSLCRLDERPath ©
DERFERD 7 7 1 L%
LT+ L7 hY
ZI57E

SSLCRLPEMPath ¢
PEMERXDT7 7 1 L%
WiLzT4 L7 MY
I

SSLFakeBasicAuth

SSLExportClientCerti
ficates

SSLECCC ertificateFil
e

SSLECCCertificateKe
yFile

ol11]2

IBN—=2a > h5BITT 2IBEDRE

V11 LB

SSLCertificateFi
le
Y—NIEHEE
CA GEPAE & i
L7714z
EE

ARV

DER X3 fEH
TEWV

SSLCARevocati
onFile T CRL ®
T 7 A NEIEE

SSLOptions
+FakeBasicAut
h

SSLOptions
+ExportCertDa
ta

SSLCertificateFi
le
SSLCertificateK
eyFile

none |
optional |
require

E&II

B

SSLCACertificateFile THRES /=7 7 1 VA DFEA
EDH5, Y—N\FIATHERT HAHEEE
SSLCertificateFile THET 57 7 1 MITEML T 72
S, BT BIEFIZ Web — N\ OEHAEICHFEE, &
il CA OFEAE, L— MEAZSZEML TS0,
mB, [BN—=Ya Tk, Y—N\FEc#FAT S CA
AERAE % SSLCACertificateFile 7« L7 5« 7IZ{ERE
LTWaEEE, SSLCACertificateFile 74 L7 7 «
TICHEE L7z CAFEAZE 2 — N\RiEICERA LTV E
L7z,

SSLCertificateKeyPassword,
SSLECCCertificateKeyPassword OFgE % Hlkk L T <
1EE L, K2

DER &% PEMERICE# LT 7 1 L%
SSLCARevocationFile THEE L TL F &0, X3

BHOT 7 AN HAEEITILEE L TT 7 1 IV 2IERK
LTL7Z&E 0,

O CRL 7 7 A LVAHAESICITERE LT 71 )L
% SSLCARevocationFile THEE L TL F& W0,

SSLOptions 7« L 2 7 1 7IZ+FakeBasicAuth %5
ELTL SN,

SSLOptions 7« L7 7« 71Z+ExportCertData % 1§
ELTLZE WV, PEMEROIEASE 2 RIBEKICERTE
LET,

22U, 7547 2 MERERE T TRL, Y—\GEAE
LEBREEBICKRELE T,

SSLCertificateFile, SSLCertificateKeyFile TH&M i
RS A OIS S AE#HEZIEE LTS 0,

RSA BE5 L FEM ARG S O — /\GEAEB K O E #
X, TNFN—2FTORIFHEETEET,

SSLVerifyClient DIEEMEZIRD & B D IZHED 5XF
FNCAEE L TL7Z2E 0,

0 : none
1 : optional

2 : require
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17

18

19

20

FExl

158

7547 bR
AERE O B RSN
SSLVerifyDep
th O¥EE

CGI cHs=1tiA
FICBT 2 BIT
ER=ERLT

WAHIBE

e TDO T
27 & Z

Oy 74x—=<v
k%{version}c
THhsns
o bk I)N—
Jav

07 74—<v
k%
{clientcert}c T
Hhshsr 5
47> NEHE
@ subject
Distinguished
Name

BN—=>3>

KD 747 > Nk
HEZ S AT EBH
(FREEB OB+ 1)

SSLBanCipher
SSLRequireCipher

V11 LB

Koo 547 >~
NEHERE T
WEE R

FREER 72 0%

SSLBanCipher

E&II

B

EREDTF A v 2l EARBEHEEZREL T ZE W,

BIBEERBNEERICE>THET,

SSLRequireCipher T#A] § 5 BESH| Z2FEE L TW»
72354, SSLBanCipher TIHEGRT S/ H| 2 18E L
TL7ZE W,

¥ 7z, httpsd.conf, <VirtualHost>TIEEL T\ 55
&1, <Directory>, .htaccess TIEET DL DICEHE
LTL7ZE 0,

HAZNE 0 halN—T 3 VOREHPLTEICZ>T
L ) i @_O
R

TLS1 TLS11 TLS12
EHE%

TLSvl TLSv1.1 TLSv1.2 TLSv1.3
HAOSNBBEMORYIOLFD [/] 56 [,] ICEEIC
o TWET,

5 B Hi

/C=]JP/ST=Kanagawa/L=Yokohama-shi/

O=client/OU=client/CN=client
EHE%

CN=client,OU=client,O=client,L=Yokohama-

shi,ST=Kanagawa,C=JP

Management Server Tid Web = N\DIEEHEIZEHEL TV E 2 ES e, EFEEI -V b2
LT, 7Ot A0FEEZHERELIZD, Web Yy —NICHTTP 77t A L0 A5 ETHEILTWE
EE

Web 3 —/NT SSLIBEFIF2EICLTWAIEEIE, Web U —NOBEMHEZEL NLIE 7T Ot ZDE

EEHRT 2EIE

(adminagent.hws.watch.level=1 Z8¢E) LTL72& W,
FME, v=aT7 NV [TV =3y =N YRTLEE - ERTA R o [4.1.16

EAEHT —

VI h2ERTSOICRET HIF#R] 2SR T 2S00,

483 H

IBN—=2a > h5BITT 2B DRE
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%2
ISAT — FRES N MWERD S/)NAT — FREZEDNIC ULMERICEBR LT 7 AV 2
SSLCertificateKeyFile 74 L7 T« 7ICIEEL £ T, ROV R TMERD/INAT — FERZITV
ES
« RSA IS %A LI-MEROHE
openssl.bat rsa -in /SA 7 — RIRESN/-FRER T 7 1 )L -out /YA T — REER LSRR T 7 1 L
« BB SHRZAMAE LW EROB S
openssl.bat pkcs8 -topk8 -in /SA T — FIRES NTIER T 7 1 )L -out /SR T — Rz gk L7
ME# T 7 1 L -nocrypt
UNIX D58 1% openssl.bat # openssl.sh ICE XX TETLTLZE W,
FE%3
DA< RTDERERD T 7 A4 V% PEMERICE# L £,
openssl.bat crl -inform DER -in A/ 7 7 4 )L -outform PEM -out #7717 7 1 L
UNIX D541% openssl.bat # openssl.sh ICE 2 TETLTL 2S00,

18R H IBN—23>Hh5BITTBIBEDHETE
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g1 BRASER—INICKBZIUN—-RFOF>%EA LK prefork MPM
DFHEE Web H—/\NDEESE

UNIX R CEAEER - IV 2EH L TintE Web U —N\Z2#EHET B, J2EE U —N\OEEHFET Y )N —
270 F A FIRL 723581 worker MPM OF#3 Web % —N\DHEEI N, V¥ A LI Y ERIRLIZGE
\& prefork MPM D73 Web —N\DHERERINE T, ZITERIYN—RAT0F T2 HRHT 5 prefork MPM
D Web 3 —NZMET 2 7-DOFEITOVTHHALET,

IROFTHETIX, EHEHERAA VHAOKRANDESE, N T+—T VAN L—YVDOREDPTET TN ERE
L%,

1.%=Za70 [77Ur—2ar5—N EREER-IIVEREATIR] © [9.10.1 Web 5—/\D&
il @ TQQFRTFIR] (ICHEV, [Web —/\DEN] BEZXRTUL, [GHRIEFIE] TWeb -/
ZIBNY BBRIC [J2EE H—/NEE] 74 —ILRT [UIC1LT9] ZFIRLT GEM RI>&ET )Y
TJUET,

2.%Za7N (75— abd— N EREER—IIREAIR] @ [9.11 HES-—NO—EEY
N7 7] OFIRICHEL, 1. TEMNLE Web H—NZEty N7y FLET,

3.7 [7FPVr—a>iy— /N EREER—IIREHIR] @ [10.9.1 Web H—/\D5%
El O [QFRTFIEl (C7EV, [Web —N\DFRE] BEEHZRRULET. [RET771ILOSE] R
27y IULT BETF7TILOAB] [CRRESNLEREZRELET. BELEIRDES T,

o HIEY S J2EEH—NADIYN—ZAT0F L OREXBMLET, Ml [4.7 UNN—2T0F
DEE] 2BRBLTLEE VD, UN—ZAFO0FTOREFETLET,
(f51)

LoadModule proxy module Libexec/mod proxy. so
LoadModule proxy http module libexec/mod proxy http.so
ProxyPass / http://backend. example. com:8008/
ProxyPassReverse / http://backend. example. com:8008/

* [Include “< Application Server ®f > X b—)LT ¢ L' + 1 >/CC/web/redirector/servers/
<fWHE Web ¥ —/NDEH —/\E>/mod_jk.conf’] WEBSNTL2HBERTDOERZHIFRL T
<7Z&EV,

* 1IN Web T —NOREZEET HHBEIE [RET 7 A LVOWNE] 2BEEBELXT. REDFZ
TLUES, HEO [RE7 7 A VONEZEERELEZT] 2&RL, [@EH] Ayr27J0v oL
95

4.3Za7)N [7FV5—=2a> =N EREER—IIIREATIR] ® [109.2 VI1LTIDE
T (VI1LII%ZFERLEER)] O [QFRSZFIE] (CEV, [VI1LI7IDEE] BEHZFRRL
F9. [FIATZNT+—<T>ANL—H] THEITZI/NT A= ANL—HZREL, [ER] ~9
o7y IUET,

5.%=a7) [7FVr—2ari—/)N EREBER—IIREHCIR] @ [10.10 REH—NDORE
771 OER] (CHEVL, CNETICRELLBERZT—NICEHULET,

1% | ERBER—INICKBZUN-RTOF > 2 ERA L7 prefork MPM DOFREE Web o —/NDIEES%
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INT, UN—AFuF T %HERHT % prefork MPM O Web 3 — N OEEITZT T,

1% | ERBER—INICKBZUN—RTOF > ZFERA L prefork MPM DOFREE Web #—/NDIEEET%
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