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Ho2EFME LT UTF-8 XEHELTHALTH S, BB L2ERLE T, F010, BEkShz XML
T—YDEREIIT VT UV EERT H5A, BEERELTHIENS UTF-8 XEHDOT—4 %
XML F—=# 8T 2EPH D E£7,

Z OFEiITIE, XML Security - Core ® XML BEES#EEICE 5T — % OBEIHLE KOETLEIC OV THAL
£9, 28, HHADOFICHTL 5 APl OHREICOWTIE, IROT LT ICHEMENTWVWB APIY 7 7LV
AL TL SN,

APl )7 7L > ZADOE#MIEFT (Windows DIBEE(F)
Application ServerdD+4 > X f—/L367 1 L 2 ;) /XMLSEC/docs/xsecapi

BE5MEALE

XML 7—=¥ OEZRE7zI3a 7 Y ziE5{td 555, XMLEncryption 77 Z2? encryptXML XV v R

EHEHLET. encryptXML XV » Rik, DOM %7V ) —%EF{bLi-db &, BELEETLET,

encryptXML XV v Fi&, IROBANHE->T XML 7= ZEFHLL £,

« EFMELL-#ERIE, UTF-8 THIT 5,

s DOMH 7V —HD ) —Ri%, XBIEICHAT 3,

« DOM# 7V —HNO) —Fi&, BBELEZVTIXRTENT S, Fl2E, 77+ MNEBESEESNT
WAIEEIE, T74LNEELHNT S,

s DOMH 7V ) —HO /) —RIZRHLT, /—RA2SOBMIIEA LRV, flziE, ClLAN DL,
ZRIZEEES 2 HEP HBAL LV,



(2)

2 XML Security - Core MH&EE

o F)—FEELZVER) —RLEDT, IRTOEE) — NORBY VyBLUOKTY V21T 5,
FIZ1E, 70 XML XET<foo/>EERENTVBRERKIE, <foo></foo>& LTHIT 5,

« BRAORMEZ ZI3FRIZEHES OHANEF IIAE,
Btz EITTHHEICEAMERES Z2ER LD, RAERES 2HEL/) — NP oBA LD I 2 0ED

HBHEXE, MEOBEFLAEA2FEE L T 23V, ZOHAEE, MEIKEFLLIEROF 7 T v Mil%
encrypt XYV v NTHEEL T2 B8EZPHD £,

&g

EEbsn/: XML 7= 0BERE2Ea > 7Y 2EET 258, XMLEncryption 75 A0
decryptXML XV v R&#H L £ 3. decryptXML XV v i, XML 7—4% 25t Lizd &, ES{LiE
H»5 DOMH 7V —2ELLEF . decryptXML XV v Rid, IROFRNHES>TDOM 7V —%
BIELET,

o BEELOKRE UTF-8 TREHSNI XML 77— & LT, ETUELETT 5,

« BREFLEEHRIY TV FELT well-formed 7% XML 7= #1123t LT, EXAEEETT 5,

« EncryptedData & BE#|Z 2BEHIC, TRTCOFBRIZEMAPES SN TS XML 7= 72 LTE
TR EEITT B,

n AREIH
XML Security - Core Tl&, TV 75 1 74 2BE2&t XML 77— 10 L CIMETTAIE2 ET I EH A 7277

L, EBEADIYT 1T+ (amp, lt, gt, apos, quot) &t XML F—#Ixt L Cld, ETUEEETT
EEXE

EEtoL ZEIZREHHFEMI L TF AN TESLT 2HE52 83, MEBOBETAE2ERLL TS
Vo TOB/EIE, decrypt XV v N TES LIHERZMBICETT A2BEPHD £,

2.2.5 DataReference # kU KeyReference

DataReference 13 EncryptedData %%, KeyReference #3513 EncryptedKey BERE S 2 H
FTY. INHDOEFRIF, URIBETSREZHAIL T, EILERZAE LTI, JI T3,
DataReference B & U KeyReference RO URI ZRICOVWTHBAL £ T,

XML Security - Core I, DataReference % & U KeyReference BE# @ URI ZfFHRE LT, F—
XENO ID HBEZ T2V KR— b LTWET, DataReference BH B & U KeyReference B D URI &
FBRRTIE, WOLIBBEERITTI—E25DT, FELTLIZE N,

« IDfEELSL D URI ZIR@ERZHEH L TV 555
« IDFEEIC & o THHBITE 2EFHEN EncryptedData B# %7213 EncryptedKey BER Tl LW i5H

%3, DataReference EZ B K U KeyReference EROFEZRDMBII Y R— b LTWVEH A,

XML Security - Core 289K — s LCT\W5 URI ZIBEROFEMICOVWTIE, [4.3.1 URIZRBER] 25
BLTLLZE 0,
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2.3 XML BRH XU XML BS(CHENDFERE

2.3.

ZOHITIE, XML E# L XML BESICHEOKEZFHAL 9. XML E2 & XML BSOLEICHET 5
eRe & 13, XML BESCZ R - BT 2MEEB S XML XE 2T HKETT . 72, ZOHTIE XML
R ERE 3BT 2L IR BEELRLZTLITY AL, AV TFRAMNORE, BLURBROFEICD
WTHFHALE T,

1 XML BXDERMS K UHETAIE

XML BEZB LU XML BEOEX (BHR, Bl BLUCEZRaDTUY) I, W3CIZE->THEEELT
RESNTVWET, 7V —a v 25K 556, XML Security - Core #2#t9 % API #F|H L C,
XML XU > TERNLERPESLEZER LI D@ LD LE T,

XML Security - Core 1&, W3C O THRNICRESNASERIT LI, MBI 27 T AL A V%

Tz —RAERM/LTVET, 721, BEE (BEEER) LYV AME (¥4 Y2 X MEER) 12D
WTiE, XML Security - Core AEERIICAIE L £ 9. XML Security - Core @ APl OftARIZ DWW T,

ROT FNFITHEMESNTNAS APIY 77 LY ARSI TLZE W,

APl U7 7 L > ZDO#E#ZFT (Windows DIFE7E()
Application ServerdD+ > X f—/L %7 # /L 8" /XMLSEC/docs/xsecapi

%8B, XML EX2ERBLOBRTT 5854, 7LITY XLZFEHRALED, W3C OARETRES LTV
WHERZFETROI YT F A MELTAPI TIRE LD T HRENPH D 9, XML Security - Core 54
R=1rFTBH7INTYXLIIDONTI, [232 HR=FFEH27NLITYRL] #ZRBL TSV, IVTF
A PMZDOWVTIE, 233 IUTFAMORE] 2SBLTLLZE W, £z, XML EBRICEZEDI5H
1%, 1234 BERORBEBLIVEUE] 28R LTSN,

232 HR—BMFB7ILTVXA

XML BZHEX TR, BRT —YOERBRUBETETI 2T VT XLPRESNTVET, 72
XML BESHEX TR, T 2BStBLESILTZHEICETIEZTLIY XLPRESNTVRET,
ZDIETIE, XML Security - Core B A=+ LTWVETILITY XLIIDVWTHBALE T,

XML Security - Core A% A —hLTW5%, XML EHZ4EXHB L0 XML BESEXTHERTL7ILITY XL
DEFH, B, BLUBAITFEZRORITRLET. 58, BEREO®RAOEINE, ZOEROHEE]% A
LTVWET,

x2-1 7LJVIL—E

BRB (%8 RFR AT
Transform & base64 http://www.w3.0rg/2000/09/xmldsig#tbase64
(IR Enveloped http://www.w3.0rg/2000/09/xmldsig#enveloped-signature
Signature
IERIE CanonicalizationMethod BEZOEEZSBO Z &,
XPath http://www.w3.0rg/TR/1999/REC-xpath-19991116
XPath Filter 2 http://www.w3.0rg/2002/06/xmldsig-filter2
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NG E])

2

AT

CanonicalizationMetho
dE5#H

Canonical XML
Version 1.0 (omit

http://www.w3.org/TR/2001/REC-xml-c14n-20010315

(IEF i) comments)
Canonical XML http://www.w3.org/TR/2001/REC-xml-
Version 1.0 with c14n-20010315#WithComments
comments
Exclusive XML http://www.w3.0rg/2001/10/xml-exc-cl4n#
Canonicalization
Version 1.0 (omit
comments)
Exclusive XML http://www.w3.0rg/2001/10/xml-exc-c14n#WithComments
Canonicalization
Version 1.0 with
comments
DigestMethod E% SHA1 http://www.w3.0rg/2000/09/xmldsig#shal
¥4 xR MEE
( * (e SHA256 http://www.w3.0rg/2001/04/xmlenc#sha256
SHAS512 http://www.w3.0rg/2001/04/xmlenc#sha512
SignatureMethod &% HMAC-SHAL1 http://www.w3.0rg/2000/09/xmldsig#hmac-shal
(BHER) DSAwithSHA1(DSS) | http://www.w3.0rg/2000/09/xmldsig#dsa-shal
RSAwithSHAL1 http://www.w3.0rg/2000/09/xmldsig#rsa-shal
EncryptionMethod #5& TRIPLEDES http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc
S LLIE, #F oy
(;)'77{ T, BT AES-128 http://www.w3.0rg/2001/04/xmlenc#aes128-cbc
TRIPLEDES http://www.w3.0org/2001/04/xmlenc#kw-tripledes
KeyWrap

AES-128 KeyWrap

http://www.w3.0rg/2001/04/xmlenc#tkw-aes1 28

AgreementMethod E5
(AR

Diffie-Hellman

http://www.w3.0rg/2001/04/xmlenc#dh

233 AVTHFAMDEE

XML Security - Core Tl&, ETRIREICEADOERD S5, XML EICHRNICHEA G WEREZ 2> TF
APELTAELET, IV TFAPELTAESINSEREZXITRLET,

< EE—R

FETHOMEDE-F2RLET, ERICHTHAEE—- NI, EREXE-NEELVREE—FOD
2EEPHVET, 72, BRICEITHAEE— NICE, BELE-FEESLE-FO2BENHD

£95,

« XEAFTTITb
B4 XE (Signature ERPE»N S XML XF), F/213E5XF (EncryptedData EHRE 7213
EncryptedKey BEZ A E» N5 XML X&) %£3%9 Document #7327 FT9,
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234

XML B4 %7213 XML B85 T3, #1FH (Keylnfo BER) OAF—vPHESN T E 9, XML Security
-Core 7 U r— a3 v EBERT 5SS, BIEHRAEIC, XMLERZT YDA - Bif, BLXUOTF—%
DOBEE(L - BELICRELREZHEL T, TORZEBTLIEHTEET,

N—2X URI

#Exf URL THHERY VY — A ZEUS T 2B &I T 5 URI T3, BENRI - ISR Z2EUET
BEIC, BEXEF L IIBEXEDPOSNR T 7 A VeSS ATHIRT 2 ZITHREIZEDET,

URI BIROERFER

BLNRE ISR ZIEET 2BE5D URI BB %, 7 7 1 Lk EQOBAENZ T — 7 ITHEOMIT 3
72ODIT—NNY 7 TT, MABEBIISCTHAY A RATEEZT, URISBERO N AY <71 R
DWW, [4.3.1 URISEMR] 2B LTLZS 0,

XML BZRO ID #RFER

URIZEBD > 5, BENEZZIBESYENOERZHIT 25412, ID & XMLEHR2<v vy Y79
B0 — NNy 7 TT, MABBICGECTHAY A ATELET, IDBROTAY A XIZDWN
TlX, 1432 IDMRR] #2BLTLIZE 0,

BOERFEY

BLOER - BEE, 3T —Y DS - BELICKRERBEZIET 5700 TNy 7 TT, #
BWICEOWT, #EZEELET,

XML BRIZERETL 71 v I R

BLVEF-IIBEYERERTHEEIC, XML B4, XML S, /3@ HT7ILIY XLk
Y, TR SN B EM 2 BRI T A LEER T L T4 v IV AREELE T,

BB 2SS

BEXEZERT 5L, BEORLEEL2EOS-DOEBEZERTAF TV M TT,

RIBRDFZES L UHUSF

XML Security - Core Ti&, Keylnfo BRD RIICH HERICHIET 57 7 A TRERLIET 2 FEZ
Rt LTV ¥ 9, Keylnfo ERP» SERICREZEET 20313, FARRIECLTT S r—2 3 YO
REDPELTHINENHDET,

KeyInfo BZDO FMIEHRD > 5, XML Security - Core 28R — bk LTWAERE ZOEROZRIZERM %
WORITRLET

£2-2 Keylnfo BROTHERN—E

S BHE REIZE
1 KeyName http://www.w3.0rg/2000/09/xmldsig#
2 KeyValue
3 DSAKeyValue
4 RSAKeyValue
5 RetrievalMethod
6 X509Data
7 X509Certificate
8 X509CRL
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=S i BEIZEE
9 X5009IssuerSerial http://www.w3.0rg/2000/09/xmldsig#
10 X509SKI

11 X509SubjectName

12 EncryptedKey http://www.w3.0rg/2001/04/xmlenc#

13 AgreementMethod

14 DHKeyValue

2.3.5 XML XEDEHANIE

XML Security - Core Ti&, XML BZMH £ 7215 XML 55 % FEHi L 72 Document 4 7Y = 7 b % XML
XEELTT 7 AN EICHNTEET . XML XEZH T 2HEE LT, ROMEEZTR—-F LTV
ER
s HAE (T2 ALEEDIZANY —L)
A B
« UTF-8/16 (#22*1)
« Shift_JIS
« Windows-31]J
« EUC-JP
o [SO-2022-]JP
o US-ASCII
* [SO-8859-1
o BUTXF (LF, CR, CRLF)
. Y TOHN
« XML EE, DOCTYPE EEHIOHEE
¢ IXVbOE
s ARAZHEBESH2 04
e
I a—74 7%, UTF-8/16 2##EL£9,
UTF-8/16 LIS D LYy a—T 1 V7 X AHTITE, BWUITHET A2 XFEPHET S WATREEEN S

DET,
BI a—F4 7 OHENERIE, IDKOZLYI—FIRELE T,
HEX2
HAEBERTRILESZ LTWAERIL, FOEEN LR THLEAFEMORENEDLSLTVWEEZIELT
WEJ,
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23.6 TNvTIUTHREE

BRLZHRZE LS BR/BAWLED LJIIBE/EE L TV A2 2ERT 57-DICBR/ BRI LU
e/ EENIERICERASNAFRET— Y 2T A ENTEET, TITIE, TNy TY Y FHREICO
WTHBALET,

n AREIR
AR FHTHE, YA XOKRELET 74l LI, BRBOT7 7 A LV2ENTHAHEENH D £, KHEHE
27Ny FTEBDSHIER L2 T 280, EAFICHRET -4 2Ei8 Lz WB&IOWTIE, APLUZ 7L
> ZA® XMLSecurityContext 73 X, Signedinfo 1>97x—2X, BXLU Reference 12971 —RX %58
LTL7ZS 0,

AP U7 7 L > 2AD18#5A (Windows DIZEET)
Application Server D1 > X F —LFE7 1 L2 ;) /XMLSEC/docs/xsecapi

(1) HHAS

v IIER
FoTENST I, FET-YICHATAERE GOy IPMINSNTHASNE T, Ny 51
HiTE, ¥ IRRERTFY], B, BLXUAL Y FNID 2&#% 9. ~v ¥ Decription IZH &
NAEZABOFHMIIONTIER 2-4 2R L TS0,

R 2-3 \NvIDEHE

# Ny T% HAORE f#E
1 Description S SE Yt e HRETFT—2 Ik > THASNANEDP R 5,
2 Timestamp ALFREEH yyyy/mm/dd hh:mm:ss.sss FEz
3 Thread-Id Alvw NID -
(FLA)
—IEYELERA

ANy ST OHEAE (Transform NOHIEERES)

Description: dereferenced data: URI=" "
Timestamp: 2004/08/31 12:04:06. 255
Thread-Id: 000c62c8

PR T — 9 DIEER
HAENBH/ET =5 THRONBERICOVTRORITRLET,

& 2-4 HASNBZPET—I DER

# HAOSN 3 EROER HAOESNB0E A v 4" Descripition DHEHAS HHhESh2hE7—9
1 Transform ~® A& B4R, BRI, 8% | dereferenced data: BN RO T — %
#w * URI=<URI>
2 | Digest ~DASITER BG, BN digest input: URI=<URI> &4V X MERHEAR
OF—%
3 | BR/MEGEREAOAT | BR, BEWE canonicalized SignedInfo EBR/ B ENR T —%
EE:
4 BESLUEADATNER MBS encrypt input EE LA R T— 4
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# HHEN B IEROIELE HhEh30E A v % Descripition DHEAIAE HhEnahET—9
5 BEELEANOAEHR ES decrypt input BEELERRT— %
el
557 — % » CipherReference IZHEE SN TWBIFE1T
n A=EIR

TNy TF THREEICE > THASNAFRFT—%1%, IRXTINAFIF—FTT, FlF—FICEFEI—
RPWITI— R ENEENZHEE, TFANITA Y TRELLEBRENEZVIEEDHDET, ¥ 7
nNs7F—5/)— Kty b ThBEA, Inclusive XML Canonicalization S N - ERASHEAESNE T,
72720, aAXAMIEENFEHA, /— Nty bBXU Inclusive XML Canonicalization LD FEMIC D
W, W3CHDAR—LR=IVZHIBL TS,

(2) HHEf
FNw o7y FHAORM, —WEIIOE—HAL LET,

Bl1: =20 XML XEIZ—D>D XML ELZZTHHBE&—-5 2 THAEZ 1 [,
B2 : =20 XML XEIZZDOD XML BRZ2{THHEA—% > THAIE 2 [HE,

3) TNV II U THEAOREREEHE
I RAFLTONT 1 DERENE
s TN I THAERE
TN TE U THAZTIDEIDPOBRERITVE T, true KRESNLES, TNV T¥ Y THA%
TVEd,
s BT A NY
TNy TT P THAISNE 77 A VOHNIEZBRELET HAUEPRESNTORWVWES, BXU

BE S NI NEDPFE L LD > - HEREREHAICY Y THAShE T HAET7 + LY DPRES
NTWTH, TN TE Y THAREN SN TV WEEIRY V THARITbLEEA.

WRIBTNYTI>TDESE (Windows DIHE)
Application Server D1 > X =577 L2 F 1V /XMLSEC/logs

WEI 27Ny 79> TFOHNAE (UNIX DIFE)
/opt/Cosminexus/XMLSEC/logs

REE
TNy 75 THEOREERET 7 4+ )V MEZIROEITRLE T,

x2-5 TNYIIUTOREEBICHRET BfE

REIEE FONT 1% FI7#4I) ME
TN 75 THIFRE com.cosminexus.xml.security.debug.dump BEZL
HAET x5 com.cosminexus.xml.security.debug.dumpdir BELL

S RAFATONT « DFREFE
VATFLTUINT 4 DFREZ, java I FD-D AT a3 v EFHALET, IRICC:¥Program Files
¥HITACHI¥Cosminexus¥XMLSEC¥logs 124> TH A1 21T HIZ DI RICRLE T,
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SRATLATONT 1 DFREF (DA T a>2FRHT355)

java -Dcom, cosminexus. xml, security. debug. dump=true -Dcom, cosminexus. xml, security.debug. dumpdir=C:¥Program Files
¥HITACHI¥Cosminexus¥XMLSEC¥logs YourApplicationClass

J2EE %=\ 7z1& Web 2 > 7% —/3® Component Container ¢ XML Security - Core #{#FH 9 %
#B#A1E, Component Container ® L —%—E# 7 7 4 )L (usrconf.properties) 12 AT LU T 1 %
ML ET, T—Y—EHE7 7 1 Lid java.util.Properties ER TR T 2AESH DV E T, 20720, ¥
I [¥] BEBEREANENEENSHAE, W] & LD, ZAORNC [¥] &E5ZEMLEZOLT, T
Ay —T7FHRENHYET, £/, java.util.Properties ERDIFEHIIHAEEZEFEETE R VLOT,
T4 LI MR ETHREZHEAL TV AHEIE, ERLTKZS L, I —ERT 7 M UICT AT L
TunNT 1 2R T AHEEOFERITRLET,

A7 LTONT « DFEF (1—H—FFR7 7 7 IILICERT 2158)

com, cosminexus, xml, security. debug. dump=true
com, cosminexus. xml, security. debug. dumpdir=C:¥¥Program¥ Files¥¥Hitachi¥¥Cosminexus¥¥XMLSEC¥¥logs

(4)

Component Container O L—HF—EH7 7 A LOREHFEICODWTIE, ~=a7 NV [7F)r—vay
P—N VT 7L VR ERERBG—NERE)| 22BLTLLZS0,

7713

T THARRICT 4 L7 VY ZIEESNZBICHEAIENE 7 7 A IILDOERIE, T L7« v 7 A csmxsec I
EfT SN0, 2Ly RID, BEXURAZ&bE/dDIZGDET,

csmxsec {AL¥EEZ} AL w KID yyyymmddhhmmsssss. dmp

x£2-6 T71ILRBLCAINESNZNES

# snzE iz
1 % sig

2 EUMELE ver

3 s enc

4 B’s dec

22

Bl BT SNAEAER, ALy FID A 01b3f8f6, BLUPETSN/KEA 2004F 10H 1 H
12:00:12345 D/BED T 7 A V4o

csmxsec_sig_01b3f8f6_20041001120012345.dmp



BUNETE

ZOETIX, XML Security - Core 2 FHLT7 U r—a v 2K LL
D, EfTLZDTH5EICBRELRBHREICOVTHALET. [4. 77V
r—a v ORFE] OFEEZFEITTDHRNINT BFRAL LI W,
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3.1 IS3ZANRZRET D

XML Security - Core T7 7 U r—a vy xf% L0, FTLZDTH01, jar 77 A VE T T A

NAHRETHIRENHDET . 7T ANRIIHRET 2UENSH 5 jar 7 7 1 LD ZFR &G % IRD
KRIRLET,

xK3-1 I5ANRICEBETD jar 77 1IL—&

BISNTWVLBIEAN
jar 77 1%
Windows D& UNIX D&

csmxsec.jar Application Server > X ; —/L5E7r | /opt/Cosminexus/XMLSEC/lib
Lz k17 /XMLSEC/lib

csmjaxp.jar Application Server 1 > X ;k—/Ls£7 ¢ | /opt/Cosminexus/jaxp/lib
Lz} /jaxp/lib

hntrlib2j.jar*® OS 4> X h—JL7 FZ+ 7/Program /opt/hitachi/HNTRLib2/classes
Files/Hitachi/HNTRLib2/classes

24

HX D Ty M7 — LW IPF OFEIE, hntrlib2j.jar O 012 hntrlib2jé4.jar %7 T Z/SZITBRE L TL 2 S0,

i)

Component Container £ 7 7V r—3 3 »» 5 XML Security - Core 2FIH T 28581%, Web a>v 5+
P —/NTH J2EE +—/1\T®, £ 3-1 1R L7z jar 7 7 L& Component Container IZ & - TEHEIRICFH AR

EFNET. £D7z®, Component Container LD 7 ) 7 —3 3 »» 5 XML Security - Core ¥ %535
G, VIANAORERIBES D EH A,




3.2 X2 ONA T %EHRET D

XML Security - Core 2R3 57-DI21%, JavatF 22U T4 O7NTY RLBIUFEHE Y 1 FOIZEHE
BEATEREIDICEF 2T OTUNA FERETHRENH D EI, ZOHITIE, XML Security
-Core 2T 2700t F 25T+ TuUNAFOREICOVWTHHALE T,

TN RLEZBNCT S720DHREZROEFIRLET,

x3-2 ZILTIVXLEBMCT BIHDEE

FILITURX L Javat*¥al)T
]l B IVPVTFR 7L TV XLDFER
DigestMethod SHA1 MessageDigest SHA-1
SHA256 SHA-256
SHAS512 SHA-512
SignatureMethod HMAC-SHA1 Mac HmacSHA1
DSAwithSHA1 (DSS) Signature SHA1withDSA
RSAwithSHA1 SHA1withRSA
EncryptionMethod TRIPLEDES Cipher DESede/CBC/NoPadding
AES-128 AES/CBC/NoPadding
AES-128 KeyWrap AES/ECB/NoPadding
TRIPLEDES KeyWrap DESede/CBC/NoPadding
MessageDigest SHA-1
AgreementMethod Diffie-Hellman KeyAgreement DiffieHellman

BEROBERZZBFWCT H7ODRELZRORITRLET,

x3-3 RBEROBEREZENCTDLHDEE

JavatF*alT
RIEROERE
IVIVIFR 7N ) X LFFEREDELEZ
ds:DSAKeyValue KeyFactory DSA
ds:RSAKeyValue RSA
xenc:DHKeyValue DiffieHellman
ds:X509Certificate CertificateFactory X.509
ds:X509CRL

BB, EF21UT o OTUNA FEBREICOVTIL, Java™ Cryptography Architecture API
Specification & Reference H &ML TL 723,
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3.3 HEAAEZERTET D

(1)

(2)

26

XML EBRTF—¥ #4EMBLUOKIET 57-0121F, BBIOCHEHEZERLT, RETHIDEIHDET,
Z OffiTIE, Developer's Kit for Java B9 % keytool #{ERA L T, #B X OHEAEZ AR T 2855I
DWTHALE T, keytool DFEMICOWTIE, Java2SDK D RFa A > b2ZBLTLZE 0,

RELUBCERASEERT S

keytool -genkey Z{HHd 2 &, F—A M T OHICAFBEMERONRT, BLUECEBRTEAZZERT
EEXE

keytool -genkey TR L7-AR#IZ, BOCBZMEHAECT v FYEhEd, HOBLMEHAER, BLORT
HELBRIL > CRAESNAIAHBEFHET ST T4 T4 PELLZOT, iEAE L LTCORBEEIIEL &
NEJ,

BEHFEOMDIDZEICL>T, BOERIMEHS CEATZ 25813, keytool -export THED AR
BESGUCHOERIIAZEHILET., B L-BCBRMHASLEEHEFICEALET, £72, keytool
-import 2T NI, HALBSBRIEAELHOF — X N TIHEARALIEBTEET,

HEEXEAEF LD bEEEOEVIEAEPLE LS E L, REESIEE T 284 &0 SiEHE 2l
BI2BEFPHVET .

@ ==

F—RAMTIE, BBLCHAZTOV R M) 2EET L7200 T —FRXR—RATT, ZLOFHABEEE L0,
CRLEZEHELZV T 27-DIIMERATEZEE A,

REIEARATT BIHEEET 3

BOBRMAB CTII L, BETZ2FERVRITT HiEAZIIMLELHEIL, keytool -certreq % fHH L
TIEAZFORITICNELFEAZSERER (CSR) 2EML LT, EAZFORITEZERT 5 &, FiLHIEEE

HBICEZER L E 9, 2—¥—13, keytool -import Z{EFH L CRIEFE» SIEHELEZ A v HA—H L,

HOAEASE Z i AE EEICE SR £ 9,



3.4 RIBSETEIHDEEDEFEEIR

(1)

XML Security - Core DBIEHET 5 & X ICEESDELREHEZHBELEI,

72 A0— ‘9“(‘_otéjar7 1IN DEFFHAAH

XML Security - Core &, csmxsec.jar 754 Java VM AT 1 @72 FHAREND ¥ AT LERTHEHT 2
DERHDET, —DD Java VM N THEED 7 5 A0 —412 & - T XML Security - Core ® jar 7 7 A
D FRARENTIGE, BOBOWEILHRETCIL—RAT7 7 A VERALEDET B0, NL—ZAT7 74
VISBNABENPHVET,

Component Container £ XML Security - Core = {#H 9 %5413, Component Container iZ&k > T

XML Security - Core @ jar 7 7 4 LS EENICERAAEN D LD ICHESNE T, 72720, —DDY AT A

THHED Web a2 TP —=NBLOUJ2EE ¥ —N%ERAT 25513, &Y —/3D Component Container

D1—Y—7EFK7 7 A )L (usrconf.properties) z#EIIZEE L T, XML Security - Core ® hL—Z7 7
A4 ILDF ﬁ#é@bﬁm;o CTRMENHDET,

I—HP—ERT7AIVOBEFEICOVTIE, Y=a7L [PV —2a S —N YT 7 LU EHE
(F—NERK)] 2B LTLIZE 0,

27






VA K =2 ): ki

ZDETIE, XML Security - Core Z{#H L7z, XMLE&T7T 7V r— 3>
BXOXMLEST? 7V r— 3 VORREOBMEIZOWT, I—T 1 > 7%
RLUENEHBALET, 7V — 3 VHEOBEOH LIS, ZT7 ) r—
AVDOHAIIARIZOWTHHALES, 72, BRICT U r— 3 VB
HIEOFERFEAZHFALEITOT, ERICT I r— 3 VAT 2E1IIN
TBFAL SN,
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4.1

4.1

(1)

(2)

30

XMLBR7Z TV —>a>zZRETS

XML Security - Core A LT, XMLEB&7 SV r— a3 V&K THEEZOMNCOVLTHALE
T, BFOWNE, I—T 1 U IFIERLUTCHBALET . XML BABEIL, BROEREBROBIEE D
TOWKBITEET, ZOEITIE, XMLERZZER, BROBIET A7) r— 3 Y ORRBIIOVTH
BHLET,

XML EBRI2IE, BEOMEBIZE > TRIRT 3BHEOELPHD £,

 Enveloped &%
 Enveloping &4
* Detached B4
Z Offi T, Enveloped &4, Enveloping &4, 3 & U Detached BE % ERB K OMEET 57 7 7 —

TarOMEERHHELE T, 2B, HHEOPRITRENSTI—FT 1 »7HIE, RIBHENTWES > FILTS
U7 ILICEBESNTVET, REISUCTERLTLIZS 0,

B2 FNTO7S LADOEMISER (Windows DISE7E ()
Application Serverd4 > X f—JL2E7 1 L & ;U /XMLSEC/samp les/xsec

.1 Enveloped BR%Z%mT %

ZDIETIY, Enveloped BHZENKT 5HEONHENEEI—FT ¢ Y 7HIZFHAL 95

XML ZLZE0 Document #7717 NOERK

JAXP @ DocumentBuilder 7 5 2 Z2FH L T, BLEWNREFHFAAA T, Document # 79 =7 + #4RK
L9, Document # 7Yz 7 b2EET AL &0, BEIEESEDNCZAEIIIHELTLIEE D,
I—T 4 T O ZRITTRLUE T,
DocumentBui lderFactory dbf =
DocumentBui lderFactory. newInstance();

dbf. setNamespaceAware(true);
Document doc = dbf.newDocumentBuilder().parse(input);

XML BZEX DS

XMLSignatureFactory 7 7 A= {HHA L T, EERICHLTHA TV 27 bE2ERLET, BENRBLOV
TATY XL, XML BAEEERET HESICRELTBEET. JITE, ROBELT HHE DM
ZEBALE I,

« BENR  URI="" (CE2M%)

e ¥4V AMFZNLITY XL SHAL

o ZHa7 )L 31) XLt Enveloped Signature Z#t
EHETNTY XL 23X b7 L XML-C14N
ELZ 7T XL RSAwithSHAL

=74 T OFZRITIRLE T,

XMLSignatureFactory xsf = XMLSignatureFactory.newInstance();
Reference ref = xsf.newReference(””, xsf.newDigestMethod(
DigestMethod. URI_SHA1, null),
Collections.singletonList(
xsf.newTransform(



(3)

(a)

(b)

(©)

(4)

4 75— a>ORE

Transform. URI_ENVELOPED SIGNATURE, null)));
SignedInfo si =
xsf.newSignedInfo(xsf.newCanonicalizationMethod(
CanogicalizationMethod.URIfOMITfCOMMENTS,
null),
xsf.newSignatureMethod(
SignatureMethod. URI RSA SHA1, null),
Collections.singletonList(ref));
XMLSignature sig = xsf.newXMLSignature(si, null, null);

XML BRT—9 DER

Enveloped BET— ¥ #EHKT 5L X, IVTFAMNBLIUBRERNBELZIEET 2MLESHDET,
22T, WOES50MIBICOVWT, I—F 1 vl e~ LU THBELE T,

« AVFFAMNDHRE
« XML L %243 2 UEBDRE
« XML ELZT— ¥ DERK

dVTFFANDERE

Enveloped BT — % OEBICHEL IV TFAMEHRELE T, BRAICHEAT 282 {H > THY VLN
BERL, IVTFANMIBY)IINAMNZRELET, IVTFAMNOMNEE— NIZ, [BLER] 2EEL
TSV, =T 1 Y TOFIZRIRLET,
XMLSecurityContext context = new XMLSecurityContext(
XMLSecurityContext.Mode. SIGN, doc);

context. setKeyResolver(
new AdhocKeyResolver(Utilities.getPrivateKey()));

XML BRZEWT SUEDRE

BLWERD Document # 73 27 D, EOMEIC XML ELE2ERKT 0P 2RELE T, XEBEH
DRBIZBLZZERTHEEOI—T 1 7TOHZRISRLET,

DOMPosition gos = new DOMPosition(doc. getDocumentE lement(),
null);

XML EELZT—9 DER

XMLSignature 7 7 Z® sign XY v R&{HA LT, Signature BROEZEE AR L 9. Reference &
ROYA Y X MEERIFRIC, Signature BROEZBZEOEMREINE T, I—T 1 V7 ORIZRITRL &
a_o

sig.sign(context, pos);

XML BELZXENDHH

XMLSerializer 7 5 2 %{#H L ¢, Signature E%%#> Document # 7Y = 7 b % XML ERXTH AL
9, I—F 4 »ZOHEZRIRLET,

XMLOutputFormat format = new XMLOutputFormat();
format. setOmi tRedundantNamespaceDecls(true);
format. setEncoding("Shift _JIS”);
OutputStream os = new BufferedQutputStream(

new FileOutputStream(output));
XMLSerializer xsr = new XMLSerializer(os, format);
xsr.serialize(doc);
os.close();
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4.1.2 Enveloping E2Z4M 7 %

ZDIETIE, Enveloping BA &M T 2HEOMBERNEEI—T 1« Y 7HlZFHBALE T,
(1) XML ELRZXZ0 Document 77 7 NO&ER

JAXP @ DocumentBuilder 7 5 A &ZHEAL T, BANERD XML XEZHFHARAAT, BREZMEGLIZVWE

F(BENR) 2HUBELET. 20L&, BRIZEEPEMITL DL DITEREL TS, RIZ, Signature

ERAVEERLITI2ELLERERT A2%ME LT, #7212220 Document 7Y =7 b &AL %

9, 72, Enveloping BRICBERNREED B2, £ L7z Document 7Y =7 MIBZWR%E
HoEPLOAVR—PLTBEET, I—T 4 Y ITOFIZRITRLE T,

DocumentBui lderFactory dbf =

DocumentBui lderFactory. newInstance();
dbf. setNamespaceAware(true);
DocumentBui lder db = dbf.newDocumentBui lder();
Document doc® = db.parse(input);
Element elemd = docO. getDocumentE lement();
Document doc = db. newDocument();
Element elem = (Element) doc. importNode(elem@d, true);

(2) XML ERBEXDIESE

XMLSignatureFactory 7 5 ZAZ{FHA LT, SBRIIMNGT A4 TV 27 F 24K LE T, Enveloping &

2T, Bgxg % DOMNodeContainer # 737 v T35 v LT, XMLObject # 7Y =7 MIERE
L9,

BLWMRBLUEE T ILITY AL1E, XMLEREX#BEITHEIICHELTEEET, JITR, RO

REZTHHEO0ZHBALET. 2h, BENREZEET 570D 1d1d [fool] ELET,
o BAWER 1 URI="#foo"
e ALY ARTILTY XL SHAL
BTV T) AL 172l
o EHRIL7LTYRL T aA 2 ML XML-C14N
¢ BZ7 )L XL RSAwithSHAL

a—=F 4 T OFZRITIRLE S,

XMLSignatureFactory xsf = XMLSignatureFactory. newInstance();

XMLObject obj = xsf.newXMLObject(Collections.singletonList(
new DOMNodeContainer(elem)));

obj.setId("foo0”);

Reference ref = xsf.newReference("#foo”, xsf.newDigestMethod(
DigestMethod. URI SHA1, null), null);

SignedInfo si =
xsf.newSignedInfo(xsf.newCanonicalizationMethod(
CanonicalizationMethod. URI_OMIT COMMENTS, null),
xsf.newSignatureMethod(

SignatureMethod. URI_RSA SHA1, null),
Collections.singletonList(ref));

XMLSignature sig = xsf.newXMLSignature(si, null,

Collections.singletonList(obj));

(3) XMLEBRT—9IDER

Enveloping &7 — 4 #4£KT 2101, IV TFANBICBREBMNERIEET H2RENHDET,
T, WO=ZDORBIZONVT, =T« »IHlZRLUTHHALET,

¢ IVFFALORE
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* ML E&Z2EWT 2 MEDRE
* XML EH# T —% DA

(@ JVTHFAMDEE

Enveloping BT — % ODERICAEZ IV TFANERELET. BRICHFERATI2BE2HFE-THRY VL
NEERL, IVTFAMIBYUIYNMNERZRELET, 22T F A MOMEE—NIL, [BRER] #EE
LTLEE W, I—=T 14 Y TORIZERIZRLE T,
XMLSecurityContext context
= new XMLSecurityContext(
XMLSecurityContext.Mode. SIGN, doc);

context. setKeyResolver (
new AdhocKeyResolver(Utilities.getPrivateKey()));

(b) XMLERZEMT BMUEDFRE

BL2WERO Document 7Y 27 D, EOMEIC XML EBZL2ERT S0P EBELE T, ROFIT
1, Signature BRVFHLWKEBERELZVET, I—T 1 VY 7OBIZRITRLET,

DOMPosition pos = new DOMPosition(doc, null);
() XMLEBEZT—IDER

XMLSignature 7 7 Z® sign A v R&{HA LT, Signature BROBEZEE4ERK L £ T, Reference &
20514 T A MELRFEZ, Signature EROBRHEBLERINET, I—TFT 1 V7 OFIZRITRLE
D

sig.sign(context, pos);

(4) XMLEBERNEDLES

XMLSerializer 7 2 X %{#F L ¢, Signature X %D Document 7Y =27 b % XML X THAIL
F9, NIELZLZAIZEEZEKE L, Shift JIS THANTAHEE0I—T 1 7T OFEZRIRLET .

XMLOutputFormat format = new XMLOutputFormat();

format. setOmi tRedundantNamespaceDecls(true);

format. setEncoding("Shift _JIS”);

OutputStream os = new BufferedOutputStream(

new FileOutputStream(output));
XMLSerializer xsr = new XMLSerializer(os, format);

xsr.serialize(doc);
os.close();

4.1.3 Detached BER%&£mT 5

CDIETIE, Detached BLZ4EMT AHEDOMNIBAREI—T 1 7RI 2FHBALE T,

(1) XMLEBLXZ0 Document #7777 NOER

JAXP @ DocumentBuilder #{#F L TZE® Document # 7Yz 7 s 2 &M LET, I TERT S
Document * 7 = 7 hid, Signature BR %2 NEBERETHBLNELERTH-DILEE LD ET,
Document # 72 =7 N #BBT 5 & X2, KEIEBPENCEBDEIIICRELTLLEE W, I—FT 71~
TOREIRITRLET .
DocumentBui lderFactory dbf =
DocumentBui lderFactory. newInstance();

dbf. setNamespaceAware(true);
Document doc = dbf.newDocumentBui lder().newDocument();
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(2) XML ERBEXDIESE

XMLSignatureFactory 7 7 A= HHA L T, EERICHLTHA TV 27 bE2ERLET, BENRBLOD

ERETNT) ALE, XMLEAE L ABERT L EZUIRELTBEET. TR, ROBFELT H5HH
DHIZFHEAL L7

o BEMNR input THELZTZ7 7 AL
¢« ALY ARTILTY XL SHAL

BT L TY XL 0 3 A b L XML-C14N
o ERETILTY XL 1 3 A2 b7 L XML-C14N
« BETILTY XL RSAwithSHAL

I—=74 YT ORZRITNLET,

XMLSignatureFactory xsf = XMLSignatureFactory.newInstance();
Reference ref = xsf.newReference(

new File(input). toURI(). toString(),
xsf.newDigestMethod (DigestMethod. URI SHA1, null),
Collections.singletonList(xsf.newTransform(

Transform. URI C14N OMIT COMMENTS, null)));
SignedInfo si =

xsf.newSignedInfo(xsf.newCanonicalizationMethod(

CanonicalizationMethod. URI OMIT COMMENTS, null),
xsf.newSignatureMethod(

SignatureMethod. URT RSA SHA1, null),

Collections.singletonList(ref));
XMLSignature sig = xsf.newXMLSignature(si, null, null);

(3) XMLBRTF—INDER
Detached BZ T — ¥ Z2EMT 5121, IV TFAMNBIVERERNEZIEET A2NESHDET, 22
TlE, WOESQMIBIcHO>WT, I—F 1 > 7 FlaRLUTHELET,
o IVFFAMDRE
o XML BL%ERT BMUEBED
o XML BEZT —% DR

E

2t

(@ JAYTHFAMNDEE

Detached BE T — Y DEBICKLEL IV TFAMERELE T, BRIHERATHBEZHE S TRY VN
EERL, IVTFAMBIIIMNZRELET. I TFRANOMEE— NI, [BRERK] 2EEL
TLES VW, =T 4 Y ITORIZRITRLET,

XMLSecurityContext context = new XMLSecurityContext(

XMLSecurityContext.Mode. SIGN, doc);
context. setKeyResolver (

new AdhocKeyResolver(Utilities.getPrivateKey()));
(b) XMLEBRZERT DMUEDKTE
EBLZNMRO Document 7 7Y 27 bHD, EOMNBIC XML BRZ 4B T 200 2R ELE T, IROFIT
1, Signature BRVFHLWKEBERELZVE T, I—T 1 V7 OBIZRITRLET,

DOMPosition pos = new DOMPosition(doc, null);
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(© XMLEBEZT—YDER

(4)

XMLSignature 7 5 A® sign X v RE{HH L T, Signature BEROELZEZERK L £ 9. Reference &
FOYA Yz X MEEFIKIC, Signature BEROBEMEOERINET, I—T 1 »7OHIZRITRLE
—a—o

sig.sign(context, pos);

XML BRNEDLES]

XMLSerializer 7 7 2% f#H L ¢, Signature &% %> Document 7Y =7 +% XML B CcHI L
9. FTURAHAAIZE-ZEM L, Shift JIS THATAHEDI—T 1 7O RITTRLE T,

XMLOutputFormat format = new XMLOutputFormat();
format. setOmitRedundantNamespaceDec ls(true);
format. setEncoding("Shift JIS”);
OutputStream os = new BufferedOutputStream(

new FileOutputStream(output));
XMLSerializer xsr = new XMLSerializer(os, format);
xsr.serialize(doc);
os.close();

4.1.4 Enveloped &4, Enveloping 84, F/=(3 Detached &%

(1)

1AL T B

ZOIETIX, XML &4 (Enveloped &4, Enveloping B4, %7:1% Detached BR) ##il3 2B 450
WENEETI—F 1 > 7Hl2HBALE T,

XML LYE0 Document # 7' 7 NOEE

JAXP ® DocumentBuilder 7 5 A 2 L T, HIEOXR & 74 5 XML XE#FHAAHA, Document 47
VU hEEELET, COEE, XML EBRABELOMBED-DIZ, 55 L Document =73 =7 k
75 Signature BREZEE L TBLMENH D ET, £/, Document 7Yz 7 M EEET 5 & FiC,
BRIZEEDSEDIC RSB LD ITHRE L TL 2 , Enveloped BLZ DB EIIXEEZDAKES, Enveloping
B2 F 7213 Detached BR OB EIIXEERN Signature BERE L ->TWAEZDI—T 1 VT OfI%E IR
IRLET,

Enveloped ERNIZE

DocumentBui lderFactory dbf =

DocumentBui lderFactory. newInstance();
dbf. setNamespaceAware(true);
Document doc = dbf.newDocumentBui lder().parse(input);
Node last = doc.getDocumentElement().getLastChild();
if ((last == null) || !'(DOMUtils.matchesName(

last, XMLSignature.XMLNS, "Signature”))) {

throw new Exception("missing ds:Signature”);

Element sigelem = (Element) last;

Enveloping &% /z(% Detached E20N15E

DocumentBui lderFactory dbf =
DocumentBui lderFactory. newInstance();
dbf. setNamespaceAware(true);
Document doc = dbf.newDocumentBuilder().parse(input);
Element sigelem = doc. getDocumentE lement();
if (1(DOMUtils.matchesName(sigelem, XMLSignature.XMLNS,
"Signature”))) {
throw new Exception("missing ds:Signature”);

}
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(2)

(3)

(a)

(b)

36

XML EREXDEF

XMLSignatureFactory 7 7 A %f#F L C, XMLSignature # 73 = 7 b2 4ERLET, IV TF A B &
' Document # 7Y = 7 bH® Signature E# % EE L £ 9. XMLSignature # 7Y = 7 MRS h
% L[HEKEIC, Signature BRO MIBERICWHET 247V 27 M EHBWICERSNET. 2B, IVT7F
A hOMIEE—NIE, [BEWEE] 2FBEL TSV, I—T 4 Y 7OHIZRITTRLE T,

XMLSignatureFactory xsf = XMLSignatureFactory.newInstance();

XMLSecurityContext context = new XMLSecurityContext(
XMLSecurityContext.Mode. VERIFY, doc);

XMLSignature sig = xsf.newXMLSignature(context, sigelem);

XML 27— 9 DIREE

XMLE®T Y ZBET L&, IV TFAMNZEET ABENHVET, I TE, ROLEIZON
T, =T« Y 7HlRUTHBEALE T,

e IVFFAMDEHRTE
o XML E4 T — ¥ OIERE
J>TFANDEE

XMLEET =Y OMGEICHBELZI Y TF AN ERELE T, BIEICHERT 282> TRY VLN ZER
LT, IYTHFAMIBIIIMNZRELET, I—T 1 Y TOFIZRITRLET,

context. setKeyResolver (
new AdhocKeyResolver(Utilities.getPublicKey()));

XML BEL T —9 DIREE

XMLSignature 7 7 A® verify XV v B, Signature BROBZE L EIELE T, ZDE X, Signature
BEROELMELFEFIC, Reference BERDY AV A MELMRESNE T,

nB, BEEHRPLBLGHRT - PWUEASNTOIGE, BIEERITKK (verify XV v FOFERM
false) &7 0 £ 9, MIEERMPEBOB A, BEWRT — ¥ DS ADEREIC DOV T, ReferenceValidity
T ARMERALUTHRANS ZENTEE T, ReferenceValidity 7 7 A TRNLER, BENRT — 7 0l
ASNTVRWIZL RS, BIEICRKT 2581, BEBRIASASNTVEIBZNFHD ET,
I—=F4 T ORZRITNLE T,

boolean result = sig.verify(context);
if (result == true) {
System.out.println("signature is valid.”);
} else {
Iterator itr =
sig.getSignedInfo(). getReferences(). iterator();
while (itr.hasNext()) {
Reference ref = (Reference) itr.next();
ReferenceValidity validity =
ref.getReferenceValidity();
System.out.println("reference: URI=" + ref.getURI()
+ 7, validity=" + validity.getStatus());

}

System. out.println("signature is invalid.”);
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4.2 XMLEBS7 7 U45—>a>zRETS

4.2.

(1)

(2)

(3)

Z OEiTIX, XML Security - Core 2H LT XML BE7 ) r—> a VAT 5 L EZ0OmNZFHIAL
9. XMLEET SV —> 3 Y OBEER, T—YORBLET—YOESIEDZDICKAITEET,
XML Security - Core THES{LE/IIESLTE 2T — Y DEEEZRITRLE T,

* XML F =¥ QOERE/ZEar T

s NATFTVT =¥

« BT—Y

COEITIE, BSLKESESUREOHMAEDTNE, T OB SICHALE T, £z, XML

Security - Core Z{ffd 2 &, BERICK > THEBRZERTEET, JOHITIE, HBERZIERT 2H
BEDRFEOHRNIIOVTHHALE T,

7B, ZOETHETSI—FT 1 7L, WRIEMHSNTWAT Y L a7 S LIEHESNTWET,
MEIZIEC TSI LTL S 0,

Yo FPNTO7S ADOEMSE (Windows DIBE7ET)
Application ServerdD+4 > X f—JL3E7 17 L 2 ;) /XMLSEC/samples/xsec

1T XML F—9DERFLEFI>TVZEEBSETS

COETIE, XML F =Y QERF /23T oY EBST 27 ) r—2 a Y ORREORNE, I—T «
YIBlERUCHBALE T,

XML F—49 M Document #7177 NDER

JAXP @ DocumentBuilder 2 U TS/t L7\ XML XE#FH AR A, Document 7Y = 7 b ZH
BLET, Document A 72z 7 F #B8 T 5 & &2, BRIZBEPENICHDEIICHEL TS,
=T 4 Y TORFERITTRLE T,
DocumentBui lderFactory dbf =
DocumentBui lderFactory. newInstance();

dbf. setNamespaceAware(true);
Document doc = dbf.newDocumentBuilder().parse(input);

BES7IL 3 XLDIEE

XMLEncryptionFactory 7 5 A % {#H L T XMLEncryption + 7 = 7 M &4 L, BE{LICHELEES
TIVITYZXLZEBELET, 2T, BET7ILTY XL TripleDES 218E T 2FE50I—T 1 27D
FlaRmLET,
XMLEncryptionFactory xef =
XMLEncryptionFactory. newInstance();
EncryptionMethod em = xef.newEncryptionMethod(

EncryptionMethod. URI_TRIPLEDES, null);
XMLEncryption xenc = xef.newXMLEncryption(em, null);

ST —9 DER

T—FERERTAHEEE, AVTFRAMNBIOEBEHREZEEL TP, BET—YE2ERLET,
T, MOEDOMIBICHONVWT, I—F 4 VY IHlIZRUTCHBALET,

ﬁ:l
E|"7
ZZ

e AVFTFAMNDEE
o BB {LNROIEE
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(a)

(b)

(©

(4)

38

s BET—¥DER
J>TFANDERE

T—YDEBLICKREZI Y TFAMNERELET . BELIHERT 2T —YES(LBTHR) VILNEZE
R, IYTFAMIBIIINEZHRELET. ITFAMONEE—NIX, [BS] 2EEL T2
SV, =T 1 Y TOFIERIRLET,
XMLSecurityContext context = new XMLSecurityContext(
XMLSecurityContext.Mode. ENCRYPT, doc);

context. setKeyResolver(
new AdhocKeyResolver(Utilities.getSecretkey()));

ES{ERROIEE

B {tONRET Z2MEFTEIEEL 3. CreditCard BZR%#1EE L TSI 2BEDI—T 1 > 7D
EIRIRLET,
Element elem = Utilities.getElement(
doc, "http://example.org/payment”, "CreditCard”);

if (elem == null) {
throw new Exception(”"missing p:CreditCard”);

DOMFragment toBeEncrypted = new DOMFragment(elem);

28, CreditCard ZERD I T Y 21EE L THESL L WiHEIX, DOMFragment toBeEncrypted =
DD ZRDESICT—F 4 7 LET,
DOMFragment toBeEncrypted =

new DOMFragment (elem. getFirstChild(),
elem. getLastChild());

ESF— 5 D4R

[(b) EESLNMROIEE] THELLEFROBSEZHELEZT. a—FT 1 Y 7OFZ2RITRLET,

DataContainer encrypted =
xenc. encryptXML(context, toBeEncrypted);

ESEXDER

XMLEncryptionFactory 7 2 %{#F L ¢, EncryptedData BRI TOBIHRT 54727 b %
ERLET. ZDFA, CipherValue BRZFERHLT [3)(c) BET—¥ D% TEELLBSEL
FELE T, RIZ, EncryptedData 75 AdD replace 2V v RZFEALT, [(3)(b) SR ROIEE]
THE L/-#4% % EncryptedData BERICEEBEI £9,

ST 27— PERLONPI YT Y isDODIE, EncryptedData BER®D Type BETEEL THEE
¥, £7z, BHE% CipherValue Tid 7z < BIOFZATICHEM T 535513, CipherReference Rz EA L
T, BEEZSBILIBEIHDET,

Z ZTlF, CipherValue BZ%HER LT, BERZBE(LT2HE50I—T 1 2 7OflzRLET,

CipherData cd = xef.newCipherData(xef. newCipherValue(
encrypted. getAsByteArray()));

EncryptedData ed = xef.newEncryptedData(em, null, cd, null);

ed. setType(EncryptedData. URI_TYPE ELEMENT);

ed. replace(context, toBeEncrypted);
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5 EBST—I0WHNH

XMLSerializer 7 7 A %#H L T, BES{L L7205 % EncryptedData ERICE £#2 72 Document %
727 b XMLEXTH LET. TRAZRIZER~ & L, Shift_JIS THAT 25803 —T 1 7
OB ZERITRLE T

XMLOutputFormat format = new XMLOutputFormat();
format. setOmitRedundantNamespaceDec ls(true);
format. setEncoding("Shift JIS”);
OutputStream os = new BufferedOutputStream(

new FileOutputStream(output));
XMLSerializer xsr = new XMLSerializer(os, format);
xsr.serialize(doc);
os.close();

422 XMLT—9DEBRFLEFIA>TVYZESETS

COETIE, XML T—YDEZEF LIV T UV EBES LT AT SV — a VORBEORNE, 3—T «
VR RLUTHBLET,

(1) XML F—9® Document #7'¥ 7 NOEUE

JAXP @ DocumentBuilder 2 L TSt s /-5 —% 2 & XML XE % AR, Document 4 7
VD hERBLET, Document A 7YV N EREUET A& I, KETEMPEN RS EDICHREL
TLPBE WV, =T 4 Y I7ORZRIRLE T,

DocumentBui lderFactory dbf =

DocumentBui lderFactory. newInstance();
dbf. setNamespaceAware(true);

Document doc = dbf.newDocumentBuilder().parse(input);
(2) BST—IDHE

Document # 72 = 7 b7 5 EncryptedData &z B{§ L, EncryptedData # 7Y x 7 24K L E
To I—T 1 Y ITOFERITRLET

Element encelem =

Utilities.getElement(doc, XMLEncryption. XMLNS,
"EncryptedData”);
if (encelem == null) {

throw new Exception("missing xenc:EncryptedData”);

(3) ESBXDEE

XMLEncryptionFactory 75 A %f#F L T, EncryptedData BRI TNOBLICRIST 24TV b %
BERLET, &b, A7V b2ERT RN, ESLICBELI Y TFAIZRELTBIBENHD
£9. IVTFAMOMEE— R, [EEL] 2EHELTLLZE 0,

FTI L VRERLES, HEMICKRELEETILTY RLREELET, COLE, HEICHERT 2
BARGL, IVTFAMIRELET,

a—=F 4 T OFZRITRLES

XMLEncryptionFactory xef =
XMLEncryptionFactory. newInstance();
XMLSecurityContext context = new XMLSecurityContext(
XMLSecurityContext. Mode. DECRYPT, doc);

EncryptedData ed = xef.newEncryptedData(context, encelem);
XMLEncryption xenc =

xef.newXMLEncryption(
ed. getEncryptionMethod(), ed. getKeyInfo());
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context. setKeyResolver(
new AdhocKeyResolver (Utilities.getSecretKey()));

(4) XML F—9DESIE

XMLEncryption 7 7 A® decryptXML XV v REFER LT, BET—¥%2E5LLET. KIC,

EncryptedData 7 5 A® replace AV v F%f#H L T EncryptedData BR %2 ES{L LT — Y ICE
ZET. A—T 4 Y ITOFERITRLE T,

DOMFragment decrypted = xenc.decryptXML(context, ed);
ed. replace(context, decrypted);

(5) ESEEBEROEN

XMLSerializer 7 7 2% {#F L ¢, EncryptedData BZZEE L7727 — ¥ ICEE#Z /- Document 4 7

Y7 b XMLEXRTHALET, NELZLHIZER%2E8 L, Shift_JIS THAT 25503 —T 1 27D
BIZRITTRLUET

XMLOutputFormat format = new XMLOutputFormat();
format. setOmitRedundantNamespaceDecls(true);
format. setEncoding("Shift _JIS”);
OutputStream os = new BufferedOutputStream(

new FileOutputStream(output));

XMLSerializer xsr = new XMLSerializer(os, format);
xsr.serialize(doc);
os.close();

423 NA1FITFT—92ESELTS

il

COETIE, N FUTF—¥E2BEE(T 27T r—2 3 YOREOHENMNE, 2—F ¢ > 7FlZRL CHH
LET,

(1 N1FUF—9D Document #7277 NOER

JAXP ® DocumentBuilder 2 L TZ® Document # 79 =z 7 24K LET. T TERT

Document * 7Y = 7 M, EncryptedData B#R 2 NEBEHRE T HEENEZFRT 27-DICBEE LD
%9, Document # 7Yz 7 bEAERKT 5 & EITIE, BRIEHEASEDNCESEDICHELTLLEE L,
I—T 4 YT ORIERITRLE T,

DocumentBui lderFactory dbf =

DocumentBui lderFactory. newInstance();
dbf. setNamespaceAware(true);

Document doc = dbf.newDocumentBui lder (). newDocument();

(2) BS7ILIJVIXLDIEE

XMLEncryptionFactory 7 Z A % {#H L T XMLEncryption *# 73 = 7 M &4 L, BEE(LICHELES
TUTYRLERELE T, T, BE7ILTY XL TripleDES 218E T 25850 I—T 1 V7D
BlERLET,

XMLEncryptionFactory xef =

XMLEncryptionFactory. newInstance();
EncryptionMethod em = xef.newEncryptionMethod(

EncryptionMethod. URI_TRIPLEDES, null);
XMLEncryption xenc = xef.newXMLEncryption(em, null);

(3) BST—9N%ER

BET—Y%24EMT5EEE, IVTFAMNBIUOBEEHARONAFY TFT—FE2IBELTHS, BET—
FEERLET, Z2TIE, ROEDDMBIZOWT, I—F 4 VA RUTHBELE T,
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¢ IVFFALDORH
. BE{btROEE
s 5T —¥DAER

(@ dATFAMDEE

T—Y DB LICRE LRI TFAMNRRELE T, BELIERT AT YESLETHEHY) VLN ZAE
BL, IYTFAMIBI)IILNZEREELETT., ITFFAMOMEE—RNIZ, BBl 2EELTLE
SV, I=FT 71 Y TOHZRISRLET,

XMLSecurityContext context = new XMLSecurityContext(
XMLSecurityContext. Mode. ENCRYPT, doc);
context. setKeyResolver(

new AdhocKeyResolver(Utilities.getSecretkey()));

(b) EES{ERRDIEE

BESLONRETHZNAF VT —FZEBELET. I—T 1 Y TORIZRITRLE T,

DataContainer toBeEncrypted = new DataContainer(
new BufferedInputStream(new FileInputStream(input)));

(0 BST—IDER

[(b) HESENROIEE] THELLZT—YORSEZHELELT. 2—T 1 Y 7OFIZRITTRLET,

DataContainer encrypted =
xenc. encrypt(context, toBeEncrypted);

(4) ESBXOEE

XMLEncryptionFactory 7 7 2 %{#F L ¢, EncryptedData BRI TOESIIHIRT 247927 b %
AR LET, ZDBAE, CipherValue BR#HER LT [(3)(c) BET—YDER] TRHELESEZ
FELE T, I, EncryptedData 7 5 A M generate AV v RZ{#/H L T, EncryptedData B % 45

L¥ 9, £ L7 EncryptedData 5%, Document #7977 MIFBALET. I—T 1 > 7 Ofl%
~LET,

CipherData cd = xef.newCipherData(xef.newCipherValue(
encrypted. getAsByteArray()));

EncryptedData ed = xef.newEncryptedData(em, null, cd, null);

Element encelem = ed.generate(context);

doc. appendChi ld(encelem);

5 BST—904h

XMLSerializer 7 5 2 Z{FR LT, BES{LLWWA 5 1) F—% % EncryptedData BEE & L THEA Lf:

Document # 7Yz 7 b XMLERXTHALET, NELBRIZER % &0 L, Shift_JIS THIT %15
DaA—T 4 T OFIZRITRLET,

XMLOutputFormat format = new XMLOutputFormat();
format. setOmitRedundantNamespaceDec ls(true);
format. setEncoding("Shift _JIS”);
QutputStream os =

new BufferedOutputStream(

new FileOutputStream(output));

XMLSerializer xsr = new XMLSerializer(os, format);
xsr.serialize(doc);
os.close();
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424 NA1FIT—92ESELTS

COETIE, "M FITF—¥2EETE2T7 ) r— 3 VOREOHENMNE, 2—F 1 Y 7FlZRLT
LEY,

il

B!

(1) N1 F1)F—90 Document # 7’7 NOEE

JAXP @ DocumentBuilder 2 U TRES{LSNZNA F U TF—¥ 2 &L XML XE2HAAA,
Document # 739z 7 2B L %9, Document # 7Y =7 h2EBT % & &2, BEIZEPSEMIC
BEIIHTELTCLEE Y, I—FT 14 > Z70H#RISRLUET,
DocumentBui lderFactory dbf =
DocumentBui lderFactory. newInstance();

dbf. setNamespaceAware(true);
Document doc = dbf.newDocumentBuilder().parse(input);

(2) BST—90HNE

Document 7 = 7 b » 5 EncryptedData ## #HUf§ L, EncryptedData 473z 7 b 24ER L%
9. Document #3##* EncryptedData ZEROFED I —T « » T DI ZIRITTRLE T,

Element encelem = doc.getDocumentElement();

if (1(DOMUtils.matchesName(encelem, XMLEncryption. XMLNS,

"EncryptedData”))) {
throw new Exception("missing xenc:EncryptedData”);

(3) HESEXDER

XMLEncryptionFactory 75 A %f#H L T, EncryptedData BZR=L FOBIIHIST 24727 b %
ERLET, B, 7727 FEERT SR, EBLICAELZI Y TFANERELTBIBENHD
¥F9, IVTFAMOUEE—NIZ, [EBL] 2EEL TS0,

FTV 7 N EER LS, BELICKRELRZEETLITY RLAZEELET., C0& X, HE(LICERHT S
BEREL, IVTFAMBRELET,

I—T 4 YT ORIERITRLE T,

XMLEncryptionFactory xef =

XMLEncryptionFactory. newInstance();
XMLSecurityContext context = new XMLSecurityContext(

XMLSecurityContext. Mode. DECRYPT, doc);
EncryptedData ed = xef.newEncryptedData(context, encelem);
XMLEncryption xenc =

xef. newXMLEncryption(ed. getEncryptionMethod(),

ed. getKeyInfo());

context. setkeyResolver(

new AdhocKeyResolver(Utilities.getSecretkey()));

4) N1FIF—9IDESI

XMLEncryption 7 7 A® decrypt AV v R&EFHEHL T, BELLINAF )T~ 2EBLLET, I—
TA Y TORERISRLET,

DataContainer decrypted = xenc.decrypt(context, ed);

(5) ESEEROEN

[(4) NAFVTF—yDESIL] TEMR L7z DataContainer # 72 = 7 v o EBSLEREZ L 757 v bR
FU—LELTHEL, 77MVICHALET, 2—FT 1 Y7 OFZRITRLET,
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OutputStream os = new FileOutputStream(output);
Utilities.copy(decrypted. getAsOctetStream(), os);

os.close();

4.25 #TF—I=ESILTS
COETIE, BT Y E2EESTLEIT V-3 voEORNE, I—FT 4 Y 7HERUTHBELE
—g_o

(1) #7—90 Document A7’ 7 NOER

JAXP @ DocumentBuilder 2 L% Document # 7Y =7 b2 £ LET, T I TERT S

Document 7 = 7 +Z, EncryptedKey BEH = NEEHRE T HIHEELEZERT H7-OITNBEELRD

F9, Document # 79 =7 M 24T 5 & XI121X, BRIEBPBEDICZELDICHELTLIZE N,
I—T 4 Y TORIZRITRLUE T,

DocumentBui lderFactory dbf =

DocumentBui lderFactory. newInstance();
dbf. setNamespaceAware(true);

Document doc = dbf.newDocumentBui lder().newDocument();

(2) BS7ILIVXLDIEE

XMLEncryptionFactory 7 7 2 %{#F L C XMLEncryption 1 >4 7 = — X &4 L, BES(LICHEZEE
S7ILNTYRLZEELET, TITE, BE7LITY XLIC TripleDES 5 v ¥ 7 218E T 5B40
=T 4 I OFERLET,

XMLEncryptionFactory xef =

XMLEncryptionFactory. newInstance();
EncryptionMethod em = xef.newEncryptionMethod(

EncryptlonMethod URI_KEYWRAP_TRIPLEDES, null);
XMLEncryption xenc = xef.newXMLEncryption(em, null);

(3) BST—9NDER
BET—Y2ERT2EEE, AVTFAMBIUBSNROBT -V 2EBEL YL, BET—¥ %&£
BLET. JITIE, ROZDOMIIZONT, I—F 1 > 7Hl2RLTHBELET,
IVTFRANDRE
« BEELHROIEE
55— DER

(@ JVTHFAMDERE

BT —Y DESLICBEZI Y TFAMZRELE T BELICHERT 2BESLETHE) VLN EER

L, QYFFAMIBIIINEZEELET, IVTFFAMNOMEE— NI, [EE(t] 2EEELTLES
Vo I—T 94 VT OHZRIRLUET

XMLSecurityContext context = new XMLSecurityContext(

XMLSecurityContext. Mode. ENCRYPT, doc);
context. setKeyResolver(

new AdhocKeyResolver(Utilities.getSecretkey()));
(b) BS{ENROIEE

B LONRET H#ET -5 ZEM LT, EELE T, TripleDES #ZESLONRET 2 HEDT—
TA Y TORERITRLE T,
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SecretKey wk = Utilities.generateSecretKey(”DESede”, 168);
System. out.printn("wrapped key="

+ Utilities. toHexString(wk.getEncoded()));
DataContainer toBeEncrypted =

new DataContainer (wk.getEncoded());

(0 BST—INER

[(b) EESLNMROIEE] THELLRT —YOBESELZFAELET. I—T 4 X 7OfZKRITRLET,

DataContainer encrypted =
xenc. encrypt(context, toBeEncrypted);

(4) HESBEXDERE

XMLEncryptionFactory 7 5 A %f#F L T, EncryptedKey BRI ROEZICHET 54727 Mi4E
RULEYT. ZOFE, CipherValue BERZHERALT [(3)(C) WBET—YDEM] THELLESEZER
ELEJ, RIZ, EncryptedData 7 5 A® generate AV v RZ&{ERH LT, EncryptedKey BERZ4RK L

F9 . £ L7 EncryptedKey B3I, Document # 7Y =27 MIEALET, I—T 1 7 DHIERL
9,

CipherData cd = xef.newCipherData(xef.newCipherValue(
encrypted. getAsByteArray()));
EncryptedKey ek =

xef.newEncryptedKey(em, null, cd, null, null, null);
Element encelem = ek.generate(context);
doc. appendChi ld(encelem);

(5) EBS{ELEROEAH

XMLSerializer 7 5 Z %R LT, BS{L L WET—4 % EncryptedKey ER & LTHALL
Document # 7Yz 7 b2 XMLERTCHEALET, TELRLGBIZEE 28 L, Shift JIS THAT 3EE
DA—=T 4 > T DRI RITRLE T,

XMLOutputFormat format = new XMLOutputFormat();
format. setOmi tRedundantNamespaceDecls(true);
format. setEncoding("Shift _JIS”);
OutputStream os = new BufferedOutputStream(

new FileOutputStream(output));
XMLSerializer xsr = new XMLSerializer(os, format);
xsr.serialize(doc);
os.close();

426 ®FT—I=ESILTS

COIETIE, BT—Y52EBTHT TV r—>a VORKEOTINE, I—T 1 Y 7FlERUCHBALE
EE

(1) #57—90 Document # 7’7 NOEYE

JAXP @ DocumentBuilder 2 L TES{tan/-# 57— 4% 2 & XML XE %27 A#AH, Document 7%
TV bEEBLET, Document # 7Yz 7 b 2EET 5 & F12, BEIZERHPSEDNII LS EDITERE
LT &V, =T Y TORZRIRLE T,
DocumentBui lderFactory dbf =
DocumentBui lderFactory. newInstance();

dbf. setNamespaceAware(true);
Document doc = dbf.newDocumentBuilder().parse(input);
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(2) BS7T—90OHS

Document * 7 = 7 75 EncryptedKey B# #HUF L, EncryptedKey # 73z 27 b E2AERLET,
Document 4 EncryptedKey BROFEDI—T 1 ' TOHIZIRITRLET,

Element encelem = doc. getDocumentE lement();

if (1(DOMUtils.matchesName(encelem, XMLEncryption. XMLNS,

"EncryptedKey”))) {
throw new Exception(”missing xenc:EncryptedKey”);

(3) ESBXDEE

XMLEncryptionFactory 7 5 A% {#F L T, EncryptedKey BRI TOEICHIET 54727 ME4E
BRLET, 58, A7V M EERT HEN, BESICKELZI Y TFA M EREL TBIRBENHD &
I AT FAMOAEE—NIL, [BEEL] ZIEELTI LS,

FTI L VRERLES, HEMICKRELEETILTY RLREELET, COL X, HEICFERAT 2
BARGL, IVTFAMIRELET,

a—=F 4 T OFZRITTRLET .

XMLEncryptionFactory xef =
XMLEncryptionFactory. newInstance();
XMLSecurityContext context = new XMLSecurityContext(
XMLSecurityContext. Mode. DECRYPT, doc);
EncryptedKey ek = xef.newEncryptedKey(context, encelem);
XMLEncryption xenc =

xef. newXMLEncryption(ek. getEncryptionMethod(),
ek. getKeyInfo());
context. setKeyResolver (

new AdhocKeyResolver(Utilities.getSecretkey()));
4) #EF—INESIt

XMLEncryption 7 5 A® decrypt AV v REFER LT, BELLI-#B T -y 2ERLLET., I—FT 1~
ORI EIRITRUE T,

DataContainer decrypted = xenc.decrypt(context, ek);
(5) ES{LEROBE

[(4) #TF—%DESI] T4E L7 DataContainer 2 79 = 7 s 6 BSLIER 231 NECH & L TEL
BL, BTV b 2ERLET, I—T 1 Y 7OFIZRISRLET,

byte[] bytes = decrypted. getAsByteArray();

SecretKey wk = new SecretKeySpec(bytes, "DESede”);

System. out.println("wrapped key=" + Utilities. toHexString(
wk. getEncoded()));

4.2.7 BEEERUERBZFALTT—9ZlESET 3

XML F=%DEHRRLIA VT VY, ERIENA TV TV 2SI 25E8ICHHT 280, B7000%
BELd 258 HHT 58I%, BERTERTE T, BARTRELAERT 51013, AgreementMethod
75 AEFEHLET, ZOETIE, Diffie-Hellman BAE 7L I AL TER L-HL@EREZFNHEALTCT—
Y REBIT AT TV r— a VORFEOTNE, I—T 1 Y7l RUTCHBELET,
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(1)

(2)

(3)

(a)

(b)

46

Document #7777 NDER

JAXP @ DocumentBuilder #{#F L TSt L7z XML XE % FAAHA, Document 4 7Yz 7 » ZH
BL%EJ, Document # 7Y 7 s BB T 5 & E12, BEIZERENENITZ S EIITHELTLEE 0,
I—T 4 ORI ZRITRLUET,
DocumentBui lderFactory dbf =
DocumentBui lderFactory. newInstance();

dbf. setNamespaceAware(true);
Document doc = dbf.newDocumentBuilder().parse(input);

S 7ILIUXLDIEE

XMLEncryptionFactory 7 Z 2 % {#F L T XMLEncryption *# 73 = 7 M &4 L, BE(LICHEZES
TLIT)ALEEELE T 2T, BST7ILIY XL TripleDES 218E T 258503 —F 1 > 7D
BlaRLET,

XMLEncryptionFactory xef =
XMLEncryptionFactory. newInstance();
EncryptionMethod em = xef.newEncryptionMethod(
EncryptionMethod. URI_TRIPLEDES, null);
XMLEncryption xenc = xef.newXMLEncryption(em, null);

RERICKBDHLEREDER

XML Security - Core Ti&, Diffie-Hellman #&&E 7L T XA ZFIH U THES(LIAE 70 Hil 8 & 4 Y
LET. 22T, MOZ2DIZONT, I—7+ Y 7RIZRLUTHALE T,

+ AgreementMethod # 7Y = 7 kDR

s MERDIVTF A MDOEE

o HEEOIER

Z ZTlE, KA-Nonce ##, OriginatorKeylInfo 3%, % 7-1& RecipientKeyInfo ERIIHEE Lz WiG&0fl %
FHALETH, BEWELTCINSOEREBET S LB TEET,

AgreementMethod #7217 M D4&RL

Diffie-Hellman #&E 7L IV AL TREZAERT 5101, £9 DHKeyAgreementParams 7Y = 7 k
AR L, 4Rk L7: DHKeyAgreementParams 4 7Y = 7 k#5402 L T KeyInfoFactory 7 5 A
AgreementMethod # 79z 7 FAAERLET, I—T 4 Y TOHIZRITTRLET
KeyInfoFactory kif = xef.getKeyInfoFactory();
DHKeyAgreementParams kap = new DHKeyAgreementParams(null,
xef.newDigestMethod§DigestMethod.URIfSHAl, null),
null, null);

AgreementMethod am =
kif.newAgreementMethod(AgreementMethod. URI DH, kap) ;

BEEOI>TFANDRE
BAEBRICKNEZIER % DHKeyAgreementContext ICFRE L £ 9. BARICK > TIER SN2 HiEEE #

H927L3) XL, REHEOWER, BLRUOZEEOARBLIEEEDOIVTIFAMNE LTHET 2HBE
BHVET, I—T 4 TORFIZIRITILET,
DHKeyAgreementContext kac = new DHKeyAgreementContext (em,

Utilities.getAliceDHPrivateKey(),
Utilities.getBobDHPublicKey());
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() HEROIER

[(b) BAEBEOIVTFAINORE] TRELIABIHEST, HBREERLET. I—T 1 »7Ofl%
IR LET,

SecretKey key = am. generateSecretKey(kac);
System.out.println(”agreed key=" + Utilities. toHexString(
key. getEncoded()));

(4) BST—9IDERK

BET—% 24T 2R, IVTFAMNBLIUBESRRZEELET. JI TR, IROZDOMEIZD
WT, =T »I7BlERLUTCHBALED,

IVTFANDE
. BE{bROIEE
e — & DR

(@ JVTHFAMDERE

T—Y OB LICRELRI L TFAMNRRELE T, BUYNAMNZFEHLC, #BEETERL-LEREZ 2
VTIFRARNIBRELET, AVTFAMNOMIEET—RIZ, BBl 2HELTLIEZSN

o A—T 4 VT D
BERISRLE T,

XMLSecurityContext context = new XMLSecurityContext(
XMLSecurityContext. Mode. ENCRYPT, doc);
context. setKeyResolver (new AdhocKeyResolver (key));

(b) ESERROEE

BE{LONRET HHEFEEE L ET. CreditCard EZ2EEL TEE(LTAIBEEOI—T 1 > 7D
IR LUET,

Element elem = Utilities.getElement(

doc, "http://example.org/payment”, "CreditCard”);
if (elem == null) {

throw new Exception("missing p:CreditCard”);

DOMFragment toBeEncrypted = new DOMFragment(elem);

(0 BST—IDER

[(b) EES(ENROTEE] THELLEMOBSEZSARELET., 2—7 1 X702 RIRLE T,

DataContainer encrypted =
xenc. encryptXML(context, toBeEncrypted);

(5) HESEXDEE

XMLEncryptionFactory 7 5 A %f#H LT, EncryptedData BZH=L TOBIIRIST 24727 b %
AR LET. ZOBE, Keylnfo BEHRICIE AgreementMethod 75 X %#8E L £ 9. 72, CipherValue
ZERZHEALT [4)(c) BET—YDER] THELLESEZRE L £9 . &#&IZ, EncryptedData

7 ADreplace AV v REFEHLT, [4)(b) BB EHROFEE] THE L7-# 5% EncryptedData
BRIBEMWAET, I—T 1 VORI ERIIRLET,

CipherData cd = xef.newCipherData(xef.newCipherValue(
encrypted. getAsByteArray()));

KeyInfo ki = kif.newKeyInfo(Collections.singletonList(am));

EncryptedData ed = xef.newEncryptedData(em, ki, cd, null);

ed. setType(EncryptedData. URI_TYPE_ELEMENT);

ed. replace(context, toBeEncrypted);
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(6)

TV =3O

E=ST—9DHN

XMLSerializer 7 7 2 %{#H LT, BES{b L7205 % EncryptedData ERICE £#2 72 Document %
7Y 27 b XMLEXTH LET. TRAEZRIZER %~ & L, Shift JIS THAT 25803 —T 1 >
ORI ZRIRLE T o

XMLOutputFormat format = new XMLOutputFormat();
format. setOmitRedundantNamespaceDec ls(true);
format. setEncoding("Shift JIS”);
OutputStream os = new BufferedOutputStream(

new FileOutputStream(output));
XMLSerializer xsr = new XMLSerializer(os, format);
xsr.serialize(doc);
os.close();

4.2.8 BEETEHRULRZAALTT—9=Z2ESLT S

BEltaniz XML F—Y QBRI T2V, N F)TF—%, 3B ES(LTH5HIERT#
X, BEBTERTEET., BABTHZERT A121%, AgreementMethod 7 5 A ZHHALE T, 20
IHTIE, Diffie-Hellman #AE TN T AL TER L I-EREAZFHL T -5 2E5LT 27 ) r—
YaroMEOTNE, I-T 1 U IBlRRUTCHBELET,

(1) Document #7777 NOEYS

JAXP @ DocumentBuilder #{#fH L TSt ST —% 2 & XML X&EZFHAAHA, Document * 7
Dz hEBELEY, Document 77 N EEUET B E &I, BEIEMPENICZSLDICHEL
TSV, I—=T 4 VTOHZERITILET,
DocumentBui lderFactory dbf =
DocumentBui lderFactory. newInstance();

dbf. setNamespaceAware(true);
Document doc = dbf.newDocumentBuilder().parse(input);

(2) BST—90HE

Document 72 = 7 b » 5 EncryptedData ## = Hl§ L, EncryptedData 473z 7 b &£ L%
T I—T 1 Y TORIZRITRLET,

Element encelem = Utilities.getElement(
doc, XMLEncryption.XMLNS, "EncryptedData”);
if (encelem == null) {
System.err.println("missing xenc:EncryptedData”);

(3) ESBXDEE

48

XMLEncryptionFactory 75 A %f#F L T, EncryptedData BERMUTOBIIHIET 24TV %
ERLET, IVTFRAMOMEE— NI, [ESL] 2HHEL LSV, A7V baERLES,

BEELICRELSES 7LV ALREBELET, COL X, BELICERT IBLEELES., I—FT1 >
TOFIERIRUETD .

XMLEncryptionFactory xef =
XMLEncryptionFactory. newInstance();
XMLSecurityContext context = new XMLSecurityContext(
XMLSecurityContext. Mode. DECRYPT, doc);
EncryptedData ed = xef.newEncryptedData(context, encelem);
EncryptionMethod em = ed.getEncryptionMethod();
KeyInfo ki = ed.getKeyInfo();
XMLEncryption xenc = xef.newXMLEncryption(em, ki);



(4)

(a)

(b)

(c)

(5)

4 75— a>ORE

BRERICKSHLEROEN

XML Security - Core Ti&, Diffie-Hellman B&E 7L T XL%2FH LT, BESLIOREZIE#EE
BLET, SZTIE, ROEDOMBIZOWT, I—F 4 V7 FZRLUTCHHALET,

+ AgreementMethod # 7Y = 7 + DHUS

c BAEBDIVTFANDEE

o HEBEOIER

AgreementMethod # 7' =7 M DEE
Diffie-Hellman &R 7 VI AL TER LB HERA L TS LEnT—y 2E3T 2101, 7
KeyInfo ER» 5 AgreementMethod #7277 F2EBLET. I—T 4 VT OFIRRIRLE T,

AgreementMethod am = (AgreementMethod) ki.getSingleContent(
XMLEncryption. XMLNS, ”AgreementMethod”);

if (am == null) {
throw new Exception("missing xenc:AgreementMethod”);

BEEOIVTHFANDERE

HAERICNE L TEHR % DHKeyAgreementContext ICRHELE T, IV TF A NORETIE, BEERIC
Ko TERSNALEREZFERAT A2 7L T XL, ZEZOWER, BLOEREEOLHBPAETT,
=T 4 T ORFERITTRLUE T,

DHKeyAgreementContext kac = new DHKeyAgreementContext(em,

Utilities.getBobDHPrivateKey(),
Utilities.getAliceDHPublicKey());

e
ZEHEONEZERDB X OREE DA, RecipientKeyInfo B# % 7213 OriginatorKeyInfo &4 589 %
ZEBLTEET,

HiEROIER

[(b) HEBOIVTFAMOKRE] THRELLARIHST, HBREZERLET, I—T 1 > 7Ofl%
WITRLET .
SecretKey key = am. generateSecretKey(kac);

System.out.println(”"agreed key=" + Utilities.toHexString(
key. getEncoded()));

T—9DESIE

T—5 EZEBT AR, EELICLELZHEE I TFAMIFRELTBSEET, kIZ, XMLEncryption
7 F A0 decryptXML AV vy REHEALT, BET—-¥2EELL£9. H&&EIZ, EncryptedData 77
AD replace XYV v Fzf#H LT EncryptedData ##RZES(E LT - ICBESHAET, I—T 1~
TORFERIRUE T,

context. setKeyResolver (new AdhocKeyResolver (key));

DOMFragment decrypted = xenc.decryptXML(context, ed);
ed. replace(context, decrypted);
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(6)

50

ESEREROEN

XMLSerializer 7 7 2% {#F LT, EncryptedData BHEZES L7zT —F ICEE#Z /2 Document %+ 7
Yz b XMLEXTHALE . TTRZAFIZMZ AR L, Shift JIS CHAT2HE50I—T 1 27D
Ble IR LE T,

XMLOutputFormat format = new XMLOutputFormat();
format. setOmitRedundantNamespaceDec ls(true);
format. setEncoding("Shift JIS”);
OutputStream os = new BufferedOutputStream(

new FileOutputStream(output));
XMLSerializer xsr = new XMLSerializer(os, format);
xsr.serialize(doc);
os.close();



4 75— a>ORE

4.3 URISREFERH LU IDERODHARAITARX

B U XML XENDOROEZRPHE T 7 A V2SR LD, IDEICHETA2ERZEELLZD LSS
12, URIZEBEB LV IDBEE2 I —F—ZLIlHAY YA A TEE T, ZOHTIE, URI SEERB
SO ID BBBROHN AT A RIZDODWTHHALET,

4.3.1 URI SHERER

XML ZBZ#EL D Reference BER72 ECdH 5 URI BIEICIE, BEWNRER DT —YOEEERTHI &
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