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0000000000000 00o0oo000oooo00ooo0oooooooDoooooDon
J00oo0ooo0o0oDo0o0ooo0ooo0oooooooooooDoooooDo
goooooo

0000000000000 O0WindowsOOOGOGQOO
Cosminexus[OJOJOO00O000000007[7/XMLSEC/samples/xsec

5.1.10 Enveloped D O OO O OQ

O0OOOCOOEnvelopedO00O0O0O0OOOOOODOOOOOOOODOOOODOODOODOO

O10 XMLOO OO0 Document DO OO ODOODO

JAXP O DocumentBuilder 00 000000000000 OOOOOODocument 00O
0000000000 O0Document 1000000000 DOODOOODODOOODOOO
bbb ooooooooooon
DocumentBuilderFactory dbf =
DocumentBuilderFactory.newInstance () ;

dbf . setNamespaceAware (true) ;
Document doc = dbf.newDocumentBuilder () .parse (input) ;
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« 00000000 ORSAwithSHAL

gboboboboboobooooo

XMLSignatureFactory xsf = XMLSignatureFactory.newInstance () ;
Reference ref = xsf.newReference("", xsf.newDigestMethod (
DigestMethod.URI_ SHAl, null),
Collections.singletonList (

xsf .newTransform(
Transform.URI_ENVELOPED SIGNATURE, null)));

SignedInfo si =
xsf .newSignedInfo (xsf.newCanonicalizationMethod (
CanonicalizationMethod.URI_OMIT_COMMENTS,

null),
xsf .newSignatureMethod (
SignatureMethod.URI_RSA SHAl, null),
Collections.singletonList (ref)) ;
XMLSignature sig = xsf.newXMLSignature(si, null, null);
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gboboooboboooooobooboboboboobobooboboboboooon
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ggoogooboobooboobooobooboobbooboobboobooboD
ggbooo™@ooobboobooobuoobbobboobbooobooboo
XMLSecurityContext context = new XMLSecurityContext (

XMLSecurityContext .Mode.SIGN, doc) ;

context.setKeyResolver (
new AdhocKeyResolver (Utilities.getPrivateKey())) ;

OpOXMLOODOOOOODOOOOD

00000 Document 00O OO0DOOOODODOOO XMLOOOOOODOOOODO
gobobobooboobooooooobobobobooooobooboboboooo

DOMPosition pos = new DOMPosition (doc.getDocumentElement (),
null) ;
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XMLSignature 0 000 sign 0000000000 Signature 10000000000
OOReference 0000000000000 00OSignature 100000000000

gboboooooooooobobo

sig.sign(context, pos);
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XMLOOOOOODDODOODODOOOOOODDOOoOoDOOoOoo

XMLOutputFormat format = new XMLOutputFormat () ;
format.setOmitRedundantNamespaceDecls (true) ;
format.setEncoding ("Shift JIS") ;
OutputStream os = new BufferedOutputStream

new FileOutputStream(output)) ;
XMLSerializer xsr = new XMLSerializer (os, format) ;
xsr.serialize (doc) ;
os.close() ;
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DocumentBuilderFactory dbf =

DocumentBuilderFactory.newInstance () ;

dbf . setNamespaceAware (true) ;

DocumentBuilder db = dbf.newDocumentBuilder () ;

Document docO = db.parse (input) ;

Element elem0 = docO.getDocumentElement () ;

Document doc = db.newDocument () ;
Element elem = (Element) doc.importNode (elem0O, true);
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gboboboboboobooooo

XMLSignatureFactory xsf = XMLSignatureFactory.newInstance () ;
XMLObject obj = xsf.newXMLObject (Collections.singletonList (
new DOMNodeContainer (elem))) ;
obj.setId("foo") ;
Reference ref = xsf.newReference ("#foo", xsf.newDigestMethod (
DigestMethod.URI_SHAl, null), null);
SignedInfo si =
xsf .newSignedInfo (xsf.newCanonicalizationMethod (
CanonicalizationMethod.URI_OMIT COMMENTS, null),
xsf .newSignatureMethod (
SignatureMethod.URI_RSA SHAl, null),
Collections.singletonList (ref)) ;
XMLSignature sig = xsf.newXMLSignature(si, null,
Collections.singletonList (obj)) ;
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Enveloping0 O O0O0OO0OOQOO0OOOOOOOOOOO0OOO0OOOOO0OOOOOOOOO
gboboooboboooooobooboboboboobobooboboboboooon
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XMLSecurityContext context
= new XMLSecurityContext (
XMLSecurityContext .Mode.SIGN, doc) ;
context.setKeyResolver (
new AdhocKeyResolver (Utilities.getPrivateKey())) ;
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O00000000O0Signature 000 0000000000000 O00OO00OO0O0OOO
gboooboobo

DOMPosition pos = new DOMPosition (doc, null) ;

OcOXMLOODOOOOODO

XMLSignature 0 000 sign 0000000000 Signature 00000000000
OOReference 0000000000000 00OSignature 100000000000
00o0oooooooooooooog
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sig.sign(context, pos);

040 XMLOOODODOO

XMLSerializer 0 00000000 Signature 0 00 00 Document 0000000
XMLOOOOODOODOODOOODOOOOOOOOShift JISOOOOOOO0OO0OO
goooooooooooon

XMLOutputFormat format = new XMLOutputFormat () ;

format.setOmitRedundantNamespaceDecls (true) ;

format.setEncoding ("Shift JIS") ;

OutputStream os = new BufferedOutputStream (

new FileOutputStream(output)) ;
XMLSerializer xsr = new XMLSerializer (os, format) ;

xsr.serialize (doc) ;
os.close() ;
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ggoooobooboobbooboobbooobuoobbooboo
DocumentBuilderFactory dbf =
DocumentBuilderFactory.newInstance () ;

dbf .setNamespaceAware (true) ;
Document doc = dbf.newDocumentBuilder () .newDocument () ;
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XMLSignatureFactory 0 0000000000000 OOOOOOOOOOOOOO
gooooooOoOoOoOoOoopoopoooxMLOOOoooOoOoOoOoOOoOOOOOOO
gbobobooooboboobobobobooboooo
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gboboboooooboobobo

XMLSignatureFactory xsf = XMLSignatureFactory.newInstance() ;
Reference ref = xsf.newReference (
new File (input) .toURI() .toString(),
xsf.newDigestMethod (DigestMethod.URI_SHAl, null),
Collections.singletonList (xsf.newTransform (
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Transform.URI_C14N OMIT COMMENTS, null)));
SignedInfo si =
xsf .newSignedInfo (xsf.newCanonicalizationMethod (
CanonicalizationMethod.URI_OMIT COMMENTS, null),
xsf .newSignatureMethod (
SignatureMethod.URI_RSA SHAl, null),
Collections.singletonList (ref)) ;
XMLSignature sig = xsf.newXMLSignature(si, null, null);
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Detached 000 0000000000000 OOOOOOOOOOOOOOOOOOO
gboboboboobooooooobobobobobooboooboobooboboboobooon

s DODOOO0ODOODOO
« XMLODODODOOOODODODOOO
« XMLODODODOODOOO
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XMLSecurityContext context = new XMLSecurityContext (
XMLSecurityContext .Mode.SIGN, doc) ;
context.setKeyResolver (
new AdhocKeyResolver (Utilities.getPrivateKey())) ;
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000000000 O0Signature 00 00000000000 0OO0OO0OO0OOO0OOO
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DOMPosition pos = new DOMPosition (doc, null) ;
OcOXMLOOOOOOOO
XMLSignature 0 000 sign 0000000000 Signature 00000000000

OO0Reference 000000000000 O0OOSgnature 100000000000
gooodooooooooooood

sig.sign(context, pos);
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XMLOutputFormat format = new XMLOutputFormat () ;

format.setOmitRedundantNamespaceDecls (true) ;
format.setEncoding ("Shift JIS") ;
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OutputStream os = new BufferedOutputStream (

new FileOutputStream(output)) ;
XMLSerializer xsr = new XMLSerializer (os, format) ;
xsr.serialize (doc) ;
os.close();

5.1.40 Enveloped [0 O OO Enveloping 0 0 0 O O O Detached
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Detached 000 0DOO0OO00OO0ODODO Signature 1000000000000 O0OOOOO
ooobooooo

Enveloped 0 00O 00O

DocumentBuilderFactory dbf =
DocumentBuilderFactory.newInstance () ;
dbf .setNamespaceAware (true) ;
Document doc = dbf.newDocumentBuilder () .parse (input) ;
Node last = doc.getDocumentElement () .getLastChild() ;
if ((last == null) || ! (DOMUtils.matchesName (
last, XMLSignature.XMLNS, "Signature"))) {
throw new Exception("missing ds:Signature") ;

}

Element sigelem = (Element) last;

Envelopingd0 0 000 Detached D O OO0

DocumentBuilderFactory dbf =
DocumentBuilderFactory.newInstance () ;

dbf . setNamespaceAware (true) ;

Document doc = dbf.newDocumentBuilder () .parse (input) ;

Element sigelem = doc.getDocumentElement () ;

if (! (DOMUtils.matchesName (sigelem, XMLSignature.XMLNS,
"Signature"))) {
throw new Exception("missing ds:Signature") ;

}
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XMLSignatureFactory xsf = XMLSignatureFactory.newInstance() ;

XMLSecurityContext context = new XMLSecurityContext (
XMLSecurityContext .Mode.VERIFY, doc) ;

XMLSignature sig = xsf.newXMLSignature (context, sigelem) ;

g3 XMLODOODOOO000

XMLOOOOO00000000000000000000000000000000
gboboooboboooobooboobobobooobooboon

s DODOOO0ODOODOO
« XMLODODODOODOOO

Ual 0bodooooooon

XMLOOOOOOODOOOOOOOODOOOODOOOOoO0ODoOOOoDbDoOoOoooDoOg

gboboboobooboooooooboboboboobooobooboboboobooon
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context.setKeyResolver (
new AdhocKeyResolver (Utilities.getPublicKey())) ;
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O0000Signature 000 00000000OReference 00 0000000000000
ooo

0000000 0000o0oooooooooooooooooooogddverifyd
0000000 false0 0000000000000 0ODODOODODOODOODOODOOOOO
O0O0O0OO0O0OUOReferenceValidity 10 0000000000000 OOOO

ReferenceValidity 00 000000000000 QOO0QOOOOOOODOODODOODOO

gbobooobobooooobooboboboboobooboobobobooboooon
gboboboboooooo

boolean result = sig.verify(context) ;
if (result == true)
System.out.println("signature is wvalid.");
} else {
Iterator itr =
sig.getSignedInfo () .getReferences () .iterator () ;
while (itr.hasNext()) {
Reference ref = (Reference) itr.next();

ReferenceValidity validity =
ref.getReferencevalidity() ;

System.out.println("reference: URI=" + ref.getURI()
+ ", validity=" + validity.getStatus()) ;

}

System.out.println("signature is invalid.");
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S20XMLUO DU 0OOO0O0O0ooooon

000000 Cosminexus XML Security - Core D0 OO0 XMLOOOOOOODOOO
JdoDodooOOooooooDoboOoooXMLOODOOODOODODDODOODOOODoOOooOooOO
0000000000000000000000 Cosminexus XML Security - Core O O
gl oo o

« XMLODODODOODODODOODODODOOO
s 0O0OO0OOoO
- 0000

gD bobbbbobbbobbboboboboo
0 0 0O Cosminexus XML Security - Core 000 0000000000000 OODOOO
goboddddddddoooooooooooooooooooboboboboooon

gbobooooboobobobobobooooooobobobobooboobooon
gbobobooboboobobobobooboooon

0000000000000 O0WindowsOOOGOGQOO
Cosminexus[JOJOO00O000000000/7[7/XMLSEC/samples/xsec

5210 XMLO0O0DOODODODODO0O000O00Ooooon

ooooooxMLOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOO
gbobooooobooboboboboboooo

O10XMLO O OO Document0 D OO OOOOO

JAXP O DocumentBuilder 00000000000 XMLODOOOOOOO Document
000000000000 0Document 0 0000000000000 O0OOOOOO
godoooooooooboooooooooooooooooooao
DocumentBuilderFactory dbf =
DocumentBuilderFactory.newInstance () ;

dbf .setNamespaceAware (true) ;
Document doc = dbf.newDocumentBuilder () .parse (input) ;

020 00b0O0oOooboog

XMLEncryptionFactory 0 0 000000 XMLEncryption 000 O0OO0O0OO0OO0O0O
000000000 00ooo00o0oooo0oooooooooooooooDon
TripleDESO 0000000 DOOOODOOOOOOOOODO

XMLEncryptionFactory xef =
XMLEncryptionFactory.newInstance () ;

EncryptionMethod em = xef.newEncryptionMethod (
EncryptionMethod.URI_TRIPLEDES, null) ;

XMLEncryption xenc = xef.newXMLEncryption(em, null);
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O30 0onoooooo

gboboobobooboooooooobobobobooobooobooboboboobooo

gbobobooboobooooooobobobobooboooboobob0oboobooon
gboobd

s DODOOO0ODOODOO
s JODOOODOODO
s JODOOODOODO

Uald 0bodooooooon

gboboboobooboooooooboboboboobooobooboboboobooon
gboboboobooboooooooboboboboobooobooboboboobooon
gobobmooooobooboboboboboooobooboobobobooboon

XMLSecurityContext context = new XMLSecurityContext (

XMLSecurityContext .Mode.ENCRYPT, doc) ;
context.setKeyResolver (

new AdhocKeyResolver (Utilities.getSecretKey())) ;
ObO0OODOOOOO

O0000O00O00000000oggdCreditCaxd0000O0OOOODOODOODODODO
goboboboboboooooo

Element elem = Utilities.getElement (
doc,

"http://example.org/payment", "CreditCard") ;
if (elem == null)
throw new Exception("missing p:CreditCard") ;

DOMFragment toBeEncrypted = new DOMFragment (elem) ;

O00CreditCard0000000OOOOODOODOOOOOOOOOODOMFragment
toBeEncrypted =00 0000000000000O00O0OCO

DOMFragment toBeEncrypted =

new DOMFragment (elem.getFirstChild(),
elem.getLastChild()) ;

Uech OOOOOOOO

0®MOOODO0000000000000000000000000000000000
gooooo

DataContainer encrypted =

xenc.encryptXML (context,

040 0000000

toBeEncrypted) ;

XMLEncryptionFactory 00 00000 OO EncryptedData D 00000000000
00000000000000D0000C CipherValue0OOODOO0ODO@)@OODOOO
000DO0O000O0000DO0O00D0OO0DOODOOEncryptedData 00 00O replace O
00000000 m@®e®MOODDDDDDDDDDDDDDDDD EncryptedData O O
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gbooobooboob

0000000000000 000D00000000 EncryptedData 000 Type OO
000000000 00000000 CipherValueOODOOODOODOOOOOODOOOO
CipherReference 00 0000000000000 OOODOOOODOO

00000CipherValue DO OODODDOO0OO0OOOOODOO0ODOO0ODOOOODOO
googod
CipherData cd = xef.newCipherData (xef.newCipherValue (
encrypted.getAsByteArray())) ;
EncryptedData ed = xef.newEncryptedData(em, null, cd, null);

ed.setType (EncryptedData.URI_TYPE ELEMENT) ;
ed.replace (context, toBeEncrypted);

gsgdobooooon

XMLSerializer 0 0000000000000 O000O0QO EncryptedDataO0 000000
O Document 0O DO OO0OO0 XMLOOOODOOOOOOOOOOOOOOOOO
Shift JISOODODOODDODO0O0OO0DO0OO0DOO0OO00DOOO0DODOO0OO0

XMLOutputFormat format = new XMLOutputFormat () ;

format.setOmitRedundantNamespaceDecls (true) ;

format.setEncoding ("Shift JIS") ;

OutputStream os = new BufferedOutputStream

new FileOutputStream(output)) ;
XMLSerializer xsr = new XMLSerializer (os, format) ;

xsr.serialize (doc) ;
os.close() ;

5220 XMLO0ODOODODODODO0OUO0O0O0O0OOUOOODO

goooooXMLOOOOOOOODOOOOOOOODODOOODOOOOOOOOOD
gbobooooobooboboboboboooo

010 XMLO O OO DocumentD OO OOOODOO

JAXP O DocumentBuilder 00 0000000000000 O0O0 XMLOODOOODO
O0Document D OO OO0O0O0O0O0O00O0O0Document 00000000 OOOOOOO
Joddddddo0oooOoooooooooobooboooboobooOooO0o0o0o0000

DocumentBuilderFactory dbf =
DocumentBuilderFactory.newInstance () ;

dbf . setNamespaceAware (true) ;

Document doc = dbf.newDocumentBuilder () .parse (input) ;

020 00b00oboooo

Document 00000000 EncryptedData 0 0 0O O 0O O 0O EncryptedData 0 0O OO
0000oo00o0ooooooooooooooooon

Element encelem =
Utilities.getElement (doc, XMLEncryption.XMLNS,
"EncryptedData") ;
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if (encelem == null) {
throw new Exception("missing xenc:EncryptedData") ;
}

O30 0obonooon

XMLEncryptionFactory 0000000 OO EncryptedData 0 000 O00O0O0OOOO
0000000000000 00oo00ooo0o0o0ooo0Dooo0ooDoooooo

gooooooooooobooooobooooobooobboooboooomobooboooDo
gboboooo

gboboboboobooooooobobobobobooboooboobooboboboobooon
gboboboboboboobooooooobobobob

gboboboboboooooo

XMLEncryptionFactory xef =
XMLEncryptionFactory.newInstance () ;
XMLSecurityContext context = new XMLSecurityContext (
XMLSecurityContext .Mode.DECRYPT, doc) ;
EncryptedData ed = xef.newEncryptedData (context, encelem);
XMLEncryption xenc =
xef .newXMLEncryption (

ed.getEncryptionMethod () ,ed.getKeyInfo()) ;
context.setKeyResolver (

new AdhocKeyResolver (Utilities.getSecretKey()));

040 XMLOOODODOO

XMLEncryption 0000 decryptXMLO OO DO OOOOOODOODOODOOOOOOO
00000 EncryptedData 0000 replace 0 000000 OO EncryptedData O O O
ool ooooooooo o

DOMFragment decrypted = xenc.decryptXML (context, ed);
ed.replace (context, decrypted);

os000b00oooon

XMLSerializer 000000000 EncryptedData 000000000000 OOOO
Document 0000000 XMLOOOOOOODODODODOOOOOOOOO
Shift JISOOODOODOODOODOOOOOOOOOOOODOOO

XMLOutputFormat format = new XMLOutputFormat () ;
format.setOmitRedundantNamespaceDecls (true) ;
format.setEncoding ("Shift JIS") ;
OutputStream os = new BufferedOutputStream (

new FileOutputStream (output)) ;
XMLSerializer xsr = new XMLSerializer (os, format) ;
xsr.serialize (doc) ;
os.close() ;

52300 00DbOObObuoouugnd

gbobobooboobooooooobobobobooboooboobob0oboobooon
gbobobobobooon
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010 00000000 DocumentD OO OO OO0O0O

JAXP O DocumentBuilder 0000000 Document 00000000000 O00ODOO
00000 Document0 0O 0OO0O0OOEneryptedData 00 OO0 O00O0O0OOOOOO
000000000 0000000Document 000000000000 O0OOOOO
00o0oo00oo0o0ooo0ooodooo0ooooooooDooooooo

DocumentBuilderFactory.newInstance () ;
dbf .setNamespaceAware (true) ;

Document doc = dbf.newDocumentBuilder () .newDocument () ;

020 0000000Db0ODOd

DocumentBuilderFactory dbf =

XMLEncryptionFactory 0 0000000 XMLEncryption 000000000000

uboboboooobooboboboboboboooboooboobobobo
TripleDESOO0O0O0OOOOOOOOOOOOOOODOOO

XMLEncryptionFactory xef =

XMLEncryptionFactory.newInstance () ;
EncryptionMethod em = xef.newEncryptionMethod (

EncryptionMethod.URI_TRIPLEDES, null) ;
XMLEncryption xenc = xef.newXMLEncryption(em, null);

O30 0obooooon

gboboboooobooboobobobooobooooobobobobooboooon

gboboboooobooboobobobooobooooobobobobooboooon
gbobooooogobog

s JO0OO0OODOODO
s O00OO0DOOODO
s O00OO0D0OOODO

HablOboooooOooOo

gbobooooboobobobobobooboooobooboboboboobooboon
gboboboooobooboobobobooobooooobobobobooboooon
gbobmoobooobooboboboboboooobooboobobobooboon

XMLSecurityContext context = new XMLSecurityContext (

XMLSecurityContext .Mode.ENCRYPT, doc) ;
context .setKeyResolver (

new AdhocKeyResolver (Utilities.getSecretKey()));
ObOO0O0O0O0OoOoono

gbobooooboobobobobobooboooobooboboboboobooboon

DataContainer toBeEncrypted = new DataContainer (

new BufferedInputStream(new FileInputStream (input))) ;
e OOonoooobd

0GOO0O00O0000000000000000000000000000O0O0000
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gboobooobo

DataContainer encrypted =
xenc.encrypt (context, toBeEncrypted) ;

040 0O0DODOODO

XMLEncryptionFactory 0000000 OO EncryptedData 0 000 O00O0O0OOOO
000000000000000000C CipherValue0OOODOO0OD0O@)(@OOD0O00O
0000000000000 00000000OOdO EncryptedData 00 0O generate
0000000000 EnceryptedData 0000000000 OOO EncryptedData O
O00Document 00000000000 OO0DOOOODODOOODODOOO
CipherData cd = xef.newCipherData (xef.newCipherValue (
encrypted.getAsByteArray())) ;
EncryptedData ed = xef.newEncryptedData(em, null, cd, null);

Element encelem = ed.generate (context) ;
doc.appendChild (encelem) ;

gsgdonooooon

XMLSerializer 0 0000000000000 O00D0OO0OO0DOOO EncryptedData OO
0000000 Document 0000000 XMLOODOOOOOOODOOOODOODOO
0o00ooshift JISOOODO0OO00O0OO0O00DO0OO00O0ODOOO0ODODOOO

XMLOutputFormat format = new XMLOutputFormat () ;
format.setOmitRedundantNamespaceDecls (true) ;
format.setEncoding ("Shift JIS") ;
OutputStream os =

new BufferedOutputStream (

new FileOutputStream(output)) ;

XMLSerializer xsr = new XMLSerializer (os, format) ;
xsr.serialize (doc) ;
os.close() ;

5240 0000000000000

gbobobooboobooooooobobobobooboooboobob0oboobooon
gbobobobobooon

U110 00000000 DocumentD DO ODOOO0O0O

JAXP O DocumentBuilder 00 0 0000000000000 O0O00DOO XMLOODO
O0000Document 000000000000 O0Document 00000000000

Joddoodoboodoobooooooooooooooooooooooooooao
ooad
DocumentBuilderFactory dbf =
DocumentBuilderFactory.newInstance () ;

dbf . setNamespaceAware (true) ;
Document doc = dbf.newDocumentBuilder () .parse (input) ;
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020 00b00oboooo

Document 00000000 EncryptedData 0 00O O 0O O O EncryptedData 0 0 OO
000000000 Document 000 EncryptedData 000000000 OOOOOO

goooood
Element encelem = doc.getDocumentElement () ;
if (! (DOMUtils.matchesName (encelem, XMLEncryption.XMLNS,
"EncryptedData")))

throw new Exception("missing xenc:EncryptedData") ;

O30 0oboonoon

XMLEncryptionFactory 0 000 0000 O EncryptedData 0000 O00O0OOOOO
0000000000000 00o0oo000oooo00ooo0oooooooDoooooDon

gboboboobooboboboboboobooooboobobobob@moboobobo
gboboboob

gbobobooobooobooboboboooboooooobooboboboooboooonoo
gbobobobooobooooobooboobobobooooo

gbobobooooobobonbo

XMLEncryptionFactory xef =
XMLEncryptionFactory.newInstance () ;

XMLSecurityContext context = new XMLSecurityContext (
XMLSecurityContext .Mode.DECRYPT, doc) ;

EncryptedData ed = xef.newEncryptedData (context, encelem) ;
XMLEncryption xenc =

xef .newXMLEncryption (ed.getEncryptionMethod (),
ed.getKeyInfol()) ;
context .setKeyResolver (

new AdhocKeyResolver (Utilities.getSecretKey()));

040 00D OD0O0ODODOO

XMLEncryption 0000 decrypt 000000000000 OO0OODOOOODOOOO
gbobooboooboobobobobobooon

DataContainer decrypted = xenc.decrypt (context, ed);

os000booooon

04000000000000000000 DataContainer00000000000O0
gbobooboooboobobobobobooboooooboboboboobooboon

gooooono
OutputStream os = new FileOutputStream(output) ;
Utilities.copy (decrypted.getAsOctetStream(), os);
os.close() ;

5250000000000

gbobooooboobobobobobooboooobooboboboboobooboon
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gboboooooo

U110 00000 DocumentD OO OO0 ODOO

JAXP 0 DocumentBuilder 0000000 Document 0000000000 OCO0ODOO
00000 Document 0000000 OEncryptedKey 00000000 OOODOONO
0000000000000 000Document 0000000000000 OOOOO
J00oo00ooo0ooodooooooooooooooooogoood

DocumentBuilderFactory dbf =

DocumentBuilderFactory.newInstance () ;
dbf .setNamespaceAware (true) ;

Document doc = dbf.newDocumentBuilder () .newDocument () ;

020 000OooOooboog

XMLEncryptionFactory 00000000 XMLEncryption 000 O0O0O0OOOO0O0O

gbobobobobooboooooooooboboboboboboooboooboon
TripleDESOOOOOCOCOOCOCOOCOOOOOOOODOODOODOODO

XMLEncryptionFactory xef =

XMLEncryptionFactory.newInstance () ;
EncryptionMethod em = xef.newEncryptionMethod (

EncryptionMethod.URI_KEYWRAP TRIPLEDES, null);
XMLEncryption xenc = xef.newXMLEncryption(em, null);

O30 0ooooooon

gboboooboboooooobooboboboboobobooboboboboooon

gboboooboboooooobooboboboboobobooboboboboooon
gbobooooon

s JODOOOODOO
s JODOOOOODO
s OJODOO0ODOODO

Dal O0Ooooooon

gboboooboboooooboobobobobooboobooboboboboooon
gbobooboobobooooooobobobobobooboobooboboboobooo
gobobmooooobooboboboboboooobooboobobobooboon

XMLSecurityContext context = new XMLSecurityContext (

XMLSecurityContext .Mode.ENCRYPT, doc) ;
context.setKeyResolver (

new AdhocKeyResolver (Utilities.getSecretKey()));
ObO0OOOOOoOOoO

0000000000000 00000000U00OO TripleDESOOOOOOOOO
gbobobooboooooooboobobaob

SecretKey wk = Utilities.generateSecretKey ("DESede", 168);
System.out.println ("wrapped key="
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+ Utilities.toHexString(wk.getEncoded())) ;
DataContainer toBeEncrypted =
new DataContainer (wk.getEncoded()) ;

OcOODOOOODOODO

0GOO0O00O00D00000000000000000000000000O00000
oboobooboob

DataContainer encrypted =
xenc.encrypt (context, toBeEncrypted) ;

040 0000000

XMLEncryptionFactory 0 0 0000000 EncryptedKey 000000000000
000000000000000000 CipherValueOOOOOOOO@ECOOOODO
0000000000000 000D00000OO0OEncryptedData 0 00O generate
000000000 OEncryptedkey 0000000000000 EncryptedKey OO
O0ODocument 0000000000000 O0ODOO0ODOOOOODODOO
CipherData cd = xef.newCipherData (xef.newCipherValue (
encrypted.getAsByteArray())) ;

EncryptedKey ek =

xef .newEncryptedKey (em, null, cd, null, null, null);
Element encelem = ek.generate (context) ;
doc.appendChild (encelem) ;

gsgoobooogood

XMLSerializer 0 0000000000000 O00D0OCOO EncryptedKey 0000 0O
0000 Document 0000000 XMLOOOOOOOOOOOOOOOOODODODODO
Shift JISOODODOODODO0OO0O0ODO0OO0DOO0OO00DOO0OO0DODOO0OO0

XMLOutputFormat format = new XMLOutputFormat () ;

format.setOmitRedundantNamespaceDecls (true) ;

format.setEncoding ("Shift JIS") ;

OutputStream os = new BufferedOutputStream (

new FileOutputStream(output)) ;
XMLSerializer xsr = new XMLSerializer (os, format) ;

xsr.serialize (doc) ;
os.close();

52600 000000000

gbobooooboobobobobobooboooobooboboboboobooboon
gboboooooo

010 00000 DocumentD OO OO0 ODOO

JAXP O DocumentBuilder 00 0000000000 O0OOOOOO XMLOOOOOO
O0ODocument 000000000000 O0Document 1000000000 000O00OO0
goddddd0oooo0oooooooooooooobobooobObOoODbOoOOoO0O000
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DocumentBuilderFactory dbf =
DocumentBuilderFactory.newInstance () ;

dbf . setNamespaceAware (true) ;

Document doc = dbf.newDocumentBuilder () .parse (input) ;

020 00000000

Document 00000000 EncryptedKey 00 00O 0O O O EncryptedKey OO OO 0O
00000000 Document 000 EncryptedKkey 000000000000 ODOODO
gooooo

Element encelem = doc.getDocumentElement () ;
if (! (DOMUtils.matchesName (encelem, XMLEncryption.XMLNS,
"EncryptedKey"))) {
throw new Exception("missing xenc:EncryptedKey") ;

O30 0oooooon

XMLEncryptionFactory 0 0 000000 O EncryptedKkey D0 OO0 00000000
gt Bb oL D

gboboboboboooooooboboboboobooooboobmoobOoDbo
gobobooooo

gbobobobobooooooboobobobobooobobooboboboboooo
gboboboboboboobooooooobobobob

gbobobobooboooooo

XMLEncryptionFactory xef =
XMLEncryptionFactory.newInstance () ;

XMLSecurityContext context = new XMLSecurityContext (
XMLSecurityContext .Mode.DECRYPT, doc) ;

EncryptedKey ek = xef.newEncryptedKey (context, encelem) ;
XMLEncryption xenc =

xef .newXMLEncryption (ek.getEncryptionMethod () ,
ek.getKeyInfo()) ;
context.setKeyResolver (

new AdhocKeyResolver (Utilities.getSecretKey()));

040 0O00OOooooo

XMLEncryption 0O 00O decrypt 0O 0000000000 O0OO0ODOOOOOODOODO
goddddoooodoooooooo

DataContainer decrypted = xenc.decrypt (context, ek);

gsgdonooooon

0000 000000000000 DataContainer0 0 0000000000000

gbobobooboobooooooobobobobooboooboobob0obobooon
ao

byte[] bytes decrypted.getAsByteArray () ;

SecretKey wk = new SecretKeySpec (bytes, "DESede");

System.out.println ("wrapped key=" + Utilities.toHexString(
wk .getEncoded ())) ;
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52700000 DbO0000U0OUUoobDbobobboboog

XMLOOOOOODODDODOODODODOODOOOODDODOODOOOoOoOOoOooDoOooobooooo
gD bbb bbbbbobobo
00000000 AgreementMethod 00000000 OOODOODOO O Diffie-Hellman

gboboboooobooboobobobooobooooobobobobooboooon
gbobobobooboooboobooboobobobooooo

010 Document0 0 OO0 O O0O0O0O

JAXP O DocumentBuilder 00000000000 XMLODOOODOOOO Document
000000000000 0Document 000 000000000000 OOOOOO
gooO0o0oo0ooOo0oo0ooooooooooooo0ooooooboooboa

DocumentBuilderFactory.newInstance () ;
dbf . setNamespaceAware (true) ;

Document doc = dbf.newDocumentBuilder () .parse (input) ;

DocumentBuilderFactory dbf =

020 0000000Db0ODOd

XMLEncryptionFactory 0 0000000 XMLEncryption 000000000000

gboboboooooooboobobobooboobooobooooboboDbo
TripleDESOO0O0O0O0OODOODOODOODOODOODOODDOO

XMLEncryptionFactory xef =

XMLEncryptionFactory.newInstance () ;
EncryptionMethod em = xef.newEncryptionMethod (

EncryptionMethod.URI_TRIPLEDES, null) ;
XMLEncryption xenc = xef.newXMLEncryption(em, null);

o3 0oboouoobonogoo

Cosminexus XML Security - Core O 00 O Diffie-Hellman 0 00000000000 0OO

gbobooooboobobobobobooboooobooboboboboobooboon
gbobooooogobog

e AgreementMethod D0 O OO 0OOOO

s 00000 ODOODODO
s OOO0OOO

oo

00000 KA-Nonce O O 0O OriginatorKeyInfo 0 O 0O O O O RecipientKeyInfo O 0O O O
Jd00000o0ooOb0o0o0bObOOo0o0ooDbOo0oo0ooObOo0o0oooODoODbOOooOooboOoooo

O ald AgreementMethod D 0D OO OO0 OOO

Diffie-Hellman 000000000000 O0OOOOODOOOO
DHKeyAgreementParams 00 0000000000000 DHKeyAgreementParams
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000000000000 KeylnfoFactory 000 O AgreementMethod 0000000

gboboboboooooooboobobobo

KeyInfoFactory kif = xef.getKeyInfoFactory();
DHKeyAgreementParams kap new DHKeyAgreementParams (null,
xef .newDigestMethod (DigestMethod.URI_SHA1l, null),

null, null);

AgreementMethod am =
kif .newAgreementMethod (AgreementMethod.URI DH, kap) ;

OpO0O0OO00O0DOO0O0O0O0OO0

0000000000 DHKeyAgreementContext 00 000000000 O000O0OOO

gbobobooboobooooooobobobobooboooboobob0oboobooon

gbobooboobobooooooobobobobobooboobooboboboobooo
DHKeyAgreementContext kac new DHKeyAgreementContext (em,

Utilities.getAliceDHPrivateKey (),
Utilities.getBobDHPublicKey () ) ;

Uehoboooo
OGMOODODO000000000000000000000000000000000

gboboboboboobooooo

SecretKey key = am.generateSecretKey (kac) ;
System.out.println("agreed key=" + Utilities.toHexString(

key.getEncoded ())) ;

040 0O0DOOoOoOooo
gboboooboboooooobooboboboboobobooboboboboooon
gbobooobobooooobooboboboooboboooboo

s JODOOODOODOO
s JODOOODOODO
s DODOOOOODO

Ual obooooooon
gboboboobooboooooooboboboboobooobooboboboobooon
gboboboboobooooooobooboboboooboooooobobmoboOoDbo
gboboboboboboobooooooobobooba

XMLSecurityContext context = new XMLSecurityContext (
XMLSecurityContext .Mode.ENCRYPT, doc) ;

context.setKeyResolver (new AdhocKeyResolver (key)) ;
ObO0OODOOOOO
0000000000000 00000CreditCard 000000000000 OOO
godooooooooooooo

Element elem = Utilities.getElement (
doc, "http://example.org/payment", "CreditCard") ;

if (elem == null)
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throw new Exception("missing p:CreditCard") ;
DOMFragment toBeEncrypted = new DOMFragment (elem) ;

OcOODOOOODOODO

0GOO0O00O00D00000000000000000000000000O00000
gooooo

DataContainer encrypted =
xenc.encryptXML (context, toBeEncrypted) ;

os50 0000000

XMLEncryptionFactory 0 000 00000 EncryptedData 0 OO0 000000000
0000000000000 000D00KeyInfodOOO AgreementMethod O O 0O O
000000000CipherValue0OODOO0DOO0D0M@W@ODODOO0ODO0O0O0OOOOO
00000000000 0000EncryptedDataO0 000 replace000000O0O0OONO
0@WhIOOD0D0D00000000000000 EncryptedData 0000000000
gooooooooooooooon

CipherData cd = xef.newCipherData (xef.newCipherValue (
encrypted.getAsByteArray())) ;

KeyInfo ki = kif.newKeyInfo(Collections.singletonList (am)) ;

EncryptedData ed = xef.newEncryptedData(em, ki, cd, null);

ed.setType (EncryptedData.URI_TYPE ELEMENT) ;

ed.replace (context, toBeEncrypted) ;

e 0DOoboooooO

XMLSerializer 0 0000000000000 O000O0QO EncryptedDataO0 000000
O Document 0000000 XMLOOODOOODOOOOODODDOODOOOOO
Shift JISOOOO00D0OO000O0OO0O0ODOO0ODOOO0ODOO

XMLOutputFormat format = new XMLOutputFormat () ;
format.setOmitRedundantNamespaceDecls (true) ;
format.setEncoding ("Shift JIS") ;
OutputStream os = new BufferedOutputStream (

new FileOutputStream(output)) ;
XMLSerializer xsr = new XMLSerializer (os, format) ;
xsr.serialize (doc) ;
os.close() ;

280 bbbuiiooouooobobobobboboogd
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010 Document0 0 OO0 QOO OO0

JAXP O DocumentBuilder U0 0000000000 OO0ODOO XMLOODOOODO
O0Document DO O OO0O0O0O00O00O0O0Document 10000000 OOOOOOO
goddddododdddooooooooooooDooooDoDDboODboObODOOO

DocumentBuilderFactory dbf =

DocumentBuilderFactory.newInstance () ;
dbf .setNamespaceAware (true) ;

Document doc = dbf.newDocumentBuilder () .parse (input) ;

020 0000O0OoOoO

Document 00000000 EncryptedData 0 0 0O O 0O O O EncryptedData 0 0O OO
goo0oo0o0oo0o0oooodooooooooooon

Element encelem = Utilities.getElement (

doc, XMLEncryption.XMLNS, "EncryptedData") ;
if (encelem == null)

System.err.println("missing xenc:EncryptedData") ;

O30 0oooooon

XMLEncryptionFactory 00 00000 OO EncryptedData D 00000000000
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XMLEncryptionFactory xef =

XMLEncryptionFactory.newInstance () ;

XMLSecurityContext context = new XMLSecurityContext (

XMLSecurityContext .Mode.DECRYPT, doc) ;
EncryptedData ed = xef.newEncryptedData (context, encelem);
EncryptionMethod em = ed.getEncryptionMethod () ;

KeyInfo ki = ed.getKeyInfo();
XMLEncryption xenc =
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xef .newXMLEncryption(em, ki) ;
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AgreementMethod am = (AgreementMethod) ki.getSingleContent (
XMLEncryption.XMLNS, "AgreementMethod") ;

if (am == null)

| throw new Exception("missing xenc:AgreementMethod") ;
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DHKeyAgreementContext kac = new DHKeyAgreementContext (em,

Utilities.getBobDHPrivateKey (),
Utilities.getAliceDHPublicKey()) ;

g
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SecretKey key = am.generateSecretKey (kac) ;

System.out.println("agreed key=" + Utilities.toHexString(
key.getEncoded())) ;
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context.setKeyResolver (new AdhocKeyResolver (key)) ;

DOMFragment decrypted = xenc.decryptXML(context, ed);
ed.replace (context, decrypted);
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XMLOutputFormat format = new XMLOutputFormat () ;
format.setOmitRedundantNamespaceDecls (true) ;
format.setEncoding ("Shift JIS") ;
OutputStream os = new BufferedOutputStream (

new FileOutputStream(output)) ;
XMLSerializer xsr = new XMLSerializer (os, format) ;
xsr.serialize (doc) ;
os.close();
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