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T, FEEMH ISV AAEYIEHA XA 4 EH/N/ FTLLONAND EEFhET, SUM £7=IXiLO
2FALT.ILOLERSFIHNDELFAYV I 7BLUV T 7—Loz7arvi—3xo b2BEBLE
ERR

iLO. UEFIBIOS. SUM B&XUHMD I SA T YT I 7IE. Cho®avR—Ry FEREBL. Y
R—hrENTWEEZY—N—IZEBEATEES, SUMZFERALT. 1 VA =Lty FMZHEET SV
R—R U FEZEBEL, SUMFEERFILOZFALTA VA —ILFa1—%EBLET,

iLO., SUM, BLUBIOSY I,z T7NEDLSITEELTY I NYITITET7—LYITEZEET S
MMZDNTELLCIEZ, SUMDEREFa AV ERESHBEBLTLESL,
iLO LR FyAdDarviR— DB
iLO LRSS MYIZZyTA—KRRAVEFERALT, LOLRS MYIZavR—Ry FEEMLET, iLO
LROSRMIIZZYTA—FKRA UK. T7—LI1T7 &80SYIRIITFPR—SDIATHLTIERATE
9,
AR
LOLRSKYIZT7AINETyTO—FFBIZIE, ILO REDERIERNVLETT,
LOLRS K)ADT7AILDT vy TA—FH . SRATFLYAN)EY FOEEDT Y TT— FEET
FBIZE, UhNUty FERABETT,
Jhnyty b7y TT— MEEEFERT 358, SRATLUAN) Y bBAFEEL, Ty TT—
FFBa hR—U FARZHIZEENTLWBARELRAHY FT,

FIE

1. TEX—23 oY )—TI7—LIx7 &0S YT I x7%0 v LT, ILOLKRY MJIZTY
To—F£7 )y LET,

TSO9F—9 4 KD A XM EWNEDIZ, ILO LR MYIZZyFA—FA T 3 UoRRT S
hiEWMEEIX. LOWeb 4 V23 —TJ 24 ADALBOERFEF7FA(a0E0 ) vy LTHDL, iLO L
ROMIIZZPyTO—FKZ9YvH LET,

2. O—ALI7F7ANFEEFIYVE—FIFPANFTTOaVERIRLET,
3. BRLEATavIiciL T, UTOWThANERITLET .

O—AILITF7AIRY S AT, BB (nternet Explorer, Edge. Z1=I% Firefox) $2W\E 77 AL
ZEBIR (Chrome) 27 )y I LThib, IZ7—LDzT7aAVR—RU FDGMEEELET,

JE—FRIZZPAIURLAKRY Y RIZ, PO ERAARELE Web H—/IN\—ED T 7—ALz7aVR—=
RADURLEFAALET,
4. EHI7AILDHTIEEEINT7—LY T 7AVER—FR U rDOBE  AVvR—R U FOBLZ 774
LWEFHE>TWETFvIRYIREERLET,
5. FIE4 TF v IRy I RAEZBIRLEBEE. UTOWTIAAZEITLET,

O—AhILEBRZIF7AILKRY Y AT, B8 (Internet Explorer £ 1=(% Firefox) 5 W\I 774 IL%&
R (Chrome) #9)v O LTHhDL, AVR—RU FERZR I 7/ IILDGFRERELET,

JE—FELIF7AILURL AR Y Y RIZ, 7O EAARELE Web H——LDaViR—x> FES
T7A4ILOURLZEZADLET,
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6. (AT 3y) FIBITEIRLEIVAR—RY EDN—2a BNV RTLY AN £y MZFET 55
Bl VAN rETPZYITF—PFFz v IRy I RAZRIRLT, BRLFE-aVR—R Y MZEE
DAVKR—RV b EEEBZFET,

AT avEBIRTZE. SRATFLYANYEY FRAQAVKR—FRD b= 3 VDAL
WEETH, avih—R U MBS Z ShET,

DRATLY ANy FAFEELBEWNMGELZOREICVRERERASZ ONTWWEWEE, 204
ToaviERTEhFEREA,

7. 7yFO—FKE5 1) vy LET,
iLOICKY BENaAVR—RY FERLARIZHDOVR—R U 27y TO—FRTHEHBFENDIY
R—R Y FHBEBRINEZZENEHEINET,

8. OK%#V)vyYU LET,

7y I7a—FNRBENET, Ty TO—FRT—2RFILOWeb 1 V8 —T x4 D LEIZKRTE
nFEJ,

HL<IE
SRFLYANY £y R (98 R—)
ILO D7 =LY T FAA—CT 7L ILDAEBE R—)
YR—FENBY—N—T7— LY T FAFA—ST 7L LDAFE(ET R—)

iLOLARC M)A VR—RVEEASA R F=ILT S
iLOLAROG MYR—IhBA VA M= )LFa—IZaviR—FR2 FEEMNMTEET,

AVKR—R P EA VR P=LFa—I2EBMTDHE. F2—DKREICEMEINFET, Fa—ICAh bl
HMOEBENTET L&, AVR—R U A TOT7 v T T—b2RBRTEVINITTHRA VR M—ILE
KEBHLIE-EEIZ, BMMENFaVR—R 2 MAS VR M—ILENFET, 7Y TT—2FBTES Y
TrIT7IZDVTIK ILOLERS FYR—DEL VR =L Fa—R—DTaAVR—RY FOFEREZHE
BLTLESLY,

Fa1—ICFTIZTANONTWEERIVADAVKR—FR Y bORIBELIIERTZEH L TLWSEE, 21—
[CANGE=H LW VR—R 2 MIERICERT 2HEL/HYET, EZIE. Fa—ITAhBIT:
7T T— bAHY—/N—® POST HIZ UEFIBIOS IZ& 2 THRHEENDZETEHET 2RENHY . H—
N—DBEHINTLWENMEE, F2—ROZFREDTY TT—rIA VA =ILEhFEEA,

AR
iLO EXTE DI RHEIR

FIE

1. TES =230V —TI77—L9x7 &0S YT+ xzT7%9)vy L. ILOLKRSKrYZES )Y
SLEY,

2. AVAP—LTBAVE—RY FORITHED. TVHR—FY DA VR F—LT A28 E5 v
LET.

iLO (X, ERZHERTHLIICKO., AviR—RU FNA VR F—ILF 21 —DXREIZEMEINBEI L%
BEILET,

3. [, Foa—DFREICEMEIUYHLET,

AVAR=ILF1—MNET, LONAVEKR—RV DA VR F—ILEHBTESHBE. RE2 VI, (&
W SAVRR=ILEVNS SRUDMTFIFENET,
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Fa1—ICANONEBEDIRIMPET L, BREWaVER—R2 24 TDA4 VR F—ILERR
TBRYVITI DI T7THREDDA VR M—ILZBRETDHE. 7Yy TT— AR EINET,

AR =L F1—DBETILONT Y ITT—rERIRTEDHEE., TCIT Y IT— A FBEShE
ER

FLE

iLO LAY fYADavR—% > hDiBM92 R—)
iLO LAY Y OBEL DL R—R Y FOFEADRFO5 R—)
AVR F—)LFE21—DEF(107 R—)

iLOLARS YD avER—xy F2HIKRT S
HTiREY
iLO SR EDERIER
AVR—FRY AL VR F—ILE Y FIZEERTULVEL,
aVR—FR Y rRFA—CARDBREZE R D—ETIEAL,

FIE

1. TESX =2 3oV —TI77—L9x7 &0S YT+ 7% )y L. ILOLERS L YR TEY
vy LET,

2. avR—%y rOBIBRT A3 Es Y v s LET,
ILONERZHEZRT 5L IITKRHFET,

3. L, BIRLETES YV LET,
QUK=Y FHEIRENET,

iILOLARS MY SLITRTODaAVE—RY FNEHIBRT S
BB 4
iLO SR EDERIER
AVER—R U ERALA R =LY FIZEENTULELY,
AViR—RY bR Fa—CAhONE=2 R I D—ETIELELY,

FIE

1. TEX—2 a3 VY —TI7—LI9x7 &0S YT rH 7)Y L, ILOLKRSKYETEY
JwH LET,

2. IRTHIKREI YV I LET,
ILOMNEREZHERTHEIICKOFET,

3. [FL\, FRTHIRLETZIVYILETS,
aAVR—R Y hHBIBREINET,
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iLOLRS FM)DBELOVHR—RY FOEMOTRT
FIE

1. TESX =2 3oV —TI77—L9x7 &0S YT+ zTF7E9U )y L. ILOLRS L YR TEY
v LET,

2. (AFvay) T—TLOFITY—FT RIS FIRHELEI Y YILET,

V—MEZRIEX-XFIEIZEZEERETHIZE, FIRKHLEELES5—ES Vv o350, FIREBELOHEICH
AEMNT7AaAEY )y LET,

3. (A7vay) AV R—32 FORMLERERTT SICIE. Bc0a R—rU b EV YO LE
ERR

iLO LR FYDR FL—C DM

iLO LR FYR—COBM|BELI 3 VITIE ILOLRD FJDR FL—COFERKRICET HLUTOH
HMARTRENET,

BE -LOLRSMDBR FL—CBE

ERAP -FRASNATLER L=

EERE -ILOLKRD M) DFERATEELR bL—D

aAVR—RU b -ILO LRY FYIZRBFESATVWS IV ER—RY FOH

iLO LR FYDORE
iLOLARS M YR=UavTFovesavicid, VIbkoz7avii—Rr o bEERFR&ET77—LDx
FICEATAUTOERMANRTEINET,
EA:0]

NnN—oay

iLO LR R DELKDAVR—2 2 FOEEHM
BE2OaAVKR—2U b ED YD THE UTOFEIRTIAET,
BEI -aVR—RU M5
N—23ay -aAVR—RVbODN—D 3
T7A4NE -AVR—RV DT 7AILE
YA X -aVR—F2 bOH A X
7yv7FO—F -7y 70— OB
AVRAM—=LTE -AVKR—FR DTV T T ERBTEEY I LITT

AR M=)LEY FEEIFZERYTEARTIMN - aVFR—R U FDRAA VR =Lty FO—EH
ES5H
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A 2R =LY B

AR =LY FI 1 DDA FTHR— b EWBZY—N—IZERATESAVER—RV DT IIL—
JT¥, SUMEFHERLTA VR =LY FEERLET, LOZFERALTHRENA VA =Lty k
%iLOWeb A/ V2 —J (A RIZRERTEET,

SUM ML BT ARIC. A VA =Lty FERTFTHEILOVATLLEIZTFRTOaAVER—FRV A
REFINDZDT, TOSPP #HRFRTHEHL, #THEALT, aviR—Rxo bN\—2 a0 %Ex, £
flFo—ILNy o TEFET,

iLO. SUM, B&UBIOS Y 7, YT 7N EDESICEHELTY I MY T T EIT7F—LY T TEEET S
MZDNTELLCIEZ, SUMDEREFa AV ERESHBELTLESL,

A2 RA—=ILEY DA AR =)L
AR =LY FR=CSHASAL VA =LY FEA VA F—ILXa—IZEBNMTEET,

AR =LY FEA A F—=ILF2—ITEBMTHE, ILOIFE. A1 VA =Lty FADOVER—F Y
FERIFOTURIEIZAR I ZF2—OXREIZEMLET, Fa—ICAMON-MBOEEMNET L=
B.BAVR—R P EATOT Y T T— b ERBT DIV I LI TNA VR M—ILEREZRELIZEE
AR E=ILEY FORABHNA VA F—ILENET, PYTT—rE2BIBTESZY I LDz 7I2DON
TlX, AV R—R D FOFEMEEZEL TLESLY,

Fa1—ICFTIZTANON TS ERIVADNDAVKR—FR Y bR ELIIERTZEH L TLWSEE, 21—
[CAnGE=H LW VR—3Y FMIEBRICEZET 2580/ HYET, EAIE Fa—ITAhbNT
7T T— bAHY—/N—® POST HIZ UEFIBIOS IZ& 2 THRHEENDZETEHET IHENHY . H—
N=DBEREHEINATVWEWNMEES, F2—RAOZDEDT Y TT—rEIA VR F=ILENFEEA,

AR
iLO MEREFHERLT SR

AR =LY FROAVKR—RY FHBIDA VA F—ILERID—EELTHFa1—IZANLND
ZEEHYFEAS

FIE

1. FEX—2 3oV —TI7—LI9x7 &0S YT rIzTF7EIOVYHI L, AR =LY ST
=7 Uv o LET,

2. AVAP—LFBA VR b=ty FOBICHBA VR —LT4aLF 55 Y v LET,
LOICHEDX 1 —IZH A X RVBARTEN. A VA =Lty FORBEAF1—DXREIZEMSHh

HCEEBAMLET,

3. (A723Y) Fa—RNOBEDERVEVITTBIZF AVA M= LFa—2I)F7FzvIHRY
DRAEBERLET,
Fa1—NET ILONM VR =LY FTTYTT—FERIBTEREE. Fz v IRy I REFRTR
SNFEEA,

F1—MNET.ILONM VR =LY FTTYITT— b ERIRTELGVWVEA,. Fz v IRy Y X(TE
M -o>TWET,

4, EREHERTBICIE, T, Fo1a—OREICEMEY YO LET,
FIE3ITFzVvIRYIRERBIRLTWLWAD, F2a—DFTTIZEDLEEIZ ILOAS VR F—ILEY +
T7YIT— rEHIBTEBEAE. REUSRIMNIEL, §4 VR M—LIZHY FT,

Fai—ITANONEBEDIRIM/ET L, BRSO KR—R2 24 TDA VR b—IL &R
TEYVILIITHARBPDA VR M—LEBRHT S E, 7y TT— AREBENET,
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AVA = LF1—NETILONEREN:T Y TT— 2B TESHBE. TCIT7TYvTTFT— N
RS hET,

HLCI
AYR F—LF1—DHRF107 R—)
AR =Lty FZEEIRRT S
ATR&H
RESNTOEVNS VR F—ILEY D ILO BBEDERIER,
RESNFA VR =Lty FZHIBRT 50D ILO REDEBRIERE 1 H/\N v MER,

FIE

1. FEF—2 309 —TIP—LHTT7 &0SYIT KO ITFEI YOI L, A VA =Ly r58 D
91wy LEY,

2. AVR b=ty FOEIBRT A>T £ 1) vs LET,
ILO DNEREHRT 5L IITKHZFET,

3. [k, BIRLETZEZHV UV LET,
AR =Lty DEIBRESNET,

FRTDA VR =LY FFHIKRT S

COFIEEFALT, IRXTOA 2R =Lty FZHEIBRLET,
SATFLYANY Y FEEL, YAty FOEREZHELZWMESIX. COT7I 3 vIkoTY
Aty FMIEIBREIhFEBA, SRATLYANY Y FHRFEL. YAty MERZE->TULVS15
BlE. VANt FEHEIRERIIREET LI ENTEET,
AR EH

iLO EXE DB RHEIR

ANty bOER (CXTLYANYEY FHAFEET DESR)

FIR

1. FEX—2 a3 oY) —TI7—LIxT7 &0SYI b xzF7EI)VYHI L, AR =LY 2T
=9 Uvw o LET,

2. §RTHIKREV VI LET,
ILOMEREZHEZRTDHLIITKOET,

3. SATLVAN)EY bHAFEEL, VAN Y MERZESTWSIEE. YhA\Uty FZEIRY
B12F. RESIAEVAN) LY FBHIRTSTF Vv IRV I REERLETS,

4, [FL, TRTHIBRLETZV2 VYOI LET,
AR =LY FHEIBRENET,
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AR =LY FERTT S
FIE

1. FES—23 v )—TI27—L9x7 &80S VYD z7%0 Vv L, AR =LY 2T
Vv LEY,
2. (FTFYay) TILDFITY— T BICE, FIRHLEYYYI LET,

V—HMNEZRIEE-IXFIEIZEZEERETHIZIE, FIRKHLEELES5—ES Vv o350, FIREBELOEICH
S5EMN7AaAEI ) vy LET,

3. (FTvav) AVAM—LtEY FEVYY VI LTHBIERERRLET,

AR M=ty FOBEDFH
A VR b=ty FETIZE BA VR h—bty MZET UTOREARRENET,

LZHl -4 R =Lty FDOLET,
AVAR—RYMAT VR - A VA =LYy FRAOAVER—FR U ATV R, N—2 3 VIFERIT
FTRTOAVHR—FR Y MZEENFET,

AR b=ty b7V EFERALT, A VA=Y bEASA VR b—LFa—(TEMLEEY., 1V
Ab—=Lty FZBIBRLEY LET, RESN-A A b=ty ME. OV I 7/ AR ETERRSH
F9,

FELSE

AR P=ILEY FDAL VR F—IL(96 R—)
AR =)Lty b #HIBRT 5(97 R—2)

BrDA A M=ILEY FOFH
BR2ODA VR =Lty bEV )9O TBE, UTORHARRTINET,
KU -4 R =Lty FDOLTH
ERFEH - R B,
BB - 4 VR =)Lty FDERBA,

AVR—RUMATVE - A VR =)Lty FAOIVR—3 D ATV R, R—T 3 UERIE
FTRTOAVR—RY MIEENFET,

SRFLYANYEY F-A VA =Lty kN RTFLYAN)EY FELTIEESATLEMNES
h&=RrRLET,

DRATLYANYEY MME SUBALDTF—L T ) ANEETERSNET, VXATLY
ANYEY IR 1 DDAFETEFET,

DRATL) ANty bk
FIHILETIE, DRAFLYANY Y FRTRTOH—N—[ZFHBLET., YHNY+tEy M MERZHE
DA—H—FhHO kI, SO VA =Lty FEBRTEET, PXTLYHANYEY MIREKIC
1 DDHBFEHETEET,
AT —N—FADTIHIEDRATLY ANty MZF LTFTOI77—LzF7aAvikR—r2 b
NEENET,
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L XT 1L ROM (BIOS)

iLOZ7—L9zx7T
SRTFLTOAYTSTINBETYYTFINM R (CPLD)
Innovation Engine

Y—N—TZY b T+—LY—ERX (SPS) 77—LDxT

AMD H—N—FDT I+ EDIRTLY AN Y MIE, LTI 7—LI Tz 7IAVKR—FT M
FENFET,

Y AT L ROM (BIOS)

iLO 27—L9x7
SRFLTOSST IOy Y TIN4 R (CPLD)

TIAIWERDURTLY ANy EAEIBRESNATWSEE
JhnNyty MEBZMA LTSI —H—I[L, iLO RESTful API 8L U RESTful f 4 —2J 14 X
Y—ILEFEARALTILO LR MY IZRTFESATWVWERIVR—R MLV RTLY ANy b EE
MR ENTEES,

JhnNyty MERZHE>A—Y—(X, SUMEFRALTA VX =Lty FZ4ERK L. iLO RESTu
APl Z2FRLTENZRATLY AN Y FELTHRETEET,

FIBIZDWTIE, AT a3 oF v FOSUM FXa AV RESBLTLEZEL,

LR
SRTLY ANty FDER(9I R—D)

SRTLYAhNY) Yy FOERL
DRTFL)ANY Y FHEIBRENT-IES. ILORESTfUl APl 8L U RESTful f Y 4—TJ x4 RAY—)L%
FRALT. LOLKRS MYIZBEFESATWSaVvR—RY kS HLLVEY FEERTEET,

R BEOVATFLYANY Y MZHBZBELDAVE—FR2 FERBRT B84, iLO LR FYIza
UIR—R U FEEMLT, YANRYEY FOEHF v IRV IRERRLET,

AR &M
ANty MER
DRATLDYAN)DEY ME, Y—N—LEIZHFEELFEFE A
RESTful 4 23—z A AY—ILIA VR F—ILENTILVD,
#£ L < I&. http://www.hpe.com/infolredfish #Z B L T fZ&LY,

Fg
1. SRATFLYVAN)EY FMIEHBZIT7—Loz7aAVviR—Ro &S0 O0—-KRLET,
BE. YVATLYANYEY MK, UFOaAVER—%RY FAEENRET,
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iLO97—Lwzx7T

< X7 Ly ROM/BIOS
SRFLTETSTINETYYTFINM R (CPLD)
Innovation Engine (IE)

Y—N—TZv rT+—LY—ERX (SPS)

2. Aovo—FEnf=avR—RU D OBELGIT7AILEHMELET,
JILOLARDMYIZTZ7—LozF7arviR—rY FEEMLET,
4 THRAIMITAZ—FRE. DRATLVANYEY FEERT DI 7ML EERLET,

CDIT7AIIZIE, RETEFHBANREEN, IsRecovery FANT 4 ZE|Y KT, BMNT S KR—F
VhE—EBRRLET, A VR =Lty FEFERTIRIZ. A VXA F—)LENBIEETIVR—F
vhZEEMLES,

FUTL—rELT, ROBZFERALET, ABEK. F9vO0—FLf-avkR—Ro bDIR—2 30
I2&>TELZDZBENDY T,

{
"Description": "Essential system firmware components",
"IsRecovery": true,
"Name": "System Recovery Set",
"Sequence": [
{
"Command": "ApplyUpdate",
"Filename": "ilo5 130.bin",
"Name": "System Recovery Set item (iLO 5)",
"UpdatableBy": [
"Bmc"

]

"Command": "ApplyUpdate",
"Filename": "U32 1.32 02 01 2018.signed.flash",
"Name": "System Recovery Set item (System ROM)",
"UpdatableBy": [

"Bmc"

]

"Command": "ApplyUpdate",
"Filename": "CPLD DL360 DL380 GenlO VPl v2A2A full signed.vme",
"Name": "System Recovery Set item (System Programmable Logic Device)",
"UpdatableBy": [

" Bmc A\l

]

"Command": "ApplyUpdate",
"Filename": "IEGenlO 0.1.5.2.signed.bin",
"Name": "System Recovery Set item (Innovation Engine)",
"UpdatableBy": [
"Bmc"

]
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FLLE

"Command": "ApplyUpdate",

"Filename": "SPSGenl0O 04.00.04.288.signed.bin",
"Name": "System Recovery Set item (Server Platform Services)",
"UpdatableBy": [

"Bmc"

]

}
T7A4ILEISON 774 ILELTRELET, =& 1L, system_recovery_set.json & & fHITET,
RESTful 4 2 —J x4 XA Y—)LEELET,

AR —ILEREDEEICET HEANILTERFRT BICIE, ilorest installset -help EAALE
Ele

FHLLIFK, RO Web YA FESEBLTLESL, http://iwww.hpe.com/info/restfulinterface/docs

DRATLVAN) Y FEERT HEHDAT U FEAALET,

C:\WINDOWS\system32 > ilorest installset add < JSON 7 7 A /VDOLAT > \ < JSON
T AN >

-u < iLoPBuFT A4 >p < 1ILO/RAU—FK > —-url = < iLOFBA MERZITIPT FL A
>

(FFay) AR M=ILEREERTTDICIEH. ROATVKRKEAALET,

ilorest installset-u < iLODBET A 4 >-p < iLO/XATU—FR > - url = < iLOKR A 4
FlLip T LA >

HY—NN—EDA VA =LY M, EFENDaVR—R U bE—RIZRTEINET,

iLO 97 —LH T 7L A—U T 7 A LDAFE(BE R—)

YR=—bEINBIY—N—TF7—LDITFTAA—=TIT 7L ILDAF@B7 R—2)

iLO LR bU~ADIVR—RY bDIEMO2 R—)

A 2AXAbF=ILFa1—

AR M=)LFxa—lF. Fa2—IZ@EBIZ, FREFA 2R =)Lty FO—EE LTEMNESN-aVR—F
VEBEUVOIT U RDIEFEAFITENZVRARTY, 2RVIE, ROFEZFEALTHF21—(CEBMTEE
ERS

FLE

iLO DFa—IBMRA U EFERAT 5,
TR =L F2—R=ZDEI YV IT B,
iLO LR hR—Sn®Es Y vsT 5,
SUM ##HY %,

AVRAP—LEI1—~ADERY DEM(102 R—)

iLO LR UMD R—RY hEAL VR =)L 5(93 R—3)
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AR RM=ILFa1—ADE R DEM

Fa—IZEBMRA VEFERALT, aviR—RU b, A VA M=ILEY b, FRESA VA —ILF212—~D
OV RDEMETVWET, Fa—IZBMRA VIE. 77—LITT7 &0S YT Dz FR—DNDHTT
FRTEET,

AR
AVAR=IF1—I2R R EEBNT HIZ(E, ILO BREDEBIERISABHETT,

Fa—ITANGNE=T Yy TT—rPEEICET LERIZ, SXTLYAN)EY FOREDOT VT
T—hEETTBHICE. UANYEY MERVBETT,

JANY Y b ETF Y TT— MEREEZFERTSEE. YXTLAVANY Y bAFEEL, 7Y TT—
FFBaVR—RY FRIRICEFNATLAIRLELHY T,

FIE
1. TEHF—2 309 —TIP—LHTT7 &0SYIT RO TEY vy LET,
2. t&9 )y 3Bh, Fa—IZBMEYY VI LET,

TS99 =04 U RO YA XIS NE=HIZ, Fa—I2BMA T 3 UohRRTEAGZVESE. ILO
Web A VB —TJ A ADELERBIZHIEREETAaVEY )y I LT, Fa—ICBMEY)vyo L
ESC IR

iLOE, BRVBEHREEMT DL IKRDEIA Vv E—VERTRLET,
3. BRVBRY I RIZARY B (BRK64XF) EANLFET,
4. AVKR—FR Y MNATR U FRY I X THEEZERLES,
COYRMZF, UTOXLONEENET

iLO LR FYIZEFESATWWSaVR—%2 K,
FHHLUVILOFEYEY FOT UK,

5. o< FEZBRRL-5E. FHBRZE8ERE ) Ry RICAALET,
BHih1{ElX 1~3600 ¥ TY,

6. (FTLay) BIRLEOVAR—RVRNEA VAN =ILTBE=HODRT 12— )LEEET BIZIE. Ry
Sa—I94VR9E Yy FFzv ORI RERRLET,
a. AT Ta—IILOEEAEEERLET,

AVTFIORI4 VRO ER (T4 L) ZFIRL, AVTFURD4 Y FOR—UTHER
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UNDXFERT ST 4 HIVERIFRRTET, RRSNDIXFOERLDOMEDZEIEFIFZICTND
BENHYET,

iLOIX, ETAT7HT2—0DDVOR—+EFEALT. ETAAEVICEETIVEALET, COAHEIC
&Y. iLO DHREAKIBIZMELET, =L, TORIETHRA M) —LICEARGTFRXMT—4H
BENT . TXRIMR—RDIFATU T TV r—2ay (SSHKEE) TIE, COT—R%EKRRTE
FE A

UTOEBETHBPTALSIT. TEFRARMR—=—OaAVY—ILA T avIZE22o0084 TnHY £9,

iLO RF 1 ZILR— k(165 R—2)
THEARR=ZRD)E—Fa2Y—)L (Textcons) (171 R—)

iLORES Y T7ILIR— b

BESAEVRERBLYTILKR—bEFERTLE, ILODMASTHFAM=RDAVY—)LIZFHHEART
=F9,

REY)TFILR—FIZEY, H——DL Y TFIR— b ERART—270—IREESHFET, VE—F
AVY—ILEFEATEE. UE—FF—N—2 U TZIR— b EIZHED ) FILEGHAEET 20D LS
BUETEEY,
REUTILR—FETHFRIAR—ZADAVY—LELTRTRENFTH, TOERIII ST HILET
AT—2ZBLTHESNET, LOTIE, H—NR—DBTLARL—F 4 VI RATLRETHD EE
2. CORBHRMPSSHYSA TV MEHATRRINET, COMEELZFERT I L. LOEZESRTLT
POST DY —N—ZERE L VREETEET,

RE)TIR—bE2FERTEE, VE— P —[FLUTOREEETTEET,

H—IN—D POST O— 7 VABLUVARL—T 4 VI VAT LDEEI S —H 2 ADIRE

UEFI AT LA—T 4 T4 ZRHITBIZIE, RESYTFTILR— bty 352, ESC + Shift 9
F—F X Esc+ (F—DHAEDLEEANLET,

ARL—F A VTV RTFLEDOOAGTA Y a VDML, ARL—T 4 VIR TLDRE, B&
UARL—TF A VT VRFLEDT7 T r— 3 o DRITEBRE

5357499 74— hTLinux £E17T % ILO YR T LDEFEIFZ, 4—N—DP Y FILKR—FT
getty () ZHRE L., RESUFZILKR—rZFALTLNUXOSADOS Aoty a ERRTEE
ERR

RE)TFILR— DD EMS a2 Y —ILOFER, EMS &, Windows DEESDEEE h—RIL LA
IWOBEET/INY T T BHIGEICERTY,
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iLO X2 ) ZILAKR— FOERA 70 XDME

FIE

1. UEFI YR T LA—T4 ) T4 TiLORBEL Y FIKR—rEEELET,

2, ILOREIYTFZIR—bEFERATEIELSIARL—T A VI VRTLERELET,
HR— b ERD Lnux ARL—F 4 VTS RTLIZDNTIE, ILORBLYFZIR— r2EHTS
1=®® Linux D/RFE(167 R—D)ESHBLTLEEL,

HR— k&3 Windows ARL—F 4 V5 X FALIZDNTIE, ILORES Y ZILER— FMEED
Windows EMS 1> Y —)L(169 R—U)ESHB L TL &L,

4., (A7 3y) iLOEREVYTZILKR—FrOTERELET,

UEFI R FLA—F 4 ) T4 THOILOREL Y 7ZIKR— FOER
ROFIEX, LORBL Y FZILR—FEFRTIHNDELRETT ., CDFIEF Windows VAT LE
Linux AT LDWATHETT,
FE
1. UEFI AT LA—TFT A4V TA4IZF7O9EALET,

a. (X7 ay) H—N—[CYE—FT7HIERTHBBE.ILOYE—raVY—ILty S a v ERIAL
9,

b. Y—N\—ZBEHTINFLEERTFANTET,
c. Y—/N\—@DPOSTEETFIX—%#LFET,
UEFI AT LA—TFT 4 UT4DEHLET,

2. REYTILKR—bPDCOMKR—rZH/RELET,
a. YRATLEREY ) v L, BIOSITSY FI7+—L#K (RBSU) #7)v Y LET,
b. YAFLA T avEs Uy L, DUFTLR—rEFTavEI) v LET,
c. RESUFILR—FA=2—T, EATSCOMKR—rEERLET,
3. BIOS YU 7IAVY—IELVEMS TANT 1 ZRELET,
a. VYVFILR— A T3 oR—COLEET, BIOS VY 7ILaAVY—ILELUVEMS Z:ERLET,

b. BIOS Y 7NaAVyY—)iR— b AZ2—T, FHTSHCOMAKR—rEERLET,
c. BIOS Y Jy7iavy—LiR—Lb— kA =2—T, 115200 Z:ERLFT,

R ILORBE S Y ZILAR— MEIWYME UART AL EF A, BIOS U 7)Lary—ILiR—L—
FDIEIX, ILORBL Y TILKR— bR T—E2E2EZETIDIHERTI2EEICIIEELE A,

d. Windows 1—5—®DEBEENDH  EMS A Y —)LAZa1—T, RES Y TFIIR— FTEIR LI COM
R— kZ—HTBCOMA—FEBIRLET,

4 FTEZREFELTERTIHICIEK. FI2X—ZHLFET,
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5. EREWRT DA vtE—UhRTEINE=L, F -EEZRELEFIZVVVILET,

UEFI YR T LA—T 4T A4I2&2T, YATLOBEFNIVLETHS CENBHMENET,

6. ARBIZV UV I LET,

iLO X2 ) ZILAR— FEFERAT S0 Linux DEKRE

aAVY—ILUEAL LY avEFALT, Lnux—N—%2E— AL EETEET, aVY—ILUA
ALY a EFERTAHESICLinux £2/ET AIZIE, Linux I— kO—4%— (GRUB) 2#%(EJTH20LE
NHYET, Y—N\—DPXTLROMMPOST #5873 5&. T— FABETNA AL T—hO—4—
FFIVr—oarvha—KRahExEd, VUFIMAVE—DT A RETIHILIEDA 3 —T 24 RIZE
ZLT. 107 (TIAILREIALTY ME) BAIZA—HILF—R— KOS AARLETNIE, SRTFTLA
FHAEZEZS)VTIAVE—T AR (LORES Y ZILR—F) IZEEBLET,

iLO {R#E 1) 7ILR— L ZERT 518D Red Hat Enterprise Linux 6 D&/
FIE

1.

ROFEFICEINVTCRUB EZEELFET .

A ROERFEF TIE, ttySO & unit 0 [X com1 AT, ttyS1 & unit 1 1% com2 AT,

RDEREH TIE Red Hat Enterprise Linux 6 3 & U com1 R L TLET,

serial -unit=0 -speed=115200

terminal -timeout=10 serial console

default=0

timeout=10

#splashimage= (hd0,2) /grub/splash.xpm.gz

title Red Hat Linux (2. 6.18-164.el5)

root (hdo0,2)

9

kernel /vmlinux-2.6.18-164.el15 ro root=/dev/sda9 console=tty0 console=ttyS0,115200
initrd /initrd-2.6.18-164.el5.img

com2 ZRRL=5E. BROHIIELRDELSIZBYET,

serial -unit=1 -speed=115200

terminal -timeout=10 serial console

default=0

timeout=10

#splashimage= (hd0,2) /grub/splash.xpm.gz

title Red Hat Linux (2. 6.18-164.el5)

root (hd0,2)

9

kernel /vmlinux-2.6.18-164.el5 ro root=/dev/sda9 console=tty0 console=ttyS1,115200
initrd /initrd-2.6.18-164.el5.img

Linux WR&IZT—rF2E,. O 2avY—ILE VY TFILR—MZIYBAL LY 3 0TEET,

/dev/ttyS0 B&U/dev/ttySl TNAAMNEESNTVEHZE. CAHDT/NARIZEKY, iLO R
BLOUFLR—LZEBELTOUTLTIY Y a3 VERBTEET,

BELEDUTZILR—bTo oLy a v ZRBRT HICIE. DATLAT—MRIZCEEBMIZOS A >
TOtRERIBET AL ST /etc/inittab F 7 A ILIZRDITEZEMLET,

ROBIE, /dev/ttyso TATA vavy—)LERIBLET,
S0:2345:respawn:/sbin/agetty 115200 ttyS0 vtl100

TFTERXARMR—ZRDYE—+ra2Y—ILDFEH 167



ROBFIE, dev/ttysl: TAIA Ay —ILERIBLETS,
S1:2345:respawn:/sbin/agetty 115200 ttyS1l vtl100

3. SSH#®ALTILOIZHE#HR L. CLP O<Y > F start /systeml/oemhpe vspl Z{HM L T. Linux

ARL—F 4 VI VRTFLADOAT A oy avERTLET,

iLO{RE S ZILAR— F%#FERT 518D Red Hat Enterprise Linux 7 D& AL

Fg
. T¥AMIT 42 —T/etc/sysconfig/grub ZHEZET,

COFREHFTIE, ttyso ZFEALET,

GRUB_CMD_LINELINUX {TDH#&IZ. console=ttys0 ZANLZEY,
rhgb quiet ZHIBRLET,
RDINGA—B—EANLET,

GRUB_TIMEOUT=5

GRUB_DEFAULT=saved

GRUB_DISABLE_SUBMENU=true

GRUB_TERMINAL OUTPUT="console"

GRUB_CMDLINE_LINUX="crashkernel=auto rd.lvm.lv=rhel/root rd.lvm.lv=rhel/swap console=ttyS0,115200n8"
GRUB_DISABLE_ RECOVERY="true"

. RDAYX U RFEAALTCgrub.cfg Z7AIILEERRLET,

grub2-mkconfig -o /boot/efi/EFI/redhat/grub.cfg

LV TIILR—=KMIH LT getty BT A VY —EXEBYIZLET,

UTFICHZERLET,
systemctl enable serial-getty@ttySO.service

. V) TFIIR— b Tgetty &Y YAVLET,

LUTFICHZRLES,

systemctl start getty@ttySO.service

CEBERLEVUTLR— Ty a3 U ERRT AICIE, YRATLT—RRIIZEBMIZOS A Y

TOtwRERET D& 52 /ete/inittab Z 7 A ILICRDITEEBMLET,
ROBIE, /dev/ttyso TATAvary—)LERIBLET,
S0:2345:respawn:/sbin/agetty 115200 ttyS0 vt100

. SSHZFERALTILOICHERK L., CLP 2T > K start /systeml/oemhpe vspl ZfEF L T. Linux

ARL—F 4 VIV RTFLADATA oy avERELET,

iLORES Y ZILAKR— FEFERAT 51=8D SUSE Linux Enterprise Server D{&Rk
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GRUB_CMDLINE LINUX DEFAULT {TOD®#IZ. "console=tty0 console=ttyS0,115200n8"%
ABLFET,

2. grub.cfg Z7AIVEEHTHICE, ROVWTAADIATY FEAALET,
UEFI 7— FE—FZEFERL TV S Y —/1—0DI5E :
grub2-mkconfig -o /boot/grub2/grub.cfg
LAL—BIOS T— b E—FEFERALTLSY—/N—DIFE :
grub-mkconfig -o /boot/efi/EFI/sles/grub.cfg
3. systemctl ZEAL T, getty #/dev/ttySO0 LT YR VT BHESICEBRELET,

systemctl start getty@ttySO.service

4. getty EFITARTDT—FT/dev/ttysS0 F UV RUTBHESITHERT HICIE. ZOHEDR— MIxt
LTH—EXRZEFEMILET,

LUTFIZHZERLET,

systemctl enable serial-getty@ttyS0.service

5. BRELI=VUTILR— Tz I VERIBTSICIE. VRATLT—MRIZEEFMNICAST A Y
TOEXRE#BETHLSIZ/etc/inittab Z 7 A ILIZRDITEEMLET,

ROBIE. /dev/ttyso TATA AV —ILERBLET,
S0:2345:respawn:/sbin/agetty 115200 ttyS0 vtl100

6. SSHZHMAL TILOIZHE#KE L. ILOD CLP O<T > K start /systeml/oemhpe vspl ZfEMAL T,
Lnux 7R L—FT 4 VIS RTFLADOTA oy avERTLET,

iLO {38 1) 7 JLAR— FEELD Windows EMS >V —)L

iLO ZEAY 5 L. WindowsEMS 2>V —)LERY hT—IFHATWeb TS50 —&NLTHERATEE
. EMS Z#EAT5E. ETAH. TNARRSAN—1E OS #EARE TEEDHELBEE DISEL
EBEMNEITTEAHLMEEIZ. Emergency Management Services (EMS) #E{TTEE 9,

iLO T Windows EMS 2>V — L4 ERT 5154 :
R 7ILR— FZEHET BRI, OSIZ Windows EMS OV Y —ILZ T ARELHY ET,
EMS OV Y—ILZEMLT HAEICDODLNTIE. OSHOKRF1 AV FESBLTLESL, EMSOY

Y—ILHOS THIMHE S TULRWMERIX. RED Y ZILR—KMIT7IOEALESELEEFIZILO
NIT—AyvtE—TFRTLET,

Windows EMS 1) ZJLiR— k&, UEFI SR FLAA—TF A UT4DSEMTEINERHY ET, 1
BA TS arTld, EMS i R— 2B ELIZEMZTEZILELCOMR— FEEIRTZIEMNTEE
¥, iLO X, EMS /R— FDESNESHZBENICHEEL. COMAKR— FOERZBRHELET,

Windows EMS a >V —JLiE. UE—braVY—)LLRAIBIZERATEEY,

SAC>TAV T RERFRTBICIE, REVYTFILAR— a2 Y—ILENLTHEHK L% T, Enter 1§
TRENRHYET,

iLO RIS ) 7ILR— FZEHERT 516D Windows DHERL
INLDFIEZEITTAEZTDEXAILTIZDOLTIL, bededit /2ZAHNLET,
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FIE

LAV RO U RO EREET,

BEERT 2 EHRETHICE. ROATUFEANLET,

bcdedit /ems on

RDAT2 FEAHAL T, EMSPORT & & U EMSBAUDRATE DEZ#ERLF T,
bcdedit /emssettings EMSPORT:1 EMSBAUDRATE:115200

#5E: EMSPORT:1 A* COM1 T, EMSPORT:2 #* COM2 TY,

T—br7TUr—2aVIc L CRAEEY—EXETEDNELEENCTHICE. ROV FEA
HhLFET,

bcdedit /bootems on

ARLV—FT 4 VI VRTLEBREELET,

iLO B Y ZILR— by a3 DO
AR

RBE Y T7ILR— FEEE. UEFI YR TLA—T 4 T4 TEBEEINET,

Windows E1=lE Linux #zRL—F 4 VI VR FLIE, BV FIKR—b2ERTLESICERSL
E3C N

FIE

1.

6.

FLCE

SSHEw avZEMIBLET,
fz& ZIE. ssh Administrator@<ilO IP 7 RLA>ZANT HM. Ff(E putty.exe ZR—F
22 THEHRLET,

TOVTERRTENZH, ILOTHDI Y FORIEHREADLET,
</>hpilo->7AY T+ T, vSP £ AAL., Enter ¥—%#LET,

(Windows YR TFLDBEDH) <SAC>TAY TP Temd EAALT, A KTOVT FFr 2L
ERLET,

(Windows Y XA TLDGZEDH) Fr¥RILBETEEINFrRILICPYYEZSIZIE, ch - si
<#>EAHLFET,

JavT KRR INIZD, OSDOAT A VRMFEREANLET,

iLO R3S ) ZLKR— F DA TO+ RDBE(166 X—)

iLORES Y ZIR— AT DRT
RE)TILR— AT HREDLEEE. vsp logAX Y FEFERALTRED Y ZILEKR— FDOEIEERT
TEFEY,

RAE) TILIR— FOEEMNILO A EYIZHDB 150 R—SOFEE/NNY I 7—IZEEFEEh, CLIO<T >R
vsp log #FEALTRRTEZET, REVYTFZILER—FrD/NNYIT77—H 414 XL 128 KB T,

170 TFAMR—ZADVE—FI2VY—ILDERA



AR &4

COWEEEYR—FT B354 EVANSA VR F—=ILENT WS, FRFAELZSAEVREA4 T, BXUY
R— SN TULBHEEIZDULNTIE, Web ¥4 + (http://www.hpe.com/supportl/ilo-docs) IZH5 54 &
VAXEESHBLTLIESLY,

FIg

1. ;lz%:;;)_ﬁ-q’ STFOERABRER—CDEFXF21FV L (SSH) BLMMEESUTFILR— 0T E=HH
2. SSH#RHATCLIIZEHELET,

3. vspAX U REFEALT, RESYTZILR—FOEEERRLET,

4. ESCEAALT. ¥TLZET,

5. RELUTZILER—+rOT%ERTT BICIE, vsp logZxEANLET,

LK
iLO 79+ A RFE DM (298 R—)

FEXERXRMR—ZRADYE—Fa>ryYy—JL (Textcons)

SAE VAP EARAEINZILO VRATLESSHEZFRALTTEFRA M —ADYE—+aVY—I
(Textcons) IZ7 O R TEET, SSHEFERAT BHE.SSHIYSA T2 MEILO NMERT BESIEAEIC
o T, BAFERZECT—E2A M) —LIRESNETT,

CDHEEX, LAL—BIOS J—hrE—FZFERTAILSICEBREINIzY—N\—TOHYR—FEhF
T cOT—FE—FRIL—LNYIT7—arY—)LEFRLFEFEA. ZO¥EEIL. UEFI T—+E—
REFERTILSICERIN-Y—N—TlEYR—rEShFEFEA,

Textcons ZERAT 5BE. B. XF. BLUVEAEHEORTRIEL. SSHYSA TV MI&>TERBYET,
iLO EHEMMEDHEIITRTDEBESSHYISA T bEFRTEET,

BREEIUVYR—KI, ULTOEEYTY,

UTZ&0 80x25 DTFR FE— FEENRT (BENHS—HK)
VATLEEIOER (POST)
Z#EA T 32 ROM
FEXAMT—brO—45— (FL—LNRNYIT7—DHENT—O—4—)
VGA 80%x25 E— KD Linux A XL—F 4 V5 R T L
DOS
FOMDTHER MR—ZADFARL—FT 4 VIV RT LA
EREEF—AR—F (W —N—BLUVI T4 7Y O RTLNRAKRICEESNTLDES)
D9SAT7 T TV r—2 30 THEULE I FEI—FR=UNBIRIN TV DIEEDRE T

THFERAMR=ZDY)E—+aVY—ILDEH

AR
H—N—ELAHY—BIOS T— rE— FZFERAT I ESICBREIATULET,
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1. SSH 2ERAL T, iILOIZEHKELET,

—IFILTTIVr—2a3 DXFEI Y a— KAED Western (ISO-8859-1) [CERESN TSI &
HRLET,

2. iLOIzAYA U LET,
3. 7OV T FT. textcons EANLET,
AyE—URRRTEN, TFRAM=—ZADYE— VY=L EEFITHIIEERLET,
4. TXFAMR=ZADYE—FI2VY—ILZ¥TL, CLIEyL 3 VIZRAIZIE, ESC+Shift+9 +— % i#
LFET,
LI
J— bEF (274 R—)

THERIR—ZD)E— ;a2 V—LEHAEDHET- Linux

DYTFTIR—MImREY a3 VERTTAHESICKRESINT LNnuX VATLT, TFRIR=ZDY)

E—PAVY—ILERTTEHENTEET, COBEEIX., VE—FAJY—EXDFERFRREICLE

T, YUTFILR—MYE—bTOTA VLT . HAZOQTT7ANIZYEA LY TEFET, VUTIL
R— MIEZESNEVRATFLAYyE—2F, YE—FTOVRBEEINET,

Linux TT*¥RXA FE—FTREZHESZ—HOF—OHEAELEX., TFRM—=XDYE—Fary—JL

[SESNGVETREREASHY FT. -E&XEE, At F—& Tab F—DHAELEEI AT ko TH
LEENBEZEEAHYFET.

THERARIR—=ZDYJE—FIAVY—ILDHREZTALX

textcons AXY KDA T3 sl#EZFRALTTFRA M —XYE—FIVY—ILDRTEHRAE
TARTEES, — I, SOATLIVELERTINEEIHY FEA,

Ty T L— okl

textcons speed AT 3 VEFEALT, YO TYVIRHRBEI VR TRRLET, COYVTULY
FET. iLO 27—LDI7HEEDEEZHRN. TFXIR—XQYE—+rIVY—ILEEHLET,
REOREICELY., ROVFLFEVWRY FT—V VI EDTRELZ NS T4 vy, BERER. &V
iLO CPU BsRI #HIiE 9 5 2 &£ AN TEFEJ, Hewlett Packard Enterprise (&, 1~5,000 (1 2 Jf~5F) O
EBEEETSHLEHEITOHLET, RICHZRLETD,

textcons speed 500

RL—S T D%

iLOIZ. BIELTEESIN, TENUEFSF-EZIZOH, T—E2EFELET, LONETEEEXZHTY Y
JIHHEREYBENIA I VI TTIFR NEADITNERSNSIGE., 1TX. EENILEFLIETHEES
nEtA,

TERAMM—ZRDYE—PrIAVY—IDBTIT4TDEZTIF. T—E2DOREMNEL HFETEEE A, ILO
MRy FI—IRBTIDHRTELRT—22EETHE. BEHEINEEBINEST, T4/ FOEEE
AL—22y (BIE0) TY, 2FY. BETHEENLEF =L EIZOAT—EADNEESINTT, BE
AT avEFERALTRLA—Y VS ZHIEFEITENETHIENTEET, UTFITHZERLET,

textcons speed 500 delay 10
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XET Y LT DR

ASCI XF+t v FTlX, HIEXE (32 KHD ASCI X=F) (XHIRIFHEXFET., RS hFEEA. D
DXFF. KA, B, AHBEDTLEZRTIIEOITHEREINBIGEEAHYET., ChOHDXFEDLD
ML, RFEDASCIRBIZIYE T ENhFET, ROKRIE, Y R—FSNBRERBED X AT,

= 1: XFORERR

XFE BIL] TyEVITEhHESEREA
0x07 INE TR R

OxOF N ®

0x10 BREDRSA R — >

0x11 ERZEDRAE— <

0x18 LEZEDKE A

0x19 THRZOXE v

0x1A EREDKE <

0x1B AR E DK >

Ox1E tREORS 52— A

Ox1F TRZDORSA V52— v

OxFF EZMEIJovy EHANR—R
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A

FET®HILO OfEH

A NIC #EEICK Y KRR MARL—TFT A VIOV RTFLNLEEILO ICREICEHKTETET, ZDHEE
RA P —N—TEEFRT I, UE— VY —ILEGRBTEALET, LO LDXEEX, Web 4
VB —TJ 14 R, SSH, FILILORESTUlAPI #FRA L TITS &N TEET,

%8 NIC #REIX. UTZT558ICRILFET,

2y FT—OBRICEYEERRY NIV RBRBETHERTELGIMESICILOIZTIERTHESE, =&
ZEXBRERY NI —VIZT7 0 CRATESNILOFEREERY FI—VICFT UV EATERVES.
%8 NIC Dz ERLES .

RRFFEEFILOIINIC F—TILABEREINTUWEWNSEEIZILOITTIERTBHEE,

RENIC [2DVWTDARL—T 4 VTV RTFLOYR— b

%8 NIC #REIX, ILOS BEURDARL—T 4 VIV RATLERT S Gen10 H—N\—MNEHZH-L
F9,

Microsoft Windows Server 2016
Microsoft Windows Server 2019
SUSE Linux Enterprise Server 12
SUSE Linux Enterprise Server 15
Red Hat Enterprise Linux 7.6

CDHEE(X, CDCEEM FS A N—NEFEFNTWS, B ZRHE-IBWMBDARL—TFT 4 VTV RTALT
EBET A ENATREINET,

%% NIC ZERT 5= D— BT ATREH

HLE

KRR b#—/3— 0S A {R#E NIC ZHHR—F LTS,
USB CDC-EEM R34 N—AKR b4 —/R—0SI24 VR b—)LER TS,

CDORSAN—IE, COBEEZIR— T B2ARL—F A UTRTFLIZODVNVTOARL—F 1205
SRTLDA VA —=ILO—ETY,

{38 NIC BEEN T IV L RAB/ER—STHBICHE->TLNVS,
iLO ADERIZHERATE2A UV E— T4 ANT I ERABER—CTEMIZLE->TLVS,

f=&ZIE,. ILOWeb f B —T A4 RIZHEHT 55, iLOWeb A B3 —TJ A RA T avhEH
[ZEH->TWLWB,

KRR b H—N—HILO ~DERIFERT 514 V8 —T A ARADKR—+ETAVITHEIITHEEE
nTLELY,

F-EZIE, TIALFDILOBHTILOWeb f VB8 —T A R&FFAT B EE. KA FH—N—H
R—hr443 %7099 LEWKSIZLTLESL,

RENIC A 22 —T x4 RAH, WFTADHRRRMNIC EX3F—I VT FELRFTUYDSShTEL, C
DO TIE. RENICHERTEGC B 2LYRETELRLHARENHY FT,

iLO 79t RERFEDIER (298 R—)
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RENICISODVWTDARNL—T A VI RTLDYR— F(174 R—2)

{78 NIC #sEDFZh1E
RIE NIC #EEIXT 74 )L FTENTT, COHWBEZEMICT BICIE., UTOFIEICH->TLESLY,
AR &S
iLO DEBTEFHERT SR
FE

1.

FESF—=2a v —TEFa T4 VI LET,
FTIORABERN—INRREINET,

2 (LOAFITUDKIZHD) £HU vl LET,

iLO BEDWMER—IHRTINET,

RENCF v IRy I REERLT. OKEY v I LET,

iLOM., REBEDOEEZAMITHICE)EY FERETHLIZILEBHMLET,
TORREEDEHRNKRT LGS, iLODYEY REV UV LET,
ILODWNEREZHERTHEIICKOFET,

[ZLy, iLOZEYEY FLETEIV VI LET,
BEEABMILINDSETIZ. OIS ELHYFET,

ey FATET Lo, RENICBESAFTDIZLRY ., KRR M—N—DARL—T 4 VI RATLAIC
EOTHRHEEINET,

DHCP HD#HLWRY bT—H A U3 —T A RAEBEFHMICEBRLAE W LNnuX T4 A RYEa— 3
YDBE  RENCAUVE—DTIARADRY FI—I B EEFHNMNS DHCP ICEEBELET,

a. Ry RI—HUTR—Trv—FHETET,
b. FRENICA > A2—TxAREZELET,
c. DHCP #EHdT A LS IZRENIC A V23— T A REHEHRLET,

CHDRRYIE, ARV ESA AV —T A REFEALTEITIAIEDITEFY,

a. /sys/bus/usb/devices HDT/NA RAEHELFET,
UTFICHIZERLET,

cat /sys/bus/usb/devices/1-4/idVendor [X{E 03f0 R RLET,

cat /sys/bus/usb/devices/1-4/idProduct [&fE 2927 #RRLET,

b. RENICHRY hT—V A3 —T A RBEHELET,
LUTFICHZERLET,
/sys/bus/usb/devices/1-4/1-4:1.0/net/usbl

c. DHCP # BT AL 3WRENICA VA —T 1A REZEHT By FT—U#ERRS ) T %Lk
L/i?-o
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fEZIE BERRIV Y TRIZROITY M) —%EE /etc/sysconfig/network/ifcfg-usb0 &
R LE ¥, BOOTPROTO="dhcp".

d. RENCA V=TI RICFTIERTEL, *Y b IT—OH—ERXRZBEELET .
7. RAMARL—F 4 VIV ATLATHRENCANERTES L EHERELET,

a. YE—travy—IiLtyiarERIRT SN, WEBRA N RTALIZTI9EALET,

b. KA H—N—DARL—F 4 VT RATALIZATAVLET,

c. ROWFThMEEITLET,

Windows Y XA T LDHE : ipconfig #EITL. IP7 FLAMN16.1.152, TRy kIR IM
255.255.255.252 @) Ethernet adapter Ethernet & W\S3 ZRID 75 T4 —%ELET,

Linux VATLDBE : 2V IT—9A423—T A RZEHEL., ifconfig ZEITLET,
FETZ—DIP7 FLARIX16.1.15.2, Ty bR I% 255.255.255.252 T,

RYRT—=DA B —TIARBERET DHEICOVTIE, FIR6 ZSHEL TS,

iLOWeb f 23—z A RIZT7 VAT H=HDRIE NIC D
{52 FH

AR S
CHEADEENMRENIC HEEZERAT 500 —RHMGRHREGHEH- LTS &,
TOXIHY—N—%2FRTEILICTIIF—PERIATLENI &,

FIR

—

JE—FraVY—ILbtyia zRBET N MERR N RATFLIZZIRLET,
RRA M —N—DFRL—F 4 VT ORTLIZATA 2V LET,
Y R—bINTWBE TSI —FFEET,
RDOURLZANLET, https://16.1.15.1
O—ALTRATLOILO OF A VEERLARTINET .
5.iLOIcAY A4V LET,
IP7 KLAMN16.1.152DEy a3ty av R MR=JIZRRINET,
6. iLOWebf 23—z A REFALTH—N\—FLIFILOBRERTELIEIEHLET,

D 0N

HLLIE
iLOWeb £ Y2 —T T4 ZAADOT A (32 R—)
1 NIC #{EFT 51 D—ABHLBHEEHE(174 R—)
HR—bENTWNEITTOH—(31 R=D)
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RA R ET®HILOREST DfEF
eres

CERADEEMRENIC HEZERT S -O0—RMGHHREHZH-L TS &,

KA F—N—FARL—F 4 VT VAT LIZRESTiU A V23— T T4 RAY—ILNA VA R—)LENT
WsZ &,

FIE

—

DE—ra2VY—btyLarzemed 20, MERIA SN RATLIZZIRALET,

2. RR H—n—0SIza4¥1 2 LET,
3. iLOREST #BtLET,
4. iLO LRFLIZATAVLET,
iLOrest > login 16.1.15.1 -u iLO user name -p 1LO password
5. LORESTavY Y FEFRLTYH—N\—FLIFILOBRERFTE-EEHLET,
HLLIE
RIENIC #FAT 5-HD—MBMLRMHIEEH(174 R—D)
3 +
{48 NIC T® SSH E#Hn{#EH
AR &4
CHEADIRENMIE NIC #EEEERT 20D —BHUEIHREHEHmI- LTS &,
Windows AR L—TFT 4 VT VR TLDIFEDH : PuTTy E£7121£ OpenSSH A’/ VX b—ILEN TS
— &,
Fg
1. VE—bra2V—ibty P arxfmdsh,. MEBBRA M RATLIZZVERALET,
2. KRR MY —N—DARL—TFT A VI VRTALIZATGAL 2V LET,
3. AVAP—ILENTWEBARL—T A VI PRTFAIZKELT, A RFOV T ERIEPUTTY 24—
SHLTaVvT rEREET,
4. iLO VRTLIZAYA Y LET,
ssh 1LO user name@l6.1.15.1
5. SSHYSA 7Y bEFERLTH—N—F-FXILOERZRTELITEHLET,
HLLIX

B NIC AT 51D —BHILBHIZELE(174 R—)
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ILORBEATATIE., RYFIT—V I TDREEDHMETEREDAT A THD)E— MR FY—/1N—%
BHTS5-OIFERATESRBET N RAZRBLES, BREATA 7 TNA RF, KRR PR T LOEE
FFICHERATEE T, REATA7TNARIE, USBTY/ AD—%FALTHRR FY—/N—CHEHKELE
ER

REAT 4 7EERAYTHEE. UTORITEELTLESL,

—MOBKXDERA T+ 7EZEAT BIZIE. SAEVANBETT,
COWREERERY HICIE. REAT 4 THERNLETT,
I 1 BEOREA T+ 7 LA ERTEEEA,

REAT A THBEIZ. BRRKS8TBDISO A A—PHFHHR—FLTWET, ISOMA—CDEKRKITF7AIL
HAXE, ISOMA—CHRESNTVWEZITIZ7AILNVRTFLDI DDIT7AIL YA XDFIRO., H—
IN—D OS AYER—FrF5SCSIavy REEDERIZHIKELET,

FRU—F 4 VT RAT LTI, RE 70Oy E—/USB +—% 1-1%{x*E CD/DVD-ROM (%, BED KFS
ATDESIZRZET, ILO ZHOTHERT HEE. RAMFTRL—T 4 VIV RTLA, FHLLVN—
ROT7DBREDAF—FERTTEHLIETTSEENHYET,

RETNA RADBERE SN THOEREUNT S2ET, KRR M—N—IRETNNA RZFHATEET,
REATATTNAADFERANET LTREAT A 72T S E S, R~ OS5 Tunsafe
device removal] EWSEEA Y-V ERZITMABENHY ET, T/N\1 REUET HHIIC. T/3A
REFLTEODARL—T 4 VT ORTLBEEFERTHILICEY., COBEEFRTEHIEN
TEET,

iLO {x#8 CD/DVD-ROM &, HR— h &N BARL—FT 4 VGV RATLT, Y—N—DEHEIZERAT
=F 3, R CD/DVD-ROM I SBBET D EIZEY, 2 Y FT—T FSATHhLDARL—T 4 >
GORTFLOER. BEORELEARL—FTA VI VRATFLDTAHFREZ)WNYLEDEEEE
TTEES,
RA FH—/A—D OS A USB DRBESLEBEEET-(XSD T/N\M REYHR— T 358, RAX b —
N—DO0S%#O0—KL=#.7T., iLOREZIOYE—/USB *—%#FRHATEZEY,
KRR MY —N—DARL—TFT 4 VI RTFLDOERTHIZ, REZOYE—/USBF—%FEHAL T,
RSAN—DT7vTIL—F, BEABEETA RIVDERLBEDEEEITSIENTEET,
Y—N—OETHIREIOYE—/USB F—ZFHATESELSICLTHELE. NIC RS54 /1 —%
ZHL., BETIVLENHIBEICRITEIIENTEET,
RE70vE—/USB ¥—(F. Web TS99 —AEHELTLEYEIOYE—FT 4 XY, USB

F—. FIESD FSATTHAIBENHYET . £E. O—HILDN—FTARI FS4TFE
FERY FT—=I FSATITRESNTVESM A—CT7MILDEBEELHYET,

B EEEE 15 5 =8I, Hewlett Packard Enterprise (397 54 7> b PCDIN— KT 4 X9 K54
TFERIEBERY F IOV O ENLTTIERATEDRY FI—U R34 TITEMSATL
A A=V FAINEFERATAHIELEHELET,

KRR FY—N—DFARL—F 4 VI RATFLNUSB DABESRBEBEEYR— 35184, "Xk
H—N—DFARL—FT 4 VIOV ATLEO—FLI=#IZH., iLO {x%8 CD/DVD-ROM #{FRTEZEY,
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KRR MY —N—DARL—T 4 VR TFLOEFTHIZ, {R48 CD/DVD-ROM #FAL T, T/3(
ARFAN=DFTITITL—F, YILITTDA VR —ILBEDEEETS EMNTEETS,

H—/N\—DZEITHIZ{RIE CD/DVD-ROM 2HHTES L 3IZLTHELL &L NIC RS A /\—Z 2k
L. BETEILELNHIBAICRITAIIENTEET,

{x#8 CD/DVD-ROM IE. Web 75 9H#—%2FE{TLTWLWET LY EDO¥E CD/DVD-ROM K54 JT
HHEENHYET, £1-. {R3E CD/DVD-ROM [E. O—AHILDN—KF 4 RY RS54 T£=IE
2YRT—O RSATIZRESNTWVWESA A—CIT 74 ILDEELHY FET,

RELMEEE S S 1-0I1Z, Hewlett Packard Enterprise (2 54 7> F PCON—KT 4 X9 K54
TELEEERY FT—O )V ENLTTIERTESDRY FT—Y K54 TITHERShTL
BAA—CITFAINEFERTHEEHELFET,

NETIRC #FAH35&, REITAHILF—ZIIOURLT, 95470 FEBEEREY—/N\—DORBT
TJ7AINIZFTIEAL, aAFE—F B3I ENTEET,

370w E—/USB ¥+ —% 1= 1&{x*E CD/DVD-ROM #EENEMIZ L > TLBIEE. BE. 9547V
FARL—FT A VIV RTLMGIEFZAYE—FS 4 TFEIL CD/DVD-ROM K54 TIZ7H AT
=EEA,

AR I7ALOT—EANEND L EHLET BB, A—ANAT A T7ERBAT AT TN
ARELTHEALTWDEZEF, O—ALATATADT I EREHATLAENTLEEL,

OpendDK Z#{EfH9 % HTML5 IRC & U Java IRC D#H : iLOD Web 4 B3 —T A X042 K%
BHIAMEALDE. VE—FIVY—ILERIEKETLEYS.

JE— VY= IILEBHENETITEE, URLR—RDREA T4 7EFEALTESFEIA T T/NS
ARERBRE, VE—FaVY—ILEZFRLTERINTWEEBEAT AT TNARIZTIERTELEL
BYET,

REATATEFERTBODARL—T 4 VI ORTLEHR

CCTIE, ILOREAT A THELZERTAEHRICIRT ILENHEIANL—T 1 VTV RTLEHIC
DLWTEHRBALEY,

ARL—F 4 VT RTFLOD USB B
REATATTNAREFEARATBIZIE. ARL—TFT 4 VT RT LN USB KBEESCBEEZSEL USB T
NAREYR— T BIRERAHBYET, HLLLIF. ARL—TF A VIVRTLDORFA AV FESRELT
Q- 1AN
SRATFLOT—FHZ, ROMBIOS AUSBHRh— rE2BERAL. ARL—F 4 VO VRAFLNO—FEh
9., MS-DOS L. BIOS #FRA L TR FL—CTFNAREBELTWANDT,.DOS #8821 —T 4
DFA4 T4 Ay FEEEAToT7ELTHELED,

ARL—T 4 VI VAT LICEAT5FEEE : fE70 Y E—/USB ¥+—
Windows Server 2008 LL[%

RAEF 4 A4 v FUSB +— K54 JI&. Windows AS USB T/34 A &8 L=-RICBHEIMICRTRTSh
T3, RETNARE, O—HILEHKEINETNNARERLESIZERALTLESL,

Windows D4 X b—)LRIZHRET 4 ATy bERFSAN—T 4 Ay FELTERTSICIE, KRR
FRBSUDAHBT A AT Y FRSA TEEMNL. RETARATY FBRRESATATHIIDESIC
LTLEEL,
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Windows DA VX b—)LHRIZRSAN—T 4 X7y b& LTRB USB ¥—%FEHAT HI2(E. USB
F—FRSATDT—FEFEZELZEI, Hewlett Packard Enterprise Tld, USB ¥— K54 7D
T—VMEFZHNTELEEBTTOHLET,

Red Hat Enterprise Linux, SUSE Linux Enterprise Server, # & U Ubuntu Server
Linux I&, USBT 4 R7 vy h&EF—RSA TDFERZYR—FLTLET,

T4 Ry DR
MEBUSB TARY KSATAHBEZIS4ATF7 I UT, RETA Ay MUSB X*—%2FAT 51548,
T AR BEFRE EINFEA, FEZR TARTYFTFARIDLTALY R YR MEREBL
=%, TARVEXHBTDE, ZOTFTA4LYIRFY YR RVIDTAARATYRDTF4LY R YR B
NERRENZFET, LODRET 4 A5 Y FMUSB F—DFEADICT 4 R EXBT ILEAHDIESIL.
WY, EUSBDTARY RSATEBETHIIAT I UEFRLTLEEEL,

ARL—T 4 VU VAT LICEAT %FEFEHE : {x38 CD/DVD-ROM
MS-DOS

{x#*8 CD/DVD-ROM [%. MS-DOS TlEHHR—rEhTWEHA.

Windows

{x#8 CD/DVD-ROM I%. Windows MT /84 ADT > FERHL-ZICEBBMIZRTIAET, Ch
. O—HIILEH SN CD/DVD-ROM FSA4 TERICESITEARALTLEESLLY,

Linux

Linux T4 A Ry Ea1— 3 Ik > TlE. %8 CD/DVD-ROM [FRDODWTFNAMNTNA AT 7 AL T
TOEATZEEY,

/dev/cdrom
/dev/scd0

/dev/sr0

O—7AJL®M CD/DVD-ROM T/3A ANEFEHT 59—/ —TIE. k48 CD/DVD-ROM T/3/ R [&, O—
HIILDVD F/3Af RZ§w L TINA RES (f=& AKX, /dev/cdroml) TZHIEARATEET,

Linux ¥ X7 LT USB{R¥ AT« 7 CD/IDVD-ROM <V ¥ %

FIE

1. Web A/ U2 —J A ABHTILOITBTI U LET,

2. NETIRC Ffzl& Java IRC &L ET,

3. RERSATAZ2—%BRLET,

4. Y % CD/DVD-ROM &R L ET,

5. UTOATY FEFERALT. F34 75T MLET,
Red Hat Enterprise Linux DiH&

mount /dev/cdroml /mnt/cdroml

SUSE Linux Enterprise Server D 5&

mount /dev/scd0 /media/cdroml
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ARLV—TFT A VI VRTAICEAT 5FEEE : RET7A LS —

BETAERELUDOS Y3y -REITANFT—TFTNARIE AZEBIOSTA A7y b RFS4T
(FSA4TA) ELTRRENFET, COEE. WEMITERESNETA ATy FFSATH-TH
HERATEEEA, O—AIWYBT A RTY M FIATERBIA LT —4RABICERT S EETE
FEA,

Windows - Windows n{x#38 USB T/Af AN b ERHIT HE. RETAHILA—IZHEWIZRT
INET, TAINF—(F. O—AILEEINETNAALRERULESICERATEEYT, REITAILY—
MR TEEFEA, REITHILF—DIOEEILESETDHE, H—N\—DEFHTELWNGELD
YErd,

Red Hat Enterprise Linux, SUSE Linux Enterprise Server, & U Ubuntu Server - Linux (&, FAT
16 77AINIRTLIA—IY bEFERTEIRETA LT —HEQEREZYR—FLET,

iILOWeb 1 32— xA RADEBA T4 T7AH T3y

RBEATATFTR=UTIE, UTORRYERITTEEY,

L

MEBBRSAT, O—QWIWA A= 7740, REITAINLE—LBEDO—DI AT 4 T ERTE-ITE
YH3,

URLR—ZADATAT7HOLRE. Ef. 1229 b, £HEEFHZEFTT S, URLR—RADATA T
ElE, URLEZFALTWeb H—/N—[ZRESNTVWRSM A—CEEHRETHEERLET, ILOT
X, HTTP £EHTTPS XD URL #FATEET, FTPIEHYHR—FSNhFEHA,

NEYE—FIAVYV—ILOERBAT4TA TS 3 (150 R—2)

REATATDRAT—EAELVR— MERDRTR

REBAT 4 PTHEDAT—2ABLVR— MERERTT BICE FEATAFR—UFALES, =
NODEREF. PO ERABENR—OTHERTEET,

FIE

1.

HLLE

JDE—FIAVY—NEATATFTR=DIZBEL, REATATF7427%0 v LET,
REAT A THEDRAT—2RAEBREINTNER— FRARTEINET,

(FToay) REATATHEODRT—AREEBRT BICIE. REATATRAT—R2RI2I %Y
Jyo LET,

TIOEARER—IHBRTENET,
(FTvay) RBATAT7HR— L EBHETBICE. BREATAT7R—FIOZEIYYILET,
FIEARENR—OHBRTEINETS,

iLO 74 £ RBFEDHER (298 R—2)
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EHichf-0—AhILAT A 7ORTK

AR &4
RIEA T« THER
REAT 4 THEST IV EARER—CTHEMITGE>TWS,

Fig
BishEO—hAIIATATFTNARERTTBICIE. FES—2 30V —TYE—PFarV—JL&A
TATZE2)VYHO LT REATAT7E2TEZDYVYH LET,
HLLIE
iLO 79t RABTFDIEH (298 R—)
O—AILAT 4 7 DM
A—AWRBEA T4 TEERTHE. UTOEI L a VICERANRTEINET,
R¥E2O0vE—/USB X*— /R I+ ILX—RAF—4 R
ATATHREBAShELE: -#EBHEINTUWSREA T« 7DFESE,
O—ALAT 4 7HEREINATWSIEE, A—HAIATA TP ERTINET,
BHAT—8R -REATAT7TINAADREHEINTLEINESHMERLET,
FHMYER - REATAT7TNAADNRAMYERAN—ZI v a VTEREINTULENE S H,

{%# CD/DVD-ROM X 7+—% X
ATATHBAShELE: - BERSINTLSREA T+ 7 DS,
A—ALATATHERINTVSEE, A—AIAT4 T ERRINET,
BEHAT—8R -REATFTAT7TNRAADBERINTOEINESINERLET,

A—HANMREBATA7TNNARAOBMY L

ATR&EH
A8 AT 1 THER
REAT 4 THENTIEABRER—THIICHE>TS,

FIE

1. TEF =230y ) —TYE—FIAVY—NEATFTA4TEI VI LT REAFATE2ITEI YYD
Lﬁ—d—o
2. RE7JOYE—/USB X—MRE I+ N EF—XT—8 Rt Y L 3 > Ff-(F{x$E CD/DVD-ROM R T—4
A2 aVIiHEIAT14T7ORIMYBLREZUEZD U YILET,
HLLIE
iLO 79 v RETEDERM (298 R—)
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URL R—Z D A T 1 7 DS

FRATATR=—IUDOHURLR—RADAT A TEERTEET, MORBEAT A 7424 TEEHKT BIC
. .NETIRC E£7=I% Java IRC. RIBCL/XML, %A WKILOCLI 2FRALET., REATAFTR—IF,
144 MBD 7Oy E—A A— (IMG) LU CD/DVD-ROM A »—< (ISO) DiEkEEYR—FLET,
A A—DIE, ILO ERULARY FI—5S LD Web b—N—[ZHEELTWLWEAREAHYET,
AR

8 AT 1 THER

REAT 4 THRELST IV EARER—CTHEMITGE>TW S,

Fig
1. TESXF—S 3 Y —TYE—PFAVY—IIEATATEI YUY LT . REATATE2TZI)YY
LE9d,

2. Oy F—ICEHKEEY 3> (IMG 77 4JL) £1-13 CD/DVD-ROM ZiEfHE+=o 3> (ISO 77
AIL) DEEATFLFURLAYIRIZURLR—ADATAT7DODURLEAALET,

3. CD/DVD-ROM D& : XD Y —N—BREFEICH—/N—FZ DA A —CF TSI LI-LMES R, &
BYtEy FEIZT—rFz ORI REZBIRLET,

A A—=DEFE2FBOY—N—BEBRICEPMICRYEEALDT, —N\—F—ELMIDA *—
UhoEBLEEA,

CODFIvIRYIREBIRLEGWMES, A A—CIEFHTAO Y b E2ETHESGESNEFERY
F9, Y—N\—lF. VATFLT— AT avhAZFDLSITEBRENTWSIEE, UERITRTOY—
N—1) 1y FEIZA A—JIZX L TEREILET,

H—N—MNPOST £E{TLTWVDHEIC, RED) Y FRFISEBFT VIRV I RERAMLELS
ETHE IT—DHELES, POSTHIFT—MEFZEETEFRA, POSTHAKRTIT S50 %
fFoThin, BFRITLTILESL,

4. 1&*57EI YE—DHDEHE  HARYBERAN—I v aVvERIREATATTNAREERTT 55
B, RADYERF VIR JOZ’&JET’RL&’@'O

ﬁﬁmgﬁm?lv7$W7Z@77#»FfﬁﬁKﬁOTU$¢o
5, AT4TFDHAZY I LET,
6. (AT ay) a4 A—UhbWET CRETHICIK, H—N—ZBEFHLET,

HLLIE
iLO 79 v RETEDERM (298 R—)
RO THMEREATAFZRISDEY b7 v F(185 R—)

EEINTWA URLR—ZADAT 4 7NDETR

AR &
A8 A T 1 7HERR
REAT 4 THEST IV EARER—CTHEMIZLE>TLS,
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FIg
FTEF—=2a3 V) —TYE—FIAVY=NEIAT4TE0) YO LT, REAT4T7E2TE) VL
E3 I

LK
iLO 79+ A RFE DM (298 R—)

URL R—Z D A 74 7 DEEHA
URLA—ZXDEEAT 4 TEHEHET DE. LTDEI a3 VICEMARTENET,
FE78yE—/USB F—/REI7AILF—RT—4 R

BAZSNIAT47 - BHESATLLREA T« 7O,

URLA—ZXDAT A 7HEHKINTWRIGEE, RVYT AT TERTINET,
BERAT—3R -BEATAT7TNARADEREINTOINESINERLET,

A A=Y URL-EREIN TSI URLR—RDAT 4 TEKRA2 T 5 URL,

HADMYER -REATA 7 TNAADNRARYERN—I v a3 VTHEESATLEINE S,

{%#8 CD/DVD-ROM X +—4%& R
BASNEATAT7 -EHRSNTOSEREAT 1 7TOREE,
URLA—ZXDAT A THEHKINTWRIGEE, RVYTPATF4TERTINET,
BRAT—8 R -REATAT7TNAZADBEHEINTOEINESIMERLETS,
A A= URL- SN TS URLR—RAD AT 4 7EKRA> S % URL,

URLR—ZXADFEEATAFTTNAADAT Y k

AR &Y
A8 A 5 1 THER
RBEAT 4 THENT I ERABER—CTHIICHE >TSS,

FIE

1. FEX—2 a3 oY) —TYE—bFAVYIY—IEATFATEI Yy LT REAFA 727 )y LE
ERR

2. URLR—RDATAFTTNAREZRMYETICIE, REZOVE—MREIANF—RAT—E2 A EH 3
L #E113{R*E CD/IDVD-ROM A F—R Rt aVIcHI AT+ TOREMYBLARE L EI ) v
LE9d,
REATATORELERENETES5M4 AN LNV —/N—T L— KTlE., URL R—XD{RAE A
FTATAA—CTIRIATATOREA Oz M AT avEzFERATEERA. CDBS. Onboard

Administrator DVD K54 THhEHE SN TS ATEEMEMS < . Onboard Administrator ¥ 7 k™ = 7 % 4¢
LTCOEGEZYMTIVNENHYET, LOZULEY FLT, EEEUMTEEELTEET,

HLLIE
iLO 79t RBRFEDNE(298 R—)
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RARJYVTMREATAT7ZRISODEY F TV T

AR
RV TMRBAT 4 TRIZIS &y F7 v TT BRI, ISHBMERETHD L EHRAL TS

A

IS Z#EAL T, BHEL Web YA bZEEY FTYTL, TOHYA M7V EALTELLEHELTL

DI EEWRLEY,

IS DERTE

LUTOFIBIZHS>T. T4 A7y FEILISO-9660CD 1 A —SDHAMYBER7 IV AAIZIS ZH/BE
LET,

FIE

1.
2,

3.

FTALY F)%E WebH A FMIEML, A A—SFTFaLY RIIZEEET,
IS AFEHLTWAMME 24 FIZ7HERTEBEZHERLEYS,

FERIE TARTY M A= T 7 A ILHEERF . ing ZFERALTWBBEE,. FOHEFIZHLT
MIME 2 4 7&8M3 2LEAHY E£J, ISManager ZEALT. BHD WebH4 +DTA/NRTF 4
BA7ATRY D RIZFTIEALET, HTTPAY A —42 TT MIME OFEE%5 ') v ¥ LT MIME 2
A TE#=EMLET,

Hewlett Packard Enterprise [£. RDA A TEBMT S LEHTTHLET,

.img application/octet-stream

.1so application/octet-stream

EARMYERTARIAA—CENEBTELES(CWeb H—N—D R EIN TSI EEZHEELET,

a. Web 759 —%2FHALT., TARIAA—CDEUEICRELET,
b. TARIA A—=CHEISATUMIEHSO—-RLET,

LUTOFIENEREIZET L=5E. Web 4—N\—[FELLBREENFET,

RAHLIEZAAT O EAED IS DOKE
FIE

1.
2,
3.

Perl (=& ZI1E. ActivePerl) 24 X F—ILLET,
WEIZIE LT, REATATFAILN=TF T )5r—3 0% hAREIAXLET,

REATLTANILINS—RT Y TEOWebH A MMZT4LY FUEERL. FDOT4 LY FYIZRYY)
jFé: E_Lij—o

AU TMITRET ALY bYB cgi-bin ZERALTVETHY, FEQORZFZFERATEET,

TA4LI MIDOTARTAR=DDT7 IV r—2 a3 vOBRETHERZI Vv I LTT T r—2ay
TA4LI MEERLET,
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Mappings |Opti0ns | ebugging |

¥ | Cache ISAPT extensions

r—Application extensions

Extens... | Executable Path | ‘erbs ;I
.idc COWINDOWS system32linetsrvihttp, .. GET,POST
Jicx COWINDOW S Microsoft METYFramew, .,  GET,HEA..

pl HPerlibi 1erl, e )

plex CiPerlibiniPerlEx30.dIl GET,HEA..

plx CiPerlibiniperlis, dl GET,HEAD,POST]
| | >i

Add... | Edit... Remove |

‘wildcard application maps {order of implementation):

Insert... |
Edit... |
Remove |

Move Up | Mave Down |

OF I Cancel Help

3: Perl 22 DI

7. Web Service Extensions /S Perl R 9 1) 7 rDEITEHA L TWNWWS I EFHALET ., £33 THWES
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ANIVLIN—TF TN 5= a3 Utk BRBATATDHEA

INSERT VIRTUAL MEDIA AR Y RTAINR—TTYHsr—2a v aERT H5E. URL DEXRERIEXR
DESZBYETS,

protocol://user:password@servername:port/path, helper-script

EHEIRDELYTT,

protocol - WATY, HTTP F£/=I[X HTTPS TY,

user:password-#A T3 TE, BEINEGEIEX, HTTP EAXZIANEREINET,
servername - HBTY, Web U—/N\—DHKRA FEFEIZIP 7 FLRTT,

port -4+ 743 TY, Web H—N—DFETHNKR—FTY,

path-wBETY, 77EALTWAA A= T 744 T,

helper-script -A 7L 3> T3, ISWeb H—/N\—EDANIL/IS—RHY ) T +DEETT,

INSERT VIRTUAL MEDIA AR Y FIZDWTHLLIFIILORY Y TF4 o TELUCLIAA FESHEL
TLEEL,
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REATF L TFAIIN—TFT FTY5r—3 008507

LT®DPerl R9 1) T R &, BREZRAAHDFAREL Web Y—/IN—ETT 4 Ry bADEZFIAAHETRE
2T B COIANIWIR=T TV r—32DBITT, NI—FTYFr—32é

INSERT VIRTUAL MEDIA AR FEMAALETHEATIE ESTAHAREEBT ARV EYIVITE
Y,

AWNR=FFT)r—2a vEERTBHHE. ILO 77—LD7IF, UTONRFA—2—%HRALT. C
DT TV r—2aVICBERERRLET,

file NS A—=F—(F, TOURL TRHENET7MILDEHTEEHET
range NI A —F—[E, T2 DEETAALZEET 5 16 EROAEHEEEZEHET .
data NTA—8—[F, EERAFENET—2ZTT 16 EBDOXFIEEAET,

ANIVIS—R O Y T RIE, file NSA—A—%FDEET ALY PJITHT HEMNNRICERT ZHEN
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i
#!/usr/bin/perl

use CGI;
use Fcntl;

#

# The prefix is used to get from the current working directory to the
# location of the image file that you are trying to write

#

my (S$prefix) = "c:/inetpub/wwwroot";

my (Sstart, $end, $len, S$decode);

my $q = new CGI(); # Get CGI data

my $file = S$g->param('file'); # File to be written
my $range = $g->param('range'); # Byte range to be written
my $data = S$g->param('data'); # Data to be written
#

# Change the file name appropriately

#

$file = S$prefix . "/" . S$file;

#

# Decode the range

#

if ($range =~ m/([0-9A-Fa-f]l+)-([0-9A-Fa-f]+)/) |

Sstart = hex($1);
Send = hex($2);

$len = $end - S$start + 1;

}

#

# Decode the data (a big hexadecimal string)
#
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S$decode = pack ("H*", S$data);

#

# Write it to the target file
#

sysopen (F, $file, O RDWR);
binmode (F) ;

sysseek (F, $start, SEEK SET);
syswrite (F, $decode, $len);
close (F);

print "Content-Length:0\r\n";
print "\r\n";
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3. BRZV VYU LET,
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EEREHLET,
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"downloadAll" : "O",
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email (FF¥ay) — ZOHY—N—0DEHRBYUEDA—ILT7 KFLAR, COEEZANTEE. FhN
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*—%#FRET BIZIE. mxagentconfig ZERAT HHEIIZ, iLO TSSHAERIZHE>TVWIRELHY
F9,
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OpenSSH F—Hf =
LAL—iLo £k

SSH F—0iR1E

iLOWeb 4 32— 24 AELXVCLI TlE, Y R—rEN TS SSH F—HEALYR—FrEZhFET,
RIBCLRAZ ) T rTlk, LAY—ILOBKXDOANRYR— S TLET,

ﬂﬁﬁ?éj?’f’*‘—Ff\-—’&ﬁﬁﬁ L—Cnn..nl—té;hré SSH ;%%JL(I #’ @Fﬁﬁ%& L—Cuu..nl—té;hr HL*&
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iLO 27—L9x7IE. 1,366 /31 FUTODEEODSSHX—%2 A4 ViRk— T 22 EMNTEET, F—
M 1,366 /31 FEBZ BHIGE. RIEEICKRT A ENDY FT, BEEICKRT HBAK. SSHY S A
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HPQLOCFG & U RIBCLRY Y T rZ#FALTNRIT Y YO X—%2ANTBEEEIE. NTUvosF—
T—RIZILOA—HY—ZFEBMLET, NTV VI F—F, 2—F—LLLLHITHBMEINTT,

FEhTLS SSH F—FHXDHI
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———— BEGIN 55H2 PUBLIC EEY ———-—

Comment: "Administrator "Ny

ARALRIMNzaClko3MARLCATZ TCO04Dy2 zr TEWNRUL TTWHDEQAEdyuRAINLIivLFE3 I oHZ (NI

ZozFOVINPSxZVEVYMTvdViSupD22CT1xxAtarOPON2 gUgoCa jERtEWLmx e gsLCT N
WI3ldxQvEYnhTYvhPQuoed/vYhoam+y0zigD03pDvaiKaeMASH/ zELSmE 9 oot S8 AN

JSURRRRVRT4efosffglihgda,/eTGEUHPCEIINARRRChnhADYXu+HvdxuXccXWE O P c Ny
477 iZgos3ic/ Z0ezFHe/ cll/BwwEiwEPC1HCsMuwsVEIgi Thvnl¥czFEEC T 060V c N
iFLeBY 3/ bRpQkn6l5GPCEARSuEBui0EjvUZrXL ’.1::13:1:1:_.-"?IE—'_rr.'_fq}s'.I-Z:'.zDZEJZ-RI-Z
BZJazh¥Y920PpkD4hNbARARgDN31balgFV10UlE j21MiXgreenSTETSOOSET SO S MINS
H/Z/arobbrHC /2366VA/554chkVimIT 2 IDRREVECVEOVC Inb4ckpfFE ZvE AW Y (MINy

a2iFDLgRbHRh4 gy 13_f“{,¢p vwnDilaecdFhal2UvZlcHirdns/E0hhlonfi3cidoc A
5TV
———— END 55H2Z PUBLIC EEY ———-
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OpenSSH F—f=x

ssh—dss
AR ARSNzaClke AR CAY EdERKEHLCLgDI 1 I+RKAITXJVEZ EnNEREY DL jTadpwlVolBirrLGPdSt 0av
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0ScVEnWEGEvrW TmAVEGZ 2wMEDFSREwW,/ Va2 6,/ JRTEzSHRATH/ wagRtTo/ oLotHeyVe JFZFGprDOvHWALR DY
FfepviWaco3CDELmHOJT3vUkRSalDztpgtoodD7ev TIVrNPE  nEERnp zHPMAKEX=z3g55 805 fWSnWH3In/ pe kB
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SRRy TYBvEZlurWWAF 3fYv TR/ 510grsRYDPLMSeBRKLOZ2BECe++Hj Luc+hBvwj 90t sgelVhpCEfCogriYo
nY¥wnDC4mlIT4= ASmith
————— END 55H HEY-—————[w3iNg
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FIg
1. FEX—Savy)—TEFaUF4%2')vys L. CAC Smartcard BBEE2 T2V U v LET,
2. E¥EEH CAGIRARZA VA P—ILLET,

COFEAEIR., ILO [IZIRRSNHMAEDREEIERLEY . ;EAERFXRESA TS ILOEFY)
T4 REIZERL TOVETAIEGRY £ A,

3. UTOREA T avERELET,

a. CAC Smartcard BEEZH®N-LET,
b. (#7>3>) CACEEZEE—FZ#EMLET,

4. (AT 3V) T4LY PIHEEFERALTWSIGEX. T4 LY NJaA—HF—FIRELZTVEV T L
Ha3VTAHTOaVEBRLES,

COEREIF. I —F—RAEDEDHAAT ALY M) A—H—Fho 2 FOBEAIEREShENE
BELEY.

5. BEIA T2 avELUTa4 LY M)A —IABETYEVTRELXZRET SICIE. BARZ V%
21Uy LET,

6. (FTay) SIBHAELHURX L (CRL) &4 U R— 3 B2, &% X PO URLAKRYS X(Z URL
#AHhLT, EREYUYILET,

COFIRICEY. RICRITSN T, KA LIGIASEEMCTEET,
CRL 4 X#IBRIZ 100KB THY . CRLIFDER 74— v FTHITAIEHEY FHA,

7. (AT 3y) #USAVEBAERT—42XA AL EFRALCA—Y—SIRAEEZHERT HIZI1E.
HTTP £ IXHTTPSURL ZAAL T, BAZVVYYLET,

8. A¥X—rA—FiBAE%( 7y FO—KFLTA—ANLILOA—H—TFhHU kT vy TFLET (LO %
A—ALA—HY—RITHEATIHEEDH),
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HBT7IOELRRAY— b H—FEERLERIEZEDTEXEMCLET .
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hia‘ TRTDILOFEELEL—HF—T—48., FEAEDHERERTE. OFMNEEEINET, 4
VAR—IEHRDSA LU RAF—(FRESLET,

FIPS X1 T4 REEZENZT HHE—DAEE, ILOZITHHERHEDT 74 /L FREIZY
ty hFBIETT,

FIPS tXa VT KEBZEHITT HEREHERT H-0OI21F, FL, BABLUIYEYFEI YUY
J2LFEYT,

LOAFIPS tXa )T REBZAMDICLE-RETHESLET, HEOBHEINHAONEHETIC
QO MLUEAIAMNY FT,

(AT av) CNSAtEFxa ) T KEBEREMCLET.

a. T4 O —Y-RiFEREEALCILOICAYA Y LET,
b. FEX—23vv—TEXxaVT450 )y LT, BEIEETEVUYILET,
c. EXaUTAREAZ21—TCNSAERBIRL T, BAZYIUYILET,
iLO BNEREHRTHLSITKROFETS,
d. CNSA # BT H2EREHERT HHICIK. [FL, BRIV Y LEI YV LET,

ILOACNSA X TAIRBZEMCLE-RETHEBLET, BROBHEINEALONDSF
TIZ 0 MLUEANY FT,

e. T2 FDILOBIEREFEHALTCILOIZBEERI AV LET,

EEEAHDIRAEEZSA VR —ILLET,

FIPS %o ) T4 KENEMLGHBE. TI4HI FOB2EL SSLARAEFHFITINFERA, TLE
TIZA VR P—=ILENT W EEEAHDIREE. LOMNFIPS X2 T4 KEBZFEATLHLSIC
BRESNDE, HIRSNES,

T ERB/EN—TTIPMIDCMIover LAN 772X EZT—8 . ELUSNMP 772X+ T 3
VEEMLET,

EE: IPMI LU SNMP DIZEEERFELE L E, —BDILO 4 > F—T =4 XL, FIPS [ZHEEHL
LTHELT. FIPSEHIZTZZLIETTEEHA,

BEAFIPS ICEML THWEINES I EERET B2, #EZEILOFIPS ZUMHEETOERD—ER
THhol=tFaTa4R)O—FKFarMEBELTLESLY,

BRIEFHN—C3oDilODEFXFI)TAR)O—FFXa A ME, NISTOWeb YA RZHYE
9, ILOSFIPSIERIZT IV R T BRI, RIEFAES 1 —ILOBRBER— TIIHERS 3122 2 A
HALET,

(X7 3>) ILOME ILO EtiaEE -1 HPONCFG #ERLTERXTLET,

HPONCFG #f#H L THHRZEXTT S L EX, 1 —F—DERIAVLETT, HELRI—F—DIHER
NEYHTOENTLEWMESX, T5—AvytE—URRREINET,

HLLIE, ILONRY I TPYTEYVRRFTERIZILORY Y TF 4245 ICLI HA KESBLTLES
LYo

(AT 3y) BREZETLEESIE. O—ALILOA—H—FAH Y FMZHLIVIRT— REHFE
LE9d,

(AT ay) EEEVR T LESEIE. POEABREX—TIPMI/IDCMIover LAN 791X,
B2T—4%. BEUSNMP 7Y EANEMZHL>TWS I EEZ®ERLET,

iLODEFa T« HAEDER 339


https://csrc.nist.gov/Projects/cryptographic-module-validation-program/Validated-Modules

CNODREF, BREETTDHE Y FESNLHAREENAHY FT,

12. (A7 3ay) BGL X2 YT A NFT—ZEBELTILO A—H—[CRATFLMAFIPS %2 1)
FAREEFRALTWAZ EZHMOEET,

FLE

ILONY YTy FTEYR BT (292 R—D)

iLO 79 2 REBETFEDHEA(298 R—)

SSL SIBAEDEF & A ViR— k(325 R—2)

A4 txal) T 1413 F—DER(B50 R—2)
LODTIAILEDDNSHEA—HF—THI > F(29 R—)

BtF1UT 4 REEEAT HHE0ILO ~DEH

TI7HILME () LYVLBVEFI)TAREBEZANCTSHL. ILOIF, AESESZFERALTRENR
FrrLEBLTERIOILEERLETS,

LOMCNSA Xl T REZFERATILSICHEREINTLNSES., AES 256 GCM EESARETY,
Web 7594 —

T30 —NTLS 12 BLVAESHESEYR— T E5EI3RELFET, TS5V N AESHESEE
FALTWELMES., LOICERTEEFE A

ISV —HNELGDHE. RBFHABSERRISIAERLEGYFET, #LE TI39F—DrFa
AURESRLTIESL,

JoH—DEEREFERTAHIICBAED I SO —2EBLTILOMSAT 7 RLTLEELY,
iLOIZAEY A Y LTWAMIZIT 2 =BERENDERICKY ., TT3IOHF—TAES LN DBENZFDEE
FRTEHEELAHYET,

SSH 1&#5
FERAAREGEEDHREIZCDONTIE, SSHA—FTAUTADERXaI AV FESHBLTLESLY,
RIBCL

HPQLOCFG &, UTD & 3 BHESHMEHARTLET .

Detecting iLO...
Negotiated cipher: 256-bit Aes256 with O0-bit Sha384 and 384-bit 44550

HPONCFG Tl&. l&t*%aYF11. FIPS, £-IXCNSA DX T RENFED L EETI—
S-S EHERABEICHRYET ., BELI—F—0OERAZYSTSATHVEWNGEEK, T5—
Ayt—UhARRFREINET,
iLO RESTful API
TLS1.2 £ AESHESE#YR— 351 —T4 U T+ &ZFERALET,

iLO [Tk % FIPS REFAIREDIER

340

LUTOFEIEZFERALT.ILO % FIPS BIEEAIBETIBELET, FIPStX 1) T4 KEE% ILO THAT
%IZ1&. FIPS BLUCNSA X2 ) T RBEFRICTHBB R—D)FSBLTLLELY,

EEZLDIE, FIPSKRIEEFEA/N—2 3 VD ILO ATHEADRIEIZHEMNE S, HDHUWLIKILO % FIPS &
Fa)TFAREEEMILTEFTTEZETHANESINESIMT B ETY, BT Ot RIZHERBA
B T8. FIPSREEEA/N—2 3 D ILO A, #FikgeL X2 ) T 438k o = IE&REE/N—2 3
VICEEMAONTWBIGEELNHY ET ., OS5 HKRTIX, FIPSHRIEEA/N\—2 3 VD iLO A&FH
N=2a3 0k YEREUNMEL BRBELRDHY ET,

iLODEFYT1HEEDER



FIE
FIPS BREEFEHA/N—2avDilO & bEEZtEyY b7y FF5IZI&, ILOFIPS RSB TOEAD—ET
HottEXaUTARYS—FXa A2 FOFIEIZH->TLEELY,

BIEEFADEFL) T4 HR)S—Fxa A2 MENISTDO Web B4 KzHYET, iLO5FIPS [ERIZ7
YR BIZIE, BREFHED 12— ILOBRRR—U TIHARHEES 31222 AN LET,

FIPS ®— FOEXE

FIE

LlO@FPS% REENZT BICZIE (& X IEH—N—FEREFEILT B5E). ILO ZTIGHAEROT
THILFREICHRELET .
CDARYEEFTTBHIZIEZ. RIBCL RS ) 7 k. iLO RESTful API, £7-I%XiLO5 ¥ —T 1T+«
=FEALET,

FAN }I (LO ZIBHEBROT IAIIMREIZYEY FT5E.ILODAI—HF—F—42,. 5S4V
F— 9 BRRERLUVOTEECIRTORENEESINET, Y—/N\—[CITHB TS VR b—
LENESAEVRF—DHEBE. COTA U AFXT—FREFESNET,

COFIEIZEYOATADTRTOT—2IEEINS=H, VY FZETEIA AR FIILOA
Ao rOTBEVAVTIL—Ty ERRAv rOYICEESNEREA,

2. Y—N—DARL—F A4 VIV RATLEBRERHLET,

TIHHFEDOT I4IL FEBEEADY £y Frh(Z, SMBIOS La—KIZHZ Y 7anET, *FUBEY
Ty b=V BRI, Y—/N—O0S DBEEINTETITHETILOWeb f 2 —T 2 RIZKRFRINFE
Ao,

HLLIE
iLO D TIGHERT T4 )L bEREAND ) £y b (475 X—2)

CNSA % Pwll\\ ﬂ{b

FIg
1. CNSA E— FZEMIZT BIZIE. ROWVWThHIDBEEZITVET,

CNSA E— FZEMICL T, FIPS X1 )T REZ5ISHEERATAHICE. £F2 U T+ RE
Z CNSAM L FIPSICEELFET,

CNSA E— K& FIPS #EMIZT BIZ(X, ILO ZIBHFEHOT 74 FREICHKELET .

CDRRYEETTBIZIE. RIBCL R4 1) T+, iLO RESTful API, F£=IXiLO5S5#ERHEa1I—FT 1Y)
T4 EFERALET,
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A ERLOZIBHFEHOT IAIL FREICY LY FFBE. ILODI—HF—FT—4, 5M1¢
VAT—H, BERESLUVOTEECTRTORENEESNET, Y—/—[CTHTA
VAP=LEINETAEVRAF-DHIGEE. CDTMEVRAF—ERFSNFET,

COFIEIZLEYOTHADIRTOT—EMEEEND=H. Yty MIBETEHI R FEILO
ARV MATELVA VT I L—Ty RIRTAU MOJICEEEINEEA,

2. iLO ZIIBHFEEDOT IAIFEREICY Y FLEBE. Y—NN—DARL—TFT 4 VI VAT LEZER
EBLET,

TIESHAEROT I4IL FEBEEADY £y hAR[Z, SMBIOS La—KIZHZ Y 7anEzd, *FUBLY

2y hT—DERIEX, —/N\—O0S OBEEINTTTAETILOWeb /1 VF2—T A RIZKRFRSNFE
Ao

HLE

iLO DITIGHERET 74 I EEEAD Yy F(475 R—2)

iLO %) 7 1 JREE
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®qWE (FI4HLE)
CODEX1)TAREICREEFEESNATVEES. ROLSIZHYET,

iLO (ZTIHHEAEHDT 74/l FOEEILREEZFRALET,
LOEXaUTFAENAINRTBEDDVATFLAVTFFIORRAYFEE (LOEXa Y F144—

N=Z4 FRA Yy FEREENDEELH D) X, ILOADOAT A VICBETHNRT— REHEZEMICL
F9,

BtEFal)T4

LOMZDEF 1) TAREIZRESNTWVWBREE., ROKSIZHYET,
iLO (X, 75 9H¥—_, SSHKR— k., iLORESTful APl. 8L U RIBCLEBEHNDLRELA HTTP mE & H.
RERF Y RILEHD AESESOFERAZ@EHLET. GBERZREXIU T HNEMHE-TLSIEE.

HR—FENTVWEIBEFFRALTIORELEF Y RILEBETILO IZEKT I VLELIHYET, 20D
X1 ToREE, RETHELWFYRIILBEHOBELERKICIIEELEEA.

COEFL)TAREZERTHEIICILOAMEREINTNDIGES, KA MV ATLNGEITESND
iLO RESTful API 8& U'RIBCL AT Y FIZR L TA—H—B E/NRRT— FOHBRABEARAINET,

JE—FaVY—ILT—4AIE, AES-128 MAMESILEFHLET,

HPQLOCFG 1 —TF 4 )T «I1&, iLO &ED SSLEHEZRI I —a v L&, FIARRELREDEE
SEZFEALTRBCLRY YT rERy FI—OBBATILOIZEELET,

TLS12 &Y R—FLTLWEVLWRY FT—IR—RADY—I)LEFERL TY—N\—[CHEKETHLIET
EFEEA

LOEXaATFAEZNANRRTBEDDUVATLAVTFFUVARLYFEE (LOEX2 ) T4 —
N—FA RRAYFEEIENDBEBEELHD) (. ILOADAYT A VIZET B/ RT— FEHFTEIIZL
T A,

FIPS

LOMZDEF1TAREIZHRESATLREA -
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iLO [&. FIPS 140-2 LNV 1 DER~DENZBHET HE—FTEELET,

FIPS 1%, XEBFH#ELS L UZHEZICL>TERZEBEMNTOATWS—ENDa VY1 —4%—t
Fal)T4HETY,

FIPS Ot &) T 1 KEIX. FIPS RKZEEFHA LR UL TIEHY FEA, FIPS EFBiFEHIL. Cryptographic
Module Validation Program #T7T¢ 5 &ICK URRBEZITY I I 7TEEKRLET,

FLLIE, ILOIZK S FIPS RBHEARBEDEA (340 RA—D)ESHB L TLZELY,

iLO [X. 75 9H—_ SSHH&R— k. iLO RESTful APl. 8& U RIBCLBEHNDRLL HTTP &£ &6H.
RERF v RIVIBHD AESESOFERZ®RFILET, FIPS AEMIZHE>TLSEHEE., HYiR—kEh
TWAREEZFRALTINRELEF Yy RILBHTILO IZEHET IRELAHYET, COEF1U T4
KREZ, RETHVWF Yy RIILBHDEELERICIIEELEL A,

COEF2YTAREBEERATAESCILOABHEINATNSEE, KA VAT LANLRITEIND
iLO RESTful API 8 & U RIBCL AT Y FIZR L TA—H—R ENRRT— ROFIRSAERINET,

JE—FaVY—ILT—%AIL, AES-128 WAMMESLEFRALET,

HPQLOCFG 1—T 4 )T« (X, iILO &ED SSL#EHRZ RIS IT— 3> LIz, FIATBELRREDRE
S#FRALTRIBCLRY YT rERY FO—OBBTILOIZEELET,

TLS12 ZHHR—FLTWEWLWRY FT—HO9R—ZADY—ILZFRLTH—/N—IZEKIT B LT
=EEA,

LOEXaA)TAEZNANRRTBEDDVRATLAVTFUVARLYFETE (LOEF2) F44—
N—54 FRAA Y FEEENDZIEELHD) (£, ILOADAT A VIZEAT H/INAT— REHEZEMIZL
FEA,

CNSA

CNSA %27 ¢ 4KEE (SuiteB E— FE&LFEIEND) (X, FIPS £F 2 ) T REAEHIZG-oTWLS
BEICOAMERATEET,

CHOEFL)TAREIZRESNTVSEE, RDKSIZHYFET,
iLO [Z. NSAICKYERERSNT= CNSAZEUADENZBM LT SH(EH. REBFHEELE LTHESL
ET—3&RBFT5-OIHERTSIVATLERET S EEZEMETHE—FTEMAELET,

TLS12 ZHHR—FLTWEWLWRY FT—HO9R—ZADY—ILZFRLTH—/N—IEKIT B LT
=EEA,
LOEXaA)TAEZNANRRTBEDDVRATLAVTFUVARL YFETE (LOEF2) T4 —
N—54 FRAA Y FEEENDZIEELHD) (. ILOADAT A VIZET H/INAT— FEHEZEMIZL
FEA,

iLO ADEHKICERT BV I LIz 7ERFI—TFT AU TAIZTRT . CNSA [ZEML TWBAHELDH
YEd,

UTFIZHZRLET,
I27—L9xF7T7vIT—br1—TFT14UT«
SSHY 547>k
HPE B &K U E DRV ) TT4 9 Y—)LEQAR VRS Y=L
HPE 8 &K Uttt RO EE Y —IL
75— bA—JL, syslog. LDAP, Ff[dF—IRr—Tv—H—/\—
Remote Support YV 7 ko =7

iLODEFa T HAEEDER 343



fg%ﬁﬁ?ﬁ?’él:li\ YIRIITDRUE—IZHERT B, Wireshark BEDI—F 1 )T #FEAL
Synergy £¥a T4 E—F
YR—FENDZTNAATHERAENDIFNGEEF 2T+ KB, COE—FEERTETNMIRADE
Fa )T RKBEEETEEEA,
SSHEES. ¥—X#, 8&LUMAC DY KR—k
iLO &, ®RE%ACLP h3 ¥V 3oDf=HIZ. SSH R— MEHDMIESNI-BEEILEREBELET,
HRESNATWLWSEX2) TAREICEDWT, ILOFUTEYR—FLET,
AERE
AES256-CBC. AES128-CBC. 3DES-CBC. & U AES256-CTR iE &
diffie-hellman-group14-sha1 # & U diffie-hellman-group1-shal F—3 #t
hmac-sha1 % f=[& hmac-sha2-256 MAC

FIPS Ff-FEEF2 )T«

AES256-CTR. AEAD AES 256 _GCM. # & % AES256-GCM B5E
diffie-hellman-group14-shal —3 i
hmac-sha2-256 % #=(& AEAD_AES_256_GCM MAC

CNSA

AEAD_AES 256 _GCM & & U AES256-GCM &5
ecdh-sha2-nistp384 F—3zift
AEAD_AES_256_GCM MAC

Synergy X3 lUTF 4 E—F

AEAD_AES_256_GCM # & Uf AES256-GCM g2
ecdh-sha2-nistp384 F—3Tift
AEAD_AES_256_GCM MAC

SSLEEEH LU MAC DY R— K

iLO [, /8B ITRETOD) E—FEERICEIESIN X1 T4 ZRHLET, SSLES{EIZK Y.,
Web 759 —DT—4 N REINFT, SSL CTRESN D HTTP T—2DESILIZKY., T—4MN
Y R I— O BRATEESNDEEDT—E2DREMNRIESNET,

TSHHF—MoiloIzad4 o9 3E, T5H9HF—LIilOIX, vy a vl ERATIESREEZRITY
I—rLET, ROV I—FEIN-BEEIBEEER—DICTRETEINET,
HR—FINTLWBEEDRND—E(L. LDAP H—/\—, F—T F—T vy —H—/\—_ SSO H—/\—,
Insight Remote Support H#—/\—, R A T« 7 TEA SN S hitps:// URL, iLO RESTful API, CLI O~
VRILOEBEIIL—TDI7—LIzT7T7YTT—rADERLHE. TRTHDILOSSL #HEIERASI L
ESC I8

BRINTWLWSEFa) TAREBICEDVT, iLOIUTORBEEZYR—FLET,
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AER®

RSA. ECDH. & & Uf AEAD MAC (ECDHE-RSA-AES256-GCM-SHA384) IZ& % 256 £ + AES-
GCM

RSA. ECDH. & & U SHA384 MAC (ECDHE-RSA AES256-SHA384) 24 % 256 £ k AES
RSA. ECDH. & U SHA1 MAC (ECDHE-RSA-AES256-SHA) (24 % 256 E v k AES

RSA. DH. $ & U AEAD MAC (DHE-RSA-AES256-GCM-SHA384) 2k % 256 E v ~ AES-GCM
RSA. DH. $ & U SHA256 MAC (DHE-RSA AES256-SHA256) 12k % 256 Ev k AES

RSA. DH. & U SHA1 MAC (DHE-RSA-AES256-SHA) IZ& % 256 Ev k AES

RSA & U AEAD MAC (AES256-GCM-SHA384) 24 % 256 £ b AES-GCM

RSA # & U SHA256 MAC (AES256-SHA256) (24 % 256 E v k AES

RSA & U SHA1 MAC (AES256-SHA) [2& % 256 E v + AES

RSA. ECDH. & & U' AEAD MAC (ECDHE-RSA-AES128-GCM-SHA256) IZ& % 128 E k+ AES-
GCM

RSA. ECDH. & & U SHA256 MAC (ECDHE-RSA-AES128-SHA256) 2k % 128 Ev ~ AES
RSA. ECDH. & U SHA1 MAC (ECDHE-RSA-AES128-SHA) [2& % 128 E v k AES
RSA. DH. & U AEAD MAC (DHE-RSA-AES128-GCM-SHA256) I2& % 128 E v k AES-GCM
RSA. DH. & & U SHA256 MAC (DHE-RSA-AES128-SHA256) (244 128 E v k AES
RSA. DH. & U SHA1 MAC (DHE-RSA-AES128-SHA) 124k % 128 Ew k AES

RSA & U AEAD MAC (AES128-GCM-SHA256) 124 % 128 E b AES-GCM

RSA. & U SHA256 MAC (AES128-SHA256) 12k % 128 Ev ~ AES

RSA & U SHA1 MAC (AES128-SHA) [2&% 128 Ev + AES

RSA. ECDH. & & U SHA1 MAC (ECDHE-RSA-DES-CBC3-SHA) [Z& % 168 E v ~ 3DES
RSA. DH. & U SHA1 MAC (EDH-RSA-DES-CBC3-SHA) 24 % 168 E v + 3DES

RSA & & U SHA1 MAC (DES-CBC3-SHA) I2& % 168 E v ~ 3DES

FIPS #f-F&Et*a )T+«
ChoDtEFa)TAREICSIETLS 12 B/RBETT,
RSA. ECDH. # & U AEAD MAC (ECDHE-RSA-AES256-GCM-SHA384) (& % 256 E v k AES-
GCM
RSA., ECDH. # & Ut SHA384 MAC (ECDHE-RSA AES256-SHA384) 124k % 256 ' k AES
RSA. DH. & & U AEAD MAC (DHE-RSA-AES256-GCM-SHA384) [Z& % 256 £y b AES-GCM
RSA. DH. & & U SHA256 MAC (DHE-RSA AES256-SHA256) (&% 256 £ k AES
RSA # & U AEAD MAC (AES256-GCM-SHA384) [Z& % 256 £ k AES-GCM
RSA & & U SHA256 MAC (AES256-SHA256) (& % 256 £ + AES

RSA. ECDH. & & Uf AEAD MAC (ECDHE-RSA-AES128-GCM-SHA256) IZ& % 128 E v k AES-
GCM
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RSA. ECDH. & & U SHA256 MAC (ECDHE-RSA-AES128-SHA256) 2k % 128 Ev ~ AES
RSA. DH. $ & U AEAD MAC (DHE-RSA-AES128-GCM-SHA256) I2& % 128 E v k AES-GCM
RSA. DH. & &1 SHA256 MAC (DHE-RSA-AES128-SHA256) (244 128 E v k AES

RSA & U AEAD MAC (AES128-GCM-SHA256) 24 4 128 E b AES-GCM

RSA. & U SHA256 MAC (AES128-SHA256) 12k % 128 Ev ~ AES

CNSA
CDEXFLYTAREIZIXTLS 1.2 KARBETT,
ECDSA. ECDH, & & U AEAD MAC (ECDHE-ECDSA-AES256-GCM-SHA384) 12k % 256 E v
~ AES-GCM
95472 bDH : RSA, ECDH, & U AEAD MAC (ECDHE_RSA AES256 GCM_SHA384)
2k 256 E v b AES-GCM
Synergy t¥a1lyF4E—F

ECDSA. ECDH. & & U AEAD MAC (ECDHE-ECDSA-AES256-GCM-SHA384) 24k % 256 E v
~ AES-GCM

95472 DA : RSA, ECDH, & & U AEAD MAC (ECDHE_RSA_AES256_GCM_SHA384)
2k % 256 Ev k AES-GCM

HPE SSO

HPE SSO #{#fH93 5 &. HPESSO #EMT7 T r—avhb, O A4 U FIBZMEICHEE Z 4 < ILO
ICEEERTEET,

COHEEFFERTAIZIE. ULTOFIEIZH->TLEEL,
HR—brENBN—C30D, HPESSO IZERML -7 TUS—S 3 UNRBRETT,
SSO#EWMT T r— a3 VEEBETHESIZILO R LET,

CAC BZEE— FAEMRIGE(X., EEEAIMHEELA VXA F—ILLET,

iLO IZ(&. HPE SSO SIFAZDE/INEHERET 51-HIHPESSO 7 7Y r— 3 v OHKR— rAEE
hEF, HPESSO EHT7 TUr— a3 oDFIZIE, ILOICEKLI-EESICEBMNICEEIIREEZ 1 >
R— T 2EDAHYET, CORELZEBNICETLAVNVT TUSr— 3V 0BEF. HPE SSO R—
UEFEALTSSOREFERELTLIZELY,

HPE SSO FH® iLO D& *E

AR &Y
iLO DERFEZHEAT HIER
FIg
1. TES—>a3oy)—TEFal)T4%9 )y L. HPESSO2J% 0 v U LET,
2. SSOEEEE—FHREXEALET,
Hewlett Packard Enterprise TIXEEBAEIC & HIEHE—FEFEHAT A LEHBTIHLET,
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3. BREIDILOERIE, T IYA X EEELI 3 VTRELFET,
4. SSO BEEZREFT HICIE. BRZEV YV I LET,

5 FIEAEICKAEHEEIIBHICLZEELER L-1BEX. EEFADIAHEEIEIDNS £%ILO I
BMLES,

FIBIZDOWWTIZ, EHEEHDEAZEDEM348 R—I)F - FEHE DNS BN A Vih— b (349 R—2)
#SRL TS,

6. iLO TSSO ##m L1=%. HPESSO #T7 T r—a (A4 L TIOIZ7TI9EARALET,

f-&zZIE HPESIMIZAS A VL, YRTFLR—JIZEHLTILO 7Oty —%2 R DIF T, Sl
HEroarniloyvoEI Yy LET,

SRATFLNMEBEAY—N—ELTEREINATOTEH, BEDEBEE— FOIBREODRT—4 RIC
LOTSSOMNEFTENDIEILHYET, I-EZIE. SSOMNEBFTEINBIDIERDELS5LHLEETT,

HY—NN—DNEEFAT—/INN—E LTERINTWT, SEAENS VR—bEShTE LT, EEE—

FAOREBAZIC K BERBICHEESINT LS,

H—/IN—EEAENA VUR— SN TUWSEA, &L TS,

AR P—ILENTWBIEBEENILODEF 1) T EHFH =L TULAEL,
BEXa1YTAEEEFIPS X)) T RENEDHRIEES. 2048 E Y FIRAEAVETT,
CNSA X! F 4 RENEMLIBSIX. 3072 E v k RSA F—F1=I1% NIST P-384 g5 D 384
Ew k ECDSA ¥—%&{AEAVLETT,

BEFAHT—/N—D) X ME.SSOMBEMITHE>TNSEFFIFEAShFEFLA, ILO (XSSO H—/3—
AEBAEAMEBFIL EE A

UGN VA VMEBE—FF Ty
SUTINY A UF AEHETE— KIE. HPE SSO EXRIZxT 5 ILO DIGEAEICHELET,
/L (SSOER) (T4 k) -TRTHSSO EHMEREZIEELET,

AAEICLBEHE (RIKE) -ILOITHRHICA v R—FENTWSIIAEL —HEIE T, HPE SSO
JGT TV r—2arhib SSOEKERDICLES.

BAN-KBEE -EEA VR—FEN=IP 7 FLRAEIEDNS £% — S T.HPE SSO ##17 7
Yr—aumhis SSO EfmEAMIZLET,

TRTEE ZRIREMMEL) - EOHPESSORIET TV 7r— a U SEta Stz SSO it
H, IRTERITFANET,

SSO 1 —HY—iE[R

HPE SSO ##17 ) r— 3 vicad A4 o§ 51548, HPESSO £ 7 ) 4r— 3 v DREIE|Y BT
[CEDVWTERTENET, BYHTOHATLSEEL, SSONREAONBEZZ, ILOICESNET,

SSOFV VTN HYAL VA VEREELI L aVTEIYLETONEEROAZZTANLS ELET, ILO
TA4LY F)BEITERSNEEA,

T4+ FDOERBREITIUTOELSY TT,
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A—4Y— —nJ1oDH
ARL—E2— -0F4 2, YE—tary—, REERSIUVUEY b, FREATA7. LUK
Z b~ BIOS #5%

BHEE -OJ(4> ., VE—FraVvVY—I, REEBRSLUVUEY b, REAT 7. "X~ BIOS 1
. ILO DHREDER., 21— —THho  FEE, RX K NICHER. BEXUKRA R ML=/

{EREEH DELBAE DB

SERELRY MUK, BEMGIIAZEZ 5 DRFBTETET, BEMGIAZSIRITSINGEVGS, (RS
DY A XF—ETREHYFEFEA, BV ETONREBENT R TEDNDS E. TRULDA VR— &
ZIFftonxztA,

HED HPE SSO {7 T 1) r— 3 U LEAEEHME T XDV TIE, HPE SSO M7 7Y
F—alv@FRFativrEBRBLTEED,

AR

iLO DEXE &M T HIER

FIg

1. FES=23avy)—TEFaT4%0 )y L. HPESSO 2 J%0 v I LFET,

2. AVR=bEVYYILET,

3. ROVWTNIDFEEFEAL T, EEFAHAAEZEMLET .

H4 LY kA viR— b -Base64 TTa— KEnt=IBAED X509 T—42%aE—L., £14L%
ko UR— b3 VDTFER RS RICBEYFITTHS, BRAEYY YS9 LET,

A BALA LY AL UR—F -DNS &, IP7 KLR, £IE5EBHZ URL % URL 5D A Vik— b
O a3 ODTERAMRYSRIZAALTHAL, BRAZZUYHI LET,

iLO[Fry FO—VATHPESSO M7 7Y r—avIicERL T, SIAEZMBELTREL
F9,

HPE SIM SSO SFBAZE N G
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RDAETHPESIMSSO SIAE ZMBTEEY, #LIE HPESIMD FFa AV FESRL T
IR

AR &
HPE SIM 7.4 LIF%
FIE
Web 750 —TRDIY I D1 D2EAALET,
http://<HPE SIM name or network address>:280/GetCertificate?certtype=sso

https://<HPE SIM name or network address>:50000/GetCertificate?
certtype=sso
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FTRTDERING A=A —[FARXFENXELRFNEINET, INXFED certtype /AT A —F—%K
XFEI[CTDE., COINTA—F—([FFHEHAAENT . HPE SIM (FEEFADIIBAZETEH LT IAIL+
M HPE SIM —/N\—iIAZEF#RLET,

HPE SIM M SEEBAZEF# T RAR— T BIZI1K. UTOFIBIZH > TLZELY,

COFIEEETITSICIF. #Fa>>+FaY)F« > iEHE > HPE Systems Insight Manager &
VINYA oA o —N—EAEDIEISERRL T, TVRKR—FET YV I LET,

E¥EDNSZDA hR—
AR &Y
iLO SR E DI AER
FIE
1. TESF =Y a3y )—TExa)F4%22 )y L, HPESSO 2 J%5 v LET,
2. A VR—FEYY I LET
3. BIEDNSADA VR—FrEH a3 VICTDNSEELIFXIPZRLRAZAAL (BXK64XF), BREY
v LET,
BEFHDIAEL LI — FORT

EHERAIRESLVREBREZEET—JILIZ, BEDILOEE Oty H—TSSO 2FAT S L5121
MENTWAEHEZADITPRELELUVULI—RORT—E2ANRRTINET,

FIR
FET—2avv ) —TEFaVT14% )y L. HPESSO 2 D%V vy LEY,

EEEADIEHAELS LUV LO— FOH
AT—RR
SBHEFEFILI—FORT—E2 R, UTORT—R2RERRTEINET,

Qamest-zLa— RIEADTT.
SHEEELI— RICMEABYET. £20n3ERE. UFOEEYTT,

La—FIZDNS &M EFENTH Y. EEE— FHOERAEICXHEHEICRESNTLET (GIHA
EDHDER

SEEAEAER EINTHE Y., EEE—FNEAICKBEHEICKRESNATUVET (EES VR—F
ENIP7 FLAEIZDNS ZBOHADER)

EFEZ L (SSO f&:h) MBERINTUVET,
SMAZIER SN TVRILO X1 FAREBIZERLTOEE AL

QHPEFFLa— FHENTT., EXoh3EREE. UFNEBYTT,
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AEAEDHRMUINTVEY ., AEDFHMTHMBEBREZHEE L TSN,

LODY/ Ay IARESATLGELAN, ELLRESNTVEREA, LODY Ov YL, SHAE
DRHE EFHPRTTRSINSEEARNICEETN TV IBLELSHY TS,

La— RICEEAZENARESINTWVWS ZEERLET, 7A2VDLEIZTYDRD—YILEBETH L.
SIAZNFEMER (HJo o b WEREE). HfTx. BHHE) ARTEINFET,

EREA
Y—N—DEAMEITEHEOH TV b (WBFLE).

BHEFEAHDILAE & La— FOHIBR

AR
iLO EXTE D& R HER

FIE
1. FES—Yarvy)—TtexayT14%2) v L. HPESSO 2 J%&0 v I LEY,

2. EEFADMAZTE S VRREEHET—JIAL 1 DULDEEEADIAEE T La— FEER
LEY,

3. HllREV VY LET,
iLOIZ, BIRLIFEEAEF XL a— FORIBREZHER TS5 T0V T MR TRENET,

JE—FEERTLOAEZHIRT HEILOTYE—MNEEVRATLZERT HRICERICHEE
LBWIENHYET,

4. (XL, AIBRLEITZV VYU LET,

A4 X3 T4/\F—DER
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O otXxal)FanNF—HeEEFERTIE. ILOOTA UR—VIZRTEINEZ X1 TFoNNF—%

BETEFET, FERE, A vtE—CEH—N—FEEOEREEREANTEET,

AT &

iLO MEREFHEMT HHER

Fig

1. FEX—2 3oy —TEFaVF«Z20)v o LT, OF14oXxaYTFanNF—%0 )y LE
TO

2. OJA4 08X 2T A NFT—2EBDREEZAMLET,
iLOE, A4 oEXa )T ANFT—IZUTOT 74 FTHXERAMNEFERALET,

This is a private system. It is to be used solely by authorized users
and may be monitored for all lawful purposes. By accessing this system,
you are consenting to such monitoring.

3. (FFay) EFA)TF4AvE—CEAREITIARTBIZE, XA T4 AvE—STFFR R
MY RIZHARBLAYE—CHEAALET,
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TXRMRYIRADEIZHBZNA A IUE—IZ, AytE—DICHERATELERY O/NA FEINKRTSE
nNFEJ, mKAI1F1,500 /31 ~TY,

EHAR—RFERZEBITZEXa) T4 Ay tE—JICEBMLAENTLEEN, ZERAR—R EEH
TIENA FRUTHAD U FER, OTAUR=DDEFa ) T4 NFT—IZERTEINFER A,

;@ EVMTIHNLIDTHERNEERTTBICIE. TIANL MDA E—DFEREZI VI LE
v,

4. BRZEV VYU LET,
ROOTA VEIZEF 1) T4 A vE—ORKRRENFET,

DARATLAVTFIORRAYFZFEFRHLZILOEX2) T4
VRATLAVTFUVARARLAYFDILO XY TAHRTEIZCKY, BEEX, H—N\—DLRATLKR—FK%E
MEBMIZHIEL T, BEBIZTIERTEHIIENTEET, EX2) T 2ENTBE, LOMNEZE
Fa)TAREBEFEATDILSICERSINTVSEEIC, IXTOERICKSI—HF—ID &E/XXT—F
FEALAZWNVOSA VTR EHFALET,
VATLAVTFUORRAL YFIE, —N—AWIZH D=, Y—N\—I o/ 0—Tv—%FhREWNET
DEATEEFCBA, VATLAVTFUVARA Y FERIETHELEZIE, H—N—DEBBRELNATTHY. B
ENLYYBINhTWAZ EFHRALET, LOEX2 ) T4 2BUELIEEMHREL. Y—/IN\—DE
BEBRBALET., VATLAVTFURRAAYFOFERICOVWTHELLIF AVTFUVRABLUY—ER
A FESBLTLESL,

LOEXa T 2T EIVRTLAVDTFUORRS yFHEIX, LOEXa1 ) T4 A —/N—F54 KR
AYFEREINBZZENHBYET,

iLOEFaYT 1 2RI HER
A—H—TFHhHOY FEBERZH DIRTOA—HY—T7HHU rAOYITHI bENT=,
FEYGEERFEICEY ., 2y FT—Y LIZILOARTENT . ROM R—XDEEI—T 1 1) T 14 BV ER)
[>TV,

iLOIZ, iLO D NIC A FIZHE->TWEH, iLO Ry FT—OBEMNELLEWH, 2y FT—9#
HCHZETELL, LOSHERA—T A VT4 2HEHALTEREBET D ELATARETHEIMN., T
EFETHD,

LOEXxaTA4ZEMNTHEILODIRY FT—VBENTIHZHFARDOT 74 )L FREICYEY b

ENET,
FEEAEDY—N—TIK.ZDTI>32IC&>TDHCP 8LV ILOFERAR Y bD—9/KR—+HE
MY ET,

LOERAY NI—9R— DA T a7 KAV H—KTHEY—N—TIlEk, COF7HYay
[CE2TDHCP B&LUHERY FIT—OR—EDBEIZHY FET,
A—H—BN1DEFRESN, NRT—FKEENT=,
INYT)EREND SRAM A £ FINA RICIRBFESNATWDIBRIERZHEELET,

iLO ##£813 5 &, /Ny T EREID SRAM A £ T/ RIZEEFESN TV S ERIFHRATIEREME D
SwiaAE!Y (NAND) 12NNy Ty TENET, SRAMMDEIRENS L. BERABFMICETS
nNET, ILOEFXFa) T4 ZEMZTSHE. SRAMT—ANBEEFNICETINELTA.
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TRTDEX2) T4 BAEZENENCL D,
KRR FH—n—p Uty FahdeE, ROMR—ZDEREI—T 1) T4 HREFTFEINDB,
iLO MEFEEINT, BFEICHK-T., 2y FIT—H L TRRTE S,

iLO EENEMICENTH, Y—N\—DEREV>THERATSHET., IO, 2—¥—%20T777Y
FLIZYUESMETOEREETLRZY LI,

LOWeb £ v A—TJ A AR=V[Z, ILOEXF AV TADENTHIEEZTITEEA Vv E—IUMRK
rehbd,

TS —F

iLOTEF al)F a7 —18—= 1+

LODOJIZ, ILOEFa T DEEXRERT ST M—HEMEIND,

SNMP 75— FDZEEEIEREINTNSIES., LOMNILOEFa ) T EEOTRRICEET S L&
To3—rhEESNDB,

COERFEFOIDTHIY bDA—F—FIAEREANLIEEGETEH, VATLYANYIERNSLER
THOLIVERTTERL,
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BT7HhoU EDERSINS,

LOMDtEFa) T #EEDER



iLO EIHEETE DI
Agentless Management & AMS

Agentless Management (. Z¥ 1) T4 L REMZRILT H5=OITT I A TN FEEZFERALET,
Agentless Management Tl . ANJLRBERE 75— MBRIEEEN D X T AICAB SN Y—/N—ICEBFEI1—
FEERT DL BICEELERBLET. COMEXILON—FOz7TEEL. ARL—TFT1 25T
RATLP IOy H—IE&ELEE A,

iLO LEEBETELEVTNSARBLUPaVR—RY MO SEREINET HIZ(E. Agentless
Management Service (AMS) #4 X F—JLLET,

%TIEE#QMS NHHBE L AMS AL LVEE D Agentless Management & YIRS h
A

-2k Agentless Management (AMS A% LME AMS A4 VR F—ILEA TS IBEICIR
&) 3 h BIEMNER

H—/—AJLR - DTy ZuETL
B8
m Iz
'1?,/ a’x‘%
AE
CPU
NVDIMM

AkL—o Smart 7 LA SMART K54 JER (Smart 7 LA .

*ry kT—=7

SMART K54 JE (Smart 7 L A I

)

Smart 7 LA ICEHR SN TLIRES
KUHNFIFRSA4T

Smart Storage Energy Pack E5#R (¥
— b RAEREDH—N\—DH)

NC-Sl over MCTP #H/R— kL TLVE -

R NIC D MAC 7 KL X

NC-Sl over MCTP #H/R— kL TLVE -

NIC O#IRY) VO EHES ETY VY
PIDPYE NS D)

Hewlett Packard Enterprise N> % —%E
ZDMCTPav Y REHR—+T B
T7AN—F ¥ RILTHETH2—

Smart HBA & & U AHCI [Z#&#t)
iISCSI (Windows)
NVMe K54 J

MBI E L UHE NIC D MAC 7 KL
Z2BEUVIPF7ERLR

Yo7 T89Sy T

NICF—I2IELUVTVYIOUTE
# (Windows # & U Linux)

Y R—rENBZT7AN—F ¥ RILT
TR —

{48 LAN 1% (Windows & & U
Linux)
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iLO BERTEDER 353



avR—R2 b Agentless Management (AMS M7 LME AMS A4 VX F—ILENh TWSIHEICE

&) it h 3 BENEHR
FDHh - iLO F—4 - OS 5%, (&KX k SNMP MIB)
T7—L9TFTAURU LY - RSANR—H—ERA RV MY
FENLRL IR R - 0SAgTADARY FDEET 2
FEREEZEETS— AE ZEuEL

347 (MESLVRE)

1 Linux (Red Hat Enterprise Linux & U SUSE Linux Enterprise Server T &/var/log/messages. VMware 3 & U0
Ubuntu Server Tl&/var/log/syslog) TAMS X—X M) OS A4 %58 T 5
Windows M54, Windows Y X F4L04,

2 Smart 7 L4 MOYRFIEHR— FERATOEE A

Agentless Management Service

AMS % Windows Y AT ALICA VA F—JLF % &, Agentless Management Service @3> kO —)L/N
IS VR b—LENFET, T2 FA—IL/ARLZEERT S L. SNMP DEREZTL. AMS 283
L/IEESIEZITLN, AMS DHEIBREITI S EMNTEET,

AMS (&, ARL—T 4 VT VR TLOBBBERF LUV T4 hILA4 R k% Active Health System
AJICEHZLET,

AMS 4 VA b—)LF BRI, iLO RSAN—%2A4 X F—ILLET,

iLO 5 TlX., AMS [Z74 7L 3 > System Management Assistant & FHFEJ, iLO Agentless
Management & AMS IZ& > TIRIE SN HFRENET 57-HIC OS R—XD SNMP H—EX # &
¥ 5B A1&. System Management Assistant ##HTEE Y,

AMS A VR b—LENTLEWEE

iLOIE., 7TEX =23 V) —DLATLEBRE LUV I7—LHYIT7 &0S YT b9z 7EH T3
VIZEFNRBAUKR—RY MEBRR—DIZITRTOT—E2E#RTTDHEFRBY EFEA.

iLO IZ. OS EHDERICIETT IV ERTEEE AL

FLLE
System Management Assistant(357 R—<)
iLO FSAN—DA VR F—)L(30 R—)

AMS DA VA k—JL

FIE
1. ROVWTNAIDY—XMS AMS ZEELET,
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SPP (Windows. Red Hat Enterprise Linux, SUSE Linux Enterprise Server) % Web t-1 k http://
www.hpe.com/serversispp M4 O—KLZET,

http://www.hpe.com/support/hpesc ) Hewlett Packard Enterprise #'7k— k+ >4 — (Windows.
Red Hat Enterprise Linux, SUSE Linux Enterprise Server, VMware) MY 7 bz 7 &5
a— P L/ i’g—o

Software Delivery Repository @ Web H4 ~ http://www.hpe.com/support/SDR-Linux (VMware)
@ vibsdepot Y L3V I b FEF O A—FLET,

AMS (&, Hewlett Packard Enterprise # B ® VMware 1ISO 14 A — < (http://www.hpe.com/support/
SDR-Linux) IZHEEFEFNTULET,

Linux Management Component Pack IZ&8 L&Y (Ubuntu), & L < [&. http://www.hpe.com/
support/SDR-Linux ZZRB L T =& L)Y,

2. VI bz TEA VR M=ILLET,

SPP OFERARIZDULNTIL., http://www.hpe.com/info/spp/documentation (235 SPP @ K& 1 #
v EhESBELTEEL,

MBoEYoO—KE24 TDEE. VIMYTTFPIZHBDA VR F—ILFIEEZEFTLET,

AMS DA VR F—ILDFER
AMS R T—R ZADHEZE : iLOWeb 4 A2 —T x4 R

FIE

1. TESX—S 3 Y —TIRTFLIERZV ) v I LET,
AMS MAJRYTY —R—SDYTORFLETNARTF—TILIZYR FEINTWET, BIZIE. KL
TOLORBHY FI,
FIAAFRT - AMS A &t o=, H—/IN—MPOST 2ETLTWE., £EIEH—NR—DEE
NA-TWEW=. AMS [IERTZE A,
OK-AMS A’/ VR k—LENTHY. EFHTYT,

AMS X T7—42 XD : Windows

FIE
1. Windows @3> FO—JL/ARILZERZET,
AMS OV FA—LIARIILDH D E, AMS [FA VR F—ILERTLET,
2. AMS Oy bA—)LIARILERHEFET,
3. H—ERATH#V UV Y LET,
AMS BB > TVBBEIL. RDOA v E—ORRFTSNET,
Agentless Management Service (aMS) FHZITT,
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AMS X T—4 ZDHEE : SUSE Linux Enterprise Server & U Red Hat Enterprise Linux
FIE
1. AMS A VA F—ILEN TS E2HRETAHICF. A Frpm -qi amsd ZANLET,
2. AMS AEIMMEL TWAZ E2HRTBICIF. XOavry FoWIFhnzAhLET,

SUSE Linux Enterprise Server 12 3 & U 15, Red Hat Enterprise Linux 7 - systemctl
status smad; systemctl status amsd,

SUSE Linux Enterprise Server 11 $ & Uf Red Hat Enterprise Linux 6 - service smad
status; service amsd status,

AMS X 57—4 X DFER - VMware
Fig
1. AMS B/ VR F—ILENTWWBZ EH#HRALET,

a. VMware vSphere 7 54 7> km 5 VMware R MZ7 VAL ET,
b. ¥—N\—DA VRV R > B > BERRT—E2 X2 TIZBHILET,
C. YVIFrz7aAVER—RUMDBICHDITIREET (+) 20Uy LFET,

RARMIAVAM=LENTWEBYITFITTFDYRRRTENEST, AMS OV R—% > kIZ
&, amsd EWVWDIXFEIAEENTWNET,

AMS I UR—R U FD TR —LlF, YR—bENSHESXESXiN—2a v TEICRGYET,

2. AMS O EMEL TWLWAZ LRI AHIZIE. a7 K/ete/init.d/ams.sh status ZAHNLET,

AMS X 57—4 XDHEER : Ubuntu
Fig

1. AMS B VR F—ILEN TS L ZHERET HICIF. 272 Fdpkg -1 amsd FAHNLFET,

2. AMS WEIMEL TL\B T & 28EET HICIX. a7 K sudo systemctl status smad; systemctl
status amsd AN LZET,

AMS OFHEH)

FIg
Windows - Windows DY —EXR—J(2REIL T, AMS Z2BEE#HLET .

SUSE Linux Enterprise Server 12 3 & U 15, Red Hat Enterprise Linux7- 33> K& LT
systemctl restart smad; systemctl restart amsd ZAALET,

SUSE Linux Enterprise Server 11 $ & Uf Red Hat Enterprise Linux 6 - A< > K& LT service
smad restart; service amsd restart # AN LFET,
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VMware - 3<% > K& L T/ete/init.d/ams.sh restart ZAHNLET,

Ubuntu 16.04.3/HWE A—=RJLLIE - 3<% > K& LT sudo service smad restart; sudo
service amsd restart # AHLET,

System Management Assistant

Gen10 H—/IN\— TSy b IT+—LD ) —RXTIX, iLO TOSR—ZXMO SNMP T—o ¥ FAHYHR—
i< Y FE LIz, System Management Assistant (SMA) (&, OS 5 SNMP {§$sRZ 15T 57 TV
r— 3 UEERTT H1—Y—MREITD Agentless Management Service #&E T3,

¥xalUTq
SMA XX a2 7HILOFYRILBHTHEELET,
AMS E—F

AMS (747—FE—F) -AMS OZ#ERTIE. OS h 5 iLO [CIEHRMNEESINET,
SMA (U/N—RE—F) -SMAWEEIZEEIEL, ILOMNS OS ITEHRMEESINET,

AR =)L
SMA [FAMS Ry 5 —SD—E8ELTA VA R—ILEN, TIAIL FTEMNZHZ->TLET,
SMA OEHE

OS M5 ILO ITIEMEEET HICTIE. TIAHILFD AMS R EZFERALFET, iLO A DS OS ITEHRZE
EYBICE, SMAZEMIZLET . AMS DIREER E SMA (F, RFFICERCTHENTEFET,

SMA #8E
SMANEBRIZHE->TWBESIX. ROLSICMEBEINET,

Linux - iLO &E7RR FA—X D SNMP T X2 —fT AgentX 7R FJJLERNTOF S ErE SN FE
ER

Windows, Linux -iLO £7RR FAR—2Z D SNMP #—E XM T SNMP 70 FaLERATOF S
BEINFET,

ZDAHEIE, KRR FR—ZD SNMP H—EXTAgentX H TI—V ¥ bR YR— b ShTULVE
WESICERASNET,

VMware - iLO & T AMS M 5D SNMP k5w F%& ., ESXi/ KX F OS D SNMP H—EX %@L
THEBRENTWS FSy TOREEICRBLET,

SNMP ¥ X4 —

FIAIL D AMS R TIE. AMSIESNMP v X4 —& LTILO A LEY, SMA TlE. SNMP
TRA—ELTEET HBRRA CPAR—RDY—ERNPBETT,

SMA RNERIZH - TLSIHE TR Sh H1FH

Windows # & Uf Linux - SMA (. AMS 2% 515 & & AMS N4 LVEE D Agentless
Management [Z & Y {2t S h 5158 7 — 7 /LD Agentless Management (AMS A% 5158&) 3l
T—ERRINTLWIERERMLLDERBLET,

VMware - SMA [ SNMP +S5 v TOHEIZH L FET,

System Management Assistant DfEfH (Windows)

AMS DOXEER A VX b—LEFIC SMA ZBHICT HMNEIANEERTEEI, YA LUV MM VX =L
FFIZIE. SMARFRIZGY FEA,
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SMA #ER3 5IZ(E. SMAH—EXE#EEH L. Windows SNMP H—E XA A VR h—ILEh, RS
NTWBIEEHRALET,

AR

AMS B VA b—JILENTWET,

FE
1. Windows SNMP H—EXZA4 >R —JILLET,

a. Y—N—IRr—Tv—ZRAETFET,
b. RBIEHEEDEMERRLET,

c. RBT BRI LI avTRANEVIYILET,

d 1R —LOEELIaVvTRAEI Y YILET,
Y—N—0OFBREI I VTRANEV UV I LET,
Y—N—ORB LI avTRANEV VI LET,

g UE—FY—N—FBEIaVEERLET,

h. BEEEY—LEZREALES,

i. SNMP Y—LABIRENTWSILEZHALET,

j- SNMP Y4 —EXA T a3 DERIZHZIFrv IRy I REBIRLET,
k. RN&EOVy I LEY,

L AR =LEI)YI L, AR M—IDETTIETHELET,

o

=h

2. Windows SNMP y—E X Z#BLET,

a. Windows DY —ERXD 1 > FOIZBELET,

b. SNMP ¥—ER%ZHV ) vy LET,

c. EXa)T48TEVUVILET,

d 2045032 =FsL& /a3 TEMEI Y YU LET,

e. ASa=TADEMEI I TTIERAATERBRLET,

f. ASa=FT48EV>3>0TaAZa=F4REZAALFET,

g. BmME UV LET,

h. F59 7275009y LET,

i 322=F48tEVYarTIZIa=T1HZANL, —EIZEMEIYYILET,
i FIYTEREYV AT BMEIYYIL, FIYTEEEDIPTRLREAALET,
k. OKZ2 v U LEY,

3. SMAH—ERZRRLET,

a. Windows DY —ERXD 1 > FOIZBEILET,
b. System Management Assistant 262 1) v L. FRANRTF1 ZBIRLFET,
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c. R4— 7y IDBEA -1 —TEHBEZRRL. OKZEV U VI LET,
d. System Management Assistant 57 1) v L. RBEZERLET,

AR ROAETH, SMAY—EXRZRHIATEEY,

<Program Files>\OEM\AMS\Service ICBEILT. XROIOAT 2V FEETLET,
EnableSma.bat /f

avoR7aV T4 RFHTaY Y K sc config sma start=auto $& U net start

sma #AALET,

System Management Assistant D31t (Windows)

FIE

1.

Windows DY —ERXD 4 v FIIZBEHLET,

2. System Management Assistant #5%9 1) v - L. FANRT4 #BRLFET,
3.
4. System Management Assistant 57wy L. BLEZ0 ) v LET,

ARA—r7YyTOEEA 1 —TEDEERL,. OKZY Y v I LET,

FERR: <Program Files>\OEM\AMS\Service IZ#E)L. DisableSma.bat /£ AT FEZEITL

T. SMAH—ERZEMNLTHEHTEFT,

VMware | System Management Assistant D {#

AR
AMS A VR b—ILERTVET,

FIE

1.

RRXMETSNMP ZEHIICL. FSyTEEZHEELET,
1 -

esxcli system snmp set -e 1 -c public -t <trap dest IP address>@162/public

RDATU FEABLT, SNMP ABERZL->TWWS I EZHERBLET,
esxcli system snmp get

ROARVFEANLT, SMAZEMICLTEBLET,

esxcli sma enable

ROATVFEANLT, SMADEMEL TS L EHERALET,

esxcli sma status

SMA 70+t R (smad_rev) NEMMELTVSZ L #HERLET,
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RDATY FEEITLET, esxcli sma disable
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A~ SNMP H—ERXMAERENTLET,

RAFESNMP 25472 FEITSNMP /35y kQEREES N B LSRRy FT—o B EShTL
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1. /etc/snmp/snmpd.conf 77 A JVIZRHDIED AL FMTELTRDITEEML T AgentX T T —
DIV A YR—PENBELIITRR MEBRALET,
master agentx

2. System Management Assistant #B%ICLE T,

SUSE Linux Enterprise Server 12, 15, 3 & Uf Red Hat Enterprise Linux7- 23> K& LT
systemctl enable smad rev; systemctl start smad rev ZABALET,

SUSE Linux Enterprise Server 11 5 & Uf Red Hat Enterprise Linux 6 - <> K& LT
chkconfig --level 35 smad rev on; service smad rev start FANWLFET,

Ubuntu 16.04.3/HWE h—RJLLIEE - 7 F& LT sudo systemctl start smad rev %
ABLZFET,

3. Agentless Management Service Z8#IZL T, EBELET,

SUSE Linux Enterprise Server 12, 15, # & Uf Red Hat Enterprise Linux7- <> K& LT
systemctl enable amsd rev; systemctl start amsd rev ZAHNLFT,

SUSE Linux Enterprise Server 11 3 & Uf Red Hat Enterprise Linux 6 - <> K& LT
chkconfig --level 35 amsd rev on; service amsd rev start #AHOLET,

Ubuntu 16.04.3/HWE H—RJLERE - 37> K& LT sudo systemctl enable amsd_rev;
sudo service amsd_rev start ZASNILET,
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3. BHLZREY HICIKX. BAZVUYILET,

FLCIE
System Management Assistant(357 R—2)
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SNMP 7> 3>

VATLOHME - H—N—DYEHNEZIEET 2&K 49 XFOXFS,

VARATLAVEY b - VRTLEBEELFY—N\—OMBEEZEET HHRK 49 XFOXFH, X
FHNZIE, A, A—ILT FLR, FLPFEREBESEEDDIENTEFET,

SRATLOERE - —N—DRENIFE - IIHEEZEFEIR T HRK 64 XFDIXF,
;Z%A@&%#ﬂ—ﬂ—N—ﬁ%ﬁié%ﬁﬁ%éEWMﬂaxb%ﬁﬁ?é%xM2X$®X$
MARAAAZ 1T 41, JMARAAAZIA=T 4 2. BFLURARAIAZT 22T 3-BRlEhTLD
SNMP StABYERII 2 =27 1 XF5,
ROBABYR—FShTOET,
DI 2=T4XFH (fz& ZIE, public),
AZI2a=T4XFIEEFNITHELS IP 7 FLRERIEFQDN (fz& XX, public 192.168.0.1),

BELFEIPZRLRERIZFODNMNS®O SNMP 7Y L ANHFAI SNE T EFxEETHICIE. 2D
FIFoavEFERALET,

IPv4a 7 LR, IPv6 7 LA, £ FQDN ZAHNTEET,

AT—RRX -SNMP 7V 2 AREDRAT—R R (BHFELIZES) ., COBEEESZAMYERTTN, 7
DERABER—CTCLEETEET,
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TEETEET,
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FI4I FTlE. SNMPV3 [FA—H—AR—XDEFX21)FoETFTILEYR—FLET, COETITIEL,
LX) TFAIRFGA—BZ—RSNMP T— 2 FLARJL (LO) £ SNMP TR—Tv—LARJL (454

FUORNVARTL)DEATHEREINET, SNMPI—C 0 RETR—Cv—DRBITOYRY IR E A Y
t—UlE, TABEAUF v I BRIV T—ARERBIITCEEINET,

iLO(X. 8 2DaA—¥H—TOT77A4ILEYHR—FLTHBY., 2—F—(XZDTOT 74 IJLNT SNMPv3
USM IS A—A—%BRETEET,

SNMP 7 5 — MEELDIERL
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SNMP A kL
SNMPv3 1—H—
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SNMP 75— FDEEXDA T3y
SNMP 75— FDiEREXL -ILOMNSSNMP 75— h 4R ETHEEBIRATLDIP 7 FLRERIE
FQDN, COIENHZKEIL 255 XF T,

FQDN #{#FFH L TSNMP 75— F DS %EHEA L. DNS A FQDN [Zxt L T IPv4 & IPv6 DA D
7 RLREEHTZEES. ILOK. IPV6 R—SDILO Y SA 7Y R 7 FTUr—2 3 VX IPv6e 2841
FERRECHEESNEZRLRIZIN S Y T2ZEELET, ILOVSAT7U T IV Hr—Sa UL IPv6
FROICERZAMNTSE. SV TIEIPE 7 FLR (ERARELISS) ITEESHhET, ILOY
SATUNFTFT)r—2aViEIPve ZRADICEREZENCTDE. FSyFFIPVE 7 ELR (A
ATEEAIBR) ITEEShET,

FSvFaz2a=F4 -#BRHSATVWASSNMP +3 vy Fa3a=F 4 XF5,

SNMP 7O Fa)l -#BERENTWE75— FEETHEBESNS SNMP 7O 3L (SNMPv1 FS5 vy
7. SNMPv3 kS5 v 7. F1-(%X SNMPv3 &E41),

SNMPVv3 1—H— - R EINTWE 75— FEEEBEMITONTLYS SNMPV3 21— —, DIl
(X SNMP 70 LA SNMPV3 IZRE SN TWDIEEICOAMEATEET,

SNMP 7 5 — MEESXDHIER
AR
iLO 5% TE DI RHERR
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SNMP B2 ER—CRRRESNFET,

2. SNMP 75— F#EXt Va3V T, BIBRT A SNMP 75— FEELEDEOF T v IRy o XEEIR
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BHREHD SNMPV3 1—H—%2{ET BI2E. I—F—DEOF v IRy I XA EERL. wEZE
g9 LET,

3. UTOEZAALET,

tXa T4
RESOban

B/ RT7L—X
IS4 Fakal
TS53ANY—1RRX7L—X

aA—4H4—1T22VID
4. 1—H—TOTF A LERETBHIZE. ROVWThHDBEEETLET,

FRA——TO 77/ ILERETHICIE, EMEIUYILET,
WELEA—Y—TO77/4ILERETHICZIE. BEHEIUYHILET,

SNMPv3 1—H—#4FL 3y

X2V TF4B -1—F—TOT7AILDOEHL, 1~32 XFOHETERFOXFIEAALET,

BEEFA b -BENNRTIL—ADIvaA—T A VIIERTEAvE—CHAA PR M7ILTY
ALEBREFLET, AvE—CHACITRAREISNMP A vtE—S DU EREICEHIN, 2{E
FBIZEETBH A vE—CD—EELT, A vE—CIC8FENFET,

MD5. SHA. F7-1£ SHA256 ZEIRL E T,
FIPS £z CNSA X 1) T A REZFERT 5L 5 ILO #HERT S L. MDE BN R—FShFEEA,

RRENR T L—X - BRBEICERTENNRIL—RERELET ., 8~49 XFOHETEEAAL
Y,

FSANRN—FAaran - F5AN—NRAITL—XQOIToaA—T 4 VHIZERT AESLT7ILIY
ALEHRELET, SNMP A v t—UD—E80E, FERTICHES{EINET, AES £7-(X DES %HEiR
LEd,

FIPSEIECNSA X)) T REEZFHATHL 5 ILO T 5 &. DES AU R—FEShEEA,

FIS5ANR—RRITL—X - BSLBREICERT SR ITL—XERELFET . 8~49 XFDHET
BEAALET,

A—H—T T ID-SNMPV3 BRI/ Yy FADA—HF—I OV IDERELET. OB,
[INFORM] * v t—STHERASNBIE—FTAV Y FOEBOHERAEIAET,

COENRE SN TLVEWMEE, TINFORM] A vt—TXT 74)0 MEEIFHERK S - SNMPv3
IVIVID THEEESNFET,

CDIEIL 10~64 XFTHERINS 16 EHXFIH T, XFHITELED 2 XFOD 0x ZHRNTEKTY
FhiFHYEEA.
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SNMP B8 ER—UhARTENET,

2. SNMPV3 1—H—+t4- 23> 7T, BIRTH51—5F—TOT 7/ ILDEDF v IRy I REERL.
HIRgZE2 v LET,

A FEEERLEZSNMPV3 1—4—T BT 7 A )LH SNMP 75— REEEITOVTHER S AT
BHE. A—F—TRI7ALEHBRLER. EOT 5 — MIEESIBBYET,

3. ERZEMRT A vtE—IUNKRTEN=L, [F, BIBRLFETZIVVILETS,

SNMPvV3 SREDHERL

SNMPV3 T2 ID & U SNMPV3 BANERE 1T BIZ(X. SNMPV3 S&EEV L a v EFERALEY,
iLO Tld., £F4Z#£0 SNMPV3 BENHEEZ I R— b LTULVET, SNMPV3 B ZEIET D, BAEIKE
FEh, ZEENEENEZIOITEETZIET. FEEABRTRBET 2T CEHMICERES
h%Ed,
AR EH
iLO & D& AHERR
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1. TEX—S a3 vV —0EBEV YU LET,
SNMP 8B ER—CHNRFTENFET,
2. SNMPV3 TV IDARY I RIZEFADLET,
EZEELEWNMEAF. CORYIREERIZTEZIENTEET,
3. SNMPV3 BAIREEERT BIZE. UTDEEZADLET,
SNMPv3 &5 54
SNMPv3 18 &N Bl sl

4. BRZV Vv I LET,

SNMPv3 DEBEA T a Y
SNMPVv3 TPV ID
SNMPI—C VU bIVTF4T4I12BTASNMP T UD—EDH#AF,

CDIEF6~32 XFETHEREIND 16 EHXFHT GEEDOXI[THhHY FLAEL), XEHITEHT
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0~5DEZANLFET, TIAIL MEE2TT,

SNMP ;i &B% R FE
SNMPV3 B 7 5 — FDEEZEHTT HEREERO .
5~120 W DEHETEZANLET, TI+II MEF 158 T,

SNMP 75— FDERL

AR &

iLO DREZEKRT HHER
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1. TES—2avv)—DEBEV Yy I LET,
SNMP BRER—UNRTSINET,

2. SNMP 75— bt 3T, iLORRX FEFERIZOS KR FEEERL T, b3y TY—XBEAIF
EERLES,

3. ROT7 53— bR ATEERLET,

iLO SNMP 75—k
A—)LKRE—F Sy TTO—FF¥ Xk
SERABZE HSA Sy TR
4. (X723 Y) FAMZS—rEEBL. BHFEADSNMP 75— FEEXIZCCNEZET BIZIE. T
AF7S—FDOEEEZEIVYYILET,

TAR7S— L&, BEEHDSNMP 75— MEEET7 FLRAEDILO DRy FT—V &G ZHER
BE=OICFRAINET, 75— DREREIN=6, PTI3—FEEETT7S—FDZEEZHERELET,

5 BEREY HICE. BRZVUYILET,

SNMP 75— FDETE
Sy FTY—RERF

LOMSNMP kS THERT 5 EEI2SNMP TEZ SN f- sysName ZHICHERAEINEKRR +E
FRELET., TIAHIFEREIL, ILOKRR AT,

RRAMEIEOS DERERTHY. W—FFSATHHFLWY—N—TSy b I+—LIZBEIND
BEGE, Y—N—ICAEINATLSDITTIEHY FE8 A, ==L, iLO D sysName (X, X T L
R—FICEEShTWLET,

iLO SNMP 75— b+

RRARARL—TFT 4 UV RTFLEIFERLGLILOICE>»THREINET7TS— MREEIX, EEE ST
SNMP 75— FEREXRIZEIETEET, COATLavNEYICLHE-TWLWBREE., PS5y TIIERS
Nnt=SNMP 75— FDREELIZEEShFEEA,

I—ILRFRE—F Sy FTA—FFH X+

AT avhENLE--TVWBIEE., LSy TORENMERIA TV ENE, a—ILFR
B— bS5y FEH TRy FTO—FEXEY X M7 FLRIZTAO—FXE¥ X FENFET,
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ROFHEOVWIT A EBI-THEE, I—ILFREI—+ Iy TRFTO—FF VX FESNET,

SNMP 75— FDEE LB SN TULVELY,

SNMP 75— FDEfELIFEH SN TLVSA, SNMP 7O LB ETH S,

iLOBA—ED SNMP 75— FDEEXZ IP 7 FLRICEBRTE Mo 1=,
IPv4 RX FDH TRy hTA—FX VYA 7 RLRIFE, HTRY TR ERAMIPZ KLAD
Ey FEABOE Y FRIBORBEL2ETIT A ETHBEINET, -E2IE TRy FTRIMN

255.255.252. 0 MRA + 192.168.1.1MDTA—FFXxv XA 7 FLRIE, 192.168.1.1 |
0.0.3.255 = 192.168.3.255([2HYFET,

EHMILE HSA + 5 v THRL

FTIHILEMERTH. ILO XA VR—R U PDRT—RANEESINHE (FEXE. 797 VR T—
AANEEFLIEEBFACEREINBE) ITBRY., NLRARTF—2R7LA4 (HSA) rSv %
EELET,

HR—brEhTWBa0R—RY FHAETEIIHEEETIREDE E, HSA Sy T2 EHMIZ (B
R, BR, BR) EETHESILOEZERTEET ., COXRFEIE. TIAHILTIEEMZHEL>TLE
T,

AMS O FA—JL/IARJLZERALT- SNMP & U SNMP 7
77— FDEE (Windows H)

FIE

1.
2. SNMP 2% ) v o LET,

3.

4. (AF2aV) TRARTI—rZEERL. BREHD M5y TOREICTINEZXET HICE. TR
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Agentless Management Service D3> bO—JL/IARLEREET,

SNMP SR EZE#HLET,

SvIDEEEV VI LET,

FARZS—FE ILODRSYTHETELREDRY FI—HEGZHERTH-OICFERASLET,
To—hrBERShF=L, P5—FEEXETT7S—FDOREFHRLET,
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SNMP 5 v 7
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AN

ARVED I TN a—T4 VT EREERT BICE. ARV IFRABLUAIRY FO—FDIEZE.
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support/ilo-docs
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[
f

AT —

xIFHE <
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FSvZID

6040

6041

6042

6048

6049

6050

6051

6054

6055

6061
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AIRV+D
SR

2h

2h

2h

Bh

Bh

Bh

Bt L

Bh

2h

BB L

iLO BEZRTEDER

ARk
a—FK

27h

14h

13h

28h

15h

28h

ZETL

36h

23h

ZaiL

k5w T4 L EREA

cpqHe3TemperatureFailed
Y—N—DEREZBAFEL-,

cpqHe3TemperatureDegraded

BEXAT—AZANGIEIZKRESN, BEENEELEME
HHERIZHYFEFEBA, VATLERIZLESTIE. 2O

ATLD vy bEO U ENSTREENHY ET,

cpqHe3TemperatureOk
MERAT—RAMN, OKIZERESINF LT,

cpgHe4FliTolPowerSupplyOk

T+—=IL LS Y FNEREBEDIKED OK IZERE S

hi L/T:o

cpqHe4FltTolPowerSupplyDegraded

T+—=ILEbLSY NEREBEDIKEN., LILIZEKRTE

SnFELf=,

cpqHe4FltTolPowerSupplyFailed

T+—ILEbLSY NEREBEDIKEN., EEIZHKTE

SnFELT,

cpqHeResilientMemMirroredMemoryEngaged
FENRUVRMAEYTATI a3 TIORTLD,
AEYEEFERHLELZ, ST—AFIUNTY
T4 TITEYELI,
cpqHe3FliTolPowerRedundancyRestore

J4—IL b LT Y NEREEATRILDIKEIZE
@ L/ 35 L/ T: o

cpqHe3FIltTolFanRedundancyRestored
Tx—ILErLZ2 T 7 UNRRIEDIKEIZEITE
LELT,

cpgqHeManagementProcinReset

EBIJOLyHY—F Uty bhTT,

FSy TDFE
ZIE

20F4hIL

20FT4hIL

OK

OK

20)FT4hIL

20T 4hIL

ATx—

OK

OK
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FSvZID

6062

6064

6069

6070

6071

6072

6073

6074

6075

6076

6077

AIRV+D
SR

Bt L

ZETL

Bh

Bh

Bh

27h

Bh

14h

29h

Ah

Ah

ARk
a—FK

ZETL

ZuL

52h

3Eh

1Eh

4h

24h

7h

1h

340h

341h

k5w T4 L EREA

cpgHeManagementProcReady
EEIOw Yy Y —(IFERATEETT,

cpqHe5CorrMemReplaceMemModule

FSy TDFE
ZIE

ATx—

AEYIS—AITESAELZ, AEVED2I—IL

ERYMTET,

cpqHe4FIliTolPowerSupplyACpowerloss

20T 4hlL

BESNEOYy—VBLURLDITA—ILEFLT
VNEREENACERDEREZRELE LT,

cpgHeSysBatteryFailed

T
of

HPE Smart X kL— Ny T UAEBELE L1,

cpqHeSysBatteryRemoved

T
f

HPE Smart A hL—U NNy T ABRYSNShFELT,

cpqHeSysPwrAllocationNotOptimized

T
I

iLO [FFTEENERETEEFLEATL . ¥—1\—D

BENELATHARBILEESATLERA,

cpqHeSysPwrOnDenied

20F4hIL

N—F Oz 7%#HBHNTERNEDHIZ, H—N—DER

A UIZTEFEHATLI,

cpgHePowerFailureError

TNAZADBEREESMREENFE L,

cpqHelnterlockFailureError

20FT4hIL

2057 4hIL

FINA AN R TF LAR— FIZHL, TE&EYIZERY

ffFonhTHEEA,

cpgHeNvdimmBackupError

90)F«14hlL

NVDIMM /Ny o 7w TI5—htEEShFE LT,

cpgHeNvdimmRestoreError

NVDIMM QET IS —MREINE L1,

20)TF4hIL
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FSvZID ARV ARUE bS5y T4 LA FSyTDR
SR a—F ZIE
6078 Ah 342h cpgHeNvdimmUncorrectableMemoryError 2UT4h)L
STEFRELGAE) IS —MRHEEhFE LT,

6079 Ah 343h cpgHeNvdimmBackupPowerError 2UT4h)L
NVDIMM D/ 2 7w TEBRI S —HRELFE LT,
Ny Ty TEREFERATEELA, ThULED
Ny YTy TEFRARETT,

6080 Ah 344h cpgHeNvdimmNVDIMMControllerError 20T 4hIL
NVDIMM O3> bO—5—DI5—MEELFELT,
OS TIENVDIMM (FERESNFEEA,

6081 Ah 345h cpgHeNvdimmEraseError 20T4HIL
NVDIMM #HETEFEFHATL Iz, SAULED/NY
DTy FEFAEETT,

6082 Ah 346h cpqHeNvdimmArmingError 20T4hIL
NVDIMM ZEB Y FI+5 2 EMTEEFHATLE,
NULEDNY YT TIERAEETT

6083 Ah 355h cpgHeNvdimmSanitizationOk OK

Z D NVDIMM-N A4 =4 1 ABEEDR R E L TER
SNFELF. NVDIMM [ZRTFESNATWST—2IET
NTHESNFEL,

6084 Ah 356h cpgHeNvdimmSanitizationError 2UT4h)L

C D NVDIMM-N [EH =% 4 XEEDRMR & LTER
ENFELEDA, COTOEANEEICKRTLEREAT
L7

6085 Ah 364h cpgHeNvdimmControllerFirmwareError 20T 4hIL

NVDIMM O3> bA—5—T7—LDTT7DIZ—N
BELFELE, OV bA—5—T7—LOTT7HE
NTWB71=8%. 0S TNVDIMM [FERZNFEEA,

6086 Ah 374h cpgHeNvdimmErrorinterleaveOn 20T 4AhIL
AEYOMEIET S —FIFETEFRGET S —MFAE

LFELz. ALY H—0D NVDIMM [FTRTEHT
ERS
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FS9ZFID ARVEY ARVE bS5y TR LA FSy TR
SR a—F ZIE
6087 Ah 375h cpgHeNvdimminterleaveOff 2UT4h)L
AEYDMEE IS —F=IXETEFRET S —IRE
LE L. NVDIMM [XESHIZHE>TWET,
6088 Ah 394h cpgHeNvdimmEventNotifyError 20F1HhIL
CONVDIMM DA Ry MBERZRETEEEA.

6089 Ah 395h cpgHeNvdimmPersistencylLost 20T 4hIL
NVDIMM D #fiteiikbhFE L, ThUEDT—
BNV YTy TIELRAEETT,

6090 Ah 396h cpgqHeNvdimmPersistencyRestored OK

NVDIMM QO#E#EtENETEINELE., ThUED
F—BINY I Ty THARETT,

6091 Ah 397h cpgHeNvdimmLifecycleWarning Z2E
NVDIMM S 4 44 2 )LDEEH, NVDIMM D F I
ELFEL

6092 Ah 430h cpgqHeNvdimmLogicalNvdimmError AT xw—

WENVDIMM QDT S—MFELFELT,

6093 Ah 354h cpgHeNvdimmConfigurationError 2UT4h)L
NVDIMM R TS5 —hFEELE LT,

6094 Ah 351h cpgHeNvdimmBatteryNotChargedwithWait OK

A=k T UK, BY T 5= NVDIMM %4
R—rFREEFTARESATLER A

6095 Ah 352h cpqHeNvdimmBatteryNotChargedwithNoWait OK

A=ty T UK BYfFIF 5tz NVDIMM %4
R—rFREEFTAHCRESATLER A,

6096 Ah 388h cpgHeDimmMemoryMapChanged

T
of

STERBEGAEYIS— -[EENRELTNDAE
JED2—ILZHFNTEEFEATL,
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FZ5y7ID 4RV ARVE

AL Rt oY TDOR
SR a—F ZIE
6097 Ah 440h cpgHeNvdimmPersistantMemoryAddressError 20T 4AIL
Persistent Memory 7 KL RERH RV 5 T TI5—M
mHEIhFEL,

6098 Ah 483h cpgHeNvdimminitializationError =4
HNELS—DT=6. 1 DFEITHEHD NVDIMM % #1H1
fETEFEA,

6099 Bh 54h cpqHePwrSupplyError Z25
DATLEREEDIS—HMHEELEL,
6100 Bh 54h cpgHePwrSupplyErrorRepaired OK
DRATLEREENDIS—MEESNFLT
6101 Bh 55h cpqHeBbuError Z2E
NYTFYNY I Ty TA1Zy bOIT—HREELF
L=,
6102 Bh 55h cpgHeBbuErrorRepaired OK
NyTYNY YTy T1zy bOIS—HEESL
F L1,
6103 Bh 1Ch cpgqHeNoPowerSupplyDetected AT xw—
BREBFLEIERNAY I ITL—VEBREShFEE
ATLT=,
6104 Bh 1Bh cpgHePowerProtectionFault 2UT4h)L
DRATLR—RFOERREEENHKELFE LT,
6105 14h 9h cpgHePowerFuseDegraded 20T 4AhIL
BREOZIEMRESIN, Y—N—P X TLR—FEX
BT LIRBELHYET,
6106 Ah 3134h

cpqHe TPMSecureEraseFailed

2UT4hlL
Trusted Platform Module @t ¥ 1 7HEICERBRLE
sz:o

KiFHe <
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FSwTID ARV EY

6107

6108

6109

6110

6111

8029

8030

8031

8032

9001

A

Ah

Ah

28h

Ah

Ah

13h

13h

13h

13h

23h

ARk
a—FK

3140h

3137h

6h

3143h
3145h
3146h

3148h

28h

29h

2Ah

2Bh

5h

k5w T4 L EREA

cpqHeSPISecureEraseFailed

DRATLID7—LO I THEROEXITHEEICKK
LELT=.

cpgHeNvdimmSecureEraseFailed

HPE Persistent Memory Dt ¥ 1 7HEICKBLEL

f=o

cpqHeNANDSecureEraseFailed

EBITOE Y —DOHBATATTNAADEF2
THEICKREBLEL

cpqHeSedPassphrasefail

TNA ADESIEIS—, BELOEMELEITE
MEHB NIRRT L—XDEHICEBKLELT-,

cpqHeSedUnlockfail
HEBSET N\ ROy Y ZERYT 5FEGRIT
MIEEFTEINFELZ, TNMREREDY) T—k
FTAYYIEINET,

cpqSs6FanStatusChange
AbL=21T298—2%—DIT7URT—R2AN
FlELEL

cpgSs6TempStatusChange
ARL—2I09 00—V —DRERT—RANE
feLFE L=

cpqSs6PwrSupplyStatusChange
AbL=2x2090—Sv—DERRAT—2ANE
feLFE LT

cpqSsConnectionStatusChange
AbL—=2T098—Cv—DRAT—RANEILL
F L1,

cpgqSm2ServerReset

Y—N—FBRN )ty bEhFELT]
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FZ5y7ID 4RV ARVE

9003

9005

9012

9013

9017

9018

9019

9020

9021

9022

378

A

23h

23h

23h

23h

23h

23h

23h

23h

32h

32h

iLO BEZRTEDER

a—FK

1100h

1101h

104h

105h

3h

1h

1102h

1138h

3h

3h

k5w T4 L EREA

cpgqSm2UnauthorizedLoginAttempts
REEEShGad 4/ UHTRBORKREEZBAFL
f=o

cpqSm2SelfTestError
LOMEILITRA IS —ZRHELELT,

cpqSm2SecurityOverrideEngaged

ILOA, EXa )T 44 —N=34 FOv/\—h
BEBICUVBAOATWS I EEHEELEL:,
cpgSm2SecurityOverrideDisengaged

ILOM, EFa)TaF—nN—54 FD v 2—HY)
BIEICYIYVBZOoN TSI EEZRELELT,
cpgSm2ServerPowerOn

Y—N—DEBERNANLONELT,

cpgSm2ServerPowerOff
Y—N—DERIINFE LT,

cpqSm2ServerPowerOnFailure

BEA VERNBHY E LA, H—N—HEEREC
Ho-=OICBREANSDZENTEEFHATL,
cpqSm2irsCommpFailure

Insight Remote Support & 7= (& Insight Online & M@
BICkBLELE,
cpqSm2FirmwareValidationScanFailed
T7—LVITFRIETS—MIFELELELR (LO. IE.
FESPS O7—Lx7),
cpqSm2FirmwareValidationScanErrorRepaired

WESNF=T77—LIT7ELEERT v U OEREIL
BEINEL:,

FSy TDFE
ZIE

OK

20FT4hIL

LE:

OK

OK

20F4hIL

I3
R

20T 4hlL

OK
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9023

9024

9025

9026

9027

9028

9029

9030

11003

11018

A

32h

14h

14h

23h

23h

23h

23h

23h

1h

23h

a—FK

4h

2h

2h

448h

464h

B3h

491h

490h

1h

CEh

k5w T4 L EREA

cpgSm2FirmwareValidationAutoRepairFailed

T77—L9TT7D)AN)BIZCIS—HAEELEL

T=o

cpqSm2AutoShutdownlinitiated

LODNARL—F 4 VI VRATLOBE Y v
’EE‘ﬁtﬁ L35 L/T:o

cpqSm2AutoShutdownCancelled

ARLV—TA VI RATLOEHB Yy MY

FrrotiEshFLE,

cpqSm2FwUpdateUploadFailed

T27—LOzF7T7yvIT—rEREFET7y 70
9&?& L/i L/T:o

cpqSm2SecurityStateChange
iLO ¥l T DIREAEILLELT,

cpgSm2WDTimerReset

v k&

UM

— KIz

LOMIA YFRYT BAT—DEALT I 41
HLELf ARL—TFT o VIV RTLIZERKSL
f=#lF. 2z ML E—T78 4 T—ITEHNIZHEDOIFE

A

cpqSm20verallSecStateAtRisk

DATLEFAVTAREIZVRINHYET,

cpqSm20verallSecStatusChange

2REX IV TART—RADNEERESINFE LT,

cpqHo2GenericTrap

AARSY T, SNMP&RE. 547>k SNMP O
VY=, BLURY FT—=IMNELLEMELTLS
CEEHERLET,ILODOWeb A U E2—T T4 R%E
FRTHE. COT75—hEERLT, SNMP O Y
Y—=ILTT7 53— IR EINDIILEHEATEET,

cpqHo2PowerThresholdTrap
BALEWMEZEBAZELT .

iLO B

ATx—
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FSwTID ARV EY

11020

14004

14007

16028

18011

18012

18013

18014

18015

18016

380 iLO BIERTFEDIER

A

Bt L

13h

Ah

11h

11h

11h

11h

11h

11h

Bh

ARk
a—FK

ZETL

20h

3150h

Bh

Ah

Ah

Ch

Ch

Dh

Eh

k5w T4 L EREA

cpqHoMibHealthStatusArrayChangeTrap
Y—N—DANLART—EANEILFE LT

cpqldeAtaDiskStatusChange

AMS W ATAT A R RS54 TDRT—RANELL
EoEEBRHLELE,

cpqldeAtaSecureEraseFailed

SATA RS54 TDEFaTHEITKEBLEL,

cpgFca3HostCntlrStatusChange

AMS . 77 A N—F v RJ)LFRR b2 bA—5—0
AT—AZANERLI-CEFBELEL,

cpgNic3ConnectivityRestored

WERY D=9 T7ETEA—LDEENAEELEL
T=o

cpgNic3ConnectivityLost

WERY FI—OFTETE—DRAT—E ANEEIC
ElLEL,

cpgNic3Redundancyincreased

AMS M BEH SN TWEIREBT7E T4—JIL—TAHAD
BENREELTWVE=-YET7Y T4 —INBHFRAT—4
RIZERLECEZRELEL,

cpgNic3RedundancyReduced

AMS WS SREBT7H T2 =T IL—THROYETZ T2 —
BEEZFEXT—FAXIZCERLELN, D2E<CEL1E5DOY
B7ATRA—NOKRAT—RRATHELITWAILER
llill L/gs L/T:o

cpgNicAllLinksDown

2 RT—=OF7ETA—DETRTD) VI TIY
LTWET,

cpgNicAllLinksDownRepaired

Y RID—=OTFHETR—D1 D2FELFIEHD) VY
MEEEnFEL,

FSy TDFE
ZIE

ZETL

20FT4hIL

20T 4hlL

90)F4hlL
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FSwTID ARV EY

AR
18017 32h
169001 12h

169002 12h

INBHDSNMP k5w FI2DVT

ARk
a—FK

3023h

1h

2h

k5w T4 L EREA

cpgNicFlexLomTrainingFailed

Flexlom X B0 k&, E#EICKBRLELT,

cpgiScsiLinkUp
iISCSI ) VoD T7yTLTWET,

cpqiScsiLinkDown
iISCSI YV OBTI U LTWET,

NTLBABUTDOMB 771 ILESRLTILZEL,

FSy TDFE
ZIE

20F4hIL

[
of

§£ L <I%. HPE SIM AH® Insight Management MIB B# ¥ v ~IZ&E

cpgida.mib
cpghost.mib
cpghlth.mib
cpgsm2 .mib
cpgide.mib
cpgscsi.mib
cpgiscsi.mib
cpgnic.mib
cpgstsys.mib
cpgstdeq.mib
cpgfca.mib
cpgsinfo.mib

cpgstsys.mib

REST 75— bk

FS4T7 LA
H—/N—RR PR T LOFHM
Y—IN—ANJ RV AT L
Remote Insight/Integrated Lights-Out
IDE 4 TR T L

SCSI VAT L

iISCSI VAT L

AT LNIC
A=YV RT L
P—N—REREE
T7AN—FvRI)LT LA
AT LIER

Smart FLA A L—

RDORIZ,ILOS5 HLUHR—rEh B ProLiant —/A—FH KUV Synergy AV Ea—FEDa1—)LIZE»
THR—FESNATWEIREST 75— b%&RLET, REST7S5—FESNMP bS5y JIEHRZEZHESET
BI1ZlE. SNMP +5 v F (367 R—D)ESHBLTL S,
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1006

1010
1011
1012
1013
1014
1015
1016

1017

1018

1019

1020

1021

REST 75—k ID
Bl
SNMPAuthenticationFailure

ProcessorStatusUnknown
ProcessorStatusOK
ProcessorStatusDegraded
ProcessorStatusDisabled

ProcessorStatusFailed
USBStorageDeviceReadError
USBStorageDeviceWriteError
USBStorageDeviceRedundancyLost
USBStorageDeviceRedundancyRestored
USBStorageDeviceSyncFailed
PCleDiskTemperatureFailed
PCleDiskTemperatureOk

PCleDriveConditionOk
PCleDriveConditionDegraded
PCleDriveConditionFailed

PCleDriveWearStatusOk
PCleDriveWearStatusFiftySixDayThreshold
PCleDriveWearStatusFivePercentThreshold
PCleDriveWearStatusTwoPercentThreshold

PCleDriveWearStatusWearOut
PCleDriveAddedOrPowerOn
PCleDriveRemovedOrPowerOff

NVMeSecureEraseFailed

382 iLO BIERTDIER
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Bt L

o

K

3
of

o

K

3

[
ofF Of

3

Sl

T4 hL

o

K

©)

K

3
of

o

K

T
of

20T« hIL

OK

OK

T
o

\)

Bl

T4 AhIlL

o

K

[ 4
oF OF OF

[

3

Sl

T4 hL
OK
OK

20T« hIL

T <



F>v7ID
1022
1023
2014
2015
2016
2017

2018

3033

REST7 35—k ID
ZETL

PciResetFail
IntrusionHWInstalled
IntrusionHWRemoved
HoodReplaced
HoodRemovedOnPowerOff

MetricValueExceededUpperThreshold

MetricValueBelowLowerThreshold

DrvArrControllerFailed

DrvArrControllerOK

REST DEKXE
B
2UTaAhIL

OK

o

K
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20FTahIL
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3034

REST 75—k ID

DrvArrLogDrvFailed

DrvArrLogDrvUnconfigured

DrvArrLogDrvRecovering

DrvArrLogDrvReadyRebuild

DrvArrLogDrvRebuilding

DrvArrLogDrvWrongDrive

DrvArrLogDrvBadConnect

DrvArrLogDrvOverheating

DrvArrLogDrvShutdown

DrvArrLogDrvExpanding

DrvArrLogDrvNotAvailable

DrvArrLogDrvQueuedForExpansion
DrvArrLogDrvMultiPathAccessDegraded

DrvArrLogDrvErasing
DrvArrLogDrvPredictiveSpareRebuildReady
DrvArrLogDrvRapidParitylnitializationInProgress
DrvArrLogDrvRapidParitylnitializationPending
DrvArrLogDrvNoAccessEncryptedMissingKey
DrvArrLogDrvUnencryptedToEncryptedTransformationlnProgress
DrvArrLogDrvRekeylnProgress
DrvArrLogDrvNoAccessEncryptedWithControllerEncryptionNotEnabled
DrvArrLogDrvUnencryptedToEncryptedTransformationNotStarted
DrvArrLogDrvNewlLogDrvKeyRekeyRequestReceived
DrvArrLogDrvOK

384 iLO BIERTEDIER
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F>v7FID RESTZ3—FID REST DEXE

3038 DrvArrayAccBoardInvalid 25
DrvArrayAccBoardEnabled OK
DrvArrayAccBoardTempDisabled_BadConfiguration 2UT4RhIL
DrvArrayAccBoardTempDisabled_LowBatteryPower 2T 14AhIlL
DrvArrayAccBoardTempDisabled_DisableCommandlssued 24
DrvArrayAccBoardTempDisabled_NoResourcesAvailable 2&
DrvArrayAccBoardTempDisabled_BoardNotConnected 2UT4RhIL
DrvArrayAccBoardPermDisabled_BadMirrorData 25
DrvArrayAccBoardPermDisabled_ReadFailure 25
DrvArrayAccBoardPermDisabled_WriteFailure 25
DrvArrayAccBoardPermDisabled _ConfigCommand o
DrvArrayAccBoardTempDisabled_ExpandInProgress OK
DrvArrayAccBoardTempDisabled_SnapshotinProgress OK
DrvArrayAccBoardTempDisabled_RedundantLowBattery OK
DrvArrayAccBoardTempDisabled RedundantSizeMismatch OK
DrvArrayAccBoardTempDisabled_RedundantCacheFailure 2&
DrvArrayAccBoardPermDisabled_ExcessiveECCErrors 20T4hIL
DrvArrayAccBoardTempDisabled_RAID_ADG_EnablerModuleMissing 20T4hIL
DrvArrayAccBoardPermDisabled PostECCErrors OK
DrvArrayAccBoardPermDisabled_BackupPowerSourceHotRemoved 20T4hIL
DrvArrayAccBoardPermDisabled_CapacitorChargeLow 2UT4RhIL
DrvArrayAccBoardPermDisabled_NotEnoughBatteries 25
DrvArrayAccBoardPermDisabled_NotSupportedByFirmware o
DrvArrayAccBoardPermDisabled_BatteryNotSupported 207481
DrvArrayAccBoardPermDisabled_NoCapacitorAttached 2UT4RhIL
DrvArrayAccBoardPermDisabled_FlashBackedBackupFailed 2&
DrvArrayAccBoardPermDisabled_FlashBackedRestoreFailed 20T4hIL
DrvArrayAccBoardPermDisabled_FlashBackedHardwareFailure 2T 14AhIlL
DrvArrayAccBoardPermDisabled_CapacitorFailedToCharge 2UT4RhIL
DrvArrayAccBoardPermDisabled_IncompatibleCacheModule 207481

&I <
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F>vZ7ID REST7Z735—FID REST D EKXE
DrvArrayAccBoardPermDisabled_ChargerCircuitFailure 2UT4RhIL
DrvArrayAccBoardTempDisabled_MegaCellNotCabled 20T 14AhIL
DrvArrAcceleratorFlashMemoryNotAttached 2L

=
3039 DrvArrayAccBoardBadData 2UTARN
=

3040 DrvArrayAccBoardBatteryFailed TUTAAN

3046 DrvArrPhysDrvFailed 2UT4RhIL
DrvArrPhysDrvPredictiveFailure 25
DrvArrPhysDrvWearOut 25
DrvArrPhysDrvErasing 25
DrvArrPhysDrvNotAuthenticated 25
DrvArrPhysDrvEraseDone 25
DrvArrPhysDrvEraseQueued 25
DrvArrPhysDrvOK OK

3047 DrvArrSpareDriveFailed 2UT4RhIL
DrvArrSpareDrivelnactive OK
DrvArrSpareDriveBuilding 20T4hIL
DrvArrSpareDriveActive OK

3049 DrvArrSolidStateDiskFiftySixDayThresholdPassed =L
DrvArrSolidStateDiskFivePercentThresholdPassed 25
DrvArrSolidStateDiskTwoPercentThresholdPassed =L
DrvArrSolidStateDiskWearOut 2VT14HIL
DrvArrSolidStateDiskWearOK OK

3903 SmartArraySecureEraseFailed 20T4hIL

5022 guL B

5026 B B

6026 ServerOperational 2L

FIEHE<
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F>v7ID
6027
6032
6033
6034
6035
6036
6037
6038
6039
6040

6041

6042
6048
6049
6050
6051
6054
6055
6061
6062

6064

REST 75—k ID
POSTErrorsOccurred
PowerRedundancyLost
PowerSupplylnserted
PowerSupplyRemoved
FanDegraded
FanFailed
FanRedundancyLost
Faninserted
FanRemoved
ThermalStatusFailure
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Power Supply #0x03
Power Supply #0x04
Power Supply #0x04
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FHETBILORRA FRERLTHEIFNIEGYFBA, LOKRR FRIFAXFEIMNELNRFENET,

KAAL>a>2 kO—5—T0D Kerberos H1R"— kD#(i§
Windows Server IRiE T, Kerberos 4 R— k& KA A vay rO—5—[Z&F N, Kerberos LILLZITE
W, AKXFICEBRIN-RFAASDRAIZHEYET,
¥FIE
1. iLO VRATFLTEIZR AL UT ALY MYIZaVEa—4—F7hH9 Y FEERLTEIIZLET,
Active Directory 1—H— ¢ aAVEa—43—XF v T4 TCA—HY—THOoU bEERLET, il :

iLORR b4 :myilo
B RAAL % : somedomain.net
iLO FAA 8 (EL2EHH) : myilo.somedomain.net
2. iLOADOYTA UNFAISINTVNAEL—HF—[IDVT, FASM YT ALY M) I2a—H—=FHD b
PEELTWS I EEHELET,
3. FALMUT ALY M)IZaAZN—YLBLVTO—NLA—F—JIL—TEERLET,

iLO THERFERETBICIE. FAMUTALI MIICEF AT AIN—TE2ERT I2BENHY F
T, il012AT A T 31— —IZF. FRLI—HF—NAUN—ELB>TVNEZTRTOTIL—TD—1]
DERMFEShET, EEDHXREIZIE., YyOo—nNLa—HF—FIL—TELBa"—H)La1—H—
GN—TDHEFATEFET, KA O—AILTIL—TIE, HR— S TLWEEA,
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Windows IRIETOD iLO AxX—42 7714 IILDERK

FIig

1. Ktpass.exe Y—ILEFERALT, ¥—42 T T 7ML EERL. HEMELZRELET.

2. (#FL3Y) setspnaAX Y FEFEAL T, Kerberos SPN %#iLO A FLASPN #RRLZET,

3. (7L 3Y) setspn -L <ilO name>aAVY Y F#ERAL T, iLO YAFLASPN #RRLET,
HTTP/myilo.somedomain.net Y—EAMNRRIND I EE#HRALET,

FLE

Ktpass(424 R—)
Setspn(425 R—)

Ktpass
L 974

Ktpass [options]

g&

|
Ktpass &, Kerberos BBEEFADH—EX T UL/ LA LBEBIESNIZ/IAXRT— FORTHAEENATILVS
F—2TIT7ANERENENAF Y IT7ANVEERLET,
AR Ty
+rndPass
SUBLIRRT—RERELET,
-ptype KRB5 NT SRV_HST
TYVoVRNEA T, RAMY—ERXA 2V RHZ VR (KRB5 NT_SRV_HST) 24 J&#FERALET,
-princ <principal name>
AXFENXFNIRFNENET) oML BEEELES, ;=& ZIE. HTTP/
myilo.somedomain.net@SOMEDOMAIN.net 7 E T,
Y—ERE A TERXFEFERTHILENHYES (HTTP),
iLORR FRIFINXFZ#FEATILELHY ET (nyilo.somedomain.net),
LIVLZFIAXFEERATHILENHY FY (@SOMEDOMAIN.NET),

-mapuser <user account>

TRV BEILO VRTLARAL VT AIVMIRYTLET,
-out <file name>

keytab F7ANDI7ANBERELET .
-crypto <encryption>

.keytab 77 A IICERK SN D F—DIEBILEHEELET,

iLOC. BELEX1T 4. FIPS, £f-ZCNSAtFa ) FoREZFEAT I LS ITHER I TL
5154 . AES Kerberos ¥—4 4 J#EHT 2MLELRHY I,
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kvno

F—N—CUaBEELEELET,

BE: CONSA—EA—[FFEALBEVTLESW, 2OF TP avEFERTIE.F—42TT7
4 JL® kvno & Active Directory @ kvno ANREIFAL AL K Y ET,

avy Kl

Ktpass +rndPass -ptype KRB5 NT SRV _HST -princ
HTTP/myilo.somedomain.net@SOMEDOMAIN.NET -mapuser myilo$@somedomain.net
-out myilo.keytab

t S 65

Targeting domain controller: domaincontroller.example.net

Using legacy password setting method

Successfully mapped HTTP/iloname.example.net to iloname.

WARNING: pType and account type do not match. This might cause problems.
Key created.

Output keytab to myilo.keytab:

Keytab version: 0x502

keysize 69 HTTP/iloname.example.net@EXAMPLE.NET ptype 3

(KRB5 NT SRV _HST) wvno 3 etype 0x17 (RC4-HMAC) keylength 16
(0x5a5c7cl8ae2355%acc2 9d95e0524bf23)

Ktpass AV Y FTIEUPN ERETELGV I LICHTHIA YV E—UHARTENSFENHYET. D
R, ILOAL—Y—TREH—ERTHEEH. BEHYEFA, aVE1—4—FTTH +
T NRAT—FEBRZHRT DL IITROLNIBESHYES, V4V FIERAL. F—5TT71L
DERERITT HIZE. OKZEV ) v I LET,

Setspn
Hx

Setspn [options]

A
Setspn AY Y Fl&, SPN &R, BEE. BLTHIBRLET .
NS A—H—
-A <SPN>
IBMNY % SPN #HEELET,
-L
VRATLDRED SPN #—ERRTLET,

avwy R4l
SetSPN -A HTTP/myilo.somedomain.net myilo

SPN A VR—F Y FTRHRAXFENFNRFNENET, T34 (P—EXRZA4T) [F. &z IE
HTTP D& S ITKXFTHRINERZY FEA, 1 VRAEZ VR (LOKRR M) [, =E&EZE
myilo.somedomain.net & JITINXFTHEITNIELEY £ A,

SetSPN AY YV FTIXUPN ZBRETEL VI LICAT A v E—IUNRREINDBENHYEST, D
BRIE. LONL—V—TEHHELY—ERTH S0, BEHYFEA, AVE2—32—FTPxzH b+
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T R T— FEEERET AL S ICROONBEEHHYET. OKES Y v s LTV RYERL.
X—BITID7AILDEREHRITLET,
CEADIREN Kerberos RIDRZIEHZF/-L TS L DFER

Kerberos S2EEMIERE (ZH#EET B2, ILO O+t vyH— KDC. BLUVISATFUI—HUXF—> 3y
DRI TR EEZAREBLTLWAIUEAHY FT, H—/\—TiLODBFBLUERIZHRTET H. iLO
RNTSNTP#EEZEMICLTHRY FT—Ih o BB LURRIZREL TS EE0LY,

FIE
1. UTOBMERMNEVCS FLURATRESN TS EZHRALET,

iLO @Bt EBRINERTE
Web 75 OH—%ET35954F72
PRI FEETT B —/\—

HR—bEENBITSOF—TOIUTIVYALOFVDERTE
A—H—NiILOIZAT A T BICIE ERMNEIY BT ON=TIL—TDAUN—[ZHE>TWNDIRELH Y
F9, Windows 9 547> bDFE. 7—O X T—a>0O0Ov o F=XOYI#ERIZE>T, iLOAD
O9A VICERAShDELEBRNAEHR SNEIT, Home/A—2 3 2D Windows AR L—F 4 VIV RF
Llx, Kerberos O 4 v &HHR—FLTULWEEA,

iLO IZB8 L T Active Directory N@EENIZERE SN TH Y. Kerberos A5 1 V2B L TiILO AELNIZERTE S
NTWBBEIZIK. 2OV aVDFIEIZE>T, BTA UREDIZHRYET,

LI
HYR—bShTNEITFIH—(31 R—)

Microsoft Internet Explorer TO L V5 LU A A OFZE

Fg

1. Internet Explorer TR ZHICLEFT,
a. Y—=I>A 8=y AT aVDIBEITERLET,
b. BB T2V Vv I LET,

c. EXaUT14 Y a>T, $E Windows BEEZFERT A4 T avMBREINWTWNS I L%
BLEY,

d OKzJ vy LET,
2. iLO FASVEA D FSRY Y —2IZBMLET,
Y=IL>AVE—2y bA T a VDIEISERLET,
tXaVF42TEV YV I LET,
A—ANLL Y ESRY RTFAaVEI )V LET,
YA bR EIY I LET,
HHSERIVEI YUV LET,
f. SOWebHA rEJ—VITEMTERY Y RIC, BMT 24 bEADLET,

Y

o o

@
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tERY FT—5 TIL, *.example.net T+HTT,
g. EBMEY )y LET,
h. iIL%%2 Uy LEY,
O—ALL Y rIRY REA4T7ATRY I REFRALBICIE. OKZEY Uy I LET,
A=y b FoavF4T7RTRY I XEFHALBICIF. OKEY Y v I LET,

S

3. AVISRY M=V THOHBBMICOTF VT HREEAMICLET.

a V—I>A 8=y b T avDIBITERLET,
b. tXa1UF44T%9 v LET,
c. A—ANA VIR YNTFTAAEI YT LET,

d. LRLDAREIL X&) v LET,

e. 1—¥—REALILavT. AV bS53y PV TOABBMIZATE VT EE T a3 VANER
ENTWHC L ZMHEBLET,

f. EXa2YTFA4RE -O—HILA VSR Y M =290 U RYEFALBIZIX. OKES YV LE
-g_o

g 13—y b T34 700 Ry REFHALBICIE. OKEV U VY LET,

4. FIEA~3 THTL a3 2 LB LI=EEIL. Internet Explorer 2B L THIEEH L F T,

Mozilla Firefox T 2TV A VA DEDIE

FIE

1. 759 —DIFBFTY—IL/N—([Z about:config EANL T, FASLVDZRER—DZREFET,
Firefox [SIZRD A v E2—UHRFRENET,

EEIRAERS AN 72 D £ 97!

BREZERNDODLTERTSKR2 €0 Vv I LET,

BR#FER Y RIZ network.negotiate E AN LFET,
network.negotiate-auth.trusted-uris 24 JILY Yy LET,

LOMDDNS FAALUEFEANL (FzE AL, example.net), OKZV Jv I LET,

> o A N

Google Chrome TO YV J LY A VF Y
Google Chrome TIXFREIEHEHY FH A,

Microsoft Edge TO L VT LY A oA 2 DERIE
Microsoft Edge TIZEREIIWEH Y FE A,
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UGN A VA (ZeroH A A )

gi!ll

EDHEER

FIE

1.

iLORY A R—2 (ffl : http://iloname.example.net) [CEEILET,

2. ZeroYA4 oA VRAVED Y)Y LET,

A&k

200408 BELTNSZEDRESR

FIE

1.

iLOOY A UR—JICBELET,

2. Kerberos UPN fis XD 1 —4H—% (f§l : user@EXAMPLE.NET) AL ZFET,
3.
4. QT4 9 )v I LET,

BEM T o TS RAL VIR T—FZANLFET,

T4 LY FUHEDH R

AF—35EYF4 -T4LY M)Y—EXRZFABALT, #FEDOILO JOt vy —LETHFOI—
-'jz_%-'j-ﬂ_\o_ I"—Ggas-g-o

XAV TA -TALY P —ERDSBABLI—Y—/RRT—FR) R InES, R
V=2, A=Y= RTV—FOEHE,. O—T—2a VEE. ARHRGEAHYFET.

A—Y—0EE -REICE>TE, 2—F—DNILOTAI U bERBETLENHY. TDHE. B
EERIT LAY —DORENRHEIZGY FT,

O—JLR—ZXNDEE (HPERAF—<) -O—JL (f=&ZX, BHEWNE, /RX bD Y E— M,
SEELHE) ZERLT, a—F—Pa1—HF—FI—TICEEMITEIENTEET, 1 2ODO—LT
EENTHONDE., TOEEIX, ZOO—LIZEEMITONFZTRTOI—HF—ELUILO T/A/ R
ICERASINET,

EhEH (HPE#ERAFX—V) -MMC B EARL—F 4 VIV RATLEENDEE Y —ILZFERL T,
iLOA—H—%BETEET,

RalE -TAoLY M)TO1DOEEN, BEMIFON-ILO TOtyH—IZEELICAREShET,
COMEEICKY, COTOERERY Y T MET ERERLGLBEYET,

PEHEROEEIL - T4 LY LU TIE, iLO HO#FHLWRiHEHRZRLHFETIC. BIEOL—Y—TH
U RENRRT—KREFERTEEY,

FEE (HPERRF—V) -EOEBEBICADET, 180ILO Oy H—(ZDLV\T1 a1 —H—
ERRIZ1ID2OO0—ILEERTSHIEL. HEHOILO TOE Yy H—IZ DLW THEBOI—F—EHRIC
1200 —)LEERTHIEEL, O—ILEHAEHOETERTHIELEELETEEFT, HPEHRRRAF—7
BETIE, 79X EEEORERBEFICHEELEZY., BEDIP 7 FLRAEHEICHIPBRLIZYT S EMN
TEFEY,

Hifstk -iLO T« LY MU #AIL. Active Directory £ & U OpenLDAP ZHR— kL ZET,

B -ILOTALY M)YR—FMI.ZE2LETALY M) THUHERIZEET 5 LDAP 2.0 FBIBIZED VT
WLWE3, iLO M Kerberos H7/k— k& LDAP v3 [ZE Ly TWMVET,
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iLO CHEAT AT« LY F)EBROZRER

FA4LY FYIZXLTILO T BHIZ. AFXx—< 7Y —BHEA TS 3 oM HPE HLEER X*— <R A
ToavhEERLET,

UTOBEBICOWTHREILET,
1. FHTET4 LY FIICRX—THREBHTEET D,

ML OBE - B2 (CEHFET,

TR ] DIFE - Active Directory AL THEY . BEHROKHORY O—IC&K YILEREFERAT
EFEHA,

TLNVZ ] DIFES - OpenlDAP AL TWEYT, HPE iiR R ¥—< (&, IREF S TIX OpenLDAP
THR—bFEINTWLWEEFA,

TAWVR] DFE - BEVDIRIEICIE, HPEHRRF—TEDT 4 LY FUHEITELFEA,
GIN—TR—=ZADRX—I7)—T4 LY FIHEEFERALET, BABROY—/IN—%414 X
F—IL LT, HPE¥ESERF—THEBREDT A LY FHEDHEERIFILTHDEINTL LS,
2. Ry—STNVEREBEFEALTLET D,
ROEMIZEZETDHE. BENRT—FTILHLES LMY ET,

TALY M) A—HF—DTIN—TDERELEET HAEEMENHY TThH,
LOMEREFTFHMIZR Y ) THET ED2H Y TThH,
iLO #ERD&EIEHIZ 6 DL LD IL—TH#FARALETH,

CNODERBICHT BEAICHELT. ROF T avhoERLET,

TR DIFER -AFXF—T7)—T4 LY FIHEDA VDRI VREA VA L—=)LLT, 2DA
XABFELDOR) O—BLUFIEOEHIZE>TVNEINESI I EZRFTLTHEL LS, BEICHE
CLT. #T. HPEHiRR X —VHERZEBHETEE T,

MN&Lvg OIBE -HPE HREER X — VR EFERLET,

BLLIEE
RE—=TIV—T 4 LY F1EBEE(429 R—)
HPE il R ¥—<F 4 L& Y SRE(431 R—2)

— — —"
AxF—I72Y—T4 L9 FYEFE
AFX—T 7Y —FT4 LY VBEA T avEaFERTERE, A—F—BLUTIL—THRTo LY FJIZTHE
TEL. YIL—THEEMNILODEREIZHEELET, iLOIXTas LY )OS 4 ViEBHZE#FEALTTa4 LY
FJARADA—H—F Ty rZ2FEARY .. A—HF—5IL—TDAN—yTEREBLET, CASD
TI—TE, LODYT I —THERELEERENET, TaALY M)A —HF—F7hHU bH, EREIATWS
LOT ALY FUTIL—TDAVN—EELTHEREILBE, ILOODAST A VIZHILET,

AFxF—TI7)—F4 LY F)HEDI R

TALI M) RX—TEHRT DDENHY FEFE A,

F4LY FYVADI—HF—IZDLTIE, BEFKIFEAELDEHYEEA, AERELLEES.
FALI M)IE. BEOA—HY—¢E5IL—TAN—"y TEFERALTILOIZZYERLES, 1=
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EZIE, Userl EWVSBHID FAAL VEBENVNDHEE. FAMVEBELFXLYTATIL—TD
DNZILO[CaE— L TRELHEREMNEITHENTEFT, 5&. Usert FILOIZT I ER
TEHELDICRYET,

AEx—I22Y—TF2o LY NIHEDRE

TIL—THERIE. &iLO DRATLTEEINET, CORAIE. JIL—THERMNZEAEERINEG
W=ORNRICHZ 5N, TIL—TOAVN—2 v TEERTDHARIIE. RILO DRATLTHL,
T4LY M) TEEINET, Hewlett Packard Enterprise (&, RO ILO VAT LEZEBRTE
52Y—ILERELTVET,

WA T ay

AFXF—3 22—ty b7y TATOIavF FaLY F)RAOEKREIZEDAEZRAVTERLTY, &
LFERHTHWNOT AV, KYFEFBRLEOTA Y, FEEFEBICEFHLGEOTA DT« LY F)REZHERT
%ij—o

RLEHRTHWNAYSY - COEREFERT S E. FEDNERRT—FZAALTILOIZAY MY
TEET, iLODBRETETIL—TDAUN—THINIELRY EFHA,

COBREERT SHICIE. ROBEEANLET,

FALY )Y —N—DDNSZLETILIP7 KL R E LDAP R— k., BHE. SSL #E#AD LDAP
R— kX, 636 TY,

PELCEBZ1DDTIL—TDDN, COTIL—TIE, X2 T4 )L—T (fl : Active Directory
DIHEEIL CN=Administrators, CN=Builtin, DC=HPE, DC=com., OpenLDAP DiHF& (L
UID=username, ou=People, dc=hpe,dc=com), E=IZBH®D iLO 2 —HF—MRTIL—T * /—
ThnlE, BOEDTIL—TTEMEVELEA,

SYERBLGOTAY - CO#REZERTIE. OTA V2 ENRRT—REAALTILOIZAY AT
é’iﬁ'o LO DT ATIL—TDAN—THITNEGRY FRA, OF A VEIZ. O 04 E&E01—
HF—aUFFRAMEEINT, 22— —DNIZHEY FET,

COBRZEFEFATSICE. RLFHRTHENOTAVDREEALLGLCEZL1D2DTALY M) A—H—
AVTERFEAALET,

f-&zIE a—F—MNJouN.sMITH E LTRSSV L, 2—HF—aVFFR b+
CN=USERS, DC=HPE, DC=COM MBS N T HIFEE, iILO T
CN=JOHN.SMITH, CN=USERS, DC=HPE, DC=COM & N5 DN FEARAIhET,

EEICRBRLGEOTSAY - COBBZEERTSE. TL2EDN ENRRT—F, ToLY MJIZRRS
5%, NetBIOS #sxX (domain/login_name). FIXEFA—ILHK (login_name@domain) ZfE
ALTILOIZAY A vTEET,

COBBEBMAT HICE. IP7RLADKDYIZT ALY FUDDNSHZEAALT.ILOIZT 4 LY
F)H—N—F FLRZERLET . DNSEZF, LOBLUVI ATV F O RATLOEAMN G, IPT
FLRICBRTERINERY FHA,

FA4LY F)HEDHRTE (REX— 7Y —#R) : 7TORDHPBE

FIE

1. CERAOBRENARF—TI7Y—DT1 LY LIS 1= DHIIE - LTl
HELET,
2. iLORFX—TIY—TFA4 LI F)DINSA—45—

3. TALYRYTIL—TEHRELET,

nh
(_
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AXF—I27U—T4 LY N)MEZEZFERT H-DDAHREH
Fig

1. Active Directory 8§ K UDNS 4 VR b—ILLET,
2. L—FCAZA VA F—ILLT., SSLEZE®IZLET,
iLO X, BRE2H SSLEHKTOH., TALY MY EBIELET,

Active Directory TOFEBAEY—EXDFERIZDLTEEL <&, Microsoft d FFx a1 A2 FESHBLTK
&L,

3. L EBL T ADAI—YF—DTALY FYDNEFDAI—YH—DEFENTWWSEXa T4 IIL—TF
DODNAM, FRATETHIZEZERELET, COBERIZ. TALY )DLy F 7Y TERIET S
E=OIZERENET,

4 TALY ) Y—ERREERHMICTLHILO AV REA VA =L LET,
@ IPv4 Ff-[L IPv6 DR—T T, JE L LY DNS H—/3—H'E TWace

(3]
|__
(o]
2
-
J
i

HPE iR R X—< T4 LY MY EEEE
HPE iR R ¥ —<Y T A LY FUBA TV avEERTHE. UTOZEETSENTEET,

MESNERT—Z TN GHEI—YF—T— 2R o 1—HF—%BALFET,
T4LY P)Y—EXREZFERLT. 2—Y—0DHERZHIH (ERMHE5) LET,
TALY F)Y—EXATHRILOBE IO YH—ELVLILO A—HF—D Y IL—FTLANILDOEEIZO—
WEERLET,

HPE IiSEX¥—< T4 LY FUBMEDFI R
TI—THEILO LTIEAHEL., T4 LY FUATHRBEEINET,

ERGT IO CRAGE - 7O L RAEREDRKMEZFICHFRLLZY ., BEDIP7 FLASHHEICHRLY
THENTEFET,

T4 LY M)Y—ERDYR—

iLO Y7 k= 7I%. Microsoft Active Directory 1L — Y—¢EaVE1—4—RFTyvTAVRNTEET S &
SITEFEATEY., 2—H—1Fk TA4LI MIBHTLI—YF—THIOU L EEETEET,

iLO I&. HPE #i3& X ¥+— <AL T Microsoft Active Directory #H7/R— k LET,

T4 LY F)HEEDHRTE (HPE HLEERFX—VHER) : 7O XDHE
Fg
BHE
1. UTORBEZERL T,

T4LY FYRE)E— FEE (HPE iR X—<#A) (439 R—2)
TALY PYY—ERRFX—7T(464 R—)
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AR b=
2. ROESIZHEMELETS

a. CEAOBRIEN Active Directory & HPE A¥x—% 1= DEHIIE = L TL
CEEHRLET,
b. T4 LY P H—ERBIAEZEM-TZILO TV REA VR —=ILLET,

c. ProLiant R A F7ALYH—RDTA LY FUYR— R s5r—S 89— FL, O
AOBREICHELZIA—T A ) T4 %A VA= LET,
Schema Extender. X+ v 7/ >, BLUProLiant v%x <A r Aty —ADTA LY MUY
R—bF1—F A VT AEZAVARA—ILTBIENTEET,

d RAX—IIIVRTIVOF—%#FALTRAXT—IFHLELET.

7vIT—+

3. iLODWeb A VB —T A ZRADR—T T, EB IO —FTCz I bDT4 LY bYH——5&
F& DN EB/ELET,

ZDRTYTIE, ProLiant BB 7Oty H—DT4 LY FIYR—bY I bz 7E#FRALTETT
5EBTEET,

A—)LEA T2y FOERE

4. HPE Active Directory 27 v FA VE#FHAL T, TNNARA TV H beO0—LF TP H FERE
LET,

a. YIRVAVMTNARA Tz beO— LA TPy FEERLET,

b. REIZHLT, O—LA TPz MIERZRNYANT, REAEZEETNA XX T b EBER
FFEY,

c. 1—¥—%F0—LATTTH FEMLET,

BI5r DELY Ly

5 HHLO—EEMIFIZONTIX, TALYMIRGYTT 4052 —FT 4 VT4 DERAEZRFLT
{fE2ELN,

LOA—T AU TAIX . B—DO— )L CRHEICERTEET., T4 LY MIICERORENZERT S
LEHBEL T AEA(X. LDIFDE £/-[E VBScript L—F 4 VT4 DES3HBTA LY MR YT
TATA—T AN T4 EFERTEHIIENTEET, ThoDI—T 4 ) T4 IFEHELZO—ILDOBER
=ERLZET,

BELSE

Active Directory & HPE iR R ¥ —< DIERL GERGI) (445 R—)

HPE }i3E R +— < # AL T Active Directory 2R E 3 5 - DEHEEH

432

FIg
1. Active Directory &K UDNS %4 v A F—ILLET,

2. L—FCAZA VA L—I)LLT., SSLEZEAMIZLET,
iLO (X, REH SSLEHTOH, TALI MY EBIELET,

Kerberos BBEEE T 4 LY MU H—ERDERE



Active Directory TOFEBAEY—EXDFERIZDLTEEL <&, Microsoft d FF a1 A2 FESHRLTK
&L,

LOICIF. TALY P Y—EREBIETEH-DICEF 1 T RESNEEENLETT, ZOEHK
[ZIE. Microsoft CAZ A VX h—ILT HBENHY F9, #£L <I&. Microsoft Knowledge Base ®
Article ID &5 321051 5B L T FZ& L\, Y— F/X—TF 1 OFEAEEAY SSL #2H T LDAP &%)
129 5%

NET Framework W/A\— 3 U 35 LIRS VA F—ILENTWB I L 2/ERALET,
LOLDAP OV R—R U MEZDY I+ T7EZRLELELET,
Windows Server Core IRIETIZ LDAP O vFR—% Y FE2FERATEXH A,

D Microsoft Knowledge Base MEEEESH L T =&Y, 299687 MS01-036: LDAP over SSL D ##
BEICK YNRRDT— FOEEMNAREICLE D

iLOTA LY MY R—FYITFIZTFDALA 2R =)L
Fg

1.

© o ~w

ProLiant ¥+~ A > b FOwyH—ADT 4 LY )Y R— kN5 —2% Web ¥4k http://
www.hpe.com/support/ilo5 " 545 >O0—KLEY,

.NET Framework 3.5 &2 —%7 v bH—N—IZ4A VX F—=)LLET,

NET Framework 3.5 LUf#(&. ProLiant T ®x oA Y b TAL Y H—Y I rDz7ADOTA LY MUY
R—bZEA R =T HEOITFERALET,
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Active Directory & HPE #hiiR R X—< DIERL (FERLHI)
ZDFIETIE., HPE iR R F—< #{#H L T Active Directory M3 2 AZEDHIZRLET,

Fg
1. ZHEAQEENM HPE Active Directory EEER F— %4 - DEIR =L TL
& L o

N o o & 0 b

TA4LY PUY—ERZBRZHEMICTEILO SAEVRELA VR F—ILLET,
LOT ALY FYBR—FYIrVIFEAVRM—LLET,

Schema Extender LTR*¥—% L

TN RATOzH b= UVA TV FERELET,

iLoIzAgA4 L, T4ALIRYR=UT, TaLIB)BEEABLET,

iLO Ry FI—9EFE®D IPv4 Ef(F IPv6 DR—T T, IELLYDNS H—N—HAHEE TN TS L%
HELEY.

Active Directory N, iLO TERATZE=HIZ, T4LI MIFX TP FEERLTRET
%: 7O0RADOBE

ROBIE, FAA 2 testdomain.local "HB LTV A2—TS54 X T4 LY k1) TA—/JL & Hewlett Packard
Enterprise T/N\A A&ty b7V TTB2HEERLET, CORAAL VI, 2 DDOMMBES (Roles £ &
ViLOs) THEERINFET., OtV P 3 > OFIEIL. Hewlett Packard Enterprise Active Directory Users
and Computers 27w 74 V& FERALTETLET,

FE

1. iLOs $AH M £ 1ERL L, LOMA TSy FEEMLET,

2. Roles fAfB Z4EE L, O— LA TSz H FEBMNMLET,

3. O—JLICHERZENY YT, O—ILEZ1—YT—BLUTNS R EEERMITET,
HLLIE

HPE Active Directory 2+ v F4 V& > TEMSh S EELF T 3 (436 R—)

TALY E)Y—EXRX TV 1Y ~435 R—2)

iLOs {1 = FOERE LT LOMA TS S FDEM
FIIig

1.

AL VICE>TEESNDILO TNAREZEL, iLOs E VS HBBEMEERLET,

2. testdomain.local K44 »RIZH HHEHES iLOs 25H%2 ') w5 L T. New HP Object &R L 7,
3.
4. Name Ry RICEETHLHEANLET,

HLWA TS FOERF A 7OTRYIRT, TIRARERERLET,

ZDBHITIL, iLO T/34 XD DNS 7k R + 4 rib-email-server A% Lights-Out Management 472 5 +
ZELTHEASINET,

OKZzJ'vwoLEY,
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FIIig

1.

2
3.
4

Roles & W\ S MMM ZERL LT,

. Roles #i#8# %454 "') w4 L. New HP Object Z:#ZR L £,

HLWEBF IOz ) FOERTA 70Ky R T, REEZHERLET,

. Name Ry U RIZZUT HLHIEAANLET,

COFETIEK, A—=LIZE, VE—FH—N—DBEBETSIENDTELEEINZIA—YY—FFES
#5350 T. remoteAdmins £ &FIFET,

OKZzJ'voLEY,

FIEE#EYERLT, UE—FH—/1\—DEHZITS remoteMonitors L WLN\S ZFIOO—/LEERLE
ER

O—I)LADERDEIY ETLO—ILDAI—F—BLUT/NA AADEEF T
FIig

1.

10.

testdomain.local K * 1 > ® Roles #8# B D remoteAdmins O—/)LZHY 1) v LT,
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remoteAdmins Properties 44 7045 7Rv - X T, HP Devices 2 %45y o L, Add %5 1)
S9LFET,

Select Users 44 704 /Rv 4 AT, testdomain.local/iLOs 7 # /L —IZ4Efk L 1= Lights-Out
Management &= 72 = 4 b rib-email-server # A1 LE T,

OK%52 vy LT, Apply 20 v LET,

Members 2 77 ) v L., Add K2 v EFERALTL—Y—%EEMLET,
OK%52 vy LT, Apply 20 v LET,

INT, TNAREI—HF—DBEERTONET,
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OK%Y 1wy LET,
remoteMonitors O— /)L Z#RET HIZIE. FIEERYERLFET,

a. HP Devices 2 M) X kIZ. rib-email-server /A4 X ZEMLET,
b. Members 2 7 ® remoteMonitors O—JLIZ1—H—%EMLET,

c. Lights Out Management # 7 T, Login #[B%#E R L FT,

CDIEREEZTFTT 5 L. remoteMonitors A— )LD A ViN—IE, H—INN—AT—RXAADT I+
ADFPIAEZITHENTE, Y—N—RT—ERERRTCEET,
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iLO MM E & U Lights-Out Management 72 = & + & DOREES T
FIig
TALIPI)R=UT, ROLSHHREEANLET,

LOM Object Distinguished Name = cn=rib-email-
server,ou=IL0s,dc=testdomain,dc=local Directory User Context 1 =
cn=Users, dc=testdomain,dc=local

BLLIEE
iLOIZ$(+ 5 HPE isERF¥—< T4 LY b ERFEDER(331 R—2)

F4LY F)YH—ERIZ&KDBA—F—O51 Y

iLOMBAYT A R—TM Login Name Ry UV XTIE, T4 LY hJa—HF—-—<to—A)lL1i—HF—%2ITA

nEY,
AJA VADORARIE, OA—ALA—F—DHFEEMNIIXF, T14LI M) 1—HF—DFBEMN 127 XFT
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(TL— B ——ED) BWiK— MEETERT BE, Zero ¥4 VA UBEUT 4 LY b)1—4F—0
A opR— FENT. O—ALT A FEERT SBERHY ET,

T4LY M) A—Y—
ROBELYR—rEShTWHET,

LDAP 5E£ #7514 (Active Directory & OpenLDAP)
il : CN=John Smith,CN=Users, DC=HPE, DC=COM, & {zI&X@HPE.com

O54 08080 MEKIEZ. 79EALELSELTWARASMVETALY MYICBHILEREA, K
A UBEANT BN, FTET7HH2 O LDAPDN #FEHLET,

RAA N\2—H =4 (Active Directory)
5] : HPE\jsmith

a—H—4e FAA HAK (Active Directory)
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ROA—T4 T4 =ERATHE. —EIZEHOLOMA Tz ) FEBRETEET,

Kerberos SRSEE T4 LY MY —ERDERTE 447



ProLiant EBE Ot vy Y9 —RADF s LY M) HR—F
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AEERT HERENET7 TO—FFIMHT 5 GUINEENTULVET, Hewlett Packard Enterprise
X, EHOEBE IOy —2BRTHLEEIC. COY—ILEFERTIILEEBTTOLET,
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FLE
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HPLOMIG Sk 5T 4 LY b SBRIDERK : TOXDME449 R—2)
ProLiant B2 70t vy H—RAD T4 LY b HE—F (HPLOMIG) (448 X—20)
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ELET,
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Microsoft Windows Server 2019
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Windows 7
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HPLOMIG Z2{#ERT 3B & 0S H & U Windows .NET Framework DE#E#RORIZKLET,
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Windows Server 2008

Windows 7

Windows Server 2008 R2
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V12 FHR—FEhEEA,

HPLOMIG [C& 5T LU kY

FIE

Windows .NET
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4.0 F=EENLIET

4.5
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J 4. FIPS, EIx
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a. IRVA Tty H—ITAFEMITET (HPE ERRAF—IDH)
b. T4 LY hUZEEBRLEY (HPE HERAF—TDH)

c. T2HIICRAF—TEFHTAELESICRADA N TOYH—2B/ELET RF—T2U—0D
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iLOETA LY FIDMDEEERFELET,

6. LDAP CASIEAZE %414 > R—FLFET,

7.

(FF2a32) LOF4 LY FUTFRAMEEFTLET,

EBJO0yy—DKRH
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1.

A=k >FRTOHOFO 4SS L > Hewlett-Packard Enterprise > ProLiant T+ A > FFOty
Y—RADOT 4 LY M) Y KR—FOIEITERLET,

ES3CFR—UT  Next 29wy LET,

Find Management Processors ™7 1 > K™ T, Addresses /R 7 X2, BE IOt v H—DREEHE
EAALET,

:@; EVvbk:Elz. ImportZ0)vI LTHLIT7AMILEBIRLT, 7ML EERTOEYHY—
VT DYVRNEANTEIELTEFET,

iLO @ Login Name & Password #AA LT, FindZ2 Uy LET,

BRHEBEICRADPBack 27 Uy 99460 A—T 4 )T 428 T35 BEDRAY NT—UF7 KLAT
DEZEFFETLEITN, ZORY b T—9F7 FLATOEEEITyEILENET,

BRENETITSHE, BETOLYH—NRFEEIN, Find 7R3 UH Verify IZEIELET,
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gl Directories Support for Proliant Management Processors ? X
Find Management Processors e |
Scan network addresses and subnets to find all management processors that you wish to EQWlet! Packard
nterprise
configure.
Network Address | Product | F/AW Version DNS Name LDAP Status Kerberos Status
iLO 5 1.10 Default Schema  Kerberos Disabled
Done
Import | Export | Clear |
Lddresses Management Processor Login
Login Name |susan
Password |
< Back | Mext = Cancel

HPLOMIG EE Ot vy —DBREEHE

DNSZ&.IP7KRLR, FEIEIPZRLRAIAILKFA—FEFALTEE IOy H—2RETHIEN

TEFEY,

Addresses Ry U RIZEZA AT BHIHEE. UTDIL—ILHABERHINET,

DNS£&. IP7 RFLR, B&LUIP7ZFLRTAILEA—FRIF, €220 VFEREATOVTANT
RULLENHY . RUIYNXFELTHAZERT S EEFTEFEA,

IP7RLRIAILEA—FKTIE, SBRELEABHDA VT YR IA—ILETFTREYRY (*) XF#
FRALET, &AL, 16.100.x . *EWVWSIIP 7 FLRIZESTTN, 16.x.x . *EWVNSIPFKLR

(FEHMTI

NA D VEFERLCEHBEZEETACENTEET, AKX, 192.168.0.2-10 (FEMLEHET
T NATUIE, —BEDFITY L IT4—ILETORMERATEET,

Find%%5 ) v-o95&. HPLOMIG (%, ping £7R— bk 443 (T 74 JL b SSL A R— k) ~D#EH EEA
LEIT., COEMEDBEMIE. 32— Y bRy FI—H 7 KLARBEE IOt Y H—THE3NEIE
HFET DI ETT, ping [THT BT/INA ANLDIEENGE L, R— k443 [TEYIZEHKTE LA 1=

5E.

A—T4VT4E =5y rAEBRTOL Yy —TRELBVEHELET,

HPLOMIG T Ay Aty —DA4 oR— b X FOEH
BTIC1D2ORRC AV M TA Y —2RH L-BHELRTFIERA NI 7AINLEA VR—bTEET,
tIa0 TRYIbNE, Y R— FERBETNIRDELY TT,

Network Address
Product
F/W Version
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DNS Name
TPM Status
User Name
Password
LDAP Status
Kerberos Status
License Type

FIPS Status

FEZE, TEFRAMI7AILDHBTICRODBEBNEFENDIEELHY FT,

16.100.225.20;1iL0;1.10;ILOTPILOT2210;Not Present;user;password;Default
Schema;Kerberos Disabled;iL0O Advanced;Enabled

A—H—RENRT—FZ (X2 T4 LDOEHT) IJ7MIVRICEDDZENTELGWNMGEIF. TH
HDHZEEHICLT, £ a0 VEFZANTLIEELY,

(A7 ay) eBIavyd—0DI77—L9zTFDF7YvITTL—F
(HPLOMIG)

Find Management Processors V4 > RODRANZI ) v Lizb, ROFZRVIE. BHEIZKHELTILO
T7—LOzT7E7YvTT—rF52LTT, ERLEZEEBIOLY Y —DOHICK->TIE. Ty TIL—
FIOEXICRVEESDNDZEENHY FT, BE—DEB IOy Y—DI7—LozTT7v I
L—FIE, $I59TRTLET,

EE: Hewlett Packard Enterprise [&. AFRER Y 7 —% THPLOMIG 2X(4T7¥ %8I, TA b
RET7YITVL—FIOCRZTRA ML, #BREBRITLHLZ2HITTOHLET, EEITOLY
Y—~ADT7—LIVITA*A—PDRTLBEEICL>T, EBETOLyY—%20—h)LTETN
T2V LBINERELRLBEIEENDY £,

AR &4

B IOw Y —DI7—LI9TTDNAFT YA A*A—2F, HPLOMIG ZETLTWB L RTFLMNST Y
TLRATEDIRENHYET, TNDD/NA F 1) 4 A—2(F http://www.hpe.com/support/ilo5 i 5 5
‘/I:l_ F‘—G%i—g—o

FIg
1. Upgrade Firmware on Management Processors 7 1 > FONELRAVWTULEWESIEBEILET,
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gl Directories Support for Proliant Management Processors ? X

Upgrade Firmware on Management Processors e |

Select the management processors that will have their firmware upgraded. E:t‘:ﬁﬁ;atkard
Network Address Product | Fimmware Version TPM Results
iLO 5 1.10 Mot Present
£ >

Check All | Uncheck Al

iLO 3 Firmware
| e Upgrade Firmware

iLO 4 Firmware | Browse Do not exit this application or
iLO 5 Firmware | Browse n h‘:;ss‘la'led. "

< Back Mext = | Cancel |

2. TYTTL—FKTBIxTAv IOy H—%FIRLET,

3. BRLE-BE IOy —T¢¢IC, BBZIVYYIL, I27—LI9xT7A 2= 74 ILEERLE
To Tl. FRTI7—LIITAA—SDINREANTEIELTEET,

4, D7—LI9xTFDRT7vFTITL—FEHL )9y LET,

T7—LIxT7T7yvITL—FTOEREF, $RXTOREIUNETI T4 TI2iRY, BETEFE
AJO

BIRLETRSAV M TOEyH—R7 v THL—RENET, HPLOMIG 2FHET 5 &  HEDEHE
JAtyY—FF7 v TS L—FTCEEFTAN. A7y T L—FTE5DIERAR2DEETOE Y
Y—T9, COTAOEREICIE, KEDRY NT—IHENRELFT,

TyvTTL—FRIZREKT &, Results I A vE—UMNRTEN, —F o U T 11E BIREShi-1th
NEBIOwYyH—D7v T L—FE#ELET,

5, 779 L—FKMNETLEL, NextZ#2 ) v LET,

T4LY7 FIBHA T a vORR

Upgrade Firmware on Management Processors "7 4 > RO TRAZ YV ) v LTzZDRDZ XU (E.
BRI H2EE IOy —DBREBMZTE2TALI MIF T3 VDIBETT,

Flg
1. Select the Desired Configuration 7« > FJICBEILET BHLTULVEGLMEE),
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gl Directories Support for Proliant Management Processors ? X

Select the Desired Configuration e |

MOTE: An unlicensed user with Configure iLO Settings privileges can change Directory E:t‘:l!eﬁ;atkard

settings. However, Directory support will not be enabled until a license is installed. P
DNS Name MNetwork Address | Product | LDAP Status Kerberos Status License Info
O iLO 5 Default Schema  Kerberos Disabled  iLO Advance
£ >
Select devices from the list above by checking the box in the name field or select a group of devices as
indicated below:

I Devices that have directories disabled I Devices that have Kerberos enabled

r Ei?é&og:’}:Zte?;ilct::gﬁgm,;.oonﬁgured BBl ™ Devices that have Kerberos disabled

r Devices that are currently configured to use the
HPE extended schema.

Select access method for directory services or kerberos authentication, local account access.

Directory Configuration Kerberos authentication Local Accounts
" Disable Directories support " Enable (+ Enabled
¢ Use HPE Extended schema ¥ It € Disabled

* |se Directory's default schema [~ Generic LDAP

< Back Cancel

2. T AILOBEE IOy —%EIRLET,

COERE, $TICTHPE RX—TRIZERAENZILO®, T4 LY FUDNEHIZTEIATLNSILO DT
BOLEZZHLETHDICRILET,

3. Directory Configuration. Kerberos authentication. & & U Local accounts 93> T, T« L
2 k1. Kerberos, 8&LUVA—AILTHIY FOREERIRLET,

4. RNEV Vv LFET,
COR=VUTOERICE 2T, RANEV I VI LIEEEIZRTEND V4 Vv RIRREYET,

5, AF—T 7 —H#EHEERLEGAF. BEEIOLYY—DFTE RFXF—<I7)—#EOH) (459
R=D)ZHEHFET, HPEHERXF—TYHERAEBIRLGEE. IROAV M Ay —D@HA
(HPE i RER ¥ — DH) (455 R—D)&HITLET,

EEIOryY—0RRAE
ROFETHERTHILOEE IOy Y—2BIRLET,
BRIV RAMNIOEEBE IO Y —DEOF v IRy IREI YO LET,

BEDAT—RRAIC—HIBILOBETIOLYH—ZRIRTBHICIE. XROWVWTIAID T 4 IILE—DHE
IZHBFzvIRVYIREIY VY LFET,

Devices that have directories disabled

Devices that are currently configured to use the directory’ s default schema
> Devices that are currently configured to use the HPE Extended Schema

Devices that have Kerberos enabled

Devices that have Kerberos disabled
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TALI MNITOERAEBLUVERE
Disable Directories support - #IR L=V RTFLTT 4 LY FUHR—FZEMZLET,
Use HPE Extended Schema - IR L= X FLDT 4 LY ) THPE#RERRAF—T #FEALET,
Use Directory’ s default schema-#R LIz ATLTRAF—II7U—Ta4 LY F)EFERALET,
Generic LDAP - #iR L 1= X 7 LT OpenLDAP A4 HR— +3§ % BIND AR &#HEALET,
Kerberos authentication - #iR L /=2 X 7 LA T Kerberos B E A E BN LET,
Local Accounts - ZBR L=V AT LATA—ANA—H—THO Y FEEDEIEEMLET,

IRTA IOy —Da8A (HPE i ERF—< DH)

Select the Desired Configuration 7 4 > RKODR~NEZV ) v I Lizb. RODEZRIIET4 LY FJAD
iLOBETNARA T ) MIEARIZ[HITHZ LT,

LUTD1 2FREERDIVAR—FRU b E2ERALTRAMEERTEES,

*Y bIT—=UF FLZR
DNS %

ATIIR
ZETDFBERK
FTRTIZTL T4 R%EM
IARTITH T4 v R%EEM

IRTHA N TOEyY—ZERTEFITAIZIE,. Object Name 5% 49 1) vy LTREIZANT SHH, LU
TOFIEICHES>TLEZELY,

Fig

1. Use iLO Names. Create Name Using Index. F7=(% Use Network Address #®#iRL £J,
2. (AT ay) IRTCOAHDEEFIEEKEICTEMTE52TFIXAMEANLET,

3. Create Names #0 ')v o2 LE7,
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gl Directories Support for Proliant Management Processors ? X
Name the management processors e |
Objects will be created in the directory using the names you specify for these discovered 'E":t‘::e:};atkard
management processors. P
Object Name Metwork Address Product iLO Name
1 iLO 5
£ >
Check All | Uncheck Al Clear Names First Name Used By All
Create Device Names Each management processor device that
’7 can be configured for directories is listed
Prefix here. Please select those which are to be
put into the directory by placing a
" UseilO Names checkmark next to it.
~ ;
Bz Ceatellbpallsnglndes Mothing is done to the directory in this step.
{* |Use Network Address *You can create and clear names as many
times as you like until you are satisfied with
,7 the results. When you are satisfied click
Suffix “Next™.
< Back | Mext = | Cancel |

£ SN T-4ARFIH Object Name HHICKTREINET, COBERATIE, LRTNE. TaALI RJPIRIA
7Oy —IZEEZAFTATOEREA., &HIlE. RO ProLiant <A b FOEyH—FHD
TALIR)YR—FD4 VR IONRRRENBZETHRESINETT,

4, (AT 3v) RARELEET HICIE, ClearNames 29 ) v O LTI AP A Y Oy Y —D4AR %
BELET,

5. ZARINELWMESIE. Nextz2 v I LET,

Configure Directory V1 > UMK EET, HPE #isRR¥—< % LizLEDT4 LY L) DS
(456 R— ) EHET .,

HPE iR R ¥ —< ZBIRLI-EZDT1 LY M) DRE

Name the management processors ) 1 > k7T Next #% ') v - L =#. Configure Directory 7 1 >
FOTIE. RESAEREEIOLYY—RADTNARF TPz bEERL. HILLWTNAARAFTDx
9 FEFERFADO—IIEERTEENTEFET, LEARE TALI MK, A—H—%, BED
TNNARAZ Tz MIHTHINLK OO DHEREZFOAO—IL (BEELGLE) OAVN—ELTERLE
ER
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gl Directories Support for Proliant Management Processors ? X
Configure Directory e |
In this step objects corresponding to the previously d p will E:t‘:ll_'e:};“k‘ard
be created and associated with a role. P
Metwork Address Mame | Product | Distinguished Name
iLO 5
£ >
— Directory Server
MNetwork Address I Port |535
Login Name I Password I
— Directory Server Settings
Container DN I Erorms
Fole(s) DN I Erorms
Password I
Update Directory
Cancel

FIE

1. Directory Server £ 3> T, EESNf=T 1 LU k)% —/\—0 Network Address. Login
Name. £ & U Password # AN LET,

2. Container DN DfEZ A HT 5H. Browse #7 ')y  LTarTFF+—DNEZEIRLET,

gl Directories Support for Proliant Management Processors |@7§3|
Configure Directory e |
. ) ) - " Hewlett Packard
In this step objects corresponding to the previously sel d p will :
be created and associated with a role. Enterprise
Open
|1 0U=Domain Controllers
[ CN=Users
(L1 CN=System
) CN=Program Data
) CN=Managed Service Accounts
Z3cn =Foreign SecurityPrincipals
Z3cn =Computers
Selected Object: ICN:Ugefgl LI | Open
Object type: ICorrtainers LI Cancel
I —_—_—r
<Back | MNe> |  Cancel |

h

v

3. Role(s) DN D{EZ A AT 55\

Browse %49 1Jw 4~ LTO—/LDNZEIRLZET,

Kerberos
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—| Open L

|1 OU=Domain Controllers |
[ CN=Users

(L1 CN=System

Z3cn =Program Data

Z3cn =Managed Service Accounts
Z3cn =Foreign SecurityPrincipals

Z3cn =Computers
i Role
Object: | | [ AddtoRole List |
Type: [P Roles |
—Role List

Clear List |
I Cancel Done | |

h

4. Update Directory 5 ') v LET,

HPLOMIG . T4 LY bUICHERL. EBITOEyY—F TPV FEERL T, ThoZ#ERSH
T:El—)bl:iﬁ?]ﬂ L/i-g-o

5. TINARA Tz bAO—LICEEERFONI=5, NextZV ) v LET,
A7 LT-{ElX. Configure Directory 71 > FIICRTRINET,

gl Directories Support for Proliant Management Processors ? X
Configure Directory e |
In this step objects corresponding to the previously selected p will E:t‘::'e:}sp:tkard
be created and associated with a role. P
Network Address Name | Product | Distinguished Name
iLO 5
£ >
— Directory Server
MNetwork Address I Port |535
Login Name |Admini5t|ator Password I-“W
— Directory Server Settings
Container DN ICN:Ugefgl
Role(s) DN I CN=RemoteAdmin CN=Users, Browse
Password I
Update Directory

Cancel
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6. RNEV VYU LET,
Set up Management Processors for Directories 7« > KOMNEEET,
7. T4 LY FHAQEBTOL Y =Dty b7 v F (460 R—D)ITEAET,

Configure Directory V4 > FODA T3>
Configure Directory 7 1 > FIIZIZLUTORY I A8 HY £9,
Network Address - 74 LY b H—N—DFxy bT—UF7 FLR (B DNS£FIEKIP 7 FL
R) TY,

Port- T4 LY FUADSSLR—+TT, TIAILR—FIEF636 T, ¥RxTATOEY
H—IE, SSLEZFERALTOATA LY MY EBIETEET,

Login Name 3 & U Password - T4 LY b UAD KA A VEBET7 IV R EEOD7hov 0oy
AR ENRRT—REANLET,

ContainerDN- v hJ—9 7 FLA, R—F+,. XU T 4 ViEHREASNLIZ5. Browse 9 1) v
LT, AVTF—DNEZRRTEET, avTF—¢lE. 949 L—Yava—T4)T4hT+«
LY PRGOS A b TOEyS—F4 T 9 FEERT HERTY,

Role(s)DN- Yy tT7—9F7 FLR, iR— bk, BLUVABT A VigHEANDLI-S., Browse 9 1) v Y
LT. B—/LDNE#RBRERTEET, O—JLElE. TNNARFT T2 H FIZEERM T ONZO0—-ILATE
HTBHBHATYT, O—JLIE, CODA—T 1) T4 DETHICERT 2RELHY T,

Password — CAC/Smartcard ZREINRAF—T I —T a4 LY M)A T a2 THERASNBZIGEED.
CACLDAP H—ER7HO YV FDNRRAT—KEEBELET .

BEEBITOEYY—DRE (RF—< T —EHDOH)

Select the Desired Configuration 74 > FUTNext &9 ) vy Lz, ROARYIE, BRLIzTH
AN TAEYY—FETIANL DT ALY PJRFXF—TEFERATEHLSICHRETHILETT,

FIE

1. Configure Management Processors ™ 1 > RO ELEFWTWVEWEE(X. TDV 1 > FOICHBE
LET,
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gl Directories Support for ProLiant Management Processors

Configure Management Processors e |
Configure management processors to use the directory’s default schema. 'E“:t\::gﬁ;atkard
Directory Server
MNetwork Address |
Login Name | Password
Administrator l User ] Custom 1 | Custom 2 | Custom 3 | Custom 4]
Security Group Distinguished Name
Browse
Privileges
¥ Administer User Accounts W Virtual Media
[v¥ Remote Console Access ¥ Configure iLO Settings
¥ Virtual Power and Reset ¥ Login

< Back Mext = | Cancel

TALY )Y —N—BEEANLET,

. EF2UTATL—TDNEAALET,

L EF AT AT EEERTHILOMERETERLET,
RNEDVIYILET,

Set up Management Processors for Directories 7« > FOMNEAEET,
6. T4 LY FVRAOEBIALYH—DOty b7y F(460 R—D)ITHEHFET,

o B N

TEO0EyY—BRTE

Network Address - T4 LY FUH—IN\—DRy FT—O9F7 KLR (B DNS&F=IXIP7FL
A) TY,

Login Name 3 KU Password- T4 LY R UAD KA A VEBETVEREFEO>7ho 00y
4>% (DN) &/XRT7—FKZAHLFET,

Security Group Distinguished Name - £ BD#ERZHFDO—ED LO A—F—Z2EL T LY MUK
DYTIL—TDDNTYE, T4LY bR, BTA VA, BELV/IRRT—RFHELLMEEIL. Browse &
GG LTIN—=TIZTOERL, BIRTBIENTEET,

Privileges - #IRE M- J L —TICEER T 5N ILOERTT, 21— —MNTIL—TDAN—T
HHEHERIT. OT A VERSEBRICRESNATVET,

F4LY F)RAOEE IO —DEY FTY TS

Configure Directory & =& Configure Management Processors 7 4 > K™ TNext %5 1) w5 L1=t&
DROFIEIE. Ta4LY b)EBETEIIRDAL M TOEYH—DEY b7V TTT,
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FIE

1. Set up Management Processors for Directories 7 1 > FODFELFRAVLTUWVEWEEIE. TDV 1« >

FoIZBBLET,
Y — o
2. 3—4Y—arvTFRA+EERELFT,
gl Directories Support for Proliant Management Processors ? X
Set up Manag t Processors for Directories —
On this page the management processors will be configured to communicate with the 'E":t‘::e:};atkard
directory via LDAP. P
Metwork Address | iLO Name Product | Distinguished Name Results
iLO 5 CN=system 174 CN=lUsers,
£ >
User Context 1 |CN=Users. ~
User Context 2 |
User Context 3 |
User Context 4 |
User Context 5 | v
£ >
< Back | Mext = | Cancel |

A—H—a FXR ML, LOIZAY A VT B1—H—0 LDAP B ERNDuEBELEE LET., User
Context Ry 49 REAMEGID DN ZA T 5, . Browse 29 Y vy LTaA—H—a TFR FFER
THIEMNTEET,

BRK1I5EQI—HF—aVTXR Y R—bEAhTVET,
. BREEV VYU LET,
4. JOEAMNET L6, Next x40 LET,

LDAP CA Certificate Import o 1 > KOMBEET,
5. LDAP CA SEFAE DA ViR— k(461 R—D)IZEHF T,

LI
TALY F)aA—H—a FHZ (333 RX—=2)

LDAP CA SEBRE®D 1 Vi R— bk

Set up Management Processors for Directories TRAZ Y ) vy Lz, ROFIEIEL LDAP CA A
ExMUR— b+ H2ETY,

FIE

1. LDAP CA Certificate Import 7 « > KOMNFELRAWLWTWWEITAIE, BEILET,

Kerberos SRBEEET A LY R Y —ERXDHTE 461



gl Directories Support for Proliant Management Processors ? X

LDAP CA Certificate Import —

Select the management processors that will have their LDAP CA certificate imported. 'E“:t\::gﬁ;atkard
Network Address iLO Name Product LDAP CA Certfficate Results
iLO 5 Mot Loaded
£ >

Check All Uncheck All

Copy LDAP CA Certificate to be imported here

2. SIREEA VK— FTHHRDILO VR TLERRLET.

3. TXR MRV I RIZEEHEZRY M. 1 2R— 2D UV ILET,

4. SEREDA VR— FART LEd, RAEI U LET,
FALIRYTR Y4V EORBEEET.,

5 (A7 3>) HPLOMIG EALET 4 LY kYT bOE{TA62 X—2)EHFET,

(¥ 73 >) HPLOMIG R L=T4 LY TR FDEST
LDAP CA Certificate Import TRAZY ) v LI-EZDRDOFIEIE. T4 LY FIBBROTRA LT,

FIE
1. TAL2MITREI4 0 FOI2BEBLET EOTLERWNMES),
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gl Directories Support for ProLiant Management Processors &Iéj

Directory Tests e |

Directory tests enable you to validate the configured directory settings. The directory test 'E“:t\::gﬁ;atkard

results are reset when directory tests are started. Double click to view detailed results.

Network Address iLO Name Product Overall Status

[ demolo ______[il05_____[Wamng |

4 I 2

Check All Uncheck All

Directory Test Controls

Directory Administrator Distinguished Name |iLOTEST‘-Administ|ator

Directory Administrator Password |

Test User Name

Test User Password | Start Test |

2. TALYMIREETAMLET,

a. 1 D2FHIFEHDILO S RATFLEERLET,
b. T4 LY NTFRIMIAE > a>T, UTZAHALET,

T4LY N EBEBINLESLUTALY FUEBENRNRD—F -iLOA TPy b, O—JL,
BLUOBRFAVTIAMIDWTTA LY M) ERRLET, cOA—F—X . TaoLY MU
HRYEREHE>TWARELAHYET,

Hewlett Packard Enterprise Tl&, T4 L2 FURIZILOA Tz FEERT HRIZERT S
YDLERLBAMAGENRT—REFERATEHIZELEEHETIOHLET . ChoDEMERIL. iLO I
REINZIOTELELILOA TSI bea—H—RBRIVTHXRNEHERTH-DIZER
ShET,

FRPLA—YH—BELUVTRFLI—HF—IRT—F -iLOADOSTA U ET I EREETR
LET, 1 —F—RBRFIVTIXAZHERATESE-H. 1L EIRLEHTHIDEIHY
FHA, COA—HF—[E, COILONA—/LIZEAEMITOLATWLWEAIRLELRHY 9,

BE, COT7HAIUME TRAMIROILO TAEYH—~DT7 I XICFALES, ChiE
TALIM)BBET7ZOAIRTHBVERAN, R—N—2—HF—TFHAI U FTRETRAIT
A—H—ZEERIATEFEE A, ILOIZIK. CThoDRIFRMNMREFEINFERA,

c. TAMDEBEI YV ILET,

BEDTAMNNY I TS50 FTHRIELEY ., ZRUD TR FTIK H—/\—&D SSL g &L
L. 2—H—#EREZFMEL T, &Y FI—IRATOTA LY M) A—HF—[IHT 2Ry bT—F
Ping MEITENET,

3. ARDTRMMERERTFTTAIZE., LOVATLEATLIYY Y LET,
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'l |2 o

Directory Test Results | e |

The directory test results are reset when directory settings are saved, or when the 'E":t\::gﬁ;atkard

directory tests are started. See iLO documentation for more information.

Overall Status: ‘wharning

Directory Tests results captured at 6/16/2017 10:50:10 AM

Test | Result Notes -
Directory Server DNS Name Success  Directory Server address resolved to:
Ping Directory Server Success  Response received from:

Connect to Directory Server Success
Connect using S5L Waming  Certificate subject Mismatch, verify OK

Subject /CN=ilotestsys1.ILOTEST.COM

lssued By /DC=COM/DC=ILOTEST/CN=ILOTEST-ILOTESTSYS1-
Bind to Directory Server Success  User kuser autherticated as:

kuser

m

Directory Administrator login Success
User Authentication Success  Cumulative rights gained:
Login
Administer User Accounts
Remote Console Access
Virtual Power and Reset
Virtual Media
Configure iLO Settings
User Authorization Success  User Group memberships:
CN=kgroup CN=Users, DC=ILOTEST,DC=COM

4 I 2

(oo |

HELLIE. T4LY2 PUTREDETBM R—D)ESBLTLEEL,
4, BTZV )V LET,

F4LY F)Y—ERRXF—7

T4 LY b)Y —ERXRRF—7 TIl& Hewlett Packard Enterprise Lights-Out ¥ r ¥ 4 v FMERTET—4
ETALY PIY—ERIZRETHEOICEASND IV SABLVERIZOVWTHALET,

HPE Management 317 LDAP OID 7 S R E LK UVEH
AEX—IDEY b7y T ITOCRTRE—TIIMAZERICE. ROEENEENET,

aAF7ISR

aAT7EMN
aAF79S5R
S5 R%4 EYHTHNhSBO0ID
hpqTarget 1.3.6.1.4.1.232.1001.1.1.1.1
hpgRole 1.3.6.1.4.1.232.1001.1.1.1.2
hpgPolicy 1.3.6.1.4.1.232.1001.1.1.1.3
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a7 EH

Bit4 #BYLHTHHB OID

hpgPolicyDN 1.3.6.1.4.1.232.1001.1.1.2.1
hpgRoleMembership 1.3.6.1.4.1.232.1001.1.1.2.2
hpgTargetMembership 1.3.6.1.4.1.232.1001.1.1.2.3

hpgRolelPRestrictionDefault 1.3.6.1.4.1.232.1001.1.1.2.4

hpgRolelPRestrictions 1.3.6.1.4.1.232.1001.1.1.2.5
hpgRoleTimeRestriction 1.3.6.1.4.1.232.1001.1.1.2.6
ATV TADEE

LI T MZ&IZ. Hewlett Packard Enterprise Management 37497 S ANEEZRLET,

hpqTarget

OID 1.3.6.1.4.1.232.1001.1.1.1.1

B CDVFRIFE, =y bA TPz bEERL. Ta4LY
RIS EE A H9 5 Hewlett Packard Enterprise &G ®M
EMERBLES,

DS5ADBEAT Structural

RA—IN—J SR user

B hpqgPolicyDN - 1.3.6.1.4.1.232.1001.1.1.21
hpgRoleMembership - 1.3.6.1.4.1.232.1001.1.1.2.2

AESE L

hpgRole

OID 1.3.6.1.4.1.232.1001.1.1.1.2

£ ER ZDYSRIE, B—=LF TPz bEEEL. TaoLY UK
I&E % # A9 % Hewlett Packard Enterprise ! @D EHE %12
H®LES,

DSADBAT Structural

FiT#e <
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A== SR group

B hpgRolelPRestrictions - 1.3.6.1.4.1.232.1001.1.1.2.5
hpqRolelPRestrictionDefault - 1.3.6.1.4.1.232.1001.1.1.2.4
hpgRoleTimeRestriction - 1.3.6.1.4.1.232.1001.1.1.2.6
hpqTargetMembership - 1.3.6.1.4.1.232.1001.1.1.2.3

TEFE &L
hpqPolicy
OID 1.3.6.1.4.1.232.1001.1.1.1.3
BTLL] DY FRIFE, R)—FTOz Y bEERL. T4LI MY
*ISEE Z#EHY % Hewlett Packard Enterprise 84 D E %
RIELEY,
DIADRAT Structural
R—IN—J SR top
B hpqgPolicyDN - 1.3.6.1.4.1.232.1001.1.1.21
IEFE Tl
A7 REDER
LUT®MOXRIZ, HPE Management A7 9 S ABHNDEEEZRLET,
hpqPolicyDN
OID 1.3.6.1.4.1.232.1001.1.1.21
BEL] CDE=7Y FO—REBEEZEZHET HKR) O—DHABTY,
(378 #AlE -1.3.6.1.4.1.1466.115.121.1.12
FFoav H—{E
FEFRE Tl
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hpqRoleMembership

OID
B

X

73y

IEEE

hpgTargetMembership

1.3.6.1.4.1.232.1001.1.1.2.2

COATTzY MBS S hpgRole 772z FDY X b %R
#“LEI,

Al -1.3.6.1.4.1.1466.115.121.1.12
‘e

TL

oD

B

B

AIToay

e |

hpgRolelPRestrictionDefault

1.3.6.1.4.1.232.1001.1.1.2.3

ATy MBS D hpqTarget 7 T2z FDY R FZIR
HmLET,

BAI4 -1.3.6.1.4.1.1466.115.121.1.12
B

L

OID

B

HL

TF7oay

.
s
iE3

il

FIH

hpqRolelPRestrictions

1.3.6.1.4.1.232.1001.1.1.2.4

Py bkD—9 7 FLARFHIBRD YL & TOERDHIRZEHHIIZTE
ETTBRIEEYVSAT Y MZ&KBT7HtRX%%T Boolean {E.

Boolean fi - 1.3.6.1.4.1.1466.115.121.1.7
E—{&

ZDEMN TRUE DIGE. IPFIRNSBEEDRY FD—0 9S54 TF >
MoBEREINhET, COBEMN FALSE DIBE. IP HIENAEED
2y NI—=095A4F7 2 MERESNE A,

OID

B

1.3.6.1.4.1.232.1001.1.1.2.5

P&y bD—49 7 FLRFHIBRD Y & TOERDHIRZEH80(ZFE
FTITBIP7KLRA, DNSEZ., ALY, FRLREHE., B&LUY
T2y FDYRFERBELES,

KiFHe<
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X
TFoay
FEEHE

hpqRoleTimeRestriction

YTy FXFF -1.3.6.1.4.1.1466.115.121.1.40
BHIE
COBREFK. O—ILA TSy FZDONWTOHEREINAET,

T RELADN—HL, — 77 EANEE SN DHEHE. IP FIRIETERA
ENFET, 7ELADN—HL. — 7V EANHFAShLEE. IP
FIRNSBERASNEEA,

[BICIE. ID /XA FDRIZHRY bT—O T FLRERET S (847
ADED) N bEfT-tDZEERLET,

IPH Iy FDIFGE. ID /A FIE<0x01>T, FDEIZHRY
T—JIEDIPHY bT—OF KLRERY FT—Y)ED IP
2y RNT—OH TRy bRV EHEITET, &2
127.0.0.1/255.0.0.0 £ LV 5 IPH TRy DB EIEL, <0x01 0x7F
0x00 0x00 0x01 OxFF 0x00 0x00 0x00>& %Y £9, IP #HE®D
55, ID /XA FE<0x02>T., ZTDRICTROIP7 FLREE
RO IP7 FLRERITET, MALLHEEAIZCEEN, TV b
D—2BIZEELET, =& ZIE, 10.0.0.1~10.0.10.255 & L)
5 IP #EDHZEIE. <0x02 0x0A 0x00 0x00 0x01 0x0A 0x00
OX0A OXFF>& % U ET,

DNS & F L FA A VDFEE. ID/NA FIE<0X03>T, D&
[CASCII ZT>a— FODNS &%#klTE T, DNS &ICIE. $EE
SIN=XFITRTITHIIRTODAFE—BIEH-HIZ, &£
BEIZ* (ASCIl O— FTIZ 0x2A) #ff+5Z ENTEET, =&
ZIE. DNS K4 A >*.acme.com [E. <0x03 0x2A 0x2E 0x61
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