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AC Alternating Current

ACK ACKnowledge

ADSL Asymmetric Digital Subscriber Line

ALG Application Level Gateway

ANST American National Standards Institute

ARP Address Resolution Protocol

AS Autonomous System

AUX Auxiliary

BGP Border Gateway Protocol

BGP4 Border Gateway Protocol - version 4

BGP4+ Multiprotocol Extensions for Border Gateway Protocol - version 4
bit/s bits per second *bps L RILT DHELH Y 77,
BPDU Bridge Protocol Data Unit

BRI Basic Rate Interface

ccC Continuity Check

CDP Cisco Discovery Protocol

CFM Connectivity Fault Management

CIDR Classless Inter-Domain Routing

CIR Committed Information Rate

CIST Common and Internal Spanning Tree

CLNP ConnectionLess Network Protocol

CLNS Connectionless Network System

CONS Connection Oriented Network System

CRC Cyclic Redundancy Check

CSMA/CD Carrier Sense Multiple Access with Collision Detection
CSNP Complete Sequence Numbers PDU

CST Common Spanning Tree

DA Destination Address

DC Direct Current

DCE Data Circuit terminating Equipment

DHCP Dynamic Host Configuration Protocol

DIS Draft International Standard/Designated Intermediate System
DNS Domain Name System

DR Designated Router

DSAP Destination Service Access Point

DSCP Differentiated Services Code Point

DTE Data Terminal Equipment

DVMRP Distance Vector Multicast Routing Protocol
E-Mail Electronic Mail

EAP Extensible Authentication Protocol

EAPOL EAP Over LAN

EFM Ethernet in the First Mile

ES End System

FAN Fan Unit

FCS Frame Check Sequence

FDB Filtering DataBase

FQDN Fully Qualified Domain Name

FTTH Fiber To The Home

GBIC GigaBit Interface Converter

GSRP Gigabit Switch Redundancy Protocol

HMAC Keyed-Hashing for Message Authentication
IANA Internet Assigned Numbers Authority

ICMP Internet Control Message Protocol

ICMPvo6 Internet Control Message Protocol version 6
ID Identifier

IEC International Electrotechnical Commission
IEEE Institute of Electrical and Electronics Engineers, Inc.
IETF the Internet Engineering Task Force

IGMP Internet Group Management Protocol

IP Internet Protocol

IPCP IP Control Protocol

IPv4 Internet Protocol version 4

IPvV6 Internet Protocol version 6

IPV6CP IP Version 6 Control Protocol

IPX Internetwork Packet Exchange

ISO International Organization for Standardization
ISP Internet Service Provider

IST Internal Spanning Tree

L2LD Layer 2 Loop Detection

LAN Local Area Network

LCP Link Control Protocol

LED Light Emitting Diode



LLC
LLDP
LLO+3WFQ
LSP
LSP
LSR
MA
MAC
MC
MD5
MDI
MDI-X
MEP
MIB
MIP
MRU
MSTI
MSTP
MTU
NAK
NAS
NAT
NCP
NDP
NET
NLA ID
NPDU
NSAP
NSSA
NTP
OADP
OAM
OSPF
OouI
packet/s
PAD
PAE
PC
PCI
PDU
PICS
PID
PIM
PIM-DM
PIM-SM
PIM-SSM
PoE
PRI
PS
PSNP
QoS
RA
RADIUS
RDI
REJ
REFC
RIP
RIPng
RMON
RPF
RO
RSTP
SA

SD
SDH
SDU
SEL
SED
SFP
SEFP+
SML
SMTP
SNAP
SNMP
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Logical Link Control

Link Layer Discovery Protocol

Low Latency Queueing + 3 Weighted Fair Queueing
Label Switched Path

Link State PDU

Label Switched Router

Maintenance Association

Media Access Control

Memory Card

Message Digest 5

Medium Dependent Interface

Medium Dependent Interface crossover
Maintenance association End Point
Management Information Base

Maintenance domain Intermediate Point
Maximum Receive Unit

Multiple Spanning Tree Instance

Multiple Spanning Tree Protocol

Maximum Transfer Unit

Not AcKnowledge

Network Access Server

Network Address Translation

Network Control Protocol

Neighbor Discovery Protocol

Network Entity Title

Next-Level Aggregation Identifier

Network Protocol Data Unit

Network Service Access Point

Not So Stubby Area

Network Time Protocol

Octpower Auto Discovery Protocol
Operations,Administration,and Maintenance
Open Shortest Path First

Organizationally Unique Identifier
packets per second *pps E XK THHALH Y 7,
PADding

Port Access Entity

Personal Computer

Protocol Control Information

Protocol Data Unit

Protocol Implementation Conformance Statement
Protocol IDentifier

Protocol Independent Multicast

Protocol Independent Multicast-Dense Mode
Protocol Independent Multicast-Sparse Mode
Protocol Independent Multicast-Source Specific Multicast
Power over Ethernet

Primary Rate Interface

Power Supply

Partial Sequence Numbers PDU

Quality of Service

Router Advertisement

Remote Authentication Dial In User Service
Remote Defect Indication

REJect

Request For Comments

Routing Information Protocol

Routing Information Protocol next generation
Remote Network Monitoring MIB

Reverse Path Forwarding

ReQuest

Rapid Spanning Tree Protocol

Source Address

Secure Digital

Synchronous Digital Hierarchy

Service Data Unit

NSAP SELector

Start Frame Delimiter

Small Form factor Pluggable

Enhanced Small Form factor Pluggable
Split Multi Link

Simple Mail Transfer Protocol

Sub-Network Access Protocol

Simple Network Management Protocol
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SNP Sequence Numbers PDU

SNPA Subnetwork Point of Attachment

SPF Shortest Path First

SSAP Source Service Access Point

STP Spanning Tree Protocol

TA Terminal Adapter

TACACS+ Terminal Access Controller Access Control System Plus
TCP/IP Transmission Control Protocol/Internet Protocol
TLA ID Top-Level Aggregation Identifier

TLV Type, Length, and Value

TOS Type Of Service

TPID Tag Protocol Identifier

TTL Time To Live

UDLD Uni-Directional Link Detection

UDP User Datagram Protocol

ULR Uplink Redundant

UpC Usage Parameter Control

UPC-RED Usage Parameter Control - Random Early Detection
VAA VLAN Access Agent

VLAN Virtual LAN

VRRP Virtual Router Redundancy Protocol

WAN Wide Area Network

WDM Wavelength Division Multiplexing

WEQ Weighted Fair Queueing

WRED Weighted Random Early Detection

WS Work Station

WWW World-Wide Web

XFP 10 gigabit small Form factor Pluggable

W KkB(/NA k) BEDEMRTIZDONT
1kB(F /34 R), IMB(AH /31 1), 1GB(FXH /34 1), 1TB(T /34 b ) IZF24 1024 /31 |,
1024 2310 K, 1024 331 K, 1024 4314 FTH,
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avr FoEdER 2
av Y kRE—F—& 3
IRTA—BIIRETESE 4
XFa— K-8 7
E2im HEDERLEHE
1 R i K $E ot 9
ftp-server 10
line console 11
line vty 12
speed 14
transport input 15
aAVT74L—2 3 UDRELIRE 17
end 18
exit 19
save(write) 20
show 21
top 22
nJ4 > t¥%21) 74 & RADIUS 23
aaa group server radius 24
aaa authentication login 26
aaa authentication login end-by-reject 28
ip access-group 29
ipv6 access-class 31
radius-server attribute station-id capitalize 33
radius-server dead-interval 34
radius-server host 36
radius-server key 39
radius-server retransmit 41
radius-server timeout 42




server 43
FrZIDERE & NTP 45
clock timezone 46
ntp broadcast client 48
ntp interval 49
ntp server 50
RA k% & DNS 51
ip domain lookup 52
ip domain name 53
ip domain reverse-lookup 54
ip host 55
ip name-server 56
ipv6 host 57
BOEE 59
system |2-table mode 60
system memory-soft-error 61
system recovery 62
F3I/ *rYLT—OA4202T1—X
A —HFry b 63
bandwidth 64
description 65
duplex 66
flowcontrol 68
interface gigabitethernet 70
interface tengigabitethernet 7
link debounce 72
link up-debounce 73
mdix auto 74
mtu 75
shutdown 77
speed 78
system mtu 80




Yoo TN F—=v3ay 83
channel-group lacp system-priority 84
channel-group max-active-port 85
channel-group mode 87
channel-group periodic-timer 89
description 90
interface port-channel 91
lacp port-priority 92
lacp system-priority 94
shutdown 95

FA4R LAV2RAVFUT

MAC 7 KLRAT—J L 97
mac-address-table aging-time 98
mac-address-table static 99
VLAN 101
interface vlan 102
I2protocol-tunnel eap 103
I2protocol-tunnel stp 104
mac-address 105
name 106
protocol 107
state 108
switchport access 109
switchport dot1q ethertype 110
switchport isolation 111
switchport mac 113
switchport mac auto-vlan 116
switchport mode 117
switchport protocol 119
switchport trunk 121
switchport vlan mapping 123
switchport vlan mapping enable 125
vlan 126
vlan-dot1g-ethertype 129

vlan-protocol 130




ANZV G — 133
instance 135
name 137
revision 138
spanning-tree bpdufilter 139
spanning-tree bpduguard 140
spanning-tree cost 141
spanning-tree disable 143
spanning-tree guard 144
spanning-tree link-type 146
spanning-tree loopguard default 147
spanning-tree mode 148
spanning-tree mst configuration 149
spanning-tree mst cost 150
spanning-tree mst forward-time 151
spanning-tree mst hello-time 152
spanning-tree mst max-age 153
spanning-tree mst max-hops 154
spanning-tree mst port-priority 155
spanning-tree mst root priority 156
spanning-tree mst transmission-limit 157
spanning-tree pathcost method 158
spanning-tree port-priority 160
spanning-tree portfast 161
spanning-tree portfast bpduguard default 162
spanning-tree portfast default 163
spanning-tree single 164
spanning-tree single cost 165
spanning-tree single forward-time 166
spanning-tree single hello-time 167
spanning-tree single max-age 168
spanning-tree single mode 169
spanning-tree single pathcost method 170
spanning-tree single port-priority 172
spanning-tree single priority 173
spanning-tree single transmission-limit 174
spanning-tree vlan 175
spanning-tree vlan cost 176
spanning-tree vlan forward-time 178
spanning-tree vlan hello-time 180
spanning-tree vlan max-age 181
spanning-tree vlan mode 182




spanning-tree vlan pathcost method 183
spanning-tree vlan port-priority 185
spanning-tree vlan priority 186
spanning-tree vlan transmission-limit 187
Ring Protocol 189
axrp 190
axrp virtual-link 191
axrp vlan-mapping 192
axrp-primary-port 194
axrp-ring-port 196
control-vlan 198
disable 200
flush-request-count 201
flush-request-transmit vian 202
forwarding-shift-time 203
health-check holdtime 204
health-check interval 205
mode 206
multi-fault-detection holdtime 208
multi-fault-detection interval 209
multi-fault-detection mode 210
multi-fault-detection vian 212
name 213
preempt-delay 214
vlan-group 215
IGMP snooping 217
ip igmp snooping (global) 218
ip igmp snooping (interface) 219
ip igmp snooping fast-leave 220
ip igmp snooping mrouter 221
ip igmp snooping querier 222
MLD snooping 223
ipv6 mid snooping (global) 224
ipv6 mld snooping (interface) 225
ipv6 mld snooping source 226
ipv6 mld snooping mrouter 227
ipv6 mld snooping querier 228
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IPv4 - ARP - ICMP 229
arp 230
ip address 232
ip route 234
ip mtu 236
IPv6 - NDP - ICMPv6 239
ipv6 address 240
ipv6 default-gateway 242
ipv6 enable 244
ipv6 nd accept-ra 245
ipv6 neighbor 246
DHCP H—/\#EE 249
default-router 250
dns-server 251
hardware-address 252
host 253
ip dhcp excluded-address 255
ip dhcp pool 256
lease 257
max-lease 259
network 261
service dhcp 263

E6H T4I)4% QoS HFEF

JO0—®&HE—F 265

flow detection mode 266

flow detection out mode 268

vi
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AP 271
HETESEME L WME 272
deny (ip access-list extended) 283
deny (ip access-list standard) 289
deny (ipv6 access-list) 291
deny (mac access-list extended) 297
ip access-group 300
ip access-list extended 302
ip access-list resequence 304
ip access-list standard 306
ipv6 access-list 308
ipv6 access-list resequence 310
ipv6 traffic-filter 311
mac access-group 313
mac access-list extended 315
mac access-list resequence 317
permit (ip access-list extended) 318
permit (ip access-list standard) 324
permit (ipv6 access-list) 326
permit (mac access-list extended) 332
remark 335

E 8% QoS

QoS 337
EETEHEMB I UE 338
ip qos-flow-group 348
ip qos-flow-list 350
ip gos-flow-list resequence 351
ipv6 qos-flow-group 352
ipv6 qos-flow-list 354
ipv6 gos-flow-list resequence 355
limit-queue-length 356
mac qos-flow-group 358
mac qos-flow-list 360
mac qos-flow-list resequence 361
gos (ip qos-flow-list) 362

vii



gos (ipv6 gos-flow-list) 369
gos (mac qos-flow-list) 375
gos-queue-group 379
gos-queue-list 381
remark 384
traffic-shape rate 385
control-packet user-priority 387

F9fR LAV 285

LA A 2 R &E 389
authentication arp-relay 390
authentication auto-logout strayer 391
authentication force-authorized enable 392
authentication force-authorized vlan 394
authentication ip access-group 395
authentication logout linkdown 397
authentication max-user (global) 398
authentication max-user (interface) 400
IEEE802.1X 403
aAVI749L—2aravy RERIEE— FORG 404
aaa accounting dot1x 406
aaa authentication dot1x 407
dot1x authentication 409
dot1x auto-logout 410
dot1x force-authorized eapol 411
dot1x ignore-eapol-start 412
dot1x logging enable 413
dot1x max-req 414
dot1x multiple-authentication 415
dot1x port-control 417
dot1x radius-server dead-interval 419
dot1x radius-server host 421
dot1x reauthentication 424
dot1x supplicant-detection 425
dot1x system-auth-control 427
dot1x timeout keep-unauth 428
dot1x timeout quiet-period 429
dot1x timeout reauth-period 430

viii



dot1x timeout server-timeout 432
dot1x timeout supp-timeout 433
dot1x timeout tx-period 434
Web 83 435
aAVT749L—2aravy RERIEE— FORG 437
aaa accounting web-authentication 439
aaa authentication web-authentication 440
aaa authentication web-authentication end-by-reject 442
web-authentication authentication 443
web-authentication auto-logout 444
web-authentication html-fileset 445
web-authentication ip address 446
web-authentication jump-url 448
web-authentication logging enable 450
web-authentication logout ping tos-windows 451
web-authentication logout ping ttl 452
web-authentication logout polling count 453
web-authentication logout polling enable 455
web-authentication logout polling interval 457
web-authentication logout polling retry-interval 459
web-authentication max-timer 461
web-authentication port 463
web-authentication prefilter 464
web-authentication radius-server dead-interval 465
web-authentication radius-server host 467
web-authentication redirect-mode 470
web-authentication redirect enable 471
web-authentication redirect polling 472
web-authentication redirect queries 474
web-authentication redirect target 476
web-authentication roaming 478
web-authentication static-vlan roaming 479
web-authentication system-auth-control 480
web-authentication user-group 481
web-authentication user replacement 482
web-authentication web-port 483
MAC 523 485
aAVT749L—2aravy RERIEE— FORG 486
aaa accounting mac-authentication 487
aaa authentication mac-authentication 488




aaa authentication mac-authentication end-by-reject 490
mac-authentication access-group 491
mac-authentication authentication 492
mac-authentication auto-logout 493
mac-authentication id-format 495
mac-authentication logging enable 497
mac-authentication max-timer 498
mac-authentication password 499
mac-authentication port 501
mac-authentication radius-server dead-interval 502
mac-authentication radius-server host 504
mac-authentication roaming 507
mac-authentication static-vlan roaming 508
mac-authentication system-auth-control 509
mac-authentication timeout quiet-period 510
mac-authentication timeout reauth-period 511
mac-authentication vlan-check 512
ToTVoY TTAIINF—1\— 515
uplink-failover 516
uplink-failover port-control 518
uplink-failover-group 519

E10#m v bI7—ODEFERBICEDSEHECHEE

A brb=—Larvbbao—)L 521
storm-control 522
IEEE 802.3ah/UDLD 527
efmoam active 528
efmoam disable 529
efmoam udld-detection-count 530
L2 JL— TH&%0 531
loop-detection 532
loop-detection auto-restore-time 534
loop-detection enable 535
loop-detection hold-time 536
loop-detection interval-time 537




loop-detection threshold 538

g1 VE—bRYNI—OEHE

SNMP 539
hostname 540
rmon alarm 541
rmon collection history 545
rmon event 547
snmp-server community 549
snmp-server contact 551
snmp-server enginelD local 552
snmp-server group 554
snmp-server host 557
snmp-server location 561
snmp-server traps 562
snmp-server user 565
snmp-server view 567
snmp trap link-status 569
A/ HHERE 571
logging event-kind 572
logging facility 573
logging host 574
logging syslog-dump 576
logging trap 577
sFlow #ft&t 579
sflow destination 580
sflow extended-information-type 581
sflow forward egress 583
sflow forward ingress 584
sflow max-header-size 585
sflow max-packet-size 586
sflow packet-information-type 587
sflow polling-interval 588
sflow sample 589
sflow source 591
sflow url-port-add 592
sflow version 593

xi
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LLDP 595
lldp enable 596
lIdp hold-count 597
lldp interval-time 598
lIdp run 599
lldp version 600
B3R R—r35—Uvy
R—r35—-U2YJ 601
monitor session 602
B4R 274 L—2avIS—AytE—
IVT74 L= a VIRERDIS— A yt—o 605
351 AVIATL—YasimEERDIS—AyvtE—D 606
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ARV RE—F—E

1. ZORZATILDHEAH

avy RE—FDO—E%, KOBITRLET,

£11 AXVFE—F-&
EHE ATV RE—F4A Ay RE— FEHA E—-FBTaTUR
1 (config) Ja—)var7 4l L—yg 0 — R > enable
# configure
2 (config-line) VE—frrAfrRar Y —ILOBE (config)# line vty
(config)# line console
3 (config-group) RADIUS H— 7 L —FDEE (config)# aaa group server radius
(config-if) AR T2 —ADHE (config)# interface
5 (config-if-range) A BT 2 — ADEBRTE (config)# interface range
6 (config-vlan) VLAN %7 (config)# vlan
7 (config-mst) NVFTNANR= T ) —DRIE (config)# spanning-tree mst configuration
8 (config-axrp) Ring Protocol D% E (config# axrp
9 (config-ext-nacl) IPv4 /37 v N7 4 VH DEE (config)# ip access-list extended
10 (config-std-nacl) IPv4a 7 RL AT 4 V2 DERE (config)# ip access-list standard
11 (config-ipv6-acl) IPv6 7 4 VX DFRE (config)# ipv6 access-list
12 (config-ext-macl) MAC 7 4 V& DFRIE (config)# mac access-list extended
13 (config-ip-qos) IPv4 QoS D% E (config)# ip qos-flow-list
14  (config-ipv6-qos) IPv6 QoS D% E (config)# ipv6 qos-flow-list
15 (config-mac-qos) MAC QoS D& (config)# mac qos-flow-list
16 (dhcp-config) DHCP #— D% E (config)# ip dhcp pool
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LTZEn,

£1-2 NIA—FITHEETESHE

INT A= FER

B

A A5

FERE DTS

[YFa— =] 2ZREE0,

name "PORT BASED VLAN-1"

T BAY A NLFR
QoS 7 r— U X NFR

[Fa— -] 23RTZ30,

SRR 1 SUTA BT, IR ETEANM T (),
TrE—=2ar (), eUVFEF (),

NP OSTFEH AT ARE T A, ERLHIPH CTHOE
LTLZEN,

%72, "resequence" L HiF —EEmIFEE BT
DXFINIHFECE ERA,

mac access-list extended list101

QoS ¥ =—U A N4FR
DHCP 7 R L X 7 — V4

[Fa— =0 2ZREI0,

SEEH 1 WFHPET, fFEEET N7 (),
TyHg—=2ar (), €UVFFK (),

INES DT H AN IR TT A, RACHEI THE
LTL7ZENY,

ip dhep pool floorA

KA N

WFEt 7y (), EUAR () BMEETE
ESaR

72720, UTFOREXTEEEA,

o WHA1 XFTHMNEUA R ()

o HEIE YA ()

« HFLYULF () T

F72, BUAFR () 2ROV AF () Ofidk
K63 LFTY,

ip host telnet-host 192.168.1.1

MAC 7 KL X,
MAC7 RV A~ R 7

24 FEO16EHRTERL, ZoME Ry b ()
T £,

1234.5607.08ef
0000.00ff. ffff

IPva 7 RL X,
IPvd x> h~v R

41 FE I PO 10 THRL, ZOME
Fy b () TREIY ET,

192.168.0.14
255.255.255.0

IPva 7 RLATA )L RKH—
K

IPv4 7 RV A L ARRO AT T, [EEOE >
FENLTD LR EZEWRLET,

255.255.0.0

IPv6 7 RL- &

234 bPOo 16 TRL, ZoMEany ()
TXEIY £,

3ffe:501:811:ff03::87ff:fed0:c7e0




1. ZORZATILDHEAH

INT A—FFER

Bl

A Al

AR T =— AEEISTE

BHEDA L ZT7 = — R T HEREBRELET,
JEETE B4 %7 x—AX, gigabitethernet,
tengigabitethernet, vlan, port-channel T3,
gigabitethernet & tengigabitethernet % J&fE L T
RETDHILIITETETD, ThlistoA ¥
Tz —ARIETDHZ EIXTEERA,
ADERIFKRD B0 T,
» gigabitethernet ®4&
interface range gigabitethernet <interface id
list>
* tengigabitethernet D4
interface range tengigabitethernet <interface id
list>
e vlan OHE
interface range vlan <VLAN ID list>
e port-channel D4
interface range port-channel <Channel group#
list>

F7z, ERANIEREZ=a L~ () TS THRKR
BIHEETE £7,

interface range tengigabitethernet
0/1-2
interface range gigabitethernet 0/
11-20

interface range vlan 1-100

add /remove 5 &

B E DR EFHFERITK LT, BINE2ITHIBR
LET,

add fREDLGE, HEFHFOFERITEME LET,
remove fEEDYLE, WREFADEHRI LHIRE L
EaN

add /remove f87EHF, show 2~ R CTEREIND
BRAEEL TODGAIE, BEEHL WL HERE
HIBR L CIEROKEL 2TV ET,

B TE DRI 2 Rk DBl &2 IR L E
R
o VY FAJHIONER
switchport trunk allowed vlan 100,101
s Aja~r i
switchport trunk allowed vlan add 103
o avwy FANBHOHEHR
switchport trunk allowed vlan 100,101,103

switchport trunk allowed vlan add
100,200-210

switchport trunk allowed vlan
remove 100,200-210

switchport isolation interface add
tengigabitethernet 0/1-2

switchport isolation interface
remove tengigabitethernet 0/1-2

<IF#> D ERF

XF A —4 <IF#> I3 "NIF No./Port No." DFER THE L £4, AEE® "NIF No." (%0 [&HE TY,

<IF#> DEOHEHPHEZ R DORITR LET,

= 1-3 <IF#> D{EDEREH

ETIL A4 —H v FERI EDFEE
GR-BEX310GL tengigabitethernet 0/1 ~ 0/2
gigabitethernet 0/3 ~ 0/24

<interface id list> MIEEH % LR TEMEDEH

RIA=ZDANNERIZ, <interface id list> LTSN TN DI HE, ~M 7 (1), ar~ () ZFEAL
THED gigabitethernet > ¥ 7 = — 2% X O\ tengigabitethernet 1 ' % 7 = —A&ZHETEE 7, F
72, <IF#> LRd STV A5 L RERIC— DD gigabitethernet f % 7 = — AL I
tengigabitethernet 1 v % 7 = —AZHETE £, REMOFAIL, ATk <IF#> OFIFICHENE T,



ZDIZ1TINDFHEBA

[ Fid 1 X D EPAE E O B6]
tengigabitethernet 0/1-2, gigabitethernet 0/4, gigabitethernet 0/11-20

<VLAN ID> & & U <vlan id> D& E B &
<VLAN ID> % & O <vlan id> OEOFEPH 2 kO EIRE L E T,

% 1-4 <VLAN ID> B & U <vlan id> DED

HE ED#H

1 1~ 4094

<VLAN ID list> £ & U <vlan id list> DIEEHiE & R EEDEFH

RT A—=HFDASERIT <VLAN ID list> B L O <vlan id list> L B#H SN TWDEEE, ~M 7 (), =
v () EERLCHEEO VLANID 2% ECX £9, £72, <VLANID> B X\ <vlan id> &itdi s
TWHIEE L EERIC—>D VLAN ID 2% & C& £, #EEOFMIL, giito <VLANID> B LW
<vlan id> OFFHIZIENFE T,

[r-" 7203 0 12 & A R E O]
1-3,5,10

<Channel group#> 0 5% & fl5 O &5 B
<Channel group#> OfED#HIFHZ R DRITR L ET,

% 1-5 <Channel group#> MD{E D i

HE ETIL B #EE

1 2ETVEE 1~ 64

<Channel group# list> DIEE A ik & R EEDEEH

INT A =2 DAJFAUZ, <Channel group# list> Lt SN TWBEHE, " 7> () ,avr~ () %
FEHLTEROF vy XNV TN —TF S EHFETEET, £72, <Channel group#> &SN TV D55
ERBRIZ—DDTF ¥ RNV T N—TF S ERETEET, REMOHIAIL, AR D <Channel group#> D
FRIZHEVNVE T,

[ FF2id " S K 2 REEHRRE O]
1-3,5



1. ZORZATILDHEAH

XFa—K—%&

Y a— FEERORITELET,

TREXTF 2 — FNOERFUN DL F 2 LT L LET,

#£1-6 XFa—F—&

XF  a—F  X¥ a—F XF a—F XF a—K X¥ a—F XxF a-—F
2= 0g90®1 0 0x30 @ 0x40 P 0x50 ' 0x60 p 0x70
A
! 0x21 1 0x31 A 0x41 Q 0x51 a 0x61 q 0x71
" 0x29 ¥ 2 2 0x32 B 0x42 R 0x52 b 0x62 r 0x72
# 0x23 3 0x33 C 0x43 S 0x53 c 0x63 S 0x73
$ 0x24 4 0x34 D 0x44 T 0x54 d 0x64 t 0x74
% 0x25 5 0x35 E 0x45 U 0x55 e 0x65 u 0x75
& 0x26 6 0x36 F 0x46 v 0x56 f 0x66 v 0x76
! 0x27 7 0x37 G 0x47 W 0x57 g 0x67 w ox77
( 0x28 8 0x38 H 0x48 X 0x58 h 0x68 X 0x78
) 0x29 9 0x39 I 0x49 Y 0x59 i 0x69 y 0x79
* 0x2A : 0x3A dJ 0x4A Z 0x5A j 0x6A Z 0x7A
+ 0x2B ; 0x3B K 0x4B [ 0x5B k 0x6B { 0x7B
, 0x2C < 0x3C L 0x4C ¥ 0x5C 1 0x6C | 0x7C
0x2D = 0x3D M 0x4D ] 0x5D m 0x6D } 0x7D
0x2E > 0x3E N 0x4E A 0x5E n 0x6E ~ 0x7E
/ 0x2F ? 0x3F ¥ 1 O 0x4F _ 0x5F 0 0x6F

WX 1 XFHNE LTANT DD, #7075 —F () CXFSHNRELZHLLERS Y £7,
WX 2 TS REE DI OICHNET, XFHE LTANTHZEIFTTEEEA,






& FH I R 4 e

ftp-server

line console

line vty

speed

transport input




ftp-server

ftp-server

UE— MEMASEND ftp 7’0 ba v EZERALET 7B A 23T A0 LET, 2k, REEA~
0y EFAELIEGRT S ) T — MNEAWRRKDO IPvA 7 FLAEZTIPve 7 KL AZRET 256
%, config-line €— KT telnet 7 7 ¥ A LILEDT 7B AU XA FEFHEL T ZEN,

[ABRH]

THWMORE
ftp-server

T O HIBR

no ftp-server

[ABE—F]

(config)

(185 A—=4]

L

[3< 2 FEBREFDENE]

ftp 7’2 Fa L TOVE— T 7 EBEAZZIFHITEEA,

[(BIE~DEE

CEEFHE]

config-line E— RTT7 7 ERAY X MERE L TWDH5E, tp TREE~2 A VEFATEIIEST 2
VEeE— MERAMAD IPvda 7 RUAEZIZIPV6 7 RLVALRI LT 7 E8AY X M- THIRS L ET,

(BEa< > K]
line vty
1p access-group

1pv6 access-class

10



line console

line console

Ko<y REANTSHLE, configline E— FIZ&47 L, CONSOLE (RS232C) HK— MBI 5 i asa
ECEET,

[AHFRH]

WHORE
line console 0

RO HIER

no line console

[AAE—F]

(config)

[R5 A—4]

el

[a< > FERREFDOEE]
CONSOLE (RS232C) R— Mo Y —NaEm T ET,
[BE~NDFE]

2L

EXTE (B 0D S B 524 ]

EEETR, T IERICKBENET,
CEEZEIA]

el

(BAEa~<> K]

speed

—

2

11



line vty

line vty

12

EEA~D telnet VE— T 7V AZFAILET, /2, BEICFRBIZVE— el A T 2—VEK%
HIFRT A7-DICHEHA L E T,

[ANRH]

fHMOBRE - £H
line vty <start allocation> <end allocation>

RO HIR

no line vty

[AAE—F]

(config)
(/N5 A—=4]

<gtart allocation>
UE—hr s UV FAIERELET,
1. AT X —Z B O HME
BIETEER A,
2. fEDFRE R
0 (E7E)

<end allocation>
0y Ay TELI—PHERELET,
1. AT X —Z MR O HME
AR TEEHE A,
2. fEDFREHH
0~156 (B A TELa—PHKE 1~ 16 ITHRETEET,)

[O<7 Y FERREDOENE]
telnet 7 a0 ha /L THOU E— T 7B 2AZZITMITEH A

LEE~NDEE]

2L

[EREE D 2 bR 2244 ]

BREMAETS, T ICERICKBENET,

CEEZEIHE]

1. AREEE %ﬁo& TR_RCOY T— MEHER SO telnet 712 h /L THOY E— 7 7B RAEZ Tt
2LV ET, TI7BAEZHIRT2EEIE, a7 47— a3 HA FVoll 81.7VF—

iﬂﬂiﬁ”ﬁﬂiﬁ‘%@ﬂ?%/%#jﬁ‘é IP7 RLADFKE] =W L, ip access-group, ipv6
access-class X°, transport input E% L T 72 &V,
2. ARCa 74 0 CEHa—PHRELELLTYH, FCitrZA 2 LT0nda—FotyarBfhsd
LEHYFEFA, ARELUBRICYVE—br I A T 52—t L THEE D £9,



line vty

[B&Ea< > K]

transport input
1p access-group

ipv6 access-class

13



speed

speed

14

CONSOLE (RS232C) OBE#HEZRETAHI-OITHEH L £,

[ABRK]
THWMORE - BE
speed <number>

E o Bk

no speed

[ABE—F]

(config-1line)
(NS A—=42]
<number>

CONSOLE (RS232C) Di@fE#E % bit/s HAL THEL £ 7,

1. ARRT X —ZBWEHE O W
CONSOLE (RS232C) Mi@{5iHE % 9600bit/s (2R E L E 7,

2. fHORR E fiPH
1200, 2400, 4800, 9600, 19200

[O<7 Y FERREDENE]
CONSOLE (RS232C) ®il{5#E X 9600bit/s T,

[BIE~NDFE]
L

[EREED R BRE2 4]

CONSOLE (RS232C) M ba—#nns oA v LT0aHE, REMARE, =—FRns 7Y b Lk,
WEHEENEE ShET,

DEEEHE]

EAHRFIZ CONSOLE (RS232C) 2ba—#Rur /A v LTWbHgEE, 2—FRn /7 Lk

, BEHENET XN ET, CONSOLE (RS232C) 2»bx—Hn3iu 7o VFBFEHIZ, VE— MEH
RKCEEHEZET LIZGAE, R T 22803 H0 £,

1.

[N mm
B ﬁfé

(B&Ea< > K]

line console



transport input

transport input

Ve — MERMADOFET v h LB LT 7w A ZHIRT S oI L ET
[AN#K]

DB « 23
transport input {telnet | all | none}

fE O HI

no transport input

[ABE—F]

(config-1line)
[INSA—=42]
{telnet | all | none}

telnet
telnet 7’02 kAL TOYE— T 78R EZ T T ET,

all
TRTOTa harTHOYET— 77 BRAZZF T ET (RIE telnet 7217),

none
FTRTOTw AL TOYE— T 7B A 2T EEA,
1. AT A —Z BRI O HE
all (telnet TOVE— 77 ¥ AZZ T T ET)
2. EOREHB
telnet, all, F£72/% none

[O<7 > FERBEEDEIE]

telnet 70 ha /L TOY E— hT 7 ¥ RAZZITHITET,
BE~NDFE

L

[ER7E B D = B 5244 ]

BEMEET, T <ICERICKBENET,

[EEFIE]

1. ftp AT HIR T 25%A/1E, Fr— Uba 7 4 7 b—v a B — RO ftp-server T E L TK
7ZEW,

[BEa~< > K]
line vty
ftp-server

1p access-group

1pv6 access-class

15






a4 L— a3 DmELE
1%

end

exit

save(write)

show

top
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end

end

av 74 b —varavy RE—REKTLT, EEEFHET—RNIED T,

[ABRH]

end

[R5 A—=4]

7L
[BEAytE—Y]
2L

CEESE]

1. a7 47—y ar 7y ANVENKT 7 v a AT VIRFELRV Tend 22 REHE- T—RHY
WZary 747 b—varavy RE—RERTTLHZENTEET, Z0LE, 27471 —vay
T 7 A IRERFOREDEFIZR>TNETOT, a7 47— g VORESE, BEFELTLE
S,

2. JrvmvraryI4 sr—rvarEmBELiEg, WKZ 7 v a2 AT VIREFELZR N Tend 2~v > K
ERITLESS, WK 7 vV aXAE VDAY= NT v TFaviolb—yvarZyA s r=v7
ar7 4 Zb—varBNR R0 ES, arT 47— a VOfEfEE, RELTIEEN,

(BEEa< > K]

L

18



exit

E— R&—2RYET, config E— RTHEFDEAITay 77 —Yaravwry RE—REKTLT
HEEHEIE—NIREVET, 37 av L FE—RTRELTWEIELEIE 2 L BEIZEY 7,

[ABRH]

exit

[INTA—=42]

L

[REAvE—]

L

CFESIE]

config F— RTexit I~ FEMHEHT 2561, RISTRTHEEFELH D £,

1. a7 47— arTZr7ANENBT T vy a AT VITHRIFELRWT exit 2~ K& - T
WZary 747 b—varavy RE—RERTTLHZENTEET, Z0LE, 27471 —vay
T 7 A IRERTOREEOEFICR->TVWETDOT, a7 47 b—a v ORER, RELTLE
S,

2. FJr=vTarga lb—varEmE L, WEZ 7 v v a AT VIREFELRNWTexit v N
ERITLESS, WK 7 vV aXAE VDAY= NT v TarvigqlJb—yvarvrZyA s r=v7
Ay T4 b—va Y RREVET, arT 4 Jb—va VOffER, RELTIEEW,

[BEEa< > K]

L

19



save(write)

save(write)

WMELILary 74 7 b—2arONEE, AZ— N7y Farvigq7r—vary 77 AMRELET,

[AHRH]
save
write
[T A—=4]
2L

[BEAvtE—T]
L
CEEEHE]

1. av 747 —ary 77 ANV RELT a7 L —Yaravwy RE— NIRRT LER A, R
22 H581T0T exit 2~ FE-iZend 2~ R&EFoTCary 74 b—y g ravwy RE—
REETLTLEEN,

[BEZEa< > K]

L

20



show

show

WEFOa L 74 VL —Ya VEEEICERLET,

[AHRR]

show [ <Command> [ <Parameter>1] ]

[INSA—=4]
<Command>
ayv 74— gravy RERELET,

<Parameter>

FRHMBREREST DHBNANT A= fmELET,

[FEEIE]

1. a2y 747 b—varBEWgE, a~vy ROFITICRBAHN D Z 00 £,

2. Fm— N\ ar 74l L—aryE—RTE, ary74 70—y arE — R (B ERE) ~EB+T5a
~ ¥ FliZ%f LT <Command> [<Parameter>] 235 E C& 9, #isebe - ~NV7HERE - BRERI T2 L
HEFEHFTRE T,

3. AarI74Zb—var®—F B_HE) T, Fr—aryg7b—va - RERRRICE—
RZE BT 25 a~ 2 RiZx LT <Command> [<Parameter>] D¥FENTE 3723, Fi5ekge - ~L 7
HREZR KT TE £ A,

[BEEa< > K]

L
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top

top

a7 4 b—Yaravy R E— RBITHRIE, Ka~vr FAHTe—Lar 747 L—3 g 0 F—
K (GFE—FERE) IR £7,

[AARK]
top

[T A—=%]
L
CEXEFEIA]
2L

[(BEaI< 2 K]

L

22



o4 t*%a1) 74 & RADIUS

aaa group server radius

aaa authentication login

aaa authentication login end-by-reject

ip access-group

ipv6 access-class

radius-server attribute station-id capitalize

radius-server dead-interval

radius-server host

radius-server key

radius-server retransmit

radius-server timeout

server

23



aaa group server radius

aaa group server radius

RADIUS 4 — 7 N—F %R ELET, A< K& AT 5L, config-group £— FITBITL,
RADIUS % — RV L —FER AR ETXET,

[ANRH]

THMORE « BHE
aaa group server radius <Group name>

RO HIFR

no aaa group server radius <Group name>

[AAE—F]

(config)
(NS A—4]

<Group name>

RADIUS —NRITN—TF L EHELET,

1. AT X —Z B O HE
A TCEEREA,

2. fHDFR EHiHH
32 SCFLIN DT TRIE L T IEE W, FREFREAR LTI AN T [RT A=FITRETE D
] » MEEOXFH] 22 LTI ZE0,
FEHASUTFUIIR SR AHELE L E 9,
7272 L, FROXFINIHRETE A,
- radius( B 5 — 8 E Idm e —8 L= 3075)
« tacacs+( B —H F 21— L= 30T

(2= Y FEEEFROEE]

2L

BE~NDEE]

2L

[ER%FE fE 0D JR B 22 ]

BOEWAER, TICEMCKBRESNET,
CEEFIE]

1. RADIUS H— 7 N —T1ZHF%N 72 RADIUS %r— 303 E STV WEEIE, BifEL EFH A,
2. REWHEZ: RADIUS — 7L —T 13K 4 TT,

24



[(BAEa< > K]

aaa authentication

dot1x authentication
mac-authentication authentication
web-authentication authentication

web-authentication user-group

aaa group server radius

25



aaa authentication login

aaa authentication login

Am,—l—;

UE—hrrA VRIERT BAEFRERE L ET, LICHRE LRI RM LIZ5E81E, RIC
72 CRIEEITVE T, 7208, Z OFBGERMEFEOH{EIX aaa authentication login end-by-reject =~ >

FCEECTEET,
[AAR]
EWOBE - ZH

aaa authentication login default <Method> [<Method>]

(GE2LEZS

no aaa authentication login

[ABE—F]
(config)
(/N5 A—=4]
default <Method> [<Method>]
<Method> (ZIZ&k # 7% E LE T, [Fl—® Method IZEHZETE A,

group radius
RADIUS #FEZHEH L £7,
M9 %5 RADIUS #— NZiAH RADIUS H—/3 T,

local
2—J )R AT— K mqu%'fﬁﬁH Lij_

group <Group name>

RADIUS #Eira#EH L E£9,
ff /45 RADIUS ¥ —/3% RADIUS #—/37 /L — 77, aaa group server radius =2~ R T
RELI T N—THERELTIEEN,
72720, TROXFINIRETE EH A,
- radius( BT F — B £ 721358 E —H L2 30551)
- tacacs+H( B —HE 21352 e — & L= 3075))

[O<7 2 FERREFDEIE]

_7\7/1//\}]7 I\utuuﬂzé.}'ﬁ‘b\i’&

[BIE~DEE]

el

[EREED R BRE2HE]

FEMETS, T ITERICKENET,

CEESIA]

1. #EEAH T "group radius" F 7213 "group <Group name>" #HET 54, RADIUS — R L@fER

A E721% RADIUS Yy — N TORFEICKRT D &, RERIZa /A TERIBVET, 207D
0 — R AT — RiBiEE —FEIZHET 2 2 L 288D LET,

26



aaa authentication login

2. group radius (YL RADIUS #— 3383E) & group <Group name> (RADIUS #— 37 /L — 7 3%GE)
1T, EH 58 RADIUS #EGE—E R E LTCHWETOT, WMHFZRFHIEECTCEEHA, EHHMN—
DL —H NIRRT — RRGEEAAADETIHEATZE N,

[(BEEa~ > K]
radius-server

aaa authentication login end-by-reject
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aaa authentication login end-by-reject

aaa authentication login end-by-reject

28

07 A VIRRORIETERINIZIEEIC, BAba T LET, @ERT (RADIUS EHE 72 &) 12X 2535
SR, aaa authentication logln < RCRICIBE SN TWOREET N CRIEL 7,

[ABRH]
TR DK E

aaa authentication login end-by-reject

(GE2LE]ZS

no aaa authentication login end-by-reject

[AAE—F]

(config)
(NS A—4]
el

v F RO EE]

=
PRECHREINTEHAIL, ZOBEBIIN S 5T aaa authentication login =~ > F CRIZHRE ST
6H‘UHIEj§‘4tTuLJ DIEI_/ij—

[(BIE~DEE

L
BEMET,, T ICERICKBENET,

1. aaa authentication login =~ > R CIE L7Zi@iE /U T AR T,

(BgEa~y K]

aaa authentication login



ip access-group

ip access-group

AIEE~Y BT — ha A U EHFAERITELR T2 Y — MEHMRO IPvA 7 FLRAZHRELET 7 & X
VA RNERELET, KREIE, £YVET— 727 A (telnet / ftp) TI@EIZ/20 £,

ip access-group, ipv6 access-class TIHEINTWVWDH T 7t AU X+ EE5bE T, 128 U A MI/MRDHET
BEATHETEET,

[ASARH]
DR « 23
ip access-group <access list name> in

TR O HIER

no ip access-group <access list name>

[ABE—F]

(config-1line)
[R5 A=5]
<access list name>
IPv4 7 KL A7 4 V2 OB+ (ip access-list standard DikBI+) ZfFEL E9,
1. RXT A —ZEBMROHHE
A CTEERA,
2. DR EHPH
4~ 31 XFUNOT 7 EAY A MFRERELE T, HEEARERSIFIZONTIE T X—2|Z
BETE2E] 2L TIEIN,

[2< > FAEBREFDENE]
TRTCOY E— MNERAWENLLDIPvA T RLAZGEHA LIZT 78 A& LET,

DEE~OHE
L
[ER7E B D = Bk 5244 ]

1. K&ZEE, £YVT— 727 EA (telnet / ftp) THIWITAR Y T,

ftp Bkt 2 FF Al 5 5A1%, config B— KT ftp-server Z 7% E L T 12 &1,

3. ip access-group WX E INTWRWEA, TXTOY E— MNEHBRNOLD IPvA T FLAZFEH L2
T EREHALET,

4. TV RBAEFHATLHIPT RLAZETLTYH, 99 CICrIA LTS a—FDky v a riB’und
TEEHY EFA, AREURRIZYVE— bl 0T 5T L TER LY £,

ro

29



ip access-group

30

(A&Ea<w > K]

ip access-list standard
line vty

ftp-server

transport input



ipv6 access-class

ipv6 access-class

AIEEA~Y E— ha A CEFAERITELR T2 Y — MEHSRO IPv6 7 FLAZIEE LT 7 & X
VA RNERELET, KREIE, £YVET— 727 A (telnet / ftp) TI@EIZ/20 £,

ip access-group, ipv6 access-class TIHEINTWVWDH T 7t AU X+ EE5bE T, 128 U A MI/MRDHET
BEATHETEET,

[ASARH]
T oRE
1pv6 access-class <access list name> in

TR O HIER

no ipv6 access-class <access list name>

[ABE—F]

(config-1line)
[INSA—=4]
<access list name>
IPv6 7 ¢ /L2 OB+ (ipv6 access-list Dl 1) ZFE L E 7T,
1. RRT A —ZEBMROHHfE
A CTEERA,
2. fEDFEHLFH
4~ 31 XFUNOT 7 EAY A MFRERELE T, HEEARERSIFIZONWTL T XA—2|Z
BETXDME) 22 LTI,

[2< > FAEBREFDENE]
TRTCOY E— MNERAWENLLDIPve 7 RLAZMGH LT 78 A& LET,

DEE~OHE
L
[ER7E B D = Bk 5244 ]

1. K&ZEE, £YVT— 727 EA (telnet / ftp) THIWITAR Y T,

ftp Bkt 2 FF Al 5 5A1%, config B— KT ftp-server Z 7% E L T 12 &1,

3. ipv6 access-class W E SALTWRWEGESE, TXTOVE— MNERABRNGDOIPV6 7 RLAZMEH L
o7 7B REFALET,

4. TV RBAEFHATLHIPT RLAZETLTYH, 99 CICrIA LTS a—FDky v a riB’und
TEEHY EFA, AREURRIZYVE— bl 0T 5T L TER LY £,

ro

[(B&Ea~v > K]
line vty

ftp-server
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ipv6 access-class

transport input

1pv6 access-list
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radius-server attribute station-id capitalize

radius-server attribute station-id capitalize

RADIUS #— S ~EERHCME T2 RADIUS @D MAC 7 RLRAZ RXFTHEELET, %4 T D
RADIUS BHAIFUU T D L0 TT,

e Called-Station-Id
¢ Calling-Station-Id

[AHRR]

THHR O E
radius-server attribute station-id capitalize

RO HIER

no radius-server attribute station-id capitalize

[ABE—F]

(config)

[INSA—=4]

2L

[a< > FERERFDEE]

RADIUS B MAC 7 KL A& /N UFTEELET,

[BIE~NDEE]
2L

[EREMED k225 ]
BEMEFS, TITERICKMENET,

Kawy RRETHRIEER, T Uo7 4 o ZERICKMENET,

2. 43¢at (IEEE802.1X, Web 3Gk, MAC #¥aE) @<,

3. MAC §8ZE T3 % RADIUS &t [User-Name] [User-Password] ® MAC 7 KL A%
mac-authentication id-format = <> RIZHEWFE 9,

—

(BEEa~ > K]

L
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radius-server dead-interval

radius-server dead-interval

34

UH RADIUS $—\3 77 o = VAL RADIUS = ~BEEIHT 5 E COERF A ~EHRELET,

H Ly " =N GEAF O RADIUS FBREERSE) MNAZZ2E 0 22 UYL RADIUS $— S ~E# L /- IF
W, FRIEEV— MERAARTRETER YA ~2 AX— ML, Kavr PNk 2R CHERB% (BERY
A~ 7)) 12, 774~V RADIUS r— A_"~EHIHLE,

[AARK]
THMORE « AR
radius-server dead-interval <Minutes>

TR O HIER

no radius-server dead-interval

[ABE—F]

(config)
[T A—=%4]
<Minutes>
T # UPLH RADIUS r—3006, 7 F 1 < U LA RADIUS r— "~HEEIH T 2 E TOERZ
AvEHRELET,
1. ART X —Z B ORI
A TEEREA,
2. B O R AE i B
0~ 1440 (%)
0 #E L72%A1E, RADIUS BBREERZ 4T 77 4 < UIALH RADIUS — 6B L £ 7,

(a7 FEBEROEE]

H Ly N B A 4 U YL RADIUS #— S~ LT 10 49, 75 A ~ U JLH RADIUS #— /3
CABEALET,

[BIE~DFE]

L

[EREED R BREEHE]

REMAER, T ICEAICKMEET,

1. B2 VA RADIUS — % h L2 hH—E L GEATICERY A ~EE2EE LTZGA, T0
IR AR CORGEIRIE A HIE LR A KB L E57,

2. A A ~H A X — MMEIIARa~ L RREZHIBR LGS, BERAA~OI T NIV By METITHE
L, 774/ ME104E LTEMEL 9,

CEEZEIHE]

1. 3B EDOIHAH RADIUS — &R E L CWGa, R A ~& A ¥ — MDA RADIUS
P RAD L P —R"NE B LA TH, B A ~I1Z) vy TSR L E7,

2. HERAA <IN ST AAT— T EEARNTIHETTHETY Yy FLETAD, TRROZHTIIHI
LA rEdicykey hLET,



radius-server dead-interval

e K=z~ FTradius-server dead-interval 0 5% E L7z & &

o L Y= e U THEHAT O RADIUS H— Nif# %, radius-server host 2~ > N THIRL
e &

o M 2~ K clear radius-server # 3T L7z & &

3. WAL GIRARDRIEL — - o AR IR Y A ~ W T L2 B6 T, EMlihORRES — 7 AR5
TTH5ETT T4~ VI RADIUS H— _"~DEIRIIATRDIVET A,

[BEa~< > K]

aaa authentication

radius-server host

radius-server key

radius-server retransmit

radius-server timeout
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radius-server host

radius-server host

FRFEIC /9% LA RADIUS 4 — RO#E 2TV £ T,
[ABTRA]

RO - £
radius-server host {<ipv4 address> | <ipv6 address>} [auth-port <port>] [acct-port <port>] [timeout
<seconds>] [retransmit <retries>] [key <string>]

RO HIFR

no radius-server host {<ipv4 address> | <ipv6 address>}

[AAE—F]

(config)
(85 A—=4]
{<ipv4 address> | <ipv6 address>}

<ipv4 address>
RADIUS — D IPv4 7 RL A% Ky hUIETHEL £ 7,

<ipv6 address>
RADIUS #— "D IPv6 7 KL A& 2 u Vi CHREL £,
1. AT X —Z B O HME
A TCEERE A,
2. fHDFR EHiHH
<ipv4 address> : IPv4 = =F ¥ X 7 KL X
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255
<ipv6 address> : IPv6 /' 0 — )L =F ¥ XA f T KL A
112 ~ fe 7L E0 CELEALEFELFEER AR, fecO:: ~ feff:fffffEre: fEre: fEre: fFer £ £

key <string>

RADIUS #— 3[#] & DI@E DR 54k, IR A9 %5 RADIUS $#4H8& L £9. RADIUS %7 7

A7 k& RADIUS =N ECR—OEARET DLENH D £7,

1. AT X —ZEWRE O HME
radius-server key T E I T\ 5 RADIUS #DXMEH SN ET, REINTWRWGE, MK
RADIUS #— N3\ 720 F77,

2. fHDFR EHiH
64 LFLINDOLFHITHRE L T EEW, FHERRRLFICONWTIE NI A-FIIEETED
] » MEEOXXFH] 22 LTI ZS0,

auth-port <port>
RADIUS H—OFR— B SZHELET,
1. AT X —Z B O HE
A— &S 1812 A LE T,
2. fEDF EHiH
1~ 65535

acct-port <port>
RADIUS =7 v 7 4 TR — b EZ2iRELET,
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radius-server host

1. AT X —Z BRI O Y HE
R— bES 1813 A L £,
2. DR EHA
1~ 65535

retransmit <retries>
RADIUS ¥ — NI U CRRGEER 2 HiMME T 2R AHE L £ 7,
1. BT A —2EMER:OHHE
radius-server retransmit Tax/E SN TWDEHMAEH SN E T, RE IILTWRWEGEE OYHIE
X 3 [EITY,
2. DO E i
0~ 15 (&)

timeout <seconds>
RADIUS $r— \inb DISE 2 A 57 v M () 2HEL £,
1. BT A —Z2EMKOHHE
radius-server timeout THRE SN TWDRFMDEHN N E T, RE STV RWEEOYIHIEIT 5
e,
2. DR E i
1~30 (B

[a< > FERRFRFDEE]
RADIUS H— 033 E & 72V =, aaa T group radius Z7%E L CH RADIUS #/E LEH A,

[BIE~NDEE]

2L

1. BRE FTREZ2 LA RADIUS H— N 325 & BT Thck 20 T

2. IPv4 7 FL AL LTI27T*** ZRETE EHA,

3. key /XT A—Z DNEM I TV, radius-server key I~ RHERE SN TWRWEEIE, Y%
RADIUS H— N3z 72 0 £,

4. FEOINH RADIUS %— &3 E L7-%6, #AH =2~ N show radius-server THANIRREIND T
NLUANT T A< JILH RADIUS — R0 E3, kfOh vy M— (EH o RADIUS 38
FEEESRYE) 1217 T A < VLA RADIUS — "3 A S E 1,
774~ VLA RADIUS ¥ — NCEERREA LGS, 7Ly M —N3RICHE 2724 RADIUS
P— (B F UPLH RADIUS H—) ~EB LET, 774~ UIJLH RADIUS H— 3~ A &)
B Iz 2\ Cld radius-server dead-interval 2~ FZ&MB L T Z &,

5. LA RADIUS ¥—3, F8FEEA RADIUS ¥—%, F£721X RADIUS #— 7 L—T7ORET, IP 7 K
L AD—33 5 RADIUS = "PRREICEE SN TV AEAIL, FNHTRTONRT A —4 % HEINIZ
FLLAN LEEa<y FRRICESHIA ET,

[B&Ea< > K]

aaa authentication
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radius-server host

38

radius-server dead-interval
radius-server key
radius-server retransmit

radius-server timeout



radius-server key

radius-server key

L RADIUS H-—/8, F 721343055 H RADIUS Y— & OFBERICf# 9% RADIUS 4— o5
TANNEERELET,

[AARR]
fHMOBRE - £H
radius-server key <String>

RO HIER

no radius-server key

[AAE—F]

(config)
[N A—=4]

<String>

RADIUS #— /[ & O3 OrF 54k, BRI 52 RADIUS ##4f8€ L £9. RADIUS ##iX2 7

A7 v h kL RADIUS — N ETCR—O#EEZZRET HLERH Y 57,

1. AT A — AR O
B TE LA,

2. DR EHPH
64 SLFLINOSIFFTHRE L TL ZEW, FBEMBERLIFIZOWTL T A —X|THEETED
&) © HEBEOXTFH] 22 L T30,

[2< 2 FERSEF D ENE]

7L

[EIE~NDFEE]

L

[EXTEMED R BR 1]

REMAEER, TICEAICKBEET,
[EEFEIA]

1. radius-server host, dotlx radius-server host, mac-authentication radius-server host,
web-authentication radius-server host T? key i¥ & AR T L VEL L THEHLE T,

[BEEa~< > K]

aaa authentication

dot1x radius-server host
mac-authentication radius-server host

radius-server host
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radius-server key

radius-server retransmit
radius-server timeout

web-authentication radius-server host
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radius-server retransmit

radius-server retransmit

PBALICHA T 5 YLH RADIUS 4 —/%, 72134 R RADIUS 4 — S ~OFREEK DT 7 4 /1 b &%
ELET,
[ABRR]

WRORE - KT
radius-server retransmit <Retries>

RO HIER

no radius-server retransmit

[AAE—F]

(config)
[T A—=4]
<Retries>
RADIUS #— N2kt U CRBREER 2 EE T2 R EHEE L £T,
1. RXT A — X B OYHE
B CTXEHEA,
2. EOEHIPH
0~ 15 ([A))
[2< > FERBFDEIE]

RADIUS 4 —/S~DEEEEOT 7 4V M 3 H L 720 5,
[BEE~DEE

L

REED RBREEHE]

EMEAER, T IEAICKBRSIET,

EESHE]

1. radius-server host, dotlx radius-server host, mac-authentication radius-server host,
web-authentication radius-server host T® retransmit & & AR E L VEHL L THEH L X1,

—

I

[(BEa< > K]

aaa authentication

dot1x radius-server host
mac-authentication radius-server host
radius-server host

radius-server key

radius-server timeout

web-authentication radius-server host
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radius-server timeout

radius-server timeout

42

RAEIZAE T 200 RADIUS ¥—2N, F72i3AZBFE5 A RADIUS — A DIREZ A LT U MEDT 7 +

IV REBRELET,
[ABRH]

WRORE - KT
radius-server timeout <Seconds>

RO HIFR

no radius-server timeout

[AAE—F]

(config)
(/8T A—4]
<Seconds>
RADIUS =B DNEX A L7 U MR E L 9,
1. RRT A — 2 BWEREORHE
BT ERA,
2. [l EHIPH
1~30 (B)
(a7 Y FEREBDOENE]
RADIUS 4 —RDJEEX A LT T b OT 74V MEIZ S &0 £,
[BIE~DFE
2L
[EREMED Rk 52HE ]
REMEFRE, TIGERICKIET,
CEESIA]

1. radius-server host, dotlx radius-server host, mac-authentication radius-server host,
web-authentication radius-server host T® timeout X/ E % A% E L VB L THEHA L £,

(BEa< > K]

aaa authentication

dot1x radius-server host
mac-authentication radius-server host
radius-server host

radius-serve key

radius-server retransmit

web-authentication radius-server host



server

server

RADIUS #— "7 /L—7 0 RADIUS #—AHK R MEFRE L ET,

[AHRR]

THMORE « AR
server {<ipv4 address> | <ipv6 address>} [auth-port <port>] [acct-port <port>]

H O HI

no server {<ipv4 address> | <ipv6 address>}

[ABE—F]

(config-group)
[R5 A—%]
{<ipv4 address> | <ipv6 address>}

<ipv4 address>
RADIUS — D IPv4 7 KL A% Ky M ETHRELE T,

<ipv6 address>

RADIUS — D IPv6 7 KL A% an Vi ETHRELE T,

1. AT X —Z RO HME
AR TEEHE A,

2. fEOFR EHiPH
<ipv4 address> : IPv4d = =F% ¥ XA 7 KL X
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255
<ipv6 address> : [IPv6 7 7 —/ V)L =% ¥ X 7 KL A
112 ~ fe T LA CEEEEELAECLFEFE AR,  fecO:: ~ feff:ffff:fire: fEee Crer £Eer £Eee: £EFe

auth-port <port>
RADIUS — DR — v EEERBELE T,
1. ART A — AR OYTHE
R— &S 1812 A L £,
2. EORE P
1~ 65535

acct-port <port>
RADIUS 4 — D7 v o7 4 v THR— NEFEZEELET,
1. ART A — 2 BN OFHIE
A— &S 1813 A L E T,
2. fEOFE
1~ 65535

[ 2 FEREOBE]
RADIUS % — "R E & L7272, RADIUS — "7 L —F I L 2BEIXLEE A,

[BREE~DEE

L
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server

44

[E%TEME D S B 232H ]

EMEAEER, T ICERICKBENET,

1. BEAEEZ RADIUS Y— 3 /v — 7 HAL Tk 4 T,
2. IPv4 7 RL AL LT 1275 ** ZRETE £/ A,
3. Ra~r FOREMIL, FrROFMEETXUEIZLTWD EXITHETT,

* radius-server host =~ K& FMETH D Z & (auth-port, acct-port HLFEMETH D Z &)

e radius-server host I~ > NROBENEHH THHZ & (key /3T A—HFI5E, F72iL radius-server
key 2~ RIRREFEHTHDHZ L)

[fl— RADIUS ¥ — /37 L —7NTHEEH D RADIUS ¥ — %% E LA, EH =2~ K show

radius-server TE/RIN DT KL ANY% RADIUS — 7 L—70D7 7 4 <1 RADIUS H#— /3¢

MV ET, ZOT T A~V RADIUS h— DA DI Lo bh—s3 (RADIUS FEREZSR L) (IS &

NnNEJF, 774~V RADIUS ¥y — T N —THNDOKRIZEFR 72 RADIUS H— "~EK L £7,

728, 774~V RADIUS — "~ BEEIHIL, radius-server dead-interval =1~ > KOFREITHE

WET,

(BgEa~<y K]

aaa group server radius

dot1lx authentication

mac-authentication authentication

radius-server host

web-authentication authentication

web-authentication user-group



Rzl DEXE & NTP

clock timezone

ntp broadcast client

ntp interval

ntp server
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clock timezone

clock timezone

BA DS = TRELET,

ARBEE L, WNEAYIZ UTC (Coordinated Universal Time) T HRZ{£F L E3 DT,
< R T % FrT 5 L &0, setclock THZIAZRET D & X720 EL £9,

[ANRH]

FHROFE - AH
clock timezone <Zone name> <Hours offset> [<Minutes offset>]

RO HIBR

no clock timezone

[ABE—F]

(config)
(INTA—=42]

<Zone name>
A ALY — U EBRT 54015 RELET,
1. AT X —Z B O HE
B TEEREA,
2. fHOF E#HFH
7T TN O BT
(ZNPAOLTH AARETT S, LA CHREL T EEW)
<Hours offset>
UTC 2260478y N (10 #5) 2#RELET,
1. AT X —Z B O HE
B CTEEREA,
2. fHOF E#HH
-12~-1, 0, 1~12

<Minutes offset>
UTC o047y hERELET,
1. AT A — HBWERE D R
0

2. B D% E il
0~ 59 (10 )

(a7 Y FEREBDENE]

UTC & LCEMEL 9,
LBE~DEE]

L

[EREED R BRE2HE]

EEEFER, TICERICKBESNET,

%
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clock timezone

CEESEIA]
R CIE LTV 2RSSO CPU AR, 24 LY —  REESHEHATO 7 U7 SNET,

(B§Ea< > K]

set clock
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ntp broadcast client

ntp broadcast client

NTP #—/3i5 7 0 — % & 2 b CR{E SNSRI RE T B RELITV £

[ANRH]

B Ok E
ntp broadcast client

E o Bk

no ntp broadcast client

[ABE—F]

(config)

[T A—=4]

L

[a<7 > FEEREFDENE]

NTP =767 m— Ry 2 MEE S D RZIERE =TT £8 A,
BIE~NDFE]

7L

(% TE B 0D I BR324 ]

REMETER, T ICEMCKBSET,

CFEFEHE]

Aza< K& ntpserver 2~ RZEFIFICERE L7254, ntpserver 2~ RORENHFE 20 77,
(BE&Ea< > K]

ntp server
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ntp interval

ntp interval

NTP 4 — 3 b E RIS Rz & USG9~ 2 AT 2 i E L £

[AHRR]

DR « 23
ntp interval <Interval>

E O Bk

no ntp interval

[ABE—F]

(config)
[INSA—=4]

<Interval>
NTP H— 30 b REZIEH A2 ST 2 EITHIB AR E LE T, ETWEAM (108) TRELET,
1. AR/8T A — 2 B ERED R
A CTEERA,
2. EOFE
120 ~ 604800 ()

[a< > FERRFFDEE]

NTP H—/ 37 & ORI R EUG 0 FATHIRIL 3600 FHi720 £97,
[BE~NDFE]

2L

(5% 7E B 0D I BR324 ]

ntp server KR E SN TV ELHE, REMEAER, T ICERICKBENET,
FEEIE]

ntp server WX E SN TWDIEHE, AhERD ET,

(BEEa~ > K]

ntp server
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ntp server

ntp server

REZE A TGS D NTP »— 7 RLZAZRELET, K2 M ZRETEET,
BOICERESNTET KL RAETT74~<, BOOLRESINTET KL AE2®H o2 ) LROET, 771~
U D NTP % —37 R L AT U CREZIBRAEIC R L 725801, B Z U O NTP — 7 KL R L
THZIE A ZER L ET,

[AARR]

THRORE - R
ntp server <IP address>

RO HIER

no ntp server <IP address>

[ABE—F]

(config)
(NS A—=42]

<IP address>
B M A TS T 5 NTP 4 — "D IPvd 7 RL AR E L ET,
1. AT X —Z B O HHE
B TEERE A,
2. DR EHH
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

(27> FEREFDENE]

2L

BE~NDEZE]

2L

TEfE D B 224 ]

REMAERR, TICERICKBINET,

CEEZEIA]
1. ntp broadcast client =~ > REZRIFFIRE LIZGA, Ra<wy ROREVNENERD 7,
2. IPva 7 RL AL LT 127***72‘mﬁf‘3‘i’d’/\/

[ |
nll

i

(BEEa<7 Y K]

ntp interval
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A 4 & DNS

ip domain lookup

ip domain name

ip domain reverse-lookup

ip host

ip name-server

ipv6 host

51



ip domain lookup

ip domain lookup

no ip domain lookup 2~ RZFHET D &, DNS U VRN N2 £7,

[ANRH]

THHROE
no ip domain lookup

E o Bk

ip domain lookup

[ABE—F]

(config)

[INTA—4]

L

[O<7 2 FERREFDEIE]

DNS U YV L SBERES A2 £,
LBEANDEE]

L

[REMED RIREEHE]

BREMAEFR, TICEHICKBENET, 7L, EThoa~r K GEH =z~ K traceroute 72 &)
DOEWEIZII R E N WA RH D 97,

CFEEHE]
2L

(BgEa~<y K]

1p name-server
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ip domain name

ip domain name

DNS U Y ANTHMAT D AL A ERELET,

[AHRR]

THMOBRE « BHE
ip domain name <domain name>

E O Bk

no ip domain name

[ABE—F]

(config)
[185A—=4]

<domain name>
RIEED FAAL 4 EBELET,
1. AT X —Z B O Y HME
AR TEEE A,
2. fEOF EHiH
1~ 255 LFLUNTHRE LE T, BERRERCFIZONTIX IR X=X |ZRETE AE] @ KR
AN BB T EI N,

[2< > FAEBREFDENE]

L

BE~NDFE

L

[ER7E B D f Bl 5244 ]

REWEFRE, FICERICKENET, 2770, EThoa~r FOBEIIIKM IR WEERH
DET,

CEEEIE]

L

[BEEa~< > K]
1p name-server

ip domain lookup
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ip domain reverse-lookup

ip domain reverse-lookup

no ip domain reverse-lookup =~ > R&ZFHET H L, DNS UV A SBKEEOW S| ZBEEE (IP 7 KL A0 D
WA ML Z BT DIERE) DIERNC/R Y £,

[ANRH]
OB E

no ip domain reverse-lookup

RO HIFR

ip domain reverse-lookup

[AAE—F]

(config)

(NS A—4]

el

[O< 2 FARREFDENE]

DNS U Y A SBEEN AR OGA X, 5| SMEEITAEMEEh TnEd,

[BIE~NDFE]
L

[EXTE B D R BRZEHE ]

EMEEFR, TICERICKIESNET, =721, Erhoa~r K GEH 2~ K traceroute 72 &)
@@WKM&%énﬁw%A#&biﬁo

CEESHE]
1. DNS U Y SEREDN R OB AT, ABOEIZ P 53 DNS U Y A SBEREITEIE L 8 A

(BEEa<T Y K]
ip domain lookup

ip name-server
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ip host

ip host

IPv4 7 FL A G DB A MAERERELE S, Aa~vr FTEERKR20 = P Z2RETE ET,

[AARK]
DR « 23
ip host <name> <ip address>

E O Bk

no ip host <name>

[ABE—F]

(config)
[185A—=4]

<name>
IPvd 7 FL AT BT 2R A MERELET,
1. ARNT X —Z WO Y HME
AR TEEE A,
2. fHOFR EHiH
1~63 XFUNTHEELET, FHEARELRLFEICIONVTIH, RTA—XITRETELE] 251
LTL7EENY,

<ip address>
RA N ERETHEBEDOIPvA T KL A% Ry FREETHELET,
1. AT X —Z BUEHE O Y HE
A TEERA,
2. EOR EHH
IPvd =% % 2 F7 RLAZRELET,
[2< > FABREFDENE]
2L
[BIE~NDEE]
2L
[EXTENE D IR R 221 ]
WEMAETR, T ITEAICKBSET,
CEEFEIA]

1. A 4 & LT localhost 3 ETE ¥ A,

2. RA NQIIRILFL/PXFERFILER A,
3. iphost =~ K& ipv6 host =T~ R TRI—DHE A M EFRE L TV DHEE, BRI IPve H353IN
GEH =2~ K pingipv6 72 &) ENRWIEY iphost =~ RBAELREINET,

(BEEa~v > K]

L
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ip name-server

ip name-server

56

DNS U YV ANBREBRT HR— LY —NERELET, F—2oV—F, SHEETHETEET, #EKD
F— LY —NERE LIEGAE, RELEIEFIZR— 20— "~OfnEbEnfThihvEd, DNS U VL
NEEBRIE, T AN REIEE LTHEMEEN TVAEDT, X— AP —_"RBEINT-FEE DR L F 9,

[ANRH]

THWMORE
ip name-server <ip address>

RO HIBR

no ip name-server <ip address>

[ABE—F]

(config)
(INTA—=42]

<ip address>

F— L — D IPvA T KL 2% Ry FIETHEELE T,

1. RXT X — 2 BWEREOHHE
B TEEEA,
2. D E P
IPv4 L=% ¥ A 7 KL AZIEELET,

[ > FERREFDEIE]
L

LBE~ADEE]

L

[EXEMED R BRE2H]

REMAEFR, TICEHICKBENET, =EL, EThoa~r K GEH =z~ K traceroute 72 &)

OBEIIT S IR OBE RS Y £,
CEESHE]

1. DNS# =D IP 7 FL A (ip name-server) Z1EL<FELTL7ZEV, DNSH— D IP 7 KL %
DELSHESINTWRWEES, KRR M OSRRRFZ DNS — L OlER T ZMRET 5 F TICREH
W00, ERICKEEE T2 TZENH Y £T (B @ traceroute DFERFRITHREM A3 03020 £,

2. IPv6 Z#fEH LT AAAA 7 =V [ERE B TE A, IPvd TAAAA 7 = UV IEREZSZHR L ET,

(E&Ea< > K]

ip domain lookup



ipv6 host

ipv6 host

IPv6 7 LA G DB A MAERERELE S, Aa~vr FTERKR20 = P Z2RETE ET,

[AARK]
WHDBE « 23
1pv6 host <name> <ipv6 address>

E O Bk

no ipv6 host <name>

[ABE—F]

(config)
[185A—=4]

<name>
IPv6 7 FL AT EST DR A M afRELE T,
1. ARRT A —Z KR OYHE
A TEEE A,
2. fEOFE
1~ 63 XFTUNTIRELET, HBEARLIFICONTIE, [T A—FITRETE 5] 23K
LTLZEN,

<ipv6 address>
RANERETDEEDOIPV6 7 KL A& an ViR ETHRELET,
1. RRT A —ZEMROHIHE
AR TEEHA,
2. DR EHLPH
IPv6 7o — )L =% ¥ 2 7 RLAZHRELET,
[2< > FABREFDENE]
2L
[BIE~NDEE]
L
[EXTENE D IR R 221 ]
BEMEERESL, TICERICRKBIENET,
CEEFEIA]
1. A h44 & LT localhost Zf%ETE FH A,
2. RA NQIIRILFL/PXFERFILER A,
3. ipv6 host 2~ R & iphost 2~ R TR —DFEA M EHE L TWDHE, HRKIZ IPv6 13 &R
GEH =2~ K pingipv6 72 &) ENRWIEY iphost =~ RBAELREINET,
[BEa< > K]

L

57






it
I
S
IR

system I2-table mode

system memory-soft-error

system recovery
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system |2-table mode

system |2-table mode

60

LAY 2N—RT =27 T =T VORBHFRERELET,

[ANRH]

DR « 23
system 12-table mode <Mode>

E o Bk

no system 12-table mode

[ABE—F]

(config)
(NS A—=42]

<Mode>
N= R =TT =T AR EGET DBEOT — 7 AR T A BRIR L E 7,
1. AT X —Z MR O HME
AR TEEHE A,
2. fE DR EHPH

1~5
LAY 2= R =7 7 =T DT =T MREHRAEE LI CRE LT
[2% > FEREE DENF]

T NWRRFRIT 1 TEMELE T,

[BE~NDFE

WLEOBEEBPLBEICRY 30T, HFEBSNTETT5F TAREELRBT 5@EIFIELET,

(5% e B 0D I Bl 324 ]

REMELELTSGEE, av 747 b—varz2f(fFfLlicdb e T, AEEBEZHEHL T3, Hid
42 e, REMPEHICKMRINET,

723, no system 12-table mode IZAFT L7z & &b, EEAHER TS L7 -7 AMEFA 1 B EHICK B
ShET,

CFEEHE]

1. Ka<wy FASEE, TROAvE—UBRERRINETOT, thoar 7747 —rvarvavr ReEAT
THHNC, RELZRMFLEBELHEIHL TIZEV,
Please execute the reload command after save,
because this command becomes effective after reboot.

(B&Ea< > K]

L



system memory-soft-error

system memory-soft-error

Switch processor WAE Y DY 7 N T —FAERFIn 7 A v e—YOMNERELET,

[AARH]
f OB E

system memory-soft-error log

E O Bk

no system memory-soft-error log

[ABE—F]

(config)
[INSA—=4]

log
Switch processor NAE Y DYV 7 =T —3AERFIZR T A vE—VE I LET,
1. RRT A —ZEWROHHE
AR TEEHA,

[a< > FEBREFDEIE]
Switch processor NAE U DYV 7 h T —RAERICR T A v E—VE M LER A,

[BIE~NDRFE]

2L

[E%7E B D R BR 22 ]

BOEWAER, TICEMCKBmENET,
[EEFEIA]

2L

(BEEa~v > K]

L
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system recovery

system recovery

no system recovery 2~ > RARET HZ & T, BEEMRMNKIC, REEZFEZELARWVT, BEEREOE
FICLET,

EEOMGEEIRICONWTIE (a7 47 b— 3084 RVoll 10. EEOEH] 2B LT &N,

[ANRH]

THROBE
no system recovery

RO HIBR

system recovery

[ABE—F]

(config)
[T A—=%]

L

[3< 2 FERREFDENE]
PRI, 2EE 2 HEE L ET,

[BE~DEE

ER—=F OV I RERF T L CEBEEIRREE 20 £7,
[EREED /BR324 ]
REMAE, T IERICKENET,

CEXEFEIA]

AT AY AN K (no system-recovery) 1T HBVEIHITFILRIEE 220, HmavkEE (E9 v
~VOREE) BREAEL TS, BEe V7 HIRIIHES L2 FE L ESE A, BEHEBIEREICOWTORE
Mk Tar 7407 b—v a4 FVoll 10. EEOEH] 22 L TIEE,

—

(B&Ea< > K]

L
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1—%xv kb

5% 3w

2y RI—OA4 2027 —R

bandwidth

description

duplex

flowcontrol

interface gigabitethernet

interface tengigabitethernet

link debounce

link up-debounce

mdix auto

mtu

shutdown

speed

system mtu
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bandwidth

bandwidth

EFRROFIBIRZ R E L ET, AREE, v MU — 7 EHEE CoRBMEAROFHICHEH S ET,

[ANRH]

THMORE « AR
bandwidth <kbit/s>

R O BB
no bandwidth

[ABE—F]

(config-if)
[T A=5]
<kbit/s>
[ O H i 2 kbit/s B CRUE L E 9§,
ABGEIL, YR ifSpeed/ifHighSpeed (SNMP MIB) ffliZ72if KBS 2 & OT, MR ICITH
BHYEEA,
L. ART A — 5 AW ORI
HWETE LA,
2. fEDRTEHIPH
1~ 10000000 (kbit/s)
LRLIEBRO IR E & 8 2 7ol 2 B LRV T2 &L,
[27 > FERREDOE{E]
AL AR O [EIHRIE LS HE AU & 72 ) 9,
LEE~NDFE]
el
X TE B 0D R BR324
AR, +<ICHEMICKBRSET,
[EESEE]

L

[y |

5

(BEEa<7 Y K]

L
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descriptio

description

n

MRMHEZHRELET, BRRICET I AT L LCIERAWERZTET, 2B, AREEITH LiEHa~ >
K show interfaces <° ifDescr (SNMP MIB) TR T& £,

[ABRR]
W OBE - L H

description <String>

RO HIER

no description

[AAE—F]

(config-if)
[INTA—4]
<String>
A=V Fy b U F T o= R THIRRAZRELET,
1. AT A —H B UEREO I fiE
B CTEEHA,
2. fEO E#PH
64 SLFLNOLFHITHRE L T E S, REARRRLFICONWTIE I A—XITEETE S
i) © MEEOIXFH] 25 L T EE0,
[O<7 > FEREFDEIME]
Null 3% E L E7,
LBEA~NDEE]
L
[ER7E B 0D = Bl 5244 ]
REMEFH, TICERICKBENET,
EEEIE]
2L
(BEa< > K]

L

1
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duplex

duplex

66

ANEREEE S A A — b O duplex 5% E L 7,

[AARK]
FHROFE « BH

duplex {half | full |auto}
LRl

no duplex

[AAE—F]
(config-if)
(NS A—=4]
{half | full | auto}
A— FOEHE— R _HEE, 2 _HEEELIIA— M RrIrz—va VICERELET,
half
A= hZ P EHEEE— RICRELET,
full
A—h 22 "HEEET— RICRELET,
auto
duplex 4 — h X I T—3 a o TIRELE T,
1. AT 2 —Z B O HE
BRETE EH A,
2. [l EHIPH
half, full, auto

[O<7 Y FEREDENE]
auto & 720 F9,
LBE~DEE]

ERATROR—= MIRELEZEE, WolcAR— "R F v L, —HRCEENMELELES, Z0bL THF
EELET,

F7z, BT A R EFETLTCWDGA, BT A hEhErLET,

CEEFHE]

1. speed £721% duplex D EH 51— IZ auto £721F auto ZETe/ T A—FERELT-HE, 4A— %
AT —va Y EITVET,

2. half /37 2 —##EL, 10BASE-T/100BASE-TX OB AT RENAZhE 72D £,

3. 10BASE-T/100BASE-TX/1000BASE-T "— R CTA— b r I v =—T a U &2HH LaWEETE, speed
%10 £7212 1001295 & & HiZ, duplex % full £72i1F half IZFRE L TL 2 &V, 728, speed 1000,
duplex half ZFET 2LV 7 7 v 7 LERADOTHER LTIV,



duplex

4, —rEgAR— b (K— b 0/5~0/24) @ speed % 1000 IZFXE L7354, duplex |34 _H[EHE CHY
ELET,

5. RJ45 RN— M2 FEERE THEHT 25 EGITITMDI-X & 7e b £9,

6. 100BASE-TX/1000BASE-T/10GBASE-T R— I, BL Y —EEgR— M, Ao~ RERETE
£t A, 100BASE-TX/1000BASE-T/10GBASE-T R— hdA— b3 T x—3 3, F— $EiR—
MIEHEECEELET,

(BEEa~ > K]

speed
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flowcontrol

flowcontrol

Jo—ay ha—LERELET,
[AARR]

FROFE « BH
flowcontrol send {desired | on | off}f

flowcontrol receive {desired | on | off}

DI BR
no flowcontrol send

no flowcontrol receive

[AKE—F]
(config-if)
(I35 A—=4]

send {desired | on | off}
Zu—ay hr—LDR—=ANNTy FOREIEEZRELET, HEEHEFO7r—ar he—10,
A=A Ty NOZEEEEREELGDOE T &N,

desired
EET— FRERHIIR—A 7y hEEELET, AA— b3 ITvz—2 9 VRERNT, %
EDORYVEVIZE S THR—ARTr y FOREFEEZRELET,

Fl*ﬁ
i

on
A=Ay NeEFELET,
off
A=Ay NEEEFELERA,
1. AT A — X HAWERF O HIfE
A TCEEREA,
2. EOFE I

send desired, send on, send off

receive {desired | on | off}
Tur—ay hr—/LDOR—=ANRT Y bOZEENEEHRELET, BRAFOTr—ar fr—10,
K=y FOBRBEMELRTEEADLETIEE N,

desired
R—=ZANRry FEZIELET, — bR IT o o—3 g VRERT, SEEE L OV I
TR—=ANTry FOZEAEERELET,

on
W=y NaZELET,
off
R=ZNry FEZEFELER A,
1. AT X —ZEWRE O HME

AT ERA,
2. fH DR EHiFH

receive desired, receive on, receive off
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[O< > FEREFDEIME]
ZASENEIL off, X(EENMEIX desired

[BIE~NDFE]

flowcontrol

EAPOR— MIRELEESLGE, WolcAR—IRF L, —FICEBEMNMEIELES, T0HETH

EELET,
Fiz, BRET A P EFATLTWDEE, [H#T A h &L E7,

[EEFIE]

1. desired REINT-HE, A— b T —2 g VRERT, xavz—T g UERICKDEEL 1,

F— bt pxIvE— g VU DOFRERX, flowcontrol on [HE & 72 9,

[BE&Ea< > k]

2L
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interface gigabitethernet

interface gigabitethernet

[l L A3 K 1000Mbit/s DM EEE B AR — K, BL O — AR — MCET2HAZREL E
T Ka~vr FeAT5L, configif E— FIZBATL, MER— MIBETLERIBETE £,

[ANRH]

fHMOBRE - £H
interface gigabitethernet <IF#>

[AAE—F]
(config)
(NS A—=4]
<IF# >

AVE T2 —AR— NEFERELET,
1. AT X — B O HE
B TEEREA,
2. fEORKEFH
[T A—RIZHETE LM 25RLTLLIZEN,

(2= FEEEFROEE]

L
BE~NDEE]
7L
[EXTEME D R BRE2H]
2L

CEESE]

1. Ka<r FiFHIBRTE EHA,

(BEa~<y K]

L
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interface tengigabitethernet

interface tengigabitethernet

B KA E 7Y 10Gbit/s DAV EEE AR — MCET A HEBZRELET, KAa~vr K2 AT B L,
config-if £— NIZBATL, MR FR— MIEHTHERDPFETEET,

[AHFRH]

fHMOBRE - £H
interface tengigabitethernet <IF#>

[ABE—F]
(config)
[N A—=4]
<IF# >

A VBT 2—AR— "NEFERELET,

1. AT 2 —Z BRI O HE
B TEFERA,

2. fEOB TR
INFA—ZIZHETE L) 2SR LTIEEN,

[2< 2 FERSEF D ENE]

L
[BIE~NDRFE]

7L
[EXEME D RBREZH]
2L

EESHE]

1. Ka<r FIIHIBRTE £ A,

(BEEa~ > K]

L
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link debounce

link debounce

Uy EEERIILTHRLY v 2 Xy T 55 TOY v &0 U RIIEHZRE L ET, AREME RS
KT B, —WRY 7 XY ERLARLS D720, VUV BIRREL D Z &SI ERTEE
j‘o

[AAR]

FROKE - AR
link debounce [time <milli seconds>]

RO HIFR

no link debounce

[ABE—F]

(config-if)
(NS A—4]

time <milli seconds>
TN U AZA %I Y EMTRELET,
1. ARRT A —ZHWEREORTHIE
3000 X U
2. AH O FR E i B
0 ~ 10000 DT 100 D% (X V)

[a<7 > FEEREFDENE]

2000 I VR TEMEL £,

[BIE~DEE]

E#T A P2 EITLTOD5EE, BT 2 hadELET,
BREMED RBRE2HE]

BEMELE, TICEAICKBENET,

CEXEFEIA]

1. Vo7 Xy U ZRE LR TH U VI BRREREL R LRWVEAT, V7 XU R 2%
FELRNTLZEN,

2. 10BASE-T/100BASE-TX/1000BASE-T [Z4REFEOME (2000 X VD) KT 5 &, U7 BAREE
WZRBZENHY ET,

(B Ea<w Yy K]

2L

[y |
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link up-debounce

link up-debounce

Vo 7 EEREZBRELTHDY 77 v 7 T5ETO) 77 v 7B ZRELET, AREMEY
K&ELTHE, —HNRY I T v FERE LR 5720, Xy hT—ZIRENREZEIC D Z L&D
FET,

[ABRHK]

THRORE - £H
link up-debounce time <milli seconds>

RO HIbR

no link up-debounce

[ABE—F]

(config-if)
[N A—=4]

time <milli seconds>
Voo T v TRDT Ry AL A~ lix I VBHBEMTERELET,
1. AT 2 —Z EREEF O Y HE
B TEFERA,
2. O E i
0 ~ 10000 DET 100 OfE%k

[O<7 Y FEBREDOENE]

FIHHHE % FE%E L TV DHEHAIZIE 1000 2 VP, BEfEEE2 A4 — b Iz — a3 VEREL TN
AT OB TEMEL £9,

LRE~NDEE]

2L

1L Vo7 v B A~ER<SRET L L, UV 7EERNER, BETELETORMBEL R X
o VI EFERENDIBERICARS ETORMEZES LIEWGaE, Vo7 y 7Bty A <&k
ELRNTIIZE N,

2. A7V FERIFOMERIGICT DL, VI BPREEILRDZENRHY £7,

(BAEa~> K]
link debounce
speed

duplex
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mdix auto

mdix auto

74

M4 2 A — o> MDI #he %
MDI-X I[HE S E T,
[AATRK]

Wl oRE
no mdix auto

(GE2LE]ZS

mdix auto

[AAE—F]

(config-if)

N5 A—4]

2L

(27> FEBEEOEE]
F—hFx I T— g UHFIC,

[BIE~NDFE]

HEHPOR— MIRELZBE,

EELET,

F7, BT A N EFEITLTL

[EXTEME D R BRE2H]

%

CEEFIE]

ELET, nomdix auto ZFFET 5 &, HE) MDIX #REIT N2,

MDI & MDI-X z HE#i Tl 2 97,

WOl AR—ERF T L, —RICBEMELELET, Z0HL TH

VO%E, EIERT A AL ET,

EMAER, 3 ICEMICKBRSILET,

1. Ka<y FiZA—hxadvoo—y g VIRICEE 20 97,

2. P B — MIA =~
(BZEa< > K]

L

Y RIFRETE A,



mtu

mtu

A—=FOMITU ZRELET, AREIZLST, V¥ R7 L —2RNMEHATEL L2112, T —Fikik
DAN—T» A LEEEZ L TRy N7 BLORy MU —Z IR SN - ioa Atz £ S
5z ENTEET,

[AHRRH]
THEMOBE - BE
mtu <Length>

(GE2LEZS

no mtu

[ABE—F]

(config-if)
[N A—=4]
<Length>

F—hDOMTU %477 v hCi&ELEF, MTU 1L, Ethernet V2 JER. 7 L —ADF —# i 0 ik
£ETT,
EX ZL—2aBRL T2 7407 —2 a4 4 FVoll 12.1.3 MAC BLOLLC BIEHI#) %
ST IEE N,
1. RXT A — X B OHHE

B TEE A,
2. [l DR EHiF

1500 ~ 9216

[2< > FEEEEDEE]
WOYMETENVEL £,

%81 7R— D MTU QOHEAE

systemmtu A< v R EHE WEHE

)

%
iy
=

BEH D system mtu 7

WIER L 1500

[BIE~DEE]

MEFEITLTWDE5A, BIfRT A MEHETLET,

REMARER, T IERICKmRENET,

1. YEAR— O MTU B LOEZEARER 7 L—2F (FCS %\ /- Ethernet V2 JER 7 L' — A Ty

K7 L—AER) 11, koFEoOLEBY T,
EX JLr—aiE a7 47— a3 H A FVoll 12.1.3 MAC BXOLLC RIEHIEH] %%
BLTLEEN,
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mtu

%82 MIUBFUEZEMELEIL—LE

El#RAE R mtu &€ system mtu SX7E EZEMAEIL—LE (9 | R—KMTU(FS
Ty Ty k)
10BASE-T (4/¥_H), BAfR L2\ AR L7\ Tagged 1518 1500
100BASE-TX (i) Untagged 1514
J:?EUJ’F ?Xh/’_fﬁ) ] E?Hfﬁ L/frﬁl/ N Tagged M1 P 1+18 M1 X1

Untagged M1 Kly1g

BETR L RED Y Tagged M2 %2418 M2 %2
Untagged M2 K2414

e
&
>
C

Tagged 1518 1500
Untagged 1514

76

¥ 1 interface ® mtu =2~ K Ci%E LM
X 2 system mtu 2~ R CERE LM

2.

vlan IZWA SN DA — O MTU 1Z[F UEIZ L TL 72 &0, MTU B8R 248545, WROBHEE /2D £

T

e MR —F®O MTU BASAR— DO MTU L 0/hEL, dffkd 27 L —2ERNHAIAR— FTRETE
DERRKZV—LEEBATZE XX, HAR— FCTEEINET,

VLAN b %V v 7 TTag N 2BRICR D841, 7L—2BR [Py y hE+22475 > b &

72V ET, 150047 T v D IP /N7y b &, Tag 2 BIC2 5 AR — FTHEET 254G, mtu i 1504

LD REVEZHFREL TSIV,

(BEa~<y K]

2L



shutdown

shutdown

R—hzvry MU RBBICLET,
[AARH]

TH RO E
shutdown

&R DHI B

no shutdown

[ABE—F]

(config-if)
[/ A—%]

2L

[3< 2 FEERREFDEIE]

L

[EIE~NDFEE]

E#T A P2 EIT LTS 5E, BI#T A M adELET,
[BREMED R BRE2HE]

EMEAER, T ICHEAICKBREIET,

[EEFEIA]

1. SNMP ¥~ %— %225, SNMP @ SetRequest =L —3 3 > &[] L T ifAdminStatus ¢ Set %5
TLIEEA, ZOREFARa~ Yy ROREIKMINET,

5

(BEEa~v > K]

L
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speed

speed

78

SMRAEE B AR — FOBMEEZRELET,
[AHRH]

fFmoOBTE - 2%
speed { 10 | 100 | 1000 | 10000 | auto | auto {10 | 100 | 1000 | 10000 | 10 100 | 10 100 1000 |
100 1000 | 100 1000 10000 } }

RO HIR

no speed

[ABDE—F]
(config-if)
(NS A—4]
{10 ] 100 | 1000 | 10000 | auto | auto {10 | 100 | 1000 | 10000 | 10 100 | 10 100 1000 | 100 1000 |
100 1000 10000 } }
[EHRE 2R E LET,
[FRRFER CRREFIRE/R /N T A — X N2 ) FF, BREARER/NT A —X OMAE DR EROFITRL
F9, REARER T A =X DS &R Ebtzﬁm, auto CEIEL 7,

%83 WREWEEL/NTA—4

Bl #RFE A HEAREG/INTA—4 e
10BASE-T/100BASE-TX/ 10
1000BASE-T 100
1000
auto
auto 10
auto 100
auto 1000
auto 10 100
auto 10 100 1000
100BASE-TX/ auto 1000 PAFIERRE LW TL 72 &0,
1000BASE-T/10GBASE-T auto 10000 auto (auto 100 1000 10000 & [F L)
auto 100

auto 100 1000
auto 100 1000 10000

SERDES 1000
10
[E#EE E 4 10Mbit/s IC3RE L £1,
100
[BIRRHE 2 100Mbit/s [ZFE L E7,
1000

[E]#5H EE 2 1000Mbit/s IZ%E L E 4,

auto
AR EZ A — b r I o— g VIZRELET,

auto {10 | 100 | 1000 | 10000 | 10 100 | 10 100 1000 | 100 1000 | 100 1000 10000 }



speed

BESNT-EFGRE CTA— bR I zm—a VEITVWET, KREIZL-> T, B LAaWERE
BEZ72 0, [ERMEREN ERNAZ e EEEEd, RESNZEREE TCRI=—1 3T
ERDOTHRIXY BT v T LER A,

1. AT 2 —Z BRI O HE
B TEEHEA,

2. fEOFE R
10,100,1000, auto, auto {10 | 100 | 1000 | 10000 | 10 100 | 10 100 1000 | 100 1000 | 100 1000
10000 }

[a< > FABREFDEIE]
auto & 720 £,

[BIE~NDEE]

HEHAFOR— MIRE LSS, WoltAR— "B X DL, —HMIGBENMEIELET, T0HE TH
EEILET,

*72, BT A FZ2FITLTWDES, EHRT A ME2mELEd,

[E% e B D = BR 524 ]
WML, ¥ ICEMCRBRShET,

[EEEER]

1. speed E£721% duplex D EH L1 —FIZ auto £/2ld auto ZFLe/NT A—F ERELTHA, A— %
T — 3 YEITVET,

2. 10BASE-T/100BASE-TX/1000BASE-T ;R— F TA— b x I z— 3 »E2FH LaWEETE, speed
%10 £7212 1001295 & L i, duplex & full £721F half (ZE%E LT 7ZEW, 723, speed 1000,
duplex half # 3 ET 2LV 77 v 7 LERHAOTER LTS EZN,

3. 100BASE-TX/1000BASE-T/10GBASE-T ;K— F ® 100BASE-TX (AR YHR— s T, £z, Kavr
RERERED auto 1 auto 100 1000 10000 & [/ UTF, A=~ KT auto 1000, F7-i% auto 10000 %
HELTIHEHALIEE N,

4. =B AR— ~ (R— 1 0/5 ~ 0/24) @ speed % 1000 |ZG&E L7244, duplex [$4 " &E[HE TH)
ELET,

5. RJ45 R— b Z[HERE THMT 25 EI121Z MDI-X &70 0 £,

1

(BEEa~v > K]

duplex
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system mtu

system mtu

E2R—FOMTU 2 ELET, AREILLST, VYo RT7L—aB3EATEL LR, T—Xig
EDOAN—Ty haB EESERZE TRy N7 By MU —7 ([ZE S s of Atz
IFEDHZENTEET,

[ABR]
THROFRE « £H
system mtu <Length>

(GE2LEZS

no system mtu

[ABE—F]

(config)
(NS A—4]
<Length>

AR~ RO MTU #4277 v hCTi#& LE3, MTU 1T Ethernet V2 .7 L — ADF— & 58X D&

KETT,
X ZL—2aBRL T2 7407 b—2 a0 H 4 FVoll 12.1.3 MAC 8L O'LLC GAIEHI#) %
S LT EEN,
1. AT A —H B WERF O AHIfE
BT EHA,
2. fEOREHIPH
1500 ~ 9216 (A7 7 v 1)

[O7 > FERREEDEIE]
£R— F® MTU 28 1500 & 720 £,
[BE~DEE

H#RT 2 b2 RITLTWDEE, H#T 2 MaflirLEd,

EESEIE]
1. R—bF MTU B X OEZEFRER 7 L— A4 (FCS Z B\ 7z Ethernet V2 JE: 7 L — A TOHKR KT

L—AEX) 13, koD LB T,
EX ZUr—aENL a7 47—y a4 FVoll 12.1.3 MAC 5 X OV LLC glEHl#E) %225

LTZE 0,
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84 MTUBFUEZERMEEEIL—LE

system mtu

[El#RAE A mtu % 7E system mtu X E EZEMAREIL—LE (5 Bl MTU (%
Ty k) Fwv k)
10BASE-T (4/¥_H), BAfR L 720> BAfR L7220 Tagged 1518 1500
100BASE-TX (- ") Untagged 1514
st REDY BAfR L7220 Tagged  M1%1+18 M1 X1
Untagged M1 %1+14
REMSRL RIEDH Y Tagged  M2*2+18 M2 * 2
Untagged M2 K241g
RRER L Tagged 1518 1500

Untagged 1514

¥ 1 interface ® mtu =~ > K CFHE L7-fE

% 2 system mtu 2=~ R CERE L7ZE

2. VLAN R RV 7 CTag B 2B 25681, 7V—ERN P Xy vE+224 77 v ) &

mYET, 15004277 v D IP N7y b, Tag B 2BRICRLHR— N THET LY

4, mtu lZ 1504

LV REVEIZLZD L 91T system mtu ZFHET H0, A— P Tmtu ZHEL TLEIW,

(BEEa~v > K]

L
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oo TIN5 —2 3

>

-~

channel-group lacp system-priority

channel-group max-active-port

channel-group mode

channel-group periodic-timer

description

interface port-channel

lacp port-priority

lacp system-priority

shutdown
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channel-group lacp system-priority

channel-group lacp system-priority

Vo T T FA—arDOYEF v 2N T N—70 LACP VAT MELEZELET,

[ANRH]

RO - £
channel-group lacp system-priority <Priority>

H o Bk

no channel-group lacp system-priority

[ABE—F]

(config-if)
(NS A—=4]
<Priority>
LACP v A7 MEEE AR E L ET, HIVNIWIEEEBEEREGL 2D 7,
1. AT A —HBWEIRE D FIEiE
AT ERA,
2. fHDRREHiPH
1 ~ 65535
[O7 2 FEREEDEIE]
lacp system-priority =~ > ROFREIZHENET,
BE~NDEZE]
BHPOF ¥ XNV I N—FITRELTESE, WolmAF v RV TNA—TRnNE T L, Hig#)LEJ,
[ER7E B 0D Sz B 2244 ]
REEAFER, +IERICKMENET,
EESEIE]
1. Ka<r FIZLACPIC LBV v o7 7 A= a  OBEETARTY,
2. LACP v AT AMBREZ LR LISHE, BT ¥ RV TN —TICRES T 54— 1~ 3 Block Ik
e GEfEWT) 1272 £9,
(BEEa<w> K]

interface port-channel
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channel-group max-active-port

channel-group max-active-port

Vo o7 7= a DS ETF v f T N—FNTERICHERT AR — hOBRREZERELET,

[ABRH]
RO - LT
channel-group max-active-port <Number> [no-link-downl]

fE O HI

no channel-group max-active-port

[ABE—F]

(config-if)
(/NS A—=4]
<Number> [no-link-downl]
Voo 77V = arDF v R TA—TNTEBIERAT IR — o RKEEHRELET, Fv
IV T IN—FHNOEMATRER R — IR Ko~ ROREHEBZ TWBHEE, RERDOR— 244
LTCEDIENDOR— MIUFARZ AL Y o I iRed A LET, AFZ ALV I RFV I HET
THEHAT 5%H4, nolink-down Z%ELET, RELRWES, AZ ALV 73V 780 L
FT, AX UL Y T OBRFEIFIKOLEBY TH,
e lacp port-priority 2~ > RiZ L 2 ELE DKV F—
o BHEENEUSEAIEA v E 72— AR— FEZOREZVR— |
1. AT A —H B UERE O I iE
BT ERA,
2. DR EHA
1~8

[2< 2 FARSEFDENE]

RARBIL 81720 £,

BE~DRE

RGN IR TR — FAEE S, —RIICEREWT L R 5E08H 0 T,
[EREMED R BR 2]

EMAER, +IGERICKBShET,

[CFEEIE]
RKavy FEAZT 4w oV T 70—y a r THEALTIEEN,
. max-active-port Z %3 D& 1%, max-active-port, lacp port-priority D% E & ki e DiEE & A
HTLTEENY,
3. A UNRA V= ROV I EZ T VI T EERET DL EEL, AT A—ZEHIBRLE
HLlZ, BEANRTA—ZEFRELTLLLEIN, FV I X0 F— RCR— MEEET 555,
no-link-down D E N MEETT,

%

oo

[B&Ea< > K]

interface port-channel
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channel-group max-active-port

channel-group lacp system-priority
lacp system-priority

lacp port-priority
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channel-group mode

channel-group mode

A= 2F v 2T N—FIT8BNL, £/, Voo 77 VA= a0 DF—FERELET, Kaw o N
ZRETDHE, R=bF v XA F 72— ARNABIHER SN ET,

[ABRH]
RO E

channel-group <Channel group#> mode { on | { active | passive } }
fHMOZER

channel-group <Channel group#> mode { active | passive }

TE O HI

no channel-group

[ABE—F]

(config-if)
[R5 A—4]
<Channel group#>
Vo775 —=arOF xRNV ITN—TESEHRELET,
1. ARRT A —H BN D FIHiE
A CTEERA,
2. DR EHPH
[RITA—ZIZFRETELMHE] Z2RLTLLTEEN,
mode {on | { active | passive } }
Voo 77 )= aroE— ReRELET,
on
ABT 4w IV T TV = a VEITOWET,
active
LACPIZ LDV v/ T 7V =y a v&E{TW, HPEEEICERZ < HIZ LACPDU 25 LET,
passive
LACPIZ LDV o7 70—y a &7, HPEEND LACPDU 255 LIEHETET
LACPDU #E %I L E 7,
1. RRXT X —ZEBWEEOYIHE
B TEZEREA,
2. fHOR EHPH
on, active, F72!% passive
[a< > FAEBREFDEIE]
el
[BIE~DEE]
EHPOR— MIBRE LTSGR, WolcABERE D £7,
EREMED R E2H]
EMEEER, TICEHICENET,

—

I
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channel-group mode

88

CEEFIE]

1.

AAT A4 IRYV T IV =2 a b LACPICE D) v o T 7V —va vy ~0ER, £zt

LACPIZX DV 0T 7V =2 a DO RET 4y 2 RV T 7Y =y a U ~"ERET D54,

WoltARa v REHIBRL TH 5, B mode #AH L TRREL TLIZEL,

channel-group mode 5% ET 5 &, FHEET ¥ */V 7 /V—T7FKFIZ L 5 port-channel DFXE % H B4 L
L¥7, 3 CIZ port-channel DR ENFET 2HAITMH LEH A,

Ko< RORERIZ, T TIHEETF v 27— FIZ L D port-channel DR ENFEILET DG
1, BHA L H T 2= ALIETF ¥ RNV I N—TEEOR— N F ¥ fNVA 8 72— ATl = v

T4 b—=varavy NEREEXFCIZT 50, FRIEUA 27 =2—R2F, @RI T 47
L—varavy FeMbRELTHWRVWRERD D 3, FMicOVWTE, ar717b—vav
HA FVoll 1324 R— FFX¥RNA L ZT == ADRE] 2L TIZS,

Ko< REHIBRT 284, MUi%A v ¥ 7 =— A2 shutdown 2~ RZ3FE(TH, HIBL T &N,

5. Ko<= RZHIFELTH, port-channel 27 4 7/ L— 3 ViFHIBRENFERAL (Fyx I n—7

NOTRTOR— FZEHIFRL T port-channel =27 4 7' L—y g ViFHIBRSRERA), Frv RL7T
N—T%HIERT 584, FEIT port-channel =27 4 7' L— 3 U AHIBRT LN H Y £,

(E&Ea< > K]

interface gigabitethernet

interface tengigabitethernet



channel-group periodic-timer

channel-group periodic-timer

LACPDU O xfEHMEZBE L £7

[AHRR]

RO - £
channel-group periodic-timer { long | short }

E O Bk

no channel-group periodic-timer

[ABE—F]

(config-1if)
[/35A—=%]
{long | short }
wF A1 2EE DAL 1) CE 9 5 LACPDU 0% {EMEZ % E L £ 7,
long : 30 B

short : 1 7

1. AT X — 2B O Y HUE
BMETETET A,

2. fEDORE i
long ¥ 7213 short

[O<7 Y FEBREDENE]

EEMRIL long (308) (2720 £7,

LRE~NDEE]

L

ERTE I 0D Sz B 5248 ]

REMWEFER, TICERICKENET,

CEEEHE]

1. Ka<wr NIZLACPIC LAYV 2T 7 ) —2 g OB TEN T,

[ |
ha]l]

[BEEa~< > K]
interface port-channel

channel-group mode
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description

description

MiRBHERE LET,
[AHRH]

DB « 23
description <String>

H OBk

no description

[ABE—F]

(config-if)
(NS A—=42]

<String>

Vo770 F—va b OEET ¥ XNV T N—T IR ERELET, A ¥ 72— RIS

AEELTHEALTIEE N,

1. AT A — X AR O AHI
A TEERE A,

2. B EHiPH
64 SCFLUNOLFHITHEHE L T IZ3 0, REARRRLFITONTIE INFA—ZITIEETE D
] O HEEOXFH 22 LTI ZE0,

(3= FEEEFROEE]

Null (2720 ¥£7,

[BIE~DEE]

7L

[E%FE fE 0D JR B 224 ]

BEMELE, TICEAICKBENET,
CEESE]

2L

(BE&Ea~< > K]

L
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interface port-channel

interface port-channel

R—=bF¥TNA L H T 2—R T HEAZHRELET,

[AHRR]

THRORE - BH
interface port-channel <Channel group#>

fE O HI

no interface port-channel <Channel group#>

[ABE—F]

(config)
[INSA—=42]

<Channel group#>
FXYRNITN—THGERELET,
1. ARRT X —Z RS ORI
A TEEE A,
2. B O FRE i B
INTA—ZITHETE D] BB L TIZEN,

[3< > FEBREFDBE]

2L

[BIE~NDFE]

L

[EXEED R BRE2HE]

EMEER, T ICERICRKBRShET,
[EEHEIE]

2

1. Kawy FEHIRT A5G, YE%TF v A7 A—7O4R— MZ shutdown 2~ > REFE(T4, HlERL

TLIZENY,

[BEEa~< Y K]
interface gigabitethernet
interface tengigabitethernet

interface range
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lacp port-priority

lacp port-priority

92

R— MEREARE L ET,
[ABTRA]

THWMORE - BE
lacp port-priority <Priority>

H OBk

no lacp port-priority
[ABE—F]
(config-if)
(NS A—=42]
<Priority>
— FNOBEREEZRELET, EANSWIZEBEENFEL 2D ET,

channel-group mode =~ > K Ton ZiRE L=
max-active-port 2~ NIZ LD A Z LA ) 7 OFEPUTFIA L £ T,

channel-group mode =~ > KT active % 72| passive X E L7356
LACP 7' v | =1L 0 Port Priority (23 H L £,
1. ART X —ZH R ORIHE
BIETEER A,
2. B R AE i B
0 ~ 65535

(a7 Y FEREBDOENE]

- MBI 128 12780 E T,

[BIE~DFE

channel-group mode active ¥ 72 1% passive CIEHHF DR — MIRE LTZHE, Wolt ABERE 2D F

9, channel-group mode on TIEM DR — MIHE LTS, AX AU 7R THERAR— FRE
FEn, —RHICHERE 22560350 77,

[EREED S AR 2244 ]
BEMEFS, TITERICKMENET,
EEEIE]

1. max-active-port Z %€ 5 A1, max-active-port DR E & L DEERE &L HbETLEE W,
2. priority #EH L7=54, Y%A — b2 Block HREE GEIEN 12720 £,



[B&Ea~ > K]

interface gigabitethernet
interface tengigabitethernet
channel-group mode

channel-group max-active-port

lacp port-priority
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lacp system-priority

lacp system-priority

94

channel-group lacp system-priority =~ > ROFKENRNF ¥ X7 V—7 D LACP v AT MEFLE %
HELET,
[ABRH]

fHMOBRE - £H
lacp system-priority <Priority>

RO HIFR

no lacp system-priority

[AAE—F]

(config)
(N5 A—=4]
<Priority>

LACP ¥ A7 MESEEZBE L EY, EANSWEEEEENSE< 2D £,

1. AT X —Z B O HME

A TEEREA,
2. fHDFR EHiHH
1 ~ 65535
[O<7 > FERREFDENE]
channel-group lacp system-priority =~ > KOFREN2NT ¥ X)L N—T7 D LACP v AT LAMEFEIT
12812720 £7,
LRIE~NDEE]
HAPOF ¥ XNV I N—TICRE LIRS, WoltAF Y XNV NA—TRE L, Hig#hLxd,
[EXEfE D I Bl 224 ]
REMEAEW, TIEHICENET,
CrExE]
1. Ra<w Yy FILACPIZLD Vv o T 7Y F—va VORI ES T,
2. LACP v 27 MEREZET LIZGE, UitT v 27— TIORE S TV 5 e — 12 Block 1k
fe (BfEWr) 12720 £7

(BEa<> K]

L



shutdown

shutdown

Voo 77— a DY EF ¥ XV T N—TF %52 Disable IREE & L, @2 1E L E9,

[AHRR]

TH RO E
shutdown

E O Bk

no shutdown

[ABE—F]

(config-if)
[/35A—=%]

2L

[3< 2 FEERREFDEIE]

2L

[BE~NDEE]

HEHRDOF ¥ XN T N—TIRE LIS, Ty INITN—TRNE T LET,
[BREMED R BRE2HE]

EHEER, T ICEMICKBENET,

[EEFEIA]

SNMP ~x— %225, SNMP @ SetRequest AL —3 3 &4 H L T ifAdminStatus @ Set % FEfT
L7I-E, FOHREITIAa~y FOREITKBEINET,

5

(BAEa~<> K]

interface port-channel
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LA/ LANV2RAYFLY

MAC7 FLRAT—TJL

mac-address-table aging-time

mac-address-table static
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mac-address-table aging-time

mac-address-table aging-time

A==

MAC7 KL ATFT—T Ny NVICET 22—V 7 Ra2HRELET,

[AAR]
THROBRE - BH
mac-address-table aging-time <Seconds>

E o Bk

no mac-address-table aging-time

[ABE—F]

(config)
(NS A—=4]
<Seconds>
TV TR AR TRE LE T, 0 ERFI=—Y 7L R 7,
1. AT A —HBWEIRE D FIEiE
AT ERA,

2. [EOHEHE
0, 10 ~ 1000000 (F»)

[O<7 Y FERREDOENE]
T—U U T A 300 B E LET,

1|

[BIE~NDFEE]
L

X E fIE D e BR 32K ]
REMERS, 7GRS hET,

EESEIE]

1. AEEE, =D RIS L —ADOZEEHRLET, o T, FH LT MY 2HIRT S
F TR TV TR D 2 (GOREEREND Z BB £77,

2. FTHROWTNILORENAN /L X, Aa<wr RTRELE 10 ~ 300 Ho#FHO = — o ZIRIX
300 b 72 £,

|_|

 dotlx auto-logout A%l
» web-authentication auto-logout A%}

* mac-authentication auto-logout A%}

(BEa~<y K]

L
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mac-address-table static

mac-address-table static

ABT 4 v MAC T KL RT—7 MERERELET,
[AARH]

RO - £
mac-address-table static <MAC> vlan <VLAN ID> interface { gigabitethernet <IF#> |
tengigabitethernet <IF#> | port-channel <Channel group#> }

DI Br
no mac-address-table static <MAC> vlan <VLAN ID>

[AAE—F]

(config)
[185A—=4]

<MAC>

ABT 4w N THEFETDHMACT RLAERELET,

1. AT A —Z BRI O HME
B CTXEHA,

2. DR E A
0000.0000.0000 ~ feff ffff.ffff
7272L, wATFF YA NMACT LA (GEEEANA ROFETE Y E231O7 FLR) IFEETE
FHA,

vlan <VLAN ID>
ABT 472 Y DVLAN ® VLANID 2% E L £,
1. AT A — 2 BRI O Y HE
B TEERA,
2. O EHFFHA
(INTA—ZIZHETE DM 2R L TIIEEN,

interface { gigabitethernet <IF#> | tengigabitethernet <IF#> | port-channel <Channel group#> }
22T 472 PYDHANFRA L F 72— AERELET, RETEDHA 27 x2— A%, W
R—=F ERZV I T TV~ a2 TT,
1. AR T A — 2B ORHIE
BIETEEE A,
2. fEOFREHPH
<IF#>: [IRFRXA—=ZITHETE D) 2L TIEIN,
<Channel group#> : ["XT7 A —Z|ZHETE 5] 2R LTI ZEW,

[O<7 Y FEBREDENE]
22T 4y 72 NITRRESNET A,
LRE~NDEE]

2L

REMELE, TITEAICKBIIET,
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mac-address-table static

100

CFEFEHE]

1. 774/ F VLAN (VLANID=1) &L CA¥T 4 v/ =2 ) ZRETHHE, HIOkA ¥
7 2 — AR U CHRIIC Tvlan 1) ZF%E L T E &0,

2. interface % E L7254, 5B MACT RLAR—HTHT7 L—LEBRE LA X7 =2 —AZHD
LET, F77, FELMACT FLAR—HTHTL—LERELIA VX T =— RSN EZIE L
LaldEELET,

3. Kawy FCHELMIEA 7 7 =—2L VLAN 3, LA ¥ 2 3BGEHAED A ) VLAN %12 CH{E
LTW256, MACT RLAZALT 4 v 7y FU THET LI LIFTEEEA,

(B Ea<7 Y K]

vlan



VLAN

interface vlan

I2protocol-tunnel eap

I2protocol-tunnel stp

mac-address

name

protocol

state

switchport access

switchport dot1q ethertype

switchport isolation

switchport mac

switchport mac auto-vlan

switchport mode

switchport protocol

switchport trunk

switchport vlan mapping

switchport vlan mapping enable

vlan

vlan-dot1qg-ethertype

vlan-protocol
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interface vlan

interface vian

102

VLAN A v % 72— AR ELET, VLANA U X T2 —AZHRETHZET, VLAN~IP 7 KL A7
EEBRETEET,

[AHRR]
HHMORE « 2258
interface vlan <VLAN ID>

T DI BR
no interface vlan <VLAN ID>

[ABE—F]
(config)
(N5 A—=4]

<VLAN ID>
VLANID %8 E L £7
1. ART X —ZH R ORI
A TCEEREA,
2. fEDFREHH
[RF7 A—H|ZHRETE A 2R LTSN, 2720, HIBRo%A, 7744 VLAN

(VLAN ID=1) IIRETE £¥ A,
[O<7 2 FERREFDEIE]
L
LBE~DEE]

L

[ERFE fIE D f Bk 524% ]
REMEES, +ICERICRKRShET,

CErExE]

1. <VLAN ID> |ZR#ED VLAN ID #3%E 7 5 &, VLAN kI ET, £S5 VLAN (T4 —
k VLAN T4, v b2/l VLAN F7213% MAC VLAN (%, H 522U vlan 2~ FCVLAN % 4%
LCBLLMERDH £7,

2. BFLVLAN A % 7 = — A TR EFHET DAL, interface range =~ > KT <VLAN ID list> %

HRETEET,
3. interface vlan T4k L 72 VLAN (2%} L C novlan Z&%E3 5 &, VLAN [ZHIBR S E T, F72, vlan
a2 R CAR L7z VLAN (2% LT no interface vlan =~ > R& % €9 5 &, VLAN NHIBRENnF

9,
(BEa< Y K]

vlan



12protocol-tunnel eap

|2protocol-tunnel eap

EAPOL 7 # U —7 4 ' Vi E AN LET, HEEISH L TRIELET,

[AHRR]

THHROE
12protocol-tunnel eap

E O Bk

no 12protocol-tunnel eap

[ABE—F]

(config)

[/ A—=%4]

2L

[a< > FEEEEDENE]

EAPOL 7 4V —7 4 » 7 HREITEL T,

[EIE~NDFEE]

L

[EX E B D /R BRE2H ]

BEEEER, TICERACKMmINET,
CEFESEIE]

2L

[B&Ea< > K]

L
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I2protocol-tunnel stp

|2protocol-tunnel stp

BPDU 7 4 V—F 4 JHREZ AN L ET, BEICHLTHRELE T,
[AARR]

THHROE
12protocol-tunnel stp

E o Bk

no 12protocol-tunnel stp

[ABE—F]

(config)

(/NS A—4]

L

[0 Y FERREDENE]

BPDU 7 U —F ¢ v JHEREIT RN T4,
LBEANDEE]

2L

REMELE, T ICEAICKBRIIET,
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mac-address

mac-address

MAC VLAN #2720 D MAC 7 L AZRELET,

[AARK]
THMORE « AR

mac-address <MAC>
R O BB

no mac-address <MAC>

[AAE—F]
(config-vlan) (MAC VLAN7Z(})
[R5 A=5]
<MAC>
MAC VLAN IZ8%E T2 MAC 7 FL22RELET, Kz~ Fid%i% VLAN 28 MAC VLAN 0%
BIETRETEET,
1. RRT A —Z R DR
HIETEEE A,
2. fH ORI
0000.0000.0000 ~ feff.ffff.ffff
FHH 1A PO TLE Y b (FAFF¥ A PEY b)) BR1TRNI L,

[a< > FERERDOEE]
MACT RLVAZFRTELERHA,
RIE~NDEE]
2L
EX TE (6 0D S Bk 224 ]
ROEMAER, +IGERICKmENET,
[CFEEIE]
1. ZD VLANICEREL TS MAC 7 RLARIZERETETEHA, HIFRLTHHBRRELTLEEN,
2. LA ¥ 2 iRGHERE CEIRIICERESN TWDA MAC T RL AERELTZHE, LAY 2 RiHEREDOR T I

MNEL 70, KRa~v ROBRENENELE 20 ET,
3. ‘“““T HeZe MAC 7 R L 230, 28 AL T 64 6 T7,

—

1

(B~ K]

2L
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name

name

106

VLAN 2% E L £ 7,

[ABRH]
THRORIE « BHE
name <String>

E o Bk

no name

[ABE—F]

(config-vlan)
(RS A=5]
<String>
VLAN OAHERE LT,
1. AT X —Z B R ORI
AR TEERE A,
2. fEDFE
32 LFLNOLFHN THRE L TSV, REMRRLFIIONTIE (RFA—ZIHEETE D
fili] © MEEOXTH) 2R LT EEW, vlan 2~ KT <VLAN ID list> 3% E L 72356813
HETEERA,

(2= Y FEEEFROEE]

PIHMEIX TVLANxxxx| T, 7272L, [lxxxx] 1T VLANID #4417 7=0OFET, LHEHDO 0 2G5 AT
HOTY,

[BIE~DFE]

2L

R TENE D R BRE2H ]

REAE SR, T ICERICKRSET,
CFESHE]

1. Ko~ FCRET S VLAN 4%, RADIUS @BREDRGEH% VLAN & L THIHT 2 & i3 FRliciE

BELTLZEWN,
o VLAN £ #73, #% VLAN TEELAVWESICREL T E &Y, VLANAHAEE L TWD
L, BHELTVD D BHTREL /NS VLAN ID 8 RADIUS 3230383 % VLAN & LCEV 4 Thh

[y |

ij—o
* VLAN A MO SEBIC BT 2 F5E LRV T< 728, JEBHO$ T4 VLANID & U GRk L, F8REIZK
Wt oma0nHY £,

(E&Ea< > K]

L



protocol

protocol

7w k2L VLAN T VLAN #5357 0 ha vz ELET,

[AN#K]
OB » EH

protocol <Protocol name>

E O Bk

no protocol <Protocol name>

[ABE—F]

(config-vlan)
[INSA—=4]

<Protocol name>
7'v AV VLAN O 7’1 b a vAfesE LET, Aa< s FidYi% VLAN 2371 b =L VLAN O
BAEPEIRETEET, 2O VLAN IO 70 Fav4FHE#EA+ 25481%, KAavr a7
ha VRO TRELET,
1. RRT A —HHWERE DRI
B TEFERA,
2. O EHPH
vlan-protocol =< > RTEE L7 1 b a/L4Fk

[3< Y F AR DB E]

7'u FAVPHESNEEA,
[BIE~NDRFE]

7L

REED RBREEHE]

BEMAER, TICERICKMENET,
EESHE]

1. 70 ha /L VLANIZIPv4 7 FLAEZZIPv6 7 KL AEZREL THATAES, %4957 0 b=
NERa< RTRETLHILERDHY £,

—

1

(BEEa~v > K]

vlan-protocol
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state

state

VLAN ORREZ #E L £
[AHRH]

WHDBE « 23
state {suspend | active}

E o Bk

no state

[ABE—F]

(config-vlan)
(NS A—=42]
{suspend | active}

suspend
VLAN ORFE% disable IZL, &7 L —ADXEZEEEIELET,
active
VLAN DJRAE% enable (IZL, &7 L —ALDEZEEZBEBLET,
1. AT A —H B WEHRE D FIHiE
AT ERHA,
2. (EDF EHFH
suspend F 7213 active
[a7 Y FEREFDENE]
VLAN OR#E1T enable T3,
BIE~NDEE]

L

SNMP =3 —Y ¥ 225, SNMP @ SetRequest 4L —3 3 %l L T ifAdminStatus ¢ Set % (T
L7256, TOREEFARI~ Y ROREICKMSNWET,

(E&Ea< > K]

L
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switchport access

switchport access

T EAR—FOEREFRELET, HELHERITI IR IR —1FDOT7 7 A VLAN (b KBS
ij—o

[AARR]
fHMOBRE - £H

switchport access vlan <VLAN ID>
THH DR

no switchport access vlan

[AAE—F]

(config-if)
[185 % —4]
vlan <VLAN ID>
77 AR— O VLAN #3E LE T, %EAEEZ VLAN (34— b VLAN 721X MAC VLAN T
+, 70 bV VLAN IR ETE ERA, bRV I R— D7 7+ X VLAN biEE SN
VLAN & 720 9,
1. AT X — 2B R O Y HUE
B TEETA,
2. DR EHH
(NI A—ZIZHETE L) 23R TLIIZEL,

[2< 2 FERSEF D ENE]

JEVLAN b V) vV E—FDE X, 574/ 8 VLAN (VLANID=1) O7 7 & AR— MIARD %7,
VLAN Fo RV o7 E— KoL X1, &0 VLANICLFTRET, BECHEATEEEA,

[BIE~NDFE]
L

l_|

R TEfE D [ BR 2]
REWERS, 7 ICEACKBShET,

[EEHIE]

1. 6 VLAN r oV v 27— RTlE, Untagged 7 L — A £ 713K — k VLAN @ Tagged 7 L' — AL &%
S L7cE, A— b VLAN TRLEEL, R— k VLAN LISt o Tagged 7 L — A% Z(E LT HEITREEL

N
2. VLAN RV 27— RFTIE, 7L —2AIZ Tag BT ENE I ML 5T, "— K VLAN T7

L= Lz nET,
[B&Ea< > K]
switchport mode

vlan
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switchport dot1qg ethertype

switchport dot1q ethertype

AR— KR TVLAN 7 L— A %53 % TPID (Tag Protocol IDentifier) fE%7%/E L £, E#ELISL D TPID
WEEHL WA Ry hU—7 LT AHEAICERELET,

[ANRH]

fHMOBRE - £H
switchport dotlq ethertype <hex>

THH DR
no switchport dotlq ethertype
[ABE—F]
(config-if)
[T A—=4]
<hex>
ALEE ST D VLAN Tag @ TPID fHEZRELET, A2~ RCTR— DT 74V MEEZFRE L F
‘g—o
1. AR/NT A — 2 WS D FIHE
BIETEFEE A,

2. O EHIPH
4 F7=m 16 #HK

(3= FEEFROEE]

vlan-dotlq-ethertype =~ RARE SN TWHHAEIL, COREME TPIDEE LET,
vlan-dotlg-ethertype =~ RN E I N TV 2WEATE, TPID % 0x8100 & LE 7,

[BIE~NDFEE]

2L

1. Aa~< R&HEELER— FTIE, vlan-dotlg-ethertype D& EMITEH S EH A,
2. TPID Dff|33EE T 4 F¥H (vlan-dotlq-ethertype #&¢r) £ TIHEE T £7°,

(BEEa<7 Y K]

L
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switchport isolation

switchport isolation

AN b PR RE 2 3 E L £,
[AARH]

TR OEE
switchport isolation interface <interface id list>

MDA H
switchport isolation interface { <interface id list> | add <interface id list> | remove <interface id
list>}

TE O HI

no switchport isolation

[ABE—F]

(config-if)
[N A—=4]
interface <interface id list>
kAT AR — N (DU AN FRELET, ARXTA—FTRELLAR— b2 D BHEFR—
F~OFfk IR U E T,
1. RRT A —Z MR DY
HAIETEEE A,
2. fEOERH
<interface id list> DIFEHE, F7o, EORERMAICONTIE, [RIFIA—FITRETE 2MH) %
ZHRLTLIEE N,

interface add <interface id list>
kAT AR — R &Y A MIBMLET,
1. AT A —Z BRI O HME
HIETEEE A,
2. fEOFEHIH
<interface id list> DIFEHE, F7o, EORERMAIC OV TIL, [NRIA—FITHRETE M) %
ZRLTLIEE N,

interface remove <interface id list>
kAT AR — R &2 Y A R GHIBRLET,
1. AT A —Z BRI O HME
HIETEEE A,
2. fEOFEHPH
<interface id list> DIFEHE, F7o, EORERMAICONWTIL, [T A—FITRHRETE 2MH] %
ZHRLTLIEE N,

[a7 2 FEREOBE]
AR b P 2 T L A

[BIE~NDFE]

L
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switchport isolation

[ERFE B R B 224 ]
REMETRS, GBS LET,

EEEIE]
1. AR— MR IEREREIT, switchport isolation =1 > R® interface THRE L7=R— Fb AN L, &

vy RERELLER— MO END 7 L—LEREELET, fLHHTHEEZMIET 2541F, A
avy REMFTOR— MIRELTLEEN,

(BgEa~<y K]

2L

112



switchport mac

switchport mac

MAC VLAN &R — O HREFRELET,

[AHRR]

THHROE
switchport mac vlan <VLAN ID list>
switchport mac native vlan <VLAN ID>
switchport mac dotlq vlan <VLAN ID list>

THROLETE
switchport mac {vlan <VLAN ID list> | vlan add <VLAN ID list> | vlan remove <VLAN ID list> |
native vlan <VLAN ID> }
switchport mac dot1q vlan{<VLAN ID list> | add <VLAN ID list> | remove <VLAN ID list>}

& WO HIBR
no switchport mac vlan

no switchport mac native vlan

no switchport mac dotlq vlan

[AAE—F]

(config-if)
[N A—=4]

vlan <VLAN ID list>

ZDOAR— M THE T MAC VLAN %23 E LE3, AHKHIA#72 MAC VLAN U X &3 E S iz Y

A NMIEEHLET,

1. ART A — AR O
B TE LA,

2. B DR EHPH
<VLAN ID list> O$8EH1E, F7o, HOREHIAICONWTIE R A—FIHRETE HHE) 25
LT &N,

native vlan <VLAN ID>
EEITEMAC 7 RLARKBERD 7 L— %2535 VLAN 3% E L ET, &EL VLAN T7
L—AEEETHZ b TEET, REAREZ VLAN (IR — k VLAN T,
1. ARXT A — & BREREO YT fE
EETEET A,
2. B ERMH
[(RTA—HIZIRETEDHME] 2BBLTLIIEIN,

dotlq vlan <VLAN ID list>
KNG A—HTHELIZVLAN U R D7 L—Ah% Tagged 7 L— LA THEELET, £/, &85
A =% TRE L7z VLAN T Tagged 7 L — A% ik ATRET Y, &4 E L7z VLAN LIt VLAN ©
Tagged 7 L — L% %Z(5 LICIGAITREIELE T,
P EAHEZ: VLAN 1374 — k VLAN #7213 MAC VLAN T3, switchport mac vlan =~ R Ti&/E L
72 VLAN IFi%E TE 8 A,
1. ARRT A —ZHWERE DR
BIETEEE A,
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switchport mac
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2. B DR EHiH
<VLAN ID list> O EFH1E, Tz, HOBRERIICHOWTIE [T A—FXITHETZX 5] =5
JRLTL &,

vlan add <VLAN ID list>
ZDR— hTHZ 72 MAC VLAN % VLAN U X MZiBIL 9,
1. AT A —H AR O A H
BHETEEH A,
2. fEDFE EHiPH
<VLAN ID list> O#EFE, £z, HEOREHMAICOWTL [RTA—FITIHETE 2MH] 2%
HRLTLZEN,

vlan remove <VLAN ID list>
ZDOFR— FTHZ A MAC VLAN % VLAN U X E 225 HIBRL £ T,
1. AT R —Z BRI O HME,
BHETEEH A,
2. fHDFR E i
<VLAN ID list> O45E 51, £z, HORERMFAICHOWTIE T XA —=FITHETE 5] &%
L TLZEN,

dotlq vlan add <VLAN ID list>
Z DA — T Tagged 7 L— A3tk alfg7: VLAN % VLAN U 2 MZBIML £3, RE e
VLAN (Z/R— k VLAN 721X MAC VLAN T, switchport mac vlan =~ > FC#E L7z VLAN (%
BETEERA,
1. AT R —ZH WSRO RIHE
A TEERE A,
2. {EDFR E i
<VLAN ID list> OfE %, £72, HO
L TLEENY,

EFPAICONWTIE [T A= ITHHETE 2 25

2t

dotlq vlan remove <VLAN ID list>
Z DR — N T Tagged 7 L — A0 Hiflkn[ 872 VLAN % VLAN U 2 "B HIBRL E 9,
1. ART A — 5 BN O X1 iE
BIETEEE A,
2. fEOFRE L
<VLAN ID list> OfESIE, £, HOREMAICOWVWTIE T A—FIEETE L] &%
L TLEENY,
[3< 2 FEBRREFDEIE]

72 L. switchport mode mac TMAC R— MIFEEL, Ra~vr FE2RELRWES, 774/ VLAN
TRTEELET,

72721, FRGEMRE & BN Ko C, #WEE% VLAN ICHE &7z MAC VLAN TikiBfE cE £,
[BIE~DEE]

2L

[EREED /BR324 ]

EHEER, T IGEMRICRKBENET,

s



(3

switchport mac

TEFEIE]
FEEA R AR — FTHD MAC R— M LA ¥ 2 33 EED BE) VLAN 24 Tz X v, VLAN AHEIT
B U ToHNESE, Tita~y REFEIT L CLRGETEREINEE A,

e #%4 VLAN O switchport mac vlan <> switchport mac vlan add T E
e #%4 VLAN @ no switchport mac <X° switchport mac vlan remove T®HI|FR

switchport mac dotlq vlan =~ > R CHE L7z VLAN 753?‘“@4: A3 > 7 VLAN FIEDFRFLH
VLAN [ZHE SN TV TS, Yi%F4 A F I v 7 VLAN @GR HBICFR S EE A,

[B&Ea< > K]

switchport mode

vlan mac-based
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switchport mac auto-vlan

switchport mac auto-vlan

no switchport mac auto-vlan =~ > KC, RBFEHEREIC X B 78FEH% VLAN 73 switchport mac vlan 2~ > K
THEEN/ VLAN & T2 &R TMETEALIICLET,

[ANRH]

THHDOFRE
no switchport mac auto-vlan

RO HIFR

switchport mac auto-vlan

[AAE—F]

(config-if)

(N5 A—=4]

2L

[a< > FERREFDENE]

FOREREREIC & B FBAEH. VLAN & switchport mac vlan =~ > R CHE S 72 VLAN L DZ%EAE %2 LEE
o

[BIE~DEE

1. KRa<wr RERET D&, switchport mac vlan =~ > R THE &L TV 720 VLAN % 78GE#% VLAN
LT BEAKD L AT I v VLAN SBGERERR S N E T,

(BgEa~<y K]

switchport mac vlan
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switchport mode

switchport mode

LAY 24087 2= ADRME (K- o) Z@ELET,

[ABRH]
RO - £
switchport mode {access | trunk | protocol-vlan | mac-vlan | dotlq-tunnel }

E O Bk

no switchport mode

[ABE—F]

(config-if)
[INSA—=4]

{access | trunk | protocol-vlan | mac-vlan | dotlqg-tunnel }
LAY 24527 x—A0RYE (K— o) 2RELET,

access
WMHA LV E T 2—RA%T VAR — MIEELET, JEVLAN F U v 7 HE, Untagged 7
L—A%%EFELET, VLAN bR U 7B, Tagged 7 L— 24, Untagged 7 L — A2 K 5T
EZELEYS, 77 E8AR—FE150 VLAN FiF AT £,

trunk
ML LE T 2—R e b T I R—MIRELET, T 7 R— bk Tid Untagged 7 L— A
&, Tagged 7L — L &EZELET,

protocol-vlan
WA L F T 2—R &7 ha)R— MIERELET, 7 v haiR— kT, Untagged 7
L—A&BEZELEY, 7L —2%EHE, To71L—2a07 0 b a V@ISV T VLAN %
PeE LET, Tagged 7 L— NIFEFLET,

mac-vlan
WA H T 2 — A% MAC A— MIFEELET, MAC &A—  Ti¥ Untagged 7 L — A & 5%
BELET, 7L—LZERL, 207 L —ADKEILMAC T FLAZHESWT VLAN 23 E L
F9, Tagged 7 L —AFBEFT L E7, 7272 L, switchport mac dotlqvlan =~ > RZHE LT
WAEAIL, Tagged 7 L— A Z ik L £,
dot1qg-tunnel
BHA L H T2 — A% bRV IR —MIRELET, horU 7 R— MTlE, Tagged 7
L—2X, Untagged 7 L— AL HFEZELET,
1. AT X —Z B R O HE
BMETETET A,
2. DO E FiFH
access, trunk, protocol-vlan, mac-vlan ¥ 72|13 dotlg-tunnel

[2< 2 FERSEF D ENE]

access (77 B AR—F) I[ZTHELET,

117



switchport mode
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[BE~DEE

[y

WHA L H T 2—RA% NT 7R — NMIEE LT2HE, switchport trunk =~ > KT allowed vlan %
HELTLESV, FTU7R—MIEEL, allowed vlan 3% E STV WSS, Hi%A V¥
Tz ATEHTRTOT L—LRNEEINET,

WA BT 2— A% S8 b aLR— MIERE L7E, switchport protocol =2~ KT/ m k2L
VLAN Z#RELTL7ZEV, 71 Fa3/L VLAN REESINTWRWEGES, YEA X T —R X T 7
TAR— N ERBEOBIEEL 720 F7,

UHA LU F T2 — R TROa7y RERELTWDIEA, Ka~v RTOERITTEERA,

¢ dotlx port-control

¢ mac-authentication port

¢ web-authentication port

VALV HTo—R% bR 7 R— MIRE LTEYA, VLAN i switchport access =1~ > R TCi%
EFLET, PRV IR =ML, 77405 VLAN ICHEMALEHA, T 74/ VLAN 21 H
T 5560%, BRI switchport access =7~ KT VLAN Z#%E L TL 728, VLAN R E SN T
WIRWEA, PR Y TAR— R TEHBRETEEEA,

EENIZ—DOTH RV U7 R— EPRRESNTWDEEENE, EESKN VLAN hor ) v 7 E—
Kz, 77E8AFR— xRV 7R —MERIUEES 0D £9,

(E&Ea< > K]

L



switchport protocol

switchport protocol

7u b anR— bOfFlRERELET,
[AARH]

THHRORE
switchport protocol vlan <VLAN ID list>
switchport protocol native vlan <VLAN ID>

THMDOIEHE
switchport protocol {vlan <VLAN ID list> | vlan add <VLAN ID list> | vlan remove <VLAN ID list>
| native vlan <VLAN ID>}

TH DI
no switchport protocol vlan
no switchport protocol native vlan

[ABE—F]

(config-if)
[N A—=42]

vlan <VLAN ID list>

ZOR—FNTHERT T bV VLAN % E L E T, EERIAL7 72 b 2L VLAN U A b &%

EINY A MIEESHBIET,

1. AT A —H B ORI
BB TEET A,

2. B ER
<VLAN ID list> Of8E 1L, F7o, HOREHMAIZONWTIE [RIFA—FIFRETEHHE) 25
LTSN,

native vlan <VLAN ID>
o harpnarZ 4 S —varb—H LRI L—hEEZETSH VLAN 2R ELE T, HEA
HE72 VLAN (4 — k VLAN T,
1. AT X —Z WO Y HME
AR TEEE A,
2. fEO EHiH
INFGA=ZZHRETE L) 2SRLTIEZEN,

vlan add <VLAN ID list>
ZOR—FTHRR T 1 k3L VLAN % VLAN U 2 MBI L ET,
1. ARRT A —H B ORI
BB TEET A,
2. EOHERH
<VLAN ID list> D8 E 1L, F£7o, HOREHMAIZONWTIE [RIFA—FIFRETEHHE) 25
LTSN,

vlan remove <VLAN ID list>
ZDOR— b THBAR T v k=L VLAN % VLAN U 2 R BHIRL £,
1. AT X — 2B RO Y HUE
B TETET A,
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switchport protocol

2. fEDFRE R
<VLAN ID list> OF5ETL, £z, HORERIMICHOWTT IRTA-XIIRETE HE 25
LT ZS0,

(3= FEEEFROEE]

72 L, switchport mode protocol T7' & h /LR — MIFREL, Ka~<vr FaEKds L, T 7416
VLAN TEIfEL £,

LBEANDEE]

L

[EREE D S AR 2244 ]

BEMEFS, TICEHICKMENE T,

CEEEIE]

1. 87272 b 2/L VLAN B—2O bR EINTWARWEAN, 7278 AR— M ERBEOEMEL 720 77,

2. ZFu bR — MIEE DT e h a2l VLAN 2% ET 584, 7o b=a/L VLAN O 7o b o L)y EE
L7Z2WVWE IR EL T E &N,

(B&Ea~v > K]
switchport mode
vlan protocol-based

vlan-protocol
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switchport trunk

switchport trunk

T R—TFDEREHELET,
[AARRK]

THHRORE
switchport trunk allowed vlan <VLAN ID list>
switchport trunk native vlan <VLAN ID>

fHMOZER
switchport trunk native vlan <VLAN ID>
switchport trunk allowed vlan {<VLAN ID list> | add <VLAN ID list> | remove <VLAN ID list>}

THH DR
no switchport trunk allowed vlan
no switchport trunk native vlan

[ABE—F]

(config-if)
[N A—=42]

native vlan <VLAN ID>
x4 7 47 VLAN (Untagged 7 L' — L% %5%(59 5 VLAN) ZREL£7, REWHEZ: VLAN X
A— F VLAN & MAC VLAN T¥, %A 7 4 7 VLAN Z#&7E L2R2WEA, 574/ F VLAN 283741
74 7 VLAN 2720 £,
1. AT A — 5 BWEREO WA fE
B TEEE A,
2. fEOERG
[T A—ZZIETE L) 23R LTLLIZEN,

allowed vlan <VLAN ID list>

N7 AR— b TEZET D VLAN ZRELE T,

RESNARWVLAN O 7 L— M IEF L £,

Untagged 7 L — L& EZETH720101%, *4 T 47 VLAN 2R ETLHILERNHY T3, R T4

7 VLAN % allowed vlan |Z3%E L7255 1%, Untagged 7 U— A& FEFE L £,

1. BT A —ZHMKOHHE
B TEETA,

2. DO E i
<VLAN ID list> OfESE, £z, MOBREMIAICOWVWTT T A—FITHETE D] &5
LTSS,

add <VLAN ID list>
HEFEHD VLAN U 2 MZ VLAN ZBL £,
1. ART A — KA WERE O YT
B TEER A,
2. D% EHpH
<VLAN ID list> D8 EH1E, £z, HEOREHIAICONWTIE [NRIFA—FIHRETE HHE) 25
RLTIZEN,

remove <VLAN ID list>
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switchport trunk
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HEFEHD VLAN U A 5 VLAN ZHIBR L £,

1. A/XT A — 2 BWERE O XA
B TEEEA,

2. DR E P
<VLAN ID list> O#EFE, £z, HEOREHMEAICOWTL [RTA—FITHETE 2H] 25
LT ESN,

(272 FEBROEE]

72 L, switchport mode trunk ThZ7 > 7R — MIFEELTWNT, Ka~vr F2HAK T LEETEEE
/‘/o

[BIE~DEE]

7L

[ER%FE fE 0D Je B 22 ]

BEMELE, TICEAICKBENET,
CEESE]

WAL H T2 =R N T 7 R— MR E LA, 7 allowed vlan #3%2E LT 72 &, allowed
vlan #RE LWV E, YA L H¥ T2 —ATT L—AEZERITOEE AL

%72, Untagged 7 L' — A b EZET2HE1E, Tiad/X7 A—Z il FIZFE U VLANID Z§%E LT 72
Uy,

¢ allowed vlan

e native vlan

HELTOWRWES, Ui%a1 ¥ 7 =—A0 Untagged 7 L— L ZFEHEL £7°,

(E&Ea< > K]

switchport mode

vlan



switchport vlan mapping

switchport vlan mapping

Tag BHEHRT U ZHRELET,
[ABRH]
WHDBE « 23
switchport vlan mapping <vlan tag> <vlan id>

E O Bk

no switchport vlan mapping <vlan tag> <vlan id>

[ABE—F]

(config-if)
[R5 A=5]
<vlan tag>
LAN ECfif3 5 VLAN Tag DA fRE L E7,
1. AT X —Z WO Y HME
AR TEEE A,
2. B O E i B
1~ 4094

<vlan id>
7L —2L%% 95 VLAN ©® VLANID ##HE L 7,
1. AT X — 2B R O Y HUE
BETETET A,
2. fEDOFE i
(NI A—=ZIZHETE L) 23R TLIIZEL,

[3< 2 FEEREFDEIE]
Tag ZHLL 8 A,

[BIE~NDEE]

2L

REMELE, TITEAICKBRSIET,

CEEZEIA]

Tag BH#1% HIT H729I21F, switchport vlan mapping enable Zf§ET 2 MLE N H Y £,

2. Tag BHT, YU F— IR RNT I FR— b DL EETHEHTT,

3. %4747 VLAN T, %%(5F 57 L—AIc Tag B4, Tag E#% 15 LT b ELICIE
EIhE® A, VLAN Tag, VLANID (2, *A 7 7 VLAN ® VLAN ID Z#E L2\ T 2 &
AN

4. Tag ZTENAZN 2R — bk TiE, switchport vlan mapping 23i% & S+7= VLAN Tag 7213 8 E2%{2 T %
9, Tag BH#EFHET DR — M T, %557 % VLAN Tag & VLANID »n—ET 255 TH
switchport vlan mapping Zi%E L T 72 &0,

—
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switchport vlan mapping
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(E&Ea< > K]

switchport mode trunk
switchport trunk

switchport vlan mapping enable



switchport vlan mapping enable

switchport vlan mapping enable

Tag ZHEZAMILET,
[AARH]

OB E
switchport vlan mapping enable

E O Bk

no switchport vlan mapping enable

[ABE—F]

(config-if)
[INSA—=4]

2L

[a< > FERERFDEE]
Tag ZEHITIES T,
[BIEE~NDEE]

2L

1. Tag ZZ&MW4 57-9I121%, switchport vlan mapping Z#5E T2 HLERH VY £9°,

2. Tag BHT, EMUF— IR T IR R— b DL EETEYTT,

3. Tag BN A 728K — b TlE, switchport vlan mapping 7233% & & 4172 VLAN Tag 7217 N 5% ET& £
9, Tag BMARET HA— M T, #%(57 25 VLAN Tag & VLANID B —#7T 5545 TH
switchport vlan mapping Z##% /& L T 7280y,

[(BEa~< > K]

switchport mode

switchport trunk

switchport vlan mapping
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vlian

vian

VLAN ([CE+ 2 HHEZRELET,

[ANRH]

DB « 2
vlan <VLAN ID>
vlan <VLAN ID list>
vlan <VLAN ID> protocol-based
vlan <VLAN ID list> protocol-based
vlan <VLAN ID> mac-based
vlan <VLAN ID list> mac-based

T DI BR
no vlan <VLAN ID>
no vlan <VLAN ID list>

[ABE—F]

(config)
(INTA—=42]

<VLAN ID>
VLANID 23 ELE7, Ka~v N&A1#, config-vlan E— NICBEI L 3,
1. RRT A — 2B O YA
B TEEREA,
2. A DX E i B
[RTA—ZIHRETE B 22 L TSN, 2720, HIROEA, 774/ k VLAN
(VLAN ID=1) |3 ETZ EH A,

<VLAN ID list>

B O VLANID #—ERE L ET, WO THRET D VLANID BREENTWEEE, %415

VLAN ZHHIER LE T, Aa~r K& AN, configvlan £— NIZBEI L £,

1. ARRT A — 2 AR ORI
B TEEHA,

2. fEOHERH
<VLAN ID list> Of8E 1L, £, HOREHAIZOWTIEL R A—FIBETE 5 2%
BLTLEEW, 2L, HIROEBRE, 574/~ VLAN (VLANID=1) (IR ETX EH A,

protocol-based

7’8 k2L VLAN OB ELET,

1. AT R —Z B ORIHE
A— K VLAN & 720 £7,

2. RXT A —FFHIFOEEFH
- 71 b =)L VLAN 2R E T 58513, protocol-based ZiRET D MENH D £,
« 3 CIZA— h VLAN 3 LT MAC VLAN & U CfERK L7= VLAN [ZIZERETE E£H A,
- VLAN koY U 7HRE L [FRFICRIH CTE £/ A,

mac-based
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vlan

MAC VLAN OBFAIZHRE L ET,
1. ARoRT A — AR ORI
A— K VLAN & 700 £,
2. AKRNRT X —H RO EE FIH
* MAC VLAN %% E7T 5546 1%, macbased ZiXETHHLERH Y £,
T TIZAR— M VLAN B L O 72 F 2L VLAN & U TERL L7- VLAN IZIZRETE EH A,
- VLAN bz o 7 Hee L RRFCRIHTE £ A,

[2< 2 FERSEF D ENE]
VLAN Z#%E L £8 A,
[BIE~NDEE]

2L

REMELE, TITEAICKBRIIET,

1. 77 4/L k VLAN (VLAN ID=1) I®IFELET, T/, FETXHHE L#EF O VLAN L3R
nET,

2. <VLANID list> TU A "NREEZTDH L, —JEICEHEDO VLAN [T 2R ENTEZET, LirL, 2=
YRO—EIIY A MREDE T (wAFavwr FE—FR) THEATEEHA, FEICOVWTE, KROFE
LTS IEEN,

BE av Uk TILFATY RE—FAIE
1 state {suspend | active} O
2 name X
3 protocol O
4 mac-address X

UL O - fEMmRe X SRR

3. 74/ h VLAN ©O#%E (VLANID=1) (Za> 747 b—var 77 AN FICHICFEEL, HIRTx
F¥ i, 74/ VLAN OFHHRIEIL, T XRTOR—FFRT 7 RAR—FE LTHELET,

4. 774 F VLAN TRETE 537 A—XOHEA, BLUT 74/ k VLAN [EA OEHEIZ SV TKIZ
%Liﬂdo

vlan =< K
vlan <> RTIL, IROEDO L H 12720 £9,

HE NG A—=4F A—HOREAS T 74Uk VLAN BB DO EIE

1 <VLAN ID> A ([EEE) BRI E SNET,
(1) [EE, £ LHIBRART,

2 <VLAN ID list> A (EER) -
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vlian

% NS A=A A—YOREAE T 74 JL b VLAN EH D EIE
3 protocol-based X AR— k VLAN
4 mac-based X A— k VLAN

s

OB A FEECTREMRE X : BEAAT — &L LR

g

config-vlan €— Fa< K
config-vlan E— Ka <> FTIX, ROEXRDO XL HIZ720 9,

BE =N INTA—4 1—H Dk T 74Uk VLAN HE D EE
EAE
1 state {suspend | active} — O —
2 name <string> O -
3 protocol <Protocol name> X —
4 mac-address <MAC> X —

OLB) O BETRE X RAERT  — S LN

T
]

5. vlan =~ FCTVLAN %# 4k 3% &, interface vlan 2~ KT VLAN A > ¥ 7 = — A ZIERPHE
AHEICZ2 D £9, vlan =~ R T4 L72 VLAN (2% L T no interface vlan =~ > N CHIFRCT& %
9, F7z, interface vlan =~ > K TAEK L7= VLAN IZ% L Cnovlan =~ RCHIBRTAZ L T
e 8

6. novlan =~ N THE) VLAN H12% ® VLAN Z45& L7254, MAC A — MIHBEGE S 72 VLAN
HEIL, ZUMmARORBIELMBRSNET,

(E&Ea< > K]

L
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vlan-dot1g-ethertype

vlan-dot1qg-ethertype

VLAN Tag @ TPID 2% E L 7,

[AHRR]

THRORE « BHE
vlan-dotlq-ethertype <hex>

LRl
no vlan-dot1lq-ethertype

[ABE—F]

(config)
[INSA—=4]

<hex>
ARAEE DT D VLAN Tag @ TPID fEEZRE L ET, Aa~vy RTEEBRROT 7 1V MEEZRE L
£7
1. AT A — 5 BRER O R HIE
B TE LA,
2. fH O E R
413 7=0 16 HEE

[2< > FEEEFRDEE]

TPID fif & LT 0x8100 ZfH L £J, 7272 L, switchport dotlq ethertype NEE I TV 5 [EIFRIT
DOREMZ TPID A& L THEHLET,

[BIE~NDRFE]

2L

[EREMED R BR 2]

BEMAER, FICERICKMENET,
EEHE]

L

1

(BEEa~v > K]

L
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vlan-protocol

vlan-protocol

130

7v fha )L VLAN o7 a F a4 ReE7a ha) VW is#%E LET,

[ANRH]

=5 e | R
EMORE - BF
vlan-protocol <Protocol name> [ethertype <HEX enum>] [llc <HEX enum>] [snap-ethertype <HEX

enum>]

RO HIR

no vlan-protocol <Protocol name>

[AAE—F]

(config)
(/N5 A—=4]

<Protocol name>
7’1 k20 VLAN OREIHEN T 570 b a A HesEL£7,
1. AT X —Z B O HME
A TEEREA,
2. fHDFR E HiH
14 LFLADOLFFITRE L T LIV, HEFATRRR L FIZOWVWTIE IRFA—FIHETE S
] » MEEOXFH] 22 LTIZE0,

ethertype <HEX enum>
EthernetV2 .7 L — 4 ® EtherType 2% E L £7,
1. AT X —Z B O HME
2L
2. fHDFR E i
4 7= 16 %K

llc <HEX enum>
802.3 JERX.7 L—2 A ® LLC £ (DSAP, SSAP) #&EL £,
1. AT X —Z RS ORIHME
L
2. fEOHEFG
4 7= 16 %K

snap-ethertype <HEX enum>
802.3 JTE.7 L — 2 ® EtherType fEZ R E L £,
1. ART A — 5 BN O X1 fiE
L
2. EDRE R
4 1F7-D 16 #EHK

(2~ FEEEROEE]

L



vlan-protocol

LEE~OHE
L
[ER7E B 0D fx B 5244 ]

REMEFRR, TIGERICMEET, 7272L, 7’1 k2L VLAN @ protocol =< K TiRE I
TR 7' e hauiZ oW T, protocol 2~ R TFu Fa VAR HEINTE & XIS ET,

[CFEEIE]

1. EtherType i (4 F7-® 16 #50) 12 05£f LI T DA E L7-%HE1E, 0000 TEMEL £,

2. <HEX enum> iZ EtherType 8 (4 F7-® 16 #3%) % 1 @E /2 TEHERECEET, EEEZRET
L%alE, ar~< () TRE-TLEIN,

3. ethertype, llc, snap-ethertype [FNEAFTA)TE E9 725, #EMH =~ N show running-config T
%, ethertype, llc, snap-ethertype DJHICE RSN E T,
14T H K 16 8 EtherType 2% E T& £7°,
TR L7 a b a2 R ETE /A, (5l : vlan-protocol xxx ethertype <HEX> llc<HEX>
ethertype<HEX>)

6. protocol Z~¥ > RTHELTWA Y 1 I VAFRITHIBRTE £ A,

(BEEa~< > K]

protocol
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instance

name

revision

spanning-tree bpdufilter

spanning-tree bpduguard

spanning-tree cost

spanning-tree disable

spanning-tree guard

spanning-tree link-type

spanning-tree loopguard default

spanning-tree mode

spanning-tree mst configuration

spanning-tree mst cost

spanning-tree mst forward-time

spanning-tree mst hello-time

spanning-tree mst max-age

spanning-tree mst max-hops

spanning-tree mst port-priority

spanning-tree mst root priority

spanning-tree mst transmission-limit

spanning-tree pathcost method

spanning-tree port-priority

spanning-tree portfast

spanning-tree portfast bpduguard default
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134

spanning-tree portfast default

spanning-tree single

spanning-tree single cost

spanning-tree single forward-time

spanning-tree single hello-time

spanning-tree single max-age

spanning-tree single mode

spanning-tree single pathcost method

spanning-tree single port-priority

spanning-tree single priority

spanning-tree single transmission-limit

spanning-tree vlan

spanning-tree vlan cost

spanning-tree vlan forward-time

spanning-tree vlan hello-time

spanning-tree vlan max-age

spanning-tree vian mode

spanning-tree vlan pathcost method

spanning-tree vlan port-priority

spanning-tree vlan priority

spanning-tree vlan transmission-limit




instance

instance

~IVFFNANR= TV Y —D MST A v A Z L AZHET S VLAN 2R ELET,

[AHRR]

THMORE « AR
instance <MSTI ID> vlans <VLAN ID list>

R O BB
no instance <MSTI ID>

[ABE—F]

(config-mst)
[INSA—=4]

<MSTI ID>
MST A > A& A ID Z&ELE7,
1. AT X —Z WO Y HME
A TEERFA,
2. (DR EHF
0~ 4095

vlans <VLAN ID list>

MST A > A% 2R T % VLAN 2% E LE3, —>2? VLANID 2% ETE 5130, N~NA 7

(), v~ () ZEMLTHEHED VLANID O—ERES TXE7,

1. AT X —Z B O Y HME
AR TEEE A,

2. [l DR EHiFH
<VLAN ID list> O%EHE, £/, HO
LTSN,

3. RNRT A —ZERHREOFEEFIH
« MST o > A% > A2 ID0 21E, 1E020D MST A v A X 2 AIZJE LTV VLAN T _COETE L
3 I

AU MST V=3 U E#ERT 57201201, MST A VA X A ID EANRT A—Z CTHRETD

VLAN ID, XM name /37 A ~§70)1 L revision /X7 A —X Ofia MST V— 3 VN T—3
SHELZMERHY FT,

[O<7 Y FEREDOENE]
4 ~_TO VLAN 2 MST A v 2% > 2 IDO IZF/E L £,

EFRHIZOWTE [RIA—=ZITHRETE 2E] &5

e

[BIE~NDFE]
spanning-tree mode 2~ K CTmst T L TCWAHE, MaYOFHEAEICL-T, MR YO
DT T HETEER LD F9,

[ERFE (B O = BR 524 ]
REMEER, T ICEMICKBRSRET,

i
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instance

CEEEIE]
1. MST A > A% > 2 IDO 23 5 1E#HiE, show =2~ FTIIERLERA,

[BEEav > K]

spanning-tree mst configuration
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name

name

YIVFFNANR= TV ) —D Y —2 g U ERBAT AT O0OFHZHELET,
[AARRK]

THMORE « AR
name <Name>

fE O HI

no name

[ABE—F]

(config-mst)
[INSA—=42]

<Name>

U= g U EHNT A0 FIERELET,

1. AT A —H AR ORI
A TEERA,

2. fEOKEFG
32 LFLINDOICFHNITHRE L T ZE, BEFRERLFIZONTIE (NTA—FIZIRETE S
fE] 2L TEIN,

3. AT A — X RO EE R
FCMST V—2 3 v EHERT D702, AT A—4H L revision /37 A — % DfE, BIW
MST A > A% A ID & vlans /37 A —% TiXE$T 5 VLANID # MST V —Y a VN T—HH
LHVERDHY F£7,

[2< > FAEBREFDENE]
name 7 Null TEMEL £9°,

0|

BEE~NDEE
spanning-tree mode 2~ > RTmst ZiXE L TWAHHE, MrPOBHEICELIST, MArYORMR
DT THETHEWRE R E7,

[EREfE ) R BRE2H]

REMEES, +ICERICRKRShET,
[EEEE]

2L

[B&Ea< > K]

spanning-tree mst configuration
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revision

revision

138

SNFTNANR=Z T Y —D) =V a v E#RNT A0 vV a U BSERELET,
[AARK]
THMORE « AR

revision <Version>

H OBk

no revision

[ABE—F]

(config-mst)
(NS A—=42]
<Version>
V=V a &l T a0l vrarFEaelELET,
1. RRT A — 2 BWEREOHHE
AT EHA,
2. E DR T HiH
0 ~ 65535
3. ARRTA—ZFEHREOEEFIH
FLUMST U—" a3 U EBRT 2720I101%, A8T A—F & name /X7 A —% OfE, XV MST
A AH A ID & vlans /N7 A—H TEET S VLANID % MST UV —V 3 VINT—HXH 544
FERHY ET,
[a7 Y FEREFDENE]

revision 73 0 TEIEL £,

[BIE~NDFE]

spanning-tree mode 2~ KT mst X E L TWHHE, M YORHAIZL-T, MRrYOERK
BT THETHIERERD ET,

[EREMED & BRE2H ]

REMEER, T CIGERIC KBS ET,
CEEFEE]

L

(BgEa~<y K]

spanning-tree mst configuration



spanning-tree bpdufilter

spanning-tree bpdufilter

MU AR— MZBPDU 7 4 VA BREARE L ET, Ka~vr NiE, PVST+, o I AAAN= 7Y —
<V IVFFNANR= I ) —DFYR— MCEA LET,

[AHFRH]

WHORE
spanning-tree bpdufilter enable

RO HIER

no spanning-tree bpdufilter

[AAE—F]

(config-if)

[I8T A—4]

2L

[2< > FABREFDEIE]

L

BE~NDEE]

L

[EXTEME D I i 224 ]

BREMMERR, T ICERICKBEINET,
EEEIE]

1. Ka~wy R&ERELEEA, BPDU H— FEREIXES 7220 £,
[(BEEa~< > K]

L
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spanning-tree bpduguard

spanning-tree bpduguard

MR — MZ, BPDU — FigEAREL T, Ao~ RiE, PVST+, I NANR= 7Y ) —, <
WTFTNANR= 7Y ) =D R — MMIEA L, PortFast $fEZ 5% E LizA— M TEHEL £9°,

[ABRH]
fHMOBRE - £H

spanning-tree bpduguard { enable | disable }
TH DI

no spanning-tree bpduguard

[AAE—F]

(config-if)
(NS A—4]
{ enable | disable }
enable 3% & L7234, BPDU & — FiREZ @ H L £ 9, disable 2% E€ L7-%4, BPDU 4 — K%
REDEIEZEHLET,
1. AT 2 —Z B O HE
BMETEEH A,
2. O EHIPH
enable %7213 disable

(2= Y FEEEFROEE]

spanning-tree portfast bpduguard default =~ > RO EIZIENE T,

BE~NDEE]

2L

[ER%FE fE 0D Je B 22 ]

BEMAER, FICERIC KM ENET,
CEESE]

2L

(B&Ea< > K]
spanning-tree portfast default
spanning-tree portfast

spanning-tree portfast bpduguard default
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spanning-tree cost

spanning-tree cost

YR —FDONRRI R 2R ELET, Ka~v KL, PVST+, Yo IV AR= IV Y — < LF T )L
AN 7Y ) — (A L ET,

[AHFRH]

fHMOBRE - £H
spanning-tree cost <Cost>

RO HIER

no spanning-tree cost

[AAE—F]

(config-if)
[185A—=4]

<Cost>
NAAAMEZBELET, A MEANNSWIZLE, YT 57 Lb—Lhaiikd 28—~ LTHA
T oA Em <R £7,
1. AT X — 2B O HE
B TEETA,
2. DR E i
spanning-tree pathcost method =~ > KT short Zi% /& L7=HE&
1~ 65535
spanning-tree pathcost method =~ KT long Z &% /€ L7=HE
1 ~ 200000000
3. RRT A —FEHREOFEFH
NRAIRAMENEDLDZ L TIRRUEEARRETLIHERH £7,

[2< 2 FERSEF D ENE]

spanning-tree pathcost method =~ > ROFEEIHEY, NA X NEEALET,

[BIE~NDEE]
2L
[EXTEfE D R BR 221 ]

BEMAE R, < ICERICKBESLET,
[EEFHE]

1. spanning-tree vlan cost =~ > N, spanning-tree single cost =~ > K, F 721X spanning-tree mst
cost v REBRELTCWDEEIE, Ko~y ROMEITHEA L EEA,

2. spanning-tree vlan pathcost method =~ > R ¥ 72/% spanning-tree single pathcost method =~ > K
EHRELTWAEEIL, Ao~y ROEIT@EH L EEA,

[BEEa~< Y K]
spanning-tree pathcost method

spanning-tree vlan pathcost method
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spanning-tree cost

142

spanning-tree vlan cost
spanning-tree single pathcost method
spanning-tree single cost

spanning-tree mst cost



spanning-tree disable

spanning-tree disable

PVST+, LV I NANR= Y ) L FFNANR= T Y —D AR I ) — R DAE I % 38 E
L9,

[ABRK]

R OHE

spanning-tree disable

RO HIER

no spanning-tree disable

[AAE—F]

(config)

[I8T A—4]

2L

[2< > FABREFDEIE]
AR= 7YY —=NEELET,

[BIE~NDEE]

2L

[BXEMED R BRE2H]
REEEER, T IERICKBENET,
CEFEEIE]

2L

[BEEa~< > K]

L
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spanning-tree guard

spanning-tree guard

144

MR — M, H— FEREEARELET, Ao~ KL, PVST+, YU I NAR= Y ) —, < )LF 7
WANRZ T Y —DF%YS AR — MIEH L ET,

[ABRH]
fHMOBRE - £H
spanning-tree guard { loop | none | root }

RO HIFR

no spanning-tree guard

[AAE—F]

(config-if)
354 —4]
{loop | none | root }
loop : YA — M= — FERAHEHALES, AV TFINNAR= 7Y Y —TldA—7H—F
ITEME L 8 A,
none : YR — hDONL—T T — K « — hH— FEEREZEIELE T,
root : YR — MI— b — R x@EH L3,
1. AT X —ZEBWR O HME
AR TEEHE A,
2. fEH DR EHiPH
loop, none, 721X root

[3< 2 FEBRREFDEIE]

Jb—7F 77— FHHE : spanning-tree loopguard default =< > KOFEIHEVET,
Jb— A — FHERE  BEL £ A,

[BIE~DEE]

2L

[EREED /BR324 ]

N—T I — RERGE -
 spanning-tree portfast default =~ > K F£ 72| spanning-tree portfast =~ > KRR EIN TN D
e, V=7 — RREIIR®RINEE A,
 spanning-tree portfast default =~ > K, spanning-tree portfast 2~ NOREZHIERT D &, T
SEEN—TH— FO@ER BB L ET,

Jo— M — REE :
s REH, TITHEAICKBSILET,
CEXEFEIA]

1. spanning-tree portfast default =~ N % 7={Z spanning-tree portfast 2~ RAEEIN TV D%
G, V=T H— FREFIXMEINET A, V— b — FEREIIRMmEINET,



spanning-tree guard

[BEEa<> K]

spanning-tree loopguard default
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spanning-tree link-type

spanning-tree link-type

146

BUR— DV I A TE2FRELET, Kavr RiE, PVST+, Yo I AAR= 7Y ) —, v F T
WANRZ 7Y Y —D3%Y4 AR — MIH LEJ, spanning-tree mode =~ > R C rapid-pvst ¥ 7213 mst
ZPRE L1254, B XN spanning-tree vlan mode =~ > K C rapid-pvst 3% E L7=HA, @E bRy
EHETHIZE, 7V v PR Point-to-Point T2 iX72 Y £¥ A, spanning-tree single mode =
~ > R Trapid-stp @€ L72hey, @l bR w PEEZT 512, 7V v PR Point-to-Point T
RTFIUTR Y A,

[AHRH]

fHMOBRE - £H

spanning-tree link-type { point-to-point | shared }

E RO Bk

no spanning-tree link-type

[AAE—F]

(config-if)
[T A—=4]
{ point-to-point | shared }

point-to-point Z iR E L 7=H4A, U 7 ¥ A 7T Point-to-Point ##i % @ L £ 7, shared #5%E L

72854, Vo7 2 A 7T shared #fc 2w H L £ 9,

1. AR/NT A — 2 BRI D FIHE

B TEEREA,
2. fEDFR E i
point-to-point ¥ 72 1% shared
[a< > FERREDOEE]
4T HAR— FDOEAIL point-to-point, ¥ _HR— kDAL shared & L TEMEL £,
LRIE~NDEE]
2L
[EXEE D I Bl 224 ]
REMAERR, T ICEHICKBEET,
CrExE]
1. point-to-point 7%/ E L7=4, STP ATt — R HEME IREENEIEL £, shared 7% € L7123
&, STP H#E— N HEE IRHEEITEMEL A,

(BEav > K]
spanning-tree mode
spanning-tree vlan mode

spanning-tree single mode



spanning-tree loopguard default

spanning-tree loopguard default

N—T H— FEEET 7 4V P TRELE T, Ka~r Fig, PVST+, YU 7N A= TV —DR—

rTHMIR Y £77,
[AARK]

WHORE
spanning-tree loopguard default

RO HIER

no spanning-tree loopguard default

[AAE—F]

(config)
[185A—=4]
el

[2< > FEEEFDE)E]

spanning-tree guard 2~ REZRE L TWDH5E, ZOREICENET,

spanning-tree guard =¥ REFRE L T WG, BIfELEHA,

BE~DFE
L

[EXTEfE D R AR 2R ]

* spanning-tree portfast default =~ > K% 721X spanning-tree portfast =~ RMRREIN TV 5

B, =T FREFRBRENEE A,

* spanning-tree portfast default =~ > F, spanning-tree portfast 2~ ROFELHIRT D &, <

V=7 H— ROEHZBB L ET,

[EEHIE]

1. spanning-tree portfast default =~ N %7213 spanning-tree portfast 2~ RFREIN TV 55

B, =T W= FREFKBR S EE A,

(BAEa~> K]

spanning-tree guard
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spanning-tree mode

spanning-tree mode

148

AR TV ) —DEMEE— REZTELET, Ka~vr RiE, Yo7 Ax=2 27 ) —Pisko PVST+,
VT T NAR= 7Y ) — i LE T, PVST+ OEEET — K C spanning-tree vlan mode =~ K%
RELTWLHEIE, ZTORTEIHENET,

[ABRH]

MO E - AR

spanning-tree mode { pvst | rapid-pvst | mst }

THHOHIBR

no spanning-tree mode

[ABE—F]

(config)
(NS A—4]

{pvst | rapid-pvst | mst}

FRHT278 halzBRELET, A= 7YY —ERPICT e NaVEER LREE, A=y
7Y —EHYEUE L E T, pvst ZRE LTEHE, TXITOARR= 7Y =R PVST+ Ziifl L&
7, rapid-pvst ZRE LIZBE, TRTOAR=UZ Y Y —2Ed PVST+ 2#8M LET, mst 23%
ELEEE, TR_RTORR= Y Y =RV FFNAR= 7Y ) —2HEALET, 7 AaR
=2 7Y ) —EEAT 5561, pvst T2l rapid-pvst ZERETHLENRH Y £,
1. AR/NT A — 2 BRI DO RIHE

B TEERE A,
2. fEDFR E HiH

pvst, rapid-pvst, F72/% mst

(3= FEEFROEE]

a7 4 7 b— g b L THRAYIC spanning-tree mode pvst 235%€ SN £,
[BIE~DFEE]

MR YOHEHFEICL ST, MR YOBRNKRT 5 E TEERE 20 5,
[EREMED BR324 ]

BB E Y, TICGERICKmENET,

CEXEFEIA]

L

(E&Ea< > K]

spanning-tree link-type



spanning-tree mst configuration

spanning-tree mst configuration

YNFTNVAR=Z TV Y =D Y =V a VBRI BERIERAERET H72HD, config-mst T — NITBIT
LET, AEREZHIBRLZEA, T TIKEREL TS U —2 3 VIBRICKLE 2R Z2 T THIBR L £,

[AHFRH]

THHDOFRE
spanning-tree mst configuration

RO HIER

no spanning-tree mst configuration

[AAE—F]

(config)
[N A—=%]

2L

[3< 2 FEERREFDEIE]

L

[BIE~NDEE]

2L

[ERTEMED R BR 1]

REEEER, T IERICKBENET,
CEFEEIE]

2L

[BEEa~< > K]

instance

name

revision
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spanning-tree mst cost

spanning-tree mst cost

YNFTNANR= T ) —D%E R — FDONAARX N ERELET,

[AARK]
THROBRE - R
spanning-tree mst <MSTI ID list> cost <Cost>

H o Bk

no spanning-tree mst <MSTI ID list> cost

[ABE—F]

(config-if)
(NS A—=4]
<MSTI ID list>
MST A > A Z 2 ZID ZRELET, —DOOMST A L AF L AID ZRETE HIED, ~NA T
(), v~ () ZHEALTEKDO MST A v A X A ID O—fEHFEDL T £1,
1. RRT A — 2B ORHE
BT EHA,
2. fHORR EHIFH
0~ 4095

<Cost>
NRAAA MEERRZRELET, TR MEWNNSWIEE, #4457 L —axiE%T 28— & LT
T B AR E L 220 T,
1. RRT A — LB ORI HE
BIETEEHA,
2. HORER
1 ~ 200000000
3. AT A — 2 ff O HIH
SNAAAMERE DD Z LT R VERRREET DHARH Y £
[O<7 2 FERREFDEIE]

spanning-tree cost 2 v ROREITHEVE T,

[BIE~NDFE]

2L

CEEFIE]

(B&Ea< > K]

spanning-tree cost
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spanning-tree mst forward-time

spanning-tree mst forward-time

CNFTNANR= TV ) —OREERICET M2 ELET,
[AARRK]

DB « 23
spanning-tree mst forward-time <Seconds>

T O HIR
no spanning-tree mst forward-time
[AHAE—F]
(config)
[/ A—=%4]
<Seconds>
A— MR EERICE T DM 2 AL CRE L E T,
stp-compatible €— FOKR— F DA, VA=V TREE, T —= 0 7R ER R U HERF L £

7, stp-compatible E— RDOR— FTRWEE, T4 AW —7 1 7KiE, 7 —=0 7REBEZRIERE
M7ZZTMEFFLET (72720, A I X AREEERNRAE LIGATE0 T,
1. ART R —Z KSR OYIHE
B TEET A,
2. O E
4~30 (B)

[a< 2 FEREOBE]
R b SRAEERICET HEHIE 15 B CEIfEL £

[EIE~NDFEE]

2L

[EX E B D /R BRE2H ]

BEMAER, TICEMICKBmRSNET,
CEFESEIE]

2L

(BEa< > K]

2L
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spanning-tree mst hello-time

spanning-tree mst hello-time

152

~WVFF N A= ) —@ BPDU OEERRERELET,

[AAR]
WRORE - LT
spanning-tree mst hello-time <Hello time>

E o Bk

no spanning-tree mst hello-time

[ABE—F]

(config)
(NS A—=42]

<Hello time>
ASEE N TR ER(ET D BPDU O EZ BB TRELET,
1. AT X —Z RO YIHME
B TEERA,
2. fEORR EHiH
1~10 ()
3. AT A —H OIS TIE
1ERETHE, MARBUEERRELLT LY ET,

(2= Y FEEEFROEE]

BPDU O*fEMIMRIZ 2 TEIEL £

BE~NDEE]

2L

[ER%FE fE 0D Je B 22 ]

BEWAER, TICEMCKBENET,
CEESE]

2L

(B&Ea~<v > K]

2L



spanning-tree mst max-age

spanning-tree mst max-age

<V IVFTNANR= TV ) —DE(ET D BPDU O KA R Z5%E LE T,

[AHRR]

DB « 23
spanning-tree mst max-age <Seconds>

E O Bk

no spanning-tree mst max-age

[ABE—F]

(config)
[INSA—=4]

<Seconds>
AILE N EIE T H BPDU O KA R 2 AL TRROE L £ 75
1. AT X —Z B O Y HME
AR TEEE A,
2. fHOR EHiH
6~ 40 (B)
3. RRT A —FEHREOFEFH
20 KEDMEARTET DHE, AR UEENREELLTL D E7,

[37 2 FERRERDEIE]

K5 T % BPDU O KARIFMIL 20 P TEMEL £9,
[EE~DFEE]

7L

[EREMED R BR 2]

BEMELE, TICEAICKBENET,
EEHE]

L
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spanning-tree mst max-hops

spanning-tree mst max-hops

~WVFTNANR= 7Y ) —0 BPDU O Kk Fhv Ly b gaRE LE T,

[ANRH]

RO - £
spanning-tree mst max-hops <Hop number>
spanning-tree mst <MSTI ID list> max-hops <Hop number>

TH DI
no spanning-tree mst max-hops
no spanning-tree mst <MSTI ID list> max-hops

[ABE—F]
(config)

(INTA—=42]
<MSTI ID list>

MST A v AZ L AID ZHRELET, —DOOMST A AX L AID ZRETE DI, ATV
(), 2r= () ZHEALTEEDO MST A > A Z A ID O—FEREL TX £,
1. AT X —Z B O HHE
FTRTOMST AV AF L ARKGITI 0 £,
2. {EDFX E i
0 ~ 4095

<Hop number>
AEEENRET D BPDU ORRFy 7T MERELET,
1. ART A — 2B OFTHIE
20
2. fEOFRE
2~40

[O<7 Y FEREDENE]
BPDU O KAy 7 H o FEE 20 TEMEL 97,

[BE~NDEE]

2L

[ER%FE fE 0D Je B 22 ]

BEMAER, TICERICKMENET,
CEEFIE]

2L

L
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spanning-tree mst port-priority

spanning-tree mst port-priority

~IWVFTNANR= TV =D, MST A LV AX AT L DN R— NOEREZRELET,

[AARH]
THRORE « BHE
spanning-tree mst <MSTI ID list> port-priority <Priority>

T O HIBR
no spanning-tree mst <MSTI ID list> port-priority

[ADE—FK]
(config-if)
[INTA—4]
<MSTI ID list>
MST A AZ L AID #BELET, ~DOOMST AL AX L AID %BETXBIEIN, AT
(), ar< () ZEALTEHEDOMST A 2% AID O—EREL TX X7,
1. AT X — 2 BREEE O 9]
B TEERA,

2. (EORBEHA
0 ~ 4095

<Priority>
A— NOBEEEZRE LET, 16 OfFKER— MELE L LTERLET, BRI WIE EEEER
m< 7R ET,
1. AT A —Z BRI O HME
B CTXEHA,
2. EO EHB
0~ 240
3. RNRT A —ZERHREOFEEFIH
A= MEBEENEDLDLZ LIZE ST, MNARYEERNRETLIHENH Y 7,
[a< > FERERFDEE]
spanning-tree port-priority =~ > RO EIHEVVE T, spanning-tree port-priority =~ > KO ED 72
WAL, A— MESEE 128 L LTEIEL £,
[BE~NDFE]

2L

BREBD RBRELE]

REMEER, 3 ICEMICKmSNET,
[EEFEIA]

7L

(BAEa~<> K]

spanning-tree port-priority

l_|
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spanning-tree mst root priority

spanning-tree mst root priority

CNVFTNANR= T I —DMST A VAL AT DT Y v BEEEZRELET,

[ABRH]
Wl ORE < £
spanning-tree mst <MSTI ID list> root priority <Priority>

E o Bk

no spanning-tree mst <MSTI ID list> root priority

[ABE—F]

(config)
(RS A—=4]
<MSTI ID list>
MST A > AZ 2 ZID ZRELET, —DOOMST A L AF L AID ZRETE HIED, ~NA T
(), ar~< () ZEMLTHEED MST A v A% A ID O—FEREDL TE £,
1. AT X —Z WO WA
AT EHA,
2. fHORREHIFH
0~ 4095

<Priority>
TV o VEREERELET, ENNIWVIEEEEENEL LD £9, 4096 O E T D » UEIE
ELTHALET,
1. AT X —F B W O WA
AT ERA,
2. B DR EHiPH
0 ~ 61440
3. AT A= ERFOIEEEHE
TV DEBEENEDLDZLICL ST, FRe UVEENRETIRANHY 7,
[O<7 Y FERREDOENE]
7 v VSR ET 32768 TEMEL £,
LBEANDEE]
L
SR TEE D S B 2244 1
EEEES, TIERICKR S ET,

CEEFIE]

L

[y |

5
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spanning-tree mst transmission-limit

spanning-tree mst transmission-limit

< IVF TN A= 7 ) —d hello-time 272V 2218 T& 55Kk BPDU 4 3&%E L £,

[AARH]
RO - £
spanning-tree mst transmission-limit <Counts>

E O Bk

no spanning-tree mst transmission-limit

[ABE—F]

(config)
[INSA—=4]
<Counts>
hello-time %472 ¥ |Zi6(5 T&X 5K BPDU iz & LET,
1. ARRT A —H BN D FIHiE
AT EE A,
2. fEDFEHFH
1~10

[a< Y FERFOBE]
EET& 55K BPDU %03 3 TEIEL £,

[BE~NDFE]
L
[ERFEME D R BR 221 ]

157



spanning-tree pathcost method

spanning-tree pathcost method

158

A= bhDN_NZT R M 16bit EEFEHT 52, 32bit HEEHTL20ERELET, Ko< FiX, v LT
FNAN= T ) —=PsD, PVST+, U TNANR= 7 ) — A LET,

spanning-tree vlan pathcost method =+ > N'¥ 72|% spanning-tree single pathcost method =~ > K%
FHELTWDIELAIL, Ao~y FOFEITEHLET A,

spanning-tree cost =~ N, spanning-tree vlan cost 2~ > N, F72|% spanning-tree single cost =~
YV ROBREEEAW LGS, WA R MNIA X7 =—AHE L spanning-tree pathcost method =~ >
ROBREIZL - T, TRROEEZHEHLET,

* spanning-tree pathcost method =~ > K C short 2% E L7=%H4H
10Mbit/s : 100
100Mbit/s : 19
1Gbit/s : 4
10GDbit/s : 2
 spanning-tree pathcost method =~ KT long ##% € L7=HE&
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000
10Gbit/s : 2000

[ABRH]
fHMOBRE - £H

spanning-tree pathcost method { long | short }
TH DI

no spanning-tree pathcost method

[AAE—F]

(config)
(NS A—4]

{long | short}
long #%E L%, 32bit HAEH LE T, short 3K E L7-%HE, 16bit fHAMHEH L E3,
1. AT X —Z B O HE
A TCEERE A,
2. fHDFR EHiHH
long F721% short
3. RRT A —FERHREOERFIH
c RRAANDF T 4V MEREDL Y £7,
c NRRAIAMENEDDHZ ETRRRVERRNRETLIHERNDHY 77,
« /XA AR T 65536 LA EDOMEZBRE L TV 2O5E1E, short (AT T2 Z LT TEEREA,

(a7 Y FEREBDOENE]
/XA 3 A hE— KL short TEMEL £,



[BEE~DEE

L

[y

spanning-tree pathcost method

spanning-tree mode =~ N C mst Z5% /& L7eHE, vAF T IVA/R=0 7 U —73 32bit B TEIE

L %9, spanning-tree cost T~ KT 65536 LA LD /A3 MEEARET H-0I2IE, Aa<w KT

long #F%E L TR LERH Y 77,

spanning-tree mst cost 2~ R T/NZA 3 A ME%

oo
[BEEa~< > K]
spanning-tree cost
spanning-tree vlan pathcost method
spanning-tree vlan cost
spanning-tree single pathcost method

spanning-tree single cost

e

ETHHEEIEL, Ra~vy ROREIILEDH Y £H
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spanning-tree port-priority

spanning-tree port-priority

160

FUR—PFOR— MBEEEZRELET, Ka<r NiE, PVST+, I AR 7V ) — < LFF
WANR= 7Y —THEH LET,
[ABRH]

fHMOBRE - £H
spanning-tree port-priority <Priority>

THH DR
no spanning-tree port-priority
[ABE—F]
(config-if)
[/85 A—4]
<Priority>
A= FOEBEELRTELET, 16 OEHER— MESLEL LTEHLET, ER/NI W EEEEN
m< 22 ET,
1. ART A — 2B OFIHE
BIETEFEE A,
2. fEOFRE L
0~ 240
3. BT A—ZEREOEEFH
A= MERENEDLDLZLIZL ST, NARVERERRETLIHENHY 77,
[a< > FERREFDENE]

spanning-tree vlan port-priority =< K, spanning-tree single port-priority =~ > F, F72i%
spanning-tree mst port-priority =2~ > ROFEIENET, Z IR L3~y ROEENZWIGET,
A— MESEEA 128 L LTEMEL £,

BIE~NDFE]

2L

[E%TEfE D S B 3248 ]

BREMAET, T <ITERICKMENET,

CEXEFEIA]

2L

(BEa< > K]

spanning-tree vlan port-priority

spanning-tree single port-priority

spanning-tree mst port-priority



spanning-tree portfast

spanning-tree portfast

AR — MZ PortFast B§REA X E L 9, Ao~ N, PVST+, o7 NANR= 7Y ) —, <)LF

TNANR= TV ) —OYE R — MCEH LET,

[AHFRH]

THHMOBRIE « BH

spanning-tree portfast [{ trunk | disable }]

RO HIFR

no spanning-tree portfast

[AAE—F]

(config-if)
[185A—=4]

{trunk | disable }

trunk R E L7 E, 77 BAR—,

PortFast #6E 2 H L £ 7,

disable # 3% E L7-%4, PortFast #gEZ2 =1 L £,

1. KT A — 2 R ORI

cNS o 7R—K, Fua khaigiR—k, MACEK— KT

TR AR—=K, Fa bharrR—k, MACH—THZINE72D, PortFast ffe4 A L F T,

2. EOREH
trunk ¥ 7213 disable

[2< 2 FERSEF D ENE]

spanning-tree portfast default =~ > F®

[BIE~NDEE]

2L

REMELE, T ITEAICKBREIET,

(BAEa~<> K]

spanning-tree portfast default
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spanning-tree portfast bpduguard default

spanning-tree portfast bpduguard default

BPDU 4 — FEZT 7 AV P THRELE T, Ka~vwr RiE, PVST+, VU7 AR =TV ) — <)L
FITNANR= 7Y Y —@ PortFast BEZ % E L2 T X TOR— FTHZIZ/R Y £7,
[ABRH]

Wl oRE
spanning-tree portfast bpduguard default

(GE2LE]ZS

no spanning-tree portfast bpduguard default

[AAE—F]

(config)

(N5 A—=4]

2L

[a< > FERREFDENE]

spanning-tree bpduguard =~ > FZRE L TWAH AL, TOREICHKVE T, spanning-tree
bpduguard =< RORENRWGEITEIEL A,

[BE~DEE

L

[ERFEE D IR BR 22 ]

BOEMAER, +ITEMITKBRESNLET,
CEFEFEIAE]

L

(B&Ea~v > K]
spanning-tree portfast default
spanning-tree portfast

spanning-tree bpduguard
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spanning-tree portfast default

spanning-tree portfast default

PortFast AT 7 # /L P TREL 9, Ka~< Nk, PVST+, IR =07V ) — < )LF
TNAR=Z T Y —DT 7 AR—F, 7a hairi—k, MACH— MTHENIZRY 7,

[AHFRH]

THHDOFRE
spanning-tree portfast default

RO HIR

no spanning-tree portfast default

[AAE—F]

(config)

[R5 A—=4]

2L

[a< > FEREDENE]

spanning-tree portfast 2> FEZFHE L TV DAL, ETOHREICHEVET, spanning-tree portfast =
~ Y RORENBRWVIGEITINEL EH A,

[BREE~DEE

(BEa~ > K]

spanning-tree portfast
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spanning-tree single

spanning-tree single

ST NANR= Y Y =D MR DEHEEARBLET, 2= 7Y ) —08ifEE— F2 PVST+ 04
A2, VLAN1 %3V IV A= 7Y ) —Rp8BIc LET,

[ABRH]

TEMOBRE

spanning-tree single

RO HIFR

no spanning-tree single

[AAE—F]

(config)
[T A—=4]

2L

(37 FEBREFDBE]

L

[BIE~NDFE]

2L

[ERFE B D JR BR 21 ]

REMEER, 3 ICEMICKmSNET,

CEFEFEIA]

1. VLAN 1 2 PVST+ & TH 7284, VLAN1 O PVST+ (3fEILLEY, P IR AR=0 Y Y —

ZHIERT B &, VLAN 113X PVST+ 412 0 £F, BIEE— KR~ AT I NANR= 7Y Y —OE
W TNAR= 7Y ) — 38R L E8 A,

(BgEa~<y F]

spanning-tree mode
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spanning-tree single cost

spanning-tree single cost

VT NAR=Z TN = DY AR = FDORAaA N ERELET,

[AARK]
THRORE - BH
spanning-tree single cost <Cost>

fE O HI

no spanning-tree single cost

[ABE—F]

(config-if)
(/NS A—=4]
<Cost>
NRAaA MEZRELET, oA MEINNEWEY, 4 TH7 L —LEZHRETHR—FE L THER
THAREMENE L 22D £,
1. ARRT A —H B UEREO I fiE
BT ERA,

2. B O E i
spanning-tree pathcost method =+ > N % 723 spanning-tree single pathcost method =~ > N

T short &% E L1256
1~ 65535
spanning-tree pathcost method =~ > F¥ 7213 spanning-tree single pathcost method =~ > K
Tlong %€ L=
1 ~ 200000000
L ARG A= FfERREOEEFIH
SNATAMEREDDZETRReVEERRETIHAERDH D £,

[a< > FEEEEDENE]

spanning-tree single pathcost method =~ > KOBREII/E- T, NAT A ME2BWALET,
[BIE~NDEE]

2L

TENED Bk 24 ]

REMAER, T ICEMCKBIIET,

CEFEEIE]

mL

(BAEa~<> K]

spanning-tree cost

[ |
ﬂll

spanning-tree pathcost method

spanning-tree single pathcost method
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spanning-tree single forward-time

spanning-tree single forward-time

166

VT NANR=Z T ) —OREEERICET SR ERE LE T,

[ABTRA]
OB » LT

spanning-tree single forward-time <Seconds>

H OBk

no spanning-tree single forward-time

[ABE—F]

(config)
(NS A—=42]

<Seconds>
A= P VIREEERIZE T DR Z MM THRELE T,
spanning-tree single mode =~ R Cstp (802.1D) %= E LG, VA=VI7RE, TF—=27
RRE &2 B ERFR 72 #EFF L £ 97, spanning-tree single mode =2~ > KT rapid-stp (802.1w) %iRE
LImE, TAAI—T 4 7R, 7 —=0 7REBEREFFMIZTHERFLET (2720, A<
X BREEER S HA LG E7E T T,
1. AT X —Z BRI HME
AR TEERE A,
2. fEOHEFM
4~30 ()
(a7 FERREFDENE]

RN— FRBERBICES Dz 16 L LTEEL £7,

[BIE~NDFEE]

[EREE 0D Sz B 2244 ]

RREMAEER, T ICEAIC KBS ET,
EEEIE]

L

(BEEa<7 Y K]

spanning-tree single mode



spanning-tree single hello-time

spanning-tree single hello-time

YT NANR= 7Y ) —@ BPDU OFRERIRARE LETS,

[AHRR]

THRORE « BHE
spanning-tree single hello-time <Hello time>

E O Bk

no spanning-tree single hello-time

[ABE—F]

(config)
[INSA—=4]
<Hello time>
AREEE N ERNZE(ET D BPDU OEERIREZ B CTRE L £,
1. ARRT A —H B WEWRE D FIHiE
AT EE A,
2. DR EHPH
1~10 (B)

3. AT A= FEMROEEFER
12RETDHE, PRBIEERRELLT SR T,

[2< 2 FERSEF D ENE]

BPDU OxfEMMRIZ 2 B TEEL £

[EE~DFEE]

7L

[EREMED R BR 2]

BEMELE, TICEAICKBENET,
EEHE]

2L

(BEEa~v > K]

L
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spanning-tree single max-age

spanning-tree single max-age

ST NAN= 7Y ) —DkfE D BPDU O KA 2% E L £ 7,

[ANRH]

DR « 23
spanning-tree single max-age <Seconds>

E o Bk

no spanning-tree single max-age

[ABE—F]

(config)
(NS A—=42]

<Seconds>
AEEEHEIET D BPDU O KA B A2 RN CRE L £
1. AT X —Z RO YIHME
HIETEERE A,
2. fEORR EHiH
6~ 40 (B)
3. RRT A —FEHREOEZ A
20 R DOMEEFHET D&, MR IEERRBELLT R E9,

(272 FEREEOBE]
15 TE 5 BPDU ORAA ML 20 B TEIEL £ 7,

[BIE~DEE]

7L

[ER%FE fE 0D Je B 22 ]

BEMELE, TICEAICKBENET,
CEESE]

2L

(B&Ea< > K]

L
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spanning-tree single mode

spanning-tree single mode

VT NAR= T ) —DOEEE— RERELET,
[ABRH]
DB « 23

spanning-tree single mode { stp | rapid-stp }

fE O HI

no spanning-tree single mode

[ABE—F]

(config)
[INSA—=42]

{stp | rapid-stp }
AT b avERELET, A= 7Y ) —@APIC T e Fa v EEE LSS, A=
IV —EEAEME L ET, stp ERE LGS, A= 7Y ) —TEEL £, rapid-stp ZRE
L7city, @A NR= 7Y U —TE{fELET,
1. BT A —ZEMKOHHE
B TEETA,
2. DO E i
stp F 721 rapid-stp

[O<7 Y FEREDENE]
VY TNANRZ T ) —DEWEE— Rt stp TEMEL £,
BE~NDFE]

spanning-tree single 2~ FZRE L TWEHE, MAaYOBFHEICL->T, MARYOERIKET
THETHERERD E7,

[E% 7 B D S BR 524 ]
BEMEES, + ICEAICRKSLET,
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spanning-tree single pathcost method

spanning-tree single pathcost method

ST NANR= IV ) —DR— F DA T A MT 16bit EAFE AT 570, 32bit [EEHEAT A HEL
ij—o

spanning-tree single cost =~ RORELZEME LT-HAE, NATANIA LV F T 2 —AHE L
spanning-tree single pathcost method =~ > FOREIZL > T, Fredfiz@EH L E7,

* spanning-tree single pathcost method =~ FC short ##%E L 725 &
10Mbit/s : 100
100Mbit/s : 19
1Gbit/s : 4
10GDbit/s : 2
* spanning-tree single pathcost method =~ KT long Z#% € L7=H&
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000
10Gbit/s : 2000

[ABRH]
THEMORGE - BE
spanning-tree single pathcost method { long | short }

(GE2LEZS

no spanning-tree single pathcost method

[AAE—F]

(config)
(NS A—4]
{long | short}
long &% E L7=A, 32bit fEZMHH L EJ, short Z5%E L7=%A, 16bit fHAEMHFEHLET,

1. RRT A — 2 HMgR O YA
BMETEEH A,
2. fHDFR E HiH
long %721 short
3. RRT A —FERHREOERFIH
c RZAAXANDF T 4V MEREDL Y £7,
c NRAIAMERNEDDHZ ETRRRVERRNRETLIHENDH Y 77,
- XA A BT 65536 LA EDOMEAZFHE L TWDHHE, short IKIFAE CXEHA,

(272 FEBROEE]

spanning-tree pathcost method =~ KO EIHEVFE T,

[BIE~DFEE]

L

170



spanning-tree single pathcost method

[ERFE B D S BR 524 ]
REMETRS, GBS ET,
[EEHIER]

(BAEa~<> K]

2L
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spanning-tree single port-priority

spanning-tree single port-priority

SUTNANRZ T Y =D R — P OBEEERELET,
[ABRH]
WRORE - LT

spanning-tree single port-priority <Priority>

H OBk

no spanning-tree single port-priority

[ABE—F]

(config-if)
(NS A—=42]
<Priority>
A= FOBEEEEZRELET, 16 OfFEER— MBEEEL LTHERALE T, ERA/NIWIE EEREN
<720 9,
1. AT A — X AR O A HI
BT EHA,
2. fEORKEFH
0~ 240
3. AT A—HHHREOEEEH
R—=MBELENEDLL ZEIZE-T, MR PEERRETIHENHD 7,

(2~ FEEROEE]

spanning-tree port-priority =~ > KO EIZHEVVE T, spanning-tree port-priority =~ > KO EH 72
WAL, A— MESEE 128 L LTEIEL £

EE~NDEE]

2L

[ERFE B D JR BR 2 ]

REMAER, T ICEMCKBIET,
[CEFEFEIA]

7L

(BEEa<7 Y K]

2L
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spanning-tree single priority

spanning-tree single priority

SUTNARZ T Y —DT )y DEREERELET,
[ABRH]
THRORE « BHE

spanning-tree single priority <Priority>

fE O HI

no spanning-tree single priority

[ABE—F]

(config)
[INSA—=42]

<Priority>
TV VBREERELET, EIAVNISWIZEEEENE R E7, 4096 OEHE TV v VEBEE
ELTHEHLET,
1. ARRT A —Z R DR
HIETEEE A,
2. fEOERH
0~ 61440
3. ANT A —ZFEHREOIEEFE
TV VERENEDDZ LIZE ST, MR UEERRATIHANH Y £7,

[O<7 Y FEBREDOENE]
7 v VSR ET 32768 TEMEL £,

[EIE~NDFEE]

L

[EX E B D /R BRE2H ]

BEMAER, TICEMICKBmRSNET,
CEFESEIE]

2L

(BEa< > K]

2L
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spanning-tree single transmission-limit

spanning-tree single transmission-limit

174

N A= 7 ) —d hellotime 472 0 I0%E(E T 25k BPDU # %

[ANRH]

THRORIE « BHE
spanning-tree single transmission-limit <Counts>

E o Bk

no spanning-tree single transmission-limit

[ABE—F]

(config)
(NS A—=42]

<Counts>
hello-time %472 U |25 TE 2R K BPDU #zixE L £,

LET,

spanning-tree single mode =~ > RC rapid-stp (802.1w) ZHE LTGATETEN /T A—HT

7, spanning-tree single mode =~ K Tstp (802.1D) %% & L7z&HE 1,

&5 AKBPDU i3 3 (HE) THY, AREMIZHLEEA,
1. KT A — 2 WK ORI E

B TE £ A,
2. E O E FiH

1~10

[O<7 Y FERREDENE]
EETX 5K BPDU #4003 8 TEMEL £,
LBEEANDEE]

2L

CEEFIE]

[(BEa~<> K]
spanning-tree single mode

spanning-tree single hello-time

1RO %72 0 1R AR C



spanning-tree vlan

spanning-tree vlan

PVST+ %##%E L ¥ 7, spanning-tree single 2~ > K& E L TV 5 IREE T no spanning-tree vlan =~
VREBRETLHE, HMSVLAN RV V2= 7Y ) —%44:00 VLAN L2 0 BIfEL $7,

[AHFRH]

fHMOBRE - £H
no spanning-tree vlan <VLAN ID list>

THH DI
spanning-tree vlan <VLAN ID list>

[AAE—F]

(config)
[N A—=4]
<VLAN ID list>
R 7E L7= VLAN @ PVST+ OFRE &G L E T,
1. AT A —Z BRI O HE
B CTXERA,
2. B O E R
<VLAN ID list> OF%EFE, £z, HEOREFEAIZOWTL [NFA—FITHETE 2E &%
LT a0,
3. Ra~r MEHROEEFH
spanning-tree single =~ > R&#E L T\ 554, VLANL X PVST+ CTEIMEL £H A,
[a< > FERRFFDEE]

2L

[BIE~NDEE]

2L

[EXTEMED R BR 1]

REMEER, 3 ICEMICKmSNET,
[EEFEIA]

7L

(BAEa~<> K]

vlan
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spanning-tree vlan cost

spanning-tree vlan cost

176

PVST+ DY R— D2 a X MR ELET,

[ANRH]

RO - £
spanning-tree vlan <VLAN ID list> cost <Cost>

& HIER
no spanning-tree vlan <VLAN ID list> cost

[ABE—F]

(config-if)
[INT A—=4]
<VLAN ID list>
2H7E L7~ VLAN © PVST+ OZE4#BIE L E T,
1. AT A —Z B O HHE
B TEEEA,
2. (H DR E i
<VLAN ID list> OB EFHE, F£7o, EOREHMPAIZHOWVWTIEL NI A—ZIZHETE HH] &%
LTS,

<Cost>
N2AAA MEEZBRELET, TA MEDNIWIEE, BB TH7 L —L%EET AR —he LTHER
T HAREME E < 72 0 E£7,
1. ART X —Z B ORI
A CTEEREA,
2. B O R AE i B
spanning-tree pathcost method =~ > F& 7213 spanning-tree vlan < VLAN ID list > pathcost
method =~ KT short & E L7=%6H
1~ 65535
spanning-tree pathcost method =~ > R'¥ 72|% spanning-tree vlan < VLAN ID list > pathcost
method =~ FTClong 2% & L7-HE
1 ~ 200000000
3. ANRTA—ZFEHREOEEEE
A= MERENEDLDZLIZL ST, NARVERERRETLIHENDH Y 77,

[a<7 > FEEREFDENE]

spanning-tree vlan pathcost method =~ FOBREIZH ST, 23X b E@EHALET,
[BEE~DEE]

2L

[BREED R BRE2H]

EEAER, T IGERICKmINET,

2



[EEFEIA]

mL

[BEEa< 2 K]
spanning-tree cost
spanning-tree pathcost method

spanning-tree vlan pathcost method

spanning-tree vlan cost
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spanning-tree vlan forward-time

spanning-tree vlan forward-time

178

PVST+ ORIEERICES DR 23 E LT,

[ANRH]

RO - £
spanning-tree vlan <VLAN ID list> forward-time <Seconds>

E o Bk

no spanning-tree vlan <VLAN ID list> forward-time

[ABE—F]

(config)
(NS A—=42]

<VLAN ID list>
FE L7 VLAN @ PVST+ OREZ BB L ET,
1. AT A —HBWEIRE D FIEiE
B TEERA,
2. fH DR EHiFH
<VLAN ID list> O E 5L, £717, HORERPFICONTIE (T A—FITHETE 5 2%
LT &0,

<Seconds>

A= P VIREEERIZE T DR 2B TRELE T,
spanning-tree mode =¥ N¥ 721X spanning-tree vlan < VLAN ID list > mode =~ > N C pvst
(802.1D) #HRELTHE, VA=V 7UREE, 7 —=  ZREBA R ERHZZ MR L E 9,
spanning-tree mode =¥ N % 721X spanning-tree vlan < VLAN ID list > mode =~ > KT
rapid-pvst (802.1w) % E LIZHE, T 4 AN—T 4 U 7IRRE, T —=2 ZREEA B ERE 72 HE
FFLET (2L, 24 I K DRBERPRAELIGATZIT T,
1. ART X —Z B ORIHE

HIETEERE A,
2. fE DR E HiH

4~30 (B

[3< > FEREEOEE]
A M AVRIEERIC T SR 15 B TEIEL £
[BE~DEE

L



spanning-tree vlan forward-time

[BEa< > K]
spanning-tree mode

spanning-tree vlan mode
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spanning-tree vlan hello-time

spanning-tree vlan hello-time

PVST+ ® BPDU D FEHIREARE L £7,

[ANRH]

WRORE - LT
spanning-tree vlan <VLAN ID list> hello-time <Hello time>

Tl O HIR
no spanning-tree vlan <VLAN ID list> hello-time

[ABE—F]

(config)
(NS A—=42]

<VLAN ID list>
# 7 L7 VLAN @ PVST+ OB EZBG L ET,
1. A/RT A — 2 BWEREOFIHA
B TEEEA,
2. DR EHPH
<VLANID list> O EFE, £z, HEOREFHMAEAICOWTL [RTA—FITHETE 2H] &5
BLTLEEN,

<Hello time>
AREEE N EWICEET 2 BPDU OXEHBE BN CHRELET,
1. AT X —Z B O HME
HIETEERE A,
2. fEH DR EHPH
1~10 (7)
3. RRT A —FEHREOEZ A
1B ETDL, MERUBEERRAELDTL A2 ET,

(a7 FEEEFROEE]

BPDU OxfEMIMRIZ 2 TEIEL £

[BE~NDEE]

2L

[E%FE fE 0D Je BR324 ]

BEMAEYR, FICERICKMENET,
CEESE]

2L

(B&Ea~<v > K]

2L
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spanning-tree vlan max-age

spanning-tree vlan max-age

PVST+ O1%{E3 %5 BPDU O KA R AR EL £ 7.

[AHRR]

DR « 23
spanning-tree vlan <VLAN ID list> max-age <Seconds>

E OBk

no spanning-tree vlan <VLAN ID list> max-age

[ABE—F]

(config)
[INSA—=4]

<VLAN ID list>
ZR7E L7- VLAN © PVST+ ORELBLLET,
1. AT X — 5 BUERE O WA fE
BRETEEE A,
2. fEOERF
<VLAN ID list> OF%EHE, £/, HO
L TLIEEN,

EFRHIZOWTE [RTFA—ZITHRETE 2E] &5

e

<Seconds>
AILE N EIE T H BPDU O KA R 2 AL TROE L £7,
1. AT X —Z WO Y HME
AR TEEE A,
2. fEOFR EHiH
6~ 40 (B)
3. RNRT A —FEHREOFEFH
20 KEDMEARET HE, MR UEENFEELLTLL R ET,

[a7 2 FEREOBE]
{5 T& 5 BPDU ORAAIFHIL 20 B TEIEL £

[BIE~NDRFE]

2L

[EREMED R BR 2]

BEMAER, TICERICKMENET,
CEEFE]

2L

(BEEa~v > K]

L
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spanning-tree vlan mode

spanning-tree vlan mode

182

PVST+ OEMEE— REFHELET,

[ABRK]
RO - £

spanning-tree vlan <VLAN ID list> mode { pvst | rapid-pvst }
LRl

no spanning-tree vlan <VLAN ID list> mode

[ABE—F]

(config)
[T A—=%4]
<VLAN ID list>
P L7z VLAN © PVST+ O%EABIB L £,
1. AT X —Z B WSRO YIHME
AR TEEHE A,
2. fEOHEFM
<VLANID list> O E L, £, HOBREHIAIZOWTIE TNTA-FIBETEHHE] &5
HRLTL7ZEN,
{pvst | rapid-pvst }
FERTE27r barzRELET, A= 7YY —EAFICT e havEaEETE LGE, A=y
I — = H{AME LET, pvst ZXE L72%E, PVST+ CEIfEL £9°, rapid-pvst % E L7
&, @l PVST+ TEIMEL £,
1. ART A —ZHWEREORIHE
BIETEEE A,
2. fEOFRE L
pvst F 7213 rapid-pvst

(a7 Y FEREDENE]
PVST+ O#EEE— NiX spanning-tree mode =~ > KO EIHENFE T,
[BIE~DEE]

spanning-tree mode =~ > KO E T pvst F 7213 rapid-pvst Z5%E L TV 554, bARrPOFEFHHEIC
£oT, MR YORKRIKTT5ETCHEERD ET,

(B&Ea< > K]

spanning-tree mode



spanning-tree vlan pathcost method

spanning-tree vlan pathcost method

PVST+ OAR— hdD/3A2 A NI 16bit fEEHEHT 272, 32bit fEEFEHT L0 EHELET,

spanning-tree vlan cost 2~ ROREEZEME LI2HE, NAIRA NIA U F 72— RAHFE L
spanning-tree vlan pathcost method =~ > FIZ L 28 EICL > T, TiiOELZEH LET,

* spanning-tree vlan pathcost method =~ > KT short Zi% € L7=HE&
10Mbit/s : 100
100Mbit/s : 19
1Gbit/s : 4
10GDbit/s : 2
* spanning-tree vlan pathcost method =~ KClong 2 E L7=%H4&
10Mbit/s : 2000000
100Mbit/s : 200000
1Gbit/s : 20000
10Gbit/s : 2000

[AHRR]

fHMOBRE - £H
spanning-tree vlan <VLAN ID list> pathcost method { long | short }

MO HIBR
no spanning-tree vlan <VLAN ID list> pathcost method

[AAE—F]

(config)
[185A—=4]

<VLAN ID list>
K E L7z VLAN & PVST+ Ok E & Bilha L E 7,
1. AT A — 2 B IEREO X
B TEEEA,
2. fE OB E i

<VLAN ID list> O EFHE, Fiz, HOREFIAICHOWNTIE [T A= |ZHETE 51H)

LTIZEN,

{long | short }
long 5% E L7cd, 32bit fHAEHEH LET, short &% E L7254, 16bitfEEfEH L E7,
1. AT A —Z BRI O HE
AR TEEE A,
2. (B OFR E i
long F 721 short
3. RNRT A —FEHREOFEFH
cNAAARNDT 74N MEREDY £7,
s RARAMENEDDZ E TR UERERRETAILANRDY £,
< RA A M 65536 L EDOEEZFHE L TV 5HI5E, short ICIFAE TEEHA,

o
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spanning-tree vlan pathcost method

(2= FEEEFROEE]

spanning-tree pathcost method =~ > FORBREIZHEVE T,

[BIE~DEE]

7L

[EXEMED R BRE2H]

BEMELE, TICEAICRKBENET,
CEESE]

2L

[BEEav > K]

spanning-tree pathcost method
spanning-tree cost

spanning-tree vlan cost
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spanning-tree vlan port-priority

spanning-tree vlan port-priority

PVST+ O#Y AR — FOBHEEZRELET,

[AARH]
Wl ORE « £
spanning-tree vlan <VLAN ID list> port-priority <Priority>

T O HIBR
no spanning-tree vlan <VLAN ID list> port-priority

[ABE—F]
(config-if)
[INSA—=4]
<VLAN ID list>
ZR7E L7- VLAN © PVST+ ORELBLLET,
1. AT X — 5 BUERE O WA fE
BRETEEE A,
2. fEOERF
<VLAN ID list> O EFE, £z, HEOBREFEIZOWTL (NRFA—FITHETE2E &%
L TLIEEN,

<Priority>
A— NOBEEEZRELET, 16 OfFKER— MELE L LTERLET, BRI WIE EEERER
m< 7R £,
1. AT A —Z BRI O HME
B CTEEEA,
2. HO EHBH
0~ 240
3. RRT A —FEHREOFEFH
AR—MEBEENEDLDLZ LIZE ST, MNARYEERNRETLIHENRHY £,
[a< > FERERFDEE]
spanning-tree port-priority =~ > RO EIHEVVE T, spanning-tree port-priority =~ > NOFKED 72
WAL, A— MESREE 128 L LTEIEL £,
[BE~NDFE]
L
(5% 7E B 0D I BR324 ]
BREMAETS, T ICERICKBENET,
CFREIE]

L

(BAEa~<> K]

spanning-tree port-priority
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spanning-tree vlan priority

spanning-tree vlan priority

PVST+ D7) v PEEEEZBRE L £,

[ABRH]
WRORE - LT
spanning-tree vlan <VLAN ID list> priority <Priority>

Tl O HIR
no spanning-tree vlan <VLAN ID list> priority

[ABE—F]

(config)
[INT A—=4]
<VLAN ID list>
2H7E L7~ VLAN © PVST+ OZE4#BIE L E T,
1. AT A —Z B O HHE
B TE £ A,
2. EDRE&PH
<VLAN ID list> OB EHE, Fiz, EORERIAICONWTIE [T A—FITHETX 5] 25
LT &N,

<Priority>
T o VBEEARELET, EINNSWVIEEEEENEL LY ET,
4096 DfEHE 7V v UBEE L L TERLET,
1. ART X —Z W O W
BT ERA,
2. B DR EHiPH
0 ~ 61440
3. AT A —H{ERAFOEEHEIE
TV VBEENEDLDZLICL ST, FRe VEENRETIRANHY 7,
[O<7 Y FEBREDENE]
7y VSR ET 32768 TEMEL £,
LBEANDEE]
L
SR TEE D S B 2244 1
EEEEE, TIERICKR S ET,

CEEFIE]

L

[y |

5

(B&Ea< > K]

L
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spanning-tree vlan transmission-limit

spanning-tree vlan transmission-limit

PVST+ @ hello-time %72 ¥ |25 T& 55K BPDU A REL £,

[AARH]
WRORE - 57
spanning-tree vlan <VLAN ID list> transmission-limit <Counts>

E O Bk

no spanning-tree vlan <VLAN ID list> transmission-limit

[ABE—F]
(config)
[INTA—=4]
<VLAN ID list>
ZR7E L7- VLAN © PVST+ ORELBLLET,
1. AT X — 5 BUERE O WA fE
BRETEEE A,
2. fEOERF
<VLAN ID list> O EFE, £z, HEOBREFEIZOWTL (NRFA—FITHETE2E &%
L TLIEEN,

<Counts>
hello-time 72 V (ZT3XET& 2k K BPDU #a i E L E T,
spanning-tree mode =¥ > RN % 72{% spanning-tree vlan <VLAN ID list > mode =2~ R C
rapid-pvst (802.1w) % i%/E LG T HR/ /37 A — % T, spanning-tree mode 2~ RE 7z
1% spanning-tree vlan <VLAN ID list > mode =~ > F T pvst (802.1D) Z&XE L7-HE1, 1M1
Mo VITEETE DR KBPDU L 3 (EE) ThHhV, AREMIISRLET A,
1. AT X —ZEW RO Y HME
AR TEEE A,
2. DR E i
1~10

[a< Y FERFOBE]
EET& 55K BPDU %0t 3 TEIEL £,

[BIE~DFE]

L

[ERFE (B O = BR 524 ]

REMETRS, FICERICKBRSET,
[EEHE]

L
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spanning-tree vlan transmission-limit
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(BEa< > K]
spanning-tree mode
spanning-tree vlan mode

spanning-tree vlan hello-time



Ring Protocol

axrp

axrp virtual-link

axrp vlan-mapping

axrp-primary-port

axrp-ring-port

control-vlan

disable

flush-request-count

flush-request-transmit vian

forwarding-shift-time

health-check holdtime

health-check interval

mode

multi-fault-detection holdtime

multi-fault-detection interval

multi-fault-detection mode

multi-fault-detection vlan

name

preempt-delay

vlan-group

189



axrp

axrp

Vo7 ID #%ELEd, £72, Ring Protocol EEIZ MR EREZFRE T H7-9, config-axrp T— FIZK
TLET, AEEICIZY 7 ID & 51 HETHRETEET,

KREZHIRLIZSA, V7 IDICT TICRESATND ) » 7 iRl S E T,
[AAR]

TEMORE
axrp <ring id>

T OHIBR

no axrp <ring id>

[ABE—F]

(config)
(/N5 A—=42]
<ring id>
Vo7 ID ZHELET,
FLCY 7R T HEREICEFE—DV 7 ID 2EELTLLEEn, B2V 702, *y hT—
INT2=—77R ) 7 ID ZFEELTLLEEN,
1. AT A — B WERE D R
AT ERA,
2. fHORR EHiPH
1~ 65535
(a7 Y FEREBDOENE]
2L
[BE~DEE

L

CEEFHE]

1. Ring Protocol & A X=> 7 U —OffH, FxLEREEGMKELERT 285460, V27 IDIES
ETERET,

(BEa~<y K]

L
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axrp virtual-link

axrp virtual-link

AN= 7YY = L L TO DR ZFBIT 272 OAEY > 7 1D Z30E LEJ . AREICRE e
AEARY 7 ID I —2 7 TY,

[AARR]
fHMOBRE - £H
axrp virtual-link <link id> vlan <vlan id>

RO HIR

no axrp virtual-link <link id>

[AAE—F]

(config)
[N A—=4]

<link id>
fARY > 27 ID ZfEELE T,
1. AT A — 2B O X E
HIETEEE A,
2. fEORERA
1~ 250

<vlan id>
AR 7 3% VLAN 245 & L £ 7,
1. AT X —Z WO Y HME
AR TEEE A,
2. fEO EHiH
INFGA—ZZHRETE L) 2SRL TSN,

[2< > FEEEFDE)E]

2L

[BE~NDFE]

FEEIE]

1. I VLAN IZHEH LT\ 5 VLAN I3 EETE £8 A,

F—3EENTOLEBEEMAMIE L, (B Y 7 2R AR= 7Y U — L Ot FRERTE

FHA,

3. F—DOANR= YY) — bR PR T S ) — NEAEBZED 2HETTY, 2 BICHTET D
Vo7 IDFR—DID 28T L T2 &0,

v

(BAEa~<> K]

vlan
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axrp vlan-mapping

axrp vlan-mapping

192

VLAN 7 V—7 123 % VLAN v v © 27, BIOVLAN = v V' 7283 5 VLAN 23 E L £
ﬁ—O

[ANRH]

WHORE

axrp vlan-mapping <mapping id> vlan <vlan id list>

JE SR oy 7

i DEH
axrp vlan-mapping <mapping id> {vlan <vlan id list> | vlan add <vlan id list> | vlan remove <vlan
id list>}

(GE2LE]ZS

no axrp vlan-mapping <mapping id>

[AAE—F]

(config)

(N5 A—4]

<mapping id>

VLAN v v B ID 2 BELET,

1.

2.

AT A — 2 H W DRV HE
B TEEEA,

il o> 3 AE i PH

1~128

vlan <vlan id list>

VLAN < v B> 7IZH1¢ % VLAN 245 L £9, VLAN 288d5E T 5551%, #IHEENTE
=7,

1.

AIRT A —Z B ORI HE
B TEEEA,

. fEOBEHFIA

<vlan id list> DIEEIE, F7z, EORERMIAICHOWTL [RIA—ZITHETE 2ME] 238
LTL7ZEN,

vlan add <vlan id list>

HBEEHD VLAN U 2 MZEIT 25 VLAN Z45E L £ 7,

1.

ARIRT A —Z B ORI HE
B TEEEA,

. EOBEHFIIA

<vlan id list> O EHE, £, HEOREFRFHIC OV T TRTA—FIIEETXHE] 25K
LTSN,

A D <vlan id list> O

VLAN OiE/ITVLAN U 2 DR SPEL o784, VLAN U A R &5 L CEEITO” axrp
vlan-mapping” 2~ FE L TCarv 747 b—2a v a2FRTH2ENHY £T, £72, VLAN
DIBNH#EIZ VLAN U R bR IPEL oo 726, #HEITO” axrp vlan-mapping” =<2 RO

VLAN U A FEHELTCar 74 7 b—va v a2RrTh2 80830 £1,



axrp vlan-mapping

vlan remove <vlan id list>

FBEH A D VLAN U X R b HIBRT % VLAN Z45E L £ 7,

1. AT A —Z BRI O HME
AIETEEE A,

2. fEOFEHPH
<vlan id list> OFEHE, £z, EORERAICONWTL [T XA —FTHRETE HMH] #5 R
LTL7EENY,

3. B¥E#% D <vlan id list> O
VLAN OHIBRT VLAN U 2 hOEEBEL o784, VLAN U X R &38| L CTEEITO” axrp
vlan-mapping” a2 K& LTarv 747 b—vara2RnriTb2E83HY £9, £72, VLAN
DHIER%IZ VLAN Y 2 b ORINEL o726, HEITO” axrp vlan-mapping” =< RO
VLAN V 2 h&EFALCary 74 7 Lb—v a2 RRTDHEMRHY ET,

[a< > FABREFDEIE]
2L
[BIE~NDEE]

2L

)ﬂdlg
]
i
9
5l
it
e
i

REMELE, TITEAICKBEIET,

1. —2® VLAN IZ#f L THED VLAN v v U V&2 RETE EH A

2. il VLAN iZfEH ST 5 VLAN 123 L C VLAN v v BV J 2 BETE ERA,

3. ZEFEEEN VLAN (26 ST 5 VLAN (2% L C VLAN v v BV 7 2 HETE 8 A,

4. Ring Protocol & PVST+ Z#fFH 3 A1, VLAN v v B ZIZFEETE 5 VLANID (3—2721F & 720
%9, Ring Protocol T# % VLAN %l L7\ 5413, Bl VLAN < v 22 7 ID (25 Y & VLAN
ID #8%EL, %%V 7 1D ® VLAN Z/L—7 128D 4 CTL &,

5. Ring Protocol &~V FF N ANR=0 7 ) —PFHREIZIE, RKa~r RTHEET S VLANID & MST A
VAL URACHTRT A VLAN 2 B SELZMERH Y FT, R~ Lo VLAN ET 1 v F 70k
RBL72Y ET,

[B&Ea< > K]

vlan
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axrp-primary-port

axrp-primary-port

194

VAR ) =R TOTTA~VR—FEHRELET,

RKa<w RERELESS, ~A¥ /) —FT, 774~ UFR—MNIHEBHTEV LY TOHNT, Ka<w FT
BELIEA LV E T 2= ANT T4~V R— e LTEMELET, HEARERA VF T =2—RL, A —%
Xy MM UBET 2= AR = F v XN HT 2= AT,

[AAR]
THHROE
axrp-primary-port <ring id> vlan-group <group id>

RO HIER

no axrp-primary-port <ring id> vlan-group <group id>

[ABE—F]

(config-if)
[T A—=4]
<ring id>
Vo7 IDEZHEELET,
1. AT X —ZEBWR O HME
AR TEEHE A,
2. D% E i
1 ~ 65535

vlan-group <group id>
VLAN 7 v—>7 1D #8E L £ 7,
1. AT R —ZH WSRO RIHE
HAIETEERE A,
2. AH R E i B
1~2

(27> FEREOEE]

FIA~ YK MIHBTHY S TORET,
[BIE~NDEE]

L

REMBD AR ]

TR, BB S ET,

CEEFIE]

1L VI R—=PFERELTWRNA U H 72— LT, Aa<wr FEANLTHLEELERA,

2. Ring Protocol BIfEHFIZT T A ~ U AR — hOEREITHIRE T D &, AHEREN—RICEL L 720 F
T DD, AEREZEAT LRy bU—7 O (U v 7R b, V=7 RRETLIEELND
NFET, VoIV R—FTHDHA X7 x2—A% shutdown IZFRET DR ELT, L—7NEALRWVIR
REIZL7ZET, Ra<vwr REANLTLI &N,

3. RLEEPIRD ) — RThDIHE, Aavr REASLTHEMELERA,

[y |

5



axrp-primary-port

e NS UVY RI—R
o WHU VUMY ORI E IR TWDHYRAHE J— R

4. 774~V FR—bE, FYxRNVTN—TIHEELIEA =Ry b U 72— A L THETEEH
o FT2, TI7AVFR—MIFBELILA—Y Ry MM E 72— AL, FrRXNVTN—TITHETE
FHA, 7T~V R=ME, SBEA T XY M H T 2= RADBETER—FF ¥ 1N A AT = —
2K LT, RELTLEENY,

5. —oD Y 7 ID, 72OF—VLAN JV—7L 5774 < U R— MNI—D>TT,

(B&Ea< > K]

mode

axrp-ring-port
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axrp-ring-port

axrp-ring-port

Ring Protocol DV > /' R—+ & LTCEMET A A V¥ 72— A5 R ELET, BEWRERA V¥ 72— AT
A=V Ry A BT 2= ALR—=bF Y RNA L F T 2= ATT,

[ANRH]

fHRORE - £H
axrp-ring-port <ring id> [{shared-edge | shared}]

RO HIFR

no axrp-ring-port <ring id>

[AAE—F]

(config-if)
[T A—=4]

<ring id>
Yo7 IDE#HELET,
1. AT X —Z B O HE
A TCEEREA,
2. fHDFR EHiHH
1~ 65535

{shared-edge | shared}
kHEV oD ) I R—bERELET,
shared-edge
ABEBNIA Y 7 IR T OEM ) — K E LTEBET 28581, HV v 2 Lend) v
JR— b ERELET,
—oD V7 IDIIZKL 1 AR— 2T fEETEET,

shared
AEBEBNIFY VI RNIMET D NT Py b — RELTEMET A5G, G775
Vo R—bMefRELET,
=2V 7 IDIZRL 27— MEETLHIHERDLY 7,
1. AT X —Z B ORI HME
BEDOV U R—RNE LTEELET,
2. fHDFR E i
shared-edge ¥ 7213 shared

(272 FEBROEE]

L

[BIE~DEE
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3

1.

2.

5. Jk

axrp-ring-port

FEEIA]

Vo R—=HME, =20V 7 IDICH LT ORETEET,

FEV L7 HYONT U TREROREE T, REBEBEET D) VTP TIivAZ /— RELTH)
ELTWDIBE, 774~ U AR—FELTHEASN TSR — MIK LT, shared-edge f8 ED V>
R— MR EETITHIBRT 5 &, AHERER —FFICHZN L 720 9, 207, AEEZEAT 51y
T —27 O (U o 7HEER) £, VT RRETHIEZENARSHVET, VI R—FThHDHA ¥
7 2 — A% shutdown IZRET A2 E LT, V—70RELRWIREBIZLEZET, Ka<wr FEANL
TLTE&E W,

Vo IR—ME, FrANVTNA—FIHRELILA =Ry A 2 T2 — R L THRETEEHA,
Fo, VIR —FIBELEA YRy b ¥ T 2—RE, YR TN—FIITHETETEEA,
) VIR—PE, YA TRy MM BT 2—ADBTHR— N F ¥ XA Z 72— A5 LT,
RELTL X,

AEBP AL ) — RIBEESN TV LHAE, BEELOY 7K — MIk LT VLAN 7 v—7Z2

EILTTA VA= FRAHTEY Y THRET, 727 L, axrp-primary-port 2~ N THEINT
AVET 2 —ABBERINTTA~ )R- LTEHELET,

B — FTHAER— 2 E LR -84, Ring Protocol BERENIERICEIEL £8 A,

(BEEa~v > K]

mode

axrp-primary-port
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control-vlan

control-vlan

198

fil# VLAN & LT % VLAN 2 E L £7, A=~ FTRIELZ VLAN 2T, U r 7 RED
AR E RO T L — L DO%EZEEEm LT,

K7y b —RIZH LT, forwarding-delay-time Z¥8ET 5 &, #FIHBVERFIZHIE VLAN % 7
U—F 4 RBIEBT L ETORMERETCEET, ARTEIZE>T, T ¥y b/ —FRTO7
Ty a7 L — A EEMERGET 5 E TCORMAREEGTE, 2%/ —FBEE LT T vl

W7 L —LZffERIIZFETEET,

[ABRH]
THMORE - BE
control-vlan <vlan id> [forwarding-delay-time <seconds>]

THHROHIBR

no control-vlan

[AZE—F]
(config-axrp)
(85 A—=4]
<vlan id>
ffil## VLAN & L CfEfi4 % VLAN 248 E L £ 7,
1. ART A — 2B DX E
A TCEEREA,
2. EOFE
[RF7 A —H|ZHBETE A #Z2B LTSN, 2L, Zoa~<wy RTF 740k VLAN
(VLAN ID=1) I¥fE T £ A,

forwarding-delay-time <seconds>
cF7 oYy b — RTOEREEE R EIZ, #l##fl VLAN 27 4 U —F 1 V7 IREBISERE T 5 £ TORFY
ERHNTERELET,
1. ART A — 2B DX E
VT R—OT7 v 7%, M7+ U—F 1 7IRREBIZER L E7,
2. AH O FX E i B
1~ 65535 ()
3. AT A= RO EFIHE
RoNT A =BT OHIBRZEIT O BRIE, AT A—2 %40 LT control-vlan # FFiXEJT 5 Z & T,
NTA—=ZDHIERE L THRWET,

[3< > FEBREFDEE]

2L

[BE~DEE

L

REED RBRE2H]

EMEAER, T IERICKBRIIET,

[y |

%



>

oW

® =N o o

control-vlan

EFHE]

U > 7 ID AMEH L TV 5l VLAN & VLAN ##5E T £8 A,

VLAN 7 V—7 il & T2 VLAN 28 ETE ¥ A

% EIEHEAL VLAN 23 H LT % VLAN % il# VLAN ([ZH57E C& 8 A,

Ring Protocol i FICET, EITHIBREITS &, AR —FFMICIERI & 20 9, DD, K
HREAHHT 5y bV —7 Offik (V> 7H) b, V—7DBRETIBENANRHVET, VT
R—bThHDHAF 7 x—A% shutdown ICRET 572 E LT, L—70R38AELRVKRIEIC L BT,
ARa<wr REANLTLZE,

#1480 VLAN (T3 L72 VLAN & 2820 7Y U — L OHHIZCE 8 A,

ARY > 7\l LT\ b VLAN % il VLAN IZFHEETE £ A,

forwarding-delay-time |, BI{EE— KN F TPy b/ — ROBAZTHEHTT,
forwarding-delay-time TR 9228 CEIME L £ 9,

o MEEH) GEMH =~ K reload, ppupdate 72 & DEFTETe)

[B&Ea< > K]

vlan
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disable

disable

Ring Protocol #H2 % fE5hic LE 7,

[ANRH]

TH RO E
disable

E o Bk

no disable

[ABE—F]

(config-axrp)
[N A—=4]
L
[a<7 > FEEREFDENE]
Ring Protocol #§REIZ A XN & 72 0 £7,
BIE~NDFE]
el
(% E B 0D I BR324 ]
BREMATR, T IERICKMENET,
CFEFEHE]

1. Ring Protocol i EHH A~ K& AT 25 L, Ring Protocol IEREN N L 720 7, Z DA,
Ring Protocol #fE A W3 51 v U —27 Ok (U 7Hk) b, W—7BRAETLBZENARHY
F9, VI AR—FTHDA ¥ 7 x—A% shutdown IZFRET 272 E LT, N—70FELRVIREE
L7 kT, Ra<wr REANLTLEEN,

[(BEaI< 2 K]

L
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flush-request-count

flush-request-count

V2 T OREESRE BIARIC, A% ) — KRV ITHNO NPy ) —RIZHLTMAC 7 L&
F—INDI VT HEITH 7T v afiifl 7 L — A EFETHEBARELET,

[ABRK]

BHROFE « AH

flush-request-count <count>

RO HIER

no flush-request-count

[AAE—F]
(config-axrp)
[N A—=4]
<count>
TS5y a7 L— AOREREEEELE T,
1. AT A —Z BRI O HE
B CTEEHEA,
2. D E A
1~ 10 ([a])
[a< > FERREFDENE]

77 v vafilifl T L—AOREREL 3 BN £,

RIE~NDEE

2L

[E% 7E B D S BR 221 ]

EHEER, T IGEMRICRBENET,

CEEEIE]

1. "9 Py b/ —=FRTOMACT RLAT—FAOxr D7 U TEIEL, ROICZELET T Y

Va7 L=l oOWTCHELET, =RV Z UV THIIRELEY T v v aiilfll Ty L— 22T
X, = RUVOZ U TIERLEREA,

I

(BEEa~v > K]

L
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flush-request-transmit vian

flush-request-transmit vlan

202

Vo7 olEERE/EIBRES, BT ) RO EED MACT RVAT—T V&7 VT 35780
Mg o 7T 7 v v el 7 L — LB RET AR EE LET,

ABEEITHIHENE, Tarv 747 v— a4 FVol120.1.11 Y V7R 7 7 v v afilifl 7 L—2A
DEERE] #ZRLTIEEN,
[ASARH]

THRORE - R
flush-request-transmit vlan <vlan id>

RO HIER

no flush-request-transmit vlan

[ABE—F]

(config-axrp)
[INT A—=4]
<vlan id>
M) v TR T v adlifl 7 L — A% k(T 5 VLAN @ VLANID #f8E L7,
1. ARRT X —ZBWEH O WA
BT ERA,
2. EDRE &P
[RTA—ZIZHETEDHME] 2L T EE0,
[O7 2 FERREEDEIE]

Bied oV U VR OIEEIT LT, BEY VT Ty Al L— A B R ELEEA,

[BEE~DEE]

2L

ENED R BREZH ]

REMAER, T ICEMCKBIET,

CFESEE]

L Ravr FiEvAZ /= RIZREL TS, PPy b/ — FICHEEL TOABRITAZICZY
A,

2. VLANID IZIZ VLAN v v v 7 TH#E L7 VLANID #ZEL T F &, £7-, Z® VLANID
W, BEEY T Ty v a7 L—AOREHEHE LT, T HERIIEEH LN TSN,

[ |
nll

(E&Ea< > K]

vlan



forwarding-shift-time

forwarding-shift-time

FSo Py N —RTOT7T v afilfl 7 L— DS ERL AT 5 (M2 HELET,

RSB T DL, 77 vy aflifly L—22ZELTHWRVWEETYH, VI R—-rn7ayfr
TREINL 7 4T —T 4 TREBITEB L ET,

[ABREH]
THWORE - BE
forwarding-shift-time {<seconds> | infinity}

THHOHIBR

no forwarding-shift-time

[ABE—F]
(config-axrp)
(NS A—=42]
{<seconds> | infinity}
7T vy aiiliil 7 L— L5 CORERMZDEMN THEELE T,
linfinity] Z#E LG A I AERRINER L 20, 77 v a7 L —2&2%ETHETIE, b
TPy )= ROV TR MIT AT —F 4 IREEIC D EH A,
1. ARoRT A — AR ORI
BIETEEH A,
2. (EOFR E i
1~ 65535 (F) F721% infinity

[Ov7 > FERBEEDEIE]
7T v vailfll 7 L— AOZEHFLRERBITX 10 E R0 7,

[BEE~DEE

FEEIE]

1. YAZ ) —=RTONNVAF =7 7L —AORERRR, NF0 Yy N/ —RTOT7 T v v afliflz
L—ADOZEHFDLOMRERM LD b REWES, ~AX /) — KB EIRERHETI LD BRI TV Dy
N/ =KDV THR—= BT+ T —T 4 TREIZRD T, ZOD, —RFUICLV—TNRETDHE
EFNHRHH T,

RN AR ET AHE, YAZ ) — RTONRAF = v 7 OEEREE R L EERELT
<TEEW,

[(BEa~ > F]

L
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health-check holdtime

health-check holdtime

~VAZ ) —FEEBXOIEAY V7 IEERY 7 ORKEmIE /) — RPEFE LE~ANATF oy 7 7 L— A
B, ©AH ) — FNZAE LW CTEERAE L2 F CORERMEZHRELET,

[AHRR]
HHMORE « 2258
health-check holdtime <milli seconds>

DI BR
no health-check holdtime

[AAE—F]

(config-axrp)
185 A—4%]
<milli seconds>
SIVAF 2w 7 T L— AZFETORERREZ 50 I U BHEMLTHRELET,
1. AT A — B WERE D FIEiE
BT EHA,
2. {EDOF EHIFH
500 ~ 300000 (3 V)

[O7 2 FABREEDEIE]
NIVAF 2y 7 T L— LOZERFHRERRIT 3000 S UM E D £77,

BE~DEE

L

[EREED R E2H ]

EEEFER, TICERICKBENET,

CEEZFE]

1. A< FTid, health-check interval =~ > FOREME YD H KEVVEEZHREL T EEW,
health-check interval =~ FOREELL FOMEE RKa~ >y RTRE LGS, ~NVATF v 7 AL
TU hERHLET,

2. PREFFMARGR LI=6, v A Y/ — RIIBEERAE LWL, BEEAMSAITWEIHETRE~SBITLE
K

3. U7 ID & 9Ll LICRE LI HalE, ~NWAF = v 7 7 L— L% ER BIRERH 4 3000 X U RHLL
FIZEELTLEE N,

I

(B&Ea< > K]

L
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health-check interval

health-check interval

v AH ) — R, FRFHEEY VU IEERY) T ORKIREE ) — RREET AN AF 2y I T L— D
EEHREERELET,

[ABRK]

THMORE « BH

health-check interval <milli seconds>

RO HIER

no health-check interval

[ABE—F]
(config-axrp)
[185 A —4]
<milli seconds>
SVAF =y 7 7 L— AOKEREEZ 50 X VBB THEELET,
1. RXT A — X B OHHE
B CTXEHEA,
2. MEOEHIPH
200 ~ 60000 (2 VU#)

[3< 2 FEEREFDEIE]

VAT =y 7 7 L= LAOKERBIE 1000 T VR LY £,
[BEE~DEE

2L

R EMED [RBRE2EE]

BEMELE, TICEAICKBENET,

CEEEIA]

1. health-check holdtime 2~ R TIE, Ka~vr FOREME Y b RXVEEZHRELTIEIV, K=
~ ¥ ROBEMLLUTF OfE% health-check holdtime =~ > R CTRE L7=HA, ~NATFT v I XA LT
U hERBMLES,

2. W=V 7 OvAL ) — R I IERY o 7 ORI 7 — RTONV AT = v 7 HEHIR
ERICEZHE LT E3 WV, REMENRRDIGE, BERDAIENIERIZIThILEE A,

3. Vo7 ID % 9ALLLICERE LT-HE1E, ~NATF =7 7 L—20%(ERRBE 1000 2 U LI I
EL TSN,

(BEEa~v > K]

L

[
ol
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mode

mode

Vo 7 TCOREBOEEE— FE2BELET,

F72, Vo THERELT, HEV L Z7H0VD~LF Y U IR THIES, REENMHERL WD Y 7
DB, BLOZFEDY v S TCORERBOMBSITERELET,

[ANRH]

THWORE - BE
mode {master | transit} [ring-attribute {rift-ring | rift-ring-edge <edge node id>}]

RO HIBR

no mode

[ABE—F]

(config-axrp)
(INTA—=42]

{master | transit}

}ET—F2fELET,

master

YAL )= RELTEMELET,

transit
cZvYy b —RELTEIELET,
1. AT X —ZEWR O HME
AR TEERE A,
2. fEORREHiH
master F 721X transit

ring-attribute {rift-ring | rift-ring-edge <edge node id>}
EHEV 7 HYDOSVTF Y TR TOY 7 ORMEE LT, HY VI HY 7 GEFY
EEMLLEWI ) ZHEL, 20 ) I TOREBEOMESITZHEELET,
728, rift-ring-edge 5 E L7-¥A1%, axrp-ring-port =~ F|Z shared-edge /X7 A — X Z48EJ
HLENRHY T,
rift-ring
HHY VIR T E2HRT D — 8 (2720, &/ — Figbr<) & LTEELE T,
ARG A =L, v AHZ ) — ROBEETFRETEET,
rift-ring-edge <edge node id>
HAY IR VORI E 2D — 8 G —F) ELTEELET, “ob ki
Ui — RERBT 257201, EERI Ty Y/ —RID (1 £72132) 2HELET,
1. AT X —Z BRI HME
YRS )= FORa, WY VR T GRRY 2 EERT ) ) o~vA X —FEL
TEMELET,
KNy Vy b —ROGE, GV I7ERY V7, FRFEFEVVIEERI IO RNT Ty
F/—RELTEELET,
2. {EDFX E i
rift-ring, rift-ring-edgel, ¥ 7213 rift-ring-edge 2
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mode

[a< > FAEBREFDEIE]
2L

[BIEE~DEE]

L

X TE fIE O [ BRER 4K ]
REMEER, ¥+ ICEMCRBRShET,

CEEEIE]

1. wAZ 7 —RFV U ZRIC—EEETRE L T EE W, #EGEEE L72%4A, Ring Protocol #EREN T
WICEEL £ A,

2. Ring Protocol BIfEHFICE — RERE, FIFHIREZITI &, AN —FFMICES L0 £9, D7
O, AREEEAT 3y T —7 O (VU TR b, v—TRRETIBEARHY T, Y
YIR=FTHDHA L H T =—A% shutdown IZRET D72 E LT, L—7RHEAELRWIREBIZ L |
T, Kavwr FEANLTIEEN,

3. ring-attribute /X7 A —# (T rift-ring-edge Z$5E L 7= 8E 1%, axrp-ring-port 2~ KNiZ shared-edge
NWIRA=ZERELTIIEEN,

4. W=V T7OIEEY 7GR v ORI — RI2iE, FnENnNR2L5zy Y — RID Z18E
TLEESW, ELSEESNTOWRNWGS, VY ZEBRENEFICEELEEA,

l_|

[B&Ea< > K]

L
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multi-fault-detection holdtime

multi-fault-detection holdtime

208

FEHEI 7BV DO~NVTF I U TREROILEFY 7 OmGHINLET DG — R, H£HEIV O I7EHRY 7
WCEE LI ZEREEENR 7 L — 22 %E L2V TEEREERA LT 5 F CORERMZZRELET,
[ABRH]

BHRORE - BHE

multi-fault-detection holdtime <milli seconds>

RO HIR

no multi-fault-detection holdtime

[AAE—F]

(config-axrp)
(NS A—=4]

<milli seconds>
ZEEELR T L— L3 E TORERMAZ 50 I VBB THEELET,
1. AR A — 2 BWERE ORI i
BT EHA,
2. fEOKEFH
1000 ~ 300000 (3 V)

[O7 > FEBREEDEIE]
ZHEEELH T L — LAOZERHBARERRIX 6000 S UV EZ2D £,

[BE~DEE

L

BREEA~D R

EMEAER, T ITEAICKBRSIET,

CEESE]

1. F—#ENTOZEEEGRERE L, MR 72l Aa=r 7Y ) —Lofiflix, RREHTE

A,
2. multi-fault-detection holdtime (Z1Zxf 34 /7 — K@ multi-fault-detection interval & ¥V K 72 fE%

BELTLZEW, s / — RO multi-fault-detection interval LA FDE %% E L6, ZERE
ExmHLET,

3. (RENEZRE LGS, /) — NI3dEF ) V7 ERY) U SIS EEENREAE L SR L, REEL
HEITVET,

(B&Ea< > K]

L
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multi-fault-detection interval

multi-fault-detection interval

EXEHEV L I7HVOAVT I U ITHROILEF Y 7 OMiSmIiiE T 2584 — K0, FV 7R 7
W ET AL EBEER 7 L —AOXLERRERELET,

[ABRK]

BHRORE - BHE

multi-fault-detection interval <milli seconds>

RO HIER

no multi-fault-detection interval

[AAE—F]

(config-axrp)
[185 A —4]
<milli seconds>
ZHEEHEER T L— 2 OXEMRE 50 I U BHEMTHRELET,
1. RXT A — X B OHHE
BT ERA,
2. MEOFEHIPH
500 ~ 60000 (2 V)

[2< > FEEEFRDEE]

S EEEGR T L— AOXRERFREIZ 2000 2 VL7220 £97,

[BIE~DEE

L

[E%FE E~ D JR BR 221 ]

EMEAER, T IERAICKBRSIET,

EESHE]

1. F—3EENTOLEREEREBESL, EBY 7 2AWieAR=0 7y ) — Lo liE, FREHTE

FH A,
2. multi-fault-detection interval (ZiZxf A3 7 — KD multi-fault-detection holdtime X ¥ /N SV ME %

FHE L TL 2 &V, multi-fault-detection holdtime UL FDEZRE L12HE, XmiLf / — K2XLHE
FEEZ RN UET,

%

(BEEa~< > K]

L
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multi-fault-detection mode

multi-fault-detection mode

210

AV 7B v OZEEEERET— N, ZEREERIFC) V7RBZEVEX D700y 7
TV TR T oA o ERY D) 7 ID ARELET,

Kavr P, EHEV7HVOAVTF ) o IREROIE Y 7 ERY o TITRELE T,
[ABR]
THROFRE - BH

multi-fault-detection mode {monitor-enable backup-ring <ring id> | transport-only}

THHOHIBR

no multi-fault-detection mode

[ABE—F]

(config-axrp)
[T A—=%]
{monitor-enable backup-ring <ring id> | transport-only}
L EREEGERHBEOERE— FERELE T,
monitor-enable backup-ring <ring id>
SEREELR 7 L —20REBLOREEREITWET, AT A= 3RE&EEE / — Fod
FIVIERICTICRELET, £, ZEMERLRICY V 7REEZDIVEZ 572000y
7T TV TIERT Y 7 EERY 70U 7 ID ARELET,
transport-only
ZHEEELER 7 L— 2 0BRELITVWET, ZEREEOERIATVER A,
1. ART A — 2B O XTI E
BIETEEE A,
2. AH X E i P
monitor-enable backup-ring <ring id> ¥ 7213 transport-only,
<ring id> 121X, ROMEEHETEET,
1~ 65535

(2= 2 FERRFEOBE]
A L IERY v DS EREEREITOEE A,

[BIE~NDFE]

7
[EREMBEA~ D RARZHK]

REMETRS, FICERICKBRSET,

DEEEE]

1 A—EEATOSEREEMIEL, (TR > 7 20 A =0 7Y U — Lo, FAREET

FH A,
2. ZEEEOHMEITOEEIL, SHY 7 OmMMmIiLET A — NE7e 9, F /) — FLSO
L CEEUIMEEE (monitor-enable /37 A —#) A EHMNITH L, ZEBEOEMNZEFICITAEEA,



multi-fault-detection mode

[B&Ea< > K]

L
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multi-fault-detection vlan

multi-fault-detection vian

LEREEERHO VLAN # 3% E LET, Aa<vr FTHEL7 VLAN 2 H LT, LEEEEREZITS
HIE 7 L — b DOEZEEEmLET,

AKa<wr R, £HIV 70O LF IV ITHROEFY VI ERY U ICERELET,
[AARK]
THRORE - AR

multi-fault-detection vlan <vlan id>

THHOHIBR

no multi-fault-detection vlan

[ABE—F]

(config-axrp)
[T A—=%]

vlan <vlan id>
S EEEEGICEN TS VLAN 2HBE L E T,
1. ARRT A — 2 AR O R
B CEEHA,
2. fEOHERFE
[RTA—ZIIRETE A 2B L L&, 2L, ZO/RTA—FTF 74V VLAN
(VLANID=1) I ET& EHA,

(a7 2 FEREFEOBE]

A L VERY v DS EREEREITOEEA,
[BE~DFE]

L

RIEE~D RBREZH]

TR, +ICEAIC KRS ET,
CEEHE]

1. F—¥EENTOSEREEBEL, (Y v 7 2AWEZ2 =0 7Y ) — L O, FFEHA T
FH¥A,

2. DY ITREHL TV B L EEEFEES VLAN © VLAN 2 iE TE EHA.

3. ZEEFEZEA VLAN (I, #l# VLAN Tf#H L T\ % VLAN 245 ETE 8 A,

4. VLAN = v B> ZIER &N T3 VLAN 245 ETE £8 A,

[ |

2

(BE&Ea~< > K]

L
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name

name

Uo7 il 200 MERELET,
[AARH]

THHROBRE - BH
name <name>

fE O HI

no name

[ABE—F]

(config-axrp)
[R5 A—=4]

<name>
Vo T EBNT B0 DLHERELET,
1. ART A —Z RS DY
A TEEE A,
2. fEOFE I
32 LFLINOLFHTHE L TLEEW, FBEARARLFICONWTIL (RTA—FIHETED
fE1 © MEEOXFH] 22 LTIZE0,

[3< 2 FEERREFDEIE]

NULL O35 i E LET,
[BIE~DEE

2L

[EREMED R BR 2]

REEEEE, T ITEHIIKMISNET,
CEEFEIA]

2L

[(B&Ea~<> K]

L
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preempt-delay

preempt-delay

214

~AZ /) — T, MEFBERNE, BEORLUEBEZER S5 E TOMERMERELET,

Ra<wy REFRELESGSG, ~A% /— NIEEEHEZRE LT, R ELUMIERRARET 5 £
T, HIBEMEL I L EE A,
[ABRH]
THWORE - BE
preempt-delay { <seconds> | infinity }

THHOHIBR

no preempt-delay

[AAE—F]
(config-axrp)
(INTA—=42]

{ <seconds> | infinity }

<seconds>
PRI 0 R UIIE R 2 B HAL CHRE L E 7,
infinity
MIEFER 2N ERR & 72 0, 3 2~ > R clear axrp preempt-delay 2 FEIT+H5E T, ~AX /) —FK
TR IRBMEZ FhE L /A,
1. AT X —Z BRI HME
AR TEERE A,
2. fEOFR EHPH
1~ 3600 (F) F7-1 infinity

(37 FEBREFDBE]
PEEE) D R LB EZ M1k L E A,
[BIE~NDFE]

L

[BREMED R BREZH ]

AKawy ROBREEIIIEERE, Vo7 REPEFOEEE, TICERICKBEINET, Vo 7RkEn
PEERAETOLAIE, RENIKBREET,

>

ARz FOHIERR, +ICERICKBRSET,

CEEFIE]

1. KEEARET2HAE, VU7 2#BRT5TXTHO RN Yy b/ — KO forwarding-shift-time (2
infinity Z5ET 57, RV R UINERRHE LY REREZHEL T ZIV, RRKREID R LIIL
B L0 b/ SRMEERE LIZEE, V=70 RETIBZERRH D £7,

(BEEa<7 > K]

2L



vlan-group

vlan-group

Ring Protocol Ti#EM 95 VLAN 7/ /L —7, BLOZ® VLAN 7 /L—F 2%+ % VLAN < v £ 7 ID
ZRELET,

—ODY TN 2 OO VLAN JV—T7 %R ECTEET, £72, VLAN JVv—7% " HEk+T5Z &
{2& > T, VLAN Z L ICAMAOBEITZ £7,

[AARZK]
THROBRE - BH
vlan-group <group id> vlan-mapping <mapping id list>

TR O HIER

no vlan-group <group id>

[ABE—F]

(config-axrp)
[/ A—=%4]
<group id>
Ring Protocol CiE 9 25 VLAN 7 /L—7 1D 2fE L 7,
1. ART A —Z RS ORI
AR TEEE A,
2. B O FRE i B
1~2
vlan-mapping <mapping id list>
VLAN 7 Vv—7123M3 5 VLAN v v 7 ID #f8ELET, —D2D VLAN v v B 7 1D 2% 7E
TEBIED, M7y (), ar~ () ZEALTEEO VLAN v v B 7 ID O—FEREH T E
R
1. ARRT A —Z R DY
AR TEEE A,
2. B O E i B
1~ 128
[3< 2 FEERREFDEIE]
2L
[BIE~DEE

L

EEEIE]

1. B2 7O VLAN Z L —F I A—DO VLAN = v U I RBREINTWAES, FRLobDY 7T
Fl—AHR—F &2V IR —MNHEETEEYA, 72720, HEIV 7 THDH U 7R —1 (shared/
shared-edge REDV 7R — k) OEAIFHBETEET,
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vlan-group

2. REBEN AL ) — FIRESNTVDHEIE, BEFEHOY 7R — M LTVLAN 7 v—7 2
EILTFTA VA= FRAHTEY Y THNET, 727 L, axrp-primary-port =<2 R ATIHEHD
BEE, MESNIA LV E T 2 —ARBERENTT TA vV R— MIRESNET,

(E&Ea< > K]

axrp vlan-mapping
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IGMP snooping

ip igmp snooping (global)

ip igmp snooping (interface)

ip igmp snooping fast-leave

ip igmp snooping mrouter

ip igmp snooping querier
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ip igmp snooping (global)

ip igmp snooping (global)

no ip igmp snooping &% EHF, A¥EE D IGMP snooping HEEEA #IIE L F 77,

[ANRH]

THHM O E
no ip igmp snooping

o Bk

ip igmp snooping

[ABE—F]

(config)

(NS A—=4]

2L

(27> FEREFDENE]
A fE T, IGMP snooping #REZ AN LET,
BE~DEE]

IGMP snooping BEREAME 12 L E T,
[EREE D Iz B 2244 ]
BREMATS, T<ICXBEnET,
EEEIE]

2L

(BEa< > K]

L
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ip igmp snooping (interface)

ip igmp snooping (interface)

VLAN A >4 7 =—AT, IGMP snooping HREZ AN L ET,

[AHRR]

THHR OB E
ip igmp snooping

o HI

no ip igmp snooping

[ABE—F]

(config-if)
[INTA—=4]

2L

[O<7 > FEREFDEIE]
L

LRE~NDEE]

2L

[EREED k524 ]
BREMAETR, T ITKBEINET,
CEEEIE]

L

(BEa< > K]

L
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ip igmp snooping fast-leave

ip igmp snooping fast-leave

220

VLAN A > & 7 =— AT, IGMP Leave 13 X N IGMPv3 Report (BEliZER) 255 Liza, 3<%
BR—=F~OZLTF ¥ X MBGEEELLET,
[ABRH]

TR ORE

ip igmp snooping fast-leave

RO HIFR

no ip igmp snooping fast-leave

[AAE—F]

(config-if)

(N5 A—=4]

2L

[a< > FERREFDENE]

IGMP Leave 3 X UV IGMPv3 Report (BERZER) %55 L7256, #%4F— MIFRl—~LFF ¥ X 7
N—=T DA UNRNBEFE LN LR LT, v~ L FF¥ A M@fEEFEELET, Lo T, IGMP Leave
8 LV IGMPv3 Report (BELER) #ZELb L b, FERAHEOM BBE (F7 44 ME) 1E<L
T v A MBEDHR L E T

[BIE~DHE]

2L

[EREED S AR 2244 ]

REMETR, T ITKBEINET,

CEEZEIE]

1. Ka<wy Faz% ELTHmWmeiﬁxMGMﬁammm(%M%*)%ﬁ@bt , TIZELY
R—=h~D=LFF¥ A MAELZELLET, TOD, Z4K— MMIFE— vw%%%xF?w~ I

MALTWDE R ASPFEET D5, %4 A //\«(7)7/1/%%’?7\ MEEN—IFIEIE L ET, 20
Ve, %Y AN HO IGMP Report (JIAZR) #HEZETHZ LT, v/ FFv X MBEILH
BLET,

(E&Ea< > K]

L



ip igmp snooping mrouter

ip igmp snooping mrouter

VLAN A/ V' H T7 2— AT, w/LTFF¥AM—FKR— b eHELET,

[AHARz]
THROBRE - BH
ip igmp snooping mrouter interface {gigabitethernet <IF#> | tengigabitethernet <IF#> |
port-channel <Channel group#>}
TH DI
no ip igmp snooping mrouter interface {gigabitethernet <IF#> | tengigabitethernet <IF#> |

port-channel <Channel group#>}

[AZE—F]
(config-if)
[N A—=%]

{gigabitethernet <IF#> | tengigabitethernet <IF#> | port-channel <Channel group#>}
INTFHXYARM—FR— P NERET DA Z T 2= AERELET,
1. BT A —Z2HMEROHHE
BIETEEE A,
2. D ER
<IF#>: VLAN IZJBT 5 A v & 7 = —AR— bR ERELET,
<Channel group#> : VLAN IZJB T 5 F v FN T NV—TRBEEH/ELET, £, HOFEHFAIC
DNWTIE IRFA=FITHRETEDLMHE] Z2ZRMLTIZIN,
[a< Y FEEREDENE]

L

BIE~NDEE]

2L

[E%7E 16 0D Sz B 5248 ]

REMEER, I EET,

EEEIE]

1. Y%A ¥ 7 = — AT ip igmp snooping R ENRVEA, AHEEITEMEL XA,

2. VT X ¥ A M—F KR — MRS v T &R H581%, BFILDAA » T2 IGMP snooping i

ZHEINCLTLIZE N,
3. R—=hrF¥FNMIBEBLTWNWER— I EEFEZ~LTFFy A M —HR—MUFEELTHLEELERA,

[B&Ea< > K]

ip igmp snooping
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ip igmp snooping querier

ip igmp snooping querier

VLAN A > 4% 7 =—AT, IGMP 7 = U 7 x A LET,

[ANRH]

THHROE
ip igmp snooping querier

E o Bk

no ip igmp snooping querier

[ABE—F]

(config-if)
[N A—%]

2L

[3< 2 FERREFDEIE]

7L

[BIE~DEE]

L

T B D R BREZE]

EMATER, IS ET,

CEEFIE]

1. Y%A ¥ 7 = — AT ip igmp snooping DEENR WG, F2IEIP 7 RLUAKEZ LTV
&, 7 U TERRIZEMEL 8 A,

(B&Ea< > K]

ip igmp snooping

[y |

5

i

k=]

ip address
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MLD snooping

ipv6 mid snooping (global)

ipv6 mid snooping (interface)

ipv6 mld snooping source

ipv6 mld snooping mrouter

ipv6 mld snooping querier
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ipv6 mid snooping (global)

ipv6 mld snooping (global)

no ipv6 mld snooping % ERE, AMEE > MLD snooping MREZ 1L L 9,

[ANRH]

TR ORE
no ipv6 mld snooping

o Bk

ipv6 mld snooping

[ABE—F]

(config)

(NS A—=4]

2L

(27> FEREFDENE]
AEfE T, MLD snooping H#REZ A EC L 7,
BE~DEE]

MLD snooping #ReM& 1L L E T,
[EREE D Iz B 2244 ]
BREMATS, T<ICXBEnET,
EEEIE]

2L

(BEa< > K]

L
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ipv6 mld snooping (interface)

ipv6 mld snooping (interface)

VLAN A > % 7 =— A, MLD snooping ##fE% HZhZ LE7,

[AHRR]

TR OEE
ipv6 mld snooping

o HI

no ipv6 mld snooping

[ABE—F]

(config-if)
[INTA—=4]

2L

[O<7 > FEREFDEIE]
L

LRE~NDEE]

2L

[EREED k524 ]
BREMAETR, T ITKBEINET,
CEEEIE]

L

(BEa< > K]

L
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ipv6 mld snooping source

ipv6 mld snooping source

VLAN A % 7 =— AT, f#f$ 2 MLD snooping #FEDEIE L IPV6 7 KL A ZRE L 7,

[ANRH]

RO - £
ipv6 mld snooping source <ipv6 address>

E o Bk

no ipv6 mld snooping source

[ABE—F]

(config-if)
(NS A—=4]
<ipv6 address>
MLD snooping HREDE(E L IPv6 7 RV A& ELE T,
1. AR/XT A —HBWEIRE D FIEiE
AT EHA,
2. (EDF EHFH
IPv6 Vo Z7a—N7 RLAzaa  diECTHRELET,
[a7 Y FEREFDENE]
MLD 7 = U TN EEL £ A,
BIE~NDEE]
L
B0 R
BREMETS, T<IIXBEnET,
CEESEIA]
1. %A ¥ 7 = — AT ipv6 mld snooping F 72 IR EN 2GS, MLD 7 = U 7HRRIZEME L £+

[ |
on

2. B# A %7 =—R (interface range) REDNHAIL, Ka~v L REHRETEXEHA,
3. IPv6 V> 7 a—h LT RLAZBEL TSN, IPv6 72— L7 RLAERBET DL L, VAT A

ELTEELRWEARH Y 3,
4. IPv6 7 R L ATEMIL THRRLE T,

[(BEa~<> K]
ipv6 mld snooping

ipv6 mld snooping querier
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ipv6 mld snooping mrouter

ipv6 mld snooping mrouter

VLAN A/ V' H T7 2— AT, w/LTFF¥AM—FKR— b eHELET,

[AHARz]
THROBRE - BH
ipv6 mld snooping mrouter interface {gigabitethernet <IF#> | tengigabitethernet <IF#> |
port-channel <Channel group#>}
TH DI
no ipv6 mld snooping mrouter interface {gigabitethernet <IF#> | tengigabitethernet <IF#> |

port-channel <Channel group#>}

[AZE—F]
(config-if)
[N A—=%]

{gigabitethernet <IF#> | tengigabitethernet <IF#> | port-channel <Channel group#>}
INTFHXYARM—FR— P NERET DA Z T 2= AERELET,
1. BT A —Z2HMEROHHE
BIETEEE A,
2. D ER
<IF#>: VLAN IZJBT 5 A v & 7 = —AR— bR ERELET,
<Channel group#> : VLAN IZJB T 5 F v FN T NV—TRBEEH/ELET, £, HOFEHFAIC
DNWTIE IRFA=FITHRETEDLMHE] Z2ZRMLTIZIN,
[a< Y FEEREDENE]

2L

[BIE~NDEE]

L

[EXTEME D /e i 224 ]

REMEER, I EET,

CEEZEIA]

1. M3%A ¥ 7 = — AT ipv6 mld snooping DX ENRVEA, AMEEITEIMEL ¥ A,

2. VT X ¥ A ML—F KR — MIAAL v T 2T 55481%, Bl DAA ~ T2 MLD snooping F#4iE

ZHEINCLTLIEE N,
3. R—hrF¥FNMIBEBLTWNWER— I EEFEZLTFFY A M —FXR— MUFEELTHLEELERA,

[B&Ea< > K]

ipv6 mld snooping
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ipv6 mld snooping querier

ipv6 mld snooping querier

VLAN A > 4% 7 =—AT, MLD 7= U 72 AT L ET,

[ANRH]

THHROE
ipv6 mld snooping querier

E o Bk

no ipv6 mld snooping querier

[ABE—F]

(config-if)
[N A—%]

2L

[3< 2 FERREFDEIE]

7L

[BIE~DEE]

L

T B D R BREZE]
EMATER, IS ET,
CEEFIE]

1. Y%A ¥ 7 = — AT ipv6 mld snooping DFHEN 2V EE, F72E MLD Query A v E—OEF T
IPv6 7 N L AR EZ L TWRWES, MLD 7= U 7HGEIEEIEL A,

[y |

5

(BEEav > K]
ipv6 mld snooping

ipv6 mld snooping source
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5 PA227x1—R

IPv4 - ARP - ICMP

arp

ip address

ip route

ip mtu
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arp

arp

230

ZBT 47 ARP T—7NVEER LET, ARP 2% R — F LTV AWRERER STV 55E, IPv4
T RUVAEYHT RLAOEBRNTE 720D, HO0CHAXT v 7 ARP 7T —7 WV &{EK L TEL

VEDRDH Y ET,
[AARR]

THROFRE - £H
arp <ip address> interface vlan <vlan id> <mac address>

RO HIBR

no arp <ip address>

[ABE—F]

(config)
(NS A—4]

<ip address>
XI A LRy T IPvA T FLAZIRELET,
1. AT 2 —Z B O HE
B TEEREA,
2. AH R E i P
IPv4 2=F ¥ A N7 FLAZELET,

interface vlan <vlan id>
VLANID #f8E L £7
1. AT X —Z B O HME
B TEEH A,
2. fHDFR E i
<vlan id> (Z}J interface vlan =~ > FC#&E L7 VLANID Z{HE L £7,

<mac address>

PEESEMAC 7 RL A (fx /=) 74—~y 8 ZRELET,

1. AT X —Z B O HME
AR TEEHE A,

2. fEDFR EHPH
0000.0000.0000 ~ feff.ffff.ffff
72770, v LVFX¥AFMACT RL A (Je8EASAL FOBRTAEY 231 OT KL X)
FH A,

[a7 2 FERREF DB E]

2L

BE~NDEE]

2L

[ER%FE fE 0D Je B 22 ]

EMAER, +IGERICKBShET,

%



arp

CEEEIE]
L
(BAEa~ > K]

L
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ip address

ip address

HIPv4 7 RLAEZZELET,

[ANRH]

WHDBE « 23
ip address <IP address> <Subnet-Mask> [secondary]

E o Bk

no ip address <IP address>

[ABE—F]

(config-if)
(NS A—=42]

<IP address>
HIPvA T RLAZHELET,
1. AT X —ZEHWR O HME
AR TEERE A,
2. fEHOFR EHiPH
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

<Subnet-Mask>
YT Ry b~ R EHRELET,
1. AT R —ZH WSRO RIHE
HIETEERE A,
2. {EDFX E i
HT 3y h<wRA7 1 128.0.0.0 ~ 255.255.255.252 (B MoSEkE L TWAH I &)

secondary
VT R— LD o F )V RELRELET,
1. ARRT A —ZHREREORTHE
TIARIRELRDET, v A TFHR—LOHETH, VI~ IREL - DLTHRELTIEZS
Wy,
2. fEOFRE
el

(27> FEREFDENE]
2L
BIE~NDEE]

Ty IIREDOA 2T 2 — R L, Ra~v FTCEREZITHI L, YA X 72— R F—EXU L,
HET v 7 LET,

Mo T, ROE D IIRENFEELET,

o UHA T =2 —ATHEBPTOBERHIUL, WoTlocAPELET,
o WA U F T2 —RITEH SN, 4TIy 7 ARPOxT 2 MU RHIBRESNET,
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[ERTEED R E2HE]

BEEEER, TICEMAICKMRSET,
CEEFEIE]

1. IPv4 7 KL AL LT1275** ZRETxFEH A,
(BEEa~v > K]

interface vlan

ip address
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ip route

ip route

ART 4 VRO IPvA T RLAEZRELET,

[ANRH]

WHDBE « 23
ip route <IP address> <Mask> <Next hop>

E o Bk

no ip route <IP address> <Mask> <Next hop>

[ABE—F]

(config)
(NS A—=4]
<IP address>
ABZT 4 v I REO5aSE IPve 7 L A ZHELET,
1. AT A —H B WERE D FIEiE
BT ERA,
2. HOFTEHIFA
0.0.0.0 ~ 255.255.255.255

<Mask>
ABT 4 VRO IPvA T RLADFR Y b~ A7 B ELET,
1. ART A — 2 AR ORI
B TEEHA,
2. fEOHERFH
PTF v b=AZ7 :0.0.0.0 ~ 255.255.255.255 (v FAEFRE L TWDH I &)

<Next hop>
ART A IREDR I ANKRYy 7T RLAZRELET,
1. AT 2 —Z B O HE
B TEEHE A,
2. fHOFKE R
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

(2= FEEEFROEE]

2L

BE~NDEE]

2L

[E%FE fE 0D JR BR324 ]

BOEWAER, TICEMCKBRESNET,
CEEFIE]

2L

234



ip route

[B&Ea< > K]

L
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ip mtu

ip mtu

AVHET2—ATOREIPMTU E2HELET,

[ABRH]
THRORIE « BHE
ip mtu <Length>

E o Bk

no ip mtu

[ABE—F]

(config-if)
(NS A—=4]
<Length>
A BT 2—ATOHEEFEIPMTU BERELET, ERITIIA—F MTUFRTHRELZT7 L—AK
ERNRG A—FEEEL, NEWFOMELEA X 72— 2D IPMTUEE LTHERALET,
7B, R—hMTUBRTRELEZY L—2ET Tmtu) 2B L TS0,
fEALTW5 IP MTU £, & =~ K show ip interface, show ipv6 interface, £ 7-1% show
ip-dual interface THEFE L T 7Z &V,
1. RRT A — 2B OHHE
AT EHA,
2. 0D % T i
128 ~ 9216 (Byte)
[a7 Y FEREFDENE]

RA Zf5 L7z MTU & AR — F MTU M TRE S 4172 MTU Z ik L, /hEWHDOfEEZ IPMTU R & LT
EALET,

AZELTWRVWESIE, A—PFMITUBHRTRELZ7L—2E (Byte) #IPMTUE L LTEAL
7,

[BIE~DFE]

2L

[ERE I8 D f= R 524 ]

REMET R, T ICERICKRSNET,

CEEFEIR]

1. A1—%xy FOIPMTU Eif, A— bk MTU [F#H CTHRE L7 L—LFK L IPMTU Off & % i 2
728, EA EIPMTU E#% 1500 £V KREVWEICEET 5 & Z1E, ip mtu OFELT TIEARL, F—
 MTU 58D mtu O E BAER L T30,

2. Web #iFE L DHCP V— e 2 A3+ 25418, IPMTU £25 7 4 /L METERH L T Z&EU,
T7 4NV MELVELS T L, Web #FE° DHCP — MRE CEFEICEMEL 2 WEAERH Y 3,
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ip mtu

3. AREIXIPvE THAWE 2V £4, IPv6 TIEMTU £4 1280 LL L5237 m haftgks L

THROLENTWET, Lo, IPv6 AT 58541%, MTU £I2 1280 K2 E LW T 2 &
l/\

4. ﬁ&ﬁ%éﬁ%btzﬁu, 1;:: L/f;MTU 73‘ IPV4 %) ﬁﬁéﬂiﬁq

(BEa< > K]
interface vlan

mtu
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IPv6 - NDP - ICMPV6

ipv6 address

ipv6 default-gateway

ipv6 enable

ipv6 nd accept-ra

ipv6 neighbor
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ipv6 address

ipv6 address

240

HIPv6 7 KL AZHRTELET,

[ANRH]

THWMORE - BE
ipv6 address { <ipv6 address>[/<prefixlen>] | <ipv6 prefix>[/<prefixlen>] }

E o Bk

no ipv6 address { <ipv6 address>[/<prefixlen>] | <ipv6 prefix>[/<prefixlen>] }

[ABE—F]

(config-if)
[N A—=4]
<ipv6 address>
HIPv6 7 KL AEIEELET,
1. 0D FX E i A
IPv6 7t —/ba=F v A b7 FLAZIRELET,
7272 L, <ipv6 address>/<prefixlen> 7% 0::/64, F7-1% fe80:/10 IZEHRDIHEIXTE A,

<ipv6 prefix>
IPv6 L7 4 v 7 Z%EELET, A2 72— - IDELAHBRELTHHAICHELES, HE)
RETLHHEE, LT TV 74y 7 ARIZ64 HHREL T LI,
1. {0 % E i
IPv6 7 KL ADA v H 7 2—AZA—IDEN 0D IPv6 /o —/ 3 )ba=F% v A hT7 FLAZIEE L%
9, 72721, 0:/64 (FFETE FHA,

[<prefixlen>
FUT 4y ARERELET,
1. AT X —Z B O HME
64

2. fEOBERH
1~64

[3< > FEBREFDEE]

2L

[BIE~DEE]

7L

[ER%FE fE 0D Je B 22 ]

BEMELE, TICEAICKBENET,
CEESE]

L



ipv6 address

[(BEEa~ > K]
interface vlan

ipv6 enable
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ipv6 default-gateway

ipv6 default-gateway

242

F 74V RO IPv6 7 KL AZIREE L £,

[AAR]
THHROE
Ja— )7 KL ZAOHE
ipv6 default-gateway <ipv6 address>

Vo rma—inT R AOEE
ipv6 default-gateway interface vlan <vlan id> <ipv6 address>

Tl O HlR
no ipv6 default-gateway

[ABE—F]

(config)
85 A—5]
<ipv6 address>
T AN MREDT = A THDHIPV6 T RLAXRIEE LET,
1. AT X —Z B O HME
B TEERA,
2. fEDRR EHiFH
interface vlan <vlan id> % #§& L 72V 55
IPv6 /' m— ba=F% ¥ A b7 FLAZIRELET,
interface vlan <vlan id> #4584 554
IPv6 Vv rm—hLa=%x A KT RLA (fe80:/64 721F) HHELET,

interface vlan <vlan id>
VLANID %##8E L £7
1. ART A —ZEWEREORTHE
IPv6 V7 m—hNa=%x A T FLAZRET DHE, AR TEEEA,
2. AH DR E i B
<vlan id> ({Z/Z interface vlan =~ > FC#&E L7 VLANID ZE L £7,

(a7 Y FEREDENE]
2L

[BIE~DFE]



ipv6 default-gateway

[(BEa< > K]
interface vlan
ipv6 address

1ipv6 enable
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ipv6 enable

ipv6 enable

244

IPv6 7 R L AT 258 EL 7,

Ra<w REHRETDEHBERY V77 FLABERSNET,

[ANRH]

THWMOBE
ipv6 enable

RO HIR

no ipv6 enable

[AAE—F]

(config-if)

(NS A—4]

el

[O<7 > FERREFDENE]
IPv6 7 RLAZERHCTE £/ A,

IPv6 7 R L A& ERT 53412, ipv6 enable #457&

BE~NDEE]

2L

R ED R BREZE]

REMAETR, +ITEMICKBESLET,
CEEFIE]

2L

(B&Ea< > K]

interface vlan

[y |

I

LTLEE,



ipv6 nd accept-ra

ipv6 nd accept-ra

RAZZELTIPV6 7 RLART 74 M — b= ZHBERE LET,

[AHRR]

THHROE
ipv6 nd accept-ra

E O Bk

no ipv6 nd accept-ra

[ABE—F]

(config-if)
[N A—=4]

2L

[3< 2 PR DEIE]
RAZZELTHIFELET, RSEZHEEFELEEA,
[EIE~NDFEE]

2L

CEEEHE]

1. AKa~vr ROFTER L OHIFRIL, ipv6 enable 2~ 2 RREEDIKETIT-> T Z I,

2. a7 47 b—arHA KVoll 224IPA 47 =2—AT(Q)IPT RLAZRETEDLHRA X
T x—2%%] & [(2) VLAN Z L OZEHIN TEDIKRA vV F 7 =—2%) IZBL T, Aa~<r KR
HKESNTZVLAN A v Z—T7 2 — T IPv6 7 FLARRESNTWNE LD L AR ENET,

[B&Ea< > K]

ipv6 enable
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ipv6 neighbor

ipv6 neighbor

246

2B T 47 NDP F—7 NV HER LET, NDP 248 — kL TOWARWRENEHE S TV 5354, TPv6
T RUVRAEWHT RLZADEBMNTERWD, HOENUOAZT 427 NDP T —7 V2B L Tk<
PEERBH Y £77,

[ANRH]

THROFRE - £H
ipv6 neighbor <ipv6 address> interface vlan <vlan id> <mac address>

THHOHIBR

no ipv6 neighbor <ipv6 address>

[ABE—F]

(config)
(INTA—=42]

<ipv6 address>
X7 ARKRy FIPv6 7 RLRAEFRELET,
1. ARo8T A —H B WERED P
B TE A,
2. AH O FX E i P
IPv6 7 m— ba=F ¥ A R 7 RLA (0:/64 PISV), F72i3IPv6 ) 7 u—Jla=%y A |k
7 R A (fe80:/64 721F) Z4REL £,

interface vlan <vlan id>
VLANID ##8E L £
1. AR/NT A — 2 BRI D FIHE
BIETEFEE A,
2. AE 0O FR E i B
<vlan id> ({Z/Z interface vlan =~ > FC#&E L7 VLANID ZE L £ 7,

<mac address>

B MACTY RV A (Fx /=hn - 74—~vy ) BEELET,

1. AT X —Z B O ME
A TEEREA,

2. fEDFR E HiH
0000.0000.0000 ~ feff ffff.ffff
727Z2L, vAFF ¥ ARMACT FL 2 (SEHAAL FOK FLE Y FAR1OT FLA) [TRETE
FHA,

(27> FEREFDENE]
2L
BIE~NDEE]

2L



(BAEa~<> K]

ipv6 enable

ipv6 neighbor
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DHCP H—/\#gE

default-router

dns-server

hardware-address

host

ip dhcp excluded-address

ip dhcp pool

lease

max-lease

network

service dhcp
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default-router

default-router

TIAT v NIRRT HDN—F AT a ZRELET, V=2 AT vaid, 77947V BT Ry
FEDODLV—2TPT KL A (T74/ bb—4%) L L THARBERIP T FLATT,
[ABRH]

HHMORE « 2258
default-router <IP address>

o Bk

no default-router

[AAE—F]

(dhcp-confiqg)
(/8T A—4]
<IP address>
IIAT OV T Ry b EOL—ZIP T RLVA (F7 4V ML—4%) ZRELET,
1. RRT A — LB ORI HE
BT EHA,
2. [l EHIPH
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255
WIRTT RLATRETE EFH A,
¢ 127.0.0.0 ~ 127.255.255.255
(a7 Y FEREFDENE]
2L
BE~DEE]
L
[EREE D Iz B 2244 ]
REMEFER, TICERICKMENET,
EEEIE]
1. BEFRERNAL—FZIPT RLZA (F7 4/ ML—&) 131 F—VEATRR 1T,
(BEEa~v> K]

ip dhep pool

250



dns-server

dns-server

IIATV MIBATTD ALV R—b Y —=R_"F T a BB ELET, FAAL UV R—b P —1"F T g
N, 7747 NCTHRIAATEEZR DNS — "D IP 7 RL AT,
[AARHK]

HHMORE « 228
dns-server <IP address> [<IP address>]

THHROHIBR

no dns-server

[AAE—F]

(dhcp-confiqg)
[T A—%]

<IP address>

7747 v N TR DNS =D IP 7 FLAEZRELET, =0T FL AL, BRED
BObOERITEELET,
1. AT 2 —Z BRI O Y HE

B TEER A,
2. EORE P

1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

WIZRTT RLVRAITERETE ERA,

+ 127.0.0.0 ~ 127.255.255.255

[~ 2 FERSEFDENE]

L

[BIE~NDFE]

L

[EXEED R BRE2HE]

REMAE R, T IERICKRENET,

1. BEFREL DNS H— O IP 7 FL &AL, 17— THRK2ETYT,

(BAEa~<> K]

ip dhep pool
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hardware-address

hardware-address

74T MNEEICEHEDIP 7 RLAEZEAT HERIZ, MRERDIEEOMAC T FLAEZRELET,
Aa< Ridhost a~r Féty hCHEHLET,

[ANRH]

fHMOBRE - £H
hardware-address <MAC address> <protocol>

RO HIFR

no hardware-address

[AAE—F]

(dhcp-confiqg)
(NS A—4]

<MAC address>
DHCP 7 RV A7 —/UERIZHT 5 MAC T RLRAZRELET,
1. AT X —Z B O HME
A TEERA,
2. fEDFE EHiPH
134 Mo 16 HETHET
(AJ1#) 0211.2233.4455

<protocol>
DHCP 7 RV A —/UERICT 27 0 b a v &2 RE L E T, HEFEIXS VRV E I3 8E THRE
T&EET,
1. AR/NT A — 2 BRI D FIHE
HIETE £ A,

2. fl O EHIPH
ethernet BHEfREDLHAIL L) 721

(2= FEEEFROEE]

L

CEEFIE]

1. network =~ RERIBFIZATIT A Z EIETEEHA,
2. Aa~< KX, host a~ L REHRETHIETHEIERD £7°,

(B&Ea< > K]

host
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host

host

I IAT Yy NEBIZEEDIP 7 RUVAZEAAT AR, FVHBTHIP T RLAZEELET, Kavy
KiZ hardware-address =~ N& vty N CTHEHALET,

[AHFRH]

THWMORE « BH
host <IP address> [{ <Mask> | /<Masklen>}]

RO HIR

no host

[AAE—F]

(dhcp-config)
[N A—=4]

<IP address> [{ <Mask> | /<Masklen>}]
DHCP 7 RV AT —NAERIZHKTTHIP 7T FLAZRELET, Fi2, A7 EEE LG/ T
Z A, B, CITIUSLl~A7RNREESNET,

=181 OS5RTEDIP T FLREHE

D3R IP7KLZR
77 AA (/8) 1.x.x.x ~ 126.x.X.X
77 A B (/116) 128.x.x.x ~ 191.x.x.X
7 AC (/124) 192.x.x.x ~ 223.x.X.X

<IP address>

1. ARRT A —ZHREREORTHIE
BIETEEE A,

2. AH O FR E i P
WIRTT RUAIRETE A,
-+ 127.0.0.0 ~ 127.255.255.255
< ARA MBB 2EHTTXTOERIT1IOT RLA
- 7T RA, B, CLUSDT RL2A

<Mask>
1. ARRT A —ZEWEREORTHIE
7 AA, B, CIZJGUTe~vRA”Y
2. fHDFR EHiH
255.0.0.0 ~ 255.255.255.255
<Masklen>
1. ART A —ZE RO RTHIE
7 72A, B, ClZEll~vRA”
2. AH X E i P
8 ~ 32
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host

254

(2= FEEEFROEE]

L

[BIE~DFEE]

2L

[EREED /BR324 ]

BEMEFER, TICERICKBRENET,

CEESE]

1. [FA—7"— /AR EWN T network & & IXFIRFIZHRE TE £ A,

host B ERFZF UV 7 % v b @ network 38 L Whost HENHFEL2WGE, OV 732y b
network FRER & FKICERONE T, TOD, RRXEEY 7 Xy MIEBx 27 %y Mk 2
ET FLAT =L alBdT5Z Lid T,

host BEZIToTHA, 7 74T > MIEART 547 a Y 1E#H (default-router, dns-server) L%
ESINTZIPT RLALEUY TRy RO network & E%1T>7- DHCP 7 KL AT — L OA T3 v
A MA L ET,

4. A< FiX, hardware-address 2~ REZHRETHZ & THIERD £97,
5. BNV 7Ry b (KEEDOVLAN A L 72 —ZXY TRy b) 127 FLAZERATS & X1, ip

6.

address 2~ RERIL~A T RIZLTL7ZE0,
Aa<w s RTRELE~YAZIXZ 747> Ma@amsnxd,

(B&Ea< > K]

hardware-address



ip dhcp excluded-address

ip dhcp excluded-address

network 2~ RCHRELZIP T RLAT— LD oL, BAMRNGEEINTHIP T R L ADOHIPHZ R E
LET,

[AHFRH]

WHORE - £
ip dhcp excluded-address <Low address> [<High address>]

Tl O HlR
no ip dhcp excluded-address <Low address> [<High address>]

[AAE—F]

(config)
[N A—=4]

<Low address> [<High address>]

DHCP ¥—/"3DHCP 7 74 7> MIEID B TTIHEWT2WIP 7 KL R, X IP 7T FLADH
PEHELET,
1. ABRT A — 2B ORHIE

B TEER A,
2. EOBREH

1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

WIZRTT RLAITERETE ERA,

* 127.0.0.0 ~ 127.255.255.255

[a< Y FEEREDENE]
network =~ N CEESINTFHAORIP 7 FLANREI Y YTHRHEETT,

[BIE~NDFE]
L

[ERFE (B D S BR 524 ]
REWERS, 7GRS ET,

[EEHIE]

1. RREREHIT 1024 T,
2. BT FLARELZHIRT L ZEICE T, IPT FLAT—AVEBBRRREABZTLE 2BHAITIL,
FROAT RUABREEHIRT 2 Z LI TEERA,

[(BEa< > K]
ip dhep pool

network
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ip dhcp pool

ip dhcp pool

DHCP 7 FL AP — L IEREHRELET,

[ANRH]

THRORE - BH
ip dhep pool <Pool name>

RO HIER

no ip dhcp pool <Pool name>

[ABE—F]

(config)
(/85 A—=4]

<Pool Name>
DHCP 7 RV A — )UEROAHREHRE L E T,
1. A/RT A — 2 BWERE ORI
AT EHA,
2. E DR T HiPH
14 LFLUNOATTTRE L TL 728V, BERMREAR SLFITONTIE 37 A — X |ZHRE T H1H)
EHRL T 7EE0,

(272 FEBROEE]

L

[(BIE~DFEE

L

BOEEARRE, $ICEMICKmSNET,

1. Ka<y FIRREHY 7Ry MILEHRREEIP 7 FLAROGFHEE TRETE £7,

(BEa~<y K]

ip dhcp excluded-address

network
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lease

lease

IIAT Y MIEATHIPT RVADT 740 hY — AR 23 E L ET,

[AHRR]

THWORE - BE
lease {<Time day> [<Time hour> [<Time min> [<Time sec>]]] | infinite}

RO HIER

no lease

[ABE—F]

(dhcp-config)
[185A—=4]

{<Time day> [<Time hour> [<Time min> [<Time sec>]]] | infinite}
, FE, 4, BoOBAT, V—RRZHRE LET, REROBENRWGEEIE, PIHEE LT
) AREfH ﬁ) 1HELCRESNET, £z, <Time day>/<Time hour>/<Time min>/<Time sec>
BFHMED 10 BARMOHEITRECE EE A, 10(F) ~365( H) D TREL T EEW,

<Time day>
Y — A& H AR E L E T,
1. fEORERPE
0~ 365 (H)

<Time hour>
Y — R 2 RERT BLALICERE L E 7,
1. (B E
0~ 23 (F¥fH)

<Time min>
U — AR 2 BALICROE LT,
1. 0D % 7 i
0~59 (47)

<Time sec>
J— AR 2B HEALCRE LET,
1. 0D % 7 i
0~59 ()

infinite

U — R & MR IRICERE L £ T

[a< Y FERFOBE]
Y —ABERNL L A &Y ET

[BREE~DEE

L
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lease

258

REED R BRE2H ]

REMEER, 3 ICEMICKmSNET,

FEFHE]
U —ARHHAER Y — AW (maxlease) ZBR HFEL LG, R —RREHAELESLE

K
L EEIPT RUAREEIT GG, 7747 2 MIEHET 24 IFH O ) —RIEF 2R H £ (7272
L, EEIP 7 KL A CEA AT - 7235413 show ip dhep binding =~ R TY —AHREZF R L 8
o T, TOBEEIP 7 RLA LR UY T X b network FZE%#1T->7- DHCP 7 KL A7 — /L3
EDHE1E, TDOT =D —ARFEAEE SN ET,
EHEIP 7 RLVAREEZIT> C5 DHCP 7 KL A7 — UEH Tld lease 2~ NIZER I E T,

4. V2R EEL LIS, 7747 v MIBEEICY —ROTH &7 5 72, FERFHE LvEH Ean

—REHY72 IP 7 R LA EORRE LI HiRLIANTliE, U — AR Z M8 < LR T IZE W, £z,
BN —ZFFRITH 7 T4 7 > FBSEMERRER Z L 2R L T2 a0y,

5. ANMERTRESINTIEFTY — 2 Z A L TLZE W, <Time day> O ASj#%IZ 24 ~ 59 & AJ)

95 &, <Time min> &8k SN ET, ZDHE, [Enter]l 95 &, AJ1=F -t FT,

(BEa~<y K]

ip dhep pool



max-lease

max-lease
TIAT RN —REMEZRTELTCIP 7 FLAZER LUEBRIC, #FRTAHRKRY —ARHEZEE L E
ﬁ—o
[AHFszt]

HHMORE « 2258
max-lease {<Time day> [<Time hour> [<Time min> [<Time sec>]]] | infinite}

E o Bk

no max-lease

[AAE—F]

(dhcp-confiqg)
[N A—=4]

{<’I‘ime day> [<Time hour> [<Time min> [<Time sec>11] | infinite}

, B[, 4y, OB TRMZIEE T2 8I2L-T, 29472 P LEROIBEN D > 1256
@Eij( V— AR ZRE LE T, RIEROBRENLWIGEEIL, 7740 MU — R & [F UEICZ7e Y
*9, F72, <Time day> /<Time hour>/<Time min>/<Time sec> DA FHMEA 10 BRI OHE LR T
TEEHA, 10 () ~365 (H) OFTREL TS,

<Time day>
U — 2 & H AR E LE T,
1. fEO EHPH
0~365 (A)

<Time hour>
Y — R 2 REFR BLALIC B E LT,
1. fEO EHLH
0~ 23 (K#f)

<Time min>
Y — ZWF# & Sy LIS E L E T,
1. fEO EHIPH
0~59 (47)

<Time sec>
Y — AW AR E L E T,
1. fEOREHPH
0~59 (B)

infinite

U — 2 ) 2 MR BRICRE L E

[O<7 Y FEREDENE]
KU — ABFEIT lease 2~ R TR E LR & 720 97,

[BIE~DEE]
L
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max-lease

260

REED R BRE2H ]

REMEER, 3 ICEMICKmSNET,

FEEIE]

. EHEIP 7 RUARBREEITHTZHEIE, 7747 2 MIEHET 24 FEi o U — AR 2 FF b £7, $£77,
FOEEIP T RLVALE LY 7 Xy h®D network RE%17->7- DHCP 7 KL A 77— /LiNED AT,
ZOT—NDOER Y — AREPMESE SN ET,

. BEIP 7 RUAFREEIT> TS DHCP 7 KL A7 — /LEHR TiX max-lease 2~ NI S E

jﬁo
V=R EELS LIRS, 77470 MIBEBEICY —ROEFHELT O 7D, EREHE LMER Sy
—WF 72 IP 7 R LA 72 EOIRE Lo @A T, U — AR 2 c < LN T<Zan, £,

WY —RAETH 7 T4 7 2 REMERTRER Z L 2R L TSI EW,

4. ANFEATHRESNZIAFTY — R Z A L TLZ &V, <Time day> D AJj4IZ 24 ~ 59 & A\ J)

95 &, <Time min> LBk S Ed, Z0HE, [Enter] 2 F 92 L, AT -t 9,

(BE&Ea~<> K]

ip dhep pool



network

network

DHCP IZ X > TEMIIZIP 7 L RAEEAAT Dy NI—27 DY T3y "ERELET, EEIZDHCP 7
RUAT =& LTEEENDIDIEIV T2y b5 H, IPT RLAKRAMIOE Y FRATRTOBIOT
RT1IDT RLAZBFRWN-ZHD T,

[AARRHK]

BHMORE « BH

network <IP address> [ /<Masklen> ]

(GRS 2LEIZS

no network

[ABE—F]

(dhcp-confiqg)
[N A—=4]

<IP address> [ /<Masklen> ]
DHCP 7 RLAT—LDRy NT—I T RLRAERELET, £o, YA EERLIZGAEX, 77
Z A, B, ClTJEUle~AINEREINET,

182 VSARITEDIPT FLREE

935X IP7FLZR

77 A A (/18) 1.x.x.x ~ 126.x.x.X
77 AB (/16) 128.x.x.x ~ 191.x.x.x
77 A C (/24) 192.x.x.X ~ 223.X.X.X

<IP address>

1. AT X —Z B O HHE

B TEERE A,

2. {EDFX E i
WIRTT RUATIERETEERA,
127.0.0.0 ~ 127.255.255.255
RA NERA O LISAADT K&
(%182 J7T7AZTLDIP 7 RLVAHMH| (R THRBEUADIP T KX

<Masklen>
1. AT A —H RO A HIE
[£182 /7 7AZLDIP7 FLAHM) 17”7277 A A, B, Clilie~vAry
2. B EHiPH
8 ~ 32
K btk (255.0.0.0 ~ 255.255.255.255) THRETE £,

[2< 2 FERSEF D ENE]

L
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network

262

[BE~DEE

L

ARREZAIT- 128, IP7 FLAT =L e LTRSS DI, JRIP 7Ry hOKA MFOE > b
MIRTOBLOFRA MROE Y MR TRTLIOT FLRAERW, §XTOIPT RLAIZRY T,
Z D=8, FEHIZ ip dhep excluded-address =~ > R THEAAR RN SR LIZ0T RLAZFHE L TL
7EEW,

2. Fl—7—/Vi%EWNT, host 3 & U hardware-address % & & 1XFIFHIRETE A,

3. network XEEXFL 7 —/VIX, RKREEY T Xy MILETIERTEET, 72, host RERICF—D
7% > N & FEO network/host FXENFIE L2 W G, £OH 7 %y MIZOWTH network 3R EH &
FRIC bV ET,

4, EIRY 7%y b (REBEOVLAN A VX 7 x—AH T Xy 1) 17 FLAZEAAT S & 21X, ip

address I~ FERILV A7 RIZL TS EEN,

[y

(BEEa<T Y K]
ip dhcp excluded-address

ip dhep pool



service dhcp

service dhcp

DHCP =& FGITHA v EZ 72— AR ELET, KXEEITo72A ¥ 7 =—A7217 T DHCP
Sy NERIELET,

[AHFRH]

fHMOBRE - £H
service dhep vlan <VLAN ID>

LRl
no service dhep vlan <VLAN ID>

[AAE—F]

(config)
[N A—=4]

vlan <VLAN ID>
IPv4 7 R LU AMEE S L7z VLAN @ VLANID #8%E L £,
1. AT A —Z BRI O HE
A TEEREA,
2. EO EHH
<VLAN ID> |Z{% interface vlan 2~ > R CE L7= VLANID #&HE L 7,

[O<7 > FERBEEDEIE]

2L

BE~DFE

L

[ER7E B D = B 5244 ]

BEMET, T <ITERICKBENET,
EEEIE]

1. BEFRERA V& 7 2 — ZTHRK 64 TT,

(BEEa~ > K]

interface vlan
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E6#H 4% -QoSHiE

J0—&HEE—F

flow detection mode

flow detection out mode
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flow detection mode

flow detection mode

ZERA L E 72— RATK L, TA40E - QS HEREO 7 0 —HT2E— FERELET,
RKa<w R, "—RUzT7 77NV TORKEY N VEOE/F— 2 ERLET,

EAEREIS el 32 — VAT T 52 8T, N—KRu=T VY —RENERT — T )IHEFIET
EHTEL LSRR ET,

ARa<wry Rix, N"— RO =T OERNBREESRFEZRET 200 THLID, BRI HEEICip
access-group 2~ R, ipv6 traffic-filter =~ > N, mac access-group =~ > F, ip qos-flow-group =~
> K ipv6 gos-flow-group =~ > N3 & U mac qos-flow-group =~ > RWBZEHA > X 7 = — ATk LT
BEINTWVD EXTTRTHIRT ALERH D £7°,

1o T, T RENEZHET2RIOBEBETHREL TS LI, EHTOEHEIIBEBO LETA,

Zoavwry RERELRY, FRIIERLZHIBRLE & Eidlayer2-2 237 7 4L MREEIZ/2 0 £,

[AAR]
RO - £

flow detection mode {layer2-1 | layer2-2 | layer2-3}
THHOHIER

no flow detection mode

[ABE—F]

(config)
[R5 A—=%]
{layer2-1 | layer2-2 | layer2-3}
Zur—fHE— FERELET,
1. AT X —Z B OYIHME
B TEERE A,
2. {EDFE E i
L

Tn—HHE—Fo@EHa~r REROKRITRLET,

#£19-1 7O0—@BHEE—FIZ&L2EARAa<TUF

BHRHa<UK
mac ip ipv6
JO0—RHEE—F access-group access-group traffic-filter
qos-flow-group gos-flow-group gos-flow-group
layer2-1 @) X X
layer2-2 X O X
layer2-3 X O O

(LB O : BEERTRE X BREARH
K7o—HE— RO\ TiE Tar74 27 L— a4 FVol2 1.13ZEM7e—HiEt—F] BXO av
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T4 b—variiAq4 RVol2 3.11%EM7ae—RmHE—F] 22RLTE30n,

[2< > FAEBREFDENE]
7 u—HE— N, layer2-2 TEIfEL £,
BE~DFE

L

EESHE]

2L

[BEa< > K]
1p access-group
ipv6 traffic-filter
mac access-group
ip qos-flow-group
ipv6 qos-flow-group

mac qos-flow-group

flow detection mode

267



flow detection out mode

flow detection out mode

EERA o Z 72— RIx L, 74V Z RO 7 e — BT 5 E— RERELET,

ARa<wr Rix, "~ RUzT7 7 =T N TORKEY MVEOBL R\ Z— 0 2ERLET, EAFREIILL
TRy N A= NCEET AL T, "= R 2T ) = RAENE R T — T NWVICERSECTERATES L)
2720 E9,

AKavwy Rix, "—RU =T OERRNBRIMEREEZRET LD TH LD, AETLHHBEI, ip
access-group 2~ > K, ipv6 traffic-filter 2~ > N3 LU mac access-group =~ o R EFMA ¥
72— A L TRESNTWD L X TTNTHIRT2LERH Y 37,

WeoT, LT EEHAERMLT IRVOBFETREL T EIW, EHFOETIIBEID LEFA,

Zoavwry RERELRY, FHRITERLZHIER L & &idlayer2-2-out 287 7 4 /L MREEIZ 720D 97,

[ABR]
THWMORE - BE
flow detection out mode {layer2-1-out | layer2-2-out | layer2-3-out}

THHOHIBR

no flow detection out mode

[ABE—F]

(config)
[T A—=4]
{layer2-1-out | layer2-2-out | layer2-3-out}
EEMT a—MmHE— FEREELET,
1. ARRT A —ZEWEREORTHIE
BIETEFEE A,

2. HORR EHIFH
L

EEM T v —RIHE— RO 2~ F2ROFITRLET,

#£19-2 ZEERAIJO—RBHEE—FIC&KDBERHaITUR

@RIV R
EETO—BHE—F mac ip ipv6
access-group access-group traffic-filter
layer-2-1-out @) X X
layer-2-2-out X O X
layer-2-3-out O @)

(LB O : BEERTRE X BREARH
BEEMT7 o —HHET— ROV TIE, (27427 b—2 a4 FVol2 1.1.4FEN7o—HHT— ) 258
LTLEEN,

268



[a< > FAEBREFDEIE]

EEM 7 v —HmHT— X, layer2-2-out TEIEL £7°,
[BIEE~DEE]

L

EREMED Rk E2H ]

BREWAETH, T ICERICKMENET,
CEEFIA]

2L

—

[(BEEa< Y K]
1p access-group
ipv6 traffic-filter

mac access-group

flow detection out mode
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TOEAJAX K

FETH Ta4I1L3

HETEHEMBLUME

deny (ip access-list extended)

deny (ip access-list standard)

deny (ipv6 access-list)

deny (mac access-list extended)

ip access-group

ip access-list extended

ip access-list resequence

ip access-list standard

ipv6 access-list

ipv6 access-list resequence

ipv6 traffic-filter

mac access-group

mac access-list extended

mac access-list resequence

permit (ip access-list extended)

permit (ip access-list standard)

permit (ipv6 access-list)

permit (mac access-list extended)

remark
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HETEEMBLUIE

HETESDEME L WE

B0 kra)L&# (IPv4)
IPva D70 ha L &FiE LT, HECEXIAHERDEICTLET,

% 20-1 {EEAAEZ T A FOJLEFR (IPv4)

JobkaLgHh »&7TO0raLES
ah x 51
esp 50
gre 47
icmp 1
igmp 2
ip TRCHIP 71 h=)b
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tcp 6
tunnel 41
udp 17
vIrp 112

EX Tua bhalgHah £ 70 ba e 510E, T4 ASEEL LTHEELTHRHETE A,
HJOkra)LEHF (IPv6)
IPv6 ®7'a b a/V4FE LT, HBETXD24MEROERIIRLET,

% 20-2 {EEAAEAL T A FOJLEFR (IPV6)

7o raLaH »*ET0LaLES
gre 47
icmp 58
ipv6 FTRTHOIP Fu k2
ospf 89
pcp 108
pim 103
sctp 132
tcp 6
tunnel 4
udp 17
vrrp 112
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WR— & (TCP)
TCP TIRETE K — MF%, KORITRLET,

% 20-3 TCP TIiEEAAEMRAR— F&FR

HETEZBMB LB

R— & HER— BB L UVES
bgp Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
https HTTP over TLS/SSL (443)
ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
ldap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
ssh Secure Shell Remote Login Protocol (22)
sunrpc Sun Remote Procedure Call (111)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
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HETEEMBLUIE

R— F&TR HER— FEBLUVES

uucp Unix-to-Unix Copy Program (540)

whois Nicname (43)

W:R— & (UDP)
UDP THfET& 5K — hafik, ROEISRLET,

% 20-4 UDP TiEEMRELAR— F&FR (IPv4)

R— L& HER— BB L VES
biff Biff (512)
bootpce Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)
radius-acct RADIUS Accounting (1813)
rip Routing Information Protocol (520)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmcep X Display Manager Control Protocol (177)

& 20-5 UDP THEEFHERAR— FBFE (IPv6)

R—+&F HER— FEELUVEE
biff Biff (512)
dhcpv6-client DHCPv6 client (546)
dhcpv6-server DHCPv6 server (547)
discard Discard (9)
domain Domain Name System (53)
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HETEZBMB LB

R— ~ & HER— F BB LUVES
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)

radius-acct

RADIUS Accounting (1813)

ripng Routing Information Protocol next generation (521)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmep X Display Manager Control Protocol (177)
W TOS &%

RETE 2 TOS Afrz, WORITRELET,

& 20-6 IEEFEEA TOS & ¥R

TOS £ %5 TOS &
max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0

M Precedence & %5

F8E TX 5 Precedence 4%, ROFIIRLET,

& 20-7 IEEFHELL Precedence & ¥

Precedence % #i

Precedence B

critical

flash

flash-override

immediate

DN [ W ot
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Precedence £&#i

Precedence {E

internet 6
network 7
priority 1
routine 0

W DSCP &%

fEETE 2 DSCP 4%, IROFITRLET,

% 20-8 {ETERIAE7F DSCP & %F

DSCP & 75 DSCP {&

afll 10
af12 12
afl3 14
af21 18
af22 20
af23 22
af31 26
af32 28
af33 30
af41 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
cs4 32
csb 40
cs6 48
cs7 56
default 0
ef 46

BA—HYRy 3 A TEF

RETE DA =Xy NA TAHE, ROFITRLET,

+®20-9 IRERBERA—Y Iy 24 TR

A=Yy b3 A TEW Ethernet {B ®E
appletalk 0x809b
arp 0x0806
eapol 0x888e
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A=Yy b2 A T Ethernet {& e

gsrp % GSRP #lffi "y b7 4 2 LET
ipv4 0x0800
ipv6 0x86dd
ipx 0x8137
Xns 0x0600

X ABLTOEEA,
W3E%k MAC 7 KL REH
FRETE 2585 MAC 7 FL A4 H %, RORISRLET,

#* 20-10 IEEFIREASESE MAC 7 KL R&TH

LT FLRIEE KT FLR BHET FLRATRY
bpdu 0180.C200.0000 0000.0000.0000
cdp 0100.0CCC.CCCC 0000.0000.0000
lacp 0180.C200.0002 0000.0000.0000
lldp 0100.8758.1310 0000.0000.0000
oadp 0100.4C79.FD1B 0000.0000.0000

pvst-plus-bpdu

0100.0CCC.CCCD

0000.0000.0000

WAYytE—22% (ICMP)

ICMP THETX AR v b —U4WE, ROFBITRLET,

#&20-11 ICMP TIRERIAEE A v £ — D&M (IPvd)

Ay —TRF AytE—T4% 247 a—FK
administratively-prohibited Administratively prohibited 3 13
alternate-address Alternate address 6 HERL
conversion-error Datagram conversion 31 WBERL
dod-host-prohibited Host prohibited 3 10
dod-net-prohibited Network prohibited 3 9
echo Echo (ping) 8 RERL
echo-reply Echo reply 0 HEZL
general-parameter-problem Parameter problem 12 0
host-isolated Host isolated 3 8
host-precedence-unreachable Host unreachable for precedence 3 14
host-redirect Host redirect 5 1
host-tos-redirect Host redirect for TOS 5 3
host-tos-unreachable Host unreachable for TOS 3 12
host-unknown Host unknown 3 7
host-unreachable Host unreachable 3 1
information-reply Information replies 16 BEERL
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Ayt—THH AyE—T4 247 a—F
information-request Information requests 15 BERL
mask-reply Mask replies 18 fRERL
mask-request Mask requests 17 EE L
mobile-redirect Mobile host redirect 32 BERL
net-redirect Network redirect 5 0
net-tos-redirect Network redirect for TOS 5 2
net-tos-unreachable Network unreachable for TOS 3 11
net-unreachable Network unreachable 3 0
network-unknown Network unknown 3 6
no-room-for-option Parameter required but no room 12 2
option-missing Parameter required but not present 12 1
packet-too-big Fragmentation needed and DF set 3 4
parameter-problem All parameter problems 12 BERL
port-unreachable Port unreachable 3 3
precedence-unreachable Precedence cutoff 3 15
protocol-unreachable Protocol unreachable 3 2
reassembly-timeout Reassembly timeout 11 1
redirect All redirects 5 ¥ERL
router-advertisement Router discovery advertisements 9 BEERL
router-solicitation Router discovery solicitations 10 BEERL
source-quench Source quenches 4 ¥ERL
source-route-failed Source route failed 3 5
time-exceeded All time exceeded 11 BEERL
timestamp-reply Timestamp replies 14 [T L
timestamp-request Timestamp requests 13 BERL
traceroute Traceroute 30 HBERL
ttl-exceeded TTL exceeded 11 0
unreachable All unreachable 3 BEERL

% 20-12 ICMP TIEERREG A vE— D& (IPv6)

Ay —TRH Ayt—TF 547 a—F
beyond-scope Destination beyond scope 1 2
destination-unreachable Destination address is unreachable 1 3
echo-reply Echo reply 129 EEMRL
echo-request Echo request (ping) 128 WBERL
header Parameter header problems 4 0
hop-limit Hop limit exceeded in transit 3 0
mld-query Multicast Listener Discovery Query 130 e L
mld-reduction Multicast Listener Discovery Reduction 132 ERL
mld-report Multicast Listener Discovery Report 131 ¥ERL
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Ayt—UER Aye—Tf 2147 a—FK
nd-na Neighbor discovery neighbor 136 FBERL
advertisements
nd-ns Neighbor discovery neighbor 135 ERL
solicitations
next-header Parameter next header problems 4 1
no-admin Administration prohibited destination 1 1
no-route No route to destination 1 0
packet-too-big Packet too big 2 BERL
parameter-option Parameter option problems 4 2
parameter-problem All parameter problems 4 HBERL
port-unreachable Port unreachable 1 4
reassembly-timeout Reassembly timeout 3 1
renum-command Router renumbering command 138 0
renum-result Router renumbering result 138 1
renum-seq-number Router renumbering sequence number 138 255
reset
router-advertisement Neighbor discovery router 134 HBERL
advertisements
router-renumbering All router renumbering 138 ERL
router-solicitation Neighbor discovery router solicitations 133 BERL
time-exceeded All time exceeded 3 ST L
unreachable All unreachable 1 BERL

B7 VX)X MRIZDONT

TIRAVA RN, 74 NVEEHEBOFHIZONTIE, BUTESBRLTIEEN,

W79 tX) R MERE

TR AY A MEREIL, ITOa~y FORETT,

* ip access-list standard

e ip access-list extended

* ipv6 access-list

¢ mac access-list extended

B77t€RX)RX+

* interface gigabitethernet/tengigabitethernet/vlan T ™ ipv6 traffic-filter

e interface gigabitethernet/tengigabitethernet/vlan T ® mac access-group

REH

TI7RAD A MREKL, UTOa<vy RTERTLT7 7820 2 MORKTT,
* interface gigabitethernet/tengigabitethernet/vlan T ® ip access-group

EX 1 in & out (FPMHEICE A ET,

X2 LUToasr FTHRETLT 782 X M,

A,

e line vty T @ ip access-group / ipv6 traffic-filter

ZITWH T 7 BAY A MRERIHEY LE
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¢ authentication ip access-group
e mac-authentication access-group

* snmp-server community

B7O9tEXR)R ML
TI7RAURANX, T7®8AV R MNEREHKE, REBT 78RV X MEREOAF T,

RKEWRT 7RV X MERSEIE, BT 782U X MESE) (Z¥FELa~vy RTERESNET 78R
VANDHY S, TRT 7RV A RREE ([ZFZELIza~y R IN20WT XA RO TT,

BT LREHE

T 4 VB EERIE, LFOav s ROBETT,
* permit
e deny

* ip access-list standard x
* ip aceess-list extended x
* ipv6 access-list H

* mac access-list extended *

EX VR NERDY THERO deny) Z2&Te72HTT,
B79ERAVARL, TZ4LNEEHEDOIL T4 L—2 a0 TREAMREERAIV MY
34

TIEAY AN
LEEAAIRT, IPv4, IPv6, MACOT7 7t Y A NEHEKBI2= Y

PV E S
IPva 7 KL AT 4%, IPv4a Xry b7 4%, IPv6 7 4 V%, MAC 7 4 VZ T2, 7 4VH
S A EE AR TR 1024 = R Y

TIEAYARMIBELTIL, EEROIIENC a4 7 L—y a0 54 RVoll 2 WESM:) (Citdd
HHIRNSFIE L E T,

W77+ R FHOEHHS]
TR A Y A MEOFIEIE, ROFITRLET,



£ 20-13 7OERY R FROELS

B

TEHEMBEUME

REH

TOERIYR
YEREL

TOEIAYR k
REH

TOER)RX M

PRI
SHH

T7EAY AN AAA BAER LT,
=Py "L X T2—A 01D
inbound (ZF%E

interface gigabitethernet 0/1

ip access-group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

1Y X}

1UXFk

1V XF

3UAb

T77'AY X NAAA ZERL C,
A—HPRy hA U HTx2—R0/1 &0/
2 @ inbound IZF%E
interface gigabitethernet 0/1

ip access-group AAA in

interface gigabitethernet 0/2
ip access-group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

1UA}

2 U AR

2 U AR

3UREK

77 AY A NAAA BERRL T,
A —=PFy "LV HTz—A 01D
inbound & outbound (ZF%E
interface gigabitethernet 0/1

ip access-group AAA in

ip access-group AAA out

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

1URAF

2 U AR

2 U AR

3UAR

77 AY A NAAA BER LT,
A=Y Ry b HT2—RA0/1D
inbound |ZE%E
772U AN BBBE{ERLT,
A =Py "L X T2—A0/2D
inbound (2% E
interface gigabitethernet 0/1

ip access-group AAA in

interface gigabitethernet 0/2
ip access-group BBB in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

2 U AR

2 U AR

2 U AR

6 YU AR
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REH

TOERIYR
1EREL

TOERAYR K

TOER)R M

PRI
FHH

77 'AU A NAAA ZERCL T,
A=Yy bA 2 EZT=—R 01D
inbound (Z§% &
727 AYU Ak BBB Z{E LT
A=Yy "L HTz2—A0/1D
outbound |ZFE
interface gigabitethernet 0/1

ip access-group AAA in

ip access-group BBB out

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

2V A b

2UAB

2V A

6 U AR

TIEAY AN AAA Z{ERL T,
A—=HFy b HT2—Z0/1D
inbound (Z§% &
77 AYANBBBEZEKLT, A
VBT 2 — AR LW
interface gigabitethernet 0/1

ip access-group AAA in

ip access-list extended AAA
10 permit tcp any any
20 deny udp any any

ip access-list extended BBB
10 permit udp any any
20 deny tcp any any

2V A b

1V A+F

2V A

6 U AR

TI7EARUARNAAA BAFRLT, A
VBT = — ATHEA L

ip access-list extended AAA
10 permit tcp any any

1UAkK

0Y AR

1UAK

2V Ak

282



deny (ip access-list extended)

deny (ip access-list extended)

IPva 7y N7 4N ETOT VB AREGTAELEEELET,

[AA

o

i

RIE - AH

Iz e k=L TCP, UDP B L N ICMP LS54

[<seq>] deny {ip | <protocol>} {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}
{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{[tos <tos>]
[precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

EAr7 e h a2y TCP DG4

[<seq>] deny tcp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[{leq <source
port> | range <source port start> <source port end>}] {<destination ipv4> <destination ipv4
wildcard> | host <destination ipv4> | any} [{eq <destination port> | range <destination port
start> <destination port end>} | [ack] [fin] [psh] [rst] [syn] [urg] [{[tos <tos>] [precedence
<precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

Efr7 e k2 UDP 0854

[<seq>] deny udp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[teq <source
port> | range <source port start> <source port end>}] {<destination ipv4> <destination ipv4
wildcard> | host <destination ipv4> | any} [{eq <destination port> | range <destination port
start> <destination port end>}] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan
<vlan id>] [user-priority <priority>]

AL E R ICMP 054

[<seq>] deny icmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}
{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{<icmp type>
[<icmp code>] | <icmp message>}] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan
<vlan id>] [user-priority <priority>]

R DHI B
no <seq>
[AAE—F]
(config-ext-nacl)
[INTA—4]
<seq>
T A4 NEEOBANARFERE L ET,
1. AT A —ZEBWE O HIHE
T AU A NRIZSEER WSS, FIEIEE 10 T,
SMEBRELTCHEEE, ELTHHEANERFORKKIE+10 T,
7272 L, WANERF DR KN 4294967284 L D KEVWVEDOEEITIEK TE THA,
2. fEOFREHIH

1~ 4294967294 (10 #%%) A+ EL ET,

{ip | <protocol> | icmp | tcp | udp}
IPv4 "7y RO BT w b a VG EEEE L ET,
7212 L, 3R ToOT e havEdGg T 5581 ip 2HEELET,

1.

AT A — AR DY HE
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deny (ip access-list extended)

BIETEFEE A,
2. AH DX E i P
e <protocol> :
0~ 255 (10#¥) F/x7o barsaHisiEELEd,
[ 20-1 #HEFRER 7' m ha g (IPv4) ] 2L T 7E30,

{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}
BEILIPvA T FLAZFELET,
FTRTORETLIPvA T FLUAZFRET 5561 any ZHELET,
1. AT X —ZEWR O HME
AR TEERE A,
2. fE DR E HiH
<source ipv4> <source ipv4 wildcard>, host <source ipv4> F7-i% any ZF5EL 7,
» <source ipv4> <source ipv4 wildcard> $5€ :
<source ipv4> (ZIFEFIL IPv4 7 RLAEFRE L E T,
<source ipv4 wildcard> (ZIE IPv4 7 R ADOHF TEEOEZFFA[THE Y NENL TV ALK
N— Rz IPva 7 FLABATHREL£T,
* host <source ipv4> F&/E :
<source ipvd> DEE—E 7 4 VE KM ELET,
* any {87E :
EEITLIPVvA T RV RE T 4V E ST LERA,
IPv4 7 R LA (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

{eq <source port> | range <source port start> <source port end>}

FEXR— FESERELET,

77 haLBTCPBLIWUDP 2047 v a »TF,

1. AT X —Z B ORIHME
7L (BHEfEE LERA)

2. BB E &
0~ 65535 (10 #EH) F/oiFAR— MEHEEELET,
FRETREZR AR — P A PRI T3 20-3 TCP THE FIREZR R — hAFR) B L T 13 20-4 UDP T
EFRE/RA— R (IPv4) | 2L T 7230,
eq ZHEE LI-HA 1T, <source port> DL —HE 7 4 VA2 5L LET,

range Z1EE L7284 1%, <source port start> 7> <source port end> OHiFA%Z 7 4 L X5k & L

E9,
<source port end> |& <source port start> X Y KX WA — FEESEHEL T EIW,

{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any}
569 IPv4 7 KL AZRE L £,
FTRTOFEHEIPve 7 RV RAEEET 261X any #HBEL 7,
1. AT X —Z B O HME
BHETEEH A,
2. fHDFR E HiH
<destination ipv4> <destination ipv4 wildcard>, host <destination ipv4> F7zi¥ any #$5€ L F
D
» <destination ipv4> <destination ipv4 wildcard> f§ & :
<destination ipv4> (213565 IPv4 7 FL A ZF8E L £ 9,
<destination ipv4 wildcard> IZIL IPv4 7 KL ADOHF TEEOEZFFAITH 8y &L TRY
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ANV RH— K& IPvd 7 RLAERTIHRE LT,
* host <destination ipv4> g€ :
<destination ipv4> DEE—H%E 7 4 VX FHE LET,
e any f87E :
S5 IPvA 7 RL A% 7 4 VAL IZ L ER A,
IPv4 7 KL X (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

{eq <destination port> | range <destination port start> <destination port end>}

SR — FESERELET,

71 hanBlTCP BLOUDP EioA7 v a rT7,

1. AT A —Z BRI O HE
L (RHEEE LEREA)

2. fEO E#PH
0~ 65535 (10 #40) F/ldA— MM EfEEL £,
FRE IR/ R — MAAFRIE 152 20-3 TCP THIE R/ R— M FR) BX T 15 20-4 UDP T
ERRE/R R — RAFR (IPv4) | 2R LT IZ3 0,
eq 8 L7=%A1E, <destination port> DL —8KE 7 4 VA5 E LET,
range #{5E L7285 1%, <destination port start> /> <destination port end> D&% 7 ¢ /L
HEMELET,
<destination port end> | <destination port start>> & 0 KZ WK — FEFEIFEL T E IV,

tos <tos>
ARTA—=H1F, TOS7 4 —/LFDOEY F3~6D4ty hTHD TOSHAZIEEL £,
ZEATY FDOTOS 74—V ROEY F3~6D 4y FEHEELET,

Bit0 Bit1l Bit2 Bit3 Bit4d BitsS Bité6 Bit7
| Precedence | TOS | - |

1. ARoRT A — AR ORI
L (RS E LEEA)
2. (B OFR E i
0~ 15 (10 #%) £7/-1Z TOS 4#EfREL £,
FEEFTREZ: TOS 4 BRI 3K 20-6 FEEFIAEZR TOS 4 Fk) ML T 7230,

precedence <precedence>
KRFA—=21%, TOS 74—/ KD Ef7 3 B> N Toh 2 Precedence fHEZFEE L £7,
ZE7 RO TOS 74—V R B3 By b &l LET,

Bit0 Bitl Bit2 Bit3 Bit4 Bits Bité Bit7
| Precedence | TOS | - |

1. AT X —Z B RO Y HUE
L (BHEEtEE LEEA)
2. fEORE i
0~ 7 (10 %) F721% Precedence £ #2458 TE L £,
FBEFTHE7: Precedence A PRI 13 20-7 $5E FIHEZR Precedence 4] #ZM L T 7230,

dscp <dscp>
RNRNFGA—=21F, TOS7 44—V KO 6y NThHs DSCPHEEZFEELET,
ZEry FOTOS 74—V R BT 6 By b EHB L ET,
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Bit0 Bitl Bit2 Bit3 Bitd Bit5 Bit6 Bit7
| DSGP | -

1. AT A — 2 BWERE ORI i
2L (S E LEEAL)
2. fEOKEFH
0~63 (10#%%) £71ZDSCPA&MEIREL T,
fEE W HEZ: DSCP 4 FrE 13 20-8 fEEAHE/: DSCP 4 Hr) 22 L Ty,

ack
TCP~v XD ACK 77 7B 10Oy hOBHEZRELET,
Zu ha N TCP 2 o477y a »T1,
1. AT 2 —Z B O HE
2L (& E LEEAL)
2. fHOFKE R
L

fin
TCP~yXDFINZ7Z 7M1y vomtafEELE7,
7u ha VN TCP 2047y a T,
1. AT X —Z B O E
2L (& E LEEAL)
2. fHOFKE R
L

psh
TCP~v XD PSH 77 7B 10Dy hOKBHERELET,
Z7v ha VN TCP 2047y a T,
1. AT 2 —Z B O HME
2L (BHEEE LEEAL)
2. fHOFKE R
L

rst
TCP~vXDRST 777N 10y hobEREELET,
7v ha VN TCP 2047y a T,
1. AT X —Z B O HE
2L (HEHE LEEAL)
2. DR EHiPH
2L

syn
TCP ~v XD SYN 75 73 1 D347 v KO & HaE LET,
71 haAn TCP 21 DA 7 v 3 ¢,
1. AT A —HBWERE D FIEiE
el (BHEEE LEEA)
2. fH O EHIPH
L

urg
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TCP~vy XD URG 757N 1O 4y N EIEELET,

7'm bR TCP 12 DA T > a2 T,
L. ART A — 5 B O X HIE

2L (RHEMEL LEEA)
2. fEORBE A

2L

<icmp type>
ICMP # A4 7% ELET,
7a ha R ICMP 72 OA 7> 3 T,
1. AT A —Z BRI O HME
ML (RHEEE LEEA)
2. D E A
0~ 255 (10HE%) AfELET,

<icmp code>
ICMP =— RZfELE T,
7' Fa R ICMP 720 DA 72 a T,
1. AT A —Z BRI O HE
L (BHEFEE LEEA)
2. fEOFEHPH
0~255 (10 EH) ZHELET,

<icmp message>
ICMP 2 vt —UAMERELET,
7a kA B ICMP 2 oA 7y a T,

deny (ip access-list extended)

fREREZR ICMP A v & — U4 FRT [ 20-11 ICMP THREMRER A v —I4H (IPvd) | 25

RLTEEN,
1. RRXT A —ZEBWEEOYIHE
72U (RSt E LEREA)
2. DO EHFPH
oL

vlan <vlan id>
VLANID Z45E L £,

KNG A—HEA—F Xy b 257 == R LB AT,

1. AT A —Z BRI O E
2L (&S LERA)

2. EOE B
[(RTA—FIHRETE DM #BRLTLIIEI,

user-priority <priority>
a—PEEELIRELE T,
1. AT A —Z BRI O HE
L (RHEEFEE LEEA)
2. fEOFEHPH
0~7 (10 #H) ZfELET,

[2< > FEEEEDEE]
L
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deny (ip access-list extended)

288

[BIE~DEE
12 PV BREENTHWARNWT V7 EBRY A 2, U F 72— R WA LRETZ M) 2B+ 5 L,
T NIBA BT 2R SNDETOM, %A v F 72— ATZELEIP Ny F K
WCEFEINET,

[E%7E fE D [ Bk 521 ]
WEMEES, + ICEAICRKRSLET,

AEEIE]

BEETT FLRAUA N R — FBEUGEET LR T AL R — FIT 255.255.255.255 & A S L7- & %

IZany L RARLET,

2. E¥EILT RLABLUV%ESET F L A2 nnn.nnn.nnn.nnn 0.0.0.0 & AJJ L7z & &1 host
nnn.nnn.nnn.nnn & XK LET,

3. tos B L W precedence & dscp DFRIFFREIXTE FH A,

4. <protocol> (271 b /L4 Fr ah 7213 51 (10 #3%) ZHMESME L7 o v I TE EHA,

[ |

—

(B&Ea< > K]

1p access-group

ip access-list resequence

permit (ip access-list extended)

remark



deny (ip access-list standard)

deny (ip access-list standard)

IPva 7 RLRATZ 4 A ZTOT 7B AREGTAELEEELET,

[AHRR]

THMOBRE « AR
[<seq>] deny {<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}

o HI

no <seq>

[ABE—F]

(config-std-nacl)
[INSA—=42]

<seq>
T4 NZEEOEAIEFEZRELET,
1. ARRT A —H R ORI
T 7 AU A MNIZEEBRROGE, PIMIEE 10 T,
FUERELTHIHEE, RELTHIEMNERFORAME+10 T,
L, WANER O RN 4294967284 £ W KX WEOBFAITER T A,
2. B D% EHPH
1~ 4294967294 (10 #%) ZfETLE7,

{<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
IPvd 7 KL AERELET,
TRTOIPvA T RLRAEZET %A X any ZHE L £
1. BT A —ZHMKOHHE
B TEETA,
2. EO EHBH
<ipv4> [<ipv4 wildcard>], host <ipv4> £7/-i% any ZfHE L £
 <ipv4> [<ipv4 wildcard>] $57E :
<ipvd> 21X IPv4 7 FLAZFRE L £ 7,
[<ipv4 wildcard>] IZIZ IPv4 7 RV ADOHF CIEEDOHEEZFFAITHE Y NENLTZTA /L Rh—
K% IPv4a 7 RL AR THIRE L9, B LG <ipvd> ORE—E 7 AV F &ML L
N
* host <ipv4> 5 :
<ipvd> DEE—EE 7 A NVEFEE LET,
e any fH7E :
IPva 7 RLAZ 7 4 VEKELIZLER A,
IPv4 7 R A (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

[2< 2 FERSEF D ENE]

L
[BIE~DEE]

1= P HEEINTWRWT IR A MV F 72— A A LIEREETC= N ZBINT 5 &,
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deny (ip access-list standard)

TURIBA H T 2R A EINDETOR], HEA ¥ 72— A TEZIE LR IP X7y MR —REH
WCEEINET,

[E%E fE D [ Bk 521 ]
WEMEES, + ICEAICRKRSLET,

CEEFIE]
1. 7 FLATA L KA — RIZ 255.255.255.255 & AJ) L= L & (L any & #R LET,

2. 7 R ZIZ nnn.nnn.nnn.nnn 0.0.0.0 & AJJ L7z & &3 host nnn.nnn.nnn.nnn & FRr L ET,
[(BEa~<> K]

1p access-group

ip access-list resequence

permit (ip access-list standard)

remark

290



deny (ipv6 access-list)

deny (ipv6 access-list)

IPv6 7 4 WV EZ TDT /B A ETH5&ME2REL £,

[AHRR]

THROBRE - BH

e Efz7m h=L3 TCP, UDP K X (N ICMP LS54
[<seq>] deny {ipv6 | <protocol>} {<source ipv6>/<length> | host <source ipv6> | any}
{<destination ipv6>/<length> | host <destination ipv6> | any} [{traffic-class <traffic class> | dscp
<dscp>}] [vlan <vlan id>] [user-priority <priority>]

o Bz w kL TCP DA
[<seq>] deny tcp {<source ipv6>/<length> | host <source ipv6> | any} [{eq <source port> | range
<source port start> <source port end>}] {<destination ipv6>/<length> | host <destination ipv6> |
any} [{eq <destination port> | range <destination port start> <destination port end>}] [ack] [fin]
[pshl [rst] [syn] [urg] [{traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan id>] [user-priority
<priority>]

o E{z7m bz UDP OB4
[<seq>] deny udp {<source ipv6>/<length> | host <source ipv6> | any} [{eq <source port> | range
<source port start> <source port end>}] {<destination ipv6>/<length> | host <destination ipv6> |
any} [{eq <destination port> | range <destination port start> <destination port end>}]
[{traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

o k7w k2 ICMP OHA
[<seq>] deny icmp {<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/
<length> | host <destination ipv6> | any} [{<icmp type> [<icmp code>] | <icmp message>}]
[{traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

(GE2LEZS

no <seq>

[ABE—F]

(config-ipvo-acl)
[/ A—%]

<seq>
T4 NEEEOEAIEFEEELET,
1. ART A — KA WERE O YT
T 72 A YA NRIZEEDNRVES, PIEE 10 T°F,
SMEERE L THIEA, RELTHIHAIEFORKIE+10 T,
72721, JeEFERE O I RS 4294967284 1 0 KX WMEOSEAIIER TE £H A,
2. EOHER
1~ 4294967294 (10 #%) ZHELE T,

{ipv6 | <protocol> | icmp | tcp | udp}
IPv6 /Xy hD L7 w ha VG EEE L ET,
72120, ¥ TOT e barERRET LA ipve ZEELET,
1. AT X — 5 BUERE O WA fE
EETEETA,
2. % EHiH
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deny (ipv6 access-list)

1~42, 45~49, 52~59, 61~ 255 (10 F/-i1x7 0 FarLHEiEELET,
[ 20-2 fEEFHREZRT 0 haa4fr (IPve) | 2R LTI ES,

{<source ipv6>/<length> | host <source ipv6> | any}
EETLIPVE 7 RLAZFEELET,
TRTCOEFETIPv6 7 RLAZIBET 2% & T any 2 ELE T,
1. AT X —Z B O HME
BHETEEH A,
2. B EHiPH
<source ipv6>/<length>, host <source ipv6> F7-1% any ZfE L £,
» <source ipv6>/<length> #§7F :
<source ipv6> (21T EETL IPv6 7 L A &$EE L £,
<length> (21X IPv6 7 R L ADHF T L /e 2850 % 7 L ADEEEN S O bit L CTHE
LET,
* host <source ipv6> 87 :
<source ipv6> D5EE—H A 7 A N2 EMELE LET,
e any f57E :
HEILIPYE 7 RLRET A VA RMEEIXLER A,

<source ipv6> (nnnn‘nnnn‘nnnn:nnnn‘nnnnhnnn:nnnninnnn) :

0:0:0:0:0:0:0:0 ~ ffff-feff-fref e 1 FE0E 16 £
<length>: 0 ~ 128

{eq <source port> | range <source port start> <source port end>}

EEIA— NESEHEELET,

7’'m b aRTCP BLWOUDP 2047 v a o TF,

1. AT X —Z B O HHE
2L (HEME LEEA)

2. {EODFX E i
0~ 65535 (10 #%) F/-iZA— MHEEELET,
FREWREZR AR — N FRIT 132 20-83 TCP THERRE/R AR — MRl BXL O 1% 20-5 UDP T
EFREZR R — hAFR (IPv6) ] #Z ML T ZEW,
eq ZHEE LI=85A1%, <source port> D5EE—EH %A 7 4 V25 E LET,

range Zf5E L7= %A 1L, <source port start> 75 <source port end> OHiFHZ 7 4 V¥ & & L

\ij—o
<source port end> % <source port start> & ¥ K& WK — MEFEIEEL T ZEW,

{<destination ipv6>/<length> | host <destination ipv6> | any}
s5c IPve 7 R A fRE LET,
TRTCOLEEIPv6 7 RV A ZEET 28T any ZFHELE T,
1. AT X —ZEWR O HME
B TEERA,
2. fE DR E HiH
<destination ipv6>/<length>, host <destination ipv6> ¥ 7=i% any & L £7,
o <destination ipv6>/<length> $5 € :
<destination ipv6> (ZIF5E5E IPv6 7 R AZIEE L £ 7,
<length> (21X IPv6 7 R L ADHT—HK ML 72850 % 7 R L ADKIEN G O bit L CTHE
LET,
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deny (ipv6 access-list)

* host <destination ipv6> 45 7F :

<destination ipv6> DEE—H%E 7 4 VX G E LET,
e any f87E :

S IPV6 T RL A% 7 4 VE G LT L ERA,

<destination ipv6> (nnnn‘nnnn‘nnnn‘nnnn‘nnnn‘nnnnnnnn:nnnn) :

0:0:0:0:0:0:0:0 ~ fffffeff-fref: FefeCfee: Feee£Eee: e
<length>: 0 ~ 128

{eq <destination port> | range <destination port start> <destination port end>}

SR — P EFERELET,

7’8 ha B TCP B LWWUDP 721047 v 3 »TF,

1. AT X —Z BRI O HME
L (RHEEFEE LEREA)

2. fEO E#PH
0~ 65535 (10 #40) F/ldA— MM EEEL T,
fRE IR/ R — MAAFRIE 132 20-3 TCP THIE RN — M FR) B KT 1% 20-56 UDP T
ERRE/R A — RAFR (IPvE) | 2L T 230y,
eq R LA 1E, <destination port> D5ELE—8HE 7 4 V25 E LET,
range Z i€ L7=¥%A 1%, <destination port start> 7>5 <destination port end> OHiH % 7 1 /L
HEMELET,
<destination port end> (% <destination port start>> & Y KEZWAKR— FEBEFHEL T E I,

traffic-class <traffic class>
KRG A=HX, "NTF T4y 0 TFAT 44—V MEERELET,
SERTYNDRNT T4y 0 0 TAT 4=V REHKLET,
1. AT X — 2B O Y HUE
L (BHEEtEE LEEA)
2. fEDORE i
0~255 (10 #H) ZHRELET,

dscp <dscp>
ANRT A—=H21L, TOS 74—/ RO L6y hTHDH DSCPEEELET,
ZENRTy FOTOS 7 4 —/V R EfL 6 By b EHELET,

Bit0 Bitl Bit2 Bit3 Bitd Bit5 Bit6 Bit7
| DSGP | -

1. ARoRT A — AR O XTI
L (RHEEFEE LEREA)
2. fEOERH
0~63 (10#%%) £71L DSCPAMHEREL 1,
fRE T EE7 DSCP 4 FriL 14 20-8 fRE A7 DSCP 4] 2B ML T &,

ack
TCP ~v#DACK 75 731 D8 v hOMHERE L £,
Z7a ha VN TCP 247y a T,
1. AT 2 —Z BRI O Y HE
2L (S E LERA)
2. EOE B
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deny (ipv6 access-list)

294

L

fin
TCP ~vZDFIN 7Z 708107y bOBHERELET,
7a ha /RN TCP 247 v a T,
1. AT X —Z B O HME
2L (HEE LEEA)
2. D% E &P
L

psh
TCP~y#DPSH 778107y Otz ELET,
Za ha /RN TCP 2047 v a T,
1. AT X —ZEBWR O HME
2L (HEFE LEEAL)
2. D% E &P
L

rst
TCP~yXDORST 777N 1Dy hOBHERELET,
v ha LN TCP D47 a3 TY,
1. AT X —ZEWR O HME
2L (HEE LEEAL)
2. fEORR EHiH
L

syn
TCP~y XD SYN 7T 7M1y homHERELET,
7u ha LN TCP D47 aTY,
1. AT X —ZEWR O HME
2L (HEMFE LEEAL)
2. D% E &P
L

urg
TCP ~y XD URG 777N 10Oy hoHERELET,
7u ha LN TCP D47 a3 TY,
1. AT X —Z BRI HME
2L (HEEE LEEAL)
2. {EDFX E i
2L

<icmp type>
ICMP 4 A 7% ELET,
v ha N ICMP 72047 a T,
1. AT X —Z BRI HME
2L (HEME LEEA)
2. {EDFX E i
0~255 (10 #H) ZHELET,

<icmp code>



deny (ipv6 access-list)

ICMP 22— RZ&HELET,
7a ha R ICMP 72 OA 7> 3 T,
1. AT A — R MR ORI
L (RHEEE LEEA)
2. fEOFE R
0~255 (10#H) ZHELET,

<icmp message>
ICMP A vt —UARERELET,
7a ha R ICMP 72 OA 7> 3 T,
FREFEEZ: ICMP A v & — U4 FrE (% 20-12 ICMP THRERER X v E—V4H (IPve) | 2%
RLTIEEN,
1. AT X —Z B RO Y HUE
L (BHEEEE LEEA)
2. DB EHH
oL

vlan <vlan id>
VLANID Z#5E L £,
ARG A—=ZFA =Y %y b Z T =2— AW LTEEBAE AR T,
1. AT A — R BUEREOHTHIE
U (B E LEEA)
2. EOBREHH
(INFGA—ZIZHETE DM 2R L TLIIEEN,

user-priority <priority>
PR AREELET,
1. ARRT A —Z R DR
L (BHEfFE LEEA)
2. EDHERFH
0~7 (10 #H) ZRELET,

[a7 > FEREROBE]

L

[BIE~NDEE]

TIRAY A NEA VF 72— RCHH LISRIETT Y Y ZBME AR 5L, T2 hUAA ¥

T —ACHEAINDETOM, B4 A LV F 72— ATZE Ly MR —HMICEEINIGAND
DETJ,

[ERFE (B O = BR 524 ]
REWERS, 7GRS ET,

CEEEHE]
1. FELT FLAB L O%S%T R LA nnnninnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/0 & A L7- &

Xldany EERRLET,
2. EETT FLABLU%EN T F L A2 nnnninnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/128 & A7 L7=
& X013 host nnnn‘nnnn'nnnn:nnnn:nnnn‘nnnn‘nnnn‘nnnn & #-mnx L E9,

3. IPv6 7 R L AITHMKIE TR L £,
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deny (ipv6 access-list)
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(A&Ea<w > K]

ipv6 traffic-filter

1pv6 access-list resequence
permit (ipv6 access-list)

remark



deny (mac access-list extended)

deny (mac access-list extended)

MAC 74 NVETOT 7 v AZEETHEMEHRELET,

[AHRR]

Wl ORE - £
[<seq>] deny {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu } [<ethernet type>] [vlan <vlan id>] [user-priority <priority>]

THHOHIBR

no <seq>

[ABE—F]

(config-ext-macl)
[N A—=4]

<seq>
T4 NEEEOERIEFEEELET,
1. ART A — AR OYTHME
T 72 AU A NRIZEEDNRVES, PIHIEIE 10 T°F,
SMEERE L THDIEA, BELTHIHAIEFORKIE +10 T,
72721, JsEFERE O RS 4294967284 1 0 K& WEOSEAIIER TEX $H A,
2. fEOERG
1~ 4294967294 (10 #%) #FELE,

{<source mac> <source mac mask> | host <source mac> | any}
EEIXTMACT FLAZFELET,
TRTOFEEFEILMAC 7Y FLRAEHET D58 L any ZHEELET,
1. AT X —Z B O Y HME
AR TEEE A,
2. DR E i
<source mac> <source mac mask>, host <source mac> £7=(% any Z{E T L £,
» <source mac> <source mac mask> f5iE :
<source mac> |ZIXEFTL MAC 7 RV RAZRE L E T,
<source mac mask> [ZIZ MAC 7 KL AOHF TEEOHEEFTFRTHE Y NENL TR %
MAC 7 FL A THREL £,
e host <source mac> {5 /E :
<source mac> D5EE—HE 7 4 NVH KL LET,
e any f87E :
EEILMACT FLRAZ T A NVEERMFEITLERA,
MAC 7 KL A2 (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %%

{<destination mac> <destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | Ildp
| oadp | pvst-plus-bpdu}

S5 MAC 7 RLAZELET,

TRTO5EHEMAC 7 FLALZFRET 25613 any a0 ELE T,

1. ARRT A —Z B DY

207



deny (mac access-list extended)

B TEERE A,
2. AH DX E i P
<destination mac> <destination mac mask>, host <destination mac>, any, bpdu, cdp, lacp,
1ldp, oadp F 721 pvst-plus-bpdu T L 7,
» <destination mac> <destination mac mask> 5 :
<destination mac> (2135685 MAC 7 L A& $EE L £ 7,
<destination mac mask> |ZIZ MAC 7 RLADOHF TEEOEEH W THE Y REN TR
Z MAC 7 RV AKX THRELET,
* host <destination mac> #5 /€ :
<destination mac> DFER—HE= 7 4 VX FMHE LET,
e any fi/E :
569 MAC 7 RL A% 7 4 VAGELITLERA,
e bpdu 57F :
BPDU il N7 > b7 4 NVEZ S LET,
e cdp fEIE :
CDP filffi N7 v b a7 4 W Z L LET,
e lacp F57E :
LACP #HIH Ny b7 4 VEASHEE LET,
o lldp f57E :
LLDP §ll <7 v b &7 4 V2 (& LET,
e oadp F57E :
OADP il b a7 4V Z 5L LET,
* pvst-plus-bpdu f57E :
PVST+ il Ay &7 4 VZGMEE LET,
MAC 7 KA (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 #E%0)

<ethernet type>

A=V Ry NIATHEZEFA -V Ry VA TEHERELET,

1. AT X —Z B O E
2L (&L LEEAL)

2. fEOFKE R
0x0000 ~ Oxffff (16 #¥) F/-idA —V v WA T4HERELET,
FEEFRE/R A — Ry ¥ A TAFRT [ 20-9 FBEWRRRA —V 3y N A TEH] 25RL
TLIEEW,

vlan <vlan id>
VLANID #$57 & L £
KRG A= IA =V Xy MM U F 72— REH LTZGETE08% T,
1. AT X —ZEWR O HME
2L (S E LEEA)
2. {EDFX E i
(NI A—ZIZIBETE L) 2L T ZI 0,

user-priority <priority>
PR AEE LET,
1. AR/NT A — 2 WS DO FIHE
2L (BHEEE LEEA)
2. AH 0O FX E i B
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deny (mac access-list extended)

0~7 (10 #%) ZFHRELET,

[2< > FEEEFDE)E]

2L
[BIE~NDFE]

1z P BRESNLTWARNWT 7 ERAV A MaA 2 72— A @A LIZIREBT > MY 21BN 5 &,

T MIPRA T 2= AZEMSND ETOM, HihA 77 = —ATZE LTy bR —iIiC

BEIINET,

[EXTENE D IR BRE2H]

BREWAETH, T ICERICKBENET,

CEESEIA]

1. HEILT FLABLU%ESET KL A2 nnnn.nnnn.nnnn fiff L & A L7z E Eidany EERLE
ﬁ—-

o

2. FEET L AT m ha BB EEIFRETEL 7 e haLvbHho7T FLRAEHEE L TV HEHETT
7 haAHEFR R LET, 56%ET FRLABETE 577 ha Ao 7 R AL 15 20-10 5
FEARE/25E5E MAC 7 RL AL FR) 22 L TS, ERUAOREE LT FLABIUGEET R
A {Z nnnn.nnnn.nnnn 0000.0000.0000 & A7) L7z & &3 host nnnn.nnnn.nnnn & F R L E7,

(BEa< > K]

mac access-group

mac access-list resequence

permit (mac access-list extended)

remark
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ip access-group

ip access-group

300

A=Yy " E T2 —AFIZVLAN A L Z 7 =— X R LTIPvA 7 72U A M & L, IPv4
T4 NA R E A LET,

JEIZOWTIE, BT 7 ERY A MRIZHOWT] 28R LTLEEEN,

[ANRH]

TR O E
ip access-group <access list name> {in | out}

THHOHIBR

no ip access-group <access list name> {in | out}

[ABE—F]

(config-if)
(/N5 A—=4]
<access list name>
RETDHIPvA T RLATZ 4 VEZE1TIPvA " v N7 4 V2 OBRIF2EE L ET,
1. AT A — B WERE O FI i
BMETEEH A,
2. fHOF E#HH
4~ 31 XFUNDOT 7 A A M ERELE T, HETRERXTICONTIE [RFA—FZ
EETE DM 22 LT a0,

{in | out}
Inbound % 721% Outbound ##&E L £ 7,
n : Inbound (BAEMDFE)
out : Outbound GE{FHIDFEE)
1. AT X —ZEWR O HME
B TEERA,
2. fEORREHiH
2L

[O<7 Y FERREDENE]

L

[BE~DEE]

1= MU EEBRELET VBRIV R NEA LV E 72— AZHATAEES, =0 FINRA L EZ T2 —R
WCEHA SN D ETOM, YFA v H 72— ATZELEZIP Ny A —IFHICEREINE T,
[BREEDRILEEHE]

REMETR, T CITEAIC KBS NET,

GEESEIE]

1. IPv4a 77 &8 A Y A MERE—A % 7 =—A® Inbound & Outbound (2%t LT, FhEh—o@H T
9, TTICHRESNTWVEEEIL, WoZAHIBRLTOLLRET S LIZRY £,



ip access-group

2. FIELRWIPVA 7 4 VW ZfGE LTE BRI O EIEL 8 A, IPv4 7 4 L X OG- I38RER S L E
R

3. ZEMT e —RHE— FIZXEFED X, flow detection mode =~ REHZML T 7ZE 0,

4. EEWN 7 o —RHE— FIZX 5B ED AL, flow detection out mode =~ REZHBRL T 2 &0,

5. A=V Fy b ZT72—AZHH LTIPVvA Ty b7 4 VEZ ZHEATA5E61F, 7o—RHSithic

10.

11.

VLAN R A—=20bb L&, @HTIA =Xy MM E 72— 2DOREHNEIC VLAN ID REEN
TWIUERETE ET,

VLAN A % 7 = —RIZK LT IPvA Xy b7 4 VZ 2T 25618, 7 2 —HRiHSM4FIC VLAN
INTG A—=B PRI N ZIEHETEET,

T — SRS VLAN 8T A —2 03557 7 AU X k% Outbound ISR ET DAL, HEED
A=YV Fy MU ET72—RZH LT3RV 7 HR— hOFE Eﬁ*o%ﬁwkéuﬂﬁfgi?
7o — BRI VLAN 8T A= 135H57 78 AU A b % Outbound (iR ET D HE1E, 41 v
27 2 — Ak LT Tag BHOBREN LN E X ITHRETE X7,

772 AY A% VLAN A > % 7 =—A® Outbound (2% ET 2 HA, HEOA —V 3y A ¥
Tx— R LT R R Y U R—=FORENR—DOLRNE ZITHRETE ET,

77 AY A2 K& VLAN A ' # 7 =—A® Outbound (ZF%ET 54, VLAN A ¥ 7 = — R & F
NTNWEAL =P Ry b U Z T2 —AZREEINTND Tag BHROREN—DO bRV E ZITHRETE
E30

—EED Ry M T 4 VEERED MBI T, B OWTIE, Tar T 4 S L—v g A K Vol21
TANE] BBRLTLIEEN,

[B&Ea< > K]

ip access-list standard

ip access-list extended
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ip access-list extended

ip access-list extended

IPva 7 4 V2 LTEWET DT 78R A MERELET, IPVA 74V Z ELTIMET DT 7R X
MZIFEEN —2OHVET, IPvAT RL AT 4B &, IPva "y N7 4V Z T,

ZDaAw L RTEIPvA NNy N7 AN EEHRELET,

IPvd 7y N7 4 A Z T, #ETLIPvA 7 FL R, %645 I1Pvda 7 KL A, VLANID, = —ELAE,
TOS 7 4 —/V RO, F— +&ES, TCP 777, ICMP ¥ A4 7B X O ICMP 22— RIZHESNTT 4 V4
LET,

TIEAVAMD—2DID TEEMED 7 4 V2 EEBEETEETR, ZEWUA—Fxry b X
72— ABLWVLAN A & 7 = — AT 256 13RK 255 fE, SEEHA—Vry b FT7x—
ABEIWOVLAN A V¥ 7 = —RZHEAT 25 EIEEK 12THE RV EST, 727EAV AN, 7404
EHECONWTE, TRT 722 Y A MUIHOWT) 28R TSN,

[AARR]
EHROBE - LT

ip access-list extended <access list name>

THHOHIBR

no ip access-list extended <access list name>

[ABE—F]

(config)
(NS A—=4]
<access list name>
RIET D IPvA Ry N7 4 VZOMATERELET,
config-ext-nacl & — F~B4T L £,
1. RRT A — 5B O YA
AT EHA,
2. fHDREHiFH
4~ 31 XFUNDOT 7 EARAY A MNAMERE LET, HEFRRRTFIZONTIE [F 2A—F(Z
BETXAE) 22 LTI,
[O7 2 FEREEDEIE]

mL

[BE~DOHE

Z3

(BB & BR52H ]

REMET %, +<ICHEAICKRSNET,

VERREHD IPvA T KLU AT 4 VELFR, IPv6 778 A U 2 N4FR, MAC 7 72 Y R NAFRTIEET
XEF A,
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[(BEa< > K]

1p access-group

ip access-list resequence

deny (ip access-list extended)
permit (ip access-list extended)

remark

ip access-list extended
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ip access-list resequence

ip access-list resequence

LET,
[ABRH]

WRORE - KT
ip access-list resequence <access list name> [<starting sequence> [<increment sequence>]]

[AKE—F]
(config)
(185 A—=4]

<access list name>
HETDIPvAT KL AT 4 LEE1213IPv4e N b7 4 VA2 O+ Z2HELE T,
1. AT 2 —Z B O HE
B TEEREA,
2. fEOKEFH
4~ 31 LFUNDOT 7EAY A MNFRERELE T, HHERRERSCITFIZONTIX T 2 —#|Z
BETEAM] 2L T ZIN,

<starting sequence>
Bt —r V AF S EBELET,
1. AT A — X B WERF O A H
WIHMEIX 10 T,
2. fEORKEFH
1~ 4294967294 (10 #%) #4HEL £7,

<increment sequence>
V=V AL T ) A MERRELET,
1. A/RT A — 5 BN O AT iE
HIIEIL 10 TT,
2. fEOE
1~100 (10 #%) zZHEL XTI,
[37 > FEBREFDEE]
L
[BE~DZE

L
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ip access-list resequence

[(BEa< > K]
ip access-list standard

ip access-list extended
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ip access-list standard

ip access-list standard

IPva 7 4 V2 LTEWET DT 78R A MERELET, IPVA 74V Z ELTIMET DT 7R X
MZIFEEN —2OHVET, IPvAT RL AT 4B &, IPva "y N7 4V Z T,

DA<y RTEHIPVA T RLRA T 4V ZEZRELET,
IPv4a 7 KL AT 4V ZTliL, IPv4 7 RL A |ZESWTT7 4 v Z LET,

TIEAYRANO—2DID THEEEO 7 4 V2 FENEETEETR, ZEMA —V Ry M X
72— ZAB L VLAN A 7 7 = —ATEMT 256 13RK 255 @, FERA—VRy A FT7=—
AR LWOVLAN A & 7 = —RZHEAT 258 I3mK 12Tl E RV ES, 727B8AV AN, 7404
S HONWTIE, TRT 722 Y R MIZHOWT) #BRLTLEEN,

[ANRH]

WHORE - £
ip access-list standard <access list name>

E O HI

no ip access-list standard <access list name>

[AAE—F]

(config)
[/$5 A —%]
<access list name>
WRETDHIPvA T RL AT 4 VZOFEEELET,
config-std-nacl €— F~EITLE T,
1. ART A — 2B DX E
A TCEEREA,
2. B O R AE i B
4~ 31 XFLADOT 7 A A MNEFREIRE LET, HEWRERIFICONTL [T X=X
HETE 2 22RLTIEEN,

[37 2 FERRERFDEIE]

L

[BIE~DEE]

L

[FXEED R BRE2H]

REMEER, TICEAICKBEET,
CEEFIE]

VERC A D IPvA 2 b7 4 VA LTR, IPv6 77 AU X F44FR, MAC 727 XY 2 MRIIFEET
TEFA
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[(BEa< > K]

1p access-group

ip access-list resequence

deny (ip access-list standard)
permit (ip access-list standard)

remark

ip access-list standard
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ipv6 access-list

ipv6 access-list

IPv6 7 4 V2 L LTEET DT 78RV A MERELET, IPV6 7 4 VX ELTEMET AT 7R U X
T, HEILIPVE 7 RL X, 514 IPv6 7 FL A, VLANID, =—¥BEE, "NST7 49775
74—V ROE, R—+EE, TCP 757, ICMP #4 7, BLOWICMP =t— Rz 7 4% LE
7

TI7RAVARNO—2DID TEBEDO 7 4 VZEEDRRBETEETN, ZEHLA—F Ry M X
72— ABLOVLAN A & 7 = — R T AT 256135k K 255 f#, EEMA—V Ry b F T x—
ABEIOVLAN A U4 7 = — R AT 2L EIIHRK 12TME20ET, T7EBRAV AN, 7404
Kz oONTIE, TRT 78RV A MUZHOWT] 2L TLEEN,

[AARR]

FROFE « BH

ipv6 access-list <access list name>

RO HIER

no ipv6 access-list <access list name>

[ABE—F]

(config)
(NS A—=4]
<access list name>
WET D IPVE 7 4 VA O ERELET,
config-ipv6-acl € — R~EIT L7,
1. RRT A — 5 BWREOHHE
AT ERA,
2. E DR T HiGH
4~31 XLFLUARNDOT 7 A A MR ERELE T, FEARERLTICONWTIE [T A—=H|Z
BETXHE) 2B LTI,
[O<7 > FAREBFDOENE]
L
[BIE~DFE
2L
[(EREED Rk E2H ]
EMAE R, T ICERICKBENET,
CEESIA]

VERRE D IPv4 Xy N7 4 VELHE, IPvA T RV AT 4 VEL4FE, MACT 7 & AU 2 NAFNIIEE
TEEHA,

(B&Ea< > K]

ipv6 traffic-filter
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ipv6 access-list

1pv6 access-list resequence
deny (ipv6 access-list)
permit (ipv6 access-list)

remark
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ipv6 access-list resequence

ipv6 access-list resequence

IPv6 7 A WF DT 4 VE AN D> — 7 v A/ 2R ELET,

[ANRH]

THRORTE « BH
ipv6 access-list resequence <access list name> [<starting sequence> [<increment sequence>]]

[ABE—F]
(config)
(N5 A—=4]

<access list name>
RET D IPV6 7 4 L H OB A HEE L E T,
1. AT X —Z B O HME
A TCEEREA,
2. fHDFR E HiH
4 ~31LFLUNOT 7 A Y A MEFRERRELET, BERRIFICONTL T 2 —4(C
HETELMH] 2L T ZIN,

<starting sequence>
Bt — o VAF S ERELET,
1. AT X —Z B ORI HE
HIIEIL 10 TT,
2. fEHDFR EHiPH
1~ 4294967294 (10 %) #HEELET,

<increment sequence>
V=AY A MEERELET,
1. AT X —ZH SR ORI
WAL 10 T
2. fEOFRE L
1~100 (10 ) ZHEELET,

[O7 2 FERREEDEIE]

L

BE~NDEE]

2L

[EREE D Sz PR 2244 ]

REEAFER, +IGERICKMENET,
EEEIE]

L

(BREa<7 > K]

1pv6 access-list
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ipv6 traffic-filter

ipvo6 traffic-filter

A=Y Fy b EZTxz—RA, FFLIFIVLANA VX 72— LTIPv6 7272 A hZHEA L,
IPv6 7 1 VA HEREZ AT L,

BREHIZHOWTIE, BT 7RV A MKIZHOWT] 2B LTLZE0,

[ABFH]

RO E
ipv6 traffic-filter <access list name> {in | out}

THHOHIBR

no ipvé6 traffic-filter <access list name> {in | out}

[ABE—F]

(config-if)
[IN5A—=%5]
<access list name>
RET D IPVE 7 4 VA OB ERELET,
1. ARXT A —H B WERE O HIHE
BIETEEHA,
2. EOFE A
4~ 31 XFURDT 7 A R MBEELET, FHERERTFICHOWTIE 5 2 —F (2
BETEAHE) 22 L TLE3N,

{in | out}
Inbound % 7z1% Outbound ##&E L £ 7,
in : Inbound (ZIFMDFEE)
out : Outbound (E(EMHIDOFETE)
1. AT X —Z B O Y HME
AR TEEE A,
2. 0D % T i
L

[~ 2 FERSEFDENE]
2L
[BE~NDFE]

1= MU FEBRELET VBRIV R NEA LV E 72— AZHATAEES, = FINRA L E T2 —R
WCHEASNDETOR, NS ¥ 72— ATEZELZIPVE N7y M —FRICEE SN E T,

[E% e B D = BR 524 ]
REMAE R, T IERICRMEShET,

[EEEE]

1. IPv6 77 &2 A Y A MIEFE—A % 7 =—A® Inbound & Outbound 2% LT, FNEFh—of T
9, TTICHRESNTWVEEEIL, WoZAHIBRLTOLLRET S LT £,

Tl

311



ipv6 traffic-filter
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FIELRNIPYE 7 4 W E ERE LTGA XM LEMEL ¥ A, IPv6 7 4 V& OB 138 INE
7,

3. ZEM7o—BEHE— NICLD2HREDEIL, flow detection mode =~ REZBH L TL7Z& W,

10.

11.

PR 7 v —RHE— FIC X 2REDAEIL, flow detection out mode =~ REZBH L T 7Z& W,

A=Y Ry A BT 2 — AWK LT IPVE 7 4 AV Z AT 25481, 7 v —HHSEc VLAN /¥

FTA=ENHDHLEE, WMHTHIA VXY b U F 72— ADFENEIZ VLAN ID BNEF N THIUL
RETEXET,

VLAN A % 7 = — AR LCIPY6 7 4 MZ AT 25461, 7o —RHEMEIZ VLAN <5 2 —
APRNEEFITRETEET,

70— VLAN RT A= 35H 57 7 AU A k% Outbound (ZF%ET 55 D
A=YV Ry hA U F T 2—RIXL TR R TR — RO rE75:~ofb7iﬁb\&%unxfET€<iff
7 u—RHEMHEIZ VLAN RT 2 —23H 57T 72 AU A~ % Outbound ([ZRET 2HA 1, %41 v
X7 2 — A% LT Tag BHOBREN RN E SITRETEET,

778 AY A% VLAN A % 7 =—A® Qutbound IZHET HHE, HEWEDOA —V Ry AU H
Tx2— AWK LT R R ) IR —= b OEEN DO BRNE ZITHRETEET,

778 AY A R%E VLAN A v % 7 =—A® Outbound (ZF%ET DA, VLAN A V¥ 7 = — R & F
NTVEL =Py b U F T 2—RTHREENTVD Tag ZHOBENR— 2L RN E S ITHETE
3

—EED Ry NI T 4 VEERED MBI T, B OWTIE, Tary 7 o S L—v g A K Vol21
TANE] BB TLIEEN,

(E&Ea< > K]

ipv6 access-list



mac access-group

Mac access-group

A —FFy BT 2—AETEVLAN A > % 7 = — 2k LCMAC 772 U 2 b & L,
MAC 7 4 VA BEREE BRI LET,

BREHIZHOWTIE, BT 7RV A MIIZHOWT] 2B LTLZE,

[ABREH]
THH O E
mac access-group <access list name> {in | out}

THHOHIBR

no mac access-group <access list name> {in | out}

[ABE—F]

(config-if)
(185 A —#]
<access list name>
RIETDH MAC 7 4 VZ OB T E2EELET,
1. RRT A —ZEBWR: O YA
B TEEREA,
2. fEOFE R
4~ 31 XFURDT 7 A R MBEELET, FHERERTFICHOWTIE 5 2 —F (2
BETEAHE) 22 L TLE3N,

{in | out}
Inbound % 7z1% Outbound ##&E L £ 7,
in : Inbound (BfEMIDFEE)
out : Outbound (E(EMIDFETE)
1. AT X —Z B O Y HME
AR TEEE A,
2. fHOF EHiH
L
[a< Y FEEREDENE]

2L
[BE~NDFE]

1= MU FEBRELET VBRIV R NEA LV E 72— AZHATAEES, = FINRA L E T2 —R
WIEH SN D ETOM, Y%A v F 72— ATZE LTy MR EFES N E T,

[EREfE ) R BRE2H]
REMEES, +ICERICRKRShET,
[EEEE]

1. MAC 7 7 ®2RA ) A MIFE—A &7 x—AD Inbound & Outbound (2% LT, TN —2w#fHAT
TFET, TTICEREESNTWVEEES, WolzAHIBRL TOLRETHZ L2 7,
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mac access-group

314

FELBROMAC 7 4 VE ERE LTZEA T LEMEL /A, MAC 7 4 VX ORI I3 I N E
7,

3. ZEM7o—BEHE— NICLD2HREDEIL, flow detection mode =~ REZBH L TL7Z& W,

10.

11.

BEEMNT o —RHE— FICL 2R EDFAEIL, flow detection out mode =~ REZL T ZE W,

ARy MM B 72— R LT MAC 7 4 V2 BEHAT 25451, 7 v — N4 VLAN <

FTA=ENHDHLEE, WMHTHIA VXY b U F 72— ADFENEIZ VLAN ID BNEF N THIUL
RETEXET,

VLAN A > % 7 = — 22k L TMAC 7 4 V&2 2 AT 554618, 72 —MHEMIC VLAN X5 X —
APRNEEFITRETEET,

70— VLAN RT A= 35H 57 7 AU A k% Outbound (ZF%ET 55 D
A=YV Ry hA U F T 2—RIXL TR R TR — RO ;E75>#o%f£b\&é<unxfﬁﬁf:é<i*f
7 u—RHEMHEIZ VLAN RT 2 —23H 57T 72 AU A~ % Outbound ([ZRET 2HA 1, %41 v
X7 2 — A% LT Tag BHOBREN RN E SITRETEET,

778 AY A% VLAN A % 7 =—A® Qutbound IZHET HHE, HEWEDOA —V Ry AU H
Tx2— AWK LT R R ) IR —= b OEEN DO BRNE ZITHRETEET,

778 AY A R%E VLAN A v % 7 =—A® Outbound (ZF%ET DA, VLAN A V¥ 7 = — R & F
NTVEL =Py b U F T 2—RTHREENTVD Tag ZHOBENR— 2L RN E S ITHETE
3

—EED Ry NI T 4 VEERED MBI T, B OWTIE, Tary 7 o S L—v g A K Vol21
TANE] BB TLIEEN,

[(BEEav > K]

mac access-list extended



mac access-list extended

mac access-list extended

MAC 74 V& L LCEET D7 78 AY A FE2FELET, MAC 74 V¥ & LTCEET T 712D X
FCIE, HETLMACT FL R, it MAC 7 KL A, f—% %y ¥ A 7&K, VLANID, BL=—
PR EIHE ST T 4 Z LET,

TI7EAVANO—2DID TEEED T 4 VX FEEREETE ETH, ZEMA—Hry bg X
72— ABLWVLAN A & 7 = — AT 256 13%K 255, #EHA—VRy M FT7x—
ABELWOVLAN A V¥ 7 = — R ZHAT 258 I3RKR 12THE RV EST, 77EAV AN, 740
SHEZHONWTIE, TRT 78 AU X MIZHOWT) 2BRLTLEE N,

[AARK]
THRORE - AR
mac access-list extended <access list name>

THHOHIBR

no mac access-list extended <access list name>

[ABE—F]

(config)
(NS A—=42]

<access list name>
HET DH MAC 7 4 VX ORI T2 H6E LET, configrext-macl E— F~BITLET,
1. ARRT A —HHWERE DRI
BIETEEE A,
2. fEOFE R
4~ 31 XFLURNDOT 7 EAY A MBERE LET, BEWTRERITIZONTX [T 2=
FETE2MH] 22U TIEIN,

[2< 2 FERSEF D ENE]

2L

[EIE~NDFEE]

L

[ERTEMED R BR 1]

REEEER, T IERICKBENET,

CEFEEIE]

VERE D IPvA /7y N7 4 VB AFR, IPvA T RL AT 4 VB 4FR, IPv6 7 272 A U A MAFRNIFRET
EER VA

(B Ea< Y K]
mac access-group

mac access-list resequence

deny (mac access-list extended)
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mac access-list extended

permit (mac access-list extended)

remark
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mac access-list resequence

mac access-list resequence

MAC 7 4 NE D7 4 NESEMEERIEFF D — 7 o AT G2 /R ELET,

[AHRR]

=3 =) ~
EWMORE - BF
mac access-list resequence <access list name> [<starting sequence> [<increment sequence>]]

[ABE—F]
(config)
[R5 A—=4]

<access list name>
RET D MAC 7 4 VE OB H48E L ET,
1. AT A —Z BRI O HE
HAIETEEE A,
2. fEOFEHPH
4~31 LFLPADT 7 EAY A MERERE LET, HETRRRLFICONTE [RF X=X
BETE2MH] 2L TIEIN,

<starting sequence>
Bt — o VAF S ERELET,
1. AT X —Z BRI O HE
WL 10 TT,
2. fEOFR EHiH
1~ 4294967294 (10 #%) #fHEL £

<increment sequence>
= U AAL Y A MEERELET,
1. ART A —Z RS ORI
HIIEIE 10 T,
2. O E
1~100 (10 %) ZHEELET,

[~ 2 FERSEFDENE]

2L

[BE~NDFE]

L

[EXEMED R BRE2HE]

EEAEER, 3 IGEMAICKBSET,
[EEHIE]

L

2

(BAEa~<> K]

mac access-list extended
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permit (ip access-list extended)

permit (ip access-list extended)

IPva Ry N7 A NETOT 7B AT+ A5&E2EELET,

[ANRH]

THRORE - BH

e Efz7m k=L TCP, UDP & & N ICMP LS54
[<seq>] permit {ip | <protocol> } {<source ipv4> <source ipv4 wildcard> | host <source ipv4> |
any} {<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{[tos
<tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

o B w kL TCP DA
[<seq>] permit tcp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[{eq <source
port> | range <source port start> <source port end>}] {<destination ipv4> <destination ipv4
wildcard> | host <destination ipv4> | any} [{eq <destination port> | range <destination port
start> <destination port end>}] [ackl] [fin] [psh] [rst] [syn] [urg] [{[tos <tos>] [precedence
<precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

o E{z7m haLy UDP 04
[<seq>] permit udp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}[{eq <source
port> | range <source port start> <source port end>}] {<destination ipv4> <destination ipv4
wildcard> | host <destination ipv4> | any} [{eq <destination port> | range <destination port
start> <destination port end>}] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan
<vlan id>] [user-priority <priority>]

o AL m i ICMP DS
[<seq>] permit icmp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}
{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{<icmp type>
[<icmp code>] | <icmp message>}] [{[tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan
<vlan id>] [user-priority <priority>]

RO HIER

no <seq>

[ABE—F]

(config-ext-nacl)
[T A—=%4]

<seq>
7 4V EEOBAERFERE L ET,
1. ARoRT A — B ORI
T 72 AU A NNIZEEDSROGE, PIMIEIL 10 TF,
FUERELTHLIHEE, RELTHIEMNEFORKAME+10 T,
=L, WANER O R KN 4294967284 £ W K& WHEOBFAIFER TE A,
2. D EHH
1~ 4294967294 (10 #%) #4REL £,

{ip | <protocol> | icmp| tcp | udp}
IPva 7y b 7 a s a V& a2 RELET,
L, 3R ToOT e haradRe 3558 Lip #HELET,
1. ART A — 2B O XTI E
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permit (ip access-list extended)

BIETEFERE A,
2. DO E i
e <protocol> :
0~255 (10 ) £7/-137 o ba /L 4HeziEELET,
1% 20-1 $REFRERT ® Farhf (IPvd) ] 22 LTI ZEN,

{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}
FEILIPvA 7 L AZfRELET,
TRTOFEEITLIPvE 7 L AERET D561 any ZHEELET,
1. AT X —Z MR O Y HME
AR TEEE A,
2. fEOF EHiH
<source ipv4> <source ipv4 wildcard>, host <source ipv4> F 7L any ZEE L £7,
» <source ipv4> <source ipv4 wildcard> ¥5 7€ :
<source ipv4> IZIFEFILIPvA 7 RLAEFRE L E T,
<source ipv4 wildcard> IZIL IPv4 7 KL ADOHF TEBEOEZFFA[THE Yy NENL TV ALK
J1—FR%&IPva 7 FLAEXTHEELET,
* host <source ipv4> 87 :
<source ipv4> D5EE—E%E 7 A NV E KL LET,
e any f§7E :
BEITIPvA T RV RAE T AV Z R LT LERA,
IPv4 7 FL A (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

{eq <source port> | range <source port start> <source port end>}

EEILR— FESERELET,

7'm ha R TCP B LWUDP 721047 v a TY,

1. ARRT X —Z RS DY
ML (&L LEEA)

2. fEOFE I
0~ 65535 (10 #EH) F/oiTAR— MEHEEELET,
fRETREZ2 AR — P A PRI T3 20-3 TCP THIE FIREZR R — hAFR) B L T 13 20-4 UDP T
JEFTREZR AR — 4B (IPv4) ) 22 L T7ZEW,
eq ZHEE LI-HA 1T, <source port> DL —HE 7 4 VA2 5L LET,
range Z{5E L7285 1L, <source port start> /> <source port end> D&% 7 ¢ VX &L L

N
<source port end> |& <source port start> £ Y KX WAKR— FEFEFEL T EI,

{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any}
5 IPv4 7 L AZFRELET,
TRTO5EHIPvA 7 L RAZIBET 2% & X any #HE L ET,
1. BT A —ZHMKOHHE
BIETEFERE A,
2. fEOFEFIPH
<destination ipv4> <destination ipv4 wildcard>, host <destination ipv4> F7-i% any #$5 € L *
7
 <destination ipv4> <destination ipv4 wildcard> #5/€ :
<destination ipv4> (213565 IPv4 7 FL A ZF8E L £ 7,
<destination ipv4 wildcard> IZI% IPv4 7 KL ADHF C{EFEOEZFFAITH 8y M &L TRV
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permit (ip access-list extended)

ANKH—R&EIPva 7 RLVAEXTHELET,
* host <destination ipv4> $g5 € :
<destination ipv4> DEE—H%E 7 4 VX FHE LET,
e any f57F :
SESEIPvAe 7 FL AR T 4 L EEMELIZLER A,
IPv4 7 KL A2 (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

{eq <destination port> | range <destination port start> <destination port end>}
SR — FNESERELET,
7’1 FaB TCP BLVGUDP 720472 5 o TY,
1. AT X —Z B O HME
2L (HEHE LEEAL)
2. fHDFR E i
0~ 65535 (10 #4) F/ldA— MM EEEL T,

fEEWTREZR AR — P A PRI T3 20-3 TCP THREFREZR RN — hAFR) BE T [ 20-4 UDP T

EFREZR AR — F4AFR (IPv4) ] 2R LT &,
eq ZHEE L-HA 1%, <destination port> D52 —HaE 7 4 V&2 5L LET,

range #HHE L7285 1%, <destination port start> > <destination port end> D&% 7 ¢ /L

FARMEELET,

<destination port end> (% <destination port start> & 0 KX WAK— FE S EEEL T EE W,

tos <tos>

ARG A—F1F, TOS 74—V FOEY F3~6D4Ey NTHHTOSEAIEELET,

ZEATY FOTOS 74—V ROEY F3~6D 4y FEHEELET,

Bit0 Bit1 Bit2 Bit3 Bit4 Bitd Bit6 Bit7

| Precedence | TOS | - |

1. ARRT A — AR ORIl
2L (HEE LEEA)

2. (B DFE E i
0~ 15 (10#%) £7/-1ZTOS 4#MEHREL £,
FEEFTRE/: TOS £ BRI 3£ 20-6 FEEAIAEZR TOS 47k ML T 7230y,

precedence <precedence>
ANXTGA—=21F, TOS 74—V FKFOEM 3y N ThD Precedence fHZFEE L E 7,
ZESRr Y FDTOS 74—/ R L3 By F &L %9,

Bit0 Bit1 Bit2 Bit3 Bit4 Bitd Bit6 Bit7

| Precedence | TOS | - |

1. RXT A — 2B O YA
oL (S E LERA)
2. fHOR EHH
0~ 17 (10 #%) F721% Precedence & &+EE L £,

FBEFTHEZe Precedence £ #/id 13 20-7 $5EFHE/L Precedence 47 &ML TS 7E 3V,

dscp <dscp>
RNRFGA—=21F, TOS7 44—V FOE6Ey NThHsHDSCPHEEEELET,
ZENTY FOTOS 74—V REM6E Y iRl E9,
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Bit0 Bitl Bit2 Bit3 Bitd Bit5 Bit6 Bit7
| DSGP | -

1. AT X — X BRSO YIHIHE
2L (BRSEfE LEREA)
2. fEDFEF
0~ 63 (10#%) F7-1x, DSCPAFHLEEEL £,

permit (ip access-list extended)

fRE WTREZ DSCP 44713 15 20-8  fRE[HEZ: DSCP 4%k #Z ML T ZE 0,

ack
TCP~vZDACK 75 731 D8 v hOMHERE L £,
7a ha VN TCP 247y 3 TY,
1. AT 2 —Z BRI O HE
2L (&S LEREA)
2. [EOE
2L

fin
TCP~y#DFIN 7Z 7N 107y hoizfREL 9,
7a ha VN TCP 247y 3 TY,
1. AT 2 —Z BRI O Y HE
U (Bt E LEREA)
2. O EHFFHA
oL

psh
TCP~yZDOPSH 7Z 7B 107y stz E L9,
7a ha NN TCP 247 3 TY,
1. AT 2 —Z BRI O Y HE
2L (HEEE LERA)
2. EOE B
oL

rst
TCP~yZDORST 757N 1 07y hoizfREL £,
7a ha NN TCP 247y 3 TY,
1. AT 2 —Z BRI O HE
L (RHEEFEE LEREA)
2. fEOFE E R
7L

syn
TCP~>yZ D SYN 7 Z 7107y bt EfE L £,
7a R B TCP E D47 a T,
1. AT A —Z BRI O HE
L (RHEFEE LEEA)
2. fEOF E R
L

urg
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permit (ip access-list extended)

TCP~vy XD URG 757N 10O 4y NoOmHEEELET,

7a haNTCP T OAT v 3 TT,
1. AT X —Z B O HME

2L (S E LEEAL)
2. fEDF EHiH

el

<icmp type>
ICMP # A 7% ELET,
7a ha B ICMP 2047 a o TF,
1. AT X — Z B W D HEE
2L (S E LEEAL)
2. fHDFR E HiH
0~255 (10E8) #fELET.

<icmp code>
ICMP =— RZHELE T,
7'm AN ICMP 120 DA 7 v a o TY,
1. ART X —Z B RE ORI
2L (SRS LEEA)
2. AH O R AE i B
0~255 (10 #H) % ELET,
<icmp message>

ICMP * v b — 4 a2 ELET,
v ha N ICMP 72047 a T,

FEEFEEZR ICMP A v & — 40T 12 20-11 ICMP TIREREER A v — V4 Fk

BRLTLIEEN,
1. RRT X — 2 BWEREOHHE
7oL (BMHSEME LEEA)
2. fEOF TR
L

vlan <vlan id>
VLANID #fE L E7,

KRG A—=H A=Y X b 25 7 == R LB AT,

1. ARRT A —ZHREREORTHE
oL BR&EEE LEREA)
2. fHOF E#H
[INFA—Z|ZEETE L) 2R TIEEW,
user-priority <priority>
a—VEEEZEELET,
1. RXT A — LW ORI HE
el (BHEMEE LEEA)
2. fl DR EHIPH
0~7 (10 #¥) Z4EELET,

(272 FEBROEE]
L
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permit (ip access-list extended)

BE~NDFE

12 PV BREENTWARNWT V7 EBRY A e A U F 7 2—R WA LREETCZ MY 28B4 5 &,
T NUDA U E T = ATHEAENDETOM, H%A v F 72— ATEELIZIP /7w bR
WCEFEINET,

[ERTEED k524 ]

BEMEFS, TICERICKMENET,

CEEEIE]

1. EELT FLRATIA N RH— RBLIUSEET RL AT AL RA— RIT 255.255.255.255 » A LT & &

IZany ERRLET,
2. KELT FLABIU%EHET F L A2 nnn.nnn.nnn.nnn 0.0.0.0 & AJj L7z & 1% host

nnn.nnn.nnn.nnn & FRLET,
3. tos B L W precedence & dscp DFIEHEEIXITE FH A,
4. <protocol> |27 v b /L4 F ah 7213 51 (10 #8) ZHMESME L7 o v ZRHEIETE EHA,

[B&Ea< > K]

1p access-group

ip access-list resequence

deny (ip access-list extended)

remark
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permit (ip access-list standard)

permit (ip access-list standard)

IPvAa 7 RLATZ A NETOT VAT THLERETLET,

[ANRH]

THMOBEE - AH
[<seq>] permit {<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}

fEE# O HI

no <seq>

[ABE—F]

(config-std-nacl)
(NS A—=42]

<seq>
T4 NEEEOERIBFERELET,
1. ARoRT A — AR ORI
T 72 AU A NNICEEDNRONGE, PIMIEIL 10 TF,
FEEBRELTHDIGE, RELTH LA ORKIE+10 TT,
=L, WANER O R KRN 4294967284 £ W K& WEOBFAIFER T A,
2. AH DX E i B
1~ 4294967294 (10 #%H) #HREL T

{<ipv4> [<ipv4 wildcard>] | host <ipv4> | any}
IPva 7 RLAEIEELET,
TRXTOIPvE T RLVRAZEET 2% G T any ZFHRELET,
1. BT A — 2 HMgR O YA
B TEERE A,
2. fHDF EHiH
<ipv4> [<ipv4 wildcard>], host <ipv4> £7/-iZ any 2 EL £,
* <ipv4> [<ipv4 wildcard>] 5 7E :
<ipv4> 21T IPv4 7 FL A &FRE L ET,
[<ipv4 wildcard>] (ZiZ IPv4 7 RL AR CHEEDEEZFFA[THE Y FELTRETA )V R —
K% IPv4d 7 FL AKX TIRE L E9, A LIZEAIE <ipvd> O a7 s V25440 L
7
* host <ipv4> f57E :
<ipvd> DEE—EE 7 A NVEFEEE LET,
e any fiiE :
IPva 7 RLAZ T 4 VESREEIZLER A,
IPv4 7 R L2 (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

(27> FERREFDENE]
2L
BIE~NDEE]

1= P HEREINTWRWT IR R e U F 72— A A LIERETC= N ZBINT 5 &,
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permit (ip access-list standard)

T NIBA BT 2= REASNDETOM, Y%A 2 72— ATZELEIP Ny MK
WCEEINET,

[EXTEE D R BR 21 ]
REMA TR, TICEAICKM SN ET,
[EEHIE]

1. 7 RLVRATUA )L RH— RIZ 255.255.255.255 L AJjL7=& X T any EFERLET,
2. 7 F L A{Z nnn.nnn.nnn.nnn 0.0.0.0 £ AJ) L7z & &% host nnn.nnn.nnn.nnn & F£/RLFET,

[BEa~v > K]

1p access-group

ip access-list resequence

deny (ip access-list standard)

remark
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permit (ipv6 access-list)

permit (ipv6 access-list)

IPv6 7 4 VEZ TOT 72 AT 552 ELET,

[ANRH]

THRORE - BH

e Efz7m k=L TCP, UDP & & N ICMP LS54
[<seq>] permit {ipv6 | <protocol>} {<source ipv6>/<length> | host <source ipv6> | any}
{<destination ipv6>/<length> | host <destination ipv6> | any} [{traffic-class <traffic class> | dscp
<dscp>}] [vlan <vlan id>] [user-priority <priority>]

o B w kL TCP DA
[<seq>] permit tcp {<source ipv6>/<length> | host <source ipv6> | any} [{eq <source port> | range
<source port start> <source port end>}] {<destination ipv6>/<length> | host <destination ipv6> |
any} [{eq <destination port> | range <destination port start> <destination port end>}] [ack] [fin]
[pshl [rst] [syn] [urg] [{traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan id>] [user-priority
<priority>]

o E{z7m haLy UDP 04
[<seg>] permit udp {<source ipv6>/<length> | host <source ipv6> | any} [{eq <source port> |
range <source port start> <source port end>}] {<destination ipv6>/<length> | host <destination
ipv6> | any} [{eq <destination port> | range <destination port start> <destination port end>}]
[{traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

o Ffr7m ha s ICMP 04
[<seq>] permit icmp {<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/
<length> | host <destination ipv6> | any} [{<icmp type> [<icmp code>] | <icmp message>}]
[{traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

(GES2LE]ZS

no <seq>

[ABE—F]

(config-ipvo6-acl)
[T A—=4]

<seq>
T4 NEEEOEAIEFEEELET,
1. AT A —H AR O AT
77 EAY A MNIZEMER WS, FIER 10 T,
SMEERE L CHDIEA, RELTHIHAIERF ORI +10 T,
72721, JEHERE O RIS 4294967284 L 0 K& WEOSEAIIER TEX $H A,
2. fEOHERE
1~ 4294967294 (10 #%0) ZHEL T,

{ipv6 | <protocol> | icmp | tcp | udp}
IPv6 /Xy hD L7 a ha VG ERE L ET,
2L, I ToOT e barERRETEEE51Lipve HHEE L £T,
1. AT A — 2 BWEREOFIHA
B TEEHA,
2. fEOHERFH
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permit (ipv6 access-list)

1~42, 45~49, 52 ~59, 61 ~255 (10 F/-1x7 0 FarLHEiEELET,
% 20-2 $BEMERT 7 Fa /L4 (IPve) ] #2H LT EEN,

{<source ipv6>/<length> | host <source ipv6> | any}
PAETLIPVE 7 FLAEFRELET,
TRTCOEFETIPv6 7 RLAZIBET %G T any ZHEELE T,
1. AT A —Z BRI O HME
B CTXEHA,
2. fEOF E R
<source ipv6>/<length>, host <source ipv6> F7-1% any ZfE L £
» <source ipv6>/<length> f5 7€ :
<source ipv6> (21T EETL IPvE6 7 L A &$EE L £,
<length> (ZIX IPv6 7 R L ADHFT—HEMh L 250 % T N L ADIEEHND O bit B THE
LET,
* host <source ipv6> 87 :
<source ipv6> D5EE—H A 7 A N ESMEL LET,
e any f87E :
EETIPV6 7 KL RAZ T 4 L EMEEIILERA,

<source ipv6> (nnnn‘nnnn‘nnnn:nnnn‘nnnnhnnninnnn:nnnn) :

0:0:0:0:0:0:0:0 ~ ffff:-feff (i e efee: Feee FEee e
<length>: 0 ~ 128

{eq <source port> | range <source port start> <source port end>}

EEIA— NESEHEELET,

7'm haBn TCP BLWUDP 2047 > a ' TY,

1. AT X — 2B O Y HUE
L (BHEEEE LEEA)

2. B ERE
0~ 65535 (10 #%) F/-iZA— MHEEELET,
FREW R AR — MAFRIT [ 20-3 TCP THERRE/R AR — MRl XL 1% 20-5 UDP T
TEFREZR AR — hAFR (IPv6) ] #Z ML T 7ZEW,
eq ZHEE LI=285A1%, <source port> D5EE—EH %A 7 4 V25 LET,

range Zf5E L72%A 1L, <source port start> 75 <source port end> OHiFHZ 7 4 V¥ K& L

\i j‘o
<source port end> % <source port start> £ ¥ K& WKR— FESEIRT L T E &,

{<destination ipv6>/<length> | host <destination ipv6> | any}
54 IPv6 7 R A fRE LET,
TRTCOEHLEIPVE 7 FLAEZET A1 any ZHELE T,
1. AT X —Z B O Y HME
AR TEEE A,
2. fEOFR EHiH
<destination ipv6>/<length>, host <destination ipv6> £ 723 any ZHE L £
» <destination ipv6>/<length> ¥5 /& :
<destination ipv6> IZIF5E5E IPv6 7 R AZHEE L £ 7,
<length> IZ{X IPv6 7 RLADH TG LR D53 % T R LU ADI AN O bit L THIE
LET,
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permit (ipv6 access-list)

* host <destination ipv6> 5 /€ :

<destination ipv6> DEE—H%E 7 4 VXL LET,
e any f&7E :

S IPV6 T RL A% 7 4 VE G LT L ERA,

<destination ipv6> (nnnn‘nnnn‘nnnn‘nnnn‘nnnn‘nnnnnnnn:nnnn) :

0:0:0:0:0:0:0:0 ~ fffffere-fref FerefFef: FEFe£6ee: feF
<length>: 0 ~ 128

{eq <destination port> | range <destination port start> <destination port end>}

SRR — P EFERELET,

78 bR TCP BLWUDP 72047 v 3 »CF,

1. AT X —Z B O HME
2L (S E LEEAL)

2. fHOFR E i
0~ 65535 (10 i#4) F/idAR— ML BEELET,
FEEFRE/ AR — MAFRIT TR 20-3 TCP THERRERA— M) B [£20-5 UDP T
ERREZe A — MR (IPvE) | 2L T 1230,
eq ZHRE L7=HE 1L, <destination port> D5EE—H%E 7 4 VX2 R LET,
range 5 E L7541, <destination port start> > <destination port end> OHiH % 7 1 /L
HEMEELET,
<destination port end> (% <destination port start>> & Y KX \WRK— FEBEE L T E X,

traffic-class <traffic class>
KNRFGA=ZIX, VT T4y IV TAT7 44—V NEEEELET,
ZENNTYNDNT T 4 I I TAT 4 — LV REWIRLET,
1. AT X —Z B O HHE
2L (HEMFE LEEA)
2. {EDFR E i
0~255 (10 #H) ZfELET,

dscp <dscp>
ARFGA—=21%, TOS 74—/ KD L6y FTH2H DSCPEEHELET,
ZEANTYy FOTOS 7 4 —/V R EfL6 By M EHBLET,

Bit0 Bitl Bit2 Bit3 Bitd Bit5 Bit6 Bit7
| DSGP | -

1. AT A — 2 BWERE ORI i
2L (S E LEEAL)
2. fEORKEFH
0~ 63 (10#%%) F7-1XDSCPAHEREL £,
fEE W HEZ: DSCP 4 FrE 13 20-8 fEEAHEZ: DSCP 4 Hr) 22 L T X0y,

ack
TCP~v XD ACK 77 7B 10Oy hOBHEZRELET,
7v ha VN TCP 2047y a T,
1. AT 2 —Z B O HE
2L (& E LEEAL)
2. fHOFKE R
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L

fin
TCP ~v#DFIN 7Z 78107y bOBHERELET,
7o ha BN TCP 12047y a T,
1. AT X —Z WO Y HME
L (RHEEEE LEEA)
2. (B OFR E i
7oL

psh
TCP ~y XD PSH 75 781Dy Ot ZHEELET,
7o hanunTCP 12047y a T,
1. AT X —Z B O Y HME
L (RHEEEE LEEA)
2. (B OFR E i
7oL

rst
TCP ~y XD RST 777N 107y SO ERELET,
v Fa N TCP D47y a T,
1. AT X —Z B O Y HME
L (RHEEEE LEEA)
2. fEOFR EHiH
el

syn
TCP ~y XD SYN 7T 7M1y homHERELET,
v Fa N TCP D47y a T,
1. AT X —Z BRI O Y HME
L (RS E LEEA)
2. fHDFR EHiH
el

urg
TCP ~y XD URG 777N 1 0Oy hoHERELET,
v Fa N TCP D47y a T,
1. AT X —Z B O Y HME
L (RS E LEEA)
2. DO E i
el

<icmp type>
ICMP ¥ A 7% ELET,
7o ha BN ICMP 72 047> 2 T,
1. AT X —Z B O Y HME
L (BHEEEE LEEA)
2. DO E i
0~255 (10 #H) ZHRELET,

<icmp code>

permit

(ipv6 access-list)
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permit (ipv6 access-list)

330

ICMP 22— F&HELET,
Zu ha BN ICMP 2047 a o TF,
1. AT X — Z B W D HEE
2L (S E LEEAL)
2. fEOFE
0~ 255 (105 A ELET,

<icmp message>
ICMP 2 vt—UAFERELET,
Zu ha B ICMP 2047 a o TF,
FREAHE/R ICMP # v & — V& FRiT 1% 20-12 ICMP CTHEE AR A v —T 4 (IPv6) | 2%
BRLTIEEN,
1. AT X —Z B O HHE
2L (&L LEEA)
2. DR EHH
L

vlan <vlan id>
VLANID #$5E L £ 7,
ARG A=ZFA =Y F Y b Z T =2— AW LTEEBAETAER T,
1. AT R —ZH MR ORIHE
L (S E LERA)
2. fl DR EHIPH
INTA—ZIZHETE L] 2R TIIEEL,

user-priority <priority>
2= PEREAEELET,
1. ART X —Z B ORI
2L (BHEfEE LEEA)
2. DR E R
0~7 (10 #H) ZfFELET,

(a7 FEEEFROEE]

L
[BIE~DFE]

TI7RAY AN U F T 2—R| q_ﬁﬁ LR T2 Y B METIIEET DL, = IR A 4
Tz AZHEHAINDETOM, B4 A v F 72— ATZE LTy MR—RICEEINDIGENH
D ET,

[ERFE B R B 224 ]
REMERS, 7 ICEMCKBShET,

CEEZEIE]

1. FELT FLAB L% R LA nnnninnnninnnn:nnnn:nnnn:nnnn:nnnn:nnnn/0 & A L7= &
Zldany EERLET,

2. EETT FLAB L U%EM T F L A2 nnnninnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/128 & A7 L7=

& X3 host nnnn‘nnnn'nnnn:nnnn:nnnn‘nnnn‘nnnn‘nnnn & #x L E9,

3. IPv6 7 F L AITHMIE TER L £,



[B&Ea~ > K]

ipv6 traffic-filter

1pv6 access-list resequence
deny (ipv6 access-list)

remark

permit (ipv6 access-list)

331



permit (mac access-list extended)

permit (mac access-list extended)

MAC 7 4 VB TOT 7B AT+ HLMEEIEELET,

[ANRH]

Wl ORE < £
[<seq>] permit {<source mac> <source mac mask> | host <source mac> | any} {<destination mac>
<destination mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp |
pvst-plus-bpdu } [<ethernet type>] [vlan <vlan id>] [user-priority <priority>]

THHOHIBR

no <seq>

[ABE—F]

(config-ext-macl)
(NS A—=4]

<seq>
T4 NEEEOEAIEFEZEELET,
1. AT A —H AR O AT
77 EAY A MNIZEHER WS, FIER 10 T,
SMEERE L CHDIEA, RELTHIHAIERFORKM +10 T,
72721, JEHNERE O RIS 4294967284 L 0 K& WEOSEAIIER TE $H A,
2. fEOREHIPH
1~ 4294967294 (10 #%) Z4REL 7,

{<source mac> <source mac mask> | host <source mac> | any}
EEITMACT FLAZFELET,
FTRTOREEITLMAC Y FLRAZFRET 556 1T any ZHELET,
1. AT X —ZEWR O HME
AR TEEHE A,
2. {EDFX E i
<source mac> <source mac mask>, host <source mac> £7-i% any 5 E L £,
* <source mac> <source mac mask> f§/E :
<source mac> (2T ETMAC 7 FLAZELET,
<source mac mask> (ZIZ MAC 7 RLAOHFH CIEEOEEZFFR[THE Y NENL Tl AT %
MAC 7 RL AR THREL £,
* host <source mac> 5 7E :
<source mac> D5EE—%E 7 A NVFEMEE LET,
e any fi7E :
REEILMACT FL AR T A VEEKMEEITILERA,
MAC 7 KL 2 (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %%

{<destination mac> <destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | Ildp
| oadp | pvst-plus-bpdu }

58 MAC 7 FLAZIREL£T,

FTRTOFEHEMAC 7 FLALFRET 2561 any a4 EL £,

1. ART X —Z B ORTHE

332



permit (mac access-list extended)

BMETEEEA,
2. fEOFE R
<destination mac> <destination mac mask>, host <destination mac>, any, bpdu, cdp, lacp,
1ldp, oadp F 721 pvst-plus-bpdu T L 7,
» <destination mac> <destination mac mask> ¥5 /€ :
<destination mac> (213585 MAC 7 KL A &2 fE LE T,
<destination mac mask> {ZIZ MAC 7 RLADOH TEEDOEEHAIT5HE Yy FENTlh~v A
% MAC 7 RLABEXTHRELET,
* host <destination mac> #5 /€ :
<destination mac> DFEE—HE= 7 4 VX FMHE LET,
e any fH7E :
5 MAC T RLA&ET7 4 VEFRMELITLER A,
* bpdu {57E :
BPDU Hilffi/ 3> M7 4 V2 Feffb L LET,
e cdp HHE :
CDP filffi N7y b a7 4 W Z L LET,
e lacp B :
LACP §l#Hi/ 4 o b2 T 4 NV ESME LET,
e lldp f57E :
LLDP il <7 b &7 4 V2 (e LET,
» oadp BT :
OADP i r v b7 4 VB ERMEE LET,
* pvst-plus-bpdu f57E :
PVST+ il v b 27 4 v Z &ML LET,
MAC 7 KA (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 #E%0)

<ethernet type>

A=V Ry NATHESELTA YRy NEATEHERELET,

1. AT 2 —Z BRI O Y HE
2L (&S LERA)

2. EOFE B
0x0000 ~ Oxffff (16 #¥) F/-idA —TF x> h¥A TLHERELET,
FEEFREZRRA — Ry "NE A TAFRT [ 209 BEFMRRA —V Ry b A TEH 2501
TLIEE,

vlan <vlan id>
VLANID ##8E L £7,
RRFG A= NIA =Dy MM U F 72— REH LTZGE7E08%TT,
1. AT X —Z B O Y HME
L (BHEtEE LEEA)
2. DO E i
(NI A—=ZZHETE L) 23R TLIIZEL,

user-priority <priority>
a—PEEEERELET,
1. FRT A — 2B ORHIE
U (Bt LEEA)
2. fEOF E R
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permit (mac access-list extended)

334

0~7 (10 #H) ZFHELET,

(2~ FEBROEE]

2L
[BIE~NDFE]

1 PV BREESNTWRNWT VI BAYV A N2, U H 72— A WA LTIRECZ N 2BINT 5 L,
T RNYUBAUE T 2= RTHEAIND ETOM, YA V¥ 72— ATRE L4/ v MR—FHIZ
BEEINET,

[ERFE B R BR 224 ]
BEMEES, + ICEAICRKBMESLET,

7'a haAHEFE R LET, 5%ET FLAZRETE S5 7 ha Ao 7T R AL 15 20-10 5
FEAMREZ25E%E MAC 7 RL AL FR) 2L TS, ERUAOREELT FLABIUGEET F L
A1Z nnnn.nnnn.nnnn 0000.0000.0000 & A7) L7- & &% host nnnn.nnnn.nnnn & F/RL 9,

(BEEa~ > K]

mac access-group

mac access-list resequence

deny (mac access-list extended)

remark



remark

remark

TI7RAVANOMRHAZHELET, 77 8AVZ ML IPve T RV AT 4 W Z £7203 IPv4 237
74z, IPv6 7 4%, MAC 7 4 VEZ0RH Y £,
[ABRHK]

WHORE - £
remark <remark>

RO HIR

no remark

[AAE—F]

(config-ext-nacl)
(config-std-nacl)
(config-ipvée-acl)
(config-ext-macl)

[N A—=%5]
<remark>
ANE—RIZEV SRR A7 782 A OMESALRELET,
—ODT 7 EAY A M LTATETHEARTT, BEANLESGEX EEXIZRY ET,
1. RXT A —ZEBWR:OHHE
PIHEIX Null T,
2. D EHPH
64 LFTLUNOIXFHITHEL T IZEN, REARERLFIZONWTE (RIA—FITRETED
i) @ MEEOIXFH)] 2L T TEE0,
[2< > FARBFDOEIE]
L

[BEE~DEE

L

CEEFE]

2L
EEEEDES

ip access-list standard
ip access-list extended
1pv6 access-list

mac access-list extended
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QoS

FE 8#wm QoS

HETEZHEMBELUME

ip qos-flow-group

ip gqos-flow-list

ip gos-flow-list resequence

ipv6 qos-flow-group

ipv6 qos-flow-list

ipv6 gos-flow-list resequence

limit-queue-length

mac qos-flow-group

mac qos-flow-list

mac qos-flow-list resequence

gos (ip gos-flow-list)

qos (ipv6 qos-flow-list)

gos (mac qos-flow-list)

gos-queue-group

gqos-queue-list

remark

traffic-shape rate

control-packet user-priority
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HETEEMBLUIE

HETESDEME L WE

B0 kra)L&# (IPv4)
IPva D70 ha L &FiE LT, HECEXIAHERDEICTLET,

#£21-1 EEAREL IO FaILETR (Pv4)

JobkaLgHh »&7TO0raLES
ah x 51
esp 50
gre 47
icmp 1
igmp 2
ip TRCHIP 71 h=)b
ipinip 4
ospf 89
pcp 108
pim 103
sctp 132
tcp 6
tunnel 41
udp 17
vIrp 112

EX o bhanrgfrah 00378 har®E e 511, Te—BHESEE LTHEEL LRI TR Y
/Uo

B0 kra)LEHF (IPv6)
IPv6 D70 ha L &FiE LT, HECEXDAHERDEICTELET,

%212 EEAAELTOFIILETR (PV6)

A=l =Pz WREIO FALES
gre 47
icmp 58
ipv6 TRTCTOIP 7u b=
ospf 89
pcp 108
pim 103
sctp 132
tcp 6
tunnel 4
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HETEZBMB LB

JOralLER HRIO FALES

udp 17
vITp 112

mAR—~2F (TCP)

TCP THETE 2K — FM%E, ROKRITRLET,

#&21-3 TCP THEWREANR— B

R— +EH HER— BB FLVES

bgp Border Gateway Protocol version 4 (179)
chargen Character generator (19)
daytime Daytime (13)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
exec Remote process execution (512)
finger Finger (79)
ftp File Transfer Protocol (21)
ftp-data FTP data connections (20)
gopher Gopher (70)
hostname NIC Host Name Server (101)
http HyperText Transfer Protocol (80)
https HTTP over TLS/SSL (443)
ident Ident Protocol (113)
imap3 Interactive Mail Access Protocol version 3 (220)
irc Internet Relay Chat (194)
klogin Kerberos login (543)
kshell Kerberos shell (544)
ldap Lightweight Directory Access Protocol (389)
login Remote login (513)
Ipd Printer service (515)
nntp Network News Transfer Protocol (119)
pop2 Post Office Protocol v2 (109)
pop3 Post Office Protocol v3 (110)
pop3s POP3 over TLS/SSL (995)
raw Printer PDL Data Stream (9100)
shell Remote commands (514)
smtp Simple Mail Transfer Protocol (25)
smtps SMTP over TLS/SSL (465)
ssh Secure Shell Remote Login Protocol (22)
sunrpc Sun Remote Procedure Call (111)
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HETEEMBLUIE

R— r & HER— F BB LUVES
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
telnet Telnet (23)
time Time (37)
uucp Unix-to-Unix Copy Program (540)
whois Nicname (43)

WAR— ~&F (UDP)

UDP TISETE 28— Mk, KORISRLET,

& 21-4 UDP THEEMHREGAR— FBFE (IPv4)

R— hBHR HER— FEBELUVER
biff Biff (512)
bootpc Bootstrap Protocol (BOOTP) client (68)
bootps Bootstrap Protocol (BOOTP) server (67)
discard Discard (9)
domain Domain Name System (53)
echo Echo (7)
isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)
nameserver Host Name Server (42)
ntp Network Time Protocol (123)
radius Remote Authentication Dial In User Service (1812)

radius-acct

RADIUS Accounting (1813)

rip Routing Information Protocol (520)

snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)

sunrpc Sun Remote Procedure Call (111)

syslog System Logger (514)

tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)

talk like tenex link (517)

tftp Trivial File Transfer Protocol (69)

time Time server protocol (37)

who Who service (513)

xdmep X Display Manager Control Protocol (177)
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HETEZBMB LB

& 21-5 UDP THEEMHRERAR— FBFR (IPv6)

R— F&FR

HER— FEBLUVES

biff

Biff (512)

dhcpv6-client

DHCPv6 client (546)

dhcpv6-server

DHCPv6 server (547)

discard Discard (9)

domain Domain Name System (53)

echo Echo (7)

isakmp Internet Security Association and Key Management Protocol (500)
mobile-ip Mobile IP registration (434)

nameserver Host Name Server (42)

ntp Network Time Protocol (123)

radius Remote Authentication Dial In User Service (1812)

radius-acct

RADIUS Accounting (1813)

ripng Routing Information Protocol next generation (521)
snmp Simple Network Management Protocol (161)
snmptrap SNMP Traps (162)
sunrpc Sun Remote Procedure Call (111)
syslog System Logger (514)
tacacs+ Terminal Access Controller Access Control System Plus (49)
tacacs-ds TACACS-Database Service (65)
talk like tenex link (517)
tftp Trivial File Transfer Protocol (69)
time Time server protocol (37)
who Who service (513)
xdmcep X Display Manager Control Protocol (177)
W TOS &%

BETE 2 TOS 4fr%z, WORITRLET,

% 21-6 IEEFREL TOS & ¥R

TOS & ¥F TOS f&
max-reliability 2
max-throughput 4
min-delay 8
min-monetary-cost 1
normal 0

W Precedence & ¥

FIE T & % Precedence 4 #i%, IROKITRLET,
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% 21-7 $5XETAIHEZL Precedence £ 1

Precedence &

Precedence {E

critical 5
flash 3
flash-override 4
immediate 2
internet 6
network 7
priority 1
routine 0

B DSCP &%

faETx % DSCP 4485 %, WOKRITRLET,

*&21-8 IEEAAE’: DSCP &7

DSCP &% DSCP &

afll 10
af12 12
afl13 14
af21 18
af22 20
af23 22
af31 26
af32 28
af33 30
af41 34
af42 36
af43 38
csl 8
cs2 16
cs3 24
cs4 32
csb 40
cs6 48
cs7 56
default 0
ef 46

WA—HFy b2 T

BETE 24—V Ry MATHHE, RORIIRLET,
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#®21-9 IBERRELGA—Y Iy 24 TR

HETEZBMB LB

=2y bE A TEHWH Ethernet {& X
appletalk 0x809b
arp 0x0806
eapol 0x888e
gsrp S GSRP il > b2 7 —RH LET
ipv4 0x0800
ipv6 0x86dd
ipx 0x8137
Xns 0x0600

HEX AL TWERA,

M35 MAC 7 FL R &%

FBETE 55% MAC 7 FL A4 %Z, ROFITRLET,

#+ 21-10 ¥EEAREARSE5E MAC 7 KL R &R

KT FLRIEE KT FLR BT FLRAIRY

bpdu 0180.C200.0000 0000.0000.0000
cdp 0100.0CCC.CCCC 0000.0000.0000
lacp 0180.C200.0002 0000.0000.0000
1ldp 0100.8758.1310 0000.0000.0000
oadp 0100.4C79.FD1B 0000.0000.0000
pvst-plus-bpdu 0100.0CCC.CCCD 0000.0000.0000

BAytE—C&FH (ICMP)

ICMP CHEETE 2 A v —Y 4%, RORIIRLET,

& 21-11 ICMP THEWRELE A v t&—C&H (IPv4)

Ay E—TRAF Ayte—TF 247 a—Fk
administratively-prohibited Administratively prohibited 3 13
alternate-address Alternate address 6 FBERL
conversion-error Datagram conversion 31 BERL
dod-host-prohibited Host prohibited 3 10
dod-net-prohibited Network prohibited 3 9
echo Echo (ping) 8 FRER L
echo-reply Echo reply 0 BERL
general-parameter-problem Parameter problem 12 0
host-isolated Host isolated 3 8
host-precedence-unreachable Host unreachable for precedence 3 14
host-redirect Host redirect 5 1
host-tos-redirect Host redirect for TOS 5 3
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Ayt—THH Ay—Tf 247 a—~K
host-tos-unreachable Host unreachable for TOS 3 12
host-unknown Host unknown 3 7
host-unreachable Host unreachable 3 1
information-reply Information replies 16 BERL
information-request Information requests 15 BERL
mask-reply Mask replies 18 EERL
mask-request Mask requests 17 BERL
mobile-redirect Mobile host redirect 32 BERL
net-redirect Network redirect 5 0
net-tos-redirect Network redirect for TOS 5 2
net-tos-unreachable Network unreachable for TOS 3 11
net-unreachable Network unreachable 3 0
network-unknown Network unknown 3 6
no-room-for-option Parameter required but no room 12 2
option-missing Parameter required but not present 12 1
packet-too-big Fragmentation needed and DF set 3 4
parameter-problem All parameter problems 12 BERL
port-unreachable Port unreachable 3 3
precedence-unreachable Precedence cutoff 3 15
protocol-unreachable Protocol unreachable 3 2
reassembly-timeout Reassembly timeout 11 1
redirect All redirects 5 BERL
router-advertisement Router discovery advertisements 9 BERL
router-solicitation Router discovery solicitations 10 EERL
source-quench Source quenches 4 BERL
source-route-failed Source route failed 3 5
time-exceeded All time exceeded 11 YeERL
timestamp-reply Timestamp replies 14 ST L
timestamp-request Timestamp requests 13 BERL
traceroute Traceroute 30 YeER L
ttl-exceeded TTL exceeded 11 0
unreachable All unreachable 3 BERL

#&21-12 ICMP THEEAREGE* v =28 (IPv6)

A yt—TR Ayt—T4 847 a—~K
beyond-scope Destination beyond scope 1 2
destination-unreachable Destination address is unreachable 1 3
echo-reply Echo reply 129 FBER L
echo-request Echo request (ping) 128 HBERL
header Parameter header problems 4 0
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HETEZBMB LB

Ayt—UER Ay—Tf 247 a—Fk
hop-limit Hop limit exceeded in transit 3 0
mld-query Multicast Listener Discovery Query 130 BERL
mld-reduction Multicast Listener Discovery Reduction 132 BERL
mld-report Multicast Listener Discovery Report 131 BERL
nd-na Neighbor discovery neighbor 136 B L

advertisements
nd-ns Neighbor discovery neighbor 135 HERL
solicitations
next-header Parameter next header problems 4 1
no-admin Administration prohibited destination 1 1
no-route No route to destination 1 0
packet-too-big Packet too big 2 BERL
parameter-option Parameter option problems 4 2
parameter-problem All parameter problems 4 WBERL
port-unreachable Port unreachable 1 4
reassembly-timeout Reassembly timeout 3 1
renum-command Router renumbering command 138 0
renum-result Router renumbering result 138 1
renum-seq-number Router renumbering sequence number 138 255
reset
router-advertisement Neighbor discovery router 134 YERL
advertisements
router-renumbering All router renumbering 138 SE7 L
router-solicitation Neighbor discovery router solicitations 133 YERL
time-exceeded All time exceeded 3 HERL
unreachable All unreachable 1 S5ER L

B QoS 7A—Y X FHIZTDOWT

QoS 77—V A b, 7o—MHBIOEEREET Y PV EOEHICOWTIE, UT2BRLTLIES
W,

B QoS 78— X MMEREK

QoS 7 r— Y X MEEHEIL, UTOavy FOBRETT,
¢ ip qos-flow-list
¢ ipv6 qos-flow-list

¢ mac qos-flow-list
B QoS 7A—1 R FEEH

QoS 7u— VU X FEEKIL, UTOa~r FTEET5 QoS 7u—U X ORI TT,
¢ interface gigabitethernet/tengigabitethernet/vlan T ® ip qos-flow-group
* interface gigabitethernet/tengigabitethernet/vlan T ® ipv6 qos-flow-group
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* interface gigabitethernet/tengigabitethernet/vlan T ® mac qos-flow-group

B QoS 70— R &
QoS 71—V % FMIE, QoS 7r—U A NREMYE, KB QoS 71—V A MEKMOAITT,

KB QoS 7r—U X MEFH & 1E, (W QoS 7r—Y X MERME K8 Liza~r RCERS L
QoS 7r—UARD5L, [MQoS7wu—UAMRER (FELLEav Yy FpbBHINRNY X RO
HTd,
BOO—REFHSIUEEEETIY MU
7 r— RSt KOEMEEET S NV UL, Lo a~vr RoORETY,
* (os
¢ ip qos-flow-list
* ipv6 qos-flow-list
* mac qos-flow-list
BQS7O0—YR DAV ITATL— 3 U THREABELARRAIY M
QoS 7 —VY x N -
HEB KT IPv4, IPv6, MAC ® QoS 7o — VY X F& K512 RV

7 — St LOEEREE o b U
IPv4 QoS, TPv6 QoS, MAC QoS Z &2, 7w —fHi&fld L OBIERE SR & 2R AR THROR
1024 = K

QoS 7 —U X MIBLTIE, LEFOIEFENC lav 47— ar bAoA FVoll 2 IUAESM) (ZiE#E
T DHIBRAIFE L ET,

W QoS 7A—Y R FHDOEHH
QoS 71—V 2 MEDSIBIZ, ROFICTRLET,

#2113 QoS 7A— R FIDOEHHI

2% E QoS 7O—1 R QoS 7O—1 R QoS 7O—1Y R 70— ENME
~ERCER FEREH 4 EBEH
QoS 7r—U & F AAA #1EK L C, 1UAFk 19U %k 1Y Ak 2 U Rk

/I'_

YRry b HT=2—A 01D

inbound IZF%E
interface gigabitethernet 0/1

ip qos-flow-group AAA in

ip qos-flow-list AAA

10 qgos tcp any any action cos 5
20 qos udp any any action cos 4

QoS 7 —1U & b AAA #{ERE L C, 1UAR 29Uk 29Uk 2 U Ak

/r_

PRy hA U FTz2—RZ0/1 L 0

2 @ inbound |ZFZE
interface gigabitethernet 0/1

ip qos-flow-group AAA in

interface gigabitethernet 0/2

ip qos-flow-group AAA in
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HETEZBMB LB

5% E 45l QoS 7A—1 R QoS 7A—1 R QoS 7A—1 R J0—&HEME
b ERCEK b E 2K [~ BEH

ip qos-flow-list AAA
10 qos tcp any any action cos 5
20 qos udp any any action cos 4

QoS 7u—1U A AAA Z{ER L T, 2V &k 2 VU Xk 29U %k 49 %k
A=V Xy "L HT2—Z01D
inbound |ZF%E
QoS 7r—VU X  BBB #1Efk L C,
A=V Xy A HFT—A02D
inbound (2% E
interface gigabitethernet 0/1
ip qos-flow-group AAA in

interface gigabitethernet 0/2
ip qos-flow-group BBB in

ip qos-flow-list AAA
10 gos tcp any any action cos 5
20 qos udp any any action cos 4

ip qos-flow-list BBB
10 gos udp any any action cos 4
20 qos tcp any any action cos 3

QoS 7u—1U A b AAA #ERLL T, 2 YR b 1UAL 2 YR K 4 YA K
A=Y Xy b HFT =R 01D
inbound (Z§% &
QoS 7r—1VU A k BBB #/Efk L C,
A VBT = —AZITEA LR
interface gigabitethernet 0/1
ip qos-flow-group AAA in

ip qos-flow-list AAA
10 qgos tcp any any action cos 5
20 qos udp any any action cos 4

ip qos-flow-list BBB
10 qos udp any any action cos 4
20 qos tcp any any action cos 3

QoS 7u—1U A AAA Z{ER L T, 1Y R 0V Xk 1Y AR 1Y AR
AVE T =2 — AT L
ip qos-flow-list AAA

10 gos tcp any any action cos 5
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ip qos-flow-group

ip gos-flow-group

A=Y Ry MU Z T2 —RAFEILVLAN A % 7 = —R 2k LT, IPv4QoS 7u—U X M&EH LT
QoS téEEZ AT L £,

BEEIZHOWVWTIE, T QoS 7r—U A MIIZ-OWT] 22 LTI EE,

[ABR]
THHROFRE
ip qos-flow-group <qos flow list name> in

THHOHIBR

no ip qos-flow-group <qos flow list name> in

[ABE—F]

(config-if)
(NS A—=4]
<qos flow list name>
IPv4 QoS 7 — U X N ZRELE T,
1. RXT A — 2B O WA
BRETE EH A,
2. fHOF E#HH
4~ 31 XFLUNTIHRELE T, FBEARERIFICONWTIE NI A= IBETEX 5] 221
LTLEE,
in
Inbound ##E L £ 7,
in : Inbound (ZAE{HIOFEE)
1. RRT X — 2B O HHE
BRETE EH A,
2. fHOF E#H
L

[O<7 2 FERREFDEIE]

L

[BIE~DEE]

L

[EREED R E2H]

REMEFH, TICERICKBENE T,

1

CFESHE]

1. IPv4 QoS 7u—U A M, A ¥ 7 =—A® Inbound |Z— A T&x 7,

2. IPv4 QoS 7 = —V A h % Inbound IZ#EM T 2856, 1 7 —U R MYV IREMRZR= MY i
K 128 T,

3. BELARWIPVA QoS 77—V X MMERE LG AIXMMLEMEL ¥ A, IPv4 QoS 71—V & |
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ip qos-flow-group

APRIRIRS N ET,

4. ZEM7o—HHE— FICL2REDOTGIE, flow detection mode =~ RZZBM L TL &V,

RO E T 2= AIH LTI Oa~vy FTRESN TV ORAFRETE A, Vol i, HIER
LT BREILR D £,

L A=FRY A F T 2= AR LTHEAT 2581, 7 —BHESHC VLAN NI A =2 03H 5 &
&, WHT 24 —F 2y b U7 2= ZAOFRENEIC VLANID BEENTONEHETE ET,

. VLAN o % 7 = — 2% LTHAT 28551F, 7 —BIEEMAC VLAN X5 X — 2 B 0G5 7210
HETEET,

. DRy BT QoS MREDXIBAL T, FEMICOVWTIE, T3 T 4 S L—va A R Vol23 7
2 —filffl] ZZRLTIZEN,

(BEEa~< > K]

ip qos-flow-list
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ip qos-flow-list

ip qos-flow-list

QoS D7 v —iHB L OB ELRET 27200 IPvd QoS 7 — U A F&/ERLEd, QoS 7u—1
2 N, 7u—RBHAERB L OEEREEZ S PV EICHOWTIE, T QoS 7ur—1 X MR HOWT &%
RLTIEEN,

[AARR]

THROFRE - £H
ip qos-flow-list <qos flow list name>

THHOHIBR

no ip qos-flow-list <qos flow list name>

[ABE—F]

(config)
(NS A—4]

<qos flow list name>
IPv4 QoS 7 m—V X MR EIEE L £,
1. AT X —Z B O HE
B TEEE A,
2. fHOFKE R
4~ 31 XTFLUANTHRELE T, fHEMRERTTICONTIE T A= ITRETE 5MH) 221
LTLEE,

[a<7 > FEEREFDENE]

2L

BIE~NDFE]

L

(5% 7E 0D I BR324 ]

HMEMEFH, TICEMKMmENET,
CFEFEHE]

VERRHE #0 IPv6 QoS 7 = — Y A M FE L UNMAC QoS 77— U X MAIIIRETE £/ A,
(BEa< > K]

ip qos-flow-group

ip qos-flow-list resequence

gos (ip qos-flow-list)

remark
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ip qos-flow-list resequence

ip gos-flow-list resequence

IPv4 QoS 7 — U X FADEMNEFF D> — 7 o AF S E2HBE L ET,

[AHRR]

RO - £
ip qos-flow-list resequence <qos flow list name> [<starting sequence> [<increment sequence>] |

[ABE—F]
(config)
[R5 A—=4]

<qos flow list name>
EHT25IPv4 QoS 7r—U X "NEMERELET,
1. AT A —Z BRI O HE
HAIETEEE A,
2. fEOFEHPH
4~ 31 XFLUNTHRELET, BEMRERLFIZONVTL IRIA—X|IIR/ETE HE] 2R
LTL XY,

<starting sequence>
Bt — o VAF S ERELET,
1. AT X —Z BRI O HE
WL 10 TT,
2. fEOFR EHiH
1~ 4294967294 (10 ##) AHEE L ET

<increment sequence>
= U AAL Y A MEERELET,
1. ART A —Z RS ORI
HIIEIE 10 T,
2. O E
1~100 (10 %) ZHEELET,

[O<7 > FEREEDEIE]

L

BIE~NDEE]

2L

[E%7E 16 0D Sz B 5248 ]

EWEER, TICERICKBENET,
EEEIE]

L

(BAEa~<> K]

ip qos-flow-list

2
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ipv6 gos-flow-group

ipv6 gos-flow-group

A=Y Xy MU Z 72— RAFEILVLAN A % 7 = — X2k LT, IPv6QoS 7ur—U X M&EH LT
QoS téEEZ AT L £,

BEEIZHOWVWTIE, T QoS 7r—U A MIIZ-OWT] 22 LTI EE,

[ABR]
THHROFRE
ipv6 qos-flow-group <qos flow list name> in

THHOHIBR

no ipv6 qos-flow-group <qos flow list name> in

[ABE—F]

(config-if)
(NS A—=4]
<qos flow list name>
IPv6 QoS 7 m— U X MAAFEFE L E T,
1. RXT A — 2B O WA
BRETE EH A,
2. fHOF E#HH
4~ 31 XFLUNTIHRELE T, FBEARERIFICONWTIE NI A= IBETEX 5] 221
LTLEE,
in
Inbound ##E L £ 7,
in : Inbound (ZAE{HIOFEE)
1. RRT X — 2B O HHE
BRETE EH A,
2. fHOF E#H
L

[O<7 2 FERREFDEIE]

L

[BIE~DEE]

L

[EREED R E2H]

REMEFH, TICERICKBENE T,

1

CFEFEHE]

1. IPv6 QoS 7u—VU A M, A ¥ 7 =—A® Inbound IZ—2>EHT& 7,

2. IPv6 QoS 7 = —V A h % Inbound IC#EM T 2856, 1 7 —U R MYV IREMRZR= MY i
K 64 T,

3. EELZRWIPV6 QoS 7 r— Y A MMERE LG SIEMbEELEH A, IPv6 QoS 72—V X |
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ipv6 gos-flow-group

APRIRIRS N ET,

4. ZEM7o—HHE— FICL2REDOTGIE, flow detection mode =~ RZZBM L TL &V,

LR DA E T = A LT IDa vy RTHRESN TV AHAITHRETEETA, WoltA, HIR
LTOLRREILRD 7,

A=Y Ry M UE T =R IR L CEATAHEIE, T —RHEHIC VLAN RI A =2 R3H5 &
X, HHTAHA—TFy b VBT 2—2ADOBRENKIC VLANID NG ENTONIEHRETE £7,

. VLAN A4 > % 7 =— Ak L CEAT 25601, 7o —BHEMEIZ VLAN /R8T X — 2 0372 WA T720T
BETEET,

. —EBDN M QoS BERED RSN T, BRI OWTIE, v T o FL—va A KVol23 7
o—fl#] 2R TSN,

(BEEa~< > K]

ipv6 qos-flow-list
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ipv6 qos-flow-list

ipv6 qos-flow-list

QoS D7 v —iHB L OB ELRET 27200 IPv6 QoS 7 — U A F&ERLE 3, QoS 7u—VY
2 N, 7u—RBHAERB L OEEREEZ S PV EICHOWTIE, T QoS 7ur—1 X MR HOWT &%
RLTIEEN,

[AARR]

THROFRE - £H
ipv6 qos-flow-list <qos flow list name>

THHOHIBR

no ipv6 qos-flow-list <qos flow list name>

[ABE—F]

(config)
(NS A—4]

<qos flow list name>
IPv6 QoS 7 m—V X MW EIEE L £,
1. AT X —Z B O HE
B TEEE A,
2. fHOFKE R
4~ 31 XTFLUANTHRELE T, fHEMRERTTICONTIE T A= ITRETE 5MH) 221
LTLEE,

[a<7 > FEEREFDENE]

2L

BIE~NDFE]

L

(5% 7E 0D I BR324 ]

HMEMEFH, TICEMKMmENET,
CFEFEHE]

VERRFE 70 IPv4 QoS 7 r— Y A MHB L UMAC QoS 77— U X MAIIIRETE £/ A,
(BEa< > K]

ipv6 qos-flow-group

ipv6 qos-flow-list resequence

gos (ipv6 qos-flow-list)

remark
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ipv6 qos-flow-list resequence

ipv6 gos-flow-list resequence

IPv6 QoS 7 — U X FADEMNEFF D> — 7 o AF S E2HRE L ET,

[AHRR]

RO - £
ipv6 qos-flow-list resequence <qos flow list name> [<starting sequence> [<increment sequence>] |

[ABE—F]
(config)
[R5 A—=4]

<qos flow list name>
EHT25IPv6 QoS 7r—U X "N MERELET,
1. AT A —Z BRI O HE
HAIETEEE A,
2. fEOFEHPH
4~ 31 XFLUNTHRELET, BEMRERLFIZONVTL IRIA—X|IIR/ETE HE] 2R
LTL XY,

<starting sequence>
Bt — o VAF S ERELET,
1. AT X —Z BRI O HE
WL 10 TT,
2. fEOFR EHiH
1~ 4294967294 (10 ##) AHEE L ET

<increment sequence>
= U AAL Y A MEERELET,
1. ART A —Z RS ORI
HIIEIE 10 T,
2. O E
1~100 (10 %) ZHEELET,

[O<7 > FEREEDEIE]

L

BIE~NDEE]

2L

[E%7E 16 0D Sz B 5248 ]

EWEER, TICERICKBENET,
EEEIE]

L

(BAEa~<> K]

ipv6 qos-flow-list

2
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limit-queue-length

limit-queue-length

356

YR — P ORRKEEF 2 —REEEBRMTRELET,
Ko~ FEME, EIREFREHRLZE T, Fa2—K 64 TEMELET,

Kazwr i, N—F =7 ORANRIERMELZRET 20D TH D7D, RELTLHITHE & FE )
TOMENH Y ET,

[AARK]
THROBRE - R
limit-queue-length <Queue length>

E O HI

no limit-queue-length

[ABE—F]

(config)
(N5 A—=4]
<Queue length>
PR — FORKF 2 —EE2RELET,
1. AT X —Z BRI HME
AR TEERE A,

2. (EOFEHIF
64, 128, 728 DW\T N EIEE

[a< > FERREFDENE]

AIEEDZR— FOEEF 2 —RIT, 64 THELET,

[BEE~DEE]

AREBOFEBNMLIEIC/LY 9, REBOFEINZETT2ET, REBLZRATLIHEITELLET,
[FXEED R BRE2H ]

‘)’z“TEﬂE%WE LIS alE, av 747 v—vaBRFLIEH LT, REBZHES L TIZES, HiEE
oL, WEMEMERICKBmESNES,

CEEZFE]

L Ra~vy FAARE, TROA vy E—VRERENET, o274 7 b—varvavy Fe AT 5
AN, RELRFELALEBZFESDH L TIZEW,
Please execute the reload command after save,
because this command becomes effective after reboot.

2. Ka~wy RERET DHHIC, qos-queuelist A~ RTAFVa— 0 7E—RNPQEREL TS

o MDA P2 —Y v FE— R TIHFEETEEEA,

EEF2—RE 64 ITRELIEED, FEKTT,

3. no A~ RTCHIR LGS, A7 Ya—U v 7E— ROFIRIEARL 80 9,

4., Ka<w R ’C%{:.%:*ﬁé’ 64ITRET DL, EEF2—RIIKOLEBY &2 ET,
Fa—1~F%F=2—8:64

5. Aax Yy FTEEF2a—RZ 128ICHET L&, REFa2—RIIRDLEBY L7220 £,



limit-queue-length

Fa—1~F=—4:128
Fa—5~F=2—8:0
6. A~y FTHEEF2—RZ T28ICHRETLHE, BEFa2—RIIRDLEBY &0 £4,
F=—1:728
Fa2—2:64
Fa2—3~F=2—8:0
Zo kX, flowecontrol 2= KT [R—XFw FEEETDH] ZREL T LI,

[(BEEa< Y K]
qos-queue-list

flowcontrol
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mac qos-flow-group

mac gos-flow-group

A=V Xy FA 2 FT2—AFEIEIVLAN AV Z 7 =2 — A2 LT, MACQoS 7u—U A FZ@EHL,
QoS BREZ AN L7,

BEBIZOWVWTIE, TBQoS 7ua—V A MIZONT) 2L TIZEN,

[ASBRH]
THH O E
mac qos-flow-group <qos flow list name> in

THHOHIBR

no mac qos-flow-group <qos flow list name> in

[ABE—F]

(config-if)
(NS A—=4]
<qos flow list name>
MAC QoS 7u—U X NMFrEfRELET,
1. RXT A — 5B O YA
BMETEEH A,
2. fl DR EHIPH
4~ 31 XFUNTHEELET, BETERLFICOVWTL (RIA—XIRETE HME] 23R
LTLIZ&EN,
in
Inbound ##E L £ 7,
in : Inbound (ZAE{HIOFEE)
1. AT 2 —Z B O HE
B TEEH A,
2. fl DR EHIPH
L

[a< 2 FERRERF DB E]

2L

BE~NDEE]

2L

[ER%FE fE 0D Je B 22 ]
EMAER, - IGERICKBShET,

CFESHE]

1. MACQoS 77—V & ki, A& 7 x=—AD Inbound I —2Oi@EHT&E £,

2. MAC QoS 72—V A F% Inbound #2856, 17—V R MY IZFEEMRZR= MY i
K 128 T,

3. EELBRVWMACQoS 7 — VU A NAHEBRE LIZGEIIMbEELEEA, MACQoS 72—V X K

%
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mac qos-flow-group

APRIRIRS N ET,

4. ZEM7o—HHE— FICL2REDOTGIE, flow detection mode =~ RZZBM L TL &V,

RO E T 2= AIH LTI Oa~vy FTRESN TV ORAFRETE A, Vol i, HIER
LT BREILR D £,

L A=FRY A F T 2= AR LTHEAT 2581, 7 —BHESHC VLAN NI A =2 03H 5 &
&, WHT 24 —F 2y b U7 2= ZAOFRENEIC VLANID BEENTONEHETE ET,

. VLAN o % 7 = — 2% LTHAT 28551F, 7 —BIEEMAC VLAN X5 X — 2 B 0G5 7210
HETEET,

. DRy BT QoS MREDXIBAL T, FEMICOVWTIE, T3 T 4 S L—va A R Vol23 7
2 —filffl] ZZRLTIZEN,

(BEEa~< > K]

mac qos-flow-list
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mac qos-flow-list

mac gos-flow-list

QoS D7 u—HB L OEIERELZHRETH7-DD MAC QoS 7u—U A F&2{ERLET, QoS 7u—
2 N, 7u—RBHAERB L OEEREEZ S PV EICHOWTIE, T QoS 7ur—1 X MR HOWT &%
RLTIEEN,

[AARR]

THROFRE - £H
mac qos-flow-list <qos flow list name>

THHOHIBR

no mac qos-flow-list <qos flow list name>

[ABE—F]

(config)
(NS A—4]

<qos flow list name>
MAC QoS 7u—U A M EFRELE T,
1. ARRT A —ZE RO RTHIE
B TEERE A,
2. AH O FX E i P
4~ 31 XFLURNTHERE LET, FEAGERTTICONTIE 7 XA —ZITRETE ] 25K
LTLEEN,

[a<7 > FEEREFDENE]

2L

BIE~NDFE]

L

(5% 7E 0D I BR324 ]

HMEMEFH, TICEMKMmENET,
CFEFEHE]

VERRE 70 IPv4 QoS 77— Y A MARE LV IPv6 QoS 77— U X MMARITIRECTE EH A,
(BEa< > K]

mac qos-flow-group

mac qos-flow-list resequence

gos (mac qos-flow-list)

remark
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mac qos-flow-list resequence

mac qos-flow-list resequence

MAC QoS 72— Y X NNOBEHIAF D> —5r v AR FEHRELET,

[AHRR]

RO - £
mac qos-flow-list resequence <qos flow list name> [<starting sequence> [<increment sequence>] ]

[ABE—F]
(config)
[R5 A—=4]

<qos flow list name>
EHT25MACQoS 7r—U X "NAMERELET,
1. AT A —Z BRI O HE
HAIETEEE A,
2. fEOFEHPH
4~ 31 XFLUNTHRELET, BEMRERLFIZONVTL IRIA—X|IIR/ETE HE] 2R
LTL XY,

<starting sequence>
Bt — o VAF S ERELET,
1. AT X —Z BRI O HE
WL 10 TT,
2. fEOFR EHiH
1~ 4294967294 (10 ##) AHEE L ET

<increment sequence>
= U AAL Y A MEERELET,
1. ART A —Z RS ORI
HIIEIE 10 T,
2. O E
1~100 (10 %) ZHEELET,

[~ 2 FERSEFDENE]

2L

[BE~NDFE]

L

[EXEMED R BRE2HE]

EEEER, T ICEMICKBENET,
[EEHIE]

L

2

(BAEa~<> K]

mac qos-flow-list
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gos (ip qos-flow-list)

qos (ip qos-flow-list)

IPv4 QoS 7 — U A M TO 7 m—fHHi&M, BIUBERELIFEL £,

[ANRH]

THHROBRE « £F
[<seq>] qos { 7 v — #4448 } [ BERRE ]
o 7 u—RitH&p

7w k=73 TCP, UDP B & OV ICMP LS04
{ip | <protocol> } {<source ipv4> <source ipv4 wildcard> | host <source ipv4> |
any}{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any} [{ [tos

<tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

A7 e k2 uis TCP %4
tep {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} [{eq <source port> |
range <source port start> <source port end>}] {<destination ipv4> <destination ipv4 wildcard>
| host <destination ipv4> | any} [{eq <destination port> | range <destination port start>
<destination port end>}] [ack] [fin] [psh] [rst] [syn] [urg] [{ [tos <tos>] [precedence
<precedence>] | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

Fir7 e k22 UDP 04
udp {<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any} [teq <source port> |
range <source port start> <source port end>}] {<destination ipv4> <destination ipv4 wildcard>
| host <destination ipv4> | any} [{eq <destination port> | range <destination port start>
<destination port end>}] [{ [tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan
id>] [user-priority <priority>]

Efr7 e b2 ICMP o84
icmpi<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any}{<destination ipv4>
<destination ipv4 wildcard> | host <destination ipv4> | any}[{<icmp type> [<icmp code>] |
<icmp message>}][{ [tos <tos>] [precedence <precedence>] | dscp <dscp>}] [vlan <vlan id>]
[user-priority <priority>]

o EEfEE

action [cos <cos>] [replace-user-priority <priority>] [replace-dscp <dscp>]

RO HIER

no <seq>

[ABE—F]

(config-ip-gos)
(NS A—=4]

<seq>
ERRB L OEF 42 QoS 7u—V X MNOBEHAIEFEZHEE L £,
1. ARRT A — 2 AR ORI
QoS 71— U A NPT 2GS, FIHIEE 10 T,
S EBRELTHIHEE, %ELTHIHEAEFORAME+10 T,
7721, ANER OB AREN 4294967284 £ W KEWMEZFRE L7HA XA TE A,
2. fEORKE R
1~ 4294967294 (10 #%) Z4HEL £7,
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gos (ip qos-flow-list)

{ip | <protocol> | icmp | tcp | udp }
IPv4 "7y b BT w b a VG EEEE L E T,
7L, IRTOT e haradRe T 558l 2EELET,
1. AR T A — 2 BURs OYHIE
BIETEFERE A,
2. fEOFE R
e <protocol> :
0~ 255 (10 %) F/HE7 e hava4HaEEELET,
(% 21-1 fEEWHRERT v b 24 (IPv4) ] 2R L TSZE0,

{<source ipv4> <source ipv4 wildcard> | host <source ipv4> | any }
FEILIPvA 7 LA ZfRELET,
TRTOFEEITLIPvE 7 FLAEET D561 any 2 ELET,
1. AT X —Z B O Y HME
AR TEEE A,
2. DO E i
<source ipv4> <source ipv4 wildcard>, host <source ipv4> 7L any ZEE L £7,
» <source ipv4> <source ipv4 wildcard> 5 7€ :
<source ipv4> |ZI1TE(F L IPvd 7 RV A ZEELE T,
<source ipv4 wildcard> (21X IPv4 7 RLAOH TEEDEEFFRAITHE Y hENTETVA LK
J1— & IPv4a 7 FL AR THRELE T,
* host <source ipv4> 87 :
<source ipvd> D5EL—EHZ 7o —HSEHFLE LET,
e any f§7E :
EETLIPvA 7 FL A& 7 o —RHEE L IZLER A,
IPv4 7 FL A (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

{eq <source port> | range <source port start> <source port end>}

EEILR— FNEEEZRELET,

7'm ha R TCP B LWUDP 721047 v a »TY,

1. AT X —Z B O Y HME
L (BHEEEE LEEA)

2. fEOF & HiH
0~ 65535 (10 #H) F/-idH— MHEEELET,
fREFTREZ2 AR — PAFRT T3 21-3 TCP THIEFREZR R — hFF) BL T 13 21-4 UDP T
EFRER AR — R4 (IPv4) | 2L TL7ZE0,
eq ZHEE L7254, <source port> D5Ee—H % 7 u— Sk E LET,
range Z{5E L7285 1L, <source port start> /> <source port end> D&% 7 v — i HRM: &
LET,
<source port end> |& <source port start> £ D KX WK — FEFEHFEL T EI,

{<destination ipv4> <destination ipv4 wildcard> | host <destination ipv4> | any}
5 IPv4 7 L AZFRELE T,
TRTO5EHIPvA 7 FLRAZIBET 2% &L any #HELET,
1. BT A —Z2HMEROHHE
AIETEEE A,
2. fEO EHPH
<destination ipv4> <destination ipv4 wildcard>, host <destination ipv4> F7-i¥ any 25 € L F
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gos (ip qos-flow-list)

R

o <destination ipv4> <destination ipv4 wildcard> f& & :
<destination ipv4> (213565 IPv4 7 KL 2 Z4EE L £,
<destination ipv4 wildcard> |Z/Z IPv4 7 RV ADH CEEOEZFRITHE Yy NEML TR A
NVRA—R%EIPv4e T RLUABKTHRELE T,
* host <destination ipv4> $5 € :
<destination ipv4> O7EE—H%E 7 v —RHEMtE L LET,
e any f57F :
si4e IPva 7 KL A& 7o — MG LT LET A,
IPv4 7 KL A2 (nnn.nnn.nnn.nnn) : 0.0.0.0 ~ 255.255.255.255

{eq <destination port> | range <destination port start> <destination port end>}

SR — FNESERELET,

7’1 FaBTCPBLVGUDP 72047 3 o TY,

1. AT X —Z B O HE
2L (HEHE LEEAL)

2. fE DR E HiH
0~ 65535 (10 #EH) FmiIAR— MHEHRELET,
FEATREZR AR — MABRIZOWTIE, 1€ 21-3 TCP THERREZRFR— M) BLO 1% 214
UDP THRERER AR — M4k (IPv4) ] 2L T 7ZEW,
eq 8 L7=%A 1L, <destination port> DEE—H % 7 o —HHSEMH L LET,
range #{HE L7285 1%, <destination port start> 7> <destination port end> OHipH% 7 7 —
RSt LETS
<destination port end> | <destination port start> & 0 KX WAK— FEBSEIEEL T EEW,

tos <tos>
ANRTA—=21F, TOST74—VKDODEY F3~6D4Ey N THD TOSHEFRRELET,
EZENT Y FOTOS 74—V FOEY h3~6D 4y MR LET,

Bit0 Bitl Bit2 Bit3 Bit4 Bits Bité Bit7
| Precedence | TOS | - |

1. ARoRT A — AR ORIl
2L (HEE LEEAL)

2. (B DFE E i
0~ 15 (10#%) £7/-1ZTOS 4#EREL £,
FRERHE7: TOS AFRC DN TIE, [ 21-6 HHEFHRER TOS 4 M) S L T IEE0,

precedence <precedence>
ARTA—=21%, TOS 74—/ FD {7 8 By F TodH % Precedence [HEAFHE L F T,
BEE SRy FOTOS 7 4 —/V REML3 By b EHERLET,

Bit0 Bitl Bit2 Bit3 Bit4 Bits Bité Bit7
| Precedence | TOS | - |

1. RRT A —Z B O YA
oL (S E LERA)
2. HEO EHFH
0~ 7 (10 #%) F721% Precedence &M &+EE L £,
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gos (ip qos-flow-list)

YR E FIRE7 Precedence & FRICDOWTCIE, 3£ 21-7 $57E AJREZR Precedence &%) # &ML TL

TEEN,

dscp <dscp>

AT A—=21F, TOS 74—V FD L6 By hTHhL DSCPEAEEL £,

ZENRYY FOTOS 74—V REMG6E Y M LET,

Bit0 Bitl Bit2 Bit3 Bitd Bit5 Bit6 Bit7
| DSGP | -

1. AKRT A — 2 HERE ORI
ML (BRHEMEE LERA)
2. EOREHH
0~ 63 (10#E%) F7-i1X DSCPAMAIREL ET,

fREFREZ: DSCP A4 MR DWW TIE, [ 21-8 FEEFREZR DSCP 4#5] 22 L T ZEW,

ack
TCP ~y ¥ DACK 777N 107y FOMEZIEELET,
v Fa BN TCP D47y a T,
1. AT X —Z B O Y HME
L (RS E LEEA)
2. fEDFR EHiH
7L

fin
TCP ~v#DFIN 777 n 107y hoktEfEELE7,
v Fa N TCP D47y a T,
1. AT X —Z IR O Y HME
L (BHEEEE LEEA)
2. fEOFR EHiH
7oL

psh
TCP ~y XD PSH 777N 107y hoHERELET,
v Fa N TCP D47y a T,
1. AT X —Z B O Y HME
L (RHEEEE LEEA)
2. fHOFR EHiH
L

rst
TCP ~y XD RST 75 7N 1Dy Otz ELET,
v Fa N TCP D47y a T,
1. AT X —Z B O Y HME
L (BHEEtEE LEEA)
2. fEDORE i
el

syn
TCP~vZDSYN 7Z 7N 1Dy homHzEiEELE T,
7a ha )R TCP 7ZFo4 7y a 1,
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gos (ip qos-flow-list)

1. AT X —Z B O HHE
2L (HEME LEEA)
2. EDFX E i
2L

urg
TCP~y D URG 77 7N 1Dy hOHEHEELET,
7a ha)VNTCP o477y 3 T,
1. ARRT A — 2 AR O R
2L (HEE LEEA)
2. fEOHERH
L

<icmp type>
ICMP % A 7%48E L E T,
72 LR ICMP 2 047y 3 T,
1. AT X —Z B O HHE
2L (S E LEEA)
2. {EDFX E i
0~255 (10 #H) ZHELET,

<icmp code>
ICMP =2— RZBELET,
71 ha VBN ICMP 72 047y a T,
1. AT X —Z B O HHE
2L (HEMFE LEEA)
2. {EDFX E i
0~255 (10 ##) #HELET,

<icmp message>
ICMP * vt —Y & AR ELET,
71 ha VBN ICMP 72 047y a T,
FBEFRE/ ICMP A v & —U4FRT 13 21-11 ICMP TIREWRER A v =4 (IPv4) | 2%
LT &N,
1. AT X —ZEWRE O HME
2L (HEE LEEAL)
2. (B DFE E i
L

vlan <vlan id>
VLANID &L £ 7,
KRG A—=HFA =V Ry " U F 72— AZ#EH LA TZTHEDTT,
1. ART A — 5 BN O AT iE
7L (BHEfEE LERA)
2. BB E I
IRTA—ZIHRETE DE] BB L TIIZEN,
user-priority <priority>
a—PEEEARELET,

1. KT A — 2 UK O A E
mL (e LEEA)
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gos (ip qos-flow-list)

2. (HOFHRE R
0~7 (108EH) =HELET,

BENS A4

action
ERTA—FERE, BRTIHHGEITIULTERNT A—FEZHMENT A —F2EOHEFICEHE L TS
a0,
1. AR T A — 2B OYHIE
7L EEREEE T 25813 TEEEA)
2. fEOFEHPH
2L

cos <cos>
HEENOBILEEZRTA T v 7 A (Cos) #RELET,
1. AT A —Z BRI O HE
FI RO CoSEERVET, T74LED CoSEIIHONWTIE 2747 b—varHA KR
Vol.2 3.7.1 CoSf#] #ZML T 2SN,
2. fEOF E R
0~7 (10 %) ZfELET,

replace-user-priority <priority>
- PEEEOEXRIMERELET,
ZRE LTy O — P EEE A FEME <priority> IZHE# X E7,
1. AT A —Z BRI O HE
L (2—VEEELEERmI FEA)
2. fEO E#PH
0~7 (10 #H) ZfFELET,

replace-dscp <dscp>
DSCP Ex iz faafaE LET,
ZIE L%y D DSCP 7 4 —/V F#&, $5EM <dscp> IZE&# 2 E4,
1. AT A —Z BRI O HME
7L (DSCPEAEZHZETA),
2. fEO EHPH
0~ 63 (1040 F/I1LDSCP4MHERELET,
FEEWREZ: DSCP A4 FRCHOWTIE, [ 21-8 IEEFAEZ DSCP 4k 2#2RL T &N,

[a< > FEBREFDEIE]
2L
[BIEE~DEE]

L

1. EELT FLRATIA N R — RBLIUSEET RL AT AL RA— RIC 255.255.255.255 » A LT & &

[
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gos (ip qos-flow-list)

L any & RRLET,

2. FELT FLABXU%HT F L A2 nnn.nnn.nnn.nnn 0.0.0.0 & AF L7= & &3 host
nnn.nnn.nnn.nnn & FRLET,

3. tos B L W precedence & dscp DRIFFRTEIXTE FH A,

4. action /X7 A—X# T cos & replace-user-priority % FIFFIZERE L1=HE, —VEILEIT cos DFREMH
ICEXHBELONET,

5. <protocol> (27w b a4 Frah £721X 51 (10 #%) ZHRHESHE L7 o —RHIZTEEEA,

(BEEa~ > K]

ip qos-flow-list

ip qos-flow-group

ip qos-flow-list resequence

remark
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qos (ipv6 qos-flow-list)

qos (ipv6 qos-flow-list)

IPv6 QoS 71— U A hTO 7 u—fitsft, BIUBMIERELFEL £,

[AHRR]

o

RIE - I

[<seq>] qos { 7 v —HH St} [ BAERRE ]

7 o —ip S

Efr7m k2 TCP, UDP B LN ICMP LSt o84

{ipv6 | <protocol>} {<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/
<length> | host <destination ipv6> | any} [{traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan
id>] [user-priority <priority>]

Efr7 e b 2L TCP O34

tep i<source ipv6>/<length> | host <source ipv6> | any} [{eq <source port> | range <source port
start> <source port end>}] {<destination ipv6>/<length> | host <destination ipv6> | any} [{eq
<destination port> | range <destination port start> <destination port end>}] [ack] [fin] [psh] [rst]
[syn] [urgl [{traffic-class <traffic class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]
fr7 e k=2 UDP 054

udp {<source ipv6>/<length> | host <source ipv6> | any} [{eq <source port> | range <source port
start> <source port end>}] {<destination ipv6>/<length> | host <destination ipv6> | any} [{eq
<destination port> | range <destination port start> <destination port end>}] [{traffic-class
<traffic class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

A E R ICMP 084

icmp {<source ipv6>/<length> | host <source ipv6> | any} {<destination ipv6>/<length> | host
<destination ipv6> | any} [{<icmp type> [<icmp code>] | <icmp message>}] [{traffic-class <traffic
class> | dscp <dscp>}] [vlan <vlan id>] [user-priority <priority>]

EEfRE

action [cos <cos>] [replace-user-priority <priority>] [replace-dscp <dscp>]

B O HI

no <seq>

[ABE—F]

(config-ipv6-gos)
[T A—=4]

<seq>

B L OEET 2 QoS 7r— VY XA FAOEMANAFF &% EL £,

1.

2.

AT A — H B WEREO WA

QoS 7 1 — U X FIZEENRRWES, PIIEIX 10 T,

FUERELTHIHE, RELTHIEMNERFORAME+10 T,

72720, WHIER OB KRB 4294967284 L0 REWEERE LIZGAITEAK T A,
B OF% E R

1~ 4294967294 (10 #¥) ZiEEL £

{ipv6 | <protocol> | icmp | tcp | udp}
IPv6 /X7 v O L7 a s anibaziReE LET,
72171, X To7e barzExRE 755513 ipve 2fEE LT,
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qos (ipv6 qos-flow-list)

1. ARRT A — 2 AR ORI
B CEFEHA,
2. fEOHERFH
e <protocol> :
1~ 42, 45~49, 52~59, 61~ 255 (1040 F/=ix7 v FaraAHERELET,
% 21-2 $REFARRTE Far4f (IPve) ] 2L TIEEN,

{<source ipv6>/<length> | host <source ipv6> | any}
EETLIPVE 7 RLAZFEELET,
TRTCOEFETIPv6 7 RLAZIBET %G T any 2 ELE T,
1. AT X —Z B O HME
B TEERA,
2. fHDF E i
<source ipv6>/<length>, host <source ipv6>, F7=itany Z#EEL £,
» <source ipv6>/<length> #§7F :
<source ipv6> (ZIFEFIL IPv6 7 KL AEFEE L E T,
<length> 21X IPv6 7 RL ADH T—HEMEL R DS % T L ADSIEN S O bit H THE
LET,
* host <source ipv6> fEE :
<source ipv6> DEL—K 4% 7 o —RHFAELE LET,
e any 57F :
EEILIPv6 7 FL A&7 —MHSEFEITLER A,
<source ipv6> (nnnn‘nnnn‘nnnn:nnnn‘nnnnhnnn:nnnninnnn) :
0:0:0:0:0:0:0:0 ~ ffff-fref e CEee: FEFe: FEFE £EFE£FeF
<length>: 0 ~ 128

{eq <source port> | range <source port start> <source port end>}

EEIXA— NESEHEELET,

7'm b aBNTCP BLWUDP 2047 v a o TF,

1. AT X —Z B O HHE
2L (HEME LEEA)

2. {EDFX E i
0~ 65535 (10 ) F/-iZA— MFHEEELET,
FEETFTRER AR — AP [ 21-3 TCP THEFREQRAN— M) BLO £ 21-5 UDP T
EFREZR R — hAFR (IPv6) ] #Z ML T ZEW,
eq ZHE L1=8E13 <source port> D5ee—HE 7 o —mH &M & LEJ,
range Z 18 E L7284 13 <source port start> 7> 5 <source port end> D#iH % 7 o —HSE & L
E9,
<source port end> % <source port start> & ¥ K& WK — MEFEIEEL T ZEW,

{<destination ipv6>/<length> | host <destination ipv6> | any}
554 IPv6 7 RL A EE L £ 7,
T_RTCOEHLEIPV6 7 FLAERET 2L any ZHELE T,
1. AT X —Z B O HME
B TEERA,
2. fE DR E HiH
<destination ipv6>/<length>, host <destination ipv6>, F7ziX any #fFE L E7,

o <destination ipv6>/<length> 5 :
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qos (ipv6 qos-flow-list)

<destination ipv6> (213565 IPv6 7 KL A FEE L £ 7,

<length> 121X IPv6 7 R L ADHF T—HEM L 722800 % T R L ADKENS O bit B CTHE

LET,
* host <destination ipv6> 5 /€ :

<destination ipv6> DFEL—H & 7 v —fMmHFEMA & LET,
e any fH7E :

%649 IPv6 7 KL 2 & 7 a—RHGHEE T LERA,

<destination ipv6> (nnnn‘nnnn‘nnnn‘nnnn‘nnnn‘nnnn‘nnnn:nnnn) :

0:0:0:0:0:0:0:0 ~ {fff:ffef:ffef:feef: e e £ef £
<length>: 0 ~ 128

{eq <destination port> | range <destination port start> <destination port end>}

SR — FESERELET,

7'm bR TCP B L WUDP 721047 v 2 TY,

1. ARRZ A —Z KR DY
L (LS LEEA)

2. B R E il B
0~ 65535 (10 #E#) F/miIAR— MHEHRELET,
FE AR/ AR — MARRIZOWTIE, 15 21-3 TCP THERREZRFR— M) BEO £ 21-5
UDP THEEFREZRA— M (IPv6) | 2L T 7230,
eq 6 E L1=35E13 <destination port> D5 —H % 7 o —RHSM & UET,

range 18 E L 72541 <destination port start> 7> 5 <destination port end> O#iH % 7 17—

HafEE LETS

<destination port end> | <destination port start> £ ¥ KZWAKR— FEEEIEEL T EEW,

traffic-class <traffic class>
NI T4 T I TAT 4= REEREE LET,
ZERTYNDORNT T 4y I I TAT 4=V REHBLET,
1. AR T A — 2B ORHIE
U (Bt E LEREA)
2. fEOFE R
0~255 (10 ZHHELET,

dscp <dscp>
NG T4 I 0FAT 4= RO L6y hThHDDSCPEAIEEL £,
ZERTF Y NDRNT T4 I I FAT 44—V R M6y e LET,

Bit0 Bitl Bit2 Bit3 Bitd Bit5 Bit6 Bit7
| DSGP | -

L. AT A — 2 B O Y1 fiE
el (B LEEA)
2. (HOREHIH
0~63 (104 F7-i1X DSCP AR ELET,
R TREZ: DSCP AR oW TIE, (4 21-8 $REAHEZR DSCP 475 22 L TS ZE0,

ack
TCP~y XD ACK 75 781Dy NOMEAERELET,
7o ha VBN TCP ZiFo4 7y a1,
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qos (ipv6 qos-flow-list)

372

1. AT X —Z B O HHE
2L (HEME LEEA)
2. EDFX E i
2L

fin
TCP~vy#DFIN 75708105y FoHE#RELET,
7u ha)NTCP o473 T,
1. ART A — R AR ORI
2L (S E LEEA)
2. fEOHERFH
2L

psh
TCP~v#DPSH 75708107y sOBHAEIEELET,
7a ha)VnTCP o477y 3 T,
1. ARRT A — 2 AR ORI
2L (HEME LEEA)
2. fEOHERFH
L

rst
TCP~yZ#DRST 75 781Dy SOBHERELET,
7a ha)NTCP Ei o473 T,
1. ARRT A — R AR ORI
2L (S E LEEA)
2. {EDFX E i
L

syn
TCP ~v#DSYN 75 7N 1D 7y NoHEEELET,
7u haNTCP D47y a2 TY,
1. RRT A —Z B O YA
7oL BRi&EEE LEREA)
2. fHOF E#HiH
L

urg
TCP ~vy#DURG 75708104y FoHE#RELET,
7u harNTCP IZF 47y a L TY,
1. RRT X — 2B O HHE
7oL BRi&EEE LEREA)
2. fHOF E#HiH
L

<icmp type>
ICMP % A 7% E L E 7,
v b a N ICMP 12 OF 7 v a T,
1. ARRT A —ZE R ORTHIE
L (S E LERA)
2. AH R E i B



qos (ipv6 qos-flow-list)

0~255 (10:#H) ZfHELET,

<icmp code>
ICMP =— RZfRELE T,
7’1 R a N ICMP 72 047> a »TF,
1. AT X —Z B O Y HME
L (RHEEEE LEEA)
2. fEDR EHiH
0~255 (10 EH) ZHELET,

<icmp message>
ICMP * vt —V4HERELET,
7v FauNICMP 20047y g T,
FEAREZ: ICMP A v — V&4 FT [ 21-12 ICMP THEARER A vE2—V4H (IPve) | 2%
LT EEn,
1. AT 2 —Z BRI O Y E
U (Bt E LEREA)
2. O EHFFHA
oL

vlan <vlan id>
VLAN ID Z#5& L £,
ARG RA—=HFA =Y Ry b VX T 2 — R LTS ETE 0 EZ T,
1. BT A — 2 EMKOHHE
U (B E LEEA)
2. fEOFE R
(INFGA—ZIZHETE LM 2R L TIIEEN,

user-priority <priority>
a—PEEELIRELET,
1. AT A —Z BRI O E
L (RHEEFEE LEEA)
2. fEOFREHPH
0~7 (10 ZHEELET,
EME/IRTA—4
action
ERTA—FERE, BRTLHAITULTARNT A —FZEENT A —FBEOEHICEEE L T
7230,
1. AT X —Z BRI O HE
2L EFEELZ T 25813 TEEEA)
2. fEOFREHPH
2L

cos <cos>
HEENOBIIEELZ RTA T v A (Cos) #HELET,
1. AT X —Z B O Y HME
FI RO CoSEERVET, T74LED CoSEIHONWTIE 2747 b—varHA R
Vol.2 3.7.1 CoSfE] #ZML TI7ZEWy,
2. D E A
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qos (ipv6 qos-flow-list)

0~7 (10 #H) ZFHELET,

replace-user-priority <priority>
a—PEEEOEI R MEERELET,
25 Loy b oo —PBIE B 2 B EMH <priority> ICEHE#Lx 1,
1. AT X —Z B R ORIHE
7L (E—VEEEZEIMRZIETA)
2. B O AE i B
0~7 (10 #fRELET,

replace-dscp <dscp>
DSCP H&H 2 fEA+EE L E T,
ZfG LTy O DSCP 7 4 —/v R, $REME <dscp> ([Z#HE 2 £ 7,
1. AT X —ZEBWRE O HME
7oL (DSCPEZEXMX EHA)
2. fE DR E HiH
0~63 (10#%) FIXDSCPAFERELET,
fREFREZL DSCP AR DOWTIE, [ 21-8 FREFREZ DSCP 45 2L T Z &0,

(272 FEBROEE]

2L

[BE~DEE

CEESIA]

1. BETT FLABLO%SLT KL A2 nnnninnnninnnn:nnnn:nnnn:nnnn:nnnn:nnnn/0 & A L7 &
Zdany ERRLET,

2. EETT FLAB L U%EM T F L A2 nnnninnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/128 & A7) L7~
& X3 host nnnn‘nnnn'nnnn:nnnn:nnnn‘nnnn‘nnnn:nnnn & &£~ L E9,

3. traffic-class & dscp DEIFFFREILTE THA,

4. action /X7 A —# T cos & replace-user-priority % [RIFFICHEE L7256, = —VEILEIT cos DIEEE
ICEE Rz ONET,

(BEEa<w> K]

ipv6 qos-flow-list

ipv6 qos-flow-group

ipv6 qos-flow-list resequence

remark
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qos (mac qos-flow-list)

gos (mac qos-flow-list)

MAC QoS 7 r—U A hTO 7 u—fitigft, BIUBMIERELHFEEL £,

[ABRHK]

HEHORE - BH
[<seq>] qos { 7 v —HH St} [ BAERRE ]
o 7 u—fH&Mk

{<source mac> <source mac mask> | host <source mac> | any}{<destination mac> <destination
mac mask> | host <destination mac> | any | bpdu | c¢dp | lacp | lldp | oadp | pvst-plus-bpdu
}[<ethernet type>] [vlan <vlan id>] [user-priority <priority>]

o EEREE

action [cos <cos>] [replace-user-priority <priority>]

(GE2LEZS

no <seq>

[ABE—F]

(config-mac-gos)
[N A—=4]

<seq>
ERB LY, ZHT5 QoS 7u—I X MY — 7 U 2AEBEFEELET,
1. AT A — AR OYTHME
QoS 7 — U X FNIZEMN WIS, FIHHMEIX 10 T,
SMEERE L THIEA, BELTHIMAIERFORKIE +10 T,
72720, wEANER O KA 4294967284 L W KEWEAERE LG A XA TE £H A,
2. B ERH
1~ 4294967294 (10 #%) ZHELE T,

{<source mac> <source mac mask> | host <source mac> | any}
EEITMACT FLAZIRELE T, T XTOFEEILMAC T FLAEZEET D561 any ZHE L

£7
1. KT A — 2 HIERE ORI
HIETE £ Ao

2. DR E i
<source mac> <source mac mask>, host <source mac> £7-(% any I E T L £,
* <source mac> <source mac mask> f5iE :
<source mac> |ZIXEFTE MAC 7 RV A ZRE L E T,
<source mac mask> [ZIZ MAC 7 KL AOHF TEEDOHEEFFRTHE Y NENL TR %
MAC 7 FL A THREL £,
* host <source mac> {5 /E :
<source mac> D5EE—WE 7 —MmHFEMHFE LET,
e any f87E :
EEITMAC T FL2z7n—mHEfF LI LEE A,
MAC 7 KU 2 (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ ffff.ffff.ffff (16 %%

{<destination mac> <destination mac mask> | host <destination mac> | any | bpdu | cdp | lacp | Ildp
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gos (mac qos-flow-list)

376

| oadp | pvst-plus-bpdu }
50 MAC 7 RV AZELET, T X3CO5%E MAC 7 RV AZBET 254 T any 2FHELE T,

1.

AIRT A —Z B ORI HE
B TEEEA,

2. fEORBERFH

<destination mac> <destination mac mask>, host <destination mac>, any, bpdu, cdp, lacp,
lldp, oadp F7z1d pvst-plus-bpdu ZHE L £7,
» <destination mac> <destination mac mask> 5 :
<destination mac> (213585 MAC 7 KL AERE L E T,
<destination mac mask> |ZIZ MAC 7 RV AOHF CEEOMEEZFF A THE Y REN TR
Z MAC 7 RLATBEXTHELET,
* host <destination mac> g 7€ :
<destination mac> O5ELE—E% 7 o — GG L LET,

e any fi7E :
SESEMAC T RL A% 70— LIZILERA,
bpdu f&7E :
BPDU #lf#l/ 7 v b &7 —HEtt & LET,
e cdp FRE :

CDP #ilfHl N r » b &7 o —HGEEE LET,
e lacp 52 :
LACP i3 r » e 7o —RHEfFe LET,
e lldp f67E :
LLDP #l# Ny b &7 a—mHEtbE LET,
* oadp F5/E :
OADP #ill# v N &7 a—ti&Mt & LET,
e pvst-plus-bpdu F& & :
PVST+ #I#H N7y bE 7o —fmHEtE LET,
MAC 7 KA (nnnn.nnnn.nnnn) : 0000.0000.0000 ~ fEEFFEEEEFF (16 %)

<ethernet type>
A=Y Ry NIATEGERLITA—Y Ry N TEHRERELET,

1.

2.

AT A — W DR

L (RHSEMEE LEEA)

il o> 3 AE i PH

0x0000 ~ Oxffff (16 #EH) F7zik, A —Vxy A TAHEEELET,
REWRERA — Y Ry DX A THINT TR 21-9 FRERRA —F Ry ML TAR 2L
TLIZEW,

vlan <vlan id>

VLANID Z#EL £ 7
RNG A—H A =Ty " v F T 2 —AZHA LTS A T2 AT,

1.

2.

AT A — L B W O FIHIE

7L (AL LEREA)

i D FEE FPH

[IRIA=ZIHRETE2ME] 2ZRLTIEEN,

user-priority <priority>

= PEEEERELET,



qos (mac qos-flow-list)

1. AK/RT A — 2 HIERE ORI
ML (BRHEMEE LERA)

2. fEOREHH
0~7 (10 #%) Z4EELET,

BENTA—4

action
FIENRT A —FERE, BETIHEEFLTARNT A—FEEENRT A —X 2RO FEICHE L TL
k=AW

1. AT X —Z BRI O Y HE

2L (WfEEEE T 258138 TEEEA)
2. DR EHA

el

cos <cos>
HEENOBILELZRTA T v 7 A (Cos) HFEELET,
1. BT A —ZHMKOHHE
FTI7 4N bED CoSEERVET, T74/NL D CoSHEIZOWTIE Tav 747 b—va AR
Vol.2 3.7.1 CoSfi] #ZHL TIZE,
2. DO E i
0~7 (108 ZHRELET,

replace-user-priority <priority>
- PEEEOEIRMEEIEELET,
ZAF LTIy N O — B & FREE <priority> ICEHE#Lx £,
1. AT X — 2B O Y HUE
BmL (—VPEEELESHRIETA),
2. DR E i
0~7 (10 ZHRELET,

[2< 2 FERSEF D ENE]

L

[ERFE (B O = BR 524 ]
REMETER, ICERICKBSET,

CFREIE]

1. F¥ELT FLABLU%EHLET R L A2 nnnn.nnnn.nnnn ffff . & A L7zE ZiFany EERLE
K

2. ST FL AT B P a AR EEITRETE L7 0 FarAhHEOT L AEZREL THL5EE
Tu hargHEFRRFLET, SET FLRACRETE 570 harsaBor FLAL 1%£21-10 1§
FEFREZR 565 MAC 7 KL AL 2L T3, ERRUANOEEIILT RLABLU%ET KL
A|Z nnnn.nnnn.nnnn 0000.0000.0000 & A7) L7z & Z (X host nnnn.nnnn.nnnn & xR LE T,

3. action /X7 A — % T cos & replace-user-priority % [FIFFIZF%E L7=HE, —EILE T cos DN EMH
IZEEXRL ONET,
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gos (mac qos-flow-list)

4. Ka<wy RTRET DT A=21%, 1Ty MF L TORFEHLRD £3, E->T, RELEA
TA—ZITHEM - BEAT MR L TUIAERNE 20 £H A,

(BEEa<T Y K]

mac qos-flow-list

mac qos-flow-group

mac qos-flow-list resequence

remark
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gos-queue-group

qos-queue-group

AVETz—A (PEAR—F) IZQoS ¥=2—VU X MEFHRERELET,

[ABRH]
TR OEE
qos-queue-group <QoS queue list name>

E O Bk

no qos-queue-group

[ABE—F]

(config-if)
[T A—=4]
<QoS queue list name>
QoS ¥=2—U A MKERELET,
1. AT X —Z WO Y HME
AR TEEE A,
2. B O E i B
4~ 31 XFUNTHEELET, BEAMERIIFICONVTL I A—FITRETE AE] 25K
LTLEEW,

[2<7 > FARBEDEIE]
R a— ) v 7 E— Rk PQ TEIEL £,

[BEE~DEE

QoS Fa— VA MERELTAT Va— U v 7E— RELER LIZLEA, AEHROFEF2—ICFa—
AT LRIy RS TWAEE, $ T2 U T LET,

[EREfE ) R BRE2H]
BEMEES, +ICERICRKRShET,

CEEFIA]

1. QS Fa2—VANEBELTAY Va— U VI E— RELR LGS, ERLIEAVH T 2—AT
EEXF2—IZFXa—A T LIy MK TWAEA, T XC2Z7 U7 LET, 7 U 7B dE, 35
T2y haeXxa— A I TEER A, XY PV —BRATES AV ENTWAEAIITEELES
AN

2. QS Fa—URMIERELTAY YV a— ) 7 E— RREETORNSTZGE, APYa—0 v
E— NiZPQ TEIEL £,

3. gos-queue-group 2~ KT/ QoS F=—VU R MNLERELTESGE, ArYa—U v 7%F— X
PQ TEMEL E,
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gos-queue-group

(BEa< > K]
qos-queue-list
interface gigabitethernet

interface tengigabitethernet
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qos-queue-list

gos-queue-list

QoS Fz— VR RMEMIIAFV2a— U v 7E—RFRERELET, HEBMTHRALS2 U X MEKTEET,
[AARRK]

RO - £
gos-queue-list <QoS queue list name> { pq | wrr [ <Packet1> <Packet2> <Packet3> <Packet4>
<Packet5> <Packet6> <Packet7> <Packet8>] | wfq [ min-ratel <Min ratel>] [ min-rate2 < Min
rate2>] [ min-rate3 < Min rate3>] [ min-rate4 < Min rate4> ] [ min-rate5 < Min rate5>] [ min-rate6
< Min rate6> ] [ min-rate7 < Min rate7> ] [ min-rate8 < Min rate8>] | 2pq+6wrr < Packet1> <
Packet2> < Packet3> < Packet4> < Packet5> < Packet6> }

H O Bk

no gos-queue-list <QoS queue list name>

[ABE—F]

(config)
[N A—=%]
<QoS queue list name>
QoS ¥ =2— VU XA MEMEELET,
1. AT X —Z B O Y HME
B TE EHE A,
2. B O FRE i B
4~ 31 XFUNTHEELE T, BEAMERIIFICONVTL T A—FITRETEAE] 25K
LTLEE0,

{pq | wrr [ <Packet1> <Packet2> <Packet3> <Packet4> <Packet5> <Packet6> <Packet7> <Packet8> ]
| wfq [ min-ratel <Min rate1>] [ min-rate2 < Min rate2> ] [ min-rate3 < Min rate3> ] [ min-rate4 < Min
rate4> ] [ min-rate5 < Min rate5>] [ min-rate6 < Min rate6>] [ min-rate7 < Min rate7>] [ min-rate8 <
Min rate8> ] | 2pg+6wrr < Packet1> < Packet2> < Packet3> < Packet4> < Packet5> < Packet6> }
AV a—) - ReBELET,
1. AT X —Z B O Y HUE
B TEEE A,

pa
FERERETEELET, Fa—HIPHEA— MRM T8 X2 —FETYT, HEOF 2 -2 7y
MNAFIET DG, BREEORH WY 2 —F 5 (87> >1FF2—) 2oy MEFICEEL
ES N

wrr [ <Packet1> <Packet2> <Packet3> <Packet4> <Packet5> <Packet6> <Packet7> <Packet8> ]
ZUrRrErb LARFER N7y M) 70 Frer TEELEY, = —HidwmEt
AR— FHALT 8 % 2 —[EETY, <Packet> DIRELHM LI-HEIET v FrE TEIEL %
T, JEFICxF 2 —Z2 A RRN0"ry FZ2ERFELET, a2 —RIZL1bLT, 7y MIBHE
12725 £ OIZHIBE L9, <Packet> 3% E L= AITEAR (N7 y M) (&7 ey
TEMELET, HEROF 2127y FBRFEET D56, IHFECF 2 -2 AR oRELL
<Packet> D/ v NMIUZIS LTy hEEFLET, 728, <Packet> DEAIZMHL 1~8D
FglL, ¥a—FFEERLET,
1. ARRT A —ZEWEREORTHIE

<Packet> : A TE £H A,
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gos-queue-list

72721, & <Packet> OEMGILFIHET, AMFEHITZ UV Fu B TEEL £9°,
2. 0% &P
<Packet>:1~ 15

wfq [ min-ratel <Min rate1>] [ min-rate2 < Min rate2> ] [ min-rate3 < Min rate3> | [ min-rate4 <
Min rate4> ] [ min-rate5 < Min rate5>] [ min-rate6 < Min rate6> ] [ min-rate7 < Min rate7>1] [
min-rate8 < Min rate8> ]
B & BRI, F 2 —KIIWEAR— NI T8 Fa—[EETT, F=—I L2 <Min rate>
TRE LT AR 0y 2/3r » MIZHME L E3, 708, <Min rate> D% A2 1~ 8D
FBEX, ¥a2a—FEBEZEWRLET,
1. KoRT A — 2 BWERE O YIHME
<Min rate> : 72 L (RIRRFEHIRZHE L EEA)
2. EORE
min-rate <Min rate> : IROFRI R LET,
BEOBEMIZITk (B, M, G EEMETT,
{ <Min rate> | <Min rate>M | <Min rate>G }
<Min rate> D& FHEIXEFRFHIR A B 2 2 VMEAZREL T I 0,

x® 21-14  RIEREEFE O R E EHH

Byl %% #EE A AE
Gbit/s 1G ~ 10G 1Gbit/s
Mbit/s 1M ~ 10000M 1Mbit/s
kbit/s 1000 ~ 10000000 100kbit/s ¥ 2
64 ~ 960 64kbit/s * 3

HEX1 1G, 1M, 1k (ZZi12H 1000000000, 1000000, 1000 & L THWET,
X 2 FBREEN 1000k LA EOBFA, 100k A CHEE LE$ (1000, 1100, 1200, -+, 10000000),
X 3 BREMEA 1000k R DGFE, 64k A THELET (64, 128, 192, -+, 960),

2pqt+6wrr < Packet1> < Packet2> < Packet3> < Packet4> < Packet5> < Packet6>

BB 2 —fE&, EH (XTy M) HET U Ry, Fa—HdmeFR— AT S8
Fo2—EHETT, ELEOX 22— 81Ty NBFET AEE, %47y MEREBILETEREFL
F9, F2— TIEF=2— 8DRITELINHEY Xy FEERFLET, ¥=2—8, F=a2—T7I1IN
7y NMFEL72WGA, Fa2— 6~ 10 <Packet> I[CRE L7237 » MUIE LT 7 » M &
EELET, 2B, <Packet> DEAIA 1 ~6DFFL, ¥Fa—FFEZERLET,
1. AT A— 2 BUEREO XA

<Packet> : AMETE E£HA,
2. fHORE R

<Packet>:1~ 15

(2= Y FEEEFROEE]

L
BE~DEE]

gos-queue-group I v RIZ QoS ¥ a2 — U A MMEREL TCAT YV a— U 7E— REEH LGS,
BHEBOBEEX 2 —ICF2—A T LI T Y EBFESTWBEA, T XTIV T7LET,
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[E

1.

qos-queue-list

B0 RBR 2]
HAE®, T ICERICKBRENET,

EFH]

qos-queue-group I <> NIZ QoS ¥ =2 —V A MNMEREL TAF Va—Y v 7E— RELEE LI
A, BERELIAVE 72— ATERF 2 —IlXa—A VT LTy MR ES TV AGEA, TXT7 Y
TLET, ZVTREHRZL, FHi-/e sy NeXa—( 0 I TEEFAL, Xy NU—IBHTRT A >
ENTVAHAFTTERLEE N,

EfREES Y " HE— FOHgE, WFQIZIEFICEMEL EHA, £2°-HE— FTHEAL TSV,

3. WFQ ZE L7z, &€ LTC i RRGEAFE & FZEROBMEIE TITHRA 10% ORENET D Z &8

HYET,

A— MEIEHIE & QoS F = — U A MEBRDAr P a—V v 7 ERKFIHERT 25468, Arva—1U v
TE—RIPQEZHREL T LI,

AV a— 7 E— N wiq @R LGS, AT 5% 2—I12xh L TIE, <Min rate> Z 0T RE
LTL7EEN,

e 2 Mbit/s HAA7 (<Mbit/s>M), %7213 Gbit/s HAZ (<Gbit/s>G) THRE L7-%4, show
running-config/show startup-config Ti% kbit/s Hfy TR/RINE T,

[BEEa<> K]

gos-queue-group
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remark

remark

QoS 7u—Y 2 hOMEMMAZBE L £,

QoS 7u—U A MZIXIPv4 QoS 72— U A FFE/2{ZIPv6 QoS 7u—U A, MACQoS 7u—U X k
BHYET,

[ANRH]

THRORE - AR
remark <remark>

RO HIBR

no remark

[ABE—F]
(config-ip-gos)
(config-ipv6-gos)
(config-mac-gos)

(INTA—=42]
<remark>
ANEFE—=FRICL VR LD QoS 7 —Y X FOMEHHAZRTE L ET,
—2PD QoS 7r— VU A MIXMLTIFREIRETEET, BEANLESGAIZ EEXICRY ET,
1. AT X —Z B O HHE
AHENE Null ¢,
2. fH DR EHiFH
64 SCFLNOLFHITHRE L T ZE W0, RE AR CTFIIONWTIE N A -2 |ZIFETE 5
) © MEEOXFES| 23R LTLLIZEN,

[O7 2 FERREEDEIE]

L

BE~DEE

L

[RTEMED RREEH]

BEMET,, T <ICERICKBENET,
EESEIE]

L

(BEEa<T Y K]
ip qos-flow-list
ipv6 qos-flow-list

mac qos-flow-list
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traffic-shape rate

traffic-shape rate

A8 T == (WEFR— b)) (CH— MR A RE L, RMERHAHEE LA IR L £
[AN#K]

THMORE « AR
traffic-shape rate { <kbit/s> | <Mbit/s>M | <Gbit/s>G }

H O Bk

no traffic-shape rate

[ABE—F]

(config-if)
[R5 A—%]
rate { <kbit/s> | <Mbit/s>M | <Gbit/s>G }
— MEERGIEAER L E T, ABREEZERT A 2 LT, BREEROBERIEEIEE U7 I HiR
LET,
1. AT X —Z BRI O HME
A TEERE A,
2. fEO E#PH
WORIZTRLET,
EDOBRAIZITk (B, M, GPEETEET,
R ERIR I ERGEELL TIZ/2 5 X2 E L T 2& 0,

® 21-15  R— b0 E & E

B Tuiall R E #H e
Gbit/s 1G ~ 10G 1Gbit/s
Mbit/s 1M ~ 10000M 1Mbit/s
kbit/s 1000 ~ 10000000 100kbit/s * 2
64 ~ 960 64kbit/s ¥ 3

X1 1G, 1M, 1k iFZFHZFH 1000000000, 1000000, 1000 & L THWET,
WX 2 BREED 1000k UL EOA, 100k A CHE L£$ (1000, 1100, 1200, -+, 10000000),
WX 3 BREMA 1000k K DGE, 64k A THELET (64, 128, 192, -+, 960),

[O< > FEREFDEIME]
EEHIWAHIRZ 3T £ A,
LBEA~NDEE]

L

[E% e B D = BR 524 ]
REMERR, ¥ ICEMCRBRShET,
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386

CFEFEHE]

1. BRE Lo A — vk filEE & 2B 0@ EE TlIi K 10% OBENELLHHE01H Y 7,

2. [ERRIRIES " EOLA, A— MHEHIEEZ R — N LERA,

3. AR— MG E QoS ¥ o2 — U A MEROAr Va—U U7 R2RIERT2HE, A7y a—V v
Z7E—RIPQEREL T ZENY,

4, THkNEZ Mbit/s AL (<Mbit/s>M), F 7213 Gbit/s BAL (<Gbit/s>G) T E L72%H, show
running-config/show startup-config TiZ kbit/s i TR RrINE T,

5. A— NEEHIE O SRR A ERGEE A B X A, A — Mkl EE L A

[(BEa~<> K]
interface gigabitethernet

interface tengigabitethernet



control-packet user-priority

control-packet user-priority

AEE N HIEBIEET D7 L—L D VLAN Tag NIZH B2 —VEEELIFEELET, Aoavw s FRRE
FEEREHIBR Lz & &1L, BRNICEET I 7 L—2 02 —ELEIXT &0 5,

[AARR]

WHORE - £
control-packet user-priority { layer-2 <User-priority> | layer-3 <User-priority> | layer-2
<User-priority> layer-3 <User-priority> }

THH DI

no control-packet user-priority

[ABE—F]

(config)
[T A—=%4]
{layer-2 <User-priority> | layer-3 <User-priority> | layer-2 <User-priority> layer-8 <User-priority> }
ALIEENARMICEET I 7 L —b D2 —PEEEZIEELET,
1. AR T A — 2 EURs ORHIE
BIETEEE A,
2. fEOFE R
O~THEELET, BELRNST NI A—FOa2—PELEITT L0 7,

[a7 2 FEREOBE]
AEBBEBOICEET 27 L— 2O —FEEEILT £ 720 T,

[BIE~NDRFE]

2L

[EREMED R BR 2]

BEMAER, TICERICKMENET,
EESHE]

2L

(BEEa~v > K]

L
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L1+ 2

E

authentication arp-relay

authentication auto-logout strayer

authentication force-authorized enable

authentication force-authorized vian

authentication ip access-group

authentication logout linkdown

authentication max-user (global)

authentication max-user (interface)
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authentication arp-relay

authentication arp-relay

PAERTIRAR D B 259 2 ARP X7 v h&ftiAR— ML £,

[ANRH]

TEHRORE
authentication arp-relay

E o Bk

no authentication arp-relay

[ABE—F]

(config-if)
[N A—=4]

2L

[a<7 > FEEREFDENE]

2L

[BIE~DEE]

L

R TENE D R BRE2H ]
EMAER, + ICERICKBRShET,
CFESHE]

1. Kasy FERET L2561, HONLOYUER— M TFROVWTINEREL TIEEW,
¢ dotlx port-control

[y |

5

¢ web-authentication port

¢ mac-authentication port

(B&Ea< > K]

dot1x system-auth-control

dot1x port-control

web-authentication system-auth-control
web-authentication port
web-authentication redirect enable
mac-authentication system-auth-control

mac-authentication port
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authentication auto-logout strayer

authentication auto-logout strayer

Web Y nIE /MAC uuu nu uE{ﬁﬁjﬁwﬁj{Z]) Web D uiE /MAC ity thE;'% ’_./:F__“jﬁ I\ @iﬁ l/f:: & %*ﬁl’:ﬁ L/f: &
=1, uunJ‘.E%ﬁbFIS% L/iﬁ—

[AHFRH]

WHORE
authentication auto-logout strayer

RO HIER

no authentication auto-logout strayer

[AAE—F]

(config)
[N A—=4]
el

[2< > FEEEFDE)E]

Web # D nIE /MAC ## uuu DR uE{ﬁﬁjﬁwﬁj{Z]) Web # D uiE /MAC & ity thE;'% ’_./:F__“jﬁ I\/\@@ l/f;u_ & %*ﬁl&t’[ LT 16’
FRAEE EER L E A

[BIE~NDEE]

ROEEARR, +ICEMICKmSNET,

1. IEEE802.1X iF3A& 2~ o RO T,

2. Web & uEEP (RADIUS FIC™ FL[E{#B'lj(ﬁbfcﬁ &) \—%ﬁb L7234 5'_{ mD\EE?ET@é, %iﬁ%ﬁ*ﬁﬂj L7-& i
Buﬁﬁ%ﬁ*ﬁébiﬁ—
3. MAC #BaEH (RADIUS GRGEFRF DAREZR &) IR P ICBE L7 RREAE IR LET,

4. BENIES THARD VLAN B ED 5561, BEILIWmAND 72— M’rﬂvz My N EZETD
ETCBHERIN L2V ABEERSH Y £9, 512, REEIBHEDO VLAN A VX 7= —ZXADIP T K
VAEREROEAE, BEILEMWERNSL 7 a— FE vy 2 by R EZELTHBEIZMRH L]
REMERH Y 5,

(BEEa~v > K]

L
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authentication force-authorized enable

authentication force-authorized enable

392

/ﬂi\l//r Y 27 AIC uJ‘.E/C /j{ \-—Tj—'{k%ﬁ)%é l/f;./ﬁfl:] , o uﬁg* L/fn_.un_‘ thEXT% f%?ﬁﬁ?”ﬁ’] \-wu thEu?T'H(
LET,

* RADIUS FRAES AT, #iE 4172 RADIUS #— \in b DIREN R g ol b &

[ANRH]

TERDOFEE

authentication force-authorized enable

THHOHIBR

no authentication force-authorized enable

[ABE—F]

(config)
(INTA—=42]
L

(2= FEEEFROEE]

L

(&

E~DFE]

L

(B

B0 = B 2244 ]

REMEFH, TICERICKBENE T,

FEFHE]
AMIER, ¥a ) 7o LOMMERDBLNED Y ETOT, FARMO LA LT RS,

2. 54+\ /7VLAN:E"‘]\@%D7 ubu ?&VLAN&L/T élj_ }\@7‘/])7_4'7VLAN€_’¥|JDéT

5.

jﬁ j‘o
HE D VLAN %, #iiF% VLAN & U CE Y 4 T4, authentication force-authorized vlan =

<~ FTHRELTLZEN,

RADIUS R E SN GAICEE L 7, EERORGETRERE LIGA1X, JaHEEAE L
ShEHEA,
LA RADIUS $— 58, F7213383E5 A RADIUS — MG A2 B8k L TL 72 &V, 235OV T

i, Tavr 747 b—var A FVol25. LAY 2 RBFHEREOHER ] 22 L T EEn,
TRHIFRFED 7T A ~X— | Trap IZ, snmp-server traps 2~ FOREICERARL EHEINET,

(E&Ea< > K]

aaa authentication dotlx

aaa authentication mac-authentication

aaa authentication web-authentication

dot1x port-control



dot1x system-auth-control

dot1x radius-server

radius-server

mac-authentication port
mac-authentication system-auth-control
mac-authentication radius-server
web-authentication port
web-authentication system-auth-control

web-authentication radius-server

authentication force-authorized enable
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authentication force-authorized vlan

authentication force-authorized vilan

394

Web @ik & MAC #RFED ¥ 1 X v 27 VLAN £— K, B IO IEEES02.1X FFED KR — b BALFEGE (E1))
T, YA — F TSR F i L 7256 OBAE% VLAN 2% X CTE I,

[AHRR]
HHMORE « 228
authentication force-authorized vlan <VLAN ID>

(GE2LE]ZS

no authentication force-authorized vlan

[AAE—F]

(config-if)
(NS A—4]

<VLAN ID>
TRHIFRAERFIZEI D 24 T 5585E% VLAN & LT MAC VLAN &€ L7,
1. ART X —Z B ORI
A TCEEREA,
2. fEDFRE R
INTA—ZITHRETE DH] Z2ZRLTIIZEN,
7272L, 774/ s VLAN (VLANID = 1) IR ETEEHA,

[O<7 Y FEREDENE]
ZREE% VLAN & LT, MR — DA T 17 VLAN ZE 0 4 TE4,

LBE~DEE]
L

R EE D [ BR R ]
REMEER, T ICEMICKBRShET,

CEEFIE]

Az KX, authentication force-authorized enable =~ > N ERIZIZIT AR T,

2. Rawy NERE, AL E &, BERIESAOmESC—F 1L, LRIORE CINAE I Lz
VLAN TEIfEL £9, A ﬁﬂﬁ I, FREREEIXREIOFEIEN S HE N2 £7,

3. RADIUS FEE TR E SINTHEICEMEL £, #EOBIEARXERE Lo HE1E, MEIRAEHTE R
INEEA,

4. LA RADIUS H— 3MEFH, F 72 13785EE A RADIUS H— MFHR A2 Bk L T 72 &0, FEfc oW T

i, Tarv 747 b—var A FVol25. LAY 2 8GHSREOHER ) 22 LT EEW,

[y |

—

(BAEa< > K]
authentication force-authorized enable

vlan mac-based



authentication ip access-group

authentication ip access-group

RAEAAR N OZIET D IP ANy MR- RTHRELZIPA 7 782V XA 2@ L, &3

(permit) L7z 37 v F72F & AR — MCH#HEL 7,

AKa<wy RCHELZIPvE 772 ZX Y A MIEE (permit) L7 IP 237 v M, URL U #A L7 +oOxt

Gl FEA,

[AHRR]

TR OEE
authentication ip access-group <access list name>

TR O HIER

no authentication ip access-group

[ABE—F]

(config-if)
[INSA—=4]

<access list name>

PFE BRIV R — b~ A ST D720 D IPv4 X7 v b7 4 M2 OFHIF2RELE T, AT A—H

TRETE S IPvA 7y N7 4V Z OHBIFITEBET1L ST,

1. AT A — 2 B IR ORI
B TE EE A,
2. EOFE R

4 ~31 XFLURNOT 712 2 MAHERELE T, FHEWTRERLFIZOWVWTIL [T A—=4|C

FRETE M) 2R LTSN,
[3< Y F AR DB E]
FREERTH AR HAE LTz IPv4 X7 > M EHflE L E8 A,
[BIE~NDRFE]
2L
[EREMED R BR 2]
BEMAER, TICERICKMENET,
CEESFE]

1. Ravwy RCRETLT 78R U R MITEE2ETLIHETT,

2. Kax U FERETLIHAEIL, HONUHEAFFR— MITRROWTNNEZREL TIZI0Y,

* dotlx port-control
* web-authentication port

* mac-authentication port

[BEEa~< > K]
dot1x system-auth-control

dot1x port-control
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authentication ip access-group
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web-authentication system-auth-control
web-authentication port
web-authentication redirect enable
mac-authentication system-auth-control
mac-authentication port

ip access-list extended



authentication logout linkdown

authentication logout linkdown

no authentication logout linkdown g% /EkE, FRAEEAMADFTEAR— "BV 7 X0 LT HERGEMR L
FHA,

[ABRK]
TR DK E

no authentication logout linkdown

(GE2LE]ZS

authentication logout linkdown

[AAE—F]

(config-if)
[N A —=%]

ML

[~ 2 FERSEFDENE]

REE IR OTTIBAR— "RV 7 X0 25 EIEA R L E 3,
[BIE~NDFE]

L

[EXTEfE D R BRE2HE]

REMARER, T ITERICKBRENET,

CEEFEE]

ML

[REav > K]

dot1x port-control

dot1x system-auth-control

mac-authentication port

mac-authentication system-auth-control

shutdown

web-authentication port

web-authentication system-auth-control
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authentication max-user (global)

authentication max-user (global)

398

IEEE802.1X #23F, Web #8iE3 L U MAC Bl &b W i B HAL O KA 2R E L £ 7,

[ANRH]

BROBE - £H

authentication max-user <count>

H o Bk

no authentication max-user

[ABE—F]

(config)

(NS A—=4]

<count>

IEEE802.1X 583, Web #BFE L U MAC §83E% Aot 7o 258 BN O g KGR 2 fEE L £ 77,
1. ARoRT A — AR ORI

AT EHA,
2. EDRE &P

1~ 1024

(2~ FEBROEE]

L{ij:

B HLAZ O FRAIE AT RE /0 e RRRRENR AT, 1024 iR & 720 £,

[BIE~DFE]

BOEEARRE, $ICEMICKmSNET,

AT, FBREFE AR &V R AR 2 D 72 S EH LI hE, BRER H O v R ikfel(E T
T, HHMAKDOEIEI TE EE A, 72, BRAERPE—I V7 THRIENMRRSN D GENH Y £

B HAL & AR — b AL O R REETEH AR % FRFICERE T ’a“iﬁ“

FOREE U AL R — AL O KFBGE AU E L1235 E, 4K — M C, LIBEOFHSmA DR

IETEERA,

FRRIETE AU A SN S BN D B KBRS Lo A, ASEE T, DRBOB B AROFRIEIE T

FH¥ A,

e Web #%FED X A+ v 27 VLAN £— K, MAC mM)fw% /& VLAN E— FEBIOZNnD LA
BRZERE L Cd 5 IEEES02.1X DR — hBALFRZE (FhHY) | YA — N ORKERIEKIE, MAC
VLAN O#I[RC 1000 Sk As R T,



authentication max-user (global)

[(BAEa< > K]
dot1x system-auth-control
mac-authentication system-auth-control

web-authentication system-auth-control
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authentication max-user (interface)

authentication max-user (interface)

IEEE8021X Aty nIE Web ith uIEQ‘;D J: U MAC Y thE;’cff/\z/)“@.‘f: ;%’l 7j_\o“‘ }‘ @%ﬁéﬁ%ﬁﬁﬁmﬁj{@%ﬁﬁ Li‘é—o

[ANRH]

WRORE - LT
authentication max-user <count>

H o Bk

no authentication max-user

[ABE—F]
(config-if)

(NS A—=4]

<count>
IEEES802.1X #%iE, Web 58:ER LUV MAC #FiEZ2 A% YR — b O KiBGEm A & 8 E

R

L. A/RT A — 2 W O YIHIE
B TE EE A,

2. EORBE I
1~ 1024

[3< 2 FEBREFDENE]
AN — AL OFRAE AT RE /e B ORGERESG AT, 1024 FR & 72 0 9,
[BE~DEE
2L
[ER%FE fE 0D JR Bk 224 ]
REMEEE, T ITEHIIKMISNET,
AEREIE]

1. EAPIZ, BEEFAR L Y RRBIHARE L D72 BT LI2GE, BEEE A OiR ITkon{E T
FTN, FHRKORFETITEEHA, $72, FRRIESCT— IV IV THRGENER SN D HERH D £

j—O
2. FEE BT LR — b BN O RGBSR 2 R IR ETE 95,

o FRRLE AIRAEL R — N AL OB KBRS A IR LI A, YA — kT, DIRE D Fia R D785

IETEEEA,
o RORERS Zrbi AR KL S B HAL O I KRS AU IE L2 B 6, AE T, LIROFTBLEGR O

EFHA,

eIl

1T

3. Web #BiED# A 2 v 27 VLAN £— F, MAC,MMMM’T v 27 VLAN £— REB X6 & [REF
2R E L Tdh 5 IEEE802.1X DR — NN FRFHE (EhH) | YR — R ORKRFEEIE, MAC

VLAN O[T 1000 #AR2 ER T,

400



authentication max-user (interface)

[(BAEa< > K]
dot1x port-control
mac-authentication port

web-authentication port
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IEEE802.1X

AV74590L—32a7 0 FEFRINE— FOXE

aaa accounting dot1x

aaa authentication dot1x

dot1x authentication

dot1x auto-logout

dot1x force-authorized eapol

dot1x ignore-eapol-start

dot1x logging enable

dot1x max-req

dot1x multiple-authentication

dot1x port-control

dot1x radius-server dead-interval

dot1x radius-server host

dot1x reauthentication

dot1x supplicant-detection

dot1x system-auth-control

dot1x timeout keep-unauth

dot1x timeout quiet-period

dot1x timeout reauth-period

dot1x timeout server-timeout

dot1x timeout supp-timeout

dot1x timeout tx-period
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VT4 L—2aravy FERBEE— FORE

V49 L—3ravy REEE— FOXE

IEEES02.1X a7 4 7L —vara~vwy RBFERETE 5, IEEES02.1X OBFEE— RERDEIZ
\ij—o

%231 aAvI749L—Y3>av> KE IEEES02.1X MEBEEE— K

IEEE802.1X MEREEE— KX 4

— MEGIEREE
avT VR4 (F#H) €2]:0))
aaa accounting dotlx O O
aaa authentication dot1x O O
authentication arp-relay #1 O O
authentication ip access-group #1 O O
dotlx authentication O O
dot1x auto-logout O O
dot1x force-authorized eapol @) @)
dot1x ignore-eapol-start O O
dot1x logging enable O O
dot1x max-req O O
dot1x multiple-authentication O O
dot1x port-control #2 O O
dot1x radius-server dead-interval O O
dotlx radius-server host O O
dot1x reauthentication O O
dot1x supplicant-detection @) O
dot1x system-auth-control O O
dot1x timeout keep-unauth 3 O O
dot1x timeout quiet-period @) @)
dot1x timeout reauth-period O O
dotlx timeout server-timeout O O
dot1x timeout supp-timeout O O
dot1x timeout tx-period O O

FLAY
O RENEIE>TEELET,
— AT FFANTEETS, IELEEA,
X:awry e ATEEEA,

%1
2 ROANEAZ EFEiig, 122 va b 26t 22 L TIEEn,

X2
Ko< ROFREL, FRFFE— KOG B I L £9,

404



AVT745L—230aX Y FERIE— FORIG

Ka~wr ROFREIL, B TE— KR ITNE—FRDAL U Z 72— AP T EAESNET,

1% 4
AT — RORRLR EFEMIC OV, Tary 747 b—va A FVol2) 2B LTLIEE,
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aaa accounting dot1x

aaa accounting dot1x

IEEES02.1X DT h I T 4 U IIERET IO VT 4 T —R_3B 5L ET,

[ANRH]

THHROE
aaa accounting dot1x default start-stop group radius

E o Bk

no aaa accounting dot1x default

[ABE—F]

(config)
(NS A—=42]

default
RS TRV NOT T 4 v P HFREZELET,

start-stop
PBAERTIRHZIIA X — N T A T ¢ 7B, FFHEBRFFZIIA by T T A0 T 4 v @R
THIT 4T —NEEENET,

group radius
THhO T 4T =38 L TRADIUS =2 fEH L E T,

[O7 2 FEREEDEIE]

THOT 4T —NIEM L ER A,

LEE~NDEE]

2L

(R EED Rk E2H ]

REMEER, T ICEAIC KBS ET,

EEEIE]

1. 7T IEEES802.1X #&/E 1%, dotlx system-auth-control =~ R&RET D Z & THIZR D £,

2. Ko~y RREVNEEFRE L RHGEE— RiE, 1#£23-1 av747L—varavr R
IEEES02.1X OFRFEE— K] &ML T 7ZE W,

(BEEa~< > K]
aaa authentication dot1x

dot1x system-auth-control

radius-server host ¥ 721& dot1x radius-server host
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aaa authentication dot1x

aaa authentication dot1x

IEEE802.1X OFFEF XN N —T % HEL T,
default f8EIL 1 = U, FRESFRNY A MEEIIRK4 = N ETHETEET,
[ABRK]

MO E - AR
aaa authentication dot1x default <Method>

aaa authentication dot1x <List name> group <Group name>

THHOHIBR

no aaa authentication dot1x {default | <List name>}

[ABE—F]

(config)

(/85 A—=%]

default <Method>
PEET 7 4V FOFFES R Z R E LE T, <Method> (213 group radius Zi% € L £ 7,
group radius

RADIUS #— N2 X % IEEE802.1X 3Gk &4 1T\ £ 9, M3 %5 RADIUS #— N3 IEEE802.1X
5 RADIUS ¥— %7213, LA RADIUS #— T,

<List name>

HAESFRY A M ERELET,

1. ART A —Z KSR OYIHE
B TEET A,

2. DR E i
32 LFLINOLFHITHE L T &V, FREARRLFICOVTL NI A—ZITHRETE D
) © MEEOXFH] 22 LTIES0,
SEHSUTFUIR U FAHERE L E 9,
72720, TROIXFINIRETE EE A,
A A (@)
- default( B F —FH FE /213582 —HK L= 30F5)

group <Group name>
RADIUS #—NZ &k 5 IEEE802.1X #AEEITWE T, #H 7% RADIUS #— 3Z RADIUS #—
7 V—7"CF, aaa group server radius =~ RN TeE L72 RADIUS — 7L —T7 4 &2 FEL T

<7TZEW,
1. AT A — 2 B IERE O X
B TEEEA,

2. fEORBE
32 TN OILFHITHRIE L T IZE W, FREFHER LTIV T N7 A—FITHRETE D
i) & HEROIXTH Z2ZRLTIZEW,

[2< 2 FERSEF D ENE]

L
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aaa authentication dot1x

408

BEE~NDEE

2&3"\7‘\/ ]\‘@Eﬁ‘/’i’i&/ﬁﬁbf‘:&% s Eﬁ’i“’%i"”é j'{ajutuui%ﬁ*ﬁ?bijq

* %%’?71‘/]/ rMEBEMmLT- & X, nqu%ﬁ%@biﬁ/\/

* qt%?7j"/l/}\7gf%ﬁ if: iﬁ”l‘?‘bf;&ﬂc& %777j"/l/}\VCwunJ‘.EL/7IL k%nuuﬁﬁ#‘l‘?bij—

o WMEEHX YU R MEBINIL & X, WHGRAE Y A A ERE LTmR— }‘@j?ﬁj{%ﬁ}duEﬁﬁFlg%biﬁ—
(K= MIREENTVDLRFESTRY R MR KRa~ L RTRBREDHE, EET 74/ F CRIALSILE

-i;ﬁﬁ)xb%ﬁﬁ FTHIR L b &, URGRAHRY A b TREGE LR & SRR L £
[ERFE B R BR 224 ]

REMATER, FIGERIC KBS ET,

CEEEE]

1. 93T IEEE802.1X #%E 1%, dotlx system-auth-control =~ RZFRETH I & THANMIRY 9,

2. Ravv l\“%’“féﬁ@ﬂfﬁﬂ ERBREFE— NI, %231 av 74—y aravr R
IEEES02.1X OFBFEE— K] &ML T 7Z &0,

3. ABEN ﬁzbzhﬂ\foau\& IEEE802.1X OFFERHC RADIUS — & AT EH A,

(BgEa~<y K]

aaa group server radius
dot1x authentication
dot1x system-auth-control

radius-server host ¥ 721% dot1x radius-server host



dot1x authentication

dot1x authentication

A— FRRREF NOBFESLF XY 2 M EHELE T,
[AARK]
RO - LT

dot1lx authentication <List name>

fE O HI

no dotlx authentication

[ABE—F]

(config-if)
[IRTA—=4]
<List name>
aaa authentication dotlx =~ N THE LILRIEARY A MAEHEELET,
1. AT X —Z WO Y HME
A TEERFA,
2. fHDFR EHiH
32 LFLNOLFHITHRE L T EEW, BEWRRRLFICONTE [(RIA—FIBETE D
5] © MEEOXFH] 22 LTLL7EZan, (ZFEL, 7y h~—7 (@ %#Br<)
SEHSUTFHUIR ST AHERE L 9,

[a< > FERERDOEE]

i@ T 7 4V M & LT IEEE802.1X FRFEEITVE T,

RIE~NDEE]

WEERAE Y R M 2L LT2R— b OR 2 385k L £,

[E%TE B IR BR 224 ]

EMATER, § <IGERICKmIhET,

CFEEIE]

1. T7XTo IEEE802.1X 3%/, dotlx system-auth-control 2~ REZFHET D Z & THMIRD £,

2. Kavw v FREVEEAREE ROBIEE— NI, 15£231 a7 7b—varavr e
IEEE802.1X OFFEE— K| 2B L T 230,

3. web-authentication user-group =~ > RNRWEINTNDIHEE, Kavr FERETEETA,

4. Ko< FTHRE LRGSR U 2 h4 72 aaa authentication dotlx =2~ > R TiRE L7237V &
g & —F LaWngGEiE, HET 740 FOREICHEWVEIEL 7,

[BEEa<> K]

aaa authentication dotlx

%

dot1x port-control

dot1x system-auth-control
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dot1x auto-logout

dot1x auto-logout

410

no dotlx auto-logout =2~ K C, IEEE802.1X THEFEINIziak D —ERE 7 L— LA EZ 5 Lo
TORBEA MR L7z & S ICERGE A BEVERR T DR EL ERIC L E T,

[ANRH]

Wl oRE
no dotlx auto-logout

THH DR
dot1x auto-logout

[AAE—F]

(config)
(/N5 A—=4]
el

(2~ FEBROEE]

IEEE802.1X CHAF S N-8 kD, —ERM 7 L — A% ZE Lo REZ R L7- & X AEEE
A

[BE~DHE

no dotlx auto-logout =~ REE#%IL, IEEES02.1X CREFEINIZMiAKMND, —ERM 7 L —A%2%(E
L7Zpno 7o iRRE2 M L CH BEREGERERR L £ A,

[E%TEfE D S B 3244 ]

PROEMAER, +TIGERICKmENET,

CrExE]

1. TXTo» IEEE802.1X 3%/, dotlx system-auth-control 2~ REHET DT & THMIRLD £,

2. Ka<r NREDEBMERREEL R HBFEE— ML, %231 a2y 7447 b—varavr R
IEEE802.1X OFEFEE— ) ML T EE W,

(BEa~< > K]

dot1x port-control

dot1x system-auth-control

mac-address-table aging-time



dot1x force-authorized eapol

dot1x force-authorized eapol

IEEE802.1X DIBHIFRFERR E T &L > TRRAER iR &4 M A FRALRF rIRiE & L7z & &, FRARRICX L
TALEEE )5 EAPoL-Success & /37 v M aEE LET,

[ABRHK]
TR DK E

dot1x force-authorized eapol

RO HIR

no dot1x force-authorized eapol

[AAE—F]

(config)

[185A—=4]

el

[a< > FERRFFDOEE]

L

[BE~NDFE]

2L

(5% 7E B 0D I BR324 ]

REME TR, T ICEAICKBSET,

[EEHIE]

1. T IEEES02.1X &/ 1%, dotlx system-auth-control =~ &R ET D Z & THZIZR Y £,

2. Ka~y FREVPEERREL ROWIEE— L, [£231 ar747b—varavr e
IEEE802.1X OFFFEE— R ZZML T ZE V),

3. Az~ KX, authentication force-authorized enable =~ > NF%EIZ & 2 MHIFEFERF rTBE O EMEIZ K
MeEET,

(BEEa~v > K]

authentication force-authorized enable
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dot1x ignore-eapol-start

dot1x ignore-eapol-start

412

Supplicant 75 O EAPOL-Start {52, EAP-Request/Identity Z#3{T L2V L2 ELE T,

[ANRH]

M ORE

dot1x ignore-eapol-start

E o Bk

no dotlx ignore-eapol-start

[ABE—F]

(config-if)

(NS A—=42]

2L

[O< > FEREFDENE]
el

BIE~NDEE]

2L

[y |

5

REBD KR ]
EMAEE, BB S ET,

CEEFIE]

. T XTo IEEES02.1X % &%, dotlx system-auth-control =~ REZRETDHZ L THNTRD F7,

AKo< RRENEBMEARE L R HWIEE— FIE, 1231 av 747 L —varavwr R
IEEE802.1X OFFFE— ] 2L T &V,

3. dotlx port-control =~ RNWEINTWRWEARI~ L RITEMIT/D FHA,
4. KRz~ Fid dotlx reauthentication =~ > RAFRE STV T, 53D dotlx supplicant-detection =

~ 2 RO disable DFRENRNA V4 7 2 — AT HRETEET,

dot1x supplicant-detection =~ K® disable & EL7-A >V ¥ 7 =—ATiE, Ka<wr K%
FEHA,

ARKa<r RERE LA, nodotlx reauthentication 2~ R CTHIRFEZ FEM L2V EICT D &
ITTEETA,

T

Re

(B&Ea< > K]

dot1x reauthentication

dot1x supplicant-detection

dot1x system-auth-control

dot1x port-control



dot1x logging enable

dot1x logging enable

IEEE802.1X FBREDENER 7 H T B #H % syslog — NIZH I LET,

[AHRR]

THW DR E
dot1x logging enable

T O HIBR
no dot1x logging enable

[ABE—F]

(config)

[R5 4 —4]

L

[a< 2 FERREOBE]

syslog — M@ 7 & A L £ A
[BIE~NDEE]

AL

AR TE fIE D R BR 224K ]

REMEER, T ICEAICKBRShET,
[FEHIR]

. T _T? IEEES02.1X % /E 1%, dotlx system-auth-control 2=~ RAEFRETHZ & THMIR Y 7,
2. Ra~y RERENEMERTGEL R HF8FEE— NIk, (#2381 av 7471 —varavr Re
IEEE802.1X OFBFEE— ] ML TIZE W,

—

[BEEa~< > K]
dot1x system-auth-control

logging event-kind
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dot1x max-req

dot1x max-req

supp-timeout i % # % 72 £ D EAP-Request FX DR RIEHMAEE L ET, HREEBOIAREEZEZ 25
&, AR EHE L E T
[ABRH]

fHMOBRE - £H
dot1x max-req <Counts>

RO HIFR

no dot1x max-req

[AAE—F]

(config-if)
[N A—=4]
<Counts>
EAP-Request XD REHEEZIEE L £7,
1. AT A —HBWERE D FIEiE
BT EHA,
2. [l EHIPH
1~10 ([A)
(a7 Y FEREBDOENE]
EAP-Request FFt D& KA 2 [ T9,
[BIE~DFE

L

CEESIA]

1. T IEEES02.1X #% /&%, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,

2. Ra~<y REENBERTREL R HF8FET— NI, [#£231 av 747 L—varavr R
IEEE802.1X OFBFEE— K] 2B L T 72& 0,

3. dotlx port-control =T~ > RRREINTWARWERa~ Y RITAMIRY THA,

(B&Ea~< > K]

dot1x system-auth-control

dot1x timeout supp-timeout

dot1x port-control
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dot1x multiple-authentication

dot1x multiple-authentication

IEEE802.1X OFFFEY 7 — REUARIET— NICHELE T, Wk T L ICFEIEEZITY, FRAFERIIGT

TEUA A G2 RE L ET, HEEImROHG TREICR ) £,

%}E%E"j‘j%_‘ :jﬁuﬁﬁ{um DE:E_ }\Z)V”‘H“éa"bfb‘foib‘ia/*\ mu thE']j‘7 T— ]‘ j://ﬁ/l/:E“_‘ ]‘
PUTNE—RIE, 1 EOWKRIETEREIEL, B ATFR L ET, HECm RN S L i
/5771“_‘;{75)3|5uuu 'lj( /\ﬁ'ﬁ—bij—

[AHRR]

THHRDOFRIE
dot1x multiple-authentication

E o Bk

no dotlx multiple-authentication

[ABE—F]

(config-if)

[R5 A—=4]

2L

[a< > FEEEERDENE]

FEHY T B — NIy e — RIZR D £,

[BIE~DEE]

Il ET,
, BREA

ALY 7 — REET L7GE, REA VX 7 2 — AORFEREFIL I N D720, RBIEFE AR H

WAL LE T, MR SN 5 £ THIB AR TRIEIC 2 ) 9,
[ERFE (B O S BR 524 ]

REWERS, 7 ICEACKBShET,

[EEHER]

1. T IEEES02.1X %1%, dotlx system-auth-control =~ R&FRET D Z & THZIZR Y £,
2. Ra~< v FERENIMEFAGE L RAWAEET— NIE, [#£231 av7 4l Lb—varavwr R

IEEES02.1X OFRFEE— K] &ML T 7Z &V,

3. dotlx port-control =~ RTauto BREINTWRNE, Ra<wy NIIEDIRY /A,

4. WLEIE-H_j:Eh‘ ]\%ﬁﬁ L/fhﬁlzly ,/_:i_i’/r /57I”—x@muu ’lj< i%ﬂ%ﬁ'ftéﬂé?& ﬂlhui{ﬁﬁjﬁ’%j{

FRRRENS B CT,
5. mac-address-table static 2~ > KT E S NMRKOEEIX TR E 2D £9,
. ZIK:"?/ RRBHE (I VE— )
PR R ORI FRARIC T L T AudBiu@m L Ew A,

e Ko~y FEE (mAFIEE—R)

dot1x port-control =~ RK® auto X E S L2 IRFET FERHEIZ 23730 & T ICBUB AT EE T,
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dot1x multiple-authentication

(BEa< > K]
dot1x system-auth-control

dot1x port-control
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dot1x port-control

dot1x port-control

WEA H 72— AWK LT, port-control IREEDREELITWET, 7z, ZDa~vr FEANTHI L
T, IEEE802.1X A — b B{\IF8aERE 2 A 2hic L4,

[AARR]
fHMOBRE - £H
dot1x port-control {auto | force-authorized | force-unauthorized}

RO HIR

no dotlx port-control

[AAE—F]

(config-if)
[N A—4]
{auto | force-authorized | force-unauthorized}

auto
IEEE802.1X FBFEZATV, FRAEMRITIE U TREA ¥ 7 = — AITHHE S 1 D b R OB O 7 &
ZHELET,

force-authorized
IEEE802.1X FBAEZATIO/RWNT, BREA V¥ 7 = — ATHERE SN DR Z HICHIE e & LE
I, A— NENGERE (FF) L NAE— RO L EETREWRETT,

force-unauthorized
IEEES02.1X FBREZATHO/RNT, BREA V¥ 7 = —RAHER SN DAL HICHIEA ] & LE
T, A— MEAGERE FFHY) U E— RO L X FEITREFRE T,

1. ARRT A —Z KSR ORI
AR TEEE A,

2. fEORERPH

auto, force-authorized, & 72(% force-unauthorized
[O<7 > FEREEDEIE]
j_ b E‘{Lmu thE*}l% iéﬂ{}dy’cj—
BEE~NDEE

L

EEARR, +ICEMICKmSNET,

1. ¥ XCo» IEEES02.1X #%/E1¥, dotlx system-auth-control 2~ R&FRET D Z & THEIZ/ARD £,
2. Ra~<y RERENBERTFEL 2 5F85ET— NI, [#23-1 v 7471 —varavr R
IEEES802.1X OFRFEE— K] &R L TLE él/\
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dot1x port-control

418

3. R— MHEALERE (§H) EARHT, AUA 0¥ 72— R FREREL T LIV,
¢ dotlx port-control auto
¢ switchport mode access

¢ switchport access

4. AR— MHEAFRGE @) AL, FUA Y 72— R TFRERELTIZS 0,
¢ dotlx port-control auto

¢ switchport mode mac-vlan

5. Ao~ FiE, %A — hZ authentication ip access-group =~ > N, F 7213 authentication
arp-relay 2~ RBFEEINTWD & & FREOFMFTHIBRTE £,

* web-authentication port ¥ 72 1% mac-authentication port % &R HE
6. dotlx multiple-authentication =~ > RARE I TV WAL, RtV 7E— RiZv 7 rE—F

2720 £,

(BEa< > K]

dot1x system-auth-control
dotlx multiple-authentication
switchport mode

switchport access

switchport mac



dot1x radius-server dead-interval

dot1x radius-server dead-interval

IEEES802.1X 2:iFE  RADIUS ¥— 0375 A4 ~ U IEEE802.1X #Z:iFE ] RADIUS Yr— " ~HE#E A4
HETCOERIA~ERTELET,

By " =N GEFF O RADIUS FBREERSE) NEet 4 ) IEEES02.1X iZFEH A RADIUS
T NER LS, £ 3 e — AR RRE TR A ~E2AX— L, Aa<wr FICLDRE
HrRams (B Z A~ T1%) 1, 794~V IEEE802.1X #:FH | RADIUS r— A S~EH L £7,

[AARK]
HHMORE « 228
dotlx radius-server dead-interval <Minutes>

E O Bk

no dotlx radius-server dead-interval

[ABE—F]

(config)
[/I8T A—4]
<Minutes>
' H &) IEEES02.1X §8FEE A RADIUS — 1\, 774~V IEEE802.1X #2iE&H RADIUS
P —_"~HEEIHT 5L TOERIA~Z2RELET,
1. AT A —H B UEREO I iE
B CTXEHEA,
2. fHO E#PH
0~ 1440 (%))

0 #f% € L7=3%413, RADIUS SRGFER 20§77 A ~ U IEEES02.1X 25§ RADIUS ¥-— /3
MHBGE L ET,

[2< 2 FERSEF D ENE]

Ly =Nt &) IEEES02.1X #RGEH ] RADIUS — X~EH L C 10 5%, 7714~V
IEEES802.1X #FFEHH RADIUS — NICHEMEIR L £,

[BE~NDFE]
L

(3% B D = BR 524 ]
REMETER, ICERICKBSET,

1. ¥ 74V IEEES02.1X #8FFE ] RADIUS — % H L b — & L CEAPICERY A ~ 2%
BLEEA, TORRTORBIKEZHE LAERZ KWL ET,

2. BEHA A~ &AL — MR a~wy RREZHIBRLIZGS, Bl A~oh vy MUy MEFICHHE
Gel, T7 A4 MEL104E LTEIELE T,

CEEFE]

1. ¥ XCo» IEEES02.1X 3% /&%, dotlx system-auth-control 2~ R&FKET D Z & THEIZARD £,
2. Ra~<y RERENBERTFEL 2 2F85ET— NI, [#231 v 7471 —varavr R
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dot1x radius-server dead-interval

420

IEEE802.1X OFEFEE— FJ 2L T &,

3HLUED IEEES02.1X FRAEEA RADIUS — %2 E L TWIGE, B A ~% A% — MMz
@ IEEE802.1X #:FE ] RADIUS — "~ H L Y —A"RNE B LEEATYH, R4 ~3) By
MEFICHERE L E T,

CERAATITN o TEAARF = ML LA T T 2ETY By FLERADR, FRORRETIEES

LT TETICUEY FLET,

e K2~ FTdotlx radius-server dead-interval 0 Z % /E L 7= & X

o WL b= L LTHEM T O IEEES02.1X 2FEH ] RADIUS #— %, dotlx radius-server
host =~ RTCHIFR L= & =

o J#EM 1~ K clear radius-server Z FIT L7 & &

. PREER BRI R DFRAEY — 7 L AFEREPIER 2 A~ T LI2HA T, FERP ORI — 7 o AN

TT2FETTT74~V IEEES02.1X F8FEEH RADIUS — _"~OERIIfTRbhE A,

(E&Ea< > K]

aaa authentication dot1x
dot1x port-control
dot1lx system-auth-control

dotlx radius-server host



dot1x radius-server host

dot1x radius-server host

IEEE802.1X |Zf# 4% RADIUS Y — ROFREZ{TWVE T,

[AHRR]

RO - £
dot1x radius-server host {<ipv4 address> | <ipv6 address>} [auth-port <port>] [acct-port <port>]
[timeout <seconds>] [retransmit <retries>] [key <string>]

RO HIR

no dot1x radius-server host {<ipv4 address> | <ipv6 address>}

[AAE—F]

(config)
[R5 A—=4]
{<ipv4 address> | <ipv6 address>}

<ipv4 address>
RADIUS H— "D IPv4 7 FL A% Ry Pk THREL T,

<ipv6 address>

RADIUS — "D IPv6 7 KL A% an Vi ETHRELE T,

1. AT X —Z B O HE
A TCEEHA,

2. fEDFR E i
<ipv4 address> : IPv4 = =F ¥ X 7 N L X
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255
<ipv6 address> : IPv6 /' o — )L =F ¥ A hT KL A
112 ~ fe T LEE AR ALE AL FAFE AR, fecO:: ~ feff:ffff:fire: fere: frer £ £Eee: £efe

auth-port <port>
RADIUS — DR — hEFERELE9,
1. ART R —Z KSR OYIHE
A— & 1812 ZH L £
2. O E
1~ 65535

acct-port <port>
RADIUS =7 h o7 4 v VAR — "NEEZEELET,
1. AT 2 —Z BRI O Y HE
A= &EZ 1813 # A L £,
2. fEOERH
1~ 65535

timeout <seconds>
RADIUS — 06 DIRE X A L7 7 hEEE () #HEELET,
1. AT A —Z BRI O HE
radius-server timeout 2~ R CTREINTWAFNEH ENET, RESNTORNEED
VIWEE 5 BT,

421



dot1x radius-server host

422

2. H D% E il
1~30 (B

retransmit <retries>
RADIUS H— 2 L CRGEE R Z R E T 2 E L ET,
1. AT X —ZEWR O HME
radius-server retransmit 2~ R THEINTWDHEIENRFEH SN ET, REIN T 2RWEE
OYIHMEN 3 [81TT,
2. fHDFR E i
0~ 15 (=)

key <string>

RADIUS #— _[#] & DI D5 b, FREEIZMEH % RADIUS 4 f5E L £ 3, RADIUS #3777

A7 v h k& RADIUS ¥ — N ETCRH—O#|ERET HLERH Y 7,

1. AT X —Z B O EE
radius-server key 2~ R TEE I TWVW5H RADIUS #2XMFEH S E T, HEIN TN
&, ¥i% RADIUS Y— N 3IEHIc 70D 97,

2. AH 0O FR E i B
64 LFLNTHE L T 23V, FEMRERXFICOWTE [T A—ZIRETE 5l ©
MEB DTN #5RLTIEEN,

[O7 2 FEREFDEIE]
radius-server host =~ K CH¥4$k L 7= RADIUS Y — _ORENMEFA SN E9,

radius-server host 2~ R BEFHKINTWARWEA, EETE EHA,

LRIE~NDEE

2L

(5% TEfE 0D S Bk 3244 ]

BOEEATRE, TICERICKmENET,

CFrEsE]

1. T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,
2. Ka~r FRENBIETREL RDBAEE— NI, [£231 arrq4rr—varavr Rk

IEEE802.1X OFEFEE— K #ZBRL T 7Z&W,

3. Ao~y FARESN TV 554, IEEES0LX 58iF C& M+ %5 RADIUS #— O EfF#IL,
radius-server host 2~ R TEREINTWAERL Y bELINET (radius-server host 2~ K
FHEITHEHENERTA), LH RADIUS %— 5, TEEES02.1X #FEEEH RADIUS — RO
EILOWTHE, T2 747 b—va A KVol2] 28R LTLEEN,

4. BEFREZ: IEEES02.1X FBGEH H RADIUS H— N3 AEE AL Thek 4 T

5. IPv4 7 RV AL LTI127*** 2R ETE FHA,

6. key /3T A —HZNEME SN TV, radius-server key 2~ RHEEE I TV RWEAIE, Uik
RADIUS H— N[3#hi2 720 £97,



dot1x radius-server host

7. #%» IEEE802.1X F8iEH A RADIUS H— %2 5% & L= %4, EMH 2~ > K show radius-server T
PNIRRINDT RLANRT T A< Y RADIUS r— LR 9, kpOH Ly b¥—N @A O
RADIUS #BFEERSE) 121X 77 A ~ U IEEE802.1X 5%iEH ] RADIUS H— <23l Sk 4,

77 4~V IEEE802.1X 783 H H RADIUS H— NIZREENRBAE LTcHE, Ly M — NIRIZER
72 IEEE802.1X #8FEH A RADIUS ¥—/N (4% U RADIUS H—) ~&BLET, 7I714~<V
IEEE802.1X 8FEHH RADIUS H—/3~D B #){E [HIZ-DUV Tid dot1x radius-server dead-interval =
~ U REZBL TSN,

8. JLH RADIUS H— 3, fhdiRGEH A RADIUS $— \F 721X RADIUS Yy — 7 V—T7DFET, IPT

KL A2ADO—%F % RADIUS H— _"DBEIZBGFER I N TV D IHEIT, RO TRXTONRT A —X % HEW
WKWH LKA Lica~y FRNBICES L £,

(BAEa~> K]
aaa authentication dot1x
dot1x port-control

dot1x system-auth-control
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dot1x reauthentication

dot1x reauthentication

IEEE802.1X OFRFEAKEhT%, Supplicant O FFEFEEZ AT HNE I NERE LT T, KRENAIIC
% L, dotlx timeout reauth-period =~ > K CRET D EO EH THFEFEH EAP-Request/Identity ff
Supplicant {Z%f L CEH L, Supplicant OHFEGEEIE L £,

[ANRH]

MO E
dot1x reauthentication

THHOHIBR

no dotlx reauthentication
[AAE—F]
(config-if)
(NS A—=4]
el
(a7 Y FEREBDOENE]

2L

[BE~DHE

1. 7T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET LI & THIZRD £,

Ka~y FREVEERREL R2DWFEE— L, [£231 ar747L—varavr e

IEEE802.1X OFRFEE— ) #ZM L TL té AN

3. dotlx port-control =T~ > FRREINTWARWERa~ Y RITAMIRY THA,

4. dotlx ignore-eapol-start =~ > RS E STV 5 &, no dotlx reauthentication =~ > K TGRS
EEBLRWVEEIZTDZ LIXTEEEA,

v

(BEa~<y K]

dot1x ignore-eapol-start
dotlx timeout reauth-period
dot1x system-auth-control

dot1x port-control
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dot1x supplicant-detection

dot1x supplicant-detection

FREY 7 — NICARRRREE — FE2E L RO F R MR OMIEEZZE L E T,
[ABRH]
THWORE - BE

dot1x supplicant-detection {disable | shortcut | auto}

fE O HI

no dotlx supplicant-detection

[ABE—F]

(config-1if)

[/35A—=%]

{disable | shortcut | auto}
AET 7 — RICHRRRRET — R ERF O F R OBEE2 R E L £,
disable

YA — b CRIEAOSAPTFET 25E, Rk 7 & — REWMARIEE— RICRE LIz & &
OFHNER I H EAP-Request/Identity S5 BE 2 #1E U3, ZEEAMNEKKO 7= OF83
=V ADBMEIZ L - T, BEEIMEL 72D Supplicant ZHH L CWAELAICHEEL TL7EE

.
KRT A =R EfRE LIEGA, WARRN SERFEE BIA TE /W4 A 70 Supplicant I723F % B
WBTEEHA,

shortcut

FRREY 7 — R EURAFEE — FICERE LTz & E 0F#lERKR T H EAP-Request/Identity % /&
ﬁﬁﬁ"](:?/l/?“*v’vx NEELET, Fio, AREBO T DICRIEAE MR OWRIE Y — 7 v A Z A%
LFET, MR ORGEZ BRI TE 72\ & A 7O Supplicant ZfEH L TWAHEITHEE L T
7ZE0,
ARG A —Z HFRE LIZ5A, —#Bo Supplicant 2N IEFIZEIE LR T, S@EN—FRICE L
LET,
auto
FRREY 7 — REWRFRAET — FICRE L7z & 2 0P #R A EAP-Request/Identity 26{5
VR A 3R U, AR S 0 ARP/AP 7 L — A {EHZ EAP-Request/Identity % = =% ¥ A
MEE LET,
1. AT A —Z BRI O HE
AIETEEE A,
2. fHEO E#PH
disable, shortcut, auto

[2< > FAEBREFDENE]
G AR HEMENT shorteut (2720 F97,

[BEE~DEE

L
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dot1x supplicant-detection

426

(5%

e
X KE

B0 & BRE2H ]
HAE S, T ICERICKBRENET,

EEEIE]
1. T IEEES02.1X %1%, dotlx system-auth-control =~ R&FHRETHZ & THRIIAR Y 4,

Zg:"?:/ ]‘\gﬁﬁiﬂﬁ\ﬁjﬁzﬂ &iﬁémuum%'—‘ }\&i, (Z:E 231 274 Jlr—ygra<wy K&
IEEES802.1X OFEFEE— FJ &L T E &0,

3. dotlx port-control =~ RNFWEIN TRV LRI~ NIIEMIZ/D A,
4. Ka< > RiE dotlx multiple-authentication =~ R&RE LI2H AT ED/D £,
5. dotlx ignore-eapol-start I~ REZFHE L7-A ¥ 7 = — A T dotlx supplicant-detection =~ > KD

disable ZERETHZ LILTEEHA,

(BgEa~<y K]

dot1x ignore-eapol-start

dot1x multiple-authentication

dot1x system-auth-control

dot1x port-control



dot1x system-auth-control

dot1x system-auth-control

IEEES802.1X # BN LE 7,

[AHRR]

OB E
dot1x system-auth-control

E O Bk

no dot1x system-auth-control

[ABE—F]

(config)
[N A —%]

2L

[3< 2 FEERREFDEIE]

7L

[EIE~NDFEE]

L

[BREMED R BRE2HE]

REMAET R, + ITEMICKBESILET,

1. Rawy REREPBIEFREL 2 2FFEE— NI, [£231 avy747Lb—varavwr e
IEEE802.1X OFEFEE— ) B L T 7Z &0,

2. EAPOL 7 4V —7 4 V' ZHRENRE SN TV D IHEIE, Aa~v Fid (272 v IEEE802.1X I3 A
T EH AL

3. aaa authentication dotlx 2~ RAFRTE I TRV E, IEEES02.1X DOFEGER:Z RADIUS H— X
FERTEEEA,

[BEEa~< > K]
12protocol-tunnel eap

aaa authentication dot1x
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dot1x timeout keep-unauth

dot1x timeout keep-unauth

EREEH T E— R RV U TNV E— RDA L F T 2 — A2 2 B LOWENER SN-ERIS, A F2 T 2—R
OBGEARFDIRRE 2 R FFT DR 2 AL CRRE LE T, FREEmMAIC DWW T, AREFERGE % FRERED &4
g Lfé: D jij_‘o

[ANRH]
fEmOBIE - ZH

dotlx timeout keep-unauth <Seconds>

(GE2LEZS

no dotlx timeout keep-unauth

[ABE—F]

(config-if)
(/8T A—4]
<Seconds>
FRAEY T E— RNV VL — RO L X2, BUARFDIRIEZ REFT 2R 2 VAL CRRIE L 7,
1. RXT X — 2 BWEREOHHE
BRETE EH A,
2. fl DR EHIPH
1~ 65535 (B)
(a7 Y FEREDENE]
BRI A RLIRAE 2 R FF 9 D RERETIE 3600 BT,
[BIE~NDEE]
2L
[EREMED Rk E2HE ]
BOAAR ARRENFAE LT & &
AESIHE]

1. 9XTo» IEEE802.1X #% 1%, dotlx system-auth-control =~ REZFHETH I & THMIR Y £,

2. Ka<y NREDEMERREEL R HBFEE— ML, %231 2744/ b—varavr R
IEEE802.1X OFFFEE— ] ZZML TIZE W,

3. dotlx port-control =~ RNFEIN TV ERTI~ 2 RIZEMNIRD A,

4. Ka<r ROZEMEX, RAEPTE—RBV U INVE—RDOA 2 E 7 == AR FEHA S ET,

(B&Ea~v > K]
dot1x system-auth-control
dot1x port-control

dot1x multiple-authentication
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dot1x timeout quiet-period

dot1x timeout quiet-period

IEEE802.1X DOFBAFLIE DM A v F 7 = — XA TOIERIER G 2 B AT TR E L £, AR
Wi, EAPOL /{47 v hDEHIIITHY, 5o, {5 EAPOL N7 v M &ML, BB EITWERT A,

[AARR]
fHMOBRE - £H
dot1x timeout quiet-period <Seconds>

RO HIR

no dotlx timeout quiet-period

[AAE—F]

(config-if)
[INSA—4]
<Seconds>
FERGEIR RER R RF 2 DAL CHRE L E T,
1. AT A —H B UERE O I fiE
BT ERA,
2. EOEHIPH
0~ 65535 (7))

[2< > FEEEFRDEE]
IR RFFIE RIS 60 BT,

[BIE~DEE

L

[EREMED R BR 2]

PRI CHEFRRLIRRBIZ R o To & &
EESHE]

1. ¥ XCTo» IEEES02.1X #%/E1¥, dotlx system-auth-control 2~ R&FKET D Z & THEIIARD £,

2. Az~y FRESBIEREL R DMAEE— NiE, #2311 arv 747 b—varavr e
IEEE802.1X OFEFEE— K| ZHH L TLIZ&EW,

3. dotlx port-control =~ FMMBEINTWARWVWERIa~Y RIZANIRD A,

[BEEa~< > K]

dot1x system-auth-control

dot1x port-control
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dot1x timeout reauth-period

dot1x timeout reauth-period

IEEE802.1X OFRFERKZh, Supplicant O FFRFEEAT 2 B Z P HEAL CHE L E 7, AMEOJE ] CH7EH

H EAP-Request/Identity % Supplicant (Z%f L CiEH L, Supplicant O FHFEIELZME L E T,

[AARR]
EMoOBE « ZH

dot1x timeout reauth-period <Seconds>

RO HIFR

no dotlx timeout reauth-period

[ABE—F]
(config-if)
(NS A—4]
<Seconds>
Supphcant DFERIEEAT O A EZ R THRELET,
. RRNT A —H B OFTHME
BT EHA,
2. [l EHIPH
1~ 65535 (F)

[O<7 > FERREFDENE]
Supplicant OFHFFEAZAT 5 JAHIE 3600 T,

BE~DEE
L

[E%E fE D I BR 2214 ]
o BUEBEF DS A ~BEA LT T ML, 44 <R 0IRoTzE &

o M =+ R clear dotlx auth-state %34T L, FBFEHANLF 72132 E AL CORBGEMRREZ FEME L2 & &

o BREF AR DAL L 72V ARIE O FERE AL CREGES R DREFED L) L7 & =

CEEFIE]

1. 9 XTo» IEEE802.1X #%E 1%, dotlx system-auth-control =~ RZFRETH I & THMIR D £,

2. Ko< RRENMEREL R HRFET— NIE, [#£231 av747Lb—vgravr R
IEEE802 1X @nuu . ‘ %#%BEL/VC< f:él/\
3. dotlx port-control =t~ ]\iP REINTOVARNE ARy RIZADIAD THA,

4. Ko< KX, dotlx reauthentication 2~ RIZ L > CTHREIEEZITIRTEIZR LRV EFIRD F

NEVR

5. XT A =X DO EMIT dotlx timeout tx-period 2~ FTHRTE LML D KEREEZREL LS

Uy,
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[(BAEa< > K]

dot1x timeout tx-period
dot1x reauthentication
dot1x system-auth-control

dot1x port-control

dot1x timeout reauth-period
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dot1x timeout server-timeout

dot1x timeout server-timeout

432

AL —N & OFEE B DI RROIGER DR M2 EAL CHEE LETS,
[AHRH]

WHORE - 20

dotlx timeout server-timeout <Seconds>

H OBk

no dotlx timeout server-timeout

[ABE—F]

(config-if)

(/85 A—=4]

<Seconds>

INERF LR Z B THRE L E T,
1. ARoRT A —HBAREHE O AT il

B TEEEA,
2. [EOFEH

1~ 65535 ()

(a7 2 FERREOBE]
IEERF BRI 30 BT

[BIE~NDFE]

L

[

REED R BRE2H ]

BEMERTOZ A ~NEA LT T RL, ZA~ER0ITRoTn b &
PRGEALEEDSBRAGE LT & &

CFrEsE]
1. T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,

3.

Kawy RRENERE R HRIEE— NI, #2831 avr47Lb—varavr e
IEEE802.1X OFEFEE— K #ZBRL T 7Z&W,
dotlx port-control =~ > RRRE SN TWRWERaT~ Y RIIAMIRY THA,

(B&Ea< > K]

dot1x system-auth-control

dot1x port-control



dot1x timeout supp-timeout

dot1x timeout supp-timeout

Supplicant ~%H3 2% EAP-Request (2%} LT, Supplicant 2> b DIGERE 6 REH &2 RV AL THE LE T,
BEMISEN WS, EAP-Request 2 Ffik L E 7,
[AARR]

fHMOBRE - £H
dot1x timeout supp-timeout <Seconds>

RO HIR

no dotlx timeout supp-timeout

[AAE—F]

(config-if)
[N A—4]
<Seconds>
Supplicant 7> 6 DIEEFF B Z P EA THRE L ET,
1. RXT A — X B OHHE
B CTXEHEA,
2. EOEHIPH
1~ 65535 (F)
[2< > FAEBREFDENE]
Supplicant 7 & OIHERF HEFEIE 30 B CF,
BEE~NDEE
2L
[EXTENE D IR bR 224 ]
s BIEEMEFOX A ~NE A LT RL, XA<HENR0IT/oT- b &
o PRGEALEEABHAA LTz & &

CFEEIE]

1. +_TCTo» IEEES02.1X 3% /&%, dotlx system-auth-control =~ R&FRET D Z & THZIZ/RD £,

2. Ka<y NREDEBMERRE L 7R R8T — NI, #2381 ary 747 L —varav RN
IEEES802.1X OFEFEE— K] &R L T &,

3. dotlx port-control =~ RMFEIN TV RWE R~ RIFADIRD FHA,

(BEa< > K]

dot1x system-auth-control

dotlx max-req

dot1x port-control
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dot1x timeout tx-period

dot1x timeout tx-period

434

IEEES02.1X A%hiF?D, EAP-Request/Identity D% HEE % ENM CHRELET,

[ANRH]

RO - £
dotlx timeout tx-period <Seconds>

E o Bk

no dotlx timeout tx-period
[ABE—F]
(config-if)
(NS A—=42]
<Seconds>
EAP-Request/Identity O34 H R A B AL THE L £7
1. RRT A — 2B OHHE
AT EHA,
2. D% E i
1~ 65535 (f)

[O< 2 FARREFDEE]
EAP-Request/Identity @ 2% HEk@IX 30 #B>C¢9,

[BIE~NDFEE]
L

[ER7E B 0D Sz B 2244 ]
s BIEEET DX A~BIA LT T RL, FA~HEN ORIz L&
e JEM =2~ K clear dot1x auth-state #5347 L, FRRERALE 7o (32 E BAL CTORBEMIRZ L L7 & X

CEEFHE]

1. T IEEES02.1X #%/E1¥, dotlx system-auth-control =2~ R&FHET DI & THIZRD £,

2. Ko~y FRENEWEAREL R DFGEE— NIE, 1#£23-1 ar74/Lb—varavr e
IEEE802.1X OFEFEE— K #ZBRL T 7Z&W,

3. dotlx port-control =T~ > RRREINTWARWERa~ Y RITAMIRY THA,

4. RT A =X DOFEMIE, dotlx timeout reauth-period =~ K CHELME LV /NS REEZHRTE LT
<IE&EWND,

(BEEa<T Y K]
dot1x timeout reauth-period
dot1x system-auth-control

dot1x port-control



We b E:C.\ E

AV74590L—32a7 0 FEFRINE— FOXE

aaa accounting web-authentication

aaa authentication web-authentication

aaa authentication web-authentication end-by-reject

web-authentication authentication

web-authentication auto-logout

web-authentication html-fileset

web-authentication ip address

web-authentication jump-url

web-authentication logging enable

web-authentication logout ping tos-windows

web-authentication logout ping ttl

web-authentication logout polling count

web-authentication logout polling enable

web-authentication logout polling interval

web-authentication logout polling retry-interval

web-authentication max-timer

web-authentication port

web-authentication prefilter

web-authentication radius-server dead-interval

web-authentication radius-server host

web-authentication redirect-mode

web-authentication redirect enable

web-authentication redirect polling

web-authentication redirect queries
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web-authentication redirect target

web-authentication roaming

web-authentication static-vlan roaming

web-authentication system-auth-control

web-authentication user-group

web-authentication user replacement

web-authentication web-port




AVT745L—230aX Y FERIE— FORIG

A4 L—320a7y REREE— FOXG

Web f8iED > 7 4 7 Lb—Tara~vwy RRRETEZ D, Web iBiEORBFEE— RERORITRLET,

R24-1 aAVT4H5L—232a7 RFE Web BEEDFEGHE— K

Web SBEEDRBIFE— K3

aATU R4 E%E VLAN #4F 3y VLAN
E—F T—F

aaa accounting web-authentication

aaa authentication web-authentication

aaa authentication web-authentication end-by-reject

authentication arp-relay 1

authentication ip access-group H1

web-authentication authentication

web-authentication auto-logout

web-authentication html-fileset

web-authentication ip address

web-authentication jump-url

web-authentication logging enable

web-authentication logout ping tos-windows

OO0 0| 0|0 O|O| O OJ]O|O|0O

web-authentication logout ping ttl

web-authentication logout polling count

web-authentication logout polling enable

web-authentication logout polling interval

web-authentication logout polling retry-interval

web-authentication max-timer

web-authentication port *2

web-authentication prefilter

web-authentication radius-server dead-interval

web-authentication radius-server host

web-authentication redirect-mode

web-authentication redirect enable

web-authentication redirect polling

web-authentication redirect queries

0|00 O] O|O|0O|0O] O]O|]O|O]O]O0O]O]O]OlOIO|O|0O|0O| O] O]O|0O]|O0O
I

web-authentication redirect target

O|l0|O0|]O0] O] O|O|0O|0O| O] O

web-authentication roaming

web-authentication static-vlan roaming

web-authentication system-auth-control

O|l0|0
O

web-authentication user-group
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VT4 L—2aravy FERBEE— FORE

Web SEDRBFEE— F*3

avy kA E%E VLAN FA4F 3y 7 VLAN
ET—F E—F
web-authentication user replacement O O
web-authentication web-port O O

LA
O BENBIHE > CTEELE T,
—awy RIADNTEETN, BELERA,
X :avw s ReEANNTEERA,

X1
a< FOANTER/e EEEMIL, 122 LA v 238GEEE) 23R L T EE0,

X2
Ko< ROFRET, RIFT— RO B ITHEBLE7,

X3
FREE— ROEKELR EFEMIONTE, 707 b—v a4 FVol2] #2HBLTLI7ZE0,
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aaa accounting web-authentication

aaa accounting web-authentication

Web JBiAEDT IO T 4V TERET H T T 4 o T —=R_"~EELET,

[AHRR]

THHROE
aaa accounting web-authentication default start-stop group radius

E O Bk

no aaa accounting web-authentication default

[ABE—F]

(config)
[185A—=4]

default
WEF TNV DT T 4 v T HRERELET,

start-stop
0 JAVRHIIEAZ — N T IO T 4 THWMN, a7y MNRHIIA My T T O T 0 v T
WT T 4 T —NEEEINET,

group radius
THhOrT 4= L TCRADIUS — %2 H LET,

[O<7 > FEREEDEIE]
THATLT A4 T — N ZBHM L ER A,
BIE~NDEE]

L

[ERFE B D = BR 524 ]
REMEER, T ICEMICKBRSRET,

CFEEIE]
1. T _XT?D Web #FF%EIE, web-authentication system-auth-control 2~ K&Z&RETHZ & THZ
2720 E7,

Z.sz/b RENINERTRE & MR AFRFEE— NIL, %241 av 7471 —varav KE Web iR
NE@wu uE:E’“ ]\J %fé%ﬁg LT < 71:_ é l/\

(BEa< > K]
aaa authentication web-authentication

web-authentication system-auth-control

radius-server host ¥ 7213 web-authentication radius-server host
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aaa authentication web-authentication

aaa authentication web-authentication

Web ## umu nAunJ‘.Eji‘t&/l/“—7%f Hﬂiﬂbi‘é—

%culﬂfﬁ_’ L/?:_mu uJE %E& L/f:%/fl\ki (j( \—DXH/:E Lf;ﬁtfmh uﬂi}’d.—)??l/\iﬂd fcﬁk) Z Dt EE%E&E#ODEJ{/E
!X aaa authentication web-authentication end-by-reject T~ > NI LV EHTX E7,

default 7E1% 1 =2 b U, FAEHRY 2 MEEITRKA4 T2 MY ETRETEET,
[ABTRA]
W OBE - L H

aaa authentication web-authentication default <Method> [<Method>]

aaa authentication web-authentication <List name> group <Group name>

(GE2LE]5S

no aaa authentication web-authentication {default | <List name>}

[AAE—F]

(config)
(NS A—4]

default <Method> [<Method>]

HEET 74V FOFRFESF RN ZRELET, [F—® Method IFEHRE T EHA,
<Method> (21 group radius F£721% local Z%E L £ 7,

group radius

RADIUS #— M2 & % Web #8REZATVW £, fii/H4%5 RADIUS H—/33 Web FERES
RADIUS $—-3F 721, UH RADIUS —/T9,

local
=— 7:7/1/;111_4 thEicff’/f?b\iT Ij;]}ﬁ Web # [0 uIE DB %f'fﬁ)zﬁ Lij—

<List name>

HEEHF RV A M ERELET,

1. AT X —Z BRI HME
A TEERA,

2. D% E &P
32 SLFLINDSUFF|THRE L T IZEW, HEMRZRFIZOWNWTL INTA—FIIIBETED
] © MEEOXFH] 22 LTIZS0,
SEHSUTFUIIR LA HERE L £,
72720, TROXFINIHRETE EE A,
Ty hw—7 (@)
- default( i A —3 E 7213582 —HK L= 30F5)
- end-by-reject( B i — K F 72 Id7EE B L7 3CFF)

group <Group name>
RADIUS #— N2 L% Web #BFE21TWE 7, 7 5 RADIUS $—/NL RADIUS % — 7 /1L —7
T9, aaa group server radius 2~ N CTHE L7/ N—TAEHEL T LI,
1. AT X —Z B O HE
B TEEH A,
2. fEOFE
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aaa authentication web-authentication

32 LFLINDOLFFITHEL TLIEE W, BEMRRILFIZONTL NI A —X|ZHRETE D
i) © MEBEOXTH] 25 LTLEE0,

[O7 > FERBEEDEIE]

RADIUS % — %2 L2 T, Wik Web 383E DB 2/ L T2 — WP EIEEITVE T,
BE~DFE

EET 7V N EREEE L2 & X1, BET 74/ FOFEFET R CREE LTui K 2 3RG AR L £,

FORES Y A M BUELE Lc & &1, MRERBAET AN R b CRBAE L 72 iR 2 38RER R L £ 97,

[EXTEE D R BR 2]

REMETER, T ICHEAICKBE S ET,

CFE$IE]

1. TXTD Web #iEREIL, web-authentication system-auth-control 2~ K&ZEET D Z & THY
[t/ S

2. Ra~v FRENIEFARR L RHWFEET— ML, 1£24-1 7447 b —varavy e Web i
FEORBIEE— K| #2BLTES,

3. Rawr REFHIT H5LEITIT, mmHE%~A@MH“Eﬁ%é%£’@@i¢

4. Web iBFEDOIEHIFREMAEIX, RADIUS GEGES T E SN HEICEEL £3, EE OGN A % E
L7z A, RElERAETSER S E A,

[BEEa~< > K]

aaa authentication web-authentication end-by-reject

aaa group server radius

radius-server host % 72 (% web-authentication radius-server host
web-authentication system-auth-control

web-authentication user-group

web-authentication authentication
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aaa authentication web-authentication end-by-reject

aaa authentication web-authentication end-by-reject

442

07 A CIREOBIECER I N , REEEKT LT, W{EART (RADIUS LA 7R E) 12K HREE
SR IE, aaa authentication web-authentication =~ K CIRIZFETE SN TW A RGE A CTREEL F
j‘o

[AARR]
1 @O E

aaa authentication web-authentication end-by-reject

THHOHIBR

no aaa authentication web-authentication end-by-reject

[ABE—F]

(config)
(INTA—=42]
L

a7 Y FERREDE)E]

FFECEHERINTZHEIL, TOHEMBITHD D 5T aaa authentication web-authentication =~ > K C&kIZ
E éﬂf‘/‘émuﬁjﬁtfuméﬁbij‘o

E

LBE~DEE]

Web RN nE*%% mjﬁwﬁﬁ{ffmu nﬁﬁﬁ#ﬁ% L i é_

[EREED R E2HE]

REWEEFRE, FIERICKIENET,

GEESEIE]

1. Ko~y RRENBIEFREL 2385t — FiX, [#£24-1 =747 —varavr R Web i

DIE@HAU nJ‘.E:E’_“ ]\J %7%!3@ LT < 7L’ é AN
2. aaa authentication web-authentication =~ > K THE L7233 RIS T AR T,

(B&Ea< > K]

aaa authentication web-authentication



web-authentication authentication

web-authentication authentication

H— MBS ROBFS A Y A b ZRELET,
[AN#K]

THMORE « AR
web-authentication authentication <List name>

fEE#R OBk

no web-authentication authentication

[ABE—F]

(config-if)
[185A—=4]

<List name>
aaa authentication web-authentication =~ K Ci% /& L7 Y A M &2feE L £,

1. AT A —Z B O HE
AT EEA,
2. {HR E i
32 LFLINDOLFFITHEL TLIEE W, BEMRERILFIZONTL NI XA —XIZHRETE D
i) & MEEDOXFY|] #BRLTLLFEEN, (FFL, Ty b~—7 @ %%<)
SEHESCFII RS AR L E 9,
[O< 2 FEREFDEIME]
WHET 7 4 b A LT Web @BREZITVET
LREA~NDEE]
MR R Y A ML EEE LT-R— b O R 2 3855 L £,

[EXTEE D R BR 224 ]

REMETER, T ICHEAICKBE S ET,

CFE$IE]

1. TXTD Web #iEREIL, web-authentication system-auth-control 2~ K&ZHETHZ & THY
27220 E7,

2. Ka<r FRIEVPEERREL RDFEREE— FIL, [#£241 a7 47—y aravr e Web i
FAEDRIEE— F) 2L TIZEN,
3. web-authentication user-group =~ RNWEINTWVDHEE, Kavr RERETEERA,
4. Ra<r FCTRELEFFEST XY A b4 )Y aaa authentication web-authentication =~ > K C&RE L
TefBREH Y A MG E—BIL WA, HEET 7 40 FOREICHES TEELET,

(BEa< > K]
aaa authentication web-authentication
web-authentication system-auth-control

web-authentication port
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web-authentication auto-logout

web-authentication auto-logout

444

no web-authentication auto-logout =~ > KT, Web ¥fE CilRES N2 ARN S —ERFE 7 L — A %225
Ligho7oRIBA B L7z & S ICEREZ BE e V7 U M ORREL BN L ET,

[ANRH]

Wl oRE
no web-authentication auto-logout

RO HIFR

web-authentication auto-logout

[AAE—F]

(config)
(NS A—4]
el

(2~ FEBROEE]

Web ## wuu wu thEéhfn_. jiﬁ)% *;EH%?FEJ7 L— A%i'fn L/fcﬁﬁ)/) f;'fj{ %*ﬁﬂj L/7Ln_. & sc‘( \-wu thE%f E @]D
TT7T T RLET,

[BIE~DEE

no web-authentication auto-logout =~ > K% E% 1L, Web ik CiRGEEN-wR S, —ERFH 7 L —
LEZELholmREEZRMLTYH, Btz B#ia 777 FLEREA,

[REEDRILEEH]
REMEFH, TICERICKBENE T,
GEESEIE]

1. TXT? Web 8iEs%Eld, web-authentication system-auth-control 2~ REZHET S Z & TH)

2720 £,
2. Ao~ FRENIIEFRE L R HWEFE— NIE, [#£24-1 av 74—y aravw R Web R
EE@HAL thE:E“— ]‘J %#%BE L/T < 7‘\_31/\

(BEa< Y K]
web-authentication system-auth-control
web-authentication port

mac-address-table aging-time



web-authentication htmi-fileset

web-authentication html-fileset

RN— b T EIZERT D85 Web RREMIE O N A X LT 7 A NV ERELET,

[AHRR]

HROFE « BH
web-authentication html-fileset <Name>

R O BB
no web-authentication html-fileset
[AAE—F]
(config-if)
[R5 A—4]
<Name>
J#EH 2= K set web-authentication html-files TARIEBE|(ZEERK L= WA X LT 7 A VY N EFR
ELET,
1. RXT A — X B OHHE
B CTXEHEA,

2. MEORBEHIPH
16 LFLINOXLFHTHRE L T 2 &0, BEMRER T, #5T (KXF) T,

[2< > FAEBREFDENE]

0 7o IR Web FRREM R 2R R LE 9,
BE~DFE

L

[ERTEED RS2 ]
BEMEFH, TICERICKBENE T,

CEEEIE]
1. “9”/\“(0) Web FRFERR €1, web-authentication system-auth-control =~ REFRETHZ & THE
2720 E5,
2. Ra<y FREDBERGEL R HFFEE— NI, [£24-1 a7/ b —varavy RE Web#R
FEDORFEE— R ZZHLTIIZE N,
3. Ra~vr FERETHIHE, DO LO%Y AR — NI web-authentication port =~ K& E L T<
7230,

[(BAEa< > K]
web-authentication port

web-authentication system-auth-control
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web-authentication ip address

web-authentication ip address

Web BREEMDIP T RV AL AL U AEHRELET, A~ FTRELEHFHIP Y FLAIZL-
T, FRERTmAND DO w7 A R, FERERARO R 77 U MREZEKENR —IP 7 FL A THRETE
1'9‘*0

[ABR]
THROFRE - £H

web-authentication ip address <IP address> [fqdn <FQDN>]
T OHIBR

no web-authentication ip address

[ABE—F]

(config)
(INTA—=42]

<IP address>
Web RBFEHEHDOIP 7 RUAZFELET,
1. ART A — 2B O XTI E
BIETEEE A,
2. AH DX E i P
IPva 7 FL A (Ky FEEIE) 2RELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255
ABEFICRE SN VLAN A 5 72— A L EELRWY 7 Xy RO TP T FL*
fqdn <FQDN>
N A4 >4 % FQDN (Fully Qualified Domain Name : 5 2{&fifi KX 1 > 4) THELET,
1. AT R —ZH SR ORIHE
<IP address> 72\ &= L £,
2. fEOFRE L
1~ 255 LFOLFHITHEL T L&, 1 XFRIFTEET, 2XFHURED, &5F, vUF
F () BEUNAT72 (1) TT,
(IO FH AN FRETT A, EREFATHREL T EEW)

(272 FEBROEE]

FRERT VLAN O IP 7 R LA CTEIEL £9°,

[BIE~DEE

L

1. T XCT» Web F8iEi% €%, web-authentication system-auth-control =~ R&F&ET 5 Z & TH%E
(et
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web-authentication ip address

2. Ko<y FRENBMERREE R DFEE— FIE, (#2411 v 747 L—varavr FE Web R
REDOFRRGEE— K] 2L T EI N,

3. AREEMBMAT DA, WAEAT VLAN IZKT IP 7 R L AZHE L T &0,

4. [f%E VLAN £— K, #4737 VLAN £— ROKR— kT Web iBiFHH IP 7 KL 2 &4 28545
I, #77 authentication arp-relay # &€ L T 72 &),

5. Ra~<y FORER LOHIRZIE, BibgToa—FEHmEn 74 VEEEZIT-o TS,

[(B&Ea~v> K]

web-authentication system-auth-control

web-authentication port

authentication arp-relay
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web-authentication jump-url

web-authentication jump-url

448

B A R IEE#R A%, BEIAICERTRT S URL & URL B8 E ToRMEZHEEL £T,

[ANRH]

THWMORE - BE
web-authentication jump-url { <url> | original } [ delay <seconds> |

H o Bk

no web-authentication jump-url

[ABE—F]

(config)
[N A—=4]
{<url> | original }

<url>
07 A RS &R, fEE 3N/ URL O#ifEE &R LET,
URL O AJNFFEBRCT (BI20E, "hitp// ~") POHFELTLLZI, (T GREs) 2%
LT EEWn,)
original
URL U XA L7 FCREEZBR L2561, v 7/ A VlkthliEmER %, UV E A4 L7 Mo URL
Wil & %7 L E T,
Web S8GEHA IP 7 RLAZIIAEBED IP 7 RLAE L A L7 MIHRE L CRGEE Bt L7135
G, BRAEIIRIC e 7 A URPEE A KRR T DT L0 £,
1. z!x/\7f & B W O W HE
HETEEE A,
2. DR EHIH
<url> 21, 1~ 256 LFOXTFHNEXTNT +—k (") CHATHRELET, ASFHRER
LFE INFA=HIHETE HME] © HEBEOXTH] 2R LTI EEL,
(URL Z$8 € L7256 Ok Efl)
(configl# web-authentication jump-url "http://www.example.com/"

[ delay <seconds> ]
#%E L7 URLIZBET 5 E COMMERELET, (T GERF) Z22RLTIZIN,)
1. AT X —Z B O HHE
b #ICERE L7 URLICBEN L £7,
2. 0D % T i ]
0~60 ()
(FREH)

(config)# web-authentication jump-url "http://www.example.com/" delay 20
a7y FAEBBEOEE]
AL ORREHEIX, v 7 A VRPIEEERRT H72F &30 £7,
[BE~DEE

L



web-authentication jump-url

[ERFE B D S BR 524 ]
REMETRS, GBS ET,

1. T3TD Web ZiEREI%, web-authentication system-auth-control =~ K&Z&ZETH Z & THL
(A /R

2. Ra<y NRENIERREL R OFRIEET— NI, [£24-1 v 747 L —varavy e Web iR
FEDTFEE— F] 22 LTIZE 0,

3. #M =~ K set web-authentication html-files Tw 7' A > pZIEIE 2 ANV X DB, Az 507
A VRPIEE T 7 4 /L (loginOK.html) EIZFEREKNZE OV v 7 URL O % 7 (<!

Redirect_URL -->) & ARz~ RORENELZTLRT S &, BAERHIZICRE L7 URL ~BE#IIZT
JEASNET,

4. NAT—=RANIRABEIT L >Tr 7 A VRIEETH A RS E4, loginpage] A& %27 Y v 7 Ln
TA VEEIZRE > 7285A810%, original 23MELh & 720, FRREARIIZIC 0 7 A U RDIBEH A E R I E
LR ET,

5. SN Web ="~ U XA Lo MEREFHT 2551, S8 Web — NZKGF LET, FHMICON
T, a7 47 v—va 54 R Vol2 8 Web iRGEDMFEH] #ZMML TIEEW,

6. original fEEMR, U XA L7 bl URL OXFHLL T 2 — ROFIRIZONWTIE, 2y 747 1—
a4 K Vol2 8. Web FRIEDOfEN | #SM LT IZE0,

[BEEa~< > K]
web-authentication system-auth-control

web-authentication port
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web-authentication logging enable

web-authentication logging enable

450

Web FBFEOEMER 71T )19 5 1% syslog — S~H I LET,

[ANRH]

TEHRORE
web-authentication logging enable

E o Bk

no web-authentication logging enable

[ABE—F]

(config)
[N A—=4]

2L

[a<7 > FEEREFDENE]

syslog —/"~EfEr V&) LEEA,
[BIE~DEE]

L

(X EMED R BRE2H]

BEEEER, FICERACKMmINET,
CFESEE]

1. T_T? Web BFER% €L, web-authentication system-auth-control =~ R&RET D Z & TH%)

2720 £,

2. Ra< v FRENERMRE L R DFFEE— R, #2411 a7 471 —varavr e Web

FEDOFBREE— F) 22 LT &N,

[(BEEa< > K]

web-authentication system-auth-control

logging event-kind

Ao



web-authentication logout ping tos-windows

web-authentication logout ping tos-windows

RAEF AR 0 7T 0 M o857 L— LD TOS HARELE T,

[AARK]
THROBRE - BH
web-authentication logout ping tos-windows <TOS>

E O Bk

no web-authentication logout ping tos-windows

[AAE—F]
(config)
[/I8T A—4]
<TOS>

a7 R L— LD TOSEEHRELE T,
1. AT X —Z BUERE O Y HE
A TEERA,
2. fH DR E i
0~ 255
[2< > FABREFDEIE]

Frk 7 L— @ TOS fHIZ 1 TEIMEL £,
[BIE~DEE

2L

[EXTEMED R BRZ2H]

BOEMAER, +ITEMITKBRSNLET,

1. 9XTD Web #iEi El%, web-authentication system-auth-control =2~ K&ZHETHZ & THX
2720 9,
2. Ra<y RRENERTREL R DFRFEE— NI, [£R24-1 2747 L —varavy e Web il
REDFEREE— F] Z2ZRL T 7EE W,
3. FTROFEMET Tz Lz ping 7 V—2%2%1E LTI2GEIC, RilEAmAER 7T M LET,
o FREFEAMEAD D Web RFEEH IP 7 K L A5EIC ‘3@1§én7‘: ping 7L —ATHBHZ &
e ping 7 L — A ® TTL i/ web-authentication logout ping ttl =~ N CE L7z TTLE & —# L
TWHZ &
e ping 7L —2 D TOSENAR A~ RTHRELZTOSEE —HLTWDHZ &

[BEEa~< > K]
web-authentication system-auth-control

web-authentication logout ping ttl
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web-authentication logout ping ttl

web-authentication logout ping ttl

452

RAEE AR Z 0 7T U N T O T L — A0 TTLE AR E L £,

[ABRH]
THRORIE « BHE

web-authentication logout ping ttl <TTL>
T OHIBR

no web-authentication logout ping ttl

[AAE—F]
(config)
(/8T A—4]
<TTL>

D&?Whm%%7v LD TTLEZE L ET,
. AT A —Z BRI O Y E
B TEERA,
2. HEOREHH
1~ 255

[O<7 Y FERREDENE]
¥k 7 L—20 TTLEIX 1 TEEL £,

[(BEE~DFE

BOEMA R, T ICERICKRENET,

1. TXTD Web #FiEiX ElL, web-authentication system-auth-control =2~ K&ZHETHZ & THX
W20 EY,

2. Ra<y RRENERTREL R DF8FEE— NI, [£R24-1 =747 L —varavr FE Web#
REDFEREE— F] Z2ZRL T 7EE W,

3. FReD&ME T _XTHi7e Lz ping 7 L—2%2%E LG EIC, RilEAmAEEe 77 b LET,
o FEEE LIRS Web sRAFEH IP 7 R L A5EICEE SN ping 7L —ATHH I &
e ping 7L —AD TTLENR A~ RTHRELZ TTLEE —HLTWBHZ &
e ping 7 L — A ® TOS fEA web-authentication logout ping tos-windows =~ > KT E L 7= TOS

il —FLTWHZ L

[(BEa~<> K]
web-authentication system-auth-control

web-authentication logout ping tos-windows



web-authentication logout polling count

web-authentication logout polling count

RORIEDS 20 R DEERCRRE 2 RIS F = » 7 T DB 7 L — LA OJERE T, HISE 2RI HE T 5%
EEEEHRELET,

[AHFR]

THHMOBRIE « BH

web-authentication logout polling count <Count>

RO HIER

no web-authentication logout polling count

[AAE—F]

(config)
[N A—=4]

<Count>

B 7 L— A oxtd 2 SIS AR RO R EE 2R ELE T,
1. AT X — X BRSO YIHIHE

B TEEE A,
2. fEOFKERM

1~10([H)

[O<7 > FERBEEDEIE]
EHEH7 L—LA0OFEERK3IMEIETHEELET,
[BE~DHE

L

l_|

E

EED R BR 524 ]

BT, WO MILER D DERI KRS E T,
[EEEE]

1.

T _T D Web RBEEFZE (L, web-authentication system-auth-control =~ > RZRETDHZ & THZD
2720 E9,

RO FREVPEEFREL 2 AFRIFE— NIE, [£24-1 v 747 —3vgravwr RE Web #

REDFEBREE— R 22 LTI L&,

. RRREE AR OB AR AR I L D A MIEE AL L VSIS, B RIROR— B v XU LeRE

IR SIRARDERZAFIEL, R—RF) o7 F i ourT7 0 b adEiLET,

. R (web-authentication max-timer =~ > F) OFRERMISGE LT-HE, SRR OEELR

ZAFIE L7 U P EERLET,

ISR OB AR B RICBOE LTch G, RERBZ RN 2 LRERER 2 — YRzl L T

ERATZ L—2ORENEL 2570, BEICANERTAZ L2 5,
A=V 7MEoEZE LT, &_Tf}‘*ﬁﬁ THELTLIEE,

<=V T EM>

(1) A=V 7> (2) FERREX (3) kR

(1) : web-authentication logout polling interval

(2) : web-authentication logout polling retry-interval
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web-authentication logout polling count

(3) : web-authentication logout polling count

FRERREEOBREITT 7 4V MEEZHERE L £,
PR E REREICRE LSS, BEOEEICE Y R—Y 7R/ BEHEO TR E <k

DGBENHYET,
(B&Ea< > K]
web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling enable
web-authentication logout polling interval

web-authentication logout polling retry-interval
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web-authentication logout polling enable

web-authentication logout polling enable

no web-authentication logout polling enable =~ > KT, —EEMIC L 2 HEHi A CRRRERE I K O AR
AR LIZEEXOAEe 7Ty NEBNIIRELET,

[AARR]
THHDOFRE
no web-authentication logout polling enable

RO HIER

web-authentication logout polling enable

[AAE—F]
(config)
[N A—=4]
el

[2< > FEEEFDE)E]

FRRERT A AN X LT FREIS R T4 THE B 21TV, Rt L7c & &1, ke ABin 7
TUNLET,

o A—VU IR

web-authentication logout polling interval =~ > R T E L7-[M@, ARixERFIL 300 £,
o FIEMEIR

web-authentication logout polling retry-interval =~ N TRE L7-[HE, RRTHIT 18,
o FREEHK

web-authentication logout polling count =~ > K Ca% /& L7=[E1$, ReZERHT 3 [,

[BIE~NDEE]

no web-authentication logout polling enable =~ > R E% L, —ERMIC L 2BHEREZ LEEAD
T, WMARDKRERIC > THABITRE Y U hShE A,

[ERTEED R E2HE]
REEAFER, +IGERICKMENET,
EEEIE]

1. TXTD Web #ZiEi% El%, web-authentication system-auth-control =2~ K&ZEHETHZ & TH
(e SL/R= S

2. Kavr FREVEMEARLE ROFTIEE— NI, TR241 av 747 b —varavy RE Web R
FEOFRGEE— K] 2R LT < 7ZEW,

3. FRFEE A AR OB AR K D BRI L v SelL, BERAGURROR— B3 Y vy X v LIS
IR gR OB AL, T NI B ALL BT U M EERLET,

4. RG] (web-authentication max-timer 2~ F) OFRERMICE L-5HE, SRR DOER
EILLe 7T U MEERLET,

5. R—1U 7RIk DOEEE] (web-authentication logout polling interval =~ K) 1%, X5 ORGERE A
KMo ARP Reply #52(5 L7l A b, RORN—Y o VEHE TORME 22D £,

6. MERERRLREO R R R RIS E LG, RERIREEZ R 5 &% A — PRI HF L <

|

i
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web-authentication logout polling enable

ERATZ L—AORENEL 270, BEICARERTAZ LI T,
R—V7HBEORZE LT, RIRTRETREL T ZE,
<K=V 7 %M>
(1) A=V 7HE> (2) FERRX (3) FEEK

(1) : web-authentication logout polling interval

(2) : web-authentication logout polling retry-interval

(3) : web-authentication logout polling count

FREREEORETT 7 4 /v MEEZHERE L £,
BRI A R&E REICRE LTESE, BEOBEEICE D R—Y VR BERBEO TR RE <7

2EENRHY ET,
[(AEa~<> K]
web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling count
web-authentication logout polling interval

web-authentication logout polling retry-interval
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web-authentication logout polling interval

web-authentication logout polling interval

FRRIENT A AR ORIk E 2 NS 2, B 7 L—20R =V U iR zs0E L £,
[AARH]

RO - LT
web-authentication logout polling interval <Seconds>

fE O HI

no web-authentication logout polling interval

[ABE—F]

(config)
[N A—=4]

<Seconds>
A7 L—20R—V U JHRERELET,
1. AT X —Z WO Y HME
AR TEEE A,
2. fEO EHiH
60 ~ 86400 (B)

[2< > FEEEFDE)E]

AR L D HEIR 77 7 b2~ F (web-authentication logout polling enable =~ > K) 233 7E
EHDOBETZ, FEREF HIRARI R U CEHH 7 L — 4725 300 BJE I TiE S k7,

DEE~OHE

L

[ER7E B D fx Bl 5244 ]

REMET, WOR—=V > ZHE»SERICK SN ET,

1. TXT? Web 8iEs%Eld, web-authentication system-auth-control 2~ REZHET S Z & TH)
2720 E5,

2. Ka~y FRENEERRRE R DFFEE— NIE, [£24-1 ar747b—varavr FE Web #
REDFERREE— F] 2ZRL T 7ZE W,

3. FRAEYS AR OHETREAAFSAEIC X A RIS L 0 e, BRI ROR— MR Y 7 Xy v Lingd
TG ROEREE L, R—hV 7 X Acksn s 7y MaELET,

4. FE KBRS (web-authentication max-timer =~ F) ORERFMICE L725E, Sk RKOER
EIELa T MEEBLET,

5. Bm—VU 7RO, XIBROBFEFEH2uEARD S ARP Reply %45 LRI, IROF—Y 7
B E CORM &0 £,

6. MEISERR RO FEEEE RRICERE LB, REFOREBLZ R T 5 &8RS A= — I L T
BT L—20RMMENLL 25720, EBICAREINT D Z 21220 7,
RV ZHEORLE LT, RIRTRAETHREL TIIZEN,
<R—=V v r%&pE>
(1) A=V 7HRE> (2) FEFREX (3) fFkEHK
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web-authentication logout polling interval

(1) : web-authentication logout polling interval
(2) : web-authentication logout polling retry-interval
(3) : web-authentication logout polling count

FREREEORETT 7 40 MEZHERE L £,
BRI A R&E REICRE LS E, BEOBEEICE D R—Y VR BERBEO TR RKE 72

DEENRH ET,
(BEEa<T Y K]
web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling count
web-authentication logout polling enable

web-authentication logout polling retry-interval
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web-authentication logout polling retry-interval

web-authentication logout polling retry-interval

PR Al AR OGN E 2 FMIRICER T 2B 7 L — A 0ISE T, MISE MR RS 5 R E MR
RELET,

[AHFR]

HHORE « B

web-authentication logout polling retry-interval <Seconds>

RO HIFR

no web-authentication logout polling retry-interval

[AAE—F]

(config)
[N A—=4]

<Seconds>

EHH 7 L— 2ol ERBERELET,
1. A/8T A — 2 B REREO X
HHTE A,
2. O E R
1~10 (B)

[O<7 > FERBEEDEIE]
A7 L— A OFEMMREIE 1 PEEE 20 5,
BE~DFE

L

l_|

E

EED R BR 524 ]

REMAET, WORGEMEDEMIKRShET,
[EEEE]

1.

T _T D Web RBEEFZE (L, web-authentication system-auth-control =~ > RZRETDHZ & THZD
2720 E9,

L Ra~r RRIENBYEFREL R HFFFE— i, [£24-1 a7 47— gravw e Web 22

REDFEBREE— R 22 LTI L&,

. RRREE AR OB AR AR I L D A MIEE AL L VSIS, B RIROR— B v XU LeRE

IR SIRARDERZAFIEL, R—RF) o7 F i ourT7 0 b adEiLET,

. BRI (web-authentication max-timer =~ > F) O ERFEICE L-8E, MUmROER

ZAFIE L7 U P EERLET,

ISR OB AR B RICBOE LTch G, RERBZ RN 2 LRERER 2 — YRzl L T

ERATZ L—2ORENEL 2570, BEICANERTAZ L2 5,
A=V 7MEoEZE LT, ﬁtuﬂ“f}‘*ﬁﬁ THELTLIEE,

<=V T EM>

(1) A=V 7> (2) FERREX (3) kR

(1) : web-authentication logout polling interval

(2) : web-authentication logout polling retry-interval
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web-authentication logout polling retry-interval

(3) : web-authentication logout polling count

FRERREEOBREITT 7 4V MEEZHERE L £,
PR E REREICRE LSS, BEOEEICE Y R—Y 7R/ BEHEO TR E <k

DGBENHYET,
(B&Ea< > K]
web-authentication system-auth-control
web-authentication max-timer
web-authentication port
web-authentication logout polling count
web-authentication logout polling enable

web-authentication logout polling interval
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web-authentication max-timer

web-authentication max-timer

BRG] & B2 L7
[AN#K]

fEMOBE « BH

web-authentication max-timer { <Minutes> | infinity }

fE O HI

no web-authentication max-timer

[ABE—F]

(c

[/
{<

onfig)
ST A—4]
Minutes> | infinity }
mﬁﬁﬁz—#mwﬁ%mﬁﬁ% PRI CRELET, =2—¥Rrs o LTnb, Ravr Ko
ERFEA RS LG aiciE, Age s 7y hEhET,
lnfinity] &F%7E b?ﬁ B, RREERREFITER S 220 £7,
1. AR T A — 2B OYHIE
BIETEEE A,
2. fEOFE R
10 ~ 1440 (43), 721 infinity

[a7 2 FEREOBE]
S RBEGERER I 60 SICRESNET

[BIE~NDFE]

AN

L

)ﬂdlg
o
9
5l
g
e
#

EEEFER, T<ICERICKBESNET,

F_TCD Web BAEXEIL, web-authentication system-auth-control 2~ R&FHETH Z & THL
27220 ET,

Kavwy FRENEERE L HREEE— NI, 1£241 ar747b—varavy e Web #
REDFEREE— F] 2ZRL T 7ZE W,

B REHGEIRER) 2 B0 £ 72 1B R L2358, BIERGEFR O —FITRiEEL A L L, REr 74 >~
S RN AR [ERAAY <) | /A = S

Web FRRETORMRFREMIL, HEORAEZFEA L TCWEFAL, TO®H, EHa <2 K setclock THW
W LT b Hpe l%%ﬁliﬂjit‘/\/o
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web-authentication max-timer

(E&Ea< > K]

web-authentication system-auth-control
web-authentication auto-logout

web-authentication port
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web-authentication port

web-authentication port

A= MIRIEE— FERELET,
[AN#K]

OB E
web-authentication port

fE O HI

no web-authentication port

[ABE—F]

(config-if)
[N A—=4]

2L

[3< 2 FEERREFDEIE]

xR — b T Web FBRETIIEL E£H A,
[EIE~NDFEE]

L

X TEE D Bk 521 ]

REMEEY, T ITERICKBRENET,
[EEFEIA]

1. T}‘J\“C@ Web #FER E L, web-authentication system-auth-control =2~ K&ZEETH Z & THY

27320 £9,
2. Ka<wy RRENERREL R ARIEE— NI, [£24-1 arv74 71—y gravy e Web iR
uE@nqu:E'“— }‘J %E#%EEL/VC< fx_él/\

—

[(BAEa< > K]

web-authentication html-fileset
web-authentication system-auth-control
authentication ip access-group

authentication arp-relay
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web-authentication prefilter

web-authentication prefilter

no web-authentication prefilter 2~ R C, Webi8iE7' L 7 4 V& ZHNHELET,

[ANRH]

OB E
no web-authentication prefilter

E o Bk

web-authentication prefilter

[ABE—F]

(config)

(N5 A—=4]

L

[O<7 2 FERREFDEIE]

Web FFEF L7 4 VB NERE 720 £,
LBEANDEE]

L

SR TEE D S B 2244 1
FEMETH, T ITERICBEENET,
CEEZEIHE]

1. T X3TD Web #FiERElL, web-authentication system-auth-control =2~ K&ZEET D Z & THY
W20 E9

(BEEa<7 Y K]

web-authentication system-auth-control

[y |
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web-authentication radius-server dead-interval

web-authentication radius-server dead-interval

Web FRFEHH RADIUS — 32037 F A <= U Web #ZFFE A RADIUS %— " ~HEWEIHT 5 F TOEHR
A~ERELET,

By v =N GEAF O RADIUS FBREERSE) BNt Z Y Web i8EHH RADIUS #— 3~

BB LUEEA, £ — A MEAARRECERY A ~2 A X — ML, Ao~ FiCk5EERRRE
% (BEHE2A=TTHE) 12, 794~ Web @RiFHH RADIUS H— "~EIHL £,

[AARK]
WHORE - £
web-authentication radius-server dead-interval <Minutes>

o Bk

no web-authentication radius-server dead-interval

[ABE—F]

(config)
(185 A —4]
<Minutes>
T # ) Web @BiEEH RADIUS Y— 3 b, 7 J 4~ U Web i%iEEH RADIUS H— "~ Hi#hig
HT2E TOERIA~ERELET,
1. AT A — 2 BREREO R
BIETEEE A,
2. fEOFRERP
0~ 1440 (%)
0 #E L72%A1E, RADIUS SRAEZERZ 4T 77 4 < U Web i%FFEEH RADIUS H— /3705
BUET,

[2< 2 FEEEFRDE)E]

By b=t XY Web @GERH RADIUS — "~&K LT 10 701%, 774~ YU Web iZiLH
i RADIUS —NICHEMEIH L 7,

BIE~NDEE

L

[ER7E B D = B 5244 ]

BEMEET,, T <ICERICKENET,

—

T &) Web #BAEHEH RADIUS h— % Ly b — & U CGERHPICER S A v EE2EE LT

Bh, TORESTORBIREEZ HIE USRE ML E T,
2. BEA A~ " AX — FMRIIARa~ LV FEREZHIBR LGS, WA A~ vy NIV vy METICHE
WL, 74/ MEL104E LTEMELE,

CEEFE]

1. TXTD Web #FiEi% El%, web-authentication system-auth-control =2~ K&ZHETHZ & TH
2720 £,
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web-authentication radius-server dead-interval

466

KO FREVNIERIREL RARIAFE— NI, [£24-1 o740 —varavr RE Web R

FEOFFEE— R #ZB LT 7E&EWN,
3ELLED Web #REFE ] RADIUS $— R ZRE L TWEE, MY A ~% A% — 2D Web

FRREE A RADIUS h— 3~ Lo h— "R L7258 TH, BERX A <13V &y Mk L

=7,

CERAA TN ST AARZ = P LA T T2 ETY vy P LERADR, FRROZEETITHEIS

ELTHTETICV Yy FLET,

o Az~ KT web-authentication dead-interval 0 ZF%E L7z & &

o By hY— N UTGEHFT D Web RGEREH RADIUS #— N E#i %, web-authentication
radius-server host 2~ R CHIR L7z & &

* JEM 2~ K clear radius-server #FfT L7 & &

. R R R DFERES — 7 o AEPICEAR A <250 T LG aTh, FERP ORI —7 o AN

TT2ETTIA4~Y Web BAEHEH RADIUS — "~ IHIFAT RN EE A,

(B&Ea< > K]

aaa authentication web-authentication
web-authentication port
web-authentication system-auth-control

web-authentication radius-server host



web-authentication radius-server host

web-authentication radius-server host

Web FBEEIZAE AT 2 RADIUS Y — SOREZITWVET,

[AHRR]

Wl ORE « £
web-authentication radius-server host {<ipv4 address> | <ipv6 address>} [auth-port <port>]
[acct-port <port>] [timeout <seconds>] [retransmit <retries>] [key <string>]

RO HIFR

no web-authentication radius-server host {<ipv4 address> | <ipv6 address>}

[AAE—F]

(config)
[T A—=%4]
{<ipv4 address> | <ipv6 address>}

<ipv4 address>
RADIUS H— "D IPv4 7 FL A% Ry bk THRELE T,

<ipv6 address>

RADIUS H— D IPv6 7 RL A% an VB THE L 7,

1. AT X —Z B O HE
A TEEREA,

2. fHDFR EHiH
<ipv4 address> : IPv4 = =F ¥ X 7 KL X
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255
<ipv6 address> : IPv6 /' o — )L =F ¥ A FT KL A
112 ~ fe 7L LA CEEFALEALAFAFE AR,  fecO:: ~ feff:ffff:fife: fere: fer £rer £Eee: £efe

auth-port <port>
RADIUS — O AR — FEEEZRELET,
1. AT X — 2B R O Y HUE
A— N EF 1812 A L E T,
2. O E i
1~ 65535

acct-port <port>
RADIUS H—_OT7 h o7 4 v 7HAR— "NEEZHEELET,
1. AT 2 —Z BRI O Y HE
R— &S 1813 AL £,
2. EORE P
1~ 65535

timeout <seconds>
RADIUS — 06 DIRE X A L7 7 hEEE () #HEELET,
1. AT X —Z BRI O HE
radius-server timeout 2~ FCRE SN TWAEHMPEH S NE T, RESNTORNGED
MWEE 5 BT,
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web-authentication radius-server host

468

2. (E % i
1~30 (B

retransmit <retries>
RADIUS H— N2 U CRRREER 2 HEE T ORI A E L E T,
1. AT X —ZEWR O HME
radius-server retransmit 2~ R THEINTWDHEIENRFEH SN ET, REIN T 2RWEE
DOYIWIEE 3 \TT,
2. fHDFR E i
0~ 15 (=)

key <string>
RADIUS #— _[#] & DI D5 b, FREEIZMEH % RADIUS 4 f5E L £ 3, RADIUS #3777
A7 v h k& RADIUS ¥ — N ETCRH—O#|ERET HLERH Y 7,
1. AT X —Z B O EE
radius-server key 2~ R TEE I TWVW5H RADIUS #2XMFEH S E T, HEIN TN

&, W% RADIUS — 3T 0 9,
2. (B E i
64 XFTLUNTHEL T &, BEWRERXTICOWTL [RF A IIFETE 5E] O

MEEDOXTH] 2L T IZE0,
[O7 2 FEREFDEIE]
radius-server host =~ K CTH$k L 7= RADIUS — RO ENMEH S E T,

radius-server host 2~ > RBBEFE I N TV eWEETE, RADIUS — "2 /HH L2 T, WK Web 735
DB ##H L Ca—YREEEITWVET,

LBE~ADEE]
L

[REEDRILEEHE]
REMEFH, TICERICKBENE T,

CEEZFE]

1. T XTD Web #HiEi% El%, web-authentication system-auth-control =2~ K&ZHETHZ L THD
27220 £,

2. Ra<y FREVEEAREL RDFIAEE— NIL, [£241 a7 47 b—varavy KL Web il
FEDFEREE— F) 22 LT &N,

3. Ra~wr FRRESINTWBHEE, Web fBiE C& M3 % RADIUS Y — \O%EF#HIL, radius-server
host 2~ RTREINTWDHIERLEL Y HELINE T, (radius-server host =~ > REREIiEH I
NERA), P RADIUS ¥—NE#H, Web #BFEE A RADIUS $— NEHROFKEIZOWTE, =
T4 L—var A KVol2) Z2RLTLEE,

4, BREFHET: Web BiEEH RADIUS Y— i3 & BAL Tk 4 T,

5. IPv4 7 RL AL L TCI27%** ZRETETEHA,

6. key /3T A —HZNEME SN TV, radius-server key 2~ RHEEE SN TOARWEAIE, Uik
RADIUS H— N[ 32272 0 £,

7. #ED Web 58EH A RADIUS H— %25 E L4, #EH 2~ K show radius-server T HIIF
REINDT RUANRT T A~V Web FFEEEH RADIUS r— LR 0 £9°, OB L2 hH—n



web-authentication radius-server host

(GEMH D RADIUS FRGEERE) (2IX7 714 ~ U Web 58iEHH RADIUS H— "M SN E T,
774 <Y Web filFFH RADIUS — NICEENHAE LG E, Ly M —NTRICE RN 72 Web
FRAEEEH RADIUS —/3 (4 4 U RADIUS —N) ~&B LET, 7714~ Web P¥FEEH
RADIUS #—/ 3~ H#)E [HIZ DV T L web-authentication radius-server dead-interval =2~ > K%
ZRLTIZS,

8. LA RADIUS ¥—3, #iOFRFEEH RADIUS #—/3, F£71% RADIUS — 7V —FDOEET, IP
7 R AD—%T 2% RADIUS H— A_PBBEICBER SN TWAEHEEIE, FRH6T_XTONRT A—X %2 HE)
BNCHT LS AN Liza~ >y FNBRICEEH#RZET,

(BEa< > K]
aaa authentication web-authentication
web-authentication port

web-authentication system-auth-control
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web-authentication redirect-mode

web-authentication redirect-mode

URL V ¥4 L7 MEREHAZIE, Web 3D v /A VHE A FRSEL e ha L xR ELET,

[ABTRA]
OB « EH

web-authentication redirect-mode thttp | https}

E o Bk

no web-authentication redirect-mode

[ABE—F]

(config)
(N5 A—=4]
{http | https }
URL U ¥ A L7 MERERZIRE, Web il n 7/ A V2K RIED 702 haLOREEZITVET,
1. AT X — BB W ORI
AT ERA,
2. (H DR E i
http : http IC L2714 VHEAERINET,
https : https IZ L 51 7 A VEEBERINET,
(a7 Y FEREBDOENE]

https IC X B0 7 A VEEPERSINET,
[BE~DZE

L

[ER%FE fE 0D JR B 22 ]

BEMAER, TICERICKMENET,
CEESE]

1. T _T» Web FBiER% €%, web-authentication system-auth-control =~ N&F%ET 5 Z & TH%)

270 9,

2. Ko~ NERENENMERTREL R DT — NI, [#£24-1 a7 47— gravwr RE Web &
FEDFRFEE— ) 2R LT EE,

3. Kz~ FiZ, no web-authentication redirect enable =~ RNHE SN TWAEAITER L 220 £

7
4. https IRV AR—F T, FEH LRV TIZIN,

(B&Ea< > K]
web-authentication system-auth-control
web-authentication port

web-authentication redirect enable
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web-authentication redirect enable

web-authentication redirect enable

no web-authentication redirect enable =< KT, URL U ¥4 L 7 MEREEZEMIERELET,

[AHRR]

TH RO E
no web-authentication redirect enable

E O Bk

web-authentication redirect enable

[ABE—F]

(config)

[R5 A—=4]

2L

[a< > FEEREDENE]

URL U %A L7 MEREPAZIE 2D £,

[BEE~NDFE]

no web-authentication redirect enable =~ > K% E#%(%, URL U & A 7 L MERIZEIEL XA,
[EXTEMED R BRE2H]

BEEEER, TICERACKMmINET,

CFREIE]

1. T XT» Web F87Es% €L, web-authentication system-auth-control =2~ R&ZFET 5 Z & TH%

1Z7en £,
2. Ra<w v RRENMERRE L 2 AR8EE— RiX, #2411 ar 7471 —varavr e Webi
REOFRFEE— K] 22 L T 7ZE 0,

[(BAEa< > K]

web-authentication system-auth-control
web-authentication port

authentication ip access-group

authentication arp-relay
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web-authentication redirect polling

web-authentication redirect polling

S Web Hh— DR 2 L, BEHERICIIALEED Web — NI ¥ A L7 FLET,

[ANRH]

=53 2L

{7 R D X
web-authentication redirect polling tcp [interval <seconds>] [dead-count <count>] [alive-count
<count>]

RO HIFR

no web-authentication redirect polling

[AAE—F]

(config)
(NS A—4]

tep
tep X7 v P TCTERLET,
1. ART X —ZH R ORI
A TCEERE A,

interval <seconds>
IR 23 E L E T,
1. ART A — 2B O XTI E
60 (7))
2. AH O FX E i P
10 ~ 3600 ()

dead-count <count>
MEISE ] M Lic e &I, BELHTOE8EHRELET,
1. AT X —Z B O HME
1 (E)
2. fEDFR E i
1~5 (=)

alive-count <count>
N Lz E X, EWEHKT2EEERELET,
1. AT A —H B WEIRE D FIEiE
1 (D)
2. HOFEHHA
1~5 (=)
[O7 2 FERREEDEIE]
SEY—Z Y XA L7 FLET,
BE~DEE

L
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[ |
ﬂll

I

[E

1.

web-authentication redirect polling

7E {18 0D 2 B 224 ]
BEAER®, TIGEMAIIKmRINET,
BEEIE]
T D Web #BFEXElX, web-authentication system-auth-control 2~ KZRETH Z & THZ
2720 E7,
Ko< FERENSTMEFRE L R DRFEE— RNIE, [#24-1 av 7471 —varavr FeE Web R

FEDOFREE— R 2L TLI2E W,
AKz< 2 KiZ, no web-authentication redirect enable =~ R E SN TV AIEEITES L7220 F

ﬁ—o

4. DNSfRRT&E 2n0ih, BEHAME 20 £9,
5. 7'u % VR OEAIIRY R — FTT,

[B&Ea< > K]

web-authentication system-auth-control

web-authentication port

authentication ip access-group

authentication arp-relay

web-authentication redirect enable

web-authentication redirect queries

web-authentication redirect target
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web-authentication redirect queries

web-authentication redirect queries

474

ALEECBIARIZEAT 2T A =22 Y XA L7 M (S8 Web h—2%) @ URLIZZ =Y & L TR
LET,

[ANRH]

[y 2
iR DR E
web-authentication redirect queries [switch-hostname] [switch-mac] [switch-ip] [client-mac]

[client-vlan] [client-ip] [port] [original-url]

THHOHIBR

no web-authentication redirect queries

[ABE—F]

(config)
(INTA—=42]

[switch-hostname] [switch-mac] [switch-ip] [client-mac] [client-vlan] [client-ip] [port] [original-url]
BRTA—BEBRETDHEIZEST, MNT272) 28RLET, KRa~vr FATK, 3XTO
NG A= EERTHZEITTEERTA, WITN 1 DU ERELTLEEN,

switch-hostname
KIEEDRA 4 (hostname =2~ F) ZAHNL £,

switch-mac

ABEFEDY AT AMACT KLU AEAMIMLET,
switch-ip

AEEBOFEIP T FLRAZAMIML £,
client-mac

PRFEmRAD MAC 7 RL A& fHINL £9,
client-vlan

FREEEAR D VLAN F 5 &2 L 97,
client-ip

FEERAD IP 7 RV AZfHL £9,

port
PR AR R SN TWA AR — M 2L ET,
original-url

V&AL bEid URL &AL £9,
1. AT X —Z B R OYHE
HBELZRWARZ A—=2D7 = DML ERA,
2. EDRE R
switch-hostname, switch-mac, switch-ip, client-mac, client-vlan, client-ip, port,

original-url

[2% > FEREE DENF]
S Web — "YU # A Ly b5 L&, URLICZ =) 26N L £ A,



web-authentication redirect queries

[BEE~DEE

L

T _T D Web RBEEFXE L, web-authentication system-auth-control =~ > RZRETDH I & THZD
2720 F9,

Ra< o FEREPIEFBEL R OWFEE— RNIE, [£241 a7 47 b—varav s Fe Web#
REDFEREE— F] Z2ZRL T 7EE W,

ARz< > i, no web-authentication redirect enable =~ RAHEIN TV DLHAITEL L2 £
7

original-url f8 &K, U ¥4 L7 Ml URL OLFHRLL T2 — FOFIRIZONWTIE, 27427
L—3a A R Vol2 8 Web SBREDMEH] &SR L TS ZEW,

(BEEa~v > K]

web-authentication system-auth-control

web-authentication port

authentication ip access-group

authentication arp-relay

web-authentication redirect enable

web-authentication redirect polling

web-authentication redirect target
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web-authentication redirect target

web-authentication redirect target

476

URL U %A L7 MERBICB T2 ) A V7 Moz, fRE SN Web ¥ — NIZER L £,

[ANRH]

M ORE

web-authentication redirect target <url>

E o Bk

no web-authentication redirect target

[ABE—F]

(config)
[IN5A—=4]

<url>

S5 Web H— DU # A4 L7 NEURL #8ELET,
URL O AINFFEFACF (20, "http// ~") PHIHEEL T LS, (FiLo GrRER) 251
TLEEW,)
1. AR/NT A — 2 BRSO FIHE
BIETEFEE A,
2. AH DX E i B
1~ 256 XLFOXLFINEL TN +— b (") THATRELET, ADARERIFHE [T A—
HZIHETE L) 2ZRLTIZEN,
PTFoOENXIHESTATI LTS,
X "<scheme>//<host>[:<port>][/<path>][?<query>]"
<scheme> : "http" % L < I3 "https" Z/NLFTAN L TL7Z &0,
<host>: [T A —HF|ZIBETE L] @ [HRRA M) E720% TPva 7 RL R #REL T
W,
<port>: 1~ 65535 £ COFNRETEET, AMFETT,
<path>: [)RZA—=FIRETE DMH] O MEEOXFH) 2ZRLTIZswn (2L, BI=
ry (), 72AFar Q) xR<), AEWEETT,
<query>: [T XA —H|ZHETEHME] © EEOXFF) 2L T3 (2721, R
Svia(), BEIavr (), 722Fa @ 2%<), BKATRETT,
(FREH)
(config)# web-authentication redirect target "http://www.example.com:80/login.html?value=3"

(a7 FEBROEE]
AHEBRD Web H—M2 Y # A4 L2 FLET,

[BIE~DFEE]

REMELE, TITEAICKBEIET,



(3

5.

web-authentication redirect target

TEEIE]

. TRT O Web @A EIL, web-authentication system-auth-control 2~ R&ZFHETH Z & THL

[t/ S

Kavwy FRENEERE R HRFEE— N, €241 a7 7b—varavy M Web i
FEDORFEE— R 2L TIIZE N,

A=< KiX, noweb-authentication redirect enable 2~ > RAFHE SN TV 5D Mihe72 v F
7T

NAT—=RANIRREICL>TCal AV RIEHAER ARSI, 2 Cloginpage R¥ %7 U 7
L2541, AEEBONE Web h— "0 74 VEEAR R SINET,

https TRV A — FTT, HHLARNTIZEN,

[(BEa~ > K]

web-authentication system-auth-control

web-authentication port

authentication ip access-group

authentication arp-relay

web-authentication redirect enable

web-authentication redirect polling

web-authentication redirect queries
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web-authentication roaming

web-authentication roaming

478

HUB 72 &R H L TR LT-GER Ak E, Vo7 X LanWCh— MBEI L7 BRI
(B—=3v7) #FELET,
[ABRH]

fHMOBRE - £H
web-authentication roaming [action trap]

RO HIFR

no web-authentication roaming

[AAE—F]

(config)
[INSA—=4]
[action trap]
0= 7L DR — "I ERIHIEZ, 7T A X— |k Trap %17 LE T,
1. AT A —HBWERE D FIEiE
=3I I EDR— I BEIERELTYH, 74—k Trap 2T LEHA,
2. fHDFR EHiHH

action trap
av Y FEBEEOEE]
R AR DR — MG EZ TR L EE A,
[EE~ DR E]
el

[ERTE fIE D f Bk 52 4% ]
BEMET R, T ICERICKRENET,

CErExE]

1. T _T» Web BiER% €%, web-authentication system-auth-control =~ N&F%ET 5 Z & TH%)
2720 £,

2. Ra<y FREVEERREL RDFIEE— NIL, [£241 a7 47 b—varavy FL Web ik
REDFEREE— F] 2ZRL T 7ZE W,

3. 3@@]5’1‘:75 XA F v 7 VLAN & — FRA— T, B#EEi&E— VLAN N & & 720, BEi% b EE

b \\j—

4. 7 7/1'f\“— b Trap #3473 2 %A1, snmp-server host =~ KT Trap DEELIP 7 KLz L

"web-authentication” Z3E L TH LERH Y £,

T

[(BEa~<> K]
web-authentication system-auth-control
web-authentication port

snmp-server host



web-authentication static-vlan roaming

web-authentication static-vlan roaming

HUB 72 &R H LT LTiRGEl Ak d, Vo7 X LanCh— MEEI L7285 BT
(m—=3v7) #FELET,
[ABRK]

WHORE - £
web-authentication static-vlan roaming [action trap]

RO HIER

no web-authentication static-vlan roaming

[AAE—F]

(config)
[N A—=4]

[action trap]
n—3I 7L DR — BB EREERZS, 774 X— | Trap 2317 LE 7,
1. AR A — 2 B W ORHE
B—I VIR — MBI ERH LT, 774 ~X—k Trap 28T LEH A,

2. fHOEE A
action trap

v N EEREDENE]
RAEE AR DR — MEEREOBEZFF T L EE A,
[BIE~NDRFE]
2L
[EREMED R BR 2]
BEMAEYR, TICERICKMENET,
EESHE]

1. TXT? Web 8iEs%Eld, web-authentication system-auth-control 2~ REZHET S Z & TH)
2720 E5,

2. Ka~y FRENEERRRE R DFFEE— NIE, [£24-1 a7 b—varavr e Web R
FEORFEE— R 2L TSN,

3. BEIEAEE VLAN £ — Fxtga— T, BERIE F— VLAN A0 & & 721, BEik bHERRRT
7T

4. 7T A _— |k Trap ZRITT D% 41X, snmp-server host 2~ KT Trap DEFHIP 7 KL A &
"web-authentication” Z5RE L TB LERH Y 7,

[BEEa~< > K]
web-authentication system-auth-control

web-authentication port

snmp-server host
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web-authentication system-auth-control

web-authentication system-auth-control

Web i8iExH I LET,
7%, no web-authentication system-auth-control % FE1T L7=3#41%, Web ik {E1L L £,

[ANRH]

THROFRIE
web-authentication system-auth-control

(GE2LE]ZS

no web-authentication system-auth-control

[ABE—F]

(config)

(NS A—4]

el

[O<7 > FERREFDENE]
Web #EEAATWVEH A,
BE~DEE

no web-authentication system-auth-control % 54T L 7= 34, #iLFA2—WFiIu /7o hanEd,

1. Ra<y FRENEEMREL R 2T — RiE, [£241 avrr7 47 Lb—varavr Ke Web i
AEDFEREE— F] ML T 7ZE W,

2. no web-authentication system-auth-control # 1T L7284 TH, Pk Web #3:E DB 2B &k S L7z
Z—PERITZOET EREFESNET,

(B&Ea< > K]

L
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web-authentication user-group

web-authentication user-group

2 —ID HRRGES KE AN L E T,

AN ESnfex—HID 2 '@ THEIL, [2—HFID] & [FBIEHFRY X M4 ] & LTHRWET,

[AHFRH]

THWMOBE

web-authentication user-group

RO HIbR

no web-authentication user-group

[ABE—F]

(config)

[N A—=4]

el

[a< > FERRERFDOENE]

AN ENfz=2—H 1D % "@" THHE L TR EHA,

[BE~DFE

W UIEAE, SRAEMRLET.
(3% B D = BR 524 ]
WA, T CIGERIC KBS ET,

T _XTD Web sBiEiX €L, web-authentication system-auth-control =~ R&ZFETHZ & THD
2720 £,

Ra< o FEREPINEFBEL R OWFEE— RIE, [£241 a7 47 b—varavr e Web#
FEOFEREE— ) 2L T EE N,

AEBIZ TR~V KRB 1O THORESNTVDLHEAIL, Aa~vy RERETEEEA,

* dotlx authentication

* mac-authentication authentication

¢ web-authentication authentication

AN ENTZ2—YID S 0E L2583 U A F 4473 aaa authentication web-authentication =<~ >
RCEE LIZBIEFRY A b E—FKL2WEAX, HEET 740 hOREIIHE> TEEL £,

(B~ K]

aaa authentication web-authentication

web-authentication system-auth-control

web-authentication port
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web-authentication user replacement

web-authentication user replacement

a—YEEA T g v EAENMCLET,

1 AORZEEO2—P ID THAHT 256, &HO=2—3 ID TREEMRHE RO =~ —3 ID TRRFED

TREL 20 £
[AARR]

WO E
web-authentication user replacement

THHOHIBR

no web-authentication user replacement

[ABE—F]

(config)

(INTA—=42]

L

[a< > FEREDOEE]

R A DIEN BRIl —FH O A U EFFRILER A,

m

[BIE~NDEE]
2L
[ERFEE D R BRE2H ]
REMETER, ¥+ ICEMCRBRShET,
DEEEHE]

1. TXTD Web #FiEi% El%, web-authentication system-auth-control =2~ K&ZHETHZ L THR

2720 £,

2. 2':37/ ]\E&“Z‘E’Z’))@J{"’ET kfcﬁ%)nmuiE:E”— ]\Li, ’—2‘%24'1 :‘/7/])7\1/—‘:/5 vawys I\‘& Web &

DE@HAL thE:E“— ]‘J %#%BE LT < 7‘\_31/\
3. A=V KX EAT- 7258, RAEMRL RO —FICRD Z LT TE £ A,

(BgEa~<y F]

web-authentication system-auth-control
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web-authentication web-port

web-authentication web-port

URL U ¥4 L7 MERRAZDIRE, AEETURL VXA V7 bG35 71 —20 TCPsEseH— hEH
ZBIERE LET,

%, http = 80, https=443 DFFTHV B THNTVWAHR— FEFIZ, TNEFIVEEDOFR— FEZZ 1
o ETE 7,

[ASARH]
THWORE - BE
web-authentication web-port thttp <port> | https <port>}

E WO HI bR
no web-authentication web-port {http | https}

[ABE—F]

(config)
[/ A—=%4]
{http <port> | https <port>}

http 7’1 b2V E 713 https 7’12 b a v O@EHR— FEEERELET,

1. AT A — 5 BWERE O WA fE
BRETEEE A,

2. EOFE
http /3T A —=Z DA 1 1~ 65535 (72721, 443 #&<)
https /X7 A—Z DA 1~ 656535 (72721, 80 #[<)

[Ov7 > FERBEEDEIE]

WA TRTHEMED R — F&EBFD 7 L—LNURL U XA L7 MRt 70 £7,
* http:80

e https:443

LEE~NDFE]

L

TEED /iR 528 ]

BREMAETS, T ICERICKBENET,

EEEIE]

1. T XT? Web 3RAFFRE1E, web-authentication system-auth-control =~ R&HRET 2 Z & THE)

2720 E7,

2. Ra< v FEREVNIERE L R AREREE— RiX, %241 av 7471 —varavr e Webid
AEDFEFEE— R 2L T30,

3. Ko<y RCTREWAER TCP 58t R— F&EEIL, http DT XA—F T1LHTT,

4. https IRV R —F T, EH LRV TIZI N,

[ |
ﬂll

(B~ K]
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web-authentication web-port

484

authentication ip access-group
authentication arp-relay
web-authentication port

web-authentication system-auth-control



MAC E3EIE

AV74590L—32a7 0 FEFRINE— FOXE

aaa accounting mac-authentication

aaa authentication mac-authentication

aaa authentication mac-authentication end-by-reject

mac-authentication access-group

mac-authentication authentication

mac-authentication auto-logout

mac-authentication id-format

mac-authentication logging enable

mac-authentication max-timer

mac-authentication password

mac-authentication port

mac-authentication radius-server dead-interval

mac-authentication radius-server host

mac-authentication roaming

mac-authentication static-vlan roaming

mac-authentication system-auth-control

mac-authentication timeout quiet-period

mac-authentication timeout reauth-period

mac-authentication vian-check
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VT4 L—2aravy FERBEE— FORE

V49 L—3ravy REEE— FOXE

MACFGEO a7 4 b —Yara~wy RBRRETE 5, MAC BiEOFRGEE— REROFRITR L E T,

§25-1 avoJo« 7\‘1/_:/3 vavry P& MAC uuL.\nl—ta)nrb\nE:E l\

MAC SREEDFREEE— FX3

avy k% E%E VLAN € HA4F2v%Y VLAN £
E—F E—F

aaa accounting mac-authentication

aaa authentication mac-authentication

aaa authentication mac-authentication end-by-reject

authentication arp-relay 1

authentication ip access-group 1

mac-authentication access-group

mac-authentication authentication

mac-authentication auto-logout

mac-authentication id-format

mac-authentication logging enable

mac-authentication max-timer

mac-authentication password

mac-authentication port H2

mac-authentication radius-server dead-interval

O|O0| OO0 O|O]O]OJO|O| O] OJ]O|0O|0O

mac-authentication radius-server host

OO0 O]O0|O0O|]OlO|l0O|0O]0O| O] O]J]O10]|0O

mac-authentication roaming

mac-authentication static-vlan roaming

mac-authentication system-auth-control

mac-authentication timeout quiet-period

mac-authentication timeout reauth-period

0|00 0]| 0O
O|l0| 0O

mac-authentication vlan-check

JL$1
O RENEILE>TEELET,
— AT NFANTEETS, IELEEA,
X:awry e ATEEEA,

EX1
g~ ROANENZ EEEME, 122 LAV 23dirddm) 22 L T Eawn,

X2
Ka<wr ROBREL, HiFt— FOUVEBEZICEELET,

X3
HWILE— RORFH R LMWL, Tar7 47— a4 FVol2l 28BLTLTESN,
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aaa accounting mac-authentication

aaa accounting mac-authentication

MACFREEDT IO T 4 VT ERET IO T 4 v TP ="~ EELET,

[AHRR]

THW DR E
aaa accounting mac-authentication default start-stop group radius

E O Bk

no aaa accounting mac-authentication default

[ABE—F]

(config)
[185A—=4]

default
WEEF T AN DT T T 4o P HREHRELET,

start-stop
mquEijJHj{: ix&'—‘}\Tﬁﬁ/T/f /7 %DZP mL‘nJ‘.Eﬁﬁ#IS%E# [=9ZS ]\/777317/744 /7 95[]75‘
THOT 4 T —=N"—IZEFEINET,

group radius
THhOrT 4= L TCRADIUS — %2 H LET,

[O<7 > FEREEDEIE]
THATLT A4 T — N ZBHM L ER A,
BIE~NDEE]

L

R TEfE D [ BR 24 ]
REMEER, T ICEMICKBRSRET,

l_|

=3

1. T To» MAC R E L, mac-authentication system-auth-control =~ &% ET 2 Z & THZ)

1/l 3¢
2. 2’{:{'\7/}\ /JEZP@JVFEI &fcﬁénmpﬂ;% ]\ ’72%25 1 :/7/]'71/‘—“:/3 /:7/1\& MAC RIC™

NE@wu uJ‘.E:E’_“ ]\J %%BE LT< P AN

(BEa< > K]
aaa authentication mac-authentication

mac-authentication system-auth-control

radius-server host ¥ 7213 mac-authentication radius-server host

487



aaa authentication mac-authentication

aaa authentication mac-authentication

MAC i N nJ‘.EVC@pL‘pJ‘_EjiJ(‘Ay N—" %‘fﬂhr‘_’bij—

%culﬂfﬁ_’ L/?:_mu uJE %E& L/f:%/fl\ki (j( \—DXH/:E Lf;ﬁtfmh uﬂi}’d.—)??l/\iﬂd fcﬁk) Z Dt EE%E&E#ODEJ{/E
!X aaa authentication mac-authentication end-by-reject 2~ NIZ X WAL TX E T,

default #7E1% 1 =2 b U, FAEHAY 2 MEEITRKA4 T2 MY ETRETEET,
[ABTRA]
W OBE - L H

aaa authentication mac-authentication default <Method> [<Method>]

aaa authentication mac-authentication <List name> group <Group name>

(GE2LEZS

no aaa authentication mac-authentication {default | <List name>}

[AAE—F]

(config)
(NS A—4]

default <Method> [<Method>]

HEET 74V FOFRFESF RN ZRELET, [F—® Method IFEHRE T EHA,
<Method> (21 group radius F£721% local Z%E L £ 7,

group radius

RADIUS "j-‘—/{L:J: %) MAC Z oS EJ?E%//{?I/\?@‘ 4%)%#%) RADIUS 'H_—/\ X MAC mugﬂigﬁﬁ
RADIUS % — 3% 721%, LA RADIUS H—/3T9,

local
T —HIVEBREEITWVWE T, N MAC RRFEDB = L £,

<List name>

HAESF RV A M ERELET,

1. AT X —ZEWRE O YIHME
A TEERA,

2. D% E#iPH
32 SLFLINDUFF|THRE L TLIZE W, HEMRZRFIZOWNWTUL INTA—FIII/ETED
] O MEEOXFS|] 2ZRLTIZEN,
SEHSUTFUIR LT AR L £,
7272L, TROXFINIRETE EE A,
Ty hw—7 (@)
- default( i A — E 7213582 —HK L= 30F5)
- end-by-reject (RHIF—EFITFHER—FH LILFH)

group <Group name>
RADIUS #— N2 L% MAC #iE21TWE T, 7 5 RADIUS #— 31X RADIUS #—~ 7 /1 —7
T9, aaa group server radius 2~ N CTHE L7/ NV—TAEHFEL T EI,
1. AT X —Z B O HE
B TEEH A,
2. EOFE
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aaa authentication mac-authentication

32 LFLINDOLFFITHEL TLIEE W, BEMRRILFIZONTL NI A —X|ZHRETE D
i) © MEBEOXTH] 25 LTLEE0,

[O7 > FERBEEDEIE]

RADIUS % — &M L72WT, B MAC #23F DB %/ L CRIEEITWVE T,

BE~DFE

EET 7V N EREEE L2 & X1, BET 74/ FOFEFET R CREE LTui K 2 3RG AR L £,

FORES Y A M BUELE Lc & &1, MRERBAET AN R b CRBAE L 72 iR 2 38RER R L £ 97,

[EXTEE D R BR 2]

BREMATS, TICERICKBENET,

CEESEIA]

1. T _To MAC #BFEs% ElE, mac-authentication system-auth-control 2~ K& ETH Z & THR
2720 £9,

2. Ra~v FRENIEFARR L RHWFEE— NIE, 1£25-1 747 b —varavyr ReE MAC#R
FEORIEE— K| #2BLTES 0,

3. Rawr REFHIT H5LEITT, mmHE%~A@Mn“Eﬁ%ﬁM£’&Oif

4. MAC RIAEOTRHIFRANEARIL, RADIUS §RAE/ZTRRE SN HEICEE L 9, BEEORIEF RN E R E
L7z, TREERIEITIEME S E A,

[BEEa~< > K]

aaa authentication mac-authentication end-by-reject
aaa group server radius

mac-authentication system-auth-control
mac-authentication authentication

radius-server host ¥ 72 1% mac-authentication radius-server host
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aaa authentication mac-authentication end-by-reject

aaa authentication mac-authentication end-by-reject

490

PRE TR EN T , PRAEEKT LE T, @EART (RADIUS E)5& 72 E) 12X DRI T
aaa authentication mac-authentication =~ > K CIRIZFEE SN TV D quiJE’C AEL £,
[ABRH]

RO E

aaa authentication mac-authentication end-by-reject

RO HIR

no aaa authentication mac-authentication end-by-reject

[AAE—F]

(config)

(N5 A—=4]

L

[a< > FERREFDENE]

PGECEHERINTZHEI, TOEAITH) DD 5T aaa authentication mac-authentication =< > K TRKIZ
BESNTVWARGESF XN TRAEL £77,

[BE~DEE

MAC # N uE*}I/& @j%ji%wu uEﬁ#‘—l‘? Liﬁq
[EREED R BR2H]

REEEEE, T ITEHIIKMISNET,
CEFEFEIAE]

1. K:v‘/ ]\‘%ﬁﬁﬁ@brﬁﬂ‘* & iﬁémh SEE— RIE, [#25-1 v 747 b—varavr e MAC#R
2. aaa authentlcatlon mac- authentlcatlon o< R CHRE LEREFRICE T AT,

(B&Ea< > K]

aaa authentication mac-authentication



mac-authentication access-group

mac-authentication access-group

MAC FBFEHAR— MZMAC T 72 AU A bl L, RIERERIAK « IR RE MAC 7 R LA TRE
L%,

[AARR]
fHMOBRE - £H
mac-authentication access-group <access list name>

RO HIER

no mac-authentication access-group

[AAE—F]

(config)
[T A—=4]
<access list name>
RETDHMACT 7 ERA) A OB+ ELET,
1. ARRT A —H B O I iE
B CTXEHEA,
2. fEOFEHIH
4~ 31 FUNDOT 7 A A MHERELET, IHETREARLFTICONWTIE T A—=FC
BETEDME] © EEOXTS) 25 L T I,

[~ FERRERDEIE]

MAC R AR — M SN2 TR TOMAKP RIS SRR L 720 7,
[EE~DFEE]

7L

[BREMED R BRE2HE]

REMAETR, +ITEMITKBISLET,

[EEFEIA]

1. TXToO MAC BFERE X, mac-authentication system-auth-control =~ K& ET 5 Z & TH%)
27220 E9,

2. Ka<y FRENEERRRE R HFFEE— NIE, %251 a7 7L —varavy Fe MAC#
FEDOFRRGEE— K] 2L T EI N,

3. BREINTVWDEMACT Z AU A RZ iﬂﬁﬁ@ﬁ%ﬁﬁﬁfbi@“ HEARD MAC 7 R L AWGRE LT

MAC 7 7R Y X MIEY Lieholo35801E, KEROBEEICNE > TRAFERNROIKR L 720 £7,
4, EIELBRVMAC 7 7R R M %3 ﬁu‘_ M HEEL EHA, MAC 727 R Y X kDA T
IR ENET,

[BEEa~< Y K]
mac-authentication system-auth-control

mac access-list extended
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mac-authentication authentication

mac-authentication authentication

492

A— FRRREF NORBFESF Y 2 M EHELE T,
[AARK]
THMORE « AR

mac-authentication authentication <List name>

H OBk

no mac-authentication authentication

[ABE—F]

(config-if)
(NS A—4]
<List name>

aaa authentication mac-authentication =~ K Ci&/E L=k Y A &2 eE L £,

1. A/RT A — 2 BWEREOFIHA
AT EHA,

2. 0D % T i
32 CFUNOLFHITHE L T 2 &0, BEABERCFIZONWTIE I A—2 |ZEETE 5
] © MEEOXTH 2B LT EEN, (L, 7Ty b~—7 (@ %#B&<)
FEHASCFIR T2 HER L E T,

(2= FEEEFROEE]

BT 7 /v b EFEH L TMAC BAEEITWE T,

LEEA~
URRAL R Y A M AT Ui h ORR A RARR L 2T,

i

D]

1]II|I

(R EMED R E2H ]

REMAETER, T ICHEAICKB S ET,

CFESHE]

1. 7XTo MAC BFE# E X, mac-authentication system-auth-control =2~ > R&ZHET D Z & TH%)
27220 £,

2. K:v‘/ ]\‘%ﬁﬁﬁ@bfﬁﬂ k iﬁéwmfc— Ri%, 1251 av74 7L —yaravy FE MACHR

3. web- authentlcatlon user-group I~ ]\ DEEINTWDIHAIE, RKavr FERETEERA,

4. Z[K:l <~ RCHRE L7z#iE )70 A 473 aaa authentication mac-authentication =~ K TR E L
CERAESRY R M E—B LA WAL, EET 74V FOREICHE S TEIELE T,

(BAEa< > K]

aaa authentication mac-authentication

mac-authentication system-auth-control

mac-authentication port



mac-authentication auto-logout

mac-authentication auto-logout

no mac-authentication auto-logout =~ > FC, MAC &FE CRBAES N0k 6 —ERFE 7 L— L &%
BLZroloREEEZ MR Lz & S ICFRGEE B EVRBR T 2R ELX B L E T,

[AHFRH]

TR ORE

no mac-authentication auto-logout

oL

mac-authentication auto-logout delay-time <Seconds>

H o HI

mac-authentication auto-logout

[ABE—F]

(config)

(/85 A—4]

delay-time <Seconds>

WAEZIZ, MAC 7 R L AT —7 M8k L7z MAC RBRE= > kU 254 T,
Ko< FOREHRE (MEEEEEERE) 288 L TOMRNS 7 L —A2ZE LARh- I REEE2 K
H4 5L, MACT RLAT—7 A0 5% MAC ZBE= > b VU ZHIER L CERAEEMERR L £,
FOJ ERET D&, WBEEEARMITT 7 40 ME (3600 7)) TEMEL £,
. RRT R — H B O Y
ARBFET— R TRBFERIC &S L7z MAC RBRE= U 0@ 2 3600 B & LE T,
2. D E R
0, 60 ~ 86400 ()

[2< 2 FERSEF D ENE]

FREZIT, 3600 Bk L C %Y MACRRAE= 2 MU DR G 7 L — L &G Lo o TR & i+
5 &, E@]E’j Cﬁié MAC nunIEI/ rU %f MAC 7 FL AT — 7}1/753%¢1Uf5$1/wwﬁﬁ¢|3? Lij—

[:&

15/\0)5'/ = ]

no mac-authentication auto-logout =~ > Ri&EH%IL, MAC BFE THRGE S VSR 2 — EREM k7 L
@’U( %*ﬁt’j LT%}HMHE%E@J%*@L&’@:/\J

mac-authentication auto-logout delay-time % i E#% 1L, X ERHE CEAfEL E7,

[EXTEMED R BRE2H]

REMAERER, TIGERICKmENET,

CFE$IE]

1. T _To MAC #BFEs% ElE, mac-authentication system-auth-control 2~ K& ETH Z & THRD
[/ S

2. Ka~<y FRENEERRRE R DFFEE— NIE, %251 a7 7L —varavy Fe MAC#
EEE@NLEIE%_ }\J %?%EE L/T< fx_él/\

3. [EE VLAN £— K/ %1} I v 7 VLAN £— FORGEHE A0 K O Ml (5 HAARRIE, FiRoftETa
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mac-authentication auto-logout

e E9,
 MAC #BFE[E & VLAN ®— RFE 72134 1+ 2 v 7 VLAN £— FA%)T, mac-authentication

B

auto-logout H%h

(BAEa< > K]
mac-authentication system-auth-control
mac-authentication port

mac-address-table aging-time
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mac-authentication id-format

mac-authentication id-format

RADIUS % AICy nﬁﬁﬁ%{%ﬂ% H% RADIUS “‘j—“—/i\AwL‘ uJ‘.E%:;kT%) IS%—O) MAC T F I/X}:F/J‘%f H/?E L/i‘é_

[ABRHK]
RO - £
mac-authentication id-format <Type> [capitals]

o HI

no mac-authentication id-format

[ABE—F]

(config)
[185A—=4]
<Type>

RADIUS H— "~FHFEEREFO MAC 7 RV ATERZHE L ET,
1. AT A —Z RS ORI

HIETEEE A,
2. fEORERPH

0~3

0 : XX"XX"XX"XX"XX"XX

1 XXXXXXXXXXXX

2 ! XXXX.XXXX.XXXX

3 I XXIXX'XX'XX'XX'XX

capitals
RADIUS % — S~GEAEERIFO MAC 7 KL 2% 16 EHRUFORXTEMT 55 5ICRELET,
1. ART A —Z KSR OYJE
INCFTERLET,
2. EOE R
capitals

[3< 2 FEEREFDEIE]

Type 0 (xx-xx-xx-xx-xx"Xx), 16 L/ N LT O K T RADIUS — ~FIEER L £,
[EIE~NDFEE]

L

[EX E B D /R BRE2H ]

REMEEY, T ITERICKBRENET,

CEEFEE]

1. ﬁ‘f\f@ MAC F8ZER% ElE, mac-authentication system-auth-control =2~ K& ETH Z & THRD
27220 E7,
2. Ka<y FRENEERRRE R DFFEE— NIE, %251 a7 —varavy Fe MAC#
FAEDRIEE— F) 2L TIEEN,

=l
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mac-authentication id-format

(BEa< Y K]
mac-authentication system-auth-control

aaa authentication mac-authentication
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mac-authentication logging enable

mac-authentication logging enable

MAC o @Ee 7T 1@ % syslog h—S~HJ1 L E 7,

[AHRR]

THHROE
mac-authentication logging enable

E O Bk

no mac-authentication logging enable

[ABE—F]

(config)

[N A—=4]

2L

[a< > FEEREDENE]

syslog h—~Eiffu 72 M LEHE A,
[BEE~NDFE]

L

[EX E B D /R BRE2H ]

BEEEER, TICERACKMmINET,
CEFEEIE]

2L

[BEEa~< > K]

mac-authentication system-auth-control

logging event-kind
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mac-authentication max-timer

mac-authentication max-timer

498

R R 2 BOE L E 9,
[AHRH]

WHORIE - 20

mac-authentication max-timer { <Minutes> | infinity }

RO HIER

no mac-authentication max-timer

[ABE—F]

(config)
(/N5 A—=4]

{ <Minutes> | infinity }

FRREFE AU AR O g KAEERERF R 2 0 B CRE L E 97, IR OFRIEREI%E D, Ka~vr FORE
Refu] 3R L 725802, AEICERAEA MR S E T,
lnfinity ] &HE L7 aiE, RORKBERRMIZER L 720 £,
1. AT X —Z B O HME
B TEFEREA,
2. fEOFEHIPH
10 ~ 1440 (43), 721 infinity

(2= FEEEFROEE]

FRREE FERR L A,

LRIE~NDEE]

2L

[EXEfE D I Bl 224 ]

ROEMARER, +TIGERICKmENET,

CFESHE]

1. ?‘J\T@ MAC F8FER% ElE, mac-authentication system-auth-control =2~ K&ZEET D Z & THR

2720 £9,

2. Ra~y REREDSEMERTREL 72 DF8FEE— NIL, [£ 251 av 747 b—varavr e MACR
DE@HAL thE:E“— ]‘J %#%BE L/T < 7:_ é l/\

3. Hiﬁ&?ﬁﬂ.ﬂ%ﬁfﬁ %%ﬂfﬁﬁi 71;. i@% l/f; /ﬁ l:l , ﬁfum uEEP O)jﬂ'mﬁjk ﬁ)‘jJ & L/ {klilmh uﬁﬂﬁﬁ)
REMBEIRY 7,

4. MAC FRFECORERRNIY, HEEORLZEH L CWERA, TD0H, EH 2~ K set clock THFE

o PN ERSE -3 T i) C%ﬁ%liﬂjiﬁ/\/o

(BEEa<7 Y K]

mac-authentication system-auth-control



mac-authentication password

mac-authentication password

RADIUS 3EIFF A% # I, RADIUS H— NA~GRALFER T AEON2 T — FERELET,

[ABRHK]
RO - £
mac-authentication password <Password>

fEE O Bk

no mac-authentication password

[ABE—F]

(config)
[185A—=4]

<Password>
RADIUS % — NA~GRAEERIFDILE DAY — REHELET,
1. AT X —Z B O Y HME
AR TEEE A,
2. fEOR EHiH
1~ 32 XFUNTHEELET, HETRERLTIIOWVWTE [T A= IZHETE 5H] =2
LTL7EENY,

[2< > FAEBREFDENE]
mac-authentication id-format =~ > RZRE L TWHHEAIE, TDOa~vr N CTHRE LB ORISR
WROMAC T RUAWRNRAT—RERD E9,

mac-authentication id-format =~ FZRE L TWARWEAIE, xxxx-xx-xx-xx-xx] (A~ Fl3/hx
) JBRORFERBIHRD MAC 7 RL AR SR T — R & £9,

BE~DFE
L
[ER7E B D = B 5244 ]

FEEIE]
1. T XTCTo MAC FBEERE X, mac-authentication system-auth-control =~ R&F&ET 5 Z & THLD
2720 9,

2. A~y FREVBIETREL R HRGETE— RiE, [£251 a7/ b—varavy FE MACR
AEDFBIEE— K1 2B LT Zavy,
3. Aa=y FCRIELIZ/NAT — FiE, 9To MAC 387k RADIUS 38GEx 4R T & 72 ) 97,
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mac-authentication password

500

(BAEa< > K]
mac-authentication system-auth-control
mac-authentication id-format

aaa authentication mac-authentication



mac-authentication port

mac-authentication port

A— MIRIEE— FERELET,
[AN#K]

THW DR E
mac-authentication port

TR O HIER

no mac-authentication port

[ABE—F]

(config-if)

[185A—=4]

2l

[a< > FERERFDEE]

él T_}\TMACQALH j:%b’f/lzl/i{i‘/\/o

[BIE~NDEE]

Ko< RCRIERRF — NOHIREZITo 76, Ui — N CORRMNERINET,
[EXTENE D R R 221 ]

BREMATS, TICERICKBENET,

CFE$IE]

1. TXTo MAC BFEREIX, mac-authentication system-auth-control =~ K& ET 5 2 & TH%)

2720 £9,
2. Ko< FRENIERREL R DT — R, %251 arv 747 L —yaravwr FE MACR
EA[EO)NLA nIE:E'“— }‘J %‘f#%ﬂg LT < fx_él/\

=l

[(BEa~ K]

mac-authentication system-auth-control
authentication ip access-group

authentication arp-relay
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mac-authentication radius-server dead-interval

mac-authentication radius-server dead-interval

502

MAC BFEEHH RADIUS H— 377 A < U MAC fRFEEEH RADIUS — "~HEMEIR T2 £ TOBH
A ERELET,

v b= EAT O RADIUS #RGEERSE) ARt 4 Y MAC# uﬁﬁﬁﬁ RADIUS #—/3~

BB LUEA, £V — A MEAARRE TR A ~2AX— L, Aavr Rk DR ERBRGE
%(%ﬁ&%?ﬁ?%)_,774?)MACM£$%RAmUS%~AA@ELi¢
[AARR]

HHMORE « 2258
mac-authentication radius-server dead-interval <Minutes>

5o Bk

no mac-authentication radius-server dead-interval

[ABE—F]

(config)
[T A—=4]
<Minutes>
%) MAC S8FEEH RADIUS —300 5, 75 A <~ U MAC F8FEE A RADIUS ¥ — 3~ H#i)
BHTL2ETOERLIA~ERELET,
1. ART A — 2B OXTHE
BIETEFEE A,
2. [EOFE
0~ 1440 (%)
0 #E L72%A1E, RADIUS SBAEERZ 4777 4+ U MAC #FEE A RADIUS $r— 305
BLET,

(2~ FEEROEE]

B v bR 2 ) MAC FBREHR T RADIUS $— ~EB LT 10 0, 774~ U MAC ik
# ] RADIUS H— NCHBEIH L 7,

BE~DEE

L

ERTEED IR B2 ]

BEMET,, T <ICERICKBENET,

[ |

—

T &) MAC #FEREH RADIUS h— &2 L b Y— & U CGEAPICER S A v HEZET LT

B, TORECTORBIREEZ HIE USRE MM L E T,
2. A A ~EBAX— FEIIARa~ L RREZHIBRLIZGEA, WAL ~DOh 7 NIy bEFITHE
WL, 7N MELI04E LTEMEL £,

CEEFEIR]

1. 9 _XTo» MAC §8iEE% €L, mac-authentication system-auth-control =2~ K&ZEETHZ & THR
(oA /=



mac-authentication radius-server dead-interval

L R RREVEEREE R LFIEE— I, %251 a7 47 b—varavy RE MACR
EMDME%# N #ZRL TSN,

B L ED MAC F85EEH RADIUS — % 3%E L CWeh, BRA A ~vE A X — MRt
MAC #FEE A RADIUS r— B Ly b —"BRER LIZEATYH, B A~V &y METIC
ke L E 7,

B A RIIN ST ARE = N TR LRI T T2ETY By FLERAN, TrROZRE ISt

ELTHlTETICV Yy FLET,

e K=< FT mac-authentication dead-interval 0 ZE L7z & X

o WL v Y=L L TGEHT O MAC #EEFH RADIUS $-— 3\E#i A, mac-authentication
radius-server host =~ > N CHIR L7 & &

» #EH 2= K clear radius-server ZFE4T L7z & &

. uunEX{r%jﬁJﬁj{@ubuE/w&/X%mqj I ?ﬁy/])’*?z}){lj‘lﬁT [_/71" Tl(l'_) 9%%3'43@%&/*/7/275)
TT25ETTTA~Y MAC RAEHEH RADIUS — " ~DOEIRIITRONEEA,

(BEEa~v > K]

aaa authentication mac-authentication

mac-authentication port

mac-authentication system-auth-control

mac-authentication radius-server host
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mac-authentication radius-server host

mac-authentication radius-server host

MAC FEIZfE AT 5 RADIUS - — SO EEITWVET,

[ANRH]

WHORIE - 20

mac-authentication radius-server host {<ipv4 address> | <ipv6 address>} [auth-port <port>]

[acct-port <port>] [timeout <seconds>] [retransmit <retries>] [key <string>]

RO HIR

no mac-authentication radius-server host {<ipv4 address> | <ipv6 address>}

[AAE—F]

(config)
(85 A—=4]
{<ipv4 address> | <ipv6 address>}

<ipv4 address>
RADIUS — D IPv4 7 RL A% Ky FIETHEL £ 7,

<ipv6 address>
RADIUS H— D IPv6 7 RL A% an VFETHE L E 7,
1. AT A — 2 BRI ORI HIE
HETEEE A,
2. fHOF EHPH
<ipv4 address> : IPv4 = =F ¥ X 7 KL X

1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255

<ipv6 address> : IPv6 /' o — )L =F ¥ A hT KL A

12 ~ feTLAfTEFE- AL AP AP FA, fecO:: ~ feff:ffff:ffff fEff fEf: FEFECFFEEFF

auth-port <port>
RADIUS H—_OHR— b EFERELE9,
1. AT R —ZH MR OHIHE
A— hEF 1812 #EH L £
2. fEOFRE L
1~ 65535

acct-port <port>
RADIUS ¥ — DT B0 T 4 v THR— NEEEBELET,
1. AT 2 —Z B O HE
A= EF 1813 AL £,
2. AH X E i P
1~ 65535

timeout <seconds>
RADIUS =B DIRE X A L7 0 M (D) Z#HEL £,
1. AT 2 — BN D FI i

radius-server timeout =~ N CEHE SN TWARFMNFEH SN ET,

HIIEIL 5 FpCTT,
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mac-authentication radius-server host

2. D EHPH
1~30 (B)

retransmit <retries>
RADIUS #— Nkt U CERREER 2 EE T 2R E B E L ET,
1. AT X —Z WO Y HME
radius-server retransmit 2~ R CHEINTWDHEIEBFHINET, HEIN T RWEE
DOYIEIE 3 [\ TT,
2. DR EHiPH
0~ 15 ([a)

key <string>

RADIUS #—/3[H] & OiE(E O b,/ FEREZ#EH T 5 RADIUS 4 f5& L3, RADIUS #1372 7

A7 > b kL RADIUS — N EClH—O#EZRET HHLENH D T,

1. AT A —Z BRI O E
radius-server key 2~ R CHEIN TS RADIUS BN HENE T, HEINTWVRNE
&, M7% RADIUS $r— N3 sic 72 v 97,

2. fEOFE R
64 CFLINTHEE L TL 7230, FEEFTREAR SLFIZOWTIX IR A —F IZHETE AH] @
MEEOLFH]] ZZRLTIES0,

[O<7 > FEREFDEIE]
radius-server host =~ K C¥4%% L7= RADIUS Y — _ORENMEF SN £,

radius-server host 2~ F23EFEK I TWRWEEETE, RADIUS H— &M L72W\C, W MAC #2
FEDB & L CGREER TV E T,

LREA~NDEE]
L

[E% 7 B D = BR 524 ]
REMERR, ¥ ICEMCRBRShET,

[CFEEIE]
1. TXTo MAC FBFE# ElX, mac-authentication system-auth-control =~ R&ZHET D Z & TH%)
2720 £9,
2. RKawr Kg mh%ﬁﬂ%k&émﬁ%~wifﬁmﬂ,3/747V~V5/ﬂ?/}kMth
AEDFRREE — %;%BELVC<7LC31/‘

3. Ka<o K 733 Hﬂféﬂf‘/‘éi}%/ﬁ, MAC FBFE T35 RADIUS — O EFHR I
radius-server host 2~ R CREINTWDER LY LELINET, (radlus-server host 2~ K
REITEA SN ERA), LA RADIUS H— 3#, MAC §8FEE A RADIUS Y — \FE#HOFREIZD
WCIE, Tavr7 47 b—var A RVol2) 2L T EI,

4. FREARE’R MAC RFEH A RADIUS H— U3 @& BAL Tk 4 T,

5. IPva 7 RL AL LTI27.5** #RETEEEA,

6. key /XT A —HFNEME SN TV, radius-server key 2~ RHERE SN TWARWEAIE, Uik
RADIUS H— N3z £,

7. #%0 MAC BFER A RADIUS — %2 %€ L7254, EH =2~ | show radius-server T AJIiZ
REINDT RLANRT T A~V MAC §8iEHH RADIUS H— & 720 F£9, RAIOT L~ T\‘H'w/\
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mac-authentication radius-server host

506

(GEA o RADIUS #FEERIE) (11X 774 ~ U MAC G RADIUS — "3 S E 7,
77 A4~V MAC 835 H RADIUS H— NICEENRE LSS, DLy M —NERICER
MAC EFEHH RADIUS #—/3 (%4 Y RADIUS %—\) ~EBLET, 771 < MAC &
H A RADIUS Y —3~® H B IH 22V Tit mac-authentication radius-server dead-interval =< >~
REZHRL T ZEN,

. WL RADIUS #—3, flioOFIEEH M RADIUS #—/3, £7213 RADIUS #— L —7DRET, IP

7 R AD—ET 2% RADIUS = A"DBBLUCEEK SN TV D HEIE, E6TRTONRTI A —2 2 HE)
FICHT LS AN LTca~y FARICE S 97,

(BEa< > K]
aaa authentication mac-authentication
mac-authentication port

mac-authentication system-auth-control



mac-authentication roaming

mac-authentication roaming

HUB 72 &R H LT LTiRGEl Ak d, Vo7 X LanCh— MEEI L7285 BT
(m—=3v7) #FELET,
[ABRK]

THHMOBRIE « BH

mac-authentication roaming [action trap]

RO HIER

no mac-authentication roaming

[AAE—F]

(config)
[N A—=42]
[action trap]
n—3I 7L DR — BB EREERZS, 774 X— | Trap 2317 LE 7,
1. AT A —Z BRI O HE
B—I VIR — MBI ERH LT, 774 ~X—k Trap 28T LEH A,
2. D EHPH
action trap
a7 FERBEOEIE]
FRREE IR DR — MBI OBE LT LER A,
[BE~DHE]
2L
[E%7E B I BR 224 ]
REMEER, T ICEMICKISLET,
CFEEIE]

1. TXTo MAC 8FE ElX, mac-authentication system-auth-control =~ R&ZHET 5 Z & TH%)
2720 E5,

2. Ra<wy FREDBERMGEL 2 5385 E— FIE, [£25-1 2747 —varavr Fe MACR
FEDFRREE— ) 2R LT EE N,

3. @@%75‘35’\‘4’ 7w 7 VLAN &— FOLAR— T, BEETE [F— VLAN A0 & 7217 BE1% b il(E

b \\T

4. 7 7/|’f\“— k Trap % RT3 5841, snmp-server host =~ KT Trap DEEHXRIP 7 LA L

"mac-authentication”" %% & L T LERHV £7,

[BEEa~< > K]
mac-authentication system-auth-control
mac-authentication port

snmp-server host
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mac-authentication static-vlan roaming

mac-authentication static-vlan roaming

508

HUB 72 £ &% L CTHaRE L IBREF iR 2, Uo7 X0 LRWTHR— NEE) L7248 OIB{EFF Al
(D’_“i ‘/7) %%&ﬁbiﬁ_o

[ABRH]

THMORE « BH

mac-authentication static-vlan roaming [action trap]

o Bk

no mac-authentication static-vlan roaming

[AAE—F]

(config)
(NS A—=4]
[action trap]
n—3I L BAR— BB EREENZS, 774 X— | Trap 2317 LE 7,
1. AT X —Z B O HME
B—I VIR — MBI ERE L TYH, 774 X— |k Trap 8T LEH A,
2. fHDFR E HiH
action trap

[O<7 > FERREFDENE]

R AR DR — MEERFOBEZFTF T L EE A,

ERE~OHE

2L

[EXEE D I Bl 224 ]

WEMEERS, T ICERIIKBEIET,

CErExE]

1. 9_XTo MAC §8FE3% ElE, mac-authentication system-auth-control 2~ K&ZHETHZ & THR
27220 £,

2. Ra~y RRENBERREE L HFEE— FIE, [#£25-1 a7 7L —varavr e MACR
REDFEREE— F] Z2ZRL T 7EE W,

3. BEVEAEE VLAN £ — FARA— T, BEIATL [F— VLAN WO & &720F, BBk blfEme T
7

4. 7T 4 _— |k Trap 81T T %A1, snmp-server host =~ > KT Trap DEFELIP 7 KLx L
"mac-authentication" Z#%/E L TH LERH VD £,

(BEEav > K]

mac-authentication system-auth-control

mac-authentication port

snmp-server host



mac-authentication system-auth-control

mac-authentication system-auth-control

MAC #FEE2 AN LE T,
7%, no mac-authentication system-auth-control % 3217 L 7235418, MAC i8iEZ2{51E L E 9,
[AARK]

TEH O E
mac-authentication system-auth-control

(GE2LEZS

no mac-authentication system-auth-control

[AAE—F]

(config)

[N A—=4]

el

[a< > FERRFFDEE]
MAC FREEZ TV EH A,
BIE~NDEE

no mac-authentication system-auth-control % 317 L7254, FRALEAMmEDOTEIEN RSN E T,

(3% B D = BR 524 ]
REMEER, T CIGERIC KBS ET,
[EEHER]

1. Ravy REREVLBIEMIRE 2 25T — FiX, [£25-1 27471 —varavr e MACR
AEDFEFEE— ] 2B LTI 7Z3 0,

2. no mac-authentication system-auth-control %34T L7-3#5T%, WE MAC RFFE DB (25 6k J 72 i
KERIIZTOEERESINET,

(BEEa~v Y K]

L
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mac-authentication timeout quiet-period

mac-authentication timeout quiet-period

510

WAERIEIEZ, F—imR (MAC 7 FLA) ORIELEH LAWK GRIEEBMTZ 1 ~) 2RELE
ﬁ—o ZIKE%‘:FEEW j:, uqu%ﬁ%??[/\iﬁ/u

[ANRH]

HHMORE « 2258
mac-authentication timeout quiet-period <Seconds>

E RO Bk

no mac-authentication timeout quiet-period

[AAE—F]

(config)
(/NS A—4]
<Seconds>
PORER PR T # A ~ E R EA THE LE T, eEREHCT ISR 2 BB L= WiEa1E, 0%
RELTLEZEN,
1. RXT X —ZBWEREOHHE
BRETE EH A,

2. HDREEH
0, 60 ~ 86400 ()

[3~7 2 FERRERFDEIE]

MAC FERERIRE, 300 FPMIZIE — R OREIELE 21TV ¥ A,
[BIE~DEE]

7L

[ER%FE fE 0D JR B 22 ]

1. WEEZRE Lz & &

2. BIEBETORAEFBEM T2 A ~NF A LT UL, A ~fER0ICRoT- L&

3. M =~ K clear mac-authentication auth-state % Efifi L, FEFEHNLE 72 135585 AL T OFRIERER %
FhE L7z b &

EEEIE]
1. T _XTo» MAC R E X, mac-authentication system-auth-control =~ R&Z&ZET D Z & THE)
2720 E9,

2. Ko< FRENTMERTRE & 2R AFRGEE— FiL, %251 av 7471 —vgravr Keé MAC#R
DJ‘-E@HAL‘HJ‘.E;E’_“]\J %%BEL“C<7’:_§1/\

(B&Ea< > K]

mac-authentication system-auth-control



mac-authentication timeout reauth-period

mac-authentication timeout reauth-period

BALFRIN R, RO HRIEAT ) M ERE LT
[AN#K]

THWORE - BE
mac-authentication timeout reauth-period <Seconds>

THHOHIER
no mac-authentication timeout reauth-period
[AAE—F]
(config)
[N A—=4]
<Seconds>
SR DFFRAEZ T O AW Z MM THRELE T, 0 2RE LICGAITHRGEEZIT o3 I8k L) £
R
1. RRT A —Z R MR DY
A TEEREA,
2. fEDOFRERP
0, 600 ~ 86400 ()
[3< 2 FEERREFDEIE]

SR O FFRREE AT O A HIE 3600 F T,

[ER7E B D f=x B 5244 ]
o BIEEMEF OMEROBERIEEAT ) AN 2 A4 L7 7 b L, 54’ ~fENR 0ot b &
e jEH =2~ K clear mac-authentication auth-state 317 L, FRGEHEANL F 72 1335 1E AL C O FEGEARER &

Ehifi L7z & &

o PRRER AIHAAMFLE L 72\ HREB O GRAE RN CRRAEM R OFEFEN Y LTz & &

EEEIE]

1. +_To» MAC IR E X, mac-authentication system-auth-control =~ R&&ET 2 Z & THZ)
2720 E7,

2. Ko~ FERENENMERIBE L R AFEEE— NIE, £ 25-1 arv 747 b—vgravr e MACRR
AEDFRGEE— R 28 LT &0,

[B&Ea< > K]

mac-authentication system-auth-control
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mac-authentication vlan-check

mac-authentication vlan-check

512

FOREALEE T MAC 7 RL A2 A 5%, VLANID bRE 21TV ET,

RADIUS #FE S RDEA1E, RADIUS — _~FRFEEERF O —F 1D & LT, MAC 7 R L AFH| &
AKa<r RTRE LTS (AWML "%VLAN"), BLXOVLANID 2#& Lzt oA L £,

0 — A VEREF R OGAT, AE MAC 583 DB ~HARHZ MAC 7 K L2355 & VLAN ID TH A %
TWET, (WE MAC 383k DB (2 VLAN ID {F# 23 72 WS, MAC 7 R L ASCFF721F THRE 2170
£7%)

[ABRH]
THEWMORE - BE
mac-authentication vlan-check [ key <String> |

(GE2LEZS

no mac-authentication vlan-check

[ABE—F]

(config)
(INTA—=42]

key <String>
AT A—4 1%, RADIUS 8RERFRUCTZT @A L E T
RADIUS #— " ~FEREERFEZ, =— ID 29 5 XFFE%E L ET,
T — A NVGRRET ROYGEIEL, AT A —ZXBEH T,
1. ART A— 5’éﬁ%ﬂ§®%ﬂﬂﬁ1
SCFA "% VLAN" 25 E LE T,

2. DR EHiFH
1~ 64 CFLNTHELET, HHERARIFICONTIE [(RTA—Z|THETX 5H] 238
LTL7Z&EW,
(a7 Y FEREBDOENE]

MAC BiED R ERIZ, VLANID 2L £t A,

[(BIE~DFEE

L

EMAEE, T IGEAIC KBS ET,
DEEEHE]

1. TXTo» MAC 8FE# ElX, mac-authentication system-auth-control =2~ R&ZHET S Z & THZ)
270 EY,
2. Z!K:m?/ RERENBERTRE & 72 HFBFETE— NI, [#£ 251 v 747 L —varavr KE MACHR
REDFEREE— F] Z2ZRL T 7EE W,



mac-authentication vlan-check

[BEEa<> K]

mac-authentication system-auth-control

mac-authentication port

aaa authentication mac-authentication
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TyI)9JxAI)ILA—/\—

uplink-failover

uplink-failover port-control

uplink-failover-group
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uplink-failover

uplink-failover

516

SR E G AR~ (R—h 01 ~0/4) 27 27V 72 )VA——IEEEOEARMNRICHE L £
T, ABERENY, BTSN FR— MR IEFEBEUSNDIREIZ - 25E1C, &Y — kA — M HESE
F3, F— MENHEBSRER ERLT v 7Y v T A N F— R T — IR E STV B Y —
A= 2O EHEITET,

72, Voo T 7V = arDF v RNTN—T%T TN DT =2 A )V ——ERE DB BRI
ETHZELARETT, TOBRE, F¥ 3T —FRNEFEELIORIEICZR D & — PR — &
PZESHET,

AIEELEFFIB LD, TV 7oA VA —N—FEREIC L — iR — FBHZE L TV 554,
AKa<wy RRBRESNTZR— FBTRCTEFRE (Vo7 77V F—va v OFaE, Fyrvs/i—>7
WIEFENME) IZ72 o7z & Y — BN — N OPAZEERMERR L £ 3, A — NEAHIERSEER ERET v 7
Vo0 72 AN —=NR=T =T ICRESNTWB T — iR —  OFEAMR L £,

[ABRRK]
TEMORE
uplink-failover [uplink-failover-group <group number> ]

RO HIBR

no uplink-failover

[AKE—F]
(config-if)

[T A—=4]
uplink-failover-group <group number>
SN EEE SR — N ETXTF ¥ XN I N =TT v SN I T 2 A NF =N TN — T EIRIE
LET,
1. AT X —Z B O HHE
WERRIBEBENRAET D 2T — PR — a2 v S8 Ed, RN— NEAHE R ey
X, Ty VD7 oA VA —HERER NI 7,
2. D% E &P
1~14

[O<7 Y FERREDENE]
Ty TV T oA NN — RO G R — M2 0 £/ A,
LEEANDEE]

A— NHENCHIERSREN 20D, Vo I X U REEOR— FEIET v 27— TR RE %
LA, &V — A — N E2HEL, BEMEELET,

!
i
i
&y

[ERE fIE D f Bk 5244 ]
REMEER, +<ICERICRKBShET,
DEEEHE]

1. REBICT TV I T2 AN A== 2= IV ) —DORIREFTE £ A,



uplink-failover

1l

Voo 77— ar DF ¥ AN T N—TICRESNTWEIR— MERET LT LIXTEERTA, #%
UAR—PDOBETLZHR—FF X RLERELTIZIN,

. uplink-failover =~ FARRE SN /- AMNBEEE AR — N E7213F v XV 7 /L—71Z shutdown % &%
BT DL, AMPEEEGH AR N E213F v RV ZL— 7 disable IRFEIZ /2 B 72, T OIRRE & fRlR
T 5 FE T — iR — MIFELET,

P NEE AR — MR RERELARNVTLSEE N, Kavy REFRE L — iR — bRy
Uy LIgE, Y ERA— ORI RREZHIRT 2E T, & —BHRR— R8T v Lk
<72V EF,

. ABEREDEARMRIZ LN EE G AR — FE721E, Ty RV INA—T1CH LT, A —LDRAER
WHFFIC inactive IRFEIZT A A b—Lbay ha— VOREEITo 26, EHFICA F—LA034T
B LV — SRR — MIAZE L £,

. R — N AR RE RS, SNBSS R - NCT v Y VI T 2 A N R TN—TH
REL TS, A— bEACHEBERITIIE L £ A, RA— NBEACHIEERR ISR, S E AR —
MET v TV I T 2 A VA= =T V=T RS EBE LICGEE, SMPIEERGN AN — MMIRED 5
BB, ToF V7T oA NF— =0 —FICBRRL, & — iR — F2HELET,
(FXFINVITN—FIT v TV I T oA NF—N— T — T B mBE LA L RETT,)

[B&Ea< > K]

uplink-failover port-control

uplink-failover-group
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uplink-failover port-control

uplink-failover port-control

518

AR— N EALHI R 2 BOE L E T
[ABTRA]

OB E
uplink-failover port-control

H OBk

no uplink-failover port-control

[AAE—F]
(config)

[T A—=%4]
2L

(2= Y FEEEFROEE]

NERIEEEG AR — N EIXTF v RV ITN—TT v TV 7 T2 A NV —N—=RNRESIN TN IHE,
WHR— MIEENREET D & — R — FBHEL £,

[BIE~NDFE]

BEELEFONAREESEGHR— N ERETF YRV TN—T, Ty TV I T oA NG — =T —TF
FENRESNTWDEHE, YIS N—TICFRT 5 — A — NI TR THEL T,

[ERFEE D R BRE2H ]
REMETR, FICERICKBRSLET,
DEEFEE]

1. RIEEICT v SV 7 T2 A== 2= 7Y ) —DREIFREITTE £ A,

2. TV I T a2 ANFA—N—Z L DY — R — MASEIREE T, A— MR A AR Lz
L&, BEEIRREOAEESEGTAR— N EREF Y XTI —TF, Ty TV 7T oA A —
N= TN —TEENRBEDHEIL, B — PR — BT v 7 LET,

3. A— MHEACHEERE A EhC Lz & &, @EERREBOSNBEEREGAR — N ERE Ty 1 —7
T w7V 72 ANV —N—REFHDOEEL, &Y — EiR— 3R 7,

(B&Ea~v > K]
uplink-failover

uplink-failover-group



uplink-failover-group

uplink-failover-group

Y= NPEEAR— T v TV I T 2 A NF— =T A—T IR S E T,
[AHRH]
OB E

uplink-failover-group <group number>

T O HIR
no uplink-failover-group
[AAE—F]
(config-if)
[/ A—%4]
<group number>
P R — AR SEDT v T VI T e A NS S TR A R L E T
1. ART A —Z KSR ORI
AR TEEE A,
2. B O E i B
1~4

[O<7 > FEREEDEIE]
TV T2 ANT—=NR—=TN—T L0 E¥A,

LEEA~NDFE]

A— N EALHIEBEE A IR D, BERFTRRREBOINTEESGH A — M ERITF v XAV T NV—T IR E
SNTWABT v TV I T2 ANF—N—= T N—T RGP —REEGRR— DT v SV I T N F—
NI N—TFEN—FLTGE, Y% N—T O — A — haHELET,

[ER7E B D = Bl 5244 ]

REMEFH, TICERICKBENE T,

EEEIE]

1. REBICT v TV 7oA NVE == 2= 7Y ) —ORIGREILZTE A,

2. MBS HR— hRTF ¥ FN T A — TR a~vy REZBELARVWTL SN, SBOR— B3y
VEBE, ToT YT T oA NF—R— T — TR S BT AN E RS AR — h T vy xS
N—TBRET L LET,

3. 1 oDV —NERRR—MHFLTT v 7V 7 T2 A NVF == N —TOFEIL 1 >ETTY, H
DT TV T T2 ANE—N—=TN—TIIFRSEDL LT TEERA, ITNV—TEBEEREFHD
TR — MR~y RERE LGS, REBEICEA LR EN KBS ET,

[(BEEa~v > K]
uplink-failover

uplink-failover port-control
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EF10# Ry b7 —J0OEERHEICKDSEHEEHEE

Ab—LarbrAO—JL

storm-control
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storm-control

storm-control

FEI#ROA h—ba v ba— R R E L E T, AR, REEBRZETI 7T vT 4 v IR 7 L—
LADOBMEZREL, 70— FF¥Y A MR M—LRERBELEEEICBBEL2BA 7T v T 4 v IR 7
LV— L EREETAHZLT, Xy NV BIOAREBOANRE FIFHZ ENTEET,

Ab—Lz LIz ST OBEZEETE £,

e ZET L —LHDOA M—LHEME (EREM), R b—AREMERME, wERRE (TRREE)
o MR — FDOHE, FHIIZET L—LAOMERIR

o it il R A B B ARLIRR

o SNMP Trap OFITREH 2 7 D)

[ANRH]

THWMORE - BE
storm-control broadcast level pps <Packet/s 1> [ <Packet/s 2> ]
storm-control multicast level pps <Packet/s 1> [ <Packet/s 2> |
storm-control unicast level pps <Packet/s 1> [ <Packet/s 2> |
storm-control action { inactivate | filter }
storm-control action trap
storm-control action log
storm-control filter-broadcast <Packet/s>
storm-control filter-multicast <Packet/s>
storm-control filter-unicast <Packet/s>

storm-control filter-recovery-time <Seconds>

THH DI
no storm-control broadcast
no storm-control multicast
no storm-control unicast
no storm-control action { inactivate | filter }
no storm-control action trap
no storm-control action log
no storm-control filter-broadcast
no storm-control filter-multicast
no storm-control filter-unicast

no storm-control filter-recovery-time

[AAE—F]
(config-if)
(NS A—4]
broadcast

Tu— ¥y A RNTL—AEA =Ly ha—LOHRIZLET,
1. AR/XT A — 5 BRERE O AT E
A h—bhar bu—iEREEHRTE LEE A,

multicast
N FFY AN T L —LEBA—Lay ha—LOFRIZLET,
1. AT X —Z B O HHE
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storm-control

A h—bar ba—/iEREE R E LEE A,

unicast
AZF Y RN T T T 4T T L—L A —bay b r—LORRICLET,
1. AT X —Z B R O Y HUE
AR —bav hue—/VEEREERE L EEA,

level pps <Packet/s 1> [ <Packet/s 2> ]
<Packet/s 1>: A h—Ah 2 hr—L&THZET L — 2D A b— A RHEIE (ERBEM) %5%E
LET, Ar—LRHEBEEEZER 27 L—MIFERLET, 0 aRELLEGEIL, dRLTH7L—
LT _RCHERELET,
<Packet/s 2> : A h—ADFEA L7ctk, A b—2a0EIE L7 & HETT 2 (X h—AEIERME) &%
ELET, AT 5L, A M—LAEERMEIEA S — S5 HBEE TEIfEL £7,
1. ARoRT A —H AR ORI
B TEEHA,
2. fEOFRE L
RDOFITRLET,

%z 27-1 BREDOREHE & ZAHE

EREEIF (BAfI : pps) %AE (BAL: pps)
0 ~ 1,500,000 10
1,500,000 ~ 10,000,000 100

action { inactivate | filter }

A M —LDFAEERH LTz L T OMEEZHRELET,

inactivate
®G AR — b % inactive SREEIZ L £, AR — FBRF v XA T A—FIZFTE L TWAHEHEAIT,
F ¥ XNV T N—TIZFHB L TWDH AR — b % inactive IREEIZ L E ¥, AT A—FERFEL, R
M= DREZBH L CHR— b % inactive IREEIZT % & &1, action log DFXE IR < 43
A=V EWMIITHDOT, action log DFEEIIAETT, SNMP trap DF{T1E action trap O
HEIHENET,
filter
RBER— I POZETL 7L — L2 REGRIRLET, IRR—FRF ¥ R2L T —TIZFE LT
WAEAETH, RRA— MFEHIRLET,
1. BT A —Z2HMKOHHE
A M= LOFEERIE LGS, A M—2RHBEZ @727 L= AOREELT 21T, R—=FrD
REBITETE L EE A,
2. DO E i
inactivate ¥ 72 (3 filter

action trap
A M= AOFA, KSR L2358, SNMP trap #3817 L £,
1. AT A — & B W O RHE
A b —AOFEE RN LT2%E, SNMP trap (3317 L EH A,

action log
A M —LOFA, EEEERE LI2EE, EAr A LET,
1. AT A — 2 BRI O RIHE
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storm-control

524

A b —=LDOFRLEEHRE LIRS, Elr 72 LEE A,

filter-broadcast <Packet/s>
To— KXy A N7 L—LEZHEHIRT S E I, FHTHITo— RExv A b7 L— 2 HOFREHIR
B (TRREME) ZELET, MEFRMEZEZ -7 L —AMFEFELET, 0 2XELLAE, %
RLITDTVL—LETRCHEELET,
1. AT X —Z B O HE
WEFIRRE, 72— R¥ ¥ A M7 L —L% T XTHEELET,
2. fHDFR E HiH

& 27-2 RRAMEDREHE & ZAHE

EREEIF (BAfI : pps) ZAHE (BAL: pps)
0 ~ 1,500,000 10
1,500,000 ~ 10,000,000 100

filter-multicast <Packet/s>
TAFFRYART L= ERERIRT D & X, T DY ATF Y AT L— O EHIRRAE
(FHEMEME) 2% ELET, MERIBREALB2-7 L —AFFERLET, 0 2RELIZHAIE, 4e
THLT7L— BT NCOEELET,
1. ART A — 2B O XTI E
TEGIRERE, vV FF¥ XY A N7 L— L& T _XTHEELET,
2. AH DX E i P

& 27-3 RAMEDREEHR & ZIAE

ERESEE (BfL : pps) ZAE (BEL: pps)
0 ~ 1,500,000 10
1,500,000 ~ 10,000,000 100

filter-unicast <Packet/s>
=X Y ARNT T T 4T T L—bERERIRT S L X, BT 2= A NT T T 4T
7 U—LBomaflRE (FREME) Z80ELET, REhRE (FREE) 282727 L— A5
FELET, 0EHRELEEIL, MG LTH7 L —LETXTHEELET,
1. AT A — B ORI
MEGIRRRE, =% ¥ A N7 T v T 4 T b— % T XTHEFELET,
2. (B DFE E i

x® 27-4 FRMEDRTEHRE & A E

SEHE (AL : pps) %A fE (E{ : pps)
0 ~ 1,500,000 10
1,500,000 ~ 10,000,000 100

filter-recovery-time <Seconds>
AP —LZBHE L CTRERIBZIBL, ZET7 L —2EN A b—AREBELL TSR > TH S ER
MR&fiEkRS 5 £ CoORM (RESIRAFRERRR) 28EL £,
1. AT X —ZH SR OYIHME
PIMEX 1 T,



storm-control

2. fEOBEFIH

1~30 (B)

[2< > FAEIREFDENE]

L

BE~DFE

el

[ER7E B 0D f Bl 5244 ]

BREMAER, T ICEHICKBENET,

EEEIHE]

1. Abh—bzar br—UEZE7 L—25THIEIEN, 7L—2RIZITIERLEE A,

2. ZfFET7 L —LMNA h— A#H’J‘Eﬁ1§€fﬁ7\_7ifﬁm, HE 7 L— A b EFREINE T, LERHIE T L — L0
BIEINLWVEIICT DL, BTN SUVMEZHRE LRN T ZEN,

3. storm-control action T Lf:%]ﬁf I, %17 L — L% storm-control broadcast, storm-control
multicast ¥ 7213 storm-control unicast TEHE L7z A b—ARHBELAZBE X 725 EICA b—20/KH &
L, Ar—2BHEHIZZET L— 28R R b — AR HBIEZL TE o7z & EIZR b — L3 EHE Lz & HIE
LET, A P—2HHEHBEZHRE L TV 72WEE T storm-control action THRE L7-BIENFE TSN F
A,

4. storm-control action inactivate %a&ﬁz‘ L, APF—2%KHLTHR— F2Sinactive IRFE & 72 5 72545,
AR— k% active JREEIZT A2 DIITEH =2~ K activate ZEH L E9, /2, A b—2Z2BH LA
L X TR — 7 inactive JRTE & 72@ D, TJL—LEZZELRLRDEDT, A M—LOKENHETE 2
<&Di¢

5. SNMP Trap #9554, snmp-server host =~ > KT Trap DEEHRIP 7 KL R &

"storm-control" Z X E L CE LENRH Y 77,

(BEEa~ > K]

snmp-server host
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IEEE 802.3ah/UDLD

efmoam active

efmoam disable

efmoam udld-detection-count
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efmoam active

efmoam active

528

IEEE 802.3ah/OAM HERE DB SN — F & Active E— NIZREL 7,

[ANRH]

FHROFE « BH
efmoam active [udld]

E o Bk
no efmoam active

[ABDE—FK]

(config-if)

(NS A—4]

udld
W AR — b % IEEE802.3ah/UDLD MREDEM AR — & L, FFMmY v 7 FEEREEEZ AN LE
7,

1. KT A — 2 H WS D RIHE

LA — M TR MY o7 EERHEEZITVEE A,
2. EDFRE R

L

[O7 > FEBREEDEIE]

YA — MIA MY 7 EEREZ{TH72\\ T, Passive T— R CTEIEL £,
BE~DEE

FRREA N L72RE R, BIMEEZRE L285E, Y%A — K% inactive IRFEE L E 7,
[EREED R E2H ]

EEEFER, TICERICKBENET,

CEESIA]

1. B SN =RITOR— R Tudld /N7 A —=Z PRIESNRWEE, ABETO Y v BEBRH 2808
HILENTEEREA,

I

(E&Ea< > K]

L



efmoam disable

efmoam disable

#£(E & L C IEEE 802.3ah/OAM HBEA N T D 0N T H 03 & E L E T,
IEEE 802.3ah/OAM #§RE % ik BT 5855, efmoam disable 2~ REZHEL £ T,
IEEE 802.3ah/OAM 482 %# FFOE 2023 5554, no efmoam disable =~ REZHELET,

Passive E— R TlX, Active E— K725 0 OAMPDU D55 2 I EE T v 2 2 BE L E 7,

[AHFR]

T DR E
efmoam disable

H o Bk

no efmoam disable

[AAE—F]

(config)

[INTA—4]

L

[O<7 > FEREEDEIE]

IEEE 802.3ah/OAM HREMENE L £7,
BIE~NDEE]

L

[EXTEMED R BR 21 ]

REMAER, T ICEMCKBIIET,
[EEFEIA]

7L

[BEEa~v 2 K]

L
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efmoam udld-detection-count

efmoam udld-detection-count

IEEE802.3ah/UDLD #8e DB N~ F Toh D OAMPDU DILE X A AT U M RFAE LG4

LT DM ERELET,
[AHRR]
HHMORE « 2258
efmoam udld-detection-count <Count>

RO HIFR

no efmoam udld-detection-count

[AAE—F]

(config)
(NS A—4]

<Count>
OAMPDU DISEH A AT U MV IBRINDHHAIZ,
BT LRI 3% — R % inactive IREEE L E T,
1. ART A — 2B OXTHE
BIETEFEE A,
2. AH O FX E i P
3~ 300 (a))

(a7 2 FERREOBE]
A S A LT Y USRS 80 FICBE ShET,

[BIE~DEE]
2L
[EREE D Iz B 2244 ]

BEMAE R, < ICERICKMESLET,
CEESHE]

L EL /SR ERET D &, A 7 EEEZBRRET 28200360 £,

(E&Ea< > K]

L
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L2 JL— T840

loop-detection

loop-detection auto-restore-time

loop-detection enable

loop-detection hold-time

loop-detection interval-time

loop-detection threshold
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loop-detection

loop-detection

L2 V—T DR — MER AR ELET,

[ANRH]

THWMORE - BE
loop-detection { send-inact-port | send-port | uplink-port | exception-port }

H o Bk

no loop-detection

[ABE—F]

(config-if)
[N A—=4]
{ send-inact-port | send-port | uplink-port | exception-port }

send-inact-port
BEEEHERN— MIRELET, L2V —7 a7 L—Laz a3 L, AEENG O L2 V—7
M7V —LE%ETHE, vl LA— FNEMHIELET,
send-port
BEEER—MIEELET, L2 V—FRIA7 L—L %% E L, HEBENLO L2 L—7FHRin~
L—A%&ZETHE, vk LET,
uplink-port
Ty TV R—=MIRELET, L2 V=77 L— A3 E LEEA, BEBENLO L2
N—TF7 L—Lb5kZETH L, 7b—sFELTrI7EHALET, 7L —LEELOR—
MBI AIEFEAZER — FOGAEE, FETXR— MEAELET,
exception-port
L2 V— 7R IR — MCRE L E T, L2 V—7 M7 L—2%%E L THMbEfEZITW
FH¥ A,
1. ART A — 2B OFTHE
BIETEEE A,
2. AH 0D FX E i P
send-inact-port, send-port, uplink-port, exception-port

(2= FEEEFROEE]

BHAR—RE LTEWELE ST, L2 L— 77 L—ATEE LW T, BEENSO L2 V—FHm7
L—A%ZETDE, v/ LET,

[BIE~DRFE]

2L

[ERFE I8 D J= R 524 ]

REMET R, T ICERICKRSNET,

CEESHE]
1L K= MEBIOEEIC L > T, FROMENZ VT ShET,
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loop-detection

o R— FHZEE TO L2 — 7 HiEnEHK
o R— NEAZED D HENMEIN E TORH

2. R—FEJAZLEELTEH, R—FZTEDL2NL—THIMT L — A EZEDOREMERIZZ VT LEE A,

[BEEa<> K]

loop-detection enable
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loop-detection auto-restore-time

loop-detection auto-restore-time

PAZE L 7oA — M &, BBEIIIC active IREBIZ T D A3 E L £ 9,

[ANRH]

THROBRE - BH
loop-detection auto-restore-time <Seconds>

fEE# O HI

no loop-detection auto-restore-time

[ABE—F]

(config)
[IN5A—=4]

<Seconds>
FAZE L 7= — N %, HEIIZ active IRREBIZ T DI A RD AL CRROE L £ 7,
1. ARo8T A — 2 B WD FHE
AT EHA,
2. fH O E
60 ~ 86400 ()

[O7 2 FERREEDEIE]

FAZE L 7= — MI A BEIAYIC active IRTEIZZ2 D FH A,
BE~DEE

L

[EREED /R E24 ]

BEMEER R, T <ICERICKBENET,

CEEFHE]

1. Ka<wy RERELFERETRI A—FZ2EH LIZES, HEIMIZ active JREEIZ /2 5 F TOR B
PS> TWIIE, RV AZWST-AZ V7 LEEdh &, BEELOEMEMICKM I ET,

(BEa~<y K]

loop-detection enable
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loop-detection enable

loop-detection enable

L2 V—THAERINZLET,

[AHRR]

THHROE
loop-detection enable

E O Bk

no loop-detection enable

[ABE—F]

(config)
[N A—=4]

2L

[3< 2 PR DEIE]

L2 V— 7 R R T,
[EIE~NDFEE]

L

[EX E B D /R BRE2H ]

REMEER, TICEAICKBEET,
CEFEEIE]

2L

[BEEa~< > K]

2L
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loop-detection hold-time

loop-detection hold-time

~

RN— MHZEE TO L2 /b— 7 HABE O RFFRH 23508 L £,

BRICL2 V—TRE 7 L— L% 5%, L2 V—7RM7 L— L %&5%5 LW CHRERE 2 08 L7255
, FOR—FTHREBLTWE L2 Vv —TamEaE 7 V7 LET,

o> Ao

[ANRH]

WO - £
loop-detection hold-time <Seconds>

RO HIBR

no loop-detection hold-time

[ABE—F]

(config)
(NS A—=4]
<Seconds>
L2 /V— T R ABIE O Pr e ] 2 PO AL TR E L £ 97,
1. AT A —HBRERE D YT
AT ERHA,
2. flORR EHiFH
1~ 86400 (#)
[O<7 2 FERREFDEIE]
L2 v— 7R E e i Lie T £77,
BE~DEE]
L
REMED RBREEH]
EMEFR, T <IEHRICEET,
EEEIE]
1. Ka<r RERELEREBTRI A—Z2EH LIZEES, L2 —7RAEEOEERmAE > T\
I, RO ZW-oT2AZ VT Lizdb e, ZHEEORERNERICKM S E T,
(BEEa<7 Y K]

loop-detection enable

[y |

5
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loop-detection interval-time

loop-detection interval-time

L2 V=77 L— s 0XREMBE#ELET,

[AHRR]

THROBRE - BH
loop-detection interval-time <Seconds>

5o Bk

no loop-detection interval-time

[ABE—F]

(config)
[185A—=4]

<Seconds>
L2 v—T g7 L— AR ERRE R TRE L ET,
1. ARNT X —Z WO Y HME
AR TEEE A,
2. fHOFR EHiH
1~ 3600 ()

[~ 2 FERSEFDENE]

L2 V— 77 L — A O%EMIFEIL 10 T,
[BEE~DEE

L

[EXTEfE D AR 24 ]

BEME R, ICERICRMm SN ET,
[EEHIE]

L

(B Ea~< > K]

loop-detection enable
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loop-detection threshold

loop-detection threshold

A— FAEETO L2 V—7 A EZ R E LE T, REAEEDBERERILL L 2ol h, A— &
%Lij—o

[ANRH]

fHMOBRE - £H
loop-detection threshold <Count>

THH DR
no loop-detection threshold

[AAE—F]

(config)
(NS A—4]

<Count>
R— 2T HETO L2 V—THRAEREZHRE L ET,
1. AT X —Z B O HME
A TCEEREA,
2. fHDFR E HiH
1~ 10000

(a7 Y FEREBDOENE]
R—FMHAEETO L2 V—7 AR 11220 9,
BE~DEE

L

[EREED R E2H ]

FEMEFE, T ICERICRBENET,

CEEZFE]

1. Ka<y FEHRELZRETNRI A—F 2L LI5S, L2 /V— BB AFE L TOhE, B
E¥AE -T2 A 7 )T Lizdh &L, BEREZLOENERICKM I ET,

(E&Ea< > K]

loop-detection enable
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EF11#E VE—FrRYFI—VEH

SNMP

hostname

rmon alarm

rmon collection history

rmon event

snmp-server community

snmp-server contact

snmp-server enginelD local

snmp-server group

snmp-server host

snmp-server location

snmp-server traps

snmp-server user

snmp-server view

snmp trap link-status
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hostname

hostname

ALEE OB 2 BE L ET,
[AHRH]

THMORE « AR
hostname <Name>

H OBk

no hostname
[AAE—F]
(config)
(NS A—=4]
<Name>
RIEBOBANLHTT, FHIT LRy NV NT2=— RA4AHERELTLZI, ZOFHRIL,
SNMP < %— v » 5 System 7 /L—7® [sysName] D4 HTHWEDEDL Z L TEHTE 9,
AT A =213 RFC1213 @ sysName (2%t L £ 97,
1. RXT X —ZBWEREOHHE
BHETE EH A,
2. fl DR EHIPH
60 LFLUNDOLFHTHEL T EEW, BEARERLFICONWTIE [T A—Z|dgETE D
) O EEOXFS| 23R L TIIZE,
(27> FEREFDENE]
WIHPIRRE VLGB A PR ARG E TT
BE~NDEE]
L

REBED RREZH]
EMAETR, 3 <ICEMCBENET,
CEEFIE]

1. SNMP ~*— ¥ )5 name, contact, location DIFH %= BT 54, snmp-server community =
< T SNMP ¥ % — v OB MLIETT,

[y |

5

(BE&Ea~< > K]

snmp-server community
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rmon alarm

rmon alarm

RMON (RFC1757) 77— A7 N—T7OHIEEREZZRE L ET, Aa~wr FTHxK 128 M 2%
ETEET,

[AHFRH]

fHMOBRE - £H
rmon alarm <Number> <Variable> <Interval> {delta | absolute} rising-threshold <Value>
rising-event-index <Event#> falling-threshold <Value> falling-event-index <Event#> [owner
<Owner string>] [ startup_alarm { rising_falling | rising | falling } ]

RO HIER

no rmon alarm <Number>

[ABE—F]

(config)
[T A—=4]
<Number>
RMON 7 7 — A 7 —7 OHIfEROE AR E S5 E2RE L ET, K37 A—FZ L RFC1757 D
alarmIndex (2% L9,
1. RRT A —ZEBM R OHIHE
AR TEEEA,
2. DR EHPH
1~ 65535

<Variable>
BET =y 7 %75 MIBOAT7 V=7 MBIFERELET, £37 A—XIZRFC1757 ®
alarmVariable {25t LE T,
1. AT X —Z B O Y HME
AR TEEE A,
2. fEO EHiH
Ry MEXTMIBOA T Y =7 MBIl FA2 X7 V7 +#— b () CHATRELET, KK 63LF
TFROERERBER AT V=7 NI -T2/ TT,
728, AJIUTING, BT, BLOEU A R ) UAORERLTIIEEZRWVGEAX, ¥ 7V
74— h () CTHERS THANTEET,
o ATV M4
% 30-1 alarm B RoOA 7 V=7 MBI TREHE] 2L TIIZE0N,
o A UAL AT
% 30-1 alarm Bt ROA 7 V=7 Mgl FR0ERE] WO x 134 2 A ¥ ZF 5T,
MIB o ifIndex ##%E L £, iflndex OHEiFHIZHOWTIL, TMIBL 77 LA 2R TL
7ZE0,

% 30-1 alarm BERMEROA T2 ¥ MR F R EEE

AT H B (Y=L bDERTEERH) IS b 1D (SNMP RA~—2 ¥ > DERTESEH)
ifInOctets.x 1.3.6.1.2.1.2.2.1.10.x
iflnUcastPkts.x 1.3.6.1.2.1.2.2.1.11.x
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rmon alarm

AITTxzH rE (A Y—LHLDEREHE)

ATTxH k1D (SNMP YR —S v b DEREFE)

ifInNUcastPkts.x

1.3.6.1.2.1.2.2.1.12.x

ifInDiscards.x

1.3.6.1.2.1.2.2.1.13.x

ifInErrors.x

1.3.6.1.2.1.2.2.1.14.x

ifInUnknownProtos.x

1.3.6.1.2.1.2.2.1.15.x

ifOutOctets.x

1.3.6.1.2.1.2.2.1.16.x

ifOutUcastPkts.x

1.3.6.1.2.1.2.2.1.17x

ifOutNUcastPkts.x

1.3.6.1.2.1.2.2.1.18.x

ifOutDiscards.x

1.3.6.1.2.1.2.2.1.19.x

ifOutErrors.x

1.3.6.1.2.1.2.2.1.20.x

etherStatsDropEvents.x

1.3.6.1.2.1.16.1.1.1.3.x

etherStatsOctets.x

1.3.6.1.2.1.16.1.1.1.4.x

etherStatsPkts.x

1.3.6.1.2.1.16.1.1.1.5.x

etherStatsBroadcastPkts.x

1.3.6.1.2.1.16.1.1.1.6.x

etherStatsMulticastPkts.x

1.3.6.1.2.1.16.1.1.1.7.x

etherStatsCRCAlignErrors.x

1.3.6.1.2.1.16.1.1.1.8.x

etherStatsUndersizePkts.x

1.3.6.1.2.1.16.1.1.1.9.x

etherStatsOversizePkts.x

1.3.6.1.2.1.16.1.1.1.10.x

etherStatsFragments.x

1.3.6.1.2.1.16.1.1.1.11.x

etherStatsJabbers.x

1.3.6.1.2.1.16.1.1.1.12.x

etherStatsCollisions.x

1.3.6.1.2.1.16.1.1.1.13.x

etherStatsPkts640ctets.x

1.3.6.1.2.1.16.1.1.1.14.x

etherStatsPkts65t01270ctets.x

1.3.6.1.2.1.16.1.1.1.15.x

etherStatsPkts128t02550ctets.x

1.3.6.1.2.1.16.1.1.1.16.x

etherStatsPkts256t05110ctets.x

1.3.6.1.2.1.16.1.1.1.17x

etherStatsPkts512t010230ctets.x

1.3.6.1.2.1.16.1.1.1.18.x

etherStatsPkts1024t015180ctets.x

1.3.6.1.2.1.16.1.1.1.19.x

ifInMulticastPkts.x

1.3.6.1.2.1.31.1.1.1.2x

ifInBroadcastPkts.x

1.3.6.1.2.1.31.1.1.1.3.x

ifOutMulticastPkts.x

1.3.6.1.2.1.31.1.1.1.4.x

ifOutBroadcastPkts.x

1.3.6.1.2.1.31.1.1.1.5.x

XA VAR AEK

<Interval>

BIET = v 7 217 5 FeElEllR (B) 2% ELET, AT A—# X RFC1757 @ alarmInterval (Z5%}f

JELET,
1. KTk — 2 WS D RIHE
HIETEEE A,

2. B DR EHiH
1 ~ 4294967295 (1)

{delta | absolute }

BT = v 7 A eBE LEY, delta D
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rmon alarm

L UE 9§, absolute D3GG, BUEEZ EHEBE S L ET, AT A —% X RFC1757 ©
alarmSampleType (Zxfs L E T,
1. AT A —Z BRI O HE
B CTXEHA,
2. fEO E#PH
delta % 7213 absolute

rising-threshold <Value>
EHBEOM AR E LET, AT A —F X RFC1757 @ alarmRisingThreshold (255 L 9,
1. AT A — 5 BWERE O WA fE
BWTEEEA,
2. fEOF EFH
-2147483648 ~ 2147483647

rising-event-index <Event#>
LHEEEBEA T EDANY NHEOWMBE S ERELE T, A ML, rmon event 21w
RCERE L2 HlEHIEHR O EHRIEFE S TT, &A/NF A —H (X RFC1757 @ alarmRisigEventIndex (2
RS LET,
1. AT A —Z BRI O HE
A TEERE A,
2. BT E i
<Event#> IZ rmon event =~ o K TEE L 72 filf#IEF MO G #EZE S (1 ~ 65535)

falling-threshold <Value>
THBEEMEAZRE LET, A/$F A —% |3 RFC1757 ® alarmFallingThreshold (25t L £,
1. AXT A — 5 BUEREO WA fE
B TEEHEA,
2. D% E HiH
-2147483648 ~ 2147483647

falling-event-index <Event#>
THEEEZE ST & EDA N NHEOWMBEZERELET, A ML, rmon event =1+
R CRGE L 72 I MO Gz = T3, A7 X —# X RFC1757 ® alarmFallingEventIndex
Wi LET,
1. AT X —Z B RO Y HME
B TE EHE A,
2. B O E il P
<Event#> |Z rmon event =~ o K TeE L 72 filf#IEF M OE#EZE S (1 ~ 65535)

owner <Owner string>
KREDREE DOBAMNERERE LET, KREZHIT T EBANT 272 DOHERTT, AT
A —%1X RFC1757 @ alarmOwner (ZxfI& L 97,

1. AT A —H BN D FIHiE
Null

2. EOR EHiPH
24 LFLNOLFINTHELE T, REARBRLTICONTT IRTA—XITHRETEDMHE] ©
MEEOXLTH|] 2B LTIV,

startup_alarm { rising_falling | rising | falling }
OOV TV T CHEF = 7 BT I XA I TR ELET, rising ZRE LIZEE, KOO
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rmon alarm

544

Ho7Y 7T EREEE %ﬁ:ﬁzt 77— LET, falling 2% E LiLE, &0
Vo7 CTFHREEBAIZSEIT 77— A%Hj L¥7, rising falling ®%4, OOV 7V 7T
Lﬁ%ﬁiti?ﬁ%ﬁ%ﬁzt LT I7—bEHLET, AT A= L RFCL757 O
alarmstartUpAlarm (Zxf)& L E ?“o

1. AT X —Z B O HHE

rising_falling
2. fEOR TR
rising, falling ¥ 7213 rising_falling

(2~ FEEROEE]

L

(&

BIE~DEE]

REMELE, T ITEAICKBRIIET,

SNMP ¥~ 2 — ¥ NHT T —AIN—TIZT 7B AT % & XX, snmp-server community =<2 KT
SNMP ~ % —3 ¥ OBFEFNLETT,

77— A7 )V—7 O rising-event-index, falling-event-index DfEILA > k7 /L— 7 CE LT 1FH
A i A B EL“C <&,

A= ANBRETDHHEE, T 47V M) THRELTLIEZY, £/, SNMP v % —

Vxnb (A7 MDD TRE LSS, 22 Y —/LTiEM 2+ K show running-config % 5

7958 (3702 M) TRRLET,

[BEa~< > K]

snmp-server host

rmon event



rmon collection history

rmon collection history

RMON (RFC1757) A —H% % v M OMEERBEORIEEHREZRE LT, Aa~v FTEHEK32= LY
ERETEET,

[AHFRH]

fHMOBRE - £H
rmon collection history controlEntry <Integer> [owner <Owner name>] [buckets <Bucket number>]
[interval <Seconds>]

THHOHIBR

no rmon collection history controlEntry <Integer>

[ABE—F]

(config-if)
[T A—=%4]
<Integer>
FREHRAEE D HIEE RO RIRBNF 52 E L ET, AT A —Z L RFC1757 ® historyControllndex
WS LET,
1. AT X — 2B O Y HUE
HIETETET A,
2. fEDORE i
1~ 65535

owner <Owner name>

AREREDOREE OFINEREFELET, RRELZHEMT ST EHAT 272D DOFEHR TS, AT

A —%1Z RFC1757 @ historyControlOwner (Zxt)& L E 9,

1. AT X — 2B RO Y HUE
225

2. fEDORE i
24 LFLINDOLFHITHRE L T E IV, RERRRLFITONVTIE T A—HIHEETE D
i) © HEEOXFH] 2ZRLTIEIN,

buckets <Bucket number>
MG REEMNT o KRBT NV BERELET, A3 A—H L RFC1757 ®
historyControlBucketsRequested (25t L &7,

L. AT A —Z W O A E
50

2. EOREHE
1 ~ 65535
7  <Bucket number> (Z 51 ~ 65535 % E L7-%HA, 50 ZRELT-L & LRI UEMEIC/RY £
T,

interval <Seconds>
FEHE R NET 2 RRHIME () Z28&ELET, ANF A —H X RFC1757 D
historyControllnterval (Z%fii L £ 9,
1. AT A —Z BRI O HE
1800 (F)
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rmon collection history

2. H D% E il
1~ 3600 ()

[O<7 > FERREFDENE]

el

[BE~DEE

2L

[EXEE D I Bl 224 ]

HEMAEFER, TICEMCKMmENET,

CrExE]

1. SNMP v 32— %0 b A —H% Xy he A MU T A—F2T7 78 AF % L &3 snmp-server community
a2 KT SNMP v — 2 ¥ ORGP LETT,

2. Ra<wy RCTxzy b ZBMELITHIERT S & SNMP ~ % — ¥ v % CHUS9 % EthernetHistory 7
N—T OIERB IR EREIC R D HENH Y £7,

(BAEa< > K]
interface

snmp-server community
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rmon event

rmon event

RMON (RFC1757) A X R N—7OhIEEREZFHELET, Ka~vr RCHHERK16 = b 2% E
TEET,

[AHFRH]

HRORE - BH
rmon event <Event#> [log] [trap <Community>] [description <Description string>] [owner <Owner

string>]

RO HIBR

no rmon event <Event#>

[ABE—F]

(config)
[N A—=4]

<Event#>
RMON A < b 7 N — 7 OfEE RO G RADNE T 2R EL £ T, AT XA —2({TRFC1757 D
eventIndex (2% L E 9,
1. AT X —Z B R O HUE
HMETETET A,
2. DO E i
1~ 65535

log
TT—h (AXUN) OFEERETDH/NNTA—HFT, 77—200 7%k LET, AT A—HX
RFC1757 @ eventType (2%t~ L £7,
1. AT X — 2B O Y HUE
TI—hou s ERLERA,
2. DO E i
L

trap <Community>
TI—5 (X)) OFEERET 537 A—% T, <Community> CHEEL7aIa=TF 1 Fiz
13 SNMPv3 = —H(Zxt L TSNMP & k7 v 7 &% ELET, A7 A—X X RFC1757 D
eventCommunity (2%t L E 9,
1. AT X —Z B O Y HME
N7 T EFITLET A,
2. fEDORE i
trapBLP2I2a=T 4 LEHRELET,
60 SLFELIND LS THRE L TLZEW, REABERILFIZOWVWTL T X=X |ZIBETED
fE] © MEEOXFH] 2L T 7EI0,

description <Description string>
AR NONFEELTFIITRELET, ANV FPFICEATAZAEL LTERALTIZEN, AT
A —# X RFC1757 ® eventDescription (%1t L £97,
1. RRT A —Z R DY

ZZH
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rmon event

548

2. fHORREHiFH
79 LFLUNDOLFH|THRE L TLZE, REMRRRLTIZONWTIE [RIA—HIIRETE D
fili] © HEBEOXTH] #2HB LT3,

owner <Owner string>

AHEDREH OWHIMERERE L ET, KARELZHEIDMT ST EHWANT D720 DR TT, AT

A —41F RFC1757 @ eventOwner (2% L 97,

1. ART A — 2B O XTI E
=K

2. fl DR EHIPH
24 LFLINDOLFHITRE L T E IV, RERRERLFIIOWVWTIE T A—FIHEETED
] © MEEOXTFH] 22 L TIZS0,

(2~ FEEROEE]

L

[BIE~DFE]

2L

REMELE, TITEAICKBRIIET,

1. SNMP v X =Y ¥ oA XY MNTNAV—FICT 78 AT HLE, BEOSNMP v X—U ¥l 7 v 7%
K95 L X%, snmp-server community =~ > K} KU snmp-server host =~ F T SNMP ~
x—x @ﬁﬁﬁ“\ﬁ“(“?‘

2. SNMP ~ 32 —U ¥ I b7 v 7 %HF(FETH72DITIL, snmp-server host 2~ R TiE(FSED SNMP ~
F—=Yx¥DIP T ]\ I/X?QJ:U‘” rmon” %7 ”'EL’C< 72X,

3. SNMP v X =V ¥ BERFD AI 2 =T 4 HEARY NI N—TDaIa=T 4 4R —HLIEEEET
Ny TREEFELET,

4, 77— )V—7D rising-event-index, falling-event-index DfEILA <> b 7 N —7 T E L7 1HH
AT ERELTLIEE N, HRER>TOIIE, TI7—2RRAELZ L EITA Y MIFETENE
A,

(B&Ea< > K]
snmp-server host

rmon alarm
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snmp-server community

SNMP 22 2 =7 4T F 27 7 EAV A MERELET, Aa~vr FTEmRKS0 = F I OBRENT
TET,

[AHFRH]

fHMOBRE - £H
snmp-server community <string> [ {ro|rw} ] [<access list name>]

TH DI
no snmp-server community <string>
[ABE—F]
(config)
[N A—=%]
<string>

SNMP v —Y v DaIa=T A AHEHRELET,

1. AT A —Z BRI O HME
A TEERE A,

2. fEOB T
60 SLFLINDO LT HN X TNV +— bk (") THATHRELET, AJARERIUTIE, ¥HT LR
BT T, ANLFINCAN— R EORBRLTFEEER VYA, XTFANEZ TNV +— b ()
THHERLS THRETEET, sBIL, IRNT A= IIRETE M © HEEOXTS =5k
LTLEE,

{ro | rw}

RELFEAI 2=T A 4HICBTHIRELEZIP T RLADS R — v (2% %5 MIB #{E0@/EE —
RERELET, ro 2% EL7ZHA, Get Request, GetNext Request, GetBulkRequest Z#F7] L,
rw Z iR E LT84, Get Request, GetNext Request, GetBulkRequest, Set Request ##Fr] L &
D
1. AT A —Z BRI O HE

ro
2. EOR EHB

ro £72i3 rw

<access list name>
AaAI2=T 4 ICH T BHANERELIZIPvAT RLAT 4 L Z ET1ELIPvE 7 4 VX ZARTTIRE L
F9, <access list name> BNEMEINTZHAIL, T_XTOT 7 RAZHFRLET, £/, HELE
<access list name> 23 E SN TWARWEEE, T _XTOT 7 AEFTFALET,
1a332=F 4 LTI 7 7R A NI ET,
1. AT X —Z B R O HE
L (TRTOT 7 A EHFALET,)
2. DO E i
4~31 XFUNDT 7R Y A MBERRELET, F8ETRERCFITONTIE 7 A —=F{Z
HETELMHE] 2L TIEIN,
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(2= FEEEFROEE]

2L

BE~NDEE]

2L

[BREMED R BREZH]

BOEWAER, TICEMICKBENET,
CEESE]

1. IPv4 7 RV AT 4 VW H EHE LIZEANE, IPVv6ICL AT 7 A ITFFa S NNEHA,
2. IPv6 7 4 W AE HRE LAY, IPv4 Ik 27 78 RIS EE A,

(BEa< > K]
ip access-list standard

ipv6 access-list
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snmp-server contact

AREEOEAR /R EERELET,

[AHRR]

THRORE « BHE
snmp-server contact <Text>

T O HIR
no snmp-server contact
[AAE—F]
(config)
[/35A—=%]
<Text>

AILEREERFOHERKLER EERELET, ZONMIEL, SNMP v *— %5 System 7 /L—7 D
[sysContact] DA4FRTRIVEDLELZ L TR TE LT,
1. AT A —Z BRI O HE
B TEERHA,
2. fEOFEFF
60 SLFEUNDCFHITHE L TLEIV, REFRRARLFIZONWTIE IRIA—FITHETE D
i) © MEBEOXFH] 22 LT EEwy,
[a< > FERERDOEE]
HIHME L Null O SCF50 T,
RIE~NDEE]
L
EX TE (6 D S Bk 224 ]
ROEMARER, +IGERICKmENET,
CFEEIE]

1. SNMP ¥ — ¥ 72>5 name, contact, location Df&#H % ST 5454, snmp-server community =
~ 2 FTSNMP v — ¥ DBEEPLETT,

—

1

(BEEa~v > K]

L
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snmp-server enginelD local

SNMP = 2> ID EHOFREE LET,

[ABRH]
THRORIE « BHE
snmp-server enginelD local <engineid string>

E o Bk

no snmp-server enginelD local

[ABE—F]

(config)
(NS A—=42]

<engineid string>

SNMP =¥ ID #%E LET,

BEBICRESND SNMP =2 ID Offilx, RO L H 220 £7,
1~4A477 v bk :0x8000554F
5477 vk :0x04
6~ 32477~ N : <engineid string> &

1. AT X —Z BRI HME
HIETEERE A,

2. fEORERIPH

Xa
i

i

27 XFUHNOLFIN LT N7 +#— b (") THATRELET, AJARERLTE, ST L fr
BRLFTY, ANLFINCAR— AR EDORBRLF oG ERVGE, XFNes T +—F ()
THERS TORETEET, FMIE, (NI A—ZIHHETE 2] © MEEOXFS 22H]

LTL7EENY,
[O< > FEREFDENE]
HEEICRE SN S SNMP = 2> ID OfflE, KO X 5120 £,
1~44277 > b : 0x8000554F
5427 v bk :0x80
6~9F 77 v b BHUELEK
10~13477 v I : BEVERKEORZ] (1970 425 OFEHEH)
[BE~DEE
2L
[ EMED RBREEH]
REEEEE, T ITEPIIKMISNET,

CrExE]
1. SNMP = > ¥ ID #EREITEH =~ > K show snmp enginelD local TR TX 7,

2. SNMP =P IDZER LI XIZar 74 7 b—ya U EREETICHES T &, &Rk
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Ut kX SNMPv3 OFIENKERE L7 < 72 A ATREMEN H Y 9, F0HH4, SNMP =2 1D %
HREL, RELAZRICHESHZ LTIEEN,

3. BHLARAWREOHREENREA LS, SNMP =2 ID X SNMP x> v ID & #% ok Eh[a]
Pavry NEMATETTEERS Y 9, 2054, EH 2~ R set snmp-server enginelD local C
HIHTEET,

4. BEO2—FE2BEH L TWBIEE, SNMP =2 ID OEFIZEH 00 4,

(BEa< > K]

snmp-server view

snmp-server user

snmp-server group

snmp-server host
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snmp-server group

SNMP t¥ =2 V7 4 V7V —7EROBREE LET, KRa~vy RTIERK S50 HO 7 NV —FAFERETE
ij—o

[AARR]
Mo E « ZEH

snmp-server group <group name> v3 { noauth | auth | priv} [ read <view name>] [write <view

name>] [notify <view name>]

THHOHIBR

no snmp-server group <group name> v3 { noauth | auth | priv}

[ABE—F]

(config)
(NS A—4]

<group name>

SNMP v =2 VT 4 FJN—THEFRELET,

1. AT X —Z B O HE
B TEEREA,

2. fEOFEHIPH
32 XL FLUNDOIXFINEL T NI +—F () THATHRELET, ANFHERICFE, BT Lk
BRICFETT, ATILFINCAR—R I EORFBR L F 2 EERWGEE, XFHNELTNT £ —F (")
THERS THLRETEET, FHMIE, T A—FITRETEAMHE] © HEBEOXTF] %5
LTLEEEN,

{noauth | auth | priv}
Read = —, Write E'=—, Notify E=2— XT3 X=X CIEE L7 MIB £ =2—~D7 7t A% 5 2
H1DICHERTDEXF2 YT 4 LULTT,
EZEAvE—VUNERRTA—ZTRELILEX2 VT 4 L E LVRWGERIE, 778 AR L
ZFER A,
MU SNMP £¥ = )7 4 ZJ—T4 THEBEOEX 2 U T 4 LLERE L TV DHEE, B%Z(E
xyt—y@t%;J74u«w&HL%L<iﬁwk%:J74V«wmo%,m%mwt%;)
T4 LoULD MIB B 2 —T7 7 & AHIHEZITVET,
noauth : FEFE7e L, WEE{kZ L
auth : FFEH Y, WEL L
priv : #iEH D, KEkdH v
1. ANT X —ZEWRE O HME
B TEERA,
2. fEORR EHiH
noauth, auth, F72i3 priv ® Eih»

read <view name>
WD PDU #A 70D SNMP /7 v b &Z(FE LIz E EICT7 72 AHIENHERT S MIB £ a—4 %
LET,
+ GetRequest-PDU
+ GetNextRequest-PDU
+ GetBulkRequest-PDU

?é‘%ﬁ
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1. AT X —Z B O Y HUE
Read 7 7 B AMEN G- Z HALER A,

2. DO E i
32 LFLUNDILFHNE L TNT +— b (") THATRELET, ASATREARCTIL, S35 &
BRLFETT . ATTLFINCAR— R EORBRLF 2 EERVGE, XFHNELTNT +— b ()
THERLS THLRETEET, FHlIE, T A—FIRETE A © EBEOXTF #5HR
LTL 7SN,

write <view name>

SetRequest-PDU @ SNMP /37w FEZE L7 & T 7 AFHIEIZEH T2 MIB B2 —4 23%0E

LET,

1. ARRT A —HHWERE DR
Write D7 7 & AN 52 HNEH A,

2. fEOFE R
32 XFLANOILFHNE LT NI +—h (") THATHRELET, ANFEEZRICFIE, 5T &R
BT T, ANIFINCAN—R 72 EORBLTFEEER YA, XTFANEX TNV +— b ()
THERS THORETEET, ML, NI A—FIHBETE M) © ULEOXFH] 251
LTLZENY,

notify <view name>

N7y TEREETDHEEITT 7B ARG T2 MIB B2 —4 %23 E LET,

Ny TARKROAT 27 MNENTE Ny AICEENDEA TV 27 PRI AT RTT 7R

BTRITNE, Py 7E2EELETA,

1. ARRT A —Z B DR
Notify 7 7 ¥ AMEN G2 b FEH A,

2. BT E R
32 LFUNDOILTFINE L TN T +— b (") THATRELET, ASTFTRERICTIL, T & fr
BRUTFTY, ASILTFINCAR— R EORFBR LT EHEERVGE, XFHNELTNT +— b (")
THERS THORETEET, ML, NI A—FIHBETE 2] © ULEOXFH] 251
LTL XY,

[~ 2 FERSEFDENE]
2L

[BIE~NDFE]

1. snmp-server view 2~ R THREINTWRWMIB B a—£ %2 A2~ FD Read = —4, Write
Ea—4, Notify o —ZICHE LGS, KRa~vr FCRELLE 2 —4DERITEL 2V ETO
T, THELEIW,

2. NIy TERERT DL XIIARIZY RO notify = —4 O & snmp-server host =~ > KOFXEMD
BT,
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snmp-server view
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snmp-server host

N7 o7 BEET LRy N — 7 FHEE (SNMP ~*—Yv) Z28ELET, Kavr RCIEHRERK 50
T M) ERETEET,

[AHFRH]

THMOBRE - AH
snmp-server host <manager address> traps <string> [version {1 | 2¢ | 3 { noauth | auth | priv } }]
[snmp] [rmon] [login] [temperature] [axrp] [storm-control] [efmoam] [dot1x] [web-authentication]
[mac-authentication] [loop-detection]

RO HIER

no snmp-server host <manager address>

[ABE—F]

(config)
(NS A—=42]

<manager address>

SNMP ~%—Y v D IP 7 KL A& EL £,

1. AT X —Z B RO HUE
HMETETET A,

2. DR E i
<manager address> |2 IPv4 7 KL 2 (K v hioi®) Z=HET D), F721X <manager address>
IZIPV6 7 RL A (v iiik) 2HELET,
IPv4 2=%x A R7 FL &
1.0.0.0 ~ 126.255.255.2565, 128.0.0.0 ~ 223.255.255.255
IPv6 /10— )L =%% A 7 KL A&
12 ~ feTLfEf:fIEF AL FEEF AL ALFRAELE, fecO:: ~ feff:fEff:fFErfEFe:Fe: fee: fFee FEee

<string>

SNMPv1 35 L UV SNMPv2C O41E, SNMP v 32— ¥ Daa=F A AHERELET,

SNMPv3 D& EXF 2 VT 4 22—V LA EHTELE T,

X2 T4 2—PLICT v h~v—7 @ ZHA LN TIEEN,

1. AXT A — 5 BWEREO WA fE
AR TEEE A,

2. fEOF EFH
SNMPv1 35 J O SNMPv2C 13 60 SCELIN, SNMPv3 13 32 SLELIN D LFIN 2 H TV T 4 — F
(") THHATHRELET, ANFRRARIITEE, BT LT T, AJICFINCAN—R AR L
DFFRCF R G ERWGS, XFHNELXT NI +— b () THERS TOLRETETET, FBHX,
[(RTA=ZIHETE D] O HEEDOXTH] 2R L TIZEN,

version {1 | 2¢ | 3 { noauth | auth | priv }}
BRELZAI2=T A AHRICBTIRELZIPT FLADY R =Y (CxT 5 b7 v T kfE /3 —
VarERELET, 1 ERELIEEE, SNMPvl X—2a D N7 v 7%, 2c #XE LTSGR,
SNMPv2C N—2a v D T v 7%, 35 ELIYE, SNMPv3 N—Ya D b7 v 7 EHITLE
D
BEBELIZGAIE, SOOI NIy TEEOEXF 2V T4 LV ERELET,
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noauth #iE L7246, Rak2 L, bR LT v 7RNEEINET,
auth 5% E L7256, BiEdH Y, K5 L TR v 7RNFEEINET,
priv R E LIHE, RBiatdb v, BEbdHY TrI v 7RERESNET,
1. AR/NT A — 2 H WG D FIHE
1
2. fEDFR EHiH
1, 2¢, FRE3OENNERELET,
3EXELEA, E5IZnoauth, auth, £7-1d priv o ENnaRE L £9,

[snmp] [rmon] [login] [temperature] [axrp] [storm-control] [efmoam] [dot1x] [web-authentication]

[mac-authentication] [loop-detection]
BNRTA—BERETDHILILLST, ERETHN T v TEZRIRLET, HETA—FZHE LI
WCEET D b7 v T ERORITRLET,

£30-2 NTA—BRE LTV TOREG

INT A=A FSw T

snmp coldStart

warmStart

linkUp

linkDown

authenticationFailure

rmon risingAlarm

fallingAlarm
temperature ax2530sTemperatureTrap
login ax2530sLoginSuccessTrap

ax2530sLoginFailureTrap

ax2530sLogoutTrap

axrp ax2530sAxrpStateTransitionTrap

ax2530sAxrpMultiFaultDetectionStartTrap

ax2530sAxrpMultiFaultDetectionStateTransitionTrap

storm-control ax2530sBroadcastStormDetectTrap

ax2530sMulticastStormDetectTrap

ax2530sUnicastStormDetectTrap

ax2530sBroadcastStormPortInactivateTrap

ax2530sMulticastStormPortInactivateTrap

ax2530sUnicastStormPortInactivateTrap

ax2530sBroadcastStormRecoverTrap

ax2530sMulticastStormRecoverTrap

ax2530sUnicastStormRecoverTrap

efmoam ax2530sEfmoamUdldPortInactivateTrap

dotlx ax2530sDot1xFailureTrap

ax2530sDot1xEventTrap

ax2530sDot1xSystemTrap

web-authentication ax2530sWauthFailureTrap
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INTGA—=45 FSw T

ax2530sWauthEventTrap

ax2530sWauthSystemTrap

mac-authentication ax2530sMauthFailureTrap

ax2530sMauthEventTrap

ax2530sMauthSystemTrap

loop-detection ax2530sL.21dLinkDown

ax2530sL21dLinkUp

ax2530sL21dLoopDetection

snmp
coldStart, warmStart, linkDown, linkUp, authenticationFailure b7 v 7% iEEL £,

rmon
rmon DT T —AD FHBEEZHBAI-EERBLOTHBEL FRl-/7-EEXD M v 7T E2EFELE
K
login
74 ORY), KR, v 7D NORERZNT v T EFEELET,
temperature
REREOEND NT v T HEFELET,
axrp
VU OREEAIRENEL LT v 2R ELET,
storm-control
Ab—hary b= EREBIZ LT, XA b—LA0RELBRE LSS, £33 b= bE1E
LESHAICN Ty 725 E LET,
efmoam
RAGmY > 7 EEREREDO N7 v 72 RME L ET,
dotlx
IEEE802.1X #FE T, FEDRIAT AUV v ha kT D b7 v T2 R ELET,
web-authentication
Web fBiLE T, FFEDIET BV "k 256 87 v 72X EFELET,

mac-authentication
MAC RBAET, FEDORIET AT Fr 45 b7 v TEFELET,
loop-detection
L2 V—T D N7 T2 EELET,
1. AT A — 2 B WERE ORI
NI A=BIZHISTDH N T v TERITUERE A,
2. D E i
snmp, rmon, login, temperature, axrp, tstorm-control, efmoam, dotlx,

web-authentication, mac-authentication, loop-detection

[2< 2 FERSEF D ENE]

L
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[BE~DEE

ROEEARRE, T ICEMICKmSNET,

1. ¥YR—=FMIBEBIOYHR—F 7y 70—EiZ IMIBL7 7L 2] 22BLTLIEEN,

B EDRGET 77 v bu J L XiEiEEEE (IEEES02.1X, Web #8iF, MAC #GE) ® 77 A ~X— k Trap
FATHRMIEICOWTIL, Tar7 47—y a A FVol2] OFRIED [T h v MMEREl #ZR LT
<2V,

3. <manager address> (21%, IPv4 7 FL A& LT 127*** 2R ETE EH A,

ro

(BEa~<> K]
snmp-server enginelD local
snmp-server view
snmp-server user

snmp-server group
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snmp-server location

AIEE 2 RET DL OAERELET,
[AARH]

THRORE - BH
snmp-server location <Text>

LRl
no snmp-server location
[ABE—F]
(config)
[INSA—=42]
<Text>

AILBELRET DHTOLHERE LET, ZOEHRIL, SNMP v Rr—Y ¥ 225 System 7 /L—7D

[sysLocation] DA CTRIWAHLES Z & THETXET,

1. AT A —Z BRI O HE
B CTXERA,

2. D E A
60 LFEUNDOIXFHNEL T NI +—F () THATRELET, ANFHRRICFL, FEFLF
BT T, ANIFINCAN— R EORBLTFEEERONYE, XTFHNEX TNV +— b ()
THERS THLRETEET, T, (NI A—XIHBETXHMHE] © EEOIXFH|) #5H
LTL 7SN,

[a< 2 FEREOBE]
PIHIEL Null O 0551,
[BIE~DEE]

L

[ERFE (B O = BR 524 ]

EMEES, +ICERICRKRShET,
[EEFHE]

1. SNMP ~x— ¥ 75 name, contact, location DIEF# % BRI 554, snmp-server community =
~ ¥ KT SNMP v 3 —3 % OFEENMETT,

B

(BAEa~<> K]

2L
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snmp-server traps

b Ty T ORITEREERE L £,
[AARR]

THMORE « AR
snmp-server traps [{ limited_coldstart_trap | unlimited_coldstart_trap }] [link_trap_bind_info
{private | standard} ] [agent-address <Agent address>] [dot1x-trap {failure | all}]
[web-authentication-trap {failure | all}] [mac-authentication-trap {failure | all}]

fEMOHIR

no snmp-server traps

[ABE—F]

(config)
(NS A—4]

{limited_coldstart_trap | unlimited_coldstart_trap }
coldStart Trap 1T T D EEERE L E T, AT A —F DOREIZ L D coldStart Trap D FITELME
OMEZRORITRLET,

% 30-3 /85 A —% T & O coldStart Trap F£17524#%

INS A—4H coldStart Trap F17 524
limited_coldstart_trap o MEEAEBE LS L X CGEEERAY)
unlimited_coldstart_trap o MEAEEN L X (EEEERA V)

s IPOavT 47 L—yarEBMERFHIBRLE L X
e setclock 2~ RCHMAZZF L= L&

1. AT R —ZH WS ORIHE
limited_coldstart_trap

2. fEORE R
limited_coldstart_trap ¥ 72 (% unlimited_coldstart_trap

link_trap_bind_info {private | standard}
link up/down Trap #1779 HEEICfHINT 2 MIB %, @#IRT57-00OF%EE LET,
KoXT A —H OFRFEIZ L D link up/down Trap DIFITORS, 135 MIB 2k DOFRITRLET,

% 30-4 /NTA—H T &ED link up/down Trap F{TEFIZ{FNS 5 MIB

NG A—4 link up/down Trap 1T IZ{TINY % MIB
private * SNMPv1/SNMPv2C/SNMPv3 7 v 743 ) ifIndex, ifDescr, ifType
standard e (SNMPv1 k7 v 704 ) iflndex

e (SNMPv2C/SNMPv3 7 v 7D4 ) ifindex, ifAdminStatus, ifOperStatus

1. ART A —Z BN ORI iE

standard
2. fHOF E#HH
private ¥ 7213 standard
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agent-address <Agent address>
SNMPv1 JERD kT v 7@ 7 L — APNO agent address (2925 IPvda 7 KL AR ELET,
Trap-PDU HNIZ agent-address 7 4 —/V K& Fi>D (% SNMPv1 JERX 2T D=8, Ka< o R THRE
L7727 RLAZSNMPv1 @ R 7 v FIZE A I ET,
1. AT X —Z B O Y HUE
RXTGA—ERHBEINTW WS, FT vy 7 liM7 L— AN agent address D& LT b
INSWVLANID @ IPv4 7 RUAREH SN ET,
2. H 0D % T i
<Agent address> {2 IPv4 7 K L- 2 (0.0.0.0 ~ 255.255.255.255) %% LE T,

dot1x-trap {failure | all}
IEEE8021X At uIE@ ]\ 7 /7*@%”% H/:E’L/ij—

failure
ALK D T v T TETERITLET,
all

it uEEJZyJ e uES’%E&%J:U\M uEﬁﬁF[ﬁé@ 7 /772%?? Lij‘
1. ARRT A —Z RS DY

failure

2. DR EHPH
failure F72iF all

web-authentication-trap {failure | all}
Web ntuuﬂzm ]\7/7$§5IJ% Hﬂiﬂbgﬁjﬁ

failure

RORERIED T v T ERITLET,
all

FRERCE), FRRERRE L ORRGERERRD N7 v T E AT L E T,
1. ARRT A —Z RS ORI

failure
2. DR EHPH
failure FiFall

mac-authentication-trap {failure | all}
MAC noutE@]\7/7$i%IJ% H/:E’L/ij—

failure
ot 9&5&@ ~Z /771 j‘%%’ﬁibij‘

all
SRREAR T, PR L OGRGHERDO N7 v T ERITLE T,
1. AT X —Z B O Y HME

failure

2. DR EHLPH
faﬂure F2iFall

[a< > F &R OB E]
Kawy ROSRT A—5 B3F STHHECEIEL £
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[BIE~DEE
L
[EREED R BRE21 ]

CEEFEE]
L K= PMIBBLOFR=F 7 7O—FE MIB L7 7 Ly 2] 2B LTS,
2. Ko~y RANE, 255 A—5 EBMT5 ZLRITEEEA, VPN LU EREL T RS,

(BgEa~<y K]

2L
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snmp-server user

SNMP t¥ =2V 7 4 2—HPHEROBEL LET, KAa~vy FTEHEAR0 =2 M 2RETEET,

Ra<w FTE, BGE7r havbkgsre harvezRELET, Ke7e haud, @G e harsz:
"“““Lﬂ\f;b\&"“”“f?—fiﬁ/uo SREETa Fa ST e Fa L OMAEbEEROFITRLET,

£30-5 FEASOFaNLERESTOMILNDORETRGEAESHE

BE EiH 1w An il =% =ty iull =)
1 L L
2 MD5 %7213 SHA 2L
3 MD5 %7213 SHA DES
[AARK]

fHMOBRE - £H
snmp-server user <user name> <group name> v3 [auth { md5 | sha } <authentication password>
[priv des <privacy password>]]

(GE2LE]ZS

no snmp-server user <user name>

[AAE—F]

(config)
[R5 A—4]

<user name>

SNMP t* =2 U7 2—FHERELET,

1. AR T A — 2B OYHIE
HIETEEE A,

2. fEOFRERP
32 LFUNDOLTFINE LT NI +— b (") THATRELET, ASTFTRERICTIL, ST &
BRIUTFTY, ASIUTFHNCAR— R EORBR TR EERWVGE, XTFHNELTNT +— b ()
THERS THLRETETET, FHMIL, T A—FIHRETEAMHE] © UEBOXTF] %5
LTLZENY,

<group name>

SNMP % =2 V7 ¢ 2—FRFET 5 SNMP X =2 V7 4 JV—TZE2RELET,

1. AT A —Z MR O L E
B TEEEA,

2. MR E P
32 LFUNDOXFIN 2L TN +— b (") THATRELET, ADFREZRITIE, REF EFF
BT T ANLTFINAN= R EORHR LT d £ R0 EE, X7 es 7 s r—h ()
THERS TORETEET, FElIT, [T A-FIRETE 2] © HEEOXTI 25H]
LTLZEw,

v3 [auth { md5 | sha } <authentication password> [priv des <privacy password>]]

auth { md5 | sha } <authentication password>
nunIE7m T\:lll/iockU\nqu/\XU_}\%f ﬁbij—o
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snmp-server user

566

md5 : FRFE7 "7 k=12 HMAC-MD5 #fH L £,
sha : FFE7 1 b =/LZ HMAC-SHAL ZfEH L £7,

priv des <privacy password>

e 7m b alBl O s AT — FERELET,

1. KT A — 2 WS D RIHE

auth LI Z A LT-HE, BiESN TV DAZEA v —V LiiET 2 N EEEA v — VI
EnFET,

priv des LA Z AR LS, B LENTVDEZEA v E—V LR LT IREEFA v -V
S E T,

. fEOREFA

<authentication password> 3 £ O <privacy password> (%, EH 51 8 UF LI E 32 XFLUAND
XFRNEFTNT r— () THATRELET, ANFRRRICTIE, ST & R0 T7,

AILFINCANR— R E DR LTF 2 B E RS, XFEHEF TV 7 +—F () CHERL
THORETEET, FFllL, INTA—FIIRETE LM © HEEOXFH] #ZRL TS

U,

(2~ FEBROEE]

2L

(BgEa~<> K]

snmp-server enginelD local
snmp-server view
snmp-server group

snmp-server host



snmp-server view

snmp-server view

MIB t = —{F#OBEL LET,
Aavwy RTREFRRBRNTA—LZ T MV EERORITRLET,

#£30-6 /INTA—ATEDTUMUH

EHE INT A=A BRXKIV MU
1 MIB bt = — HEM - 50 = kY
2 YT — MIB £ =—%7-9 30 = kU
3 HEEMT-D 500 = RV
[AARHK]

THEMORE - BE
snmp-server view <view name> <oid tree> { included | excluded }

RO HIR

no snmp-server view <view name> <oid tree>

[AAE—F]

(config)
[N A—=4]

<view name>

MIB b2 —4 %% ELET,

1. AT X —Z BRI O HME
A TEERE A,

2. fHO E#PH
32 WFLNDOIXFHNE X T NI +— b (") THATHRELET, ANFTERRICFIE, e &R
BT T, ANIFINC A= R EORBLTF A EERONYE, XTFANEZ TNV +— b ()
THERS THORETEET, dL, [RI2A—XITRETX L © LEOXTS #2R
LTL7ZENY,

<oid tree>
BTV —%E£KT ATV FID ZRELET,
1. AT X — 2B O Y HUE
BMETETET A,
2. EOREHRH
F7Vx7 FID% Ry FlETRELET, HRK64XFTT, ¥ 7i@n (Ky hCTRUIGN
BT TLICTANVRA—FR (%) aRETLHILEHTEET,

{included | excluded }
BTV —O@PEERIIRAERELE T, V7YY —% MIB v 2 —IZ5 0841 included Z 5% €
LET, 7YY —% MIB £ =2 —26R< HE 1T excluded Zi%E L E T,
1. AT X —Z B O Y HME
B TEEH A,
2. 0D % T i
included % 7213 excluded D EH L EFHE LT,
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shmp-server view

(2= FEEEFROEE]

2L

BE~NDEE]

2L

[E%FE fE 0D JR B 224 ]

BOEWAER, TICEMICKBENET,
CEESE]

1. HHROETEL LOHIBROEE, <oid tree> DY TFANCT AV K — K (*) 2%ET D&, RUNED
TP O THDIT L MY ER—EeBBREINET, Fio, 0&RETH L, FUIEDY TRHBIN *
ThdrT M) ERI—ERBRINET,

ZHZEST, Moz M) THDITH000T, HHROEETIE EEE SN, HFHROBIBRTIZHIBR
INET,

[(BEEa< Y K]
snmp-server enginelD local
snmp-server user
snmp-server group

snmp-server host
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snmp trap link-status

snmp trap link-status

no snmp trap link-status F¢ERE, BN Y V27 7 v 7 E7F X v LEEHEI, b7 > 7 (linkDown k
7 v 7BEIUlinkUp 7 v 7) OEFEEMELET,
[ABRH]

THHDOFRE
no snmp trap link-status

RO HIR

snmp trap link-status

[AAE—F]

(config-if)

[185A—=4]

el

[2< > FABREFDENE]

FZ v 7 (linkDown F 7 v 78X QR linkUp b7 v ) OMIEEITOVERA,

[BIE~NDEE]

2L

[BXEMED R BRE2HE]

REEEER, T IERICKBENET,
CEFEEIE]

2L

[BEEa~< > K]

2L
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logging event-kind

logging facility

logging host

logging syslog-dump

logging trap

571



logging event-kind

logging event-kind

syslog #—/NICREERG LT 5 1 S RO S MERIZRELET, A~ MEFIEERETE £
ﬁ—o
[AARR]

fHMOBRE - £H
logging event-kind <Event kind>

RO HIFR

no logging event-kind <Event kind>

[AAE—F]

(config)
[T A—=4]
<Event kind>

HAT v 700y MNEBEZFRELET,

1. AT X —Z B O HME

B TEEH A,
2. fEOFR EHiHH
key, rsp, err, evt, aut DFHMNLIREL FE9,
[O<7 > FERREFDENE]
A MERNE Tevt) BED Terr) &720 5,
BE~DEE
2L
(5% e B 0D I B 324 ]
WEMEER, T ICERIIKBEIET,
CrEsE]
1. Ra<y RTEHEE LAY MERIE, logging host =~ > R THEINZT X TOHALITH LTl
HESnET,
2. Ra<wy RCAXY MERIEZRE LTcha, 7 740 oA~y MR (evt, err) XN, 3%
E LToA Xy MNETZ TR E R0 5,

(BEEav > K]

logging host
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logging facility

logging facility

0 JEWE syslog f VX 72— ATHATH0D0 77 ) T4 2FHELET,

[AHRR]

WROWE - £
logging facility <Facility>

MO HIBR
no logging facility

[ABE—F]

(config)
[INSA—=4]
<Facility>
syslog D7 7> U7 4 ZHELET,
1. ARRT A —H BN D FIHiE
A CTEERA,
2. EDF E &
localO, locall, local2, local3, local4, local5, local6, local7 ® X —2>&4RELET,

[3< > FEBREFDBE]

77 U7 41% MNocald) &720 F3,
[BIE~NDFE]

2L

[EXTEME D R BR 21 ]

EMAER, T IGEMICKBENET,
CEEFE]

1. Ra<wr RTHERELETZ 72U T 1%, logging host =2~ R THREINZTXTOH LT LTl
HEInET,

2

[BE&Ea< > K]

logging host
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logging host

logging host

B EROHNEERELET, Kav FTRRRK4T P ORENTEET,

[ANRH]

DB « 23
logging host {<ipv4 address> | <ipv6 address>} [ no-date-info ]

E o Bk

no logging host {<ipv4 address> | <ipv6 address>}

[ABE—F]

(config)
(RS A=5]
{<ipv4 address> | <ipv6 address>}
a7 HASEDIPvA T KL AE /X IPVv6 7 KL AZRE L £,
1. AT X —ZH SR ORIHE
AR TEERE A,
2. fEOHEFF
<ipv4 address>
IPva7 FL A% Ry FEETHEELET,
1.0.0.0 ~ 126.255.255.255, 128.0.0.0 ~ 223.255.255.255
<ipv6 address>
IPv6 7 Rl AZau L ik CHRELET,
12 ~ fe TLATL A A A AL LA, fecO:: ~ feff ffff-ffff fffe:fFff:fFef: fFef: fref
no-date-info
0 JERN BRI Z RV 2 EE LE T, v 7R EVT £7213 ERR OBATE, FFEl, A v
T — VAT, AIERERRWETE S EEE LET,
B ERO T A —~ v MZOWTIE, [Avke—v - -vr/Lr7ryL o2 123 #EHvI7 07 +—
~v M ZZRLTIZSN,
1. AT R —ZH WSRO RIHE
TRTOrTHEREEELET,
2. AH R E i P
L

(a7 Y FEREFDENE]
2L
BIE~NDEE]

2L

REMELE, T ITEAICKBREIET,
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logging host

[EEHIE]

1. syslog BREA AT 57 OICix, H1%EHR R MUIT syslog 7 —E 7077 AREHEL TWT, 2
AIEE NG D syslog (HFHEZITEND LHOICHRESNTWALERH Y 7,

2. —EIZRED T TIERNFEAE LA, syslog [FRICHKITRRAET L2 LR3H Y £,

3. no-date-info ZfiE L72HA TH, EEWNITRA S D v 7 FBRICIIRZIERITZ Y £,

4. no-date-info Z{ET 5 &, B VHIEICEET D A v B—VNORZIIERIVE TN, v 7 e

BRI 2~y 2 & LTI 2720, v 7 HETEn ZIEROERE RN A v - L LTERR
SNET,

(B~ K]

L
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logging syslog-dump

logging syslog-dump

no logging syslog-dump %/ ER, EETHRELEZBZ72NET 7 v 2 ATV ITKEMLEEA,

[ANRH]

THHROE
no logging syslog-dump

Tl O HIR
logging syslog-dump

[ABE—F]

(config)
[INTA—4]

2L

[a<7 > FEEREFDENE]

BN T 7y v a A VIS hET,
[BIE~DEE]

L

R TENE D R BRE2H ]
EMEAER, T ICHEAICKBREIET,
CFESHE]

1. nrlix, Elns, Rl 7z LET,

2. AREZITH L FRKRIEBEIMIFESNEREADT, syslog A vV F 72— R X Hu lEERITH L
EHER L ET,

3. ilEf 2~ Kclear logging #£479 5 &, W7 7 v a2 AE VLT 7 BAEZI TV T OHEEEITV
£7

[y |

5

(E&Ea< > K]

logging host
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logging trap

logging trap

syslog ' — N IZEERG LT 20 VRO EEE S

[AHRR]

RO - £
logging trap { <Level> | <Keyword> }

MO HIBR
no logging trap

[ABE—F]

(config)
[INSA—=4]

{<Level> | <Keyword> }

RELET,

syslog A v E—VOEHEELZ LNV ELEF—T— RON, Enr—2ZHEELET,

1. KT A — 2 IR ORI
FETEEEA,
2. EDFRE I

RETELEEFITROREZMLTIZS N, B, L-UMBETRELZLEED, ¥—U—F

THBPERRSNET,
®31-1 {EETSHOEERE

LRJL (Level) F—7—F (Keyword)

0 emergencies TAT KNI AR
1 alerts RIESGH s 3 0 L
92 critical 7 VT 4 J1VIREE
3 errors =7 —RfE
4 warnings L7 3 NI
5 notifications EFEMERZET 5 R0E
6 information BHEZTOA v E—Y
1 debugging FRy FRICEFRREND A v —Y
[a< > FABREFDEIE]
BEEIL~L 6O linformation] &729 F7,
[BIE~DEE]
L
[E%7E B 0D f= Bk 5244 ]

BEMAE R, < ICERICKMESLET,
[EEFEHE]

1. AKa~y R CHEE LZEEEIL, logging host 2~ RTHREINZTXTOHIEICH L CHEH I

jﬁjﬁo
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logging trap

(E&Ea< > K]

logging host
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sFlow ## T

sflow destination

sflow extended-information-type

sflow forward egress

sflow forward ingress

sflow max-header-size

sflow max-packet-size

sflow packet-information-type

sflow polling-interval

sflow sample

sflow source

sflow url-port-add

sflow version
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sflow destination

sflow destination

sFlow /X7y "D THHa L 7 ZOIP 7 RLAZEELET,

[ANRH]

TH RO E
sflow destination { <ip address> | <ipv6 address>} [<udp port>]

E O Bk

no sflow destination { <ip address> | <ipv6 address> } [<udp port>]

[ABE—F]

(config)
85 A—5]
{<ip address> | <ipv6 address> }
sFlow X7 > NOSEHETHHL 2L I ZDOIP T RLAZIEELET, IPT7 KL 2 & UDP A— &5
DFAEDOECIRK4MERETEET,
1. AT X —Z B ORTHE
A TEERE A,

2. fEORBERFH
IPv4 B EZITIPv6 ERD IP 7 RLAZELET,

<udp port>
sFlow X7 v D5 Thd a7 2D UDP A— b EFERTELET,

1. AT A —HBWERE D FIHiE
6343

2. MO EHH
1~ 65535

(2~ FEBROEE]
2L
[(BIE~DFE

L

BOEEARR, $ICEMICKmSNET,

CEEFHE]

1. ARNRNTA—HFIEENRTEEFA, ~HEHIRLEZH SITBEMLTIESN,

2. Fl—®DIP 7 RLARIZX LT, #%k®D UDP A — FNESDOHEH TEET,

3. AL XDIPv4, IPv6 7 FL AL LT7B—R¥¥YAFT KL, wLFFr AT FLA, B
Voorm—RnT RLRATRETEETA,

(B&Ea< > K]

L
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sflow extended-information-type

sflow extended-information-type

70— I NOEIERT — S TROREH B EIRE L ET,
[AN#K]

RO - LT
sflow extended-information-type { [switch] [router] [gateway] [user] [url] | none }

E O Bk

no sflow extended-information-type

[ABE—F]

(config)
[185A—=4]

{ [switch] [router] [gateway] [user] [url] | none }
Ta—Hh U T NOFYBET — AR ORBAEREEE L ET,
ITHRETAIET — 2L, Ty MERPLHWTE DAL v TN —H 2 EICET S
Fv NU—7EWOE LT 0EBLET, Sz N, T2v 747 b— 3 HA K Vol.2 JE3E
T—=2AR #ZRL TSN,
AT A —ZFEEARENFRETT, BEGRET 25 E811E, T A—F LT A= OMIZZEAD
K1Y 2 ACRIEL T 780, 72721, none /87 A—# IHEHD/T A—4 L ABHCHE TS &
A,

switch
AA v FIEHR (VLAN F#HRR L) OFEEHFHRLET,

router
N— B EROREETHELET,
gateway

T= U A HFROFEELFHELET,
user
2—PEROFEETELET,
url
URLEHROEEEZTHLET,
none
FTRCOPET —F R Ea L7 ZITEELERA,
1. ARRT A —Z R DR
A TEEREA,
2. fEOERMH
switch, router, gateway, user, url, none
[3< 2 FEERREFDEIE]
TRTOPET —F e a2 L7 ZITEEFELET,
[BEE~DEE

L
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sflow extended-information-type

[ERFE B R B 224 ]
REMETRS, GBS LET,

CEESHE]
1L Aavy MCEBRER EEEShET, STA—FEETLEVEAR, BERNT A2z T~

TADLTLES Y,
2. AEEIILAY2 AL v TFTHDD, V—2FRBLOT— U = A HFROFF TR R — T,

(BgEa~<y K]

L
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sflow forward egress

sflow forward egress

BELTEAR—FDEE NT 7 1 v 7 % sFlow gt OEMERRIZLET,

[AHRR]

THW DR E
sflow forward egress

E O Bk

no sflow forward egress

[ABE—F]

(config-if)
[R5 A—4]

L

[3< 2 F AR DB E]

7L

[BE~NDEE]

L

[E%E B D R BRE2H ]

REMET S, T <ICERICKMSLET,

CEEZEIA]
1. 3@ & L T sflow forward egress £ 7213 sflow forward ingress D EH 5N UNEETE A, KE
77 4 v 7 BERMNSICT BHA1E, AR — MIFRE L7z sflow forward ingress %3~ CHIK L T
BEAR AN — BT sflow forward egress Za%E L TL 72 &0,
2. Ko< KX, AX25308-48T, AX2530S-48T2X TIIEE T ¥ A,
[BEEa< > K]

sflow forward ingress
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sflow forward ingress

sflow forward ingress

EELTEAR— DG NT 7 14 v 7 % sFlow gt OBEMERRIZ L ET,

[ANRH]

TR OEE
sflow forward ingress

E o Bk

no sflow forward ingress

[ABE—F]

(config-if)

(N5 A—=4]

2L

(a7 Y FEREFDENE]

L

BIE~NDEE]

L

[EREE D Iz B 2244 ]

REMANYE, TIEHICENET,
EEEIE]

1. #& L L C sflow forward ingress & 721 sflow forward egress D EHL LN LMEETE A, %15

N7 4 v 7 BERMEICT B5AL, AR — MIERE LTz sflow forward egress 29~ CHIK L TH,
5, BEEHAR— FZ sflow forward ingress 7% E L TL 72 &0,

(BgEa~y K]

sflow forward egress
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sflow max-header-size

sflow max-header-size

HART — 2T (sflow packet-information-type =~ R&MR) 1T~y X MEHEH L W25, Vo7
ANT sy NOFEENG a B —IN SRR A REBELET,
[ABRH]

fHMOBRE - £H
sflow max-header-size <bytes>

RO HIER

no sflow max-header-size

[AAE—F]

(config)
[N A—=4]

<bytes>
AT —ZRIC~y FREHERH L TWBEGE, oy hOXENS a— SN bR KA
R (A b)) EBEELET,
1. AT A —Z BRI O Y HE
B TEER A,
2. EORE P
0~ 256

[a7 2 FEREOBE]
PL TNy b OSFSS A E— SR BRKYA XL 128 34 MY £

[BIE~NDFE]

L
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sflow max-packet-size

sflow max-packet-size

sFlow /X7 v DR A XEHRELET,

[ANRH]

DB « 23
sflow max-packet-size <bytes>

E o Bk

no sflow max-packet-size

[ABE—F]

(config)
[185 4 —4]
<bytes>
sFlow /37 FOFRKYA X (A ) ZEELET., MEZI LI Z~OEETA VX T =2 — AT
TV MTUE (1 b)) UTOEEEELET,
1. AT X —Z W O W
BT EHA,
2. B DR EHiH
1400 ~ 9216

[O7 2 FEREEDEIE]
sFlow /37 v b D KH A Z1% 1400 /XA M2 0 £97,

[BE~DEE

L

[ER%FE fE 0D JR B 22 ]

EMEAER, TITERICKBSIET,
CEESE]

2L

%

(E&Ea< > K]

L
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sflow packet-information-type

sflow packet-information-type

Tu—YTNDERT AR ELET,
[AHRH]
OB E

sflow packet-information-type ip

fE O HI

no sflow packet-information-type

[ABE—F]

(config)
[R5 A—4]
ip
Ta—h TN OERT R ERRELET,
ip lBERHE, XI5y b3 IPv4 23w b OYEIT IPvA BT, TPv6 /X7 v FOEA 1T IPve BT
ALY FICEBELET, ZZTHRETDIEAT —HEXOFEMIZONTIE, Tav 747 b—va i
A4 RVol.2 AT — 2] #2HL TS,
1. ARRT A —Z B RO
EWETEET A,
2. B ER
ip

[2< > FEEEFRDE)E]
N~y AREAWCa Ly ZICEELET,

LRE~NDEE]

L

[ERTEED IR E2HE]
MEMEER, T ITEAICKMEINET,
CEEEHE]

L

(BEEa< Y F]

L
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sflow polling-interval

sflow polling-interval

BT EY TNV EaL g Z~EETHREEEEL T,

[ABTRA]
OB » LT

sflow polling-interval <seconds>

H OBk

no sflow polling-interval

[ABE—F]

(config)
(NS A—=4]
<seconds>
OB TN alLy Z~EETOMBERBEMCTHEELET, OBRERETLE, I 24
VIMEa LT ZICERFEENEE A,
1. AT X —Z B W O WA
BT ERA,
2. fHORR EHiFH
0~ 2147483647 (=2 ~ 31— 1)

[O7 > FEBREEDEIE]

B BRY I NEaL s Z~20 RIETEELET,

BE~ANDEE

L

[BREEDRILEEHE]

EEZEES, TIEMICKR S ET,

GEESEIE]

1. 20 R— N2 EZERT GG, REEBICAMIENDZ 08B0 £, TOEHAR, BRGS0y

R— PO EZBALZHE L THEELTLIEE N,
() BEHETROYERR— 2N 40 R— b DS, 40 UL EZRE L £,

%

(E&Ea< > K]

L
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sflow sample

sflow sample

KEERERT 59 7Y v VR ERE L ET.
[AN#K]

RO - LT
sflow sample <sample count>

fE O HI

no sflow sample

[ABE—F]

(config)
[185A—=4]

<sample count>
ALEBICHEAT 2 7Y CERERELET AL N7y ), RELET T I 7HRI L
W17y NEERICESTH T Y 7 LET BIRIE, o7 TR E 512 ITHRE L2
Hlx, Ny FZ LI 112 0fERTYH Y 7 LET), EH 2~ N show interfaces T,
sFlow #tat & G202 5 R — F OBEIREDZ(E £ 72I13%E D PPS (N7 v ML/ B) &3 T~
TLIEEW, (%321 BEgEEcoV 7Y v IMROB%R] ©, At L PPSIcxticd s TBXR
ERB YUY TR BHESRHMEIC R £3, 7Y U HRBICHESRHE L » /NS R EE R ET
5&, CPUAWMMPEL RDLIBENRH Y 77,
1. AT 2 —Z BRI O Y HE
B TE LA,
2. EOE B
256, 512, 1024, 2048, 4096, 8192, 16384, 32768, 65536, 131072, 262144, 524288,
1048576, 2097152
K (2 n) Oni8~21 2 ANLMEEIRET L TLEEY, ZNSUADERAN ENTZHA,
ATMETIE CCTHBIIZ ZN O OEZRE LEIE LT, £ 05EE O BRI ATIE &3 EM OB
& 15322 Yo7V MR BiFER) IR LET,

®32-1 BBRECOYUTYUIHROER

A5t L1= PPS O# BRE#dHLTY VIR BR &4 HREH|
25kpps LA 256
50kpps LA T 512 100Mbit/s f —H % v X 1K
100kpps LA T 1024
200kpps LA T 2048
400kpps LA T 4096 | 1Gbit/s £ —HF > F X 1A
800kpps UL F 8192
1.6Mpps LA T 16384
3.2Mpps LL T 32768
6.4Mpps LA T 65536 | 10Gbitls  —¥ K v b X 1 AR
13Mpps LA T 131072
26Mpps LA 262144 1Gbit/s 1 —FF v b X 48 K
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sflow sample

A5t L= PPS % BRedYo 7Y IHR B& LG HREH
52Mpps UL T 524288
100Mpps B T 1048576
200Mpps LL T 2097152

#£322 YUY UTHEREEY EIFR

AT RAAEShE=H U TY DR

ERICBMET 59T U IHIRE

256 256

257 ~ 512 512

513 ~ 1024 1024

1025 ~ 2048 2048

2049 ~ 4096 4096

4097 ~ 8192 8192

8193 ~ 16384 16384
16385 ~ 32768 32768
32769 ~ 65536 65536
65537 ~ 131072 131072
131073 ~ 262144 262144
262145 ~ 524288 524288
524289 ~ 1048576 1048576
1048577 ~ 2097152 2097152
2097153 LA I 2097152

(1)

<sample count> |Z 1000 23MEE IN7=HANL, 1024 (=2 © 10) TEMEL £,

(272 FEBROEE]

ALEBICHEAT 2V 7V o 7RI 2097152 (

[BE~DEE

2L

[ERFEE D [ BR 22 ]

BOEWAER, TICEMCKBRENET,
CEESE]

2L

(BEa< > K]

L
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sflow source

sflow source

sFlow /X7y FOFEFET (=Y F) IKERESNDIPT RLRAEZEELET,

[ABRH]
DB « 23
sflow source { <ip address> | <ipv6 address> }

E O Bk

no sflow source { <ip address> | <ipv6 address> }

[ABE—F]

(config)
(85 A—45]
{<ip address> | <ipv6 address> }
sFlow /X7y FORETL (=Y =z ) ODIPT RLAELTHEATAIP T FLAZRELET,
IPv4 7 RL AL IPv6 7 L AXZNETN DT OHETE LT,
1. ARRT A —F R R DR
A TEEE A,
2. fEOERMH
IPv4 TR EITIPV6 EXDIP 7 RLAZEELET,

[2% > FEBEEDEIF]
AR L7 (FE TP 7 R LA B ST

BE~DFE
L
[ER7E B D = Bl 5244 ]

EEEIHE]

1. sFlow X% > FODx=—Y = FIPT RFL AL LTTe—RFXY AT FL A, vLVFF¥ AT RFL
A, BIOV 27 u—HLT7 RLATRETEER A,

2. =—Vx FIPT RLRELTHATSIP T FL &L, AEED VLAN (80 117 5 TW5 IP
T RUVRAZIEELTLE &N, KEBEBLSHNDIP T FLAEIELESRE, sFlow 37 v MIFETX
FHEA,

(B Ea<Y K]

L
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sflow url-port-add

sflow url-port-add

RS — 2 AT URL 82T 2541, HTTP /34 v  &HIE+ %R — F& 5% 80 LISMZBINFE
FLET,

[AARR]
Mo E « ZEH

sflow url-port-add <url port>

RO HIFR

no sflow url-port-add

[AAE—F]

(config)
(/X5 A—=4]
<url port>
a7 —# B¢ URL 2 EH T 2854612, HTTP X7 v b EHIErT 5K — hE 5% 80 LIAMC
IFEE L £,
1. ART A — 2B O XTI E
BIETEFEE A,

2. OB ERIH
1~ 65535

[3~ 2 FERRERFDEIE]

HTTP /<7 v b LW 2R — FE 513 80 FLZIFIZTRD £7,
[BIE~DEE]

7L

R ED R BRZE]

REMAETR, +ITEMICKBISLET,

CEEFIE]

L

[y |

I

(B&Ea< > K]

L
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sflow version

sflow version

EET D sFlow X7 v hOAR—V g VU ERELET,

[AHRR]

=53 U=
fff R D FXE
sflow version <version no.>

E O Bk

no sflow version

[ABE—F]

(config)
[185A—=4]

<version no.>
EET D sFlow N7y NON—=Ta VERELET, IHEINIZN—a O sFlow 7w & HW
Tal 7 ZITEEFELET,
1. AT A —Z BRI O HME
HIETEEEA,
2. fEOFEHPH
2

[2< > FEEEFRDEE]

sFlow /37y b=V 3 03412720 £,
[EE~DFEE]

2L

[EREMED R BR 2]

EMEAER, T IERAICKBRSIET,
CEEFEIA]

L

%

[B&Ea< > K]

L
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LLDP

E 124

P 1%

4

S

B

lldp enable

lldp hold-count

lIdp interval-time

lldp run

lldp version
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lldp enable

lldp enable

596

N— FTLLDP OEHZ B L £ 7.

[ANRH]

HROBE
1ldp enable

LRl
no lldp enable

[ABE—F]

(config-if)

(NS A—=4]

L

(27> FEREFDENE]
2L

BE~DEE]

L

RTEMED RBREEH]
EEETER, ¢ <IGERICKMENET,
EEEIE]

2L

(B&Ea~< > K]

lldp run

[y |

5



lldp hold-count

lIdp hold-count

AREEENEFET 2 LLDP 7 b— ANk U TS E DR T DR 2R E L E T,
[AARRK]

THROBRE - BH
lldp hold-count <Count>

T O HIBR
no lldp hold-count

[ABE—F]

(config)
[INSA—=4]
<Count>
AEENENEET D LLDP 7 L— AZH LT, BEEEIEE AR T 5 F5# % 1ldp interval-time =< > N
TRIE LB T DR THRE L ET, RFFRERID 65535 22 25 81E, RKRETH S 65535
THEELET,
1. RXT X —ZEBWEEOYIHE
B TEEREA,
2. EOFE LA
2~10
[a< > FEBREFDEIE]
AEEEPEEFET D LLDP 7 L — Ak D BEEEE S, RETDRMIT 4 &2 0 £,
[BIE~DEE]
2L
EREMED R E2H]
B ER, TICERICKBENET,
FEEE]

L

—

(BEEa~v > K]

lldp run
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lldp interval-time

lIdp interval-time

598

ALEE N EET D LLDP 7 L— a2 0XEMEE#E L E T,

[ANRH]

DB « 23
11dp interval-time <Seconds>

E o Bk

no lldp interval-time

[ABE—F]

(config)
[INT A—=4]
<Seconds>
AMEEBNEET S LLDP 7 L— ADO K ER R AR EA CRELET,
1. AT A —Z B O HHE
AT ERA,
2. EORE &P
5~ 32768 (1)

[O<7 Y FERREDOENE]
AREERENEET S LLDP 7 L — 2O ERMEIZ S0 720 £9,

X E fIE D e BR 32K ]
REMEHHE, T ICERICKBRS L ET,
DEEFEE]

2L

[ |
on

(BEa~<y K]

lldp run



lidp run

lIdp run

LLDP féREZ AN L £,

[AHRR]

TR OEE
lldp run

E O Bk

no lldp run

[ABE—F]

(config)

[INSA—=4]

2L

[a< > FERERFDEE]
LLDP #ei3f\sh & 72 0 £77,

[BIE~DEE]

L

[ERTEED k524 ]

BEMEFS, TICERICKMENET,
CEEEIE]

L
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lldp version

lIdp version

600

AIEED LLDP ONN—2 3 VA BRELET,

[ABRK]
THWORE

11dp version { auto | draft | 2005 }
Tl O HIR

no lldp version

[ABE—F]

(config-if)
(NS A—=42]
{auto | draft | 2005}
RIEEDO LLDP ONRX—V 3 VARELE T,
auto
A CHRBILET,

draft
IEEE802.1AB/D6.0 (2003 45 10 ) IZRE L £,

2005
IEEE802.1AB-2005 232 E L £ 9,
1. AT X —Z B O HE
B CEEREA,
2. fEDFE EHiPH
auto, draft, F721% 2005

[O<7 Y FEREDENE]
auto & 720 F9,

[BIE~DEE]

L

[ER%FE fE 0D JR B 22 ]

BEMELE, TICEAICKBENET,
CEESE]

2L

(E&Ea< > K]

1ldp run



E13fm R—+rI5—0UT

mN—r235—D29

monitor session
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monitor session

monitor session

R—hIT—V o R RE L ET,
[ABTRA]

THMORE « AR
monitor session <session no.> source interface <interface id list> [{rx | tx | both}] destination

interface <interface id list>

(GE2LE]5S

no monitor session <session no.>

[AAE—F]

(config)
(/N5 A—=4]

<session no.>
R=hrIT7—=V 07y varOFFEEELET,
1. AT X —Z B O HE
A TEERE A,
2. fHDFR E HiH
1

source interface <interface id list>
A= IT7—V I DE=H—FKR— b aEELET,
1. AT X —Z BRI HME
A TEEHE A,
2. fE R EHiPH
NG A—=Z|ZHEETE D) 2L TIEEN,

{rx | tx | both}
R=FIT7—=V o IFTH 77470 FAEHEELET,

rx

EZET V=2 EIT—V T LET,
1. A/RT A — 2 BWEREOFIHA fE

both
2. fEOREHIPH

el
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monitor session

destination interface <interface id list>
AR=FrIT7—=V I DOITF—KR—bEHELET, IT—FA—MI2A—PFETHETEET, LA
Y2EREHRTE LA — MIBETEEHA,
1. AR T A — 2B OYHIE
BIETEEE A,
2. EOBREH
[(INTA—ZIZHETE DM 2R L TIIEE,

[a< > FAEBREFDEIE]
2L
[BIE~DEE]

HEAPOERAE I 7 —R— MIRE LTSS, ZORKMTHEETERI RV ET, T=F—=F— MIRE
LGl ddfEic B L EE A,

[EREMED k225 ]
BEMAETH, T ITERICKBENET,

CEESEIA]

1. FMICRETEDE=F—R— LI T—K— FOMEARADLEIT1 TT,

2. TTICE=A—FR—h L LTHEHELTWVWAR— 42 I T —FR— MNIERETEETA,

3, F=H— R —MIKLTEOETIT—AR—MERETEET, Z2LUEOIT—FR—FERETEE
A,

4. F—hFrIT7—V /7 Tav—Lir7 L—A0EBNERE B2 256, T0O7 Lb—MIEEINE

I

N

5. L7 —FR—MIRELZA— T, BHOT7 L —LEZEFEILITEEEA,

6. LAV2HEMERELEFR— M2 IT7—F— MIEETHZEITEETA, TTIZLA Y 21EHRE
REFHDOFR— M2 I T —FR— e LTHERTL2HE8IE, U A F 72— 2D LAV 2EREHIRL
THhHEIT—AR— MIFREL T EIN,

(BEEa~v > K]

L
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35, avI4 L= aliREBDOIS—AyvE—

35.1

aAVI7449L—

VAVIREROIS—AvtE—D

35.1.1 @

% 35-1

HBOIS—Avt—D

Ayw—T

[

L)

<Start allocation> can set only 0.

<Start allocation> 1% 0 72} %X EAIHE T,

Access denied.

T RAPEESE LT,

Ambiguous command.

@Y DICRIR C& 3~ RO T BICHETE £ A,

Ambiguous data.

T8 NIRRT E DT — X RO T—RIFFETE EHA,

Ambiguous parameter.

@Y NIRRT E DR TA—F RO T—EICRETE £ A,

Authorization error.

PARET T — T,

Bad command.

av Y RANNRELL BV FHA,

Bad value.

BEAELSHY £EA,

Cannot execute.

Can't execute.

FATCE EH A,

Cannot register this command in a range
mode.

Zoavwy NEILry U — R TCIIBRETEEEA,

Cannot set TOS/Precedence and DSCP at
the same time.

TOS/Precedence & DSCP % [FIFFIZRETE A, EBLLNAHFZTIC
LTL7ZEN,

Cannot set Traffic-class and DSCP at the
same time.

Traffic-class & DSCP # R ETCE EH A, ELOLMFHZFIZLT
<TEEWN,

Can not delete it because data is not
corresponding.

=T LT =N, FLEEFELELTHRELTNDIDOT, HIFRTE EH
Ao
HIBRKI R T — 2 B 5D, FTFEHEL TEEL TR L T
0,

Can't execute command it because data is
not corresponding.

— T LT AN, avr REFEITTEERA,

Command chaining not allowed.

2oMDavwy RufiF CANITEERTA,

Don't specify a <MSTI ID list>.

<MSTTI ID list> O ATNEIARETT,

Event not found.

AR IRESNY FHATLE,

File not found.

T7ANDBRONY EFHEATLI,

Illegal combination 'xxx' and 'yyy'.

RT A=K xxx' E3F7 A—F 'yyy IFRIFHEE CTE WA,

Incomplete command.

2wy FRRERTT,

Inconsistent name.

AT ELTVET,

Inconsistent value.

EAFIE L TOET,

interface: Invalid IPv4 address.

A BT xz—A :IPvd 7 FRLABRARIETT,

interface: Invalid Mask.

A BT z—R AT PRIETT,

Invalid parameter order.

NTA=ZIRENRIETT,

Invalid parameter.

AN ENTRT A =2 1THHTT,

Invalid parameter 'xxx'.

INT A= xxx' WER T,

Invalid value.

AT ENTAEIT S T,

It will be logged out if it remains idle for
another <min> minutes.

IDLE RH#EA & & <min> e br 770 M LET,
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Aut—o RE
Log out by the system. CATFAIEYa ST RNLE LT,
Login incorrect. HBELEFRA h~0u 74 U RROLNEEA,
Maximum number of entries are already BRBERABLZTWET, R MY AZHIBRLTLEE 0,

defined.

Missing parameter.

NI A=ZBRRITFTOET,

Missing parameter data.

RIA=BDT—=ZPRIFTNET,

No Access.

TI7RANRDD A,

No help available.

VTR T,

'no' is not applicable.

mo' 13X FHA,

No such name.

ZO XS RAFNIH Y EHA,

Not found:

RBOMY FEATL,

Not writable.

EFFEEA,

Out of range. Valid range is: <range>

AN T, A7 AD#EIFIX <range> T,

Please set parameter more than one.

NRITA—=ZRIEBIRES N TOERE A,

Read only.

FERIABEHTT,

Resource unavailable.

FIRA ML T,

Some parameters are insufficient.

NIA=BPARRLTVET,

String must be more than 0 characters.

LFFNT 1 LFUETRIFNIER Y £ A,

String too long.

LFFIBRTEET,

The command execution failed, because
"xxx" is executing.

xxx [CE > Ta<y FEIFHERERITH T, LIZL s TnbFEITT

50, MO —FREEL T RDDER L T ES 0,
W=z~ Fwho 2~ FTHERL TS IZE W,

The different name is already defined.

B 54H00R T TICRESNTWVET,

The number of the <HEX enum> exceeds a
maximum number.

a2 FO <HEX enum> O/3F A —XENRRKEBZTHNET,

The sequence number exceeded the
maximum value. Try "resequence"
Command.

= U AFENRREEBAE L,

T N DOFREEITHITIE, resequence 2~ REFEITLTHD, HEZ

DTy MU DEEET> TSN,

This command is not supported with this
model.

Ka<wr NIz OEFALTIIRYR— FTT,

This command uses the "no" prefix.

ZDa=y RiE’no’ 2~ ROEEFTY,

Too big.

RETEET,

Too many parameters.

ST A—EBHTEET,

Unknown user.

FE LI — AR BBRINTWER A,

Wrong encoding.

T a—F LT B TOET,

Wrong length. REEBELLHY EFHA,
Wrong type. BINREBLTWET,

Wrong value.

ERELSHY £HA,
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3512 AJ A tFa') T+ & RADIUS

%352 OJ40txa1)TF4ERADIUSHDIS—AvtE—

Ayt—o A&
Can't delete it because data is not BELLarvy 74 71— a9 URNFEELRWVWEZDHIBRTE FH A,
corresponding.
<Group name> is not available. F8E L7 RADIUS — I N —T 4 EBRETEEHA,

<Group name> : RADIUS $— 7 /L —74%

radius-server: Cannot add new group Ry M EEEEINTWAED, U ERETE EEA,
because the maximum number is already
set.

radius-server: Cannot add new radius-server = fg kT MU EBBEEINTWAETD, U ERETXEEA,
host because the maximum number is
already set.

radius-server: Port Number is duplicate auth-port & acct-port DR — FFESNEHE L TWET,
between auth port and acct port.

35.1.3 KZIDERTE & NTP [FHK

%353 BZOBEENTPOIS—AytE—

Ayg— A&

Entry count over ZHLLENTP =17 FLAZRETEEH A, TTICRESNTND
NTP #—17 RL 2 &R L T E &0,

3514 A —Hxv MEHR

£354 A—HFy FOIS—Ayt—

Ayt—o A&
Can't execute. Oy REFATTEERA, FBEFITLTIEEN,
Cannot attach the interface specified as a YU R—=NMIFBELIA LV E T2 —RAER— N F ¥ RZIIBMEEDH 2
ring-port to the channel-group. LITTEEEA,

EELTA v H 7 2= A R— FF ¥ XN BIMSELHEITE, Vs
BT 2RELHIRL THOFEML T 7ZE N,

this command is different from this one in R—=FF ¥ RVOBRENKER—ETT,
channel-group port. F—FF ¥ RNVOBREARE S TIIEEN,

3515 Yo F7TUsE—2 3 UIER

£355 YO FTHIE—=La vDIS—Ayvte—T

Ay— NE
Can't delete port-channel configuration a7 47— a THERAL TS 7OHIBRTE EEA,
referred by other configuration.
Cannot attach the interface specified as a Yo ZR—=FMIBELIA LV EZ T 2 — AR — FF ¥ XNIIBMEREDH 2
ring-port to the channel-group. LliIxTEER AL

BELILA VH 72— R R — M ¥ XVICSMSEL5HITIE, Voo
IZBIT HREZHIFRL THHHEM LT EEW,
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AyE—T

L

dot1x(link-aggregation): The specified
ethernet <IF#> cannot add to the specified
port-channel(<Channel group#>) because
802.1X configuration is different.

Vo7 70— arT—%3 & IEEE802.1X DRREN R D720,
ethernet <IF#> % 5 & & 117= port-channel(<Channel group#>) (2 84§% T
XFEHA,

<IF#>: A V4 7 = —AR— &5

<Channel group#> : ¥ x /L7 L—TFKE

interface : Invalid authentication arp-relay
configuration.

authentication arp-relay sX E2 2725720, F— FF ¥ FX/UITMATE £
A,

interface : Invalid authentication ip
access-group configuration.

authentication ip access-group X ENRR D728, K— K F ¥ FMITIA
TEEHA,

interface : This command is different from
authentication configuration in
channel-group port.

AL a7 4 S L—va YRR DTS, R— M F v 2V IZIMAT
TEHA,

interface : This command is different from
the mac-authentication configuration in the
channel-group port.

MACRBIED 2 T 4 JL—a U RRR B0, R— b F v RUITIMA
TEEHA,

interface : This command is different from
the web-authentication configuration in the
channel-group port.

Web FBAED a7 4 L —a VIR BT, R— b F ¥ F/VTHIAT
TEHA,

interface : this command is different from
this one in channel-group port.

a7 = a BB B0, R— Ty RUIMATE T8 A,

invalid data[channel-group].

B FF ¥ ZLEEOEENRIETT,

invalid datalethernet-if].

A BTz —AR— NEEORENRIETT,

Maximum number of channel-group port are
already defined.

INLER— P ERETEER A,
F v XN TN —THAOR— MEEFEE L T ZE 0,

Mirror port and port-channel are
inconsistent.

IT—AR=FELTHEHALTWLLDOR—FF ¥ RVMITMATEEE A,

Relations between vlan in mac-address-table
static configuration and channel-group
configuration are inconsistent.

mac-address-table static THA L TWAHA ¥ T =2 —ADZOKR— hF ¥
FITIMATE A,

this command is different from this one in
channel-group port.

Fl—F v F NI N—TIHRE LR — F CHRENEORLZ DI LONRH Y £
7
[fl—F % XN T N—TITHRET DR — MNIFENEE S5 0HIBR L
TLEEW,

vlan : Data(port-channel) is invalid.

R— b F v RNFEZORENRIETT,

vlan : This command is different from vlan
configuration in channel-group port.

VLAN 2o 7 4 L —2a U NER - T D128, R— FF ¥ R/UIIA
TEFEHA,

web-auth : Cannot set the command because
of internal error. (code=x)

WE T —2AEL, a~<vr FERETEEEA,

35.1.6 MAC 7 KLRFT—TJILIER

£356 MAC7 KLRTF—TILDIS—H+vt—o

Ayg—o

S

Can't set mac-address-table because of
port-channel nothing.

R— b F ¥ FVNBIEE L7272, mac-address-table 235% € T& £+ A,

Relations between vlan in mac-address-table
static configuration and switchport
configuration are inconsistent.

mac-address-table static @ vlan /€ & switchport D> 7 ¢ 7 L— 3
VA —FTY, mac-address-table static THE S 47z vlan (%, f5E &

NnicA v & 7 = —AD switchport access/switchport trunk allowed vlan/

switchport mac vlan/switchport protocol vlan THi/E 4L CTW R ITFIUL 7R
D EHA,
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35.1.7 VLAN 1&3R

%357 VLANDIS—Awvt—

Ayt—:

Pz

Cannot change vlan configuration referred
by flow configuration.

fiEvlan a7 4 S L—2a VF T A NVEERIT QS av T 4 UL —
YarTHREINTWDD, BETEERA,

fBEvVlan a7 4 L —a VEERTHIZE, fHEvlan a7 47
L=y a VICEESN TS 7 A V2 ET QoS a7 4 FL—vavk
HIBRL T 7280y,

ChGr <Channel group#>: Inconsistency is

found between the dot1x port-control and the

switchport mode configuration.

IEEE802.1X #¥%FE & 72 1% switchport THEHA L T\ 572dAR— FF v x L%
HIBRCTE EHA,
<Channel group#> : ¥ RNV I N—TFKE

Duplicate translated id.

f5E L7 VLAN Tag Ofii%, ffioo VLAN THEAFTY,

interface : Relations between the
mac-authentication configuration and the
vlan mode configuration are inconsistent.

?b’_._’ l/f.:_]—o‘—‘ }‘ j: MAC [T nJ‘.ET@i;H LTVu \%) 7‘:.
mac-authentication port Ok E % HI R (2

RELETEEEA,
RELTLEEN,

interface : Relations between the
web-authentication configuration and the
vlan mode configuration are inconsistent.

?b/’_f l/f.:j—o‘—‘ }‘ j: Web v nE’C@iﬁH LTV \ZJ 7L~_
web-authentication port D% E % HIFR% (2

RELETEEEA,
RELTEI,

interface : VLAN is not Port VLAN.

fAE L7z VLAN |ZAR— » VLAN Tixd 0 8 A,
A— R VLAN Zf5E L T 72 &0y,

interface : VLAN is not Port VLAN or MAC
VLAN.

A& L7z VLAN |27 — » VLAN #7213 MAC VLAN TiZdH v £ A,
A— b VLAN #7213 MAC VLAN ZHE L T 7230y,

Mirror port and switchport are inconsistent.

I 7 —7R— k& switchport |Z[RIFFICERECTE £H A,

Not found <VLAN ID>.

fRE L7z VLAN ID IR ETE £t A,
<VLAN ID> : VLAN ID

port <IF#>: Inconsistency is found between
the dotlx port-control and the switchport
mode configuration.

FEE L72R— MI IEEES021X FBFETHEA L TV A 728
<IF#>: A VX T = —AR— N KE

EHTEERA,

Relations between access-list and
dot1lg-tunnel are inconsistent.

VLAN F o3V U 7R ELTWBEE, VLAN A ¥ 7 = — 2D EEN
AT RAY A MEEATEEEA,

F, A=V Ry "X T 2 —ADEEA~EHTLITZ7EAY 2+
7 4V HFAEIZIE, VLAN &2 fRECTE 8 A,

Relations between access-list and vlan
mapping are inconsistent.

Tag AR TE L TWDHHE, VLAN A >4 7 = —ZADE[ER~T 7 & A
VA MEBEATEERA,

F, A=Y Ry b A E T 2 —ZADEEN~EHTET 7R 2 D
7 4 VA EEITIE, VLAN 28 E TE £ A,

Relations between igmp snooping and vlan
mapping are inconsistent.

IGMP snooping %% E L C\»% VLAN T k7 7 7" — K Z vlan mapping
ZIRECEERA,

Relations between igmp snooping and
vlan-tunneling are inconsistent.

IGMP snooping & VLAN h oV v 72 RIFHIHEE TE 8 A,

Relations between mac-based and
vlan-tunneling-enable are inconsistent.

MAC VLAN & VLAN bV o 73 FRFICRE TE A,

Relations between mld snooping and vlan
mapping are inconsistent.

MLD snooping ##%E LT\ % VLAN CTh7 27 F— hZ
EIRETEE A,

vlan mapping

Relations between mld snooping and
vlan-tunneling are inconsistent.

MLD snooping & VLAN bk >3 U > 7 ZFRFHZIEETE 8 A,

Relations between protocol-based and
vlan-tunneling-enable are inconsistent.

7w f 2L VLAN & VLAN b3 Y o ZI3RRHIRE CE A,
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Ayt—3

L

Relations between the dot1x configuration
and the VLAN mode configuration are
inconsistent.

VLAN E— R b2 U 7 E— FOR— MMIxt L TaR— FEAFRIFOH
EIFTEEHA,

Relations between the mac-authentication
configuration and the VLAN mode
configuration are inconsistent.

VLAN £— R b U 7 E— RNET7 e 2L VLAN £— FD
R— MIF LT, MAC#IEDHREIZTTE £ A,

Relations between the web-authentication
configuration and the VLAN mode
configuration are inconsistent.

VLAN £— FR3 b U 7 E— NEEI7 e 2L VLAN £— FD
7]—\0“_‘ ]\ 0:;(‘7} LT Web B uﬂi@&fﬁﬂif% i_ﬁ__/\/o

Relations between vlan in access-group
configuration and switchport configuration
are inconsistent.

F87E L 7= VLAN [ ip access-group & 721% mac access-group CTfEH L T\
LHI-ORELETTEETA,

%29 %5 VLAN 75: ";E L T\ % ip access-group ¥ 721d mac access-group
DREZHIFRRITHRE LTI ESV,

Relations between vlan in dotlq
configuration and mac vlan configuration
are inconsistent.

switchport mac dotlq vlan & switchport mac vlan G, [f] U VLAN % f57E
LTWDHORETEEEA,

Relations between vlan in dotlq
configuration and native configuration are
inconsistent.

switchport mac dotlq vlan & switchport mac native vlan C, [Al U VLAN
ERRELTVWAIEORETEERA,

Relations between vlan in qos-flow-group
configuration and switchport configuration
are inconsistent.

$§7 L 7= VLAN [ ip qos-flow-group ¥ 7=1% mac qos-flow-group CTfEH L
TWHTZORELHETEEREA,

%9 % VLAN %% L T\ % ip qos-flow-group ¥ 721 mac
qos-flow-group DX E & HIBRZIZHRE L T ZEW,

Relations between vlan-mapping and dotlq
ethertype configuration are inconsistent.

Tag 24 & TPID IFRIRFHCHRE C& £ A,

Relations between vlan-tunneling and
spanning-tree configuration are
inconsistent.

VLAN b pV o ravry4 L —yar b ARy Y )—av 747
L—ya v EOBBRNR AT,
VLAN bV o Zar 74 7 b—va  BRETDHEIL, A= 7Y
V—Z g T HHERH Y 7,

vlan : Can't change mode from
{nothing | protocol-based | mac-based } to
{nothing | protocol-based | mac-based }.

7 L 72 VLAN & — N> VLAN fi3I23 R —5T9, (VLAN P E)

vlan : Can't delete vlan configuration
because of default vlan.

77 4V h VLAN O 7= DHIBRTE /A,

vlan : Can't setting port[<IF#>] because of BELER—FERITIF v NI —TICFR L TCWATZOR— F bR
channel-group port. ETEEHA,
<IF#>: A4 X7 =—AK—  EE
vlan : Data(mac-address) is invalid. $57E L7~ mac-address MWHiJASA DO 7= DEEETX FH A,
vlan : maximum number which can be used = VLAN ¥ kT U a2 B2 -0t R T EHA,
is exceeded.
vlan : Not found protocol name. vlan-protocol AARFXEDTZORTE TE EH A,
vlan : Some port's setting have been failed. Channel 7> 5 Port ~OZENKILLE L7,
vlan : Some setting can't have been done TFELZRWVLAN A1 2L EEEhTWb 728, RETE 22 VLAN 23

because of vlan unmatch.

HY FE LT,

vlan[<VLAN ID>] : Can't change mode from
{nothing | protocol-based | mac-based} to
{nothing | protocol-based | mac-based}.

f5E L7z VLAN £ — K@ VLAN fi5I AR — T4, (VLAN BAHE)
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't delete it because
data is not corresponding.

B L72 VLAN BFE(E L7 W=l cE £8 A,

{87 L7 mac-address 3B SN TV RN OHIFRTE £/ A,
}87E L7 mac-address-table [Z1F/E L 72 W= DHIBRTE 8 A,
<VLAN ID> : VLAN ID
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vlan[<VLAN ID>] : Can't delete port-channel
configuration referred by other
configuration.

fho=ar7 47— arTHERAL TN D7ZOHIRTE WA,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't delete vlan
configuration referred by other
configuration.

a7 47— a THERAL TS DRI T EEA,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't set access vlan
which is not configured to use vlan.

VLAN 3FEFELRW0 T 7 & 2 VLAN AR ETE FH A,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't set
mac-address-table static which is not
configured to use vlan.

VLAN MFE4E L 72\ 7= 8 mac-address-table Z % & T& 8 A,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Can't set native vlan
which is not configured to use vlan.

VLAN BFTEL 72D R A7 4+ 7 VLAN R ETE EH A,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Data can't be set because
of not mac-based.

F87E L72 VLAN | MAC VLAN T72\ /=%, mac-address Z 5k CT& £
oo
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Data can't be set because
of not protocol-based.

87 L7- VLAN (372 k =L VLAN T72\ 728 protocol % Bk T -+
Hoo
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : mac-address has already
been set to other VLAN[<VLAN ID>].

fl1> VLAN TBEIZH8E mac-address 13 SN TWVWS D THETE 8
Puo
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : maximum number which
can be used is exceeded.

VLAN # Ry NV BEBR -1 DAERTEET A,

ek mac-address AR KT Y MU BREBI 2B TEERE A,

4§k mac-address-table M ik K= N BEB - OBETE EHA,
<VLAN ID> : VLAN ID

vlan[<VLAN ID>] : Protocol
{ethertype | llc | snap-ethertype} <HEX>
duplicate at ChGr[<Channel group#>].

R UAR— N F v 20 BEIZIEFE T 7 a b a2V ci#iBl3 % VLAN (—o> Lo
BRETEEE A,

<VLAN ID> : VLAN ID

<HEX>: 7'®m 2L E

<Channel group#> : F ¥ /L7 L—TFK 5

vlan[<VLAN ID>] : Protocol
{ethertype | llc | snap-ethertype} <HEX>
duplicate at port[<IF#>].

R UA— N EIZIEFEC 7 a b a2Vl CikBl4 25 VLAN (Z— D2 L E T
FHEA,

<VLAN ID> : VLAN ID

<HEX>: 7'v b 2 /U{f

<IF#>: 4 —Hh % v hAR—  EF

vlan-protocol : Cannot delete protocol
referred by VLAN configuration.

protocol THEA L TV 57 DHIRTE A,

vlan-protocol : maximum number which can
be used is exceeded.

IEARCHAT D7 1 3/l (ethertype &, llcfif, snap-ethertype
fE) XK 16 HTT, 16 {HEZEBX TRETCEETA,

351.8 R/NZUH W) —IER

358 RNR=ZVIIY)—DIS5—AyvtE—Y

Aytw—T

A&

Cannot configure spanning-tree when
uplink-failover is configured.

Ty TV I T oA NF—N—DFENRD DT, A= 7YY —%i
ETEFEHA,

Cost is over 65535, please set up in 1 to
65535 or set pathcost method to long.

cost DB 65535 LL ETY, cost D% 1725 65535 DA THET D
7>, pathcost method % long (Z LT 72& 0,
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Maximum number of entries are already
defined. <STP_VLAN>

BERTZY NVEM EO U R #BMNMLES> ELTVET, ARz b
UZHIBRLTHLIBML T EEN,

Maximum number of MST instance are
already defined.

MST A v AH VAN T TR ARERE SN TNET,
A AH U ATRK 16 TT,

RETE D MST

Pathcost method is short, please set up in 1
to 65535 or set pathcost method to long.

pathcost method 7% short T3, cost DfiZ 1 75 65535 OEIFH CTaEET
57, pathcost method % long IZ LT 72 &0y,

Relations between 12protocol-tunnel stp and
spanning-tree configuration are

BPDU 74 VU—FT v ard 4 b—var A= 7Y —ay
T4 7= artOBBRRAAR—% T, BPDU 74U —FT 17 ay

inconsistent. T4 T — g VEBRET AL, A=YV Y —REIETALERD
DET,

Relations between PVST+ and the PVST+ &, 7u k=L VLAN F7-1% MAC VLAN (Z[RIFFICZHETX 4

protocol-vlan or mac-vlan configuration are I

inconsistent.

Relations between vlan-tunneling and
spanning-tree configuration are
inconsistent.

VLAN ho Vo ravr4 7 b—var b A=y 7Y )—av 747
L—va v OBGRBRA—ETT,
VLAN ho RV o Zavr 4 L —a 2B ETHEIE, 2=
V—%AZ T 20ERH Y £7°,

N4

Too many parameters (VLAN-range of MST
Instance <MSTI ID>).

ATINT A= ZED I (200) B2 TWET, RRBUNTREL
TLEE N,
<MSTI ID> : MST A > A% A ID

35.1.9 Ring Protocol 1&#k

% 35-9 Ring Protocol DTS5 — 4 vt —

Ayt—3

ok

axrp-<Ring ID>: cannot configure this

R=FF X RMIBMLTNDA v F T ==, VT HR— MIFRETE

command to channel-group port. FH A,
<Ring ID>: U > 7' ID
axrp-<Ring ID>: Can't delete axrp FRELZY 7 ID X, axrpringport 2~ RTHEA L TWD72OHIERT

configuration referred by other.

TEHA,

<Ring ID>: U > 7/ ID

axrp-<Ring ID>! maximum number of
ring-id are already defined.

RRBRER A THET, V7 ID ZBINT 5256
7' ID ZHIER L TS 72 &0y,

%, BEREHLOY

<Ring ID>: U > 7' ID

axrp-<Ring ID>: maximum number of Yo ZR—KE, —o0) 71D Ikt L/'C ORTELET,

ring-port are already defined. BOR— K %2 /7 R— MCRET A L BEBRLDOY T R— B
FrLT< 71 U,
<Ring ID>: U > 7/ ID

axrp-< Ring ID>: shared-edge port is
already defined in another ring-port.

HAER— ML, FClcizoY 7 R— R
WET,

DR — k% shared-edge 3
A—=hFZHIBRL T EE N,

<Ring ID>: UV > 7' ID

Zxt LT shared-edge % & X4 C

HHAR— MCRET DHAE, REFRHOIA
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axrp-<Ring ID>: this interface is already
defined as a ring port of other ring
configured the same vlan-mapping.

BESNIEA L Z 7 2—AE, Ra< FTHEELEZY V@M Eh Ty
AHBVLAN v B 7 LEIUVLAN v v B 7 %@EHA L T Aol 7
DYV ITR—=FrELT, ¥ TICHERESNTWVET,

YHA VBT 2— A% B VIRBET D), FFHOA ¥ T 2 —R %
FBELTEEN,

<Ring ID>: U >~ ID

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in control-vlan.

fEE &7z VLAN 1, 3 CITHilfl VLAN ISR E S TWET,
il VLAN 72 53%4 VLAN % HIER3 %57y, B0 VLAN 2 L T<72s
Wy,

<Ring ID>: U >~ ID
<VLAN ID> : VLAN ID

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in control-vlan of other
ring.

Sz VLAN 1, T TIiEno U v 7 ofilf VLAN K& Sh T E
7

EM0 Y > 7 ORI VLAN 70534 VLAN % HI3 %2>, 310> VLAN % f#
HL T &N,

<Ring ID>: U > 2 ID

<VLAN ID> : VLAN ID

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in
multi-fault-detection-vlan.

%EéntWAN@,?T’%%@iwﬁWAN_ﬁﬁénrwiT
% WEERAH VLAN 2> 5% VLAN 219 52>, B0 VLAN 2 L T
<TZEW,

<Ring ID>: U > 2 ID
<VLAN ID> : VLAN ID

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in
multi-fault-detection-vlan of other ring.

E SN VLAN IE, 4TIz
nTHWET,

F0D ) v 7 DL EEFEE VLAN 7 63%
VLAN Z{EH LT 2 &0,

EDY > 7 OLERFEEFR VLAN ([ZHRE &

%4 VLAN ZHIBxd 52, Blo

<Ring ID>: U >~ ID
<VLAN ID> : VLAN ID

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in virtual-link.

FRE &N 72 VLAN I TIEARY U 7 IZRES I TVWET,

AR Y > 7 i Bi%Y VLAN ZHIBRT 572>, Bl VLAN ZfH L T &0,
<Ring ID>: Y > 7 ID

<VLAN ID> : VLAN ID

axrp-<Ring ID>: vlan <VLAN ID> is
already configured in vlan-mapping.

FEEENTZ VLAN IE, T TICVLAN = v B ZICBRESNTVWET,
VLAN ~ v B> 7 55%% VLAN ZHIBRT %%, 51> VLAN 2 L T<
7FEN,

<Ring ID>: U > 2 ID
<VLAN ID> : VLAN ID

axrp-<Ring ID>: vlan-mapping <Mapping
ID> is already configured in vlan-group of
other ring.

FBE &= VLAN = » B 7%, 7 TIZIEN0 Y > 7O VLAN 7 v—71Z

HESHTOHWET,
1E5 D VLAN Zv—7 0 BHIBRT 2205, Bl VLAN Zv—7%fi i L T<
FEW,

<Ring ID>: U > 7' ID
<Mapping ID> : VLAN ¥ > > 7 ID

axrp-<Ring ID>-<Group ID>:
vlan-mapping <Mapping ID> is already
configured in another vlan-group.

EEENTZ VLAN = v ©' > 7139 TiZfE— U > Z DR VLAN 7 Lv—71

BESNTVET,

1E7>® VLAN 7 v —7 0L EIBRT 5%y, Bl VLAN v » 2 7 % LT
{TZEW,

<Ring ID>: U > 7' ID

<Group ID> : VLAN 7 /L —7" 1D
<Mapping ID> : VLAN v v > 7 ID
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axrp-virtual-link-<Link ID>: vlan <VLAN
ID> is already configured in control-vlan.

SR7E S U7 VLAN 139 T2l VLAN L’é&“ffénfu\i%
i VLAN 725 3%24 VLAN % Hlf9 %, BIo>) VLAN &/ L T< 725
Uy,

<Link ID> : {48V > 7 ID
<VLAN ID> : VLAN ID

axrp-vlan-mapping-<Mapping ID>: vlan
<VLAN ID> is already configured in
control-vlan.

FRE &7z VLAN 1%,  TIZHIfH VLAN (23
il VLAN 2> 53%% VLAN ZHIER9 2 2, 5l
A%

EENTWVET,

D VLAN #fEfI LT £ &
<Mapping ID> : VLAN ¥ v > 7 ID

<VLAN ID> : VLAN ID

axrp-vlan-mapping-<Mapping ID>: vlan
<VLAN ID> is already configured in
multi-fault-detection-vlan.

fEE SN2 VLAN 13, 3 CICEHEEFEH VLAN ICRESNTHET,
L2 EEHEN VLAN 722 57%2 VLAN ZHIER9 272>, Bl VLAN 268 L T
KTEEW,

<Mapping ID> : VLAN ¥ v > 7 ID
<VLAN ID> : VLAN ID

axrp-vlan-mapping-<Mapping ID>: vlan
<VLAN ID> is already configured in other
vlan-mapping.

BESNT VLAN 1L, T CIiEno~y By ZICRESNTWET,
137°0 VLAN = v B2 705 i% % VLAN #1952y, Bl VLAN % 4#
LTL7EEN,

<Mapping ID> : VLAN < v £°> 7 ID
<VLAN ID> : VLAN ID

Cannot configure axrp-virtual-link when
multi-fault-detection is configured.

ZHEEGETUREEOREN H L7720, B V7 RRETEEEA,

Cannot configure multi-fault-detection
when axrp-virtual-link is configured.

BAEY 7 OFENRD BT, LHEEEEGREBENRE TE EEA,

Cannot configure when
forwarding-delay-time is running.

forwarding-delay-time RNEEHF D728, 27 4 L —2a VERETE

EH A,

35.1.10

IGMP snooping &%k

5 35-10 IGMP snooping DI 53— A4 vt—23
Ayt—3 A&
Maximum number of VLAN are already IGMP snooping CTHE TE % vlan (T K 32 HTT, 32 %X THRET

defined, <VLAN ID> igmp snooping can not
enable.

TFEEA,
<VLAN ID> : VLAN ID

Relations between igmp snooping and
vlan-tunneling are inconsistent.

IGMP snooping & VLAN kU 7 & RIFFICRE TE 8 A,

Relations between igmp snooping and vlan
mapping are inconsistent.

IGMP snooping # &% & LT\ 5%
ERETETEHA,

VLAN T k7 > 7 R— FIZ vlan mapping
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% 35-11 MLD snooping DI 5 —* vt—
Ayt—3 AE

Duplicate mld query message source [T MLD Query A v —YDRETIP 7 RLANEZESNTNS O
address. ETEEHTA,
Maximum number of VLAN are already MLD snooping CTHEE TE 5 vlan I3k 32 TY, 32 ZBX CHETE
defined, <VLAN ID> mld snooping can not FH A,
enable. <VLAN ID> : VLAN ID
Relations between ip address and mld [Al—@ VLAN |Z IPv6 #REA 2hi% & & MLD snooping O (it IPv6 7 K
snooping source address are inconsistent. L AT RN E T YA,

Relations between mld snooping and
vlan-tunneling are inconsistent.

MLD snooping & VLAN b >3 U > 7 %R ETE A,

Relations between mld snooping and vlan
mapping are inconsistent.

MLD snooping ##%E LT\ % VLAN CThT 7 F— K

ERETE EE A,

vlan mapping

35.1.12 IPv4 - ARP -

% 35-12

ICMP

IPv4 -+ ARP -

ICMP OIS —

1E R

Ayt—

Ayg—o

RE

ip : Can't change ARP entry.

ARP ORBRTEIFILEHETEXERA, Vot AHIBRL TG, BREL TS

ip : Inconsistency has occurred in a setting of
IP address and ARP.

W,
Eun

PIERCHRELET RL 2 & ARPIE
77 RUVARIZFERECTOET,
Fy hNU—=7T7 RLAZELLIEELTIEEN,

WTHELLT NLADFRy hU—

ip : Inconsistency has occurred in a setting of
IP address and route.

IPHEHRCTHERELZT RLREL— |
77 RLATERELTOVET,
nexthop ZTEL < FEEL T2V,

1EH TR E L 7= nexthop D% > hU—

ip : IP address is duplicate between interface
and ARP entry.

PHEHRTHRELLEZT FLAL ARPIEHTHRELET FLABREBEL TV
i%

T RUAREFE LRI ICHREL TSN,

ip : IP address is duplicate between interface
and nexthop.

IPERMCHRE LT R A EL— MERTHE L7z nexthop DT KL AN

HEELTWHET,
T RVABREBRLZRVE IR EL T ZENY,

ip : maximum number of route are already
defined.

I B — MEREZRETE A,
Ty b= E RE LTI EEN,

ip : The number of pieces of the ARP entry
exceeds the capacity of this system.

ARP 7 —7NDxy Y NEEEDRKT MV BE#BATHET,

ip[<VLAN ID>] : Can't delete a primary IP
address when a secondary IP address is

EHLFYIPT FLARTEEL TOET,
v FVIPT RLAERIBRLEZHE, 774~V IP 7 KLAZHIBRL

existing. TIEEWN,
<VLAN ID> : VLAN ID
ip[<VLAN ID>] : Can't delete IP ARP OB SMEELTWET,
configuration with arp configuration. ARP B ABIR L5 &, IPHEREHIRL T Z S0,

<VLAN ID> : VLAN ID

ip[<VLAN ID>] : Can't delete IP
configuration with dhep configuration.

DHCP #— 38 Eﬁ’f?"b’(b\if
DHCP #— \SREZHIBR LT=bH &,
<VLAN ID> : VLAN ID

PIEMEZHIBRL T 7ZE W,
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ip[<VLAN ID>] : Can’t delete IP
configuration with route configuration.

Jo— MEBRDFELTWVET,
J— MEREHIR LZH &, TP
<VLAN ID> : VLAN ID

WAEHIRL T EEN,

ip[<VLAN ID>] : Can't set a secondary IP
address on a interface which does not have a
primary IP address.

TIA<VIPT FLADREDILRWA VAT 2—AZ, ®HFVIPT
RLAZBRELELI ELTWET,

FIWCTI7A4 <=V IP 7 FLAZRELTLIEE N,

<VLAN ID> : VLAN ID

ip[<VLAN ID>] : Duplicate network address.

o> VLAN IZ, RILRy hU—27T7 FLADIP 7 RLARERLZSILTWH
e

FTRTCOXYy hU—=I T RLANZ=—T IR D5 592 IP T L AZRE
LTL7ZEN,

<VLAN ID> : VLAN ID

WebumLFﬁrFHIPTM/xL , IRy hU—=2ZT7 KLADIP 7 KL AR
FINTWET,

W%m@@ﬂﬂP7hvxmx/hU 7 RLVAEEBELRWE I

IP7 FLAZRELTLIZE,

<VLAN ID> : VLAN ID

ip[<VLAN ID>] : Interface not found.

BELIEA LV H T 2—ARRO00 8,
ABT 2 —ADFEEEMR L TN,
<VLAN ID> : VLAN ID

ip[<VLAN ID>] : maximum number of IP
configuration are already defined.

_ﬂU\J: IP7 FLAZRETEE A,
v N — I E RE LT EE0,
<VLAN ID> : VLAN ID

35.1.13 IPv6 - NDP * ICMPV6 &%k
% 35-13 IPv6 - NDP - ICMPV6 18RO TS5 —* vt —3
Fyf—3 NE
ip : Can't change NDP entry. NDP OB ERFLEFE TEEEA, Vol AHIBRLTHS, BRELTL
7ZEW,
ipv6 : IP address is duplicate between PHERTHRELEZT FLALTF 740 b= b = A R THRELEZT N
interface and default gateway entry. VANREE L TWES,

T RUAREFE LRI D ICHREL TSN,

ipv6 : IP address is duplicate between
interface and NDP entry.

IP M THRE LT FL AL NDPIFHRCRIE LT FLADREE L TW

=7,
T RVARERLZRVI IR EL T ZENY,

ip : The number of pieces of the NDP entry
exceeds the capacity of this system.

NDP 7 —7 A D>y b U NEEORRTY PV BEBLZTHET,

ip[<VLAN ID>] : Duplicate prefix.

Rl—7Vv7 497 ADIP 7 RLARBRESNTWET,
TV T Ay I AR == R D EIITEHEL TSN,
<VLAN ID> : VLAN ID

ip[<VLAN ID>] : Interface not found.

BELIEA LV E T 2—ARRO) T8 A,
A /&7;:%%0)"“71?%5&‘.4 LT< fiéb\o
<VLAN ID> : VLAN ID

ip[<VLAN ID>] : Invalid IPv6 address --
<valuel>

IPv6 7 RV RAEIFIPV6 V7 a—H L7 RLABARIETT,
IELWIPVE 7 RLAZFREL T X0,
<valuel>: RIE/RMHE

Relations between ip address and mld
snooping source address are inconsistent.

[Al—® VLAN (Z IPv6 HHEA 0% &
LV ARGE & RIRFEE TE £ A,

& MLD snooping O #%{E7E IPv6 7 N
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% 35-14 DHCP H—/\BEED IS —A v t&—2

Ayw—T
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<Pool name> overlaps with other entries.

[Al— pool N C network & host / hardware-address % [RIIFIZFRET 5 2
LIETEERA, ELon—FEAIRE, REL TSN,

Can not delete it because data is not
corresponding.

RE SNIRENFIE LRV OHIBRTE 8 A,

Exceeded the number of maximums that it
was managed with IP dhcp pool.

ZRELTE

B
&

BREEY 7%y MiEB 2 E L7z, network & host
S,

Host is already used.

[fl—IP 7 RLA® host N TICEHA SN TWVET,
BB IP7 RLAZEELTLE SN,

Interface not found.

VLAN 723X IP 7 RLARREINTWERE A, VLAN & IP OFE % H.
ELTLSZEN,

Invalid network.

v N =7 OREPFETT,

ip [<VLAN ID>]: Can't delete IP
configuration with dhep configuration.

DHCP — "R ETHEH L TV D7D IP A HIBREILIIEAE TEEEA,
<VLAN ID> : VLAN ID

It exceeded maximum number of IP-address
pool.

IP7 FLAT— LVORKEZBLZE LT, network & RSN T KL AFRE%
RELTLZEN,

Maximum number of entries are already
defined. <DHCP-EXCLUDED-ADDRESS>

BOEFTREZRBRAN T R L AR REEZ B A E LT,

Maximum number of entries are already
defined. <DHCP-HOST>

REAREREE IP 7 RLABORKEEZBZ F L.

Maximum number of entries are already
defined. <DHCP-1F>

s

SERREIRA V2 7 = — ARDERMEE L E LT,

g

Maximum number of entries are already

defined. <DHCP-POOL>

REFRE S — VB O R RIEZ B F LT,

Maximum number of entries are already
defined. <DHCP_SUBNET>

RIEARER Y 7R v MRORKEEZ A E LT,

network conflicts.

Iy NI =7 ORENERLTHET,

This configuration has already been set.

Zoar7 4=y a Y E T CIREREATT,

vlan [<VLAN ID>]: Can't delete vlan
configuration referred by other
configuration.

DHCP #— "\ ETHEH L T\ 5729 VLAN ZHIBRTE E8 A,
<VLAN ID> : VLAN ID

35.1.15 J0O—K&HEHE— FIEFEHR

%£3515 JO—E—KODIS—AvtE—2

Ayt—o

RE

Cannot change the flow detection mode.

TIEAYARNEZIZQoS 7u—Y A NOZEMNA »F T = — AT
SINTWDEYD, 7 —HRE— REELETEET A,

To—HE— REET LZWEAIE, #BHASh TS Y X Moz
FTRTHIBREL TS E &,

Cannot change the flow detection out mode.

T AYABMERZIZQOS 77— A MOFEEMNA »F T = — AW
INTVHEY, 7a—HRE— REELETEETA,

Zu—RHE— REEE LI-WEAICE, @S Thb Y A NowAE
FTARTHIBREL T Z &,
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£3516 FU9HERAYRAMDIS—Ayvt—

Ayg—o
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Cannot attach this list because flow
detection mode layer2-1.

7 a—RHE— R layer2-1 DA, ZOT7 78R Y X MIEATE
FHA,

7a—fRHE— R layer2-1 DL &, MACT7 7R Y X FRNEHTE &
KRS

Woza~vy RRERTEET,

mac access-group =¥ R

Cannot attach this list because flow
detection mode layer2-2.

7 —RHE— K2 layer2-2 DEAIZIE, ZOT7 78RV A MI#EHATE
FHA,

Za—RHE— R layer2-2 DL &, IPva 778 A Y XA MR HEATE &
7
WOa~<y RREATEET,

ip access-group I~ K

Cannot attach this list because flow
detection mode layer2-3.

7 u—HHET— R layer2-3 AT, TOT 7R X MIEATE
FHA,

Zu—fRHE— KN layer2-3 D& X, IPva 7 78 AU A MBI IPvE 7
J7EAY A RMBEATEET,

WDa~<y RBERTEET,

ip access-group 2~ > K

ipv6 traffic-filter =~ > K

Cannot attach this list because flow
detection out mode layer2-1-out.

7 1 —fHE— K2 layer2-1-out DAITIE, ZOT7 7R A Mk
TEEHA,

70 —fHE— R layer2-1-out © & &, MAC 77k A U X M3 C
xFET,

WDz~ RRERTEET,

mac access-group 1> K

Cannot attach this list because flow
detection out mode layer2-2-out.

7 v — T — 2 layer2-2-out DAITIE, ZOT7 7R A MLk
TEEHA,

7 a—RHE— R layer2-2-out O & X, IPv4a 77 AU A MV T
N

WOa~<y RREATEET,

ip access-group 2 v K

Maximum number of entries are already
defined. <valuel>

AR NI EDOZ U R EZBMLED ELTWET, RELTY b
VAEHIFRL TOHBEML T ZEN,

Over two entry as an address family cannot
be set.

1ENDT 7 AU A NN TIZHEHAFE» T,
TR AYAREEALZWEAIZE, BHENATWATZ7E8AY R D
HWHZHIBRLTHD, 7o TLIE&E,

Range-Start must be less than Range-End.

HPHEE O PAARIE 25 HE T B2 > TV ET,
HPHFEE T, FARIEILHE TIE L O /N SVEZRE L T2,

Relations between access-list and
dotlg-tunnel are inconsistent.

VLAN b2 U U 7B ELTCWDHEE, VLAN A V¥ 7 = — 2O EEH
AT ITEAY A M E#EATEEEA,

F2, A=Y Ry b A E T 2—=ADEEN~EATET 7R A D
7 4 VESMITIE, VLAN &2 EETE 8 A,

Relations between access-list and vlan
mapping are inconsistent.

Tag AR TE L TWDHEA, VLAN A > % 7 = — ZDOEERA~T 7 & 2
VA NZHEATEEEA,

Fl, A= Ry b U E T =2 —ZADOREWU~EATE7 782V X+ D
7 4 VE ST, VLAN &ftaigETE 8 A,

The maximum number of TCP/UDP port
entries are exceeded.

TCP/UDP A— FNEBO#HFAEED = N BREABERB L2 TOET,
TCP/UDP 'R— + 5O EDO = MV IiL, &K 16 /3% —2 T,
BB, ZOALTA4TL—=var Ty ANTOMMAEY M) BB IUZES
= b UL, A 2~ K show system TR TE E7,
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This list cannot be set to the outbound
because the list includes TCP/UDP port
range entry.

ZOT 7 RAYA DT u—BHEMHIZOA o Z T == A~DHET
XFEHA,
RS RE e R — B SRR E £ 721350088 — NE SRR EEZ &
FRWVWY R IBREEMA ¥ 72— RZHEATEET,
WDa~v s RPMERTEET,
ip access-group < KN
ipv6 traffic-filter =~ K

The sequence number exceeded the
maximum value. Try "resequence"
Command.

BB — 7 U AR GRRKREEBLE LT,
resequence % FET L T2,

This list cannot be set to this port.

ZDOTI7BAVANMIZOLA—Y Ry AV H T =—R|T
Moo
A=V Ry b AV EZT2—RT 7 ®RAY A M2EATIHEEICE, T2
AU A2 MO T v —HHEHO VLANID @A 5 4 —h 1y A v
27 2 — ADFENARICEEN TV DMERLH Y £,

BHCTEEE

This list cannot be set to VLAN.

DT 8AYZARMIVLAN A U F 7 = — A ITEMATE A,

77 EAV A MAOT B —RHFEMIZ VLAN ID BHEE STV DHGAIC
i, ZOT7 7 AY XA MIVLAN A v % 72— A CILEATXEH A,
A=y b U E 72— R ZHATDH, BHEMAE2S VLAN ID %]
BRLCTL7ZEN,

This list name is being used as other protocol
type by other definition.

FOHNFIXENDT 78 A Y A FCTHERFLOLTRO -
Moo
ENDOT 78 AV A RNTHAL T RWAHREZIEL T EEN,

ETEEH

The maximum number of entries are
exceeded.

REARER T P UBEBAE Lie, RERT MU ZHIBRL T L IFAT
LTL7ZEy,

35.1.17 QoS &

#3517 QoSDIT—HAvt—o

Aytg—3

RE

Can not set command, because

limit-queue-length =~ > RRFRE SN TNDHT2H, PQLSD AT ¥ a—

limit-queue-length command is set. Vo E— RIS ECTEEEA,
Can not set command, because scheduling PQUANDAr P 2—Y) v T E— BRESNTNWED,
modes is not PQ. limit-queue-length =< > FiXE% H/E”C TFEHA,

Can not set half duplex because
traffic-shape rate is specified for the port.

BRI A — N E STV 2729, duplex ICRETE £t A,

Can not set half duplex because WFQ

E#E WFQ E— FORARREHIAEE STV 5728, duplex [IZRE

min-rate is specified for the port. TExEHA,
Can not set traffic-shape rate because of the  [A[#i23 - D=8, KR— NEEHIEAEE T EH A,

port is half duplex.

Can not set WFQ min-rate because of the
port is half duplex.

[El#R2THROTZ D, WFQ E— FORKRFERFRZ fEE TS A,

Cannot attach this list because flow
detection mode layer2-1.

7 —RHE— K layer2-1 DGAIZIE, 2D QoS 7ua—VU A MI#EMAT
EEHA,

7 a—fRHE— R layer2-1 ® L &, MAC QoS 7r—U X F3 @A &
E3r I8

MDA~ RPERTEET,

mac qos-flow-group =~ > K
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Cannot attach this list because flow
detection mode layer2-2.

70— — R layer2-2 OHAITIE, Z0 QoS 70— Y 2 ki
TFEHA,

7o —fRHE— K23 layer2-2 D L X, TPv4 QoS 7u— U A M PJEA Tx &
7T
WDa~v s RPMERTEET,

ip qos-flow-group =~ K

Cannot attach this list because flow
detection mode layer2-3.

7 a—RHE— K2 layer2-3 DGAICIE, 2D QoS 7u—U A MI#EHA T
TEHA,

7 —fHE— R layer2-3 @ £ &, IPv4 QoS 72— U R B LW IPv6
QoS 7r—U A MRMATEET,

KDa~y RBMERTEET,

ip qos-flow-group =~ > K

ipv6 qos-flow-group =~ > K

Maximum number of entries are already
defined. <valuel>

R MUK EOZ R EZBILED ELTWES, KRBT b
VAEBIBRLTOHBEML T ZEN,

Over two entry as an address family cannot
be set.

1F02D QoS 7 r— VY A MM TISEHAFE A TY,
QoS 7u—U A FEBWHA LEZWEAICE, BASN TS QS 7r—1U &
FOBEAEHIBRL THD, To T E&E,

Range-Start must be less than Range-End.

HEPHIEE O PHAREASHE T EIZ 72 > TWES,
HPHFEE T, BFAREIIRE TE LV /NSVWEEZHREL TIZSW,

The maximum number of TCP/UDP port
entries are exceeded.

TCP/UDP A — "EBO#AEE O b B REEZBL THET,
TCP/UDP A— b EEOFMIEEDO = bV 13K K 16 /37— TT,
nE, ZO0arz 4 lr—rar7rA)VTOHEMATY M B LOEE
= bV T, A 2~ K show system TR T £,

The different name is already defined.

BEIZ queue-group MR EINTWA UFIZ=2 FUBML LD & LGS

The Maximum number of entries are
already defined. <QOSFLOW_GROUP>

QoS 7 — U R D IF ~DfREA A B2 TWET,

The Maximum number of entries are
already defined. <QOSFLOW_LIST>

QoS 7 —U A b remark O KHEHREZBZTNET,

The Maximum number of entries are
already defined. <QOSFLOW_MAC>

MAC-QoS 7 —U X FDx v b VERINERMEZBL TOET,

The maximum number of entries are
exceeded.

QoS =¥ M VEBINALRMEEZBZ THET,
BB, Z0ar74Zb—ya oAy NI KBIOEEZ R
X show system 2~ > K CHERCTE £9°,

The sequence number exceeded the
maximum value. Try "resequence"
Command.

BB — 7 U ABZENRKRELZEIE L E L7, resequence =~ K& 3T
LTL7ZEN,

The total of min-rate exceeded bandwidth of
port.

FRE Lo AR R B B oA mIf# s A 2 TV E T,
ERAIR LA TS 72 2 K OWCRREL T 2SNy,

This list cannot be set to this port.

ZDOQS 7 —URANMIZOA—YRy b ¥ 7 —RZITHHATEE
A,

A =Py b H T 2—RA 2 QoS 7u—U 2 MEAT L5AICIT,
QoS 7r— U X NAD 7 v —EHSFD VLAN ID 235# M35 A —H 1>
hUH T 2= ADOFBRENRIZEETNTWALENH Y 97,

This list cannot be set to VLAN.

ZD QoS 7u—U A MIVLAN A ¥ 7 = —AZITEMA TE A,
QoS 7u—1U Z D 7 v — M VLAN ID 25 E STV B A
1ZiE, £D QoS 7u—VU A MIVLAN A > & 7 = — A |ZIT#EM T& £
ho A=Y Fy " ¥ T7z—RAT@AT 50, BEMAE»S VLANID %
HIFRL T2 &0,

This list name is being used as other
protocol type by other definition.

1E7D QoS 7r— U R M THAELDOAFRTT,
END QoS 7u—U A MTHFAL TWARWAHEITHE L 2D QoS 7
B—J R MERELTLEIN,
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35.1.18 LA 2 BirHBEEHR

§35 18 l/’f'\”Z.mnﬂf \350)15_

Ayt—

Ayt—

i

interface : Invalid access-list ID for
authentication.

authentication ip access-group CHEAEADT VAV A N EEp D F5,
CEAFTHE Y A MAFRT 1 2721 T, )

BEL uﬁﬁfﬁﬁ(ﬁﬁ@77‘?x YA REFRELTLIEEN, £720%, fthoA ¥
7 x—ATHMELOT 72 A A M ETTHIERE, HRELTIES
AN

interface : Invalid authentication arp-relay
configuration.

YA — MIFRRa~y RBRENHERE SN TWRWZ®, authentication
arprelay # i ETZ A,

¢ dotlx port-control

¢ web-authentication port

¢ mac-authentication port

WP Z RS A — MIRER, BRELTIEZSWN,

interface : Invalid authentication ip
access-group configuration.

YA — MIFRRa~y RN ENHERE SN TWARWZ®, authentication
ip access-group %% & CX £H A,

¢ dotlx port-control

¢ web-authentication port

¢ mac-authentication port

WP Z RS A — MIRER, BRELTIIEZSN,

interface : Over two entry as an address
family cannot be set.

ENOT 7 AY A MR CITEAE R TT,
HWHENTWL7 782D X FOwEMEHIERE, HRELTIESIN,

interface : Relations between
authentication configuration and
channel-group configuration are
inconsistent.

BUR— MITF Y IV N—TIR LTV D EORETET A,
— FF X RN HF T 2 —RAZEEL TSN,

interface : Relations between the switchport
mac vlan and authentication
force-authorized vlan are inconsistent.

}8§7€ L7z VLAN |2 MAC VLAN T72\ /=, authentication
force-authorized vlan ZECT& £H A,

max-user: Cannot set the command because
of internal error. (code=x)

N7 —NHEL, avr REKECTCXERFATLE,
X 2

35.1.19

IEEE802.1X 1&%R

% 35-19 IEEE802 X DIT—Ayt—o
Ayr—s A&
dot1x(xxxxx): Cannot set "dot1x interface xxxxx DA — b I 7 —=NFHT > TNDHT2D, A— NHEAFRGE
port-control" because monitor session mode PWETETEEA,
is set now. XXXXX °

ethernet <IF#>: A —% v b f V¥ 7 2 —AKR— FE=

dot1x(xxxxx): Cannot set " dot1lx
authentication " command because
user-group configuration is set now.

interface xxxxx {22 — ID BIRRGEHF AN 22 > TV 5728, dotlx
authentication =2~ REZRETEEHA,

web-authentication user-group 2~ REREZHIFRL T 7ZE0,
XKXXXX :

ethernet <IF#>: f —Hxy N f ¥ 7 =2 —AKR—  EF

port-channel <Channel group#> : " — +F ¥ R /L E 5

dot1x(link-aggregation): Cannot set the
configuration because the ethernet <IF#>
belongs to the port-channel

FRE D ethernet <IF#> (IR — b F ¥ /LR L TWH 728, IEEE802.1X
DRETEER A,
<IF#>: A > X T = — AP — [ KE
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dot1x(xxxx): Cannot delete "dot1x
port-control" because authentication ip
access-group/arp-relay is set.

interface xxxxx |Z, authentication arp-relay, authentication ip
access-group iR E STV 572, dotlx port-control ZHIBR T F
Ao

XXXXX :

ethernet <IF#>: A —H Ry h £ V¥ T2 —AK—  EF

port-channel <Channel group#> : " — F F ¥ x L EFE

dot1x(xxxxx): Cannot set "dot1x
ignore-eapol-start" because reauthentication
mode is invalid.

interface xxxxx O FFBFEERMEEEN AN /2 > TR0, AR TRFE
FRREMIEASRE A R E CE EH A,

XXXXX :

ethernet <IF#>: A —H Ry N A V¥ 72— AK—  EF

port-channel <Channel group#> : " — F F ¥ Rr L EFE

dot1x(xxxxx): Cannot set "dotlx
ignore-eapol-start" because
supplicant-detection is disable-method.

interface xxxxx DA HEIEN disable TH D728, AR B K HEGEM
I REZ R ECE XA,

XXXXX :
ethernet <IF#>: A —V Xy b AV FX T2 —AK— ' FEE
port-channel <Channel group#> : " — F F ¥ Rr L EFE

dot1x: Cannot set "aaa authentication dot1x"
because the maximum number is already
set.

WRE Y X MERART Y b VBRI S LT D29,
EH A,

IR bR TE

dot1x(xxxxx): Cannot set "dot1x
multiple-authentication" because
force-mode is set now.

interface xxxxx 7§§ force-unauthorized ¥ 7213 force-authorized &— RiZ

o TWATYD, MAKBAEE %AWH/E_’VC% i“ﬁ:/\/

XXXXX :
ethernet <IF#>: A —V Xy b A VX T =2 —AK— ' EE
port-channel <Channel group#> : " — s F ¥ Rr L EFE

dot1x(xxxxx): Cannot set "dot1x port-control
force" command because sub-mode is
multiple-authentication.

interface xxxxx MR RIAFE — FIZ/ > TWA 7=, force-unauthorized
%7213 force-authorized € — FZ R ETE FHA,

XXXXX :
ethernet <IF#> :
port-channel <Channel group#> : ;K—

A=V Fy b A F T 2—AR— 5
¥ RNVEH

dot1x(xxxxx): Cannot set "dot1x
port-control" because switchport mode is not
access-mode.

interface xxxxx @ switchport mode 2% access £721L MAC VLAN © £
LTHARWD, N— MR ERETE EE A,

XXXXX :

ethernet <IF#>: f —H Xy b £ V¥ 7 =2 —RAK— b EZ

port-channel <Channel group#> : " — b F ¥ /LK E

dot1x(xxxxx):Cannot set "dot1x port-control
force" because switchport mode is mac-vlan
mode.

interface xxxxx(ethernet <IF#> ¥ 7-1Z port-channel <Channel group#>)
® switchport mode 7% MAC VLAN (272> T\ 5728

force-unauthorized % 7 (% force-authorized E— N ?f ZECEER A,
XXXXX !

ethernet <IF#>: A —H Xy b £ ¥ 7 =2 —RAK—  EE

port-channel <Channel group#> : I"— s F ¥ RrLEE

dot1x(xxxxx):Cannot set "dot1x port-control"
because of a wrong "switchport mode".

interface xxxxx(ethernet <IF#> ¥ 7= |3 port-channel <Channel group#>)
@ switchport mode AR 722728, IEEES02.1X FBFENFHEIT TE £H
o

XXXXX :

ethernet <IF#>: £ —H% % v b

port-channel <Channel group#> :

AR T 2—AR— N EE
R— N TF ¥ RNFEH

dot1x(xxxxx): Cannot set "dot1x
supplicant-detection disable" because
ignore-eapol-start is set now.

interface xxxxx DA ZRFBFEHN L HERE AR
#{E% disable IZTEX FHA,

XXXXX

ethernet <IF#>: f —Hh Xy b £ ¥ 7 = — KR —  EH
port-channel <Channel group#> : " — K F v X /L& 5

RESNTWVDT28, IRk
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dot1x(xxxxx): Cannot set "no dotlx
reauthentication" because ignore-eapol-start
is set now.

interface xxxxx Ui AR TR B BAEM IEFERE DS GR E STV D
FRRE A N TE A,

XXXXX :
ethernet <IF#>: A —V Ry b f VX T = —AKR—  F =
port-channel <Channel group#> : " — hF ¥ X /LE 5

5728, Bk

k=
52
=

dot1x: Cannot set "dot1x
system-auth-control" because
12protocol-tunnel eap configuration is valid
now.

EAPOL 7 # U —7 1 » JHREN AR Th 728, IEEE802.1X Z & E T

TEEA,

12protocol-tunnel: Cannot set
"I2protocol-tunnel eap" because 802.1X
configuration is valid now.

e
[l
A

IEEE802.1X WA TH D72
TEEA,

, EAPOL 7+ 7 —7 1 v J ke %

radius-server: Cannot add new radius-server
host because the maximum number is
already set.

RRT FVEERRS N TS T2, ZAUERETEER A,

radius-server: Port Number is duplicate
between auth port and acct port.

auth-port & acct-port OAFR— MEENEE L TV ET,

Relations between the dot1x configuration
and the VLAN mode configuration are
inconsistent.

VLAN £— R b2 U o 7 E— FOR— MMIxt LTaR— FEATERIFDOHR
EIFTEEHA,

xxxxx: Cannot set the command because of
internal error. (code=y)

W=7 —n3AEL, a~v L FERETEEHATLE,
xxxxx : dotlx/radius-server / 12protocol-tunnel, y: 1, 2, 3, 4

35.1.20 Web EiF154R

i 35-20 Web unl..\nl.—ta)I7 * ‘Jt

D

Ayt—:

Rz

Conflicting port number.

Web nrunEﬁHT““ ]\ﬁﬁﬁ‘i%’g LTWET,

Web @GR — FESPEBE LRV E HICLTIES N,

Duplicate network address.

ftho> VLAN 2
RS

VLIAN D%y hU—277 RLRLEBELRWE D
VAZBREL TSN,

SRRy RU—Z 7 FLADIP 7 RLARERESNTWE

2, Web JBGEH M IP 7 K

interface : Invalid web-authentication port
configuration.

YA — MITFfRRa~y RBBREIN TS, web-authentication
port =< REHIBRTE E£H A,

¢ authentication ip access-group

¢ authentication arp-relay

interface : Relations between the
web-authentication configuration and the
channel-group configuration are
inconsistent.

MR — MIF ¥ RN TN —FICBE L TWAHT-ORETEEE A,
R FFX¥INAA L FZ T2 —RATHEHELTL &,

interface : Relations between the
web-authentication configuration and the
vlan mode configuration are inconsistent.

RER—MIM RV IR —bERIET 1 2R — b
Web RiLZ& % E C& £t A,

EDT=

interface : Relations between the
web-authentication configuration and the
mirror configuration are inconsistent.

interface : Relations between user-group
configuration and authentication list
configuration(s) are inconsistent.

22— ID BRGSO R E SN TV 572, web-authentication
authentication I~ REZRETX A,
web-authentication user-group =~ > R&EZHIFRL T 7ZE W,
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radius-server: Cannot add new radius-server
host because the maximum number is
already set.

RRT Y PUVEEFRSN TS0, TR ERETEERA,

radius-server: Port Number is duplicate
between auth port and acct port.

auth-port & acct-port DR — FFEENHEBE L TV ET,

web-auth : Cannot set the command because
of internal error. (code=x)

WET 7 —MFAEL, a~v FERETEEEA,

web-auth : Maximum number of entries are
already defined. <LIST-NAME>

PRRES RV A FoR R N BEBLE L,

web-auth : Relations between authentication
list configuration(s) and user-group
configuration are inconsistent.

T ]\%ljuuuﬂlj—tﬁ\
AV RERETEEE A,
FREORREZHIFRL T Z &,

¢ dotlx authentication

¢ web-authentication authentication
¢ mac-authentication authentication

XE I TWAH 72, web-authentication user-group

35.1.21

% 35-21

MAC i

MAC

ot IJIE ll‘ﬁ $&

un..\nl.—ta)I7 H* ‘y‘t'—‘/

Ayt—o

&

interface : Invalid mac-authentication port
configuration.

7% 7R — M IZ authentication ip access-group, %7213 authentication

arp-relay "“niﬁ\&)ét?fblé]' PRCEEHA,

interface : Relations between the
mac-authentication configuration and the
channel-group configuration are
inconsistent.

AR — ME F¥ RN —FIBLTVEEDRETEET A,
R=RF ¥ RNA BTz —ATHELTLIEE N,

interface : Relations between the
mac-authentication configuration and the
vlan mode configuration are inconsistent.

FBER—MIP R I R—FEZFIT e FaLR—FREDTD
MAC RBAEAHRETE A,

interface : Relations between the
mac-authentication configuration and the
mirror configuration are inconsistent.

HER— MIIT—HR—FREDZD, MACRIEARETEEWHA,

interface : Relations between user-group
configuration and authentication list
configuration(s) are inconsistent.

‘j‘b_"‘j— ID ?Jljmuuﬂij—tﬁ‘f&hﬁ é{ ﬂ‘(b A4 f:&),
authentication 2~ RZFHETEX EHA,
web-authentication user-group 2~ RREZHIFRL T 7Z2& 0,

mac-authentication

mac-auth : Cannot set the command because
of internal error. (code=x)

NET T —NREL, a~vy NBEEZTXERA,

mac-auth : Maximum number of entries are
already defined. <LIST-NAME>

PRES Y A bR P BEBAE LI,

radius-server: Cannot add new radius-server
host because the maximum number is
already set.

RRT S PVERFRSN TS0, TR ERETEERA,

radius-server: Port Number is duplicate
between auth port and acct port.

auth-port & acct-port DR — FFEENEE L TV ET,
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i

Cannot configure uplink-failover when
spanning-tree is configured.

AR TV —=DBEND DD, Ty TV I T oA VA —R"—%5%
ETEERA,

35123 R bF—LAar O—)LiEHR

#3523 R bh—LavbA—LOIZ—AytE—

Ayte—o

RE

Please lower the recovery threshold than
the detection threshold.

A =L HBEE L D b A b—AREREZ RS WVEICHEELE Lz, A

b— AEERI T A b — AR HBI LT OfEICEE LT E W,

35.1.24 L2 )L— THRENEHR

£35-24 L2 IL—THRIDIS—AvE—T

Ay—T

AR

L2LD : Can't setting port[<IF#>] because of
channel-group port.

BELER— FEZIET ¥ XTI —TIZFTR L TV D720,
loop-detection =~ > KOFEEZEE TEEHA,
<IF#>: A v H 7 = —AKR— &5

this command is different from this one in
channel-group port.

loop-detection X EN R D728, Fx¥ XN TNL—TITMATEEHA,

35.1.25 SNMP (&%

#3525 SNMPDIS—AvytE—

Ayt—T

Rz

Can't execute.

avy FERTTEERA, BEETLTILEINY,

interface : Can not delete it because data is
not corresponding.

FAELIRWIRANBE S EHIR L L9 & LE Lic, MBESEZHMEL T2
SN

interface : Maximum number of entries are
already defined. <RMON_HISTRY_CTR>

RRHERZBATOET, RELx MY ZHIBRLTIZE0,

interface : This configuration has already
been set.

rmon collection history &ERF, R DBMLA > ¥ 7 = — X T T
WET,

BOIEZERRET D), A ¥ 7 x—2ADRERINEZEFE2HIFRL
THhLHBREL TSN,

Maximum number of entries are already
defined.

BRRRERZBATOET, TELx FYZHIBRL TS ZE 0,

rmon : Can not delete it because data is not
corresponding.

FAELIRWVIN B 2RI L L9 & LE Lic, MBESEZHMEL T2
S0,

rmon : Can't delete this configuration
referred by other configuration.

HIFRFEE L7- event =2 h U i%, alarm =2 b U & BHEAHT R H B 72 O HI
FRCcXxEHA,

rmon : Maximum number of entries are
already defined. <RMON_ALARM>

RRBREREZBATOET, RERT MY ZHIBRL T IZS W,

rmon : Maximum number of entries are
already defined. <RMON_EVENT>

RRARERZBATOET, RELx MY ZHIBRL TS ZE0,

626



35, avI4 L= aviREBDIS— Aytw—

AytE— S

rmon * Can not delete it because data is not TFELRWVEME S ZHIBRLE S L LE L, @ETEFMR LT
corresponding. I\,

rmon : Not found <event_no>. rising-event-index ¥ 72| falling-event-index |Z1FTE L 72U A X2 MakH|
FEERELE L,
rising-event-index ¥ 721% falling-event-index # Fifigi® L C< 72 &\, &
ToITF YA R MBAIE B ORERICHHRE L T EEN,

rmon * Not supported <variable>. variable (ZV R — K LAWAT V=7 M FEIFHEHPESN DA A X RFE

ZHELE L,
FT2 FBIOA VA AR S EFMER LTSN,

rmon : RMON alarm rising threshold is less = FHEEN EHFRMEY EE->TWES, FHEESZ EFRMEUTE LT
than falling threshold. <&V,

snmp-server: Maximum number of entries SNMP k7 v 7 EEREROBEN R REEABAE LI, FERNT T
are already defined. <SNMP_TRAP> EERER YR L TOLBIML T EE 0,

snmp-server: Maximum number of entries SNMP = X 2 =7 ¢ fHFROBEPERBEBAE Lz, AHERaI==
are already defined. <SNMP_VIEW> T A EREHIFRL TOHBML T ZE N,

35.1.26 O4HAER

%3526 AJHADIS—Ay+E—

Ayt—2 HE

Can't execute. a<w REFITTEETA, BFEERTLTIEEZN,

logging : Can not delete it because dataisnot =~ 4 X MNERFINEREE SN TWRW=D, HIRTEXFH A,
corresponding.

too much number of the host. WDz KR N 2272720, RETEETA,

35.1.27 sFlow #iEtiE4R

% 35-27 sFlow it TS —A v &—

Ayt—U AR

Can not delete it because data is not —HTHT—EZnW, FRTEHELTIHEELTWSODOT, YT

corresponding. FH A,
HIBRR R T — 2 13 50>, FTITEE L THEE L TR L T
<&V,

Maximum number of entries are already LI X OREF N KRKEEZBZ TWET,

defined. AL FORERE 4 BUTICLTRALTIEE N,

Only either of the following commands "sflow 4Ei& & LT sflow forward egress 7> sflow forward ingress @ &6 &

forward egress" or "sflow forward ingress" can P aiEE T £4,

be configured at a time on this device. HEENT T 4 v 7 BERNBIC L WEAE, R — o sflow
forward ingress f§E & T X THIBR L T b, BERA— NMCHEREL
TL7ZE,

ZERNT T 4 v I BERRIC LI WEAE, A — b o sflow
forward egress #iEZ T XTHIFR L T2 6, BEHRA— MIFEHREL

TLEE,
This system doesn't support "sflow forward ARIEE Tl sflow forward egress =~ > RiZ¥ AR — F LTz,
egress" the command. FHTE EHA,

627



35, avI4 L= aliREBDOIS—AyvE—

351.28 R"—krZXS5—1)UTER

®35-28 R—rX5—YIDIF—Avt—2

Ayg—o

RE

Mirror port and dotlx are inconsistent.

destination interface % dotlx T L TWA 72 I 7 —KR— MIERET
EEHA,

Mirror port and mac-authentication are
inconsistent.

destination interface % MAC #FECHEA L TWH7H I 7 —FR— M
ETEERA,

Mirror port and web-authentication are
inconsistent.

destination interface % Web f8FECHH L TV 572 I 7 —AK— MIRE
TEEHA,

Mirror port and mac-address-table are
inconsistent.

destination interface % mac-address-table T L T\ 5725 I 7 —
A—MIBRETEXEEA,

Mirror port and port-channel are
inconsistent.

destination interface # R — M F ¥ XV THEHA L TN D72HI T —FK—
ICERETCTE R A,

Mirror port and switchport are inconsistent.

27— — b & switchport [Z[FRFICRE TE /A,
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A

aaa accounting dotlx 406

aaa accounting mac-authentication 487
aaa accounting web-authentication 439
aaa authentication dotlx 407

aaa authentication login 26

aaa authentication login end-by-reject 28
aaa authentication mac-authentication 488
aaa authentication mac-authentication end-by-reject
490

aaa authentication web-authentication 440
aaa authentication web-authentication end-by-reject
442

aaa group server radius 24

arp 230

authentication arp-relay 390
authentication auto-logout strayer 391
authentication force-authorized enable 392
authentication force-authorized vlan 394
authentication ip access-group 395
authentication logout linkdown 397
authentication max-user (global) 398
authentication max-user (interface) 400
axrp 190

axrp-primary-port 194

axrp-ring-port 196

axrp virtual-link 191

axrp vlan-mapping 192

B

bandwidth 64

C

channel-group lacp system-priority 84
channel-group max-active-port 85
channel-group mode 87
channel-group periodic-timer 89
clock timezone 46

control-packet user-priority 387
control-vlan 198

D

default-router 250
deny (ip access-list extended) 283
deny (ip access-list standard) 289

deny (ipv6 access-list) 291

deny (mac access-list extended) 297
description (£ —¥% x> k] 65
description (V> 27727V — 3] 90
disable 200

dns-server 251

dot1x authentication 409

dotlx auto-logout 410

dot1x force-authorized eapol 411
dot1x ignore-eapol-start 412

dot1lx logging enable 413

dotlx max-req 414

dot1x multiple-authentication 415
dot1x port-control 417

dot1x radius-server dead-interval 419
dot1x radius-server host 421

dotlx reauthentication 424

dot1x supplicant-detection 425
dotlx system-auth-control 427
dotlx timeout keep-unauth 428
dot1lx timeout quiet-period 429
dot1x timeout reauth-period 430
dot1lx timeout server-timeout 432
dotlx timeout supp-timeout 433
dot1lx timeout tx-period 434

duplex 66

E

efmoam active 528

efmoam disable 529

efmoam udld-detection-count 530
end 18

exit 19

F

flowcontrol 68

flow detection mode 266

flow detection out mode 268
flush-request-count [Ring Protocol] 201
flush-request-transmit vlan 202
forwarding-shift-time 203

ftp-server 10

H

hardware-address 252
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health-check holdtime 204 ipv6 qos-flow-group 352
health-check interval 205 ipv6 qos-flow-list 354

host 253 ipv6 qos-flow-list resequence 355
hostname 540 ipv6 traffic-filter 311

I L

instance 135 12protocol-tunnel eap 103
interface gigabitethernet 70 12protocol-tunnel stp 104
interface port-channel 91 lacp port-priority 92
interface tengigabitethernet 71 lacp system-priority 94
interface vlan 102 lease 257

ip access-group (727 AU Z ] 300 limit-queue-length 356

ip access-group (2 714 ¥ = U 7 ¢ £ RADIUS) line console 11

29 line vty 12

ip access-list extended 302 link debounce 72

ip access-list resequence 304 link up-debounce 73

ip access-list standard 306 lldp enable 596

ip address 232 lldp hold-count 597

ip dhcp excluded-address 255 lldp interval-time 598

ip dhcp pool 256 lldp run 599

ip domain lookup 52 Ildp version 600

ip domain name 53 logging event-kind 572

ip domain reverse-lookup 54 logging facility 573

ip host 55 logging host 574

ip igmp snooping (global) 218 logging syslog-dump 576

ip igmp snooping (interface) 219 logging trap 577

ip igmp snooping fast-leave 220 loop-detection 532

ip igmp snooping mrouter 221 loop-detection auto-restore-time 534
ip igmp snooping querier 222 loop-detection enable 535

ip mtu 236 loop-detection hold-time 536
ip name-server 56 loop-detection interval-time 537
ip qos-flow-group 348 loop-detection threshold 538

ip qos-flow-list 350
ip qos-flow-list resequence 351 M

ip route 234

. mac-address 105

ipv6 access-class 31 . .

. . mac-address-table aging-time 98
ipv6 access-list 308 .

. . mac-address-table static 99
ipv6 access-list resequence 310

ipv6 address 240

ipv6 default-gateway 242
ipv6 enable 244

ipv6 host 57

ipv6 mld snooping (global) 224

mac-authentication access-group 491
mac-authentication authentication 492
mac-authentication auto-logout 493
mac-authentication id-format 495
mac-authentication logging enable 497

6 mld ) G face) 225 mac-authentication max-timer 498
1pv6 mld snooping (interface ..
.p p. g mac-authentication password 499
ipv6 mld snooping mrouter 227 o

. . . mac-authentication port 501

ipv6 mld snooping querier 228 L. . .
. . mac-authentication radius-server dead-interval 502
ipv6 mld snooping source 226 . .

. mac-authentication radius-server host 504

ipv6 nd accept-ra 245

mac-authentication roaming 507
ipv6 neighbor 246 &

mac-authentication static-vlan roaming 508
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mac-authentication system-auth-control 509
mac-authentication timeout quiet-period 510
mac-authentication timeout reauth-period 511
mac-authentication vlan-check 512

mac access-group 313

mac access-list extended 315

mac access-list resequence 317

mac qos-flow-group 358

mac qos-flow-list 360

mac qos-flow-list resequence 361

max-lease 259

mdix auto 74

mode 206

monitor session 602

mtu 75

multi-fault-detection holdtime 208
multi-fault-detection interval 209
multi-fault-detection mode 210
multi-fault-detection vlan 212

N

name [Ring Protocol] 213
name [VLAN] 106

name (A/X=127Y U —] 137
network 261

ntp broadcast client 48

ntp interval 49

ntp server 50

P

permit (ip access-list extended) 318
permit (ip access-list standard) 324
permit (ipv6 access-list) 326

permit (mac access-list extended) 332
preempt-delay 214

protocol 107

Q

qos (ip qos-flow-list) 362
qos (ipv6 qos-flow-list) 369
gos (mac qos-flow-list) 375
qos-queue-group 379
qos-queue-list 381

R

radius-server attribute station-id capitalize 33
radius-server dead-interval 34
radius-server host 36

%5l

radius-server key 39
radius-server retransmit 41
radius-server timeout 42
remark (QoS]) 384

remark [7Z7&Ax U & L] 335
revision 138

rmon alarm 541

rmon collection history 545
rmon event 547

S

save(write) 20

server 43

service dhep 263

sflow destination 580

sflow extended-information-type 581
sflow forward egress 583

sflow forward ingress 584

sflow max-header-size 585

sflow max-packet-size 586

sflow packet-information-type 587
sflow polling-interval 588

sflow sample 589

sflow source 591

sflow url-port-add 592

sflow version 593

show 21

shutdown (A —¥xv K] 77
shutdown (V> 2777V —v =] 95
snmp-server community 549
snmp-server contact 551
snmp-server enginelD local 552
snmp-server group 554

snmp-server host 557

snmp-server location 561
snmp-server traps 562

snmp-server user 565

snmp-server view 567

snmp trap link-status 569
spanning-tree bpdufilter 139
spanning-tree bpduguard 140
spanning-tree cost 141
spanning-tree disable 143
spanning-tree guard 144
spanning-tree link-type 146
spanning-tree loopguard default 147
spanning-tree mode 148
spanning-tree mst configuration 149
spanning-tree mst cost 150
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spanning-tree mst forward-time 151
spanning-tree mst hello-time 152
spanning-tree mst max-age 153
spanning-tree mst max-hops 154
spanning-tree mst port-priority 155
spanning-tree mst root priority 156
spanning-tree mst transmission-limit 157
spanning-tree pathcost method 158
spanning-tree port-priority 160

spanning-tree portfast 161

spanning-tree portfast bpduguard default 162

spanning-tree portfast default 163
spanning-tree single 164

spanning-tree single cost 165
spanning-tree single forward-time 166
spanning-tree single hello-time 167
spanning-tree single max-age 168
spanning-tree single mode 169
spanning-tree single pathcost method 170
spanning-tree single port-priority 172
spanning-tree single priority 173
spanning-tree single transmission-limit 174
spanning-tree vlan 175

spanning-tree vlan cost 176
spanning-tree vlan forward-time 178
spanning-tree vlan hello-time 180
spanning-tree vlan max-age 181
spanning-tree vlan mode 182
spanning-tree vlan pathcost method 183
spanning-tree vlan port-priority 185
spanning-tree vlan priority 186
spanning-tree vlan transmission-limit 187
speed (f —% x> K] 78

speed GEAimAHER) 14

state 108

storm-control 522

switchport access 109

switchport dotlq ethertype 110
switchport isolation 111

switchport mac 113

switchport mac auto-vlan 116
switchport mode 117

switchport protocol 119

switchport trunk 121

switchport vlan mapping 123
switchport vlan mapping enable 125
system 12-table mode 60

system memory-soft-error 61

system mtu 80

system recovery 62
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T

top 22
traffic-shape rate 385
transport input 15

U

uplink-failover 516
uplink-failover port-control 518
uplink-failover-group 519

\Y

vlan 126
vlan-dot1lq-ethertype 129
vlan-group 215
vlan-protocol 130

w

web-authentication authentication 443
web-authentication auto-logout 444
web-authentication html-fileset 445
web-authentication ip address 446
web-authentication jump-url 448
web-authentication logging enable 450

web-authentication logout ping tos-windows 451

web-authentication logout ping ttl 452
web-authentication logout polling count 453
web-authentication logout polling enable 455
web-authentication logout polling interval 457

web-authentication logout polling retry-interval 459

web-authentication max-timer 461
web-authentication port 463
web-authentication prefilter 464

web-authentication radius-server dead-interval 465

web-authentication radius-server host 467
web-authentication redirect-mode 470
web-authentication redirect enable 471
web-authentication redirect polling 472
web-authentication redirect queries 474
web-authentication redirect target 476
web-authentication roaming 478
web-authentication static-vlan roaming 479
web-authentication system-auth-control 480
web-authentication user-group 481
web-authentication user replacement 482
web-authentication web-port 483
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