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VvMA  Log Monitor
( Hypervisor )

VMware

vMA

IPMI-SEL

HA8000 BMC

VMA  Log Monitor

VMware VSphere® Hypervisor

BladeSymphony SVP

aas oS Windows
# 2 Navigator - Log Monitor HA8000

Red Hat(Linux)

Hitachi Server
vMA  Log Monitor

VvMA  Log Monitor

Hypervisor

HA8000 Hypervisor (SEL)

BladeSymphony SVP (SEL)
oS
(RC) HA8000
HA8000 (SEL)
(RC)
BladeSymphony
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VvMA  Log Monitor

Log Monitor
Log Monitor
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VMware
VvMA  Log Monitor VMware
VMware vSphere® 5
VvMA (P.1-5) VvMA Log Monitor
HB VMA  Log Monitor vMA
VMware VvMA  Log Monitor
VvMA
- HA8000 VMware vSphere® 4 OS(Windows Redhat(Linux))
e Hitachi Server Navigator - Log Monitor
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VvMA  Log Monitor

CPU 1% 10 30%

7MB 15MB

7MB 30MB

VMA  Log Monitor
(P.4-5)
VMA  Log Monitor
smal2d /opt/hitachi/miacat/Program/SMAL2MASvc
VmSyslogMAgtSrvd /opt/hitachi/VmSyslogMAgtSrvd/bin/VmSyslogMAgtSrvd
SelManager /opt/hitachi/SelManager/SelManager
(SEL) HA8000

VMA  Log Monitor
23141/tcp core-linux(*1) HA8000
23141/udp HA8000

31100/tcp smal2_mainteregagt_port(*1) Log Monitor

31101/tcp smal2_mainteagt_port(*1) Log Monitor
514/udp syslog Hypervisor  syslog
443/tcp https esxcli

VMA /etc/services

*1 LogMonitor VMA /etc/services

VMA  Log Monitor
& B
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vSphere Client vSphere Web Client (P.1-5)
vSphere Management Assistant (vMA) (P.1-5)
UPS (P.1-5)
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(SEL) (P.1-5)
vSphere Client vSphere Web Client
VvMA  Log Monitor vSphere Client

VMA  Log Monitor
vSphere Web Client VMware

vSphere Management Assistant (VMA)

vMA VMware
VMA  Log Monitor VMA
vMA  VMware Web

UPS
UPS
VvMA  Log Monitor UPS
UPS
UPS Power Monitor HN APC UPS
MPM
Hypervisor syslog
IPMI

VMA  Log Monitor

(SEL)

VMA  Log Monitor

VMA  Log Monitor

vSphere Web Client

vSphere Client
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VvMA  Log Monitor
No *4) o
Blade HA8000
Symphony
VMA [ 1 0S
*2)
1 CPU *1) o o
2 *1) o o
3 FAN (*1) o o
4 (*1) o (*3) o (*3)
5 *1) o o
6 1D o o
7 (@D o o
8 RAID o o o
9 RAID o o
10 LAN o o
11 SAS o o
12 iSCSI o o
13 FC o o
14 PCle Flash o o
15 o o o
BR1200
16 UPS o o
17 APC UPS
*1 BladeSymphony SVP
*2 OS(Windows Redhat(Linux))
Hitachi Server Navigator - Log Monitor
*3 BMC
*4 OS os (BladeSymphony  SVP
)
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1 OS(Windows Redhat(Linux)) Hitachi Server Navigator -
Log Monitor ( )

I OS 5

I VMware ESXi
VMA  LogMonitor

I v™MA VMware ESXi HTTPS
I VMware ESXi VMA  syslog

I VMware ESXi root , ( )
., ( )
I HA8000 ASSIST SEL (0N
ASSIST BMC (0N
(BIOS )
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- vMA  Log Monitor
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vMA  Log Monitor

VvMA  Log Monitor

Hypervisor
syslog SSH
VMA  Log Monitor
— MPM-IPMI
Hypervisor IPMI Hypervisor
— MPM-syslog
Hypervisor syslog VvMA Hypervisor
MPM-IPMI vMA (SEL)
vMA
VMware(Hypervisor)
VMA  Log Monitor VvMA
VMA  Log Monitor
VMware vSphere 5
" |
[Hypervisor] VMA(GuestOS)
. _| | svsLoc/ssH ’ )/["MA]
N [VMA
LAN (B Log Monitor
RAID

,_|
s J%

/—_/ 7
[Hypervisor] MPM-1PMI _r
MPM-syslog —|,

1PMI

[Hyperv isor]
L MPM-

SVP(BI adeSymphony

)

BMC: Baseboard management controller

SVP: Service Processor
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VMware Hypervisor

VMware (P.1-5)
Hypervisor SSH (P.2-4)
Hypervisor syslog (P.2-5)
(P.2-9)
Hypervisor MPM (P.2-13)
vMA (P.2-15)
vMA (P.2-16)
VMware(Hypervisor) (P.2-16)
VMware(Hypervisor)
(P.2-17)

192.168.100.2

Hypervisor IP

VMware datastorel
Hypervisor root ID root
Hypervisor root password
VMA IP 192.168.100.10

VvMA vi-admin's password: Password:
vi-admin's password: VMA (vi-admin )
Password: Hypervisor root
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Hypervisor SSH

Hypervisor SSH
SSH
Log Monitor

1. (Hypervisor) F2
2. Login root

3. [System Customization]
[Enter]

4. [Enable SSH] [Enter]
5. [ESC]

Hypervisor SSH

[Troubleshooting Options]

SSH

T Hypervisor SSH
W e SSH

SSH
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Hypervisor syslog

Hypervisor syslog vSphere Client
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3. vSphere Client

Hypervisor

Syslog OK

Syslog.global.logDir

"[] /scratch/log™

Syslog.global.logDirUnique

Syslog.global.logHost

"udp://vMA 1P :514"
( "udp://192.168.100.10:514")
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- SiCsi
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O0—-F—2amdnE DT 24 H- 2 ke Bii), PO0TT 7L F U b EhE .
el 0 B 10240

Swslog. global. lagDir

IM[] Iscratch/log I

OHOENFEELED T LI OF —2ART 82 NULL TT 72l - (208 bENET. {7l [datastorel, ..
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m vSphere Web Client

1. vSphere Web Client  Hypervisor

2. sysylog
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3. vSphere Web Client Hypervisor
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4. Syslog.global.logDir
OK
Syslog.global.logDir "[] /scratch/log"

£ 192.168.100.5 - FHA T2 v ORE ) »

Syslog.global.logDir. |[ /scratchilog

BHOERREAEF LA PIDF AL T M A, NULLBF ZF 4L Mo w P ZTE T, il [datastoreNamellogdi

ok || #wvrwn |

Syslog.global.logDirUnique " "
Syslog.global.logHost  "udp://vMA __IP :514"
( "udp://192.168.100.10:514")

syslog
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VvMA  Log Monitor
(VMware)

vmware-esx-esxcli-getsyslog-500.1.0-xxxxxx.vib MPM-syslog
vmware-esx-esxcli-miacat-500.1.0-xxxxxx.vib  MPM-IPMI

miacat-vma-install-xxxx.tar.gz
selman-vma-install-xxxx.tar.gz (
MIACAT_BSVMA-xxxx-X.i586.rpm BladeSymphony

) HA8000
VMA  Log Monitor

MIACAT _HAVMA-xxxx-Xx.i386.rpm HA8000 VvMA Log Monitor
"x"( )
vSphere Client vSphere Web Client
m vSphere Client
1. vSphere Client Hypervisor
( :datastorel)
3. A
4.
5. 3 4
selman-vma-install-xxxx.tar.gz HA8000
VMA  Log Monitor 2-9
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vSphere Client
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m vSphere Web Client

1. vSphere Web Client ( :datastorel)

2. datastorel

3. 10 Allow
x

This site is using VMware Client Integration Plug-In. Do you want to allow it to access
your operating system?
Protocol: htips
Hostname: localhost
Port: 9443

Allow | | Deny (automatic in 8 seconds) |

[v Always ask before allowing this site

The YMware Client Integration Plug-In will give web applications and remote VMs access
to your operating system. Only allow sites you trust.

5. 2 4
selman-vma-install-xxxx.tar.gz HA8000

VMA  Log Monitor 2-11
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vSphere Web Client
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b 1008

L ¥ BTLE L EEP B
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FATAOF5IO—F
Tr{ LOIBARD: | Temp S e ® e E

4

A BN Iv mmare-esx-esxcli-miacat-500.1.0-000001 vib j Fie 00 I
A LOIEERDT: | =] Fth |

A
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Hypervisor MPM
Hypervisor

MPM-syslog vmware-esx-esxcli-getsyslog-500.1.0-xxxxxx.vib

MPM-I1PMI vmware-esx-esxcli-miacat-500.1.0-XXxXxxX.Vib
IIXII( )
vSphere Client vSphere Web Client
1. vMA vMA

2. vSphere Client VMA
vi-admin

5 10,11 5,655 -~ ~Gphere Glant =8
SR R R D T AR

u el 6 &=L gl b "1] o b
LI S S B

wt phise Manadgemant Aaaistant {vSaR)

1 i vioher e Maragesent Asu, = i
b O A s s - EEERN

vSphere Web Client VMA

vSphere Management Assistant

T AT TR [ T IS TN -F Ta = R =

VMA  Log Monitor 2-13
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Acceptance Level

>sudo esxcli

-s 192.168.100.2 -u root -p password software acceptance set
—--level=PartnerSupported

MPM(syslog, IPMI)

>sudo esxcli

>sudo esxcli

-s 192.168.100.2 -u root -p password software vib install

-v /vmfs/volumes/datastorel/vmware-esx-esxcli-getsyslog-500.1.0-xxxxxx.vib
-s 192.168.100.2 -u root -p password software vib install

-v /vmfs/volumes/datastorel/vmware-esx-esxcli-miacat-500.1.0-xxxxxx.Vvib

Hypervisor
getsyslog (MPM-syslog) miacat-plugin  (MPM-IPMI)
>sudo esxcli -s 192.168.100.2 -u root -p password software vib list | grep HITACHI

getsyslog
miacat-plugin
>

500.1.0-000002 HITACHI PartnerSupported 2012-10-02
500.1.0-000003 HITACHI  PartnerSupported 2012-10-02

MPM

VMA  Log Monitor
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vMA
vMA  "/tmp"

miacat-vma-install-xxxx.tar.gz
selman-vma-install-xxxx.tar.gz ( ) HA8000
MIACAT_BSVMA-xxxx-X.i586.rpm BladeSymphony VvMA Log Monitor

MIACAT_HAVMA-xxxx-x.i386.rpm HA8000 vMA Log Monitor
IIXII( )

1. vSphere Client VvVMA
vi-admin

2. vMA  "/tmp"
VMA  Log Monitor BladeSymphony HA8000

>sudo scp root@®192.168.100.2:/vmfs/volumes/datastorel/miacat-vma-instal l-xxxx.tar.gz /tmp
Hypervisor root

>sudo scp root@®192.168.100.2:/vmfs/volumes/datastorel/selman-vma-instal l-xxxx.tar.gz /tmp
Hypervisor root

>sudo scp root@192.168.100.2:/vmfs/volumes/datastorel/MIACAT BSYMA-XXxX-X- i586.rpm /tmp
L BladeSymphony

Hypervisor root

vMA

VMA  Log Monitor 2-15
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vMA
vMA  "/tmp"

1. vSphere Client VMA
vi-admin

>cd /tmp
>sudo tar pxzvf miacat-vma-instal l-xxxx._tar.gz

>cd miacat-vma-install/
>sudo ./miacat-vma-install-0000.sh

4. Hypervisor IP root
ID
Hypervisor

>sudo chmod 755 -R /opt/hitachi/tools/miacat
>sudo /opt/hitachi/tools/miacat/setServerinfo Set -s 192.168.100.2 -u root -p password

"sudo /opt/hitachi/tools/miacat/setServerinfo Get"
root , ( ) root
. ( )
;8O 1M O$T"\I{} " (
) \
Pass&worD1 -p
-p* Pass\&worD1’

5. HA8000 (SEL)
BladeSymphony

>cd /tmp

>sudo tar pxzvf selman-vma-install-xxxx.tar.gz
>cd selman-vma-instal l-xxxx/

>sudo ./VmwSelMan.sh

VMware(Hypervisor)

VMware(Hypervisor)
VMA  Log Monitor

VMA  Log Monitor
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VvMA VMware(Hypervisor)

/var/log/esxi5-syslog_for_miacat.log

Hypervisor syslog
— Hypervisor syslog (P.2-5) Syslog.global.logHost
- VMA (P.2-16)
/opt/hitachi/SelManager/ipmi_sel.log HA8000
HA8000 BMC SEL
— Hypervisor MPM (P.2-13) MPM-IPMI
— VMA (P.2-16) Hypervisor
VMA
VMA  Log Monitor 2-17
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vVMA  Log Monitor
VvMA  Log Monitor
VMA  Log Monitor (P.2-19)
VMA  Log Monitor BladeSymphony (P.2-20)
VMA  Log Monitor (P.2-21)
Hypervisor IP 192.168.100.2
VMware datastorel
Hypervisor root ID root
Hypervisor root password
VMA IP 192.168.100.10
VvMA vi-admin's password: Password:
vi-admin's password: VMA (vi-admin )
Password: Hypervisor root
2-18 VMA  Log Monitor
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VMA Log Monitor

VvMA  Log Monitor

BladeSymphony VvMA Log Monitor
& B

1. vSphere Client VMA
vi-admin
2. VMA  Log Monitor

BladeSymphony
|sudo rpm -ivh /tmp/MIACAT BSVMA-XXXX-X.i586.rpm |

HA8000

|sudo rpm -ivh /tmp/MIACAT HAVMA-xxxx-x.i386.rpm|

HA8000

| sudo rpm -Uvh /tmp/MIACAT HAVMA-XXXX-X.i386.rpm|
IIXII( )

VMA  Log Monitor

package MIACAT_XXVMA-XXXX-X is VMA  Log Monitor

already installed BladeSymphony

HA8000
Failed. "root"
You are not root user. " "
root
Failed. (P.1-5)

ipmiRawCmd command not found.

Failed.

ipmiRawCmd command failed.
(Command Error)

VMware(Hypervisor)

VMware(Hypervisor)

"MIACAT Plug-in Module" is not installed. (P.1-5)

VMA  Log Monitor
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VMA Log Monitor BladeSymphony
BladeSymphony VMA  Log Monitor

1. vSphere Client VMA
vi-admin

2. VMA  Log Monitor

> sudo chmod 755 -R /opt/hitachi/miacat/Program
> sudo /opt/hitachi/miacat/Program/mpmsetup.sh -

MIACAT Setup tool.
All Rights Reserved. Copyright (C) 2006,2014, Hitachi, Ltd.

Please choose Server Model of the use.
1. BS320 / CB320

2. BS500 / CB500 / BS2500 / CB2500
3. BS2000 / CB2000

-3, :2

Confirm Data.
Server Model : BS500 / CB500 / BS2500 / CB2500
Do you update this configuration ?

GIn[nD -y - n

Do you start agent program?
Gin[nD -y ~Log Monitor n

Starting VmSyslogMAgtSrvd services: done
Please wait for a while...
Starting SMAL2VMASvc services: done

Setup was completed. -

VMA  Log Monitor

It is initialization. The test report demand
was canceled.

It is initialization. Please put time, and
execute it again for a while.

Failed in the SEL output.

(P.1-5) (SEL)

Because the number of accumulation of
alert report demands was exceeded, it
was annulled.

VMA  Log Monitor

Hitachi Server Navigator Log Monitor VMware vMA



VMA Log Monitor

BladeSymphony/HA8000

VvMA /opt/hitachi/tools/miacat/vmkernel.log Log Monitor
Hypervisor vmkernel.log Log Monitor
— Hypervisor syslog (P.2-5) Syslog.global.logDir
Syslog.global.logDirUnique
— Hypervisor MPM (P.2-13) MPM-syslog

BladeSymphony

BladeSymphony VMA  Log Monitor

1. vSphere Client VMA
vi-admin

> sudo /opt/hitachi/miacat/Program/MRegCUl -
Please choose function.

1. Check connection with an obstacle report service center.
2. Display current optional configuration.
3. Change optional configuration.

(1-3,Quit): 1 < 1

As for this connection verification because log file transmission is not done, doing fire
wall setting, it completes.

Do you check connection ?
(Yes,[No]: y -y

Check connection ...

Connection check succeeded. -

BS2500

(SEL)
TEST

(SEL) BladeSymphony BS2500

VMA  Log Monitor

VMA  Log Monitor 2-21

Hitachi Server Navigator Log Monitor VMware vMA



HA8000

HA8000
(RC)
(RC) (RC) HA8000
2-22 VMA  Log Monitor
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MPM (P.2-23)

(P.2-23)
VMA  Log Monitor (P.2-24)
MPM
MPM
1. vSphere Client VMA
vi-admin

2. MPM(syslog, IPMI)

>sudo esxcli -s 192.168.100.2 -u root -p password software vib remove

-n getsyslog
>sudo esxcli -s 192.168.100.2 -u root -p password software vib remove
-n miacat-plugin

3. (VMware)

MPM

1. vSphere Client VMA
vi-admin

>sudo /opt/hitachi/SelManager/UninstSelMan.sh
>sudo rm /opt/hitachi/tools/miacat/*
>sudo rmdir /opt/hitachi/tools/miacat

VMA  Log Monitor 2-23
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vVMA  Log Monitor
VvMA  Log Monitor

1. vSphere Client VMA
vi-admin

BladeSymphony
| sudo rpm -e MIACAT BSVMA |

HA8000
| sudo rpm -e MIACAT HAVMA |

VMA  Log Monitor

2-24 VMA  Log Monitor
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MPM
MPM
1. vSphere Client VMA

vi-admin

getsyslog (MPM-syslog) miacat-plugin (MPM-IPMI)

>sudo esxcli -s 192.168.100.2 -u root -p password software vib list | grep HITACHI
getsyslog 500.1.0-000002 HITACHI PartnerSupported 2012-10-02
miacat-plugin 500.1.0-000003 HITACHI  PartnerSupported 2012-10-02
>

MPM

vVMA  Log Monitor
VvMA  Log Monitor

1. vSphere Client VMA
vi-admin

BladeSymphony
| sudo rpm -qi MIACAT BSVMA |

HA8000
| sudo rpm -qi MIACAT _HAVMA |

3. Version

VMA  Log Monitor

VMA  Log Monitor
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VvMA

Log Monitor
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VvMA

VvMA  Log Monitor

Log Monitor

(RO) HA8000

vMA  Log Monitor

Hitachi Server Navigator
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HA8000 (RO)
L LN RC
#E
*1) RC
*1 CD-ROM
. (RC) data/time( ) BMC vMA
#E
e BladeSymphony (RO)
#E
1. vi-admin
2. RC Viewer
| sudo /opt/hitachi/miacat/Program/ASSIST/ccp |
3. (RC)
MODEL CODE : N/A / PRODUCT No. : N/A
MODEL NAME : HA8000/TS20AM
MODEL FRU : 0020720500
RC DICT  : xm_ts20_10-hxm 25/xM-00-01
date/time Lv RE UID EC Failure Additional
12/08/01 15:24:33 ** 10 E400 10 19006500 65000000
12/08/01 15:23:33 10 2000 AC 042FOBF1 OBA1FFFF
RO
-- (Q:quit) -
4. q RC Viewer
(RC)
3-2 VMA  Log Monitor
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VvMA  Log Monitor

BladeSymphony VvMA Log Monitor _ syslog (P.4-2)
HA8000 VvMA Log Monitor  syslog (P.4-4)
BladeSymphony VvMA Log Monitor syslog
BladeSymphony VvMA Log Monitor syslog
Log Monitor SMAL2_MainteAgtSvc
|Aug 2 16:38:07 RHEL6264 SMAL2 MainteAgtSvc[4026]:
( )
[INFO]----- Maintenance Agent Service Start Log Monitor
[INFO]----- Maintenance Agent Service I1PMI
Preparation completion. -----
[INFO]----- Maintenance Agent Service End ----- Log Monitor
[INFO]----- Service Start ----- Log Monitor
[INFO]----- Preparation completion. ----- IPMI
[INFO]----- Service End ----- Log Monitor
[INFO] SEL was written in BMC.,Date SEL

XXXXIXXIXX XX XK XK, SEL  XXXXXXXXXXXXXXXX

[INFO] Receiving a request to collect the logs.
FROM 1 XXX. XXX . XXX. XXX ORDER I XXXXXXXX

[INFO] Transferred a log
file. TO 1 XXX . XXX. XXX . XXX ORDER : XXXXXXXX

[INFO] The test report is done.
(TestReportOpportunity)CheckID : {XXXXXXXX}

[WARN]Failed in the SEL output. (ErrorCode SEL
XXXXXXXX, Detaile xxxxxxxx), Date XXXX/XX/XX (SEL)
XXIXXIXX,SEL  XXXXXXXXXXXXXXXX

[WARN] Login failed.(ErrorCode : XXXXXXXX
DetailCode : XXXXXXXX)

[WARN] Failed in log
transfer.(ErrorCode : XXXxXXXXX SvpP
DetailCode : XXXXXXXX)

Hitachi Server Navigator Log Monitor VMware vMA




[WARN] log monitor skips processing.
Because the past syslog reading fails.

syslog

syslog
LogMonitor
/var/log/messages
/var/opt/hitachi/VmSyslogMAgtSrvd/log/vmsyslog_Mag
tSrv

syslog

[ERROR] Failed to the log monitor start.
Because of network initialization.

P.1-4
LogMonitor
[ERROR] Failed to the log monitor start. IPMI
Because of failure in executing IPMI tool. ipmiRawCmd
Hypervisor  IP root ID

setServerlnfo
LogMonitor

[ERROR] Failed to the log monitor start.
Because IPMI tool is not installed.

1PMI

ipmiRawCmd

[ERROR] Failed to the log monitor start.
Because of environmental anomaly.

LogMonitor

[ERROR] Stopped the log monitor. Because
the syslog reading fails.

LogMonitr
syslog
syslog syslog
LogMonitr /var/log/messages

/var/opt/hitachi/VmSyslogMAgtSrvd/log/vmsyslog_Mag
tSrv

Hitachi Server Navigator

Log Monitor VMware vMA



HA8000

VMA  Log Monitor syslog

HA8000 VMA Log Monitor syslog

Log Monitor

SMAL2_MainteAgtSvc

|Aug 2 16:38:07 RHEL6264 SMAL2 MainteAgtSvc[4026]:

[INFO] Transmitted to the ASSIST agent.

[INFO] Received a log collection demand from
the ASSIST agent.

[INFO] Sent a log collection demand to the
ASSIST agent.

[INFO] Received a setting registration demand
from the ASSIST agent.

1

[INFQO] Started log monitoring.

Log Monitor

[INFO] Started alive-check.

[INFO] Stopped alive check, because received
the stop demand from the ASSIST agent.

[INFO] Stopped log monitoring.

Log Monitor

[INFQO] The test report is generated.

[WARN] An error occurred at communication
control.

HA8000

[ERROR] Failed in the initialization.

Monitor
Log Monitor

Log

[ERROR] Failed to start of alive-check. The
setting has not adjusted to the ASSIST agent.

1 LogMonitor

V86-04
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VvMA  Log Monitor
HA8000 VvMA Log Monitor

/opt/hitachi/miacat
I LogCollector -
F MainteTool -
I MainteData -

L Program -
/opt/hitachi/VmSyslogMAgtSrvd

F bin -

L data -
/var/opt/hitachi/miacat

F Log -

L Temp -
/var/opt/hitachi/VmSyslogMAgtSrvd

F log -

L temp -

BladeSymphony VvMA Log Monitor

/opt/hitachi/miacat
I MainteData -

L Program -
/opt/hitachi/VmSyslogMAgtSrvd

F bin -

L data .
/var/opt/hitachi/miacat

}F Log -

L Temp -
/var/opt/hitachi/VmSyslogMAgtSrvd

F log -

L temp -

Hitachi Server Navigator
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BMC
FC
GB
GUI
Hz
IPMI
KB
LAN
oS
RAID
SAS
SEL
URL
VGA
VM

Baseboard management controller
Fiber Channel

gigabyte

Graphical User Interface

Hertz

Intelligent Platform Management Interface
Kilobyte

local area network

operating system

Redundant Arrays of Inexpensive Disks
Serial Attached SCSI

System Event Log

Uniform Resource Locator

video graphics array

virtual machine

Hitachi Server Navigator Log Monitor
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