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20956/tcp

VENZIR U T, 774 T U 4 —/LOHIZREIZ Common Services (27 7 B AT 5 — hEH 4%
FELTLIEE W, REFIEZONTIE, OSDO RF 22 FESRLTIZIN,

2.3 Common Services 4 VA F—ILE=IET7 v T L—FA
AR BM=ILT B

A LA =T =% LT, Y — N2 Common Services A A b=V E LT v 77 L—
KA A= LET,

é

AE Common Services 1 > A h—/L 9% & Amazon Corretto 17 & PostgreSQL 15 731 > A h—/L &1
%9, Common Services #7 v 77 L— R LA, LRIONA—2 9 0 TA v A h—/LE N7 Amazon
Corretto 11 (/13— 2 10.6.1 705 10.9.1), B L PostgreSQL 11 (/3— 2 > 10.9.2 LIRN) 1%, 7oA >~
A M= SINTIFED £F, ZhoD07n s T ARRERGA T pm 2~v 2 RT7 A VA =L LTS
W, T oA VA M= ZKRIRT DA, rpm 2~ RiZ--nopreun A7V a VERELTCT VA VA R—L L
TLEE,

Rl —=V AR D LB TT,

Amazon Corretto 11 : java-ll-amazon-corretto-devel

PostgreSQL 11 : postgresglll, postgresqglll-server, postgresglll-libs

ARG

A VARV DEIRY— ST, ROWTIPOFREN SN TND Z LR LTI EE,
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o EEY— NNT JEATE D DNS = O RPRE ATV D

o hosts 77 AJVIZHRA MRHRESNTWD
BV — DR A N INZ RN T fcﬁb‘%/ﬁ.\ Common Services DB R A3 225 Z
EmH ET,

Hitachi Ops Center Portal IZ2 7' > L TWAEEIE, 7Ty 7 7 L— KA A M—/L T HHIIC
Web 77 U#—%# 7T LT 72 &V, Hitachi Ops Center Portal (27 74 > L CWAHIRRET
Common Services 27 v 7 7 L— KA A h—17 % & | Internal Server Error 343 555
GRH ET, =T —PRAELTELEEIE, Web 77 UV —Z2HEEH L T EE0,

Common Services D/3— 3 > 10.9.1 LIETIE, T 7 4V b D 2—H— 7 )L—7|Z support-
services &\ ) A HTOFERe 7 NV — T NBINENET, ZIUIT AT ATTRINZ L —T
DIz, WEOHBIIIEHCE EEA, TOH, N—=T a3 109.0 LFiNDT v 77 L—
KA v A b= & 584 support-services 7 /L — 7 NEAE L TWARWT & ZHANCHEE LT
<TEE0,

o Active Directory ¥— 3 & D iHif T support-services 7/ /L — 734 R — F STV 5
HIR L CL 72 &V, F£7-. Hitachi Ops Center Portal CT=—%—5 127 U D [7
NL—7"DN] OFEZZHE LT, support-services 7 /L — 7N A L AR— hINRNE D IZ
TSI,
o Active Directory #—/3 & OEHELISN T 2T L& BLE )Y support-services 2 /L — 7 & 1F
LT emaiE, =23 109.0 UHIND T v 77 L— KA VA M=)V % T HHENZHI
brd 20, AFREETL T IZE0,

A *E support-services 7 /L — 7 NIFEEL TWDHIRIED F F£, Common Services D/X— 5
E 10.9.0 ARG T v 77 L— RA VA =L L2 GE, I — 7 HEIBRET 34T EZEE LT
5. fEE Common Services & FEEX A VA M— LT HHLERH Y 7,

BRIEFIR

1. HEY— T root 2—H—L L TrZ A LET,
—fgz——Tu A T YA, UBOTFIAIL sudo 2 R Troot 2 —H—& LTEITL
TLEENY,

2. A VA M—NVAT 4 T ORDOBGFTZH S install.sh ZFTLET,
AR AT oy T/~ T L2 A Y > /COMSERV/install.sh

3. Avt—TIiit > CRERIHH % A1 L, Common Services &A1 > A h—/L LET,

A A b= VBHCHRET D E B TR OM@ Y T,

A VA ML DA

Common Services DA A k—/ L4
o Common Services DT 7 # )L kDA A h—)VWITHkD LB TF,
/opt/hitachi/CommonService

o Common Services DL —H—F—X I RKOZ—F—FT—XF ¢ L7 kUK
SNET,
/var/< Common Services DA > X h—sbFT L2 FU>

ARA M (FQDN JENTHIRER) FEIP T L

o ZITHELEFRANELIZIP 7 FL AJ, Hitachi Ops Center Portal ~» 7
7+ 2 URL IZfEbinEd, A > A h—/L#IZ Hitachi Ops Center Portal |27 7

Hitachi Ops Center LGN A VA F—ILET Y THTL—KA VR —IL
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TATHODARANAELIZTIP 7 LU RAEET$ 5I121F, eschgeconnect =1+
v REFEITLTLEEV, eschgeconnect 2~ RIZOWTIX, 6.5 BHEY— 3D
HFAMELFZIP T RLA, R—bBEEERTLEZBMLTLIIZEN,

HRA MG ET2IE FQDN #45E 3 5854, Hitachi Ops Center Portal (27 7 & A9
% Web 77 74— Common Services 33 L OEH L& A A N —/LF B F Y —
INT, ARRFECEDRLENRH D £7°,

RA MM ETZILFQDN ZH8ET 256, 128 WTLNTHEL T Za 0y,
BRARMGEZIZFQDN IZiE, RXCFIIBETE £ A, RXFEHEE LIS,
INCFHNIE R S N TRER S E T,

7 7+ A URL OFR— &5
Common Services & Hitachi Ops Center Viewpoint % [f] U/ Bl — 2 A A |k —
VT D56 T 740 hOR— hES 443 DA LE T, BEMTHE L2VnE 21,

i

— FEFEZEFELTLFEY, Common Services DR— & 5% 443 LISMIZEHE

T 5E. 20950 ZHERE L £,

IP7 RLATOT 7 EALIFAIT 50

Hitachi Ops Center Portal ~?7 7 & 2 URL IZAHR A F44 £7213 FQDN % #5E L 7=
B, IPT FLAThH Portal ICT7T 7B A TEX L L 9ICTHMNEIMEIRELET,

o

FIANVEIDBREDEFETIPT RLATOT 7 A& L2V AITy 28T
LET,

IP7 RLVATOT 72 AZHF T 525G E n #HELET,

772 AURLIZIE, VAT ADLESLZIP T RUARHENNICERESNET,

ToFTVL—FRA VAP NLVERIZLEEAA R F—LDBEE :

Common Services DT — X X—RA %/ 7T v 7450

T B R=ADNN T T T
N=a 1091 UHINSET v 7 L— KA VA R—=LT B8, T4 A7 DEER
ENRELTND &EXITA VA =)L ZFITT 200 50

4. AJNE, BIOEREND A vE— VAR LET,
RIENE T UL, [y] ZAHLTA A =LA B L9,

5. AV AN ANRET LAy E—VaMERLET,

6. SAML 7' v F 2L & fli] L CAD FS L HHEEA1T > T 584, Common Services % /3—3 =
V1092 VRIS T v 7L — R Lz ZI2iE, 7 v 77 L— R5ET#IZ. Common Services
MOFHLSG LA X T —2% AD FSIZBFT 20 ERNH Y 4,

BHEROTFIAIL FRREZZR L TSN,

5.4.3 Common Services DA X T —F % T J AHR— 1T 5

5.4.4 AD FS |Z Common Services Z A ERAHEEE & L COREkT 5

2 BB EFA VA M—ILFEEEFE7YTITL—FA 2R —=ILT

%

Common Services DA > A h—AN5E T L726 1EFh0RGEE2 A A =V 1LET, A& F—Ib
FEIZHONWTIE, FREOv=2 7 L ESBLTL IS0,

TTIA LA R=AENTWOIRET v T T L— R A R—=AT D86, £ E#EE A A

ELA

B, WO A =LA A F=ARTE R T,

Hitachi Ops Center {2 DA VA b—ILET Y THL—FA4 VR —IL
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é

A%E Hitachi Ops Center Automator #/3— =2 > 10.0 K67 v 77 L— KA VA =L T 584,
SSLilfEDORENEINTND Z EEMERL T EE,

2.5 SSLBIENERTEEZT S

Common Services 1%, 5 7 # /L b T SSL/TLS Tl 21T\ £, A A b—/LVEfkiL., BEMR
DOHMTHOBAMHEAMHH L CSSLBEE T X EIC> CVET, EX— RGEEE
flio7z SSLIBEOEEL L T EE W,

SSLBEDREFTEIZHOWTIL, 4SSLIBIEDREXZRL T Z &,

RDEE
SSLIBEORENET LIS, ZOBEIZREY ., kOt 7 v a AT SN,

2.6 Hitachi Ops Center 25 % Common Services [Z&#kd %

Common Services M9~ 2 AR —Z Vi, = —W—FH, o TNt vl EOFEREE R
9 535, setupcommonservice I~ REZFEITL T, &M% Common Services 2% &k L E
R

é

AE setupcommonservice =~ RZffif] L T Hitachi Ops Center #ih ZHIFRT 5 Z L IX T EHA,
B OHIBRIZ, Hitachi Ops Center Portal TiTV E,

Common Services (24585 2 G35 M BN 7254 2.7 Hitachi Ops Center Portal (22 7 A
TAITHA T EEN,

ARG

- #L5C Common Services 734 & A b —/L E TN B E IV — DR A M4 B4 FITER T &
5L EMERLTLZEW, FQDN LSRR &R 5561, LRif#kO 70
IZ/etc/hosts 77 A/WMIZIP 7 RV AERA A ZREL TS E SN, RA MORDY I
IP 7 KL 2z A3 58418, Common Services 281 > A h—/L STV HEH Y — T

P

cschgconnect.sh 2~ > R&ZFEITLET,

Common Services ¥ & ORI OFH S — AP EE SN TV DIRERH D F7,
setupcommonservice =~ R TIFET % Common Services D L—F—7 7 ki,
opscenter-administrator 7 /L — 7B T 52— F—ZEE L T 720,

AE Common Services DRA M4, IP 7 RLU A, FRIIEEY—"OKR—  NESEZETT L5501, £
% Common Services [ZFF&ET 2 M ENH Y F77,

KB D setupcommonservice 2 v 2 RO, i, BLOETHlIZRITLET,

Hitachi Ops Center Automator
Linux DA :

T 7 )V kOIS ¢ /opt/hitachi/Automation/bin/

o RS
setupcommonservice {[-csUri < Common Services @ URL > | -csUri < Common
Services @D URL > -csUsername < Common Services ?D-z—%—1ID >] [-appName <

Hitachi Ops Center 8GN A VA F—ILET Y THTL— KA VR k—IL
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Portal (K7 584 >1 [-appDescription < Portal /(CZ N7 S#H>]1 [-auto]
| -help}

2 REFTH

setupcommonservice -csUri https://example.com/portal -appName
MyAutomatorl

Windows DA :

T 7 4V N OIS - < Program Files 7 4/L% >YhitachiYAutomation¥bin¥

o BRESC :

setupcommonservice {[/csUri < Common Services & URL > | /csUri < Common
Services D URL > /csUsername < Common Services ?D-z—<7—ID >] [/appName <

Portal (29 58454 >1 [/appDescription < Portal /(CZ N9 S >] [/auto]
| /help}

2wy REIT

setupcommonservice /csUri https://example.com/portal /appName
MyAutomatorl

Hitachi Ops Center Viewpoint

T 7 4V N OFEMISE ¢ Jopt/hitachi/analyzer viewpoint/bin/

A~ RS

setupcommonservice --csUri < Common Services @ URL >

A~ RETH)

setupcommonservice --csUri https://example.com

Hitachi Ops Center Viewpoint data center proxy

T 7 4V N O ¢ Jopt/hitachi/data center proxy/bin/

o R

setupcommonservice [--applicationName < Portal (ZH T BHdi4 >] --cs-uri
< Common Services ? URL > [--dataCenterProxyUri < Viewpoint data center
proxy D URL >] [--tlsVerify] --cs-username < Common Services D-z—7—ID >

2 REFTH

setupcommonservice --cs-uri https://example.com --cs-username sysadmin

2.7 Hitachi Ops Center Portal IZA %'/ >3 5

Web 7' v —’5 Hitachi Ops Center Portal (27 71 > L £,

BT SH
BAEEEAE LS KR SNRWEERH D720, Web 77 U —TROBREZIT> TSN,

Hitachi Ops Center &2 DA VA b—ILET Y THTL—FA4 VR —IL
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Cookie ZZFA][F 5% 7>, Portal ®7 7 & 2 URL Z{ZHEE LY A MMIBERT 5,
X2 VT A DORETT I T 4T A7 VT NEFRT 5,

BREFIR

1. Web 77 o —m 5%k D URLICT 7 BALE T,
https://< Portal DA FEFLIZIP 7 L X > <FH— p#EE>/portal/
AVAN—VRHTHE LA A M ERIZIP T LA, BLEOKR—MEFTT 7 2R LET,
2. ROENV AT AV hTr A LET,
2—H—1ID : sysadmin
/XATU— R : sysadmin
Hitachi Ops Center Portal D A A1 > 7 ¢ RN & E T,

(N
E AE O BEF2VTAHEBELT. EAL MU T AT hDONRAT— RIS PEF LT EEN,

2.8 Hitachi Ops Center Portal THIHiSREZ T 5

Hitachi Ops Center &5, 2 #ii A > A h—/L L7=%(Z. Hitachi Ops Center Portal | TRk D% E
BT HMERH Y F9,

A
E AE T T T L— KA VANV LEGAE, UROBRENS RN ET,

WDMBEIRHREZIT> TLIEE N,
REDOTA 2 A EWAT 5
ML AFERATHENC, HEOTA v AE2WEATH2LENDY 97,
A=Y=, 22— =T N —TORELT D
Hitachi Ops Center Portal ~D7 7 & A #4572 012, RENLIETT,
WORRENL, IS T TIToTLIEE 0,

Active Directory, LDAP, F72IEID 7' a/\A X —H— & O 2R ET 2

Active Directory & 7213 LDAP (22T 1.2.1 Active Directory & 72 1% LDAP $— 3 & (O
e, ID 7N B =220 TIE 1.2.21D 7R3 f B—L OEPEEA B TS0,
PNAT—RRY —ERET D

X2 VT 4 BHIESNWC, 2= =T h v FOSRAT— FOFEHES R, IR L C
KWLt &xoa vy 7 ORKlHEZHRETEET,

Hitachi Ops Center Portal #4553 — %3 ET 5

Hitachi Ops Center Portal ® 1 7' VHHEIZA v E— V52 RRTHZ ENTEET,

FEAMIZ OV CI, Hitachi Ops Center Portal D4 > 7 A4 o~ V7 BB L TL 72 &V,
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Hitachi Ops Center @G D7 A4 VX b—
L

Hitachi Ops Center O HE A FEHET 546, WhE2 T A A h—/1 L %7, Common Services
PSHDOEEDT A A NV FIEICOW TR, FRBO FF 2 A FE2SRLTIZS0,

O 3.1 Common Services #7 > A A h—LT 5%

Hitachi Ops Center D7 >4 X b—)L
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3.1 Common Services 7 4 VXA —JLT 5

Common Services [FIRDFNETT A A b—LLET,

a

AE Common Services %7 > A A h—/L L T%, Amazon Corretto 17 35 X O PostgreSQL 15 (X7 > 1
A b= sFERA, F72, Common Services Z LLHTD/NN—2 a2 Linb T v 77 L— R L TWEAIE,
Amazon Corretto 11 (/3—" =2 > 10.6.1 7°5 10.9.1), 35 L O PostgreSQL 11 (»3—7 = > 10.9.2 L) 23
P —NZA VA =L SRTWAHARRIERH Y £3, 26071l 7 ARAREREA rpm a2~ RTT V
A VAR LTLEEY, 7oA VAN VZKRRT 5846, rpm 2~ RlZ--nopreun 47 v a3 V2 fR7E
LTCT oA A= LTLTESNY,
KT T LDy = UKD EBY T,

Amazon Corretto 17 : java-17-amazon-corretto-devel

Amazon Corretto 11 : java-ll-amazon-corretto-devel

PostgreSQL 15 : postgresgll5, postgresqgll5-server, postgresgll5-libs

PostgreSQL 11 : postgresglll, postgresglll-server, postgresglll-libs

AIRSH

Common Services &7 > A A M=/ LT BH{IT, IROEMEZ LT 7ZE0,

c MBIOE U TNy I Ty S ERIGT 5,

+  Common Services {286k LTV 5 R3S 5554 | Hitachi Ops Center Portal (2w 771 > L
T, TRTOREBOBERA fiRBRT 5,

BIEFIR

1. HEHY— T root = —H—L L TrZ A LET,
—fga—F—Tr AT o5E. UBEOFIEIL sudo =¥ R Troot 2—H#—& LTIITL
TLEENY,

2. V= T4 L7 PUICBEILET,

3. kDa~wr REEITLET,

< Common Services DA > X ;b—/L7 ¢ L2 MY >/inst/uninstall.sh

Hitachi Ops Center D7 >4 VX b—JL
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SSLBIEDNERTE

ALAR—NANET LD, SSLE Y T v 7Y —/L (essslsetup 2~ F) OFEfT, £ TF
B CEE e FIEA ST LT SSLid(E O E A2 17\ £ 9, Common Services [X7 7 #+ /L h THLE
£ FEAE 2T L C SSL/TLS g 211 3, B — SGEHEZ - 72 SSL s D% E &
LTLEEN,

SSLEEDOREHIEF. kD EBY T,

m]

m

R L TSSL Yy 7 v 7Y —/b (essslsetup 2~ ) 2 FITT D54 1L, 4.1 SSL,
Y b7 v TV — )V EF Lz SSLIE(E DOBRED FINAUCEVEREL LET,

SSLEE 2 FF THRET DA, E/2I3ABREOR 5L 72U RSA & #5H th#ins 5 (ECDSA)
DWW 2H AT 28E1%, 4.2SSLY v b7 v 7Y — L& LAV SSLIEE DR EDFIEIC
VR EE LET,

41SSL Yty b7 v 7Y — L& L7z SSL i s Ok iE

4.2S8SL Yty b7 v 7Y — L& LA SSL#E O E

SSL BfE DK
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41SSLEY 7y TY—ILEHERALT- SSLEEDHTE

SSLEy h7 v 7Y —/ (cssslsetup 2~ R) & L7z SSLE(E D% E DAL Z IR DM

mLET,

FiEgE © S ER B RO (ERR
V%
SSL — I OBEET S
V%
Act ive Directory ¥ 7z (LDAPY — id8SLY — iDREET 5
\%
ID70/§4 8= — iDSSLy — IDBEET B

\Z

SSLY S 7 L DEE S SEERE MR IR DR RN E

JERGE
WIB T=

cssslsetup 2~ R%&ffio T, SSLiEE D EMN TE 5 Hitachi Ops Center
B TT,

o Hitachi Ops Center Common Services

o Hitachi Ops Center Automator

o Hitachi Ops Center Viewpoint

o Hitachi Ops Center Viewpoint data center proxy

o Hitachi Ops Center API Configuration Manager

IR D &

(S
E +  cssslsetup 2~ FiX, Common Services ® Y 7 b7 = 7 IRMHEEHIFLH ST 5 &8

BHDON— 3 K L TEHTE £,

Hitachi Ops Center API Configuration Manager 73 root =— % —LIA D2 —H—TA A
F—LENTWDHEA, —EICFERESNT SSLIBE O EN TX £ A, Hitachi Ops

Center API Configuration Manager O~ = = 7/1/7&7% FRLCEREL T EEN,

cssslsetup 2~ RIZIRET 5l #EIX, X.509 PEM X THE L £7, cssslsetup =

~ ¥ RIHRET AREED 7 7 A )WZ--—-- BEGIN CERTIFICATE----- D ————— END
CERTIFICATE--——- ETCOLFHINETRLHENTND Z L 2R LTS, Zhsk

DILTFHINGEENTND & FEAEOREICRRT L2 E1nHY 7,

cssslsetup <2 NI, IROLGFTIZHY £,
o EHH— Z Common Services # 1 > A h—/L L TWHHEA -
< Common Services DA X h—sL7 ¢ L2 ;U >/utility/bin

o EFHY— )2 Common Services & A > A h—/L L T2 WA -
utility.tar ZEMLCHEALET, BHEHTIZKO EBD T,

< Common Services D4 >R F— I ATy TD/N—h7 7y L2 MU >/utility.tar

cssslsetup 2~ Rid, utility.tar 2B L72ROBEMGITICH D £,

SSL BIEDERE
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<utility.tar #EHLET v L2 MY >/utility/bin
WO EIL cssslsetup 2 ¥ RTIIETTEEHA,

o ABRSEDOKE ST, RSA LAsM S (ECDSA) i )i M3 2% E
BEIZOVWTIE,4.28SL v v b7 v Iy — L B L 722w SSLE{E O ED FIETHEE L
TLTEE Y,

o A RNl —U VAT AR Active Directory, LDAP, L WNID 7' 12 /31 X —H — D% E

411SSLtEY F7 v T Y—ILAREL T B H¥EE

SSLtv b7 v 7Y — VIIROMREZ AL L £,

WERR L UEAEZAER (CSR) DOERK
FHG A T o L CSR 2Rk L £

A AE S ARUTRSA ZYF— R LET, RSA LHM MG S (ECDSA) i %35 5413,
428SLty b7 v 7Y — LA LAV SSLIBEDRED FINETHRE L T Z &0,

SSL % — OBz
SSL #— L LTEMET 5720 DIRDBEEEITVET,

e RERE

Common Services | h—/\GEAE & O B &%

Automator NG L RO B bR
SSL i#fs D AaME

Viewpoint H— NGIER R S D BR G

Viewpoint data T— NGEHTE & R S D B Sk

center proxy

API Configuration - P IR E L RSSO TR
Manager R _ § D
A =TT AT LKA OESAT HIRRE

SSL 7 74 7 h DRRE L REFIERRFEERE DA 2L
SSLIEfED Y 747 » & LTEET 258 ORE L | AEMFEDOWMGEHRIE L T T 57200
ROREEITNET,

e RERE

Common Services « A—FEHEZ RS RA R RTICA VE— 5

Active Directory, LDAP, 7213 AD FS % — O — SFEHED L— R iE
HEEZ R TARANTIZA Y R—=1T5

AL E MR RE 2 AT 5

Automator © A— MEEAEEZ R TR RR RTICA U= RS
Active Directory ¥— 3D — SGEHEO )L— REAEZ T 2 R A M7
AR —hrT5

FEHERRGEERE 2 AT 5

Viewpoint . (BT HEEHIEE Viewpoint ICBET S

A SRR RE 2 AT %

SSL @fE DK
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B RENE

Viewpoint data © L— FEEMIEE R T A RA RTICA V- b D
center proxy ~ - -
AL RALAHE 2 NS 5

AP Configuration . 2 || — o x5 AOFEERIERIES BET 5
Manager B 3
SSLiEfE 2 /T

AEAERAEEREO AL, EL
SSLfS DA 7 F L ADIZ0IT, FEWEMEERRED A L), BWHZUVEXH LN TEE
R

4.1.2 R BLEAREZELERDIER (SSLEY F 7Yy T Y—IL)

SSL v b7 v 7Y — Laf ] L C, Hitachi Ops Center 4, CTHm 2 3 2 g i & G 2%
435k (CSR) 1Bk L £,

é

AE GEEOHWIRAUN TV AEE, EIEERAERIC L FEEN RS LG E1, FEEE T 5
VERNHY ET, Z0O®7 T a rOFEICHD, HLOGENELZZR L CEFOEAHIC EEHE LES, £,
[4.1.3 SSL #— O E (SSL¥ v T v FY—1)| & 41.6SSL 7 74T > b OF%GE L FEHERGEETEOH
Mt SSLt v b7 v FY—) EERMTHILERH Y ET,

BREFIR

1. BEY»— T root 2—HF—LLTurs A LET,
—fr—Y—Tu A T EEA. UBEOTIEIL sudo 2~ R Troot = —H—& L CTHFEITL
TLIEE,

2. WOLFTIZH D cssslsetup 2~ REFITLET,

E Y — N2 Common Services & A A F—/L L TWDHEHE -
< Common Services DA X h—sL7 ¢ L2 U >/utility/bin

BB — N2 Common Services &4 > A h—/L L TWRNEE
<utility.tar #EHLET v L2 MY >/utility/bin

MDA A= 2 —DNRRENET,

Main menu Ver:< cssslsetup I~V FON—2g 2>

1. Create certificate signing request and private key.
2. Set up SSL server.

3. Set up SSL client.

4. Enable/disable certificate verification (optional) .
5.
E

Restart services for each product.
nter a number or g to quit:

3. [1] 2N L EJ, MNBERIAWEFEEROATIZ RO HILET,
Hitachi Ops Center @ T 2 ER T 7 A VO WA e &kt S A THEE LET,
CSR 7 7 A VO N e fakf S ATIRE LT
RSAWHDELT VLAY ALEHELET,
F—H A REEELET,
RA M ERELET,
FRE OGN 2 FRE L E T,
Mk 2T LET,
HXHTAT 44 & 7 (3 ilk4, 2 feE L E 97,

SSL @{EDERE
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HOEIFRA TN ZHE L E T,
2 FOEa— REHEELET,

SubjectAltName D7F A b4 (£721L FQDN) & IP 7 KL ADWF o, £ i
ELET,

CBROENRITAYD BV E RS LT ELTAUT [1. Yes] ZBIRLES, REZXOVETHE

% [2. No (Cancel)] ZEIRL TAAS LV A== —IZREY £,

. CSR BIEHIZ/ER SN D & EERP TR S, A A=2—ICRY £7, [q] 2ERL

Tavwry RE&TLET,

. WREJRIC CSR 2R L, BAFEHIEMNELREITT 2L O ERLET, M VLTI, BEER

DFNEIZPE - T IZE 0,

RIS L > TBA SR — SEEHEEBUR LTz h & T, RO vy FE%ET LT —/SiE

HEOERRE R A2 MR L ET,
BHEE— N2 Common Services 21 A h—/L L CTWAEE .

< Common Services D1 > X p—sL7 ¢ L2 ;U >/openssl/bin/openssl x509 -
text -in <FGFHIEZ 7 A4 INLDTIINZE >

B — N2 Common Services & A A b —/L L TWRWGE

<utility.tar &EH L7 1 L2 MY >/utility/lib/openssl/bin/openssl
x509 -text -in <FHEZEZ 7 A NDTNNRE >

41.3 SSL H—/\DW/E (SSLEY F7 v T VY—JL)
SSLty b7 v 7Y —vafi LT, EEY— 3 ko Hitachi Ops Center 5L 12% LT, H—
FERRER L UWMES AR E L E T,

BEFIR

1.

I O Ot

B — T root 22— —L L TrZ A LET,

—fgz——Tu A T E5YE,. UBEOTFIAIL sudo =+ R TCroot =—H—& LTHEITL
TLEENY,

. ROBGFTIZH % essslsetup 2~ REFITLET,

B EEH— N2 Common Services &4 > A h—/L L TWAHE
< Common Services DA X h—sL7 ¢ L2 ;U >/utility/bin

B EE— N2 Common Services &1 2 A h—/L L TWRNEE
<utility.tar B LT+ L2 MU >/utility/bin

WDAA A= a—NRRENET,

Main menu Ver:<cssslsetup I~v> FON—=2g2 >

1. Create certificate signing request and private key.
2. Set up SSL server.

3. Set up SSL client.

4. Enable/disable certificate verification (optional) .
5. Restart services for each product.

Enter a number or g to quit:

. [2] A@IRLET,
AVA RNV EHOBGEO—ERFRINET,
. SSL = O EEAT I MR ORMEEE L £7,
B OBLEIEET AHEIE., v R - TIEELTL a0,
. Hitachi Ops Center i Tl 3 2 IEHD 7 7 A VA4 &t S ATHREL £77,
. Hitachi Ops Center il TS 2 — NGEED 7 7 A V4 Zifit S A THREL 7,
CHRE LI SEERED, TREGEERIC L o TRIT SN E D EIEELET,

SSL@fE DK
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A AE  PERAR CRIT SN — ST EREE LA, 7 7 A A4 -chained 2B E R
FEEAE T s A ABER ENE T, ZO7 7 A MTHIBR LN TL 72 &0,

8. FlE7 T [Yes] ZEE L7-HG%, FHFRGEROGEIED 7 7 A WA Effixf XA THE L E
7
9. Hitachi Ops Center API Configuration Manager % i% /€3 5 ¥4 . Hitachi Ops Center 3L C
AT 5V — GEAEO L — FFEAED 7 7 A VA EfEx S A THRE L E T,
10. CSR fERIFICHRE LIz A R ZRELE T,
11. Hitachi Ops Center Automator #5%E T D4, & Wi THEM Hifins = (ECC) HOEFZED
RENGRO & =X, ECC HOFEHEDOREAAIOEZIZT L0 EI PERBELET,
12. SSL — Ok EE FEITT 55613 [1. Yes] ZEIRL £ 7,
RIENTTTHE, AvE—VRERRIIN, A A=2—IZEDET,
13. [5] #BRL KA GOV —EREHFEBH L ET,

4.1.4 Active Directory FE7=[3 LDAP 4 —/ D SSL H—/\DHEZET S

Active Directory £ 7213 LDAP H—/\ & 0152 LDAPS #5924 1%, Active Directory &
721X LDAP % — 3T SSL — Ok EE LET, HEHFIEIZ DOV TIEL, Active Directory & 7214
LDAP =D R¥ 2 XA hEBR LT 7ZE0,

415D 7O/ H—H—/ D SSL H—/\DBEFT 3
ID 7u g #— L+ 5848, ADFS H— _"TSSL Yy —R"OREX LET, REHECHONT
X, ADFSH— "D RF a2 A FE2SRL TS0,

41.6SSLUSA T2 FDERTE LSRR ERIIMREDE DL (SSLEY F7 v
wAVESY )
SSLty b7 v 7Y —vafi LT, FHY— 3 ko Hitachi Ops Center L1255 LT, SSL 7
TFAT v hE L THERBRTEEITV, EAEORIHEEZ AL L E9,

BEFIE

1. FEEY—NIZroot =2—H—L L TrZ A LET,
—fpa—Y—Tu A T LA, DFEOTFIAL sudo 2~ KT root 1 —H—& LTIHEITL
TLEEWY,

2. WOBGFTIZH D cssslsetup 2~ REEITLET,

B EE— X2 Common Services &4 > A h—/L L TWAHE
< Common Services Do X h—sL7 ¢ L2 FJ >/utility/bin

B EE— N2 Common Services &1 2 A h—/L L TWRWNEE -
<utility.tar #EHLET v L2 MU >/utility/bin

WDAL VA= 2a—NFRENET,

Main menu Ver:<cssslsetup I~v> FDON—2z 2>

1. Create certificate signing request and private key.
2. Set up SSL server.

3. Set up SSL client.

4. Enable/disable certificate verification (optional) .
5. Restart services for each product.

Enter a number or g to quit:

3. [3] Z#@IRLET,
4. SSL 7 A 7> FOFEEELT IR BOG EEELET,
B D 2 ET 51T, 2 TR THREL T E S,

SSL @{EDERE
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W CHEAT D — FERELZ A R =M LET,

a. FBTHEMT 20— FEEHEDO 7 7 A VA AR S 2 THRE L ET,

b.

Active Directory, LDAP, F721% AD FS ¥— LT 255 0O EE T 2 Ehi 3 256
WX, MHIEELRWVWT [Enter] Z AL ET,

A
E AFE  Common Services DYV —/SFEHED L— FEAEZ A VR — b4 A0ENH Y £,

NFZARNARNT 77 ANAREREINDLDT, hTFTANARNTONAT— REREELET,
7272 L. Viewpoint DEIX R T A MA RNT 7 7 A VAITFREINER A,

TA YT ARG (P—=A) BHERELET,

FIZAMAMTIZRAADTA VT AAPMEHENTODIHE FREKEZTT O DR T 5 A v
T—URERINDDOT, BBESUTHREKLET, =4 U7 ALIFRLFL/NLFOX
MMELEE e A VT AR EMERT DI, RO AT FEFATLTIIZ SN,

keytool -v -list -keystore < AZFZX P P77 74 /LD/NX >

. Active Directory, LDAP, %7213 AD FS r— " L#ET 2 551%, & — O¥— GEHE

A VR—FLET,

a.

D

a.

b.

d

Active Directory, LDAP, F721X AD FS — OV — SGEHED 7 7 A VA Zffikf /XA T
BELET,

Active Directory, LDAP, F721X AD FS ¥— N EEEE L2 WAL, (MHfEE L7V T
[Enter] # AJJLE7,

FFARANT 77 ANANRERENDEDT, FTARARTONRAT— REHELET,
A VT AL (P—F04) BHEELET,

FIZARARTIZRAGADZA VT AAPMEH ST D56, BREREITO NERT 2 A v
T=URRRINDLDOT, LEIG U THBESELET, = VT ALIIRILFL/NLFOX
BNELERFA, oA VT AAEHERT DI, RO~ REFETLTIEE N,

keytool -v -list -keystore <AZ XA PAT 774 /LD/NX >

. Hitachi Ops Center API Configuration Manager (2%} L C, A h L —Y v X7 A L O SSL (R
WEEITWET,

BEEITIHAE, [1. Yes] ZBIRLET,

RELITIGEE, HROA L=V VAT ADA P L—UF A ZID #EL, H—A
REAE D7 7 A V4 ikt S A THRIE L £ 9

SSLIBfEDBEEIT I A N L=V AT ARENCH L HEIE [1. Yes] ZBIRLET, 72
FHuE [2. No] Z@®IRL £

TRTOA M=V VAT AORENFETTHE T, ZOFIMEERAITLET,

. REDTERGERERE 2 AT 50, BT B HREL £

TLEE,

AERA RS RE A2 4029 2 34 T H . Common Services T Active Directory Hifs, LDAP #—
N 7T ID T u o Xl AT A X, REEEEE LY — O — MEAED A R —
FABETT,

é AT GEHERGHERE R AT DAL GEED A VAR — MK T, FIE5~7 Z 5N L

.SSL 7 T4 7 FOREEFETT 25T [1. Yes] 2BIRL £,
10.

MENTETTDE, AvE—VUNEREN, A A=2—ITRED £, [5] 2R L KR
SOV —E R HE# L £,

BIFHER
SSL {5 DR EIFE T TT,
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42SSLtEy b7y TY—ILEFERLAZLNSSLBENHRTE
SSLEty b7 v — a2 R LT, SSLBEDOKRELX T AN EZROKII R L ET,

Common Servicesthd —/ GIBAEFHET 2

\%

o —/AEHERE S L UHRERERO (AR E T T &
\%

EHROSLY — I DREET B
\
Active Di rectory 7z (ALDAP —/ iDSSLY — IDBEET B

\%

DT/ i & —t —1 IOSSLY — {DREET 5
\%

DIROIEAZE SRR (LA H— T3
\
AL HEAE £ Comnon Services® 52 k2 k FILA Uki— b TB

\%

o — RSO R TR T &

JEREIE
IR T=E

4.2.1 Common Services DY —/\SIBAZZHET 5

FAH1IC Common Services DY — SFEMEAZ HE L ET, GEBEOAGWIREAEIIL TN E S
DR L LTLIZEN, MERFIEIZONTE, 6.8 —FEHEOF NIRRT 22 2L T
{72 &y, Common Services TiL., RSA & A5 ik 5 (ECDSA) O i & A — F L TWET,

ECDSA 721 O EITTEX £ A, RSA IS, F7213 RSA & ECDSA O F OFhE#ER LU —
R E A Y LT IEE 0,

A 4E Common Services T RSA & ECDSA Oiilf i iE % L7=4,4 . Hitachi Ops Center Automator & ?ifE
BIZIERSA ZEA L E4, ZoiE»o0flih & D0iEfF12ik, ECDSA ZHA L £,

BEFIR

1. BHY— N2 root 22—V —L L Tus/ A LET,
—Wr—V—Tu s A T HGE, DO TFIAT sudo 2~ K Troot —H—& LTHEITL
TLEE,

2. kD=~ FEFET LT, X509 PEM B CTRIESE, B LOGENFERZR (CSR) #1EM L
=7

RSA O& D FATH -
< Common Services D> X p—sL7 ¢ L2 U >/openssl/bin/openssl req -
new -newkey rsa:4096 -nodes -keyout privateRSA.pem -sha256 -out

serverRSA.csr -subj "/C=US/ST=xx/L=yy/O=zz /CN=<X pHZF//TIP T F
L X >" -—addext 'subjectAltName = {DNS:<AHX ;F>|IP:<IP 7 NL-X>|

34 SSL B{EDERE
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DNS: <JX ;£ >,IP:<IP 7 NL-X>}' -config < Common Services D > X
r—st7y L2 ;Y >/openssl/openssl.cnf

ECDSA D356 DFATH

< Common Services D+ > X f—sL7 ¢ L2 U >/openssl/bin/openssl req -
new -newkey ec:< (< Common Services D> X h—ibF ¢ L2 FUJ >/
openssl/bin/openssl ecparam -name secp384rl) -nodes -keyout
privateECDSA.pem -sha256 -out serverECDSA.csr -subj "/C=US/

ST=xx /L=yy /O=zz /CN=<i X pEZE =/ TP 7 FL-X >" -addext
'subjectAltName = {DNS:<i X ;£ > |IP:<IP 7 FL-X>|DNS: <X ;F
>,1p:<IP 7 FL-X>}' -config < Common Services D1 > X p—IbFT ¢ L2

~ U > /openssl/openssl.cnf

o< RIEATIEIZIE, Common Services 23 %74 — h 3% Cipher Suite (Zih > T/XT A —H —%
feE LT Z &V, Common Services 23 74— b3 % Cipher Suite (22 TlE, Common
Services DY 7 MU = TUATERIEZ S L T 7230,
/C=US/ST=xx/L=yy /O=zz I&., THIHDEREIIL L THEL T LS, CNIZiE, Hitachi
Ops Center Portal IZ7 7 £ A T& 24X M4 (FQDN ZTHIEER) /21X IP 7 FL 2%
BELTIESN,
subjectAltName [ZIF, CNIZHR A M EIE LIELAIE DNS: <F X A >EHELTLLES
WV, CNIZIP 7 RLAZRE LESEAIE, 1P:<IP 7 FLX>E|FELTLLIEEN, CN IR
A N EfREL, IP 7 RL AT Hitachi Ops Center Portal (7 7 A T& 5 L H9%ET D
BAIE, DNS: <A X pF >, IP:<IP 7 NLX>HEREL TS,
Common Services DA A h—/LT 4 L7 hULITIZH % openssl 2~ K&l LT
CSR #%1TT D46, —config A7 v a U EHEL T, FKET 7 A NV EDRAALLENRH ) E
7

3. D=~y REFEITLT, CSR OIERHE R A MR L ET,
< Common Services D> RX p—s7 ¢ L2 U >/openssl/bin/openssl req -

text -in < CSR 777 /1> -config < Common Services D >R h—/LF ¢ L2 |
Y > /openssl/openssl.cnf

4. AL CSR #1RHI L, BARHEREERTTH L OERLET, FFMICOV T, RAER
DFMEIGE T 7280,

5. RARMMEL LIt — STEAEEAT LI b, KOI 7Y FEFITLT, $— SFEAE O
ERERRLET,

< Common Services D4 > X f—/b7 ¢ L2 N Y >/openssl/bin/openssl x509 -
text -in <GRALRPES L7 — FEHE>

422 7ONRT A4 7 7ANICH—NEAEE S UBEBERON\RAEREFHRET

%

PRER 2 IS L T2 B4 5 7 D — GE E s KO #E 4 Common Services D70 /37 1 7 7
A MZEELET,
AREH

RALR > & B LI BAE OV — STEREIL, KSR &80 ISR OGRS L F = 1 >
LT, 1907 74 /McLTL E 80, THREROIENES D 5B, TTF=1A L
TLEEW,

awk 1 <GRAERPES L2V —GFHE > <FRISaEROAHE > | <AL D%
> .1 > <Fz ALV —FHE>
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BREFIR

1. BEY»— T root 2—HF—LLTurs (> LET,
—fpa—Y—Tu A T LhE, VIEOFIAL sudo 2~ R Troot 2 —H—& LTEITL
TLIEE,
2. ?EJ\;EE#BE%% L7e B E O — GEHE, 36 X ORME G2 224270 7 15 T/ B — N\ | ZHRE
3. V— N\GEHE, REREE A IR DG L £ 7,
/var/< Common Services DA X h—sLF L2 MY >/tls/

4. DT 0T 4 7 7 AT, P—GEAER L OB OGS 2A ZBE L TRIFLET,

TaRT 4 T 7 A NOFHST
/var/< Common Services D+ > X f—sL>7 L2 FUJ >/userconf/
config user.properties

REHH
RSA OFE :

CS_GW_SSL_CERTIFICATE=<AF#]Z (RSA) 7 7 1 /L ~Dfikf ¥ X >
CS_GW_SSL_CERTIFICATE_KEY=<Z#EH# (RSA) 7 7 A /L~ Dt /N X >

ECDSA D% :

CS_GW_SSL_CERTIFICATE ECDSA=<gF#jZ (ECDSA) 7 7 A /L ~Dffistf /N2 >
CS_GW_SSL_CERTIFICATE KEY ECDSA=<f### (ECDSA) 7 7+ /L~ DRk, ¥ 3 >

5. Common Services DV —E AL HiEZE L £,

FOHFIITE LTV LT, config user.properties ORELXZE L72%A1E, Common
Services OV — B A& FHEBEIT S A1, LA SSLE(E O & TIE T4 £ U Common
Services DX EZTT>TLEEW, FKEZTTHTIC Common Services DY — A& FHlilh L7
e, BETT—LhdBETNNHY £,

a AE PTICSSLIBEORENTE T L TWDHEREE T, ECDSA O EAIBMLIZY . ¥ — ikl

423 FEHED SSL Y—/\DETEET S
Common Services & ARG CH SSLE{E D% E4 LE 9, Common Services &[RRI
FRRERI OB A FEHAEHELZ W L, SSLYy— OB EZ LET,

SSL = "DRESFEIZOWTIE, FREDO~v=2T LV E2ZRLTIES 0,

4.2.4 Active Directory E71=[% LDAP H—/\(M SSL H—/\DHREZFT 5

Active Directory & 7215 LDAP H—/\ L @152 LDAPS #5324 1%, Active Directory =
721X LDAP #—/ 3T SSL H— Ok Ex LE T, sXEHFIEIZ DOV TIX, Active Directory 7213
LDAP H— "D F¥ 2 A hEZRLTIES 0,

4.25ID FO/N & —H—/ D SSL H—/\DBEFT 3
ID 7w/ ¥ — L HET 2458, ADFS 4 —/NTSSL ¥ —"OREL LET, REFEICONT
X, ADFS P — "D RKF 2 A FE2ZHR LT EEN,

4.2.6 AR DIAESZEHAICA VR— T B
Common Services & ##Ed 545512, Common Services DV — FEHE D L— FEEHELZ 1
A—FLET, £/, ID 7Yoo X — L OFE#ERERIZ, Common Services DA X T —H &%
N7 —Z7 8B TAD FSIZA v A— T 5851L, AD FS — NI HEERICA VA R—FLTLEE

SSL @{EDERE
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VY BRI K o TR GGERER OFEER T TIZA AR — F SN TW AL AR S Y £, ZD0HE
A AR— MIAETT,

~

A #*E Common Services CRSA & ECDSA DOiiii f D% E % 3 % 4. Hitachi Ops Center Automator (213
RSA ®/v— FFEAELZ A VAR — F L TLZ &, ZOIENOREICIE ECDSA O/v— MEHEL A VR — kL
TLEE,

FEHFEDA AR — FFIEICHOW T, FREDO~v =27 V2SR LT ZE0,

4.2.7 I/ DEFEHE % Common Services D SR MR F7I2A ilR—
N B

Common Services @ F 7 A k&2 F 72, Common Services, I X OFHLEL DV — RFEHE D L—
MEHELZZNZENA VR —F LET, Active Directory, LDAP, F7213% AD FS ¥—/ N & g4
AT, ENLO— SEHEOL— MEREL A VR —- N LET,

AR
FREAE 2 LR HFIETERY — ik L £,

BEFIR

1. Y — T root 2—Y—L LT s A LET,

—fpr—Y—Tu s A T DA, DEOTFIET sudo 2~ KT root = —H—& LTHEITL
TLIEEW,

2. D<= F&3EfT LT, Common Services DV — NFEAED L— NFAEZ T A FA T
A v AR—FLET,

BREGIC Lo Tk, FREEROGEHEN T TIZA VAR — FEINTWEEERH D £4, ZO5E.
ZOFNEFAETT,

HA

keytool -importcert -alias <4 U 7 X% > -keystore < ,fZ7XPXp77
74 /DN > —storetype jks -storepass < AT R PR AT 7L NDNID
— > -file <A H— T SRR DAHIED X >

FTra v
—alias <T S U7 XL >
F7 A MR NTWNTREHEZ#MR T 7204 ZRE L ET,
-keystore < AFXPFXFNT 77 A DINK >
FIZARART 77 A NDRAE LT, ROMSZAZIRELET,
/var/< Common Services D4 > X h—/L7 ¢ L2 bV >/tls/cacerts

-storepass <ATFXPAXPT 77 A NDNI T — >

FNFZARNARNT 77 ANDOIRAT—=RERELET, T 74/ FO/RAT— R
changeit T9,

A
E AE FITARPARTONRRU—REERETLH LB LET,

-file <7 2— ;T Bl Dl ZED N X >
A VAR — T DFERER OREFEOMERT A ZEE L E T,
3. ISR OV — RZEHEO )L — FEHEEZ T A RA RTICA ViR — R LET,

SSL EfE DK
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4. Active Directory & 721X LDAP h—/3 & @512 LDAPS #9544, Active Directory &
721X LDAP % — O ¥ — NGEHEO L — FEHEL RIS VR — LT EEN,

5. AD FS — LT 2485514, AD FS — O — N GEBEO L — FEAE S FEIERIZA >
AR—=FLTLIEZEN,

6. Common Services 3 L OO — R ZflEE L £,
Common Services D FHLENIZ-OUVNTIL, 6.1 Common Services DY — A % il {Zi1E3 5 %

SR LT ZEn, FREOY—EAOFEIFIEICON T, SRLO~v=2T V2SR L
TLEEW,

4.2.8 —/\FEAEDRIHREZANIZT S

Common Services DA > A h—/LE %%, Common Services 78 SSL 7 I A4 7> kL2 5 lEICE
W, BEMTOS— NEEAEEZRIELRWREICR > TWET, e+ Laikd 5 ATl
BHFEOY — EEAELZRIET D21, RIFEEZ AN L T &,

BRIEFIR

1. FHY— 2 root —Y—L LT/ A LET,

—fpa—Y—Tu A T LA UBFEOTFIAEL sudo 2~ KT root —H—& LTHEITL
TLIEEW,

2. MDT0RT 4 T 7 A NEEELT, b= FEAEORGEREL T L ET,

T RT 4 T 7 A VORI ET

/var/< Common Services D4 > X h—sL7 L2 FJ>/usercont/
config user.properties

EHH

B

CS_PORTAL SSL CERTIFICATE CHECK=true

3. Common Services DH— A Z Fld) L £,

SSL BIEDERE
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ID 7 u o ¥— L Ed 5 Z L ¢, Hitachi Ops Center Portal ~Di&iE% ID 7' /A X —(ZF

ID ZA/NA ZF— & DEHE

s

THIENTEETY, ID T u S Z =023 5 LEBRIEOMEZ RN TE £,

m]

o

]

51K — 925 ID 7 /3o F—

5.2 AD FS L H#ET 572D O E DI

5.3 AD FS L #lT 572000k E (0IDC)

5.4 AD FS LT 5720 DFE (SAML)

5.51ID 7' m A X —DBFEMFEHFEDOFEH (SAML)

ID 7A/NA F—LDEE
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5.1 H7R—

F42ID 7O/, 5 —

Common Services NHYR—rT 25 ID Va2 (X —%RIRLET,

1RH nE

ID 7o g Z— Active Directory Federation Services (AD FS)

7m k= - OpenID Connect (OIDC)

Security Assertion Markup Language (SAML)

Windows Server 2016 Datacenter
Windows Server 2019 Datacenter

Windows Server 2022 Datacenter

0S WD 0S ETEMETSHADFS 2R —FLET,

WERTRE/R ID N B —Df k|1
¥

52ADFS LEHET H-ODHBEDTRN

WIZRTIRAUCHE ST, ADFS T 27200 EE2 LET,
EEIZHEHT 57 8 haniclo T, REDRNANED 5,

OIDC D&H&

1. AD FS iZ Common Services 7 U r—a v 7 —7 L L TRERT S

2. AD FS IZRATAHHAI A% ET 5
3. AD FS ® OpenlD connect fitH=> R4 > N ZHERT 5
4. Common Services (Z AD FS Z %95

5. Hitachi Ops Center Portal {Z ID 7Y u XA ¥ —Da—H—Ta s/ A 95

SAML D&

1. ADFS DA ¥ F—H > RiRA v NEfERT 5

2. Common Services (2 AD FS % %&%9 5%

3. Common Services DA X T —H &) AKR— 17T 5

4. AD FS |{Z Common Services & GEHEFIAEE & L TRERT 5
5. ZURFATAR Y > — 5 ET D

6. Hitachi Ops Center Portal {Z ID 7/ 3Af X —Da—HF—Trr/ A T 5

Common Services CID 7' a /A X — L OEFEDOHTE LT DRI, AD FS O A > A b —)L EFEN

FETLTWDRENH D £,

AD FS & #9554 Common Services 725 AD FS H— /S~ {5 B
WEOHRTEETHULENHY F9, SSLIHEDHRTEIZ OV TIE, 4 SSLiBED

WAL

DI

X E

SV,

T, HFATIZ SSL
aZIL T

é

A%E Common Services D7 7 £ A URLIZAA &M LTV AE851%, BB —/SOKRA MHID 7

0L =D — /N THFIRR T EDHERDH Y £7,

ID FO/NA H—& D&
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5.3ADFS &L E#ET 5-ODEHE (0OIDC)

OIDC 7'wu b =Lzl LT AD FS L4 2 58 O EHIEIZ OV TIH L ET,

5.3.1 AD FS [Z Common Services 7 ) 5— a4 )IL—T&E L TH
%95

AD FS |Z Common Services #7 7V r—3 g 7 —7 & LTEERT 5 Z & T, Hitachi Ops
Center Portal ~®O78iiE%& AD FS IZZGETE 9,

ARG

BT DRI, WROEHZANT A48 N8BV 9, Common Services |2 AD FS & & &k7 2RI
B LR BT, FANCREL TBW T EEN,

ADFS oA YT A4

T A YT 241X, Common Services T AD FS % ik 5 7= Oihl T3, 64 LFLL
WT, FADEFE (NLFOR), BFE AT ToH—AaT7OXFEMEATEET, B
FELTEAZH L TERTHZ LITTEETA,

(1)
adfs oidc_adb

Web API §#5!]-1-® URI

Web API i#5 1%, AD FS 2% Common Services & — & \ZiB 7 5 72O OB+ T7, EED
XTHNEFEETE £33, Common Services DEHF—/RDE A M4 70 8 B Lo W4
WCTo2eaBEIOLET,

(1)

https://common services host

BREFIR

1. ADFS—jcu s A4 LET,
2. [A%—1] — [Windows B#Y—,L] — [ADFS O&H] AR L E 3,
3. EMoY J—mnt [ADFS] — [TV r—vay ZA—7] %R L, AUOSA T [T
TV r—vay =71 — [T7Vr—vay JA—708Nn 270 v7 LET,
4. 1O ZZHE T, WOBHEZRELT IR~ 2270 v 7 LET,
(44 7i7]
TEOAHE AT LET,
(7o 7L —1}]
[Web APL (27 7 B AT B — =T 7 r—a ] Z@RLET,
5, —N— 77V r—a VllET, RKOHEAEZHRELT [k~] 27V v LET,

(747~ ksl 7]

FRENTVWAIRNBEZEZ TBWTL7ZEV, & & T Common Services (& AD FS % %%
ST DB E R TR TT,

(V&AL 27 K URIL]

ID FO/nNA &— L& 41
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10.

11.
12.

Common Services DEHY — DR A M ER— b+ EF, BXOWADFSO= A U7 A4
RO THELET,

https://<WHX ;5 >:<F— pF&FFH>/auth/realms/opscenter/broker/< T
7 x4 > /endpoint

<EA Y TRE>ITE, FRNCRO TB W2 ADFS O A U T A4 EBELET,
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4. [aﬁﬁﬂe~@ﬂﬂﬂ#ﬁ%ﬂ & O3] 28R L9
PRREF — X L2V T, EHMROL LT 27 2561% [Wnx] ZBIRLET,

5. [%?ﬂ w7y LET,
RAEF — MR ] 12 [V R ] 2RI L7256, DO FIRIEEmAE T,

6. Common Services DA X T —Z T AR— K LET, =7 AR— T 2HECONTHE,
5.4.3 Common Services DA X T —H T AKR— T 5% L T IEE0,

7. ADFSH%—lzm 714 LET,

8. [A#— ] — [Windows EH#>Y—n1] — [AD FS O] 23N L £7,

9. il U —mnt [AD FS] — [GEBIEFRIHEERE] 2@IRL £,

10. [FEFAEFIHEEHH] ©. BEE STV 5 Common Services @ [FAIT] ONEEMER L E T,
11. PowerShell TkD =z~ RZFE{TLET,

Update-AdfsRelyingPartyTrust -MetadataFile < XX 7—X 7 71 /LDEME> -
TargetIdentifier <FHJZFIHZEZHEDG T >

<AFHIZFHE G O 07 > 1%, 5O FIECTHERR L7~ Common Services ® [FkAI 7] OW
RERELET,

P

av RETH

Update-AdfsRelyingPartyTrust -MetadataFile metadata.xml -
TargetIdentifier https://www.example.com:8443/auth/realms/
opscenter

a2 ROFEMIZHOWTIE, ADFSO~==27 LZZRL T FE0,

5.5.5 AD FS DFIFAE#EHT 5

AD FS @ Update-AdfsCertificate =¥ R T, M2 VEXAEZHEHLET, AEELEHL
7=& & . Hitachi Ops Center Portal TAD FS O A ¥ 5 —X x> KK A > b %$5EE LT Common
Services (28§ 7= AD FS OIF# A EH L £,

(N
E AE P UEABIRaw FOFEMICOWTIE, ADFSO~==27 L ZBBL TS0,

ID FR/NA F—EDEE
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BREFIR

1. ADFS¥—nNicu /A4 v LFET,
2. N7 VELOTEHRIREEETE T 58A51%. PowerShell Tk~ REFEITLET,

Set-AdfsProperties -CertificateDuration <&#/HkE (A#) >
ERHOTHERIL, N —7 VELEZRBIEG Lo & I EET,

HETHREZ 3 FICAE T 25 a0 a vy FEITH
Set-AdfsProperties -CertificateDuration 1095

3. WEIbR A AR L2 WiA1E, PowerShell TR <> REFEITLT, h—2V VBLAETE

Update-AdfsCertificate -CertificateType Token-Decrypting -Urgent
Update-AdfsCertificate -CertificateType Token-Signing -Urgent

4. sysadmin = —+—_ F 7213 opscenter-administrators 7 /L — 7 |ZFTE 9 % = —+ —C Hitachi

Ops Center Portal (2 74 > LET,

Fer—varnN=nt [a—F—FH] 27V v LET,

a—P i (EEMN] 75 [ID Fuxf Z—] 270 v 7 LET,

CBBFEAOID Ta A, X —=lh D [RE] OT A arzr ) v LET,

.[ADFS =Y RARA v N AZFT—% URI] I, ADFSDRAXFT—HxT AL MafEELE
7
AL T =T RBRA 2 FOMERITEICONTIE 541ADFS DA X F—F v RiRA v b &
HERTL2EZHRLTIEIN,
9., ZDMMONFIZTEE LRNT [k~] 227V v27 LET,

10. ID 7' u 3o X —fRdE - fERBEIE T (7] 227V v 27 LET,

55.6 ST IYA oA URTELRNE ZDORD

ID 7 mAA Z =L DHEIETY L TAY A AR TERL T2 E RO 2 ODOFRRE 2 b

E9,
Common Services OFEIENTH S iz hE
ID 7oA F =il T/ A o TERWEA, ADFSDA X herso [T7)r—v
avit—evzxnrs] — [ADFS] — [Admin] IZKRDA v E—URNHHShET,
[ID6013: The signature verification failed]
KHLIFEIZOWTCIE, (1) AD FS © Common Services DA X T — X 2B+ 525 LTL
7EEW,

® N> o

AD FS OREFIENEH S - 5E

ID 7 g =% L Tr A TERWES. Common Services D17 7 7 A )V (F 7
Jb N OKANSE © /var/log/hitachi/CommonService/idp/log/server.log) {ZKD A v
YR S ET,

[ERROR [org.keycloak.broker.saml.SAMLEndpoint] (default task-14)
validation failed]

FHLTFIEIZSWTIE, (2 Common Services TAD FS DA X F—X v RikA v b &aFEET
DEZIRLTLIEEN,

(1) AD FS T Common Services DA 4 T—R %#BHT S
AD FS T Common Services O A ¥ 7 — % & T+ 2 HFiEE2HH L ET,

ID 7O/ B—EmEH
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BREFIR

1.

A Ot B~ W DN

Common Services DA X T —H T AKR— K LET, =7 AR— T 2HECONTHE,
5.4.3 Common Services DA X T —H T AR— T 5%BHL T IEE0,

.ADFSY—Rlice s A4 LET,

. [A%#—1F] — [Windows #>Y— ] — [ADFS O] 23R £,
RO Y = [ADFS] — [GEMIERIHAEEE] 28R L £,

. EHERHEEE] C© B ST 5 Common Services O [FHBIT] ONEBEZMERBLET,
. PowerShell Tk~ REFITLET,

Update-AdfsRelyingPartyTrust -MetadataFile <X X7 —X 7 7 LDIEME> -
TargetIdentifier <FFHIZFIHZZHEDHG T >

<ALBIZFH IS HH Ok 7 > 1 Zi%, B0 FINATHERE L7z Common Services @ [F&AIT-] OW
REtELET,
3y R :
Update-AdfsRelyingPartyTrust -MetadataFile metadata.xml -

TargetIdentifier https://www.example.com:8443/auth/realms/
opscenter

v ROFEEMIZHOWTIZ, ADFSO~=a2 7 L2 HRL T IF &0,

(2) Common Services TADFSDAAT—A LTV FiRA v hEHEET S
Common Services CTADFS DA X T —X T RikA v NafRET D HiEEHAL 3,

BRIEFIR

1.

oo

sysadmin = —#—_ %7213 opscenter-administrators 7 /L — 7 (ZFT & 3 % = —+ —C Hitachi
Ops Center Portal (2 7' A > L E T,

TS =g = h [2—Y—FH] 27U v LET,
a—W—lwEO [GEMEN] o [ID Fag¥—] 270 v 7 LET,

CBEBEAOID Tung X —Ilh b WE] o7 A2k s v LET,
.[ADFS x> FiRA > A XZF—4% URI] &, ADFS DA X F =X RiRA v hEEELE

j—O
ABF =Bz RFRA D ORERITEI OV TIE 5ALADFS DA S F—pxy KA v b &
BT 22 BT RS,

L ZOMORNFITEFE LARNWT [(k~] #27Y v 7 LET,
ID Tu oA e - MEERERC [FAT] 22U v LET,

ID 7B/ A F—EDEE
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ID FO/NA H—& D&
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Hitachi Ops Center D &=

Hitachi Ops Center ® ¥ A7 AEEIE X, —EADEE) - 51k, 2—HF—FT XD v 7T v

-

m]

cURRNT, TZ7BAURLOERRE, VAT LAOEM, RTFEZEMLET,

6.1 Common Services DH— b A & fild), {5172

6.2 b7 A b A b TNOGEAEOHRIIAIR % R 5

6.3 T — \GEHE O A B IIR 2 el 3 5

6.4 — \GEBE O KNI IE 2 #ERd T D

6.5 HHH — OARA N EIZIP T RLA, R— I NEBEZLEET D

6.6 WEBIE{E THEM T 2R — FESELERT D

6.7 Common Services DT —H &8N 7T w795

6.8 Common Services DT —# % A LT3 5

6.9 KL L OfFEBREZ Y Y b D

610ty a DT A KAVAA LT 7 FNREETH

6.11 7 4 VAT 0 7T A E AT 5B A LB T

6.12 Amazon Corretto 17 =7 v /7' L — K74 5%

6.13 PostgreSQL 15 %7 v 77 L— K9 %

Hitachi Ops Center D {R5F
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6.1 Common Services D5 —E X %28, (1T 5

Common Services D —E A& L&), {519 5121, systemctl =2~ REEHLET,

BREFIR

1. HEY— T root 2—HF—L L Tr7 A LET,
—fgz——Tu A T A, UBEOTFIAIL sudo 2 R Troot 2 —H—& LTEITL
TLEE,

2. systemctl 2~ REETLET,

Rl SN T4 U )

systemctl start csportal
e AEEIET S

systemctl stop csportal

Y= RAEFEHTD

systemctl restart csportal

6.2 FSRA MR M7ADERAEOEDHIRZHEZET S

7 A R A N TNOGEHEOE ARSI N TN E ) nafEE L E T,

BIEFIE
1. kOa~vy REETL, F—ARNTNZRT—FRE2 AN LET,

< Common Services D4 > X p—/b7 ¢ L2 FJ>/3dk/bin/keytool -list -v -
keystore /var/< Common Services D4 > X p—sb7 L2 ;U >/tls/cacerts

6.3 —/\GEAZEDHEMHB =HET S

EEY — GEHEOANIIRP TN T RN LE S 1 a R LET,

A AE GEREOHDWIRPDN TS Y6, AEFEE T 20 ENH Y £7, 4.1.2 WG L GEAEEA 20R
DAERR (SSLt v b7 v 7Y =) OFMUHE, B LOGEEZ 2k L TR OREIFIC LEE LET, *
7oo SSLY—DOWEL SSL 7 74T v FORELZTFRET 2LENHY 7,

BRIEFIE
1. kpa~r REEFTLET,

< Common Services D4 >R f—/b7 ¢ L2 FJ>/jdk/bin/keytool -printcert -
file <#—NFHFED X >

Hitachi Ops Center M {#=F
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6.4 —/\GEAZEDRNINEZTHEET S

Hitachi Ops Center #ft D — SFEHED KNk HEA . OCSP (Online Certificate Status
Protocol) ZfH L CHER L E7,

SSLt v b7 v 7Y —=n) OFMECHEN, B LOGEHEZ 2R L CBEFOGEAFIC EFEE LET, £/, SSL
P—=ROREEL SSL 7 747 NOREZFHXET DUENRDH Y 7,

é AE GEFEREDLTCODGE, EREE T OSLENDH Y ET, 4.1.2 B L SEHEEA FOROER

AIREN
FHY— T, ROBEN SN TNDZ EEMHERLTIES N,
OCSP L AR F—DMEREL TV D, BEEEL TV 20 R 613, SEERICHNEHE TS
7EENN,
P — RGEHEC ATA (Authority Information Access) L2 — K23%H D, OCSP L AR ¥ —D
ELWT RLABREERTND,
BERY— 35 OCSP VARV H—ICT VB AA[RET, 70X Rl Trmy 7 Shpnwl &,
ATA L= — RIZOCSP VAR Z—=DIELWT RLARFEN TS 0E openssl 2v 2 R T

MR LET, AIAL 22— RO OCSP-URITAH DT RLUAZMR L T S, BFEIN TV
LAE, v REHEZ EA LG ERICH WG DT EE W, B L OFETHZRIR L E

7
a2 R :
echo "Q" | < Common Services D> X f—sL7 ¢ L2 ;U >/openssl/bin/openssl

s_client -connect <HYFPD URL DR PEHE/IZIP 7 FLX > <Hf7 D URL DAN— P
%> 2> /dev/null | openssl x509 -noout -text

v WHEATH

echo "Q" | /opt/hitachi/CommonService/openssl/bin/openssl s client -
connect example.com:443 2> /dev/null | openssl x509 -noout -text

= FEAE O RIIRIEIL, ROFIETHR T ET,

Web 77 U —: 6.4.1 Web 7 7 U — % L 7= — SFE D K h iR
openssl v R :6.4.2 2~ RAEH Lo — NGEH]E O KRR
EMICHE Ca~y FE2FET @ 6.4.3 EHIRNC Y — NEEE O KRB 2 R 2

6.4.1 Web 75O —%ERA LY —/ GBS D k3hFERE

Web 77 U4 —0 OCSP F = v 7 e H L T, — SZEBEDO LSRR L £9, MR
HEIZOWTIE, Web 77 U —D R a2 A FE2BRLTLEE N,

Firefox i L7-5A OMERTIEZBH L £ 7,
B{EFIE

1. Firefox OREEH T, [TT7A NN =207 0] ZFIRL, [OCSP L AR HZ—H—3
—ZHWE DR TREEOHIEDO EY %2R T 5] OF = IRy 7 A4 N2 LET,

Hitachi Ops Center D {R5F
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2. Firefox T, #ER L7-WEGO URLIZT 7B A LT —OMREITWET, — GEAENRK
2 LT 5841 SEC_ERROR_REVOKED CERTIFICATE =7 —MAEREINET,

Web 7' 7 O — 2] L 72 RZDRIEOMERIZ TE ¥ A, 6.42 a3~ FAMFH LY — NGEH
HEOERDER B T IZE 0,

a *%E Hitachi Ops Center API Configuration Manager 7% & ® Web GUI % £ 7= 22U LG 13,

642 a7 REFEALEY—/N\EBHAEO LR

openssl 2> RO OCSP F = v 7 HREZMEH LT, — FEEORREL B LET, =
<2 ROFEHINZ OV TIE, openssl D K¥F a2 A FEBBL T Z S0,

BREFIE
1. BHY— T, KD openssl 2~ REETLET,
o~y REESC:
< Common Services D > X f—/L7 ¢ L2 N Y >/openssl/bin/openssl ocsp -

no nonce -issuer <issuer AF#EE> -cert <Y — VFFHIEZE> -url <O0CSP L R
> H#—DURI > -text

<issuer FFHE>1X, v— MEE, ELIETRGENERH 2545130 — MiEVE & P REY]
EEHES L. PEMEROIEAZZHEEL T EE W,
g R

/opt/hitachi/CommonService/openssl/bin/openssl ocsp -no nonce -issuer
cacert.cer -cert httpsd.cer -url http://ad.example.com/ocsp -text

2. EITHEF DD Cert Status OfEA good THDH Z & HMER L TL 72XV, revoked DHFH
L, P SFEEBEERS L TET,

6.4.3 EHMICH—/\FERAZORMWIRELHERT S
Hitachi Ops Center ffh73 1 A h—/L ENTWHEHY—/3 T, cron 2 L TH— FERHED
PR Z EWIMICHER L E T, KEMREOFRERIZ 7 7 A v, Floid syslog 2L E T,

(1) EHWNRBOERBERETI7MIVICHNT S
P NFEEOLNRIEE 7 7 A M )T D HEEHA L £9, cronlla~ 2 Ra&ek L Tk
BREREZ T A M UET,

BRIEFIR

1. FEY— T root 2—HF—L L Trs A LET,
—Wr—Y—Tu s A T 555 UBEOTFIAT sudo 2~ K Troot = —H—& LTHEITL
TLEEW,

2. crontab 7 7 A NVEELLET, RO~y REETLTIEIVY, a~vy ROFEMIZ DN T
I%, crontab ® R¥ = A hESRLTLIZE,

crontab -u root -e

3. KAMRREDHER 21T 5 Fdh T L 1T, crontab 7 7 A /b~ FaBM L £, BT 5850
P SEEAEOZRGIEC L VRET D3~ FRRLRD £9,

Hitachi Ops Center /i URL 2> 5% — "G EL X v o — KL CTHERT 2546 -
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FATHE, V— NG EZ X v — R T2 av s B, BELOOCSP L AR & —(Zfijn
BbELa~vry FakOBATHELET,

ok ok k x P NG FEr S0 — NT 5 N> < OCSP L RAN S —(Z[H]
WEPES IV >

e EE A AT m— BB v RHEC

< Common Services D4 >R h—sL7 ¢ L2 ;Y >/openssl/bin/openssl
s_client -connect <#fLD URL DR P FE/ITIP 7 FLX > <HUfi D URL
DA — F#&EH> [-cipher < Cipher Suite >] < /dev/null 2> <fZifT=>
—/1 )7 74 /DN X > | sed -ne '/-BEGIN CERTIFICATE-/,/-END
CERTIFICATE-/p' > <#—NgHJEDL D> 72— NIED/NX >

RSA 5 JLOVECDSA O — GEBE AW HFEH L TV o8- 05E, RSAHoa~ v
K& ECDSAHDa~y REENENHKET HHLENRHY £, —cipher A7 v a v~
W%, RO R — K LT3 RSA 7213 ECDSA @ Cipher Suite ® 1 2%
BELTIESN,

(1)
ECDHE-RSA-AES256-GCM-SHA384, ECDHE-ECDSA-AES256-GCM-SHA384

OCSP L AR =G bE b o~ N :

< Common Services D+ > X h—sL>7 ¢ L2 F U >/openssl/bin/openssl
ocsp -no _nonce -issuer <issuer ZFHE> -cert <F— NFEHZED NX
> —url <OCSP L XA Z—dDURI > [ -proxy [httpls]://][<7zF>
D userinfo >RQI< T EBFDHIR PHZEEIZTIP 7 FLRA> [ < Tr2FDH— |
FEH>] [/<FEFDNZX>] ] [-CAfile < OCSP L X —H— NDjL—
FFAFHIEE>] —text -out <G Z 7 A /DNR > 25> <fEETZ—[H )7
FAILDINR >

Hitachi Ops Center #iHIZ5% € L2l E 7 7 A V2SR L CHEGRT 254 -
FATHIH & OCSP L AR U X —IZMnibtEda~vy REROIBATHEEL 7,

* x x % x < QCSP L AN KB PES 2 >

OCSP L AR Z—ZfiWibE s o~ R :

< Common Services D> X p—sL7 ¢ L2 ;U >/openssl/bin/openssl
ocsp -no_nonce -issuer < issuer #HE> -cert <Y — NFFHFD VX
> —url <OCSP L AP —DURI > [ -proxy [httpl[s]://] (<7 zF+
D userinfo >Q)<FRFSDH R PEHELIZTIP 7 FLX> [ <FrFDi— |
FEE>] [/<TrFDNX>] ] [-CAfile < OCSP L A —H— DL —
RAFHIEE>] —text -out <GGRMHZ 7 A DN > 2> fEFETZ—/H1) 7 7
A ILDINR >

A AFE
o FETRMIEa T RIEICRELE T, [Fxxes ) [TEZBEEL TEIV, HH 4RFC=a

< REFATLIEZWEGE, T04** %) THREL X, 3HIE, crontab D K¥ = 2 h & &M
LTL7EEw,
<FERHT) 7 7 A N DINR > b <fEHET Z — ] ]) 7 7 4 A DNZ > F A~y RTEIZRR S
INAZBREL T IEE,
OCSP L AR X —ZfWEbt % a~r RO <issuer ZFHZ >3, V— MEE, 7213
FFRREHEN B 5 55130 — MEHE L FRFEHE LA Lz, PEM ERXOGEHEZIEE L
TLIEEW,
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OCSP L AR F—IZWEbEba~vy N T X 2T 58545, —-proxy A7 v a v
EHEELET,

<fEfT Z—MH{ )7 74/ >|Z, Response Verify Failure DT —nHEIN554
IE, -CAfile A7 v a UEMRELTIZE N,

openssl 2~ ROFEMIZ OV T, openssl D R¥F = A hESEL T ZE0,

4, FRGCH LT, FIESOBREELMRVIK L Ta~vr FEBIMLET,
FERA
10 4 * * * <HF 12T Sz~ F>

20 4 * *x x B o ITHfT S TV N>
30 4 * x x <BUF 3 ITHT SV N>

5. BRENTT LT=5, crontab 7 7 A IV ARFE L ET,
6. WD~ R&FE{TL T, crond.service Z A% LE 7,

systemctl enable crond.service
7. crond DR ELZ XS 5720, P—EREFHEBHLET, ROa~<> REFITLTLIEIN,

systemctl restart crond

BUEHR
TR UT=RERINS . <GB 7 7 A D ANX >TIRE LT 4 L7 N ~T 7 A AR &
E9, HHEINTZ7 7 A VESR LT, Cert Status DEZMERLTIZEN,
o good DFH : — FEAFITHEZ
o revoked D¥E : Y — NFEHIEIT KL
o unknown P& : R
717 7 A WIZ cert Status DITRRODBRVEARIX, =7 —2%AEL TV D ATREMEN &

DEF, 2T —NRICOWTIR, <BFELZ =) 7 7 A ADNZ>TIRELILT 4 L7 N
TSN 7 7 A VERER L T FZ S0,

(2) RHMRBOMRBIERZE sysiog [CHNT D
P SFEHED RIS syslog IHINT B HiEEHRM LET,

BEFIR

1. KRR ZFT SO W T L2, cronlCa~y FEBREL £, REOFIEL, 1) ik
FEOMREREZ 7 7 AN TE 2B TL7Z&EV, syslog (T A8A1E. —out 4
Ta AHRERETY,

2. crond ODFEEETLET, vi‘REDTFA =T 1 ¥ Tcrond 2B &, CRONDARGS DfEIZ-
s ZBMLTLIEEN, 774/ MEOLE, #EbfE R /var/log/cron ~H ) SvET,

CRONDARGS=-5
3. crond DFREE XM B0, P—EAZHESLES, KOa~wr REETLTIEEND,

systemctl restart crond
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6.5 EXEY

EXS)

BIEHER

FEE L7-HEMIZ, syslog ~H1ENFE T, syslog 7 7 A /LT Cert Status ZMBRLFEI, b
FlX. good. revoked., F72IF unknown (2720 F 9,

—I\DHRRA MR FERIXZIP7ZRLA, R— BB ZEHE

BB — "OFRA NEINLIP 7 RV AZZEHE T 58546, £721% Common Services 23M#i 55
— N& 5 EEET HYA . eschgeonnect 2~ K& %17 L C, Hitachi Ops Center Portal ~®
727 %A URL&#ZEHLET,

BIEFIR

B — N2 root 2—Y—L L Cus A LET,
—fpa—Y—Tu A T LA, PIEOTFIAL sudo 2~ KT root —H—& LTHEITL
TLEEW,

1.

. ecschgconnect 2~ FEZFITL £ T,

o~ v KOG
< Common Services DA X h—sL7 ¢ L2 FUJ >/utility/bin/
cschgconnect.sh

A

cschgconnect.sh [-h <KX AEF/LIFTIP T FLX>] [-p <H—FFEE>] |

-enableip {true|false} | -list
AT g
-h <KX PEHFEILTIP T NLX >

Hitachi Ops Center Portal (27 7 Z AT 5D HR A h4 (FQDN JEXTHIEE )
ELFIPT FUAZEELET, AR M ELITIFQDN 245 ET 556, 128 30F
PINOSIFHITHE L TLE &, FRA M EZILFQDN IZ1%, KICFIFFE T
EFHA, RKXFEBE LA, NCFICA BRI TR S ET,

ARA MG ET2IL FQDN #45E 9 584, Hitachi Ops Center Portal (27 7 A9 %
Web 77 7% —_ Common Services 35 X O Z A > A h— L3 2 FH Y — T,
ARRFECEDRLIENH Y £7,

<= FEFEE>
Common Services MEH TR — MEBEZFRELET,

a AT K- NEBEEEELEBAE. 7o AT IA—AORELEET ZLENHY
E

-enableip {truelfalse}

Hitachi Ops Center Portal {27 7 2 29 % URL |2 A M4 F£721X FQDN % 3
DA, IPT RLATHLT 7 BATE D LT oneEELET, IPT FL A
THT 7 EATEL LT DA T true # IPT RLATT 7 EATERNE D
T B8 AL false ZfRELE T, Portal IZT7 7 EAT 520D IP 7 KL AL, &~
AT L6 HEICRG L2 OB EH S ET,

ZOF T aiE, ENOL T a r ERBICIEEETE A,

Hitachi Ops Center M {R5F
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-list
BIEDOBRENREFRLET, ZOF Ty a i, 3047y a v LRBICEET
TFEHA,

-h, -p. -—enableip A7V a3 U THEZET LG, -1list ICERINDHEEN
%¥1% Common Services D —E 2R A HER T 25 E T AT AT I N ERE A,

subjectAltName [ZHE L b DN OLET LA, — FEEEZRBIT L 2B TLERH Y £
KRS

é AE ZOavr RTHRARRIP T KL A% SSLl{EH OV — GEHEDOERFFZ cN <

3. Common Services DY — B A% FiLE) L 7,

4. cschgconnect.sh -list ZZfTLC, BHEMEREMRLET,

5. Web 77 U ¥ =/ 5RO URL TRV A VEHEIWLT 7 BATEDZ LB LET,
https://<H X PEF/IZTIP 7 N X > <H— p#FH>/Portal/

6. Common Services (& &k L TV /=58 T, setupcommonservice =~ REFHEFITL £
KR

setupcommonservice 2 v RIZOWNWTIE, ZFMEDO~=a T LESRL T ZE W,

6.6 NMBEETHERT HR—FBESZLEET D

Common Services NNEEE CHHT R — MEFEZEET L ENTEET,

BEFIR

1. HFEY— T root 2—H—L L TrZ A LET,
—Wer—Y—Tr s A T 555, UBEOTFIET sudo =~ R Troot =—H#—& LTHEITL
TLEEW,

2 K= EEELEELET,
ERRGDOR— N FI26 UT, AR 0 £,

R— &S EEFIR
20951

1. ROTaRT 4 T 7 AINNIEFHRDOR— " HESEHETE L TRFELET,
T aRT 4 T 7 A IV OKANGET

/var/< Common Services D4 > X h—/LF L2 MU >/userconf/

config user.properties

SENA

i

3

CS_PORTAL PORT=<ZRHDH— FF5>
CS_GW_PORTAL PORT=<Z&HDH— FFH >

2. Common Services O — B A & FiELH) L 97,

20952 1L ROTEAT 47 7 A MCEFROE— FEREIEE L TR L £

T RT 4 T 7 A VORI T

/var/< Common Services D+ > X p—/L7 ¢ L2 kU >/userconf/
config user.properties

ENE

R

CS_PORTAL IDP PORT=<ZEHDN— pFE>
CS_IDP_OP HTTP PORT=<ZEHDN— FFH >
CS_GW_IDP PORT=<ZHHEDF— [ FE>
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H— hES

EEFIR

2. Common Services D% — b 2 & FLH) L £7,

2094 L KOT AT 477 A MEE G OR— MEBEARE LRI LE T,
T uRT 4 T 7 A I OREANSGET
/var/< Common Services D4 > X h—s7 ¢ L2 U >/userconf/
config user.properties
R IEPE
CS_PORTAL IDP POSTGRESQL PORT=<Z&EHDN— FFEH >
2. WORERTEFE T 7 A WICEFHZR DR — FESEIFEL TRIFELET,
HERER 7 7 A VORGP
/var/< Common Services D+ > X p—/L7 ¢ L2 V> /pgdata/
csidp/data/postgresgl.conf
AREZ
port = <ZEEHDIH— F&H > # (change requires restart)
3. Common Services DV —E A &=L L F9,
4. systemctl 2 ~v 2 R%& % T L C, postgresqgl-15@csidp # FFiZE) L £,
5. Common Services O — " A & fRis) L £,
20955 e e b
1 ROTaRT 4 77 A MCERBDOR— b FSa4HE L TRFLET,
T aRT 4 T 7 A IV OREANGET
/var/< Common Services D4 > X h—sL7 ¢ L2 I >/userconf/
config user.properties
PRENE
CS_PORTAL POSTGRESQL_PORT=<ZEHDH— &5 >
2. WOMRERT 7 A WICEFHOR— MEZEZHEL TRIFLET,
WERLEFE 7 7 A IV OREARGT
/var/< Common Services D4 > X h—sb7 ¢ L2 U >/pgdata/
csportal/data/postgresqgl.conf
HENE
port = <FEHEDH— FFEE> # (change requires restart)
3. Common Services DH—E A ZEZIE L ET,
4. systemctl I~ R&FITL T, postgresqgl-15@csportal & FFflHE) L £,
5. Common Services DH—E A Z FiLE L 7,
20956

1. ROTaNT 4 7 7 A )VCEFLRDOR— MESEHEL CTREFELET,
T aRT 4 T 7 A I ORENET

/var/< Common Services D+ >R h—/b7 ¢ L2 ;hJ >/userconf/

config user.properties
BIENR

CS_PORTAL MANAGEMENT PORT=<ZRHDH— &5 >
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R—+ES EEFIR
2. Common Services D% — & A % fFiELH) L 97,

6.7 Common Services DT—R2ZI\Y O T7v T+ 5

Common Services D7 —X % /Ny 7 7 v 7§ 5121, esbackup 2~ RZFITLET, B L
Ny 7T TF—RE, A A MR LUV —2 3 U 3F UBREE O Common Services |2V
ARNTTDHZENTEET,

BEFIE
1. MEZJS UC, Common Services (28GR IN TWAEREDON Y 77T v 72 RG L TLEE

/AN
Ry 7T v THECHONTE, FRGEO~=a T LE2BB LTI EE0,

2. B — T root 2—Y—L LTCua s A LET,
—fr—Y =T A T EYA, UKEOTIEIL sudo =~ R Troot = —H—& L TIFITL
TLIEEW,

3. Common Services DY —E A &= L ET,

4, csbackup 2~ RZFITLET,

a2 RO T
< Common Services D> X f—sL7 ¢ L2V >/utility/bin/csbackup.sh
£

csbackup.sh -dir <Ny Z 7> 77 L2 p Y >
FTa v

~dir <N T o TEF L2 P Y >
Ry I T o TTF—=RERNTHT 4 L7 U RRERELET, X/ SATHIRE
TEET, IBELET AL RUIZ, ROT 7 ANA TRy I T w777 AR

ShET,
csbackup YYYY-MM-DD-hh-mm-ss .jar

A AE RNyl T T EFETTLENIARN I T v T T 7 AP R L7720, EWICAy 7T
TEETTHEATIE, EYMERATS LT 4 A7 AR=2FZEATIBZNARH Y £+, A%
W22 leXy 7T w77 7 A VTHIBR L T2 &0,

5. B — FEAER L ORERHEEZ IR T T 7 40 E OBMEUAOGETICHEA L T 256,
— NGEHERB L OREH#HE FEI TRy 7 T v T LET,
/var/< Common Services DA X h—sLF L2 MY >/tls/

N A cssslsetup I~ FTSSLlEORMESL LIWA, I — GEHEOREHL, 2~ F
SEATHHIC 2 — =S LI BNC STV E T,

6. Common Services DY —E 2 ZjLih L £9°,

6.8 Common Services DT—R2 % YR 733

Common Services DX 7T v 5 —4%% U A N7 T 5|Z1%, csrestore =2 ~v > REZFITLE
7,
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ATREH

U A RT3y 25 5 Common Services DA A h—/UiER EN— 5 U, N7 T v 7T
LD AT 50 Common Services &AL THDH I E xR LTI ZEN, A VA M—/UEKRE
FON—=Va U NBR LV AT AL, NI T v 7T —2 %) A NTTEXEHA,

BIEFIR

1. BV — Nl root 2—Y—L L Cuas/AfLET,
—fgz—F—Tr A T L5855, UEOTFIAIL sudo =¥ R TCroot =—H#—& LTHEITL
TLIE&EW,

2. Common Services D —E A &(EIELET,

P

3. csrestore a2~ F&EfTL £,

2~ ROKAMNSGRT
< Common Services D4 > X h—/b7 ¢ L2 FJ >/utility/bin/csrestore.sh

HA

csrestore.sh -file <Nw 27 > 777 L /LDI/NX >
FTa v

-file <Ny Z 7 w777 L INDI/NX>
VARNT BN I T T 77 A NVDONNAZFRE L ET, AR SATHIEE T
jzﬁ—o
4. — NGEHER L OB A /var/ < Common Services DA > A h—F 4 L2 I
> /tls/VSANOLGFETITHEM L CTWT, FEIT Yy 7 7 v 7 LIEGAIE, Ny 77T v 7REEFE T
PRI T — SEE = & R A Bl L E 3,

A AE ANy T oy RIS cssslsetup 7 v R T SSLBEOFKEL LI-GE, — G #ES
K ORES L, 2~y RIATRACHRE L7 Icil @ LT 7280y,

5. U A h7 %0 Common Services DR A N4, IP 7 KU A E72lIA— MESHEDLLGEIT.
cschgconnect 2 v Y REZEITL T, HEALTL T EEN,
cschgconnect 2~ RIZOWTIE, 6.5 HHY— NOFA MELIFTIPT RLX A—b3E
GEAERTLHESRL T IZE0,

6. Common Services DV — b 2 & EE) L £,

7. MBI U C, Common Services (B STV AKRILIZOWTHE NNy I T v 5 —H %
ABRTLTLIEEN,
Ny Ty FTF—=8%2) 2 NTTLHEDOHHRSEME, VA BT OHFECHOWTIL, FRGD~
=a T VESZHL TSN,

8. Common Services [Z& &k LTV D RN H 5454518, Hitachi Ops Center Portal T %k
HIBR L ToD RS L TS E &0,
Common Services |\Z &7 51213, £ HAL T & 12 setupcommonservice 2v 2 RZFEITL
TL XV, setupcommonservice 2+ FIZOWWTIE, FHEO RFa X 2SR LT
<TZEvy,

6.9 FHMmELEDEHEARZIEY FTD

Common Services ~DARIE7R2 T 7 £ AKX Common Services DFFHR T2 %9 D A IE /2 ENTT
DIz Z EAVHIA L7234 . Common Services & &ML L D TRV EUD 575 b—72 Ve EOEH
DIE LTI BZENRHY T, TNOHOFEHME Yy FL, IR LZBZNOH 5 1EH % )
L ET,
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BREFIR

1. BEY— [T root 2—P—L L TrITA U LET,
—fgz—F—Tr A T L85, UBEOFIAL sudo =¥ RTCroot = —H#—& LTHEITL
TLIEENY,

2. csresettrustrelationship =~ R&F(TLET,

v RO ET
< Common Services DA X h—sb7 ¢ L2 FUJ>/utility/bin/
csresettrustrelationship.sh

FA

csresettrustrelationship.sh -f

FTa v
-f
Zoavwy REFRTTDHEAICHEL T ZEN, A LZEAIE, 2~ Ko
usage NFRINET,
W7 7An

FITRERDKRDOT 7 A M SNET,

/var/log/hitachi/CommonService/utility/result reset secert.json

A AFE
E c ZOavw Yy REFETTLE vl RO —F =088 s T Y NERDZERDH Y F
75
ZDawy ROFATITIE, AT DERRIZ Lo T~ ORI 3 N0 £,
g ROFEITHETT 25 L. Common Services N FREEN L E T,

3. N7 7 ANVONEEHEELET,
resetSecretResult 7Y =7 b, LW resetkKeyResult 7 V=2 h® status F¥—
DAY SUCCESS Th2H Z & aER LT E a0,
ERROR D#;51%, Common Services # FEH L Ta~v 2 REFATLE L T EEW, BFETL
TOHIFR L7 WEAR, BREEFREZIUEL T, I AZ~—HK— MG T EEN,
4. ID 74 ZF—& SAML 7'u | 2L CHil L T\ 58415, AD FS © Common Services @

ABT =2 ETHLET,

L, EEBMRE Y By b5 & Common Services OFBFEX— M FREIIC T H S 5720
T,

TFHNEDOFEMC >V TIE(Q)  AD FS T Common Services DA X F— X 2 HHT 5% B LTL
7EEW,

5. Common Services [Z 85§k L T\ 5 &8 C, setupcommonservice =~ REAFATLET,
6. Common Services (28 L TV A KWL OV — B R 2 FLHEH) L £ 7,

610 v a3 DT7A FILRA LTI MREZT S

Common Services D> 7 /L4 A A4 L BEEE % ] L C Hitachi Ops Center Portal (22 71 >
L7ct, B OBEEEZ LRVIREET—EORMAFMT 2L, ByvvarNZA LT U MLET,

TA RVEALT D MRETIE, KD 2OERETEET,

TA RVEZA LT D MEFH
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B FENRVIRIETH A AT U b9 HFECTORFMEZHFRELET, T 74/ Tk 20 I3
ESNTHET,

HEEHEE CTHA LT V7 T 50E 50

HEWIZETRNAEDN T SN D EE T, BEEBEDNRUVIRIEETY A RAZ A4 57 U MR RE
WU EIC, FALT U RTHMNEINERELET, 774V FNTIEYA LT T LA
IR ESNTOET,

TA RVEA LT 7 Fi%@ld, Hitachi Ops Center Portal T C& £,
Hitachi Ops Center #5125y T H S E 9,

ENEE, &

Re

A AE
E T ARAMEA LT U MRENEH S5 01, Common Services & 4 Hitachi Ops Center ffhD/3— 2
VM 10.9.0 LU O SA T, 45 Hitachi Ops Center B D /3— 3 8 10.9.0 RiEDLE. XA 2T U b
LARWEERHY £7,
Ty arDEALT Y MEIRE LT A RVEA LT T MERDDESG OFRERFET DIGERH Y £
7

6.1 D4 ILABHE IO S LEFERTIESICRELRERTE

7 4 VAR v 7 Z 5T Common Services Ml 5T — X X—ABED T 7 A )WZT I A
T5E VOBIEST 7 A W72 EIC Ko TRERBEAETHZENHY £9, BELMIET 57
. Common Services DBEITIL, 7 4 L AT 0 7T LD A X v U RRNL, DT 4 L7 K
UZBA LT EEN,

/usr/pgsgl-11/bin
< Common Services D4 >R f—/ L7 ¢ L2 N VU >/nginx/temp

/var/< Common Services DA X h—sLF L2 FY >

1E2>® Hitachi Ops Center fHOXIRINOT 4 L7 FVIZHONWTIX ERGEO~Y =27 VESRL
TLIEEW,

6.12 Amazon Corretto 17 #7 v 7459 L— K3 3

Amazon Corretto 17 (ZHEF5MEN Boh - 728iA . Amazon Corretto 17 27 v 77 L— RN LTL 2
Sy,

BREFIR

1. BHY— 2 root 2—Y—L L Tus A LET,
— =Y —Tu A T DA, UIEOFIEIL sudo 2~ K TCroot 2 —H—L LTHEITL
TLIEEW,

2. Amazon Corretto 17 24 7 > 12— K L C, Common Services 231 > A h— /L EIL TV HEH
P— N ZELE L E T,

Common Services ¥R — K LTV % Amazon Corretto 17 D/3— 5 IOV T,
Common Services DY 7 s 7 = TIHRAMAEE 2SR L T 2S00,

3. Common Services DV —E A %15 L L £,

A AE  EIH— 3T Amazon Corretto 17 Z T ABAAA V2 h— L ENTNBEE, 20
ROV —EABMFEIG U TEIEL T &0,
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4.

5.

-—nopost A7V a &S T rpm =~ > K& FE{T L, Amazon Corretto 17 %7 v 77 L —
KLZET,
Common Services D — B X% i L £9°,

A AE  EEY—3Z Amazon Corretto 17 2T AEENRA v 2 h— L ENTNBHE, 20
RO —E A H MG CTREIL T 7ZE 0,

6.13 PostgreSQL15 %7 v 75 L—F9 3%

PostgreSQL 15 (2852 o0 > 7354 PostgreSQL 15 7 » 77 L— R LT Z S0,

BRIEFIR

1.

EE—NNZroot 22— —L L TrI A LET,
—fpa—Y—Tu A T DA, DEOFIEL sudo 2~ KT root = —H—& LTHEITL
TLTEEN,

. PostgreSQL 15 # % 7 > 1 — F LT, Common Services 734 > A h—/L STV 5 EFBH—

IZhdE L ET,
Common Services /3% 78— k LT\ % PostgreSQL 15 ®/3— 3 (22 T, Common
Services ® Y 7 b = TIRMERIZ S L T2 S0,

. Common Services D% —E A& &1 LET,
. RO < K& 34T L C Common Services DT —Z _X— 2 {51k L £97,

systemctl stop postgresqgl-15@csportal.service
postgresgl-15Q@csidp.service

. rpm 2~ F&F{TL T, PostgreSQL 15 ® RPM /N 7 —V %7 v 77 L— RKLET,

rpm -Uv < PostgreSQL 15 DN —24% > < postgresqll5-libs D/Nw or—2%
> <postgresqll5-server D/ w7 —24 >

. RO~ K%&234T L C Common Services DT — & X— X % JtA L £7,

systemctl start postgresgl-1l5@csportal.service
postgresqgl-15@csidp.service

. Common Services DY — A ZjLdh L £9°,
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— 7‘ : — s N
Av—UERIIa 7 s AN ESRL T, BEOERZRFEL, $HLL T EIWN, EEERKZ
FETE72WIGEe, BEZRIE TR 0WEAIZIE, Common Services DERSFIFHR A2 ERHL L T, [&E
ERHGRE CEAE LT ZE W,
O Al1EEFRZIETD
O A.2 Common Services D 2
O A.3 Common Services DA 1 7

O A.4 Common Services D A v t&—

O A5 LDAP — S8 RRED /T X — & — % RET D

FSINYa—TFTay
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A1 EFRERENREKT S

Hitachi Ops Center OIEH FIZFEE N A L25E . JREROMBITIZ L E R EEEHAINE L T,
BEFIE

1. HEY— | Zroot 2—H—L LT s/ A LET,

—fr—Y—Tu A T HYA. UBEOTIEIL sudo 2~ R TCroot = —H—& L TIFITL
TLIEE,

2. Common Services D&

EEREIIET 5720, csgetras 2~ FEFETLET,

o~ RO
< Common Services D4 > X h—sL7 ¢ L2V >/utility/bin/csgetras.sh

=
csgetras.sh -dir <MHHET 1 L2 F UDI/NZ >
FT g
—dir <HMHHEF L2 B YDINZ >
AR LB B2 1727 4 L7 U ORRAZRELET, M XA THIETE

TEET,
Ay REFTT 58 WERELCEREEM LT — VA 7 Le7 7 A VDBMER SV E
D

3. M| L C. Common Services |28k STV A KRG OBEEFHRZINE L F7,
FEEHROIEFEZDN UL, FREOv=2 T LV ESZRL T EE 0,

4. Common Services 731 > A b —/L I TN WY — R THfi L 72RO EEFHRICOWTIL, 7
fE L7V —Nza A v LTEL T EE N,

SSLty b7 v 7Y—)b (utility.tar |2 D cssslsetup 2~ R&fif)

WIZRTa s 77 AN FHTHRIFLTSTEIN,

oy 274N 1B ENE AT Bl

cssslsetup YYYY-MM-DD- | /tmp

SSLtv 7 v 7Y —/l (cssslsetup I~
hh-mm-ss .log

LK) BT R ST 7 A LT

A.2 Common Services ® A4
Common Services CTl. FEERAOER N OT-DIcn 77 ANV EH I LET,

Common Services (%, 3O 7 77 A Va2 H I LET,

HAEsT v 27 b

/var/log/hitachi/CommonService

= I

AJ2274) ERBEA

error.log

Common Services DT —n /7R3 Hhsnbu /77 AL TT, LEIZLT
THNEZMERB LT E S0,
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ag274I1 EREA

debug.log BEE SR PN E TERWGASCEEZE TERWGEAIL, A~ —PR—
NSRRI 24T O DI E e 77 7 A4 )L TT,
server.log PEESR D EE TE RWGASCEEZEE TE R WGAIL, DAY —PR—

b S ERENT 24T 5 DIZUHE w77 7 A L TH,

error.log ICH AN ESNDIAFITRD LBV TF,

HE iR
A IR o 7 O AR SIET,
Lyl 07 LR SIET,
ALy K4 Common Services DWNEFLELOL TR ) S E T,
AvE—V1ID Ayve—YID BN INET,
AvE—VFFA b AyE—VIDIZRG L2 A vy =V B ERET,
Bilgk HA LTSNSV CotEla i S g T,

AvE—=VIDBLOA vyE—TUTF A MOFEIIZ OV TIE, A4 Common Services DA vt—
LT 7EE0,

A210450O7anTF1«(2FEET 3

0 OTaNT 4 HEETSHZ LT, Common Services D1 7 H I JOEIEEZ AT TX 9,

BREFIR

1. BEY»— T root 2—HF—LLTurs A1 LET,
—fgr—F—Tr A T 256, DBEOFIHT sudo 2~ FTroot 2 —#—& LTHETL
TSN,
2. ROT 0T 4 77 A NeffELET,
/var/< Common Services D4 > X p—sL7 ¢ L2 ;IJ >/userconf/
config user.properties
0y DT aRT 4 BRIRLET,

pA=VAC P £l

CS_PORTAL LOG_LEVEL DEBUG TNy a7 ORIV ERELET,

fRETE AT, FEAIEOEWIEIC TRACE, DEBUG, INFO
DNFTIINTT,

7 7 4/ M# : DEBUG

CS_PORTAL LOG MAX FILESIZE ERT T 7 A NDRRYA XeffELET,

077y ANDOY A ZINEEBEBA T HEE, FrLne s
T ANVPERSLET,

BETE HEOBAIL, BHLfE + HAL T,

HAZIZIX KB, MB, GB AR ETE £, KB &R E LHH
1L KiB HfZ, MB #57E L7234 13 MiB Hi{Z, GB #fiE L
7% AT GIB AL L 700 97, HALOFREZEM LIhE
E N PR E AR LET,

77 4/v ME : 20MB

CS_PORTAL LOG MAX INDEX ERROR LTI T ANDRKRANY I T TEERELET,

FSINYa—TFTay
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PA=VAL P EL]

TT—=n T 7 A NDYA X,
CS_PORTAL LOG MAX FILESIZE 7' R/ X7 CHE LT
WKV A RNES DL DT 7 A N DESITIETH D0
XTI 7 ANBRy 7T vy TENET, a7 7 74V
DY A ZAPIRY A RET DI, Ny 7T v T T 74
AR, ZOTuRT 4 TIRELIZRE Ty 2T v 77
TANVBERSWET, ZORIT. FLOAY I T 0T Ty
ANDPERL SN D T2 NTR b WSy 7Ty 77 7 A LR
HIBR S 4L E T

fEETE DEOFMIT, 1~21 TY,

T 74/ ME 10

CS_PORTAL LOG_MAX INDEX DEBUG TRy Ta T T ANDRRNy 7T v TRERELET,
TN Tal 7y A NDY A X,
CS_PORTAL LOG MAX FILESIZE 7R/ 37 ¢ CIELT-
MRV A RZET DL, DT 7 A NS DERAITEFHRON
TR TTZ 7 ANBNy I Ty TENET, m 777 AN
DY A APFRRIA RZET DN NI T v T 774
ADPHZ, ZOTuRT 4 THRELEEE Ty I T v 77
TANVBERSNET, ZORIE LAY I T v T 77
ANPMELEN DT CITIR S TNy 7T v T 7 7 A )
HIBR S 1L E T,

fEETE DEOFINIT, 1~21 TY,

T 7 4V M : 20

CS PORTAL LOG MAX INDEX APPLOG | ¥ =02 757 ANDREINY 7T v THetsE LT,
P—=Nu T T 7 A NDY A XD,

CS _PORTAL LOG MAX FILESIZE 7' R/ X7 ¢ CIFELT-
RV A RZET DL, DT 7 A N DESITETH D0
TR TTZ 7 ANPBNy I Ty TENET, a7 T 7 AN
DY A ZAPRIRY A RZET D12, Ny 7T v T 774
WA, ZOTanNT 4 THRELERE TNy 7T v 77
TANVBERSWET, ZORIT. LAY I T 0T Ty
ANDPIEREN DRI b WY 7T v 77 7 A VD
AR S vk,

A CE DEOHFPIL, 1~21 TY,

77 4V ME : 20

3. Common Services DV —EAZFiEZE#H L £,

A.3 Common Services DEEE O Y

Common Services (%, V2., 7ZZNA, MOEELZ LT OFHR e EREn 7 LCHAicEEd, 7
T 40 FTCITEE v S OBEEITENC o TV ET, BRENS U TEREa F o7 a T 0 2
WL, BEEn 7HOKREE AL T EIN,

H A%k
EE v 7%, syslogliZHiisinE 7,

HAOEE
EAn Z7ICH SN HHBIZRO LB Y TT,

FSINDa—TaVy
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H A& EH HAIRE H A4
PRI TIAFY T 4 Facility & Log level Z#fl{t. | <11>
L7 o944V T 418
Facility IZ, E&rn 7o
CS_PORTAL AUDIT FACILIT
Y T ST | HEE LT A S
WZHAEI B S v E T,
HEADER H I RN A LT BEF Sep 2 13:15:04
KA N FEAS NI A L7~k A R > | WIN-00ABCD11EFG
KA N
MSG A= )] Zut A ID 5828
AL K ID AL RKID http-nio-808l-exec-2
=R a2 ERROR, DEBUG 72 ¥ D1 7 L~X | ERROR
v
H Beds o 7 O ) B R 2019-09-02T13:15:04.362+0
900
A vt— 1D A yt— 1D KAOP91111-E
o QL il StartStop. Authentication
Authentication 72 & DFER
BEA A D fE RREh, R & B ORE R Success
Y7y NEAIES | =—%—1ID. URI 72 & User ID=system,URI=/
portal
Ayb—UFTF AR Ayl— KAOP91111-E Audit Log.

AvE—=VIDBILOA Yy E—UTF A NOFEMIZ OV TIE, A4 Common Services DA vt—
LT TEE0,

EAFEGOFRRICH ) SN AEE ., severity DBIRZRITRLET, A 7 OT a7 o 24"
T 52 LT, T 5 severity VAT Z E N TE £97,

EEZZOME LT w93 severity
Authentication ayA Ly, RERCET OEARR T | I 6
bHZERLET, SeBh - 4
ConfigurationAccess a—P— =P =TI —T D | I 6
. SR, AT, HIBRCBET DA | R 3
FHRTHDLHILERLET,

ASAEETOSTDTONTA2LEET S

a7 O7anT  ZEETSHZ LT, Common Services DEA 1 7 H /T OBWEAZZLEHE T %
TO

BEFIR

1. Y — Nl root 2—Y—L L TCus/AfLET,
—fgz—F—Tu A T 585, UBEOTFIAL sudo =~ R TCroot = —4—& LTHEITL
TLTEENY,

2 MOTORT 4 T 7 A NERELET,
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/var/< Common Services Do > X fh—/L7 ¢ L2 Y >/userconf/
config user.properties
Ehn 7o7a T B RIRLET,

JanT« 5 ER

CS_PORTAL AUDIT ENA |Hftw 7 OWAGA &4 RO THREL £ T,
BLE c true: EHo ARSI D

false : BEf&iv 72 AG L
T 7 F )V MH : false

CS_PORTAL AUDIT SYS |Common Services 734 > A h—/L & TV D EBEH— NP O — N2
LOGHOST w7 WA LEWEAIC, WA — A ORR MAERIZIP T KL A%
BELET,

77 4V MH : localhost

CS_PORTAL_AUDIT_POR |syslog #—/3DR— FEHEIHELET,
T 774/ ME 514

CS_PORTAL AUDIT FAC | A vt —YDREETLERINT H7-0OEREEELET,
ILITY FHETE SEITRDONT NN T,
KERN
USER
MATL
DAEMON
AUTH
SYSLOG
LPR

NEWS
UUCP
CRON
AUTHPRIV
FTP

NTP
AUDIT
ALERT
CLOCK
LOCALO
LOCAL1
LOCAL2
LOCAL3
LOCAL4
LOCALS
LOCAL6

LOCAL7
7 7 4 /v MH : USER

CS_PORTAL AUDIT LEV |E&EnZ7OHL~VZRELET,
EL FHETE BEITRDO VTN TT,

DEBUG : SeverityO~7 (#4351 74 H I LET,
INFO : Severity0~6 (Z3%4 35 V&I LET,

FSINDa—TaVy
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A =VAC P ELET

WARN : Severity0~4 (Z#Z4 350 7% H A LET,
ERROR : Severity0~3 IZ#%4 T 57 &2 LET,

7 7 # /v MH : INFO

3. Common Services DV — Y A Z FLd) L £,

A.4 Common Services DA v t&—

Common Services NHITTHA v —IICOWTHBLET, £/, =7 —REA2NT L7012
HELE T Dbl a3 L9,

Common Services D A vt —1%, GUIL, CLI, BXOa /7 A A2l hanEd,

HOENAH A=V, AvtE—IIDERAvE—UTFF A MR ENEST, AvtE—IID
DOIERERITTRLET,

77 ¢ 2 X nnnnnZ

Ay —V ID ITIROBERED SRR SNET,

T IR

A=Y )itarR—xr FaarLET, Common Services DA vt —Y D7 L7 ¢
v 7 A% KAOP T3,

nnnnn

A=Vl LESERLET,

A= VORFE L AET HHIERKO L 50 T,
KAOP10000~KAOP19999 : GUI D X vt —
KAOP20000~KAOP29999 : REST API ® X v & —
KAOP60000~KAOP69999 : a2~ KD X wviE—
KAOP70000~KAOP79999 : f v A b —F—D A vE&—

Avb—VOfEERLET, AvE—VOBEALERERITRLET,
E (Error) : EENFATTERWVWE T — &2 —HF—([TBHT D5 A v E—VTT,

W (Warning) : BRIHATSNE TR, #lIREPRH D L a—V — BT DA v E—T
<7,
I (Information) : Z—V—|ZIHFHREZWHT DA v E—TT,

Av—UFTFARMI, GULORA v —U 2B THI SN ET,

Common Services N1 D A v E—TE2RIRLET,

*ytE—2 1D Fyt—CFEX b EE &
KAOP10000-E | F## L7227 —2 AL E Lz, =R
L
BEAHEFRITL T ES, TN THMRL
TRWA L JRIKIZER & RIBEOfRIR X, B2

FSINYa—TFTay
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AvytE—YID AytE—CTFEXR b EE LR
BALETT, FEEHFRAIEL, FEEGED
ITHERE LT E &,
KAOP10001-E | & v g v NERS T, =R
pap
Ho /4 LT EEN,
KAOP10002-T | FBREXF—IZ<HMA>IZHHFINET, =R
ID 7'/ g Z—fEcfi 7 %5 Common
Services DFBFEF — DA IR ISV TUVE
R
g
FRENTWD B £ T2, Common Services
OFFEF—ZTH LTI,
KAOP10003-W |NamelD 7 +—~ v b2 ET 4554 | ER]
X, ZOID Fa A F—=nb A UR— |-
FENTETANTO—F—2 kT 5 | AL
VERH Y ET, ZOID g X—inbA ViR— N ENT-T
TOa—HF—ZHIFRL T 7ZE,
KAOP10004-E | HHF|ZHEE L T 7ZEW, vy v | BEBH
a—F—E@EERE RS TE A, .
oy
BEERFEIATL T E &, TR THRRL
ROVEE L FINZER & BEORRRIC I, SR
ENLECT, FEEHRANE L, BEGED
WS LT 72 E N,
KAOP10005-E | o7 vy MIBEfFou—a A7 | BH
U NEBAELET, BEFICEEL |-
TLEEN, Pyl
PEEFEIATL T E &, TR THRR L
ROEE L RINZER & E ORI, SR
HALECTT, FEEHRANE L, BEHGED
IZHAGE LT 72 E N,
KAOP10006-E | ME5hip 2 —Hf—£ L7213 XA — KT | BH
R -
popin
Tl a—F—LE 32T — 2 A LT
<TEEWN,
KAOP10007-E | 74wy b3 MR <3, EEEEICHER | R
LTL7EEN, -
pop
BEEFERITLCLEEN, TN THMRIRL
RO RIKZER & RIE ORI, FEHE e
WRME T, BEEFHFRAIE L, BEGRED
IZHAE LT 72 E N,
KAOP10008-W | A viR— k&b a—H =N <gh |EHR
N> NEBLZTWVET, AR —F |-
INDZ—PF 5N 1I~<FAAH > | HL
ERDEDFRELTIIEE N, A VAR — hENDH—PF =R 1~100 & 725 K
IHRELTLES W,
KAOP10009-W | A viR—F&hb=2—H¥ =30 AT | EH
T, RNTRA—H—EHEEL TS |-
U, Py

76
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Ayb—SFER b

EE & XL

A 2R b ENDT— P KR 1~100 L 725 &
5EREL TS,

KAOP10010-E

HENF ORI L E LT, v
TAV~RD| 7V 7 LTS
W, A CHER AT 256 18 B1E
WEAGE LT 72 &N,

=R
WOERMNZE X bIVET,
F v NI —27 DR,
b N —HEBE CHE 9% banner.json
77 A NVHBARIETT,
Pyt
Xy NI =T WNIEENE I D EHR L TLEE
AN
banner.json 7 7 A JVINRIERGEIX, kD=
VU REFETLTCTZ 7 AN ERIEL TS0,

cp -af /var/< Common Services D > X
r—sLF ¢ L2 MU >/banner/
banner.json.template /var/< Common
Services DA > X h—sF L2 p Y >/
banner/banner. json

T T ORI LA, HINZEH & B fig ik
121X, REHIZR S LB Cd, B 2 e
L. BEEGEOICER LT ZEN,

KAOP20008-E

Bad Request.

ER

U7 ZARNTG A= =T DY £,

oy

BAFZMEFATLTLLE SN, ZRTHIRR L
ROE | RIRZER & RTE ORI IR, G R
BRMETT, EEGERZNE L. BEHSED
IZHFE LT 2SN,

KAOP20009-E

Unauthorized.

R

RRESNTWER A,

Pyl
BEEZHEFITLTLLIEE N, ZRTHARRL
RO RIKZER L R ORI IE, A
BEPNETT, BHEFBREZMNEL, FEDSEA
WS LT 728N,

KAOP20011-E

Forbidden.

A
WONWTNODFKNRE Z HIVET,

V7T A RDANATEYBH Y £7,
TR AMERRH D FH A,

KA

IKDOWT I THIMLL T TZE 0,
ELWSRZEZRELTLLESN,

TV RAMED B D —HP—THETLTL
ZEW,

KAOP20012-E

Not Found.

=R
WONWTNUNORRNBE 2 BIVET,

V7 ZARONRAREYRNHY £,
BESNEAT V27 FRHY XA,
pap
WONT TR L T 7ZEWN,

ELWARAZRRELTZEN,
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Ayb—SFER b

EE & XL

ELWAT Y= FEEELTHEITLT
TEEW,

KAOP20013-E

Method Not Allowed.

=R

PFAR—F SN TWRWHTTP X Y v RAMEH &
nE L,

Pyl

IELWHTTP A Yy REMEH L THETLTL
7ZEW,

KAOP20015-E

Request Timeout.

=R

VI XA MNEZAL LT RLELE,

Pyt

csportal h—EANEE L TWNDHH, X T
— I BIEENE I D EMEE LT IEE N,

KAOP20016-E

Conflict.

£

HHAT V2l N EBEETIIEGEEE L
. BEREHA T V= NO—E Th DIRMEE &
FEHELE LR,

pop

EELUIEEAEE L THFEITLTIEE N,

KAOP20033-E

An unexpected error has occurred.
Contact Support Center.

R

THHR=T =R ELE L,

Pyl

BEEZHEFITLCTLLIEE N, ZRTHARR L
RO RIKZER & R ORI, S
BERLECT, FEEHRANE L, BEHGED
WS LT 72 E N,

KAOP20035-E

Bad Gateway.

=R

F— R oA P72 VAR A% ZITY &
Lz,

AL

TF=hr 72 APELLEEL TR L T
<72,

KAOP20037-E

Gateway Timeout.

=R

=R U=ABIALT U NLEL,

pop

F—tvxflry U= PELLEELT
WODER LT I2E 0,

KAOP20047-E

The built-in role (<

orion.portal builtin-object.role.role-
user 77 N7 ¢ 6 >) cannot be
removed.

=R

L= T N—TNED ENN A F TV xS
h® opscenter-user B—/L&HIERL L9 &
LE L,

byl

2—PF=T =T N, B ra—LD
opscenter-user [FHIRTE £ A,

KAOP20048-E

The built-in group cannot be deleted.

=R

BN M ATV 2V MO opscenter-
administrators 721 opscenter-users
2—PF=T V=T EHRLE D L LE L,
g
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Ayt—TID AyE—CTXRE ER & XL
BNV A ATV =V NO opscenter—
administrators ¥£721% opscenter-users
Z— =T N—TITHBRTE A,
KAOP20049-E | The built-in user cannot be deleted. HF
NN ATV 2T RO sysadmin 2 —H—
ZHIBRL L D & LFE Lz,
g
EL b A v 2—F—0D sysadmin (FHIFRTE £
A,
KAOP20050-E | Users cannot be removed from < =R
orion.portal.builtin- Z—F—=NFET D 7N —T NG, BV A A
object.group.group-user & 7’7 N7 r | 7V =7 M@ opscenter-users T—H¥— 7L
e > —7%HIBRLE S ELELT,
AL
=P =REETH == =T M5 e
A > 7 NV—T7® opscenter-users [FHIFRT
TEE A,
KAOP20051-E | An error occurred during registration | ZE[H
of the user. Delete the registered user | . —% —DBMEFICFHE LT T —2NFEA L E
and then register the user again. L7
s
BEZTEIEIT LTSN, TR THMRL
RVGA L IRIKIZEH & BB ORI, B 75
BT, EEGRADE L, BEERED
IZHAE LT 72 E N,
KAOP20052-E | An error occurred during registration | ZE[H
of the group. Delete the registered 2P =T OB T T — 23
group and then register it again. FELELE,
gt
HEZFEFEITLTLES N, ZRTHMERL
RGA L IRIKIZEH] & R ORI, B 73
BENLETT, FEENBRAIEL, FEHGED
IZHE LTS 7EE 0,
KAOP20053-E | An error occurred during registration | ZE[RH
of the Active Directory. Delete the a—WF—F 4 L7 Y OB YT
registered Active Directory and then | —72334 L % L7=,
register it again. FAL
HEZREFEIT LTSN, ZRTHMRL
R E L JRIKIZEH] & R ORI, 703
BERLETY, FEENBAIE L, FEGED
IZHEAE LT 2SN,
KAOP20054-E | An error occurred during an update of | ZE[F
the Active Directory. Delete the a—H—F ¢ LT N OEHEC TSR T
registered Active Directory and then | —7233&/E L E L7-,
register it again. R
BEEFEIAT L CTLIEE W, TN THRR L
OGS JRIEZEI & RIE ORI IE, BT
BENLETY, FEEFBRANE L, FESED
IZEAGE LT 2SN,
KAOP20055-E | An invalid value is specified for a S|

parameter. Revise the value, and then
try again.

V7 x2ARNRTA=Z—=ITRYBHY £7,
R0
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Ayb—SFER b

EE & XL

Yy xA b ST A — 4 — 2 S L C R
FATLTL S,

KAOP20056-E

The specified product already exists
in the database. Revise the specified

type, host name, or port.

=R

o A O L [H U type, hostname, port
ZHRE LT, WBOREEITERZITVEL
7=

papt

Bk STA—Z— " RE L THETLTES
VY,

KAOP20057-E

The specified data center already
exists in the database. Revise the

specified name.

E:37]

B DT — X Z— LA L name & 5T
LT, 74 ¥ —OREEITEH 2T E
L7,

Pyt

BN T A—=F =2 RE L THFETLTIES
U,

KAOP20058-E

The specified product is not in the
database.

=R

FEE LT BT FE L EE A

oy

FRETHNTA—F—Z2AHE L THEFETLTL
E3uy,

KAOP20059-E

The specified data center is not in the
database.

=N

HELET =22 —I3FELEE A,
oyl
FRETHNTA—F—2AE L THFETLTL
ZIu,

KAOP20060-W

During processing to delete the
product, the product was successfully
unregistered from the server, but
deletion of the SSO configuration
information was not reported on the
product side. Delete the SSO
configuration information on the
product side. For details, see the
product's configuration guide.

=R

Hitachi Ops Center /0 2 HIBR L 72BEIZ,
Common Services 7> b ITHIFR S AL E Lz, &
Hitachi Ops Center /bl ~D @5 A3 K L %
L7,

Pyt

KHALAI AR T,

BIOFBEY — A A h—/L EZ #1172 Common
Services & HET 5441, 4% Hitachi Ops
Center /MM CHERFBRRZAIT-o T ES
A%

KAOP20061-E

An unexpected error occurred.
Contact the support center.

C S

FHERE T —=NEELE L,

oy

BEABEFEITLCLIES 0, TR THHREL
e IR & RE ORI IE, FEM 725
BRBETT, EEFBRZNEL, BEENSED
[ZHE LTS 7EE 0,

KAOP20062-E

Roles cannot be added to built-in

groups.

=R

BV N ATV 2V MO opscenter-
administrators 721 opscenter-users
=P =T —=Tlr— xRS TLS L L
F L7,

Pyt

BNV hA ATV 2V D opscenter-

administrators £721% opscenter-users
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EE & XL

a—PF—= T =l a— L EE Y Y TH L
TEEHA,

KAOP20063-E

Roles cannot be removed from built-in

groups.

=R

VRV A TPV RO opscenter—
administrators ¥ 71% opscenter-users
A=Y= N—=Tnbrn—LEHRLES &L
F L7,

g

BV hA ATV MO opscenter-
administrators 721 opscenter-users
== T N—T P b — L EHIRT S Z L
TEEHA,

KAOP20064-E

The built-in user cannot be removed

from a group.

R
ENV AU AT V2T PO sysadmin 2 —H—
M= =T —TEHRLE) & LE L,
Pyl
ENV NV ATV 2T RO sysadmin 2 —H—
MHL—PF— TN —TEHIRT 52 LIXTEE
A,

KAOP20065-E

The built-in user cannot be added to a

group.

=R

BNV, ATVl O sysadmin —H—
Ca—P—=IL—T%BIML Lo LELE,
s

ENV MU FA TP/ PO sysadmin —H—
a2 —H =T N—TEBINTHI LILTEEY
oo

KAOP20066-E

The file was not found.

E:37]

b N —HRECHE 9% tags.json 7 7 A
NAPFTE L EE A,

Pyt

Common Services & FEEZ A VA h—/LLT7
7ANEEBELTIIES N,

KAOP20067-E

A file read error occurred.

=R

BN —HRE Tl % tags.json 77 A
IEFGFAD FER A,

g

Common Services & FEX A VA M—/L L T7
7T ANERE LTS EE0,

KAOP20068-E

The text is invalid.

B3N]

G N —HRE Tl 9% banner.json 7 7
A NVIRSARIETT,

g

< Common Services DA >R p—/bT 4 L2
;Y > /banner/banner.json 7 7 A /L% HIER
L7- k., Common Services % EEHX A A |
—A LTI 7 ANEEE LTI,

KAOP20069-E

The specified group already exists.
Revise the specified name.

A

BEFE DT N—T"L[E L name ZfHEL T, 7
I—T DG ETNTTH AT E LT,

Pyl

name Z JLIELL CTHIHATL T ZE N,

FSINYa—TFTay
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*yt€—2 1D AyE—CFEFX b EHE & xn
KAOP20070-E | The claim of idtoken was not found. HF
TR T —nRELE L,
pop
BEEHEIAT L CTLIEE, TR THMRIR L
OGS JREZE & R ORI IE, BT
BENLETY, FEENBRAE L, FEESED
IERE LTS IZEW,
KAOP20071-E | The claim of userinfo was not found. | ZEH
TR T —NRELE LT,
AL
PEERFEFATL L&, TR THARRL
OGS RIEZE & RIE ORI IE, BT
HENLETY, FEEFRAZNE L, FEESED
I LTS 7EE N,
KAOP20075-E | The specified realm already exists in | BEH
the database. Revise the specified BRER T A ORI & [F] USEIR 2 B E - IX B A
realm. TWE L7,
AL
A FE LR VEICAEE L CTHFEITL T
AN
KAOP20076-E | The specified realm is not in the =
database. FRE L7z s AE LEH A
g
BETHNRNTA—F—%FBE L THETLTL
7ZEW,
KAOP20085-E | Update of users belonging to External | 2
Identity Provider is prohibited. ID 7u g F—CiEd ba—Y—%2F L &
I LFELL,
AL
ID 7 A A X —ICAiE T D2 —F— T EH &
FH A,
KAOP20086-E | Password reset for external Identity | ZE[H
Provider users is prohibited. ID 7 XM X —Zfhed b2 ——D/ N AT —
FEZEBELES>ELELE,
AL
ID 7' r A X =R D2 —F =D/ AT —
RIFAETE EH A,
KAOP20087-E | The metadata endpoint is incorrect or | ZE[F
the certificate is not set correctly. ID 7unRf B =B AXTF—H o f VR— L
Lo U TRILELT,
gl
W2 L CHIATL T IEE N,
URLNELWZ &, ID Ve F—DT KL A
RN CTE D2 &, ID 7 a A X —DH— 3GE
BED/L— ME#E2Y Common Services @ k7
ARRABRTICAVR—=FENTNDZ L,
KAOP20088-E | Failed to get group member HF
information. This can be caused by an | .—4— 27 /L—7" 0 A L N—OEAH IRl L E
email address shared between a L7z,
Common Services user and an Active | 3L

Directory user. Remove or change the

Common Services = —— & 2 —H—F ¢ L7
FU D =W —D A —)LT R ANEBE L]

FSINDa—TaVy

Hitachi Ops Center f X k—JLHA K
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EE & XL

email address belonging to the
Common Services user.

MR H Y £97, %2479 5 Common Services =
—F—=DRA =T FLAZEFLTLEEN,

KAOP20089-E

Invalid ldap search filter or
objectclasses.

E7S|

WBET 4 NE—F7d AT V=7 b T AICE
DB ET,

st
ELWEZEEE L CEREZBERITL TS
A%

KAOP20090-E

Invalid SSI/TLS settings.

=R

LDAP #—,3& 0 SSL/TLS OFREIZFRY 3% Y
S

pop

LDAP #—,3& 0 SSLITLS D% GE 2 FLE L CHe
TEaBEIATL TS,

KAOP20091-E

Invalid hostname, address, or port
number.

=R

LDAP % — DR A b, 7 RV AEIZER— b
FFITRVBHY £,

pop i

LDAP #—/3DHRA M4, 7 RV AE IR -
Fira E L THIEZ HEEIT L TSN,

KAOP20092-E

Invalid bind DN or bind password.

=R

LDAP ¥— 3D/ 3A > R DN 7213/ AT— R
IR 3D £,

oy

LDAP #—/_"D/3 A K DN F72i3/ AT —F
ZRE L TRIEEZHEREITLTIES N,

KAOP20093-E

Invalid connection URL or user DN.

=N

LDAP #—/3® URI £721X DN IZFRV 23H D £
7o

oy

LDAP #—,30 URI $£72(L DN % R L THAE
EREETL TSN,

KAOP20094-E

Invalid URI syntax.

EJv|

LDAP #— @D URLIZFAY 3 & D £57,

AL

LDAP ¥ —,30 URI % fiE L CHFEZ L 5EAT
LTL7ZEy,

KAOP20095-E

One or more of the supplied
parameters is incorrect.

=RE

LDAP H—/"D/XT7 A —H — 23R 3D £,
g

LDAP $— 3D /3 T A — & —% B L CifE%
FEFITL T EEN,

KAOP20096-E

Update of users belonging to user
directory is prohibited.

=R

a2—HF—=F 4 L7 PUICHET D —F—%H
BLEO>ELELL,

oy

2—HF—=F 4 L7 PUICHET D —F—TH
BTEEEA,

KAOP20097-E

Password reset for user directory
users is prohibited.

=R
a2 P—F L MY IR B — <
AT —REEFELE)ELELE,

FSINYa—TFTay
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Ayb—SFER b

EE & XL

Py
a—PF—=F 4 L7 NICHTET H—P =D
AT —RIIEETEEHA,

KAOP60005-E

An error occurred. To determine the
cause and resolve the problem,
detailed investigation is required.
Contact Support Center, who may ask
you to collect troubleshooting
information.

=R

W=7 =2 ELE LT,

oy

JEIKIZERT & RIED BT IE, REMZR AR S 2T
T BEFFHHRAZNE L, BEERISE NITER LT
STEEW,

KAOP60311-W

Cannot delete the temporary
directory (directory name: <7 L2
E D)

=R

—BFT 4 L7 MU ML T e ATHA SR TW
HAREMERH Y £,

Pyt

WA ZBH L TA v E—IWNRmTF 4 L7 b
ZFECHIBRL T 2S00,

KAOP60312-W

Cannot archive the directory
(directory name: <77 L2 U4 >).

=R

T—HAT T 7 ANDIERIZERR L E LT,
Pyt

T—=HAT T 7 ANDKIGENZ, 15372 T 4 AT
REEMR L TLLIES N, T 4 A FEE R
LThT I =0 BAET 2561%, RR%EH & ME
DFFROT=0 | FEMIR RN LI TY, FEEHH
ZUVAE U, BEEMISEDICHERK LT EEn,

KAOP60621-E

An option is invalid.usage:
csgetras.sh -dir DirectoryName

=R

VBT ARESTVET,

Pyl

AT arERIET AL U ARRERELT,
FFEITLTLEEN,

KAOP60622-E

Collection of RAS log data Common
Service failed (maintenance
information: < x> 77> X [D >).

=N

WERLEL T 7 7 A VSO0 £ A,
pap

JIRIZER & RTE ORI IE, MR A 3 6 2T
T BEFEREHA R L, BEE RS DITER LT
KTEEW,

KAOP60623-E

Cannot make the directory (directory
name: <77 L2 fUF>).

=R
WOBRMNEZHLNET,

1. FBE Lo A0 Tk vy,
2. HERDBAZE LTV 5D,

S

WORE L TL 2S00,

1. ARG R L T ES 0,

2 EELEF 4 L7 R CORRE R L
TLEEW,

KAOP60624-E

The output directory is included in
the RAS source directory. (directory
name: <7 L2 f V% >)

=R

—dir A7V a ERESNTET 4 L7 YR,
RAS fE#INES ST 1 L7 FUNTT,

Pyl

BMOT 4 V7 MY ERELTHIATLTLLIZE
v,

KAOP60629-E

Invalid format of hostname or IP
address

E: 30|
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AN LTZARA ML EZILIP 7 R L ADBRB3E

STWET,
g
AN LTEEER L, HERITLTIEE N,
KAOP60630-E | The package info file was not found. =
Common Service is not installed or NERILER CLBEA R N o o — DIEH 7 7 A VN E
has already been uninstalled. ELEEA,
AL
JRIRIZEA & BRE DO FRRAZ T, M7 AN HEC
o MEEFHHRAZULE L, BEESEAIERK LT
<72,
KAOPG60631-E | An attempt to execute the X
csresettrustrelationship command o< RFETHIZ Common Services D5 1122k
has failed. mLEL~,
Verify the contents of the output pag
file(< 7 77 /14 >). ~ =2 7 VZHEV Common Services D —E A
OEFIEZEER L TT I, ZRTHARR L
Brovld, BEFEEMA IR U, BE R O s
LTL7ZEN,
KAOP61003-E | An option is invalid.usage: HA
csbackup.sh -dir DirectoryName U T AN S TWVET,
g
FFarE3T oV P ARERELT,
HETLTIESN,
KAOP61004-E | Collection of backup data Common A
Service failed (maintenance NEER CULEER 7 7 A AR RE L TWET,
information: < x> 772X [D >). s
Common Services & FEX A VA h—/L L=k
Ll HEFETLTIEI N,
KAOP61005-E | Common Service is running. S|
Common Services D% — B ANELHE) LTV 5
DT, ZOa~vy NFFITTEERA,
gt
Common Services DH— A % {51k L CHFESE
TTLTLEE N,
KAOP61624-E | Output directory is included in the HA
backup source directory. (directory —dir A7 a I ESNTT o L7 MU R,
name: <7 L2 fU£>). Ry T o r5tas v NVNTT,
S
MOT 4 V7 M) ERELTHIATLTLLIZE
U,
KAOP62003-E | An option is invalid.usage: HH
csrestore.sh -file ArchiveName U T AN TUWVET,
sy
FT A vERET A T L ERE LT, 5
TTLTLEE N,
KAOP62004-E | Restoration of backup data Common | ZEH
Service failed (maintenance W=7 —RAELE L,
information: < x> 77> X [D >). KL

JEIKZEH & B OfRIICIE, REMZR R S LT
T BEEMGHRANE L, SIS I LT
T2,

FSINYa—TFTay
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*yt€—2 1D AyE—CFEFX b EHE & xn
KAOP62032-E | Cannot make the temporary directory | ZE[H
(directory name: <7y L2 f V4 >). | ROERBZZ HNET,
1. fBE Lo /S AN @Y) Clidiavny,
2. HEREMPRE L TWD,
AL
ORI Z LT 7ZE0,
1. NAREE DGR LT TEE W,
2. FBELIZT 4 V7 MY ETOMREMRL
TLEEN,
KAOP63003-E | The -enableip true option is only valid | BEH
when the hostname has been usedin |-h #7735 N IP 7 RLAZIEEL TWDHD
the access URL. You cannot use this | ¢, -enableip A7 3 LI true #$8E T
option if you have already used an IP | & y- Jo.
address in the access URL. Byl
WOXZ LT IZE0,
1. -h A7V a VTR A M EIEELTETL
TLEEN,
2. ——enableip A7 v 3 T true ZRTE L
THEITLTLLEEN,
KAOP64002-E | Signing request and private key HF
creation failed. RERSEE AL Bk L RVE RO ERRIC R L £ LT,
pop i
~ = a T VOTFNAICHENTFE TIER L T 72 &
VW, FAUTHAER LR WGE | SR fi A 23 3
T, BEGHAIE L, FEGE D ISHERE L
TLIEEN,
KAOP64003-E | An error occurred. Contact support, S|
who may ask you to collect W=7 =25 ELE LT,
troubleshooting information of the L
corresponding product. Product=<#¢ | JiKIZER] & BRE O DI, FEM 72T A %3 C
ants > T EFEHHREZUE L, BEERISE DR LT
<72,
KAOP64006-W | Setting SSL for server failed for some | ZE[H
products. —H O T, SSL Y — "OREIZRILE L
7
g
~ =2 T IOVOFIBCHENFE CER L T EE
WV, FRTHIRR LR WIGE | SR 7R A 23 2
TY, BEEM WA U, B o i 1S L
TLIEEN,
KAOP64007-E | Setting SSL for server failed. EyS|
SSL #— OB EI R L E LT,
s
~V=a T VOFRICHEDNFE TER L T EE
VW, ERTHMER L WGA . G fi A 23 2
T, BEER AR U, B 1 8RS L
TLIEE,
KAOP64009-W | Setting SSL for client failed for some | Z[H
products. —HORL T, SSL 7 747 > NORREICRIK L
F L7,
pag
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Ayt—TID AyE—CTXRE ER & XL
¥ =2 7 VOFIIHENFE CIER L T 7ES
VW, ERTHMER L WEA, S it 23
T, BEER AR L, B 1 S L
TLIEEN,
KAOP64010-E | Setting SSL for client failed. HA
SSL 7 747 v hOBEIKIL L E Lz,
AL
7= a2 TIOVOFNEIZHENTFE CIER L T 72
VW, FAIUT O LR WA Gl il s s
T, WEGWAIE L, FEGE D ISEE L
TLEE Y,
KAOP64012-E | Enable/disable certificate verification | B
failed. T SFEE O RS RE O A b/ I IR
LE L7
psp
=2 T OVOFIRCHENFEICHREL T EE
W,
KAOP64013-E | Failed to start service. Refer to the HF
product manual to resolve the error P—r Z2OEdEhc kL FE L-,
and try again. Product=<#/74 > Pyt
A=V RTREO~=a T VESR L, Y
—EAZFETEE LT EE, EHTER
WAL SSL s EICHIER H L5 E 03 H 0 £
T v =a T ADOFIEICHENFE T SSL 2 i E
LTLES Y, ZRTHMR LRWIESIT. 360
AN LETY, FEGREINE L, FEESIR
AP LTS Z a0y,
KAOP64014-E | Failed to stop service. Refer to the HF
product manual to resolve the error P—E 2O EIC R L E LT,
and try again. Product=<#47+4 > Py
Aob—=VUNRTRGO~v=o T VESKB L, T
—EREFHTEILLTIZS N, FIETE AR
WA, FEIZ AN LB TI, B2
E 1L, FEEMISENICHEE LT ZEN,
KAOP64015-E | Failed to restart service. Refer to the | ZH
product manual to resolve the error Y— 2 OFRENC R L E LT,
and try again. Product=<#47# 4% > AL
Ay E—UNRTREOY =27 VESRL, &
— A% FEICHEE L T EEV, FlEhT
X WIGETE SSL R EICHTEN ® 255035 0
F9, v==2 7 LOFIRIZENFE T SSL &%
ELTLIEEN, ZRTHIR LARWIEEIL, 7
72T LT, PR A INE U, BT
AR LT 7Ea0,
KAOP64016-W | Since the access URL of Common G55

Services changed, re-register each
product in Common Services using
setupcommonservice command.

Common Services ®7 7 A URL BNEH I i
7o DT, BN & OMEEIZ BT D RTREMEDY B D
e

gl

setupcommonservice 2~ Rl LT, %
#il i % Common Services [ZFFEER LT 72 &
W,
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Ayt—T 1D AytE—CTFXR b EE & XL
KAOP70000-E | The installer cannot start because HF
there is insufficient disk space. /tmp F 72X/ var/ tmp O— R HEOS A E L
TVET,
2
/tmp F720d/var/tmp OB 2R E R L T
{TZEW,
KAOP70001-E | The removal function cannot start A
because there is insufficient disk /tmp F721d/var/tmp O— R HE AR E L
space. TWET,
g
/tmp 721X/ var/tmp OB B AR L C
{TZEWY,
KAOP70002-E | This location does not have enough HH
space for the installation. Add more LLTFOWTNLDT 4 A7 KENEY XA,
space. AVAP—AET 4 LT B
T 2T 4 L7 Y
o IR T 4 Lo R Y
AL
PFOT 4 L7 NVITHHIET 27 4 A7 D%EE
KEEZWR L, VAT LIRSS NZT 1 A
JRBEEMERLTIIZE N,
AVAM=NET 4L Y
T—HREMET L B Y
RZRET 4 L7 R Y
KAOP70003-E | A non-root user cannot perform an HF
installation. Log in as root, and then | root == —H# —TIIR2 DT, EFTHEENH Y £H
start the installer. Ao
AL
root 2—HP—Tr 7 A L LTHHA A=/
ZIATLCTLIZE N,
KAOP70004-E | A non-root user cannot perform a =R
removal. Log in as root, and then root T—H —TIXRWVDO T, EITHERENH 0 8
restart the removal program. Ao
g
root T—HF—=Tr /AL LTHLT VA AR
— N EFETL TSN,
KAOP70005-E | Remove this software by using the HF
same user account that was used for | > 2 h— LD —H— L B2 A DT, FITHE
the installation. B2 & 0 FH A,
g
A A =L A= —=TRr A LT
HIFRL T2 &0,
KAOP70006-E | An error occurred. Common Service HA
installation will stop. WNERT 7 —n3AE L E LT,
To determine the cause and resolve pagun

the problem, detailed investigation is
required.

Contact Support Center, who may ask
you to collect troubleshooting

information.

JIRIZER & RTE ORI IE, MR A 3 6 2T
T BEE AR L, BEE RS DITER LT
KTEEW,
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*yt€—2 1D AyE—CFEFX b EHE & xn
KAOP70007-E | The database backup failed. The HF
installation will now end. Ry I T THDFT L7 NUDT 4 A7 D2E
There might not be enough unused EREVRELTWDLBENLRH Y £7,
capacity at the backup destination. AL
Free up enough capacity at the Ry I T o TROT 4 L7 NVIHIET DT 4
backup destination, and then retry AT DREEREEMR L, HEA A M=V LT
the installation. {IEEW, RAUL=T7—2NRAET LA, JRIKEH
If the problem persists, detailed L B DRI, BRI E N LB T, [EE
investigation is required to determine | AUV L, FEEMISEOICEK L T EE
the cause and resolve the problem. VY,
Contact the support center, who may
ask you to collect troubleshooting
information.
KAOP70009-E | File "< 7 77 /L4 >", required for =R
installation, cannot be read. A VA N—ITRETIR T 7 A N E R A
Causes include: Puo
- The files on the installation media WORERMNEZ HNET,
are insufficient, or you do not have AP T EOT 7 ANARER LTINS, F7-
execution permission. L EATHERRAS 2200,
- The name of the mount point . . . L
includes a character other than one- YUY RRA Y POZRITE, 13 FOR
byte alphanumeric characters or "_". BFUAOXTF IR _BEEnET,
yte alp U
If you cannot resolve this problem, to R
determine the cause and resolve the HRNTIE DTC‘ PIEZfRIR LT 2S 0,
problem, detailed investigation is TITHRR LGS, R OREY] & B O
required. RATIE, BRI A S BT, FREE A ISR
Contact Support Center, who may ask L. BEERDSAR I L T< 2 &0,
you to collect troubleshooting
information.
KAOP70010-E | Common Service cannot be installed | ZZ[H
in this OS version. Verify the A UAN—=NEFITLE OS D= g TR
supported OS versions for the YR—=FTHY, £ A P—=NLTEEHA,
Common Service. XL
Common Services 3R — k95 0S D/N—
a EMERR LTS ZEN,
KAOP70012-W | Common Service is not supported on | ZE[H
this OS. A ANV EET L OS ITRYA— M TT,
Verify which OSs are supported for Fopin
the Common Service. Common Services 37— k425 0S D/ N—
2 UEREEL T IE &,
KAOP70014-E | Installation will stop because the HF
evaluation version of Hitachi Ops P> Common Services 731 A h—/LE
Center is already installed. You TWET, FHiR S —REIcEAT s Z LT
cannot use the full version of Hitachi | £/,
Ops Center together with the sl
evaluation version. Uninstall the 2K Common Services &7 > A A h—/)L
evaluation version, and then retry Lz e, FEALA LA R—NLE LTS,
installation.
KAOP70015-E | You cannot perform the installation. | BEH
An Common Service from a different | %72 5~ % —@® Common Services 73 > A k
vendor is installed. The installation —LERTWET,
will stop. Contact Support. AL

BEMNEDEREMTEK LT EE W,
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AyE—T 1D AyE—IFHXR L BE &AL
KAOP70016-E | You cannot downgrade. A more recent | ZE[HF
version of Common Service is By T L—RA VA —LTITEEEA,
installed. The downgrade will stop. AL
A A h—/L 7% Common Services D/X— =
VERHERLTLIES N,
KAOP70017-E | Specify up to 64 bytes for the A
installation path. AVA NN LTHE LI SAREBRE E
RS
s
A VA= LTHRIET /73 A1F, 64 31
FUNTHEEL T IZE W,
KAOP70018-E | The installation path contains an S|
invalid character. AVA =L LTIRE LI SRICEH T
Valid characters are: ROWFREENTOET,
AZaz09_/ pay
Note that these directories cannot be | > 2 h— LD R AT, kO LFTHE L TL
specified: 7ZEN,
- lusr A~Za~z0~9 /
- fusr/local WONSAIHEETE £ A,
- Ivar Just
- The root directory (/)
/usr/local
/var
N—=rT 4 L7 b ()
KAOP70019-E | Specify up to 150 bytes for the backup | ZEHF
file path. Ny DT T 77 A NDIEME L LTHRELRE
NAPRBEET,
sy
Ry T v T 77 A NORMEE LTRET S
NAGEL 160 A FEAINTHE L TS IZE 0y,
KAOP70020-E | An invalid character is included in 7S]
the backup file path. Valid characters | X 7 7 v 77 7 L L OKASE L LTIHEE L
are: NRAMERATERNLTFREENTHET,
A-Z az09_/ g
Ny I Ty T 77 A NVOEMNEL LTRET S
RANE, WOLFTHE L TLLIEE 0,
A~Za~z 0~9 /
KAOP70023-E | The mount path contains an invalid HF
character. Valid characters are: <y MRRIERATEX 2V CFERES N T
A-Zaz09_/ *7,
g
~ v bR, ROLFTIHEL TSN,
A~Za~z 0~9 /
KAOP70028-E | An internal error occurred. The K
installation will stop. WNERT 7 —nFAE L E LT,
To determine the cause and resolve pagun

the problem, detailed investigation is
required.

Contact Support Center, who may ask
you to collect troubleshooting

information.

JRIRIZER & R ORI IE, M7 A 3 6 2T
T BEE AR L, BEE RS DITER LT
KTEEW,
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KAOP70029-E | The removal has been canceled HF
because you cannot use this directory. | 7 L2 b5 4 L7 F U BHIBRRISE D=, T oA
Specify another directory and try VA M= LEHIELE T,
again. KL
BOT 4 V7 MVICBE L THFETLTLLIZE
W,
KAOP70030-W | The program that is being used by the | Z[H
Common Service could not be Common Services D7 A A h— /LR RES
removed. REETHRR T LE L,
To re-install, you must remove this pagun
program. For details about the JRIKIZEEH & BIE ORI, SE S E N LT
removal procedure, contact customer | 4~ FEEEHRAUIE L, EESSZEOICHEE LT
support. TE&EW,
If you do not want to install the
Common Service, there is no problem.
KAOP70038-W | A connectivity check was performed 5]
for <IP 7 F1-X >, but there wasno | AJISN/ZHRA MEILIP 7T RLRIZT 7k
response. ATEEHEA,
A communication error may have XL
occurred because Hitachi Ops Center |7 7 & A[RE/RHB A M4 EZITIP 7 RL A% 4R
products perform communications ELTLIEE N,
using <[P 77 F'L-X > as the
destination.
Verify the value.
Depending on network settings, this
message may appear even if there is
no problem with the specified value.
If this is the case, ignore this message
and continue the installation.
KAOP70039-W | The entered value is invalid. Type y HH
to continue or n to cancel. Y FEN DS OMERRESNE LT,
(ym): XA
Y FENEREL TLIESN,
KAOP70040-W | The entered port number is invalid. HH
Enter a value between 1 and 65535 | 5 CX 2 WO R — FEENIEESHE L
72
g
1~65535 DAR— &S EZFE LT ZSW,
KAOP70041-E | The IP address or host name is too HA
long. Specify up to 128 bytes for the RARNLELIZIP T FLANEBEES,
IP address or host name. Fag
RANGEIZIP 7 R A, 128 /31 RLN
THELTLIEE W,
KAOP70042-E | An invalid character is included in A
the IPv6 address. Valid characters IPv6 7 RL A TE ROWIIFREENL T
are: £7,
ATFaf09.: S
IPv6 7 R L Ad, ROLFTHREL T Z S0,
A~Fa~f0~9 . :
KAOP70043-E | The IPv6 address is too long. Specify | ZE[H
up to 47 bytes for the IPv6 address. IPv6 7 RLANRETEET,
AL
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IPv6 7 R L Al 473 FUNTHEL TL7E

S,
KAOP70044-E | An error occurred. Hitachi Ops EyS|
Center installation will stop. T LT —ngELE L,
To determine the cause and resolve XL
the problem, detailed investigation is | Jji[RIZER] & BIRE O FRRAZIE, FEMZRFRA S LB T
required. T BEENGRANUE U, B a 28 nizEig LT

Contact customer support, who may IEEW,
ask you to collect troubleshooting

information.

KAOP70046-E | The installation of the RPM package | K
failed. RPM Package = <V 4o —2" | o —V DA A N—JVIZRBLE LT,

% >) AL
FERONGDEROICHE L TSN,
KAOP70048-E | Some required libraries are not HA
installed. Install any missing BHETA T T IUNRA VA R— AL ENTWERA,
libraries. pag il

Ay —VICRKRINIFHRTA T TV A v
A=A LTLTEEN,

KAOP70050-E | Virtual memory free space for the A

management server is <47 7¥4 > ABAEY —DOFENPRELTNET,

MB. Common Service requires <2/2% | il

70774 > MB of virtual memory, so THEAE Y —OREE LB LT, BRI
you must add more.Lack of free space | R L T 7ZE W,

may lead to unstable system and

unable to run program.

KAOP70051-E | The database services could not be B

activated. Fe B R ZADW—ERERETEX FH A,
AL

JRRIZEA & R DR IE, FEM 72 AN LEC
T FEFEHHREZUE L, BEERISE DR LT
{TZEW,

A.5 LDAP H—/N\EEFEED/INSA—2—FRET S

LDAP #— \C T 554, Common Services T? LDAP ¥ — SOEEEXRERFIZ, = — W —%
AVR—= I T DHIODNRT A—=Z—mRET DHUERHY ET,

/87 A—H—%, LDAP ¥—/ 3T ldapsearch 2~ RZFE(TL, MEIN==> b —DIFH
RRICRE LTSN,

BEFIE

1. LDAP 7 74 7 > k6 LDAP —Zr 74 L C, ldapsearch 2~ R&EEI/TLET,

T FAESCH
ldapsearch -h <LDAP #—"DFHX pPEHEFLITIP 7 FL > -b <BHHEMRDN

— X DN > -D <A FDN > -w < Ng 2 NDND/NIXDT— N> -1, -5 <fhiKau/H
DX =2— 7>
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FRETE D247 Y a VOFMIZOWNTIZ, LDAP — D RFa A P 2B TS
W,

s WA

ldapsearch -h example.com -b "CN=Users,DC=example,DC=com" -D
"CN=admin, CN=Users, DC=example, DC=com" -w sysadmin -L -s sub
(objectclass=*)

LDIF 7 — % OFpRH] (—H) -

dn: CN=John Smith,CN=Users,DC=example, DC=com
objectClass: person

objectClass: organizationalPerson

uid: j smith

cn: John Smith

sn: Smith

givenName: John

distinguishedName: CN=John Smith,CN=Users, DC=example, DC=com
whenCreated: 20200710022002.0Z

whenChanged: 20210603075422.0%

mempberOf: CN=opscenter users,CN=Users,DC=example, DC=com
mail: j smith@example.com

objectGUID:: hMekv/PMMkyVnykQ5AeMyQ==

description: typel

dn: CN=Tom Brady,CN=Users,DC=example, DC=com
objectClass: person

objectClass: organizationalPerson

uid: t brady

cn: Tom Brady

sn: Brady

givenName: Tom

distinguishedName: CN=Tom Brady,CN=Users,DC=example, DC=com
whenCreated: 20200710022057.0%Z

whenChanged: 20210601074245.0Z

memberOf: CN=hcs users,CN=Users, DC=example, DC=com
mail: t brady@example.com

objectGUID:: pZtOMo29j0CSoFnJrkL3EQ==
description: type2

2. FRENTZ LDIF 5 —#% ONEF % £:12, Common Services (iR ET 5 /3T A — X —EH & IRE
LET,

Common Services TORTEIHH &, LDAP J@IE L Oxbiafl 2RI LE T,

Common Services THHREEE #%Ed % LDAP RBiE
o —H—1ID 2%V 4T 2% LDAP J& % uid
A—=/LT R 220 2T % LDAP JE 1 mail
PEICEI Y ¥4-C % LDAP @ik sn
T R— LK cn
4% givenName
RDN & L Cffiboiu T % LDAP @k cn
UUID & L Cffiloit T % LDAP & objectGUID
22— —F T NI T A organizationalPerson
H AL La—F—LDAP 7 (VX — (description=typel)

ELLh—HEHRELET,
(B AL La—F—LDAP 7 4 VX —] TR T A NVH —%4RETDHE A VR — bR —
Y= VAT Z LN TEET, MET 4V F—DO3EIE, RFC2254 IZHEMLL F47,
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DR ATILDSEFR

IR AT VERDICY o TOBEERE R LET,
O Bilf#~==7/1

O B2ZO~v=z27/LTOXRL

O B3Zo~v==7 L THPLTWVAIKE

O B4KB (Fu/3A b)) AREOHEMNETIZONT

DR = 1TILDSEER
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BABEEYT=17I/L
IOV =a 7 VOBEEY =2 T VERIOR LET, LB U TRHASTZE N,
+ [Hitachi Ops Center Viewpoint - —#—ZX 4 A K] (4010-1J-027)

+ [Hitachi Ops Center API Configuration Manager RESTAPI UV 7 7 L > A A K]
(4010-1J-031)

+ [Hitachi Ops Center Automator - > A h—/L 4 K] (4010-1J-035)

B2 CDIY—_aTF7I/ITORE

96

IOV =a T AT, A4 EROLDICERTLLTWET,

=

HR4A

Automator

Hitachi Ops Center Automator

Common Services

Hitachi Ops Center Common Services

API Configuration

Hitachi Ops Center API Configuration Manager

Manager

Portal Hitachi Ops Center Portal
PowerShell Windows PowerShell
Viewpoint Hitachi Ops Center Viewpoint

Viewpoint data center

proxy

Hitachi Ops Center Viewpoint data center proxy

B3ZDY=a7)THERLTLSHEEEE

ZO==a 7 )V THEMT DR ZRIORLET,

BREE ERXEH
AD FS Active Directory Federation Services
API Application Programming Interface
CLI Command Line Interface
CN Common Name
CSR Certificate Signing Request
DN Distinguished Name
DNS Domain Name System
ECC Elliptic Curve Cryptography
ECDSA Elliptic Curve Digital Signature Algorithm
FQDN Fully Qualified Domain Name
GUI Graphical User Interface
HTTP HyperText Transfer Protocol
1/0 Input/Output

DR =T ILDSEER
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BREE EXAH
1D Identifier
1P Internet Protocol
IPv6 Internet Protocol Version 6
LDAP Lightweight Directory Access Protocol
LDAPS Lightweight Directory Access Protocol over Secure Sockets Layer
LDIF Lightweight Directory Interchange Format
NTP Network Time Protocol
OIDC OpenlD Connect
0S Operating System
PEM Privacy Enhanced Mail
RDN Relative Distinguished Name
REST Representational State Transfer
RFC Request for Comments
RPM Red Hat Package Manager
SAML Security Assertion Markup Language
SSL Secure Sockets Layer
SSO Single Sign - On
TCP Transmission Control Protocol
TLS Transport Layer Security
UPN User Principal Name
URI Uniform Resource Identifier
URL Uniform Resource Locator
UTC Coordinated Universal Time
UUID Universally Unique Identifier

B.4KB (F0O/\A

b)) HmEDBEMRTEEIZDNT

1KB (Fm/84 ), IMB (A#H 34 R), 1GB (XH 34 K, 1TB (F 534 ) 1E, FhFh
1KiB (34 ), IMiB (A E 34 F), 1GIB (FE314 F), 1TiB (F b1 R) EFiakz

TLEE N,

1KiB, 1MiB, 1GiB. 1TiB %, £#Z£41 1,024 /31 |, 1,024KiB, 1,024MiB, 1,024GiB T,

DR = 1TILDSEER
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Active Directory Federation Services (AD FS) 13
Common Services D A ¥ 5 — X & ¥ [SAML]
52
Common Services D A X T —H & TJ AKR— h
(SAML] 46
Common Services % %¥4% [(OIDC] 43
Common Services % %#k [SAML] 45
OpenlID connect i tH{—=> KA > h DR
(OIDC) 43
T —g o7 —F 2%k (OIDC) 41
PR — b x5 40
FEREOEET (SAML]) 51
FEEOWREIE R H OfERE (SAML] 50
FEFERHEEE OSSR [SAML) 47
VTN A AP TEIRNE E ORI
(SAML] 52
FXIE DY 40
FRAEAREIEO T OME (SAML) 50
FATABHA O E (OIDC) 42
ARF =Lz RRA v FORER (SAML) 45
BUREITR U > —oi%E (SAML) 47
U A 44, 49

Active Directory —/3 12

Amazon Corretto 17 18
Ty T L— R 67
T A A R—)L 26

csbackup =< K 64
cschgeonnect =~ > K 61
csgetras 2~ N 70
csresettrustrelationship =~ > K 65
csrestore =~ N 64
cssslsetup 2~ K 28
SSL 7 747 > hDEE 32
SSL #— DR E 31
HERE 29
FIEWTEMGRERRRE O A 0L 32
FEAEEAZR (CSR) OFERL 30
T B DAERL 30

* 5

debug.log 7 7 1 /L 70

error.log 7 7 A /L 70

Hitachi Ops Center API Configuration Manager 12
Hitachi Ops Center Automator 12
Hitachi Ops Center Common Services 12
Hitachi Ops Center Portal 12
7 7% A URL OZH# 61
HHERRE 24
w723
Hitachi Ops Center Viewpoint 12
Hitachi Ops Center Viewpoint data center proxy 12

ID 7 u/ A Z— 13
TR — b x5 40
FRIE DU 40
IP 7 RLADZERT FHYy—] 61

ldapsearch =~ K 92
LDAP #—,3 12
IRTA—=H—DPIE 92

OpenID connect Fii=> K1 >k [AD FS) 43

]
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P

PostgreSQL 15 18
T w77 L— K 68
TUA A )L 26

S

setupcommonservice 2~ > N 22
SSL 815 D% E
P EDFEIL [essslsetup 2~ ) 28
REDTLI [EEOEBY — 1 [F) 34
systemctl =~ > R 56

U

URL & [EFEY—3] 61

w

Web APT i##%!+ (AD FS) 41, 43

&

TA RNVEA LT T FiRE 66
T T T — KA A /L 18, 21
TFUr— a7 —7 (AD FS] 41
T AR =L

Amazon Corretto 17 26

Common Services 26

PostgreSQL 15 26

L

A A b=
Common Services 19
T ST L—RA A R—/L 18, 21
A VA =L DN 18
B 21
A A h—4 [Common Services] 19

3

U4 NARH T 0 7T BT DA IR

67

z

A U T A4 (ADFS) 41,43

100

H

=21 77 [Common Services] 72
TaRT ¢ OEWR T3
BELY—N 14
IP7 RLADETE 61
#EfiF 18
AR— h&5 18
AR— FE DL 61
AR— REZOER (NHEE] 62
BA ML DT 61

S

A SHEW
IR BEDHERR 57

H— NGEHE [Common Services)
AEIHERREASAE O A 2L 38
TRRT 4T 7 A IVICERTE 35
HEhW IR DOHERR 56
HET 2 34

PR
i 56
=1k 56

L

¥ AT AHERBI

1 ROERS—NTEATLHE 14

EEEOEHRY — TEMNT 254 14
VAT NEM 18
P EAE OIS (Common Services] 70
FEIE (GRRER)

Common Services (21 >R —k 37
AEHERIHEEE (AD FS) 47
TN A A 12

setupcommonservice 2~ > N 22

NFT Ny a—F 142 [(ADFS) 52
FHEBR DY &~ b [Common Services) 65

BIE DR
ID 7154 % — (ADFS) 40
SSLilfE O E EHOEH Y — i)
A > A h—)L [Common Services] 18

&
h—27 4 50
51
YRIEIHH B OfeR 50
NZARNARNT
REEO G IR 2 i 56

]
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NIy a—TF T
% v 7 [Common Services] 72
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