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I Notices

m Relevant program products

For details about the supported operating systems and the service packs or patches that are required by JP1/IT Desktop
Management 2, see the Release Notes.

JP1/IT Desktop Management 2 - Manager

P-2A42-78DL JP1/IT Desktop Management 2 - Manager version 13-00 or later

The above product includes the following:

P-CC2A42-7ADL JPI/IT Desktop Management 2 - Manager version 13-00 or later (for Windows Server 2022,
Windows Server 2019, Windows Server 2016)

P-CC2A42-7BDL JPI/IT Desktop Management 2 - Agent version 13-00 or later (for Windows Server 2022, Windows
11, Windows Server 2019, Windows Server 2016, Windows 10, Windows 8.1, Windows 8, Windows Server 2012,
Windows Server 2012 R2, Windows 7, and Windows Server 2008 R2)

P-CC2A42-7CDL JP1/IT Desktop Management 2 - Network Monitor version 13-00 or later (for Windows Server 2022,
Windows 11, Windows Server 2019, Windows Server 2016, Windows 10, Windows 8.1, Windows 8, Windows Server
2012, Windows Server 2012 R2, and Windows 7)

P-CC2A42-7DDL JP1/IT Desktop Management 2 - Asset Console version 13-00 or later (for Windows Server 2022,
Windows Server 2019, Windows Server 2016)

P-CC2A42-7PDL JP1/IT Desktop Management 2 - Internet Gateway version 13-00 or later (for Windows Server 2022,
Windows Server 2019, Windows Server 2016)

JP1/IT Desktop Management 2 - Operations Director
P-2A42-7KDL JP1/IT Desktop Management 2 - Operations Director version 13-00 or later

The above product includes the following:

P-CC2A42-7ADL JPI/IT Desktop Management 2 - Manager version 13-00 or later (for Windows Server 2022,
Windows Server 2019, Windows Server 2016)

P-CC2A42-7BDL JP1/IT Desktop Management 2 - Agent version 13-00 or later (for Windows Server 2022, Windows
11, Windows Server 2019, Windows Server 2016, Windows 10, Windows 8.1, Windows 8, Windows Server 2012,
Windows Server 2012 R2, Windows 7, and Windows Server 2008 R2)

P-CC2A42-7CDL JP1/IT Desktop Management 2 - Network Monitor version 13-00 or later (for Windows Server 2022,
Windows 11, Windows Server 2019, Windows Server 2016, Windows 10, Windows 8.1, Windows 8, Windows Server
2012, Windows Server 2012 R2, and Windows 7)

P-CC2A42-7PDL JP1/IT Desktop Management 2 - Internet Gateway version 13-00 or later (for Windows Server 2022,
Windows Server 2019, Windows Server 2016)

JP1/IT Desktop Management 2 - Additional License for Linux

P-8142-7GDL JP1/IT Desktop Management 2 - Agent version 13-00 or later (for CentOS 7, CentOS 6 (x64), Linux 7,
Linux 6 (x64), Linux 6 (x86), Linux 5 (AMD/Intel 64), and Linux 5 (x86))

P-8642-7GDL JP1/IT Desktop Management 2 - Agent version 13-00 or later (for CentOS 8§, Linux 8, Oracle Linux 8)

m Trademarks

HITACHLI, JP1 are either trademarks or registered trademarks of Hitachi, Ltd. in Japan and other countries.
AIX is a trademark of International Business Machines Corporation, registered in many jurisdictions worldwide.
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BSAFE is a trademark or registered trademark of Dell Inc. in the United States and other countries.

IBM is a trademark of International Business Machines Corporation, registered in many jurisdictions worldwide.
Itanium is a trademark of Intel Corporation or its subsidiaries.

Linux is the registered trademark of Linus Torvalds in the U.S. and other countries.

Microsoft is a trademark of the Microsoft group of companies.

Microsoft, Excel are trademarks of the Microsoft group of companies.

Microsoft, Internet Explorer are trademarks of the Microsoft group of companies.

Microsoft, Windows are trademarks of the Microsoft group of companies.

Microsoft, Windows Server are trademarks of the Microsoft group of companies.

Oracle, Java, and MySQL are registered trademarks of Oracle and/or its affiliates.

Red Hat is a registered trademark of Red Hat, Inc. in the United States and other countries.

UNIX is a trademark of The Open Group.

Other company and product names mentioned in this document may be the trademarks of their respective owners.
This product includes software developed by the Apache Software Foundation (http://www.apache.org/).

This product includes software developed by Ben Laurie for use in the Apache-SSL HTTP server project.

Portions of this software were developed at the National Center for Supercomputing Applications (NCSA) at the
University of [llinois at Urbana-Champaign.

This product includes software developed by the University of California, Berkeley and its contributors.

This software contains code derived from the RSA Data Security Inc. MD5 Message-Digest Algorithm, including
various modifications by Spyglass Inc., Carnegie Mellon University, and Bell Communications Research,
Inc (Bellcore).

Regular expression support is provided by the PCRE library package, which is open source software, written by
Philip Hazel, and copyright by the University of Cambridge, England. The original software is available from
ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/

This product includes software developed by Ralf S. Engelschall <rse@engelschall.com> for use in the mod_ssl project
(http://www.modssl.org/).

This product includes software developed by IAIK of Graz University of Technology.

This product includes software developed by Daisuke Okajima and Kohsuke Kawaguchi (http://relaxngcc.sf.net/).
This product includes software developed by the Java Apache Project for use in the Apache JServ servlet engine project
(http://java.apache.org/).

This product includes software developed by Andy Clark.

This product bundles Dell BSAFE? software developed by Dell Inc. in the United States.

Java is a registered trademark of Oracle and/or its affiliates.

= Java

COMPATIBLE
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= l ava’
— COMPATIBLE

ENTERPRISE
EDITION

1. This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/)

2. This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)
3. This product includes software written by Tim Hudson (tjh@cryptsoft.com)

4. This product includes the OpenSSL Toolkit software used under OpenSSL License and Original SSLeay License.
OpenSSL License and Original SSLeay License are as follow:

LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of
the OpenSSL License and the original SSLeay license apply to the toolkit.
See below for the actual license texts. Actually both licenses are BSD-style
Open Source licenses. In case of any license issues related to OpenSSL
please contact openssl-core@openssl.org.

OpenSSL License
/R

* Copyright (c) 1998-2016 The OpenSSL Project. All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in
* the documentation and/or other materials provided with the

* distribution.

* 3. All advertising materials mentioning features or use of this
* software must display the following acknowledgment:

* "This product includes software developed by the OpenSSL Project
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* for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

* 4, The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
* endorse or promote products derived from this software without
* prior written permission. For written permission, please contact

* openssl-coref@openssl.org.

* 5. Products derived from this software may not be called "OpenSSL"
* nor may "OpenSSL" appear in their names without prior written

* permission of the OpenSSL Project.

* 6. Redistributions of any form whatsoever must retain the following
* acknowledgment:

* "This product includes software developed by the OpenSSL Project

* for use in the OpenSSL Toolkit (http://www.openssl.org/)"

* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "~ "AS IS'' AND ANY
* EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR

* ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

* SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
* OF THE POSSIBILITY OF SUCH DAMAGE.

* This product includes cryptographic software written by Eric Young
* (eay@cryptsoft.com). This product includes software written by Tim
* Hudson (tjh@cryptsoft.com).

*

*/

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)

* All rights reserved.

*

* This package is an SSL implementation written

* by Eric Young (eayl@cryptsoft.com).
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*

*

The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as
the following conditions are aheared to. The following conditions
apply to all code found in this distribution, be it the RC4, RSA,
lhash, DES, etc., code; not just the SSL code. The SSL documentation
included with this distribution is covered by the same copyright terms

except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in
the code are not to be removed.

If this package is used in a product, Eric Young should be

given attribution

*

*

*

as the author of the parts of the library used.
This can be in the form of a textual message at program startup or

in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the copyright

notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software
must display the following acknowledgement:

"This product includes cryptographic software written by

Eric Young (eay@cryptsoft.com)"

The word 'cryptographic' can be left out if the rouines from the library
being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from
the apps directory (application code) you must include an acknowledgement:

"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG " "AS IS'' AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE

FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

Asset and Distribution Management: Getting Started



* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

* The licence and distribution terms for any publically available version or
* derivative of this code cannot be changed. i.e. this code cannot simply be
* copied and put under another distribution licence

* [including the GNU Public Licence.]

*/

m Microsoft product screen shots

Microsoft product screen shots reprinted with permission from Microsoft Corporation.

m Restrictions

Information in this document is subject to change without notice and does not represent a commitment on the part of
Hitachi. The software described in this manual is furnished according to a license agreement with Hitachi. The license
agreement contains all of the terms and conditions governing your use of the software and documentation, including
all warranty rights, limitations of liability, and disclaimers of warranty.

Material contained in this document may describe Hitachi products not available or features not available in
your country.

No part of this material may be reproduced in any form or by any means without permission in writing from
the publisher.

m Issued
June. 2023: 3021-3-L71(E)

m Copyright

Copyright (C) 2023, Hitachi, Ltd.
Copyright (C) 2023, Hitachi Solutions, Ltd.
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I Summary of amendments

The following table lists changes in this manual (3021-3-L71(E)) and product changes related to
this manual.

Changes Location

Windows Server 2022 is added as a supported operating system for the following products. --
e JP1/IT Desktop Management 2 - Manager
e JPI/IT Desktop Management 2 - Agent
¢ JP1/IT Desktop Management 2 - Network Monitor
e JP1/IT Desktop Management 2 - Asset Console
» JP1/IT Desktop Management 2 - Internet Gateway
¢ Remote Install Manager

Windows 11 is added as a supported operating system for the following products. --
e JP1/IT Desktop Management 2 - Agent
e JP1/IT Desktop Management 2 - Network Monitor

* Remote Install Manager

Windows Server 2012 is no longer supported by the following products. --
* JPI/IT Desktop Management 2 - Manager
» JP1/IT Desktop Management 2 - Network Monitor
* JPI/IT Desktop Management 2 - Asset Console
* Remote Install Manager

Legend:
--: Not applicable

In addition to the above changes, minor editorial corrections were made.
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I Read this first

m What you can do with JP1/IT Desktop Management 2

Are you spending more time than is necessary on security management of your organization's computers? Are you
aware that your currently-recognized computer information might be out of date?

By using JP1/IT Desktop Management 2, you can oversee all the latest information about the computers installed on
your organization. With JP1/IT Desktop Management 2, you can centrally manage business-critical machines, such as
printers, network devices, and smart phones, as well as computers. Deploy JP1/IT Desktop Management 2, and devote
time currently spent on management to more productive business operations.

dg @

Isn't there a risk of How many PCs are How can | quantify
information leaks? there now? the system status?

Before JP1/ITDM2 is deployed

I I 1
T T T

JP1/ITDM2 is deployed

f v $

After JP1/ITDM2
is deployed No problem 5,000 PCs Report output

JP1/ITDM2 administrator
JP1/ITDM2 Security Device Reports

module module module ﬁ
=

—>'s
Y —r
‘FELET

Legend:

: Scope of management by JP1/ITDM2
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Security module

Use this module to manage
security-related information
or to take security
measures.

Assets module

Use this module to manage
the information about
hardware assets, software
licenses, and contracts.

Asset Console

Use this tool to customize
the asset information
search or display method.

Device module

Use this module to check
the number of devices or to
control the power of
computers.

Home module

IT Desktop Management 2.
System  View Go Help

Wl Home t)

System Summary(Nov/14/2019 14:53:15)
i Device Status

At Risk Devices: 40001 (
Discovered Nodes: o(
Managed Nodes: 50002 (
Agent not Installed Computers: 5001 (

Unconfirmed Hardware Assets: 29768
Managed Hardware Assets: 38207

Wi Connection Status

New Connected Nodes (Within th. o
Not Confirmed Nodes (One mont. 45000

| §  License Information

Not Ack Event Summary(Nov/14/2019 14:53.. @ &

Display Period:  For 1 week
© Total.. 400092 ( 320052 )

Y Error 28( 28) @ Assets
@ Secur... 400048 ( 320024 ) (@ Distribution (ITDM-

@ settings

Security Assets

Used Licenses: 50002 (Available 49997) | 10000

0 0 Evens (ccland Wi

Tnventory Distribution (... Events

Display Unit: | Day,  ~
55000

9). | so000
0) | ss000

40000 —
0) | 3300

30000

25000

20000

15000

5000 —

t
[ = Unconfirmed Hardware.. ¥ Mabaged Hardware As

1 = Agent not Inskalled Co.. = At Hisk Devices

- %

oo

0 H -0

04— : o
G230 o/t §ov/a3 Nov/03 Nov/07 Woh/03 Nov/31 N33

Reports

Category Security. ment(Nov/14/2019.

Total Assessment Level B D
Windows Update

Other Access Restr

CETTY

Discovery (@ Discovered: 0

DB and Disk Usage(Nov/14/2019 14:53:10)

Operations Log Backup
Output location for saving... -

- Database Backup Comp.
~  Database Reorganization

@ Data 11268
@ Database 28.968
@ Operations Log Database _ 5.88GB.

Security Settings Software
M@ Today M vesterday,

1

1

1

1

1

1

1

1

1

1

1

1

1

1

Pl Beckground Task(Nov/14/2019 14:53:09)

1 Import Not o (EEEET
: Manually restore oper... Notex. [ |
1 Agent Deployment Not ex . [FEEET
1

1

1

1

1

1

1

1

1

IP Address Range  Compl... [
Active Directory Compl...

Home (HEIp
Settings.

0N

Settings module

w1 Use this module to specify
environment or schedule
settings.

06~ X
10/18/2019
Not executed yet
(Free: 387GB)
(Free: 387G8)
(Free: 387G8)
(Free: -)
(Free: -)

Remote Install Manager
Use this tool to distribute
software by specifying
detailed conditions or to
distribute software every
day.

Distribution (ITDM-
compatible) module

Use this module if you want
to distribute software only a
few times weekly or
monthly with fewer steps.

T
Events module

Use this module to monitor
the status of security
measures or occurrence of
problems.

Reports module

Use this module to evaluate
the security status or to
analyze the trends of
assets or devices.

m What is explained in this manual

The purpose of this manual (4sset and Distribution Management: Getting Started) is to explain how to perform basic

operations for computer management in accordance with the rules set by the applicable organization. This section

describes the computer management rules that are assumed as standard in this manual, and provides notes on using

this manual.

Asset and Distribution Management: Getting Started
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Computer management rules assumed in this manual

Organization-specific rules

Security policy
Default policy

Security management must be implemented following the management rules set by the organization. These
management rules define the organization's computer configuration and operation (Security policy). JP1/IT Desktop
Management 2 judges security status based on this security policy. This manual uses the default policy, which is the
security policy provided by JP1/IT Desktop Management 2.

When JP1/IT Desktop Management 2 is deployed, the default policy is automatically applied to all devices managed
by JPI/IT Desktop Management 2. The default policy does not affect execution of any currently-used applications.

Notes on using this manual

Management

JP1/ITDM2 server
-

E 1 1 1 1 x
Administrator's computer
Users' computers 5 5 5 5

Users of computers JP1/ITDM2 administrator

For JP1/IT Desktop Management 2 - Manager, the descriptions of operations assume that a maximum of 5,000 devices
are to be managed in the system configuration shown in the above figure. A relay system can manage a maximum of
1,000 devices.

For JP1/IT Desktop Management 2 - Operations Director, the descriptions of operations assume a minimum
configuration consisting of one management server and a maximum of 1,000 devices. Relay systems are not to be built.

Note:

Compared with JP1/IT Desktop Management 2 - Manager, some functions of JP1/IT Desktop Management

2 - Operations Director are restricted. For details about functional restrictions, see the description Functional
restrictions in JP1/IT Desktop Management 2 - Operations Director inthe JP1/IT Desktop Management 2 Overview
and System Design Guide.
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Therefore, the system configuration described in this manual uses five relay systems. If the number of devices to be
managed exceeds 5,000, multiple system configurations must be prepared according to the number of devices. For
details, see the description Examining the system configuration in the JP1/IT Desktop Management 2 Overview and

System Design Guide.

Note that the descriptions in this manual assume that the user has subscribed to support services. Subscribers can receive
maintenance and technical support services for JP1/IT Desktop Management 2.

Non-subscribers can also use this manual. Perform the procedures as described, and when you encounter 2.3.1
Downloading the latest security updates from the support service site, read If support services are not subscribed. To
use the service for subscribing support services, you must connect to the Internet.

m Navigating the manuals
The following figure shows the JP1/IT Desktop Management 2 manuals, and indicates for what purpose you need to

read these manuals.

Perform basic operations of computer management

Asset and Distribution Management: Getting Started

olseg

Obtain a function overview of JP1/IT Desktop Management 2, or learn system
configuration according to environment requirements

JP1/IT Desktop Management 2 Overview and System

dnjes/ubisep
JuswAholdaq

Design Guide
JP1/IT Desktop Management 2 Configuration
Guide

Learn details of distribution using : : Learn efficient asset

the Remote Install Manager Leam details of operation management tasks
JP1/IT Desktop Management 2 JP1/IT Desktop Management 2

O . JP1/IT Desktop Management 2 2 )

Distribution Function Administration Guide - Asset Console Configuration

Administration Guide 4 and Administration Guide 4

uonesado

JP1/IT Desktop Management 2
- Asset Console Creating an
Access Definition File Guide 4

Take action in response to messages output during operation

JP1/IT Desktop Management 2 Messages

#: For JP1/IT Desktop Management 2 - Operations Director, there is no need to reference these manuals
because they explain unsupported functions.

A reference in one manual to another manual is indicated in the following format: For details about something, see
topic-title in the manual-name. Using topic-title as a keyword, search for the relevant section in the target manual.

Descriptions of operations on windows assume the following respective environments:

Operations on the management server
Environment running Windows Server 2012

Operations in the Remote Install Manager

Environment running Windows 7

12
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Operations on the administrator's computer

Environment running Windows 7, Internet Explorer 11.0, and Microsoft Excel

As a result of product improvements and other changes, some of the windows in this manual might differ from the
windows of the product you are using.

Conventions: Fonts and symbols

The following table explains the text formatting conventions used in this manual:

Text formatting

Bold

Italic

Monospace

Convention

Bold characters indicate text in a window, other than the window title. Such text includes menus, menu
options, buttons, radio box options, or explanatory labels. For example:

¢ From the File menu, choose Open.
* Click the Cancel button.
* In the Enter name entry box, type your name.

Italic characters indicate a placeholder for some actual text to be provided by the user or system. For example:
e Write the command as follows:
copy source-file target-file
* The following message appears:

A file was not found. (file = file-name)

Italic characters are also used for emphasis. For example:
* Do not delete the configuration file.

Monospace characters indicate text that the user enters without change, or text (such as messages) output by
the system. For example:

* At the prompt, enter dir.

¢ Use the send command to send mail.

¢ The following message is displayed:
The password is incorrect.

The following table explains the symbols used in this manual:

Symbol

Convention

In syntax explanations, a vertical bar separates multiple items, and has the meaning of OR.
For example:

A|B|Cmeans A, or B, or C.

In syntax explanations, curly brackets indicate that only one of the enclosed items is to be selected.
For example:

{A|B]|C} means only one of A, or B, or C.

In syntax explanations, square brackets indicate that the enclosed item or items are optional.
For example:

[A] means that you can specify A or nothing.

[B|C] means that you can specify B, or C, or nothing.

In coding, an ellipsis (...) indicates that one or more lines of coding have been omitted.

In syntax explanations, an ellipsis indicates that the immediately preceding item can be repeated as
many times as necessary. For example:

A, B, B, ... means that, after you specify A, B, you can specify B as many times as necessary.

Asset and Distribution Management: Getting Started
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Conventions: Version numbers
The version numbers of Hitachi program products are usually written as two sets of two digits each, separated by a
hyphen. For example:

e Version 1.00 (or 1.0) is written as 01-00.

e Version 2.05 is written as 02-05.

e Version 2.50 (or 2.5) is written as 02-50.

e Version 12.25 is written as 12-25.

The version number might be shown on the spine of a manual as Ver. 2.00, but the same version number would be written
in the program as 02-00.

Asset and Distribution Management: Getting Started 14
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JP1/IT Desktop Management 2 Setup

Create an environment for basic operation, and start management of computers.
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1.1 Preparation before installation

1.1.1 Confirming the environment to be used by the administrator

Check whether the environment to be used for operating JP1/IT Desktop Management 2 is appropriate:

» Server to be used as the management server

 Servers to be used as relay systems (For JP1/IT Desktop Management 2 - Operations Director, no check is required,
because relay systems will not be used.)

* Administrator's computer (computer that the administrator will usually use to operate JP1/IT Desktop
Management 2)

Server to be used as the
management server

Servers to be used as
relay systems

E 1 1 1 1 x
g g Administrator's computer
Users' computers ﬁ ﬁ ﬁ ﬁ

Users of computers JP1/ITDM2 administrator

Legend:

: Confirmation target

Procedure

1. Confirm that the server to be used as the management server satisfies the following conditions:
¢ Installed memory: 2.0 GB or more (recommended: 8.0 GB)
* Free disk space: 23.0 GB or more
* Free space on the system drive (C:): 1.0 GB or more (work area)

¢ OS: Windows Server 2019, Windows Server 2016, Windows Server 2012, or Windows Server 2012 R2

2. Confirm that each server to be used as a relay system satisfies the following conditions:
* Installed memory: 2.0 GB or more

* Free disk space: 300.0 MB or more

¢ OS: Windows Server 2019, Windows Server 2016, Windows 10, Windows 8.1, Windows 8, Windows Server
2012, Windows Server 2012 R2, Windows 7 Enterprise, Windows 7 Professional, or Windows 7 Ultimate

3. Confirm that the administrator's computer satisfies the following conditions:

1. JP1/IT Desktop Management 2 Setup
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Installed memory: 2.0 GB or more
* Free disk space: 200.0 MB or more

¢ OS: Windows Server 2019, Windows Server 2016, Windows 10, Windows 8.1, Windows 8, Windows Server
2012, Windows Server 2012 R2, Windows 7 Enterprise, Windows 7 Professional, or Windows 7 Ultimate

* Browser: Internet Explorer 11, Firefox ESR (60 or later), or Chrome (78 or later)

What you do next

Now you have finished confirming the environment. Next, you install JP1/IT Desktop Management 2 - Manager.

1. JP1/IT Desktop Management 2 Setup
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1.2 Installing JP1/IT Desktop Management 2

This manual describes how to install the following programs:

¢ JP1/IT Desktop Management 2 - Manager
* Remote Install Manager (For JP1/IT Desktop Management 2 - Operations Director, this will not be installed.)
e JPU/IT Desktop Management 2 - Agent

The procedures below describe how to set up the system in the following configuration:

Managing programs Managed programs
1.2.1 (1) Management server
- JP1/ITDM2 - Manager
- RIM*
X
# 1.2.2(1)
Relay systems - JP1/ITDM2 - Agent
(relay system)
X—{H1 {1 {1 L] X
121(2) Administrator 122(2)
- RIM* 's computer | _ jp4/TDM2 - Agent
(agent)
ﬁ - Packager”
JP1/ITDM2 administrator
User's 1.2.2(3)(4)(5)
computer - JP1/ITDM2 - Agent
é\ é\ é\ (agent)
Computer users
Legend:

JP1/ITDM2 - Manager: JP1/IT Desktop Management 2 - Manager

RIM: Remote Install Manager

JP1/ITDM2 - Agent (relay system): JP1/IT Desktop Management 2 - Agent (relay system)
JP1/ITDM2 - Agent (agent): JP1/IT Desktop Management 2 - Agent (agent)

#: Not needed for JP1/IT Desktop Management 2 - Operations Director

1. JP1/IT Desktop Management 2 Setup

Asset and Distribution Management: Getting Started 20



1.2.1 Installing JP1/IT Desktop Management 2 - Manager

(1) Installing JP1/IT Desktop Management 2 - Manager on a server

Install JP1/IT Desktop Management 2 - Manager, following the wizard's instructions.

B Note

Installing JP1/IT Desktop Management 2 - Manager on a server might take a few hours (depending on
the specifications of the computer). This is because the simple installation method selected in this manual
creates a database automatically. Keep this in mind when starting installation.

Operation procedure
1. Log on with the administrator role to the server to be used as the management server.

2. Insert the provided media of the product into the CD/DVD drive.
The Hitachi Integrated Installer dialog box appears.

If the Hitachi Integrated Installer dialog box does not appear
Double-click the HCD INST.EXE file on the provided media. The Hitachi Integrated Installer dialog box
will appear.

3. Select JP1/IT Desktop Management 2 - Manager, and then click the Install button.

Hitachi Integrated Installer
The selected software will be installed. Exp & Usage
l P-CCZA42-7ABL 1100 JP1/IT Desktop M: 2 - M xJ

FoLLLASGL™ IBBL i1ivv JFL/L1l VESKETOPp nanagement < - Agentc
P-CC2442-7CBL 1100 JP1/IT Desktop Management Z - Network Monitor
P-CC2442-7DBL 1100 JP1/IT Desktop Management Z - Asset Console

X : It is not installable software.

Select All | Select all software.

Finish I

Deselect All| Deselect all selected software.

1]

A message appears, asking you whether you want to start installation.

4. Click the OK button.
The installation wizard appears.

5. Click the Next button.
The Permission Agreement window appears.

6. Read through the license agreement to the end.
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7. Select I accept the terms in license agreement.

|7§ JP1/1IT Desktop Management 2 - Manager - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

Request to Customers: 2

Thank you for purchasing this software.

Upon opening the software package, you already agreed to the conditions
of “Software License Agreement” and “Software Additional Conditions of
use”.

Please select “T accept the terms in the license agreement” and go next

aze. ~|
l o« I accept the terms in the license agreement(A) l Print(P) I

" 1do not accept the terms in the license agreement(D)

n,zl
< Back(B) I Next(N) > Cancel l

Installshield

8. Click the Next button.
The Installation type window appears.

9. Click the Next button.

Quick installation is selected as the installation type, and setup is automatically performed with all default settings.
Then, the Installation folder window appears.

B Note

For details about automatic setup, see the description Setup parameters in the JP1/IT Desktop
Management 2 Overview and System Design Guide.

10. Click the Next button.
The Setting up the database window appears.

If the installation destination disk does not have sufficient unused capacity

Click the Change button to change the installation folder if the folder displayed by default does not have the
following total amounts of unused capacity:

- Installation folder for JP1/IT Desktop Management 2 - Manager: 2.9 GB or more
- Database folder: 15.0 GB or more

11. Set a password, and then click the Next button.
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ﬂa JP1/1IT Desktop Management 2 - Manager - InstallShield Wizard

Setting up the database

Enter the information required for using the database.

User ID:
litdmZm

* Specify a character string that begins with an alphabetic character, followed by
alphanumeric characters, with a length of 1 to 8 characters.

Password (P):
Confirm password (C):

* Specify a character string that begins with an alphabetic character, followed by
alphanumeric characters, with a length of 8 to 28 characters. You cannot specify a string
consisting entirely of a single character repeated multiple times.

Installshield 4
< Back(B) || Next(N) > il

The InstallShield is ready to install program window appears. This window displays the information for starting

installation. Also, the Components to Install dialog box displays the Remote Install Manager that is necessary for
installing JP1/IT Desktop Management 2 - Manager.

12. Click the Install button.

ﬁ_a JP1/1IT Desktop Management 2 - Manager - InstallShield Wizard

InstallShield is ready to install program.
InstallShield is ready to start installation.

Click [Install] to start installation.

The following settings will be applied during installation.
To modify the settings, click [Back]. To cancel installation, click [Cancel].

Installation path
C:\Program Files (x86)\Hitachiljp1litdmm)

Database path
C:\ProgramDatalHitachijplitdmm},

Component to install
Manager
Remote Install Manager

Installshield
< Back(B) Install{I) Cancel I

Installation starts, and the Installing JP1/IT Desktop Management 2 - Manager window appears.
13. Wait for a while.

When installation finishes, the The install wizard is complete window appears.

14. Clear the Starting on JP1/IT Desktop Management 2 check box.
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il;z! JP1/1IT Desktop Management 2 - Manager - InstallShield Wizard E3

The install wizard is complete.

JP1/IT Desktop Management 2 - Manager is installed. Click
Finish to complete installation.

]

[~ Starting on JP1/IT Desktop Management 2 - Manager

< Back(B) Finish{F) Carncel I

In this example, we assumed the user logs in from the administrator's computer rather than from the server to
be operated.

15. Click the Finish button.
When you are instructed to restart the computer, restart the computer.

16. In the Hitachi Integrated Installer dialog box, click the Finish button.
The Hitachi Integrated Installer dialog box closes, and then the dialog box for confirming that the installer has been
completed appears.

17. Click the OK button.
The dialog box closes.

18. Remove the provided media.

é Note

At this point, check and record the IP address and host name of the management server. You will need
this information when you set up, or log in to, JP1/IT Desktop Management 2.

What you do next

Now you have finished installation of JP1/IT Desktop Management 2 - Manager. The server on which JP1/IT Desktop
Management 2 - Manager is installed is called the management server. Next, you install Remote Install Manager on the
administrator's computer. Remote Install Manager is used to distribute files.

(2) Installing Remote Install Manager on the administrator's computer

Also install Remote Install Manager, following the wizard. For JP1/IT Desktop Management 2 - Operations Director,
you do not need to perform this procedure. Proceed to 1.2.1(3) Registering the product license of JP1/IT Desktop
Management 2.
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Operation procedure
1. Log on with the administrator role to the administrator's computer.
2. Insert the provided media of the product into the CD/DVD drive.

3. When the Hitachi Integrated Installer dialog box appears, select JP1/IT Desktop Management 2 - Manager, and
then click the Install button.

4. Click the OK button.

5. Click the Next button.

6. Read through the license agreement to the end.
7. Select I accept the terms in license agreement.

8. Click the Next button.
The Installation type window appears.

9. Select Custom installation, and then click the Next button.

]@ JP1/IT Desktop Management 2 - Manager - InstallShield Wizard

Installation Type

Select installation type that best suits your needs.

Select installation type.

" Quick installation(Q)

JP1/IT Desktop Management 2 - Manager will be installed using the
default settings. A basic operating environment will be built
automatically. Select this option if you want to start using JP1/IT
Desktop Management 2 - Manager quickly, or to try out the
software,

¢ Custom installation{C)

Installs JP1/IT Desktop Management 2 - Manager based on
Customized Settings. You have the option to edit settings and
environment configurations even after installation.

Instalshield B
< Back(B) Next(N) > Cancel l

The User Registration window appears.

10. Enter the user name and company name, and then click the Next button.
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]73 JP1/1IT Desktop Management 2 - Manager - InstallShield Wizard

User Registration

Enter User name and Company name

User name{U):

Company name{C):

Installshield m
< Back(B) Next(N) > Cancel I

The Installation folder window appears.

11. Click the Next button.
The Custom installation window appears.

12. Click the icon on the left of Manager, and then select This feature will not be available.

]@ JP1/IT Desktop Management 2 - Manager - InstallShield Wizard

Custom installation
Select the component you want to install,

Clicl icon of the component you want to install.

Description of the functionality
Thi b i kb bt ~111 -{ by

X~

Manager
Remote Install Manager

|Remote Install Manaaer.
=2 This feature will be installed on local hard drive.

&= > This feature, and all subfeatures, will be installed on local hard drive.

uch
X This feature will not be available. r
OO CT T O TGV O OO [ IO Tag e T don
the system.

Installshield m
Help (H) I < Back(B) Il Next(N) > I Cancel I

JP1/IT Desktop Management 2 - Manager is removed from the components to be installed.

13. Click the icon on the left of Remote Install Manager, and then select This feature, and all subfeatures, will be
installed on local hard drive.

Remote Install Manager is added to the components to be installed.

14. Click the Next button.
The InstallShield is ready to install program window appears.
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15. Click the Install button.

|‘§ JP1/1IT Desktop Management 2 - Manager - InstallShield Wizard E3

InstaliShield is ready to install program.
InstallShield is ready to start installation.

Click [Install] to start installation.

The following settings will be applied during installation.
To modify the settings, click [Back]. To cancel installation, click [Cancel].

User name
XXX

Company name
XXX

Installation path
C:\Program Files (x86)\Hitachiljplitdmm)

Component to install

Manager
Remote Install Manager

Installshield a
< Back(B) J Install(I) Cancel I

Installation starts. A series of windows appear as processing progresses.

16. Wait for a while.
When installation finishes, the The install wizard is complete window appears.

17. Click the Finish button.

When you are instructed to restart the computer, restart the computer.
18. In the Hitachi Integrated Installer dialog box, click the Finish button.
19. Click the OK button.
20. Remove the provided media.

What you do next

Now you have finished installing Remote Install Manager on the administrator's computer. Next, you use that computer
to register the product license of JP1/IT Desktop Management 2.

(3) Registering the product license of JP1/IT Desktop Management 2
Display the login window on the administrator's computer, and then register the product license you purchased.
Operation procedure

1. Set the CD-ROM titled Hitachi License Files in the CD/DVD drive.

2. Prepare the management server information recorded in 1.2.1(1) Installing JP1/IT Desktop Management 2 - Manager
on a server. Use this information to complete the following URL, and then enter the URL on the web browser's
address bar:

http://management-server's-IP-address-or-host-name: 31080/jplitdm/jplitdm. jsp
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Q T
If you add the above URL as Favorites of Internet Explorer, you can display the login window quickly,
without entering the URL.

If the login window does not appear correctly:
Possible causes and their corrective actions are as follows:

- The entered URL is incorrect. -- Check the URL that you entered. If the URL includes a host name, make sure
that the host name can be resolved to an IP address.

- The network has a problem. -- Check the error information displayed in the web browser, and make sure that
there are no problems with the network between the computer and management server.

3. Click the License button.

IT Desktop Management 2 - Manager

The License Details window appears.

If an error is displayed:
You might be able to prevent the error by performing the following procedure in Internet Explorer:
1. Display the Internet Options dialog box, and open the Security tab.
2. Add the following URL to Trusted sites:
http://management-server's-IP-address-or-host-name

3. Restart Internet Explorer.

4. Click the Register License button.
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License Details

(] You can check the product information.
= To activate the license, please click Register License.

Product Information:
Name:
Version:
Agent Version:
Network Monitor agent version:

Server Information:

Host Name:
Time Zone:
License Information:
License Type:
Expiration Date:
Maximum number of managed nodes:
Number of managed nodes:
Number of remaining nodes:

© Help

IT Desktop Management 2 - Manager

vm004250

Japan Standard Time(GMT+5:00)

Permanent

L]

-0
Register License

The window for selecting the license key file appears.

5. Select and open the license key file (. xm1) on the CD-ROM that you sent in step 1.

A dialog box appears, notifying you that license registration is finished.

O Tir

Because the license key file is necessary when you replace the management server, be sure to store

the file.

For details, see Replacing a management server in the JP1/IT Desktop Management 2

Configuration Guide.

6. Click the OK button.

License management operations are finished. In the following steps, you check whether the license has been

registered correctly.

7. In the login window, click the License button.
The License Details window appears.

8. Compare the value of Maximum number of managed nodes in that window with the value of Total Number of

License in the license agreement (Sofiware License Agreement), and then confirm that these values match.
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License Details

== You can check the product information.
ﬁ To activate the license, please click Register License.

Product Information:
Name: IT Desktop Management 2 - Manager
Version: 1100
Agent Version: St
Network Monitor agent version: 2300,

Server Information:

Host Name: vm004250
Time Zone: Japan Standard Time(GMT+9:00)
License Information:
icense Type: Permanent
a:piration Date: -
Maximum number of managed nodes: 5000 ]
Number of managed nodes: [
Number of remaining nodes: 5000
© Help Register License Close

O Tir

If you have additionally purchased product licenses, sum the Total Number of License values of all
license agreements.

9. Click the Close button.
The License Details window closes, and the login window appears.

What you do next

Now you have correctly registered the product license of JP1/IT Desktop Management 2. Next, you log in to the JP1/IT
Desktop Management 2 operation window.

(4) Log in to the operation window

Log in to the JP1/IT Desktop Management 2 operation window. After logging in, you must first change the password.
Operation procedure

1. Enter the following login information in User ID and Password:
e User ID: system

* Password: manager

1. JP1/IT Desktop Management 2 Setup

Asset and Distribution Management: Getting Started 30



IT Desktop Management 2 - Manager

a Note

The above password can be used for only the first login.

2. Click the Login button.
The Change Password dialog box appears.

B Note

If you select the Remember User check box, you do not need to enter the user ID in the login
window again.

3. Enter the new password.

Change Password

=ange initial password.

W New Password: = |

Retype Password: =

© Help  (*)Required.

O Tip

The following shows the guidelines for strengthening the password. Enter a strong password for safer
security management.

¢ Combine uppercase characters, lowercase characters, numbers, and symbols.
¢ Do not use a string that is consecutive (such as 12345).

* Do not use the name or birthday of yourself or an associate, or a dictionary word.
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4. Click the OK button.

The dialog box notifying you that the password was successfully changed appears.

5. Click the OK button.

The Home module appears.
é Note
None of the procedures described in this manual use the Getting Started window.

If you do not want to display the Getting Started window again during login, select the Do not display
this message again check box, and then click X in the top right corner to close the window.

To display the Getting Started window again, select View, then Change View Default.

What you do next

Now you have completed login to the JP1/IT Desktop Management 2 operation window. Next, you install JP1/IT Desktop
Management 2 - Agent.

1.2.2 Installing JP1/IT Desktop Management 2 - Agent

Before you start managing the users' computers, make sure that JP1/IT Desktop Management 2 - Agent is installed on
each of those computers. Computers on which JP1/IT Desktop Management 2 - Agent is installed can be managed safely.

This manual describes how users can install JP1/IT Desktop Management 2 - Agent on their own computers. In the
described procedure, users can take action against problems if necessary.

The JP1/IT Desktop Management 2 - Agent installation procedure consists of the following stages:

1

. Building relay systems (For JP1/IT Desktop Management 2 - Operations Director, no relay systems are to be built.)

Log in to the operation window from the administrator's computer, and then create an installation set consisting of
the JP1/IT Desktop Management 2 - Agent program and the files containing the program setup information). The
created installation set facilitates building of relay systems. After creating the installation set, build relay systems.

. Installing JP1/IT Desktop Management 2 - Agent and the Packager on the administrator's computer (For JP1/IT

Desktop Management 2 - Operations Director, the Packager is not to be installed.)

Install JP1/IT Desktop Management 2 - Agent on the administrator's computer so that the computer can also be
managed. Also install the Packager, which is required to distribute files.

. Preparing for installation on the users' computers

Create an installation set for users so that they can easily install JP1/IT Desktop Management 2 - Agent by themselves.

. Instructing users to perform installation on their computers

Instruct users to install JP1/IT Desktop Management 2 - Agent. The users use the installation set (created in stage 3)
to install JP1/IT Desktop Management 2 - Agent on their own computers.

. Confirming installation of JP1/IT Desktop Management 2 - Agent

Confirm that JP1/IT Desktop Management 2 - Agent has been installed on all computers. If there are computers on
which JP1/IT Desktop Management 2 - Agent is not installed, further instruct the users of those computers to install it.
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(1) Building relay systems

In this stage, you create an installation set for relay systems, and then you use it to build relay systems. Before creating
an installation set, you specify the Agent settings that are required to create the installation set. For JP1/IT Desktop
Management 2 - Operations Director, you do not need to perform this procedure. Proceed to 1.2.2(2) Installing JP1/IT
Desktop Management 2 - Agent and the Packager on the administrator's computer.

Operation procedure
1. Log in to the JP1/IT Desktop Management 2 operation window.

2. Click the Settings button.

IT Desktop Management 2
System View Go Help system TEGGIOGEY  Windows Agent Configur,

- Home Security Assets Inventory Distribution (... Events

Settings Menu Windows Agen... %
+ Overview Agent - Windows Agent Configurations and Create Agent Installers

*  User Management You can customize agent configuration and create agent installer. To create agent installer, select
# Account Management j configuration and dlic te Agent Installer”.
=8 To assign agent confi Go to [Windows Agent C
- Agent B —
? L Y A Tl | Agent Configurations Add Agent Configuration
S Select Columns
& Windows Agent Deployment =

[J configuration Name # of Applied Comput... Last Modified Date/Time
[] Default Agent Configuration 1013  Sep/13/2019 11:44:51

& Agentless Management
~ Discovery
+ Configurations
+ Last Discovery Log
& Discovered Nodes
& Managed Nodes
& Ignored Nodes
*  Network Access Control
£. Network Access Control Settir
sign Network Access Contrc
.£. Network Filter Settings
- Security

# Security Schedule
& Operation Log Settings
# Windows OS Version Settings

-+ Assets
E® Last Import Log
E® Asset Field Definitions
E¥ Contract Vendor List
E® Asset Status Settings of Hard
- Inventory
#® Software Search Conditions
£ AMT

The Settings module appears.

3. Select Agent, and then Windows Agent Configurations and Create Agent Installers.
The Windows Agent Configurations and Create Agent Installers window appears.

4. Click the Add Agent Configuration button.
The Add Agent Configuration window appears.

5. Enter any name in Agent Configuration Name.
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lAgentr ion Name: * Buil ' |_Restore Default Settings | A
[
Y| Agent Configuration Items - Basic Settings
Agent Configuration Items

Basic Settings
i Basic Settings

.. Password Settings l Host Name or IP Address: * Vm004250

., Relay System Settings Port Number: * 31000

27 User Notification Settings Higher System for Distribution that Uses Remote Install Manager

; .
2 Job Settings System Type: @® Management Server

%2 Communication Settings

Host Name o IP Address: * ¥m004250 )

7 Startup Setti n n

B Senge) 1) Enter the information that corresponds to the

e information set for [Operation Key Settings] (Host Name
ecng: or IP Address) in [Relay System Settings].

“% Remote Control Settings Port Number for Distribution (Manag... * 31021

Port Number for Distribution (Relay... * 31002

Timing of Communication with the Higher System
W Communicate with the higher system
M Periodically notify the higher system of the information collected from the computer
Monitoring Interval (Security) (min): ﬁr_'d minutes (1-9999)

© Help ~ (*)Required. oK Cancel

In this manual, Bui1dRelaySystem is entered.

6. Select Basic settings.
The Basic settings window appears.

7. Make sure that the management server's host name has been specified for the following items in the Basic
settings window:
* Host name or IP address in Management server
* Host name or IP address in Higher system that uses Remote Install Manager for distribution
Specify other items as necessary. If you change port numbers, do so after carefully checking the system configuration

and connection settings.

8. Select Password settings.

Add Agent Configuration =

Agent C ion Name: x Restore Default Settings

. Agent Configuration Items - Password Settings

aD A
A "oent Configuration Items
Settings to Protect Agents

I Setting Password Protection will prevent end user from modifying agent configuration and
uninstallation
{*. Password Settings Password: Set password

. Relay System Settings * seseeee

27 User Notification Settings Confirm:

/% Job Settings

s Communication Settings N N N
Settings to Protect Information Sent from External Storage Media

’ .
Startup Settings [J Use a password to protect information sent using external storage media
EF AMT Settings

“g Remote Control Settings

Protection Settings for Registering USB Devices
[ Protect USB Device Registration with Password

@ Help  (*)Required. OK Cancel
The Password settings window appears.

9. In Settings to protect agents, set the password.

Set a password to protect the agent settings. By setting a password, you can stop users from changing agent settings
or uninstalling the product.

Select other items as necessary.
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10. Click the OK button.

The BuildRelaySystem agent configuration is added to the Windows Agent Configurations and Create Agent
Installers window. Perform the following steps to select this configuration.

11. Select the line of the BuildRelaySystem agent configuration that has been added, and click the Create Agent
Installer button.

IT Desktop Management 2
System View Go Help system MEGGIOGEY  Windows Agent Configurations and Cr. Help
- Home Security Assets Inventory Distribution (... Events Reports U2 GCettings )

Settings Menu Windows Agen... (%

> Overview Agent - Windows Agent Configurations and Create Agent Installers

- User Management

. '.i You can customize agent configuration and create agent installer. To create agent installer, select

configuration and click "Create Agent Installer".

% Account Management u e
To assign agent configuration, Go to [Windows Ag¢ i i i 1.

- Agent

PN EIR S ETL M Agent Configurations Add Agent Configuration [ Create Agent Installer ) } Edit | il Remove |

& Windows Agent Configuration _

= | Select Columns_|

& Windows Agent Deployment

& Agentless Management [ configuration Name 1:4 # of Applied Comput... Last Modified Date/Time
[} Default Agent Configuration 1013 Sep/13/2019 11:44:51

BuildRelaySystem | 0|Sep/13/201911:34:28

~ Discovery
+ Configurations
+ Last Discovery Log
& Discovered Nodes
& Managed Nodes
& Ignored Nodes
* Network Access Control
. Network Access Control Settir
« Assign Network Access Contr¢
£, Network Filter Settings
*  Security
# Security Schedule
£ Operation Log Settings
& Windows OS Version Settings
*  Assets
E® Last Import Log
¥ Asset Field Definitions
¥ Contract Vendor List
¥ Asset Status Settings of Hard
[ * Inventory
#® Software Search Conditions
e AmMT

]DDDDDDDDDDDDDDDDDDDDDDE

The Create Agent Installer window appears with BuildRelaySystem selected as the agent configuration.

12. Select Settings for the component to be installed.

Agent C

#+ Agent Installer Configuration Items - Components to Be Installed Setting:

13—

Agent Installer Configuration Items

JP1/IT Desktop Management 2 - Agent (Agent)
B Installation Folder Settings X
@® JP1/IT Desktop Management 2 - Agent (Relay System)

#7 Account Settings

= ¥ Remote Control Agent
Components to Be Installed Settings

W Registration-Destination IDs Settings
E Files to Be Deployed Settings
M Files to Be Automatically Executed..

% Overwrite Installation Settings

© Help  (*)Required. SaveSemngs Create

The Settings for the component to be installed window appears.

13. For Type, select IT Desktop Management 2 - Agent (relay system).
Select other items as necessary.

14. Click the Create button.
After the Create Agent Installer dialog box appears, the File Download popup appears.
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15. In the File Download popup, click the " ¥ " on the right side of the Save button, and select the Save As.
The dialog box for selecting the folder in which to save the installation set appears.

16. Check the file name and save destination.
In this manual, the file name is ITDM2Agt (BuildRelaySystem) . exe.

17. Click the Save button.
The installation set is saved, and the Download complete popup appears.

18. In the Create Agent Installer dialog box, click the Close button.
The Create Agent Installer dialog box closes.

19. In the Download complete popup, click the Open Folder button.
The folder containing the ITDM2Agt (BuildRelaySystem) . exe file opens.

20. Move the ITDM2Agt (BuildRelaySystem) . exe file to a location that is convenient for being downloaded
from relay systems.

Now you have completed the installation set for BuildRelaySystem. In the following steps, you use that
installation set to build relay systems.

B Note

At this point, check and record the IP address and host name of the relay system. You will need this
information when you check whether the relay systems have been built correctly, or when you set up the
administrator's computer.

21. Log on with the administrator role to the first server to be used as a relay system.

22.Download the ITDM2Agt (BuildRelaySystem) . exe file, and then double-click it.

Installation of JP1/IT Desktop Management 2 - Agent starts. When installation (building of a relay system) finishes,
a window appears, explaining to that effect.

23. Click the OK button.

24. Log in to the JP1/IT Desktop Management 2 operation window, and then click the Inventory button.
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T Desktop Management 2
System View Go Help system [PI6G'OGE Device Inventory Help

- Home Security Assets Distribution (... Events Reports Settings

Inventory Menu Device List o

»  Overview Device Inventory - Device List: 2

Filter: @) OFF  2/2 ([Device Type] v | [Manufacturer] _~| % ) 250 ~] (€l 71 [3]
etwon

+ 7 Department List [J Device.. Man.. C.. D.. HostName Manufactur... IP Address Operati... User N.. Registered D...
+ B Location List

B e it (% [og e 1 L 1B | Saoia | wicoso | 152165100101 [hieros || reb/a2/2017._|

+ I custom Groups

- W Filter
New Devices (last....

Not Confirmed De....

»  Revision History

> Software Inventory

Events System Det... ¥ Hardware Det... Installed Soft... Security Details Notes
& S2044

Item Value
Device Type PC
Device Status Running
Host ID #G201702TESTDATAITDM20000001
~ Computer Details <
» Computer Name (Description) 52044
» System Drive 3 Drive(s)

» BIOS Default System BIOS
AMT Firmware Version =
» Power Control

Smart device information

The Device module appears.

25. Select Device Inventory, and then Device List.
A list of devices appears.

26. From the Windows Start menu, select All Programs, JP1_IT Desktop Management 2 - Manager, and then
Remote Install Manager.

The Login (Remote Install Manager) dialog box appears.

27. Enter the following information:

Login {(Remote Install Manager) B3

IT Desktop Management 2 - Manager

Remote Install Manager

Management Server:
Connection port number:
User ID:

Password:

* Management Server: Host name of the management server recorded in 1.2.1(1) Installing JP1/IT Desktop
Management 2 - Manager on a server
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* Connection port number: 31080 (default)
e User ID: system
e Password: New password entered in 1.2.1(4) Log in to the operation window
28. Click the OK button.
The Remote Install Manager window appears.

29. Check whether the host name of the relay system that you built is displayed in both of the following locations:

* Device List view in the operation window

T Desktop Management 2
System View Go Help system I6g'OGE Device Inventory Help
- Home Security Assets T="Tnvent.. € Distribution (... Events Reports Settings

Inventory Menu Device List o

Qi Device Inventory - Device List: 2

* Device Inventory
it .
s List Filter: @ OFF  2/2 ([Device Type] _~ | [Manufacturer] _~| %) 250 ~] (€l /1 [3]

Network List

Department List 29 svice... Man.. C.. D.. 1P Address Operati... User N... Registered D...
+ B Location List

+ B v et it (Bl (B 0 [ooe Twooor [isoiesionio (e | Jrezoors

+ W custom Groups

Host Name  Manufactur...

W Filter
New Devices (last....

Not Confirmed De....

»  Revision History

> Software Inventory

Events System Det... &  Hardware Det... Installed Soft... Security Details Notes
& s2044

Item Value

Device Type PC

Device Status Running

Host ID #G201702TESTDATAITDM20000001
~ Computer Details 2

» Computer Name (Description) 52044

» System Drive 3 Drive(s)

» BIOS Default System BIOS
AMT Firmware Version =

» Power Control

Smart device information

* System Configuration window of Remote Install Manager

1 IT Desktop Management 2 - System Configuration: Network [_[O]x]
File Edt Execute View Options Window Help

[& System Configural el H[=] 29. Package: localhost =] B3
|System configuration 4 Destination Package v CabinetiPackage D
&, 52044 [i] tocalnost
- g, 52044
< | »
22 List [ 4 Atrioutes | {5 instalec Packages @2 List [ 43 Atiributes | [2) Package Conterts |
————————
- Job Status: localhost [_[Of |
FolderiJobDestination 41 JobiDestination/Package Status. (Finished/ErrorsfTotal) Execution datettime.
[ tocahost
Ready UM 11:32 4

If the relay system that you built is displayed in both locations, the first relay system has been built correctly.
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If the relay system that you built is not displayed in both locations
Make sure that:
- The host name of the administrator's server can be resolved correctly.
- The agent settings are correct.

30. Similarly as described above, download and install ITDM2Agt (BuildRelaySystem) . exe on the second and
following servers to be used as relay systems.

What you do next

Now you have completed building the relay systems. Next, install JP1/IT Desktop Management 2 - Agent and the
Packager on the administrator's computer.

(2) Installing JP1/IT Desktop Management 2 - Agent and the Packager on
the administrator's computer

Install JP1/IT Desktop Management 2 - Agent and the Packager on the administrator's computer. By installing JP1/IT
Desktop Management 2 - Agent, the administrator's computer can also be managed. The Packager is used to distribute
files. For JP1/IT Desktop Management 2 - Operations Director, install JP1/IT Desktop Management 2 - Agent only. (Do
not install the Packager.)

Operation procedure
1. Insert the provided media of the product into the CD/DVD drive of the administrator's computer.
2. Select JP1/IT Desktop Management 2 - Agent, and then click the Install button.
3. Click the OK button.

4. Click the Next button.
The Installation Type window appears.

5. Select Custom installation, and then click the Next button.

6. In the Installation Folder window, click the Next button.
The Types of components to be installed window appears.

7. Click the Next button.
The Components to be installed window appears.

8. Click the icon on the left of Packager, and then select This feature, and all subfeatures, will be installed on local
hard drive.
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|7§ JP1/IT Desktop Management 2 - Agent - InstallShield Wizard

Component to Install

Select the component you want to install. Clear the selection of components that should not be
installed.

Description of the functionality ————

The packager reqisters, in the management
DTIVYEI, U DUILWAIT LU DT roinulery
installed.

=3 This feature will be installed on local hard drive.

&= : This feature, and all subfeatures, will be installed on local hard drive.

FBQ'I Agent or relay system

X  This feature will not be available.

This feature requires S454KB on your hard
drive.

Installshield a
Help I < Back Cancel I

The agent and packager programs are selected as components to be installed on the administrator's computer.

9. Click the Next button.

The The program is ready to be installed window appears.

10. Click the Install button.

]7,3 JP1/1T Desktop Management 2 - Agent - InstallShield Wizard

InstallShield is ready to install program.

InstallShield is ready to start installation.

Click to start installation.

To modify the settings, click . To cancel installation, click .

Type : Agent

Component to Install
Agent
Packager

Installation Folder
C:\Program Files (x86)\Hitachiljplitdma),

Installshield
< Back I\ Install I Cancel I

Installation starts, and the Installing JP1/IT Desktop Management 2 - Agent window appears. When installation
finishes, the The installation wizard finished window appears.

11. Click the Finish button.

The Setup (Agent) dialog box appears. When you are instructed to restart the computer, restart the computer.
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12. Open the Connection-destination settings tab. Then, in Management server, set Host name or IP address to the
host name of the administrator's server recorded in 1.2.1(1) Installing JP1/IT Desktop Management 2 - Manager on
a server.

‘fﬁ Setup (Agent) - IT Desktop Management 2 - Agent [ X|

Connection-destination settings l Communication settings I

[V Communicate with the higher system (T)

—Management server

S
o

Host name or IP address (C): l

Port number (M): l 31000

r—Higher system For distribution that uses Remote Install Manager

Port number (management server)(P); I 31021

Port number (relay. system) (R): I 31002

* Manaagement serve 71
% Management server Host name or IP. address (5);

€ Relay system I

Polling will mnow be p

! Settings for higher systems
for multiple higher s 2 = -

| | OK Cancel I

13. Click the OK button.

The Setup (Agent) dialog box closes, and the dialog box that asks you whether you really want to update the setup
information appears.

14. Click the Yes button.

15. In the Hitachi Integrated Installer dialog box, click the Finish button.

The Hitachi Integrated Installer dialog box closes, and then the dialog box for confirming that the installer has been
completed appears.

What you do next

Now you have completed installation of JP1/IT Desktop Management 2 - Agent and the Packager on the administrator's
computer. Next, prepare to install JP1/IT Desktop Management 2 - Agent on the users' computers.
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(3) Preparing for installation on the users' computers

The same way as for building relay systems, prepare installation on the users' computers by specifying the Agent settings,
and then create an installation set.

If the created installation set is used to install JP1/IT Desktop Management 2 - Agent on computers, the user information
of those computers, such as the name and email address, is subject to management. In the procedure described below,
to reduce the administrator's work load, each user individually fills in their name and other information in a dialog box
displayed on their own computer.

¥ Enter User Information - IT Desktop Management 2 - Agent
[~ Items

Department ‘
| Software Development Head Office/Development Department ;] ‘
Location |
I =l
User Name ‘
Account ;
E-mail |
|
= Explanation’=————- ]
Select location. Al
=
Finish I Cancel J Usable Characters >> |

Operation procedure
1. Log on with the administrator role to the administrator's computer.

2. Log in to the JP1/IT Desktop Management 2 operation window, and then click the Settings button.
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T Desktop Management 2
System View Go Help
- Home Security

Settings Menu

system TL6g'0GE Windows Agent Configurat

Assets Inventory Distribution (... Events Report:

Windows Agen... 2

Overview Agent - Windows Agent Configurations and Create Agent Installers

User Management

You can customize agent configuration and create agent installer. To create agent installer, select

# Account Management j configuration and clizzzzsate Agent Installer”.
To assngn agent con n, Go to [! Agent Confi i i 1.

Agent Configurations Add Agent Configuration
[J configuration Name 1:4 # of Applied Comput... Last Modified Date/Time

[ Default Agent Configuration 1013 | Apr/12/2017 14:57:25
[ BuildRelaySystem 0 Sep/13/2019 11:34:28

& Windows Agent Deployme:
& Agentless Management
Discovery
+ Configurations
+ Last Discovery Log
& Discovered Nodes
& Managed Nodes
& Ignored Nodes
Network Access Control
Network Access Control Settir
Assign Network Access Contre
Network Filter Settings
Security
Security Schedule
Operation Log Settings
Windows OS Version Settings
Assets
® Last Import Log
& Asset Field Definitions
¥ Contract Vendor List
E® Asset Status Settings of Hard
Inventory
#® Software Search Conditions
® AMT

The Settings module appears.

3. Select Agent, and then Windows Agent Configurations and Create Agent Installers.
The Windows Agent Configurations and Create Agent Installers window appears.

4. Click the Add Agent Configuration button.
The Add Agent Configuration window appears.

5. Enter any name in Agent Configuration Name.

Add Agent Configuration ()

'Ag!n[ Connguration Name: * UserComputer Restore Default Settings |
4 { Agent Configuration Items - Basic Setti
Agent Configuration Items Ti'Ag e .

Basic Settings
Basic Settings Management Server
Password Settings Host Name or IP Address: * Ym004250
. Relay System Settings Port Number: * 31000
27 User Notification Settings Higher System for Distribution that Uses Remote Install Manager
Type:
/v Job Settings System Type: Management Server
. o X ® Relay System
s Communication Settings
Host Name or IP Address: * 52044
7 d . .
S 1) Enter thg information that porresponds to the
& AMT Settil information set for [Operation Key Settings] (Host Name
= i or IP Address) in [Relay System Settings].
“ Remote Control Settings Port Number for Distribution (Manag... * 31021 |

Port Number for Distribution (Relay... * 31002

Timing of Communication with the Higher System
¥ Communicate with the higher system
M Periodically notify the higher system of the information collected from the computer

Monitoring Interval (Security) (min): 10 @ minutes (1-9999)

© Help OK Cancel

In this manual, UserComputer is entered.

6. Select Basic settings.
The Basic settings window appears.

7. In Management server, enter the host name of the management server for Host name or IP address.
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Add Agent Configuration ()

Agent Configuration Name: * UserComputer Restore Default Settings |

Aget Gonf st Mo Y1 Agent Configuration Items - Basic Settings

Basic Settings

| Basic Settings
. Password Settings ' Host Name or IP Address: * ym004250 J]

. Relay System Settings Port Number: * 31000

Higher System for Distribution that Uses Remote Install Manager

27 User Notification Settings

Type: 0]
2+ Job Settings System Type: O Management Server
@ Relay System

£s Communication Settings

Host Name or IP Address: * 52044

7 Startup Settings
T CT LIS ITOT IGUIUI T LIOL CUN CopUNS LU e

B AMT Setti information set for [Operation Key Settings] (Host Name

= e or IP Address) in [Relay System Settings].

“% Remote Control Settings Port Number for Distribution (Manag... * 31021

Port Number for Distribution (Relay... * 31002

Timing of Communication with the Higher System
& Communicate with the higher system

M Periodically notify the higher system of the information collected from the computer

Monitoring Interval (Security) (min): IOL:'} minutes (1-9999)

© Help ' (*)Required. OK Cancel

8. In Higher system that uses Remote Install Manager for distribution, specify the settings as follows:

For JP1/IT Desktop Management 2 - Manager
System type: Select Relay system.
Host name or IP address: Enter the host name of a relay system recorded in 1.2.2(1) Building relay systems.

For JP1/IT Desktop Management 2 - Operations Director
System type: Select Management server

Host name or IP address: Enter the host name of the management server recorded in 1.2.1(1) Installing JP1/IT
Desktop Management 2 - Manager on a server.

Specify the other items as necessary. If you change port numbers, do so after carefully checking the system
configuration and connection settings.

9. Select Password settings.

Add Agent Configuration =)

Agent Configuration Name: * UserComputer Restore Default Settings |

aD Agent Configuration Items - Password Settings
Agent Configuration Items

n Settings to Protect Agents
Basic Settings {4 Setting Password Protection will prevent end user from modifying agent configuration and
uninstallation

Password Settings

Password: Set password

*. Relay System Settings

2 User Notification Settings Confirm:

* sssssece

/v Job Settings

#2 Communication Settings

2 . J| Settings to Protect Information Sent from External Storage Media
7 Startup Settings <

[J Use a password to protect information sent using external storage media
EF AMT Settings

< Remote Control Settings

Protection Settings for Registering USB Devices
[ Protect USB Device Registration with Password

© Help  (*)Required. [ oK Cancel

The Password settings window appears.

10. In Settings to protect agents, set the password.
Select other items as necessary.

11. Click the OK button.
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The UserComputer agent configuration is added to the Windows Agent Configurations and Create Agent
Installers window. Perform the following steps to select this configuration.

12. Select the line of the UserComputer agent configuration that has been added, and click the Create Agent
Installer button.

IT Desktop Management 2
System View Go Help system MIEGGIOGEY  Windows Agent Configurations and Cr. Help

————|
- Home Security Assets Inventory Distribution (... Events Reports | veiSettings &)

Settings Menu Windows Agen...
s Agent - Windows Agent Configurations and Create Agent Installers

*  User Management

= o
## Account Management

~  Agent

PRIV R S Agent Configurations * Add Agent Configuration™] T Create Agent Installer

& Windows Agent Configuration

& Windows Agent Deployment

[ configuration Name 1:4 # of Applied Comput... Last Modified Date/Time
[]  Default Agent Configuration 1013 Sep/13/2019 11:44:51
[] BuildRelaySystem 0 Sep/13/2019 11:34:28

* Configurations [ % | UserComputer | 0] Sep/13/2019 13:35:40

+ Last Discovery Log
& Discovered Nodes
& Managed Nodes
& Ignored Nodes
*  Network Access Control
Network Access Control Settir
&, Assign Network Access Contrc
&, Network Filter Settings
~  Security

.

® Security Schedule

You can customize agent configuration and create agent installer. To create agent installer, select
configuration and click "Create Agent Installer”.

To assign agent configuration, Go to [Windows Age 1 2 ‘iqurations Assignment].

& Agentless Management

- Discovery

& Operation Log Settings
& Windows OS Version Settings

- Assets
g® Last Import Log
E® Asset Field Definitions
&® Contract Vendor List
g® Asset Status Settings of Hard
- Inventory
#® Software Search Conditions
2 AMT

The Create Agent Installer window appears with UserComputer selected as the agent configuration.

13. Click the Create button.
After the Create Agent Installer dialog box appears, the File Download popup appears.

14. In the File Download popup, click " ¥ " on the right side of the Save button, and select the Save As.
The dialog box for selecting the folder in which to save the installation set appears.

15. Check the file name and save destination.
In this manual, the file name is ITDM2Agt (UserComputer) .exe.

16. Click the Save button.
The installation set is saved, and the Download complete popup appears.

17. In the Create Agent Installer dialog box, click the Close button.
The Create Agent Installer dialog box closes.

18. In the Download complete popup, click the Open Folder button.
The folder containing the ITDM2Agt (UserComputer) . exe file opens.

19. Move the ITDM2Agt (UserComputer) .exe file to a location that is convenient for being downloaded from
relay systems (for example, a web site or file server).

Now you have prepared for users to install Agent by themselves. Next, you specify the settings for display of the
user information entry window. The information entered from this window allows JP1/IT Desktop Management 2
to recognize the user of each device.

20. Click the Settings button.
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IT Desktop Management 2
System View Go Help system (EGGIOGET  Asset Fi

- Home Security Assets Inventory Distribution (... Events Report

sehngsFens Asset Field Def... &
Overview Assets - Asset Field Defi

User Management
Agent You can add an Asset Field Definition, and set its Type, Data Source, and Entry Start Date.

Discovery

et oy Whenever you change or delete custom fields from this window, if those fields are included in one of the two items
Security listed below, and you plan to import hardware assets, software licenses, or contracts, ensure that the changed or
deleted custom fields are reflected in the two items below.
Assets - Import files

R R G e - Templates for importing

¥ Asset Field Definitions

Start Date for Entry of User Information
For custom fields for which the input method is [End User], you can set the time at which to start user entry. To
Ty specify  date and time at which to start entry, click [Edit].

Reports Current setting: Anytime

— ll For custom fields for which the input method is [End User], i the settings change, a message prompting entry of inf

ormation will be di Before changing the settings, consider the effect such cha
General nges will have on user computers (displayed messages).

Product Licenses
Field Order of Custom Fields on the User Input Window

e the

You can set the field order on the user input window displayed on the user’'s computer for Custom Fiel’e
data source is [End User]. If you want to specify a field order, click the [Change] button.

Common Fields (Assets and Device Inventory)

[J Field Name Type Description Data Source
[] Department Hierarchy System Administrator
[] Location Enumeration Select location. System Administrator

System Adminsirator
[] Account Enter end user account. System Administrator
(m} E-mail Text Enter e-mail id. System Administrator
[] Phone

Enter phone. System Administrator

Custom Fields (Hardware Assets) Add Fields

The Settings module appears.

21. Select Assets, and then Asset Field Definition.
The Asset Field Definition window appears.

22. In Common Fields (Assets and Device Inventory), select the User Name line, and click the Edit button.
The Edit Custom Fields dialog box appears.

23. For Data Source, select End User.

Edit Custom Fields

d Name:

L Data Source: | End User | ]

Entering item is mandatory
1)The descri;rr the End User Form Is given below.

Description: Enter end user name.

Type:

[] Restricting Input Characters

%7 Edit Other Lanquage Settings

[End User] is selected as the entry method for this custom field.
With the current settings, changing the settings for this custom field will display a

on user pri ing users to enter information. Before changing the
settings, consider the effect on user computers.

To change the settings, from the settings window, select [Assets] and then [Asset Field
Definitions]. The [End User] custom fields share the settings for entry start date.

| Edit Entry Start Date

© Help

)Requi

o ome |
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To display an instruction to the user, enter it in Description. If you select the Restricting Input
Characters check box, you can restrict the characters that the user can enter.

24. Select the Entering item is mandatory check box.

This makes entry of User Name mandatory in the user information entry window that is displayed on each
user's computer.

25. Click the OK button.
End User is displayed as Data Source on the User Name line, allowing the user to enter a name for User Name.

é Note

In the same way as you set User Name, you can set other items, such as the email address and
phone number.

If the administrator has user information as hardware asset information in a CSV file, the information
can be updated at one time by importing the file.

For details, see Importing hardware asset information in the JP1/IT Desktop Management 2
Administration Guide.

What you do next

Now you have prepared for users to perform installation on their computers. Next, you instruct users to perform
installation on their computers.

(4) Instructing the users to perform installation on their computers

In this manual, instructions for users to perform installation are given via the representative of their group (section
or department).

Operation procedure
1. Send the following information to the group representative by email or another means, and request the representative
to have the computer users install Agent by themselves:
e Location in which ITDM2Agt (UserComputer) .exe is saved

* Following installation procedure that the users will perform by themselves:
Use the following procedure to install the program:

1
Log on to the

computer with the 2 3 . 4
b e (7 Download the installaion {312 Co ot you  close ihe intalation
member of the ’ downloaded. completion window.

Administrators group).

When installation finishes, the window for entering user information (such as user name) appears. Fill in the
window as instructed. If your computer is vulnerable to threats, a message is displayed. If the message is
displayed, take the appropriate action according to the message.

2. Log in to the JP1/IT Desktop Management 2 operation window, and then click the Inventory button.
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The Device module appears.

3. Select Device Inventory, and then Device List.

A list of devices appears. For JP1/IT Desktop Management 2 - Operations Director, you do not need to perform steps
4 to 6. Proceed to step 7.

4. From the Windows Start menu, select All Programs, JP1_IT Desktop Management 2 - Manager, and then
Remote Install Manager.

The Login (Remote Install Manager) dialog box appears.

5. Enter the following information:

e Management Server: Host name of the management server recorded in /.2.1(1) Installing JP1/IT Desktop
Management 2 - Manager on a server

* Connection port number: 31080 (default)
e User ID: system

e Password: New password entered in 1.2.1(4) Log in to the operation window

6. Click the OK button.
The Remote Install Manager window appears.

7. Check whether the host name of the user's computer is displayed in the following windows:

For JP1/IT Desktop Management 2 - Manager
If the user's computer is displayed in both of the following windows, Agent has been installed correctly:
- Device List view in the operation window
- System Configuration window of Remote Install Manager

If the user's computer is displayed in neither the operation window nor Remote Install Manager, check
the following:

- Make sure that the host name of the connection-destination relay system can be resolved correctly.
- Make sure that the agent settings are correct.

For JP1/IT Desktop Management 2 - Operations Director

If the user's computer is displayed in the Device List view in the operation window, Agent has been
installed correctly.

If the user's computer is not displayed in the operation window, make sure that the agent settings are correct.

é Note

There are other ways to distribute Agent to users other than the procedure described in this manual.
For details, see the description Installing the agent in the JP1/IT Desktop Management 2 Overview
and System Design Guide.

What you do next

Now you have completed instructing computer users to install Agent. Computers with Agent installed automatically
connect to relay systems to communicate with the management server. On computers that are managed, the JP1/IT
Desktop Management 2 operation window is displayed. When agent installation on computers progresses to some extent,
proceed to the next stage.

In the next stage, you make sure that JP1/IT Desktop Management 2 - Agent is installed on all target computers by
checking the list of devices created by JP1/IT Desktop Management 2 against the device management ledger.
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(5) Confirming installation of JP1/IT Desktop Management 2 - Agent

First, use JP1/IT Desktop Management 2 to create a list of devices on which Agent has been installed. Then, check this
list against the device management ledger (that lists the correspondence between devices and users in the organization).
If you find computers on which Agent has not been installed, instruct the users of those computers to install Agent.

Operation procedure
1. Log in to the JP1/IT Desktop Management 2 operation window.

2. Click the Inventory button.

IT Desktop Management 2
System View Go Help system (L6G OGE Device Inventory FHEIp

- Home Security Assd Distribution (... Events Reports Settings

Inventory Menu Device List

»  Overview Qevice Inventory - Device List: 53766

AL Filter: @) OFF 53766/50000 ( [Device Type] _~ | [Manufacturer]

+ . Department List

Enable End User Form (Frequent Pop-up)

C.. D.. HostName Manufactur.. IP Addres{

+
+ : ;::ts:ﬁ::; List 2 @ Dupo1-wi Microsoft..  192.168.1
+ [ Custom Groups 2 @ Dup01-Wi.. Microsoft 192.168.1
2 @ Dup01-Wi.. Microsoft..  192.168.
= W Filter 2 @ Dup01-Wi.. Microsoft. 192.168.1
) 2 @ Dup01-Wi. Microsoft..  192.168.]
e (e 2 @ Dup01-Wi.. Microsoft..  192.168.]
Not Confirmed De.... 2 @ Dup01-Wi.. Microsoft..  192.168.]
2 @ Dup01-Wi.. Microsoft. 192.168.1
»  Revision History 2 @ Dup01-Wi.. Microsoft..  192.168.]
+  Software Inventory & @ Dup01-Wi.. Microsoft..  192.168.]
2 @ punni-wi Microsoft 192 168 3

Create the Information Collection Tool

System Details = Hardware Det... Installed

Select only one item to view details.

Export Device List

CAPUIL UEVILE UStans

The Device module appears.

3. Select Device Inventory, and then Device List.
A list of devices appears.

4. Select Action, and then Export Device List.
The Select Export Columns dialog box appears.

5. Select the following items:
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Select Export Columns

éxport Columns

[] cColumns
Device Type
[(] Management Type
[J  Connection Settings
[]  Device Status
O Management Status
M  Host Name
[]  Manufacturer
M 1P Address
[J  HostID
Encoding: | UTF-8 |
© Help a OK Cancel
Device Type
Host Name
IP Address
User Name
E-mail

The selected items are subject to exporting. You can also select other items if necessary.

Q Tir

If you want to select only a few items, you can first deselect all items, and then select only the necessary
items. To deselect all items, clear the Columns check box.

6. Click the OK button.
The Select Export Columns dialog box closes, and then the dialog box for saving the export file (CSV file) appears.

7. Click the Save button.
The dialog box for selecting the save location of the CSV file appears.

8. Select the save destination, and then click the Save button.

The values of the selected items for the managed computers, on which Agent is installed, are saved to a file
named Export Device Inventory.csv.

9. Open the Export Device Inventory.csv file with Microsoft Excel.

10. Check the device management ledger for user names that are not included in the
Export Device Inventory.csv file.
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Device list created by JP1/ITDM2 Device management ledger

IP address |User name| Host name Asset No. [User name| IP address | Host name
192.168.1.1 Smith [sales01 NO01231 Smith 192.168.1.1 [sales01
192.168.1.2 | Johnson |develop02 N01232 Johnson | 192.168.1.2 [develop02
192.168.1.3 | Williams |account03 N01233 Williams | 192.168.1.3 [account03
. . NO01234 Brown 192.168.1.4 |general04
- —p -
: : N01235 Jones 192.168.1.5 |admin05

Using the above procedure, you can identify the users of computers on which Agent has not been installed.

11. Create a list of identified users, and send the list to the group representative.
Request the representative again to have those users install Agent on their computers.
What you do next

Now you have confirmed that JP1/IT Desktop Management 2 - Agent has been installed on all computers. In the

next chapter, you use JP1/IT Desktop Management 2 to understand security status, and learn about how to take
security measures.
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Task 1: Understand the Security Status and Take
Security Measures

In this chapter, you use JP1/IT Desktop Management 2 to understand the security status. This
manual describes how to implement anti-virus measures and how to enforce anti-virus measures
by using Windows security updates. For other security measures, we recommend that you advance
them according to report results as in 2.4 Cycle for guaranteeing the basic security level.
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2.1 Understanding the current security status

2.1.1 Understanding the current status

This manual describes how to get an understanding of the current status in order to guarantee the basic security level.

Operation procedure

1. Log in to the JP1/IT Desktop Management 2 operation window.

2. Click the Security button.

IT Desktop
System L View Dashboard (Help
Inventory Distribution (... Events Settings
Dashboard L
Overview - Dashboard
B3 Dashboard
» Security Policies Category Security Assessment(Nov/14/2019 10:35:5.. @ & ~ X Suspicious Operations(Nov/14/2019 10:35:47)
e e Total Assessment Level 8 D
~  Windows Update Windows Update
Update List
+ I update Group

> W Filter

[ operations Logs

Antivirus S
oftware.

Security Settings Software Use Nov/07 Nov/09

Bl ¥ 5 Today 2 vesterday Target Day | Nov/14/2019 ~

# of Devices by Violation Level(Nov/14/2019 10:35:.. @ @ ~ X Security Status by Policy(Nov/14/2019 10:35:53) G

Security Policy Name: 2 Breakdown of Violation...
Total 50002
Windows7 24289
Windows8 10712
Windows8.1 10000

Total Managed Devices 50002 27Nt RUZ - 5001
™ Cntical 13502

Warning
B unknown
safe
Out of Target

The Dashboard window appears.

3. On the # of Devices by Violation Level page, focus on Critical.

You can check the quantity and percentage of computers whose violation level is judged Critical.

é Note

The violation level is an index of severity in security used by JP1/IT Desktop Management 2. JP1/IT
Desktop Management 2 automatically judges the violation level based on the default policy.

What you do next

Now you have understood the current status of security management. If the violation level of a computer has been judged
Critical, take appropriate security measures.
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2.2 Advancing virus protection measures

2.2.1 Instructing users to install an anti-virus product

Check the installation status of an anti-virus product, and if you find computers on which no anti-virus product is
installed, instruct the users of those computers to install an anti-virus product.

(1) Checking the installation status of an anti-virus product

Find computers on which no anti-virus product is installed, and then create a device list of those computers.
Operation procedure

1. In the radar chart displayed on the Category Security Assessment page, click the point titled Anti-virus Software.

IT Desktop Management 2
System View Go Help Dashboard (HEIp
- Home  [VaySecm 6 Assets Inventory Distribution (... Events Settings

azsii/l ez Dashboard w

- Overview Overview - Dashboard
il Dashboard

O Seanity Polies Category Security Assessment(Nov/14/2019 10:35:5.. @ & | ~ X | Suspicious Operations(Nov/14/2019 10:35:47)

G Total Assessment Level B

- Windows Update Windows Update
Update List
+ W Update Group

* W Filter

B
c

+ Operations Logs

[ owe - Other Acce o n Antivirus S
kﬁ, =

Security Settings Software Use Nov/07 Nov/09
Ml 1] Today Yesterday Target Day | Nov/14/2019 ~

# of Devices by Violation Level(Nov/14/2019 10:35:.. @ @ ~ X Security Status by Policy(Nov/14/2019 10:35:53)

Security Policy Name Asses.
Total
Windows?
Windows8
Windows8.1
Total Managed Devices b
M Critical
Important
Warning
M unknown
Safe
Out of Target

The status of anti-virus products is displayed.

2. Focus on the item Installation.
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Antivirus Soft...

Security Detail Reports - Antivirus Software Status

' Open new window Calculate

» Report Option

@ Security Detail Reports
.

- Antivirus Software Status -

Report Date: Thursday, November 14. 2019 10:39:04 AM GMT+09:00
Calculate Date: Thursday, November 14. 2019 01:10:49 AM GMT+09:00
Target Group:  Device Type/Device List(50002)

@ Antivirus Software Status
j T
Installation
Auto Protect

[ safe
I unknown
[ [] out of Target

Last Scanned
Date/Time

Virus Definition
File Version

Software/Scan
Engine Version

0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000 22000 24000 26000 28000 30000
Devices

Go to Security

¥ Breakdown: Device Type - Device List

& Breakdown by group

1

Device Type Assessment Le... Total # Installati Auto Protect Last Scanned...  Virus Definition... Software/Scan... |
Device List D 50002 i 1 ' 1 29289 24290 15789
(Uroeere 0 = 0 o o o
» Windows 7- D 24289 1 1 24289 24289 15789
» Windows Se D al o 0 0 3 0

» Windows 8 A 10712 0 0 0 0 0|

» Windows 8. A 10000 0 [} 0 0 0|

» Windows 1¢ D 5000 ) 0 5000 0 0|
Go to Security

You can check the installation status of anti-virus products.

3. On the Device List line, click the value displayed in the Installation column.
A list of computers on which no anti-virus product is installed is displayed.

4. Select Action, and then Export Device List.
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IT Desktop Management 2

System View Go Help system L6gOGE Computer Security Status Help|
B

- Home fa Secu... 6 Assets Inventory Distribution (... Events Reports Settings

Security Menu Device List o

S Overview Computer Security Status - Device List: 1

oo | 4JE=—

+ Security Polici
COARVECIoN Fitter: @ OFF /30000 ([Violation Level] ~ ] [Connection S... ~ | %) |

> Computer S Stat : = v |
i i [] Host Name Violatio... Windo... Antivir.. Softwa.. Windo.. OS Sec

» Windows Update vm120061 [5] (] (<) - - -

O

Notes

Windows...

Summary Windows... Antivirus... Software... OS Security User-Defi...

Select only one item to view details.

The Select Export Columns dialog box appears.

5. Select the items listed below.
The selected items are subject to exporting.

¢ Host Name
IP Address

* Device Type
¢ User Name

e E-mail

Select Export Columns

xport Columns
Columns
Host Name

Violation Level

Assigned Policy

Policy Assessed Date (Last)
Send Notification Status

IP Address

Host ID

Connection Settings

ROOROOOO®O

Device Type

Encoding: | UTF-8 |

© Help Cancel

You can also select other items if necessary.
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O Tir

If you want to export only a few items, clear the Columns check box (to deselect all items), and then
select only the necessary items.

6. Click the OK button.
The Select Export Columns dialog box closes, and then the dialog box for saving the export file (CSV file) appears.

7. Click the Save button.
The dialog box for selecting the save location of the CSV file appears.

8. Select the save destination, and then click the Save button.

The values of the selected items for the computers on which no anti-virus product is installed are saved to a file
named Export Device List.csv.

What you do next

Now you have checked the installation status of anti-virus products. Next, you instruct users to install anti-virus products.

(2) Instructing computer users to install an anti-virus product
Send a list of the computers on which no anti-virus product is installed to the group representative.
Operation procedure

1. Send the Export Device List.csv file to the group representative.

Request the representative to have the users of the relevant computers install an anti-virus product.

O Tir

You can use JP1/IT Desktop Management 2 to install an anti-virus product on computers on which
Agent is installed, in the same way as described in 3. Task 2: Distribute Files. For details, see

the description Distributing Software in the JPI/IT Desktop Management 2 Distribution Function
Administration Guide.

What you do next

Now you have instructed users to install an anti-virus product. Next, you display a message on computers that require
an anti-virus solution to instruct the users of those computers to take measures.

2.2.2 Instructing users to take virus protection measures

Display a message on computers that require an anti-virus solution to prompt the users of those computers to
take measures.

(1) Displaying a message on computers in Critical status

Specify the settings to display a message on computers that are judged Critical by JP1/IT Desktop Management 2.
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Operation procedure

1. Under Overview, click Dashboard.

IT Desktop Management 2

System View Go Help Dashboard (WHEIp!

- Home W3y Cecm 6 Assets Inventory Distribution (... Events Reports

Settings
Security Menu yashboard L
Ouerview rview - Dashboard

i Dashboard
Category Security Assessment(Nov/14/2019 10:35:5.. @ | & |~ X

Computer Security Status Total Assessment Level 8 D

Windows Update Windows Update
Update List A

+ W update Group e

* W Filter -

Operations Logs S

-~ Other Acce Antivirus S

ss Restricti oftware
ons

Security Settings Nov/07 Nov/0 Nov/13.
2 Today Target Day | Nov/14/2019 ~

# of Devices by Violation Level(Nov/14/2019 10:35:.. @ @ ~ X Security Status by Policy(Nov/14/2019 10:35:53) GRS
Security Policy Name » Breakdown of Violation...
Total

Windows7

Total Managed Devices
W Critical
Important
Warning
B Unknown
Safe
I Out of Target

The Dashboard window appears.

2. On the # of Devices by Violation Level page, click the value of Critical.
The information about the computers in Critical status is displayed.

3. Select the check box at the top of the list.

IT Desktop Management 2
System View Go Help system (LOGOGEY  Computer Security Status (HEIp'
- Home T2 S [ Assets Inventory Distribution (... Events Reports

1 Settings

Security Menu. Device List o

(e Computer Security Status - Device List: 13502
i

Security Policies —= -
© ON 13502/50002 ( Critical i i e €1 143l

lost Name icy Policy Assessed Date... Send... IP Address Conne... Manag.

Windows Update Nov/14/2019 00: [Not. |192.168.116.101 | .. | & |

Operations Logs Nov/14/2019 00: |Not. |192.168.116.102 | . | & |

% [vindowsr [ ow1e2015 00:00: [ Mot [ 152160116108 | i | 5 |
% [Vindowsr [ Now12015 00:00:- [ Mot [152.160.116.105 | | & |

[~ [oupo3-winagents0150- | % [ windowsy [ Nowa/2019 00:00: ot | 192.160.116.106 | - | & |
[~ [upo-winsgentsK0150- | [windowsy [ Nowa/2019 00:00: Mot | 192.100.116.107 | - | & |
[ [upo-winagentsK0150- | x [ windows7 [ Nowa/2019 00:00: Mot | 192.160.116.100 | - | & |
% Dupos-winagentsrotso- | x [ windows7 [ Nowaarzo1o ooion.. Mot |192.168.116.105 | - | & |
% oupos-winagentsrotst— | x [windows7 [ Nowaarzo1o ooion.. [Mot- [192168.116.110 | - | & |
[ % Dupos-winsgentsko151 | x | windows? [ Nov/34/2019 00:00: Mot [192.160.116.111 | - | & |
% [ Dupo-WindgentSwosst [ Windons7 [Nov/3472019 0000 (ot [ 92:368.116.112 | o | & |
[ Dupd-WinkgentSK01L | % [ indows7 [ Now/14/2015 00:00: | Mot | 152.160.116.13 | s | & |
[ Dupd-Winkgent5K015T. | % [ Windows7 [ Row/14/2015 00:00: | Mot | 152.160.116.114 | o | & |
[ Dupd-WinkgentsK0151. | % [ Windows7 [ Row/14/2015 00:00:_| Mot | 152.160.116.115 | = | 8 |
[~ upo-winsgentsots1. | % [ windowsy [ Nowa/2019 00:00: [Wor | 192.160.116.136 | - | & |

Computer Security Status

[~ upo-winsgentsotst. | % [windowsy [ Nowa/2019 00:00: Mot [ 92.100.116.137 | - | & |
[ [Dupos-Winkgentskotst.. | % [Windows7 [ Novaa/zo1o ovion.. [Not [192:168.116.118 | - | & |

Windows Upd..._ Antivirus Soft... Software Use  Windows Ser... Se User-Defined... Notes

Select only one item to view details.

All computers judged Critical are selected.

4. Click the Send User Notification button.
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The Send User Notification dialog box appears.

5. Enter your notification content in Title and Message.

Send User Notification

1) A message is sent to the user of the selected computer.
The message is sent only to computers on which Windows Agents are installed. B

Notification Level: @ gcmical L Warning O i Information

Title:

Message:

Tahoma s 2: B I U A

1
iii
&

—
Uispiay aurauon: = 09/20/2019 = \MMY A4/Yyyy)
[] Start the selected computer if it is not running
[] Add Notes:

E_da r Lanquage Message

© Help  (*)Required. [3 [

O Tip

We recommend that you specify, in the notification message, how to implement anti-virus measures and
the date by which the anti-virus measures must be implemented. The following is an example:

Title: Request for taking virus protection measures

Message: Implement anti-virus measures by MM/DD, by performing the following procedure: ...

6. Click the OK button.

The strings entered in Title and Message are set to be used as a warning message displayed in the dialog box for
confirming message notification.

7. Click the OK button.
A message is sent to the relevant users.

é Note

The security policy settings can be specified to automatically send a message to the computers that are
judged Critical. For details, see the description Sending a notification to a user in the JP1/IT Desktop
Management 2 Administration Guide.

What you do next

Now you have prepared for displaying a message on Critical computers. Next, you check whether virus protection
measures have been taken.

(2) Checking whether virus protection measures have been taken

Check the following items of information by using the same procedure that is described in 2.2.1(1) Checking the
installation status of an anti-virus product:

e Whether automatic protection (memory-resident mode) is enabled

¢ Last date and time that a virus scan was run

¢ Virus definition file version

* Anti-virus product version and virus detection engine version
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Operation procedure

1. Check the virus protection status by using the same procedure that is described in 2.2.1(1) Checking the installation
status of an anti-virus product.

O Tip

After you have instructed computer users to take virus protection measures, check whether the measures
have been taken properly as described below. This will enable thorough virus protection.

¢ Use the Security module or Reports module to confirm that the number of computers in Critical
status has decreased.

* After a certain period has passed since you instructed users to take virus protection measures, if the
users of those computers have still not taken virus protection measures, warn and re-instruct the users
of those computers.

What you do next

Now you have completed instructing computer users to take virus protection measures. Next, you promote virus
protection with Windows security updates.
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2.3 Promoting virus protection with Windows security updates

2.3.1 Downloading the latest security updates from the support service
site

Specify the settings to automatically determine whether the security updates applied on the computer are up-to-date.
The default policy is used for that determination. If support services are subscribed, the latest update information that is
necessary for determination can be automatically downloaded from the support service site.

This subsection describes how to download the latest security updates from the support service site.

If support services are not subscribed:

If support services are not subscribed, the latest update information can be set manually. If you set that information
manually, skip the operation procedure in this subsection. For details, see Manually registering and distributing an
update in the JP1/IT Desktop Management 2 Administration Guide.

Operation procedure

1. Click the Settings button.
The Settings module appears.

IT Desktop Management 2
System View Go Help system (TEGGOGE
- Home Security ssets Inventory

Settings Menu Product Update
Ve General - Product Update
SR T =0, You can specify connection settings to connect to Product Update.

» Agent L—Tﬂ You can connect to Product Update and get the latest update status and Updates.
8 You can also receive support information in e-mail.

> Discovery

»  Network Access Control Customer Support configuration

> Security V) Enable Product Update

> Assets Specify Product Update connection settings.
» Inventory URL: * https://www.hitachi-support.com/jp1itc

> Reports Download User ID: = SamplelD

Password: Set password

Confirm: + seee:

Edit Import Schedule: Start At:12:00  Repeat Interval:Daily
Repeati1 Days =3

» Product Licenses

Specify users to receive Product Update notification e-mails.

|__Select Columns.
[ UserID
user007

user005
user001
user006

Proxy Server configuration

[ Use Proxy Server

2. Select General, and then Product Update.
The Product Update window appears.

3. Select the Enable Product Update check box, and then enter the following support service information:
« URL
* Download User ID

e Password

* Retype Password
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If you do not know what to enter, contact the support service.

B Note

You can change the time at which to connect to the support service. To change the time, in the Product
Update window, click the Edit button in Edit Import Schedule.

To connect to the support service via the proxy server

In the Product Update window, select the Proxy Server configuration check box at the bottom of the window,
and then enter the following information necessary for connecting to the proxy server:

- IP Address

- Port

- User ID: User ID used to connect to the proxy server

- Password: Password for the entered user ID

- Retype Password: Same string that was entered for Password

4. Click the Test button to check whether you can connect to the support service.

The test result is displayed on the message bar at the bottom of the window. If connection fails, take action as indicated
in the message that appears, and then click the Test button again.

IT Desktop Management 2
System View Go Help
- Home Security

Settings Menu

»  Overview
* User Management
» Agent
» Discovery
*  Network Access Control
> Security
»  Assets
> Inventory
*  Reports
» Events
- General

£ SMTP Server

e Active Directory

#® Product Update

£ MDM Linkage Settings
»  Product Licenses

system (TEGGIOGE Product Update [HEIp
Assets Inventory Distribution (... Events Reports SV Setngs €

Product Update
General - Product Update
=, You can specify connection settings to connect to Product Update.

Tm You can connect to Product Update and get the latest update status and Updates.
] You can also receive support information in e-mail.

Customer Support configuration

# Enable Product Update

Specify Product Update connection settings.

URL: + https://www.hitachi-support.com/jp1itc

Download User ID: * SampleID

Password: Set password

Confirm: * ee

it Import Schedule: Start At:12:00  Repeat Interval:Daily

ers to receive Product Update notification e-mails.

|__Select Columns.

User ID User Name
user007

user005

user001

user006

user002

Proxy Server configuration

oo0ooop

[ Use Proxy Server

5. Click the Apply button.

The entered information is applied to the environment.

Note that there is a difference between the time that the update information on the support service site is updated
and the time that Microsoft releases new security updates. This is because a release of new security updates always
precedes the updating on the support service site.

What you do next

Now you are able to download the latest security updates from the support service site. Next, you enable Windows

Automatic Updates.
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2.3.2 Enabling Windows Automatic Updates

To keep Windows security updates up-to-date, enable Windows Automatic Updates. This subsection describes how to
take action on a computer on which the Windows Automatic Updates service is disabled.

Operation procedure

1. Click the Security button.
The Security module appears.

IT Desktop M ent 2
System  View 5 siem WO Security Policies (HEID
- Hon o Secu...” € Assets e Distribution (... Events Reports Settings

Security Ment.

- Overview

£ Dostbonrs Targe Group TypesDevice Type T i TS C
Select Columns

[] Security Policy Name  Compliance Assigned... Q ® N ) (-] Last Modified Date/Ti...

[] TEesTo1 - o o 0 Sep/12/2018 15:55:.

> Windows Update [J TEsTO2 [ [ 0 Mar/21/2017 13:07

[
[
+ Operations Logs [ Windows? 0% 24289 8501 15788 0 0ct/24/2019 12:35 (]

(] Windows8.1 100% 10000 10000 = Oct/23/2019 19:22:.

[] Windows8.1 x64 = o 0 Mar/30/2017 20:33:...
Windows... ®  Antivirus Soft... Software Use Windows Ser. 0S Security User-Defined. Notes

O Windowss

Enable Automatic Update Automate Updates Distribute Windows Update (ITDM-compatible distribution)
# of Not Compliant Computers
Configuration Item Expected Status
o 5 10
B [Enable Automatic Up.
.. R 0csciption "nate Updates]...

Description

Automatic Update Enabled
Install Updates All updates are installed
MS12-072(2727528) Installed
M512-082(2770660) Installed
M513-027(2807986) Installed
M513-050(2839894) Installed
MS13-081(2862330) Installed
MS13-081(2862335) Installed
M513-081(2863725) Installed
M513-081(2864202) Installed
M513-081(2868038) Installed
M513-081(2884256) Installed
MS13-095(2868626) Installed
MS13-098(2893294) Installed
MS14-007(2912390) Installed
MS14-019(2922229) Installed
MS14-031(2957189) Installed
M514-039(2973201) Installed
M514-045(2976897) Installed
MS14-064(3006226) Installed
M514-064(3010788) Installed
MS514-066(2992611) Installed
MS15-003(3021674) Installed
MS15-004(3019978) Installed
MS15-005(3022777)

10000000 EE000E000000000088

ikl EEEREEEEREEBIEEBEREBIR

2. Select Security Policies, and then Security Policy List.
A list of security policies appears.

3. Select Default Policy.
The default policy settings are displayed on the Summary tab.

4. Click the Windows Update tab.
The settings related to security updates are displayed.
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IT Desktop Management 2

System View Go Help system (6G Ot Security Policies (HEIp’
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- Security Policies
&1 Security Policy List seect Columns
1 Security Policy
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* Windows Update TESTO2 [) ) 0 0 Mar/21/2017 13:07:..
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Soft... Software Use  Windows Ser... OS Security User-Defined... Notes
O Windowss

Enable Automatic Update | | Automate Updates | " Distribute Windows Update (TTDM-compatible distribution)
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Configuration Item

Description
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... = [Enable Automatic Up.
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Automatic Update Enabled
Install Updates All updates are installed
MS12-072(2727528) Installed
M512-082(2770660) Installed
M513-027(2807986) Installed
MS13-050(2839894) Installed
MS13-081(2862330) Installed
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MS13-081(2863725) Installed
MS13-081(2864202) Installed
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MS14-007(2912390) Installed
MS14-019(2922229) Installed
MS14-031(2957189) Installed
MS14-039(2973201) Installed
M514-045(2976897) Installed
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5. Select Automatic Update line, and then click the Enable Automatic Update button.

The Execute Security Countermeasure dialog box appears. Note that this button will be unavailable if Automatic
Windows Update is already enabled for all devices to which the security policy applies.

6. Click the OK button.

The Windows Automatic Updates service is enabled if it is not properly set on the computer.

é Note

You can also enable Windows Automatic Updates by the security policy settings. For details, see

the description General procedure for automatically distributing updates in the JP1/IT Desktop
Management 2 Administration Guide.

What you do next

Now you have completed the settings for protection with Windows security updates. Next, learn the security management
cycle based on the workflow described previously in this manual.
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2.4 Cycle for guaranteeing the basic security level

2.4.1 Understanding the cycle for guaranteeing the basic security level

The following figure shows the cycle for guaranteeing the basic security level.

Chapter 1
Set up the environment for basic
operation

Y

2.1
Understand the status

2.2and 2.3
Check the report and take
measures

This manual describes, based on the above cycle, how to set up the environment for basic operation, understand the
status, and then check the report and implement measures. This subsection provides an example of how to check the
report and take measures by using the Timeframe Diagnosis report.

Operation procedure

1. Click the Reports button.

IT Desktop Management 2
System View Go Help system Report List (Help

- Home Security Assets Inventory Distribution (... Events [ Settings

Reports Menu Report List
> Overview Overview - Report List

> Summary Reports
~  Security Diagnosis Reports

Summary Reports =1/ Inventory Detail Reports
| = Daily Summary i ‘ @ Device Management Status

— @ Weekly Summary —=/ @ Green IT (Power Saving Settings

@ Monthly Summary

a Asset Detail Reports

i e =1 Security Diagnosis Reports | @ Hardware Assets

[ = Current Diagnosis == ) @ Hardware Assets Cost
»  Asset Detail Reports —~/ @ Timeframe Diagnosis @ Software License Cost
@ Software (License Violation)
Security Detail Reports W Software (Surplus License)
a ‘ @ Violation Level Status

@ Windows Update Status

@ Antivirus Software Status

@ Mandatory Software Status

® Unauthorized Software Status
@ Security Settings Status

@ Other Access Restrictions Top N
@ User Activity Top N

- ~

The Reports module appears.

2. Select Security Diagnosis Reports, and then Timeframe Diagnosis.
This week's security diagnostic report is displayed.

3. According to the information displayed in Total Security Assessment and Category Assessment Status, take
measures as follows:
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* Compare the Total Security Assessment value with the value of the previous week
If the value has increased: Correct weak points to improve the security level.

If the value has decreased: Check the degraded category, find the cause of degradation, and take
measures promptly.

If the value has not changed: Review and improve the current security measures
¢ Check Category Assessment Status

If a bias exists: Reinforce the weak points.

If a bias does not exist: Raise the overall security level.

Timeframe Dia...

Security Diagnosis Reports - Timeframe Diagnosis

Froer v o [ & o]
» Report Option
= Security Diagnosis Reports
- Timeframe Diagnosis -
Report Date:  Thursday, November 14, 2019 11:26:02 AM GMT+09:00
Report Duration: Weekly/This Week (Nov/11/2019 - Nov/17/2019)
Target Group:  Device Type/Device List(150006)
# Total Security Assessment
Assessment Level Comments Compared to Last Week
Security level is moderate. But some computers are judged critical with
Warning on multiple categories. Security level remains
D roderste =
Aim to increase the level by implementing countermeasure for the
category (Windows Update,Security Settings).
® Category Assessment Status < Assessment and # of Target Trend
Windows Update O [ 55000
A w-a
B
20 45000
Cc
70
her Access [ D Antivirus Soft E
estrictions ware 14 35000
2 eo-
5 30000 ;‘
3 =1f8 g
2 25000
5
p1ocos
e 20000
»0 15000
Security Settings Software Use ) oo
W[ This Week /] Last Week b = - 5000
o= ko
Novi11/19 Now/13/10 Now/15/19 Now/17/19
Date or Month
¥ M Targets
M Total Assessment
¥ W windows Update
Go to Security

O Tip

After you have instructed computer users to take virus protection measures, check whether the
measures have been taken properly, as described below. This will enable thorough virus protection.

* Use the Security module or Reports module to confirm that the number of computers in Critical
status has decreased.

» After a certain period has passed since you instructed users to take virus protection measures,
if there are still computers on which virus protection measures have not been taken, warn and
re-instruct the users of those computers.

a Note

Some security measures can be automatically taken by changing the security policy settings.
Individual computer users do not need to manually specify settings for the security measures that are
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automatically taken. For details, see the description Countermeasures for security policy violations
in the JPI/IT Desktop Management 2 Overview and System Design Guide.

What you do next

Now you can continue basic operations for security management. To distribute files to user computers, proceed to 3. Task
2: Distribute Files. If you do not need to distribute files or if you are using JP1/IT Desktop Management 2 - Operations
Director, see Appendixes.

2. Task 1: Understand the Security Status and Take Security Measures

Asset and Distribution Management: Getting Started 67



Task 2: Distribute Files

Use JP1/IT Desktop Management 2 to distribute files. The functions used in this chapter are

not supported by JP1/IT Desktop Management 2 - Operations Director. If you want to use
JP1/IT Desktop Management 2 - Operations Director to distribute files, use the ITDM-compatible
distribution function. For details, see the description ITDM-compatible distribution in the JP1/IT
Desktop Management 2 Overview and System Design Guide.
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3.1 Preparation for distribution

3.1.1 Packaging

Before you can distribute necessary files within your organization, you need to select the programs to be distributed to
create packages. This manual describes how to package Adobe Flash Player, assuming that your organization requires

Adobe Flash Player.
Operation procedure
1. Save the Adobe Flash Player program in any location on the administrator's computer.

2. From the Windows Start menu, select JP1_IT Desktop Management 2 - Agent, and then Packager.
The Login (packager) dialog box appears.

3. Enter the following information:

Login {(Packager) E3

IT Desktop Management 2 - Manager
Packager

Management Server: _]
Connection port number:

* Management server: Host name of the management server recorded in /.2.1(1) Installing JP1/IT Desktop
Management 2 - Manager on a server

* Connection acceptance port number: 31080 (default)
e User ID: system
* Password: New password entered in /.2.1(4) Log in to the operation window

4. Click the OK button.
The JP1/ITDM2 Packager window appears.

é Note

To change the display mode of the JP1/ITDM2 Packager window, from Window, select Cascade or Tile.

The subwindows in the window are displayed in the selected mode.
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5. Select the Adobe Flash Player program that you saved.

3?1 ITDM2 Packager - C:\Installer\adobe
File Disk Run VYiew Options Window Help

B o ?

adobeflashplayer.ais
Bl install_flash_player_11_active_x.exe

17,549,488
F @.
#Z3ITDM2_TES
# @aPerfLogs
ZaProgram Fil
i 5l
& Package 1 9 [=] B3
ICabinet £ Cabinet{Package 1D
localhost
Ready [ o 10:09 4

6. Select Run, and then Packaging.
The JP1/ITDM2 Packaging dialog box appears.

ZA1TDM2 Packaner - C\Installer\adobe

o 2o )] o/ o] 2|

er\adobe =] B3
Directory & File Size
Jzacy - adobeflashplayer.ais 254
W install_flash_player_11_active_x.exe 17,549,488
@172.17.120.
&
@aITDM2_TES
ZaPerfLogs
ZaProgram Fil o
- D
= Package 1 1 [=] B3
ICabinet £ Cabinet/Package 1D
[i5localhost
[ [nom 13:09

7. In the JP1/ITDM2 Packaging dialog box, on the Packaging Information page, set the packaging information.
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ITDM2 Packaging B3

External Program I File Properties I Installation Method I Schedule I Options I
Packaging Information l System Conditions | Software conditions |  Package conditions |

~Package information——————————] [~ Package type

Package name: " User programs and data

IFIashInslaII LI € Hitachi program products

ezl € (ther comparies’ software

|FLASH_PLAYER =l

Version/revision: Generation:

o <]

Maker:

- Cabinet for saving package
Cabinet name: Cabinet ID:
Désoft 4 I R

C:AInstaller\adobebinstall_flash_player_11_active_x.exe

Execute Packaging Cancel

In this manual, the following information is entered:
* Package name: Flash Install
* Package ID: FLASH PLAYER
* Version/revision: 0011
e Cabinet name: OAsoft
e Cabinet ID: 01

For Package type, User programs and data is automatically selected.

8. On the System Conditions page, in Installation target directory, set the distribution destination path.
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ITDM2 Packaging B3
External Program | File Properties | Installation Method I Schedule I Options I
Packaging Information System Conditions I Software conditions |  Package conditions |
~Installation target directory
Drive: Directory:
IC: _:_l |\!emp\|
 System conditions
Item: Comparison: Drive: Value:
Free hard disk space MB
Installed RAM B:
0S version C:
D:
E:
F:
G:
H: _'_J
Add
Delete |
| Execute Packaging Cancel

In this manual, the following is specified:
* Drive: C:
* Directory: \temp\
You can also specify other items if necessary.

9. Click the Execute Packaging button.
Packaging starts. When packaging is completed, the dialog indicating completion appears.

10. Click the OK button.

What you do next

Now you have created a package, you are ready to perform file distribution.
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3.2 Distributing a necessary file to the users' computers

3.2.1 Creating and executing a distribution job

Create a job that distributes the package you created to the users' computers. When this job is executed, the necessary
file is distributed to the users' computers.

Operation procedure

1. On the administrator's computer, from the Windows Start menu, select All Programs, JP1_IT Desktop
Management 2 - Manager, and then Remote Install Manager.

The Login (Remote Install Manager) dialog box appears.

2. Enter the following information:

¢ Management Server: Host name of the management server recorded in 1.2.1(1) Installing JP1/IT Desktop
Management 2 - Manager on a server

* Connection port number: 31080 (default)
e User ID: system

* Password: New password entered in /.2.1(4) Log in to the operation window

3. In the Package window, select the package that you created in 3.1.1 Packaging.

ton Manaaement 2 - Packaae: DAsoft - 01 - PC
File Execute View Options Window Hel

px‘ ‘él Execute Job...
| ¢

5 ¢ % -l & |
RN ERNEIEEE
Suspend/Resume Fle Transree. > M [=] B3 || & Package: DAsoft - 01 [_To[x]
System configuration A  Destination Package O——— —
€ Network B,52044 [l vmoo42s0 lw FLASH_PLAYER
- g, S2044 =- [ oasott-01
@ vmo04250 @ Flash instan
< | »
Qg List [ku Altributesl 'ﬁ Installed Packagesl ;/g List |‘<1_I Altributesl 3 Package ConternSI
- Job Status: ym004250 [_[Ofx]
Folder/Job/Destination a1 JobDestinationPackage Status (Fini Execution datetime
[l vmoo4250

Ready

[ Ium 13:26 7

4. Select Execute, and then Execute Job.
The Define New Job dialog box appears.

5. Select Install package, and then click the OK button.
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Define New Job E3

Eeled the type of job to be newly created. | OK I
"é Install package

Transfer package to relay system Cancel
. Batch delete packages on relay system
Send package, allow client users to choose
@ Collect files from agent

Collect files from agent to relay system
Acquire collected files from relay system
¢ Delete collected files from relay system

'l:‘{> Get system configuration information LI

The Create Job dialog box appears.

6. Select the Destination tab, and then click the Add button.

Crea n b (Remotelnstall_03_19_2015_10_3426)

‘dob | Destination I Package | Job Distribution Attributes | Schedule | Cliert Cortrol |
Destination: a

l Add...

Change Route..

Delete

Destination type

" ID group

(¢ Host group

Execute | Save... | Save and Execute... Cancel

The Add Destination dialog box appears.

7. For From, select System Configuration.
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Add Destination _ O] %]

lFrom: |System Configuration LII OK '
Host group or ID group/Relay system: Destination: Cancel |

n’T Network @ vm004250
L EENM | .

Destination/Agent:
& vm004250

< | o
Enter route:

| E

< | ©

The host names of the relay systems that have been built are displayed.

8. In the Host group or ID group/Relay system box, click a relay system host name.
The devices belonging to the relay system you clicked are displayed in the Destination/Agent box. Note that only
the devices on which JP1/IT Desktop Management 2 - Agent is installed are displayed.

9. Click the >> button.
All devices on which JP1/IT Desktop Management 2 - Agent is installed are added to the Destination box.

10. Click the OK button.
The Add Destination dialog box closes, and then the distribution destinations are set on the Destination page.

11. Select the Package tab, and confirm that the package to be distributed is displayed.
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Create Job (Ren nstall_03_19_2015_10_3426)

‘Job | Destination_Package lJob Distribution Attributes | Schedule | Client Contro |

Package: m

(@ Flash Install Add...

Change

Options... I

Execute I Save... l Save and Execute... Cancel

12. Click the Save and Execute button.
The Save Job dialog box appears.

13. Click the OK button.
The file distribution job is saved and executed.

What you do next

You are now able to create and execute a file distribution job. Next, you use the Remote Install Manager to check the

distribution result.

3.2.2 Checking the distribution result

Check the file distribution result.

Operation procedure

1. In the Job Status window of the Remote Install Manager, double-click the management server host name displayed

in Folder/Job/Destination.
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21 IT Desktop Management 2 - Job Status: localhost
File Edit Execute YView Options Window Help

[-[Of]

FER e B A EEEE
2j System Configuration: Network M[=] B3 || & package: OAsoft - 01 - PC | _ (O] x|
System configuration 4 Destin Package ¥ CabinetiP cka e D
€ Network B, 52044 [l vmoo42s0 & Flash instal FLASH_PLAYER
&, S2044 @[3 oasoft-01
< | »
22 List [ 4 Atrioutes | {5 nstalled Packages | @2 List [ 42 Attrioutes | (2] Package Contents |
lhost =] B3
n | a1 JobiDs { ckage Status (F otal) Execution datetime
[ Remotelnstall_03_19_2015_10_4101 | 0% | oy 031915 10:44:34

(@ vmo04250

<

03_19_2015_10_4101

(i3

Ready

[ how [ Tioss

The execution status of the file distribution job is displayed.

1 IT Desktop Management 2 - Job Status: Remotelnstall_03_19_2015_10_4101
File Edit Execute YView Options Window Help

o

EE e S AR EEEE

21 System Configuration: Network M [=] B3 || & Package: OAsoft - 01 - PC _[o]x]
System configuration A Destination Package ¥ Cabinet/Package D
€ Network B,52044 [l vmoo4250 @ Flash Install FLASH_PLAYER
B¢ S2044 =-[F oasott-01
@ vmoo4250 & Flashnstal
< | »
22 List [ Atrioutes | {5 nstalled Packages | 22 List [ 4 attioutes | 2] Package Corterts |

Folder/Job/Destination

2 Job Status: Remotelnstall_03_19_2015_10_4101

A1 JobDestination/Package

[l vmoo4250

@ vmo04250

Ready

= [BB Remotelnstall_03_19_2015_10_4101

250

(Finished/Errors/Total)

_[O]x]
Execution datedime

(101) 03/19/15 10:44:34

[ how [ e

Operation result

Now you have distributed the necessary file to the users' computers.
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A. Other Practical Uses

This appendix introduces other practical uses of JP1/IT Desktop Management 2.

Collecting files from remote computers

You can collect files from user computers, and store them on the management server. For example, if a failure occurs
on a remote computer, you might be able to collect log and configuration files that can be used for troubleshooting.
For details, see Collecting files by using Remote Install Manager in the JP1/IT Desktop Management 2 Overview and
System Design Guide.

Improving the efficiency of asset management tasks

You can use the Asset Console operation window to search asset information, and then list the results according
to purpose. You can also add your own Asset Console operation windows (user reports) according to the routine
asset management task. The search function and customizable operation windows improve the efficiency of asset
management tasks.

For details, see Practical totaling functions and search functions designed for each type of work task and Creating
operation windows for routine jobs in the JP1/IT Desktop Management 2 - Asset Console Configuration and
Administration Guide.

Automating processing by using commands

Jobs such as packaging jobs can also be executed by using commands of JP1/IT Desktop Management 2. These
commands can be automatically executed, in a certain order registered in JP1/AJS, or by using a certain event (such as
afile update) as a trigger. For details, see Commands of the Distribution Function That Uses Remote Install Manager
in the JPI/IT Desktop Management 2 Distribution Function Administration Guide.

With this manual (4sset and Distribution Management: Getting Started), you learned the basic operations, including
system setup, understanding security status, virus protection measures, and distributing necessary files within your
organization. These operations form the basis of implementation introduced in these pages. The information here will
enable you to tailor the system to your organization, efficiently manage assets and file distribution, and free you up for
other productive tasks.
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B. Version changes

B.1 Changes in 13-00

* Windows Server 2022 is added as a supported operating system for the following products.

e JPI/IT Desktop Management 2 - Manager

JP1/IT Desktop Management 2 - Agent

JP1/IT Desktop Management 2 - Network Monitor

JP1/IT Desktop Management 2 - Asset Console

JP1/IT Desktop Management 2 - Internet Gateway
* Remote Install Manager
* Windows 11 is added as a supported operating system for the following products.
e JP1/IT Desktop Management 2 - Agent
e JP1/IT Desktop Management 2 - Network Monitor
¢ Remote Install Manager
¢ Windows Server 2012 is no longer supported by the following products.
* JPI/IT Desktop Management 2 - Manager
* JPI/IT Desktop Management 2 - Network Monitor
* JPI/IT Desktop Management 2 - Asset Console

* Remote Install Manager

B.2 Changes in 12-50

e CentOS 8, Linux 8, and Oracle Linux 8 were added as applicable operating systems for JP1/IT Desktop Management
2 - Agent.

* Chrome was added as a supported browser for the administrator's computer.

B.3 Changes in 12-10

¢ Windows Server 2019 was added as an applicable operating system for the following products:
e JP1/IT Desktop Management 2 - Manager
* JPU/IT Desktop Management 2 - Agent
e JPI/IT Desktop Management 2 - Network Monitor
* JPI/IT Desktop Management 2 - Asset Console
* JPU/IT Desktop Management 2 - Internet Gateway
* Remote Install Manager

¢ The management window was changed to HTMLS5. Furthermore, Adobe Flash Player is no longer a prerequisite for
an administrator's computer.

B. Version changes

Asset and Distribution Management: Getting Started 80



B.4 Changes in 12-00

* Windows Server 2008 R2 is now excluded from the supported OSs for the following products:
e JPI/IT Desktop Management 2 - Manager
e JP1/IT Desktop Management 2 - Network Monitor
* JP1/IT Desktop Management 2 - Asset Console

* Remote Install Manager

B.5 Changes in 11-51

¢ None.

B.6 Changes in 11-50

¢ None.

B.7 Changes in 11-10

¢ Windows Server 2016 was added as an applicable operating system for the following products:

e JP1/IT Desktop Management 2 - Manager

JP1/IT Desktop Management 2 - Agent

JP1/IT Desktop Management 2 - Network Monitor

JP1/IT Desktop Management 2 - Asset Console
* Remote Install Manager

* The following products were added as an applicable operating system for JP1/IT Desktop Management 2 - Agent.
* Mac OS
e Linux 6 (x86)

e Linux 5

B.8 Changes in 11-01

* Windows 10 was added as an applicable operating system for JP1/IT Desktop Management 2 - Network Monitor.

e JP1/IT Desktop Management 2 - Operations Director was added as a relevant program product.

B.9 Changes in 11-00

* Windows 10 was added to the supported OSs for the following products:
e JPU/IT Desktop Management 2 - Agent

B. Version changes
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e JP1/IT Desktop Management 2 - RC Manager
* Remote Install Manager

* Windows Server 2003 and Windows Server 2008 (except Windows Server 2008 R2) are now excluded from the
supported OSs for the following products:

e JP1/IT Desktop Management 2 - Manager

e JPI/IT Desktop Management 2 - Agent

* JPI/IT Desktop Management 2 - Network Monitor
e JP1/IT Desktop Management 2 - RC Manager

B. Version changes
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C. Reference Material for This Manual

This appendix provides reference materials related to this manual.

C.1 Related publications

JPI Version 13 JP1/IT Desktop Management 2 Overview and System Design Guide (3021-3-L72(E))

JP1 Version 13 JP1/IT Desktop Management 2 Configuration Guide (3021-3-L73(E))

JPI Version 13 JP1/IT Desktop Management 2 Administration Guide (3021-3-L74(E))

JP1 Version 13 JP1/IT Desktop Management 2 Distribution Function Administration Guide (3021-3-L75(E))

JPI Version 13 JP1/IT Desktop Management 2 - Asset Console Configuration and Administration Guide (3021-3-
L76(E))

JPI Version 13 JPI/IT Desktop Management 2 - Asset Console Creating an Access Definition File Guide (3021-3-
L77(E))

JPI Version 13 JP1/IT Desktop Management 2 Messages (3021-3-L78(E))
JP1 Version 13 JP1/IT Desktop Management 2 - Agent Description and User's Guide (For UNIX Systems) (3021-3-

L80(E))

C.2 Abbreviations for manual titles

In this manual, the title of this manual (JPI Version 12 Asset and Distribution Management: Getting Started) is

abbreviated to Asset and Distribution Management: Getting Started.

C.3 Abbreviations for Microsoft product names

This manual uses the following abbreviations for Microsoft product names:

Abbreviation

Internet Explorer

Microsoft Excel

Microsoft Office Excel

Windows Windows 7 Windows 7 Enterprise

Windows 7
Home Premium

Windows
7 Professional

Windows 7 Starter
Windows 7 Ultimate
Windows 8 Windows 8

Windows 8 Enterprise

C. Reference Material for This Manual

Full name or meaning

Windows(R) Internet Explorer(R)
Microsoft(R) Excel(R)

Microsoft(R) Office Excel(R)
Microsoft(R) Windows(R) 7 Enterprise

Microsoft(R) Windows(R) 7
Home Premium

Microsoft(R) Windows(R) 7 Professional

Microsoft(R) Windows(R) 7 Starter
Microsoft(R) Windows(R) 7 Ultimate
Windows(R) 8

Windows(R) 8 Enterprise
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Abbreviation

Windows

Windows 8

Windows 8.1

Windows 10

Windows 11

Windows Server 2008 R2

Windows Server 2012

Windows Server 2012 R2

Windows Server 2016

Windows Server 2019

Windows Server 2022

Windows 8 Pro

Windows
10 Enterprise

Windows 10
Enterprise multi-
session

Windows 10 Pro

Windows
11 Enterprise

Windows 11
Enterprise multi-
session

Windows 11 Pro

Windows 11 Pro
for Workstations

Windows Server 2008
R2 Datacenter

Windows Server 2008
R2 Enterprise

Windows Server 2008
R2 Standard

Windows Server
2012 Datacenter

Windows Server
2012 Standard

Windows Server 2012
R2 Datacenter

Windows Server 2012
R2 Standard

Windows Server
2016 Datacenter

Windows Server
2016 Standard

Windows Server
2019 Datacenter

Windows Server
2019 Standard

Windows Server
2022 Datacenter

Windows Server
2022 Standard

Full name or meaning
Windows(R) 8 Pro
Windows(R) 8.1
Windows(R) 8.1 Enterprise
Windows(R) 8.1 Pro

Windows(R) 10 Enterprise

Windows(R) 10 Enterprise multi-session

Windows(R) 10 Pro

Windows(R) 11 Enterprise

Windows(R) 11 Enterprise multi-session

Windows(R) 11 Pro

Windows(R) 11 Pro for Workstations

Microsoft(R) Windows Server(R) 2008
R2 Datacenter

Microsoft(R) Windows Server(R) 2008
R2 Enterprise

Microsoft(R) Windows Server(R) 2008
R2 Standard

Microsoft(R) Windows Server(R)
2012 Datacenter

Microsoft(R) Windows Server(R)
2012 Standard

Microsoft(R) Windows Server(R) 2012
R2 Datacenter

Microsoft(R) Windows Server(R) 2012
R2 Standard

Microsoft(R) Windows Server(R)
2016 Datacenter

Microsoft(R) Windows Server(R)
2016 Standard

Microsoft(R) Windows Server(R)
2019 Datacenter

Microsoft(R) Windows Server(R)
2019 Standard

Microsoft(R) Windows Server(R)
2022 Datacenter

Microsoft(R) Windows Server(R)
2022 Standard

C. Reference Material for This Manual
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C.4 Conventions: Abbreviations for product names

This manual uses the following abbreviations for product names:

Abbreviation
Asset Console
CentOS 6 (x64)
CentOS 7
CentOS 8
Chrome
Firefox

IPF

JP1/AJS

JP1/ITDM2 JP1/IT Desktop
Management 2

Linux 5 (AMD/Intel 64)

Linux 5 (x86)

Linux 6 (x64)

Linux 6 (x86)

Linux 7

Linux 8

Oracle Linux 6 (x86)
Oracle Linux 6 (x64)
Oracle Linux 7
Oracle Linux 8

Mac Mac OS

Solaris 10

Solaris 11

C. Reference Material for This Manual

Full name or meaning

JP1/IT Desktop Management 2 - Asset Console

CentOS 6.1 (x64) or later

CentOS 7.1 or later

CentOS 8.1 or later

Google Chrome

Firefox(R)

Itanium(R) Processor Family

JP1/Automatic Job Management System 2

JP1/Automatic Job Management System 3

JP1/IT Desktop Management 2 - Manager

JP1/IT Desktop Management 2 - Operations Director

Red Hat Enterprise Linux(R) 5.1 (AMD/Intel 64) or later
Red Hat Enterprise Linux(R) 5.1 Advanced Platform (AMD/Intel 64) or later
Red Hat Enterprise Linux(R) 5.1 (x86) or later

Red Hat Enterprise Linux(R) 5.1 Advanced Platform (x86) or later
Red Hat Enterprise Linux(R) Server 6.1 (64-bit x86_64) or later
Red Hat Enterprise Linux(R) Server 6.1 (32-bit x86) or later
Red Hat Enterprise Linux(R) Server 7.1 or later

Red Hat Enterprise Linux(R) Server 8 or later

Oracle Linux 6.1 (x86) or later

Oracle Linux 6.1 (x64) or later

Oracle Linux 7.1 or later

Oracle Linux 8.1 or later

0S X 10.10

0OS X 10.11

macOS 10.12

macOS 10.13

macOS 10.14

macOS 10.15

macOS 11

Solaris 10 (SPARC)

Solaris 11 (SPARC)
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C.5 Conventions: Acronyms

This manual also uses the following acronyms:

Acronym Full name or meaning

CSV Comma Separated Values

HTTP HyperText Transfer Protocol
ICMP Internet Control Message Protocol
1P Internet Protocol

IT Information Technology

(ON} Operating System

PC Personal Computer

URL Uniform Resource Locator

WS WorkStation

C.6 Conventions: Units (such as KB, MB, GB, and TB)

This manual uses the following conventions:
¢ 1 KB (kilobyte) is 1,024 bytes.
* 1 MB (megabyte) is 1,0242 bytes.
* 1 GB (gigabyte) is 1,024° bytes.
* 1 TB (terabyte) is 1,024 bytes.
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D. Glossary

A

administrator's computer
The computer that the JP1/IT Desktop Management 2 administrator usually uses to log in to JP1/IT Desktop
Management 2.

agent
A program installed on the computers managed by JP1/IT Desktop Management 2. The agent program
reports information to JP1/IT Desktop Management 2 - Manager, and controls its host computer based on
instructions from JP1/IT Desktop Management 2 - Manager. The name of the agent program is JPI/IT
Desktop Management 2 - Agent.

agent settings
Agent setup information managed on the management server. You can change the setup of an agent remotely
by creating agent settings in the operation window and assigning them to an agent.

C

custom installation
A type of installation that allows you to select the components to be installed.

Custom installation must be followed by setup of JP1/IT Desktop Management 2 - Manager. During setup,
you can specify the operation log settings and select which node you want to use in a cluster configuration.

installation set
A program that installs and sets up JP1/IT Desktop Management 2 - Agent at one time to facilitate
deployment of JP1/IT Desktop Management 2 - Agent. An installation set is created on the
management server.

J

job
The unit of task execution in JP1/IT Desktop Management 2.

L

list of devices
Alistof IT devices, including computers and peripheral devices. A device list can be created by using JP1/IT
Desktop Management 2.
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managed device
Any device that is set to be managed by JP1/IT Desktop Management 2 regardless of whether Agent
is installed.

management server
A computer on which JP1/IT Desktop Management 2 - Manager is installed.

P

package
A unit of software distributed using Remote Install Manager. Packages you create in the Packager are stored
in the cabinet of JP1/IT Desktop Management 2 - Manager. You can then use Remote Install Manager or a
command to distribute the package.

Packager
A program that registers in the management server software to be remotely installed.

R

relay system
An instance of JP1/IT Desktop Management 2 - Agent that is positioned between a management server and
managed computers, and relays jobs related to remote installation, file transfer, and other tasks.

S

simple installation
A type of installation that allows you to complete installation of JP1/IT Desktop Management 2 - Manager
by only checking the default settings sequentially.

Simple installation does not need to be followed by setup of JP1/IT Desktop Management 2 - Manager.

U

users of computers
People using PCs and other computers in an organization. In a company, employees using computers for
business use.
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Index

A

administrator's computer 18
advancing

virus protection measures 54
Agent settings 33
anti-virus product

instructing users to install 54

Cc

checking
distribution results 76
confirming
environment to be used by administrator
conventions
fonts and symbols 13
version numbers 14
creating
distribution job 73
current status
understanding 53
cycle for guaranteeing basic security level
understanding 65

D

distributing

files 68

necessary file to users' computers 73
distribution

preparation 69
distribution job

creating and executing 73
distribution results

checking 76
downloading

latest security updates from support service site 61

E

enabling
Windows Automatic Updates 63
environment to be used by administrator
confirming 18
executing
distribution job 73

F

files
distributing 68
font conventions 13

installation
preparation 18
installation set 32
installing
JP1/IT Desktop Management2 20
JP1/IT Desktop Management 2 - Agent 32
JP1/IT Desktop Management 2 - Manager
instructing
users to install anti-virus product 54
users to take virus protection measures 57

J

JP1/IT Desktop Management 2
installing 20
settingup 17

JP1/IT Desktop Management 2 - Agent
installing 32

JP1/IT Desktop Management 2 - Manager
installing 21

L

latest security updates
downloading from support service site 61

management server 24

N

necessary file
distributing to users' computers 73

P

Packager 32
packaging 69
preparation
distribution 69

21
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installation 18
promoting
virus protection with Windows security measures 61

S

security measures

taking 52
security status

understanding 52

understanding current status 53
setting up

JP1/IT Desktop Management2 17
symbol conventions 13

T

taking
security measures 52

Task 1: understand security status and take security
measures 52

Task 2: distribute files 68

U

understanding
current security status 53
current status 53
cycle for guaranteeing basic security level 65
security status 52

Vv

version number conventions 14

virus protection measures
advancing 54
instructing users to take 57

virus protection with Windows security updates
promoting 61

w

Windows Automatic Updates
enabling 63
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