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I Notices

m Relevant program products

P-2A2C-E1DL JP1/Automatic Operation 13-00 (for Windows Server 2016, Windows Server 2019, Windows
Server 2022)

The above product includes the following:

*P-CC2A2C-EADL JP1/Automatic Operation - Server 13-00 (for Windows Server 2016, Windows Server 2019,
Windows Server 2022)

*P-CC2A2C-EBDL JP1/Automatic Operation - Contents 13-00 (for Windows Server 2016, Windows Server 2019,
Windows Server 2022)

P-2A2C-E3DL JP1/Automatic Operation Content Pack 13-00 (for Windows Server 2016, Windows Server 2019,
Windows Server 2022)

P-842C-E1DL JP1/Automatic Operation 13-00 (for Red Hat Enterprise Linux 7, Red Hat Enterprise Linux 8, Red Hat
Enterprise Linux 9, Oracle Linux 7, Oracle Linux 8, Oracle Linux 9, Miracle Linux 8, Rocky Linux 8)

The above product includes the following:

*P-CC842C-EADL JP1/Automatic Operation - Server 13-00 (for Red Hat Enterprise Linux 7, Red Hat Enterprise Linux
8, Red Hat Enterprise Linux 9, Oracle Linux 7, Oracle Linux 8, Oracle Linux 9, Miracle Linux 8, Rocky Linux 8)

*P-CC842C-EBDL JP1/Automatic Operation - Contents 13-00 (for Red Hat Enterprise Linux 7, Red Hat Enterprise
Linux 8, Red Hat Enterprise Linux 9, Oracle Linux 7, Oracle Linux 8, Oracle Linux 9, Miracle Linux 8, Rocky Linux 8)

P-842C-E3DL JP1/Automatic Operation Content Pack 13-00 (for Red Hat Enterprise Linux 7, Red Hat Enterprise
Linux 8, Red Hat Enterprise Linux 9, Oracle Linux 7, Oracle Linux 8, Oracle Linux 9, Miracle Linux 8, Rocky Linux 8)

m Trademarks

HITACHI, JP1 are either trademarks or registered trademarks of Hitachi, Ltd. in Japan and other countries.

Access Registrar is a registered trademark or trademark of Cisco Systems, Inc. and/or its affiliates in the United States
and certain other countries.

Amazon Web Services, AWS, the Powered by AWS logo, Amazon EC2 are trademarks of Amazon.com, Inc. or
its affiliates.

Amazon Web Services, AWS, the Powered by AWS logo, Amazon Web Services are trademarks of Amazon.com, Inc.
or its affiliates.

Intel is a trademark of Intel Corporation or its subsidiaries.

Itanium is a trademark of Intel Corporation or its subsidiaries.

Linux is the registered trademark of Linus Torvalds in the U.S. and other countries.
Microsoft, Active Directory are trademarks of the Microsoft group of companies.
Microsoft, Excel are trademarks of the Microsoft group of companies.

Microsoft, Internet Explorer are trademarks of the Microsoft group of companies.
Microsoft is a trademark of the Microsoft group of companies.

Microsoft, PowerShell are trademarks of the Microsoft group of companies.

Microsoft, Windows are trademarks of the Microsoft group of companies.

Microsoft, Windows Server are trademarks of the Microsoft group of companies.

Red Hat is a registered trademark of Red Hat, Inc. in the United States and other countries.
Red Hat Enterprise Linux is a registered trademark of Red Hat, Inc. in the United States and other countries.
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The OpenStack Word Mark and OpenStack Logo are either registered trademarks/service marks or trademarks/service
marks of the OpenStack Foundation in the United States and other countries and are used with the OpenStack
Foundation's permission. We are not affiliated with, endorsed or sponsored by the OpenStack Foundation, or the
OpenStack community.

Veritas and the Veritas Logo are trademarks or registered trademarks of Veritas Technologies LLC or its affiliates in the
U.S. and other countries. Other names may be trademarks of their respective owners.

This product includes software developed by the Apache Software Foundation (http://www.apache.org/).

Portions of this software were developed at the National Center for Supercomputing Applications (NCSA) at the
University of Illinois at Urbana-Champaign.

This product includes software developed by the University of California, Berkeley and its contributors.

This software contains code derived from the RSA Data Security Inc. MD5 Message-Digest Algorithm, including
various modifications by Spyglass Inc., Carnegie Mellon University, and Bell Communications Research,

Inc (Bellcore).

Regular expression support is provided by the PCRE library package, which is open source software, written by
Philip Hazel, and copyright by the University of Cambridge, England. The original software is available from
ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/

1. This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/)

2. This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)

3. This product includes software written by Tim Hudson (tjh@cryptsoft.com)

4. This product includes the OpenSSL Toolkit software used under OpenSSL License and Original SSLeay License.
OpenSSL License and Original SSLeay License are as follow:

LICENSE ISSUES

The OpenSSL toolkit stays under a double license, i.e. both the conditions of
the OpenSSL License and the original SSLeay license apply to the toolkit.
See below for the actual license texts.

OpenSSL License

/*
* Copyright (c) 1998-2019 The OpenSSL Project. All rights reserved.

ES

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

%

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

%

* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in

* the documentation and/or other materials provided with the

* distribution.
k
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* 3. All advertising materials mentioning features or use of this

* software must display the following acknowledgment:

* "This product includes software developed by the OpenSSL Project

* for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

%

* 4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to

* endorse or promote products derived from this software without

* prior written permission. For written permission, please contact

* openssl-core@openssl.org.

*

* 5. Products derived from this software may not be called "OpenSSL"

* nor may "OpenSSL" appear in their names without prior written

* permission of the OpenSSL Project.

%

* 6. Redistributions of any form whatsoever must retain the following

* acknowledgment:

* "This product includes software developed by the OpenSSL Project

* for use in the OpenSSL Toolkit (http://www.openssl.org/)"

*

* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ""AS IS" AND ANY

* EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR

* TS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

* SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
* OF THE POSSIBILITY OF SUCH DAMAGE.

*

%

* This product includes cryptographic software written by Eric Young
* (eay@cryptsoft.com). This product includes software written by Tim
* Hudson (tjh@cryptsoft.com).

*

*/

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
* All rights reserved.
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sk

* This package is an SSL implementation written

* by Eric Young (eay@cryptsoft.com).

* The implementation was written so as to conform with Netscapes SSL.

%

* This library is free for commercial and non-commercial use as long as

* the following conditions are aheared to. The following conditions

* apply to all code found in this distribution, be it the RC4, RSA,

* lhash, DES, etc., code; not just the SSL code. The SSL documentation

* included with this distribution is covered by the same copyright terms

* except that the holder is Tim Hudson (tjh@cryptsoft.com).

k

* Copyright remains Eric Young's, and as such any Copyright notices in

* the code are not to be removed.

* If this package is used in a product, Eric Young should be given attribution

* as the author of the parts of the library used.

* This can be in the form of a textual message at program startup or

* in documentation (online or textual) provided with the package.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. All advertising materials mentioning features or use of this software

* must display the following acknowledgement:

* "This product includes cryptographic software written by

* Eric Young (eay@cryptsoft.com)"

* The word 'cryptographic' can be left out if the rouines from the library

* being used are not cryptographic related :-).

* 4., If you include any Windows specific code (or a derivative thereof) from

* the apps directory (application code) you must include an acknowledgement:
* "This product includes software written by Tim Hudson (tjh@cryptsoft.com)"
*

* THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
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* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

%

* The licence and distribution terms for any publically available version or

* derivative of this code cannot be changed. i.e. this code cannot simply be

* copied and put under another distribution licence

* [including the GNU Public Licence.]

*/

This product includes the OpenSSL library.

The OpenSSL library is licensed under Apache License, Version 2.0.
https://www.apache.org/licenses/LICENSE-2.0

Oracle and Java are registered trademarks of Oracle and/or its affiliates.

This product includes software developed by the Apache Software Foundation (http://www.apache.org/).
This product includes software developed by TAIK of Graz University of Technology.

This product includes software developed by the Java Apache Project for use in the Apache JServ servlet engine project
(http://java.apache.org/).

This product includes software developed by Daisuke Okajima and Kohsuke Kawaguchi (http://relaxngcc.sf.net/).
This product includes software developed by Andy Clark.

Java is a registered trademark of Oracle and/or its affiliates.

=’Java” = Java
— " COMPATIBLE — " COMPATIBLE

ENTERPRISE
EDITION

Other company and product names mentioned in this document may be the trademarks of their respective owners.

m Issued
Sep. 2023: 3021-3-L27(E)

m Copyright
All Rights Reserved. Copyright (C) 2023, Hitachi, Ltd.
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I Summary of amendments

The following table lists changes in this manual (3021-3-L27(E)) and product changes related to
this manual.

Changes Location

The OSs and products listed in Prerequisites were changed to being summarized and listed
in Preface. In addition, the support for each product and OS was revised.

The following service templates were deleted from JP1/AO Standard-package --
Service Templates.

* Service templates for OS (configuration)

The following service templates were deleted from JP1/AO Content Pack --
Service Templates.

» Service templates for Hyper-V 2008 (configuration)
* Service templates for Hyper-V 2008 (operation)

¢ Service templates for Hyper-V 2012 (configuration)
» Service templates for Hyper-V 2012 (operation)

* Service templates for OpenStack (configuration)

» Service templates for OpenStack (operation)

* HCS Components

* Hyper-V2008 Components

* Hyper-V2012 Components

* OpenStack Components

¢ Oracle Components

The following descriptions were deleted from Usage examples of service templates --
relating to virtual servers and System configurations for JP1/AO Content Pack
service templates.

¢ Create Datastore on VMware vSphere

¢ Delete Datastore on VMware vSphere

¢ Pre-check for Datastore Creation on VMware vSphere
¢ Get List of Storage Systems from Device Manager

The following plug-ins were deleted from JP1/AO Standard-package Plug-ins. --
* Execute SQL Query

The following plug-ins were deleted from JP1/AO Content Pack Plug-ins. --
* HCS-related Plug-ins
¢ Hyper-V 2008-related Plug-ins
* Hyper-V 2012-related Plug-ins
¢ Linux-related Plug-ins
* OpenStack-related Plug-ins
¢ Oracle-related Plug-ins

SFTP was added as a supported protocol. 14,423
The cautionary notes when a general command plug-in fails was added. 422
The service templates list which require Connection Destination definitions was added. A6

In addition to the above changes, minor editorial corrections were made.
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I Preface

This manual describes the service templates and plug-ins provided by JP1/Automatic Operation. In this manual,
JP1/Automatic Operation is abbreviated to JP1/A0.

For reference information on JP1/AO manuals and a glossary, see the manual JPI/Automatic Operation Overview and
System Design Guide.

m Intended readers
This manual is intended for:
e Users who add service templates to the JP1/AO system

» Users who want to know more about service templates or plug-ins

m Microsoft product name abbreviations

This manual uses the following abbreviations for Microsoft product names.

Abbreviation Full name or meaning

NET Framework Microsoft(R) .NET Framework

Active Directory Microsoft(R) Active Directory

Hyper-V Hyper-V 2016 Microsoft(R) Windows Server(R) 2016 Hyper-V(R)
Microsoft Access Database Engine Microsoft(R) Access Database Engine 2010(32-bit)

Microsoft(R) Access Database Engine 2016(32-bit)
Microsoft Excel Microsoft(R) Excel 2016
Microsoft(R) Excel 2019
Microsoft(R) Excel 2021
Windows Windows Server Microsoft(R) Windows Server(R) 2016 Datacenter”!
Microsoft(R) Windows Server(R) 2016 Standard®!
Microsoft(R) Windows Server(R) 2019 Datacenter*!
Microsoft(R) Windows Server(R) 2019 Standard®!
Microsoft(R) Windows Server(R) 2022 Datacenter”!

Microsoft(R) Windows Server(R) 2022 Standard*!

#1
Note that this does not apply to environments in which Server Core is installed.

m Formatting conventions used in this manual

The following describes the formatting conventions used in this manual.
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Text formatting = Description

Character string | ltalic characters indicate a variable.
Example: A date is specified in YYYYMMDD format.

Bold - Bold Indicates selecting menu items in succession.
Example: Select File - New.
This example means that you select New from the File menu.

key + key Indicates pressing keys on the keyboard at the same time.
Example: Ctrl + Alt + Delete means pressing the Ctrl, Alt, and Delete keys at the same time.

m Representation of JP1/AO-related installation folders

In this manual, the default installation folders for the Windows version of JP1/AQO are represented as follows:

JP1/AOQ installation folder:
system-drive\Program Files\Hitachi\JP1AO

Common Component installation folder:
system-drive\Program Files\Hitachi\HiCommand\Base64

The installation folders for the Linux version of JP1/AO are as follows:
JP1/AOQO installation folder:

* /opt/jplao

e /var/opt/jplao

Common Component installation folder:
/opt/HiCommand/Base64

m Diagrams of windows in the manual

Some windows in this manual might differ from the windows of your product due to improvements, browser
differences, etc without prior notice. Please keep this in mind before reading this manual.

m Abbreviations for product names

This manual uses the following abbreviations for the target operating systems and product names.

Abbreviation Full name or meaning
JP1/AJS3 - Agent JP1/Automatic Job Management System 3 - Agent 10-00 or later
JP1/AJS3 - Manager JP1/Automatic Job Management System 3 - Manager 10-00 or later
JP1/Base JP1/Base 10-00 or later”!
JPI/IM JP1/IM - Manager JP1/Integrated Management - Manager 10-00 or later

JP1/IM - View'? JP1/Integrated Management - View

JP1/Integrated Management 2 - View

JP1/Integrated Management 3 - View
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Abbreviation

JP1/IM - NP

JP1/IM-SS

JP1/NNMi

JP1/PFM

JP1/PFM - Base

JP1/PFM - Manager

JP1/PFM - RM

JP1/Cm2/NNMi

JP1/PFM - WebConsole

JP1/TELstaff

JP1/VERITAS

UNIX Linux

VMware

VMware PowerCLI

Miracle Linux

Oracle Linux

Red Hat Enterprise Linux Server

Rocky Linux

Full name or meaning

JP1/Integrated Management - Navigation Platform
JP1/Navigation Platform

JP1/Integrated Management - Service Support 10-10 or later
JP1/Service Support 11-00 or later

JP1/Cm2/Network Node Manager i 10-00 - 10-50
JP1/Network Node Manager i 11-00 - 13-00
JP1/Performance Management

JP1/Performance Management - Base 10-00 or later
JP1/Performance Management - Manager 10-00 or later
JP1/Performance Management - Remote Monitor for Platform 10-00 or later
JP1/Performance Management - Web Console 10-00 or later
JP1/TELstaff 11-00 or later

JP1/VERITAS NetBackup 7.6

JP1/VERITAS NetBackup 7.7

JP1/VERITAS NetBackup 8.0

JP1/VERITAS NetBackup 8.1

JP1/VERITAS NetBackup 8.2

JP1/VERITAS NetBackup 8.3

JP1/VERITAS NetBackup 9.0

JP1/VERITAS NetBackup 9.1

JP1/VERITAS NetBackup 10.0

JP1/VERITAS NetBackup 10.1

Miracle Linux(R) 8

Oracle Linux(R) Operating System 8 (64-bit x86_64)
Oracle Linux(R) Operating System 9 (64-bit x86_64)
Red Hat Enterprise Linux(R) Server 7 (64-bit x86_64)
Red Hat Enterprise Linux(R) Server 8 (64-bit x86_64)
Red Hat Enterprise Linux(R) Server 9 (64-bit x86_64)
Rocky Linux(R) 8

VMware(R)

VMware PowerCLI 12.0.0

VMware PowerCLI 12.1.0

VMware PowerCLI 12.2.0
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Abbreviation Full name or meaning

VMware PowerCLI VMware PowerCLI 12.3.0
VMware PowerCLI 12.4.0
VMware PowerCLI 12.4.1
VMware PowerCLI 13.0

VMware vCenter Server VMware vCenter Server(R) 7.0
VMware vCenter Server(R) 8.0

VMware vSphere ESXi VMware vSphere(R) ESXi(TM) 7.0

VMware vSphere(R) ESXi(TM) 8.0

#1

JP1/Base version 13 or later is the name of a breakdown model of JP1/IM - Manager, JP1/AJS3 - Manager, and

JP1/AJS3 - Agent.

#2
JP1/IM - View version 11 or later is the name of a breakdown model of JP1/IM - Manager.
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Notices 2
Summary of amendments 7
Preface 8

Overview of Service Templates 25
Types of service templates and plug-ins 26

Interpreting the service template reference 28
Interpreting the plug-in reference 31
Notes common to service templates 33

JP1/AO Standard-package Service Templates 37
List of JP1/AO standard-package service templates 38

List of the service templates used for JP1 (configuration) 38

List of the service templates used for JP1 (operation) 38

List of the service templates used for JP1 (reporting) 40

List of the service templates used for JP1 (troubleshooting) 40

List of the service templates used for OS (generic processing) 41

List of the service templates used for OS (operation) 41

List of the service templates used for providing Plug-ins 41

Usage examples of service templates for operation and monitoring 42
Usage example of Add monitoring setting service template 42

Usage example of Add operational user service template 45

Usage example of Batch change of operation users service template 47
System configuration of JP1/AO standard-package templates 52
System configuration of Add monitoring setting service template 52
System configuration of Delete monitoring setting service template 53
System configuration of Add operational user service template 54
System configuration of Change operational user service template 54
System configuration of Delete operational user service template 55
Service templates for JP1 (configuration) 56

Add JP1/Base monitoring settings 56

Add JP1/Base monitoring setting (repeated flow) 62

Deletion of nodes monitored by JP1/Cm2 65

Deletion of nodes monitored by JP1/Cm2 (repeated flow) 67
Adding of a node to be monitored by JP1/Cm2 67

Adding of nodes to be monitored by JP1/Cm2 (repeated flow) 70
Replicating a JP1/PFM alarm definition 70

JP1/Automatic Operation Service Template Reference




Create JP1/VERITAS Backup Policy 77

Create JP1/VERITAS Backup Policy(SYSTEM) 81
Delete monitoring setting 85

Delete monitoring setting (repeated flow) 91

Add monitoring setting 91

Add monitoring setting (repeated flow) 99

Service templates for JP1 (operation) 102

Register JP1/AJS jobnet for execution 102

JP1/AJS jobnet planned execution registration 105
JP1/AJS jobnet scheduled execution results output 110
JP1/AJS root jobnet migration 115

JP1/AJS root jobnet migration (repeated flow) 124
JP1/AJS root jobnet migration(SYSTEM) 129

JP1/AJS root jobnet migration(SYSTEM)(repeated flow) 138
JP1/AJS root jobnet deletion 143

JP1/AJS root jobnet deletion (repeated flow) 150
JP1/AJS root jobnet deletion(SYSTEM) 152

JP1/AJS root jobnet deletion(SYSTEM)(repeated flow) 158
Obtain JP1/CM2 monitored node list 160

Update JP1/IM-SS Item information 163

Register a JP1/IM-SS Item 166

Get list of JP1/PFM monitoring targets 172

Get list of JP1/PFM alarm information 175

Get list of JP1/PFM process monitoring settings 178
Execution of instant recovery of JP1/VERITAS 181

End of instant recovery of JP1/VERITAS 185

Perform JP1/VERITAS backup 191

Virtual-machine restoration with JP1/VERITAS 194

Get JP1 events 202

Get list of JP1 users 208

Get JP1 user mapping definition 210

Batch change of operation users 212

Batch change of operation users (repeated flow 1) 224
Batch change of operation users (repeated flow 2) 224
Batch change of operation users(SYSTEM) 225

Batch change of operation users(SYSTEM)(repeated flow 1)
Batch change of operation users(SYSTEM)(repeated flow 2)
Delete operational user 237

Delete operational user(SYSTEM) 241

Add operational user 246

Add operational user(SYSTEM) 254
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Change operational user 262

Change operational user(SYSTEM) 268

Service templates for JP1 (reporting) 274

Get JP1/PFM report 274

Service templates for JP1 (troubleshooting) 278

Get JP1/AJS and JP1/Base logs 278

Get JP1/IM and JP1/Base logs 287

Changing of the JP1 event action status 294

Registration of the JP1 event 297

Service templates for OS (generic processing) 301

Execute Remote Command 301

Service templates for OS (operation) 304

Get Lists of Users from Multiple Servers 304

Get Lists of Users from Multiple Servers (repeated flow) 308
Get Lists of Users from Multiple Servers(SYSTEM) 309

Get Lists of Users from Multiple Servers(SYSTEM)(repeated flow) 314
Get List of Users from Server 315

Service templates for providing Plug-ins 318

Utility Components 318

JP1/AO Content Pack Service Templates 319
List of JP1/AO Content Pack service templates 320

List of the service templates used for AWS (configuration) 320

List of the service templates used for AWS (operation) 320

List of the service templates used for Hyper-V 2016 (configuration) 320
List of the service templates used for Hyper-V 2016 (operation) 321
List of the service templates used for OS (configuration) 321

List of the service templates used for vSphere (configuration) 321

List of the service templates used for vSphere (operation) 322

List of the service templates used for providing Plug-ins 323

Usage examples of service templates relating to virtual servers 325
Usage example of Migrate Virtual Machine service template 325
System configurations for JP1/AO Content Pack service templates 328
System configuration of Deploy and Setup OS on Virtual Machine 329
System configuration of Add Virtual Disk to Virtual Machine 329
System configuration of Delete Virtual Machine 330

System configuration of Remove Virtual Disk from Virtual Machine 330
System configuration of Modify Virtual Machine Configuration 331
System configuration of Create Snapshot of Virtual Machine 331
System configuration of Start Virtual Machine 332

System configuration of Stop Virtual Machine 332

System configuration of Restart Virtual Machine 333
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System configuration of Migrate Virtual Machine 334

System configuration of Pre-check for OS Deployment on Virtual Machine 335
System configuration of Get List of Virtual Machines from VMware vSphere 335
System configuration of Clone Virtual Machine 336

System configuration of Delete Cloned Virtual Machine 336
Service templates for AWS (configuration) 337

Delete a virtual server 337

Add a virtual server (deploy) 340

Service templates for AWS (operation) 346

Start virtual servers 346

Start virtual servers (repeated flow) 349

Stop virtual servers 349

Stop virtual servers (repeated flow) 352

Service templates for Hyper-V 2016 (configuration) 354
Change virtual server specifications (CPU and memory) 354
Delete virtual server 362

Add a virtual server (deploy/OS initial settings) 368

Add virtual server (virtual disk) 386

Service templates for Hyper-V 2016 (operation) 393

Start virtual server 393

Start virtual server (repeated flow) 396

Restart virtual server 397

Restart virtual server (repeated flow) 401

Obtain virtual server information list 402

Stop virtual server 405

Stop virtual server (repeated flow) 408

Service templates for OS (configuration) 409

Windows update program installation 409

Windows update program installation (repeated flow) 417
Windows update program installation(SYSTEM) 417
Windows update program installation(SYSTEM)(repeated flow) 425

Service templates for vSphere (configuration) 426
Script execution through the vCenter server 426
Modify Virtual Machine Configuration 432

Create Snapshot of Virtual Machine 441

Delete Virtual Machine 447

Remove Virtual Disk from Virtual Machine 453
Deploy and Setup OS on Virtual Machine 458

Add Virtual Disk to Virtual Machine 474

Add virtual server (virtual disk) (repeated flow) 480
Service templates for vSphere (operation) 482

JP1/Automatic Operation Service Template Reference




Clone Virtual Machine 482

Delete Cloned Virtual Machine 489

Migrate Virtual Machine 493

Migrate virtual server (repeated flow) 496

Start Virtual Machine 497

Start virtual server (repeated flow) 501

Restart Virtual Machine 502

Restart virtual server (repeated flow) 506

Get List of Virtual Machines from VMware vSphere 507
Pre-check for OS Deployment on Virtual Machine 511
Stop Virtual Machine 517

Stop virtual server (repeated flow) 521

Service templates for providing Plug-ins 522

AWS Components 522

Hyper-V2016 Components 522

vSphere Components 522

JP1/AO Standard-package Plug-ins 524
List of basic plug-ins 525

Basic plug-ins 526

Notes common to basic plug-ins 526
General command plug-in 526
File-Transfer Plug-in 534

Repeated execution plug-in 542
Email notification plug-in 546
User-response wait plug-in 548
Standard output plug-in 554
Terminal connect plug-in 556
Terminal command plug-in 566
Terminal disconnect plug-in 573
Flow plug-in 575

Interval plug-in 576

Branch by returncode plug-in 577
Test value plug-in 580
Abnormal-end plug-in 584

Branch by property value plug-in 585

JavaScript plug-in 588

File export plug-in 592

Web client plug-in 596

Python plug-in 603

List of plug-ins in the JP1/AO Content Set 608
List of the Active Directory-related Plug-ins 608
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List of the JP1-related Plug-ins 609

List of the JP1/AJS-related Plug-ins 609

List of the JP1/Base-related Plug-ins 610

List of the JP1/IM-related Plug-ins 611

List of the JP1/NNMi-related Plug-ins 611

List of the JP1/PFM-related Plug-ins 611

List of the JP1/SS-related Plug-ins 612

List of the JP1/VERITAS-related Plug-ins 612

List of the OS-related Plug-ins 613

List of the TELstaff-related Plug-ins 615

List of the UNIX-related Plug-ins 615

List of the Windows-related Plug-ins 615

Active Directory-related Plug-ins 616

Moving an object in the Active Directory 616

Searching for an object in the Active Directory 618
Delete an object from the Active Directory instance 620
Acquiring a group member list in the Active Directory 622
Changing the group attribute in the Active Directory 624
Add a group to the Active Directory instance 626
Changing the OU attribute of the Active Directory 628
Acquiring a UPN list in the Active Directory 630

Adding an OU to the Active Directory 632

Unlocking user account in the Active Directory 634

Changing the user password in the Active Directory 636

Modify user attributes on the Active Directory instance 638
Add a user to the Active Directory instance 642

Delete a member from an existing Active Directory group 647
Add a member to an existing Active Directory group 649
Changing the attribute of the contact in the Active Directory 651
Adding a contact in the Active Directory 654

JP1-related Plug-ins 658

JP1 silent install (UNIX) 658

JP1 silent install (Windows) 660

JP1 apply patch (UNIX) 661

JP1 apply patch (Windows) 664

JP1/AJS-related Plug-ins 667

Register for JP1/AJS jobnet fixed execution 667

Forced termination of JP1/AJS jobnet 670

Register for JP1/AJS jobnet planned execution 673
Re-execute JP1/AJS jobnet 675

Change JP1/AJS jobnet execution schedule 679
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Stop JP1/AJS jobnet execution 683

Register JP1/AJS jobnet for execution 686

JP1/AJS jobnet scheduled execution results output 689
Suspend JP1/AJS jobnet 692

Change hold attribute for JP1/AJS jobnet 694

Change JP1/AJS job status 698

Get JP1/AJS jobnet execution results 701

Get JP1/AJS troubleshooting information 703

Start JP1/AJS(UNIX) 705

Obtain Status of JP1/AJS 707

Stop JP1/AJS(UNIX) 710

Check JP1/AJS unit existence 712

JP1/Base-related Plug-ins 716

Start event service of JP1/Base(UNIX) 716

Obtain event service Status of JP1/Base 717

Stop event service of JP1/Base(UNIX) 720

Get JP1/Base troubleshooting information 721

Change password management information in JP1/Base 723
Change password management information in JP1/Base(SYSTEM)
Add JP1/Base user mapping 727

Add JP1/Base user mapping(SYSTEM) 729

Start JP1/Base 730

Obtain Status of JP1/Base 732

Stop JP1/Base(UNIX) 735

Delete JP1/Base user mapping 736

Delete JP1/Base user mapping(SYSTEM) 738

JP1/Base common definition information setting 740

Set JP1/Base permissions 742

Set JP1/Base permissions(SYSTEM) 744
Registration of a JP1 event 746

Change JP1 user password 750

Change JP1 user password(SYSTEM) 752
Get list of JP1 users 754

Delete JP1 user 756

Delete JP1 user(SYSTEM) 758

Delete JP1 user permissions 760

Delete JP1 user permissions(SYSTEM) 762
Add JP1 user 764

Add JP1 user(SYSTEM) 766

Delete OS user information 768

Delete OS user information(SYSTEM) 770
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Check mapping information 772
JP1/IM-related Plug-ins 774

Collect JP1/IM troubleshooting information 774
Changing the JP1 event action status 775

Get JP1 event 778

JP1/NNMi-related Plug-ins 781

Output of the NNMi topology database content 781
Delete monitored node 782

Add monitored node 784

JP1/PFM-related Plug-ins 786

Set Store database storage conditions 786
Copy alarm table (JP1/PFM) 788

Delete alarm table (JP1/PFM) 790

Acquire alarm table information (JP1/PFM) 792
Get list of alarm table names (JP1/PFM - RM) 795
Unbind alarm (JP1/PFM - RM) 797

Bind alarm (JP1/PFM - RM) 799

Import alarm definition file (JP1/PFM) 802
Export alarm definition file (JP1/PFM) 804

Set agent hierarchy 807

Synchronize service information 809

Get list of process monitoring settings 811

Add process monitoring settings 813

Get report 815

Add monitoring setting 817

Delete monitoring target (JP1/PFM - RM) 819
Add monitoring target (JP1/PFM - RM) 822
Display monitoring targets (JP1/PFM - RM) 825
JP1/SS-related Plug-ins 827

Update JP1/IM-SS Instance 827

Register JP1/IM-SS Instance 832
JP1/VERITAS-related Plug-ins 841

Execute instant recovery (JP1/VERITAS) 841
End instant recovery (JP1/VERITAS) 844
Initialize Backup Policy (VMware) 846

Change Backup Policy Attributes (VMware) 848
Create Backup Policy 851

Add Clients to Backup Policy 853

Change Backup Policy Schedule Attributes 856
Add Schedule to Backup Policy 860

Add File List to Backup Policy 862
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Perform backup (JP1/VERITAS) 864
Virtual-machine restoration 866

Rename-file creation 868

OS-related Plug-ins 874

Update cell data in a CSV/Excel file 874
Acquisition of cell data from a CSV/Excel file 880
Division of data from a CSV/Excel file 886
Acquisition of row data from a CSV/Excel file 892
Acquisition of row data from a CSV/Excel file(SYSTEM) 903
Acquisition of column data from a CSV/Excel file 913
Acquisition of column data from a CSV/Excel file(SYSTEM) 919
Division of data from a CSV file 924

Excel to CSV file convert 930

Send ICMP echo request message 934

Set IP address 936

Operate OS Service 939

Change password for OS user 943

Change password for OS user(SYSTEM) 945

Get list of OS users 947

Delete OS user 949

Delete OS user(SYSTEM) 951

Output OS type 953

Shutdown Server 954

Restart Server 957

Extract character string in a text file 960

Copy file 962

Obtaining the file size 963

Compressing a file 965

Decompressing a file 968

Obtaining the latest update time stamp of a file 970
Converting the character encoding of a file 973
Acquiring access authority of a file or folder 975
Confirm file or folder existence 978

Moving a file 980

Obtaining a file list 982

Delete file 984

Delete file(SYSTEM) 986

Create folder 987

Delete folder 988

Acquiring process information 990
Get host name 993
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Execution Wait 995

Calculating dates and times 996

Obtain date and time 999

Comparing dates and times 1003

Sorting character strings 1006

Filter Text 1008

Search Text 1013

Replace character string 1016

Adding a character string 1019

TELstaff-related Plug-ins 1022

Notifications by TELstaff 1022

UNIX-related Plug-ins 1025

Add OS user (UNIX) 1025

Change file or directory access permissions 1026
Windows-related Plug-ins 1029

Get CSV data 1029

Send ICMP echo request message (confirm no response)
Changing the account for the OS service 1034
Startup setting for the OS service 1036

Set group of OS user (Windows) 1038

Set group of OS user (Windows)(SYSTEM) 1040
Add OS user (Windows) 1042

Add OS user (Windows)(SYSTEM) 1045
Configure Windows firewall 1047

Get event list from Event log 1049

Create event for Eventlog 1051

Printing a file (in Windows) 1053

Change file or folder access permissions 1056
Time determination 1059

JP1/AO Content Pack Plug-ins 1063
List of JP1/AO Content Pack plug-ins 1064

List of the AWS-related Plug-ins 1064

List of the Hyper-V 2016-related Plug-ins 1064
List of the OS-related Plug-ins 1065

List of the vSphere-related Plug-ins 1065

List of the Windows-related Plug-ins 1067
AWS-related Plug-ins 1068

AMI creation 1068

Stack creation 1070

Stack deletion 1075

Stack information list 1078
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Creating a snapshot 1080

Deleting a snapshot 1082

Acquiring a list of information about snapshots
Uploading a file 1086

Downloading a file 1088

Deleting a file 1090

Virtual server resources configuration 1092
Shut down a virtual server 1094

Start a virtual server 1096

Create a virtual server 1098

Delete a virtual server 1103

Virtual server information list 1105

Obtain status of virtual server 1108

Hyper-V 2016-related Plug-ins 1111

Create a response file 1111

Change CPU Settings of Virtual Server 1116
Obtain IP Address of Virtual Server 1118

Shut down a virtual server 1120

Change Memory Settings of Virtual Server 1122
Virtual server virtual switch settings 1125

Start a virtual server 1127

Create a virtual server 1129

Delete Virtual Servers 1132

Obtain the virtual server information list 1135
Obtain Status of Virtual Server 1137

Unmount a virtual disk 1139

Mount a virtual disk 1140

Create Virtual Disk 1143

Connect Virtual Disk 1145

OS-related Plug-ins 1148

Set static route 1148

vSphere-related Plug-ins 1150

DRS automation level setting for the DRS clusters 1150
Add a DRS rule (from virtual server to host) 1153
Set maintenance mode for the ESX server 1156
Move the ESX server 1158

Obtain list of virtual network information for the ESX server 1161
Set FC path priority 1163

Set virtual server options for the HA cluster 1166

Monitoring settings for the virtual server in the HA cluster 1169
Recognize LUN 1173
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Get canonical name of SCSI LUN 1175

Script execution through the vCenter server 1178
File deletion through the vCenter server 1182

File transmission through the vCenter server 1186
Folder deletion through the vCenter server 1190
Folder transmission through the vCenter server 1193
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Create a template 1207

Delete a template 1211
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Add a network adapter 1217

Set traffic shaping policy for the port group 1220

Set host DRS group 1224

Retrieving log bundles 1227

Set the virtual server DRS group 1231

Get virtual server IP address 1234

Set OS init. settings and IP addr. of virtual servers (Linux) 1237
Set OS init. settings and IP addr. of virtual servers (Windows) 1244
Creating a virtual server clone 1251

Deletion of a virtual server clone 1254

Shut down virtual server 1257

Moving a virtual server snapshot 1260

Creating a virtual server snapshot 1262

Deletion of a virtual server snapshot 1265

Migrate virtual server 1267

Resource configuration setting of the virtual server 1271
Pre-eval. of resource configuration changes in virtual server
Set virtual server resources 1278

Pre-evaluation of resource changes in virtual server 1281
Start virtual server 1284

Create virtual server 1287

Delete virtual server 1292

Get power status of virtual server 1295

Add virtual disk to virtual server 1297

Check virtual server creation 1302

Get list of virtual server information 1306

Extend a virtual disk 1308

Delete virtual disk 1311
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Overview of Service Templates

This chapter describes the service templates and plug-ins required to automate operating
procedures in IT systems.

This chapter describes how to interpret the reference material about service templates and plug-ins,
and provides cautionary notes common to both elements. For this reason, we recommend that you

read this chapter before chapter 2 and subsequent chapters. These later chapters provide more
detailed information about service templates and plug-ins.
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1.1 Types of service templates and plug-ins

JP1/AO provides two types of service templates and plug-ins:

¢ Service templates and plug-ins in the JP1/AO standard package

* Service templates and plug-ins available by purchasing the JP1/AO Content Pack

Service templates and plug-ins are categorized by the function.

Table 1-1: Overview of service templates and plug-ins in the JP1/AO standard package

Type

Service template

Basic plug-in

Content plug-in

1. Overview of Service Templates

Category name
Service templates for JP1 (configuration)
Service templates for JP1 (operation)

Service templates for JP1 (reporting)

Service templates for JP1 (troubleshooting)

Service templates for OS
(generic processing)

Service templates for OS (operation)

Service templates for providing Plug-ins

Active Directory-related Plug-ins
JP1-related Plug-ins
JP1/AJS-related Plug-ins
JP1/Base-related Plug-ins
JP1/IM-related Plug-ins
JP1/NNMi-related Plug-ins
JP1/PFM-related Plug-ins
JP1/SS-related Plug-ins
JP1/VERITAS-related Plug-ins
OS-related Plug-ins
UNIX-related Plug-ins
Windows-related Plug-ins

TELstaff-related Plug-ins

Description
Service templates for configuring JP1 products.
Service templates for operating JP1 products.

Service templates for creating reports using
JP1 products.

Service templates for troubleshooting errors using
JP1 products.

Service templates for performing generic processing in
cooperation with the OS (Windows or UNIX).

Service templates for linking with and operating
Windows and Linux.

A service template for importing all JP1/AO Standard-
package content plug-ins. The service template
imports the latest version of each plug-in.

Note that you cannot execute this service template as a
service. It is intended to be used as the basis for service
template development.

A plug-in that performs generic processing like email
notification and flow repetition.

Plug-ins that interact with Active Directory.
Plug-ins that interact with JP1.

A plug-in that interacts with JP1/AJS3.

A plug-in that interacts with JP1/Base.

A plug-in that interacts with JP1/IM.
Plug-ins that interact with HP NNM.i.
Plug-ins that interact with JP1/PFM.

A plug-in that interacts with JP1/IM-SS.
Plug-ins that interact with JP1/VERITAS.
A plug-in that interacts with Windows and Linux.
A plug-in that interacts with Linux.

A plug-in that interacts with Windows.

Plug-ins that interact with TELstaff.
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Table 1-2: Overview of service templates and plug-ins available by purchasing the JP1/AO Content

Pack
Type

Service template

Content plug-ins

Related topics

Category name

Service templates for AWS (configuration)

Service templates for AWS (operation)

Service templates for Hyper-V 2016 (configuration)

Service templates for Hyper-V 2016 (operation)

Service templates for OS (configuration)

Service templates for vSphere (configuration)

Service templates for vSphere (operation)

Service templates for providing Plug-ins

AWS-related Plug-ins

Hyper-V 2016-related Plug-ins

OS-related Plug-ins

vSphere-related Plug-ins

Windows-related Plug-ins

Description

Service templates for configuring a virtual
server by using AWS.

Service templates for operating a virtual
server by using AWS.

Service templates for configuring a
virtual server in a Hyper-V environment.
(Windows Server 2016)

Service templates for operating a virtual
server in a Hyper-V environment.
(Windows Server 2016)

Service templates for configuring the
OS information.

Service templates for configuring a virtual
server in a vSphere environment.

Service templates for operating a virtual
server in a vSphere environment.

Service templates for importing the plug-
ins that are provided by JP1/AO Content
Pack. For details about the plug-ins that
are imported, see A.4 List of plug-ins
contained in service templates.

Note that you cannot execute these
service templates as services. Use these
service templates for developing service
templates only.

Plug-ins that interact with AWS.

Plug-ins that interact with Hyper-V.
(Windows Server 2016)

Plug-ins that interact with the OS.
(Windows or Linux)

Plug-ins that interact with vSphere

Plug-ins that interact with Windows

e 2. JP1/AO Standard-package Service Templates
e 3. JP1/AO Content Pack Service Templates

e 4. JP1/AO Standard-package Plug-ins

e 5. JP1/AO Content Pack Plug-ins
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1.2 Interpreting the service template reference

This section describes how to interpret the service template reference provided in chapters 2 and 3.

Function

Describes the functionality provided by the service template.

Prerequisites

Describes the prerequisites, if any, for executing the service.

Cautionary notes

Describes cautionary notes the operator needs to be aware of when executing the service.

Permissions

Shows the permissions required to execute the service.

Version

Shows the version of the service template.

Tag

Shows the tags that are set in the service template.

Property list

Shows the properties of the service template. The following information is provided:

* Property group

The group in which the property is classified. This information is only provided if a property group is assigned to the

service template.

Table 1-3: Items described in the property list (property group)

Item Description

Property group The name of the property group.

Description The description of the property group.

Initial display Shows whether properties that belong to the property group are listed as the initial display.

* Property overview

This table shows the information displayed for the property in the JP1/AO user interface, the property type, and

other information.

Table 1—4: Items described in property list (property overview) (for service templates)

Item Description

Property key The property key of a property set in the service template.

Property name The property name displayed in the Service Definition and Submit Service windows.
Description The description displayed in the Service Definition and Submit Service windows.
1/0 type The input/output type of the property, as one of the following:

¢ Input: Indicates an input property.
¢ Output: Indicates an output property.

1. Overview of Service Templates
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ltem Description
I/O type * Variable: Indicates a variable.

Shared The scope of the property.

¢ Enabled: The Service Share Property check box is selected for the property in the Scope area in the
Create Input Property for Service or Edit Input Property for Service dialog box.

¢ Disabled: The Service Share Property check box is cleared for the property.
Required Whether the property is required or optional.
* R (Required): The property must be specified.
* O (Optional): The property can be omitted. However, the property might be mandatory depending on what
is specified for other properties. See the Description of each property.

Property group The property group into which each property is classified.

¢ Values that can be specified in the property

For input properties, this section shows the characters that can be specified in the property, or the values that can be
selected from the list.

Table 1-5: Items described in the property list (values that can be specified in the property) (for
service templates)

Item Description
Property key The property key of a property set in the service template.
Characters that can be input The characters that can be input into the property, or the values that can be selected from the list.

Flow specification details

This section shows the detailed specification of the flow of the service template.
The following details are described:

Table 1-6: Items described in Flow specification details

ltem Description
Hierarchy The position of the step in the hierarchy of the flow.
Display name in the Task Details window” The display name in the Task Details window.
Display Name® The name of a step in the hierarchy displayed in the Flow
tab of the Service Builder Edit window.
Plug-in Plug-in name The name of a plug-in used in the service template.
Description The description of the plug-in.
Error recovery method A description of how to recover from errors that occur in
the plug-in.
#:

Because repeated flows are not displayed in the Flow tab of the Service Builder Edit window, the display name in
the Task Details window is used as Processing for repeated flows.

Related topics
* 2. JP1/AO Standard-package Service Templates
* 3. JP1/AO Content Pack Service Templates
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* 1.4 Notes common to service templates

* QOverview of service property in the JP1/AO Service Template Developer's Guide

1. Overview of Service Templates
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1.3 Interpreting the plug-in reference

This section describes how to interpret the plug-in reference provided in chapters 4 and 5.

Function

Describes the functionality provided by the plug-in.

Usage scenario

Describes an example of a scenario in which the plug-in is used.

Prerequisites

Describes the prerequisites, if any, for executing a service that includes the plug-in.

Cautionary notes

Describes cautionary notes the operator needs to be aware of when executing a service that includes the plug-in.

Permissions

Shows the permissions required to execute a service that includes the plug-in.

Version

Shows the version of the plug-in.

Tag
Shows the tags that are set for the plug-in.

Plug-in name displayed in the task log

Shows the plug-in name displayed in the task log.

Return code

Shows the return code of the plug-in.

Property list

Shows the properties of the plug-in. The following information is provided:

Table 1-7: Items described in the property list (plug-in)

ltem Description

Property key The property key displayed in the Edit Plug-in dialog box.
Property name The property name displayed in the Edit Plug-in dialog box.
Description The description of the property.

Default value The default value of the property.

* --: No value is assigned.

I/O type The input/output type of the property, as one of the following:
¢ Input: Indicates an input property.
e Output: Indicates an output property

Required Whether the property is required or optional.
* R (Required): The property must be specified

1. Overview of Service Templates
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Item Description
Required ¢ O (Optional): The property can be omitted. However, the property might be mandatory depending on what is
specified for other properties. See the Description of each property.
Related topics
* 4. JP1/AO Standard-package Plug-ins
e 5. JP1/AO Content Pack Plug-ins

1. Overview of Service Templates
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1.4 Notes common to service templates

The following cautionary notes apply to the service templates provided by JP1/AO:

¢ The locale setting applied at plug-in execution differs depending on the operating system on the operation-
target device.

e For Windows
The locale depends on the configuration of the operating system.

e For UNIX

The following services are executed with the locale LANG=C :Characters might become garbled when these
services are used with multi-byte characters.

Table 1-8: List of services executed with LANG=C

Category Service

Service templates for JP1 (configuration) Add monitoring setting
Delete monitoring setting
Add JP1/Base monitoring settings
Adding of a node to be monitored by JP1/Cm?2
Deletion of nodes monitored by JP1/Cm2

Service templates for JP1 (operation) Add operational user
Change operational user
Delete operational user
JP1/AJS root jobnet migration
Register JP1/AJS jobnet for execution
Get JP1 events
Get list of JP1/PFM monitoring targets
Get list of JP1/PFM alarm information
Get list of JP1/PFM process monitoring settings
Obtain JP1/CM2 monitored node list
Get list of JP1 users
Get JP1 user mapping definition
Batch change of operation users

Service templates for JP1 (reporting) Get JP1/PFM report

Service templates for JP1 (troubleshooting) = Get JP1/AJS and JP1/Base logs
Get JP1/IM and JP1/Base logs
Changing of the JP1 event action status

Service templates for OS (operation) Get list of OS users
Get lists of OS users by batch

All other services use the default locale of the connected user.

* When you execute a plug-in, certain commands must already be installed in the operating system of the operation-
target device. For details, see the release notes.

 If the operation target device is running UNIX, files are transferred from the device to the JP1/AO server in binary
mode. For this reason, when a text file is transferred, the linefeed code is not converted to a code that is appropriate
for Windows. Conversely, when you transfer a file from the JP1/AO server to the operation target device, make sure
that the linefeed code in the file conforms to the specification of the OS of the device.

¢ Ifthe operation target device is running Windows and you specify an output file in a property of the service template,
do not use the following reserved keywords as file names:
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CON, PRN, AUX, CLOCKS$, NUL, COM0, COM1, COM2, COM3, COM4, COMS5, COM6, COM7, COMS,
COMO, LPTO, LPT1, LPT2, LPT3, LPT4, LPT5, LPT6, LPT7, LPT8, LPT9

* (Local) in the property name indicates that the file or folder is located on the JP1/AO server. (Remote) means that
the file or folder is on the operation target device.

» [fa service that uses an Email Notification Plug-in or User-Response Wait Plug-in to send email uses machine-
dependent characters or characters that are incompatible with the character set assigned to the JP1/AO server and
the operation-target device in the subject line or body of an email, characters are replaced with question marks (?)
or other characters. In this scenario, either change the characters in the email, or change the encoding of the email.

The following characters might not be converted correctly:

~EN ~ - 6,8, -

¢ To connect to an operation-target device, you need to define a Connection Destination. If the operation-target device
is running Windows, specify Windows as the protocol. If the device is running UNIX, specify SSH.

¢ If you execute multiple services concurrently on a given Hyper-V server, the command executed by JP1/AO might
result in an error, causing the task to terminate abnormally. In this case, CommandExitCode: False is output to
the task log and the plug-in returns code 27.

* The content plug-ins provided by JP1/AO are set to be executed by automatically elevating the user's privileges
to root permission. The exceptions are the following plug-ins, which are set to be executed without elevating the
privileges of the user who connects to the operation-target device.

» Update cell data in a CSV/Excel file

* Acquisition of cell data from a CSV/Excel file
* Division of data from a CSV/Excel file

* Output OS type

e Calculating dates and times

The service templates provided by JP1/AO use content plug-ins that must be executed by a user with root permission.
When you execute the content plug-ins that must be executed by a user with root permission, root elevation is
performed by executing su command. That promote non-superuser users.

At this time, the superuser password is entered at the password prompt returned from the OS.
Therefore, if the OS of the operation-target device is UNIX, the following should be done.

* Enable root elevation on operation-target device.
* Enable the superuser on operation-target device.
* Set the superuser password on operation-target device.

* Set the user ID whose UID is not the same as superuser in the agentless connection definition.
You can set superuser itself.

* Set the superuser password in the agentless connection definition.

* A content plug-in might return a value outside the 0 to 63 range. For details about the meaning of return
values outside this range, see Return values of content plug-ins in the JP1/Automatic Operation Service Template
Developer's Guide.

* Do not use the following multi-byte symbols in the properties of service templates and plug-ins:

In addition, do not insert line breaks in these properties.

* The values you can specify in the properties of a service template depend on the data type. The range of values you
can specify for each data type is shown below.

If the range of values you can specify for a property has been limited in your system, specify a value within that range.
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* For string data
1,024 characters

* For integer data
-2147483648 to 2147483647

¢ For double data

A numerical value from approximately +4.9 x 107324 to £1.7 x 10398
Note that you cannot enter this value in the form of an exponent. We recommend that the value you specify has
no more than 15 significant digits.
* For password data
1,024 characters

* For composite data
30 MB

* When you use a user-defined character or surrogate pair character in an input value or input file of a property,
characters might become garbled or might not be processed as the intended character.

» The service templates that transfer a file between the operation-target device and JP1/AO server do not convert the
character encoding of the file. Therefore, if the operation-target device and JP1/AO server use different character
encodings, the encoding for the operation-target device must be used to reference the file.

* If'the operating system of the virtual server in the VMware vSphere environment is Linux, you must use
open-vm-tools 9.10 or later for VMware Tools to be installed on the virtual server.

e When PowerCLI V6.3 or later is used on the execution target server, commandlets executed by plug-ins might
time out, causing the plug-in to end abnormally. To prevent this problem, execute the PowerCLI commandlet
Set-PowerCLIConfiguration to change the timeout value. For details about commandlets, see Cmdlets Reference in
the vSphere PowerCLI Documentation. Note that, even if a timeout occurs, the operation performed by the plug-in
might have succeeded in the VMware environment. In this case, if you change the timeout value and then re-execute
the service template, the processing of the service template might end abnormally. For this reason, check the VMware
environment before re-executing the service template.

Conditions of occurrence:

This problem occurs when all of the following conditions are met:
* PowerCLI V6.3 or later is used on the execution target server.
* The following message is output to the task log.

For PowerCLI V6.3:

The operation has timed out.

For PowerCLI V6.5:

The request channel timed out attempting to send after 00:05:00. Increa
se the timeout value passed to the call to Request or increase the Send
Timeout value on the Binding. The time allotted to this operation may h
ave been a portion of a longer timeout.

Workaround:

Perform the following procedure.

1. Launch the PowerShell prompt.
Select Start, VMware, and then VMware vSphere PowerCLI.

2. Check the PowerCLI settings.
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In the PowerCLI prompt, execute the following commandlet.

PowerCLI C:\Program Files (x86)\VMware\Infrastructure\vSphere PowerCLI>
Get-PowerCLIConfiguration
3. Change the PowerCLI settings.

In the PowerCLI prompt, execute the following commandlet.

PowerCLI C:\Program Files (x86)\VMware\Infrastructure\vSphere PowerCLI>
Set-PowerCLIConfiguration -WebOperationTimeoutSeconds timeout-value
Note: Specify the timeout value in units of seconds. For example, to set a timeout value of 10 minutes, specify 600.

4. Execute the target service from JP1/AQO.

¢ When executing the file transfer plug-in or the content plug-in with the script set, use SCP or SFTP to transfer the
file to the operation-target device. Make sure that the operation-target device has an environment in which files can
be transferred using SCP or SFTP. Note that if the operation-target device is Linux and a character string is output
from .bashrc of the connecting user, SCP might become fail. Note that the following parts correspond to "the content
plug-in with the script set".

e The JP1/AO standard-package Content plug-ins and JP1/AO Content Pack plug-ins other than the
following plug-ins.

* Shutdown Server (osShutdownServer)
* Restart Server (osRebootServer)
* The plug-in that a user created (when Script is selected for the execution method)

* For vSphere-related plug-ins and service templates, the OS for the prerequisite products for the execution
target-server is Windows Server (excluding Windows Server 2016), use JP1/Automatic Operation 12-10-01 or later
as the prerequisite product in the system.

* When connecting to the Connection Destination using SSH or Telnet, do not include commands such as stty, tty, tset,
and script that require an interactive environment in the login script of the connecting user. If so, change the login
script or create a new user who uses the login script that does not execute these commands.

1. Overview of Service Templates
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JP1/A0O Standard-package Service Templates

This chapter describes the service templates in the JP1/AO standard package.
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2.1 List of JP1/AO standard-package service templates

2.1.1 List of the service templates used for JP1 (configuration)

No. Service template name

1 Add JP1/Base
monitoring settings

2 Deletion of nodes monitored
by JP1/Cm2

3 Adding of a node to be
monitored by JP1/Cm2

4 Replicating a JP1/PFM
alarm definition

5 Create JP1/VERITAS
Backup Policy

6 Create JP1/VERITAS
Backup Policy(SYSTEM)

7 Delete monitoring setting

8 Add monitoring setting

(Legend)
--: None.

Function

Performs JP1/Base setup and adds the monitoring settings.

Deletes two or more nodes from those monitored by JP1/Cm2/NNMi.

Adds two or more nodes to be monitored by JP1/Cm2/NNMi.

Copies and binds a JP1/PFM alarm definition.

Creates a backup policy in VMware format based on the parameter sheet in a

JP1/VERITAS NetBackup environment.

Creates a backup policy in VMware format based on the parameter sheet in a
JP1/VERITAS NetBackup environment.

Deletes monitoring settings from JP1/Cm2/NNMi and JP1/PFM.

Adds multiple monitor servers to JP1/Cm2/NNMi and JP1/PFM.

2.1.2 List of the service templates used for JP1 (operation)

No. Service template name

1 Register JP1/AJS jobnet
for execution

2 JP1/AJS jobnet planned
execution registration

Function

Registers a JP1/AJS jobnet for execution.

Registers a JP1/AJS jobnet for planned execution or fixed execution.

2. JP1/AO Standard-package Service Templates

System
configuratio
n

232
System
configuratio
n of Delete
monitoring
setting
service
template

2.3.1
System
configuratio
n of Add
monitoring
setting
service
template

System
configuratio
n
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No.

11

12

13

14

16

17

18

19

20

21

22

23

Service template name

JP1/AJS jobnet scheduled
execution results output

JP1/AJS root jobnet migration

JP1/AJS root
jobnet migration(SYSTEM)

JP1/AJS root jobnet deletion

JP1/AJS root
jobnet deletion(SYSTEM)

Obtain JP1/CM2 monitored
node list

Update JP1/IM-SS
Item information

Register a JP1/IM-SS Item

Get list of JP1/PFM
monitoring targets

Get list of JP1/PFM
alarm information

Get list of JP1/PFM process
monitoring settings

Execution of instant recovery
of JP1/VERITAS

End of instant recovery of
JP1/VERITAS

Perform JP1/
VERITAS backup

Virtual-machine restoration
with JP1/VERITAS

Get JP1 events
Get list of JP1 users

Get JP1 user
mapping definition

Batch change of
operation users

Batch change of
operation users(SYSTEM)

Delete operational user

Function

Outputs the scheduled execution results of a JP1/AJS jobnet to a file.

Migrates JP1/AJS root jobnets.

Migrates JP1/AJS root jobnets.

Deletes JP1/AJS root jobnets.

Deletes JP1/AJS root jobnets.

Obtains the JP1/CM2 monitored node list.

Updates information about Items registered in JP1/IM-SS.

Registers a new Item in JP1/IM-SS.

Acquires a list of JP1/PFM - RM for Platform monitoring targets.

Acquires a list of JP1/PFM - RM alarm tables.

Acquires a list of process monitoring settings set in JP1/PFM - Manager.

Execute an instant recovery job for the virtual server on the JP1/VERITAS
NetBackup server, and then output a detailed list of the running instant recovery jobs
to the output file (output).

Restore the virtual server for which instant recovery is being executed on the
JP1/VERITAS NetBackup server.

Performs a backup using JP1/VERITAS NetBackup.

This plug-in restores a virtual machine in a JP1/VERITAS NetBackup environment.

Acquires JP1 events from the integrated monitoring DB in JP1/IM.
Acquires a list of JP1 users.

Acquires the mapping definition between JP1 users and OS users.

Changes the passwords of OS users or JP1 users and changes the JP1/Base password
management information in a single operation.

Changes the passwords of OS users or JP1 users and changes the JP1/Base password
management information in a single operation.

Deletes OS user and JP1 user registration information and mapping information.

2. JP1/AO Standard-package Service Templates
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No. Service template name
24 Delete

operational user(SYSTEM)
25 Add operational user
26 Add

operational user(SYSTEM)
27 Change operational user
28 Change

operational user(SYSTEM)

(Legend)

--: None.

Function

Deletes OS user and JP1 user registration information and mapping information.

Adds an OS user and a JP1 user and their mapping information.

Adds an OS user and a JP1 user and their mapping information.

Changes the password for an OS user or JP1 user, and makes changes to JP1/Base
password management information.

Changes the password for an OS user or JP1 user, and makes changes to JP1/Base
password management information.

2.1.3 List of the service templates used for JP1 (reporting)

No. Service template name
1 Get JP1/PFM report
(Legend)

--: None.

2.1.4 List of the service templates used for JP1 (troubleshooting)

No.

Service template name

GetJP1/AJS and JP1/Base logs
Get JP1/IM and JP1/Base logs

Changing of the JP1 event
action status

Registration of the JP1 event

Function

Acquires JP1/PFM - RM reports collected by JP1/PFM - Manager.

Function

Acquires JP1/AJS and JP1/Base logs.
Acquires JP1/IM and JP1/Base logs.

Changes the action status of a JP1 event registered in the JP1/IM - Manager
event database.

Registers a JP1 event to the agent server.

2. JP1/AO Standard-package Service Templates

System
configuratio
n
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System
configuratio
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(Legend)
--: None.

2.1.5 List of the service templates used for OS (generic processing)

No. Service template name Function System
configuratio
n
1 Execute Remote Command Executes a command on the remote execution target server. --
(Legend)
--: None.

2.1.6 List of the service templates used for OS (operation)

No. Service template name Function System
configuratio
n

1 Get Lists of Users from Acquires lists of Windows or UNIX OS users from multiple servers. --

Multiple Servers

2 Get Lists of Users from Acquires lists of Windows or UNIX OS users from multiple servers. --
Multiple Servers(SYSTEM)

3 Get List of Users from Server | Acquires a list of Windows or UNIX OS users. --
(Legend)
--: None.

2.1.7 List of the service templates used for providing Plug-ins

No. Service template name Function System
configuratio
n

1 Utility Components Do not create or execute any service from this service template. This service --

template contains plug-ins for service template developers.

(Legend)
--: None.

2. JP1/AO Standard-package Service Templates
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2.2 Usage examples of service templates for operation and monitoring

The JP1/AO standard package provides the service templates required to operate and monitor JP1 products.

This section describes assumed system configurations and examples of properties to be specified when using the
following service templates:

* Add monitoring setting
* Add operational user

» Batch change of operation users

2.2.1 Usage example of Add monitoring setting service template

This section describes an assumed system configuration and examples of properties to be specified when using the Add
monitoring setting service template.

By using this service template, you can add monitoring targets and make monitoring settings in JP1/Cm2/NNMi and
JP1/PFM.

Assumed system configuration

This service template assumes the following system configuration:

Web browser
A terminal used to operate JP1/AO. The user uses this terminal to set property values in the service template.

IT operation automation server

A server with JP1/AO and JP1/Base installed. On the local disk (C : \ temp) of the IT operation automation server,
prepare the following monitoring definition files in advance:

* Definition file for monitoring (agent.conf)

* Agent hierarchy definition file (tree.xml)

* Application definition file (process.xml)

* Definition file for method of recording (parameter.xml)

* Definition file for data retention conditions (store.xml)

NNM server
A server with JP1/Cm2/NNMi installed.

PFM-RM server
A server with JP1/PFM-RM and JP1/PFM - Base installed.

PFM management server
A server with JP1/PFM - Manager and JP1/PFM - Web Console installed.

ESX server
A server with VMware vSphere ESXi installed. This server controls the monitoring target server.

2. JP1/AO Standard-package Service Templates
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Monitoring target server

A server set as a monitoring target of the NNM server or the PFM-RM server.

Figure 2—1: System configuration assumed for the Add monitoring setting service template

Definition file for monitoring

Definition file| | Agents tree | |Definition file
for definition file| | for method
monitoring of recording

C:\temp\ C:\temp\ C:\temp\
. agent.txt tree.xml param.xml
IT operation

automation server

Definition file| | Application
for data definition file

retention
Uﬂ 1. Submit Service conditions
C:\temp\ C:\temp\
Web browser 2 Execute automatic store.xml process.txt
processing
X [} [} X
X L [}

3. Add monitored
node

6. Add monitoring
setting

Host name: cm2host| [ Host name: pfmrmhost [Host name: mehostj
Instance name: INST1
NNM server

¢ |4. Add remote agent 5. Agents tree setting

PFM management server
PFM-RM server ESX server

IP address: IP address:
192.168.1.xx 192.168.1.yy

= ==
Monitoring target server

to be added

6. Monitoring setting

(Legend)
Monitoring target server
: Operation flow from JP1/AO

: Operation flow between linking products

Processing flow
1. A user enters property values in the Web browser and submits the service for execution.

2. The IT operation automation server executes automatic processing on the PFM management server, the PFM-RM
server, and the NNM server.

3. A monitored node is added to the NNM server.
4. A remote agent is added to the PFM-RM server.

5. An agents tree is added to the PFM management server.
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6. The following monitoring settings are added to the added remote agent:

* Method of recording performance data

» Retention conditions of performance data

* Process monitoring settings

e Alarm table settings

Example of specifying property values

To use the Add monitoring setting service template, a user must specify the appropriate property values for the user
environment. Specify the property values in the Service Definition window and the Submit Service window.

Table 2—1: Example of property values specified in the Service Definition window (Add monitoring

Property
group

Monitored
system
environment
information

Monitoring
information

Option
monitoring
information

setting)

Property name

NNMi server
host name

PFM
management
server host name

Host name of
PFM-RM server

Instance name of
JP1/PFM - RM

Monitoring target
definition file
(local)

Monitoring target
definition file
(remote)

Agent tree
definition file
(local)

Agent tree
definition file
(remote)

Recording
method definition
file (local)

Recording
method definition
file (remote)

Property key

jplem2nnm.nnmHostName

jplpfm.pfmHostName

jplpfm.pfmRMHostName

jplpfm.instance

jplpfm.agentDefFileLocal

jplpfm.agentDefFileRemot
e

jplpfm.agentLevelDefFileN
ameLocal

jplpfm.agentLevelDefFileN
ameRemote

jplpfm.paramDefFileLocal

jplpfm.paramDefFileRemot
e

2. JP1/AO Standard-package Service Templates

Description

Specify the host name of the server where
JP1/Cm2/NNMi is installed. Specify the physical
host name of primary server or the logical host
name of JP1/Cm2/NNMi.

Specifies the host name of the server where
JP1/PFM - Manager and JP1/PFM - Web Console
are installed. In the case of a cluster configuration,
specify the physical host or logical host of the
active server.

Specifies the host name of the server where
JP1/PFM - RM for Platform is installed. In the
case of a cluster configuration, specify the physical
host or logical host of the active server.

Specify the name of the instance of JP1/PFM - RM
for Platform associated with the remote agent of
the monitor server.

Specify the full path of the monitoring target
definition file to be transferred from the
JP1/AOQ server.

Specify the full destination path for the monitoring
target definition files to be transferred to the PFM-
RM server.

Specify the full path of the agent tree definition file
to be transferred from the JP1/AO server. If you
omit this property, the service will not transfer a
file or apply its contents.

Specify the full destination path for agent tree
definition files to be transferred to the PFM
management server.

Specify the full path of the recording method
definition file to be transferred from the JP1/AO
server. If you omit this property, the service will
not transfer the file or apply its contents.

Specify the full destination path for the recording
method definition files to be transferred to the PFM
management server.

Specification
example

cm2host

pfmbhost

pfmrmhost

INST1

C:\temp\agent.txt

D:\temp\agent.txt

C:\temp\tree.xml

D:\temp\tree.xml

C:\temp\param.x
ml

D:\temp\param.x
ml
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Property Property name Property key Description Specification

group example
Option Storage jplpfm.saveConditionDefFi | Specify the full path of the storage conditions C:\temp\store.xm
monitoring conditions leNameLocal definition file to be transferred from the JP1/AO 1
information definition file server. If you omit this property, the service will
(local) not transfer the file or apply its contents.
Storage jplpfm.saveConditionDefFi | Specify the full destination path for storage D:\temp\store.xm
conditions leNameRemote conditions definition files to be transferred to the | 1
definition file PFM management server.
(remote)
Application jplpfm.procMonDefFileLo | Specify the full path of the application definition | C:\temp\process.t
definition file cal file to be transferred from the JP1/AO server. If you | xt
(local) omit this property, the service will not transfer the

file or apply its contents.

Application jplpfm.procMonDefFileRe Specify the full destination path for application D:\temp\process.t
definition file mote definition files transferred to the PFM xt
(remote) management server.

Table 2—2: Example of property values specified in the Submit Service window (Add monitoring

setting)
Property Property name Property key Description Specification
group example
Monitoring IP address of common.foreachIPaddress Specify the IP address of the monitored server. 192.168.1. xx
information monitor server Separate multiple addresses with commas. You ,192.168.1.

cannot specify an IPv6 address. yy

2.2.2 Usage example of Add operational user service template

This section describes an assumed system configuration and examples of properties to be specified when using the Add
operational user service template.

By using this service template, you can add OS users and JP1 users related to those OS users to a specific server.

Assumed system configuration

This service template assumes the following system configuration:

Web browser
A terminal used to operate JP1/AQO. The user uses this terminal to set property values in the service template.

IT operation automation server

A server with JP1/AO and JP1/Base installed. The file of user permission levels is stored on the local disk of the IT
operation automation server.

Authentication server
A server with JP1/Base installed.

Agent server
A server with JP1/Base installed.

2. JP1/AO Standard-package Service Templates
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Assumed system configuration
Figure 2—2: System configuration assumed for Add operational user service template

IT operation
automation server

& ”ﬂ 1. Submit Service

Web browser

Definition file storing folder:
C:\ao\conf

2. Execute automatic

processing
X [} [} X
X 1 {1 3 X
4. Add JP1 user 3. Add OS user
Set the user permission level 5. Add user mapping

Authentication server Agent server

| Host name: agthost
Host name: mgrhost j Host name of the mapping
—{ definition:*

Property of the JP1 user Property of the OS user

JP1 user name : Jp1user01 OS user name: user01
Password: Password: *******

Re-entry of password: ******* Re-entry of password: *******

Comment: None
Group name: Administrators

(Legend)
: Operation flow from JP1/AO

Processing flow

1. A user enters property values in the Web browser and submits the service for execution.

2. The IT operation automation server executes automatic processing on the authentication server and the agent server.

3. An OS user is added to the agent server.

4. A JP1 user and the corresponding user permission level are set on the JP1 authentication server.
5. User mapping is set on the agent server.

Example of specifying property values

To use the Add operational user service template, a user must specify the appropriate property values for the user

environment. Specify the property values in the Service Definition window and the Submit Service window.

Table 2—3: Example of property values specified in the Service Definition window (Add
operational user)

Property Property name Property key Description Specification
group example
JP1 Host name of the | jplbase.certHost Specify the host name of the JP1 authentication mgrhost

authenticatio | JP1 server. Specify the physical host name of primary

2. JP1/AO Standard-package Service Templates
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Property
group

n server
information

System
environment
information

Table 2—4

Property
group

System
environment
information

OS user
information

JP1 user
information

Property name

authentication
server

Folder containing
JP1/AO server
definition files

user)

Property name

Agent server host
name

OS user name

OS user password

Enter the OS user
password again

OS user group
name

JP1 user name

JP1 user
password

Enter the JP1 user
password again

Mapping
definition host
name

Property key

jplbase.certHost

ao.confPath

Property key

common.targetHost

0OS.osUserName

0S.osUserPassword

0OS.osUserPasswordReEnte
r

OS.osGroupName
jplbase.jplUserName
jplbase.jplUserPassword
jplbase.jplUserPasswordR

eEnter

jplbase.serverHostName

Description

server or the logical host name of JP1/Base (when
using JP1/Base in a cluster configuration).

Specify the folder on the JP1/AO server containing
the definition (configuration) files to be transferred
to the JP1 authentication server, by the folder's
full path.

Description

Specify the host name or IP address of the

agent server. You cannot specify an IPv6 address.
Specify the physical host name of primary server
or the logical host name of business server (when
using business server in a cluster configuration).

Specify the name of the OS user to create on the
agent server.

Specify the password of the OS user.

Enter the OS user password again.

Specify the name of'the existing group to which the
OS user belongs.

Specify the name of the JP1 user you want to create
on the JP1 authentication server.

Specify the password of the JP1 user.

Enter the JP1 user password again.

Specify the Target host to define in the user
mapping of the agent server, or an asterisk (*).
Do not specify an IP address. Note that the task will
appear to succeed if you specify an IP address. In
a cluster configuration, specify the physical host or
logical host of the active server.

Specification
example

mgrhost

C:\ao\conf

: Examples of property values specified in the Submit Service window (Add operational

Specification
example

agthost

user01

stk sk sk skeskesk

seskskskokok ok

Administrators

jpluser01

steskosk skokok sk

stk sk sk ke sk sk

2.2.3 Usage example of Batch change of operation users service template

This section describes an assumed system configuration and examples of properties to be specified when using the Batch
change of operation users service template.

By using this service template, you can change OS user passwords, change JP1/Base password management information,
and change JP1 user passwords based on the contents of CSV (Comma Separated Values) files or spreadsheets created
in Microsoft Excel.

Assumed system configuration

This service template assumes the following system configuration:

2. JP1/AO Standard-package Service Templates
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Web browser

A terminal used to operate JP1/AO. The user uses this terminal to set property values in the service template.

IT operation automation server

A server with JP1/AO and JP1/Base installed. The file of user permission levels is stored on the local disk of the IT
operation automation server.

Authentication server
A server with JP1/Base installed.

Agent server
A server with JP1/Base installed.

Figure 2-3: System configuration assumed for the Batch change of operation users service

template
JP1 user OS user
: information file information file
'T Speration (CSV, Excel) (CSV, Excel)
[——]
server
Path of OS user information file:
( f C:\ao\os_user.xls
& ”ﬂ 1 Sgrl\)/?;g Worksheet name in OS user information file: Sheet2
Path of JP1 user information file:
C:\ao\jpl user.xls
Web browser (2) Execute automat_ed Worksheet name in JP1 user information file: Sheet1
processing
Xt [} Q {} X
Eg | 1
(3) Change OS user passwords X
(5) Change JP1 user passwords (4) Change JP1/Base password
management information
1 Authentication Agent
g Authentication servern Agent server n
: | server 1 server 1
Parameters in JP1 user information file Parameters in OS user information file

Host name: mgrhost-A
Logical host name: mgrhost-X
JP1 user name: Jpluser01
Old password: ****xxx

New password:

Host name: agthost-A

Logical host name: agthost-X

OS user name: user01

New OS user password: * * * %% x x

OS user type: domain

JP1/Base password management information
update requirement: True

Legend:

: Operation flow from JP1/AO

Processing flow

1. A user enters property values in the Web browser and submits the service for execution.

2. The IT operation automation server loads the OS user information file and JP1 user information file specified in the
property value.
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Based on the loaded parameters, the IT operation automation server performs automated processing on the agent
server and the authentication server.

3. Based on the setting values in the OS user information file, the passwords for OS users are changed on the
agent server.

4. If you set True for JP1/Base password management information update requirement for a user in the OS user
information file, JP1/Base password management information is changed on the agent server.

5. Based on the setting values in the JPluser information file, the passwords for JP1 users on the authentication server
are changed.

Example of specifying property values

To use the Batch change of operation users service template, a user must specify the appropriate property values for the
user environment. Specify the property values in the Service Definition window and the Submit Service window.

Table 2-5: Examples of property values specified in the Submit Service window (Batch change of

Property
group

Information
on the user
information
file

Details of the
OS user
information
file

Property name

Path of the OS
user information
file

Sheet name of the
OS user
information file

Path of JP1 user
information file

Sheet name of JP1
user information
file

Column number
of key
information of the
OS user
information file

Column number
of host name of
agent server

Column number
of JP1/Base
logical host name
of agent server

Column number
of the OS user
name

operation users)

Property key

0OS.osUserInfoFilePath

0S.osUserInfoSheetName

jplbase.jplUserInfoFilePat
h

jplbase.jplUserInfoSheetN
ame

0OS.osUserInfoKeyColumn

common.targetHostNameC
olumn

jplbase.jplBaseLHostNam
eColumn

0OS.osUserNameColumn

2. JP1/AO Standard-package Service Templates

Description

Specifies the path of the file containing the OS
user information stored in the JP1/AO server as a
full path. One of the following file extensions is
required: csv, xls, xIsx, or xlsm.

If the OS user information file is an Excel
file, specify the sheet name containing the
user information.

Specifies the path of the file containing the JP1
user information stored in the JP1/AO server as a
full path. One of the following file extensions is
required: csv, xls, xIsx, or xlsm.

If the JP1 user information file is an Excel

file, specify the sheet name containing the user
information. Always specify when the JP1 user
information file is an Excel file.

Specifies the column number containing the "key
information" in the OS user information file.
Specify the column number as an integer from

1 to 255.

Specifies the column number containing the
"Agent server host name" in the OS user
information file. Specify the column number as
an integer from 1 to 255.

Specifies the column number containing the
"Agent server JP1/Base logical host name" in
the OS user information file. Specify the column
number as an integer from 1 to 255.

Specifies the column number containing the "OS
user name" in the OS user information file. Specify
the column number as an integer from 1 to 255.

Specification
example

C:\ao\os_user.xls

Sheet2

C:\ao\jpl _user.xl
]

Sheet1
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Property
group

Details of the
OS user
information
file

Details of the
JP1 user
information
file

Property name

Column number
of new password
of the OS user

Column number
of the OS user

type

Column no. of
JP1/Base psswrd
mngmnt info
update required
column

Column number
of key
information of
JP1 user
information file

Column number
of host name of
JP1
authentication
server

Column number
of logical host
name of JP1
authentication
server

Column number
of JP1 user name

Column number
of old password
of JP1 user

Column number
of new password
of JP1 user

Property key

0S.osUserNewPasswordCo

lumn

0S.osUserTypeColumn

jplbase.updatePasswordInf
oColumn

jplbase.jplUserInfoKeyCol
umn

jplbase.certHostNameColu
mn

jplbase.certHostLHostNam
eColumn

jplbase.jplUserNameColu
mn

jplbase.jplUserOldPasswor
dColumn

jplbase.jplUserNewPasswo
rdColumn

Description

Specifies the column number containing the
"new password of the OS user" in the OS user
information file. Specify the column number as an
integer from 1 to 255.

Specifies the column number containing the "OS
user type" in the OS user information file. Specify
the column number as an integer from 1 to 255.

Specifies the column number containing the "JP1/
Base password management information update
requirement"” in the OS user information file.
Specify the column number as an integer from

1 to 255.

Specifies the column number containing the "key
information" in the JP1 user information file.
Specify the column number as an integer from

1 to 255.

Specifies the column number containing the "JP1
authentication server host name" in the JP1 user
information file. Specify the column number as an
integer from 1 to 255.

Specifies the column number containing the "JP1
authentication server logical host name" in the JP1
user information file. Specify the column number
as an integer from 1 to 255.

Specifies the column number containing the "JP1
user name" in the JP1 user information file.
Specify the column number as an integer from

1 to 255.

Specifies the column number containing the

"old password of the JP1 user" in the JP1 user
information file. Specify the column number as an
integer from 1 to 255.

Specifies the column number containing the
"new password of the JP1 user" in the JP1 user
information file. Specify the column number as an
integer from 1 to 255.

Relationship between property values and user information in list form

Specification
example

3

The column of information read from a user information list (OS user information file or JP1 user information file) is

specified using the column number associated with each property. User list information must include a column with key
information. You can, for example, make an existing user management ledger or other source of user information usable
as a user information list by adding a key information column. The following figure shows an example in which an OS
user information file is used to change OS user passwords and JP1/Base password management information.
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Figure 2—4: Mapping example in which OS user information file is used

Properties specifiable in Submit Service dialog box

Property name Property value
Path of the OS user information file C:\ao\os_user.xls
Sheet name of the OS user information file Sheet2

Column number of key information of the OS user information file 7

Column number of host name of agent server 1

Column number of JP1/Base logical host name of agent server 5

Column number of the OS user name 2

Column number of new password of the OS user 3

Column number of the OS user type 4

Column no. of JP1/Base psswrd mngmnt info update required column 6

(1) Submit service

(2)JP1/AO references the
OS user information file
and worksheet specified in

OS user information file

) the properties.
File name: C:\ao\os _user.xls

Worksheet name: Sheet?2

(3) The column numbers specified
— for the properties are mapped to the ]
column numbers of each parameter

in the OS user information file.

Clolumn—> 1 2 3 4 5 6 7
Row

1 Host User |[Password| Type [Logical host| Update Key
The first row of ’ _ i a
information in-the file 2\ agthost-A| user01 [newpass01| domain | agthost-X True KEY1
shows the parameter 3 |agthost-B| user02 |newpass02| local
name. Data is recorded
in the second and 4’\ agthost-C| user03 [newpass03| local KEY2

subsequent rows.

1. A user enters property values in the Web browser and submits the service for execution.

2. JP1/AQ reads the worksheet specified in the Sheet name of the OS user information file property from the file

(4) Key information is acquired.

JP1/AO changes the passwords in rows

corresponding to the key information.

specified in the Path of the OS user information file property.

3. The column numbers specified for each item in the properties are mapped to the column read from the OSuser

information file.

4. JP1/AO references the column specified in the Column number of key information of the OS user information

file property, and changes OS user passwords and JP1/Base password management information in lines with the

corresponding key information.
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2.3 System configuration of JP1/AO standard-package templates

This section describes the system configuration of the following service templates for JP1 configuration and operation:

Service templates for JP1 (configuration)
* Add monitoring setting
* Delete monitoring setting
Service templates for JP1 (operation)
* Add operational user
* Change operational user

* Delete operational user

2.3.1 System configuration of Add monitoring setting service template

Figure 2-5: System configuration of Add monitoring setting

IT operation
& il

automation server
Web browser

X {1 L] X
X L L]

NNM server PEM - RM server PFM management :
server ESX server

Monitoring target
servers to be added

Legend: —
Monitoring target servers

: Operation flow from JP1/AO

: Operation flow between linked products
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2.3.2 System configuration of Delete monitoring setting service template

Figure 2—6: System configuration of Delete monitoring setting

IT operation
& il

automation server
Web browser

X {1 L] X
X L L]

NNM server PEM - RM server PFM management
server

Monitoring target
servers to be deleted
Legend: —
Monitoring target servers
: Operation flow from JP1/AO

: Operation flow between linked products
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2.3.3 System configuration of Add operational user service template

Figure 2—7: System configuration of Add operational user

IT operation
& |

automation server
Web browser

W X
b ‘j m >
I
Authentication server ° | Agent server
Legend:

: Operation flow from JP1/AO

2.3.4 System configuration of Change operational user service template

Figure 2-8: System configuration of Change operational user

IT operation
& |

automation server
Web browser

il

T :

Authentication server

: Operation flow from JP1/AO

* | Agent server

Legend:
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2.3.5 System configuration of Delete operational user service template

Figure 2-9: System configuration of Delete operational user

IT operation
& |

automation server
Web browser

W X
b ‘j m >
I
Authentication server ° | Agent server
Legend:

: Operation flow from JP1/AO
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2.4 Service templates for JP1 (configuration)

2.4.1 Add JP1/Base monitoring settings

Function

This service template performs the basic setup and monitoring configuration for JP1/Base.
A monitoring system that monitors the following content is assumed:

- The system uses JP1/Base of the monitor server to conduct event log monitoring (Windows only) and application log
trapping, and transfers the monitoring results to the JP1/IM - Manager server.

- The system does not execute automatic actions from the JP1/IM - Manager server.
This service template requires the following server:
- Monitor server

This server performs event log monitoring and application log monitoring, and transfers the JP1 events that occur to
JP1/IM - Manager.

Perform the following setup procedure, which is necessary after a monitor server is added to the above
monitoring system.

(1) For Windows, configure the startup order definition file (JP1SVPRM.DAT). For UNIX, configure the automatic
startup and automatic stop scripts.

(2) Register the following JP1/Base process to the Windows Firewall.

Skip this step if registration of JP1/Base programs of later than version 8.0# in Windows Firewall failed.
- jbssessionmgr

- jbsroute

- jecocmd

- jcocmdapi

- jevservice

- jbsplugind

- jbscomd_snd(#)

- jbscomd_rcv(#)

(3) Set the common definition information.

Use the jbssetcnf command to set the JP1/Base common definition information.

Transfer, to the monitor server for usage as the file specified for the p1base.targetCommonDefInfoPath property,
the file in the JP1/AO server specified in the jplbase.commonDefInfoPathLocal property in the arguments of the
jbssetenf command.
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Make this setting when both the jplbase.targetCommonDefInfoPath property and the
jplbase.commonDefInfoPathLocal property are specified.

(4) Set the transfer settings file (forward).

(5) Set the definition file for event-log trap operations (ntevent.conf), the definition file for log-file trap operations
(user-selected file name), the definition file for log-file trapping startup (jevlog_start.conf), and the log information
definition file (jevlogd.conf).

You can specify more than one monitor servers where the JP1/AO settings will be made. To specify more than one
monitor server, specify the host names of the monitor servers in the common.targetHostList property by separating them
with commas. You can specify up to 99 servers.

Prerequisites

For the latest support information about [Prerequisite products in the system executing the service template]/
[Prerequisite product OS running in the system executing the service template], see the release notes.

In addition, the following OS and products use abbreviations. For the abbreviations of OS and products, see the "Preface".
[Prerequisite products in the system executing the service template]

(1)JP1/Base is running on the servers to be monitored.

[Prerequisite product OS running in the system executing the service template]

(1)Windows Server

(2)Red Hat Enterprise Linux Server

[Usage conditions of prerequisite products in the system executing the service template]

(1) Prepare various definition files according to the monitor server environment (OS and JP1/Base version), and create
services corresponding to these files.

(2) When making the startup order definition (JP1/Base for Windows only) and event transfer settings

Store the following files to be transferred to the monitor server in the JP1/AO server, and specify the paths of these files
in the respective properties.

- Startup-order definition file (jp1svprm.dat) (Windows version only) (optional)
- Transfer-settings file (forward) (required)
(3) When configuring event log trapping (JP1/Base for Windows only)

In addition to the files shown in (2), store the following file to be transferred to the monitor server in the JP1/AQO server,
and specify the path of this file in the respective properties.

- Event log trap operation definition file (ntevent.conf) (Windows version only) (optional)
(4) When configuring log file trapping

In addition to the files shown in (2), store the following files to be transferred to the monitor server in the JP1/AO server,
and specify the paths of these files in the respective properties.

- Definition file for log-file trap operations (jevlog.conf) (optional)
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- Definition file for log-file trap startup (jevlog_start.conf) (optional)
- Log information definition file (jevlogd.conf) (optional)
(5) When configuring the common definition file

In addition to the files shown in (2), store the following file to be set to the monitor server in the JP1/AO server, and
specify the path of this file in the respective properties.

- Common definition settings file (optional)

Create the common definition settings file by using the model files or the setting formats provided in the JP1/
Base manual.

In JP1/Base, multiple model files are provided for each function, but you must create the file by combining these files
into a single file.

(6) When making all settings
Store the files shown in (2) to (5) in the JP1/AO server, and specify the paths of these files in the respective properties.

(7) If properties are not specified for any file above that is indicated as optional, the corresponding file is not transferred.
Also, if a file is not found at the path specified in the property, the task terminates abnormally.

(8) When using JP1/Base in a cluster configuration, specify the physical host or logical host of the execution system
server in the common.targetHostList property.

Cautions
(1) To apply the content that is set in this service, after executing this service, reboot the monitor server.
(2) When setting the common definition information, the task might terminate normally even if the statements in

the common definition settings file are invalid. Carefully check that there are no mistakes in the common definition
settings file.

When invalid common definition information is set, or if unnecessary settings remain even after the correct common
definition information is set, make the corrections manually.

(3) If you use JP1/Base in a cluster configuration, execution of services is possible only to the execution system
environment. The JP1/Base process is not registered in the Windows Firewall of the standby system. Make the
settings manually.

(4) If you use JP1/Base in a cluster configuration, execution of services for the common definition information settings
is possible only to the execution system environment. The common definition information of the standby system is not
set. Make the settings manually.

(5) If you use JP1/Base in a cluster configuration, execution of services is possible only to the environment matching the
logical host specified in the common definition settings file. If the service is executed to an environment that does not
match the logical host, the task terminates normally, but the monitor server does not operate correctly.

(6) If this service is executed for a UNIX environment, do not use multi-byte characters for the properties.

(7) If the monitor server OS is Windows and multi-byte characters are specified, specify the file path by using a maximum
of 255 bytes. Specify the conf folder path by using a maximum of 231 bytes.

(8) If a file or folder name specified remotely already exists, the remote file or folder is overwritten. For this reason,
carefully check that there are no mistakes in the specified file or folder name.
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Version
04.00.00

Tags
Configure JP1,Base

Property list

The following shows the list of the property groups set in the property:

Property group

Monitor server information

JP1/Base definition information

Description

Specifies the environment information of the monitor server to be added.

JP1/Base.

Specifies the various definition files that are transferred from the JP1/AO server to

The following shows the list of the properties to be displayed in the "Service Definition" window:

(Legend)

R: The property must be specified.

Initial display

Y

Y

O: The property can be omitted. However, the property might be mandatory depending on what is specified for other
properties. See the Description of each property.

Property key

jplbase.jplsvprmPathLo
cal

jplbase.forwardPathLoc

al

jplbase.nteventPathLoca
1

jplbase.jevlogPathLocal

jplbase.jevlogstartLocal

Property name

JP1/Base start sequence
definition file path (local)

JP1/Base forwarding
settings file path (local)

JP1/Base event log
trapping definition file
path (local)

JP1/Base log file trapping
definition file path (local)

JP1/Base log file trapping
startup definition file
path (local)
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Description

Specify the full path of

the JP1/Base start sequence
definition file (jplsvprm.dat)
to be transferred from the
JP1/AO server.

Specify the full path of the JP1/
Base forwarding settings file
(forward) to be transferred from
the JP1/AO server.

Specify the full path of the
JP1/Base event log trapping
definition file (ntevent.conf) to
be transferred from the JP1/AO
server. If you omit this property,
no file will be transferred.

Specify the full path of the
JP1/Base log file trapping
definition file (jevlog.conf) to
be transferred from the JP1/AO
server. If you omit this property,
no file will be transferred.

Specify the full path of the JP1/
Base log file trapping startup
definition file (jevlog_start.conf)
to be transferred from the
JP1/AO server. If you omit

this property, no file will

be transferred.

1/O type

Input

Input

Input

Input

Input

Shar
ed

Disab
led

Disab
led

Disab
led

Disab
led

Disab
led

Requ
ired

(0]

Property
group

JP1/Base
definition
information

JP1/Base
definition
information

JP1/Base
definition
information

JP1/Base
definition
information

JP1/Base
definition
information

JP1/Automatic Operation Service Template Reference

59



Property key

jplbase.jevlogdLocal

jplbase.commonDefInfo
PathLocal

jplbase.targetBasePath
Windows

jplbase.targetForwardPa
th Windows

jplbase.targetConfPath
Windows

jplbase.targetForwardPa
th_Linux

jplbase.targetConfPath
Linux

jplbase.targetCommonD
efInfoPath

Property name

JP1/Base log information
definition file path (local)

Path of the JP1/Base
common definition
settings file (local)

JP1/Base installation
path (Windows)

Path to JP1/
Base (Windows)
forwarding file

Path to JP1/
Base (Windows)
configuration folder

Path of forwarding file in
JP1/Base (UNIX)

Path of configuration
directory in JP1/
Base (UNIX)

The path of JP1/
Base common definition
settings file

Description

Specify the full path of

the JP1/Base log information
definition file (jevlogd.conf) to
be transferred from the JP1/AO
server. If you omit this property,
no file will be transferred.

Specifies, as a full path, the

path of the JP1/Base common
definition settings file that is
transferred (set) from the JP1/AO
server. If a full path is not
specified, the transfer does

not execute.

Specify the installation folder
of JP1/Base (Windows) on the
monitor server. This property is
mandatory for Windows-based
monitor server.

Specify the location of the JP1/
Base forwarding settings file
(forward) on the monitor server
(Windows). This property is
mandatory for Windows-based
monitor server.

Specify the location of the JP1/
Base configuration folder on
the monitor server (Windows).
This property is mandatory for
Windows-based monitor server.

Specify the full path of

the forwarding settings file
(forward) of JP1/Base on the
monitor server (UNIX). This
property is mandatory for UNIX-
based monitor server.

Specify the full path of the JP1/
Base configuration directory on
the monitor server (UNIX). This
property is mandatory for UNIX-
based monitor server.

Specifies, as a full path, the

path of the destination file when
the JP1/Base common definition
settings file is transferred to a
monitor server. Always set this
value when configuring the JP1/
Base common definition settings.

I/O type

Input

Input

Input

Input

Input

Input

Input

Input

Shar
ed

Disab
led

Disab
led

Disab
led

Disab
led

Disab
led

Disab
led

Disab
led

Disab
led

Requ
ired

Property
group

JP1/Base
definition
information

JP1/Base
definition
information

Monitor server
information

Monitor server
information

Monitor server
information

Monitor server
information

Monitor server
information

Monitor server
information

The following shows the list of the properties to be displayed on the "Service Definition" window and the "Submit

Service" window:
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Property key Property name

common.targetHostList List of host names for
monitor server

Description I/O type | Shar = Requ | Property

ed ired group
Specify the host names of Input Disab | R Monitor server
monitor server on which to led information

configure JP1/Base. Separate
multiple host names with
commas. The maximum number
of host names is 99.Specify the
physical host name of primary
server or the logical host name of
JP1/Base.

The following shows the list of the properties to be displayed in the "Task Details" window only:

Property key Property name Description I/O type Shared
common.taskResult Results of repeating tasks This property contains the results of each | Output Disable
task (as "true" or "false"), in a comma- d

delimited format.

The following shows the restrictions on inputs to the properties displayed in the "Service Definition" window:

Property key

jplbase jplsvprmPathLocal

jplbase.forwardPathLocal

jplbase.nteventPathLocal

jplbase.jevlogPathLocal

jplbase.jevlogstartLocal

jplbase.jevlogdLocal

jplbase.commonDefInfoPathLocal

jplbase.targetBasePath Windows

jplbase.targetForwardPath Windows

jplbase.targetConfPath Windows

jplbase.targetForwardPath_Linux

jplbase.targetConfPath Linux

jplbase.targetCommonDefInfoPath

2. JP1/AO Standard-package Service Templates

Characters that can be input

A character string of no more than 255 characters can be entered. It cannot include
<>, &, *%,2,", %, or a trailing \ or /.

A character string of no more than 255 characters can be entered. It cannot include
<>, & *2,", %, or a trailing \ or /.

A character string of no more than 255 characters can be entered. It cannot include
<>l & *,2,", %, or a trailing \ or /.

A character string of no more than 255 characters can be entered. It cannot include
<>, & *2,", %, or a trailing \ or /.

A character string of no more than 255 characters can be entered. It cannot include
<>l & *,2,", %, or a trailing \ or /.

A character string of no more than 255 characters can be entered. It cannot include
<> 5 & %, 7, ", %, or a trailing \ or /.

A character string of no more than 255 characters can be entered. It cannot include
<>, & *,2,", %, or a trailing \ or /.

A character string of no more than 232 characters can be entered. It cannot include
<>, & *,2,", %, /, or atrailing \.

A character string of no more than 255 characters can be entered. It cannot include
<>, & *,2,", %, /, or atrailing \.

A character string of no more than 231 characters can be entered. It cannot include
<>l & *,2,", %, /, or atrailing \.

A character string of no more than 255 characters can be entered. It cannot include
<>, & *2,", %, ", or atrailing \ or /.

A character string of no more than 255 characters can be entered. It cannot include
<>, & * 2,", %, ", or atrailing \ or /.

A character string of no more than 255 characters can be entered. It cannot include
<> 0,5, & *%2,", %, ", or atrailing \ or /.
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The following shows the restrictions on inputs to the property displayed on the "Service Definition" window and the

"Submit Service" window:

Property key

common.targetHostList

Flow specification details

Characters that can be input

The following table shows the detailed specification of the flow:

Hierarc = Display name
hy
1 setupJP1BaseLoop

2.4.2 Add JP1/Base monitoring setting (repeated flow)

Flow specification details

Plug-in
Plug-in name

JP1/Base setup

Description

Error recovery method

A maximum of 1024 characters can be entered. Characters that can be used include
alphanumeric characters, as well as . , - and , .

Repeatedly performs JP1/Base setup and | Remove the cause of the error, and

adds monitoring settings for the specified

host names.

The following table shows the detailed specification of the flow:

Hierarc
hy

Processing

1 checkOS

1-1

2 jplbaseSetup

2-3

2-4

2-4-3

2-4-4

2-4-5

2-4-6

2-4-7

2-4-8

Plug-in
Plug-in name
OS identification

Output OS type
JP1/Base setup
Compatible Plug-in

Flow Plug-in
Compatible Plug-in
File-forwarding plug-
in

Configure
Windows firewall

Configure
Windows firewall

Configure
Windows firewall

Configure
Windows firewall

2. JP1/AO Standard-package Service Templates

Description
Identifies the OS type.

Determines the type of OS.

Performs setup of JP1/Base on the
specified server.

Determines whether or not the OS
is Windows.

Sets up JP1/Base on a Windows server.

Checks that a start sequence definition
file has been specified.

Transfers a start sequence definition file
to a monitor server.

Registers the jbssessionmgr process.
Registers the jbsroute process.

Registers the jcocmd process.

Registers the jcocmdapi process.

then run the service again.

Error recovery method

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.
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Hierarc
hy

2-4-9

2-4-10

2-4-11

2-4-12

2-4-15

2-4-16

2-4-16-3

2-4-16-4

2-4-16-4
-1

2-4-16-4
2

2-4-16-4
3
2-5

2-6

2-6-1

2-6-2

2-6-5

2-6-6

2-6-6-3

2-6-6-4

2-6-6-4-

2-6-6-4-

2-6-6-4-

3-7

Processing

jplbaseSetup

jplbaseAddmonitori
ngConfiguration

Plug-in
Plug-in name

Configure
Windows firewall

Configure
Windows firewall

Configure
Windows firewall

Configure
Windows firewall

Compatible Plug-in

Flow Plug-in

Compatible Plug-in

Flow Plug-in

File-forwarding plug-

m

JP1/AO Custom Job

Delete file

Compatible Plug-in

Flow Plug-in

Copy file

Copy file

Compatible Plug-in

Flow Plug-in

Compatible Plug-in

Flow Plug-in

File-forwarding plug-

n

JP1/AO Custom Job
Delete file
Add JP1/Base

monitoring settings

Compatible Plug-in
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Description

Registers the jevservice process.

Registers the jbsplugind process.

Registers the jbscomd _snd process.

Registers the jbscomd_rcv process.

Checks that a start sequence definition
file has been specified.

Checks that a start sequence definition
file has been specified.

Transfers a start sequence definition file
to a monitor server.

Deletes the specified file.

Determines whether or not the OS
is UNIX.
Sets up JP1/Base on a UNIX server.

Copies an auto-start script.

Copies an auto-stop script.

Checks that a start sequence definition
file has been specified.

Checks that a start sequence definition
file has been specified.

Transfers a start sequence definition file

to a monitor server.

Deletes the specified file.

Adds the JP1/Base monitoring settings.

Determines whether or not the OS
is Windows.

Error recovery method

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.
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Hierarc
hy

3-8

3-8-1

3-8-2

3-8-3

3-8-4

3-8-5

3-8-6

3-8-7

3-8-8

3-8-9

3-10-2

3-10-3

3-10-4

3-10-5

3-10-6

3-10-7

Processing

jplbaseAddmonitori
ngConfiguration

Plug-in

Plug-in name

Flow Plug-in
File-forwarding plug-
in

Compatible Plug-in

File-forwarding plug-
in

Compatible Plug-in
File-forwarding plug-
in

Compatible Plug-in
File-forwarding plug-
in

Compatible Plug-in
File-forwarding plug-
in

Compatible Plug-in
Flow Plug-in
File-forwarding plug-
in

Compatible Plug-in
File-forwarding plug-
in

Compatible Plug-in
File-forwarding plug-
in

Compatible Plug-in

File-forwarding plug-
in
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Description

Transfers a JP1/Base monitoring
configuration file to a Windows server.

Transfers a forward file to a
monitor server.

Checks whether an event log
trap operation definition file has
been specified.

Transfers an ntevent.conf file to a
monitor server.

Checks whether a log trap operation
definition file has been specified.

Transfers a jevlog.conf file to a
monitor server.

Checks that a log file trap start definition
file has been specified.

Transfers a jevlog_start.conf file to a
monitor server.

Checks that a log information definition
file has been specified.

Transfers a jevlogd.conf file to a
monitor server.

Determines whether or not the OS
is UNIX.

Transfers a JP1/Base monitoring
configuration file to a UNIX server.

Transfers a forward file to a
monitor server.

Checks whether a log trap operation
definition file has been specified.

Transfers a jevlog.conf file to a
monitor server.

Checks that a log file trap start definition
file has been specified.

Transfers a jevlog_start.conf file to a
monitor server.

Checks that a log information definition
file has been specified.

Transfers a jevlogd.conf file to a
monitor server.

Error recovery method

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.

Eliminate the cause of the error,
and then re-execute the service.
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2.4.3 Deletion of nodes monitored by JP1/Cm2

Function

Deletes two or more nodes from those monitored by JP1/Cm2/NNMi.

This service template assumes the following servers as prerequisites:

- NNMi server

Server where JP1/Cm2/NNM:i is installed

- Monitored node

Server or device to be deleted from those monitored by JP1/Cm2/NNMi

An outline of the processing is as follows:

1. The IP address of the specified monitored node is deleted from the JP1/Cm2/NNMi seed on the NNMi server.
2. The monitored node is deleted from JP1/Cm2/NNMi on the NNMi server.

Prerequisites

For the latest support information about [Prerequisite products in the system executing the service template]/
[Prerequisite product OS running in the system executing the service template], see the release notes.

In addition, the following OS and products use abbreviations. For the abbreviations of OS and products, see the "Preface".
[Prerequisite products in the system executing the service template]

(1) JP1/NNMi

[Prerequisite product OS running in the system executing the service template]

(1) Windows Server

(2) Red Hat Enterprise Linux Server

The bind-utils package must be installed.

[Usage conditions for the required products for the service template execution system]

(1) The JP1/AO server is capable of resolving the name of a monitored node to be deleted.

(2) To execute this service, the set agent-less destinations must be a JP1/AO server (having a loopback address to be
resolved by "localhost") and an NNMi server.

Cautions

(1) Do not execute this service for multiple instances of the same NNMi server at a time.

(2) To delete a monitoring node from this service, either of the following names must match the value of the [hostname]
or [mgmtIPAddress] of a monitored node registered in JP1/Cm2/NNMi:

- IP address specified in the IP address property (common.foreachIPaddress) of the monitored node
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- Host name resolved on the JP1/AO server from the IP address specified in the IP address property
(common.foreachIPaddress) of the monitored node

Each property of a monitored node registered in JP1/Cm2/NNMi might be changed, based on a result of communication
with the node or name resolution. When executing this service, make sure that the above conditions are met. If the service
fails to delete a monitored node, the service will end abnormally. If the service ends abnormally, manually delete the
monitored node from JP1/Cm2/NNMi.

Version

04.00.00

Tags
Configure JP1,NNMi

Property list
The following shows the list of the property groups set in the property:

Property group Description Initial display

Monitoring system Specify NNMi server environment information. Y
environment information

Monitored node information Specify information about the monitored node to be deleted. Y

The following shows the list of the properties to be displayed in the "Service Definition" window:

(Legend)
R: The property must be specified.

O: The property can be omitted. However, the property might be mandatory depending on what is specified for other
properties. See the Description of each property.

Property key Property name Description I/O type | Shar = Requ | Property
ed ired group
jplem2nnm.nnmHostNa | Host name of an Specify the host name or IP Input Disab | R Monitoring
me NNMi server address of a server where led system
JP1/Cm2/NNMi is installed. environment
IPv6 addresses are not supported. information

For a cluster configuration,
specify the physical or logical
host of the active server.

The following shows the list of the properties to be displayed on the "Service Definition" window and the "Submit
Service" window:

Property key Property name Description I/O type | Shar  Requ @ Property
ed ired group
common.foreach[Paddre | IP address of a node to Specify the IP address of a Input Disab | R Monitored
ss be monitored monitored node to be deleted. led node
To specify two or more nodes, information

separate them with a comma. Up
to 99 nodes can be specified. IPv6
addresses are not supported.

The following shows the list of the properties to be displayed in the "Task Details" window only:
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Property key Property name Description 1/O type Shared

common.taskResult Results of repeating tasks This property contains the results of each | Output Disable
task (as "true" or "false"), in a comma- d
delimited format.

The following shows the restrictions on inputs to the properties displayed in the "Service Definition" window:

Property key Characters that can be input
jplem2nnm.nnmHostName A maximum of 255 characters can be entered. Characters that can be used include

alphanumeric characters, as well as . and -.

The following shows the restrictions on inputs to the property displayed on the "Service Definition" window and the
"Submit Service" window:
Property key Characters that can be input
common.foreachIPaddress A maximum of 1024 characters can be entered. Characters that can be used include
alphanumeric characters, as well as . and , .

Flow specification details

The following table shows the detailed specification of the flow:

Hierarc = Display name Plug-in
hy
Plug-in name Description Error recovery method
1 deleteMonitoredNod | Repeated Deletes two or more nodes from those Follow the instructions in the
e Execution Plug-in monitored by JP1/Cm2/NNMi. repeated jobnet.

2.4.4 Deletion of nodes monitored by JP1/Cm2 (repeated flow)

Flow specification details

The following table shows the detailed specification of the flow:

Hierarc = Processing Plug-in
hy
Plug-in name Description Error recovery method
1 osGetHostName Get host name Obtains the host name corresponding to | Remove the cause of the error, and
the IP address. then execute the service again.
2 jplnnmDeleteHost Delete Deletes a node from those monitored by | Delete a monitored node from
monitored node JP1/Cm2/NNMi. JP1/Cm2/NNMi manually.

2.4.5 Adding of a node to be monitored by JP1/Cm2

Function
Adds two or more nodes to be monitored by JP1/Cm2/NNMi.

This service template assumes the following servers as prerequisites:
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- NNM server

Server where JP1/Cm2/NNM i is installed

- Node to be monitored

Monitored server or device to be added to JP1/Cm2/NNMi

An outline of the processing is as follows:

1. The node to be monitored is added to JP1/Cm2/NNMi on the NNM server.

Prerequisites

For the latest support information about [Prerequisite products in the system executing the service template]/
[Prerequisite product OS running in the system executing the service template], see the release notes.

In addition, the following OS and products use abbreviations. For the abbreviations of OS and products, see the "Preface".
[Prerequisite products in the system executing the service template]

(1) JP1/NNMi

[Prerequisite product OS running in the system executing the service template]

(1) Windows Server

(2) Red Hat Enterprise Linux Server

The bind-utils package must be installed.

[Usage conditions for the required products for the service template execution system]

(1) The JP1/AO server is capable of resolving the name of a monitored node to be added.

(2) To execute this service, the set agent-less destinations must be a JP1/AO server (having a loopback address to be
resolved by "localhost") and an NNM server.

Cautions

(1) Do not execute this service for multiple instances of the same NNM server at a time.

(2) JP1/Cm2/NNMi multi-tenants are not supported. If a tenant is used, move monitored nodes to the tenant manually
after adding them.

(3) A seed is registered in order to add a monitored node. It is recommended that the seed be deleted after adding a
monitored node.

In this service, no seed is deleted automatically, because it is not determined when a monitored node is added after a seed
is added.

For details about a seed, please see the JP1/Cm2/NNMi Release Notes.

Version
04.00.00
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Tags
Configure JP1,NNMi

Property list
The following shows the list of the property groups set in the property:

Property group Description Initial display

Monitoring system Specify NNM server environment information. Y
environment information

Monitored node information Specify information about the monitored node to be added. Y

The following shows the list of the properties to be displayed in the "Service Definition" window:

(Legend)
R: The property must be specified.

O: The property can be omitted. However, the property might be mandatory depending on what is specified for other
properties. See the Description of each property.

Property key Property name Description I/O type | Shar = Requ | Property
ed ired group
jplem2nnm.nnmHostNa | NNMi server host name Specify the host name or IP Input Disab | R Monitoring
me address of a server where led system
JP1/Cm2/NNMi is installed. environment
IPv6 addresses are not supported. information

For a cluster configuration,
specify the physical or logical
host of the active server.

The following shows the list of the properties to be displayed on the "Service Definition" window and the "Submit
Service" window:

Property key Property name Description I/O type | Shar = Requ | Property
ed ired group
common.foreachIPaddre | IP address of a node to Specify the IP address of a Input Disab @ R Monitored
ss be monitored monitored node to be added. led node
To specify two or more nodes, information

separate them with a comma. Up
to 99 nodes can be specified. IPv6
addresses are not supported.

The following shows the list of the properties to be displayed in the "Task Details" window only:

Property key Property name Description 1/O type Shared
common.taskResult Results of repeating tasks This property contains the results of each | Output Disable
task (as "true" or "false"), in a comma- d

delimited format.
The following shows the restrictions on inputs to the properties displayed in the "Service Definition" window:

Property key Characters that can be input

jplem2nnm.nnmHostName A maximum of 255 characters can be entered. Characters that can be used include
alphanumeric characters, as well as . and -.
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The following shows the restrictions on inputs to the property displayed on the "Service Definition" window and the
"Submit Service" window:
Property key Characters that can be input
common.foreachIPaddress A maximum of 1024 characters can be entered. Characters that can be used include
alphanumeric characters, as well as . and , .

Flow specification details

The following table shows the detailed specification of the flow:

Hierarc = Display name Plug-in

hy
Plug-in name Description Error recovery method

1 addMonitoredNode Repeated Adds two or more nodes to be monitored = Remove the cause of the error, and
Execution Plug-in by JP1/Cm2/NNMi. then execute the service again.

2.4.6 Adding of nodes to be monitored by JP1/Cm2 (repeated flow)

Flow specification details

The following table shows the detailed specification of the flow:

Hierarc | Processing Plug-in
hy
Plug-in name Description Error recovery method
1 osGetHostName Get host name Obtains the host name corresponding to | Remove the cause of the error, and
the IP address. then execute the service again.
2 jplnnmAddHost Add monitored node | Adds a node to be monitored by Remove the cause of the error, and
JP1/Cm2/NNMi on the NNM server. then execute the service again.

2.4.7 Replicating a JP1/PFM alarm definition

Function

This service template copies and changes an alarm definition in a system that uses JP1/PFM to monitor servers, and then
binds the new alarm definition to the specified agents.

When you add or change the conditions for determining the servers to be monitored by JP1/PFM - RM for Platform, you
can create and bind a new alarm table by modifying a ready-made alarm table boilerplate.

The following describes the servers that this service template requires:
- PFM management server

A server on which JP1/PFM - Manager is installed.

- Monitored servers

Servers to be set as the monitoring targets of JP1/PFM.
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The following provides a processing overview:

(1) On the PFM management server, a new alarm table is created by copying an existing alarm table.
(2) The alarms in the alarm table created in (1) are copied to create new alarms.

(3) An alarm definition file is exported.

(4) The exported alarm definition file is edited according to the service template.

(5) The edited alarm definition file is imported.

(6) The copy-source alarms are deleted (the alarms to be deleted can be selected).

(7) The alarm table is bound to monitored server agents.

(8) The definition information and bind information about the alarm table and alarms are output to a file (hereinafter, this
file is called an "alarm information file").

(9) The edited alarm definition file and the alarm information file are forwarded from the PFM management server to
the JP1/AQO server.

(10) The alarm definition file and the alarm information file are deleted from the PFM management server.

In an environment in which multiple alarm tables can be bound, the alarm table changed or imported by this service can
be additionally bound to the specified agents. To do this, specify "true" for the jp1pfm.bindMultipleAlarmTable property
of JP1/PFM - Manager on the PFM management server. In an environment in which multiple alarm tables cannot be
bound, make sure that "false" is specified for the jp1pfm.bindMultipleAlarmTable property. If "false" is specified for this
property, all alarm tables bound to the specified agents are unbound, and only the alarm table changed or imported by
this service is bound.

Notes on specifying the common.targetStr property:
- Regular expressions are not supported.

- If the OS of the PFM management server is Windows, to specify the following symbols, prefix a backslash (\) to them
as an escape character: \[ | ¥ . @

To specify a character string that includes spaces or any of the following symbols, prefix a grave accent mark (*) to the
string as an escape character: #, * <>

To specify (, ), or $, prefix both a backslash and grave accent mark (\") to them as escape characters.

- If the OS of the PFM management server is UNIX, to use a backslash (\) as an ordinary character, specify \\ instead of
\. Also, to use the following symbols, prefix a backslash (\) to them as an escape character: [ ] /. * §

- Never enter a double quotation mark ("), regardless of whether the OS is Windows or UNIX. To specify a double
quotation mark ("), enter \0x22.

Notes on specifying the common.destinationStr property:

- If the OS of the PFM management server is Windows, you can use the meta characters "t (tab) and 'r'n (line break).
To specify a character string that includes a space or any of the following symbols, prefix a grave accent mark (*) to the
string as an escape character: " #, @ () <>$
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- If the OS of the PFM management server is UNIX, you can use the meta characters \t (tab) and \n (line break). To use
a backslash (\) as an ordinary character, specify \\ instead of \. Also, to include a slash (/) or dollar sign ($) in a character
string, prefix a backslash (\) to the string as an escape character.

- Never enter a double quotation mark (") regardless of whether the OS is Windows or UNIX. To specify a double
quotation mark ("), enter \0x22.

Prerequisites

For the most recent information about the prerequisite products for the system executing the service templates, and the
supported OSs for the prerequisite products for the system executing the service templates, see the Release Notes.

In addition, the following OS and products use abbreviations. For the abbreviations of OS and products, see the "Preface".
Prerequisite products for the system executing the service templates:

(1) JP1/PFM - Manager

(2) JP1/PFM - RM

Supported OSs for the prerequisite products for the system executing the service templates:
(1) Windows Server 2016 Standard/Datacenter

(2) Windows Server 2019 Standard/Datacenter

(3) Windows Server 2022 Standard/Datacenter

(4) Red Hat Enterprise Linux Server 7

(5) Red Hat Enterprise Linux Server 8

Conditions for using the prerequisite products in the service-template execution system:

(1) The following JP1/PFM - Manager services must be running:

- Name Server service

- Master Manager service

- View Server service

(2) The alarm table and alarms to be copied must have been registered in the JP1/PFM system.
(3) The conditions for using the following subcommands of the JP1/PFM jpctool alarm command must be satisfied:
- jpctool alarm bind

- jpctool alarm copy

- jpctool alarm delete

- jpctool alarm export

- jpctool alarm import

- jpctool alarm list
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Cautions
(1) If this service is executed simultaneously with a service that links to that service or another JP1/PFM service, the task
might terminate abnormally.

(2) If JP1/PFM - Manager on the execution target server is in a cluster configuration, execute the service on the
active node.

(3) If the encryption attribute is set for any of the folders in the specified remote or local file path, transmission of the
specified file fails and the task terminates abnormally. For details, see the notes on the File-Forwarding plug-in.

(4) If the OS of the PFM management server is UNIX, make sure that no multi-byte characters are used in the specified
remote file path.

(5) If a file that has the specified remote or local file name already exists, that file is overwritten. At this time, the remote
file is deleted. Therefore, carefully confirm that the specified file name is correct.

(6) If the specified remote path includes non-existent folders, these folders are created. These created folders are not
deleted. Delete these folders if you do not use them regularly.

(7) If the OS of the PFM management server is UNIX, commands are executed with the default locale of the connecting
user defined at the agentless connection destination. For the default locale of the connecting user, be sure to set a locale
supported by JP1/PFM. For details, see "Locale set for operation target devices during plug-in execution" and "Character
set used for communication by JP1/AO during plug-in execution" in the JP1/AO manual and JP1/PFM manual.
Version

04.00.00

Tags
Configure JP1,PFM

Property list
The following shows the list of the property groups set in the property:

Property group Description Initial display
Monitoring system information Specify the information about the PFM management server and monitored server. Y
Alarm editing information Specify the information about alarm editing. Y
Output file information Specity the information about output files. Y

The following shows the list of the properties to be displayed in the "Service Definition" window:

(Legend)
R: The property must be specified.

O: The property can be omitted. However, the property might be mandatory depending on what is specified for other
properties. See the Description of each property.

Property key Property name Description I/O type | Shar  Requ @ Property
ed ired group
jplpfm.pfmHostName PFM management server | Specify the host name or IP Input Disab | R Monitoring
host name address of the server on which led system
JP1/PFM - Manager is installed. information

If you specify an IP address, do
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Property key

jplpfm.pfmHostName

jplpfm.serviceKey

Property name

PFM management server
host name

Service key

Description

not specify an IPv6 address. In a
cluster configuration, specify the
physical host or logical host for
the active server.

Specify the service key of
JP1/PFM - RM for Platform.

If the product name display
function is enabled, you can also
specify the product name.

I/O type

