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I Notices

m Relevant program products

For details about the supported OS versions, and about the OS service packs and patches required by JP1/Integrated
Management 2 - Manager and JP1/Integrated Management 2 - View, see the release notes for the relevant product.
JP1/Integrated Management 2 - Manager (for Windows):

P-2A2C-8ECL JP1/Integrated Management 2 - Manager 12-50

The above product includes the following:

P-CC2A2C-9MCL JP1/Integrated Management 2 - Manager 12-50 (for Windows Server 2019, Windows Server 2016,
Windows Server 2012)

P-CC2A2C-6HCL JP1/Integrated Management 2 - View 12-00 (for Windows Server 2019, Windows Server 2016,
Windows 10, Windows 8.1, Windows 8, Windows Server 2012, Windows 7)

JP1/Integrated Management 2 - Manager (for Linux):
P-812C-8ECL JP1/Integrated Management 2 - Manager 12-50

The above product includes the following:

P-CC812C-9MCL JP1/Integrated Management 2 - Manager 12-50 (for Linux 8, Linux 7, Linux 6 (x64), Oracle Linux
8, Oracle Linux 7, Oracle Linux 6 (x64), CentOS 7, CentOS 6 (x64))

P-CCOW2C-9MCL JP1/Integrated Management 2 - Manager 12-50 (for SUSE Linux 15, SUSE Linux 12)

P-CC2A2C-6HCL JP1/Integrated Management 2 - View 12-00 (for Windows Server 2019, Windows Server 2016,
Windows 10, Windows 8.1, Windows 8, Windows Server 2012, Windows 7)

m Trademarks

HITACHI, HiRDB, JP1 are either trademarks or registered trademarks of Hitachi, Ltd. in Japan and other countries.

Active Directory is either a registered trademark or a trademark of Microsoft Corporation in the United States and/or
other countries.

AlIX is a trademark of International Business Machines Corporation, registered in many jurisdictions worldwide.

Internet Explorer is either a registered trademark or trademark of Microsoft Corporation in the United States and/or
other countries.

Linux is the registered trademark of Linus Torvalds in the U.S. and other countries.

Microsoft is either a registered trademark or trademark of Microsoft Corporation in the United States and/or other
countries.

Microsoft and Hyper-V are either registered trademarks or trademarks of Microsoft Corporation in the United States
and/or other countries.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their
respective owners.

Red Hat is a registered trademark of Red Hat, Inc. in the United States and other countries.
Red Hat Enterprise Linux is a registered trademark of Red Hat, Inc. in the United States and other countries.
RSA is either a registered trademark or a trademark of EMC Corporation in the United States and/or other countries.

RSA BSAFE is either a registered trademark or a trademark of EMC Corporation in the United States and/or other
countries.
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All SPARC trademarks are used under license and are trademarks or registered trademarks of SPARC International,
Inc., in the United States and other countries. Products bearing SPARC trademarks are based upon an architecture
developed by Sun Microsystems, Inc.

UNIX is a trademark of The Open Group.

Windows is either a registered trademark or a trademark of Microsoft Corporation in the United States and/or other
countries.

Windows Server is either a registered trademark or trademark of Microsoft Corporation in the United States and/or
other countries.

Other company and product names mentioned in this document may be the trademarks of their respective owners.
This product includes RSA BSAFE Cryptographic software of EMC Corporation.

This product includes software developed by the Apache Software Foundation (http://www.apache.org/).
This product includes software developed by Ben Laurie for use in the Apache-SSL HTTP server project.

Portions of this software were developed at the National Center for Supercomputing Applications (NCSA) at the
University of [llinois at Urbana-Champaign.

This product includes software developed by the University of California, Berkeley and its contributors.

This software contains code derived from the RSA Data Security Inc. MD5 Message-Digest Algorithm, including
various modifications by Spyglass Inc., Carnegie Mellon University, and Bell Communications Research, Inc
(Bellcore).

Regular expression support is provided by the PCRE library package, which is open source software, written by Philip
Hazel, and copyright by the University of Cambridge, England. The original software is available from ftp: //
ftp.csx.cam.ac.uk/pub/software/programming/pcre/

This product includes software developed by Ralf'S. Engelschall <rse@engelschall . com> foruse in the mod_ssl
project (http://www.modssl.org/).

This product includes software developed by Andy Clark.

This product includes software developed by Daisuke Okajima and Kohsuke Kawaguchi (http://
relaxngcc.sf.net/).

This product includes software developed by IAIK of Graz University of Technology.

This product includes software developed by the Java Apache Project for use in the Apache JServ servlet engine project
(http://java.apache.org/)
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m Microsoft product name abbreviations

This manual uses the following abbreviations for Microsoft product names.

Abbreviation Full name or meaning

Hyper-V Microsoft®) Windows Server® 2008 R2 Hyper-V®)
Microsoft®) Windows Server® 2012 Hyper-V®®)

IE Windows Internet Explorer Windows® Internet Explorer®

SCVMM Microsoft®) System Center Virtual Machine Manager 2008
Microsoft®) System Center Virtual Machine Manager 2012

Windows 7 Microsoft®) Windows® 7 Enterprise
Microsoft®) Windows®) 7 Professional

Microsoft® Windows® 7 Ultimate

Windows 8 Windows® 8 Enterprise
Windows® 8 Pro
Windows 8.1 Windows® 8.1 Enterprise

Windows® 8.1 Pro
Windows 10 Windows® 10 Enterprise 32-bit
Windows® 10 Enterprise 64-bit
Windows® 10 Home 32-bit
Windows® 10 Home 64-bit
Windows® 10 Pro 32-bit
Windows® 10 Pro 64-bit
Windows Server 2012 Windows Server 2012 Microsoft® Windows Server® 2012 Datacenter
Microsoft®) Windows Server®) 2012 Standard
Windows Server 2012 R2 Microsoft®) Windows Server®) 2012 R2 Datacenter
Microsoft® Windows Server® 2012 R2 Standard
Windows Server 2016 Microsoft®) Windows Server®) 2016 Datacenter
Microsoft®) Windows Server®) 2016 Standard
Windows Server 2019 Microsoft®) Windows Server® 2019 Datacenter

Microsoft® Windows Server® 2019 Standard

indows is often used generically to refer to Windows Server 2019, Windows Server 2016, Windows 10, Windows 8.1,
Windows 8, Windows Server 2012, or Windows 7.
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m Restrictions

Information in this document is subject to change without notice and does not represent a commitment on the part of
Hitachi. The software described in this manual is furnished according to a license agreement with Hitachi. The license
agreement contains all of the terms and conditions governing your use of the software and documentation, including
all warranty rights, limitations of liability, and disclaimers of warranty.

Material contained in this document may describe Hitachi products not available or features not available in your
country.

No part of this material may be reproduced in any form or by any means without permission in writing from the
publisher.

m Issued
Jan. 2021: 3021-3-D52-20(E)

m Copyright

Copyright (C) 2019, 2021, Hitachi, Ltd.
Copyright (C) 2019, 2021, Hitachi Solutions, Ltd.
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I Summary of amendments

The following table lists changes in this manual (3021-3-D52-20(E)) and product changes related
to this manual.

Changes Location
The jddupdatetree command is now executed in new and rebuilding mode upon upgrade. 1.18.4(8),2.17.6(9), 4.4.3
The name of the storage folder for the embedding procedure was changed following changes to the 1.20

manual number.

The execution history of response actions was added to the organization of files on the shared disk of | 4.4
the Intelligent Integrated Management Base.

A procedure for creating an operation history output destination when configuring a new cluster 4.4.1
environment was added.

A procedure for configuring the suggestion function of response actions depending on the system status | 4.0

was added.

A procedure for configuring linkage with an OpenlD provider was added. 4.11
A procedure for configuring a direct access URL was added. 4.12
A procedure for configuring the method for applying system configuration information was added. 4.13

A migration procedure of the IM management node link definition file when you upgrade JP1/IM and | 4.14
JP1/AJS to version 12-50 or later was added.

The default timeout periods at startup and stop were changed. 84.1

The following applicable OSs were added: --
e Linux 8
* Oracle Linux 8

In addition to the above changes, minor editorial corrections were made.
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I Preface

This manual explains how to set up JP1/Integrated Management 2 - Manager and JP1/Integrated Management 2 - View
systems.

In this manual, JP1/Integrated Management is abbreviated to JP/, and JP1/Integrated Management 2 - Manager and

JP1/Integrated Management 2 - View are collectively referred to as JPI/Integrated Management or JP1/IM. In addition,
in this manual, read JP1/Integrated Management - Manager and JP1/Integrated Management - View as JP1/Integrated
Management 2 - Manager and JP1/Integrated Management 2 - View, respectively.

m Intended readers

This manual is intended for personnel who use JP1/IM to create the infrastructure for managing open-platform systems.
More specifically, it is intended for:

* System administrators who use JP1/IM to create systems that centrally monitor events occurring in the system

* Those who have knowledge of operating systems and applications

m Organization of this manual

This manual is organized into the following chapters:

1. Installation and Setup (for Windows)
Chapter 1 explains how to install and set up JP1/IM in a Windows environment.

2. Installation and Setup (for UNIX)
Chapter 2 explains how to install and set up JP1/IM in a UNIX environment.

3. Using IM Configuration Management to Set the System Hierarchy
Chapter 3 explains how to use IM Configuration Management to set the system's hierarchical structure.

4. Setting the Intelligent Integrated Management Base
Chapter 4 explains how to set an environment for using the Intelligent Integrated Management Base.

5. Setting up Central Console

Chapter 5 explains how to set up an environment for using Central Console.

6. Setting up Central Scope
Chapter 6 explains how to set up an environment for using Central Scope.

7. Operation and Environment Configuration in a Cluster System (for Windows)

Chapter 7 describes the operation and environment configuration of JP1/IM - Manager in a cluster system
for Windows.

8. Operation and Environment Configuration in a Cluster System (for UNIX)

Chapter 8 describes the operation and environment configuration of JP1/IM - Manager in a cluster system
for UNIX.
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9. Operation and Environment Configuration Depending on the Network Configuration

Chapter 9 describes the operation and environment configuration depending on the network configuration
(such as a configuration in which the JP1/IM - Manager host is connected to multiple networks, or a
configuration with a firewall).

10. Settings for Linking to Other JP1 Products

Chapter 10 explains how to set up environments for linking JP1/IM to other JP1 products (such as
JP1/IM - Service Support, JP1/IM - Navigation Platform, JP1/IM - Rule Operation, JP1/AJS, and JP1/

PFM).

m Manual suite

JP1/IM manuals provide necessary information according to the phases in the system life cycle, which include planning
and design, configuration, and operation. Read the manual appropriate for the purpose.

The following figure explains which phases the JP1/IM manuals provide information for.

Overview and System | Information used in the Integrated Management:
Design Guide planning/design phase Getting Started

Provides the following

information:

- Major configuration and
operation methods

- Manuals to be referenced

Information used in the

Configuration Guide configuration phase

Information used in the

operation phase Read this manual first to learn
how you can achieve your
goals.

Administration Guide

GUI Reference

Reference information
commonly used in the
% planning/design,
configuration, and
operation phases

Command, Definition File
and AP| Reference

Messages

m Conventions: Diagrams

This manual uses the following conventions in diagrams:
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+ Computer (terminal)

» Flow of control

« Error

+ Computer « Disk device, file « Screen

« Communication
channel

» Network » Program

L N

» Flow of data + Flow of process or

task

The following table explains the text formatting conventions used in this manual:

Text formatting

Bold

Italic

Monospace

Convention

Bold characters indicate text in a window, other than the window title. Such text includes menus, menu
options, buttons, radio box options, or explanatory labels. For example:

¢ From the File menu, choose Open.
¢ Click the Cancel button.
* In the Enter name entry box, type your name.

Italic characters indicate a placeholder for some actual text to be provided by the user or system. For example:
* Write the command as follows:
copy source-file target-file
¢ The following message appears:

A filewas not found. (file = file-name)

Italic characters are also used for emphasis. For example:

* Do not delete the configuration file.

Monospace characters indicate text that the user enters without change, or text (such as messages) output by
the system. For example:

e At the prompt, enter dir.
¢ Use the send command to send mail.
¢ The following message is displayed:

The password is incorrect.

The following table explains the symbols used in this manual:
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Symbol Convention

In syntax explanations, a vertical bar separates multiple items, and has the meaning of OR. For
example:

A|B|Cmeans A, or B, or C.

{1} In syntax explanations, curly brackets indicate that only one of the enclosed items is to be selected.
For example:

{A|B]|C} means only one of A, or B, or C.

[] In syntax explanations, square brackets indicate that the enclosed item or items are optional. For
example:

[A] means that you can specify A or nothing.

[B| C] means that you can specify B, or C, or nothing.

In coding, an ellipsis (. . .) indicates that one or more lines of coding have been omitted.

In syntax explanations, an ellipsis indicates that the immediately preceding item can be repeated as
many times as necessary. For example:

A, B, B, ... means that, after you specify A, B, you can specify B as many times as necessary.

A Indicates a space.
Ag: Zero or more spaces (space can be omitted).

A1: One or more spaces (space cannot be omitted).

A Indicates a tab.
Example:
A 2 means that a tab character precedes A.

m Conventions: Installation folders for the Windows version of JP1/IM and JP1/
Base

In this manual, the installation folders for the Windows versions of JP1/IM and JP1/Base are indicated as follows:

Product name Installation folder Default installation folder®

JP1/IM - View View-path system-drive: \Program Files\Hitachi\JP1CoView

JP1/IM - Manager Manager-path system-drive: \Program Files\Hitachi\JP1IMM
Console-path system-drive: \Program Files\Hitachi\JP1lCons
Scope-path system-drive: \Program Files\Hitachi\JPlScope

JP1/Base Base-path system-drive: \Program Files\Hitachi\JP1lBase

#: Represents the installation folder when the product is installed in the default location. The location represented by system-drive: \Program
Files is determined at the time of installation by an OS environment variable, and might differ depending on the environment.

m Conventions: Meaning of "Administrator permissions” in this manual

In this manual, Administrator permissions refers to the Administrator permissions for the local PC. Provided that the
user has Administrator permissions for the local PC, operations are the same whether they are performed with a local
user account, a domain user account, or in an Active Directory environment.
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m Conventions: Version numbers

The version numbers of Hitachi program products are usually written as two sets of two digits each, separated by a
hyphen. For example:

e Version 1.00 (or 1.0) is written as 01-00.
e Version 2.05 is written as 02-05.

e Version 2.50 (or 2.5) is written as 02-50.
e Version 12.25 is written as 12-25.

The version number might be shown on the spine of a manual as Ver: 2.00, but the same version number would be
written in the program as 02-00.
m Online manuals

JP1/IM comes with an HTML manual that you can read in a Web browser.
The HTML manual has the same contents as this manual.
To view the HTML manual:

e InJP1/IM - View, choose Help and then Help Contents.

* In Integrated Operation Viewer Window, choose Help and then Online Manual.
Note:

* If you use the Start menu, the HTML manual might be displayed in an existing browser window, depending on
the related setting in the OS.

m Output destinations of Integrated trace log file

Starting with JP1/IM 12-10, all 32-bit Java processes for JP1/IM have been changed to 64-bit Java processes. Therefore,
the integrated trace log output destination output by the Java process function of each function of JP1/IM is changed.

The following is the destination of the integrated trace log for each JP1/IM function from version 12-10 or later. If you
are using the log file trap function, you must change the settings as you change the destination.

Output destinations of Integrated trace log file (32 bit): system-drive\Program Files (x86) \Hitachi
\HNTRLib2\spool

* IM database

¢ Central Scope Service

* Process management

¢ Command execution

e Automatic action

* Installation and Setup

Output destinations of Integrated trace log file (64 bit): system-drive\Program Files\Hitachi
\HNTRLib2\spool
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* Event base service

* Central Console viewer

¢ Central Scope viewer

* Event Genaration Service

* IM Configuration Management

* IM Configuration Management viewer

* Intelligent Integrated Management Base
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Installation and Setup (for Windows)

This chapter explains how to install and set up JP1/IM in a Windows environment.
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1.1 Installation and setup procedures (for Windows)

This section describes the procedure from the beginning of installation to the end of setup for a manager, an agent, a
host to be monitored remotely, and a viewer. For details about the uninstallation procedure, see /.21.1 Uninstallation

procedure (for Windows).

Figure 1-1: Installation and setup procedure (manager)

When IM Configuration When IM Configuration
Management is used Management is not used

Install the prerequisite program
e Install JP1/Base

Install JP1/IM - Manager
Create an IM database
Set the startup sequence for services
Set up user authentication and user mapping
Specify settings for handling JP1/Base failures
Set the system hierarchy
Set the system hierarchy
Set up Event Service
Set JP1 event forwarding
Set JP1 event forwarding

Collect and distribute Event Service
definition information

Collect and distribute Event Service
definition information

Set up a command execution environment

Specify settings for using the source host name of
Event Service in the FQDN format

Set up JP1/IM - Manager

o Settings necessary to use the functions of the Intelligent
Integrated Management Base

e Specify settings for using the functions of Central Scope

o Specify settings for handling JP1/IM - Manager failures

» Specify settings for upgrading

Save manuals to a computer
(Install linked products)
Set up for linked products

#: For details, see the JP1/Base User's Guide.
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}See 1.2

}See 1.3
>See 1.4
}See 1.5%
> See 1.6*
>see 1.7*
-See 1.8
> See 1.9*
> See 1.10°

}See1.11

}See1.12"

}See 1.13
}See 1.14*

}See1.15"

}See1.16”

See 1.18

See 1.20

See the documentation
for the product to be linked

>See 6.8
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Figure 1-2: Installation and setup procedure (agent)

When IM Configuration Management = When IM Configuration Management

is used is not used
Installing JP1/Base }See 1.2
Setting the service start sequence } See 1.5"
Setting user mapping } See 1.6"
Setting the handling of a JP1/Base failure }See 1.7*
Setting Event Service }See 1.10*
Setting JP1 event forwarding }See 1.1

#
Setting JP1 event forwarding } See 1.12

#
Setting up a command execution environment }See 1.15
o See the documentation for
(Installing linked products) the product to be linked
Setting up linked products } See 6.8

#: For details, see the JP1/Base User's Guide.

Figure 1-3: Installation and setup procedure (viewer)

Install JP1/IM - View } See 1.3

Set up JP1/IM - View

o Specify settings for handling JP1/IM - View } See 1.19.1
failures

Set up JP1/IM - View

e Customize operation of JP1/IM - View See 1.19.2
(Central Console viewer and Central
Scope viewer)

Set up JP1/IM - View
e Set up and customize IM Configuration See 1.19.3
Management - View
Set up JP1/IM - Rule Operation linkage® } See 1.19.4
Save manuals to a computer } See 1.20

#: For details, see the Job Management Partner 1/Integrated Management - Rule Operation System
Configuration and User's Guide.

For details about the settings for monitoring logs on hosts that will be monitored remotely, see /.17 Specifying settings
for monitoring logs on remotely monitored hosts (for Windows).

For details about the settings for using the communication encryption function that encrypts communication data, see
9.4 Configuring encrypted communication.
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1.2 Preparations required before installation (for Windows)

1.2.1 Designing the JP1/IM setup details (for Windows)

Before you start installation, evaluate the details of JP1/IM setup and prepare the setup items.

For details about how to design the setup details, see Part 3. Design in the JP1/Integrated Management 2 - Manager
Overview and System Design Guide.

1.2.2 Configuring the system environment (for Windows)

(1) Configuring the OS environment

Before you install JP1/IM, configure an OS environment that satisfies the following conditions:

* The OS version being used is supported by JP1/IM.

» Service packs and patches required by JP1/IM have been applied.

¢ A host name and IP address can be uniquely resolved.

¢ When IM databases are used, a host name must be a character string of not more than 32 characters consisting of

only one-byte alphanumeric characters, -, and . (period).

See the release notes for JP1/IM - Manager and JP1/IM - View to check the service packs and patches required by JP1/
IM, and then apply them to the OS.

When you apply an OS patch, stop the product first, and then apply the patch while the product is stopped.

0 Important

» For installation, setup, and uninstallation, the administrator permission is required. Before a non-
administrator user can perform any of these operations in an environment where Windows UAC (User
Account Control) is enabled, the user must become an administrator. In an environment where UAC is
unavailable, perform these operations as a user who belongs to the Administrators group.

* When you upgrade an OS where JP1/IM - Manager and JP1/IM - View has been installed, make sure
to uninstall JP1/IM - Manager and JP1/IM - View before upgrading the OS.

1.2.3 Installing the prerequisite program (for Windows)

(1) Installing JP1/Base

To use JP1/IM managers and agents, you must install JP1/Base, which is the prerequisite program for JP1/IM.

To check the system configuration, see 1.5 JP1/IM - Manager system configuration in the JP1/Integrated Management
2 - Manager Overview and System Design Guide. For details about how to install JP1/Base, see the JPI/Base User's
Guide.

1. Installation and Setup (for Windows)
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1.3 Installing JP1/IM - Manager and JP1/IM - View (for Windows)

This section explains how to install JP1/IM - Manager and JP1/IM - View. The user who will be performing the
installation must have Administrator permissions.

1.3.1 Installation procedure (for Windows)
This subsection explains how to install JP1/IM - Manager and JP1/IM - View.

(1) How to install JP1/IM - Manager

To install:

1. Terminate all programs.
Before you start the installation, terminate all programs.
Stop the JP1/Base services.

If you are performing an upgrade installation, stop the JP1/IM-Manager service. If a JP1/IM - View is connected to
the JP1/IM - Manager for which you want to perform an upgrade installation, the login user should log out from the
JP1/IM - Manager.

2. Insert the distribution medium in the corresponding drive and start the installation.
Follow the instructions of the installer, which starts automatically.

Select the software you want to install, and then enter the following items:

* User information
Enter this information only if you are performing a new installation. If you are upgrading from a previous version
of JP1/IM - Manager, the information specified for the previous version will be inherited.

* Installation folders

In an x64 environment, do not install JP1/IM under system-drive\Program Files\ (the Program Files
folder without x86). Problems might occur during operation if JP1/IM is in the Program Files folder that
contains 64-bit modules.

The installation folders listed below are created when you install JP1/IM - Manager.

Table 1-1: Folders created during installation

Product Folder that is created® Description

JP1/IM - Manager installation-folder\ Jp1 IMM\*2 Stores JP1/IM - Manager information
installation-folder\ JP1Cons\*2 Stores Central Console information
installation-folder\ JP1Scope \*2 Stores Central Scope information

#1: The default installation folder is system-drive: \Program Files\Hitachi. In Windows, this value
might be different depending on the environment because the value of system-drive: \Program Files is
determined by the setting of an OS environment variable at the time of installation.

#2: If aprevious version of JP1/IM - Manager was installed in a different folder, that installation folder is inherited
and the folders listed above are not created.

Note that the drive that is specified as the installation folder for JP1/IM - Manager must be a fixed disk.

3. If you are prompted to restart the system, restart Windows.

1. Installation and Setup (for Windows)
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Windows must be restarted when Hitachi Network Objectplaza Trace Library (HNTRLib2) is installed. For
details, see /.3.3 Notes about installing (for Windows).

@) 'mportant

e Ifyou have upgraded JP1/IM - Manager in an environment in which IM databases have already
been set up, use the j imdbupdate command to update the IM databases. If the IM databases have
not been updated, a warning message is displayed when JP1/IM - Manager starts.

* You must specify a fixed disk as the drive for the JP1/IM - Manager installation folder. JP1/IM -
Manager and JP1/IM - View must not be installed on a removable disk, network drive, or UNC path.

* Do not specify folders such as those below for the installation destination folder. If these kinds of
folders are specified, operation cannot be guaranteed.
- Folder names that contain symbols (such as a semicolon (; ), hash mark (#), single quotation mark
("), or percent sign (%))
- Folder names that contain character codes other than the SJIS character code (such as JIS Third
and Forth Levels)
- Folders for drives other than fixed disks or UNC paths

* When you install this product, make sure that the installation folder of this product (Manager-
path, Console-Path and Scope-Path) is not same as the installation folder of another product.

¢ For the volume on which JP1/IM - Manager will be installed and the volume on which the data of
JP1/IM - Manager will be stored, it is necessary to create a short name (in 8.3 format). Before
installing JP1/IM - Manager, check the OS settings to make sure short names can be created and
they have not been removed, because creating short names may be disabled by default depending
on the OS.

* Installations to virtual disks created in memory area pools of Windows Server 2012 or Windows
Server 2016 are not supported.

¢ If you cancel installation during the installation process, some files may stay on the system,
depending on the timing of the cancellation.

(2) How to install JP1/IM - View

To install:

1. Terminate all programs.

Before you start the installation, terminate all programs.

2. Insert the distribution medium in the corresponding drive and start the installation.
Follow the instructions of the installer, which starts automatically.
Select the software you want to install, and then enter the following items:

¢ User information

Enter this information only if you are performing a new installation.

¢ Installation folders

In an x64 environment, do not install JP1/IM under system-drive\Program Files\ (the Program Files
folder that is not x8 6 compatible). Problems might occur during operation if JP1/IM is inthe Program Files
folder that contains 64-bit modules.

The installation folders listed below are created when you install JP1/IM - View.

1. Installation and Setup (for Windows)
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Table 1-2: Folders created during installation

Product Folder that is created®" Description
JP1/IM - View [nstallat[ontfolder\ JPlCOVleW\#Z Stores JP1/IM - View information
#1: The default installation folder is system-drive: \Program Files\Hitachi. In Windows, this value

might be different depending on the environment because the value of system-drive: \Program Files is
determined by the setting of an OS environment variable at the time of installation.

#2: If an old version of JP1/IM - View was installed in a different folder, that installation folder is inherited and
the default folder listed above is not created.

Note that the drive that is specified as the installation folder for JP1/IM - View must be a fixed disk.

3. If you are prompted to restart the system, restart Windows.
Windows must be restarted when Hitachi Network Objectplaza Trace Library (HNTRLib2) is installed. For

details,

see 1.3.3 Notes about installing (for Windows).

0 Important

You must specify a fixed disk as the drive for the JP1/IM - View installation folder. JP1/IM - View must
not be installed on a removable disk, network drive, or UNC path.

Do not specify folders such as those below for the installation destination folder. If these kinds of folders
are specified, operation cannot be guaranteed.

- Folder names that contain symbols (such as a semicolon (; ), hash mark (#), single quotation mark ('),
or percent sign (%))

- Folder names that contain character codes other than the SJIS character code (such as JIS Third and
Forth Levels)

It will not be possible to upgrade JP1/IM - View if it is installed anywhere other than on a fixed disk.

Do not install JP1/IM - View and other products in the same folder.

To install to Windows 8(x86) or Windows 10(x86), do not specify a directory under system-
drive:\Program Files\WindowsApps as the installation destination. As an administrator user cannot write
to the above folder, the installation fails.

(3) About the types of installation

Upgrade installation

If you are upgrading from an old version, first read the notes about upgrading that you will find in /3.2 Upgrading
from a previous version of JP1/IM in the JP1/Integrated Management 2 - Manager Overview and System Design

Guide.

About the program folder displayed in the Start menu

* Ifyou perform upgrade installation, the program folder for the product you are upgrading is retained without

1. Installation

a change of name in the Select Program Folder window.

If you do not want to use the displayed program folder, enter a new program folder name in the Select
Program Folder window.

If you perform upgrade installation via JP1/Software Distribution, the program folder for the product you
are upgrading is retained without a change of name. If you want to change the program folder name, manually

change it after upgrade installation.
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* If you manually changed the program folder for the product from which you perform a version upgrade
install, the program folder is not deleted after performing the version upgrade install of JP1/IM - Manager
and JP1/IM - View. If you don't need the program folder, delete it manually after the version upgrade install
has been completed.

If a shortcut is set in a program folder on the product before an upgrade

* Ifyou changed the program folder name, the shortcut set on the product before the upgrade is not inherited.
If you want to use the shortcut on the product before the upgrade, set a shortcut for the program folder after
the upgrade. The shortcut remains for the program folder you used on the product before the upgrade.
However, if the shortcut is no longer necessary, delete it.

Before performing a version upgrade install, follow these procedures:
» Stop the service (Service name: JP1/Console) of JP1/IM -Central Console.

» Ifyou have specified a logical host, stop the service(Service name: JP1/Console Logical host name) of JP1/
IM - Manger on the logical host.

* Close the window if Services window or a service on Manage Computer window is displayed.
After performing a version upgrade install, make sure you restart the computer.
Remote installation using JP1/NETM/DM, JP1/IT Desktop Management 2 and Job Management Partner 1/Software
Distribution
JP1/IM supports remote installation (software distribution) using JP1/NETM/DM, JP1/IT Desktop Management 2
and Job Management Partner 1/Software Distribution, and you can perform a new installation as well as an upgrade
installation of JP1/IM. See JP1/NETM/DM, JP1/IT Desktop Management 2 or Job Management Partner 1/Software
Distribution Manual for more information.The following remote installation methods are available:
- Update installation
The product is installed in the same folder as that of a JP1/IM - Manager instance that has already been installed.
The setting information of the JP1/IM - Manager instance that has already been installed is inherited. If JP1/IM
- Manager is not installed, this function cannot be used.
- New installation
When using the default value for the drive and folder, the product is newly installed.

The "<system-drive>:\Program Files\HI TACHI\JP1IMM" folder, "<system-drive>:\Program Files\HITACHI
\JP1Cons" folder, and "<system-drive>:\Program Files\HITACHI\JP1Scope" folder are created and the
installation is performed.

When specifying only the drive, the product is installed on the specified drive directly.

When specifying the folder, JP1/IM - Manager is installed in the specified folder.
For details about the actual method and operation, see the manual of JP1/NETM/DM, JP1/IT Desktop Management
2, or Job Management Partner 1/Software Distribution. When you package this software product, you must use the

packager of JP1/NETM/DM 09-00 or later, Job Management Partner 1/Software Distribution 09-00 or later, or JP1/
IT Desktop Management 2. Note that JP1/NETM/DM is only sold in Japan.

1.3.2 Settings required immediately after installation (for Windows)

If you will be changing the locale (system locale) after installation, you must set the appropriate encoding shown in the
table below. Specify this setting in JP1/Base.

1. Installation and Setup (for Windows)
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Table 1-3: Windows encoding

(O] Language Encoding
Windows Japanese SJIS
Chinese GB18030
English C
0 Important

If you change the system locale while using JP1/IM - View, the behavior of JP1/IM cannot be guaranteed.
When you want to change the system locale, you have to first uninstall JP1/IM, change the system locale,
and then install JP1/IM again.

(1) How to set the encoding

1. Edit jplbs param.conf.

Use an editor to open the Base-path\conf\jplbs param.conf file, set the encoding shown in the table
above in the encoding part of "LANG"="encoding".

2. Save the file, and then execute the following command with Administrator permissions:

Base-path\bin\ jbssetcnf-Base-path\conf\jplbs param.conf

3. Start or restart JP1/Base and JP1/IM - Manager.

The settings take effect when JP1/Base and JP1/IM - Manager start. If JP1/Base and JP1/IM - Manager are already
running, restart JP1/Base and JP1/IM - Manager.

B Note

Once you have set the encoding and started the operation, you can still use the steps above to change the
encoding.

1.3.3 Notes about installing (for Windows)

(1) Relationship between products
JP1/IM - Manager requires JP1/Base. When you install the products, note the following:
* Any prerequisite products must be installed first and in the correct order.

 Install JP1/Base and then JP1/IM - Manager, in this order.

* Stop JP1/Base before you install JP1/IM - Manager. If you forgot to stop JP1/Base, make sure that you restart JP1/
Base. If you do not restart JP1/Base, it will not be possible to manage system configuration information correctly.

1. Installation and Setup (for Windows)
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(2) About Hitachi Network Objectplaza Trace Library (HNTRLib2)

* When you install JP1/IM - View or JP1/Base, Hitachi Network Objectplaza Trace Library (HNTRLib2) is installed,
and the path of HNTRLib2 (system-drive: \Program Files\Common Files\Hitachi®)isadded to the
Path Windows system environment variable.

* When you install JP1/IM - View, the startup type of the Hitachi Network Objectplaza Trace Monitor 2 service
(Hitachi Network Objectplaza Trace Library) is set to Automatic, the service can start automatically when the system
starts.

#: In Windows, this value might be different depending on the environment because the value of system-
drive: \Program F1iles is determined by the setting of an OS environment variable at the time of installation.

(3) About the settings in the Windows environment

During installation, the information listed below is set in Windows.

* The bin folder path of JP1/IM and the HNTRLib2 path are as follows in the system environment variables:
Console-path\bin
This information is added during installation of JP1/IM - Manager.
View-path\bin
This information is added during installation of JP1/IM - View.
system-drive: \Program Files\Common Files\Hitachi®
This information is added when either JP1/IM - View or JP1/Base is installed.

In the services file, the port numbers indicated in Appendix C. Port Numbers in the JP1/Integrated Management
2 - Manager Overview and System Design Guide are set. The port numbers are deleted during uninstallation.

#: In Windows, this value might be different depending on the environment because the value of system-
drive: \Program F1iles is determined by the setting of an OS environment variable at the time of installation.

(4) About changing an installation path

* To change an installation path, first uninstall and then install again.

* If you are changing the installation path of JP1/Base (by uninstalling it and then reinstalling in a different folder),
you must first uninstall JP1/IM - Manager and then reinstall it.

To reinstall JP1/IM - View on the same host as for JP1/Base, uninstall JP1/IM - View first, delete the files under the
conf and bin folders at the installation destination, and then reinstall JP1/IM - View.

* When you change the installation path of JP1/IM - Manager, JP1/IM - View, or JP1/Base, definitions cannot be
recovered from a backup. You must re-specify individual definitions after reinstallation.

(5) About the files and the registry

* Do not perform the following operations, because JP1/IM - Manager and JP1/IM - View manages such information
as program information, configuration information, and maintenance information in files and in the registry. If you
perform the following operations, JP1/IM - Manager and JP1/IM - View may not work properly.

* Use an application such as Explorer to delete or change files and folders for JP1/IM - Manager. Or, change the
access permissions.

» Use Registry Editor to delete or change the information on JP1/IM - Manager, or change the access permissions.
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* Do not create a file or a folder named system-drive: \Program. If a file or folder has the name described above,
some problems occur, such as the jcodbsetup or jcfdbsetup command outputting the following message and
terminating abnormally:

KNAN11053-E An attempt to read a file failed. (file name = instdb.loq)

In addition, if a file or folder has the name described above, various programs, including JP1/IM - Manager, might
not work normally.

(6) About reinstallation

When JP1/IM - Manager or JP1/IM - View is uninstalled, definition files and log files that were created after installation,
as well as files that might be edited by the user, are not deleted. If you reinstall the program while these files remain in
the system, the program might not function correctly. Therefore, if you reinstall JP1/IM - Manager or JP1/IM - View,
be sure to restart the OS and use Windows Explorer to delete the folder in which JP1/IM - Manager or JP1/IM - View
had been installed, and then reinstall the program.

(7) About downgrade installation

JP1/IM - Manager and JP1/IM - View do not support downgrade installation. If you want to downgrade a product that
has been installed, uninstall the product, and then reinstall it.

(8) About antivirus software

¢ If antivirus software scans the installation destination while you are installing JP1/IM - Manager, the installation
might fail. In this case, there is a conflict between the installer and the antivirus software, which causes an application
error. Make sure you terminate antivirus software before performing the installation.

» Before performing installation of JP1/IM - View, be sure to close applications that lock the JP1/IM - View files such
as anti-virus software. If you do not close such applications, the installation might fail.

¢ Before performing a version upgrade installation of JP1/IM - View, be sure to close applications that lock the
JP1/IM - View files such as anti-virus software. If you do not close such applications, the installation might fail.

e After upgrading the version of JP1/IM - View, if a message such as the following is output to the event log
(application) and JP1/IM - View does not start, restart the OS and then reinstall JP1/IM - View.

Windows Installer requires a system restart.

Product Name: JPl/Integrated Management - View. Product Version: <XXXX>.
Product Language: XXXX. Manufacturer: Hitachi, Ltd..

Type of System Restart: X. Reason for Restart: X.

(9) About silent installation

JP1/IM - Manager can be installed by using the silent installation functionality. Execute the following command:

<DVD-R-media>\ OWNEXE\HPPSINST.BAT /<full-path-of-DISKl-of-target-product> /
<full-path-of-installation-destination>

JP1/IM - View can be installed by using the silent installation functionality. Execute the following command:

<DVD-R-media>\ OWNEXE\HPPSINST.BAT /<full-path-of-DISKl-of-target-product> /
<full-path-of-installation-destination>
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* To execute the contents of DVD-R media directly from a hard drive, copy the contents of the DVD-R media to a
directory on the hard drive whose path does not include any spaces. Then, compare the copied files to the original
files (at the binary level, for example) to ensure that they are the same.

¢ Check the return value of the execution result to verify that the installation ended successfully. For details about the
return values, see the JP1 website.

* When installing this software product by using the silent installation functionality, you can not specify user
information. To specify user information, install software product in the installation procedure described in the 7.3./
Installation procedure (for Windows).

(10) About Windows Defender

If you install JP1/IM - Manager while Windows Defender is enabled, a Windows Defender warning event might be
output to the Windows Defender history or event viewer Windows log (system log). This warning can be safely ignored.

(11) About restarting after performing an overwrite installation

When you perform an overwrite installation without using JP1/NETM/DM, you can operate JP1/IM - Manager and JP1/
IM - View without restarting your computer, by performing the following procedure.
1. Close the following programs before performing the overwrite installation.
e JP1/IM - Manager and JP1/IM - View

* Applications that lock the files in the installation folder for JP1/IM - Manager and JP1/IM - View (such as
applications that check for viruses)

* All services of JP1/Base
* All services of the products that require JP1/Base
» Services of the integrated trace function

2. After installing the JP1/IM - Manager and JP1/IM - View, select "No" if you are asked to restart the computer.

(12) When using ReFS

If you install JP1/IM - Manager on Windows Server 2012, Windows Server 2012 R2 or Windows Server 2016 ReFS,
performance might decrease compared to installations on NTFS. Therefore, if you use ReFS, conduct sufficient testing
of actual operations to make sure that there is no problem with performance. If the performance requirements are not
satisfied, consider using NTFS instead of ReFS.

(13) About JP1/IM - View

* Do not apply Windows Server 2012 and Windows Server 2016 data deduplication on the volume on which JP1/IM
- View is installed.

* If you attempt to perform an overwrite installation while JP1/IM - View is being used, a dialog box appears. In this
case, click the Cancel button to abort the overwrite installation, stop all running JP1/IM - View instances, and then
retry the overwrite installation of JP1/IM - View.
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1.4 Creating IM databases (for Windows)

You use IM databases to monitor events that occur in the system. The two types of IM databases are the integrated
monitoring database and the IM Configuration Management database. The integrated monitoring database is used when
Central Console or the Intelligent Integrated Management Base are being used. The IM Configuration Management
database is used with IM Configuration Management to manage the system hierarchy. For details about the functions
available when the integrated monitoring database and the IM Configuration Management database are used, see 2.5
Functions provided by the IM database in the JP1/Integrated Management 2 - Manager Overview and System Design
Guide.

During system configuration or after operations have started, you can create either or both the integrated monitoring
database and the IM Configuration Management database.

The IM database must start before JP1/IM - Manager Service. See 3.1.1 In Windows in the JP1/Integrated Management
2 - Manager Administration Guide to use the startup control function to set it.

JP1 events obtained from the event database after the JP1/IM - Manager service has started are stored in the integrated
monitoring database. For details, see 4.1.3(2) JPI event control when using the integrated monitoring database in the
JPI1/Integrated Management 2 - Manager Overview and System Design Guide.

This section explains how to create an IM database.

1.4.1 Preparations for creating IM databases (for Windows)

You must prepare a setup information file that specifies the size of the database area required in order to create an IM
database and information about the database storage directory.

To prepare for IM database creation:

1. Edit the setup information file
The following shows an example of the settings:
#IM DATABASE SERVICE - DB Size
IMDBSIZE=S
#IM DATABASE SERVICE - Data Storage Directory
IMDBDIR=Manager-path\database
#IM DATABASE SERVICE - Port Number
IMDBPORT=20700
#IM DATABASE SERVICE - DB Install Directory
IMDBENVDIR=Manager-path\ dbms

IfJP1/IM - MO is being used and JP1/IM - Manager and JP1/IM - MO are located on separate hosts, you must add
the item IMDBHOSTNAME in the setup information file. For details about the setup information file, see Setup
information file (jimdbsetupinfo.conf) in Chapter 2. Definition Files in the manual JP1/Integrated Management 2 -
Manager Command, Definition File and API Reference.

2. Check the settings in the setup information file.
Make sure of the following:

* Network drives, Windows reserved device files, and paths containing symbolic links are not specified for
IMDBENVDIR and IMDBDIR.
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3. In case of existing the Application Experience service, verify that the startup type of the Application Experience

service is not disabled.

If you specify Disabled for the service, executing the jcodbsetup command or jcfdbsetup command might result in
the IM database setup failing with the following message:

KNANI11141-E An error occurred during the creation of a system database area. (Error code: -1073741811)

0 Important

¢ Do not specify a path of 200 or more bytes for the system environment variable TEMP. If a path is
200 bytes or more, a setup or unsetup of the IM database might fail. If setup fails, revise the value
of the system environment variable TEMP, and then unsetup the integrated monitoring database and
the IM Configuration Management database. Then, set them up again. If unsetup fails, revise the
value of system environment variable TEMP, and then perform unsetup for the integrated monitoring
database and the IM Configuration Management database.

¢ Make sure that there are sufficient disk space allocated under Manager-path while executing the
jeodbsetup or jefdbsetup command. If disk space is not enough, the jcodbsetup or jcfdbsetup
command outputting the following message and terminating abnormally:

KNANI11053-E An attempt to read a file failed. (file name = instdb.log)

1.4.2 Setting up the integrated monitoring database (for Windows)

Create an integrated monitoring database and use the Intelligent Integrated Management Base or the Central Console
functions to set up the database so you can use it. If you do not plan to use the integrated monitoring database, there is
no need to perform this procedure.

The setup procedure differs depending on whether the IM Configuration Management database has already been set up.
Apply the following procedures as appropriate depending on the case.

(1) When the IM Configuration Management database has been set up

The setup procedure differs depending on whether you stop JP1/IM-Manager Service. The following are the setup
procedures for the two cases.

To stop JP1/IM-Manager Service and set up the integrated monitoring database:

. Check if the IM database service (JP1/IM2-Manager DB Server) is running.

. Stop the following services:

* JP1/IM-Manager Service
* IfJP1/IM - MO is being used, the JP1/IM - Message Optimizer service of JP1/IM - MO at the connection source.

. Execute the jcodbsetup command to create an integrated monitoring database.

jcodbsetup -s [—-qg]

. Execute the jcoimdef command to enable the integrated monitoring database.

jcoimdef -db ON

. Start JP1/IM-Manager Service.

To set up the integrated monitoring database without stopping JP1/IM-Manager Service:
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1. Execute the jcoimdef command to disable the IM Configuration Management service (jcfmain).
jcoimdef -cf OFF

2. Restart JP1/IM-Manager Service.
3. Check if the IM database service (JP1/IM2-Manager DB Server) is running.

4. Stop the following service:

e IfJP1/IM - MO is being used, the JP1/IM - Message Optimizer service of JP1/IM - MO at the connection source.

5. Execute the jcodbsetup command to create an integrated monitoring database.

jcodbsetup -s [-g]

6. Execute the jcoimdef command to enable the integrated monitoring database.
jcoimdef -db ON

7. Execute the jcoimdef command to enable the IM Configuration Management service (jcfmain).

jcoimdef -cf ON
8. Restart JP1/IM-Manager Service.

For details about the jcodbsetup command, see jcodbsetup in Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

For details about the jcoimdef command, see jcoimdefin Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

(2) When the IM Configuration Management database has not been set up

1. Stop the following service:

* IfJP1/IM - MO is being used, the JP1/IM - Message Optimizer service of JP1/IM - MO at the connection source.

2. Execute the jcodbsetup command to create an integrated monitoring database.

jcodbsetup -f setup-information-file-name [-q]

3. Execute the jcoimdef command to enable the integrated monitoring database.
jcoimdef -db ON

4. Restart JP1/IM-Manager Service.

For details about the jcodbsetup command, see jcodbsetup in Chapter 1. Commands in the manual JPI/Integrated
Management 2 - Manager Command, Definition File and API Reference.

For details about the jcoimdef command, see jcoimdefin Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.
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1.4.3 Setting up the IM Configuration Management database (for
Windows)

Create an IM Configuration Management database and set it up so that the IM Configuration Management service can
be started from process management. If you do not plan to use the IM Configuration Management functions, there is
no need to perform this procedure.

The setup procedure differs depending on whether the integrated monitoring database has already been set up. Apply
the following procedures as appropriate depending on the case.

(1) When the integrated monitoring database has been set up

The setup procedure differs depending on whether you stop JP1/IM-Manager Service. The following are the setup
procedures for the two cases.

¢ To stop JP1/IM-Manager Service and set up the IM Configuration Management database:
1. Check if the IM database service (JP1/IM2-Manager DB Server) is running.

2. Stop the following services:
* JP1/IM-Manager Service
e IfJP1/IM - MO is being used, the JP1/IM - Message Optimizer service of JP1/IM - MO at the connection source.

3. Execute the jcfdbsetup command to create an IM Configuration Management database.

jcfdbsetup -s [-g]
¢ To set up the IM Configuration Management database without stopping the JP1/IM-Manager Service:

1. Execute the jcoimdef command to disable the integrated monitoring database.
jcoimdef -db OFF

2. Restart JP1/IM-Manager Service.
3. Check if the IM database service (JP1/IM2-Manager DB Server) is running.

4. Stop the following service:

e IfJP1/IM - MO is being used, the JP1/IM - Message Optimizer service of JP1/IM - MO at the connection source.

5. Execute the jcfdbsetup command to create an IM Configuration Management database.
jcfdbsetup -s [—-g]

6. Execute the jcoimdef command to enable the integrated monitoring database.
jcoimdef -db ON

For details about the jcfdbsetup command, see jcfdbsetup in Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

For details about the jcoimdef command, see jcoimdef in Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.
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(2) When the integrated monitoring database has not been set up

1. Execute the jcfdbsetup command to create an IM Configuration Management database.

jcfdbsetup -f setup-information-file-name [—-q]

For details about the jcfdbsetup command, see jefdbsetup in Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

1.4.4 Settings for using the functions of IM Configuration Management
(for Windows)

When a new installation of JP1/IM - Manager is performed, the default is that the functions of IM Configuration
Management are disabled. To use IM Configuration Management during system configuration or system operations,
you must create an IM Configuration Management database using the procedure described in /.4.3 Setting up the IM
Configuration Management database (for Windows), and then enable the functions of IM Configuration Management.

To enable the functions of IM Configuration Management:

1. Execute the jcoimde f command to enable the IM Configuration Management service (jcfmain).
jcoimdef -cf ON

2. Restart JP1/IM - Manager.

3. Execute the jco spmd status command to ensure that the IM Configuration Management service (jcfmain)
is displayed in the active processes.

For details about the jcoimdef command, see jcoimdef in Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

For details about the jco spmd status command, see jco_spmd_status in Chapter 1. Commands in the manual
JP1/Integrated Management 2 - Manager Command, Definition File and API Reference.

1.4.5 Updating IM databases (for Windows)

If you are using IM databases and you wish to upgrade JP1/Integrated Management or apply a corrected version of JP1/
IM - Manager, you must first update the IM databases.

To update IM databases:
1. Check the following service statuses:

If the status are different from the following status, start or stop the services to create the following status.

e IfJP1/IM - MO is being used, the JP1/IM - Message Optimizer service of JP1/IM - MO is stopped at the
connection source.

e IfJP1/OA is receiving JP1 event from JP1/IM2 - Manager, JP1/OA is stopped at the connection source.
* JP1/IM2-Manager DB Server Service is running.
* JP1/IM2-Manager Service is stopped.

2. Execute the j imdbupdate command to check if the IM databases have been updated.
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* If the following message is output, perform step 7:
KNAN11201-I The IMdatabase service is the latest.

 If the following message is output, perform the procedure beginning with step 3:
KNAN11202-1 The overwrite is necessary for the IMdatabase.

KNAN11207-I An update of the table schema of an IM database service is
required.

KNAN11211-I An update of the configuration files of an IM database
service is required.

3. Execute the j imdbbackup command to back up the IM databases:
jimdbbackup -o backup-file-name —m MAINT

4. Execute the j imdbupdate command to update the IM databases:
Jjimdbupdate -1

5. Stop the following service:

e JP1/IM2-Manager DB Server Service

6. Start the following service:

* JP1/IM2-Manager DB Server Service

7. Start the following services:

e JP1/IM2-Manager Service

8. If the following services were stopped in step 1, start the services.
* JP1/IM - Message Optimizer service of JP1/IM - MO on the connection source (If using JP1/IM - MO)
* JP1/OA on the connection source (If JP1/OA is receiving JP1 event from JP1/IM2 - Manager)

0 Important

Do not restore into an IM database obtained after the j imdbupdate command has been executed any IM
database backup data that was obtained before the j imdbupdate command was executed.

After you have executed the j imdbupdate command, execute the j imdbbackup command again to
make a new backup.
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1.5 Setting the startup sequence for services (for Windows)

To use the startup control service in JP1/Base to set the startup sequence for the JP1 services:
1. Specify the startup sequence control settings.
Normally, there is no problem with the default settings, but you must customize the settings in the following cases:
* JP1/Power Monitor is being used to manage starting and stopping.

* The IM database is being used.

For details about the settings, see the chapter that describes the settings for the service startup and stop sequences in the
JP1/Base User's Guide. For details about how to start the IM database, see 3.1 Starting JP1/IM - Manager in the JP1/

Integrated Management 2 - Manager Administration Guide.
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1.6 Setting up user authentication and user mapping (for Windows)

You must specify information that is required for JP1 user management, such as the authentication server, registration
of JP1 users, and user mapping.

Specify the settings as appropriate to the host's role, as shown below.

Table 1-4: Settings depending on host's role

Setting item Used as authentication server Not used as authentication server
Primary authentication | Secondary Manager host Agent host
server authentication server

Authentication server Y Y Y --

specification

JP1 user setting Y -- -- --

Operation permission setting Y -- -- --

Copy of authentication server -- Y -- --

setting

User mapping” Y Y Y Y

Legend:

Y: Setting is required
--: Setting is not required

#: Not required when automated actions are not performed or commands are not executed on managed hosts from JP1/IM - View.
You specify the settings using either the JP1/Base Environment Settings dialog box or JP1/Base commands.

You must set user mapping at all hosts where commands are executed by an automated action or a JP1/IM - View
operation.

Table 1-5: User mapping when commands are executed by an automated action or JP1/IM - View

Operation JP1 user name Server host name OS user name
When executing commands from | User who logs on to the manager | Manager to which JP1/IM - User who is registered in the OS
JP1/IM - View View connects’ of the host where the command

is executed

When executing an automated User name specified in the Manager that defined the User who is registered in the OS
action action definition automated action” of the host where the action is
executed
#

You can also specify an asterisk (*) as the server host name, in which case user mapping is permitted at all hosts.

The JP1 user jpladmin is registered by default. For jpladmin, operation permissions whose JP1 resource group is
* and JP1 authority level is JP1 _Console Admin have been set (JP1 resource group * can access all JP1 resource

groups).

1.6.1 Specifying the authentication server (for Windows)

Specify the host name of the authentication server. This setting is required for the host and the JP1/IM manager, but not
for the agent.
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To specify the authentication server:

1. Specify the authentication server.
Specify the authentication server in Order of authentication server on the Authentication Server tab.
You can set a maximum of two authentication servers (primary and secondary servers).

For details about how to specify the settings, see the chapter that describes user management settings in the JP1/Base
User's Guide.

1.6.2 Registering JP1 users (for Windows)

Register the JP1 users who will use JP1/IM. This is required at the host of the primary authentication server.
To register JP1 users:

1. Register JP1 users.
In JP1 user on the Authentication Server tab, register the JP1 users and set their passwords.

1.6.3 Setting operation permissions for the JP1 users (for Windows)

Register operation permissions for the JP1 users who will use JP1/IM. This is required at the host of the primary
authentication server.

To set operation permissions for the JP1 users:

1. Set operation permissions for the JP1 users.

In Authority level for JP1 resource group on the Authentication Server tab, set operation permissions for the
JP1 users.

For example, as JP1/IM operation permissions, you can specify JP1 Console for a JP1 resource group and
JP1 Console Admin for a permission level.

As operation permissions for IM Configuration Management, you must set JP1 _Console for the JP1 resource group
and both JP1/IM permission level and IM Configuration Management permission level as permission levels. If you do
not set any permission level for IM Configuration Management, you can execute operations only within the range of
the JP1 permission level JP1 CF User for IM Configuration Management.

For details about the operation permissions for JP1/IM, see 8.4.1 Managing JPI users and Appendix E. Operating
Permissions in the JP1/Integrated Management 2 - Manager Overview and System Design Guide.

1.6.4 Copying the primary authentication server settings (for Windows)

Copy the settings files for the primary authentication server. These settings are required at the host of the secondary
authentication server.

To copy the primary authentication server settings:

1. Copy the settings files for the authentication server.
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Copy the settings files JP1 Group, JP1 Passwd,and JP1 UserLevel thatare stored in the Base-path\ conf
\user acl\ folder. These are text files. Use a method such as an ASCII transfer by FTP.

1.6.5 Setting user mapping (for Windows)

At a host where you execute commands by automated action and JP1/IM - View operations, set user mapping between
JP1 user names and OS user names. This setting is required for all hosts that execute commands from JP1/IM.

To set user mapping:

1. Register the OS user names and passwords.
Set the information in Password management on the User Mapping tab.

2. Set the JP1 user names and host names.
Set the information in JP1 user on the User Mapping tab.

3. Map JP1 users and OS users.

In the JP1 User dialog box, click the OK button to display the OS User Mapping Details dialog box, and then set
user mapping.

If there are multiple users, you must set user mapping for all of them. User mapping is required even when a JP1 user
name is the same as the OS user name.

The commands that are executed by automated action and JP1/IM - View operations are executed by a primary user
who has been mapped to a JP1 user. To execute commands by a specific OS user, register that OS user as the primary
user.

For details about user mapping, see the description of the user management settings in the JP1/Base User's Guide.
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1.7 Specifying settings for handling JP1/Base failures (for Windows)

JP1/Base provides the following functions to minimize the effects of JP1/Base failures on system operation:

¢ Function for detecting process errors (health check function)

* Function for automatically restarting processes in the event of abnormal process termination

* Function for issuing JP1 events when abnormalities are detected in processes and authentication servers
* Tool for collecting data necessary for investigation in the event of a JP1/Base failure

By default, all functions for detecting process errors, restarting processes, and issuing JP1 events are disabled. To change
the settings, see the chapter that describes installation and setup in the JP1/Base User's Guide.

JP1/Base also provides a data collection tool to enable the user to collect troubleshooting data promptly.

For details about the data that can be collected by JP1/Base's data collection tool, see the JP1/Base User's Guide. The
data that can be collected by this tool includes memory dumps and crash dumps. You must set these dumps to be output
beforehand. For details, see the JP1/Base User's Guide.
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1.8 Setting the system hierarchy (when IM Configuration Management is
used) (for Windows)

This section describes how to set the system hierarchy (IM configuration) when IM Configuration Management is used.
For details about how to set the system hierarchy when IM Configuration Management is not used, see 1.9 Setting the
system hierarchy (when IM Configuration Management is not used) (for Windows).

When you use IM Configuration Management, you must use IM Configuration Management - View to set the manager
and agent hierarchical structure of the system that is managed by JP1/IM.

You can also use the export and import functions of IM Configuration Management to migrate a system configuration
from a test environment to the operating environment or from the environment before a change to the environment after
the change.

The export and import functions of IM Configuration Management enable you to specify settings for managing a system
hierarchy that includes virtual hosts (virtualization system configuration), as well as settings for using Central Scope
for monitoring.

When you use IM Configuration Management to manage your system hierarchy and perform the following operations,
the configuration definition information held in IM Configuration Management does not match that held in JP1/Base.

» Editing the configuration definition file of JP1/Base

* Executing the jbsrt distrib command

Therefore, when you use IM Configuration Management we recommend that you use it to integrally manage your system
hierarchy.

When you use JP1/Base functionality to distribute the definition of your system hierarchy, you need to obtain the system
hierarchy to match the configuration definition information held in both IM Configuration Management and JP1/Base.
If the system hierarchy is not obtained, operation will malfunction because of mismatched configuration definition
information.

1.8.1 Using IM Configuration Management - View to set the system
hierarchy (for Windows)

This subsection explains how to use IM Configuration Management - View to set the system hierarchy.

If you have added IM Configuration Management to an existing JP1/IM system that does not use IM Configuration
Management, IM Configuration Management - View enables you to edit the configuration definition information
collected from the existing JP1/IM system and set the system hierarchy.

This subsection explains how to set a new system hierarchy and how to edit the hierarchy of an existing system.

(1) Setting a new system hierarchy

There are two ways to define a system hierarchy: by using the highest manager to define the entire system hierarchy in
batch mode, and by dividing the system hierarchy into smaller sections that are managed by individual managers, and
then defining each section.
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For examples of the management and configuration definition of a system hierarchy, see 7.2.1 Hierarchical
configurations managed by IM Configuration Management in the JP1/Integrated Management 2 - Manager Overview
and System Design Guide.

The following provides an overview of how to set a new system hierarchy.
To set a new system hierarchy:

1. Register a host that is to be added to the system hierarchy as a management target of IM Configuration Management.
* For details about how to register hosts and how to set information about hosts, see 3.1.1 Registering hosts.
* For details about how to view information about the registered hosts, see 3.1.4 Displaying host information.
* For details about how to delete hosts, see 3.1.6 Deleting hosts.
* For details about how to change information about the registered hosts, see 3. 1.5 Changing the attributes of host
information.
2. Add the host registered in IM Configuration Management to the system hierarchy and set the hierarchy between
managers and agents.
* For details about how to add hosts to a JP1/IM system, see 3.2.4(1)(a) Adding hosts.
* For details about how to set a hierarchy between managers and agents, see 3.2.4(1)(b) Moving hosts.

* For details about how to delete hosts from the JP1/IM system, see 3.2.4(1)(c) Deleting hosts.

3. Apply the set system hierarchy to the system.
Apply the system hierarchy that was set by IM Configuration Management - View to the system that is managed by
JP1/IM.

* For details about how to apply the set system hierarchy to the system, see 3.2.4(3) Applying a system hierarchy
to a system managed by IM Configuration Management.

* For details about how to check the set system hierarchy, see 3.2.2 Displaying the system hierarchy.
If you divide the system hierarchy into integrated manager and site managers, perform the above procedure for each

manager. After that, use the IM Configuration Management - View that is connected to the integrated manager to perform
the procedure described below to create a definition for the entire system.

To set a new system hierarchy:

1. Synchronize the system hierarchy.
Synchronize the configuration definition information between the integrated manager and site managers.
For details about how to synchronize the system hierarchy, see 3.2.5 Synchronizing the system hierarchy.

(2) Editing an existing system hierarchy
Perform the following procedure to switch the method of setting configuration management information from the
configuration management function provided by JP1/Base to IM Configuration Management.

To edit an existing system hierarchy:

1. In the IM Configuration Management window, read the existing configuration definitions of JP1/IM to obtain the
system hierarchy.

The obtained configuration definitions are stored in the IM Configuration Management database. Hosts that have
not been registered in IM Configuration Management are automatically registered in the database.

For details, see 3.2.1 Collecting the system hierarchy.
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2. In the Edit Host Properties window, check the registered host attributes, and edit the host names and host types as
necessary.

For details, see 3.1.5 Changing the attributes of host information.

3. In the IM Configuration Management window, collect host information.
For details, see 3.1.3 Collecting information from hosts.

4. In the IM Configuration Management window, check the host information you have collected.

Host information includes lower-level host information, basic information, product information, and service
information.

For details, see 3.1.4 Displaying host information.

5. In the IM Configuration Management window, check the system hierarchy and edit it as necessary.
When you edit the system hierarchy, make sure you apply the new hierarchy to the system.

For details, see 3.2.2 Displaying the system hierarchy, 3.2.4 Editing the system hierarchy, and 3.2.4(3) Applying a
system hierarchy to a system managed by IM Configuration Management.

6. In the IM Configuration Management window, collect profile information.

The settings that are currently used by the services of agents and the configuration files stored in the agents are
collected.

For details, see 3.5.1(2) Collecting profiles.

7. In the IM Configuration Management window, check the profile information and edit the configuration files as
necessary.

When you edit configuration files, make sure you apply the edited information to agents. In addition, perform step
6 after you apply the new configuration files and check the profile information.

For details, see 3.5.1(3) Displaying profiles, 3.5.1(5) Editing configuration files, and 3.5.1(6) Applying edited
information in configuration files.

1.8.2 Using the export and import functions to set the system hierarchy
(for Windows)

When you use the export and import functions of IM Configuration Management, you can migrate the system
configuration used in a test environment to a production environment. You can also migrate the system hierarchy (IM
configuration) used before changes have been made to a new environment. For details about how to set the system
hierarchy using the export and import functions, see 3.6 Importing and exporting the management information in IM
Configuration Management.

1.8.3 Settings for managing and monitoring a virtualization system
configuration (for Windows)

The export and import functions of IM Configuration Management enable you to use IM Configuration Management
to manage the configuration definition information for a virtualization system configuration, and to use Central Scope

to monitor the virtualization system configuration. For details about how to set up an environment for managing and
monitoring a virtualization system configuration, see 3.3 Setting a virtualization system configuration.
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1.9 Setting the system hierarchy (when IM Configuration Management is
not used) (for Windows)

This section describes how to set the system hierarchy (IM configuration) when IM Configuration Management is not
used. For details about the system hierarchy settings when IM Configuration Management is used, see /.8 Setting the
system hierarchy (when IM Configuration Management is used) (for Windows).

When you are not using IM Configuration Management, you must use the configuration management function provided
by JP1/Base to set the hierarchical structure between managers and agents in a system that is managed by JP1/IM.

There are two ways to define a system hierarchy: by using the highest manager to define the entire system hierarchy in
batch mode, and by dividing the system hierarchy into smaller sections that are managed by individual managers, and
then defining each section.

If you are using IM Configuration Management to manage your system hierarchy, do not edit the definition files for the
configuration management function provided by JP1/Base, or execute commands.

For examples of system hierarchy management and configuration definitions, see 8.4.3 Managing the system hierarchy
in the JPI/Integrated Management 2 - Manager Overview and System Design Guide.

1.9.1 Setting the configuration definition information (for Windows)

To set the configuration definition information:

1. At the manager, create a configuration definition file (jbs route.conf).

To define the system hierarchy in batch mode, specify the entire system hierarchy in the definition file. To divide
the system hierarchy into multiple sections, specify in the definition file the managed hosts and managers that are
under that manager.

2. At the manager, execute the setting command (jbsrt distrib).

The command will update the definition information.

If you divide the system hierarchy into multiple sections, perform the above procedure for each manager. After that,
perform the procedure described below at the highest manager to create a definition for the entire system.

To set the configuration definition information:

1. At the highest manager, create the configuration definition file (jbs_ route.conf).

Specify the system hierarchy from the highest manager to the next highest manager in the definition file.
2. At the highest manager, execute the setting command (jbsrt sync).
To check the contents of the configuration definition information, execute the jbsrt get command on each host.
For details about the jbsrt distrib command and the jbsrt sync command, see the JPI/Base User's Guide.

When you use IM Configuration Management, execute Collect IM Configuration from the IM Configuration
Management window.
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1.9.2 Deleting the configuration definition information (for Windows)

To delete the configuration definition information, such as clearing the definitions:

1. At the manager, provide a configuration definition file (jbs route.conf).
If there is no configuration definition file, create a file that specifies only the local host name.
If there is an existing file, use it as is.

2. At the manager, execute the setting command (jbsrt distrib).

If configuration definition information was not deleted from a host because JP1/Base was not running, execute the
jbsrt del command at that host to delete the configuration definition information. Then execute the
jbsrt distrib command at the highest manager.

For details about the jbosrt del command, see the JPI/Base User's Guide.

1.9.3 Changing the configuration definition information (for Windows)

If you change the configuration definition information, follow the same procedure as in 1.9.1 Setting the configuration
definition information (for Windows). This will distribute the post-change configuration definition information.

Changing the highest manager
To change the highest manager in the system:

1. First, delete the configuration definition information at the highest manager.

At the highest manager before the change, delete the configuration definition information using the procedure
described in 1.9.2 Deleting the configuration definition information (for Windows).

2. At the highest manager after the change, set the configuration definition information.

At the highest manager after the change, set the configuration definition information using the procedure
described in 1.9.1 Setting the configuration definition information (for Windows).

1.9.4 Notes about setting the configuration definition information (for
Windows)

When configuration definition information is distributed, JP1/Base must be running at each host. This subsection
describes the effects when JP1/Base is inactive, and the actions to be taken.

o Effects of inactive JP1/Base

Configuration definition information is managed by JP1/Base. If JP1/Base is not running at a host that is defined in
the configuration definition information, distribution of configuration definition information will fail. In such a case,
take the following actions:

1. Continue processing even if the message KAVB3107-E is displayed when the jbsrt distrib command
executes.

The configuration definition information will be distributed to the hosts where JP1/Base is running.

2. Start JP1/Base at the host where definition was not distributed, and then execute the jbsrt distrib
command again.

o Effects of inactive JP1/Base Event Service
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The configuration definition information is related to JP1 event forwarding. When the jbsrt distrib or
jbsrt del command is executed, the jevreload command executes automatically and the Event Service's

forwarding settings are updated (reloaded). If Event Service is not running during this reload processing,
configuration definition information will be distributed, but the JP1 event destination information will not be

updated. In such a case, restart Event Service.

For details about the configuration definition information, see the JP1/Base User's Guide.
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1.10 Setting up Event Service (for Windows)

To set each host in order to manage events by means of JP1/IM using JP1 events:

1. Set up an Event Service environment.
Normally, the default settings can be used for operation, but in the following cases, you must customize the settings:
» The capacity of the event database is to be increased.
* JP1/IM manages events that are in the JP1/SES format.

JP1/IM - Manager collects JP1 events from JP1/Base (Event Service) using the user name SYSTEM and root. If
you specify the users parameter in the event server settings file (conf) of the JP1/Base (Event Service) that is
running on the same host, include SYSTEM and root. If SYSTEM and root are not included, JP1/IM - Manager
will no longer start successfully.

2. Set event conversions.
To use JP1 events to manage log files, SNMP traps, and Windows event logs, set the event conversions.

For details about the settings, see the chapter that describes the setting of an Event Service environment and event
conversion in the JPI/Base User's Guide.

@) 'mportant

Specify keep-alive for the communication type in the API settings file of the host on which JP1/IM
Manager is running. If you specify c1ose for the communication type, JP1/IM - Manager uses a temporary
port every time it receives an event and temporary ports are insufficient.
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1.11 Setting JP1 event forwarding when IM Configuration Management is
used (for Windows)

This section describes the JP1 event forwarding settings when IM Configuration Management is used.

When you use IM Configuration Management, you use IM Configuration Management - View to specify JP1 event
forwarding settings.

In the JP1 event forwarding settings, you set each host in such a manner that the JP1 events managed by JP1/IM are
forwarded to the higher JP1/IM manager.

Normally, the default settings can be used for operation, but in the following cases, you must customize the settings:

e JP1/IM manages JP1 event severity notification and information events.

e JP1/IM manages events that are in the JP1/SES format.

By default, events are forwarded according to the hierarchy definition that is specified as explained in /.8 Setting the
system hierarchy (when IM Configuration Management is used) (for Windows).

If you use IM Configuration Management, you can change the event forwarding settings by editing the event forwarding
information settings file on the Configuration File page in the Display/Edit Profiles window. For details about how to
edit the settings file, see 3.5.1(5) Editing configuration files.
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1.12 Setting JP1 event forwarding when IM Configuration Management is
not used (for Windows)

This section describes the JP1 event forwarding settings when IM Configuration Management is not used.

If you do not use IM Configuration Management, you use the configuration management function provided by JP1/
Base to specify the JP1 event forwarding settings.

In the JP1 event forwarding settings, you set each host in such a manner that the JP1 events managed by JP1/IM are
forwarded to the higher JP1/IM manager.

Normally, the default settings can be used for operation, but in the following cases, you must customize the settings:

e JP1/IM manages JP1 event severity notification and information events.

* JP1/IM manages events that are in the JP1/SES format.

By default, events are forwarded according to the hierarchy definition that is specified as explained in /.9 Setting the
system hierarchy (when IM Configuration Management is not used) (for Windows).

For details about the settings, see the chapter that provides details of the forwarding settings file in the JP1/Base User's
Guide.
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1.13 Collecting and distributing Event Service definition information
when IM Configuration Management is used (for Windows)

This section describes the collection and distribution of Event Service definition information when IM Configuration
Management is used.

When you use IM Configuration Management, you use IM Configuration Management - View to collect and distribute
Event Service definition information.

In a system consisting of JP1/Base and JP1/IM, the manager can batch collect and distribute Event Service definition
information from and to multiple hosts on which JP1/Base version 9 or later is running. This means that you can use
the manager to centrally manage Event Service definition information for each host without having to check and define
the definition information at each host.

When you use IM Configuration Management, you can collect and distribute the following definition information:

* Forwarding settings file
* Log file trap operation definition file
» Log-file trap startup definition file
* Event log trap operation definition file
¢ Local action definition file
When you use IM Configuration Management, you can collect Event Service definition information by collecting

profiles (valid configuration information and configuration files) on the Host List or IM Configuration page in the IM
Configuration Management window. For details about how to collect profiles, see 3.5.1(2) Collecting profiles.

Furthermore, if you use IM Configuration Management, you can distribute Event Service definition information to the
hosts on which JP1/Base is running by applying edited information to the configuration file on the Host List or IM
Configuration page in the IM Configuration Management window. For details about how to apply edited information
to the configuration files, see 3.5.1(6) Applying edited information in configuration files.
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1.14 Collecting and distributing Event Service definition information
when IM Configuration Management is not used (for Windows)

This section describes the collection and distribution of Event Service definition information when IM Configuration
Management is not used.

When you do not use IM Configuration Management, you use the definition collection and distribution function provided
by JP1/Base to collect and distribute Event Service definition information.

In a system consisting of JP1/Base and JP1/IM, the manager can collect and distribute Event Service definition
information from and to multiple hosts in batch mode. This means that you can use the manager to centrally manage
Event Service definition information for each host without having to check and define the definition information at each
host.

For details about how to collect and distribute definition information without using IM Configuration Management, see
the chapter that describes collection and distribution of Event Service definition information in the JP1/Base User's
Guide.
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1.15 Setting up a command execution environment (for Windows)

This section describes how to set up a command execution environment for executing commands on managed hosts
and for executing client applications.

1.15.1 Setting up the command execution function for managed hosts (for
Windows)

This subsection describes how to set up a command execution environment for performing automated actions and for
executing commands on managed hosts from the Execute Command window of JP1/IM - View.

1. Setting up a command execution environment
Execute the jcocmdde f command to set up a command execution environment.
We recommend that you adjust the number of commands that can be executed concurrently. To do this, execute the
command as follows:
Example: Set the number of commands that can be executed concurrently to 3

jcocmddef -execnum 3

2. Creating an environment variable file

If you will use an environment variable file during command execution, create it.

3. Defining host groups
If necessary, define host groups (groups of hosts at which a command can be executed simultaneously).

4. Creating a command button definition file
If you want to execute a command from a command button, create a command button definition file.

To pass event information, set true in the inev parameter.

5. Creating a configuration file for converting information

When you pass event information for automated actions and command execution, if you want to convert specific
ASCII characters in the event information to be passed to other types of characters, create a configuration file for
converting information.

For details about when the settings of a command execution environment are enabled or how to create definition files,
see the information in the locations described below.
About command execution environments

e jcocmddef command

See the chapter that describes commands in the JPI/Base User's Guide.
* Creation of an environment variable file

See the chapter that environment variable file in the JP1/Base User's Guide.
* Host group definition

See the chapter that Host group definition file in the JP1/Base User's Guide.

¢ Creation of a command button definition file

See Command button definition file (cmdbtn.conf) in Chapter 2. Definition Files in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.
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* Creation of a configuration file for converting information

See Configuration file for converting information (event_info _replace.conf) in Chapter 2. Definition Files in
the manual JPI/Integrated Management 2 - Manager Command, Definition File and API Reference.

1.15.2 Setting up a client application execution environment (for
Windows)

This subsection describes how to set up a command execution environment for executing client applications from the
Execute Command window of JP1/IM - View.

1. Creating a command button definition file
If you want to execute a client application from a command button, create a command button definition file.

To pass event information, set t rue in the inev parameter. In addition, set client in the cmdtype parameter.

2. Creating a configuration file for converting information

When you pass event information for automated actions and command execution, if you want to convert specific
ASCII characters in the event information to be passed to other types of characters, create a configuration file for
converting information.

For details about when the settings of a command execution environment are enabled or how to create definition files,
see the information in the locations described below.

About command execution environments

* Creation of a command button definition file
See Command button definition file (cmdbtn.conf) in Chapter 2. Definition Files in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

* Creation of a configuration file for converting information

See Configuration file for converting information (event_info_replace.conf) in Chapter 2. Definition Files in
the manual JPI/Integrated Management 2 - Manager Command, Definition File and API Reference.
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1.16 Specifying settings for using the source host name of Event Service
in the FQDN format (for Windows)

JP1/IM - Manager supports operation in which the source host name of Event Service is used in the FQDN format. By
using the source host name of Event Service in the FQDN format, you can monitor JP1 events in a system that consists
of multiple domains.

This section describes the prerequisites and the setting and startup methods for using the source host name of Event
Service on the manager in the FQDN format. The setting described here is not needed when you use the source host
name of Event Service on an agent in the FQDN format.

1.16.1 Prerequisites (for Windows)

To use the source host name of JP1/Base Event Service on the JP1/IM host in the FQDN format, the following conditions
must be satisfied:

 This is a physical host environment.

¢ The hostname command executed on the JP1/IM - Manager host returns a host name in the short name format.

1.16.2 Setting method (for Windows)

You must release the dependencies between JP1/IM-Manager Service and JP1/Base Event Service. At JP1/Base, set the
event server in the FQDN format and then use the following procedure to release the service dependencies.

To set:

1. At the command prompt, execute the following command to release the dependencies between JP1/IM-Manager
Service and JP1/Base Event Service:

SpmSetSvcCon -setdepend no

For details about how to set the event server in the FQDN format, see the following descriptions in the JP1/Base User's
Guide:

» Setting the event server in a system using DNS

¢ Notes about Event Service

For details about the SpmSet SvcCon command, see SpmSetSveCon (Windows only) in Chapter 1. Commands in the
manual JPI/Integrated Management 2 - Manager Command, Definition File and API Reference.

1.16.3 Startup method (for Windows)

Because no dependencies are set between JP1/IM-Manager Service and the FQDN-format JP1/Base Event Service, you
must start the FQDN-format JP1/Base Event and JP1/Base services before you start JP1/IM-Manager Service.

To start services:

1. Start the JP1 /Base Event FQDN-host-name service.
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2. Start the JP1/Base service.

3. Start the JP1/IM-Manager Service.
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1.17 Specifying settings for monitoring logs on remotely monitored hosts
(for Windows)

This section describes how to configure WMI, NetBIOS (NetBIOS over TCP/IP), and SSH to monitor the logs on
remotely monitored hosts.

For details about the types of logs that can be collected from remotely monitored hosts and the remote communication
methods, see 12.5.2 Managing the remote monitoring configuration in the JP1/Integrated Management 2 - Manager
Overview and System Design Guide.

For details about how to register hosts that are to be monitored remotely in IM Configuration Management, see 3./
Registering hosts.

a Note

You can collect the log information that is output on remotely monitored hosts while remote monitoring is
stopped. Use the START OPTION parameter in the remote log trap environment definition file

(Jplcf remote logtrap.conf)tospecify whether to collect the log information that is output while
remote monitoring is stopped. This setting is enabled when JP1/IM - Manager is newly installed. If you
upgraded JP1/IM - Manager from a version earlier than 11-01, this setting is disabled. Configure the remote
log trap environment definition file as needed.

For details about the remote log trap environment definition file, see Remote log trap environment definition
file (jplcf remote_logtrap.conf) in Chapter 2. Definition Files in the manual JP1/Integrated Management
2 - Manager Command, Definition File and API Reference.

1.17.1 Configuring WMI (for Windows)

This subsection describes how to configure WMI.
WMI connections require the following:

¢ DCOM settings
DCOM must be configured on both the JP1/IM - Manager host and a host to be remotely monitored.
When you run a JP1/IM - Manager host in a cluster system, configure DCOM on both the executing node and the
standby node.
* Firewall settings
Configure the firewall on a host to be remotely monitored as necessary.

When all the settings have been completed, check whether a connection can be established from the JP1/IM - Manager
host to a remote host that will be monitored remotely.

Note:

* Log information cannot be collected if the startup status of Windows Management Instrumentation (service
name WinMgmt) providing system management information in the OS on the monitored remote host is

Disabled.

e Users accessing a remotely monitored host must be members of the Administrators group on that host.
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(1) DCOM setting

The following describes how to configure DCOM on a JP1/IM - Manager host and a host to be monitored remotely.
(a) Configuring DCOM on a JP1/IM - Manager host

Configure DCOM on the JP1/IM - Manager host.

The procedure for configuring DCOM is described below.

Note that some steps in the procedure might differ depending on the OS environment on the remotely monitored host.

For example, If the OS of the remotely monitored host is Windows Server 2008, Run might not appear in the Start
menu of Windows. If it does not appear, hold down the Windows logo key and press the R key to invoke Run.

1. From the Windows Start menu, choose Run.

2. Enter dcomcnfg. exe and then click the OK button.

The Component Services window appears.
3. Click Component Services and Computers to expand the tree.

4. Choose My Computer, and then from the right-click menu, choose Properties.

The My Computer Properties dialog box appears.
5. Choose the Default Properties tab, and then select Enable Distributed COM on this computer.

6. Click the OK button.
The My Computer Properties dialog box closes.

7. From the Windows Start menu, choose Run.

8. Enter gpedit .msc, and then click the OK button.
The Group Policy dialog box appears.

9. In the Group Policy dialog box, click Computer Configuration, Administrative Templates, and System. Then,
expand the User Profiles node.

10. For Do not forcefully unload the user registry at user logoff, click Enabled.

11. Restart the machine.

(b) Configuring DCOM on a remote host to be monitored remotely

Configure DCOM on a host to be monitored remotely.

The procedure for configuring DCOM is described below.

Note that some steps in the procedure might differ depending on the OS on the host to be monitored remotely.
1. From the Windows Start menu, choose Run.

2. Enter dcomcnfg. exe and then click the OK button.

The Component Services window appears.

3. Click Component Services and Computers to expand the tree.
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10.

11.

12.

13.

. Choose My Computer, and then from the right-click menu, choose Properties.

The My Computer Properties dialog box appears.

. Choose the Default Properties tab, and then select Enable Distributed COM on this computer.

. Choose the COM Security tab, and then click the Edit Limits button for Access Permissions.

The Access Permission dialog box appears.

Check to see if the user who connects to the monitored host or the group to which the user belongs is displayed in
Group or user names:.

If it is not displayed, click the Add... button, and then add the user or the group to which the user belongs.

. In the Select Users or Groups window, select the user who will connect to the host to be monitored or the group to

which the user belongs.
Check to see if Allow is selected in Remote Access. If this option is not selected, select it.

. Click the OK button.

The Access Permission dialog box closes.

. Choose the COM Security tab, and then click the Edit Limits button for Launch and Activation Permissions.

The Launch and Activation Permissions dialog box appears.

In the Launch Permission dialog box, in the Group or user names: section, check to see if the user who will connect
to the remote host to be monitored or the group to which the user belongs is displayed.

If the user or a group is not displayed, click the Add... button to add the user or the group to which the user belongs.

In the Select Users or Groups window, in the Launch and Activation Permissions dialog box, select the user who
will connect to the host to be monitored remotely or the group to which the user belongs.

Check to see if Allow is selected for both Remote Launch and Remote Activation. If it is not selected, select it.

Click the OK button.
The My Computer Properties dialog box is displayed again.

Click the OK button.
The My Computer Properties dialog box closes.

Restart the machine.
This step is not needed if you have not changed the setting of Enable Distributed COM on this computer.

(2) Configuring the firewall

You need to configure the firewall when Windows Firewall is enabled.

In the Windows Start menu, click Control Panel and then Windows Firewall to check whether Windows Firewall is
enabled.

To configure the firewall when Windows Firewall is enabled:

1.

2.

From the Windows Start menu, choose Run.

Enter gpedit .msc and then click the OK button.
The Group Policy Object Editor dialog box appears.
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3. Click Computer Configuration, Administrative Templates, Network, Network Connections, and Windows
Firewall to expand the tree.

4. Click Standard Profile”, and then in the right-hand pane, from the right-click menu of Windows Firewall: Allow
inbound remote administration exception, choose Edit.

The Windows Firewall: Allow inbound remote administration exception dialog box appears.
#: If the host machine is a domain environment, this will be Domain Profile.

5. Select the Enabled radio button in the Windows Firewall: Allow inbound remote administration exception dialog
box.

6. Click the OK button.
The Windows Firewall: Allow inbound remote administration exception dialog box closes.

(3) WMI namespace setting

This subsection explains the procedure for setting the WMI namespace.

If the UAC security facility is enabled on the monitored host, set the WMI namespace security for the user itself or for
a group to which the user belongs, except for the Users or Administrators group.

1. From the Windows Start menu, choose Run.

2. Enter wmimgmt . msc and then click the OK button.
The Windows Management Infrastructure (WMI) dialog box appears.

3. Choose WMI Control (Local), and then from the right-click menu, choose Properties.
The WMI Control (Local) Properties dialog box appears.

4. Choose the Security tab, and then click Root and CIMV2 to expand the tree.

5. Click the Security button.
The Security for ROOT\CIM V2 dialog box appears.

Check to see if the user who connects to the monitored host or the user's group is displayed in Group or user
names. If it is not displayed, click the Add button, and then add the user or the group to which the user belongs.

6. In Group or user names, select the user who connects to the monitored host or the group to which the user belongs.
Check to see if Allow is sclected for both Enable Account and Remote Enable. If it is not selected, select it.

7. Click the OK button.

The Security for ROOT\CIMV?2 dialog box closes, and the WMI Control (Local) Properties dialog box is displayed
again.

8. Click the OK button.
The WMI Control (Local) Properties dialog box closes.

9. In the Windows Management Infrastructure (WMI) dialog box, click File, and then Exit to close the dialog box.

(4) Setting up UAC

In the monitoring-target settings, if a user who has administrator privileges other than Administrator privileges is
specified, UAC will restrict the permission and connection will be made as an ordinary user.
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Consequently, access might be refused and you might not be able to collect performance data. In this case, take one of
the steps below.

(a) Specifying LocalAccountTokenFilterPolicy

You can specify the following settings only when the local host is not to be monitored:

reg add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System /v Lo
calAccountTokenFilterPolicy /t REG DWORD /d 1 /f

To return to the original setting, execute the following command:

reg delete HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System /v
LocalAccountTokenFilterPolicy /£

(b) Disabling UAC
Specify the following settings on the JP1/IM - Manager host and the monitored hosts.

¢ Setting the UAC setting slider to Never notify

1. Select Control Panel, User Accounts, and then Change User Account Control settings.

2. Set the slider on the left-hand side of the User Account Control Settings window to Never notify.
 Setting up local security policies

1. Select Control Panel, Administrative Tools, and then Local Security Policy.

2. Select Security Settings, Local Policies, and then Security Options.

3. Disable User Account Control: Run all administrators in Admin Approval Mode.

(5) Checking WMI connections

Use the Windows tool whemtest . exe to check whether the JP1/IM - Manager host and the host to be monitored
remotely are connected.

The following procedure describes how to check WMI connections. Perform the procedure on the JP1/IM - Manager
host.

1. At the command prompt, execute the following command:
runas /user:user-name wbemtest
The Windows Management Instrumentation Tester dialog box appears.

Note that for the user name, you need to enter the value specified in the User name box on the IM Host Account
page in the System Common Settings window. If you are prompted to enter a password after a command is executed,
specify the value set in the Password box on the IM Host Account page.

2. Click the Connect button.
The Connect window appears.

3. In Namespace, User, Password, and Authority, enter the appropriate information.
The following describes each item.

* Namespace

Enter \ \monitored-host-name\root\cimv?2.
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Replace monitored-host-name with the name of the host that will actually be monitored.

* User
Enter the name of the user who will log on to the monitored remote host.

* Password
Enter the user's password.

* Authority
Enter nt lmdomain : domain-name-of-monitored-host. Leave this box blank if the remote host is a work group.

4. Click the Connect button.

If connection is established successfully, the Connect dialog box closes and all buttons are enabled in the Windows
Management Instrumentation Tester dialog box.

If an error notification appears, check the item indicated by the error number. Causes of errors and the corresponding
error numbers are given below.

An error might occur if you change settings while the tool (wbemtest . exe) is active and then re-establish the
connection. In that case, restart the tool and check the connection.
* 0x8001011c
DCOM is not configured on the JP1/IM - Manager host.

e 0x80070005
One of the following is the probable cause of the error.
- DCOM is not configured on the JP1/IM - Manager host.
- DCOM is not configured on the host to be monitored remotely.

- The user name, password, or domain name for connecting to the host to be monitored remotely is incorrect.

e 0x80041003

No value is set in Namespace on the host to be monitored remotely.

e 0x80041008

The value specified in Authority does not begin with nt Imdomain:.

* 0x800706XX
One of the following is the probable cause of the error.
- The name of the host to be monitored remotely is incorrect.
- The host to be monitored remotely is not running.
- No firewall is configured on the host to be monitored remotely
- The password of the user who will log on to the host to be monitored remotely has expired.

5. Confirm that there is an event log whose log type is System or Application on the host to be monitored remotely,
and then click the Query button. When the Query window appears, enter the next query, and then click the Apply
button.

Select * From Win32 NTLogEvent Where ( Logfile='System' Or
Logfile='Application' )

After you click the Apply button, check whether the execution results of the query appear in the Query Result
window.
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1.17.2 NetBIOS settings (NetBIOS over TCP/IP) (for Windows)

This subsection describes how to configure NetBIOS (NetBIOS over TCP/IP). After you configure NetBIOS, check
whether you can read log files on monitored hosts from the JP1/IM - Manager host. If the log files on monitored hosts
are in SEQ2 format, make sure that you can also read the backup files of the monitored log files.

(1) Configuring file sharing

Enable sharing of the folder containing the log files to be monitored on the remote host. Add the desired user names in
the remote communication settings in the host information file on the monitored host and grant read permissions to the
users. Note that if you allow file sharing to too few users, when log file trapping starts, the upper limit for the number
of users who are granted file sharing is exceeded and an error might occur.

(2) Setting local security on the JP1/IM - Manager host

On the JP1/IM - Manager host, click Administrative Tools, Local Security Policy, Security Settings, Local
Policies, User Rights Assignment, and then Access this computer from the network. In the properties window of
Access this computer from the network, add the user name specified on the IM Host Account page in the System
Common Settings window.

(3) Setting local security on the monitored host

On the host to be monitored remotely, click Administrative Tools, Local Security Policy, Security Settings, Local
Policies, User Rights Assignment, and then Access this computer from the network. In the properties window of
Access this computer from the network, add the user name specified in the remote communication settings in the host
information file of the monitored host.

(4) Editing the registry

When monitored hosts are logical hosts and you monitor each host remotely by using multiple IP addresses or host
names, set the registry on those monitored hosts. To do so, perform the following procedure.

1. Log on to the monitored host as an administrator.
2. Start the Registry Editor.

3. In the Registry Editor window, select the following key.

* Key name

HKEY LOCAL MACHINE\System\CurrentControlSet\Services\LanmanServer
\Parameters

4. Add the registry value.
e Name: DisableStrictNameChecking
* Data type: REG_DWORD

¢ Base: Hexadecimal

* Value 1
5. Close the Registry Editor.

6. Restart the monitored host.
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(5) Checking NetBIOS (NetBIOS over TCP/IP) connections

1. In Windows Explorer, in the Address box, enter \ \name-of-remotely-monitored-host.

For name-of-remotely-monitored-host, enter the actual name you specified.

2. When the connection window appears, enter the user name and password for logging on to the remotely monitored

host.

3. Check whether a NetBIOS connection is established with the host you want to monitor remotely.

4. In Windows Explorer, in the Address box, enter \ \ name-of-remotely-monitored-host\path-for-folder-shared-

in-(1).
For name-of-remotely-monitored-host and path-for-folder-shared-in-(1), enter the actual host name and path you
specified.

5. Check whether you can access path-for-folder-shared-in-(1).

If access fails, check whether the procedure was performed correctly.

1.17.3 Configuring SSH (for Windows)

This subsection describes how to configure SSH when the JP1/IM - Manager host is running in a Windows environment.
SSH uses public-key cryptography for authentication.

To establish SSH connections, you need to:

Configure an SSH server
Configure an SSH server on a remotely monitored host.

Create keys
Create keys on the monitored host in an UNIX environment.

Place the private key on the JP1/IM - Manager host
Transfer the private key from the monitored host in an UNIX environment to the JP1/IM - Manager host.

Place the public key on the monitored host
Place the public key on the remotely monitored host.

Specify access permissions for monitored log files

If the monitored host is a UNIX host, specify access permissions for users who will be establishing SSH connections
from the manager host to the monitored host.

0 Important

Do not write interactive commands such as stty, tty, tset, and script in the login script of the
user who is permitted to establish SSH connections. If these commands must be written in the login
script, create another user who is permitted to establish SSH connections for remote monitoring.
Alternatively, change the login script of the user who is permitted to establish SSH connections so that
these commands will not be executed.
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(1) Configuring an SSH server

To configure an SSH server, follow the procedure below. OS settings and commands may vary depending on the OS
version. For details, see the manual for each OS and the release notes for JP1/IM - Manager.

1. Log on to the remotely monitored host as a user with root privileges.

2.0pen sshd config.
For Linux, Solaris, or AIX: /etc/ssh/sshd config
For HP-UX (IPF): /opt/ssh/etc/sshd config

3.Set yes for PubkeyAuthentication®!.

4. Set the following items*!- #2,

* If you are using OpenSSH on Solaris or the OS is not Solaris
Set no for UseDNS.

e For Solaris

Set no for LookupClientHostnames.

5.Set yes for PermitRootLogin®!,

Perform this step only when you are logged on as a user with root privileges to collect information.

6. Execute one of the following commands to restart the sshd service.

The following describes the command to be executed for each OS.

* For Linux (Linux 6 example)
/etc/rc.d/init.d/sshd restart
* For Solaris (Solaris 10 example)
/usr/sbin/svcadm restart ssh
e For AIX (AIX 7.1 example)
kill -HUP sshd-process-1D

e For HP-UX (HP-UX 11i V3 (IPF) example)
/sbin/init.d/secsh stop; /sbin/init.d/secsh start

#1

For details about the items to be set and how to set them in sshd config, see the documentation for your SSH
server.

#2

If you do not set these items, make sure that the monitored host can perform name resolution as follows.
e The monitored host can resolve the IP address of the manager host to the host name.
e The IP address resolved from the host name of the manager host matches the IP address of the manager host.

If you are using a DNS server for name resolution and the monitored host cannot connect to the DNS server, the
startup of remote-monitoring log file traps or the collection of log files might be delayed. If a delay occurs, the
startup of traps or the collection of log files might time out and fail. To prevent this problem, we recommend that
you set no for UseDNS and LookupClientHostnames.
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(2) Initially creating keys

Log on as a user who remotely monitors the target host in the UNIX environment and execute the ssh-keygen
command to create keys. This procedure needs to be performed only the first time that you create keys.

You can choose the type of keys (RSA or DSA).

Before you start the procedure, make sure that only the owner of the keys has the write permission for the directory
above the . ssh directory. If anyone other than the owner has the write permission for the higher-level directory, SSH
connections fail.

1. Log on as a user who can remotely monitor the target host in an UNIX environment.

2. Execute the ssh-keygen command.

Enter the command as follows:
* When creating RSA keys: ssh-keygen -t rsa
* When creating DSA keys: ssh-keygen -t dsa

3. Determine the names of the file in which the private key will be stored and the directory that will hold the file.
The path and the file name must not contain multibyte characters. The default setting is ~/ . ssh/id rsa.

4. Press the Return key twice.

When you are prompted to enter the passphrase for the private key, enter nothing and press the Return key. When
you are prompted again, enter nothing and press the Return key again.

The following is an execution example of the ssh-keygen -t rsa command.
[root@HOST]S$ ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/home/ssh-user/.ssh/id rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/ssh-user/.ssh/id rsa.
Your public key has been saved in /home/ssh-user/.ssh/id rsa.pub.
The key fingerprint is:

AX XX XX XX 1XX:1PX:1xXX:1xXC:xX:xx:xxX:xd:xd:xa:ed:xx root@HOST
5. Execute the cat command to add the public key file to the authentication key file.

6. Execute the chmod command to change the attribute of the authentication key file to 600.
The following is an execution example of the cat and chmod commands.
[ClientUser@TargetHost .ssh]$ cat id rsa.pub >> authorized keys
[ClientUser@TargetHost .ssh]$ chmod 600 authorized keys

7. Configure AuthorizedKeysFilein /etc/ssh/sshd config.

By default, ~/.ssh/authorized keysor.ssh/authorized keys isset. If you change the path for the
authentication key file created in step 6, check and, if necessary, revise the value of AuthorizedKeysFile. If
you change any settings in sshd config, restart the sshd service as a superuser.

Cautionary notes

* Manage private keys with the utmost care.
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* The creation of keys (public key and a private key pair) does not depend on any environment or tool. You can
create keys in any environment using any tool. However, after you create keys, you must place the private keys
and public keys in the appropriate locations.

(3) Placing the private key on the JP1/IM - Manager host (when keys are
initially created)

When the OS of the JP1/IM - Manager host is Windows, place the private key created as described in /.17.3(2) Initially
creating keys on the JP1/IM - Manager host running Windows. The path for the location of the private key must not
contain multibyte characters. This procedure needs to be performed only the first time that keys are created.

(4) Registering the location where the private key is placed

To register in the System Common Settings window the location on the JP1/IM - Manager host where the private key
is placed:

1. In the IM Configuration Management window, from the menu bar, choose Edit and then System Common Settings.
The System Common Settings window is displayed.

2. In the System Common Settings window, set the private key file path for SSH.

For details about the items displayed in the System Common Settings window, see .20 System Common Settings window
in the manual JP1/Integrated Management 2 - Manager GUI Reference.

(5) Placing the public key on the host to be monitored remotely (when
keys have already been created)

Place the public key created in /.17.3(2) Initially creating keys on the host to be monitored remotely. To do so, perform
the procedure described below. Note that this procedure needs to be performed only when keys are created on another
host and that host will be monitored remotely.

Before you start the procedure, make sure that only the owner of the keys has the write permission for the directory
above the . ssh directory. If anyone other than the owner has the write permission for the higher-level directory, SSH
connections fail.

1. Log on as a user who can remotely monitor the target host.

2. Navigate to the . ssh directory.

If the home directory of the user who performs remote monitoring does not contain the . ssh directory, create one.
Set 700 as the attribute of the directory.

3. Execute the scp command to copy the public key file to the host to be monitored remotely.

Copy the public key file created as described in /./7.3(2) Initially creating keys to the monitored host. Copy the
file to the . ssh directory in the home directory of the user who will perform remote monitoring.

4. Execute the cat command to add the contents of the public key file to the authentication key file.
5. Delete the copied public key file.
6. Execute the chmod command to change the attribute of the authentication key file to 600.

7. Configure AuthorizedKeysFilein /etc/ssh/sshd config.
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By default, ~/ . ssh/authorized keysor .ssh/authorized keys is set. If you change the path for the
authentication key file created in step 6, check and, if necessary, revise the value of AuthorizedKeysFile. If
you change any settings in sshd_config, restart the sshd service as a superuser.

An execution example of the scp command, the cat command, and the chmod command is shown below. In this
example, the host name of the host where keys are created as described in /.17.3(2) Initially creating keys is IMHost.

* Example of executing the commands:
[ClientUser@TargetHost ]$ cd .ssh
[ClientUser@TargetHost .ssh]$ scp
root@IMHost:/home/ssh-user/.ssh/id rsa.pub ./
root@IMHost's password: Enter a password here.
id rsa 100% 233 0.2KB/s 00:00
[ClientUser@TargetHost .ssh]$ cat id rsa.pub >> authorized keys
[ClientUser@TargetHost .ssh]$ rm id rsa.pub
[ClientUser@TargetHost .ssh]$ chmod 600 authorized keys

(6) Specifying access permissions for monitored log files

If the monitored host is a UNIX host, any user who will be establishing SSH connections from the manager host to the
monitored host will need the following access permissions:

¢ Monitored log files

The user needs the read permission. If the monitored log files are in the SEQ2 format, the user also needs the read
permission for the backup files of the monitored log files.

* Directory containing the monitored log files and all of its higher directories

The user needs the read permission and the execute permission. If the monitored log files are in the SEQ2 format,
the user also needs the read permission and the write permission for the directory containing the backup files of the
monitored log files and for all of its higher directories.

(7) Checking connections

When SSH client software is installed on the JP1/IM - Manager host in a Windows environment, use the private key
placed on the host to verify that you can establish an SSH connection with the remote host that is monitored. In addition,
when you establish an SSH connection, make sure that a password and passphrase do not need to be entered.

If an error occurs or you are prompted to enter a password and a passphrase, check whether the settings are specified
correctly as described. Also check the settings of the OS to make sure that the OS will allow SSH connections.

Note that during remote monitoring, the following commands must be executable on the hosts that are to be monitored
remotely. Make sure that the users that perform remote monitoring can execute these commands.

* uname
e 1s

* wC

e tail
e find

* grep
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* head

Use the following procedures to check whether these commands can be executed.

(a) Checking commands to be used for collection of host information

1. Log in to the monitored host as the user that was set on the SSH page in the System Common Settings window.

2. Execute the following command and then confirm that the return code is 0.

uname -—S

(b) Checking commands to be used for collection of log files

1. Log in to the monitored host as the user that was set on the SSH page in the System Common Settings window.

2. Execute the following commands and then confirm that the return code is 0.

1s -11d monitored-log-file-path

Example of executing the command:

1ls -ild /var/log/messages

Example of execution result:

12345 -rw-r--r-- 1 root 100 Apr 12 13:00 2013 messages

1s path-to-directory-contains-monitored-log-file
Example of executing the command:

ls /var/log/

Example of execution result:

messages

(When the OS of the monitored host is AIX) LC CTYPE=C wc -1 monitored-log-file-path
Example of executing the command:

LC CTYPE=C wc -1 /var/log/messages

Example of execution result:

20 /var/log/messages

(When the OS of the monitored host is not AIX) wc -1 monitored-log-file-path

Example of executing the command:

wc -1 /var/log/messages

Example of execution result:

20 /var/log/messages

(When the OS of the monitored host is Solaris) tail +any-line-number-of-monitored-file monitored-log-file-
path | tail —-maximum-collection-sizec

Example of executing the command:

tail +19 /var/log/messages | tail -10241c

Example of execution result:

19

20

line num

line num

(When the OS of the monitored host is not Solaris) tail —n +any-line-number-of-monitored-file monitored-
log-file-path | tail -c maximum-collection-size

Example of executing the command:
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tail -n +19 /var/log/messages | tail -c 10241
Example of execution result:
line num = 19

line num = 20

3. If the log file output format is SEQ2, execute the following command, in addition to the command in step 2, and
check the results of the standard output:
» find path-to-directory-containing-monitored-log-file —xdev -inum inode-of-backup-file-for-

monitored-log-file
Example of executing the command:
find /var/log/ -xdev -inum 12345
Example of standard output:
/var/log/messages.1
Verify that the path to the backup file of the monitored log file is output in the standard output.

To output the standard output to stdout . txt and the standard error output to stderr. txt, check the
standard output by executing the command shown below.

Example of command:
find /var/log/ -xdev -inum 12345 1> stdout.txt 2> stderr.txt

(c) Checking commands to be used for application of predefined filters
1. Log in to the monitored host as the user that was set on the SSH page in the System Common Settings window.

2. Execute the following commands and then confirm that the return code is 0.

* (When the OS of the monitored host is Linux) /bin/grep -E 'predefined-filter'
Example of executing the command:
tail -n +19 /var/log/messages | /bin/grep -E 'filter' | tail -c 10241
Example of execution result:
line num = 19

line num = 20

* (When the OS of the monitored host is Solaris) /usr/xpg4/bin/grep —E 'predefined-filter'
Example of executing the command:

tail +19 /var/log/messages | /usr/xpg4/bin/grep -E 'filter' | tail
-10241c

Example of execution result:
line num = 19

line num = 20

* (When the OS of the monitored host is not Linux and Solaris) /usr/bin/grep -E 'predefined-filter'
Example of executing the command:
tail -n +19 /var/log/messages | /usr/bin/grep -E 'filter' | tail -c 10241
Example of execution result:
line num = 19

line num = 20

* head -n any-line-number-of-monitored-file

Example of executing the command:
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tail -n +19 /var/log/messages | head -n 20

Example of execution result:

line num = 19

line num = 20

1.17.4 Specifying the size of log information that can be collected per
monitoring interval (for Windows)
In an environment in which the maximum size of log information that can be collected per monitoring interval is

exceeded even when predefined filters are used, you can change the value that is initially set for the maximum size of
log information that can be collected per monitoring interval.

To change the initial value:

1. Configure an execution environment for the remote-monitoring log file trap function and the remote-monitoring
event log trap function.

Edit the remote log trap environment definition file (jplcf remote logtrap.conf).

Manager-path\ conf\imcf

2. Execute the jbssetcnf command to apply the definition.
jbssetcnf Manager-path\conf\imcf\jplcf remote logtrap.conf

3. Restart JP1/IM - Manager.
The new settings take effect when JP1/IM - Manager is restarted.

About specifying the size of log information that can be collected per monitoring interval

* Remote log trap environment definition file (jplcf remote logtrap.conf)

For details, see Remote log trap environment definition file (jplcf remote logtrap.conf) in Chapter 2. Definition
Files in the manual JP1/Integrated Management 2 - Manager Command, Definition File and API Reference.
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1.18 Setting up JP1/IM - Manager (for Windows)

This section describes the setup items for JP1/IM - Manager.

The user who performs this setup must have Administrator permissions.

1.18.1 Settings for using the functions of the Intelligent Integrated
Management Base (for Windows)

When you install JP1/IM - Manager for the first time, the functions of the Intelligent Integrated Management Base are
disabled by default.

To use the functions of the Intelligent Integrated Management Base, perform the following steps:
1. Set the integrated monitoring database.

2. Enable event source host mapping.
Execute jcoimdef -hostmap ON.

3. Enable the Intelligent Integrated Management Base service (Jddmain).
Execute jcoimdef -dd ON.

4. Start JP1/IM - Manager.

5. Confirm that the Intelligent Integrated Management Base service is up and running.
Execute the jco spmd status command. Confirm that jddmain is displayed as an active process.

For details about the integrated monitoring database, see /.4.2 Setting up the integrated monitoring database (for
Windows).

For details about the jcoimdef command, see jcoimdef in Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

0 Important

Once you configure the Intelligent Integrated Management Base, it will take longer for the JP1/IM - Manager
service to start. If your clustering software monitors the start-up time of the JP1/IM - Manager service or
the startup control of JP1/Base is used to start the JP1/IM - Manager service, you need to check and, if
necessary, revise the timeout value of the software. After configuring the Intelligent Integrated Management
Base, check the start-up time of the service and adjust the timeout value.

1.18.2 Specifying settings for using the functions of Central Scope (for
Windows)

When a new installation of JP1/IM - Manager is performed, the functions of Central Scope are disabled by default.
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To use the functions of Central Scope:

1. Create a Central Scope database.
Execute the Scope-path\bin\jcsdbsetup command. Specify options as needed.

2. Enable Central Scope Service (jcsmain).

Execute jcoimdef -s ON.
3. Start JP1/IM - Manager.

4. Verify that Central Scope Service is running.

Execute the jco spmd status command. Make sure that jcsmain is displayed as an active process.

For details about the jcsdbsetup command, see jesdbsetup in Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

For details about the jcoimdef command, see jcoimdef in Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

0 Important

About reconfiguration of the central scope database

After you uninstall JP1/IM - Manager and then re-install it or execute the jcsdbsetup command, if you
connect JP1/IM - View, the [Monitoring Tree] window may display the information that exists before re-
installation or execution of the command. If old information is displayed, stop JP1/IM - View, delete the
following folder, and then

restart JP1/IM - View:

<system-drive>:\ProgramData\HITACHI\JP1\JP1 DEFAULT\JP1lCoView\log
\output

1.18.3 Specifying settings for handling JP1/IM - Manager failures (for
Windows)

JP1/IM - Manager provides functions to protect against its own failures, such as the tool for collecting data needed for
resolving problems and the function for automatic restart in the event of abnormal process termination.

This subsection describes the settings for handling JP1/IM - Manager failures.

(1) Preparations for collecting data in the event of a failure

JP1/IM - Manager provides a batch file (jim log.bat) as a tool for collecting data in the event of a problem. This
tool enables you to collect data needed for resolving problems in batch mode.

The data collection tool of JP1/IM - Manager can collect troubleshooting data for JP1/IM - Manager, JP1/Base, and
JP1/IM - View (on the same host). For details about the data that can be collected, see /1.3 Data that needs to be collected
when a problem occurs in the JP1/Integrated Management 2 - Manager Administration Guide.
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About the data collection tool
* About jim log.bat

See jim_log.bat (Windows only) in Chapter 1. Commands in the manual JP1/Integrated Management 2 -
Manager Command, Definition File and API Reference.

In the event of a problem, you might need to obtain a memory dump and a crash dump. (This data can also be collected
by using the data collection tool.) For details about how to configure output settings for memory dump and crash dump,
see the release notes.

0 Important

* The size of a memory dump depends on the size of the real memory. If the installed physical memory
is large, the size of a memory dump will also be large. Take care to allocate sufficient disk space for
collecting a memory dump. For details, see the Windows Help topic Stop error.

* In addition to JP1 information, error information for other application programs is also output to the
crash dump. For this reason, output of a crash dump requires a fair amount of disk space. If you specify
the setting to output crash dumps, take care that sufficient disk space is available.

» Settings for immediately obtaining a problem investigation report in case of abnormal termination By
setting the following registry before starting JP1/IM - Manager, you can immediately obtain a user mode
process dump for a problem investigation report when JavaVM terminates abnormally: Take sufficient
care when setting registry values, because registry values influence the entire system.

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\Windows Error
Reporting\LocalDumps

Set the following registry value for the registry key above:
DumpFolder: REG_EXPAND SZ <folder-name-of-dump-destination>
(The folder requires access authorization.)

DumpCount: REG_ DWORD <number-of-dumps-saved>

DumpType: REG DWORD 2

(2) Restart settings in the event of abnormal process termination

To specify restart settings in the event of abnormal process termination:

1. Define process restart.

Edit the following extended startup process definition file (jplco service.conf) so that process restart is
enabled:

Console-path\conf\jplco service.conf

The restart parameter is the third value separated by the vertical bars (| ). Set either 0 (do not restart (default)) or 1
(restart). Do not change the first value separated by the vertical bars (| ).

2. Apply the definition information.

If JP1/IM - Manager is running, execute JP1/IM - Manager's reload command so that the process restart setting is
enabled:

jco _spmd reload

About process restart definition

* About the extended startup process definition file (jplco service.conf)
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See Extended startup process definition file (jplco_service.conf) in Chapter 2. Definition Files in the manual
JP1/Integrated Management 2 - Manager Command, Definition File and API Reference.

Note:

In a cluster system, do not enable process restart in the event of abnormal process termination. If JP1/IM - Manager
fails, the process restart function might also be affected. If you want to restart processes in the event of abnormal
process termination in a cluster system, use the cluster software (not JP1/IM - Manager) to control the restart.

(3) Setting JP1 event issuance in the event of abnormal process
termination

To set JP1 event issuance in the event of abnormal process termination:

1. Set JP1 event issuance.
Edit the following IM parameter definition file (jplco param V7.conf):
Console-path\conf\jplco param V7.conf

In this file, SEND PROCESS TERMINATED ABNORMALLY EVENT and
SEND PROCESS RESTART EVENT are the JP1 event issuance setting parameters. To issue JP1 events, change
the value to dword: 1.

2. Execute the jbssetcnf command to apply the definition information.

jbssetcnf Console-path\conf\jplco param V7.conf

3. Restart JP1/Base and the products that require JP1/Base.
The specified settings take effect after the restart.

About JP1 event issuance settings

* About the IM parameter definition file (jplco param V7.conf)

See IM parameter definition file (jplco_param_V7.conf) in Chapter 2. Definition Files in the manual JP1/
Integrated Management 2 - Manager Command, Definition File and API Reference.

(4) Setting the health check function

To set the health check function in order to detect JP1/IM - Manager process hang-ups:

1. Open the health check definition file (jcohc . conf) and specify parameters.
To enable the health check function, specify ENABLE=true.

Specify EVENT=t rue to issue a JP1 event and COMMAND=command-to-be-executed to execute a notification
command when a hang-up is detected.

2.Use the jco spmd reload command to reload JP1/IM - Manager, or restart JP1/IM - Manager.

3. If you specified a notification command, execute the Jcohctest command to check the notification command's
execution validity.
Execute the jcohctest command to determine whether the command specified in COMMAND executes correctly.
If the operation is not valid, check and, if necessary, revise the specification.

0 Important

In Windows (x64), if you execute a command in the SWINDIR$\ System32 folder, the redirection
function of WOW64 redirects the command as a command in the $WINDIR%\SysWow64 folder. If
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the command does not exist at the redirection destination, the command execution might fail. Be careful
when you specify a command in the $WINDIR%\System32 folder as the execution command.

About the health check function settings

* About the health check definition file (jcohc.conf)

See Health check definition file (jcohc.conf) in Chapter 2. Definition Files in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

e About the jcohctest command

See jcohctest in Chapter 1. Commands in the manual JP1/Integrated Management 2 - Manager Command,
Definition File and API Reference.

(5) Automatic backup and recovery settings for a monitoring object
database

You specify these settings when you will be using the functions of Central Scope.

If the OS shuts down while the monitoring tree is being updated, or a failover occurs during cluster operation, the
monitoring object database might be corrupted. Therefore, you must set the monitoring object database to be backed
up and recovered automatically when the monitoring tree is being updated.

These settings are enabled when you have performed a new installation, and they are disabled if the settings were disabled
in the previous version of JP1/IM - Manager. Change the settings as appropriate to your operation.

1. Terminate JP1/IM - Manager.

2. Execute the jbssetcnf command using the following file for the parameters:

To enable the automatic backup and recovery functions for the monitoring object database:
auto dbbackup on.conf

To disable the automatic backup and recovery functions for the monitoring object database:
auto_dbbackup off.conf

When you execute the Jbssetcnf command, the settings are applied to the JP1 common definition information.

For details about the jbssetcnf command, see the JP1/Base User's Guide.

About the settings in the file

For details about the settings in the file, see Automatic backup and recovery settings file for the monitoring object
database (auto_dbbackup xxx.conf) in Chapter 2. Definition Files in the manual JP1/Integrated Management
2 - Manager Command, Definition File and API Reference.

3. Start JP1/IM - Manager.

1.18.4 Specifying settings for upgrading(for Windows)

This subsection describes the setup items to be specified during upgrade installation of JP1/IM - Manager.

(1) Executing the Central Scope upgrade command

If you have upgraded JP1/IM - Central Scope from version 8 or earlier, apply the procedure below to execute the upgrade
command. Until you execute the upgrade command, JP1/IM - Central Scope will run in the mode that is compatible
with the old version of JP1/IM - Central Scope (no new functions can be used).
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To execute the Central Scope upgrade command:
1. Terminate JP1/IM - Manager.

2. Check the available disk capacity.
To execute the jplcsverup.bat command in the next step, you will need sufficient free space for the monitoring
object database. The monitoring object database includes all the data in the following folder:

Scope-path\database\jcsdb\
3. Execute the jplcsverup.bat command.

4. Execute the jbssetcnf command.

Whether the following functions are enabled or disabled depends on the settings of the old version of JP1/IM -
Central Scope:

* Completed-action linkage function
* Monitoring of the maximum number of status change events

To enable these functions, execute the jbossetcenf command using the files shown in the table below as arguments.

Table 1-6: Setting files for enabling functions

File name Description
action complete on.conf File for enabling the completed-action linkage function
evhist warn event on.conf File for enabling the JP1 event issuance function when the number of status change

events for the monitored object exceeds the maximum value (100)

5. Start JP1/IM - Manager.
6. Use JP1/IM - View to connect to JP1/IM - Manager (JP1/IM - Central Scope) to check for any problems.

¢ About the jplcsverup.bat command

See jpicsverup.bat (Windows only) in Chapter 1. Commands in the manual JP1/Integrated Management 2 - Manager
Command, Definition File and API Reference.

(2) Updating the automated action definition file

Ifyou have upgraded JP1/IM - Manager from version 11-10 or earlier, apply the procedure below to update the automated
action definition file.

If you want to continue using the automated action definition file for version 11-10 or earlier as is, there is no need to
perform this procedure.

To update the automated action definition file:
1. Terminate JP1/IM - Manager.

2. Execute the following jcadefconv command to update the automated action definition file:
jcadefconv -i action-definition-file-name-before-conversion —o action-definition-file-name-after-
conversion

3. Rename the file specified for the —o option of the jcadefconv command to actdef.conf, and then move the
file to the correct location.
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The path name (including the file name) of the correct location is shown below. Note that you do not need to perform
this step if the file name that was specified for the —o option in step 2 is the path name including the file name shown
below.

For a physical host: Console-path\conf\action\actdef.conf

For a logical host: shared-folder\jplcons\conflaction\actdef.conf
4. Start JP1/IM - Manager.

¢ About the automated action function

See Chapter 6. Command Execution by Automated Action in the JP1/Integrated Management 2 - Manager Overview
and System Design Guide.

¢ About the jcadefconv command

See jcadefconv in Chapter 1. Commands in the manual JP1/Integrated Management 2 - Manager Command,
Definition File and API Reference.

(3) Displaying the source host

When you upgrade JP1/IM - Manager version 09-00 to 09-10, source hosts are not set in the file that defines which
items are displayed for event conditions. As a result, even if you enable mapping for source hosts, the list box in the
Event conditions section does not display Source host in the Action Parameter Detailed Definitions window. If you
want to display Source host in the list box in the Event conditions section of the Action Parameter Detailed Definitions
window, youneed toadd E. JP1 _SOURCEHOST in the file that defines which items are displayed for event conditions.

For details about the Action Parameter Detailed Definitions window, see 3.33.1 Action Parameter Detailed Definitions
window in the manual JP1/Integrated Management 2 - Manager GUI Reference.

For details about the file that defines which items are displayed for event conditions, see File that defines which items
are displayed for event conditions (attr_list.conf) in Chapter 2. Definition Files in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

(4) Specifying the event report output format

If you have upgraded from JP1/IM - Manager version 10-50 or earlier, the function for assigning one column to each
program-specific extended attribute when event reports are output in CSV format is disabled. To specify whether this
function is to be enabled, use the PROGRAM SPECIFIC EX ATTR COLUMN parameter in the environment definition
file for event report output (evtreport .conf). This function is enabled when you perform a new installation. If
necessary, configure the environment definition file for event report output.

For details about the environment definition file for event report output, see Environment definition file for event report
output (evtreport.conf) in Chapter 2. Definition Files in the manual JP1/Integrated Management 2 - Manager Command,
Definition File and API Reference.

(5) Displaying the Start the process automatically when the log file trap
service starts check box

If you have upgraded JP1/IM - Manager from version 11-01 or earlier, the Start the process automatically when the
log file trap service starts check box is disabled (hidden).

You can use the LOGFILETRAP AUTO START CONTROL parameter in the profile management environment
definition file (jplcf profile manager.conf) to specify the enable/disable setting for the Start the process
automatically when the log file trap service starts check box. For details, see Profile management environment
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definition file (jplcf profile_ manager.conf) in Chapter 2. Definition Files in the manual JP1/Integrated Management
2 - Manager Command, Definition File and API Reference.

(6) Updated agent profile notification function

If you have upgraded JP1/IM - Manager from version 11-01 or earlier, the updated agent profile notification function
is disabled.

You can use the AGENT PROFILE UPDATE NOTICE parameter in the profile management environment definition
file (jplcf profile manager.conf) to specify the enable/disable setting for the updated agent profile
notification function. For details, see Profile management environment definition file (jplcf profile manager.conf) in
Chapter 2. Definition Files in the manual JP1/Integrated Management 2 - Manager Command, Definition File and API
Reference.

(7) Setting for monitoring logs while remote monitoring is stopped

Ifyou have upgraded JP1/IM - Manager from version 11-01 or earlier, the log data that is output while remote monitoring
is stopped is set to be not collected.

You can use the START OPTION parameter in the remote log trap environment definition file

(Jplcf remote logtrap.conf)tospecify the setting for whether log data that is output while remote monitoring
is stopped is to be collected. For details, see Remote log trap environment definition file (jplcf remote logtrap.conf) in
Chapter 2. Definition Files in the manual JP1/Integrated Management 2 - Manager Command, Definition File and API
Reference.

(8) Upgrading the Intelligent Integrated Management Base (for Windows)
If you are using the Intelligent Integrated Management Base, you can upgrade it as follows:

1. Terminate JP1/IM - Manager.

2. Add new settings.

Add new settings corresponding to the new functions you are going to use.
3. Start JP1/IM - Manager.
4. Execute the jddcreatetree command.
5. Execute the Jddupdatetree command in new and rebuilding mode.

¢ jddcreatetree command

For details, see jddcreatetree in Chapter 1. Commands in the manual JP1/Integrated Management 2 - Manager
Command, Definition File and API Reference.

¢ jddupdatetree command

For details, see jddupdatetree in Chapter 1. Commands in the manual JP1/Integrated Management 2 - Manager
Command, Definition File and API Reference.

Unless you upgrade the Intelligent Integrated Management Base, you cannot use the functionality provided by Intelligent
Integrated Management Base 12-50.
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1.19 Setting up JP1/IM - View (for Windows)

This section describes the setup items for JP1/IM - View.

The user who performs this setup must have Administrator permissions.

1.19.1 Specifying settings for handling JP1/IM - View failures (for
Windows)

To protect against failures, JP1/IM - View provides a tool for collecting data needed for resolving problems. We
recommend that you specify dump output settings so that a Windows crash dump and memory dump can be collected
when the tool is used in conjunction with a JP1/IM - View failure.

JP1/IM - View provides as a batch file (jcoview log.bat) a tool for collecting data in the event of an error. The
data collection tool of JP1/IM - View can collect troubleshooting data for JP1/IM - View. For details about the data that
can be collected, see /1.3 Data that needs to be collected when a problem occurs in the JP1/Integrated Management 2
- Manager Administration Guide.

About the data collection tool

* About jcoview log.bat

See jcoview log.bat (Windows only) in Chapter 1. Commands in the manual JPI/Integrated Management 2 -
Manager Command, Definition File and API Reference.

Specify the settings that enable output of a memory dump and crash dump by referencing /.18.3(1) Preparations for
collecting data in the event of a failure.

IM Configuration Management provides the jcfthreaddmp command for collecting a thread dump in the event of
a failure in IM Configuration Management - View. For details about the jcfthreaddmp command, see jcfthreaddmp
(Windows only) in Chapter 1. Commands in the manual JPI/Integrated Management 2 - Manager Command, Definition
File and API Reference.

1.19.2 Customizing operation of JP1/IM - View (Central Console viewer
and Central Scope viewer) (for Windows)

You can customize operation of JP1/IM - View (Central Console viewer and Central Scope viewer). To change the
settings, edit the IM - View settings file (tuning.conf). The following are the items that you can specify for
JP1/IM - View (Central Console viewer and Central Scope viewer).

* The number of connected-host log entries in the Login window

* Preventing the history of previously used JP1 login user names from appearing on the following item

* User names in the Login window

¢ Whether the Tool Launcher window can start when the Event Console window opens

¢ Whether the List of Action Results window can start when the Event Console window opens

¢ Path to start the WWW browser that is used for opening monitor windows and Tool Launcher

¢ Whether to allow copying to the clipboard
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* Preventing the names of JP1 users who are currently logged in from appearing in the Monitoring Tree window,
Monitoring Tree (Editing) window, Visual Monitoring (Editing) window, Event Console window, List of Action
Results window, and the Execute Command window

The settings specified below take effect only in the viewer in which you edit the IM - View settings file. The setting
procedure is as follows:

1. Edit the following IM-View settings file (tuning. conf) by using a text editor.
View-path\ conf\tuning.conf

2. Restart JP1/IM - View.

About customization of the IM-View settings file:

* About the IM-View settings file
Refer to: IM-View settings file (tuning.conf) in Chapter 2. Definition Files in the manual JPI/Integrated
Management 2 - Manager Command, Definition File and API Reference

1.19.3 Setting up and customizing IM Configuration Management - View
(for Windows)

There are two ways to start IM Configuration Management - View:

¢ From the Windows Start menu

* By executing the jcfview command

(1) Setting up IM Configuration Management - View

This subsection describes the setup for using the Windows Start menu to start IM Configuration Management - View.
This setup is not needed if you will use the jcfview command to start IM Configuration Management - View.

A shortcut to IM Configuration Management - View is created in the Start menu when you install JP1/IM - View.
To re-create the shortcut to IM Configuration Management - View after it has been deleted:
1. Stop JP1/IM - View.

2. Execute the following command:
jcovcfsetup —-i (the -i option can be omitted)

A shortcut to IM Configuration Management - View is added in All Programs in the Windows Start menu under
JP1_Integrated Management 2 - View. The name is Configuration Management.

For details about the jcovcfsetup command, see jcovefsetup (Windows only) in Chapter 1. Commands in the manual
JP1/Integrated Management 2 - Manager Command, Definition File and API Reference.

Note:
If you have changed the location or name of JP1_Integrated Management 2 - View (shortcut) registered in the
Start menu, the shortcut is not added.
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(2) Customizing operation of IM Configuration Management - View

You can customize the operation of IM Configuration Management - View. To change settings, edit the operation
definition file of the IM configuration management viewer (jcfview.conf). You can specify the following items
for IM Configuration Management - View:

* The number of connected-host log entries displayed in the Login window for IM Configuration Management

* The number of connected-user log entries displayed in the Login window for IM Configuration Management

* Whether the window display settings history functionality can be used when the IM Configuration Management
window, the Edit Agent Configuration window, the Edit Remote Monitoring Configuration window, or the Display/
Edit Profiles window starts

* The server response timeout period
* Response timeout period when the system hierarchy is applied

* Preventing the names of JP1 users who are currently logged in from appearing in the IM Configuration Management
window, Edit Agent Configuration window, Edit Remote Monitoring Configuration window, and the Display/Edit
Profiles window

The settings specified below take effect only in the viewer in which you edit the operation definition file of the IM
configuration management viewer. The setting procedure is as follows:

1. Edit the following operation definition file of the IM configuration management viewer (jcfview.conf)byusing
a text editor.

View-path\ conf\jcfview.conf
2. Restart JP1/IM - View.

About customization of the operation definition file of the IM configuration management viewer:

* About the operation definition file of the IM configuration management viewer

Refer to: Operation definition file for IM Configuration Management - View (jcfview.conf) in Chapter 2.
Definition Files in the manual JP1/Integrated Management 2 - Manager Command, Definition File and API
Reference

1.19.4 Setting up JP1/IM - Rule Operation linkage (for Windows)
This subsection describes the setup for using JP1/IM - View (the JP1/IM - Rule Operation linkage part).

The only task to be performed for setup is creation of shortcuts to JP1/IM - Rule Operation.
To create shortcuts to JP1/IM - Rule Operation:
1. Stop JP1/IM - View.

2. Execute the following command:
jcovrmsetup -i (the —i option can be omitted)

Shortcuts to JP1/IM - Rule Operation are added in All Programs in the Windows Start menu under JP1_Integrated
Management 2- View. The names are Rule Management and Help (Rule Management).

For details about JP1/IM - Rule Operation and JP1/IM - View (the JP1/IM - Rule Operation linkage part), see the JP1/
IM - Rule Operation manuals.

1. Installation and Setup (for Windows)

JP1/Integrated Management 2 - Manager Configuration Guide 86



JP1/IM - Rule Operation manuals
* Job Management Partner 1/Integrated Management - Rule Operation System Configuration and User's Guide
* Job Management Partner 1/Integrated Management - Rule Operation GUI Reference

Note:

If you have changed the location or name of JP1_Integrated Management 2 - View (shortcut) registered in the
Start menu, the shortcuts are not added.

0 Important

Use in a multiple-LAN configuration
To use JP1/IM - Rule Operation in a multiple-LAN environment, you must perform the following:

* Use the hosts file on the host running JP1/IM - View to define the host running JP1/IM - Rule Operation.

In the JP1/IM - View Login window, you need to specify the host name in the hosts file as the connected
host name.
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1.20 Saving manuals to a computer (for Windows)

When you store HTML manuals to certain folders, you can access the manuals by clicking the Help button in a window.
To save HTML manuals to a computer:
1. Have ready the manual distribution medium provided as a standard item with each program product.

2. Store the target data from the manual distribution medium to JP1/IM - Manager and JP1/IM - View.

Of the data in the folder containing the media that provides the manuals, copy all target data for each manual to the
folders containing JP1/IM - Manager and JP1/IM - View.

If all manuals are stored in their correct locations, you can view the table of contents of each manual.
When you select Help and then Help Contents if the data is placed in an incorrect location or only part of the data
is placed, an error dialog box (KAVB8550-E) appears.
» Stored target data (HTML manuals)
CSS file, all HTML files, and the GRAPHICS folder

* Locations of data in the manual distribution medium (inserted in the drive of the Windows machine)
In the manual distribution media, manuals are stored in folders with manual numbers under applicabledrive\MAN
\3021. If you want to know which manual corresponds to which product, check INDEX . HTM under each folder
with a manual number.

* Locations to store the target data on the JP1/IM - Manager side:
Under installation-folder\ JP1Cons\www\manual\en
Under installation-folder\ JP1IMM\public\manual\en

Store all the target data stored under the manual number folder of the manual distribution media in the folder of
each manual number.

* Locations to store the target data on the JP1/IM - View side:

JP1/Integrated Management 2: Getting Started (Integrated Console) (Locations of data in the manual
distribution medium\en\03D5000D)

installation-folder\ JP1CoView\manual\en\03D5000D

JP1/Integrated Management 2 - Manager Overview and System Design Guide (Locations of data in the manual
distribution medium\en\ 03D5120D)

installation- folder\ JP1CoView\manual\en\03D5100D

JP1/Integrated Management 2 - Manager Configuration Guide (Locations of data in the manual distribution
medium\en\03D5220D)

installation-folder\ JP1CoView\manual\en\03D5200D

JP1/Integrated Management 2 - Manager Administration Guide (Locations of data in the manual distribution
medium\en\03D5320D)

installation-folder\ JP1CoView\manual\en\03D5300D

JP1/Integrated Management 2 - Manager GUI Reference (Locations of data in the manual distribution medium
\en\03D5420D)

installation-folder\ JP1CoView\manual\en\03D5400D

JP1/Integrated Management 2 - Manager Command, Definition File and API Reference (Locations of data in
the manual distribution medium\en\03D5800D)

installation- folder\ JP1CoView\manual\en\03D5800D

JP1/Integrated Management 2 - Manager Messages (Locations of data in the manual distribution medium\ en
\03D5620D)
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installation -folder\ JP1CoView\manual\en\03D5600D

With the exception of the Getting Started, the name of the manual number folder in the manual distribution medium
slightly differs from the name of the manual number folder to which the target data is saved. After copying the
manual number folder from the manual distribution medium to a desired location, rename the folder so that its name
is identical to the manual number folder to which the target data is saved.

Delete any existing HTML manuals in the JP1/IM - Manager and JP1/IM - View folders before storing the new
ones.
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1.21 Uninstallation (for Windows)

This section explains how to uninstall JP1/IM - Manager and JP1/IM - View. The user who will be performing the
uninstallation must have Administrator permissions.

1.21.1 Uninstallation procedure (for Windows)

This subsection explains how to uninstall JP1/IM - Manager and JP1/IM - View. If you are using IM databases (integrated
monitoring database and IM Configuration Management database), delete the IM databases before you uninstall
JP1/IM - Manager.

(1) How to delete IM databases

If you will be deleting the IM databases to reconfigure the environment, first make a backup of the IM databases. For
details about the backup method, see 1.2 Managing the databases in the JP1/Integrated Management 2 - Manager
Administration Guide.

For details about the commands, see the manual JP1/Integrated Management 2 - Manager Command, Definition File
and API Reference.

To delete IM databases:

1. Stop JP1/IM - Manager.

Stop JP1/IM - Manager. If JP1/IM - MO is being used, also stop the JP1/IM - Message Optimizer service of
JP1/IM - MO at the connection source.

2. To delete the integrated monitoring database or the IM Configuration Management database, check the status of the
following services:
* For physical hosts
The IM database service (JP1/IM2-Manager DB Server) is running.

* For physical hosts, when the integrated monitoring database or the IM Configuration Management database has
been set up and the IM database is being used

The JP1/IM - Manager service (JP1/IM-Manager) is stopped.
* For logical hosts

The IM database (JP1/IM2-Manager DB Server logical-host-name) on the logical host has started.

* For logical hosts, when the integrated monitoring database or the IM Configuration Management database has
been set up and the IM database is being used

The JP1/IM - Manager service (JP1/IM-Manager logical-host-name) is stopped.

3. To disable the integrated monitoring database, execute the jcoimdef command:
jcoimdef -db OFF

The integrated monitoring database is disabled.

4. To delete the integrated monitoring database, execute the jcodbunsetup command:
jcodbunsetup

The integrated monitoring database is deleted.

5. To disable the IM Configuration Management database, execute the jcoimdef command:
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jcoimdef —-cf OFF

The IM Configuration Management service (jcfmain) is disabled.

6. To delete the IM Configuration Management database, execute the jcfdbunsetup command:

jcfdbunsetup
The IM Configuration Management database is deleted.

7. Delete the following files and folders on the physical host:

Files under Manager-path\data\imcf\imconfig
File and folders under Manager-path\data\imcf\profiles

8. Restart the machine.

(2) How to uninstall JP1/IM - Manager

To uninstall:

1.

Terminate the programs.
Before you start the uninstallation procedure, terminate all programs.

Terminate JP1/IM - Manager Service. If a JP1/IM - View is connected to the JP1/IM - Manager which you want to
uninstall, the login user should log out from the JP1/IM - Manager.

. In Windows, close the Services dialog box.

If the Services dialog box is open in Windows, close it before you start uninstalling the product.

. To uninstall JP1/IM - Manager, use the Uninstall a program tool in Control Panel”.

Follow the instructions of the installer to perform uninstallation.

No entries are required during uninstallation.

#: If you are using Classic View in Control Panel, use the Programs and
Features tool in Control Panel.

. Restart Windows, if requested.

. Delete user files.

Definition files and log files that were created after installation, as well as files that might be edited by the user, are
not deleted during uninstallation. To delete these files, use Windows Explorer to delete the folder in which JP1/IM
- Manager had been installed.

(3) How to uninstall JP1/IM - View

To uninstall:

1. Terminate running programs.

Before you start the uninstallation procedure, terminate all programs.

2. In Windows, close the Services dialog box.

If the Services dialog box is open in Windows, close it before you start uninstalling the product.

3. To uninstall JP1/IM - View, use the Uninstall a program tool in Control Panel”,

Follow the instructions of the installer to perform uninstallation.

No entries are required during uninstallation.
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#: If you are using Classic View in Control Panel, use the Programs and

Features tool in Control Panel.
4. Restart Windows if requested.

5. Delete user files.

Definition files and log files that were created after installation, as well as files that might have been edited by the
user, are not deleted during uninstallation. To delete these files, use Windows Explorer to delete the folder in which
JP1/IM - View had been installed.

1.21.2 Notes on uninstallation(for Windows)

(1) About Hitachi Network Objectplaza Trace Library (HNTRLib2)

When JP1/IM - View is uninstalled, Hitachi Network Objectplaza Trace Library (HNTRLib2) is also deleted unless
other products use it.

(2) Settings in the Windows environment

The Path system environment variable value that was added during installation is deleted. However, if any program
is using Hitachi Network Objectplaza Trace Library (HNTRLib2), the path of HNTRLib2 (system-drive: \Program

Files\Common Files\Hitachi®)is not deleted.

#: In Windows, this value might be different depending on the environment because the value of system-
drive: \Program Files is determined by the setting of an OS environment variable at the time of installation.

(3) About uninstalling JP1/IM - Manager and JP1/IM - View

» After you have uninstalled JP1/IM - Manager and JP1/IM - View, the program folder may still remain in the start
menu. If you don't need the program folder, refer to Windows help from Start Menu to determine how to delete it.

» Uninstalling the product deletes the monitoring object DB and the host information DB.

¢ If'you want to uninstall JP1/IM - Manager and JP1/IM - View and then re-install it, make sure that you restart the
OS after the uninstallation. After the OS restarts, delete the folder where this program was installed by using Windows
Explorer, and then re-install JP1/IM - Manager and JP1/IM - View.

¢ Ifyou attempt to uninstall JP1/IM - View while it is being used, a dialog box appears. In this case, click the Cancel
button to abort the uninstallation, stop all running JP1/IM - View instances, and then retry the uninstallation of JP1/
IM - View.

(4) About uninstalling JP1/Base

Uninstalling JP1/Base deletes the definition information for JP1/IM - Manager and JP1/IM - View. Even if you reinstall
JP1/Base, JP1/IM - Manager and JP1/IM - View will not work. If this occurs, you need to uninstall JP1/IM - Manager
and JP1/IM - View, and then reinstall it.

(5) About the procedure for manually uninstalling an IM database on a
physical host

To manually uninstall an IM database on a physical host, use the following procedure:
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.Log on as a user with Administrator privileges.
.If JP1/IM - Manager service is operating, terminate the service.

. If an IM database service (JP1/IM2 - Manager DB Server) is operating, terminate the service.

A OW N =

. Delete the following folders, if they exist:
<value-of-setup-information-file-IMDBENVDIR>\JMO
<value-of-setup-information-file-IMDBDIR>\imdb

5. Use the registry editor to select the following registry and check the value of InstallGuid:

HKEY_LOCAL_MACHINE\SOFTWARE \Wow64 32Node\Hitachi\HiRDBEmbeddedEditiOn_JMO \ {
<alphanumeric-string>} #1, 42

#1: Example of {<alphanumeric-string>}: 08042Y
#2: Example value of [InstallGuid]: BAB5F425-3C8F-4CD5-9117-DA371EADSODF

6. Use the registry editor to delete the following registry items, if they exist:

HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Hitachi\HiRDBEmbeddedEdition JM0O*!
HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\U

ninstall\{<alphanumeric-string>} #l,#2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\HiRDBEmbeddedEdition
JMO

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\HiRDBClusterService J
MO

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\
JP1/IM-M DB Server

#1: For Windows 32-bit environment, replace "HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node
\HITACHI\" with "HKEY LOCAL MACHINE\SOFTWARE\HITACHI\".

#2: Make sure that the value of {<alphanumeric-string>} is equal to the value of InstallGuid you checked at step 5,
and then delete the registry.

7. Delete the following folder (hidden folder) if it exists:

<0S-drive>:\Program Files (x86)\
InstallShield Installation Information\{<alphanumeric-string>} #

#: Make sure that the value of {<alphanumeric-string>} is equal to the value of InstallGuid you checked at step 5,
and then delete the registry.
8. Update the configuration file for the IM database by performing the following procedure:
e Delete Manager-path\ conf\ imdb\system\dbconf\JMO.

* Open Manager-path\conf\imdb\system\dbconf\jimdbsetuplist.conf inatexteditor and edit
it as follows, delete JP1 _DEFAULT, and then overwrite the file.

(Before editing) JM0=JP1 DEFAULT
(After editing) JMO=

9. Restart the OS. The OS must be restarted in order to synchronize the registry editor value with the value in memory.

(6) About the procedure for manually uninstalling an IM database on a
cluster system

To manually uninstall an IM database on a cluster system, use the following procedure:
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1. Log on to the active host as a user with Administrator privileges.

2.1f a JP1/IM - Manager service (JP1/IM- Manager <logical-host-name>) is operating on the active host, terminate

the service.

3.If an IM database service is operating on the active host, terminate the service.
JP1/IM2-Manager DB Server_<logical-host-name>
JP1/IM-Manager DB Cluster Service <logical-host-name>

4. If the following folder exists in the active server, delete the folder.
<value-of-IMDBENVDIR-for-cluster-setup-information-file>\JM<n>"#
<value-of-IMDBDIR-for-cluster-setup-information-file>\imdb
<value-of-SHAREDBDIR-for-cluster-setup-information-file>\imdb
#: n is the value of LOGICALHOSTNUMBER for the cluster setup information file.

5. Use the registry editor to select the following registry and check the value of InstallGuid:

HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Hitachi\HiRDBEmbeddedEdition JM<n>

\ {<alphanumeric-string>}#l/#2

#1: Example of {<alphanumeric-string>}: 08042Y
#2: Example value of InstallGuid: BAB5F425-3C8F-4CD5-9117-DA371EADSODF

6. On the active host, use the registry editor to delete the following registries, if they exist:

HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Hitachi\HiRDBEmbeddedEdition JM<n>

#1

HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\U

ninstall\{<alphanumeric-string>} 1,42

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\HiRDBEmbeddedEdition

JM<n>

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\HiRDBClusterService J

M<n>

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\

HiRDBEmbeddedEdition JM<n>

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\

JP1/IM-M DB Server <logical-host-name>

#1: For a 32-bit Windows environment, replace "HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node

\HITACHI\" with "HKEY LOCAL_ MACHINE\SOFTWARE\HITACHI\".

#2: Make sure that the value of {<alphanumeric-string>} is equal to the value of InstallGuid you checked at step 5,

and then delete the registry.
7. 1f the following folder (hidden folder) exists on the active host, delete it:

<0S-drive>:\Program Files (x86) \
InstallShield Installation Information\{<alphanumeric-string>}*

#: Make sure that the value of {<alphanumeric-string>} is equal to the value of InstallGuid you checked at step 5,

and then delete the registry.
8. Update the configuration file for the IM database on the active host by performing the following procedure:
* Delete Manager-path\ conf\imdb\system\dbconf\JM<n>.

* Open Manager-path\conf\imdb\system\dbconf\jimdbsetuplist.conf in a text editor, edit the

line equal to n+1 as follows, delete the logical host name, and then overwrite the file.
Note: n is the value of LOGICALHOSTNUMBER for the cluster setup information file.
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(Before editing) jimdbsetuplist.conf <line-number-n+1>
IM<n>=<logical-host-name>

(After editing) jimdbsetuplist.conf <line-number-n+1>
_IM<n>=

9. Restart the OS on the active host. The OS must be restarted in order to synchronize the registry editor value with
the value in memory.Log on to the standby host as a user with Administrator privileges.

10. Log on to the standby host as a user with Administrator privileges.

11. If a JP1/IM-Manager service (JP1_IM-Manager <logical-host-name>) is operating on the standby host, terminate
the service.

12. If an IM database service is operating on the standby host, terminate the service.
* JP1/IM-Manager DB Server <logical-host-name>
e JP1/IM-Manager DB Cluster Service <logical-host-name>
13. If the following folder exists in the standby host, delete the folder.
<value-of-IMDBENVDIR-for-cluster-setup-information-file>\JM<n>"#
<value-of-IMDBDIR-for-cluster-setup-information-file>\imdb

<value-of-SHAREDBDIR-for-cluster-setup-information-file>\imdb
#: n is the value of LOGICALHOSTNUMBER for the cluster setup information file.

14. On the standby host, use the registry editor to delete the following registry, if it exists:
HKEY_LOCAL_MACHINE\SOFTWARE \Wow6432Node\Hitachi\HiRDBEmbeddedEdition_JM<n>
#1
HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\U

ninstall\{<alphanumeric-string>} #*1-#2

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\HiRDBEmbeddedEdition
JM<n>

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\HiRDBClusterService J
M<n> N N
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\
HiRDBEmbeddedEdition JM<n>

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Application\
JP1/IM-M DB Server <logical-host-name>

#1: For a 32-bit Windows environment, replace "HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node
\HITACHI\" with "HKEY LOCAL MACHINE\SOFTWARE\HITACHI\".

#2: Make sure that the value of {<alphanumeric-string>} is equal to the value of InstallGuid you checked at step 5,
and then delete the registry.

15. On the standby host, delete the following folder (hidden folder), if it exists:

<OS-drive>:\Program Files(x86)\InstallShield Installation Information\{<alphanumeric-string>}*

#: Make sure that the value of {<alphanumeric-string>} is equal to the value of InstallGuid you checked at step 5,
and then delete the registry.

16. Update the configuration file for the IM database on the standby host by performing the following procedure:
* Delete Manager-path\ conf\imdb\system\dbconf\JM<n>.

* Open Manager-path\conf\imdb\system\dbconf\jimdbsetuplist.conf by text editor, edit the
line equal to n+1 as follows, delete the logical host name, and then overwrite the file.

Note: n is the value of LOGICALHOSTNUMBER for the cluster setup information file.
(Before editing) jimdbsetuplist.conf <line-number-n+1>
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JM<n>=<logical-host-name>
(After editing) jimdbsetuplist.conf <line-number-n+1>
_IM<n>=

17. Restart the OS on the standby host. The OS must be restarted in order to synchronize the registry editor value with
the value in memory.
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1.22 Notes about installation and setting up (for Windows)

0 Important

When creating a container environments on CentOS 8 (or later) or Linux 8 (or later), read Docker as Podman.

* Notes on performing disk-copy installations and on copying disks by using virtualization platforms

* JP1/IM does not support the disk-copy installation function of ServerConductor/DeploymentManager or JP1/
ServerConductor/Deployment Manager. Furthermore, JP1/IM does not support the function for copying disks
by creating image files. (This function is provided by virtualization platforms.) Before performing a disk-copy
installation or a copy operation using a virtualization platform, uninstall JP1/IM. Perform the disk-copy
installation or copy operation using the virtualization platform, and then re-install JP1/IM. For details on how
to perform disk-copy installations, see the manuals for ServerConductor/DeploymentManager and JP1/
ServerConductor/Deployment Manager. For details on the copy functions of virtualization platforms, see the
relevant manual for the applicable virtualization software.

* Notes on monitoring containers in Docker environments as agent hosts

» JP1/Base must be installed in the container. For details about Docker environments supported by JP1/Base, see
the Release Notes for JP1/Base.

* Specify the settings of port numbers to be used by JP1/Base in the container, so that TCP/IP communication is
available from the JP1/IM - Manager host.

* Because network address translation (NAT) is used for communication from containers to external locations,
"Source IP address" does not display the correct value (in the way it is usually displayed) for an event issued
from JP1/Base in the container. Do not use the IP address displayed in "Source IP address" for conditions of
JP1/IM - Manager functions.

* Notes on monitoring containers in Docker environments as remote monitoring hosts

* The remote monitoring function supports the following Docker environments:
Docker host OSs
Among the OSs supported by the remote monitoring function, the following OSs are supported:
- Red Hat Enterprise Linux Server 7.1 or later
- Cent OS 7.1 or later
Docker version

- Versions that support the previously described Docker host OSs.
* SSH must be installed in the container.

» Specify the settings so that SSH connections can be made from the JP1/IM -Manager host to the container.
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Installation and Setup (for UNIX)

This chapter explains how to install and set up JP1/IM in a UNIX environment.

JP1/Integrated Management 2 - Manager Configuration Guide
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2.1 Installation and setup procedures (for UNIX)

This section describes the procedure from the beginning of installation to the end of setup for a manager, an agent, and
a host to be monitored remotely. For details about the uninstallation procedure, see 2.19.1 Uninstallation procedure (for
UNIX).

Figure 2—1: Installation and setup procedure (manager)

When IM Configuration When IM Configuration
Management is used Management is not used
e o2z
Install JP1/IM - Manager } See 2.3
Create IM databases } See 2.4
Set up user authentication and user mapping } See 2.5
Specify settings for handling JP1/Base failures } See 2.6
Set the system hierarchy } See 2.7
Set the system hierarchy } See 2.8
Set up Event Service } See 2.9*
Set JP1 event forwarding } See 2.10
Set JP1 event forwarding } See 2.11%
Collect and distribute Event Service } See 2.12
definition information

Collect and distribute Event Service See 2.13"
definition information ’

Set up a command execution environment } See 2.14*
Specify settings for using the source host name See 2,15
of Event Service in the FQDN format ’

Set up JP1/IM - Manager
e Set environment variables
o Set automatic start and automatic stop

» Specify settings for using the functions of Intelligent Integrated See 2.17
Management Base

» Specify settings for using the functions of Central Scope
» Specify settings for handling JP1/IM - Manager failures
» Specify settings for upgrading

Save manuals to a computer } See 2.18

) See the documentation
(Install linked products) for the product to be linked
Set up for linked products } See 6.8

#: For details, see the JP1/Base User's Guide.
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Figure 2-2: Installation and setup procedure (agent)

When IM Configuration Management = When IM Configuration Management

is used is not used
Installing JP1/Base }See 22
Setting user mapping }See 2.5"
Setting the handling of a JP1/Base failure }See 26"
Setting Event Service }See 2.9
Setting JP1 event forwarding }See 2.10

#
Setting JP1 event forwarding }See 2.1

#
Setting up a command execution environment }See 214
. . See the documentation for
(Installing linked products) the product to be linked
Setting up linked products }See 6.8

#: For details, see the JP1/Base User's Guide.

For details about the settings for monitoring logs on hosts that will be monitored remotely, see 2.16 Specifying settings
for monitoring logs on remotely monitored hosts (for UNIX).

For details about the settings for using the communication encryption function that encrypts communication data, see
9.4 Configuring encrypted communication.
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2.2 Preparations required before installation (for UNIX)

2.2.1 Designing the JP1/IM setup details (for UNIX)

Before you start installation, evaluate the details of JP1/IM setup and prepare the setup items.

For details about how to design the setup details, see Part 3. Design in the JP1/Integrated Management 2 - Manager
Overview and System Design Guide.

2.2.2 Configuring the system environment (for UNIX)

(1) Configuring the OS environment

Before you install JP1/IM, configure an OS environment that satisfies the following conditions:

e The OS version being used is supported by JP1/IM.
* Service packs and patches required by JP1/IM have been applied.
¢ Kernel parameters have been adjusted appropriately to the configuration of JP1/IM.

¢ The host name of the local host can be resolved with the IP address (IP address other than loopback address) in the
connected LAN environment.

* When IM databases are used, a host name must be a character string of not more than 32 characters consisting of
only one-byte alphanumeric characters, -, and . (period).

See the release notes for JP1/IM - Manager and JP1/IM - View and perform the following:

* Check the patches required by JP1/IM and then apply them to the OS.
* Adjust the kernel parameters appropriately to the configuration of JP1/IM.

When you apply an OS patch, stop the product first, and then apply the patch while the product is stopped.

2.2.3 Installing the prerequisite program (for UNIX)

(1) Installing JP1/Base

To use JP1/IM managers and agents, you must install JP1/Base, which is the prerequisite program for JP1/IM - Manager.

To check the system configuration, see 1.5 JP1/IM - Manager system configuration in the JP1/Integrated Management
2 - Manager Overview and System Design Guide. For details about how to install JP1/Base, see the JP1/Base User's
Guide.
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2.3 Installing JP1/IM - Manager (for UNIX)

This section explains how to install and uninstall JP1/IM - Manager.

The user who will be performing the installation must have Administrator permissions.

2.3.1 Installation procedure (for UNIX)

This subsection explains how to install JP1/IM - Manager.

(1) How to install

You need root permissions to perform this procedure.
To install JP1/IM - Manager:

1. Terminate all programs.
Before you start the installation, terminate JP1/Base and all programs that require JP1/Base.
If you are performing an upgrade installation, stop JP1/IM - Manager. If a JP1/IM - View is connected, log out.

2. Run the Hitachi Program Product Installer.

Follow the instructions of the Hitachi Program Product Installer. For details about how to use the Hitachi Program
Product Installer, see 2.3.2 How to use the Hitachi Program Product Installer (for UNIX).

When JP1/IM - Manager is installed, the file shown below is created as a log. This file contains maintenance information
that is used in the event of abnormal termination of installation. Once JP1/IM - Manager has been installed successfully,
start it. If there are no problems, delete the following file:

/tmp/HITACHI_JPI_INST_LOG/jplimm_inst{l |2131415}.1og

0 Important

If you have upgraded JP1/IM - Manager in an environment in which IM databases have already been set
up, use the jimdbupdate command to update the IM databases. If the IM databases have not been
updated, a warning message is displayed when JP1/IM - Manager starts.

(2) About the types of installation

Upgrade installation

If you are upgrading from a previous version of JP1/IM - Manager, first read the notes about upgrading that you
will find in 13.2 Upgrading from a previous version of JP1/IM in the JP1/Integrated Management 2 - Manager
Overview and System Design Guide.

@) 'mportant

When performing an upgrade installation on a computer where logical host settings are set, terminate
the daemon for JP1/IM - Manager of the logical host before performing the upgrade installation.
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Remote installation using JP1/NETM/DM, JP1/IT Desktop Management 2 and Job Management Partner 1/Software
Distribution

JP1/IM supports remote installation (software distribution) using JP1/NETM/DM, JP1/IT Desktop Management 2
and Job Management Partner 1/Software Distribution, and you can perform a new installation as well as an upgrade
installation of JP1/IM.

The following remote installation methods are available:

- Update installation

The setting information of the JP1/IM - Manager instance that has already been installed is inherited. If JP1/IM
- Manager is not installed, this function cannot be used.

- New installation

The product is newly installed.

See JP1/NETM/DM, JP1/IT Desktop Management 2 or Job Management Partner 1/Software Distribution Manual
for more information.

Be sure to use a JP1I/NETM/DM 09-00 or later packager, a JP1/IT Desktop Management 2 packager or a Job
Management Partner 1/Software Distribution 09-00 or later packager to package this software product. JP1/NETM/
DM is sold only in Japan.

2.3.2 How to use the Hitachi Program Product Installer (for UNIX)

The Hitachi Program Product Installer is on the JP1/IM distribution medium. This subsection describes the following
procedures:

* How to start the Hitachi Program Product Installer

* How to use the Hitachi Program Product Installer to install JP1/IM - Manager

* How to use the Hitachi Program Product Installer to remove JP1/IM - Manager

* How to use the Hitachi Program Product Installer to check the versions of currently installed Hitachi products

User permissions for execution of the Hitachi Program Product Installer

* To use the Hitachi Program Product Installer, you need root permissions. Either log on as root or use the su
command to change the user to root.

(1) Starting the Hitachi Program Product Installer

To start the Hitachi Program Product Installer:
1. Insert the JP1/IM - Manager distribution medium in the drive.

2. Mount the distribution medium.

The mounting method depends on the OS, hardware, and environment in use. For details about the mounting method,
see the OS documentation.

¢ In Linux
/bin/mount -r -o mode=0544 /dev/cdrom /mnt/cdrom

Note that the underlined distribution medium file system mount directory name depends on the environment.

3. Start the Hitachi Program Product Installer.

The directory and file names on the distribution medium might differ depending on the machine environment. Use
the 1s command to check the directory and file names, and then use the displayed names.
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e In Linux
/mnt/cdrom/linux/setup /mnt/cdrom

Replace the underlined part with the actual distribution medium mount directory name.

0 Important

During installation, do not start Hitachi Program Product Installer by executing /etc/
hitachi setup.

4. Unmount the distribution medium.

After you finish the installation, unmount the distribution medium. For details about how to unmount a distribution
medium, see the OS documentation.

¢ In Linux
/bin/umount /mnt/cdrom

Replace the underlined part with the actual distribution medium mount directory name.

(2) Installing JP1/IM - Manager

This subsection explains how to use the Hitachi Program Product Installer to install JP1/IM - Manager. When you start
the Hitachi Program Product Installer, the initial window appears.

Figure 2—-3: Example of the Hitachi Program Product Installer's initial window

L) List Installed Software.
I) Install Software.

D) Delete Software.

Q) Quit.

Select Procedure ===>

CAUTION!

YOU SHALL INSTALL AND USE THE SOFTWARE PRODUCT LISTED IN THE
"List Installed Software."™ UNDER THE TERMS AND CONDITION OF
THE SOFTWARE LICENSE AGREEMENT ATTACHED TO SUCH SOFTWARE
PRODUCT .

In Select Procedure in the initial window, enter I to display a list of software programs that can be installed. Move the
cursor to the software program that you want to install, and then press the space bar to select it. Entering I again installs
JP1/IM - Manager. After installation is completed, enter Q to return to the initial window.

(3) Removing JP1/IM - Manager

Enter the following command to start the Hitachi Program Product Installer:
/etc/hitachi setup

The Hitachi Program Product Installer's initial window is displayed. For details about the initial window, see Figure 2-3
Example of the Hitachi Program Product Installer's initial window.

In Select Procedure in the initial window, enter D to display a list of software programs that can be removed. Move
the cursor to the software program that you want to remove, and then press the space bar to select it. Entering D again
removes the software program. After the software program has been removed, enter Q to return to the initial window.
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(4) Displaying version information
Execute the following command to start the Hitachi Program Product Installer:

/etc/hitachi setup

The Hitachi Program Product Installer's initial window is displayed. For details about the initial window, see Figure 2-3
Example of the Hitachi Program Product Installer's initial window.

In Select Procedure in the initial window, enter L to display a list of Hitachi products that have been installed.

2.3.3 Settings required immediately after installation (for UNIX)

Specify in a JP1/Base environment variable the language encoding in which JP1/IM - Manager runs. You must specify
the language encoding in both the environment variable file and the common definitions. Effective with version 11-00,
environment variables of JP1/IM (jplco env.conf file) are no longer used.

The language encoding in the environment variable file and common definitions must match on all local hosts.
Additionally, use the character encoding of events in the JP1/SES format to unify the language environment of a system
that monitors events in the JP1/SES format. This subsection describes how to set the language encoding in the
environment variable file and common definitions.

(1) Setting the language encoding in the environment variable file

Using a text editor such as vi, openthe /etc/opt/jplbase/conf/jplbs env.conf fileand, following LANG=
on the first line, set the appropriate value for the LANG environment variable based on the following table.

Table 2—1: Values that can be specified for LANG in the jp1co_env.conf file

(o)) Language type | Encoding Value of LANG environment variable#3
Linux Japanese SJIS#! ja JP.SJISorja JP.sjis
UTF-8#2 ja JP.UTF-8orja JP.utf8

English C C
Chinese GB18030 zh CN.gb18030

#1

Applicable to SUSE Linux only.
#2

In UTF-8 encoding, two character codes are used to represent each of the following symbols:
Yen sign (\): 0x5C or 0xC2A5
Tilde (~): 0x7E or 0xE280BE
In JP1/IM - Manager, \ is represented by 0x5C and ~ is represented by 0x 7E.
#3
Do not specify a LANG value that is not listed in the table. The value of LANG is case sensitive.

These definitions take effect the next time JP1/IM - Manager starts.
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0 Important

When you select English as the language type, do not use multi-byte characters when you configure
JP1/IM - Manager. If you do, JP1/IM - Manager handles the multi-byte characters as ASCII characters. As
a result, JP1/IM - Manager might not operate normally.

(2) Checking the language environment settings of JP1/Base

1. Check the setting value in the /etc/opt/jplbase/conf/jplbs env.conf file.

Confirm that the value set after LANG = in the jplbs env.conf file matches the value set in 2.3.3(1) Setting
the language encoding in the environment variable file.
For details about the jplbs env.conf file, see the JP1/Base User's Guide.

2. Check the setting value in the /etc/opt/jplbase/jbs start file.

Confirm that the value set after LANG =inthe jbs_start file matches the value setin 2.3.3(1) Setting the language
encoding in the environment variable file.

For details about the jbs start file, see the JP1/Base User's Guide.

é Note

Once you have set the encoding and started the operation, you can still use the steps above to change the
encoding.

For details about the language environment settings of JP1/Base, see the part that describes the language type settings
in the JPI/Base User's Guide.

(3) Setting the language encoding in the common definitions

1. Edit the jplbs param.conf file.
Use a text editor to openthe /etc/opt/jplbase/conf/jplbs param.conf file. After LANG=, seta value
for the LANG environment variable based on the table below.

Table 2—-2: Values that can be specified for LANG in the jp1bs_param.conf file

Language type Code LANG value
Japanese Shift JIS code SJIS
EUC code EUCJIS
UTF-8 code UTF-8
English C
Chinese GB18030

2. Stop JP1/IM - Manager.
3. Stop JP1/Base.

4. Execute the following command:
/opt/jplbase/bin/jbssetcnf /etc/opt/jplbase/conf/jplbs param.conf
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If you need to change the environment variables of JP1/IM - Manager while Central Scope is running, perform the
following procedure:

1. Use the jcsdbexport command to output the information stored in the monitoring object database to a local file.
2. Stop JP1/IM - Manager.
3. Change the language encoding used by JP1/IM - Manager when it runs and start JP1/IM - Manager.

4. Use the jcsdbimport command to apply the contents of the monitoring object database (output to the local file)
to the monitoring object database of Central Scope.

If you do not perform the above procedure, the Monitoring Tree window and Visual Monitoring window will not be
displayed correctly.

(4) Starting JP1/Base and JP1/IM - Manager

1. Start JP1/Base.

2. Start JP1/IM - Manager.

2.3.4 Notes about installing (for UNIX)

(1) Relationship between products

JP1/IM - Manager requires JP1/Base. When you install the products, note the following:

* Any prerequisite products must be installed first and in the correct order.
 Install JP1/Base and then JP1/IM - Manager, in this order.

» Stop JP1/Base before you install JP1/IM - Manager. If you forgot to stop JP1/Base, make sure that you restart JP1/
Base. If you do not restart JP1/Base, it will not be possible to manage system configuration information correctly.

(2) About Hitachi Network Objectplaza Trace Library (HNTRLib2)
When you install JP1/Base, Hitachi Network Objectplaza Trace Library (HNTRLib2) is installed.

(3) Settings in the OS environment

During installation, the following information is set in the OS:

In the services file, the port numbers indicated in Appendix C. Port Numbers in the JP1/Integrated Management 2
- Manager Overview and System Design Guide are set.

During uninstallation of JP1/IM - Manager, the port numbers indicated in Appendix C. Port Numbers in the JP1/
Integrated Management 2 - Manager Overview and System Design Guide are deleted.

(4) About downgrade installation

JP1/IM - Manager does not support downgrade installation. If you want to downgrade the product that has been installed,
uninstall the product, and then reinstall it.

2. Installation and Setup (for UNIX)

JP1/Integrated Management 2 - Manager Configuration Guide 107



(5) About information that JP1/IM - Manager manages

Do not perform the following operations, because JP1/IM - Manager manages such information as program information,
configuration information, and maintenance information in files and in the registry. If you perform the following
operations, JP1/IM - Manager may not work properly.

» Use an application such as Explorer to delete or change files and folders for JP1/IM - Manager. Or, change the access
permissions.

* Use Registry Editor to delete or change the information on JP1/IM - Manager, or change the access permissions.

(6) About installation

Before installing JP/IM - Manager, confirm that the temporary directory (/tmp) has 1 MB of free space.

(7) About anti-virus software

When you install JP1/IM-Manager, if anti-virus software performs a virus scan on the installation destination of
JP1/IM-Manager, an application error might occur due to conflict between the installer and the anti-virus software and
installation might fail. To avoid this, stop the anti-virus software before performing an installation.

(8) About silent installation

JP1/IM - Manager can be installed by using the silent installation functionality. Execute the following command:
For Linux: <DVD-R-media>/RHEL/setup -f -k <model-name> <path-of-DVD-R-media>
For SUSE Linux: <DVD-R-media>/SLES/setup -f -k <model-name> <path-of-DVD-R-media>

* To execute the contents of DVD-R media directly from a hard drive, copy the contents of the DVD-R media to a
directory on the hard drive whose path does not include any spaces. Then, compare the copied files to the original
files (at the binary level, for example) to ensure that they are the same.

* Check the return value of the execution result to verify that the installation ended successfully. For details about the
return values, see the JP1 website.

* When installing this software product by using the silent installation functionality, you can not specify user
information. To specify user information, install software product in the installation procedure described in the 2.3./
Installation procedure (for UNIX).
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2.4 Creating IM databases (for UNIX)

You use IM databases to monitor events that occur in the system. The two types of IM databases are the integrated
monitoring database and the IM Configuration Management database. The integrated monitoring database is used when
Central Console or the Intelligent Integrated Management Base are being used. The IM Configuration Management
database is used with IM Configuration Management to manage the system hierarchy. For details about the functions
available when the integrated monitoring database and the IM Configuration Management database are used, see 2.5
Functions provided by the IM database in the JP1/Integrated Management 2 - Manager Overview and System Design
Guide.

During system configuration or after operations have started, you can create either or both the integrated monitoring
database and the IM Configuration Management database.

JP1 events obtained from the event database after the JP1/IM - Manager service has started are stored in the integrated
monitoring database. For details, see 4.1.3(2) JP1 event control when using the integrated monitoring database in the
JP1/Integrated Management 2 - Manager Overview and System Design Guide.

This section explains how to create an IM database.

2.4.1 Preparations for creating IM databases (for UNIX)

You must prepare a setup information file that specifies the size of the database area required in order to create an IM
database and information about the database storage directory.

To prepare for IM database creation:

1. Edit the setup information file
The following shows an example of the settings:
#IM DATABASE SERVICE - DB Size
IMDBSIZE=S
#IM DATABASE SERVICE - Data Storage Directory
IMDBDIR=/var/opt/jplimm/database
#IM DATABASE SERVICE - Port Number
IMDBPORT=20700
#IM DATABASE SERVICE - DB Install Directory
IMDBENVDIR=/var/opt/jplimm/dbms

If JP1/IM - MO is being used and JP1/IM - Manager and JP1/IM - MO are located on separate hosts, you must add
the item ITMDBHOSTNAME in the setup information file. For details about the setup information file, see Setup

information file (jimdbsetupinfo.conf) in Chapter 2. Definition Files in the manual JP1/Integrated Management 2 -
Manager Command, Definition File and API Reference.

2. Check the settings in the setup information file.
Make sure of the following:

* Permanently mounted directories are specified (that is, directories that might be unmounted are not specified)
for IMDBENVDIR and TMDBDIR, and paths containing symbolic links are not specified for IMDBENVDIR and
IMDBDIR.
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0 Important

Make sure that there are sufficient disk space allocated under /etc/opt/jplimm/ while
executing the jcodbsetup or jecfdbsetup command. If disk space is not enough, the
jcodbsetup or jcfdbsetup command outputting the following message and terminating
abnormally:

KNAN11053-E An attempt to read a file failed. (file name = instdb.log)

2.4.2 Setting up the integrated monitoring database (for UNIX)

Create an integrated monitoring database and use the Intelligent Integrated Management Base or Central Console
functions to set up the database so you can use it. If you do not plan to use the integrated monitoring database, there is
no need to perform this procedure.

The setup procedure differs depending on whether the IM Configuration Management database has already been set up.
Apply the following procedures as appropriate depending on the case.

(1) When the IM Configuration Management database has been set up

The setup procedure differs depending on whether you stop JP1/IM-Manager Service. The following are the setup
procedures for the two cases.

To stop JP1/IM-Manager Service and set up the integrated monitoring database:

. Check if the IM database service (JP1/IM2-Manager DB Server) is running.

. Stop the following services:

* JP1/IM-Manager Service

e IfJP1/IM - MO is being used, stop the JP1/IM - Message Optimizer service of JP1/IM - MO at the connection
source.

. Execute the jcodbsetup command to create an integrated monitoring database.

jcodbsetup -s [—-qg]

. Execute the jcoimdef command to enable the integrated monitoring database.

jcoimdef -db ON

. Start JP1/IM-Manager Service.

To set up the integrated monitoring database without stopping JP1/IM-Manager Service:

. Execute the jcoimdef command to disable the IM Configuration Management service (jcfmain).

jcoimdef -cf OFF

. Restart JP1/IM-Manager Service.
. Check if the IM database service (JP1/IM2-Manager DB Server) is running.

. Stop the following service:
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e IfJP1/IM - MO is being used, stop the JP1/IM - Message Optimizer service of JP1/IM - MO at the connection
source.

5. Execute the jcodbsetup command to create an integrated monitoring database.
jcodbsetup -s [—-g]

6. Execute the jcoimdef command to enable the integrated monitoring database.
jcoimdef -db ON

7. Execute the jcoimdef command to enable the IM Configuration Management service (jcfmain).
jcoimdef -cf ON

8. Restart JP1/IM-Manager Service.

For details about the jcodbsetup command, see jcodbsetup in Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

For details about the jcoimdef command, see jcoimdef in Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

(2) When the IM Configuration Management database has not been set up

1. Stop the following service:

e IfJP1/IM - MO is being used, stop the JP1/IM - Message Optimizer service of JP1/IM - MO at the connection
source.

2. Execute the jcodbsetup command to create an integrated monitoring database.

jcodbsetup -f setup-information-file-name [—-q]

3. Execute the jcoimdef command to enable the integrated monitoring database.
jcoimdef -db ON

4. Restart JP1/IM-Manager Service.

For details about the jcodbsetup command, see jcodbsetup in Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

For details about the jcoimdef command, see jcoimdef in Chapter 1. Commands in the manual JPI/Integrated
Management 2 - Manager Command, Definition File and API Reference.

2.4.3 Setting up the IM Configuration Management database (for UNIX)

Create an IM Configuration Management database and set it up so that the IM Configuration Management service can
be started from process management. If you do not plan to use the IM Configuration Management functions, there is
no need to perform this procedure.

The setup procedure differs depending on whether the integrated monitoring database has already been set up. Apply
the following procedures as appropriate depending on the case.
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(1) When the integrated monitoring database has been set up

The setup procedure differs depending on whether you stop JP1/IM-Manager Service. The following are the setup
procedures for the two cases.

* To stop JP1/IM-Manager Service and set up the IM Configuration Management database:
1. Check if the IM database service (JP1/IM2-Manager DB Server) is running.

2. Stop the following services:
e JP1/IM-Manager Service
e IfJP1/IM - MO is being used, the JP1/IM - Message Optimizer service of JP1/IM - MO at the connection source.

3. Execute the jcfdbsetup command to create an IM Configuration Management database.
jcfdbsetup -s [—-g]

* To set up the IM Configuration Management database without stopping the JP1/IM-Manager Service:

1. Execute the jcoimdef command to disable the integrated monitoring database.
jcoimdef -db OFF

2. Restart JP1/IM-Manager Service.
3. Check if the IM database service (JP1/IM2-Manager DB Server) is running.

4. Stop the following service:

e IfJP1/IM - MO is being used, the JP1/IM - Message Optimizer service of JP1/IM - MO at the connection source.

5. Execute the jcfdbsetup command to create an IM Configuration Management database.
jcfdbsetup -s [—-g]

6. Execute the jcoimdef command to enable the integrated monitoring database.
jcoimdef -db ON

For details about the jcfdbsetup command, see jcfdbsetup in Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

For details about the jcoimdef command, see jcoimdefin Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

(2) When the integrated monitoring database has not been set up

1. Execute the jcfdbsetup command to create an IM Configuration Management database.

jcfdbsetup -f setup-information-file-name [-q]

For details about the jcfdbsetup command, see jcfdbsetup in Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.
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2.4.4 Settings for using the functions of IM Configuration Management
(for UNIX)

When a new installation of JP1/IM - Manager is performed, the default is that the functions of IM Configuration
Management are disabled. To use IM Configuration Management during system configuration or system operations,
you must create an IM Configuration Management database using the procedure described in 2.4.3 Setting up the IM
Configuration Management database (for UNIX), and then enable the functions of IM Configuration Management.

To enable the functions of IM Configuration Management:

1. Execute the jcoimdef command to enable the IM Configuration Management service (jcfmain).
jcoimdef -cf ON

2. Restart JP1/IM - Manager.

3. Execute the jco spmd status command to ensure that the IM Configuration Management service (jcfmain)
is displayed in the active processes.

For details about the jcoimdef command, see jcoimdef in Chapter 1. Commands in the manual JP1/Integrated
Management 2 - Manager Command, Definition File and API Reference.

For details about the jco spmd status command, see jco_spmd_status in Chapter 1. Commands in the manual
JP1/Integrated Management 2 - Manager Command, Definition File and API Reference.

2.4.5 Updating IM databases (for UNIX)

If you are using IM databases and you wish to upgrade JP1/Integrated Management or apply a corrected version of JP1/
IM - Manager, you must first update the IM databases.

To update IM databases:

1. Check the following service statuses:
If the status are different from the following status, stop the services to create the following status.

* IfJPI/IM - MO is being used, the JP1/IM - Message Optimizer service of JP1/IM - MO is stopped at the
connection source.

e IfJP1/OA is receiving JP1 event from JP1/IM2 - Manager, JP1/OA is stopped at the connection source.
e JP1/IM2 - Manager is stopped.

2. Execute the j imdbupdate command to check if the IM databases have been updated.

* If the following message is output, perform step 6:
KNAN11201-I The IMdatabase service is the latest.

 If the following message is output, perform the procedure beginning with step 3:
KNAN11202-1 The overwrite is necessary for the IMdatabase.

KNAN11207-I An update of the table schema of an IM database service is
required.

KNAN11211-I An update of the configuration files of an IM database
service is required.

3. Execute the j imdbbackup command to back up the IM databases:
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jimdbbackup -o backup-file-name —m MAINT

4. Execute the j imdbupdate command to update the IM databases:
jimdbupdate -1

5. Execute the jimdbstop command (without option) to stop the IM databases.
Jjimdbstop
Check that one of the following messages has been output.

KNAN11186-1 Processing to stop the IM database service ended normally.
KNAN11183-I The IM database service is stopped.

6. Start JP1/IM2 - Manager.

7. 1f the following services were stopped in step 1, start the services.

* JP1/IM - Message Optimizer service of JP1/IM - MO on the connection source
(If using JP1/IM - MO)

* JP1/OA on the connection source
(If JP1/OA is receiving JP1 event from JP1/IM2 - Manager)

0 Important

Do not restore into an IM database obtained after the j imdbupdate command has been executed
any IM database backup data that was obtained before the j imdbupdate command was executed.

After you have executed the j imdbupdate command, execute the j imdbbackup command
again to make a new backup.
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2.5 Setting up user authentication and user mapping (for UNIX)

You must specify information that is required for JP1 user management, such as the authentication server, registration
of JP1 users, and user mapping.

Specify the settings as appropriate to the host's role, as shown below.

Table 2—-3: Settings depending on host's role

Setting item Used as authentication server Not used as authentication server
Primary authentication | Secondary Manager host Agent host
server authentication server

Authentication server Y Y Y --

specification

JP1 user setting Y -- -- --

Operation permission setting Y -- -- --

Copy of authentication server -- Y -- --

setting

User mapping” Y Y Y Y

Legend:

Y: Setting is required
--: Setting is not required

Not required when automated actions are not performed or commands are not executed on managed hosts from JP1/IM - View.
You specify the settings using JP1/Base commands.

You must set user mapping at all hosts where commands are executed by an automated action or a JP1/IM - View
operation.

Table 2—4: User mapping when commands are executed by an automated action or JP1/IM - View

Operation JP1 user name Server host name OS user name
When executing commands User who logs on to the manager | Manager to which JP1/IM - View User who is registered in the OS
from JP1/IM - View connects” of the host where the command

is executed

When executing an automated | User name specified in the Manager that defined the User who is registered in the OS
action action definition automated action” of the host where the action is
executed

You can also specify an asterisk (*) as the server host name, in which case user mapping is permitted at all hosts.

The JP1 user jpladmin is registered by default. For jpladmin, operation permissions whose JP1 resource group is
* and JP1 authority level is JP1 Console Admin have been set (JP1 resource group * can access all JP1 resource

groups).
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2.5.1 Specifying the authentication server (for UNIX)

Specify the host name of the authentication server. This setting is required for the host and the JP1/IM manager, but not
for the agent.

To specify the authentication server:

1. Specify the authentication server.
/opt/Jjplbase/bin/jbssetusrsrv host-name-1 [host-name-2]

You can set a maximum of two authentication servers (primary and secondary servers). host-name-1 specifies the
primary authentication server and host-name-2 specifies the secondary authentication server.

For details about how to specify the settings, see the chapter that describes user management settings in the JP1/Base
User's Guide.

2.5.2 Registering JP1 users (for UNIX)

Register the JP1 users who will use JP1/IM. This is required at the host of the primary authentication server.
To register JP1 users:

1. Register a JP1 user.
/opt/jplbase/bin/jbsadduser JPIl-user-name

2.5.3 Setting operation permissions for the JP1 users (for UNIX)

Register operation permissions for the JP1 users who will use JP1/IM. This is required at the host of the primary
authentication server.

To set operation permissions for the JP1 users:

1. Set operation permissions for the JP1 users.

At the host of the authentication server, edit the user permissions level file (JP1 UserLevel) and set operation
permissions for the JP1 users.

For details about the settings, see the description of setting operation permissions for JP1 users in the JPI/Base User's
Guide.

For example, as JP1/IM operation permissions, you can specify JP1 Console for a JP1 resource group and
JP1 Console Admin for a permission level.

As operation permissions for IM Configuration Management, you must set JP1 _Console for the JP1 resource group
and both JP1/IM permission level and IM Configuration Management permission level as permission levels. If you do
not set any permission level for IM Configuration Management, you can execute operations only within the range of
the JP1 permission level JP1 CF_ User for IM Configuration Management.

For details about the operation permissions for JP1/IM, see 8.4.1 Managing JPI users and Appendix E. Operating
Permissions in the JP1/Integrated Management 2 - Manager Overview and System Design Guide.
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2.5.4 Copying the primary authentication server settings (for UNIX)

Copy the settings files for the primary authentication server. These settings are required at the host of the secondary
authentication server.

To copy the primary authentication server settings:

1. Copy the settings files for the authentication server.

Copy the settings files JP1_Group, JP1 Passwd, and JP1 UserLevel that are stored in the /etc/opt/
jplbase/conf/user acl directory. These are text files. Use a method such as an ASCII transfer by FTP.

2.5.5 Setting user mapping (for UNIX)

At the host where you execute commands by automated action and JP1/IM - View operations, set user mapping between
JP1 user names and OS user names. This is required at all hosts that execute commands from JP1/IM.

To set user mapping:

1. Set the user mapping definition.

At each host where commands are executed, edit the user mapping definition file (JplBsUmap. conf) to specify
user mapping between JP1 users and OS users.

2. Execute the following user mapping definition command:
/opt/Jjplbase/bin/jbsmkumap

If there are multiple users, you must set user mapping for all of them. User mapping is required even when a JP1 user
name is the same as the OS user name.

The commands that are executed by automated action and JP1/IM - View operation are executed by a primary user who
has been mapped to a JP1 user. To execute commands by a specific OS user, register that OS user as a primary user.

For details about the user mapping definition file (jp1BsUmap.conf) and the jbsmkumap command, see the
description of the user management settings in the JP1/Base User's Guide.
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2.6 Specifying settings for handling JP1/Base failures (for UNIX)

JP1