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I Notices

m Relevant program products

For details about the supported operating system versions and prerequisite service packs and patches for JP1/Integrated
Management - Manager and JP1/Integrated Management - View, see the Release Notes accompanying each program
product.

JPI1/Integrated Management - Manager (for Windows):
P-2A2C-8EBL JP1/Integrated Management - Manager 11-50

The above product includes the following:

P-CC2A2C-9MBL JP1/Integrated Management - Manager 11-50 (for Windows Server 2016, Windows Server 2012,
Windows Server 2008 R2)

P-CC2A2C-6HBL JP1/Integrated Management - View 11-50 (for Windows Server 2016, Windows 10, Windows 8.1,
Windows 8, Windows Server 2012, Windows 7, Windows Server 2008 R2)

JP1/Integrated Management - Manager (for AILX):
P-1M2C-8EBL JP1/Integrated Management - Manager 11-50

The above product includes the following:
P-CC1IM2C-9MBL JP1/Integrated Management - Manager 11-50 (for AIX)

P-CC2A2C-6HBL JP1/Integrated Management - View 11-50 (for Windows Server 2016, Windows 10, Windows 8.1,
Windows 8, Windows Server 2012, Windows 7, Windows Server 2008 R2)

JP1/Integrated Management - Manager (for Linux):
P-812C-8EBL JP1/Integrated Management - Manager 11-50

The above product includes the following:

P-CC812C-9MBL JP1/Integrated Management - Manager 11-50 (for Linux 7, Linux 6 (x64), Oracle Linux 7, Oracle
Linux 6 (x64), CentOS 7, CentOS 6 (x64))

P-CCOW2C-9MBL JP1/Integrated Management - Manager 11-50 (for SUSE Linux 12)

P-CC2A2C-6HBL JP1/Integrated Management - View 11-50 (for Windows Server 2016, Windows 10, Windows 8.1,
Windows 8, Windows Server 2012, Windows 7, Windows Server 2008 R2)

m Trademarks
HITACHI, HiRDB, JP1, uCosminexus are either trademarks or registered trademarks of Hitachi, Ltd. in Japan and
other countries.

Active Directory is either a registered trademark or a trademark of Microsoft Corporation in the United States and/or
other countries.

IBM, AIX are trademarks of International Business Machines Corporation, registered in many jurisdictions worldwide.

Internet Explorer is either a registered trademark or trademark of Microsoft Corporation in the United States and/or
other countries.

Internet Explorer is either a registered trademark or trademark of Microsoft Corporation in the United States and/or
other countries.

Linux® is the registered trademark of Linus Torvalds in the U.S. and other countries.

JP1/Integrated Management - Manager Overview and System Design Guide 2



Microsoft is either a registered trademark or a trademark of Microsoft Corporation in the United States and/or other
countries.

Microsoft and Hyper-V are either registered trademarks or trademarks of Microsoft Corporation in the United States
and/or other countries.

The OpenStack® Word Mark and OpenStack Logo are either registered trademarks/service marks or trademarks/
service marks of the OpenStack Foundation in the United States and other countries and are used with the OpenStack
Foundation's permission. We are not affiliated with, endorsed or sponsored by the OpenStack Foundation, or the
OpenStack community.

Oracle and Java are registered trademarks of Oracle and/or its affiliates.
Red Hat is a trademark or a registered trademark of Red Hat Inc. in the United States and other countries.

RSA and BSAFE are either registered trademarks or trademarks of EMC Corporation in the United States and/or other
countries.

All SPARC trademarks are used under license and are trademarks or registered trademarks of SPARC International,
Inc., in the United States and other countries. Products bearing SPARC trademarks are based upon an architecture
developed by Sun Microsystems, Inc.

SUSE is a registered trademark or a trademark of SUSE LLC in the United States and other countries.
UNIX is a registered trademark of The Open Group in the United States and other countries.

Windows is either a registered trademark or a trademark of Microsoft Corporation in the United States and/or other
countries.

Windows Server is either a registered trademark or a trademark of Microsoft Corporation in the United States and/or
other countries.

Other company and product names mentioned in this document may be the trademarks of their respective owners.
This product includes software developed by the Apache Software Foundation (http://www.apache.org/).
This product includes software developed by Ben Laurie for use in the Apache-SSL HTTP server project.

Portions of this software were developed at the National Center for Supercomputing Applications (NCSA) at the
University of [llinois at Urbana-Champaign.

This product includes software developed by the University of California, Berkeley and its contributors.

This software contains code derived from the RSA Data Security Inc. MD5 Message-Digest Algorithm, including
various modifications by Spyglass Inc., Carnegie Mellon University, and Bell Communications Research, Inc
(Bellcore).

Regular expression support is provided by the PCRE library package, which is open source software, written by Philip
Hazel, and copyright by the University of Cambridge, England. The original software is available from ftp://
ftp.csx.cam.ac.uk/pub/software/programming/pcre/

This product includes software developed by Ralf S.Engelschall <rse@engelschall . com> foruse in the mod_ ssl
project (http://www.modssl.org/).

This product includes software developed by Andy Clark.

This product includes software developed by Daisuke Okajima and Kohsuke Kawaguchi (http://
relaxngcc.sf.net/).

This product includes software developed by IAIK of Graz University of Technology.

This product includes software developed by the Java Apache Project for use in the Apache JServ servlet engine project
(http://java.apache.org/)
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m Microsoft product name abbreviations

This manual uses the following abbreviations for Microsoft product names.

Abbreviation Full name or meaning

Hyper-V Microsoft® Windows Server® 2008 R2 Hyper-V(®)
Microsoft® Windows Server® 2012 Hyper-v®)

IE Windows Internet Explorer Windows® Internet Explorer(R)

SCVMM Microsoft®) System Center Virtual Machine Manager 2008
Microsoft®) System Center Virtual Machine Manager 2012

Windows 7 Microsoft®) Windows® 7 Enterprise
Microsoft®) Windows®) 7 Professional

Microsoft®) Windows® 7 Ultimate

Windows 8 Windows® 8 Enterprise
Windows® 8 Pro
Windows 8.1 Windows® 8.1 Enterprise

Windows® 8.1 Pro

Windows 10 Windows® 10 Enterprise 32-bit
Windows® 10 Enterprise 64-bit
Windows® 10 Home 32-bit
Windows® 10 Home 64-bit
Windows® 10 Pro 32-bit

Windows® 10 Pro 64-bit
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Abbreviation

Windows Server 2008

Windows Server 2008 R2

Windows Server 2012 Windows Server 2012

Windows Server 2012 R2

Windows Server 2016

Full name or meaning

Microsoft®®) Windows Server®) 2008 Datacenter
Microsoft®) Windows Server® 2008 Enterprise
Microsoft®) Windows Server® 2008 Standard
Microsoft®) Windows Server®) 2008 R2 Datacenter
Microsoft®) Windows Server® 2008 R2 Enterprise
Microsoft®) Windows Server®) 2008 R2 Standard
Microsoft® Windows Server®) 2012 Datacenter
Microsoft® Windows Server® 2012 Standard
Microsoft® Windows Server®) 2012 R2 Datacenter
Microsoft® Windows Server® 2012 R2 Standard
Microsoft®) Windows Server® 2016 Datacenter

Microsoft® Windows Server® 2016 Standard

Windows is sometimes used generically, referring to Windows Server 2016, Windows 10, Windows 8.1, Windows 8§,

Windows Server 2012, Windows 7, and Windows Server 2008 R2.

m Restrictions

Information in this document is subject to change without notice and does not represent a commitment on the part of
Hitachi. The software described in this manual is furnished according to a license agreement with Hitachi. The license
agreement contains all of the terms and conditions governing your use of the software and documentation, including
all warranty rights, limitations of liability, and disclaimers of warranty.

Material contained in this document may describe Hitachi products not available or features not available in your

country.

No part of this material may be reproduced in any form or by any means without permission in writing from the

publisher.

m Issued
Nov. 2017: 3021-3-A07-30(E)

m Copyright

Copyright (C) 2016, 2017, Hitachi, Ltd.
Copyright (C) 2017, Hitachi Solutions, Ltd.
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I Summary of amendments

The following table lists changes in this manual (3021-3-A07-30(E)) and product changes related

to this manual.

Changes

For linkage with JP1/Service Support, a new incident registration mode was added to allow any event
attributes or character strings to be inherited.

A common exclusion-condition in extended mode can now exclude a JP1 event that satisfies the
condition from automated-action execution.

A description was added for the common exclusion history file that logs the exclusion processes of
common exclusion-conditions.

A description was added for the common exclusion-conditions definition history file that logs the
definition history of common exclusion-conditions.

A note was added for the common exclusion-conditions.

The maximum number of repeated event conditions was increased to 2,500. The total size of the
definitions of repeated event conditions was increased to 15 MB.

Saving event listings (CSV snapshot) now includes action-excluded events.

Saving event information from the integrated monitoring database (output of an event report) now
includes the following event attributes:

* Common exclude conditions group ID (E.JP1_ IMCOMEXCLUDE ID)
* Common exclude conditions group name (E.JP1 IMCOMEXCLUDE NAME)
* Common exclude conditions group target-for-exclusion (E. JP1 IMCOMEXCLUDE TARGET)

Defined automated actions can now be enabled or disabled by using the Action Parameter Definitions
window or the jcachange command.

A note was added for cases where the automated action function requests a large number of agents at
once to execute a command.

For automated action definitions, the status of execution conditions can now be retained unless their
definitions are changed.

A consideration on maintenance was added for excluding error events that are caused by maintenance
work from action execution.

The maximum number of hosts that can be managed by one instance of JP1/IM - Manager was increased
to 2,500.

The following files were added to the list of files and folders:
* Configuration file for incident inheritance information
* Model file for the configuration file for incident inheritance information
e Common exclusion history file
* Common exclusion-conditions definition history file

The maximum number of hosts on which commands can be executed from one instance of JP1/IM -
Manager was increased 2,500.

The maximum number of defined common exclusion-conditions groups (in extended mode) was
increased to 2,500. The maximum filter length of the common exclusion-conditions groups (in extended
mode) was increased to 15 MB.

Location

2.5,8.1.1

3.2,3.2.6,3.2.7,5.1,5.4.4

3.2.7(5)

3.2.7(6)

3.2.7(7)

3.4.3,3.4.4, 3.5.4, Appendix D.
1(1), Appendix D.1(2)

3.15.1(3)

3.15.2(3)

5.1,52,5.3,53.1,53.3,54.4

5.1

533

11.1.3(1)(c), 12.10.1(2),

12.10.2(2)(b)

12.1.3, Appendix D.1(1),
Appendix D.3(1)

Appendix A.1(2), Appendix A.2(2)

Appendix D.1(1)

Appendix D.1(1)
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Changes Location

The maximum number of hosts that can be set in a business group or monitoring group was increased | Appendix D.3(1)
to 2,500.

In addition to the above changes, minor editorial corrections were made.
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I Preface

This manual provides an overview and describes the functionality and system design of JP1/Integrated Management
- Manager and JP1/Integrated Management - View.

In this manual, JP1/Integrated Management is abbreviated to JP1, and JP1/Integrated Management - Manager and JP1/
Integrated Management - View are generically referred to as JP1/Integrated Management or JP1/IM.

JP1/IM is a suite of integrated management products that provide the core foundation for performing integrated
management of IT systems.

In addition to the integrated management products, the JP1 series of products listed below are mentioned in this manual.
For further details, see the documentation accompanying the product.

Product name Contents covered in this manual

JP1/Integrated Management - Rule Operation ¢ The role of JP1/Integrated Management - Rule Operation within the JP1/IM series

* An overview of the JP1/IM - Rule Operation linkage function

JP1/Service Support * The role of JP1/Service Support within the JP1 series

JP1/TELstaff * The role of JP1/Integrated Management - TELstaff within the JP1/IM series
JP1/Integrated Management - Event Gateway for ¢ The role of JP1/Integrated Management - Event Gateway for Network Node
Network Node Manager i Manager i within the JP1/IM series

JP1/Integrated Management - Message Optimizer

JP1/Navigation Platform

JP1/Automatic Job Management System 3

JP1/Performance Management

m Intended readers

The role of JP1/Integrated Management - Message Optimizer within the JP1/IM
series

The role of JP1/Navigation Platform within the JP1 series
An overview of the JP1/Navigation Platform linkage function

The role of JP1/Automatic Job Management System 3 within the JP1 series
An overview of the JP1/AJS linkage function

The role of JP1/Performance Management within the JP1 series
An overview of the JP1/PFM linkage function

This manual is intended for professionals who are considering introducing JP1/IM to manage open platform systems.

More specifically, it is intended for:

* System administrators who are considering introducing JP1/IM to centrally monitor events that occur in the system

* Those who have knowledge of operating systems and applications

m Organization of this manual

This manual is organized into the following parts:

PART 1: Overview

This part provides an overview of the integrated management products, the JP1 series products, and JP1/

IM.
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PART 2: Functionality
This part describes the functionality of JP1/IM.

PART 3: Design
This part describes the requirements for the monitoring tasks supported by JP1/IM and the system
requirements for achieving those objectives.

m Manual suite

JP1/IM manuals provide necessary information according to the phases in the system life cycle, which include planning
and design, configuration, and operation.

The following figure explains which phases the JP1/IM manuals provide information for.

Overview and System | Information used in the Integ(r_saetﬁidngllg?:rg:énent:

Design Guide planning/design phase (Integrated Console)

Provides the following

information:

- Major configuration and
operation methods

- Manuals to be referenced

Information used in the

Configuration Guide configuration phase

Information used in the

operation phase Read this manual first to learn
how you can achieve your
goals.

Administration Guide

GUI Reference

Reference information
commonly used in the
> planning/design,
configuration, and
operation phases

Command and Definition
File Reference

Messages

m Conventions: Diagrams

This manual uses the following conventions in diagrams:
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@ Computer

@ Network

>

@ Flow of control

@ Error

@® Server @® File ® Window

® LAN @® Communication line @ Program
S N
@ Flow of data @ Flow of process or task

m Conventions: Fonts and symbols

The following table explains the text formatting conventions used in this manual:

Text formatting

Bold

Italic

Monospace

Convention

Bold characters indicate text in a window, other than the window title. Such text includes menus, menu
options, buttons, radio box options, or explanatory labels. For example:

¢ From the File menu, choose Open.
* Click the Cancel button.
* In the Enter name entry box, type your name.

Italic characters indicate a placeholder for some actual text to be provided by the user or system. For example:
* Write the command as follows:
copy source-file target-file
¢ The following message appears:
A file was not found. (file = file-name)
Italic characters are also used for emphasis. For example:
* Do not delete the configuration file.

Monospace characters indicate text that the user enters without change, or text (such as messages) output by
the system. For example:

* At the prompt, enter dir.
¢ Use the send command to send mail.
¢ The following message is displayed:

The password is incorrect.

The following table explains the symbols used in this manual:
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Symbol Convention

In syntax explanations, a vertical bar separates multiple items, and has the meaning of OR. For
example:

A|B|Cmeans A, or B, or C.

{1} In syntax explanations, curly brackets indicate that only one of the enclosed items is to be selected.
For example:

{A|B]|C} means only one of A, or B, or C.

[] In syntax explanations, square brackets indicate that the enclosed item or items are optional. For
example:

[A] means that you can specify A or nothing.

[B| C] means that you can specify B, or C, or nothing.

In coding, an ellipsis (. . .) indicates that one or more lines of coding have been omitted.

In syntax explanations, an ellipsis indicates that the immediately preceding item can be repeated as
many times as necessary. For example:

A, B, B, ... means that, after you specify A, B, you can specify B as many times as necessary.

() Parentheses indicate the range of items to which the vertical bar (| ) or ellipsis (. . .) is applicable.

m Conventions: Installation folders for the Windows version of JP1/IM and JP1/
Base

In this manual, the default installation folders of JP1/IM and JP1/Base for Windows are represented as follows:

Product name Installation folder Default installation folder*
notation
JP1/IM - View view-path system-drive: \Program Files\Hitachi\JP1lCoView
JP1/IM - Manager manager-path system-drive: \Program Files\Hitachi\JP1IMM
console-path system-drive: \Program Files\Hitachi\JP1Cons
scope-path system-drive: \Program Files\Hitachi\JP1lScope
JP1/Base base-path system-drive: \Program Files\Hitachi\JP1Base

#: Represents the installation folder when the product is installed in the default location. The location represented by system-drive: \Program
Files is determined at the time of installation by an OS environment variable, and might differ depending on the environment.

m Conventions: Meaning of "Administrator permissions” in this manual

In this manual, Administrator permissions refers to Administrator permissions for the local PC. The local user, domain
user, or user of the Active Directory environment can perform tasks requiring Administrator permissions if granted
Administrator permissions for the local PC.

m Conventions: Version numbers

The version numbers of Hitachi program products are usually written as two sets of two digits each, separated by a
hyphen. For example:

e Version 1.00 (or 1.0) is written as 01-00.
e Version 2.05 is written as 02-05.
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e Version 2.50 (or 2.5) is written as 02-50.
e Version 12.25 is written as 12-25.

The version number might be shown on the spine of a manual as Ver: 2.00, but the same version number would be
written in the program as 02-00.

m Online manual

JP1/IM comes with an HTML manual that you can read in a Web browser.
The HTML manual has the same contents as this manual.
To view the HTML manual:
e InJP1/IM - View, choose Help and then Help Contents.
Note:

* Depending on the OS settings, the HTML manual might appear in the active window when opened from the Start
menu.
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Part 1: Overview

Overview of JP1/Integrated Management

The integrated management products are a suite of programs for managing an entire corporate
information system. With the growing size and complexity of the systems underpinning an
enterprise's business operations, management of the system operation is a vital issue. The
integrated management products optimize system operations management by offering integrated
management tailored to objectives and integration of operational tasks.

This chapter provides an overview of the integrated management products and the JP1/IM series
of products that can be linked with JP1/IM - Manager. The chapter also describes the features and
organization of JP1/IM - Manager, which provides the integrated management functionality central
to the integrated management products.
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1.1 Introducing the integrated management products

The integrated management products are a family of core products for implementing integrated management of an IT
system. The integrated management products enable you to centrally manage information about a system's myriad
resources, and enable centralized monitoring and operation across the entire IT system.

The integrated management products link with a wide range of middleware, including other JP1 products that provide
job management and storage management functionalities. Integrated management products enable integrated system
management to be implemented through configuration and operations management on a system-wide basis.

Figure 1-1: Integrated system management by the integrated management products

Integrated system management
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Systems

JP1 series and other middleware products

The integrated management products optimize system management by managing the configuration information created
while planning and building the system, as well as the operational information generated during system operation. By
providing a core platform for system management, JP1/IM offers full support for the entire workflow - from designing
and building the system, through operation, redesign, and rebuild.
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1.2 System management issues and integrated management

The need for system management as provided by the integrated management products stems from the various challenges
that IT systems present as they become more sophisticated.

For many enterprises, IT systems are indispensable as the foundation of their business operations. Corporate IT systems
are growing in scale and complexity to meet the various demands placed upon them. This in turn makes system
management more onerous and costly. Optimizing system operations management is a vital concern.

1.2.1 System life cycle

An IT system comprises a diverse range of resources, including servers, networks, and other hardware, and software-
based operations such as job execution and security monitoring.

To make proper use of these various resources, administrative tasks must be carried out on an ongoing basis. These
include assessing and re-allocating resources, and quickly detecting and resolving any problems that occur in those
resources. The workflow and processes involved in ensuring that the system runs reliably are referred to as the system
life cycle. The system life cycle consists of five phases: system design, build, operation, redesign, and rebuild. The
following figure shows the life cycle phases and associated administrative tasks.

Figure 1-2: System life cycle
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As this figure shows, the administrative tasks differ at each phase of the system life cycle, as does the information that
needs to be managed at each phase. The integrated management products optimize management of system information
at each phase of the system life cycle and provide a framework of support for stable system operation.

The following describes system management issues and the role of the integrated management products at each phase
of the system life cycle.

1.2.2 Issues and the role of the integrated management products at the
design and build phase

At the design and build phase, you must first consider how to configure the system as a whole. Then you must plan how

to deploy and build the resources needed for the processing that the system will perform. To fulfill these tasks,

information about the system components needs to be properly managed. This is referred to as system configuration
management.

The design and build phase is a repeated process of assessing resources, working out the system configuration, deploying
resources, pre-operation testing and debugging.
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As the resources in a system grow in number, it becomes harder to keep track of them all. Managing the system
configuration becomes ever more complex too.

The following table and figure list and describe the product in the integrated management product suite that is provided
to support system configuration management.

Table 1-1: Products for system configuration management

Product Functionality Role

JP1/IM - Manager IM Configuration Management Manages the system hierarchy managed by JP1/IM (IM
configuration) and the settings of the hosts that make up the
system from the manager by using GUI and supports
configuring the system. To use IM Configuration
Management, you must set up the IM Configuration
Management database.

Figure 1-3: System configuration management

Design Build Operate 'Redesign =~ Rebuild
e Organize e System
resource configuration
information support System configuration management
* Manage as the Centrally manage the system hierarchy in JP1/IM

administrator

chooses (IM Configuration Management)

JP1/IM - Manager
IM Configuration Management

Centrally manage the
system hierarchy

The integrated management products provide functionality for collecting all resource information in one location, where
it can be organized and managed as the administrator chooses. The JP1/IM programs support system configuration
management by facilitating the organization and classification of resource information in ways that the administrator
finds easiest to manage. This functionality optimizes configuration management even in systems with huge volumes of
resource information.

1.2.3 Issues and the role of the integrated management products at the
operation phase

To ensure stable system operation during the operation phase, the resources configured in the system need to be
monitored round the clock. Monitoring depends on proper management of system operating information and error
information. This is referred to as system operations management.

In running a system, the processes of monitoring, error detection, investigation, and resolution are handled as a single
ongoing cycle.

As a system grows in size and complexity, it becomes exponentially more difficult to perform the tasks involved in this
operational cycle. The administrator is burdened with a growing workload, and requires a broad range of advanced skills
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to properly manage the vast array of resources. This puts huge demands on operations management, making the training
of system administrators more challenging too.

The following table and figure list and describe the products in the integrated management product suite that are provided
to support system operations management, as well as the JP1 series products that are explained in this manual.

Table 1-2: Products for system operations management

Product

JP1/IM - Manager

JP1/IM - Rule Operation

JP1/TELstaff

JP1/Service Support

JP1/IM - EG for NNMi

JP1/IM - Message Optimizer

JP1/Navigation Platform

JP1/AJS

JP1/PFM

1. Overview of JP1/Integrated Management

Functionality

Central Console

Central Scope

IM Configuration Management

Rule Management

Notification System

IT Service Management

NNMi Incident Conversion

Message Conversion

Operation Navigation

Job Scheduler

Performance Management

Role

Centrally monitors the system as a whole using JP1 events.
Integrates all aspects of the operating cycle, from event
monitoring to error detection, investigation, and resolution.

Centrally manages the system based on requirements set by
the system administrator, enabling integrated objective-
oriented system management.

Manages the system hierarchy managed by JP1/IM (IM
configuration) and the settings of the hosts that make up the
system from the manager by using GUI.

Defines error-handling procedures and automatically
executes actions based on the nature of the error.

Notifies the person in charge of handling failures by telephone
or email when a failure is detected.

Registers queries, failure events, and problems resulting from
failure events as items requiring resolution, and centralizes
their management.

Converts NNMi incidents managed by NNMi into JP1 events.

Converts the messages that are output to the JP1/IM console
into easy-to-understand messages.

Displays application information (operating procedures)
applicable to JP1 events.

Manages automatic job execution.

Manages host performance.
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Figure 1-4: System operations management
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Note: Central Console can be linked with notification System, Incident Management,
Rule Management, and IT Service Management.

The integrated management products provide a platform for continuous system monitoring and immediate administrator
notification whenever a problem occurs, as well as operational tasks such as error identification and investigation. The
JP1/IM programs provide integrated operating cycle support, from monitoring through to troubleshooting. JP1/IM
optimizes operations management even in large-scale, complex systems.

1.2.4 Issues and the role of the integrated management products at the
redesign and rebuild phase

The redesign and rebuild phase entails evaluating performance based on the system operating information, organizing
the system configuration information as needed, and rethinking the system configuration.

You will need to redeploy resources if a particular resource is prone to frequent errors that affect job processing
performance. Resource redeployment could have far-reaching effects, beyond the resources in the immediate
environment. You will need a good understanding of the system configuration information created at the design and
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build phase, and you will need to select and deploy appropriate resources based on the operating information accumulated
during the operation phase.

Figure 1-5: System rebuild
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At the redesign and rebuild phase, the integrated management products assist the administrator by optimizing
management of the configuration information created at the design and build phase, as well as of the operating
information generated at the operation phase, as discussed above. This helps to minimize the administrator's workload
when redesigning and rebuilding the system, and maximizes use of the management information accumulated at the
design, build, and operation phases.
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1.3 Features of JP1/IM - Manager

The previous sections introduced the integrated management products as a whole. This section describes JP1/IM -
Manager.

Through the features described below, JP1/IM - Manager integrates monitoring and operation into a unified management
process. By simplifying complex tasks, JP1/IM - Manager reduces the workload involved in running a system.

1.3.1 Integrated management using JP1 events

JP1/IM - Manager centrally manages the various events that occur in the system as JP1 events. Events generated by
JP1/Base, which provides the core functionality for integrated management, are managed by the agent hosts in the
system as JP1 events. The agents forward JP1 events to JP1/IM - Manager for centralized management as needed.

Alternatively, JP1 events accumulated at an agent can be acquired by JP1/IM - Manager and managed at the JP1/IM -
Manager side.

Figure 1-6: Integrated management using JP1 events
Manager
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events.

| JP1/1M - Manager |j
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(only those that need to be managed).
Agents

piE}
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Implementing integrated management by simply collecting all JP1 events would result in a deluge of events across the
system. Severe events could easily be overlooked, making operations management more difficult. Too many events
would also place a greater load on the monitoring system. Using event filtering, JP1/IM - Manager selects only those
events relevant to operations management, allowing JP1 events to be managed appropriately. The filtering feature gives
you various choices: You can select which events to send to JP1/IM - Manager, and which to treat as severe events.

In addition, JP1/IM - Manager can manage the following events:

* Events (such as messages in the log files, the Windows event logs, and SNMP traps managed by HP NNM version
7.5 or earlier) that are converted into JP1 events by JP1/Base event conversion. JP1/IM - Manager can also manage
events issued by a user application calling a command or the APL.

* Events (such as messages in the log files and the Windows event logs) that are issued on hosts on which JP1/Base
has not been installed and that are converted into JP1 events by remote monitoring based on the remote
communication settings.
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A monitored host for which the remote communication settings have been set is called a remotely monitored host.

* NNMi incidents converted into JP1 events by JP1/IM - EG for NNMi. For details about NNMi incidents, see the

manual Job Management Partner 1/Integrated Management - Event Gateway for Network Node Manager i

Description, User's Guide and Reference.

* Events handled by a wide variety of non-JP1 products and converted into JP1 events.

1.3.2 Centralized system monitoring

JP1/IM - Manager can centrally monitor the system in its entirety via the Central Console and Central Scope.

The Central Console centrally monitors events in the system by collecting JP1 events as they occur and displaying them
in a time series. JP1 events are displayed on the Monitor Events page of the Event Console window, so you can monitor

everything that is happening across the entire system.

Figure 1-7: Event Console window (Monitor Events page)
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I— Click the Monitor Events tab to view the Monitor Events page.

Using the Central Scope, the administrator can centrally monitor the system from any chosen viewpoint. The entire

system can be displayed in a tree view matched to your purpose, providing a visual understanding of the relationships
between the tasks in progress and system resources. Essential monitoring points can also be mapped geographically,

enabling centralized monitoring from the required viewpoints, no matter how large the system.

In the Monitoring Tree window, you can group resources and centrally monitor the system in a tree view. In the Visual

Monitoring window, you have a map view of objects you selected in a monitoring tree.
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Figure 1-8: Monitoring Tree wi
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1.3.3 Error detection and reporting

JP1/IM - Manager supports automated actions as a means of detecting and reporting problems in the system. An
automated action is the automatic execution of a command on a host managed by JP1/IM - Manager when a particular
JP1 event is received. Commands for sending an email or making a telephone call can be executed as automated actions,
notifying the administrator of any problems occurring in the system.

Figure 1-9: Error reporting using automated actions
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Using the Central Scope, the location of a problem can be represented visually in a tree view or map format, allowing
on-the-spot judgment of how the problem in the system might affect business operations.
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1.3.4 Measures to handle a large number of JP1 events

If an event triggers the occurrence of a large number of JP1 events, the JP1 events might fill the relevant event list and
cause excessive commands to be automatically executed as automated actions. This might disrupt normal monitoring

of JP1 events.

JP1/IM - Manager enables you to take the following measures to handle a large number of JP1 events in combination
with the suppression of event transfer by JP1/Base:
» Setting a threshold for JP1 event traffic to suppress event transfer when a large number of JP1 events occur on agents
* Preventing the manager from receiving the JP1 events that have occurred on agents

* Consolidating a large number of JP1 events into a single JP1 event only when those JP1 events meet specified
conditions

* Always consolidating the JP1 events that meet specified conditions into a single JP1 event

¢ Consolidating and displaying identical JP1 events received in succession by the viewer, as a single JP1 event

The following figure shows the measures to handle a large number of JP1 events and corresponding functions of
JP1/IM - Manager.
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Figure 1-10: Measures to handle a large number of JP1 events and corresponding functions of
JP1/IM - Manager
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operate exclusively. You cannot use the two functions together at the same time.

Taking the above measures to handle a large number of JP1 events enables normal monitoring of the system.

1.3.5 Integrated troubleshooting with JP1/IM - Manager

. A part of function

All operational tasks from monitoring to error investigation can be integrated into a single flow of operations based on
JP1/IM - Manager. In the Event Console window of the Central Console, you can select a JP1 event and view the event
details. You can also directly launch related applications when needed.
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Figure 1-11: Error investigation with JP1/IM - Manager
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Opens JP1/AJS - View where you can directly view the job
in which the error that triggered the JP1 event occurred.

Non-JP1 applications required in managing system operations can also be registered, creating an integrated workflow
based on JP1/IM - Manager.

1.3.6 Easy-to-build monitoring system

Automatic generation of a monitoring tree in the Central Scope enables you to collect information about the active

system and to create a monitoring window. If the system is modified, difference information can be collected and the
monitoring window updated.

JP1/IM - Manager definition information can be distributed as a batch to the monitored hosts, allowing even a large-
scale system to be configured with ease.

1.3.7 Flexible system configuration

The scalability of JP1/IM's management support means that systems of any size can be managed, from small office
systems to large-scale hierarchical systems. Cross-platform systems that incorporate a mixture of Windows, UNIX or
UNIX variants, mainframes or other operating systems are also supported.

JP1/IM - Manager also supports networks with firewalls, cluster systems, and other types of system configurations.
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1.3.8 Integrated management of the system hierarchy and host settings

In a JP1/IM system, you can hierarchically configure and define managers and agents to centralize the management of
systems of any size, from small systems to large systems serving an entire enterprise.

IM Configuration Management enables you to operate the IM configuration management viewer to centrally manage,
from the manager, the system hierarchy managed by JP1/IM (IM configuration) and the host settings. To use IM
Configuration Management, you must set up the IM Configuration Management database.

IM Configuration Management provides the following functionality:

* Host management
You can register the hosts in the network as management targets with IM Configuration Management. You can also
manage host information, such as the host name and IP address of each registered host.

e Management of the system hierarchy
You can define the hierarchical structure of the system managed by JP1/IM, and apply information about the
hierarchy (configuration definition information) to the system as a whole.

¢ Profile management
You can check and edit the definition information (profiles) set in JP1/Base on the hosts that make up the JP1/IM
system and for the remotely monitored hosts.

* Management of service activity information
You can check whether the services on the managed hosts are active.
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Figure 1-12: Integrated management of the system hierarchy and host settings
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1.3.9 Monitoring groups based on business operations

You can monitor multiple monitored hosts by grouping them based on business operations. Each of these groups of
hosts is called a business group. You can limit what can be viewed or operated or from the Event Console window
(Central Console) or in the Monitoring Tree window (Central Scope) by business group. This allows you to monitor or
handle individual business groups in different ways.
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Figure 1—-13: Monitoring groups based on business operations
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1.4 System operation with JP1/IM - Manager

JP1/IM - Manager provides full support for a unified flow of operations from system monitoring through to error
detection, investigation, and resolution. The following figure shows the functions that support each phase of the system
operating cycle.

Figure 1-14: System operation with JP1/IM - Manager
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No matter how large or complex the system, JP1/IM - Manager enables a diverse range of resources to be managed in
an integrated fashion. By providing the capability to accurately grasp the system status, and to rapidly detect and deal
with problems as they occur, JP1/IM - Manager ensures that the entire system runs reliably.

When using IM Configuration Management, you can define the system hierarchy in the IM configuration management
viewer, and monitor the system from Central Console and Central Scope.
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Figure 1-15: Flow of system configuration and system monitoring with IM Configuration
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(1) System monitoring using the Central Console

Using the Central Console, you can monitor the events occurring in the system in the Event Console window. You do

not need to constantly monitor the Event Console window if you have set up automated actions to notify the system

administrator when an error occurs.
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Figure 1-16: System monitoring from the Central Console
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(2) System monitoring using the Central Scope

Using the Central Scope, you can monitor the system in the Monitoring Tree window and Visual Monitoring window.
You do not need to constantly monitor these windows if you have set up automated actions to notify the system
administrator when an error occurs.

Figure 1-17: System monitoring using the Central Scope
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In the Monitoring Tree window, you can configure the monitoring tree according to your objectives. In the Visual
Monitoring window, you can place essential monitoring points on a map or organizational chart, and monitor the system
in an intuitive manner matched to your purpose.

1.4.2 Error detection

The products in the JP1 series issue a JP1 event when an error occurs in the system. Specific error messages can also
be converted into JP1 events.
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JP1 events that need management follow-up are forwarded to JP1/IM - Manager where they are centrally managed. In
the Central Scope, the source of an error can be represented visually in a tree view or map format, allowing on-the-spot
judgment of how a problem in the system could affect business operations.

1.4.3 Error investigation

JP1/IM - Manager simplifies the investigation of problems occurring in the system by integrating the diagnostic
processing into a unified flow of operations based on the Central Console or Central Scope.

(1) Error investigation with the Central Console

The following describes the diagnostic and troubleshooting processing when using the Central Console.

(a) Event details

First of all, check the details of the detected error event. If you register action methods and procedures in advance, the
initial response will be smoother and faster.

Figure 1-18: Troubleshooting advice (event guide information) provided in the Guide area
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(b) Event search

For some problems, you might want to investigate not only the error-notification event but also related events leading
up to the event in question, to see what was happening generally at the time the error occurred. In such cases, you can
perform an event search.

(c) Event investigation

After verifying the general circumstances by checking the event details and conducting an event search, investigate each
event.
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From a displayed JP1 event, you can launch the appropriate management application and move by intuitive operation
from the monitoring window to the investigation window to begin your diagnosis. You can also execute Windows and
UNIX commands on an agent host directly from the Central Console. This makes it easy to perform simple checks or
tests because you can execute commands without having to connect to the agent host by telnet or other means.

Figure 1-19: Operations performed from JP1/IM - Manager
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(2) Error investigation with the Central Scope

When investigating an error using the Central Scope, first identify the error source, and then link to the Central Console
to investigate further.

The following describes the diagnostic and troubleshooting processing when using the Central Scope.

(a) Identifying the source and extent of an error

When an error occurs in the system, the icons representing the affected nodes change to error status in the Monitoring
Tree window and Visual Monitoring window. From the upper level of the tree, check the monitoring nodes indicating
error status, and identify which resources are likely to be affected by the error.
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Figure 1-20: Checking the affected resources
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Guide information is a useful means of checking where a problem occurred. The guide function allows you to register
operating know-how including troubleshooting procedures for specific problems, and examples of past situations in

which certain errors have occurred. Although responding appropriately to whatever problems occur in a diverse range
of resources is never easy, the guidance offered by the guide function goes some way toward reducing the system

administrator's workload.

0 Important

Guide information must be registered before it can be viewed. For details about the guide function, see 4.8
Guide function in this manual and 5.6 Editing guide information in the JP1/Integrated Management -
Manager Configuration Guide.

Figure 1-21: Troubleshooting advice provided by the guide function
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(b) Identifying events that caused the error

After you have identified the node that is in error status, you can discover what event caused the problem.
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Select the node that is in error status, and then click the Search Status-Change Events command. The Event Console
window opens with the Search Events page displayed. This page lists the JP1 events that caused the node to change to
error status.

Figure 1-22: ldentifying events that caused the error
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(c) Investigating the error

After you have identified the node in which an error occurred, you can discover what event caused the problem. To
locate the event, use the Central Console. By linking to the Central Console, you can investigate the nature of the error
that triggered the JP1 event.

1.4.4 Error resolution

After identifying the location and cause of a problem, take the appropriate action to resolve it.

After resolving the problem, make sure that the system is working normally. Then, in the monitoring tree of the Central
Scope, change the status of the objects affected by the error back to Initial. You can change the status of monitoring
objects individually, or collectively by changing the status of the monitoring group. To restore monitoring objects to
Initial status individually, select each object and change its status. To restore all the monitoring objects in a monitoring
group to Initial status in a single operation, select the monitoring group and change its status.

Further errors might be occurring in other resources while you are busy dealing with the original problem. Before you
restore the objects' status, take steps to make sure that the entire monitoring group is working normally, including
searching for nodes that have error status.

When you are using IM Configuration Management, you can operate the IM configuration management viewer to change
the system hierarchy (IM configuration) for error resolution.
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Figure 1-23: Flow of system monitoring and system reconfiguration with IM Configuration
Management (operation phase)
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1.5 JP1/IM - Manager system configuration

This section describes the component products and configuration of a JP1/IM - Manager system.

1.5.1 Component products of a JP1/IM - Manager system

A JP1/IM - Manager system consists of a manager (which performs integrated management of the system), agents
(which run on the monitored servers), remotely monitored hosts, and a viewer (which is used for performing monitoring
and operations). Note that remotely monitored hosts can be placed only under the integrated manager or base managers
in a tree.

A JP1/IM - Manager system requires the following products, depending on the functionality to be used and the host's
role in the system:

e Manager host: JP1/IM - Manager and JP1/Base

e Agent host: JP1/Base

* Viewer host: JP1/IM - View

The viewer program can be used on both manager hosts and agent hosts.
A JP1/IM - Manager system consists of the following component products.

Table 1-3: Component products of a JP1/IM - Manager system
Product name Product overview

JP1/IM - Manager Provides the following manager functionality
* Central Console
¢ Central Scope

* IM Configuration Management

JP1/IM - View Broadly classified, JP1/IM - View provides four main windows:”
* Central Console viewer (for Central Console operations)
* Central Scope viewer (for Central Scope operations)
* IM configuration management viewer (for IM Configuration Management operations)
* Rule operation viewer (for rule management operations)

JP1/IM - Manager performs system monitoring and operation using the Central Console viewer and
Central Scope viewer.

JP1/Base Provides the agent functionality.

JP1/Base operates as a monitored server and provides the JP1 core functionality, such as JP1 event
management and JP1 user management. JP1/Base is a prerequisite product of JP1/IM - Manager.

#: This manual describes the Central Console viewer, Central Scope viewer, and IM configuration management viewer only.

For details about the rule operation viewer, see the Job Management Partner 1/Integrated Management - Rule Operation
System Configuration and User's Guide.
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1.5.2 JP1/IM system hierarchy

A system managed by JP1/IM consists of a manager (which performs integrated management of the system), agents
(which run on the monitored servers), remotely monitored hosts, and a viewer (which is used for performing monitoring
and operations).

To monitor a host as an agent, JP1/Base must be running on that host. A configuration where JP1/Base is running on
the monitored hosts is called an agent configuration.

A configuration where remotely connected hosts are monitored is called a remote monitoring configuration. This
configuration is supported by JP1/IM version 09-50 or later. The remote monitoring configuration has more limitations
than the agent configuration. To discuss whether to use the remote monitoring configuration, see 6.2.8 Selection of agent
configuration or remote monitoring configuration. You must set the hosts to be monitored for remote communication
in advance. For details about communication settings, see /.17 Specifying settings for monitoring logs on remotely
monitored hosts (for Windows) or 2.16 Specifying settings for monitoring logs on remotely monitored hosts (for UNIX)
in the JPI/Integrated Management - Manager Configuration Guide.

In an agent configuration, JP1/Base runs on each agent host. In a remote monitoring configuration, however, JP1/Base
is not required on the remotely monitored hosts.

Agent configurations and remote monitoring configurations are collectively referred to as a system hierarchy or an IM
configuration.

To centrally manage the system hierarchy (IM configuration) by using JP1/IM - Manager, you can use the IM
Configuration Management functionality provided by JP1/IM - Manager to define the system hierarchy or to distribute
the definition information of the system hierarchy (configuration definition information) to hosts.

Alternatively, you can define the system hierarchy using the configuration definition information in JP1/Base in the
usual manner. Note that you cannot define the system hierarchy for the remotely monitored hosts in this manner.

In a JP1/IM system, managers can be arranged hierarchically to enable integrated management of systems whatever
their size - from a small system serving a regional office to a large-scale system serving the entire enterprise. This allows
you to add hosts to those being monitored, and makes it easy to migrate a small system to a large-scale hierarchical
system.
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Figure 1-24: Scalable system hierarchy
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In an agent configuration, you can configure a hierarchical system by placing base managers and relay managers under
the integrated manager as shown in the above figure. To configure a hierarchical system, JP1/IM - Manager must be
installed on the integrated manager host, base manager hosts, and relay manager host.

In a remote monitoring configuration, you cannot configure a hierarchical system. You must place remotely monitored
hosts under the integrated manager or base managers.

The types of manager hosts configured in a JP1/IM system are as follows:

Table 1-4: Types of managers in a JP1/IM system
Type of manager host Description

Integrated manager The integrated manager is at the top of the system hierarchy. It performs integrated
management of base managers, relay managers, agents (excluding the agents under base
managers), and remotely monitored hosts (excluding the remotely monitored hosts under base
managers) in the system hierarchy.

Base manager The base manager is placed between the integrated manager and agents or remotely monitored
hosts when agents are managed at individual sites. The integrated manager manages base
managers, and each base manager manages the agents and remotely monitored hosts that are
placed under them.

Relay manager Positioned at an intermediate level between the integrated manager and agents to collect
events generated at the agent hosts. The relay manager and lower-level agents are managed
by the integrated manager. Relay managers cannot be used in a remote monitoring
configuration.

Monitored hosts are classified into the following two types:
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e Agent

* Remotely monitored host

1.5.3 Support for various system configurations

JP1/IM - Manager supports the following broad range of system configurations, providing flexible integrated
management tailored to system requirements.

* Cross-platform support
JP1/IM - Manager provides agents for a variety of platforms, including Windows, UNIX, and mainframe operating
systems. Using these agents, JP1/IM - Manager can seamlessly manage various types of heterogeneous systems.

* Support for individual business groups

JP1/IM - Manager enables you to monitor hosts by grouping them. For example, you can create a group based on
the system used for a particular business operation, or based on which monitored objects are managed by a particular
system administrator.

* Support for a variety of network configurations

¢ Firewall support
JP1/IM supports communication through a port-filtering firewall and Network Address Translation (NAT) in
static mode. You can deploy JP1/IM in a network configuration that has a firewall installed between a viewer
and manager host, or between a manager and agent host.
* Support for multiple LAN connections
JP1/IM supports network configurations with JP1/IM hosts connected to multiple LANs. You can set up the JP1/
IM host to communicate over a specific LAN.
* Support for cluster systems
JP1/IM - Manager supports operation in a cluster system.
In the event of an error, JP1/IM - Manager will fail over and continue working, performing integrated monitoring
of the system that runs your business operations.
* Mixed languages and time zones

JP1/IM supports system configurations that encompass more than one language or time zone, which is unavoidable
when managing a global system in its entirety. However, several restrictions apply. Consider the system configuration
and operation, referring to /2.1.6 Operation in a multi-language environment.
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Part 2: Functionality

Overview of Functions

This chapter provides an overview of the functions that are fundamental to JP1/IM - Manager.
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2.1 Overview of event management

JP1/IM - Manager centrally manages the various events that occur in the system as JPI events.
JP1 events are controlled by the JP1/Base event service and are managed by the event database specific to JP1/Base.

Figure 2—1: Overview of JP1 event management
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When you use the integrated monitoring database provided by JP1/IM - Manager, the event base service of JP1/IM -
Manager acquires JP1 events from the JP1/Base event database. JP1/IM - Manager applies JP1/IM - Manager-specific
information and stores the acquired JP1 events in the integrated monitoring database. By accessing this JP1 event
information in the integrated monitoring database, JP1/IM - Manager can perform processing of various kinds based
on the information.

Figure 2—2: Overview of JP1 event management with the integrated monitoring database
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For details about how to manage JP1 events on remotely monitored hosts, see 6.6 Managing remotely monitored hosts.
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2.2 Functionality at each phase of the operating cycle

This section describes the functionality provided at each phase of the operating cycle. JP1/IM - Manager consists of
four key components: Central Console, Central Scope, IM Configuration Management, and the core functionality.

Central Console

The Central Console centrally manages events in the system based on JP1 events, and enables integrated management
of the entire system. For details about system monitoring using the Central Console, see Chapter 3. Centralized
System Monitoring Using the Central Console and Chapter 5. Command Execution by Automated Action.

Central Scope

The Central Scope enables integrated objective-oriented system management via a visual interface, in accordance
with requirements set by the system administrator. For details about the Central Scope, see Chapter 4. Objective-
Oriented System Monitoring Using the Central Scope. To use the Central Scope, you must enable (activate) the
central scope service in JP1/IM - Manager. For details about configuring the Central Scope, see 1.18.1 Specifying
settings for using the functions of Central Scope (for Windows) in the JP1/Integrated Management - Manager
Configuration Guide.

IM Configuration Management

IM Configuration Management enables you to operate the IM configuration management viewer to centrally manage
host settings and the system hierarchy managed by JP1/IM (IM configuration). To use IM Configuration
Management, you must set up the IM Configuration Management database. For details about IM Configuration
Management, see Chapter 6. System Hierarchy Management Using IM Configuration Management.

Core functionality

The core functionality includes process management, which controls startup, termination, and other operations of
JP1/IM - Manager, and service startup control, where JP1/Base controls startup of services. For details about the
core functionality of JP1/IM - Manager and JP1/Base, see Chapter 7. JP1/IM Operation Control.

2.2.1 Functionality for system monitoring

The system needs to be monitored continuously to ensure it is running normally.

Figure 2-3: Functionality for system monitoring

Investigation
and
resolution

System Error
monitoring ~ detection

Build, operate,
rebuild

Central Console

- Event monitoring

- Suppression of repeated-
event monitoring

Central Scope
- Tree monitoring
I - Visual monitoring

Core functionality - User management#
- Configuration management®

#: JP1/Base functionality

By providing centralized monitoring, the Central Console makes monitoring more efficient, supports early error
detection, and reduces management overheads. Even when JP1 events not necessary for monitoring occur in large
numbers, you can maintain efficient monitoring by setting repeated event conditions to suppress the display of
unnecessary JP1 events that meet the specified conditions.

When the system being monitored is large and complex, problems might be detected successfully, but their impact on
operations is never easy to determine. The Central Scope offers visual representation using monitoring windows in a
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tree or map view, enabling system monitoring from any viewpoint required by the system administrator. You can visually
check the area affected by the problem that occurred in the system. This enhances management efficiency and enables
preventive action to isolate any problems.

User management and configuration management are part of the core functionality for monitoring the system. User
management entails mapping of the JP1 user with the OS user when a JP1 user executes a command. IM Configuration
Management manages the system hierarchy.

0 Important

JP1/IM - Manager can only monitor JP1 events that were issued after it began operation. Events that occurred
earlier are excluded from monitoring by JP1/IM - Manager.

2.2.2 Functionality for error detection

The following figure shows the functionality for detecting errors.

Figure 2—4: Functionality for error detection
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The components used for detecting problems in the system are the Central Console, Central Scope, and the core
functionality.

On the Central Console, you can set up automated actions and correlation events in advance to detect errors in the
system. An automated action is triggered when a particular event is received and automatically executes a command
defined by the user. A correlation event is triggered when multiple correlated events are received and a JP1 event defined
by the user is issued. You can use these mechanisms to notify the system administrator of problems by sending emails
or issuing notification events.

The Central Scope provides tree monitoring and visual monitoring. A JP1 event can be issued from the Central Scope
whenever the status of a monitoring node changes, and an automated action can be executed through the Central Console
in response to an issued JP1 event. Severe events can be reported by using alarms, and the impact of any errors can be
visually represented by changing the icons in the monitoring tree to error status.

The health check provided by the core functionality issues a message or JP1 event whenever an error occurs in a
JP1/IM - Manager process. It can also issue a message or JP1 event when an error occurs in a JP1/Base process on the
local host or remote host.
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2.2.3 Functionality for error investigation and resolution

The following figure shows the functionality used in investigating and resolving errors.

Figure 2-5: Functionality for error investigation and resolution
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Error investigation and resolution via the Central Console is based on JP1 events. You can display detailed information
about a JP1 event, and search for events related to the JP1 event in question. Error investigation and resolution also
applies to starting the application that issued a particular JP1 event or any application, execution of commands, and
linkage with other JP1-series products, such as JP1/PFM.

Using the Central Scope, you can search for monitoring nodes related to the problem. You can also change the status
or the monitoring status of the monitoring nodes.

To check the change history of the events in which the status of the monitored objects was changed, execute the Search
Status-Change Events menu command.

When the range of your investigation extends to the system configuration, use the IM Configuration Management
feature. Using IM Configuration Management - View, you can check the status of the host on which the problem occurred,
delete that host from the system hierarchy, or apply the hierarchical system information saved in IM Configuration
Management to the host. If you do not use IM Configuration Management, you must examine the log information, assess
the status of the affected host, and resolve the problem yourself.

Using the Hitachi Network Objectplaza Trace Library (HNTRLib2) with the core functionality, you can output all the
trace information generated by the JP1/Base and JP1/IM - Manager processes to a single integrated trace log.

2.2.4 Functionality for building, operating, and rebuilding the system

The following figure shows the functionality used at the build, operation, and rebuild phases.
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Figure 2—6: Functionality for building, operating, and rebuilding the system
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It is sometimes necessary to rebuild the system or change its configuration during maintenance mode as a means of
investigating and resolving an issue. In such cases, review the system hierarchy using the configuration management
functionality provided by IM Configuration Management or by JP1/Base.

We recommend that you use the IM Configuration Management functionality if you want to centrally manage the
hierarchical structure of the system from JP1/IM - Manager. Using IM Configuration Management - View, you can
define the system hierarchy by registering the hosts you want to manage, and adding, moving, or deleting hosts in the
hierarchy.

If you choose not to use IM Configuration Management, you can define the system hierarchy using the JP1/Base
configuration management functionality. You also have access to the JP1/Base functionality for collecting and
distributing the information defined in JP1/Base on the hosts.

Decide in advance whether you want to use IM Configuration Management or the configuration management and
definition collection and distribution functionality provided by JP1/Base. For details about these functions and
considerations at the design stage, see the following table.

Table 2—1: Details of functions and design considerations

Function Function details Design considerations

* IM Configuration Management o Chapter 6. System Hierarchy e [1.5 Considerations for managing the
Management Using IM Configuration system hierarchy
Management e [2.5 Considerations for the system

. ) . hierarchy
¢ JP1/Base configuration management o 7.4.3 Managing the system hierarchy
¢ JP1/Base definition collection and e 7.4.5 Collecting and distributing
distribution definition information

2.2.5 Functionality used throughout the operating cycle

The following figure shows the functions used throughout the operating cycle.
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Figure 2—7: Functions used throughout the operating cycle
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The functions in the following table are used throughout the operating cycle.

Table 2-2: Functions used throughout the operating cycle

Component

Central Console

Central Scope

IM Configuration
Management

Core functionality

2. Overview of Functions

Function
Event guide function

Response status
management

Saving event
information

Linkage with other JP1
series products

Response status
management

Guide function

IM Configuration
Management Viewer-
based functions

Import/export of IM
Configuration
Management
information

Process management

Service startup
control#1- #2

Description

Displays guidance about methods or procedures for responding to JP1 events.

Manages actions taken in response to severe events.

Saves JP1 event information displayed in JP1/IM - View (exports the
information in CSV form).

Saves JP1 event information saved in the integrated monitoring database
(outputs event reports).

Registers incidents in JP1/Service Support.
Sends rule start requests to JP1/IM - Rule Operation.

Displays application information (operating procedures) applicable to JP1
events in JP1/Navigation Platform.

Manages the status of monitoring nodes.

Displays guidance about troubleshooting methods or response procedures.

Manages the status of managed hosts.

Manages the status of the system hierarchy.

Manages the status of the JP1/Base profiles on each host.
Manages the status of the profiles on remotely monitored hosts.
Checks JP1/Base service activity information on each host.

Exports management information from IM Configuration Management in
case an error occurs, and imports the information at error recovery.

Controls JP1/IM - Manager startup, termination, and other operations.

Checks whether JP1/IM - Manager functions are active.

Controls service startup via JP1/Base.
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Component Function Description

Command execution”2 ¢ Executes commands from JP1/IM - View.
» Executes commands by automated actions.

Definition collection ¢ Collects and distributes definition information among JP1/Base hosts.
and distribution™

#1: Windows-only function.
#2: JP1/Base function.

You can manage the system configuration information and collect and distribute definition information using either IM
Configuration Management or the core functionality. Consider which method to use before you commence operation.
For the function details and design considerations, see Table 2-1 Details of functions and design considerations.
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2.3 List of functions

The following figure shows the functions of component programs used for system operation monitoring by JP1/IM -

Manager.

Figure 2—8: Functions provided by the component products
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JP1/IM - Manager is linked with the prerequisite product JP1/Base, and operates using the core functionality provided
by JP1/Base. JP1/Base also runs on the agents in the JP1/IM - Manager system. JP1/IM - Manager thus has an inseparable
relationship with JP1/Base.
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The functions in the figure above are summarized below.

Table 2—3: Summary of product functions

Function

Central Console

Central Scope

Centralized monitoring using

JP1 events

JP1 event management

JP1 event filtering

Automated actions

Issue of correlation events

Event conversion

Display of user-defined event

attributes

Event guide function

CSV output of information
displayed in JP1/IM - View

System operation

Tree monitoring

2. Overview of Functions

Description

Monitors JP1 events.

Controls the display of JP1 events in the Central
Console viewer.

Manages the integrated monitoring database.

Acquires JP1 event information from the JP1/
Base event service.

Distributes acquired JP1 event information to the
JP1/IM - Manager controls (event console service,
automatic action service, and central scope
service).

Controls JP1 events.
Manages the event database.

Filters JP1 events to select those required.

Executes a command automatically, conditional
on a specific event being detected by the event
base service.

Correlates JP1 events acquired from the JP1/Base
event service and registers them as correlation
events with JP1/Base.

Extracts information from log files and converts
it into JP1 events (log file trapping)

Extracts information from the Windows event log
and converts it into JP1 events (event log trap
conversion)

Extracts information from SNMP traps managed
by HP NNM version 7.5 or earlier and converts it
into JP1 events (SNMP trap conversion).

Issues JP1 events from a user application by
calling a JP1/Base function.

Displays information about pre-registered
response methods and procedures.

Outputs JP1 event information displayed in
JP1/IM - View in CSV form.

Launches a linked application.

Launches an associated application from the Tool
Launcher.

Executes a command from JP1/IM - View.

Centrally monitors objects in a tree view.

Service name

¢ Central Console viewer

Event console service

IM database service

Event base service

JP1/Base

Central Console viewer
Event console service
Event base service
Event issue service
JP1/Base

Automatic action service

Event issue service (when
not using the integrated
monitoring database)

Event base service (when
using the integrated
monitoring database)

JP1/Base

¢ Central Console viewer

¢ Central Scope viewer
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Function

IM Configuration

Management#l

Core functionality

Visual monitoring

Guide function

Host management

System hierarchy
management

Management of
virtualization configuration
information

Business group management

Profile management

Management of service
activity information

Import/export of IM
Configuration Management
information

Process management

Health check

Hitachi Network Objectplaza
Trace Library (HNTRLib2)

User management
Configuration

management#z

Service startup control

Command execution’?

2. Overview of Functions

Description

Automatically creates a monitoring window.
Centrally monitors objects in a map view.

Displays information about pre-registered
response methods and procedures.

Centrally manages the hosts in the JP1/IM system
from the manager.

Centrally manages the hierarchical structure of the
system from the manager. An agent configuration
(where JP1/Base is running on agent hosts and the
manager host) and a remote monitoring
configuration (where remotely connected hosts
are monitored) are managed.

Manages the hierarchical structure of the system,
including virtual hosts.

Monitors multiple monitored hosts by creating a
group based on the system used for a particular
business operation, or based on which monitored
objects are managed by a particular system
administrator.

Enables you to centrally manage, from the
manager, the JP1/Base profiles running on each
host or the profiles on the remotely monitored
hosts.

Checks whether JP1/IM - Manager and JP1/Base
services are active on each host.

Exports and imports IM Configuration
Management information.

Manages JP1/IM - Manager and its functions.

Monitors the status of JP1/IM - Manager
processes (other than the central scope service and
IM configuration management service on the local
host).

Monitors the status of JP1/Base processes.

Stores trace information from JP1/Base, JP1/IM -
Manager, JP1/IM - View, and other component
products.

Manages JP1 users.
Manages command execution permissions.

Manages the configuration of the JP1/IM -
Manager system.

Controls the service start/stop sequencing of
products (including JP1/Base) registered with the

Windows service.”3

Control command execution.

Manages command execution log files (manager
only).

Service name

¢ Central Scope service

* IM Configuration
Management - View

* IM Configuration
Management service

¢ IM database service

* Process management

¢ Health check
e JP1/Base

e HNTRLib2

¢ JP1/Base
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Function Description

Definition collection and ¢ Collects and distributes definition information
distribution’? related to the JP1/IM - Manager event service.

#1: Available when the IM Configuration Management database has been set up.
#2: JP1/Base function.
#3: Windows-only function.

2. Overview of Functions

Service name
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2.4 Functions provided by the IM database

JP1/IM - Manager manages JP1 events using its own IM database or the event database provided by JP1/Base. Users
manage JP1 events by setting up the IM database and the JP1/Base event database.

The following figure shows how the databases are positioned in the system.

Figure 2-9: Positioning of the IM database and JP1/Base event database
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IM database is a generic term for the following two databases:

* Integrated monitoring database used by the Central Console component of JP1/IM - Manager
* IM Configuration Management database used by the IM Configuration Management component of JP1/IM -
Manager

By setting up the integrated monitoring database and IM Configuration Management database according to the
functionality you want to use, you can expand the functionality previously available with the JP1/Base event database.

The following table describes the functionality provided by the integrated monitoring database and IM Configuration
Management database.

Table 2—4: Functionality provided by the integrated monitoring database and IM Configuration
Management database

JP1/IM - Manager Database Available functionality

component

Central Console Integrated monitoring Specify a start time for listing events.
database

Add memos to JP1 events. Change the severity of JP1 events.

Conduct event searches in the integrated monitoring database.
Add filtering conditions for JP1 event filtering.

Add memos to JP1 events.

Output event reports to the integrated monitoring database.

Suppress the monitoring of repeated events.

Set the range of events to be collected at login.

2. Overview of Functions
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JP1/IM - Manager Database
component

IM Configuration IM Configuration
Management Management database

Integrated monitoring
database and IM
Configuration
Management database

2. Overview of Functions

Available functionality

Change the message display format.
Manage hosts.

Manage the system hierarchy.
Manage virtualization configurations.
Manage business groups.

Manage profiles.

Manage service activity information.

Import and export IM Configuration Management information.

Manage business groups.
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2.5 Preparations for using functions

To use a specific JP1/IM - Manager function, you must complete preparations appropriate to the type of function. The
following methods are available for performing the preparations:

* Executing commands
¢ Specifying parameters in definition files

* Specifying values for items in windows

The table below describes the prerequisite functions, preparations, and configuration methods for using each JP1/IM -
Manager function. The settings that are not discussed in this table do not need to be specified because JP1/IM - Manager
functions use their initial values. For details about the settings for each function, such as event conditions, see the details
for the corresponding function.

Table 2-5: Prerequisite functions, preparations, and configuration methods for using the IM
database

Section Prerequisite Preparation for using the function
function

2.4 Functions provided by the IM database -- Specify information such as the size and storage location of the IM

¢ Integrated monitoring database database.
* Physical hosts

Setup information file (j imdbsetupinfo.conf)
* Logical hosts

Cluster setup information file
(Jimdbclustersetupinfo.conf)

Set up the IM database by using the following command:

* jcodbsetup command

Enable the function by using the following command:

¢ jcoimdef command (option:—db ON)

2.4 Functions provided by the IM database -- Specify information such as the size and storage location of the IM

* IM Configuration Management database database.
* Physical hosts

Setup information file (j imdbsetupinfo.conf)
* Logical hosts

Cluster setup information file
(jimdbclustersetupinfo.conf)

Set up the IM database by using the following command:
¢ jcfdbsetup command

Enable the function by using the following command:
* jcoimdef command (option: —cf ON)

Legend:
--: Not applicable

Table 2—6: Prerequisite functions, preparations, and configuration methods for using the Central
Console

Section Prerequisite Preparation for using the function
function

3.1.1 Monitoring from the Central Console -- --

2. Overview of Functions
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Section

3.1.4 Restrictions on viewing and operating
business groups

3.2.2 Event acquisition filter
3.2.3 Event receiver filter
3.2.4 Severe events filter
3.2.5 View filter

3.2.6 Defining filter conditions

e Common exclusion conditions (basic
mode)

3.2.6 Defining filter conditions

¢ Common exclusion conditions
(extended mode)

3.3 Issue of correlation events

3.4 Suppressing display of repeated events

3.4.10 Suppressing repeated-event display
by the consolidated display of repeated
events

3.5 Suppressing monitoring of a large
number of events

3.6 Searching for events

3.7 Changing the event level (severity) of JP1

events

3.8 Changing the message display format

3.9 Mapping of the event source hosts

3.10 Event guide function

3.11 Setting memo entries

2. Overview of Functions

Prerequisite Preparation for using the function

function
Integrated Enable the function by using the following command:
monitoring ¢ jcoimdef command (option: ~-bizmonmode ON)
database
IM Configuration
Management
Event-source-host
mapping
-- Use the following command to change from extended mode to basic
mode:
jcochcefmode command (option: -m normal)
-- Change JP1/Base regular expressions to extended regular expressions.
For details, see the JP1/Base User's Guide.
Use the following command to change from basic mode to extended
mode:
* jcochcefmode command (option: -m extended)
-- Enable the function by using the following command:
* jcoimdef command (option: —egs ON)
Integrated Enable the function by using the following command:
monitoring e jcoimdef command (option: —storm ON)
database
- Disable the repeated event monitoring suppression function by using the
following command:
* jcoimdef command (option: ~storm OFF)
Enable the function in the following window:
¢ Preferences window
Integrated Enable the function by using the following command:
monitoring e jcoimdef command (option: —storm ON)
database
Integrated Enable the function by using the following command:
monitoring * jcoimdef command (option: —~chsev ON)
database
Integrated --
monitoring
database
Integrated Enable the function by using the following command:
monitoring * jcoimdef command (option: —hostmap ON)
database
Integrated Enable the function by using the following command:
monitoring * jcoimdef command (option: -memo ON)
database
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Section

3.12 Adding program-specific attributes

3.13 Displaying program-specific extended
attributes and specifying them in event
conditions

3.14 Displaying user-defined event
attributes

3.15 CSV output of information displayed in
JPI1/IM - View

3.16 Specifying the event display start-time

3.17 Range of events to be collected at login

3.18 Specifying the event display period

3.19.1 Launching a linked product by
monitor startup

3.19.2 Tool Launcher

3.19.3 Executing commands on managed
hosts from JP1/IM - View

3.19.4 Executing commands on client hosts

3.19.5 Inheriting event information when a
command is executed

3.20 Email notification function (for
Windows only)

Chapter 5. Command Execution by
Automated Action

Legend:
--: Not applicable

Prerequisite
function

Integrated
monitoring
database

Integrated
monitoring
database

Preparation for using the function

Enable the function in the following window:

¢ Preferences window

In the following definition file, specify the information needed for email
transmission, such as the mail server's host name, authentication method,

authentication account name, and password:

¢ Email environment definition file (j immail.conf)

Table 2—7: Prerequisite functions, preparations, and configuration methods for using Central Scope

Section

4.1 Overview of Central Scope functions

4.2 Monitoring tree

4.3 Automatically generating a monitoring
tree

4.4 Editing a monitoring tree

2. Overview of Functions

Prerequisite
function

Central Scope

Central Scope

Central Scope

Preparation for using the function

Set up a monitoring object database by using the following command:

¢ jcsdbsetup command

Enable the function by using the following command:

¢ jcoimdef command (option: —s ON)
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Section

4.5 Visual monitoring

4.7 Searching for monitoring nodes or status

change events

4.8 Guide function

4.9 Completed-action linkage function
4.10.1 Tool Launcher

Legend:
--: Not applicable

Prerequisite
function

Central Scope

Central Scope

Central Scope
Central Scope

Central Scope

Preparation for using the function

Table 2—-8: Prerequisite functions, preparations, and configuration methods for using IM
Configuration Management

Section

Chapter 6. System Hierarchy Management

Using IM Configuration Management

6.1 Host management

6.2 System hierarchy management

6.3 Virtualization configuration
management

6.4 Managing business groups

6.5 Profile management

6.6 Managing remotely monitored hosts

6.7 Management of service activity
information

0.8 Exporting and importing IM
Configuration Management information

Legend:
--: Not applicable

Prerequisite
function

IM Configuration
Management
database

IM Configuration
Management

IM Configuration
Management

IM Configuration
Management

IM Configuration
Management

IM Configuration
Management

IM Configuration
Management

IM Configuration
Management

IM Configuration
Management

Preparation for using the function

Enable the function by using the following command:
* jcoimdef command (option: —cf ON)

To perform remote monitoring, configure the OSs on both the manager
host and the monitored host. For details about the OS settings, see the
following:

» 1.17 Specifying settings for monitoring logs on remotely monitored
hosts (for Windows) or 2.16 Specifying settings for monitoring logs
on remotely monitored hosts (for UNLX) in the JP1/Integrated
Management - Manager Configuration Guide

Table 2-9: Prerequisite functions, preparations, and configuration methods for controlling JP1/IM -

Manager operation

Section

7.1 JP1/IM - Manager process management

2. Overview of Functions

Prerequisite
function

Preparation for using the function

JP1/Integrated Management - Manager Overview and System Design Guide 71



Section

7.2 JP1/IM - Manager health check function

Legend:
--: Not applicable

Prerequisite
function

Preparation for using the function

Enable the function by using the following definition file:
¢ Health check definition file (jcohc.conf)

Table 2—10: Prerequisite functions, preparations, and configuration methods for linking with other

products

Section

8.1 Linking with JP1/Service Support

8.2 Linking with JP1/Navigation Platform

8.3 Linking with JP1/IM - Rule Operation

8.4 Linking with VMware vCenter
Operations Manager

8.5 Linking with OpenStack

8.6 Linking with another system that uses the
REST API of JP1/A0

8.7 Linking with JP1/4JS

8.8 Linking with JP1/PFM

Linking with BJEX or JP1/AS

2. Overview of Functions

Prerequisite
function

Central Console's
event guide

IM Configuration
Management

Launching linked
products by
monitor startup

Tool Launcher

Central Console's
event guide

Automated action
(mail transmission)

Launching linked
products by
monitor startup

Tool Launcher

Preparation for using the function

Define the URL for JP1/Service Support's WWW page used for
registering incidents:
* Definition file for manually registering incidents
(incident.conf)

Define the attributes or strings of JP1 events to be registered as incidents

in the following file:

¢ Configuration file for incident inheritance information
(incident info.conf)

Enable the function by using the following command:

* jcoimdef command (option: ~rule ON)

Register the host name for JP1/IM - Rule Operation:

* jcoimdef command (option: —rulehost host-name)

Define the URL for the target JP1/PFM - Web Console.

¢ Performance report display definition file (performance. conf)

Enable the function by using the following command:

¢ jcoimdef command (option: ~-resevent ON)
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Legend:
--: Not applicable

Table 2—11: Preparation for outputting data to the operation log

Section Prerequisite Preparation for using the function
function

Appendix K. Operation Log Output -- Specify whether to output data to the operation log, the output
destination, the size of the operation log, and the maximum number of
files that can be saved.

» Operation log definition file (imm_ operationlog.conf)

Legend:
--: Not applicable
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2.6 JP1/IM - Manager service

JP1/IM - Manager (for Windows) provides the services below.
In the following table, italic character strings indicate variables.

Table 2—-12: JP1/IM - Manager services

Displayed name Service name Startup Description
type
JP1/IM-Manager JP1 Console Manual JP1/IM - Manager service

(Central Console, Central
Scope, and IM

Configuration
Management) on a
physical host
JP1/IM-Manager DB Server?! HiRDBEmbeddedEdition JMO Manual IM database service on a
physical host
JP1/IM-Manager DB Cluster HiRDBClusterService JMO Manual Not used in JP1/IM -
Service?! Manager
JP1/IM-Manager JP1 Console logical-host-name Manual JP1/IM - Manager service
logical-host-name*? (Central Console, Central
Scope, and IM
Configuration

Management) on a logical
host (logical-host-name)

JP1/IM-Manager DB Server HiRDBEmbeddedEdition JM<n>%0 Manual IM database service on a
logical-host-name® # logical host (logical-host-
name)
JP1/IM-Manager DB Cluster HiRDBClusterService JM<n>0 Manual A service that controls the
Service logical-host-name*# B internal status of the IM

database on a logical host
(logical-host-name)

#1: This service is registered only when the IM database for the physical host is set up.
#2: This service is registered only when a logical host is set up.
#3: This service is registered only when the IM database for the logical host is set up.

#4: This service is controlled by JP1/IM-Manager DB Cluster Service logical-host-name. Do not use this service for operation of a
logical host in a non-cluster system. For operation of a logical host in a non-cluster system, this service does not stop if JP1/IM-Manager DB
Cluster Service logical-host-name is stopped.

#5: Use this service for operation of a logical host in a non-cluster system.

#6: <n> is a number from 1 to 9. This number is the same as the value specified for LOGICALHOSTNUMBER in the cluster setup information file.
For details, see Cluster setup information file (jimdbclustersetupinfo.conf) in Chapter 2. Definition Files in the manual JP1/Integrated Management
- Manager Command and Definition File Reference.

0 Important

In the Log on settings of the above services, do not change System Account in the initial settings. Do not
select the Allow service to interact with desktop option. If this option is selected, the service might not
function normally.
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Centralized System Monitoring Using the Central
Console

This chapter describes how to monitor the system using the Central Console.
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3.1 Centralized monitoring using JP1 events

The JP1/IM Central Console centrally monitors major events occurring in the system, such as network problems and

server failures, based on JP1 events.

This section describes the following functions used to perform centralized monitoring:

* Monitoring from the Central Console

* Filtering of JP1 events

* Issue of correlation events
* Monitoring repeated events
* Searching for events

* Event guide function

¢ Setting memo entries

* Display of user-defined event attributes

¢ CSV output of information displayed in JP1/IM - View

¢ System operations from JP1/IM

When you use the integrated monitoring database, expanded functionality is available for centralized monitoring, as

described in the following table.

Table 3—-1: Expanded functionality when using the integrated monitoring database

Item
Specifying the event display start-time

Changing the severity of a JP1 event

Changing the message displayed for a JP1
event

Searching for events in the integrated
monitoring database

Adding filtering conditions for JP1 event
filtering

Adding memo entries

Outputting event reports about the events in
the integrated monitoring database

Suppressing monitoring of repeated events

Specifying the range of events to be collected
at login

Expanded functionality
You can specify the event display start-time for the JP1 events to be displayed in the event list.

You can set a severity changing definition to change the severity of the JP1 event that meets
the condition specified by the definition.

You can set a display message change definition to change the message displayed for a JP1
event that satisfies specified conditions.

You can specify the event database or integrated monitoring database as the database in which
to search for events.

More filtering conditions can be used for the view filter and the event receiver filter.

When the memo entry setting function is enabled, you can add memo entries for the JP1 events
registered in the integrated monitoring database.

You can output the information about JP1 events stored in the integrated monitoring database
in CSV format.

You can set repeated event conditions to suppress the display of JP1 events (that meet set
conditions) in the event list and execute corresponding automated actions.

You can specify the period of occurrence for the events that JP1/IM - View acquires from the
integrated monitoring database of JP1/IM - Manager when you log in to JP1/IM - Manager.

The following figure shows the window for monitoring JP1 events.
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Figure 3—1: JP1 event monitoring in the Event Console window
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The Event Console window shows a list of JP1 events. JP1 events are managed by JP1/Base, and can be optimally
viewed using the various functions provided by JP1/IM.

In the above Event Console window, the area for event display start-time specification is displayed. This area appears
only when you use the integrated monitoring database.
Display in the Event Console window

JP1/IM attaches an icon to each event to indicate its level of severity (one of the attributes of JP1 events). This
enables visual identification when the user views an event listing.

The event levels of JP1 events are Emergency, 3 Alert, ¢ Critical, @ Error, & Warning,
@ Notice, @ Information,and @) Debug.

3.1.1 Monitoring from the Central Console

The Central Console centrally manages JP1 events that were generated on agents and received at the manager. JP1
events issued on agents are filtered, and only the JP1 events that need to be monitored are forwarded to the manager.
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Figure 3—2: Overview of JP1 event monitoring from the Central Console
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: Flow of JP1 events

JP1 events are displayed in a time series in the Event Console window. The window has three pages, which you can
display as required by clicking the appropriate tab. In some cases, JP1 events might be selected by the filtering function
during the pre-processing for display in JP1/IM - View. This is explained below in 3.2 Filtering of JPI events. JP1
events might be consolidated by repeated-event monitoring during pre-processing for display in JP1/IM - View. This is
explained in 3.4 Suppressing display of repeated events.

The Event Console window has the following three types of pages:

Monitor Events page

The Monitor Events page displays JP1 events in the order received at the manager. Use this page to view events
generated in the system in a time series.

JP1 events acquired from the JP1/Base event service on the manager are displayed.

The view filter function is available on the Monitor Events page. Users can choose how to filter the JP1 events
displayed on the Monitor Events page.

When a large number of identical events occur in a short space of time, they can be summarized on the Monitor
Events page using the function for consolidating repeated events.

The Monitor Events page can also display JP1 events consolidated by repeated-event monitoring.

Severe Events page
The Severe Events page lists only those JP1 events considered to be severe events.

A severe event is a JP1 event that needs to be addressed, such as a failure of some sort. By default, JP1 events whose
event level is Emergency, Alert, Critical, or Error are defined as severe events.

When a severe event occurs, the alarm lamp in JP1/IM - View flashes to inform the user.

You can use the view filter function on the Severe Events page.

You can freely filter JP1 events to separate out those to be displayed on the Severe Events page.
The Severe Events page can also display JP1 events consolidated by repeated-event monitoring.

Search Events page
The Search Events page displays the results of an event search conducted on a host from JP1/IM - View.
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Because only severe events are forwarded to a manager, you must perform an event search if you want to view
normal JP1 events. For example, you can use the Search Events page to retrieve events immediately before and
after a JP1 event indicating a problem when you want to find out what was happening at the time.

You can also use the Search Events page to display old events that have been removed from the JP1/IM - View's
scroll buffer.

For an overview of the event search, see 3.6 Searching for events.
You can perform the following operations and settings for the JP1 events displayed in the Event Console window:

¢ Specify a start time for listing JP1 events

When you use the integrated monitoring database, you can change the JP1 events listed in the Event Console window
of JP1/IM - View by specifying a date and time or by moving the slider in the event display start-time specification
area. After you specify a start time for listing JP1 events, among the JP1 events generated after the specified start
time (the date and time displayed in the event display start-time text boxes or the date and time displayed on the
slider), only those JP1 events that match the applied filter conditions are searched from the integrated monitoring
database and displayed in the Event Console window. This allows you to see JP1 events when the maximum number
of viewable events (JP1/IM - View's scroll buffer size) has been exceeded and there are too many events to fit into
the Event Console window all at once.

The event display start-time specification area does not appear in the Search Events page.

¢ View JP1 event details
You can view detailed attribute information about JP1 events. You can also view operating advice, such as
troubleshooting procedures, if event guide information has been preset for a selected JP1 event. When you use the
integrated monitoring database, you can set and display memos by enabling the function for entering memos in JP1
events. When a memo has been set, the [ icon appears to the left of the listed event.
* Specify a period for listing JP1 events
Using the event display period specification, you can set a base time and a period of days for listing events. For
example, suppose the current time is 9:15 am on July 8, and you set the display period as follows:
* Base time
09:00
* Display period
2 days

With this setting, the listing will cover JP1 events that have occurred since 9:00 am on the previous day (July 7).

* Launch linked applications by monitor startup
You can launch the GUI of a linked product associated with a selected JP1 event.

¢ View the execution results of automated actions
You can view the execution result of an automated action executed in response to a JP1 event.
The execution results of automated actions cannot be displayed in the Search Events page.

* Change the display items for JP1 events
The following information can be displayed as JP1 event information in the Event Console window:
Items displayed by default:
Event level, Registered time, Source host, User name, Event ID, Message, Object type, and Action.

Items not displayed by default:

Start time, End time, Product name, Object name, Root object type, Root object name, Arrived time,
Occurrence, Serial number, Source process ID, Source user ID, Source group ID, Source user name,
Source group name, Source serial number, Type, Action type, Source IP address, Object ID, Return
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code, Relation Event serial number, Correlation event generation condition name, Suppressed event ID,
Repeated event condition name, Monitoring ID, Log file trap name, and Extended attribute.

In addition to the above items, when you use the integrated monitoring database, Original severity level, New
severity level, Changed display message, New display message, Display message change definition, Memo,
Common exclude conditions group ID, Common exclude conditions group name, and Common exclude
conditions group target-for-exclusion are also not displayed by default. Original severity level and New
severity level are displayed when the severity changing function is enabled. Changed display message, New
display message, and Display message change definition are displayed when the display message change
function is enabled. Memo is displayed when the memo functionality is enabled. When you use mapping of the
event source hosts, Event source host name is displayed by default in addition to the above items.

For Extended attribute, the information specified in the definition file for the extended event attributes
(extended file) is displayed.

You can change the display items and their order to suit your purpose.

In addition to the above display items, icons representing the event status and the presence of an event memo are

displayed in JP1 event listings. These icons appear in front of the event name in the Event Console window. The

memo icon does not appear unless you are using the integrated monitoring database.

Event-specific information and other information not covered by the above display items can be displayed in the

Event Console window by mapping the event-specific information to one of the above display items. In this case,
# is prefixed to the displayed information.

The following items are not displayed in the Web-based JP1/IM - View.

Items that are not displayed in the Web-based JP1/IM - View:
Source IP address, Return code, Relation Event serial number, Correlation event generation condition
name, Suppressed event ID, Repeated event condition name, Monitoring ID, Log file trap name, Extended
attribute, Changed display message, New display message, Display message change definition, Common
exclude conditions group ID, Common exclude conditions group name, Common exclude conditions group
target-for-exclusion

* Set the response status of JP1 events

You can set the response status of JP1 events. Any of the following four statuses can be set, according to how events
are processed and the action already taken: Processed, Processing, Held, and Unprocessed. You can check the
settings in the Monitor Events page, Severe Events page, or Search Events page. The response status is represented
by an icon.

The response statuses that can be set and displayed differ for each page, as shown in the following table.

Table 3—2: Differences in response status settings among pages in the Event Console window

Page Specifiable response statuses Number of events Update of other
whose response pages when
status can be setin = response status
one operation changes*’

Monitor Events Processed, Processing, Held, Unprocessed Multiple Automatically

updated

Severe Events Processed, Processing, Held, Unprocessed, Delete'? Multiple Automatically

updated

Search Events Processed, Processing, Held, Unprocessed Multiple After next search

#1: When a response status is set on another page, the Monitor Events page or Severe Events page is automatically updated to reflect the
changed status (provided the Apply check box is selected for Automatic refresh in the Preferences window). Otherwise, you can update the
response status in the Monitor Events page and Severe Events page by choosing View and then Refresh, or by clicking the Refresh button.
To refresh the Search Events page, you must perform another search.

#2: When Delete is set for a JP1 event on the Severe Events page, that JP1 event is no longer listed on the page. Because the events deleted
on the Severe Events page are not deleted from the event database and integrated database, they might appear on other pages and, if so, their
response status can still be set.
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The events once deleted on the Severe Events page cannot be redisplayed on the page.

You can also set the response status in the Related Events window, which opens from the Event Console window. You can set and display
the same statuses as on the page from which you opened the Related Events window.

You can also generate a JP1 event whenever a response status changes. This allows you to record a history of the actions taken.

¢ Highlighting
You can apply a background color to the JP1 events displayed in the Event Console window (the default is no
highlighting). If you set the background colors to be used, JP1 events are highlighted according to their event levels
when they are displayed on the Monitor Events, Severe Events, or Search Events page of the Event Console
window.

When you use the integrated monitoring database, events are highlighted according the user-defined event level.

You can change the background color by using the system color definition file (systemColor . conf). For details,
see System color definition file (systemColor.conf) (Chapter 2. Definition Files) in the manual JP1/Integrated
Management - Manager Command and Definition File Reference.

3.1.2 Flow of processing for JP1 event monitoring

The following describes how JP1/IM and JP1/Base are inter-linked in event monitoring. This example shows the flow
of processing where a JP1 event generated in an agent is displayed on a window on the viewer.

Figure 3-3: Flow of processing for JP1 event monitoring

JP1/IM - View
Viewer a
| Central Console viewer |
JP1/IM - Manager | S
| Event console service |
a4
Manager ) | Event base service |
JP1/Base 3.
| Event service |
2.
JP1/Base
2.
Configuration management I:' Event service |
Agent <
Other product 1.
JP1 event issued
Legend:

[ : Functionality

——> : Process flow

The flow of processing is described below, following the numbers in the figure:

1. The agent issues a JP1 event, which is registered with its event service.

2. The JP1 event registered with the event service is forwarded to the destination defined by the forwarding setting file
of JP1/Base.

3. Information about the registered JP1 event is acquired by the event base service.
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4. The event console service acquires the JP1 event information from the event base service.

5. The JP1 event acquired by the event console service is monitored from the viewer.

For details about the event service, see 7.4.2 Managing JP1 events using JP1/Base. For details about configuration
management, see 7.4.3 Managing the system hierarchy. For details about the event base service, see 3.1.3 Internal
control of JPI events by JP1/IM - Manager.

3.1.3 Internal control of JP1 events by JP1/IM - Manager

Internal processing in JP1/IM - Manager is based on information about JP1 events collected from the event database in
JP1/Base and from the integrated monitoring database in JP1/IM - Manager.

(1) JP1 event control when not using the integrated monitoring database

If you do not use the integrated monitoring database, JP1 events are collected from the JP1/Base event database by the
JP1/IM - Manager's event base service and event generation service.

Figure 3—4: Internal control of JP1 events by JP1/IM - Manager (when the integrated monitoring
database is not used)
JP1/IM - Manager
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---->:JP1 event acquisition request to the JP1/Base event service

——>: JP1 event transfer to JP1/IM - Manager internal services

(name) : Process name displayed by executing the jco spmd status command
1 1 Service disabled by default (can be enabled by the j coimdef command)

: Service enabled by default

The JP1 events acquired by these two services are processed in various ways after they have been filtered by the event
acquisition filter according to set conditions.

Processing of acquired JP1 events by the event base service

JP1/IM - Manager sends JP1 events from the event base service to the event console service, the automatic action
service, and the central scope service. After the event base service receives notification from all of these services
that they have received the JP1 events, it executes the next processing task. Therefore, if a large number of JP1
events are issued, the processing of JP1 events might be delayed. We recommend that you filter JP1 events and use
only the necessary events for management.

Using the jcoimdef command, you can adjust the JP1 event acquisition and transfer processing performed by the
event base service (for example, you can change the event acquisition start location, or the transfer timeout period

and retry setting). For details, see jcoimdefin Chapter 1. Commands in the manual JP1/Integrated Management -
Manager Command and Definition File Reference.
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Processing of acquired JP1 events by the event generation service

This service performs correlation event issue based on issue definitions. For details, see 3.3 Issue of correlation
events.

(2) JP1 event control when using the integrated monitoring database

When you use the integrated monitoring database, JP1 events are collected from the JP1/Base event database by the
JP1/IM - Manager's event base service. The acquired JP1 events are stored in the integrated monitoring database.

Figure 3-5: Internal control of JP1 events by JP1/IM - Manager (when the integrated monitoring
database is used)
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The event base service acquires JP1 events and executes various processing tasks.

If you execute the jcoimdef command with -1 specified for the -b option, the event base service acquires JP1 events
from the next event after the event that has the oldest serial number (the event at which JP1/IM - Manager stopped last
time) among the JP1 events processed before JP1/IM - Manager is stopped. -1 specified for the -b option, JP1 event is
acquired depends on whether the event was processed before JP1/IM - Manager stopped.

For JP1 events that were processed before JP1/IM - Manager stopped:

JP1 events are acquired from the integrated monitoring database, where the event acquisition filter is not used.
For JP1 events that were not processed before JP1/IM - Manager stopped:

JP1 events are acquired from the JP1/Base event database.

These JP1 events have been filtered by the event acquisition filter. JP1 events acquired from the event database are
stored in the integrated monitoring database.

Processing of acquired JP1 events by the event base service

In the event base service, JP1/IM - Manager generates a correlation event according to the correlation event
generation definition. Then, JP1/IM - Manager sends JP1 events from the event base service to the event console
service, the automatic action service, and the central scope service. After the event base service receives notification
from all of these services that they have received the JP1 events, it executes the next processing task. Therefore, if
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a large number of JP1 events are issued, the processing of JP1 events might be delayed. We recommend that you
filter JP1 events and use only the necessary events for management.

Using the jcoimdef command, you can adjust the JP1 event acquisition and transfer processing performed by the
event base service (for example, you can change the event acquisition start location, or the transfer timeout and retry
setting). For details, see jcoimdef in Chapter 1. Commands in the manual JP1/Integrated Management - Manager
Command and Definition File Reference.

3.1.4 Restrictions on viewing and operating business groups

The system administrator can restrict what JP1 users are able to view and operate on. This is called restrictions on
viewing and operating business groups.

If restrictions on viewing and operating business groups are enabled, a user can view and operate on only the JP1 events
issued within the assigned business group. This prevents users from unintentionally operating on JP1 events in other
business groups.

If restrictions on viewing and operating business groups are enabled, the following windows display only the JP1 events
issued within the assigned business group:

¢ Event Console window
¢ Related Events window

¢ Event Details window
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Figure 3—-6: The range of JP1 events that can be viewed and operated
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Legend:

: The range of JP1 resource group sigenA

: The range of JP1 resource group sigenB

In this example, resource group sigenA is assigned to business group A, and resource group sigenB is assigned to
business group B.

For details about how to enable restrictions on viewing and operating business groups, see 4.20 Setting reference and
operation restrictions on business groups in the JP1/Integrated Management - Manager Configuration Guide.

When you change the configuration of business groups, note the following:

¢ When moving the JP1/Base event server to another business group, initialize the event database.

If you do not initialize the event database, the JP1 users in the business group to which the event server is moved

will be able to view and operate on JP1 events saved in the event database. Therefore, be sure to initialize the event
database.

As an example, assume that business groups are configured as in the following figure.
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Figure 3—7: Configuration of business groups
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Figure 3—8: Moving the event server
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The following explains the above example, in the order of the numbers in the figure:

1. Before the event server is moved, JP1 events issued on the event server (Event1, Event2, and Event3) can

be viewed and operated on in business group A. In business group B, no JP1 events can be viewed and operated
on yet.

2. After the event server is moved, JP1 events issued before the event server is moved (Eventl, Event2, and
Event3) can be viewed and operated on in business group A. In business group B, JP1 events issued after the
event server is moved (Event4 and Event5) can be viewed and operated on.

3. If the event database is not initialized when the event server is moved, JP1 events issued before the event server
is moved can also be viewed and operated on in business group B.

For details about how to initialize the event database, see the description about initialization of the event database
in the chapter for setting the event service environment in the JP1/Base User's Guide.

¢ Do not forward events between different business groups.
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If you forward events between different business groups, JP1 events from different business groups are saved in the
event server. This enables you to view and operate on JP1 events from business groups that you are not monitoring.
Check and, if necessary, revise the forwarding settings for JP1 events before setting business groups.

* Use an authentication server whose JP1/Base version is 07-00 or later.

When you enable restrictions on viewing and operating business groups, you cannot log in to JP1/IM - Manager if
you use an authentication server whose JP1/Base version is earlier than 07-00.

For details about business groups, see 6.4 Managing business groups.

(1) Settings when multiple business groups are assigned to a JP1 user

You can assign multiple JP1 resource groups that can be viewed and operated to a JP1 user. You can also assign different
JP1 permission levels for the individual resource groups. This enables operation as shown in the following figure, where
a user can operate on some of the displayed JP1 events and can view other displayed JP1 events.

Figure 3-9: Control of viewing and operating business groups by using combinations of JP1
resource groups and JP1 permission levels

Business group A
Login by jpluser

=l 8
Event A1 [

Event A2
Event A3

- : Operation target range jpluser

- : View target range

Business group B ] .
Assignment of resource groups to business groups

jpluser:sigenA=JP1 Console Operator
jpluser:sigenB=JP1 Console User

Event B1
Event B2
X Event B3

Legend:
© The range of JP1 resource group sigenA

© The range of JP1 resource group sigenB

(2) Assigning a JP1 resource group and permission level to a JP1 user

If restrictions on viewing and operating business groups are enabled, operations allowed for a JP1 user depend on the
combination of the JP1 resource group and JP1 permission level assigned to the user. Check and, if necessary, revise
the assigned JP1 resource group and JP1 permission level of the user.

For details about operations allowed for each combination of JP1 resource group and JP1 permission level, see £.1(2)
Operating permissions required when restrictions on viewing and operating business groups are enabled.

When restrictions on viewing and operating business groups are enabled, even JP1 users who are restricted from viewing
and operating business groups can perform the following operations:

¢ Set the view filter

* Display the event list and event details

* Display event-information mapping

* Monitor repeated events
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e Output a CSV file of the event list

* Display the severe event list

* Change the action status of JP1 events (when the Event Console window is used)
* Change settings of memo entries

» Search for events

* Display correlation events

¢ Execute commands, and display and click command buttons

* Display event guide information

¢ Start monitor windows and the Tool Launcher window

* Manually register incidents (JP1/Service Support)

* Link with BJEX and JP1/AS to list response-waiting events, enter responses to response-waiting events, release

response-waiting events from the accumulate-and-hold state, and monitor the accumulation status

For details about JP1 permission levels when restrictions on viewing and operating business groups are disabled, see
E.1(1) Operating permissions required when restrictions on viewing and operating business groups are disabled.

(3) How to specify business groups

When the conditions below are met, you can specify the path to a business group for an event condition or the name of
the execution host (command execution target host). By doing so, you need only to change what hosts belong to a
business group or monitoring group, and you do not need to change the definitions.

¢ The IM Configuration Management database is enabled.

* Business groups or monitoring groups are defined in the IM Configuration Management database.

* The integrated monitoring database is enabled.

* Restrictions on viewing and operating business groups are enabled.

* Mapping of the event source hosts is enabled.

When these conditions are not met, even if you specify a business group for an event condition or the name of the
execution host (command execution target host), it is handled as a host name rather than as a business group.

The following table describes the correspondence between the attributes for which a business group can be specified as
an event condition and the functions.

Table 3—-3: Correspondence between the attributes for event conditions and the functions

Function Attributes
Source host Destination event server name = Event source host name
(B.SOURCESERVER) (B.DESTSERVER) (E.JP1_SOURCEHOST)
Severe event definition Y N Y
Event search Y N Y
Filtering using the event acquisition Y N Y

filter (common exclusion-conditions
in extended mode)

Filtering using the event receiver filter

Filtering using the view filter
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Function Attributes

Source host Destination event server name = Event source host name
(B.SOURCESERVER) (B.DESTSERVER) (E.JP17$OURCEHOST)
Automated action Y N Y
Correlation event generation Y Y Y
Severity change Y Y Y
Changing the message display format Y Y Y
Filter file for output of an event report Y N Y
Mapping of the event source host Y Y N
Suppression of repeated-event Y N Y
monitoring
Legend:

Y: Can be specified.
N: Cannot be specified. (The attribute does not exist.)

When you specify a business group for an event condition, you can specify IN (match) or NOTIN (do not match) as the
operator.

If a condition for specifying a business group in a path representation is satisfied or the operator is neither IN (match)
nor NOTIN (do not match), the business group is handled as a host name even if the business group is specified for the
event condition and the target (host targeted by the command).

Note that an event condition is determined to be not satisfied when no host exists in the specified business group.

You can specify the name of the execution host (command execution target host) when an automated action is executed,
action results are displayed, a command button is defined, or a command is executed. The following shows example
specifications of paths.

Example: When specifying a host in the business group Personnel systemn for an event condition:

/Personnel system

Example: When specifying the monitoring group AP server in the business group Personnel system for an event
condition:

/Personnel system/AP server

After a business group or monitoring group is applied, the name of the business group or monitoring group specified in
the definitions below in the Central Console is changed to the latest name. Note that, if a business group or monitoring
group is deleted, the name (specified in the Central Console) of the business group or monitoring group changes to a
double slash (/ /) and is invalidated.

¢ Severe event definition

¢ Event search conditions

* Event acquisition filter (common exclusion-conditions in extended mode)

¢ Event receiver filter

e View filter

* Correlation event generation definition

¢ Automatic action definition
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* Conditions for updating list of action results
e Command button definition

* Severity change definition

* Display message change definition

¢ Event-source-host mapping definition

¢ Repeated event condition
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3.2 Filtering of JP1 events

JP1/IM and JP1/Base filter JP1 events and process only the necessary events. For example, you can forward only the
JP1 events necessary for management to the manager, or filter JP1 events to be displayed on the viewer.

JP1/IM and JP1/Base provide the following five types of filtering:

* Forwarding filter

* Event acquisition filter

¢ Event receiver filter

¢ Severe events filter

e View filter

By combining those filters, you can filter JP1 events and process only the necessary events. The position of the event
acquisition filter (in the above five filters) differs depending on whether the integrated monitoring database is used.

Figure 3—10: Filters provided by JP1/IM and JP1/Base (when not using the integrated monitoring

database)
JP1/IM - View
Central Console viewer
Monitor Events page Severe Events page
" Wiewfiter |7 T T T Viewdier _ (|| Cend
Viewer < | F=————=—=== e —————— = Scope
| Severe event filter I viewer
| (display of filtered severe events) |
_____________ 4
JP1/IM - Manager
Event Event console service Automatic Central scope
generation . Event receiver filter | | | action service service
service | e
M et | T T i
I acquisition : Event base service
j__ fieer | Severe events filter :
Manager < _ ___ evaluationofsevereevents) _ _ _|
____ _ Eventacquisitionfiter """ "
JP1/Base
Event service
JP1/Base
Agent Event service
ent< | pP—r—m———————— - = — = —— — — —— —— — — —
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Legend:
: Service
I 71 . Filter
L——a
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Figure 3—11: Filters provided by JP1/IM and JP1/Base (when using the integrated monitoring

database)
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_________ Sl Rtndonlivutivnlvnitvndynlyntivndynlydyndyn Central
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The service components differ depending on whether the integrated monitoring database is used, but the processing of
JP1/IM does not differ.

When the integrated monitoring database is used, JP1 events that passed through the event acquisition filter are stored
into the integrated monitoring database.

The five filters are described next, in the order in which they are applied, starting from the issuing source.
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3.2.1 Forwarding filter

The forwarding filter is used by JP1/Base to filter the JP1 events to be forwarded to another host.

JP1/IM performs centralized monitoring, where events generated on individual agents are issued as JP1 events and
forwarded to the manager. Each agent filters the monitored JP1 events, and then forwards the filtered events to the higher
manager. You can specify these target JP1 events in a forwarding filter. A forwarding filter can also be used to reduce
JP1 event traffic when the load on a manager needs to be restricted or the network has limited capacity.

Forwarding filters are specific to each instance of JP1/Base. A forwarding settings file can be edited on each agent
individually, or you can distribute forwarding setting information in a batch from a manager to the agents.

For details about the forwarding settings file, see the chapter where forwarding of JP1 events and definition files are
described in the JP1/Base User's Guide.

3.2.2 Event acquisition filter

The event acquisition filter is used by (the event base service of) JP1/IM - Manager to filter JP1 events acquired from
JP1/Base. You can set multiple conditions in the manager before using this filter and then switch and use one of the
conditions.

For the event acquisition filter, define the conditions of JP1 events that need to be monitored by JP1/IM - Manager.
Generally, the JP1 events indicating that severe events were generated within the monitoring system are the JP1 events
that need to be monitored by JP1/IM - Manager. After the JP1 events pass through the event acquisition filter, they
become the following JP1 events:

¢ JP1 events monitored on the Monitor Events page or Severe Events page of the Event Console window

¢ JP1 events that trigger automated actions

¢ JP1 events that change the status of a monitoring object

e JP1 events that issue a correlation event (correlation source events)
For example, if the manager of JP1/IM and a product that issues a large number of normal events are running on the
same machine (such as when JP1/AJS issues events for successful execution of jobs), JP1 events required for system

monitoring might be buried in those events. In such case, you can use the event acquisition filter to acquire only the JP1
events to be monitored, so that system monitoring will not be adversely affected.

Event acquisition filters reside in JP1/IM - Manager and can be set from JP1/IM - View. They affect all JP1/IM functions,
including JP1 event monitoring, automated actions, and object status monitoring.

If the LANG environment variable set for JP1/IM - Manager and the LANG environment variable set for the JP1/Base
event server are different, the event acquisition filter does not operate normally.

If the integrated monitoring database is used, JP1 events that pass through the event acquisition filter are saved.

a Note

* To display events in JP1/SES format in JP1/IM - View, you must change the event acquisition filter
settings to acquire JP1/SES events. The default settings do not display JP1/SES events.

* Ifyou are not using the integrated monitoring database, the event acquisition filter also applies to the
event generation service.
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The event generation service is inactive by default. When it is started, however, the filter definitions in
effect for the event base service are also applied to the event generation service.

If you are using the event acquisition filter (for compatibility), the event generation service operates
without any filter conditions.

For details about the event generation service, see 3.3 Issue of correlation events.

* Mapping of the event source hosts is available for JP1 events acquired from the event service. Therefore,
for event acquisition filter conditions used when JP1 events are acquired, you cannot specify the event
source hosts.

Setting multiple event acquisition filters
You can set multiple event acquisition filters.

For example, if you want to change the type of JP1 events collected or the host from which they are acquired
according to the time of day (business hours or night time), you can set different event acquisition filters for the
different times of day and switch between them.

Events issued when an event acquisition filter is switched

When you switch to a different event acquisition filter, JP1/IM - Manager issues JP1 events (event IDs 00003F13
and 00003F20) reporting the changed filter conditions. The messages give the name of the filter now in effect and
the arrival time and serial number of the last event received by JP1/IM - Manager before the filter was switched.

These JP1 events (event IDs 00003F13 and 00003F20) report that the new event acquisition filter came into effect
from the first event received by JP1/IM - Manager after the event corresponding to the arrival time and serial number
given in the messages. That is, the filter change and JP1 event issue do not occur at the same time.

For example, if a large number of other JP1 events were issued at the time the filter was switched, there might be a
delay before the JP1 events (event IDs 00003F13 and 00003F20) reporting the changed filter conditions appear in
the Event Console window. This could mean that the first JP1 event acquired with the new filter appears before the
JP1 events reporting the filter change.

To identify the first JP1 event acquired with the new event acquisition filter, check the messages (event IDs 00003F 13
and 00003F20) to find the last JP1 event acquired before the change. (Subsequent JP1 events will have been acquired
with the new event acquisition filter.)

For details about the JP1 events (event IDs 00003F13 and 00003F20), see Chapter 3. JPI1 Events in the manual
JP1/Integrated Management - Manager Command and Definition File Reference. Note that these JP1 events are
not issued when the event acquisition filter is operating in compatibility mode.

3.2.3 Event receiver filter

The event receiver filter filters (or restricts) JP1 events that can be monitored by each JP1 user. Only one event receiver
filter can be set for each JP1 user on one manager.

To monitor the system operation using JP1/IM, the user must log in to a manager from JP1/IM - View. Multiple JP1
users can separately monitor different monitoring ranges if each JP1 user's monitoring range is restricted. In this case,
you can use the event receiver filter to filter the JP1 events displayed in the Event Console window for each JP1 user.

Event receiver filters reside in JP1/IM - Manager and can be set from JP1/IM - View. They affect the Monitor Events
page, Severe Events page, and Search Events page of the Event Console window.

When restrictions on viewing and operating business groups are enabled, you can also use the event receiver filter to
restrict the JP1 event range to be monitored by JP1 users.
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For details about restrictions on viewing and operating business groups, see 3. /.4 Restrictions on viewing and operating
business groups.

3.2.4 Severe events filter

The severe events filter displays, on the Severe Events page, only the JP1 events that possibly need handling and highly
affect the system (from among the JP1 events to be monitored by JP1/IM).

Only one such filter can be set on each manager. Because the filter settings are managed on the manager, the same severe
events filter is applied to all viewers that connect to that manager.

Some JP1 events, such as emergency notices and error reports, require an immediate response from the operator. In JP1/
IM, such JP1 events are known as severe events.

The Severe Events page of the Event Console window is specifically for managing severe events.

When a severe event occurs, the alarm lamp flashes in JP1/IM - View to notify the user. You can manage the response
status of severe events on the Severe Events page.

Events whose event level is Emergency, Alert, Critical, or Error are defined as severe events in the default
severe events filter.

By customizing the default filter, you can select the event levels you want to define as severe events. You can also
exclude specific JP1 events that are normally classed as severe events by specifying the event ID or other attribute.

The severe events filter resides in JP1/IM - Manager and JP1/IM - View. JP1 events are judged by the severe events
filter in JP1/IM - Manager, and the filtered JP1 events are displayed in JP1/IM - View. The server events filter can be
set from JP1/IM - View. They affect the Severe Events page of the Event Console window.

3.2.5 View filter

A view filter is used to temporarily display only specific JP1 events among those to be displayed on the Monitor Events
or Severe Events page of the Event Console window. Multiple view filters can be defined for a specific monitoring
user of a viewer, and users can switch view filters by easy operation.

View filters reside in, and can be set from, JP1/IM - View. Event filters affect the Monitor Events and Severe Events
pages of the Event Console window.

The view filter conditions are saved in JP1/IM - Manager for each user and for each of the following JP1/IM - View
versions:

e The view filter set in JP1/IM - View 07-00

e The view filter set in JP1/IM - View 07-10 to 07-51

e The view filter set in JP1/IM - View 08-00 to 08-10

e The view filter set in JP1/IM - View 08-50

* The view filter set in JP1/IM - View 09-00 to 09-10

¢ The view filter set in JP1/IM - View 09-50 to 10-50

¢ The view filter set in JP1/IM - View 11-00 or later
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If the manager does not have the view filter whose version corresponds to the connected JP1/IM - View, the conditions
of the view filter one version earlier than the version of the connected JP1/IM - View are acquired.

3.2.6 Defining filter conditions

The conditions of the event acquisition filter, event receiver filter, severe events filter, view filter, and the filter that can
be defined for event search can be either exclusion-conditions or pass conditions. Exclusion-conditions are a set of
conditions for JP1 events that you do not want to display (acquire). Pass conditions are a set of conditions for JP1 events
that you do want to display (acquire). As a separate class of conditions, there are also common exclusion-conditions,
which allow you to disable or apply a condition group in an event acquisition filter. Filter conditions apply in the
following order of precedence: common exclusion-conditions, exclusion-conditions, and pass conditions.

You can define a combination of common exclusion-conditions, exclusion-conditions, or pass conditions in a condition
group. A condition group contains one or more conditions, and is satisfied when all the defined conditions are satisfied.
That is, the conditions in a filter are related by an AND condition.

When a filter consists of exclusion-conditions and pass conditions, combined into multiple condition groups of either
type, those JP1 events matching the conditions in one of the exclusion-condition groups are filtered out, and those JP1
events matching the conditions in one of the pass condition groups pass through the filter and are transferred to the
higher-level control (see Figure 3-10 Filters provided by JP1/IM and JP1/Base (when not using the integrated
monitoring database) and Figure 3-11 Filters provided by JP1/IM and JP1/Base (when using the integrated monitoring
database)). That is, the condition groups of exclusion-conditions or pass conditions are related by an OR condition.

The following figure shows how a filter works.
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Figure 3—12: Event transfer through a filter to higher-level control
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Except for the JP1/Base forwarding filter, you define filter conditions in JP1/IM - View.

For details about common exclusion-conditions, see 3.2.7 Common exclusion-conditions.

(1) Exclusion-conditions

Exclusion-conditions filter out events. JP1 events that match any one of the defined condition groups do not pass through
the filter. Exclusion-conditions take precedence over pass conditions. To define exclusion-conditions, JP1/Base version
09-00 or later is required on the JP1/IM - Manager host.

You can define exclusion-conditions in an event acquisition filter, event receiver filter, severe events filter, view filter,
and in event searches.

(2) Pass conditions

Pass conditions display (acquire) events. JP1 events that match any one of the defined condition groups pass through
the filter.

You can define pass conditions in an event acquisition filter, event receiver filter, severe events filter, view filter, and
in event searches.
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3.2.7 Common exclusion-conditions

Common exclusion-conditions form part of an event acquisition filter and consist of a group of conditions for filtering
out JP1 events or excluding JP1 events from automated-action execution. You can apply or disable each group. In
maintenance mode, for example, you can set a common exclusion-condition group to temporarily prevent JP1 events
from being collected or exclude them from automated-action execution when the events are issued by the host you are
working on, without having to change the pass conditions or exclusion-conditions in the event acquisition filter. If you
have defined multiple event acquisition filters, and switch among them as required, the common exclusion-conditions
you set apply to whichever filter is in force.

Of the conditions defined in an event acquisition filter, common exclusion-conditions take precedence over exclusion-
conditions, which take precedence over pass conditions. The following figure shows the relationships among the
common exclusion-conditions, exclusion-conditions, and pass conditions in event acquisition filters.

Figure 3—13: Relationships among the filter conditions in event acquisition filters
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There are two types of operation modes for common exclusion-conditions: basic mode and extended mode. You can
execute the jcochcefmode command to switch between basic mode and extended mode. In extended mode, you can
filter events by Registered time, Arrived time, Start time, End time, Event source host name, and other items. You
can also filter the event conditions by specifying the date and time, or execute the jcochfilter command to switch
whether to enable or disable each group of conditions. However, for regular expressions, you can use only the extended
regular expressions. After you switch to extended mode, you can return to basic mode. For details about basic mode
and extended mode, see 3.2.7(1) Difference between basic mode and extended mode of common exclusion-conditions.
This manual describes information common to basic mode and extended mode if not otherwise specified.
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For details about how to define common exclusion-conditions and how to switch the operation modes, see 4.2.4(3)
Setting common exclusion-conditions in the JP1/Integrated Management - Manager Configuration Guide.

You can specify an appropriate target on a common exclusion-condition, depending on whether to prevent JP1 events
from being collected or exclude JP1 events from automated-action execution. For details, see 3.2.7(2) Exclusion target
of a common exclusion-condition.

You can also use additional common exclusion-conditions. You can define additional common exclusion-conditions by
using monitored JP1 events while the system is operating. You can use additional common exclusion-conditions only
when common exclusion-conditions are in extended mode. For details about additional common exclusion-conditions,
see 3.2.7(3) Additional common exclusion-conditions.

The following shows the difference between common exclusion-conditions and additional common exclusion-
conditions:

¢ Common exclusion-conditions
Used to exclude pre-defined JP1 events when the system is configured so that they cannot be collected or included
in automated-action execution.

¢ Additional common exclusion-conditions

Used to exclude JP1 events that are determined to be unnecessary during monitoring when the system is operating
so that they cannot be collected or included in automated-action execution. If an additional common exclusion-
condition is determined to be a necessary exclusion-condition when the system is operating, the system administrator
can change the additional common exclusion-condition to a common exclusion-condition.

For smoother operations, you can use common exclusion-conditions and additional common exclusion-conditions as
follows as the situation demands:

* When the system is configured
Use the Common Exclusion-Conditions Settings window or execute the jcochfilter command with the —ef
option specified to define the JP1 events not to be monitored by the system. These are the common exclusion-
conditions defined in advance.

* When the system is operating
In the event list in the Event Console window, select the JP1 events that are determined to be unnecessary during
monitoring and define them as additional common exclusion-conditions.

* When the system is reconfigured

Use the Event Acquisition Conditions List window to edit or delete the additional common exclusion-conditions
accumulated during system operation. You can also change a JP1 event that is not monitored by the system or
included in automated-action execution from an additional common exclusion-condition to a common exclusion-
condition.

(1) Difference between basic mode and extended mode of common
exclusion-conditions

The following table compares what you can do when common exclusion-conditions are switched into extended mode
with what you can do when common exclusion-conditions are in basic mode. Common exclusion-conditions operate in
basic mode by default and after JP1/IM - Manager is installed.
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Table 3—4: Comparison between what you can do with basic mode and extended mode of common
exclusion-conditions

What you can do with common exclusion-conditions Basic mode Extended mode
Filter events by Registered time and Arrived time N Y
Filter events by Start time and End time N

Filter events by Event source host name N Y
Filter events by Extended attribute Y Y
Compare events by using JP1-specific regular expressions or basic regular expressions Y N
Compare events by using extended regular expressions Y Y
Define a group of conditions for each agent host N Y
Set whether to activate or deactivate common exclusion-conditions for each group of Y Y
common exclusion-conditions

Add a group of common exclusion-conditions you want to activate or deactivate N Y
Specify a period of time for which a group of conditions is applied N Y
Write comments N Y
Set additional common exclusion-conditions based on the JP1 events occurring while N Y
the system is operating

Exclude a JP1 event that satisfies a condition Y Y

In the JP1 events that was collected, exclude a JP1 event that satisfies a condition from
automated-action execution

Legend:
Y: Available
N: Not available

The following table describes the difference between basic mode and extended mode of common exclusion-conditions.

Table 3-5: Difference between basic mode and extended mode of common exclusion-conditions

Item Basic mode Extended mode
Attributes of event conditions Basic attributes: Basic attributes:
e EventID (B.ID) e EventID (B.ID)
* Source host (B. SOURCESERVER) * Registered reason (B.REASON)
* Message (B.MESSAGE) ¢ Source process ID (B. PROCESSID)

* Registered time (B. TIME)

e Arrived time (B.ARRIVEDTIME)

* Source user ID(B.USERID)

¢ Source group (B.GROUPID)

* Source user name (B . USERNAME)

* Source group name (B . GROUPNAME)

¢ Source host (B. SOURCESERVER)

¢ Source IP address (B. SOURCEIPADDR)
* Message (B.MESSAGE)

Common extended attributes: Common extended attributes:
* Event level (E.SEVERITY) ¢ Event level (E. SEVERITY)
* User name (E.USER_NAME) » User name (E.USER_NAME)
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Legend:
--: Not applicable.

Basic mode

Product name (E . PRODUCT _NAME)

Object type (E . OBJECT TYPE)

Object name (E . OBJECT NAME)

Root object type (E.ROOT OBJECT TYPE)
Root object name (E.ROOT OBJECT NAME)
Occurrence (E . OCCURRENCE)

Extended attribute

Can be defined.

Match

Does not match
First characters

Is contained

Is not contained
Regular expression

JP1-specific regular expressions
Basic regular expressions

Extended regular expressions

30 groups (filter length: 64 kilobytes or shorter)

Common exclusion-conditions group ID
Common exclusion-conditions group name
Event conditions

System Environment Settings window

-e option in the jcochfilter command

Common Exclusion-Conditions Settings window

Extended mode

Product name (E . PRODUCT _NAME)

Object type (E .OBJECT TYPE)

Object name (E . OBJECT NAME)

Root object type (E.ROOT _OBJECT_ TYPE)
Root object name (E.ROOT_OBJECT NAME)
Object ID (E.OBJECT_ID)

Occurrence (E . OCCURRENCE)

Start time (E . START TIME)

End time (E.END_TIME)

Result code (E.RESULT CODE)

Event source host name
(E. JPlisOURCEHOST)

Extended attribute

Can be defined.

Match

Does not match
First characters

Is contained

Is not contained
Regular expression

Time

Extended regular expressions

2,500 groups (Filter length: 15 megabytes or
shorter)

Common exclusion-conditions group ID
Common exclusion-conditions group name
Event conditions

Comment

Conditions Apply Period

Target for exclusion

System Environment Settings window
-e, —on, and —~of £ options in the
jcochfilter command

On the Conditions Apply Period page in the
Common Exclusion-Condition Settings (Extended)
window, you can set the applicable period.

¢ Common Exclusion-Condition-Settings

(Extended) window

¢ Common exclusion-conditions extended

definition file and the —e £ option in the
jcochfilter command

#: Comparison types of event conditions differ depending on the selected attribute. For details, see the following:

¢ For basic mode:
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2.15 Common Exclusion-Conditions Settings window in the manual JP1/Integrated Management - Manager GUI Reference.
* For extended mode:

2.16 Common Exclusion-Condition Settings (Extended) window in the manual JP1/Integrated Management - Manager GUI Reference.

(2) Exclusion target of a common exclusion-condition

You can select an exclusion target of a common exclusion-condition from the following two options:

¢ Preventing a JP1 event from being collected when the event satisfies the common exclusion-condition

This option is used to exclude a specified JP1 event from monitoring by preventing the event from being collected.
This option is available in basic mode and extended mode. During maintenance work, for example, if you want to
prevent JP1 events from being collected only when the events are issued from a host undergoing maintenance, you
can just select this option, rather than changing existing event acquisition filter definitions.

* Excluding a collected JP1 event from automated-action execution when the event satisfies the common exclusion-
condition

This option is used to collect JP1 events but exclude a specified JP1 event from automated-action execution. This
option is available only in extended mode. During maintenance work, for example, if you want to exclude JP1 events
from automated-action execution only when the events are issued from a host undergoing maintenance, you can just
select this option, rather than changing existing automated action definitions.

The following figure shows an overview of common exclusion-conditions.
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Figure 3—14: Overview of common exclusion-conditions

Common exclusion-conditions

Apply Maintenance mode Event conditions Exclusion target
System 1 Business group name= System 1 | Preventing JP1 events
Y Application 2 Product name=Application 2 Excludlng a coIIecFed event
from action execution
Y HostA Event source host name=HostA Preventing JP1 events

Event Console window
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events of . —
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[ hovtication 1|\ Awlication2 | [ Apolication2 |
|

I Application 3

HostB HostC
Legend:
: JP1 events of Application 2

: JP1 events of HostA

[—— -

| : Maintenance mode

JP1 events issued from HostA undergoing maintenance are excluded from monitoring by a common exclusion-condition
that prevents the events from being collected. JP1 events issued from Application 2 undergoing maintenance are
excluded from automated-action execution by a common exclusion-condition that prevents the events from being
included in automated-action execution.

The following figure shows service components for common exclusion-conditions.
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Figure 3—15: Service components for common exclusion-conditions
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An event that satisfies a common exclusion-condition that prevents JP1 events from being included in automated-action
execution is called an action-excluded event.

The event conditions of common exclusion-condition that prevents JP1 events from being included in automated-action
execution are defined independently from the execution conditions of automated action definitions. That is, you can use
a single common exclusion-condition to collectively exclude multiple JP1 events from automated-action execution even
when the events match different automated action definitions.

Common exclusion-condition that prevents JP1 events from being included in automated-action execution take
precedence over whether automated action definitions are enabled or disabled.

Setting a common exclusion-condition that prevents JP1 events from being included in automated-action execution does
not affect existing action definitions. When a common exclusion-condition is set and, as a result, no action in an action
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definition will not be executed, the status (enabled or disabled) of the action definition remains the same. That is, an
action with AND-joined conditions and the status of the automated action function are as follows:

e Action with AND-joined conditions

When a common exclusion-condition is set to exclude a JP1 event from automated-action execution and, as a result,
an AND-joined condition is not satisfied, the action is not executed. The action definition including the unsatistied
AND-joined condition remains enabled. The action is not executed even when other AND-joined conditions are
satisfied.

* Status of the automated action function
The status of the automated action function does not change to standby as long as there is an enabled action definition.

This is true if no action in the action definition will be executed due to a common exclusion-condition is set to
exclude a JP1 event from automated-action execution.

When the integrated monitoring database is used, the event attributes (program-specific extended attributes) listed below
are added to an action-excluded event. The attributes can be used as program-specific extended attributes in functions
except for the event-source-host mapping function.

* Common exclude conditions group ID (E.JP1 IMCOMEXCLUDE ID)

* Common exclude conditions group name (E.JP1 IMCOMEXCLUDE NAME)

» Common exclude conditions group target-for-exclusion (E. JP1 IMCOMEXCLUDE TARGET)

(3) Additional common exclusion-conditions

The additional common exclusion-conditions are used by defining the monitored JP1 events during system operations.
Selecting a JP1 event in the Event Console window or Related Events window sets an additional common exclusion-
condition.

To use the additional common exclusion-conditions, you must have the JP1 _Console Admin permission. Also, you
must switch the common exclusion-conditions into extended mode. You can define the additional common exclusion-
conditions for the following JP1 events:

¢ JP1 events registered in the event database of a manager host to which JP1 JP1/IM - View logged in, or in the
integrated monitoring database

¢ JP1 events registered in the event database of agent hosts

You can set the additional common exclusion-conditions in the Common Exclusion-Condition Settings (Extended)
window, which can be displayed as follows:

¢ In the Event Console window, select a JP1 event, and select View>Exclude by Common Exclusion-Conditions.

* In the Event Console window, select a JP1 event, and from the pop-up menu displayed by right-clicking, select
Exclude by Common Exclusion-Conditions.

* In the Related Events window, select a JP1 event, and from the pop-up menu displayed by right-clicking, select
Exclude by Common Exclusion-Conditions.

The attribute name and value of the selected JP1 event are displayed and are automatically input as event conditions.
The common exclusion-conditions group name and comments are also input and automatically displayed. For details
about this window, see 2.16 Common Exclusion-Condition Settings (Extended) window in the manual JP1/Integrated
Management - Manager GUI Reference. Note that the window cannot be displayed when you are using the Web page
version of JP1/IM - View. For details about the event attribute names that can be specified for event conditions, see
Common-exclusion-conditions display item definition file (common_exclude_filter_attr list.conf) in Chapter 2.
Definition Files in the manual JP1/Integrated Management - Manager Command and Definition File Reference.
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The defined additional common exclusion-conditions can be edited, deleted, or changed into common exclusion-
conditions in the Event Acquisition Conditions List window.

For details about this window, see 2. 14 Event Acquisition Conditions List window in the manual JP1/Integrated
Management - Manager GUI Reference.

For details about how to set additional common exclusion-conditions, see 5.5.4 Setting an additional common exclusion-
condition to exclude a JP1 event from the monitoring target or action execution in the JP1/Integrated Management -
Manager Administration Guide.

(4) Applicable period of a common exclusion-condition

By changing the mode of common exclusion-conditions of the event acquisition filter to extended mode, you can specify
an applicable period of a condition for preventing JP1 events from being collected or excluding them from automated-
action execution. During the applicable period, the common exclusion-condition in extended mode can prevent JP1
events from being collected or exclude them from automated-action execution only when the events occur during the
applicable period.

For example, when the maintenance time for a monitored host is fixed to a certain time, you can specify the applicable
period to prevent JP1 events that would occur on the host during the maintenance conducted at certain date and time or
at a certain day of the week from being collected or exclude such events from automated-action execution, or to disable
conditions groups by restricting the period.

The following example applies common exclusion-conditions in extended mode from 9:00 on Sunday to 9:00 on the
next Monday during July 8 in 2011 to September 10 in 2011, according to the maintenance schedule for the monitored
host. Note that the applicable period includes the start time, but not the end time. In this example, the applicable period
is every week from 09:00:00 on Sunday to 08:59:59 on the following Monday.

Figure 3—16: Applicable period of a common exclusion-condition

Jul. 8, 2011 Sep. 10, 2011
Maintenance Maintenance . Maintenance
period period period
Sun. Mon. Sun. Mon. Sun. Mon.
09:00:00 08:59:59  09:00:00 08:59:59 09:00:00 08:59:59
Legend:

: Periods when JP1 events are excluded

The time is set according to the time zone designed for the machine on which JP1/IM - Manager is running.

Thus, specifying the applicable period might enable JP1 event filtering without the need of changing conditions groups,
or activating or deactivating the common exclusion-conditions. JP1 events that occurred during the applicable period
is determined by comparing the Arrived time (B.ARRIVEDTIME) of the JP1 event. Note that you can specify the
applicable period for each conditions group. To use the applicable period, common exclusion-conditions groups must
be enabled.

You can specify the applicable period on the Conditions Apply Period page in the Common Exclusion-Condition
Settings (Extended) window. For details about the Common Exclusion-Condition Settings (Extended) window, see 2.16
Common Exclusion-Condition Settings (Extended) window in the manual JP1/Integrated Management - Manager GUI
Reference.

(5) Information included in a common exclusion history file

JP1/IM - Manager logs the history of the following processes into a common exclusion history file:

3. Centralized System Monitoring Using the Central Console

JP1/Integrated Management - Manager Overview and System Design Guide 107



e A JP1 event arrives at JP1/IM - Manager but the event is not collected.
¢ A collected JP1 event is excluded from automated-action execution.

* A common exclusion-conditions definition is applied or changed.
A common exclusion history file is named as follows:
comexcluden”. log
# n is an integer from 1 to 5.

Common exclusion history files are stored in the following locations:

In Windows:

Physical hosts:

console-path\ operation\comexclude

Logical hosts:

shared-folder\ operation\comexclude
In UNIX:

Physical hosts:
/var/opt/jplcons/operation/comexclude

Logical hosts:

shared-directory/operation/comexclude

A common exclusion history file is created if it does not exist in the location at any of the times listed below. This is
based on the assumption that the operation mode of common exclusion-conditions is set to extended mode.

e When JP1/IM - Manager starts

e When JP1/IM - Manager is running and JP1/IM - Manager receives a JP1 event that satisfies a common exclusion-
condition

e When JP1/IM - Manager is running and a common exclusion-conditions definition is applied to JP1/IM - Manager

e When JP1/IM - Manager is running and a common exclusion-conditions definition is enabled or disabled
A log entry in a common exclusion history file is generated in the following format:
serial-number process-time process-description

The serial-number is a serial number in the common exclusion history. The serial number can be from 00000001 to
99999999. When the number reaches 99999999, itis reset to 00000001. The serial number is also reset to
00000001 when JP1/IM - Manager restarts. The process-time is written in the following format: YYYY/MM /DD
hh:mm:ss.SSS (where YYYY is the year, MM month, DD day, 4k hour, mm minute, and ss . SSS second).

The following table describes what information is included in the process-description.

Table 3—6: Processes to be logged in the common exclusion history file

No. Common exclusion process to | Information included in the process description
be logged

1 Exclusion is made according to The ID and name of the common exclusion-conditions group that caused the exclusion, and the
common exclusion-conditions. information of the excluded event are logged.
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No.

Common exclusion process to

be logged

A common exclusion-conditions
definition is updated.”

Information included in the process description

¢ When an event is excluded from the target to be collected:

Exclude the event from acquiring.(event [SEQNO= event-database-
serial-number-of-the-excluded-JP1-event 1D= event-ID SOURCESERVER= event-
source-server-name ARRIVEDTIME= arrival-time SEVERITY= severity] common
exclusion-conditions [ ID= common-exclusion-conditions-group-ID NAME=
common-exclusion-conditions-group-name] ) (line break)

* When a collected event is excluded from action execution:
Exclude the acquired event from action-executing.
(event [ SEQNO= event-database-serial-number-of-the-excluded-JP1-event 1D= event-
ID SOURCESERVER= event-source-server-name ARRIVEDTIME= arrival-time
SEVERITY= severity] common exclusion-conditions[ID= common-

exclusion-conditions-group-ID NAME= common-exclusion-conditions-group-name]) (line
break)

The placeholders indicate the following:

event-database-serial-number-of-the-excluded-JP1-event
Indicates the event database serial numbers.
Format: 0 to 2,147,483,647

event-ID
Indicates the event ID (B. ID or B. IDBASE).

Format: basic-information [ : extended-information

event-source-server-name
Indicates the source server of the event (B. SOURCESERVER)

arrival-time
Indicates the arrival time (B.ARRIVEDTIME).
Format: yyyy/MM/dd_hh:mm:ss

severity
Indicates the severity (E . SEVERITY).

common-exclusion-conditions-group-1D
Indicates the ID of the common exclusion conditions group that caused the exclusion.
For common exclusion-condition: 0 to 2499
For additional common exclusion-condition: A0 to A2499

common-exclusion-conditions-group-name

Indicates the condition name of the common exclusion conditions group that caused the
exclusion.

A message is logged indicating that a common exclusion-conditions definition is updated.
The common exclusion-conditions extended definition was
updated. (line break)

The additional common exclusion-conditions definition was
updated. (line break)

#. An update is triggered by the following actions:
 Start JP1/IM - Manager.

* Update by using the Exclude by Common Exclusion-Conditions menu in the System Environment Settings window in JP1/IM - View.

» Update by using the jcochfilter —ef command.

* Enable a common exclusion-condition (with the —e or —on option of the jcochfilter command)

¢ Disable a common exclusion-condition (with the —e or —of f option of the jcochfilter command)

The details of an update are logged in the common exclusion-conditions definition history file.

The following is an example of a common exclusion history file:
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00000001 2017/04/01 12:30:25.131 The common exclusion-conditions extended
definition was updated.

00000002 2017/04/01 12:30:25.229 The additional common exclusion-conditions
definition was updated.

00000003 2017/04/01 12:35:04.100 Exclude the event from acquiring.

(event [SEQNO=10001 ID=4704 SOURCESERVER=hostA

ARRIVEDTIME=2017/04/01 12:35:05 SEVERITY=Emergency] common exclusion-
conditions[ID=1 NAME= hostA maintenance])

00000004 2017/04/01 12:35:35.342 Exclude the acquired event from action-
executing. (event[SEQNO=10005 ID=4201 SOURCESERVER=hostB
ARRIVEDTIME=2017/04/01 12:35:36 SEVERITY=Alert] common exclusion-
conditions[ID=A2 NAME= hostB maintenance])

(6) Information included in a common exclusion-conditions definition
history file

JP1/IM - Manager logs the definition history of common exclusion-conditions into a common exclusion-conditions
definition history file. This file helps you check the detailed definition of a certain common exclusion-conditions group,
for example, whose ID or name is found in a common exclusion history file containing the history of exclusion processes.

A common exclusion-conditions definition history file is named as follows:
comexcludeDefn#.log

#: nis an integer 1 or 5.

Common exclusion-conditions definition history files are stored in the following locations:

In Windows:

Physical hosts:

console-path\operation\comexclude

Logical hosts:

shared-folder\ operation\comexclude
In UNIX:

Physical hosts:
/var/opt/jplcons/operation/comexclude

Logical host:

shared-directory/operation/comexclude

A common exclusion-conditions definition history file is created if it does not exist in the location at any of the times
listed below. This is based on the assumption that the operation mode of common exclusion-conditions is set to extended
mode.

* When JP1/IM - Manager starts
* When JP1/IM - Manager is running and a common exclusion-conditions definition is applied to JP1/IM - Manager

¢ When JP1/IM - Manager is running and a common exclusion-conditions definition is enabled or disabled
A log entry in a common exclusion-conditions definition history file is generated in the following format:

{+ | —}serial-number process-time process-description
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The serial-number is a serial number in the common exclusion-conditions definition history. The serial number can be
from 00000001 to 99999999. When the number reaches 99999999, itis reset to 00000001. The serial number
isalsoresetto 00000001 when JP1/IM - Manager restarts. The process-time is written in the following format: YYYY/
MM /DD hh:mm:ss.SSS (where YYYY is the year, MM month, DD day, ik hour, mm minute, and ss . SSS second).

Generally, a log entry of a process is written in one line and a plus sign (+) is appended to the top of the line. When a
log entry of a process spans multiple lines, a plus sign (+) is appended to the top of the line indicating the start of the
process and a minus sign (-) is appended to the top of each subsequent line.

The following table describes what information is included in the process description.

Table 3—7: Processes to be logged in the common exclusion-conditions definition history file

No

Common exclusion
process to be logged

A common exclusion-
conditions definition is
updated (by using the
System Environment
Settings window in
JP1/IM - View, or the
jcochfilter —ef
command).

An additional common
exclusion-conditions
definition is added (by
using Exclude by
Common Exclusion-
Conditions in JP1/IM -
View).

A common exclusion-
condition is enabled (by
using the
jcochfilter -e/-on
command).

A common exclusion-
condition is disabled (by
using the
jcochfilter -e/-
of f command).

Information included in the process description

The contents of the applied common exclusion-conditions definition (dump of'the definition file) are logged.
Line 1: The common exclusion-conditions extended definition was updated.
(line break)

Line 2 and later: contents-of-the-updated-system-common-exclusion-conditions-extended-definition-file

When the updated definition has an additional common exclusion-conditions extended definition, the
information above is followed by the contents of the additional common exclusion-conditions extended
definition file.

Line I: The additional common exclusion-conditions definition was
updated. (line break)

Line 2 and later: contents-of-the-updated-additional-common-exclusion-conditions-extended-definition-

file

The contents of the registered additional common exclusion-conditions definition are logged.
Line 1: The additional common exclusion-conditions definition was
registered. (line break)

Line 2 and later: contents-of-the-registered-additional-common-exclusion-conditions-definition

The ID of the enabled common exclusion-condition is logged.
e When an ID is specified:

The common exclusion condition became enabled. (common exclusion
condition group IDs = common-exclusion-conditions-group-ID [, common-exclusion-
conditions-group-ID1] ) (line break)

e When ALL is specified:

All common exclusion conditions became enabled.

The ID of the disabled common exclusion-condition is logged.
e When an ID is specified:

The common exclusion condition became disabled. (common exclusion
condition group IDs = common-exclusion-conditions-group-ID [, common-exclusion-
conditions-group-ID1] ) (line break)

e When an ID is not specified:

All common exclusion conditions became disabled. (line break)

The following is an example of a common exclusion-conditions definition history file:

+00000001 2017/04/01 12:30:25.131 The common exclusion-conditions extended
definition was updated.
—DESC_VERSION=1
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-def hostA maintenance

- cmt 1imit:2017/04/31

- id 1

- valid true

- date 20170401-20170431

- week 1,2,3,4,5,6

- rtime 1000-1200

- cnd

- B.ID IN 00000001

- E.SEVERITY IN Emergency Alert
- B.SOURCESERVER IN hostA

- end-cnd

end-def

-The additional common exclusion-conditions definition was updated.
—DESC_VERSION=2

-def hostB maintenance

- cmt 1imit:2017/04/31

- id A2

- valid true

- ex-target action

- date 20170401-20170431

- week 1,2,3,4,5,6

- rtime 1000-1200

- cnd

- B.ID IN 00000002

- E.SEVERITY IN Emergency Alert
- B.SOURCESERVER IN hostB

- end-cnd

end-def

+00000002 2017/04/01 12:40:51.849 The additional common exclusion-
conditions definition was registered.
-def hostC maintenance

- cmt 1imit:2017/04/31

- id A3

- valid true

- ex-target action

- date 20170401-20170431

- week 1,2,3,4,5,6

- rtime 1000-1200

- cnd

- B.ID IN 00000001

- E.SEVERITY IN Emergency Alert
- B.SOURCESERVER IN hostC

- end-cnd

—-end-def

00000003 2017/04/01 12:45:41.009 The common exclusion condition became enabled.

(7) Notes on common exclusion-conditions

¢ The total number of common exclusion-conditions and additional common exclusion-conditions must be 2,500 or
fewer, and the total size must be 15 MB or smaller.

¢ JP1 events that common execution conditions prevent from being collected are excluded from the event monitoring
targets. The excluded events are no longer displayed in the event list in the Event Console window. When you set
common exclusion-conditions, carefully check the settings for event conditions and exclusion targets.
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* If you execute the jcochfilter command with the —e f option specified to apply the extended definitions of
common exclusion-conditions, all the defined common exclusion-conditions are replaced. All the definitions of
additional common exclusion-conditions that were added during event monitoring will be lost, so be careful.

* The load on JP1/IM - Manager increases in proportion to the number of common exclusion-conditions and their
contents, which might cause the number of monitored JP1 events per unit time to decrease. You should consider
consolidating filter conditions for multiple hosts into one condition, for example, by using a regular expression in
the filter condition.
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3.3 Issue of correlation events

JP1/IM - Manager can issue a new JP1 event whenever two or more related JP1 events are issued. The new event is
known as a correlation event. The correlation event and the association between the JP1 events can be defined by the
user as a correlation event generation definition.

The related JP1 event that triggers the correlation event is known as a correlation source event. You can define multiple
correlation source events, or just one.

For example, suppose JP1/IM - Manager is managing Web servers in a cluster system. If a failure occurs in succession
on both the primary node and secondary node, the service provided by the Web servers on these nodes will stop. By
associating the JP1 event reporting a failure on the primary node with the JP1 event reporting a failure on the secondary
node, and defining a correlation event, you can ensure a speedy response.

The following figure shows the relationships between a correlation event, correlation event generation definition, and
correlation source events, based on the above Web server example.

Figure 3—17: Relationships between correlation event, correlation event generation definition, and
correlation source events

Primary
node
JP1/IM - Manager
(@JP1 event Y;Issue (> )
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i between the JP1 events servers are stopped.
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*(secondary : JP1/IM - View .
..node) §8 Manager
Monitor correlation events E-

from the Event Console. Viewer

i : Content of the JP1 event or correlation event

——p : JP1 eventissued or correlation event generated

The JP1 events issued from the Web servers on the primary and secondary nodes are sent to the manager. The two JP1
events are associated and a correlation event is issued, according to the correlation event generation definition. The JP1
events that triggered the correlation event are known as correlation source events.

There are two kinds of correlation events: A correlation approval event is issued when a correlation is established; a
correlation failure event is issued when no correlation is established.

Event issued when a correlation is established

You can issue a correlation approval event when the specified events all arrive within a set timeout period, as in
these examples:

1. Two Web servers are configured in a cluster system. Errors on the primary node issue event A, and errors on the
secondary node issue event B.

2. To detect that services on the Web servers have stopped, write a correlation event generation definition that
issues a correlation approval event (event C) when both event A and event B are issued.
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Event issued when no correlation is established

You can issue a correlation failure event when the specified events do not all arrive within the timeout period, as in
these examples:

1. Two Web servers are configured in a cluster system. Errors on the primary node issue event A, and errors that
occur at failover to the secondary node issue event B.

2. To detect that services on the Web servers have stopped, write a correlation event generation definition that
issues a correlation failure event (event C) if event B does not arrive within the set timeout period after event A
is issued.

The JP1 events registered with the JP1/Base event database are acquired by JP1/IM - Manager through an event
acquisition filter. JP1/IM - Manager then issues correlation events, based on the settings in the correlation event
generation definition. These correlation events are also registered with the JP1/Base event database. This processing is
known as correlation event issue.

The following figure shows an overview of correlation event issue.

Figure 3—18: Overview of correlation event issue
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#: The generated correlation events are registered in the JP1/Base event database.
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The following describes correlation event issue in further detail.

3.3.1 Correlation event issue

Correlation events are issued by the following JP1/IM - Manager processes:

* When not using the integrated monitoring database: Event issue service

* When using the integrated monitoring database: Event base service
The event generation service and event base service provide the correlation event generation function.
This function is positioned internally as shown below.

Figure 3—19: Position of the correlation event generation function (when not using the integrated
monitoring database)
JP1/IM - Manager

Process management

Event generation service | |Event console Automatic Central scope

[T T - - ———1 service action service service
Correlation event |

| generation function | |

Event base service |

Figure 3—20: Position of the correlation event generation function in the event base service (when
using the integrated monitoring database)

JP1/IM - Manager
Process management

Event console Automatic Central scope
service action service service

Event base service

When you use the integrated monitoring database, the correlation event generation function is provided by the event
base service. This means that event correlation processing can be synchronized with transfer of events to the event
console service.

(1) Processing at startup of the correlation event generation function

When JP1/IM - Manager starts, the correlation event generation function reads the correlation event generation definition
in preparation for issuing correlation events.

If you are not using the integrated monitoring database, by default the event generation service does not start when JP1/
IM - Manager starts. You must enter a setting using the jcoimdef command to start this service at JP1/IM - Manager
startup. When you use the integrated monitoring database, the event base service starts automatically but the correlation
event generation function is disabled by default. You must use the jcoimde f command to enable the function.

The following figure shows the processing at startup of the correlation event generation function.
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Figure 3—21: Processing at startup of the correlation event generation function
JP1/IM - Manager

Correlation event generation function
1. Correlation
- ; event
| Correlation events |<— =~ generation
definition

| Event acquisition filter

1. Started by the process management (j co spmd) in the same
way as other services.
2. Read at startup

The flow of processing is described below, following the numbers in the figure:

1. The correlation event generation function is started by the process management functionality.

The correlation event generation function is started and stopped by the process management in the same way as
other JP1/IM - Manager services.

If you are not using the integrated monitoring database, by default the event generation service does not start when
JP1/IM - Manager starts. You must enter a setting using the jcoimdef command to start this service at JP1/IM -
Manager startup. When you use the integrated monitoring database, the event base service starts automatically but
the correlation event generation function is disabled by default. You must use the jcoimdef command to enable
the function.

2. The correlation event generation function reads the correlation event generation definition held internally.

The correlation event generation function behaves according to the internally recorded correlation event generation
definition. For this reason, if you edit the correlation event generation definition file, you must apply the changes
using the jcoegschange command; otherwise, the service operation will remain unchanged.

The default definition does not issue correlation events. To issue correlation events, you must edit the correlation
event generation definition file and execute the jcoegschange command to apply the settings.

é Note

To change a correlation event generation definition, use the jcoegschange command.

You can update an issue definition while the correlation event generation function is active. If the service
is stopped, you can update the definition to be used from the next run.

However, you cannot edit a correlation event generation definition while the function is in the process of
starting or stopping.

(2) JP1 event acquisition after startup of the correlation event generation
function

The processing of JP1 events after the correlation event generation function starts sometimes differs depending on
whether you are using the integrated monitoring database. The following describes the flow of processing in each case.

(a) Correlation processing when not using the integrated monitoring database

Once started, the correlation event generation function associates the correlation event generation definitions with events
acquired by the event generation service and issues correlation events.
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You can select the location in the JP1/Base event database at which the event generation service begins event acquisition
after startup. To set the location, select either cold or warm start mode. These are referred to collectively as start
options. Using the start options, you can specify whether to resume correlation processing from the previous run. The
start options are described in the table below.

Table 3—8: Start options for correlation event issue

Start option Description

cold start Begins acquiring JP1 events that have been registered in the JP1/Base event database since the correlation
event generation function started.

Stops the correlation processing that was being executed before JP1/IM - Manager stopped. When JP1/IM
- Manager is restarted, the function's previous execution status no longer applies.

warm start Begins acquiring JP1 events registered in the JP1/Base event database, starting from the JP1 event
following the last one acquired when the function stopped at the previous run.

Records the correlation processing that was being executed before JP1/IM - Manager stopped. When JP1/
IM - Manager is restarted, the function's previous execution status takes effect.

The default is warm start.

The following figure shows the differences between a cold start and wa rm start in commencing JP1 event acquisition.

Figure 3—-22: Differences in starting acquisition of JP1 events

@JP1 event acquisition
JP1/IM - Manager

Correlation event (1)
generation function

| Correlation events |

| Event acquisition filter |

&)

JP1/Base

Entry .
order .
Event Z (acquired at previous run) | warm
Event A (registered while the event generation service was stopped) |~
Event B (registered while the event generation service was stopped) cold
Event C (registered after the event generation service started)

7N

Event database .

(1) Select warm or cold as the start option.
(2) Acquire events.

If JP1 events up to event Z have been acquired when the correlation event generation function stops, acquisition will
commence from event A (the next event registered after event Z) if the service is restarted in warm mode. If the service
is restarted in co1d mode, acquisition will commence from event C (the first event registered after the function restarts).

By default, the correlation event generation function starts in warm mode. This is appropriate in most circumstances,
but if you do not need to correlate events issued while the function was stopped, switch to cold start mode.

We recommend that you use warm starts when running JP1/IM - Manager in a cluster system. If you use cold starts,
the service will not acquire JP1 events issued while JP1/IM - Manager is being failed over.

Only those JP1 events selected by an event acquisition filter are acquired by the correlation event generation function.
For details about event acquisition filters, see 3.2 Filtering of JP1 events.
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m Correlation processing examples (when not using the integrated monitoring database)

The following figure shows the processing to issue correlation event issue when a cold start is specified and when a
warm start is specified.

Figure 3—-23: Correlation processing when the event generation service stops and after it restarts
(when not using the integrated monitoring database)
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The following describes how the correlation process behaves in the examples in Figure 3-23 Correlation processing
when the event generation service stops and after it restarts (when not using the integrated monitoring database).

Example 1:

If the co1d start option applies when the event generation service stops and when it is restarted, the correlation
processing behaves as follows:

When the event generation service stops
* Processing ends and information about all target JP1 events is discarded.

* The processing contents are logged to a correlation event generation history file.
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After the event generation service restarts:
* Acquisition starts from the JP1 events registered after restart.
» The service reads the correlation event generation definition, and starts processing accordingly.
Example 2:

If the cold start option applies when the event generation service stops, and warm applies when it is restarted, the
correlation processing behaves as follows:

When the event generation service stops

* Processing ends and information about all target JP1 events is discarded.

» The processing contents are logged to a correlation event generation history file.
After the event generation service restarts:

* Acquisition starts from the JP1 event following the last one acquired when the service stopped at the previous
run.

* The service re-reads the correlation event generation definition, and starts processing accordingly.
Example 3:

If the warm start option applies when the event generation service stops, and cold applies when it is restarted, the
correlation processing behaves as follows:

When the event generation service stops

* Information about the JP1 events being correlated, the processing contents, and the information in the
correlation event generation definition are output to an internal log to record the processing status.

» The processing contents are logged to a correlation event generation history file.
After the event generation service restarts:
» All information about JP1 events being correlated when the service stopped at the previous run is discarded.
* Acquisition starts from the JP1 events registered after the restart.
* The service reads the correlation event generation definition, and starts processing accordingly.

Example 4:

If the warm start option applies when the event generation service stops and when it is restarted, the correlation
processing behaves as follows:

When the event generation service stops

* Information about the JP1 events being correlated, the processing contents, and the information in the
correlation event generation definition are output to an internal log to record the processing status.

» The processing contents are logged to a correlation event generation history file.
After the event generation service restarts:

* Acquisition starts from the JP1 event following the last one acquired when the service stopped at the previous
run.

* The service re-reads the correlation event generation definition, and starts processing accordingly.

* The service references the internal log and resumes processing from the JP1 events being correlated, if any,
when the previous run stopped.
However, if you change the correlation event generation definition after the service stops and before it

restarts, all information about JP1 events being correlated at the end of the previous run is discarded (same
behavior as for a cold start).
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0 Important

If the event generation service ends abnormally, information about the JP1 events being correlated cannot
be recorded. Therefore, at the next run, the service will behave as for a cold start: Information about the
JP1 events being correlated at the end of the previous run is discarded, and acquisition starts from the JP1
events registered after the service restarts.

The event generation service terminates abnormally when:

* The event generation service process is forcibly terminated (k111)
* The process is forcibly terminated by the jcogencore command.

* The system is forcibly powered off.

(b) Correlation processing when using the integrated monitoring database

Once started, the correlation event generation function associates the correlation event generation definitions with events
acquired by the event base service and issues correlation events.

You can select the location in the JP1/Base event database at which the event base service begins event acquisition after
startup. Set the location by executing the jcoimdef command with the -b option specified.

The correlation processing behaves differently depending on the combination of acquisition start location and start
option, as follows:

Table 3-9: Correlation processing behavior

Start option Value of the -b Correlation processing
option
warm -1 (default) The status of the JP1 events being correlated is inherited.

Acquisition starts from the JP1 event following the last one acquired when the service stopped at the
previous run. If no JP1 events had been acquired at the end of the previous run, acquisition starts
from the oldest JP1 event registered in the event database.

0to 144 Message KAJV2316-W is output and the status of JP1 events being correlated is not inherited.
cold -1to 144 All correlation processing stops and ends. The status of JP1 events being correlated is not inherited.

JP1 events already processed by the correlation event generation function are not subject to correlation processing a
second time.

m Correlation processing examples (when using the integrated monitoring database)

The following figure shows the processing to issue correlation event when a cold start is specified and when a warm
start is specified.
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Figure 3—24: Correlation processing when the event base service stops (in cold start mode) and
when it restarts
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The following describes how the correlation processing behaves in the examples in Figure 3-24Correlation processing
when the event base service stops (in cold start mode) and when it restarts.

Example 1:

If the cold or warm start option applies when the event base service starts, and a value in the range 0 to 144 is
specified in the —b option of the jcoimdef command, the correlation processing behaves as follows:

When the event base service stops

* Processing ends and information about all target JP1 events is discarded.

* The processing contents are logged to a correlation event generation history file.
After the event base service restarts:

* Acquisition starts at the number of hours specified in the jcoimdef command's b option prior to the
restart time.

* The service reads the correlation event generation definition, and starts processing accordingly.

Example 2:

If the cold or warm start option applies when the event base service starts, and -1 is specified in the -b option of
the jcoimdef command, the correlation processing behaves as follows:
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When the event base service stops

* Processing ends and information about all target JP1 events is discarded.

» The processing contents are logged to a correlation event generation history file.
After the event base service restarts:

* Acquisition starts from the JP1 event following the last one acquired when the service stopped at the previous
run.

» The service re-reads the correlation event generation definition, and starts processing accordingly.

Figure 3—-25: Correlation processing when the event base service stops (in warm start mode) and
when it restarts
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The following describes how the correlation processing behaves in the examples in Figure 3-25 Correlation processing
when the event base service stops (in warm start mode) and when it restarts.
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Example 3:

If the cold start option applies when the event base service starts, and a value in the range 0 to 144 is specified in
the —b option of the jcoimdef command, the correlation processing behaves as follows:

When the event base service stops

* Information about the JP1 events being correlated, the processing contents, and the information in the
correlation event generation definition are output to an internal log to record the processing status.

* The processing contents are logged to a correlation event generation history file.
After the event base service restarts:
» All information about JP1 events being correlated when the service stopped at the previous run is discarded.

* Acquisition starts at the number of hours specified in the jcoimdef command's —b option prior to the
restart time.

* The service reads the correlation event generation definition, and starts processing accordingly.

Example 4:

If the wa rm start option applies when the event base service starts, and a value in the range 0 to 144 is specified in
the —b option of the jcoimdef command, the correlation processing behaves as follows:

When the event base service stops

* Information about the JP1 events being correlated, the processing contents, and the information in the
correlation event generation definition are output to an internal log to record the processing status.

» The processing contents are logged to a correlation event generation history file.
After the event base service restarts:

* Acquisition starts at the number of hours specified in the jcoimdef command's —b option prior to the
restart time.

» The service re-reads the correlation event generation definition, and starts processing accordingly.

» The service references the internal log and starts processing from the JP1 events that have not yet been
correlated.

Example 5:

If the cold start option applies when the event base service starts, and -1 is specified in the —b option of the
jcoimdef command, the correlation processing behaves as follows:

When the event base service stops

* Information about the JP1 events being correlated, the processing contents, and the information in the
correlation event generation definition are output to an internal log to record the processing status.

* The processing contents are logged to a correlation event generation history file.
After the event base service restarts:

* Acquisition starts from the JP1 event following the last one acquired when the service stopped at the previous
run.

* The service re-reads the correlation event generation definition, and starts processing accordingly.

Example 6:

If the warm start option applies when the event base service starts, and -1 is specified in the —b option of the
jcoimdef command, the correlation processing behaves as follows:
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When the event base service stops

* Information about the JP1 events being correlated, the processing contents, and the information in the
correlation event generation definition are output to an internal log to record the processing status.

» The processing contents are logged to a correlation event generation history file.

After the event base service restarts:

* Acquisition starts from the JP1 event following the last one acquired when the service stopped at the previous
run.

» The service re-reads the correlation event generation definition, and starts processing accordingly.

* The service references the internal log and resumes processing from the JP1 events being correlated, if any,
when the previous run stopped.

0 Important

If the event base service ends abnormally, information about the JP1 events being correlated cannot be
recorded. Therefore, at the next run, the service will behave as for a cold start: Information about the JP1
events being correlated at the end of the previous run is discarded, and acquisition starts from the JP1 events
registered after the service restarts.

The event base service terminates abnormally when:

» The service process is forcibly terminated (killed)
* The service process is forcibly terminated by the jcogencore command.

* The system is forcibly powered off.

(3) Correlation event issue after JP1 event acquisition

The following figure shows the processing to issue correlation event after JP1 events have been acquired.
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Figure 3—-26: Correlation event issue after JP1 event acquisition
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#: When event generation is defined in the correlation event generation definitions for both correlation
success and correlation failure for a particular JP1 event, events are generated in both situations.

When only one event condition is defined in a correlation event generation condition, the correlation processing is

successful and terminates when a JP1 event matching that event condition is issued.

When multiple event conditions are defined in a correlation event generation condition, the correlation processing is
successful and terminates when a JP1 event matching one of the event conditions is issued, and a JP1 event matching
another event condition is issued subsequently. If the subsequent match does not occur within the timeout period,” the
correlation processing fails and terminates. If you have defined correlation event generation definitions that issue
correlation approval events and correlation failure events, both types of correlation events will be issued.
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#: A basic attribute of JP1 events. Based on the arrival time.

a Note

When you define multiple event conditions, you can select one of three event correlation types: sequence,
combination, or threshold.

* sequence starts correlation processing based on the order in which the JP1 events are issued. If
sequence had been set as the event correlation type in generation condition 2 in the above figure,
processing of event condition 2 would not start until event condition 1 had been satisfied.

* combination is the event correlation type specified in generation condition 2 in the above figure.
combination starts correlation processing regardless of the order in which event conditions 1 and 2
are satisfied.

* threshold issues a correlation event when the number of issued JP1 events matching the defined
event condition reaches a threshold.

The processing performed in correlation event issue is output and saved to a correlation event generation history file,
and can be referenced as required. For details about this file, see 3.3.4 Contents of a correlation event generation history

file.

(4) Correlation processing when activating or deactivating the integrated
monitoring database

The following table describes the event acquisition start location when correlation processing resumes after the
integrated monitoring database is activated or deactivated.

Table 3—10: JP1 event acquisition location of the correlation processing when activating or
deactivating the integrated monitoring database

Direction of change Start option at restart JP1 event acquisition location when correlation processing
resumes
Stop using the integrated monitoring database | cold The point at which the event base service starts
warm The point at which the event base service stopped at the previous
run
Start using the integrated monitoring cold According to the value set in the —b option of the jcoimdef
database command
warm

(5) Processing when restriction of viewing and operating business
groups is set

When viewing and operating of business groups are restricted, JP1 users cannot define correlation events across the
different business groups. Only the system administrator can define correlation events. JP1 users must request the system
administrator to set correlation events.
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Figure 3-27: Correlation event across different business groups
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The range that can be viewed by the system administrator

If JP1 events generated in different business groups are defined as correlation events, the background colors of those
correlation source events are displayed in gray in the Related Events window.

When you define correlation events, define filtering conditions so that only the JP1 events issued in the business system
will be displayed as the related events for the correlation events. Also, define variables so that only the JP1 events in
the business system will be displayed as issued correlation events.

[gyoumuA]

TARGET=E.JP1 SOURCEHOST==/Business system A ............... 1
CON=CID:1, E.SEVERITY==Error, E.PRODUCT NAME>=HITACHI/JP1/AJS2
CON=CID:2, E.SEVERITY==Error, E.PRODUCT NAME>=HITACHI/JPl/Base

SUCCESS_EVENT=E.SEVERITY:Alert,E.JP1 SOURCEHOST:
SEV1 E.JP1 SOURCEHOST .......... 2

Description

1. Using a filtering condition (TARGET), filter the events so that only the names of the hosts in the business group
(Business system A) are displayed as the event source host names (E. JP1 SOURCEHOST) of the related
events. To specify a business group or monitoring group, specify its path by adding a slash (/) before the name.

2. Use a variable (SEV1 _E.SOURCEHOST) and let the event source host name (E.JP1 SOURCEHOST) for the
correlation event (SUCCESS_EVENT) inherit the name of the event source host whose related event conditions
match the event conditions for CID: 1.
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3.3.2 Defining correlation event issue

To issue correlation events, you must prepare a correlation event generation definition.

A correlation event generation definition consists of multiple generation conditions, each of which contains several
items.

The following figure shows the structure of a correlation event generation definition.

Figure 3—-28: Structure of a correlation event generation definition
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Define the above items in a correlation event generation definition file. The items and their meaning are explained next.
For details about how to specify each item, and the input rules and restrictions, see Correlation event generation
definition file in Chapter 2. Definition Files in the manual JP1/Integrated Management - Manager Command and
Definition File Reference.

Note that JP1 users cannot define correlation events. To define correlation events, contact the system administrator.

(1) Correlation event generation condition name

A name identifying the correlation event generation condition.

(2) Filtering condition for the correlation target range

A condition for filtering the range of JP1 events processed according to the correlation event generation condition.

As the filtering condition, specify an attribute value of the target JP1 events. For example, by specifying the name of
the event server that issued the event (B. SOURCESERVER), you can restrict the processing to issue correlation event
to JP1 events issued from a specific agent host.

(3) Event condition

A condition for determining a JP1 event (correlation source event) that triggers a correlation event.

Specify an attribute value of the JP1 events targeted or excluded from the processing to issue correlation event. You can
specify multiple event conditions in a generation condition.
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When you specify multiple event conditions, those that exclude specific JP1 events (NOT specification) are applied first.

(4) Timeout period
The maximum wait time for a JP1 event matching an event condition.

The timeout period is counted from the arrival time (a basic attribute of JP1 events) of the first JP1 event matching an
event condition. If the specified timeout period elapses without the generation condition being met, no correlation event
is issued and the correlation processing terminates.

The following example shows when the generation condition is satisfied and when it fails for a succession of events A,
B, and C.

Figure 3—29: Timeout period

Correlation processin . .
P 9 Correlation processing ends

starts
N | |
Time line »

I ) . I
I Timeout period |
| |
I I
Generation condition satisfied | Event A Event B EventC |
I I
I I

Generation condition failed | EventA Event B | { EventC
I I
I I

Legend:
. JP1 event

(5) Event correlation type

The method by which JP1 events matching an event condition are correlated.
There are three event correlation types:

* Correlation based on event sequence
The correlation event generation condition is satisfied or fails according to whether JP1 events matching the defined
event conditions are issued in a set sequence.

* Correlation based on event combination
The correlation event generation condition is satisfied or fails according to whether JP1 events matching the defined
combination of event conditions are issued, regardless of the order in which they occur.

* Correlation based on thresholds

The correlation event generation condition is satisfied or fails according to whether the number of issued JP1 events
matching a defined event condition reaches a set threshold.

(6) Duplicate attribute value condition

A condition that groups JP1 events matching an event condition on the basis of their attribute value, and issues a
correlation event on a group basis. Multiple duplicate attribute value conditions can be specified in a generation
condition.

In a duplicate attribute value condition, you can specify a JP1 event attribute name or part of an attribute value. For
example, suppose JP1 events indicating an authentication error are associated and issue a correlation event. By specifying
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the name of the server that issued the event (B. SOURCESERVER), you can issue correlation events on an authentication
server basis.

(7) Maximum correlation number

The maximum number of sets of JP1 events that can be processed concurrently by one correlation event generation
condition.

The default when this item is unspecified is 10. When 10 sets of target JP1 events have been acquired for one generation
condition, any further target JP1 events that are acquired during correlation processing of that condition will not be
processed.

In this case, warning message KAJV2301-W is output to the integrated trace log.

For example, suppose a duplicate attribute value condition is specified, and correlation events are issued by each of the
50 servers in the system. If each server issues a JP1 event at the same time, the first 10 sets of JP1 events can be processed,
but the remaining 40 sets cannot. In this type of situation, you would specify 50 sets as the maximum correlation number.

The following figure shows how the correlation processing works when the maximum correction number is the default
(10 sets).

Figure 3-30: Correlation processing based on the default maximum correlation number (10 sets)
Correlation event generation definition

Generation condition 1

Event condition 1 = Event A
Event condition 2 = Event B
Event condition 3 = Event C

Correlation approval event = Correlation event A

Processing status of generation condition 1

Sequence of | Event A [Being correlated]

JP1events | EventA, Event A [Being correlated]
Event B4 > Event B, Event A, [Being correlated]
Event Az Event Ag

A maximum of 10 sets of events can be correlated for one
generation condition (thus, another 7 sets can be processed).

'

Processing status of generation condition 1

[Correlated] Yo

(
Event By L Event A, : I( [Correlated] \I
Event C4 _— : Event B4 Ll EventA, | Being correlated]
\ )1 |
\ )

 / Event C, Event C; EVG”I gz Event As
______ ven 2

With the acquisition of events B2, C1, and C2, only one
event is currently being correlated (thus, another 9 sets can
be processed).

0 Important

A maximum of 20,000 sets of JP1 events can be correlated concurrently by all the correlation event
generation conditions. Avoid specifying a large maximum correlation number in a large number of
generation conditions.
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When the number of JP1 event sets under correlation reaches 20,000, the KAJV2322-W message is issued
and correlation processing stops. Once the number of JP1 event sets under correlation is greater than the
maximum value of 20,000, the KAJV2322-W message is not displayed again until the number decreases
to 16,000.

(8) Correlation approval event

A JP1 event (correlation event) that is issued when a correlation event generation condition is satisfied. You can specify
any attribute name and any attribute value for the correlation event. By using a variable to specify an attribute of the
correlation source event, you can pass the attribute value to the correlation event.

For details about issued correlation events, see 3.3.8 Issued correlation event.

(9) Correlation failure event

A JP1 event (correlation event) that is issued when a correlation event generation condition is not satisfied. You can
specify any attribute name and any attribute value for the correlation event. By using a variable to specify an attribute
of the correlation source event, you can pass the attribute value to the correlation event.

For details about issued correlation events, see 3.3.8 Issued correlation event.

3.3.3 Status transition and operation settings of the correlation event
generation function

The correlation event generation function can have any of the statuses shown in the table below.

Table 3—-11: Statuses of the correlation event generation function

No. Status Description

1 Starting The correlation event generation function is starting.

2 Running The correlation event generation function has started and is active.
3 Standby The correlation event generation function has started but is inactive.
4 Stopping The correlation event generation function is stopping.

5 Stop The correlation event generation function has stopped.

You can check the status of the correlation event generation function using the jcoegsstatus command.

To enable the correlation event generation function, after installing JP1/IM - Manager, execute jcoimdef - egs
ON. After you have performed this setup, the function will start automatically the next time you start JP1/IM - Manager.

When the correlation event generation function has started, you can make it inactive by using the jcoegsstop
command, and activate it again using the jcoegsstart command.

The following figure shows the status transition of the function.
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Figure 3-31: Status transition of the correlation event generation function
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@ . Status of the correlation event generation function

When a large number of unwanted JP1 events have been issued through system maintenance, for example, you can
temporarily suspend correlation processing by switching the correlation event generation function to inactive status.
The function supports this kind of issued operation.

3.3.4 Contents of a correlation event generation history file

Information about the operating status and correlation processing of the correlation event generation function is logged
to a correlation event generation history file. By referencing this file, you can check whether correlation events are being
issued according to the defined correlation event generation conditions. For example, if a large number issue failures
are being logged for a specific generation condition, it could be that the target JP1 events are an inappropriate
combination, or the timeout period might be too short. When periodically reviewing the conditions, look at the correlation
event generation history file as a reference. The file can be found in the following location:

In Windows:

console-path\operation\evgen\egs discrim{1|2|3}.log

In UNIX:
/var/opt/jplcons/operation/evgen/egs discrim{1]2|3}.log

You can change the maximum size and number of correlation event generation history files. For details, see Correlation
event generation environment definition file in Chapter 2. Definition Files in the manual JP1/Integrated Management
- Manager Command and Definition File Reference.

(1) Format of a correlation event generation history file

The format of a correlation event generation history file is as follows:
{+ | —}serial-number time processing-contents

The serial number is that of the correlation event issue log. The numbers run from 00000001 to 99999999, and then
start again from 00000001. When the correlation event generation function is restarted, the serial numbers also start
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again from 00000001. The time is output in YYYY/MM /DD hh:mm:ss.SSS format (YYYY: year, MM: month, DD:
day, ih: hour, mm: minute, ss . SSS: second).

Basically, a one-line log entry beginning with a plus sign (+) is output per processing. Where the entry spans multiple
lines, the first line begins with a plus sign (+) and the continuation lines begin with a hyphen (-). The contents logged

to the file are described next.

(2) Processing results logged to a correlation event generation history file

The following table describes the processing results logged to a correlation event generation history file.

Table 3—12: Processing results logged to a correlation event generation history file

No. Processing result

1 The correlation event
generation function is
active.

2 The correlation event
generation function is
inactive.

3 A JP1 event matching the

event condition has been
issued and correlation
processing has started.

4 The generation condition
was satisfied.

5 A correlation event has
been issued.

Format

+Correlation event generation function :
RUNNING

-VERSION=version-of-correlation event-generation-
definition-file

- [generation-condition-name ]
-TARGET=filtering-condition-for-correlation-target-range
—-CON=event-condition

-TIMEOUT=timeout-period
-TYPE=event-correlation-type

-SAME ATTRIBUTE=duplicate-attribute-value-condition
—-CORRELATION NUM=maximum-correlation-number
-SUCCESS_EVENT=correlation-approval-event

+Correlation event generation function :
STANDBY

+Generation start condition-name (correlation-number)
JPI-event-information

-SAME_ATTRIBUTE=same-attribute-name : same-attribute-
value

—-SAME ATTRIBUTE=same-attribute-name : same-attribute-
value

+Generation success condition-name (correlation-
number)

-JPI-event-information-1

-JPI-event-information-2

-JPI-event-information-n
—-SAME _ATTRIBUTE=same-attribute-name : same-attribute-
value

-SAME_ATTRIBUTE=same-attribute-name : same-attribute-
value

+Correlation event generation succeeded.
condition-name (correlation-number) serial-number-in-event-
database
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Remarks

The output items are the
contents of the correlation event
generation definition file being
used.

correlation-number is for
identifying the start of
processing and the processing
result (satisfied or unsatisfied)
for each set of JP1 events when
multiple sets are being
correlated with one generation
condition.
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No.

10

Legend:
--: None

Processing result

The generation condition
was not satisfied.
(Correlation processing
has stopped.)

The correlation event
generation definition has
been updated.

Output to the header at the
following times:

¢ When the correlation
event generation
function starts

¢ When the correlation
event generation
history file is switched

A JP1 event matching the
event condition has been
issued and correlation
processing has started, but
the JP1 event does not
contain the attribute
defined in the duplicate
attribute value condition.

A JP1 event was received
after the number of JP1
event sets being correlated
had reached the limit of
20,000 sets.

Format

+Generation fail condition-name (correlation-number)
reason-for-failure
-JP1-event-information-1

-JP1-event-information-2

-JP1-event-information-n
-SAME ATTRIBUTE=same-attribute-name : same-attribute-
value

-SAME _ATTRIBUTE=same-attribute-name : same-attribute-
value

+Correlation event generationdefinition
update

-VERSION=version-of-correlation event-generation-
definition-file

- [generation-condition-name ]
-TARGET=filtering-condition-for-correlation-target-range
—-CON=event-condition

-TIMEOUT=timeout-period
-TYPE=event-correlation-type

-SAME ATTRIBUTE=duplicate-attribute-value-condition
—CORRELATION NUM=maximum-correlation-number
-SUCCESS_EVENT=correlation-approval-event

JP1/IM - Central Console/Correlation Event
Generation Service

+A JP1 event that matches the correlationevent
generation condition occurred, and the
correlation event generation processing
started, but the event attribute defined in
that attribute value condition does not exist
in the JP1 event. (condition-name (correlation-number)
serial-number-in-event-database attribute-name)

+Generation fail condition-name (correlation-number)
exceeded the threshold (20000)

-JPI-event-information
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Remarks

The reason why the generation
condition was not satisfied is
output as one of the following:
¢ The correlation event
generation definition has
been updated:
definition update
e The correlation event
generation function was
restarted in cold start
mode:
cold start

¢ The correlation event
generation function is
inactive.
standby

¢ Internal error

unknown

The output items are the
contents of the correlation event
generation definition file being
used.

The attribute not present in the
JP1 event being correlated is
output to attribute-name at the
left.
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The item JP1-event-information in the table is output in the following format:
serial-number-in-event-database , event-ID , source-event-server-name, arrival-time, event-level

When the correlation event generation function starts or the correlation event generation history file is switched, the
header information is output in the following format:

JP1/IM - Central Console/Correlation Event Generation Service

(3) Example output to a correlation event generation history file

An example of output to a correlation event generation history file is shown below.

Figure 3-32: Example of output to a correlation event generation history file

+00000001 2004/12/18 00:00:00.000 ————————————— - —
+00000002 2004/12/18 00:00:00.000 JP1/IM - Central Console/Correlation Event Generation Service

+00000003 2004/12/18 00:00:00.000 Correlation event generation function : RUNNING ---Function is active
-[over_error] «+-Output generation
condition

-CON=CID:1, B.ID==4704:0, E.SEVERITY=="Error"

-CON=CID:2, B.ID==4705:0, E.SEVERITY=="Error"

—-SUCCESS_EVENT=B.MESSAGE:$EV1_B.MESSAGE, E.SEVERITY:Error

+00000004 2004/12/18 12:35:05.100 Generation start over_error (0) 10001, 4704, hostA, 2004/12/18_12:35:04,

Error -+ - Start correlation
+00000005 2004/12/18 12:35:11.123 Generation start over_error(l) 10004, 4704, hostA, 2004/12/18_12:35:11,
Error - - - Start correlation
+00000006 2004/12/18 12:36:01.060 Generation success over_ error (0) 123 -+ - Condition satisfied

-10001, 4704, hostA, 2004/12/18_12:35:04, Error
-10008, 4705, hostB, 2004/12/18_12:36:01, Error
+00000007 2004/12/18 12:36:11.193 Generation fail over error(l) timeout -+ *Condition failed (timeout)
-10004, 4704, hostA, 2004/12/18_12:35:11, Error

3.3.5 JP1 events subject to correlation processing
The processing performed by the correlation event generation function applies to the following JP1 events.
Target JP1 events

» JPI1 events issued by an application program (system events)

* JP1 events issued by a user (user events)
Correlation processing does not apply to the following JP1 events.

Excluded JP1 events

» JP1 events not registered in the JP1/Base event database (events used in JP1/IM - Manager's internal processing
and displayed only in JP1/IM - View)

¢ Correlation events

3.3.6 Situations in which a generation condition is satisfied or fails

The situations in which a generation condition is satisfied or fails are described below. When a JP1 event matches
multiple correlation event generation conditions, it is processed by each condition.
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(1) Generation condition satisfied
* Only one event condition defined in the generation condition:
The condition is satisfied when a matching JP1 event is acquired.

e Multiple event conditions defined in the generation condition (combination specified):

The condition is satisfied when all the matching JP1 events are acquired within the specified time.

» Multiple event conditions defined in the generation condition (sequence specified):

The condition is satisfied when matching JP1 events are acquired within the specified time and in the specified
sequence.

* Threshold defined in the generation condition:

The condition is satisfied when the number of matching JP1 events acquired within the specified time reaches the
defined threshold.

(2) Generation condition fails
e Multiple event conditions defined in the generation condition (combination specified):
The condition fails if all the matching JP1 events are not acquired within the specified time.

» Multiple event conditions defined in the generation condition (sequence specified):
The condition fails if the matching JP1 events are not acquired within the specified time and in the specified sequence.

* Threshold defined in the generation condition:

The condition fails if the number of acquired matching JP1 events does not reach the defined threshold within the
specified time.

3.3.7 Situations in which correlation processing fails

Correlation event generation conditions are not satisfied if processing stops. Correlation processing stops in the following
cases:

* The correlation event generation function was restarted in cold mode while a JP1 event was being processed.

Correlation fails because information about the JP1 event being processed is discarded as part of the restart
processing.

¢ A JP1 event was being processed when the correlation event generation definition was changed (by the
jcoegschange command).

Correlation fails because information about the JP1 event being processed at the time the changed definition was
being applied is discarded.

* The correlation event generation function was stopped by the jcoegsstop command.
* The event generation service ended abnormally (when not using the integrated monitoring database).

* The event base service ended abnormally (when using the integrated monitoring database).

3.3.8 Issued correlation event

A correlation event is issued when a correlation event generation condition is satisfied or fails. The issued correlation
event is registered in the JP1/Base event database.
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You can specify any attribute name and any attribute value for the issued event. By using a variable to specify an attribute
of the correlation source event, you can pass the attribute value to the correlation event.

The following table describes the contents of an issued correlation event. The table does not cover attributes that can
be optionally specified by the user, such as a message (B.MESSAGE).

Table 3—13: Contents of correlation events issued by the correlation event generation function

Attribute type ltem Attribute name Contents

Basic attribute Event ID ID User-defined event ID

A value in the range from 0 to 1FFF and from
7FFF8000 to 7FFFFFFF is displayed.

Message MESSAGE User-defined message
Extended Common Product name PRODUCT_NAME /HITACHI/JP1/IM/
attribute information GENERATE EVENT#

Object type OBJECT_TYPE SERVICE#

Object name OBJECT NAME EGsH

Occurrence OCCURRENCE Correlation event type.

Either of the following is set:
¢ Generation condition satisfied: SUCCESS

* Generation condition failed: FATL
Program-specific Relation Event serial | JP1_GENERATE SOURC | serial-number-in-event-databaseAserial-
information number E SEQNO number-in-event-database . . .*

(serial number of each correlation source
event in the event database, separated by

spaces)
Correlation event JP1 GENERATE NAME Name of the satisfied correlation event
generation condition generation condition

name

#: Fixed value, not definable by the user.

To check issued correlation events, you must display Type in the Event Console window. Add Type to the Display
items & order box in the Preferences window. With this setting, an icon is displayed in the Type field. The 3% icon
indicates the generation condition was satisfied; the % icon indicates the generation condition failed.

You can perform the same operations and settings on correlation events as on JP1 events. For example, correlation events
can trigger an automated action, and can be filtered by an event acquisition filter or event receiver filter. You can also
view the correlation source events that resulted in a correlation event in the Related Events (Correlation) window or
Related Events (Correlation fails) window.

Note, however, that you cannot make an issued correlation event subject to any further correlation processing.

For details about the Preferences window, see 2.24 Preferences window in the manual JP1/Integrated Management -
Manager GUI Reference.

For details about the Related Events (Correlation) and Related Events (Correlation fails) windows, see 2.9 Related
Events (Correlation) window in the manual JP1/Integrated Management - Manager GUI Reference.
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3.4 Suppressing display of repeated events

JP1/IM - Manager enables you to set JP1 event attributes and comparison keywords as repeated event conditions and
consolidate the JP1 events that meet the repeated event conditions into consolidation events in JP1/IM - View. You can
thus suppress the display of those individual JP1 events in the event list. This functionality is called the suppression of
repeated-event display.

The following explanation focuses on an operation, during daily monitoring, to set repeated event conditions for the
JP1 events that need not be monitored and display such events as a single consolidated JP1 event.

Figure 3-33: Displaying repeated events as a single consolidated JP1 event

Information Jobnet started.

monitored during daily operation and
@ Information Jobnet started.

display them as a single JP1 event.
Q@ Information Jobnet started.
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H Display suppression using the consolidated display of repeated events
(described in subsection 3.4.10)

When identical JP1 events have been received successively, the JP1 events are consolidated
in't_o a_JP1 event and the JP1_event is_displayed.

_________________________________________________________________ .
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1
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1

4 Q@ Information Jobnet started.

Repeated events, here, mean the JP1 events that meet set repeated event conditions, except for the case described in
3.4.10 Suppressing repeated-event display by the consolidated display of repeated events.

Suppressing the display of repeated events requires the following preconditions to be met:

* The integrated monitoring database has been set up and enabled (by jcoimdef —db ON).
* The suppression of repeated-event monitoring has been enabled (by jcoimdef -storm ON).

* The repeated event condition to suppress the display of repeated events in the event list has been applied.

For details about the jcoimdef command, see jcoimdefin 1. Commands in the manual JP1/Integrated Management
- Manager Command and Definition File Reference.
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For details about how to apply repeated event conditions, see 2.19 List of Repeated Event Conditions window in the
manual JPI/Integrated Management - Manager GUI Reference.

Relationship between the suppression of repeated-event display and the repeated-event monitoring suppression function
The suppression of repeated-event display is part of the repeated-event monitoring suppression function.
The following figure shows the relationship between the repeated-event monitoring suppression function and the
suppression of repeated-event display.
Figure 3-34: Relationship between the repeated-event monitoring suppression function and the
suppression of repeated-event display

Functionality to suppress repeated-event monitoring
Suppression of repeated-event display

Unless otherwise noted, the display
Display suppression (without threshold) @——— suppression without threshold is called the
suppression of repeated-event display.

Display suppression (with threshold) e——

) ) Unless otherwise noted, the display
Suppression of the execution of automated suppression with threshold and the
actions triggered by repeated events suppression of automated-action
. ) . execution with threshold are collectively
Suppression Of‘t?\umtnt}? tedﬁafélon CEL called the suppression of the monitoring of
. (LS ) : a large number of events.
Suppression of automated-action execution

(with threshold) o

For details about the repeated-event monitoring suppression function, see /1.1.5 Considerations for suppressing the
monitoring of repeated events and a large number of events.

For details about how to enable the suppression of repeated-event monitoring, see 4.3 Setting monitoring of repeated
events to be prevented in the JP1/Integrated Management - Manager Configuration Guide.

3.4.1 Mechanism of the suppression of repeated-event display

The suppression of repeated-event display is performed by JP1/IM - Manager and JP1/IM - View. The suppression of
repeated-event display enables you to consolidate, on JP1/IM - View, the monitored events that hinder event monitoring
in order to suppress the display of those individual events in the event list. Display of dummy events cannot be
suppressed.

JP1/IM - Manager acquires monitored events (that have passed through the event acquisition filter) from the event
service, and then compares each monitored event with the repeated event condition set by the user. When a monitored
event meets the repeated event condition, JP1/IM - Manager determines that the acquired monitored event is a repeated
event. The events determined to be repeated events are consolidated on JP1/IM - View into a consolidation event, and
are not individually displayed in the event list.
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Figure 3-35: Mechanism of the suppression of repeated-event display
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(1) Relationships among the suppression of repeated-event display,
filters, and other functions

After filtering repeated events by a view or severe event filter, JP1/IM - View displays them as consolidation events on
the Monitor Events or Severe Events page of its Event Console window.

When the view filter is enabled, if the consolidation start event is filtered out by the view filter and not displayed in the
Event Console window, no consolidation event is displayed.

When the restrictions on viewing and operating business groups are enabled, if the consolidation start event is not
displayed on the Event Console window because of the restrictions, no consolidation event is displayed.

When the specification of event display period is enabled, the repeated events received within the specified period are
displayed as consolidation events. When an event being consolidated exists outside the specified period, if JP1/IM -
View receives a repeated event within the specified period, the event being consolidated outside the specified period
becomes a consolidation completion event. Then, the newly received repeated event becomes a consolidation start event.

The following figure shows the relationships among the suppression of repeated-event display, JP1 event filters, and
other functions.
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Figure 3—-36: Relationships among the suppression of repeated-event display, filters, and other
functions
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3.4.2 Definitions of terms related to the suppression of repeated-event
display

This subsection describes main terms, including repeated start event and consolidation start event, related to the
suppression of repeated-event display.
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repeated event
A repeated event is a JP1 event that meets a preset condition (repeated event condition). For details about repeated
event conditions, see 3.4.3 Repeated event conditions.

repeated start event
A repeated start event is the first repeated event that triggered the suppression of repeated-event display. For details
about the trigger to start the suppression of repeated-event display, see 3.4.4 When suppression of repeated-event
display starts. For details about the trigger to end the suppression of repeated-event display, see 3.4.5 When
suppression of repeated-event display ends.

consolidation start event
A consolidation start event is the oldest repeated event among the events JP1/IM - View displays in the event list.

consolidation event

A consolidation event is a set of a consolidation start event and the events (repeated events meeting the repeated
event condition that is met by the consolidation start event) consolidated into the consolidation start event. The event
list shows only the information on the consolidation start event.

A consolidation completion event means a consolidation event for which the suppression of display has ended
already. An event being consolidated means a consolidation event for which the suppression of display has not ended
yet. The Summary Status column of the event list indicates the number of events consolidated into the consolidation
event displayed in the event list.

3.4.3 Repeated event conditions

You can specify the event to be a target of display suppression by setting a combination of JP1 event attribute and
comparison keyword as a condition. This condition is called a repeated event condition. You can set up to 2,500 repeated
event conditions.

To set repeated event conditions, use the Repeated Event Condition Settings window and the List of Repeated Event
Conditions window. The higher the repeated event condition appears in the List of Repeated Event Conditions window,
the higher is its priority.

If you want to add JP1 events as targets of display suppression during system operation, you can add repeated event
conditions based on the events displayed in the event list. A repeated event condition that is set based on events displayed
in the event list is called an additional repeated event condition.

You can use an additional repeated event condition as a normal repeated event condition by changing its type setting in
the List of Repeated Event Conditions window.

For details about how to set repeated event conditions and other procedures, see the following documentation:

¢ For details about how to set a repeated event condition:
See 5.10.6 Specifying repeated event conditions in the JP1/Integrated Management - Manager Administration
Guide.

* For details about how to add a repeated event condition:
See 5.10.4(1) Adding a repeated event condition based on an event that occurred during system operation in the
JP1/Integrated Management - Manager Administration Guide.

* For details about how to convert an added repeated event condition:

See 5.10.4(3) Converting an added repeated event condition to a regular repeated event condition in the JP1/
Integrated Management - Manager Administration Guide.
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(1) Setting items of repeated event condition (to suppress repeated-event
display)
The following describes the settings for items of a repeated event condition:

* Event conditions
You can specify the JP1 event attributes to be compared when JP1/IM - Manager acquires monitoring-target events.
For details about the JP1 event attributes that can be specified, see 3.4.3(2) Event comparison attributes that can be
specified in repeated event conditions.
e Suppression items
You can specify what to suppress for the JP1 events that meet the repeated event condition. The operations that can
be suppressed are as follows:
* Consolidated display of repeated events in the Event Console window
* Execution of the actions that are triggered by repeated events

To suppress the display of repeated events, you must specify appropriate settings for Suppression items so that
repeated events will be displayed as consolidation events in the Event Console window. For details about the event
list display during the suppression of repeated-event display, see 3.4.6 Event list display during the suppression of
repeated-event display. When you also want to suppress the execution of automated actions, see 3.5.8 Suppressing
the execution of automated actions triggered by a large number of events.

¢ Conditions for same attribute values

You can specify whether to suppress the display of events that meet a repeated event condition by grouping them
by attribute. The condition to suppress events while grouping them by attribute is called a duplicate attribute value
condition.

For details about the duplicate attribute value condition, see 3.4.3(3) Grouping repeated events by duplicate attribute
value condition.

¢ Threshold

You can set a threshold for determining whether a large number of repeated events have occurred. The threshold,
however, is not set in a repeated event condition for the normal suppression of repeated-event display because the
suppression of display will start only after the set threshold is exceeded.

For how the threshold is used, see 3.5.4 When the suppression of monitoring of a large number of events starts and
3.5.5 When the suppression of monitoring of a large number of events ends.

* End monitoring period

You can set a period by which JP1/IM - Manager determines whether the suppression of repeated-event display can
end. The usage of the end monitoring period varies depending on whether the threshold is set.

The threshold is not set for the suppression of repeated-event display. Therefore, JP1/IM - Manager determines that
the suppression of repeated-event display can end when no repeated event has occurred during the end monitoring
period. The end monitoring period can be specified in the range from 1 to 86,400 seconds. The default is 300 seconds.

For how the end monitoring period is used when the threshold is not set (in the case of the suppression of repeated-
event display), see 3.4.5 When suppression of repeated-event display ends.

For how the end monitoring period is used when a threshold is set (for the suppression of monitoring of a large
number of events), see 3.5.5 When the suppression of monitoring of a large number of events ends.

¢ Suppression start event and Suppression end event

You can specify whether to issue events that separately notify of the start and end of the suppression of repeated-
event display. The event to notify of the start of display suppression is called the suppression start event (event ID:
00003F58). The event to notify of the end of display suppression is called the suppression end event (event ID:
00003F59). By default, neither notification event is issued. For details about the notification events, see 3.4.8 Issuing
events associated with the suppression of repeated-event display.
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* Checks for suppression to continue and Processing for when suppression continues

You can specify settings to check whether the suppression of repeated-event monitoring continues at intervals of
specified time (in seconds) or at every specified number of events. Also, you can specify settings to issue a JP1
event that notifies of continuation or terminates the suppression when the suppression is determined to be continuing.
For details, see 3.4.7 Issuing notifications when the suppression of repeated-event display continues.

(2) Event comparison attributes that can be specified in repeated event
conditions

The following table lists the JP1 event attributes and operators that can be specified as a repeated event condition.

Table 3—14: JP1 event attributes and operators

No.

10

11

12
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Category

Basic
attributes

Attribute name

Serial number
(B. SEQNO)

Event ID
(B.1ID)

Extended event ID
(B. IDEXT)

Type
(B.TYPE)

Registered reason
(B.REASON)

Source process ID
(B.PROCESSID)

Registered time
(B.TIME)

Arrived time
(B.ARRIVEDTIME)

Source user ID
(B.USERID)

Source group ID
(B.GROUPID)

Source user name
(B.USERNAME)

Source group name
(B.GROUPNAME)

Specif
icatio

n

N

Operators

e Match
¢ Does not match

e Match

¢ Does not match

¢ Time range

e Match
¢ Does not match

e Match

¢ First characters

¢ Does not match

¢ s contained

¢ [s not contained

¢ Regular expression

Operands

You can specify a maximum of 100
operands.

Specify a hexadecimal value from 0 to
7FFFFFFF. Operands are not case
sensitive.

You can specify a maximum of 100
operands.

Specity a decimal value from
-2147483648 to 2147483647.

Specify the start date and time and the end
date and time of a range, or specify a
period.

A match occurs when the time value
satisfies the condition range-start-date-
and-time < time < range-end-date-and-
time.

You can specify a maximum of 100
operands.

Specify a decimal value from
-2147483648 to 2147483647.

You can specify a maximum of 100
operands. However, only a single operand
can be specified when the operator is
regular expression.

Specify a string that does not contain

control characters. Operands are case
sensitive.
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No.

14

15

16

18

20

21

22

23

24

Category

Extended
attributes
(common
information)

Attribute name Specif
icatio
n

Event source server name Y

(B.SOURCESERVER)

Destination event server name N
(B.DESTSERVER)

Source IP address Y
(B .SOURCEI PADDR)

Destination IP address N
(B.DESTIPADDR)

Source serial number N
(B. SOURCESEQNO)

Code set N
(B.CODESET)

Message Y
(B.MESSAGE)

Event details N
(B.DETAIL)
Original severity level Y

(E.SEVERITY)

User name Y
(E.USER_NAME)

Product name Y
(E.PRODUCT NAME)

Object type Y
(E.OBJECT_TYPE)
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Operators

Match

First characters
Does not match
Is contained

Is not contained

Regular expression

Match

First characters
Does not match
Is contained

Is not contained

Regular expression

Match

First characters
Does not match
Is contained

Is not contained

Regular expression

Match

Attribute value
specified

Attribute value not

specified

Match

First characters
Does not match
Is contained

Is not contained

Regular expression

Operands

You can specify a maximum of 100
operands. However, only a single operand
can be specified when the operator is
regular expression.

Specify a string that does not contain
control characters. If ON is specified in the
-ignorecasehost option of the
jcoimdef command, operands are not
case sensitive.

You can specify a business group.

You can specify a maximum of 100
operands. However, only a single operand
can be specified when the operator is
regular expression.

Specify a string that does not contain
control characters. Operands are case
sensitive. If the address is an IPv6 address,
use lower-case alphabetic characters for
the specification.

You can specify a maximum of 100
operands. However, only a single operand
can be specified when the operator is
regular expression.

Specify a string that does not contain
control characters. Operands are case
sensitive.

You can specify multiple operands from
among emergency, alert, critical, error,
warning, notice, information, and debug.

You can specify a maximum of 100
operands. However, only a single operand
can be specified when the operator is
regular expression.

Specify a string that does not contain
control characters. Operands are case
sensitive.
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No. | Category

25

26

27

28

29

30

31

32

33

34 Extended
attribute (user-
specific
information)

Attribute name

Object name
(E. OBJECT_NAME)

Root object type
(E.ROOT OBJECT TYPE)

Root object name
(E. ROOT_OBJECT_NAME)

Object ID
(E.OBJECT_1ID)

Occurrence
(E . OCCURRENCE)

Start time
(E.START_ TIME)

End time
(E.END_TIME)

Result code
(E . RESULT7CODE)

Event source host name
(E.JP1_SOURCEHOST)

B oo
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Specif | Operators
icatio
n
Y
Y
Y
Y
Y
Y ¢ Time range
e Match
v ¢ First characters
¢ Does not match
¢ Is contained
¢ [s not contained
¢ Regular expression
Y ¢ Match
¢ First characters
¢ Does not match
¢ Is contained
¢ Is not contained
¢ Regular expression
Y e Match
¢ First characters
¢ Does not match
¢ Is contained
¢ Is not contained
¢ Regular expression
Y ¢ Match

¢ First characters
¢ Does not match
¢ Is contained

Operands

* When the operator is time range:

Specify the start date and time and the
end date and time of a range, or specify
a period.

A match occurs when the time value
satisfies the condition range-start-
date-and-time < time < range-end-
date-and-time.

The attribute value is converted to a
number of seconds (0 to
2,147,483,647) for the comparison. If
the attribute value is outside this range,
the condition does not match.

¢ When the operator is not time range:

You can specify a maximum of 100
operands. However, only a single
operand can be specified when the
operator is regular expression.

Specify a string that does not contain
control characters. Operands are case
sensitive.

You can specify a maximum of 100
operands. However, only a single operand
can be specified when the operator is
regular expression.

Specify a string that does not contain
control characters. Operands are case
sensitive.

You can specify a maximum of 100
operands. However, only a single operand
can be specified when the operator is
regular expression.

Specify a string that does not contain
control characters. Operands are case
sensitive.

You can specify a business group.

You can specify a maximum of 100
operands. However, only a single operand
can be specified when the operator is
regular expression.
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No. | Category Attribute name Specif | Operators Operands

icatio
n
¢ Is not contained Specify a string that does not contain
* Regular expression contfql characters. Operands are case
sensitive.

As the attribute name (XXXXXXX), you
can specify a string of 32 or fewer bytes
that begins with an upper-case alphabetic
character and consists of upper-case
alphabetic characters, numeric characters,
and underbars ().

Legend:
Y: Can be specified.
N: Cannot be specified.
--: None

(3) Grouping repeated events by duplicate attribute value condition

When you suppress repeated-event monitoring, you can suppress the events that match a repeated event condition by
grouping the events according to attribute. This type of condition is called a duplicate attribute value condition.

You can specify duplicate attribute value conditions for each repeated event condition on the Options page of the
Repeated Event Condition Settings window. The maximum number of duplicate attribute value conditions you can
specify for a repeated event is 3.

The following are the names of the attributes that can be specified in duplicate attribute value conditions: event source
server name (B. SOURCESERVER), destination event server name (B . DESTSERVER), message (B.MESSAGE), event
ID (B. ID), registered reason (B . REASON), source user ID (B. USERID), source group ID (B. GROUPID), source user
name (B .USERNAME), source group name (B . GROUPNAME), event source host name (E.JP1 SOURCEHOST), and
E . xxxxxxx (extended attribute, which relates to common or user-specific information). These attributes are case
sensitive. However, if ON is specified in the -1 gnorecasehost option of the j coimde f command, the event source
server name (B . SOURCESERVER), destination event server name (B. DESTSERVER), and event source host name
(E.JP1 SOURCEHOST) are not case sensitive.

Attribute values are compared for full matching. If repeated events do not have any attributes (that is, the attribute values
are empty strings), the repeated events are grouped together as repeated events without attributes, and their monitoring
is suppressed accordingly. If a repeated event does not have an attribute that is specified in a duplicate attribute value
condition, the repeated event is treated as a repeated event without attributes.

Suppose, for example, that the repeated event condition is the "event whose Message value is Error." The following
figure shows the difference in operation depending on whether an event source host name is specified as a duplicate
attribute value condition.
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Figure 3-37: Difference depending on whether a duplicate attribute value condition is specified

When an event source host name is specified as
a duplicate attribute value condition

When no duplicate attribute value condition is specified
(When only a repeated event condition is specified)

St;rtr;:\;asry E;i:: i::::e Message Action St:t'n:t'n:lasry E;ig: :c;:::e Message | Action
hostA Error %2 hostA Error L
hostB Error L hostB Error
hostA Error
hostB Error

Events are consolidated and
displayed separately for each

R 8

All the events issued by the agents monitored by JP1/

IM - View event source host (agent). IM - Manager are consolidated and displayed
(regardless of event source agent).
Because consolidation begins with the second event
that arrives at P1/IM - Manager, the error events that
occurred on hostA are also consolidated into the error
event that occurred on hostB.
hostA | Error |L Actions can be hostA | Exrror |L Actions can be
executed or executed or
hostB | Error |L suppressed at hostB | Error suppressed for all
the event source of the agents
hostA | Error e o) hostA | Error managed by JP1/
hostB | Error hostB | Error IM - Manager.
hostA | Error hostA | Error
hostB | Error hostB | Error
IM - Manager
1 1 x

Issued JP1 events Issued JP1 events

hostA | Error hostB | Error
= hostA | Error E hostB | Error
v hostA | Error 7 hostB | Error

hostA (agent) hostB (agent)

* When an event source host name is specified as a duplicate attribute value condition:

When a duplicate attribute condition is specified, events can be monitored for each agent.

First, the JP1 events issued by agents arrive at JP1/IM - Manager.

When the execution of actions is suppressed, JP1/IM - Manager suppresses actions for the event whose Message
value is Error (repeated event condition) and for the event source host name (duplicate attribute value condition).
In the example shown in the above figure, an action is executed for the first error event that arrives from hostA and
that arrives from hostB. For subsequent events that arrive, actions are suppressed.

JP1/IM - View consolidates events at the event level for an event whose Message value is Error (repeated event
condition) and at the event source host name level (duplicate attribute value condition), and displays consolidated
events. In the example shown in the above figure, the first error event that arrives from hostA and that arrives from
hostB is displayed. Subsequent events that arrive are consolidated separate into the error event on hostA and into
the error event on hostB, and displayed.

When no duplicate attribute value condition is specified:
JP1/IM - Manager can monitor all of the events issued by the agents it monitors regardless of the event source agent.
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First, the JP1 events issued by agents arrive at JP1/IM - Manager.

When the execution of actions is suppressed, JP1/IM - Manager suppresses actions for an event whose Message
value is Error (repeated event condition). In the example shown in the above figure, an action is executed for the
first error event that arrives. For subsequent events that arrive, actions are suppressed regardless of event source
agent.

JP1/IM - View consolidates events at the event level for events whose Message value is Error (repeated event
condition). In the example shown in the above figure, the first error event that arrives is displayed. Subsequent events
that arrive are consolidated into the error event and displayed as consolidated events regardless of the event source
agent.

3.4.4 When suppression of repeated-event display starts

This subsection describes when JP1/IM - Manager starts suppressing the display of repeated events. The descriptions
in this subsection apply to all types of suppression (including the suppression of automated-action execution) imposed
on the repeated events that meet a repeated event condition specified without any threshold value set.

JP1/IM - Manager determines whether to start suppressing repeated-event display when it receives an event from the
event service.

JP1/IM - Manager determines whether to start suppressing repeated-event display according to each repeated event
condition.

The repeated event condition set for repeated-event display excludes threshold value setting. Therefore, after JP1/IM -
Manager has started, JP1/IM - Manager starts suppressing repeated-event display when it receives, from the event
service, an event that meets a repeated event condition. A maximum of 2,500 types of repeated events can be targets of
display suppression.

Figure 3-38: Starting the suppression of repeated-event display

An event that meets repeated
event condition L was received.
=> Display suppression starts.

@ B @ D E @ o Event arrival time
™ (in seconds)
0 1 2 3 4 5

Manager

Legend:
- JP1 events that meet repeated event condition &
: Repeated start event

: Repeated event

- JP1 event that does not meet repeated event condition &
O : JP1 event

For the information that is displayed by JP1/IM - View when the suppression of repeated-event display starts, see 3.4.6
Event list display during the suppression of repeated-event display.
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3.4.5 When suppression of repeated-event display ends

This subsection describes when JP1/IM - Manager ends suppressing the display of repeated events. The descriptions in
this subsection apply to all types of suppression (including the suppression of automated-action execution) imposed on
the repeated events that meet a repeated event condition specified without any threshold value set.

After a repeated event was determined as a target of display suppression, JP1/IM - Manager ends suppressing repeated-
event display if it receives, from the event service, no suppression-target repeated event for a specified period (end
monitoring period). The end monitoring period is specified on the Options page of the Repeated Event Condition
Settings window.

JP1/IM - Manager determines whether to end suppressing repeated-event display when it receives an event from the
event service.

JP1/IM - Manager determines whether to end suppressing repeated-event display according to each repeated event
condition.

The following describes the operation in which JP1/IM - Manager does not receive any repeated event subject to display
suppression from the event service for a specified period (end monitoring period) that is assumed to be 2 seconds.

Figure 3-39: Ending the suppression of repeated-event display

An event that meets repeated No event that meets repeated event
event condition X was condition X has been received in the
received. end monitoring period.
=> Display suppression starts. => Display suppression ends.

@ B C D E ® @ » Eventarrival

™ time (in seconds)
0 1 2 3 4 5 6
=
Manager
Legend:

: End monitoring period (2 seconds)

- JP1 events that meet repeated event condition Ot
: Repeated start event
: Repeated event

- JP1 event that does not meet repeated event condition Ot
O :JP1event

JP1/IM - Manager determines whether to end suppressing repeated-event display on the basis of the arrival time
(B.ARRIVEDTIME) of the events acquired from the event service. JP1/IM - Manager ends display suppression when
the arrival time of the latest event acquired from the event service satisfies the condition shown below.

* Condition for ending the suppression of repeated-event display

Arrived-time-of-the-newly-acquired-event - arrival-time-of-the-latest-repeated-event > end-monitoring-time

In the example shown in Figure 3-39, the above condition for ending the suppression of repeated-event display is satisfied
first when event G is acquired.

¢ Condition for ending the suppression of repeated-event display (with reference to event G)

Arrived time of event G (second 6) - arrival time of event E (second 4) > 2 seconds
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Therefore, JP1/IM - Manager ends suppressing repeated-event display when it receives event G.

For the information that is displayed by JP1/IM - View when the suppression of repeated-event display ends, see 3.4.6
Event list display during the suppression of repeated-event display.

Other cases of ending display suppression than those in which no repeated event subject to display
suppression has been acquired from the event service for a specified period (end monitoring period)

The suppression of repeated-event display ends also in the following cases:

¢ When JP1/IM - Manager stops

If the suppression of repeated-event display ends because JP1/IM - Manager stops, no suppression end event is
issued even when issuance of the notification of the end of display suppression has been set. For details about the
suppression end event, see 3.4.8 Issuing events associated with the suppression of repeated-event display.

* When a repeated event condition is changed or deleted

In this case, JP1/IM - Manager ends suppressing the display of only the consolidation events that meet specific
repeated event conditions. The specific repeated event conditions are those that were marked with the editing icon
when they were updated in the List of Repeated Event Conditions window or those that have been deleted.

3.4.6 Event list display during the suppression of repeated-event display

When repeated-event display is suppressed, the repeated events that meet the same repeated event condition are displayed
as a consolidation event in the event list of the Event Console window.

The number of repeated events that are consolidated into a consolidation event is indicated in the Summary Status
column. When the event list includes at least a consolidation event, the & icon indicating a large number of events
have occurred, appears in the Type column and on the corresponding tab of the Event Console window.

Figure 3—40: Icon display in the Type column and on the corresponding tab of the Event Console
window

lSummary status I'I‘ype Evel

25+ 22 Ow
(]

The icon appears in the Type column and on the
corresponding tab of the Event Console window.

Kl

5@' Monitor Eventsl Severe Event,sl

If the repeated events whose display is suppressed under the same repeated event condition include both severe events
and non-severe events, the severe events and non-severe events are displayed as separate consolidation events.
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Figure 3—41: Displaying consolidation events when repeated events include both severe events
and non-severe events

Repeated event condition
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Severe events and
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are consolidated
separately.
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[

#E Monitor Events #E severe Events I Search Events]

(1) Maximum number of repeated events that can be consolidated into a
consolidation event

A maximum of 1,000,000 repeated events can be consolidated into a single consolidation event. When the 1,000,001st
repeated event arrives, the 1,000,001st repeated event is treated as a consolidation start event, and a new consolidation
event appears in the event list.

Figure 3—42: Displaying a new consolidation event when the 1,000,001st repeated event arrives

Acquired repeated events

Event

No. of events level

1st event |Warning

Consolidated into the 2nd event |Warning )

consolidation event of which : Event Console window

the consolidation start event 3rd event |Warning O

is the 1st event. :’ Summary status Event 1eve1:
11000000 O Warning |
I & O Warning 1

Consolidated into the 1,000,000th event|Warning

consolidation event of which .
the consolidation start event is { 1,000,001st event| Warning 82:
the 1,000,001st event.

(2) When the number of events and the indication of + sign (shown or
hidden) are updated in the Summary Status column

The Summary Status column for an event being consolidated displays the number of repeated events consolidated into
the event and the + sign indicates that the suppression of repeated-event displays continues. These indications are updated
when JP1/IM - View acquires an event from JP1/IM - Manager.

3. Centralized System Monitoring Using the Central Console

JP1/Integrated Management - Manager Overview and System Design Guide 153



Figure 3—43: When the number of events and the indication of + sign (shown or hidden) are updated
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(3) How events are displayed when an event being consolidated
disappears from the event list

The event list of the Event Console window can display a maximum of 2,000 events (maximum number of events stored
in the scroll buffer). After the maximum number of events stored in the scroll buffer has been reached, the oldest event
disappears from the event list each time a new event to be displayed in the event list arrives. The following describes
how events are displayed after an event being consolidated disappears from the event list.

Assume that JP1/IM - View acquires a new event meeting the same repeated event condition applying to the event being
consolidated that disappeared. JP1/IM - View treats the newly acquired event as a consolidation start event, and displays
a new event being consolidated at the bottom of the event list.
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Figure 3—44: How events are displayed when acquiring a new event meeting the same repeated
event condition applying to the event being consolidated that disappeared
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When a severe event is an event being consolidated

While repeated-event display is suppressed, severe events disappear from the Severe Events page of the Event
Console window in the following order of priority:

1. The event among the following events that is displayed at the top of the event list on the Severe Events page of
the Event Console window:

- Processed events

- Consolidation events and consolidated repeated events among which the 1st (oldest) to 100th repeated events
have all been processed (! is not displayed as the response status icon)

2. The event displayed at the top of the event list on the Severe Events page of the Event Console

When the same event being consolidated is displayed on both the Monitor Events and Severe Events pages, the
Summary status indication for the event is the same on both pages.

Assume that a severe event being consolidated disappears from the Monitor Events page, and a new severe event
meeting the same repeated event condition applying to the severe event being consolidated is acquired. The following
figure shows how events are displayed on the Monitor Events and Severe Events pages in that case.
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Figure 3—45: Display on the Monitor Events and Severe Events pages
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(4) How events are displayed if the information in the Summary Status
column is different between the Monitor Events and Severe Events
pages when the range of events to be collected at login is specified

When repeated-event display is suppressed, the same information is displayed, in principle, in the Summary Status

column on the Monitor Events and Severe Events pages. When, however, the range of events to be collected at login

is specified, the number of repeated events within the range might differ between the Monitor Events and Severe

Events pages. If the number of repeated events within the range differs, the information in the Summary Status column
is different between the Monitor Events and Severe Events pages.
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Figure 3—46: Display on the Monitor Events and Severe Events pages (at login)
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In the example shown in the above figure, the range of events to be collected at login differs between the Monitor
Events and Severe Events pages, and, therefore, different numbers are displayed in their Summary Status columns.
Also the Related Events (Summary) window displays different information for the consolidation events displayed on
the Monitor Events and Severe Events pages.

(5) How to check consolidated repeated events other than the
consolidation start event

You can check individual repeated events consolidated into a consolidation event in the Related Events (Summary)
window. You can check the repeated events that have disappeared from the event list of the Event Console window by
using the event search function. You can check those repeated events also among past events that can be displayed by
moving the slider in the event display start-time specification area of the Event Console window.

Checking the repeated events consolidated in a consolidation event

To open the Related Events (Summary) window, select a consolidation event on the Monitor Events or Severe
Events page, right-click to open a pop-up menu, and then, from the pop-up menu, select Display Related Event
List. The Related Events (Summary) window displays a maximum of 100 repeated events. The window does not
display the 101st and subsequent repeated events.

To check the repeated events that are not displayed, search for those events and then check the Search Events page
ofthe Event Console window. You can search for repeated events consolidated in a consolidation event by specifying
the suppressed event ID (assigned to each consolidation event) as a search condition.
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Note that, if the repeated events whose display is suppressed are correlation events and corresponding correlation
source events are to be displayed, you need to open the Related Events (Correlation) window from the Related
Events (Summary) window.

For details about how to check repeated events and consolidation events and change the response status, see 5.4.

Checking detailed information about repeated events and changing the response status in the JP1/Integrated
Management - Manager Administration Guide.

é Note

The Related Events window is available in the following two types:

* Window to display consolidation events: Related Events (Summary) window

* Window to display correlation source events: Related Events (Correlation) window

You can open either window by selecting an event in the Event Console window, and then, from the
View menu or the pop-up menu that is displayed by right-clicking, select Display Related Event
List. If, however, correlation events are consolidated for display, you can open only the Related Events
(Summary) window from the Event Console window.

Checking the repeated events that have disappeared from the event list of the Event Console window

If you move the slider in the event display start-time specification area of the Event Console window, event
consolidation is canceled.

Also, if you click the Previous Event button in the event display start-time specification area of the Event Console
window, the event list displays the event that precedes the oldest event other than dummy events displayed in the
event list. When the event list displays the preceding event, the consolidation events displayed in the event list are
released from consolidation.

3.4.7 Issuing notifications when the suppression of repeated-event
display continues

You can specify settings for Notifications for when suppression continues so as to check whether the suppression of
repeated-event display continues at intervals of a specified time (number of seconds) or a specified number of events.

When display suppression continues, a JP1 event can be issued to notify of the continuation of display suppression or

display suppression can be terminated.

Notifications for when suppression continues is a setting item for repeated event conditions, which must be set for
individual repeated event conditions. This subsection describes when to check whether display suppression continues.

Note that, if checking whether display suppression occurs concurrently with ending display suppression, ending display
suppression takes priority.

0 Important

For illustrative purposes, given here is an example of checking whether the suppression of repeated-event
display continues at short intervals. Note that, if you specify the checking (of whether the suppression of
repeated-event display continues) at short intervals during actual system operation, a large number of
notification events might be issued as a result of checking. Therefore, specify an appropriate interval of
checking according to the system environment.
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You can select time (number of seconds) or number of events as the unit of checking interval. The following describes
the checking operations with respective units of interval selected:

* Checking at intervals of specified time (number of seconds)

The first checking is performed when the condition shown below is satisfied by two repeated events that meet the
same repeated event condition:

Arrived-time-of-the-latest-repeated-event - arrival-time-of-the-repeated-start-event > specified-number-of-seconds

For the second and subsequent checkings, in the above condition, the reference event (repeated start event) is
substituted by the event that triggered the preceding checking.

The specifiable number of seconds ranges from 1 to 86,400 seconds.

When you specify settings to check whether the suppression of repeated event continues at intervals of 3 seconds,
the checking is performed as shown in the figure below. Note that, in this example, the end monitoring period is set
to 3 seconds.

Figure 3—47: Checking whether suppression continues at intervals of specified time (number of

seconds)
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Checking at intervals of a specified number of events

The first checking is performed when the specified number of events is exceeded by the total number of the repeated
events meeting the same repeated event condition. The repeated events are counted from the repeated start event up
to the latest repeated event. For the second and subsequent checkings, in the above condition, the reference event
(repeated start event) is substituted by the event that triggered the preceding checking.

The specifiable number of events ranges from 1 to 1,000,000.

When you specify settings to check whether the suppression of repeated event continues at intervals of 3 events, the
checking is performed as shown in the figure below. Note that, in this example, the end monitoring period is set to
3 seconds.
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Figure 3—48: Checking whether suppression continues at intervals of specified number of events

Timing of checking (first Timing of checking (second No checking:
checking): checking): No event th_a_t meets repeated
The total number of repeated The total number of repeated even_t cgr_ndlt;snotgas be_enl
events from event B to event E events from event E to event | recgl\c/‘e El)n t Ie en monltn_)nng
exceeded the specified value. exceeded the specified value. period. (Display suppression
ends, and restarts.)
3 events q k 3 events 3 events

7 time (in seconds)

@ é (ID EI) |I5 |I: é @ i \IJ K @ @ ’\I‘ w Eventarrival
0 7

Manager
Legend:
: End monitoring period (3 seconds)
- JP1 events that meet repeated event condition &
: Repeated start event
: Repeated event
: Repeated event that triggers checking
- JP1 event that does not meet repeated event condition O

O . JP1 event

(1) Terminating suppression of repeated-event display

You can terminate the suppression of repeated-event display that has continued. Terminating display suppression enables
you to consolidate repeated events in appropriate groups. Terminating display suppression also prevents the events being
consolidated from being hidden among other events because, after display suppression is terminated, the event list
periodically displays the events being consolidated. You cannot specify terminating display suppression and issuing an
event to notify of the continuation of display suppression together in a repeated event condition.

After display suppression is terminated, the suppression of repeated-event display starts newly, assuming that the
repeated start event is the event that triggered the preceding checking on whether display suppression continues.

When you specify settings to check whether the suppression of repeated event continues at intervals of 3 events and
terminate the suppression if it continues, the checking is performed as shown in the figure below.
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Figure 3—49: Terminating the suppression of repeated-event display
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Note that an event to notify that suppression will be terminated (event ID: 00003F60) can be issued to notify that display
suppression is terminated. For details, see 3.4.8 Issuing events associated with the suppression of repeated-event display.

é Note

When you specify repeated events other than repeated start events as action-suppressed events for a
suppression item in the repeated event condition, an automated action will be executed only once every
time display suppression is terminated. For details about the suppression of the execution of automated
actions, see 3.5.8 Suppressing the execution of automated actions triggered by a large number of events.

(2) Notifying of the continuation of the suppression of repeated-event
display

An event to notify that suppression will continue (event ID: 00003F65) can be issued to notify that the suppression of

repeated-event display continues. You cannot specify terminating display suppression and issuing an event to notify of

the continuation of display suppression together in a repeated event condition. For details, see 3.4.8 Issuing events
associated with the suppression of repeated-event display.

3.4.8 Issuing events associated with the suppression of repeated-event
display

When the suppression of repeated-event display is used, various notifications can be issued. A suppression start event
(event ID: 00003F58) can be issued to notify of the start of suppression, and a suppression end event (event ID:
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00003F59) can be issued to notify of the end of suppression. After the check for whether the suppression of repeated-
event display continues, an event to notify that suppression will continue (event ID: 00003F65) can be issued when
display suppression continues. Also, an event to notify that suppression will be terminated (event ID: 00003F60) can
be issued when display is terminated.

Specify whether to issue the individual events associated with the suppression of repeated-event display on the Options
page of the Repeated Event Condition Settings window.

Figure 3-50 shows how the suppression start and suppression end events are issued. Figure 3-51 shows how the event
to notify that suppression will continue and the event to notify that suppression will be terminated are issued. Note that
the event to notify that suppression will continue and the event to notify that suppression will be terminated are issued
in the same timing.

Figure 3-50: Issuing events (suppression start and suppression end events) associated with the
suppression of repeated-event display
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The following describes how the suppression start and suppression end events are issued in sequence of the numbers in
the figure (the numbers in the figure correspond to the numbers below).

1. The suppression start event is issued to notify of the start of suppression at the same time as the reception of a
repeated start event from the event service.

2. The suppression end event is issued at the same time as the reception of an event (from the event service) whose
arrival time exceeds the arrival time of the latest repeated event by at least the end monitoring period. The suppression
end event notifies the end of suppression.

No suppression end event is issued when display suppression ends because JP1/IM - Manager is stopped or restarted.
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Figure 3-51: Issuing events (to notify that suppression will continue and to notify that suppression
will be terminated) associated with the suppression of repeated-event display
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The following describes how the event to notify that suppression will continue and the event to notify that suppression
will be terminated are issued. The description follows the numbers in the figure (the numbers in the figure correspond
to the numbers below). Assume that repeated event condition a specifying whether display suppression continues is to
be checked at intervals of three events.

1. The manager has acquired three repeated events that meet repeated event condition a. Therefore, the manager
determines that display suppression should continue when it acquires the next repeated event that meets repeated
event condition a.

2. Because display suppression was determined to continue, the event to notify that suppression will continue or the
event to notify that suppression will be terminated is issued according to the settings for Processing for when
suppression continues.

3. The manager has acquired three repeated events (counted from the event that triggered the checking of the
continuation of display suppression) that meet repeated event condition a. Therefore, the manager determines display
suppression should continue when it acquires the next repeated event that meets repeated event condition a.

4. The manager has not acquired any repeated event that meets repeated event condition o within the end monitoring
period. Therefore, neither suppression of the event to notify that suppression will continue, nor the event to notify
that suppression will be terminated is issued.

3.4.9 Notes on suppression of repeated-event display

This subsection describes notes on the suppression of repeated-event display. The notes apply also to the suppression
of monitoring of a large number of events.

¢ Suppression of repeated-event monitoring continues until an event satisfies the condition for determining that the
occurrence of repeated events has ended. Accordingly, if no events have occurred since the start of suppression, the
event list continues its consolidated display (the + mark indicates that events are being consolidated) even though
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a period of time greater that the end monitoring period has passed. Also, no suppression end event is issued even
though a period of time greater than the end monitoring period has passed. For details, see 3.4.5 When suppression
of repeated-event display ends.

* When the setting for a repeated event condition is either changed or toggled between enable and disable, suppression
of monitoring of corresponding repeated events terminates. If you want to forcibly terminate suppression of
monitoring of specific repeated events, open the List of Repeated Event Conditions window, clear the Apply check
box for the repeated event condition whose monitoring suppression is to be terminated, and then click the Apply
button. If you want to forcibly terminate suppression of monitoring of specific repeated events and then suppress
the monitoring again, clear the Apply check box for the repeated event condition, select the Apply check box again,
and then click the Apply button.

You can check the event condition corresponding to specific repeated events in the Related Events (Summary)
window or Event Details window.

* When you specify the issuance of a suppression start or suppression end event, the suppression start or suppression
end events will be issued in large numbers if many suppression-starting or suppression-ending operations are
detected at a time. Specify the issuance of suppression start or suppression end event only for the repeated event
conditions that require the specification.

3.4.10 Suppressing repeated-event display by the consolidated display of
repeated events

JP1/IM - View has a function to display the successively received JP1 events that have identical content in a consolidated
form. This function is called consolidated display of repeated events. You cannot use this function when the suppression
of repeated-event monitoring is enabled.

The consolidated display of repeated events can be set up by individual users.

Definitions of terms related to the consolidated display of repeated events

Some of the terms related to the consolidated display of repeated events are defined below. Note that, although the terms
defined below include those used for the suppression of repeated-event display, their meanings might be different.

consolidation start event
A consolidation start event is the first JP1 event JP1/IM - View receives among the JP1 events that have the same
content.

repeated event
A repeated event is a JP1 event that is received in succession after a consolidation start event and has the same
content as the consolidation start event.

consolidation event

A consolidation event is a consolidated group of a consolidation start event and repeated events. The consolidation
event is classified into two types: event being consolidated, for which consolidation is being done, and consolidation
completion event, for which consolidation has ended.

non-consolidation event

A non-consolidation event is an event into which no events are consolidated because it has no corresponding repeated
events.

Relationships among consolidated display of repeated events, filters, and other functions

The consolidation event resulting from the repeated events passes through the view filter or severe events filter in JP1/
IM - View and appears on the Monitor Events page or Severe Events page of the Event Console window.
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The following figure shows the relationships between consolidated display of repeated events and each of the JP1 event

filters.

Figure 3-52: Relationships between consolidated display of repeated events and JP1 event filters
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(1) Differences between the consolidated display of repeated events and
the suppression of repeated-event display

At one time, you can only enable either the consolidated display of repeated events or the suppression of repeated-event

display. The following table lists the differences between the consolidated display of repeated events and the suppression
of repeated-event display.

Table 3—15: Differences between the consolidated display of repeated events and the suppression
of repeated-event display

ltem Consolidated display of repeated events = Suppression of repeated-event display

Consolidation target JP1 events that have the same content as the

JP1 events that meet the repeated event
latest event

condition set by the user
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ltem Consolidated display of repeated events | Suppression of repeated-event display
Suppression of automated action Unsupported Supported

Consolidation of non-successive JP1 events = Unsupported Supported

(2) Conditions for starting event consolidation and ending event
consolidation

JP1/IM - View performs event consolidation. The following describes the conditions for starting event consolidation
and those for ending event consolidation:

Conditions for starting event consolidation

Before starting event consolidation, JP1/IM - View regards the latest JP1 event received from JP1/IM - Manager as
a temporary consolidation event. If the next JP1 event received has the same content as the temporary consolidation
start event, JP1/IM - View determines the next JP1 event as a repeated event to be consolidated into a consolidation
event, and starts consolidation.

Conditions for ending event consolidation
Event consolidation ends when any of the following conditions is satisfied:

¢ The contents of the received JP1 event do not match the consolidation start event.

¢ The difference between the arrival times of the consolidation start event and received JP1 event exceeds the set
timeout value.

* The number of repeated events exceeds the maximum repeat count (100).
e The user clicks the OK button in the Preferences window.

* The event being consolidated was not defined as a severe event, but becomes so due to a change in the severe
event definition.

* The event being consolidated was defined as a severe event, but is no longer so due to a change in the severe
event definition.

For details about the conditions for completing event consolidation, see //.1.6 Considerations for consolidated
display of repeated events.

(3) Event comparison attributes

On receipt of a new JP1 event, JP1/IM - View compares its contents with the consolidation start event, based on the
attribute values of the JP1 event. If all attribute values match, the new JP1 event is judged to have the same contents as
the consolidation start event.

JP1 event attributes consist of the following detailed information: Source host, event level, object type, object name,
root object type, root object name, occurrence, user name, message, product name, action, type, and event ID. You
cannot compare event contents based on specific JP1 event attributes only. If mapping of the event source hosts is
enabled, the event source host name is added as an attribute. If you changed the event level of a JP1 event using the
function for changing the severity level, the new event level applies when the JP1 event contents are compared.

(4) Example of processing to consolidate repeated events

The following figure shows an example of consolidation processing of repeated events.
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Figure 3-53: Consolidation processing of repeated events
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The flow of processing described below, following the numbers in the figure:

1. JP1/IM - View receives JP1 event A and begins consolidation. JP1 event A becomes a consolidation start event.
Information about consolidation start event A appears in the Event Console window.

2. JP1/IM - View receives JP1 event A, and compares its contents with the consolidation start event A. Because A,
and A; have identical contents, JP1 event A, is judged to be a repeated event and is aggregated into A;.

Information about consolidation start event A and the repeat count (2) appears as A7 [2] in the Event Console
window.

3.JP1/IM - View receives JP1 event A3 and compares its contents with the consolidation start event A ;. Because Az
and A; have identical contents, JP1 event Aj is judged to be a repeated event and is aggregated into A;.

Information about consolidation start event A and the repeat count (3) appears as A1 [ 3] in the Event Console
window.
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4.JP1/IM - View receives JP1 event B; and compares its contents with the consolidation start event A ;. Because B
and A do not have identical contents, aggregation into consolidation start event A ends and aggregation into JP1
event By begins. Thus, B| becomes the current consolidation start event.

Information about B and the previous consolidation event A appears in the Event Console window.

5.JP1/IM - View receives JP1 event B, and compares its contents with the consolidation start event B;. Because B,
and B have identical contents, JP1 event B, is judged to be a repeated event and is aggregated into B;.
Information about B; and its repeat count (2), and about the previous consolidation event A, appears in the Event

Console window. (The former appears as B; [2].)

6.JP1/IM - View receives JP1 event A4 and compares its contents with the consolidation start event B;. Because A4
and B do not have identical contents, aggregation into consolidation start event B ends and aggregation into JP1
event A4 begins. Aggregation into the earlier consolidation start event A; has already ended; therefore JP1 event
A4 cannot be aggregated into A;. Thus, A4 becomes the new consolidation start event.

Information about the earlier event A, previous event B, and current consolidation event A4 appears in the Event
Console window.
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3.5 Suppressing monitoring of a large number of events

If a large number of JP1 events occur and hinder normal monitoring of JP1 events, you can use the suppression of
repeated-event monitoring by JP1/IM - Manager and the suppression of event forwarding by JP1/Base to resolve the
problem.

If an event triggers occurrence of a large number of JP1 events, the JP1 events might fill the relevant event list and cause
excessive commands (that are automatically executed as automated actions) to be executed. This would disable normal
monitoring of JP1 events. The suppression of repeated-event monitoring provided by JP1/IM - Manager enables you to
suppress the display of a large number of JP1 events in the event list and the execution of automated actions. The
suppression of event forwarding provided by JP1/Base enables you to suppress event forwarding by executing a
command on the host where a large number of events are occurring. This functionality is called the suppression of
monitoring of a large number of events.

Suppressing the monitoring of a large number of events requires the following preconditions to be met:

* The integrated monitoring database has been set up and enabled (by jcoimdef —db ON).
¢ The suppression of repeated-event monitoring has been enabled (by jcoimdef —storm ON).

* The repeated event conditions to suppress the display of repeated events in the event list and the execution of
automated actions have been applied.

For details about the jcoimde f command, see jcoimdefin 1. Commands in the manual JP1/Integrated Management
- Manager Command and Definition File Reference.

For details about how to apply repeated event conditions, see 2.19 List of Repeated Event Conditions window in the
manual JPI/Integrated Management - Manager GUI Reference.

Suppressing the monitoring of a large number of events enables you to normally monitor the system even when a large
number of JP1 events occur.

Repeated events, herein, means the JP1 events that meet a repeated event condition.

3.5.1 Mechanism of the suppression of monitoring of a large number of
events

The suppression of monitoring of a large number of events is performed by JP1/IM - Manager, JP1/IM - View, and JP1/

Base. The suppression of monitoring of a large number of events enables you to consolidate, on JP1/IM - View, the

monitored events that hinder event monitoring in order to suppress the display of those individual events in the event

list. The suppression of monitoring of a large number of events enables you also to suppress the execution of the
automated actions that are triggered by those events. Monitoring of dummy events cannot be suppressed.

The following table describes the roles of JP1/IM - Manager, JP1/IM - View, and JP1/Base in the suppression of
monitoring of a large number of events.

Table 3—16: Roles of individual products in the suppression of monitoring of a large number of
events

Product name Role of product

JP1/IM - Manager * Determines whether the events acquired from the event service are
the events that occur in large numbers. (Registration of a large
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Product name Role of product

number of events in the event database of the manager cannot be
prevented.)

* Suppresses the execution of the automated actions that are triggered
by a large number of events.

JP1/IM - View ¢ Suppresses the display of a large number of events.
JP1/Base * Prevents a large number of events from being registered in the event

database of the manager.

The following separately illustrates the roles of JP1/IM - Manager and JP1/Base in the mechanism of suppressing the
monitoring of a large number of events:

Mechanism of suppressing the monitoring of a large number of events (JP1/IM - Manager)

JP1/IM - Manager suppresses the monitoring of a large number of events by treating them as repeated events.

JP1/IM - Manager acquires monitoring-target events (that have passed through the event acquisition filter) from the
event service, and then compares them with a repeated event condition set by the user. In the repeated event condition,

the user must set the event condition to determine whether to suppress events when they occur in large numbers and the
threshold for determining whether the events have occurred in large numbers.

When a monitoring-target event meets the following conditions, JP1/IM - Manager determines that the acquired
monitoring-target event is one of the events that have occurred in large numbers, and suppresses its monitoring.

* The monitoring-target event meets the event condition set in the repeated event condition.

* The number of monitoring-targets that have occurred exceeds the set threshold.
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Figure 3-54: Mechanism of suppressing the monitoring of a large number of events (JP1/IM -

Manager)
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Mechanism of suppressing the monitoring of a large number of events (JP1/Base)

When a large number of JP1 events have occurred, JP1/Base suppresses the forwarding of the JP1 events to the manager
by using the forwarding setting file (forwarding filter) for the relevant agent.
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Figure 3-55: Mechanism of suppressing the monitoring of a large number of events (JP1/Base)
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The following table explains the differences between JP1/IM - Manager's repeated event monitoring suppression
function and JP1/Base's event forwarding suppression function when a large number of JP1 events occur.

Table 3—17: Differences between the repeated event monitoring suppression function and the event

forwarding suppression function

Comparison item

Handling of events

Monitoring of events

Suppressing monitoring of events that have occurred in large number
(suppressing display of the events in the event list and suppressing
execution of automated actions)

Load on network traffic and manager hosts

JP1/IM - Manager's repeated
event monitoring suppression
function

Events are consolidated by the
manager.

Monitoring of events can be
continued.

Monitoring can be suppressed.

There are loads because events
continue to be forwarded from
agents.

JP1/Base's event forwarding
suppression function®

Forwarding of events to the
manager is suppressed.

Events for an agent whose event
forwarding was suppressed can
no longer be monitored.

Monitoring is not needed.

There is no load because event
forwarding from agents is
suppressed.

Adding events to the manager host's event database Added Not added
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#: When forwarding of JP1 events is suppressed, the manager can no longer check important events that are issued by a corresponding agent and
that might need to be monitored. To check events that occurred while forwarding was suppressed, you must use JP1/IM - View to search the
corresponding agent's event database. For details, see 3.6 Searching for events.

Also, consider the settings for the JP1 events that will be transferred from JP1/Base to the manager and the manager's
JP1 event filtering settings. For details about settings for the JP1 events that are transferred by JP1/Base, see //.1.2
Considerations for forwarding JP1 events to managers. For details about the filtering settings on a manager, see //./.3
Considerations for filtering JP1 events.

(1) Relationships among the suppression of monitoring of a large number
of events, filters, and other functions

After receiving a large number of events, JP1/IM - View filters them by its view or severe events filter, and then displays
them as consolidation events on the Monitor Events or Severe Events page of its Event Console window. When the
large number of events JP1/IM - Manager received are to trigger automated actions, JP1/IM - Manager suppress the
execution of the automated actions according to the corresponding repeated event condition.

When the view filter is enabled, if the consolidation start event is filtered out by the view filter and not displayed in the
Event Console window, no consolidation event is displayed.

When the restrictions on viewing and operating business groups are enabled, if the consolidation start event is not
displayed on the Event Console window because of the restrictions, no consolidation event is displayed.

When the specification of event display period is enabled, the repeated events received within the specified period are
displayed as consolidation events. If JP1/IM - View retains an event being consolidated outside the specified period and
receives a repeated event within the specified period, the event being consolidated outside the specified period becomes
a consolidation completion event. Then, the newly received repeated event becomes a consolidation start event.

The following figure shows the relationships among the suppression of monitoring of a large number of events, JP1
event filters, and other functions.
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Figure 3-56: Relationships among the suppression of monitoring of a large number of events, JP1

event filters, and other functions
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3.5.2 Definitions of terms related to the suppression of monitoring of a
large number of events

This subsection describes the main terms, including repeated start event and suppression of event forwarding, related
to the suppression of monitoring of a large number of events.
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Terms related to JP1/IM - Manager:

large number of events
A large number of events are those events among the JP1 events that meet a preset condition (repeated event
condition) which occurred in large numbers, exceeding the preset threshold. For details about the repeated event
condition, see 3.5.3 Repeated event condition for the suppression of monitoring of a large number of events.

repeated start event

A repeated start event is that event received first among a large number of events that triggered the suppression of
monitoring of that large number of events. For details about the trigger to start the suppression of monitoring of a
large number of events, see 3.5.4 When the suppression of monitoring of a large number of events starts. For details
about the trigger to end the suppression of monitoring of a large number of events, see 3.5.5 When the suppression
of monitoring of a large number of events ends.

consolidation start event

A consolidation start event is the oldest one of the large number of events JP1/IM - View displays in the event list.

consolidation event

A consolidation event is a set of a consolidation start event and the events (large number of events meeting the
repeated event condition that is met by the consolidation start event) consolidated into the consolidation start event.
The event list shows only the information on the consolidation start event.

A consolidation completion event means a consolidation event for which suppression has already ended. An event
being consolidated means a consolidation event for which suppression has not ended yet. The Summary Status
column of the event list indicates the number of events consolidated into the consolidation event displayed in the
event list.

Terms related to JP1/Base

suppression of event forwarding

The suppression of event forwarding is to suppress event forwarding from an agent to the manager, when the agent
attempts to forward a large number of events to the manager. For this purpose, the manager executes a command
on the agent.

forwarding suppression by threshold

The forwarding suppression by threshold is to preset a threshold for the amount of event forwarding in the forwarding
setting file in preparation for occurrence of a large number of JP1 events.

3.5.3 Repeated event condition for the suppression of monitoring of a
large number of events

The concept of repeated event condition, specifiable comparison attributes, and the concept of duplicate attribute value
condition are the same as those described for the suppression of repeated event display. For details, see 3.4.3 Repeated
event conditions. This subsection describes the settings items of repeated event condition the suppression of monitoring
of a large number of events

(1) Setting items of repeated event condition (to suppress monitoring of
a large number of events)

The following describes the settings items of a repeated event condition:

* Event conditions
You can specify the JP1 event attributes to be compared when JP1/IM - Manager acquires monitoring-target events.
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For details about the JP1 event attributes that can be specified, see 3.4.3(2) Event comparison attributes that can be
specified in repeated event conditions.

* Suppression items

You can specify what to suppress for the JP1 events that meet the repeated event condition. The operations that can
be suppressed are as follows:

* Consolidated display of repeated events in the Event Console window
» Execution of the actions that are triggered by repeated events

To suppress the monitoring of a large number of events, you must specify both of the above items as suppression
items. For details about the display in the event, see 3.4.6 Event list display during the suppression of repeated-event
display. For details about the automated actions subject to the suppression of execution, see 3.5.8 Suppressing the
execution of automated actions triggered by a large number of events.

¢ Conditions for same attribute values

You can specify whether to suppress the display of events that meet a repeated event condition by grouping them
by attribute. The condition to suppress events while grouping them by attribute is called a duplicate attribute value
condition.

For details about the duplicate attribute value condition, see 3.4.3(3) Grouping repeated events by duplicate attribute
value condition.

¢ Threshold

You can set a threshold for determining whether the JP1 events meeting an event condition have occurred in large
numbers. The threshold can be set by specifying the occurrence monitoring period and number of occurring events.

For the suppression of monitoring of a large number of events, set the threshold in the repeated event condition. The
occurrence monitoring period can be specified in the range from 1 to 60 seconds. The number of occurring events
can be specified in the range from 1 to 200 events.

For how the threshold is used, see 3.5.4 When the suppression of monitoring of a large number of events starts and
3.5.5 When the suppression of monitoring of a large number of events ends.

* End monitoring period

You can set a period by which JP1/IM - Manager determines whether the occurrence of a large number of JP1 events
has ended. The usage of the end monitoring period varies depending on whether the threshold is set.

The threshold is set for the suppression of monitoring of a large number of events. Therefore, JP1/IM - Manager
determines that the occurrence of a large number of JP1 events has ended when the number of relevant JP1 events
that occurred during the end monitoring period did not exceed the threshold. The end monitoring period can be
specified in the range from 1 to 86,400 seconds. The default is 300 seconds.

For how the end monitoring period is used when the threshold is not set (in the case of the suppression of repeated-
event display), see 3.4.5 When suppression of repeated-event display ends.

For how the end monitoring period is used when the threshold is set (in the case of the suppression of monitoring
of a large number of events), see 3.5.5 When the suppression of monitoring of a large number of events ends.

* Suppression start event and Suppression end event

You can specify whether to issue events that separately notify of the start and end of the suppression of monitoring
of a large number of events. The event to notify of the start of monitoring suppression is called the suppression start
event (event ID: 00003F58). The event to notify of the end of monitoring suppression is called the suppression end
event (event ID: 00003F59). By default, neither notification event is issued. For details, see 3.5.10 Issuing events
associated with the suppression of monitoring of a large number of events.

* Checks for suppression to continue and Processing for when suppression continues

You can specify settings to check whether the suppression of monitoring of a large number of events continues at
intervals of specified time (in seconds) or at every specified number of events. Also, you can specify settings to
issue a JP1 event that notifies of continuation or terminates the suppression when the suppression is determined to
be continuing. If, however, the suppression of monitoring of a large number of events is terminated, the number of
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occurring events per occurrence monitoring period is set to 1. As a result, a large number of events subject to
monitoring suppression will be displayed in the event list, and unnecessary automated actions will be executed until
the number of occurring events per occurrence monitoring period exceeds the threshold. Therefore, for the normal
suppression of monitoring of a large number of events, the termination of monitoring suppression is not specified.
If you want to terminate monitoring suppression when monitoring suppression is determined to be continuing,
consider whether the termination of monitoring suppression causes problems before specifying settings for
Processing for when suppression continues.

For the mechanism of issuing JP1 events as notifications when monitoring suppression is determined to be
continuing, see 3.5.10 Issuing events associated with the suppression of monitoring of a large number of events.

3.5.4 When the suppression of monitoring of a large number of events
starts

For the suppression of monitoring of a large number of events, JP1/IM - Manager, after it started, suppresses the large
number of events acquired from the event service by using the repeated-event monitoring suppression function. JP1/IM
- Manager determines that events have occurred in large numbers when the conditions below are all met, and then starts
the suppression of monitoring of the large number of events by using the repeated-event monitoring suppression function.

¢ The events meet the event conditions in the repeated event condition.

* The number of repeated events that have occurred is not less than the specified threshold.

¢ Less than 2,500 types of repeated events are being suppressed.

JP1/IM - Manager determines whether to start suppressing the monitoring of a large number of events when it receives,
from the event service, an event that meets the event conditions in a repeated event condition.

JP1/IM - Manager determines whether to start suppressing the monitoring of a large number of events according to each
repeated event condition.

You can set the threshold for determining whether a large number of events have occurred by specifying the occurrence
monitoring period and the number of occurring events. Specify the threshold (occurrence monitoring period and the
number of occurring events) on the Options page of the Repeated Event Condition Settings window.

The following describes when the events that meet the event conditions in repeated event condition o are determined
to be targets of monitoring suppression. Assume that the occurrence monitoring period is 2 seconds and the number of
occurring events is 5.

First, assume that a large number of events that meet the repeated event condition a have occurred as shown in the
following figure.

Figure 3-57: Occurrence of repeated event (1)
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Whether an event that meets the event conditions in arepeated event condition occurred within the occurrence monitoring
period is determined by the arrival time (B. ARRIVEDTIME) of the event. When the condition described below is
satisfied by two events that meet the event conditions in a repeated event condition, the events are determined to have
occurred within the occurrence monitoring period.

* Condition for determining events to be within the occurrence monitoring period

Arrival time of the latest event > arrival time of an event > arrival time of the latest event - occurrence-monitoring-
period

Among the events that have occurred as shown in Figure 3-57, event D is the latest event that meets the event conditions
in repeated event condition a. The arrival time of event D is 3 seconds. The occurrence monitoring period is 2 seconds.
Therefore, the events that meet the event conditions in repeated event condition a and for which the arrival time is in

the range specified below are treated as the repeated events that have occurred within the occurrence monitoring period.

* Condition for determining events to be within the occurrence monitoring period (with reference to event D)

Arrival time of event D (3 seconds) > arrival time of the event meeting the event conditions in the repeated event
condition o (1 to 3 seconds) > arrival time of event D (3 seconds) - occurrence monitoring time (2 seconds)

The following figure shows a graph of the number of events per occurrence monitoring period calculated as described
above.

Figure 3-58: Graph of the number of events per occurrence monitoring period (1)
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As shown in Figure 3-58 Graph of the number of events per occurrence monitoring period (1), events B to D within
the occurrence monitoring period (from second 1 to second 3) are treated as the repeated events that have occurred
within the occurrence monitoring period. Therefore, the number of events per occurrence monitoring period is 3 at the
time of event D.

At this point, the system is not in the status in which a large number of events have occurred because the number of
events per occurrence monitoring period is less than the threshold.

Assume that the events that meet the event conditions in repeated event condition o have occurred as shown in the
following figure after events had occurred as shown in Figure 3-57 Occurrence of repeated event (1).
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Figure 3-59: Occurrence of repeated events (2)
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Here, event Q is the latest event that meets the event conditions in repeated event condition a. Events are treated in a
similar way to the above case. Seven events, events K to Q, within the occurrence monitoring period (from second 6.1

to second 8.1) shown in Figure 3-60 are treated as the repeated events that have occurred within the occurrence

monitoring period with reference to event Q.

The following figure shows a graph of the number of events per occurrence monitoring period obtained after all events

are checked in a similar way.

Figure 3—-60: Graph of the number of events per occurrence monitoring period (2)
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:Events that caused the number of events per occurrence monitoring
period to reach or exceed the threshold at the time of event H

Focus attention on event H in Figure 3-60. Because five events, D to H, have occurred during 2 seconds (occurrence
monitoring period) from second 3 to second 5, the number of events per occurrence monitoring period reaches the

threshold at the time of event H. Accordingly, the system enters the status in which a large number of events have
occurred, and the suppression of monitoring of a large number of events starts with event H.
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Figure 3—-61: When monitoring of repeated events are suppressed
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In the suppression period (second 5 and after) shown in the above figure, monitoring of the events occurring in large
numbers are suppressed because JP1/IM - Manager determines that a large number of events have occurred. Monitoring
of the events after event H is suppressed until the number of relevant events occurring is kept lower than the threshold
for a specified period (end monitoring period).

As a larger number of occurring events is specified as a threshold value, a larger number of JP1 events are displayed in
the event list of the Event Console window. For example, when 200 is specified as the number of occurring events, 200
repeated events are displayed in the event list of the Event Console window before monitoring suppression starts.

For the information that is displayed by JP1/IM - View when the suppression of monitoring of a large number of events,
see 3.4.6 Event list display during the suppression of repeated-event display.

3.5.5 When the suppression of monitoring of a large number of events
ends

After having started the suppression of monitoring of a large number of events, JP1/IM - Manager ends monitoring

suppression when the number of suppression-target events acquired is kept lower than the threshold for a specified

period (end monitoring period). The end monitoring period and threshold are specified on the Options page of the
Repeated Event Condition Settings window.

JP1/IM - Manager determines whether to end suppression of monitoring of a large number of events when it receives
an event from the event service.
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JP1/IM - Manager determines whether to end suppressing repeated-event display according to each repeated event
condition.

The following describes when the suppression of monitoring of a large number of events that meet repeated event
condition a ends if the number of occurring events is kept lower than the threshold for an end monitoring period. Assume
that, in repeated event condition a, the occurrence monitoring period is 2 seconds, the number of occurring events is 5,
and the end monitoring period is 300 seconds (5 minutes).

Figure 3—-62: Occurrence of a large number of events (1)
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Assume that a large number of events that meet repeated event condition o have occurred as shown in Figure 3-62.

JP1/IM - Manager determines whether the occurrence of a large number of events has ended on the basis of the arrival
time (B.ARRIVEDTIME) of the events occurring in large numbers. JP1/IM - Manager determines that the occurrence
of a large number of events has ended when the following condition is satisfied:

¢ Condition for determining whether the occurrence of a large number of events has ended
Arrival-time-of-the-event-acquired-from-the-event-service - last-one-of-the-events-occurring-in-large-numbers-
that-caused-the-number-of-occurring-events-to-reach-or-exceed-the-threshold > end-monitoring-period

Among the events that have occurred as shown in Figure 3-62, the latest event acquired from the event service is event
M, which arrived at second 301. The figure below graphically shows the number of occurring events per occurrence
monitoring period and threshold. For details about how to read the graph of the number of occurring events per
occurrence monitoring period and threshold, see 3.5.4 When the suppression of monitoring of a large number of events
starts.
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Figure 3—-63: Graph of the number of events per occurrence monitoring period (3)
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This graph shows that event G is the last one of the events occurring in large numbers that caused the number of occurring
events to reach or exceed the threshold, and its arrival time is second 2. The end monitoring period is from second 1 to
second 301 as shown in Figure 3-63. The following expression represents the relationships among the arrival time of

event G, arrival time of event M, and the end monitoring time specified in repeated event condition o

Arrival time of event M (second 301) - arrival time of event G (second 2) < end monitoring time specified in repeated

event condition a (300 seconds)

The difference between the arrival time of event M and that of event G is less than the length of end monitoring period.

Therefore, the suppression of monitoring of a large number of events does not end when event M is acquired.

Assume that JP1 events have occurred as shown in the following figure after a large number of events that meet repeated

event condition a had occurred as shown in Figure 3-62.

Figure 3-64: Occurrence of a large number of events (2)
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When events have occurred as shown in Figure 3-64, event N, arriving at second 302, is the latest event acquired from
the event service. The following figure graphically shows the number of occurring events per occurrence monitoring
period and threshold at the time of event N.

Figure 3—-65: Graph of the number of events per occurrence monitoring period (4)
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3 monitoring period with reference to event N is from second 2 to second 302.

The end monitoring period includes only one group of a large number of events
of which the number of events exceeded the threshold (which have occurred
Manager most recently). Therefore, the occurrence of repeated events can be determined
to have ended.

Legend:
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- Events that meet the event condition in repeated event condition &
:Event occurring in large numbers that is subject to display suppression

: Group of a large number of events, subject to display suppression, of which the
number of events reached or exceeded the threshold most recently

This graph shows that event G is the last one of the events occurring in large numbers that caused the number of occurring
events to reach or exceed the threshold, and its arrival time is second 2. The end monitoring period is from second 2 to
second 302 as shown in Figure 3-65. The following expression represents the relationships among the arrival time of

event G, arrival time of event N, and the end monitoring time specified in repeated event condition o

Arrival time of event N (second 302) - arrival time of event G (second 2) > end monitoring time specified in repeated
event condition o (300 seconds)

Because the difference between the arrival time of event N and that of event G is more than the length of end monitoring
period, the suppression of monitoring of a large number of events ends.

The following figure shows the events occurring in large numbers whose monitoring is suppressed and those whose
monitoring is not suppressed when events have occurred as shown in Figure 3-65.
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Figure 3—66: Events occurring in large numbers whose monitoring is suppressed and those whose
monitoring is not suppressed
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- JP1 events that meet the event condition in repeated event condition ¢
(@ : JP1 event that is not subject to display suppression
: Event occurring in large numbers that is subject to display suppression

The suppression of monitoring ends at second 302. Therefore, monitoring suppression does not apply to event N and
subsequently occurring events that meet the event conditions in repeated event condition a.

For the information that is displayed by JP1/IM - View when the suppression of monitoring of a large number of events,
see 3.4.6 Event list display during the suppression of repeated-event display.

Ending monitoring suppression except when the number of acquired events occurring in large
numbers is kept lower than the threshold for a specified period (end monitoring period)

The suppression of monitoring of a large number of events ends also in the following cases:

¢ When JP1/IM - Manager stops

If the suppression of monitoring of a large number of events ends because JP1/IM - Manager stops, no suppression
end event is issued even when issuance of the notification of the end of monitoring suppression has been set. For
details about the suppression end event, see 3.5.10 Issuing events associated with the suppression of monitoring of
a large number of events.

* When a repeated event condition is changed or deleted

In this case, JP1/IM - Manager ends suppressing the monitoring of only the consolidation events that meet specific
repeated event conditions. The specific repeated event conditions are those which were marked with the editing icon
when they were updated in the List of Repeated Event Conditions window or those which have been deleted.
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3.5.6 Event list display during the suppression of monitoring of a large
number of events

The event list display during the suppression of monitoring of a large number of events is the same as the event list
display during the suppression of repeated-event display. For details, see 3.4.6 Event list display during the suppression
of repeated-event display.

3.5.7 Issuing notifications when the suppression of monitoring of a large
number of events continues

You can specify settings for Notifications for when suppression continues to check whether the suppression of
monitoring of a large number of events continues at intervals of specified time (number of seconds) or a specified number
of events. When monitoring suppression continues, a JP1 event can be issued to notify of the continuation of monitoring
suppression.

Notifications for when suppression continues is a setting item of repeated event condition, which must be set for
individual repeated event conditions. This subsection describes when to check whether monitoring suppression
continues.

Note that, if checking whether monitoring suppression occurs concurrently with ending monitoring suppression, ending
monitoring suppression takes priority.

0 Important

For illustrative purposes, given here is an example of checking whether the suppression of monitoring of
a large number of events continues at short intervals. Note that, if you specify the checking (of whether
monitoring suppression continues) at short intervals during actual system operation, a large number of
notification events might be issued as a result of checking. Therefore, specify an appropriate interval of
checking according to the system environment.

You can select time (number of seconds) or number of events as the unit of checking interval. The following describes
the checking operations with respective units of interval selected:

¢ Checking at intervals of specified time (number of seconds)

The first checking is performed when the condition shown below is satisfied by the two repeated events that meet
the same repeated event condition:

Arrived-time-of-the-latest-repeated-event - arrival-time-of-the-repeated-start-event > specified-number-of-seconds

For the second and subsequent checkings, in the above condition, the reference event (repeated start event) is
substituted by the event that triggered the preceding checking.

The specifiable number of seconds ranges from 1 to 86,400 seconds.

The figure below shows an example of checking whether the suppression of monitoring of a large number of events
at intervals of 2 seconds. Note that, in this example, the end monitoring period is set to 3 seconds.
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Figure 3—67: Checking whether suppression continues at intervals of specified time (number of

per occurrence
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QO : JP1event

* Checking at intervals of a specified number of events

The first checking is performed when the specified number of events is exceeded by the total number of the repeated
events meeting the same repeated event condition. The repeated events are counted from the repeated start event up
to the latest repeated event.

For the second and subsequent checkings, in the above condition, the reference event (repeated start event) is
substituted by the event that triggered the preceding checking.

The specifiable number of events ranges from 1 to 1,000,000.

The figure below shows an example of checking whether the suppression of monitoring of a large number of events
at intervals of three events. Note that, in this example, the end monitoring period is set to 3 seconds.
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Figure 3—68: Checking whether suppression continues at intervals of specified number of events
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é Note

You can specify terminating monitoring suppression or issuing a notification event as the action to be taken
when monitoring suppression is determined to be continuing. If, however, the monitoring suppression using
a repeated event condition with a threshold set is terminated, the events subject to monitoring suppression
will be displayed in the event list and unnecessary automated actions will be executed. This situation begins
immediately after monitoring suppression is terminated and continues until the number of occurring events
exceeds the threshold again. Therefore, for the normal suppression of monitoring of a large number of
events, the termination of monitoring suppression is not specified. If you want to terminate monitoring
suppression when monitoring suppression is determined to be continuing, consider whether the termination
of monitoring suppression causes problems before specify settings for Processing for when suppression
continues.

(1) Notifying of the continuation of the suppression of monitoring of a
large number of events

When the suppression of monitoring of a large number of events is determined to be continuing, you can issue an event
(event ID: 00003F65) to notify that suppression will continue.

For details, see 3.5.10 Issuing events associated with the suppression of monitoring of a large number of events.
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3.5.8 Suppressing the execution of automated actions triggered by a large

number of events

When setting a repeated event condition in the Repeated Event Condition Settings window, you can specify suppression
of automated actions as a suppression item to prevent unnecessary automated actions from being triggered by a large

number of events.

The suppression of execution of automated actions is applied for the same period as the period for which the suppression
of event display using a repeated event condition is applied.

The repeated events that meet a repeated event condition specifying the suppression of execution of automated actions
are not compared with action conditions. Also, the repeated events for which automated-action execution is suppressed
can be searched as the events not subject to actions in the Event Search Conditions, Settings for View Filter, and Detailed

Settings for Event Receiver Filter windows.

The following table shows the differences in the suppression of actions between the suppression of repeated-event
monitoring and the suppression of automated-action execution.

Table 3—18: Differences in the suppression of actions

ltem

Unit of suppression

Suppression time

Reference to action logs

Re-execution of action

Display in the Action field of the Event Console window

Suppressing actions by the
suppression of repeated-event
monitoring

Repeated event

Suppression continues as long as
a large number of repeated events
occur.

Action logs cannot be referenced.

Actions cannot be re-executed.

252

Suppressing actions by the
suppression of automated-
action execution

Action definition

1 to 3,600 seconds

Action logs can be referenced by
clicking the Action Log button in
the Event Details window.

An action can be re-executed by
clicking the Re-execute button in
the List of Action Results, Action
Log, or Action Log Details
window.

@

For details about the suppression of actions by the suppression of automated action, see 5.4.4 Suppressing identical

actions.

(1) Range of automated actions subject to execution suppression (when
suppressing the execution of actions for all repeated events)

The following describes the range of automated actions subject to execution suppression. Assume that the suppression
of automated-action execution is specified in the repeated event condition and All repeated events is selected as the

range of execution suppression.
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Figure 3—-69: Range of automated actions subject to execution suppression (all repeated events)
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As shown in the above figure, when All repeated events is selected, the execution of automated actions is suppressed

for all suppression-target events, including repeated start events.

(2) Range of automated actions subject to the suppression of execution
(when suppressing the execution of actions for the repeated events

other than repeated start events)

The following describes the range of automated actions subject to execution suppression. Assume that the suppression
of automated-action execution is specified in the repeated event condition and Repeated events other than repeated

start events is selected as the range of execution suppression.
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Figure 3—70: Range of automated actions subject to execution suppression (repeated events other
than repeated start events)
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As shown in the above figure, when Repeated events other than repeated start events is selected, the execution of
automated actions is suppressed for the suppression-target events other than repeated start events.

3.5.9 Suppressing the forwarding of a large number of events

You can suppress the event forwarding from an agent as a measure to be taken when a large number of events occur on
the agent. Suppressing the forwarding of a large number of events can reduce the load on the manager.

The following describes how to suppress the forwarding of a large number of events:

* Suppressing the event forwarding from agents by an operation from the manager
* Stopping the log file traps that output a large number of events by an operation from the manager

¢ Setting a threshold for automatically suppressing the event forwarding from agents

(1) Suppressing the event forwarding from agents by an operation from
the manager

You can suppress the event forwarding from an agent where a large number of events have occurred by an operation
from the manager. To achieve this, use the event forwarding suppression command (jevagt fw command) of JP1/
Base. Specify the host name of the suppression-target agent in a parameter of the jevagt fw command, and execute
the command from the manager. You can thus suppress the event forwarding from the suppression-target agent. Also,
the JP1 events that are forwarded from the suppression-target agent can be discarded by the event server of the manager.

This functionality enables the manager to control the event forwarding from agents. Therefore, you can quickly take a
measure, from the manager, against the occurrence of a large number of events on an agent.
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Figure 3—71: Overview of the operation of the jevagtfw command
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To use this functionality, the JP1/Base on the manager host must be version 10-50 or later. Also the JP1/Base on the
suppression-target agent host must be version 08-00 or later.

For details about the event transfer suppression command (Jevagtfw command), see the chapter for commands and
the chapter describing the suppression of event forwarding by the jevagt fw command in the JP1/Base User's Guide.

(2) Stopping the log file traps that output a large number of events by an
operation from the manager

When a log file trap has issued a large number of JP1 events, you can stop the log file trap by an operation from the
manager. You can use IM Configuration Management to stop individual log file traps on an agent from the manager.
By using IM Configuration Management, you can stop the process of the suppression-target log file trap by an operation
in the Display/Edit Profiles window for the relevant host.

ID and log file trap name of a log file trap

When JP1/Base on the agent host is version 10-50 or later, the ID number and log file trap name of a log file trap
are added to the attributes of the JP1 events issued by that log file trap. (The log file trap name is added only if it
was set when the log file trap was started.)

When JP1/Base of the manager is version 10-50 or later, the ID number and log file trap name of the log file trap
are added to the attributes of the JP1 events issued by the remote-monitoring log file trap.
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The added ID number and log file trap name of the log file trap are displayed as event attributes in the Event Details
window when JP1/IM - Manager on the manager host is version 10-50 or later. Because you can identify the log
file trap that is the source of a JP1 event with the attribute information of the JP1 event, you can quickly know the
log file trap to be stopped.

B Note

You can stop a log file trap on an agent from the manager also by executing the jev1logstop command
with the ID number or log file trap name of the log file trap specified in the Execute Command window.
For details about the jev1ogstop command, see the chapter for commands in the JP1/Base User's
Guide.

In the case of the remote-monitoring log file trap, to stop a log file trap, execute the jcfallogstop
command with the monitored host name and the log file trap name of the log file trap specified. For
details about the jcfallogstop command, see jcfallogstop in 1. Commands in the manual JP1/
Integrated Management - Manager Command and Definition File Reference.

(3) Setting a threshold for automatically suppressing the event
forwarding from agents

When you set, in advance, a threshold for determining whether a large number of events occur, event forwarding can
be suppressed automatically if a large number of events occur on an agent.

For the event server of agents, set an event forwarding suppression condition, which corresponds to the threshold for
the suppression of monitoring of a large number of events. The event forwarding suppression condition specifies, for
example, that event forwarding must be suppressed if issuance of at least 50 events within 5 seconds has occurred three
times successively.

Setting an expected condition for the occurrence of a large number of events as the event forwarding suppression
condition prevents the forwarding of a large number of events from agents.
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Figure 3—72: Overview of event forwarding suppression using a threshold
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To use this functionality, JP1/Base on the suppression-target agent host must be version 10-50 or later.

For details about the event forwarding suppression using a threshold, see the chapter describing the event forwarding
suppression using a threshold in the JP1/Base User's Guide.

3.5.10 Issuing events associated with the suppression of monitoring of a
large number of events

When the suppression of monitoring of a large number of events is used, various notifications can be issued. A
suppression start event (event ID: 00003F58) can be issued to notify of the start of suppression, and a suppression end
event (event ID: 00003F59) can be issued to notify of the end of suppression. After whether monitoring suppression
continues is checked, an event to notify that suppression will continue (event ID: 00003F65) can be issued when display
suppression continues.
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Whether to issue the individual events associated with the suppression of monitoring of a large number of events is
specified as items of repeated event condition on the Options page of the Repeated Event Condition Settings window.

Figure 3-73 shows how the suppression start and suppression end events are issued. Figure 3-74 shows how the event
to notify that suppression will continue is issued.

0 Important

When you intend to issue the suppression start event, suppression end event, and event to notify that
suppression will continue, specify the timings of their issuance appropriately according to the system
environment. Consideration is required to prevent these events from occurring in large numbers.

Figure 3—73: Issuing events (suppression start and suppression end events) associated with the
suppression of monitoring of a large number of events
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The following describes how the suppression start and suppression end events are issued in sequence of the numbers in
the figure (the numbers in the figure correspond to the numbers below).

1. JP1/IM - Manager starts the suppression of monitoring of a large number of events when the number of acquired
events meeting repeated event condition o reaches or exceeds the threshold. The suppression start event is issued
to notify of the start of suppression at the same time as the start of monitoring suppression.

2.JP1/IM - Manager ends the suppression of monitoring of a large number of events when it receives (from the event
service) a specific event. The specific event is the event whose arrival time exceeds the arrival time of the last event
(among those occurring in large numbers) that is not less than the threshold by at least the end monitoring period.
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The suppression end event to notify of the end of suppression is issued at the same time as the end of monitoring
suppression.

No suppression end event is issued when monitoring suppression ends because JP1/IM - Manager is stopped or restarted.

Figure 3—74: Issuing the event (to notify that suppression will continue) associated with the
suppression of monitoring of a large number of events
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The following describes how the event to notify that suppression will continue and the event to notify that suppression
will be terminated are issued. The description follows the numbers in the figure (the numbers in the figure correspond
to the numbers below). Assume that repeated event condition o specifies that whether monitoring suppression continues
is to be checked at intervals of three events.

1. The event to notify that suppression will continue is issued because JP1/IM - Manager determines that the suppression
of monitoring of a large number of events meeting repeated event condition o continues.

2. The event to notify that suppression will continue is not issued because the suppression of monitoring of a large
number of events meeting repeated event condition a ended.

3.5.11 Notes onthe suppression of monitoring of a large number of events

The notes on the suppression of monitoring of a large number of events are the same as those on the suppression of
repeated-event display. For details, see 3.4.9 Notes on suppression of repeated-event display.
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3.6 Searching for events

In JP1/IM, you can search for JP1 events registered with JP1/Base using various search conditions, and display them

on the Search Events page of the Event Console window. When you use the integrated monitoring database, you can
search for JP1 events registered with the event service or integrated monitoring database, and display them on the Search
Events page. As well as JP1 event attributes, the search conditions might include the response status of severe events
and whether an automated action has been executed. You can also use regular expressions for some types of searches.

As the host on which to search, you can specify not only the manager that you are logged in to, but also a remote host
on which JP1/Base is installed.

If restrictions are set on viewing and operating business groups, the event server in the monitored business group will
be searched.

When you use the integrated monitoring database, you can specify which database to search. You can specify either the
integrated monitoring database or the JP1/Base event database.

Figure 3—75: Overview of event searching
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The following describes JP1 event searches and search conditions, followed by a description of the flow of processing
when searching for events.

3.6.1 Searching for JP1 events

JP1 events that need to be managed appear on the Monitor Events page of the Event Console window, but you can also
use the event search function to display the following JP1 events:

» PastJP1 events that have disappeared from the Monitor Events page because the number of JP1 events has exceeded
the maximum number of viewable events (JP1/IM - View's scroll buffer size)
* JP1 events erased from the Severe Events page by the Delete button

» JP1 events without the event level extended attribute (only JP1 events for which an event level is specified are
displayed in JP1/IM - View)

» JP1 events filtered out by the forwarding filter and not sent to a JP1/IM manager (normal events, for example)
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» JP1 events filtered out by the event acquisition filter and not acquired by JP1/IM (normal events, for example)
» JP1 events stored in the integrated monitoring database, if being used

You can check the contents of the events displayed as the search result on the Search Events page using the Event
Details button and Monitor button in the same way as on the Monitor Events page.

Search conditions

The event search conditions are saved in JP1/IM - Manager for each user and for each of the following JP1/IM -
View versions:

* The search conditions set in JP1/IM - View 07-00
* The search conditions set in JP1/IM - View 07-10 to 07-51
* The search conditions set in JP1/IM - View 08-00 to 08-10
* The search conditions set in JP1/IM - View 08-50
e The search conditions set in JP1/IM - View 09-00 to 09-10
e The search conditions set in JP1/IM - View 09-50 to 10-50
e The search conditions set in JP1/IM - View 11-00

If the manager does not have a search condition whose version corresponds to the connected JP1/IM - View, the
search conditions one version earlier than the version of the connected JP1/IM - View are acquired.

Progress display

While an event search is in progress, (Searching) appears on the tab of the Search Events page. When the search
is completed, a dialog box reports that the search has ended and (Searching) disappears. This is a way of telling
whether a search is still in progress when there are a large number of events to be searched or the search is taking a
long time.

Events found to match the search conditions are listed in order on the Search Events page. The following figure
shows the Search Events page while a search is in progress.

Figure 3—76: Search Events page during an event search
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Canceling a search

You can cancel an event search already in progress if you have set the wrong search conditions, for example, or if
you have just found the events you were looking for.
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To cancel an event search, click the Cancel Search button on the Search Events page, or choose View and then
Cancel Search.

When you cancel an event search, the JP1 events found up to that point are listed in the window.

é Note

You can perform other tasks during an event search. For example, you can perform event monitoring
in parallel with an event search. The menu commands for other tasks that you can perform remain
selectable.

Some selectable menu commands cannot be used while a search is in progress. If you attempt to use
them, an error message appears.

3.6.2 Event search conditions

The following conditions apply to event searches:

¢ JP1/Base must be installed and the event service must be active on the host to be searched. (But the host does not
need to be managed within a hierarchical system configuration.)

e The host to be searched must be directly reachable from the JP1/IM manager.

To perform an event search, the JP1/IM - Manager (Central Console) to which you are logged in from JP1/IM -
View connects directly to the host to be searched. The host must have a resolvable host name and be able to
communicate. In particular, take care when searching for events in a firewall environment or when the host is
connected to multiple LANs.

Sometimes a JP1 event might arrive from a host that cannot be searched (because it is not directly reachable). This
occurs because events are not transferred directly from agent to manager, but are forwarded in stages from agent to
base manager, and from base manager to integrated manager. Event transfer and event searches use different
communication paths. An event search can only be conducted on a host that the manager can communicate with
directly.

e The JP1 events to be searched must still reside in the event database or integrated monitoring database.

If you specify the event database in the search conditions, JP1 events in the event database are searched. If you
specify the integrated monitoring database in the search conditions, JP1 events in the integrated monitoring database
are searched.

Each instance of JP1/Base has two event databases. When the maximum capacity (default 10 MB) of one event
database is reached, the other event database is swapped in. At this point, the contents of the swapped-in event
database are erased, and the erased JP1 events cannot be searched.

The information in the event database and integrated monitoring database takes the form of files that are overwritten
in a wrap-around cycle. Old JP1 events that have been overwritten cannot be retrieved.

3.6.3 Flow of processing of event searching

The flow of processing when searching for events differs according to the database you specify.

The following describes the flow of processing when searching the event database and when searching the integrated
monitoring database.

3. Centralized System Monitoring Using the Central Console

JP1/Integrated Management - Manager Overview and System Design Guide 198



Figure 3—77: Flow of processing of event searching (event database specified)
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The flow of processing when searching the event database is described below, following the numbers in the figure:
1. On the Search Events page of the Event Console window, specify conditions about the host to search and the JP1
events to retrieve, and then execute the search.

2. On receiving the search request from JP1/IM - View, the event console service of JP1/IM - Manager issues a search
request to the event service of JP1/Base on the target host.

3. The event service of JP1/Base acquires JP1 events matching the search conditions from the event database.

4. The event service of JP1/Base sends back information about the JP1 events matching the search conditions to the
event console service of JP1/IM - Manager.

5. The event console service of JP1/IM - Manager sends the received information back to JP1/IM - View, and the
information is displayed on the Search Events page of the Event Console window.

3. Centralized System Monitoring Using the Central Console

JP1/Integrated Management - Manager Overview and System Design Guide 199



Figure 3—78: Flow of processing event searching (integrated monitoring database specified)
JP1/IM - View

) Central Console viewer
Viewer <

Search Events page

JP1/IM - Manager 1. 5.

Event console service

| Event search conditions |

4.
| Event receive filter | <

Manager < @
2.

| Event base service Hlntegrated
8,

monitoring
database

JP1/Base

Legend:

[ : Functionality

—> : Process flow

The flow of processing when searching the integrated monitoring database is described below, following the numbers
in the figure:

1. On the Search Events page of the Event Console window, specify conditions about the host to search and the JP1
events to retrieve, and then execute the search.

2. On receiving the search request from JP1/IM - View, the event console service of JP1/IM - Manager issues a search
request to the event base service of JP1/IM - Manager on the target host.

3. The event base service of JP1/IM - Manager acquires JP1 events in memory and saves them to the integrated
monitoring database.

4. The event console service of JP1/IM - Manager acquires JP1 events matching the search conditions from the
integrated monitoring database.

5. The event console service of JP1/IM - Manager sends the received information back to JP1/IM - View, and the
information is displayed on the Search Events page of the Event Console window.

3. Centralized System Monitoring Using the Central Console

JP1/Integrated Management - Manager Overview and System Design Guide 200



3.7 Changing the event level (severity) of JP1 events

When the integrated monitoring database is used, you can use the severity changing function, which changes the event
level (severity) of a JP1 event to a predefined event level. By using this function, you can manage JP1 events depending
on the system operations. You can change the event level of a JP1 eventto Emergency, Alert,Critical,Error,
Warning, Information, Notice, or Debug. After changing an event level, you can specify the new event level,
or monitor events by using the new event level while using the following functions:

* JP1 event filtering (event receiver filter, severe event filter, and view filter)

* Correlation event

* Event search (when the search object is the integrated monitoring database)

* Event guide

¢ Automated action

¢ Output of event report

¢ Central Scope

By using these functions, for example, you can change the different event levels of JP1 events issued from various hosts
to one event level for each host, or change different event levels of JP1 events to one event level for JP1 events.

Figure 3—-79: Changing the event levels of JP1 events issued on Host A to Emergency

Old levels New levels
1D Severity Issuing host 1D Severity Issuing host
100 Emergency Host A 100 Emergency Host A
100 Warning Host B 100 Warning Host B
100 Alert Host C e 100 Alert Host C
100 Critical Host A 100 Emergency Host A
100 Error Host A 100 Emergency Host A
100 Notice Host B 100 Notice Host B

If you use the severity changing function, execute the jcoimdef command to enable this function. To enable this

function, see 4.13 Setting the severity changing function in the JP1/Integrated Management - Manager Configuration
Guide.

You can specify the severity changing function in the Severity Change Definition Settings window or in the severity
changing definition file. For details about the Severity Change Definition Settings window, see 2.2/ Severity Change
Definition Settings window (Add Severity Change Definition Settings window) in the manual JPI/Integrated
Management - Manager GUI Reference.

For details about the severity changing definition file, see Severity changing definition file (jcochsev.conf) (Chapter 2.
Definition Files) in the manual JP1/Integrated Management - Manager Command and Definition File Reference.

3. Centralized System Monitoring Using the Central Console

JP1/Integrated Management - Manager Overview and System Design Guide 201



3.8 Changing the message display format

If you use the integrated monitoring database, you can use the display message change function. This function changes
JP1 event messages to a predefined message display format. The function enables you to change JP1 event messages
into a more readable format when they are displayed in JP1/IM - View's event list and the Event Details window. After
you have changed messages, you can use the following functions to specify and monitor those messages:

Inheritance to actions

View filter

Event search (when the search object is the integrated monitoring database)
Event details

Output of event report

For example, the operator can view and filter messages displayed in JP1/IM - View or, when using the email notification
function to send email, insert the message text into the subject line or body of an email message.

The event inheritance information conversion function enables you to acquire readable event inheritance information
by converting the lengths of message texts and numeric values to specified formats.
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Figure 3—-80: Overview of changing display messages
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The following figure shows the relationship between the display message change function and the JP1 event filters and
functions.
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Figure 3—81: Relationship between the display message change function and the filters and
functions
JP1/IM - View

Central Console viewer

Monitor Events page Severe Events page
Viewer < ' View filter ! r View filter 1

P 4

JP1/IM - Manager

Monitoring the status Executing 'tlnt'egracljtetd b
of monitored objects automated actions | ONtoring catabase

N N
| Adding to the integrated monitoring database

A

| Defining severe events |

g

| Matching of automatic action definition |

i

| Issuing correlation events |

A

| Changing display messages |

A

| Changing event levels |

A

| Suppressing display of repeated events |

Manager <

JP1/Base T

Event service

JP1/Base

Event service
Agent e .

Legend: I:l : Function or service

[™ 7 71 . Filter
b —_ — =

The display messages cannot be changed for events that occur after display messages have been changed or for JP1
events (event ID is 000064 00) that have been converted by JP1/IM - MO.

You must enable the integrated monitoring database to use the display message change function. Note that the display
message change function cannot be used if the IM database has not been updated after upgrading a version 10-50 or
earlier. For details, see 4.14 Setting the display message change function in the JP1/Integrated Management - Manager
Configuration Guide.
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You can use the display message change function in the Display Message Change Definitions window. For details about
the Display Message Change Definitions window, see 2.23 Display Message Change Definition Settings window (Add
Display Message Change Definition Settings window) in the manual JP1/Integrated Management - Manager GUI
Reference.

You can also use the display message change definition file (jcochmsg. conf) to configure the display message
change function. The display message change definition file (jcochmsg. conf) defines conditions for changing the
messages to be displayed for JP1 events and the new messages that are to be displayed. For details, see Display message
change definition file (jcochmsg.conf) in Chapter 2. Definition Files in the manual JPI/Integrated Management -
Manager Command and Definition File Reference.

3.8.1 Using the display message change function to change messages
and then issuing JP1 events

You can issue JP1 events so the user program can view the messages that have been changed by using the display
message change function.

This is a compatibility function for user programs that view the JP1 events issued by JP1/IM - MO (events after a display
message change) in an environment in which JP1/IM - MO is used with a version 10-50 or earlier.

The JP1 events equivalent to JP1/IM - MO (events after display message change) are issued only for those events whose
display message has been changed.
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Figure 3—-82: Flow of event issuance after display message change
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The flow of processing is described below, following the numbers in the figure. (The numbers in the figure correspond
to the numbers below.)

1. Events issued by the agent are forwarded to JP1/Base on the manager host.

2. JP1/IM - Manager obtains the above events.

3. The display messages for the events in step 2 are changed.

4. Events after display message change are issued.

5. The events in step 3 are registered in the integrated monitoring database.

6. JP1/IM - Manager obtains the events in step 4, and then registers them in the integrated monitoring database.
If you will be issuing events after display message change, enable the function in the environment definition file for
events after the display message is changed. For details, see Environment definition file for events after the display

message is changed (chmsgevent.conf) (Chapter 2. Definition Files) in the manual JP1/Integrated Management -
Manager Command and Definition File Reference.
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3.9 Mapping of the event source hosts

The management of host information in JP1 events has been a troublesome task for the system administrator when those
events are issued from other monitoring systems. For example, the system administrator needs to check the host
information displayed in messages and in the Event Details window.

When you use mapping of the event source hosts, you can display and define the events that caused JP1 events as the
event source hosts.

The mapping function of the event source host compares a JP1 event received from the event service on the manager
host with the event condition. If the JP1 event satisfies the event condition, the function maps information about the
host on which the event set in the JP1 event has occurred to the Event source host name attribute (which is an extended
attribute of the JP1 event), and then adds the information to the integrated monitoring database. If the JP1 event does
not satisfy the event condition, the function maps the information about that host to Source host (event-issuing server)
and then adds the information to the integrated monitoring database.

By using this function, the system administrator can display Event source host name as an item in the Event Console
window, and then use an event source host to search for events or define actions.

This function can be used when the integrated monitoring database is used.

Figure 3—-83: Example display in the Event Console window
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Execute the jcoimde f command to enable mapping of the event source hosts. To do this, see 4. 15 Setting event source
host mapping in the JP1/Integrated Management - Manager Configuration Guide.

Event source hosts are not displayed in the event list by default. To display the event source hosts in the event list, from
the Preferences window, set the event source host item in Available items. For details about the Preferences window,
see 2.24 Preferences window in the manual JPI/Integrated Management - Manager GUI Reference.

3.9.1 Overview of mapping

Mapping of event source hosts is provided by the event base service. The following shows the relationship between the
processing of main functions and event-source-host mapping.

Figure 3—-84: Relationship between the processing of main functions and event-source-host
mapping
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After JP1 events are acquired from the JP1/Base event service, host information is mapped with JP1 event extended
attribute Event source host name (E. JP1 SOURCEHOST). The JP1 events to be mapped here are the JP1 events that
are automatically mapped and any JP1 events that match the conditions defined in the event-source-host mapping
definition file.

For details about the JP1 events that are automatically mapped, see 4.15 Setting event source host mapping in the manual
JPI1/Integrated Management - Manager Configuration Guide. For details about the event-source-host mapping
definition file, see Event-source-host mapping definition file (user_hostmap.conf) in Chapter 2. Definition Files in the
manual JPI/Integrated Management - Manager Command and Definition File Reference.

If an acquired event does not match any of the conditions in the event-source-host mapping definition file, the value of
Source host (B. SOURCESERVER) is mapped. If a value has already been set for the extended attribute for acquired
JP1 event Event source host name (E.JP1 SOURCEHOST), the event source host is not mapped even if the event
matches the conditions in the event-source-host mapping definition file.

Event source hosts are not mapped in the following cases:
* There is no attribute subject to mapping.

The error message ID KAVB4666-W is set for Event source host name (E. JP1 SOURCEHOST).

* The value of the attribute subject to mapping is the null character.
The value of Source host (B. SOURCESERVER) is mapped.

¢ The event source host name for the received JP1 event exceeds 255 bytes.
The error message ID KAVB4666-W is set for Event source host name (E. JP1 SOURCEHOST).

* The number of program-specific extended attributes exceeds 100 as a result of mapping.
Event source host name (E. JP1 SOURCEHOST) is not set.

» The size of the JP1 event exceeds 10,000 bytes, the permitted maximum size, as a result of mapping.

Event source host name (E.JP1_ SOURCEHOST) is not set.

If overwrite installation is performed for JP1/IM - Manager, the definitions set in the event-source-host mapping
definition file are inherited. Also, the setting as to whether to enable or disable the mapping function of the event source
hosts is inherited.
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3.10 Event guide function

The event guide function displays guidance on handling JP1 events displayed in the Event Console window.

The system administrator carries out error investigation and resolution based on JP1 events, but it is difficult to learn
all the tracking and troubleshooting procedures for the numerous JP1 events that might be issued from a linked JP1
product or user application.

By using the event guide function, you can register and accumulate know-how (such as past cases and how to investigate
or handle errors) which you can refer to when an error occurs.

The information displayed by the event guide function is known as event guide information. You can specify the contents
and format (text or HTML) of this information. Event guide information appears in the Event Details window as part
of the JP1 event details. The following figure shows a display example.

Figure 3—-85: Example of event guide information displayed in the Event Details window

#4 Event Details - Event Console |_ O] ]
Previous
j Attribute name |Ac|:n'.bube value

Serinl number 33 w
| 00000100

6572

07/31 19:15:47

| 07/31 19:15:47

Event attributes || -i

20243536

|Event source host host
|Source event server name host
XXX XX

Message

e job was terminated abnormally.

immediately contact the system administrators who are residing in the host of jpbl. } Area for displaying

event guide information

extension list

l'he file transfer job was terminated abnormally.

Execute Command I Monitor Action Log | Register Incident I Close I Help |

You can set the content and format (text or HTML) of the
displayed event guide information.

By default, the Guide area does not appear in the Event Details window.

The event guide information file is referenced when you log in to JP1/IM - View. If one or more applicable conditions
are found, the Guide area is displayed. The file and its settings are described next.

3.10.1 Settings for event guide information

Event guide information is set in an event guide information file managed by JP1/IM - Manager.

In this file, you can enter settings about the contents to be displayed as event guide information, conditions about the
target JP1 events, and other definitions.
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The contents displayed as event guide information are called event guide messages. Messages can be stored and managed
in individual files known as event-guide message files. The relationship between the two types of files is shown below.

Figure 3—-86: Relationship between the event guide information file and event-guide message files

Event guide information file

Display condition
Event guide messages = contents

displayed as event guide information Event-guide message file 1
. . (text format)

Display condition
Link to event-guide message file 1 Displayed contents
(oocixt)

Display condition Event-guide message file 2
Link to event-guide message file 2 (HTML format)
(oochtml) .

. Displayed contents

Event guide messages can be written directly in the file or
stored in another file.

The update timing after you edit an event guide message differs for the event guide information file and event-guide
message files, as follows:

¢ Event guide information file

To apply the changes (edited message or condition definition) in the event guide information file, you must execute
the jco spmd reload command or restart JP1/IM - Manager.

After the changes have been applied, the Guide area, if not currently displayed, appears in the Event Details window
the next time a user logs in to JP1/IM - View.

¢ Event-guide message file
After you edit an event-guide message file, the changes appear when you simply refresh the Event Details window.

We recommend that you use an event-guide message file if you periodically edit messages.

3.10.2 Conditions for displaying event guide information

Using a condition (EV_COMP), you can specify which of the issued JP1 events to target in displaying event guide
information. When you specify multiple conditions, an AND condition is assumed and the guide information is displayed
when all the conditions are satisfied.

EV_COMP is a JP1 event comparison condition in the format attribute-name : attribute-value. You can set a maximum
of 100 such conditions.

* attribute-name
Specify the name of a JP1 event attribute (basic or extended attribute).

For example, you can specify the event ID (B. ID), event level (E. SEVERITY), or other attribute name. If you
changed the event level of a JP1 event using the function for changing the severity level, the new event level applies
when the JP1 event contents are compared.

You can also specify program-specific information (provided as an extended attribute of JP1 events) for a particular
JP1 product.

For example, you can specify the host that executes JP1/AJS jobs (E. CO0).
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Note that you cannot use a business group name for the source event server name (B. SOURCESERVER), destination
event server name (B. DESTSERVER), and event source host name (E.JP1 SOURCEHOST). If you specify a
business group name, it will be treated as a host name.

When specifying [Pv6 addresses for the source IP address (B. SOURCEIPADDR) and destination IP address
(B.DESTIPADDR), use lower case characters as follows:

0011:2233:4455:00677:8899:aabb:ccdd:eeff
You cannot use the abbreviated format of an IP address as follows:
2012:7:8::a:b
e attribute-value
Specify the attribute value corresponding to the attribute name.

For example, to specify JP1 events whose event level (E. SEVERITY) is Error, specify
E.SEVERITY:Error. To specify an event whose event ID (B. ID)is 00000111, specify B. ID:
00000111:00000000.

When event guide information is displayed in JP1/IM - View, the contents of the event guide information file are
referenced from the top. When an item matching the conditions is found, referencing stops and the applicable information
appears in the Event Details window.

Because the Event Details window displays only the first of possibly multiple items in the event guide information file
that match the conditions, bear the following in mind when setting display conditions:

* Make sure that the comparison condition does not duplicate a comparison condition set for a different event guide
item.

For example, by setting multiple conditions in a comparison condition, such as an event level or message in addition
to the event ID, you can differentiate the comparison condition from that set for another event guide item.

A regular expression can be written as an attribute value, but it must require a complete match.

* Set no more than one event guide item for one JP1 event.

To set multiple items for one JP1 event, consider writing multiple action procedures in HTML format in an event-
guide message file.

3.10.3 Contents displayed as event guide information

To write event guide messages directly in an event guide information file, specify EV_GUIDE. To use event-guide
message files, specify EV_FILE instead of EV_GUIDE and write the file locations.

Messages can be written in text format or HTML format. The attribute values of JP1 events can also be used as variables
in messages (by prefixing the attribute value with $). For example, if you write $B . MESSAGEA (where A represents a
space), JP1 event messages (B . MESSAGE) will be handled as variables, and the attribute value of the JP1 event will be
displayed in the event guide message.

Event-guide message file as a useful tool when editing

When event guide messages are written directly in an event guide information file (EV_GUIDE specified), each
message is a single line. You cannot format the message layout by inserting linefeed codes. However, you can do
so in an event-guide message file (EV_FILE specified). This is illustrated in the figure below.
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Figure 3—-87: Examples of writing event guide information

Coding in an event guide information file (extract)

EV_GUIDE=Detailed information\nJobnet ended abnormally.
{name: jobnet-name: execution-ID)\n\nThe jobnet terminated abnormally/\

n\n

(8) \nContinues processing. The execution ID is output when yes is

specified in the LOGINFOALL parameter in the configuration definition file Linefeed codes cannot be
or when ALL is specified for information output to the scheduler log and 7 inserted to format the
event log in the Scheduler Log Settings page of the Manager Environment message.

Settings dialog box.\n\n
(O) \nCheck what caused the jobnet to end abnormally and take appropriate
action.

Linefeed codes cannot be inserted to format the message.

Detailed information
Jobnet ended abnormally. (name: jobnet-name: execution-ID)

The jobnet ended abnormally.

®)
Continues processing. The execution ID is output when ves is specified
in the LOGINFOALL parameter in the configuration definition file or
when AL is specified for information output to the scheduler log and
event log in the Scheduler Log Settings page of the Manager
Environment Settings dialog box.

Linefeed codes can be
> inserted to format the
message.

©)
Check what caused the jobnet to end abnormally and take appropriate
action.

Because you can apply formatting in this way, an event-guide message file is useful when you are preparing messages
in HTML format, and there is a large amount of information or you need to periodically review the message contents.

About event guide information files:

See Event guide information file (jco_guide.txt) in Chapter 2. Definition Files in the manual JP1/Integrated
Management - Manager Command and Definition File Reference.

3. Centralized System Monitoring Using the Central Console

JP1/Integrated Management - Manager Overview and System Design Guide 213



3.11 Setting memo entries

You can set additional information about a JP1 event displayed in the Event Console window. This functionality is
available for JP1 events registered in the integrated monitoring database when you use the integrated monitoring
database.

When an issue is encountered during investigation of a JP1 event, the system administrator will need to record what
steps were taken or report the issue to other users. By entering a memo to accompany the particular JP1 event, the system
administrator can summarize what steps were taken and write notes to other users. Users can then find out the state of
investigation and what precautions to take, simply by referencing the JP1 event in the Event Console window.

Memo entries are subject to content comparisons in the following:

¢ View filter conditions

* Event search conditions
The contents of a memo entry can be included in an event report output by the jcoevtreport command.

To use the memo functionality, enable memo entry in the jcoimdef command.
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3.12 Adding program-specific attributes

If the number of events that might occur increases due to addition of monitored applications and hosts, the system
administrator must set similar event conditions for each function, which constitutes an added burden on the management
tasks.

Addition of program-specific attributes is a function for adding program-specific attributes to JP1 events. This function
enables the system administrator to define actions and filtering for a set of events with a common attribute (grouping).
When the number of events increases after program-specific attributes have been defined, the system administrator only
needs to modify the attribute addition function definition. There is no need to change the definitions of automated actions
or various filters. In addition, the definition of each function becomes simple.

This function enables the system administrator to display events with the added information, such as system names,
business names, and system status. This saves time in checking multiple attribute values and system configuration
information, which makes the handling of events easier.

The following figure provides an overview of the procedure for adding attributes to JP1 events and defining them in
individual functions.

3. Centralized System Monitoring Using the Central Console

JP1/Integrated Management - Manager Overview and System Design Guide 215



Figure 3—-88: Overview of adding program-specific attributes
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Host name = host 3 the event condition

System name = systemB

JP1 event |System name

Manager

-

: Flow of processing

Addition of attributes to JP1 events is specified when the corresponding events are registered into or forwarded and
received in the event database.

Normally, you can centrally set and manage attribute addition conditions for JP1 events that are transferred from
monitored hosts by setting the attribute addition conditions on the manager host.

Note that event registration performance is adversely affected in proportion to the product of the number of attribute
addition conditions and the number of registered events. If you run JP1/IM - Manager in a system hierarchy, we strongly
recommend that you use a base manager or a relay manager to set attribute addition conditions.

Added attributes are maintained even when the corresponding JP1 events are forwarded to other hosts. Therefore, the
attribute information added by a base manager or a relay manager can be used as is, even if the attribute addition
conditions are not set in the top JP1/IM - Manager.
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Conditions for specifying JP1 events to which attributes are to be added and the attribute names to be added are defined
in the additional extended attribute settings block (from add to end-add [exit])in the additional extended attribute
settings file. You can define a maximum of 1,024 additional extended attribute settings blocks.

Individual conditions are checked sequentially from the top of the additional extended attribute settings block for each
JP1 event that is registered or is forwarded and received. If a condition is satisfied, the specified attribute name and
value are added. If ex it is specified in an additional extended attribute settings block, the additional extended attribute
settings block processing is skipped for the corresponding JP1 event and the next JP1 event is processed.

To minimize the effects of attribute addition on the registration and forwarding of JP1 events, we recommend that you
define the additional extended attribute settings file as follows:

* Do not specify exit in additional extended attribute settings blocks except when multiple conditions are used for
a single JP1 event to add different attributes. This saves time in processing subsequent additional extended attribute
settings blocks.

* In the first additional extended attribute settings block, specify the condition for JP1 events to which no attributes
are to be added. This saves time in processing subsequent additional extended attribute settings blocks.

* Define the conditions for JP1 events that occur frequently early in the additional extended attribute settings file.
See the following figure for details.

Figure 3—-89: How to specify the additional extended attribute settings file

Additional extended attribute settings file

Additional extended
attribute settings block

add L4
condition-for-JP1-events-to-which-no-attributes-are-to-be-added
end-add exit

add
condition-for-JP1-events-that-occur-most-frequently
E. extended-attribute-name attribute-value
end-add exit

add
condition-for-JP 1-events-that-occur-second-most-frequently
E . extended-attribute-name attribute-value

end-add exit

For details about adding program-specific attributes, see 4. /0 Adding program-specific attributes in the JP1/Integrated
Management - Manager Configuration Guide.

For details about the additional extended attribute settings file, see the JP1/Base User's Guide.
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3.13 Displaying program-specific extended attributes and specifying
them in event conditions

If you specify a definition file for extended event attributes (extended file), you can display desired item names for
program-specific extended attributes in the events list in the Event Console window. You can also specify desired item
names for program-specific extended attributes in event conditions, such as view filters and event receiver filters.

3.13.1 Displaying and outputting program-specific extended attributes

You can display in the events list and the Event Details window and output in event reports desired item names for
program-specific extended attributes that are defined in the definition file for extended event attributes (extended file).
This functionality is called the program-specific extended attribute display function.

You use the definition file for extended event attributes (extended file) to specify the program-specific extended attribute
display function for each system (JP1/IM - Manager). When you use JP1/IM - View to connect to the JP1/IM - Manager
on which the definition file for extended event attributes (extended file) has been set, the defined item names are
displayed for extended attributes in the events list and the Event Details window. You can use the Preferences window
to set the program-specific extended attribute items to be displayed or hidden in the events list for each user.

Note that in the Web-based JP1/IM - View, the item names defined in the definition file for extended event attributes
(extended file) cannot be displayed in the events list. In the Web-based JP1/IM - View, only the Event Details window
and the Edit Event Details window can display item names that are defined in the definition file for extended event
attributes (extended file).

Figure 3-90: Displaying program-specific extended attributes in JP1/IM - View

Definition file for extended event attributes
(extended file)

Events list
;ISysr.em Work IEvenr. level
Desired item Management accounting system  Workl :En:o:
Sales support system Work2 Error
E.SYSTEM SyStem'name names can be Manufacturing cost system Work3 @Error
E.WORK  business-name displayed HR peyroll systen Vorkd @ Exror

Event Details window

Attribute name Attribute value
Registered time 07/31 09:43:31
Arrived time 07/31 09:43:31
User ID -1

Group ID -1

User name Administrator
Group name

Source event server name host

Event attributes

Source IP address XX XXX XX - XX
Source serial number 10

Event level Error

Management accounting system
Workl

If you set a definition file for extended event attributes (extended file), the program-specific extended attributes that are
displayed in the windows for specifying event conditions, such as view filters and event receiver filters, are displayed
as item names (such as system name and server's role), not as attribute names (such as E . SYSTEM and E . ROLE). For
details, see 3.13.2 Specifying program-specific extended attributes in event conditions.

You can also output these item names, not the attribute names, to CSV-format event reports in the same manner as for
basic attributes and shared extended attributes on the JP1/IM - Manager in which the definition file for extended event
attributes (extended file) has been set. For details, see 3.15 CSV output of information displayed in JP1/IM - View.
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Table 3—19: Functions that can display or output program-specific extended attributes
Component Function®1, #2 Window or command

Central Console Display of events list (including CSV output) Event Console window
Related Events (Summary) window
Related Events (Correlation) window
Execute Command window
Display of event details Event Details window
Edit Event Details window

Output of event report jcoevtreport command

Window for setting event conditions Action Parameter Detailed Definitions window™?
Common Exclusion-Condition Settings (Extended) window

Severity Change Definition Settings window
(Add Severity Change Definition Settings window)

Repeated Event Condition Settings window

Event Search Conditions (Program-Specific Information in
Extended Attribute) window

Severe Event Definitions window™

Event Acquisition Settings window™*

Common Exclusion-Conditions Settings window™*
Event Search Conditions window™*

Settings for View Filter window™*

Detailed Settings for Event Receiver Filter window™*

Event-Information Mapping Definitions window

Display Message Change Definition Settings window (Add
Display Message Change Definition Settings window)

#1: In the Web-based JP1/IM - View, functions other than the function for displaying event details cannot display program-specific extended
attributes.

#2: To enable functions other than the function for displaying event details to display program-specific extended attributes, JP1/IM - Manager
11-00 or later and JP1/IM - View 11-00 or later must be connected. To enable the function for displaying event details to display program-specific
extended attributes, JP1/IM - Manager 11-00 or later must be connected (with no restriction on the version of JP1/IM - View).

#3: The Action Parameter Detailed Definitions (for compatibility) window is excluded.
#4: The Event Search Conditions (Program-Specific Information in Extended Attribute) window is opened from this window to specify settings.

3.13.2 Specifying program-specific extended attributes in event
conditions

If you set a definition file for extended event attributes (extended file), you can specify item names (such as system

name and server's role) instead of attribute names (such as E. SYSTEM and E . ROLE) as program-specific extended

attributes in event conditions, such as view filters and event receiver filters. This functionality is called the program-
specific extended attribute specification function.
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Figure 3-91: Program-specific extended attributes that are displayed in the windows for specifying
event conditions

In the Event Search Detailed Conditions
In windows such as the (Program-Specific Information in
Action Parameter Detailed Definitions window Extended Attribute) window
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You can select an item name defined in the definition
file for extended event attributes (extended file).

You can specify item names as program-specific extended attributes in the following functions (windows):

* Action Parameter Detailed Definitions window”

* Event-Information Mapping Detailed Definitions window

¢ Severe Event Definitions window

* Event Acquisition Settings window

¢ Common Exclusion-Conditions Settings window

¢ Common Exclusion-Condition Settings (Extended) window
 Settings for View Filter window

* Detailed Settings for Event Receiver Filter window

* Event Search Conditions window

* Severity Change Definition Settings window (Add Severity Change Definition Settings window)
* Repeated Event Condition Settings window

* Display Message Change Definition Settings window (Add Display Message Change Definition Settings window)

#: The Action Parameter Detailed Definitions (for compatibility) window is excluded.
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3.14 Displaying user-defined event attributes

By customizing the JP1/IM definition files, you can extend the functionality available when another application is linked
with JP1/IM. With the extended functions, you can perform the following operations.

3.14.1 Displaying the attributes of user-defined events

User applications can issue JP1 events by calling a JP1/Base function. You can add user-defined event attributes
(extended attributes specific to the issuing program) to the issued JP1 event. A JP1 event that has a user-defined event
attribute is known as a user-defined event.

Event attributes (program-specific extended attributes) are not normally displayed in the Event Details window in JP1/
IM - View, but you can display them if you create a definition file that defines the event attributes. For details about
how to display user-defined events using a definition file, see 4.12 How to display user-specific event attributes in the
JP1/Integrated Management - Manager Configuration Guide.

3.14.2 Displaying a monitor window from a JP1 event

By creating a definition file of user-defined events, from the JP1 event listing in JP1/IM - View you can launch and
operate the GUI of the application that issued a particular JP1 event. For details about how to launch a monitor window
from a JP1 event based on a definition file, see 4.17.1 How to open monitor windows in the JP1/Integrated Management
- Manager Configuration Guide.

3.14.3 Adding items to the Tool Launcher window

You can add items to the function tree displayed in the Tool Launcher window of JP1/IM - View. This allows you to
launch the GUI of a system management program or application management program.

To add an item to the Tool Launcher window, use a definition file.

For details about how to add items to the Tool Launcher window using a definition file, see 4.18.2 How to add new
menus in the JP1/Integrated Management - Manager Configuration Guide.

3.14.4 Flow of event information

Using the JP1 event issuing function provided by JP1/Base, you can execute user-defined events that have user-defined
event attributes (program-specific extended attributes) directly from a user application.

In JP1/IM, you can create a definition file and display these user-defined event attributes in the Event Details window.

The following figure provides an overview of the flow of processing from issuing a user-defined event to displaying its
user-defined event attributes.
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Figure 3-92: Flow of processing from issuing a user-defined event to displaying its attributes
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3.15 CSV output of information displayed in JP1/IM - View

In JP1/IM, you can output the information displayed in JP1/IM - View in CSV format. The following functions support
CSV output:

» Saving event listings to a file
» Saving event information in the integrated monitoring database to a file

¢ Copying JP1 event information and action execution results to the clipboard

These functions are described next.

3.15.1 Saving event listings (CSV snapshot)

In JP1/IM, you can take a CSV snapshot” of the event information displayed in JP1/IM - View. Based on this information,
you can keep a history of day-to-day monitoring and actions. You can also use your CSV snapshots when reviewing the
system during maintenance, for example.

The following describes the types of information you can export as a CSV snapshot, and the output format, items, and
timing.

#: Snapshot refers to extracting information at a particular point in time.

(1) Information that can be exported as a snapshot

You can take a CSV snapshot of the event lists in following pages:

* Monitor Events page of the Event Console window
¢ Severe Events page of the Event Console window
¢ Search Events page of the Event Console window

* Response-Waiting Events page of the Event Console window

(2) Snapshot image and format

The following figure shows a CSV snapshot.

Figure 3-93: CSV snapshot image of events list information

Event Console window

CSV snapshot

Output time, Login user name, Host connection, .
Window name LL'"S 1

=1 < | & [icliEd - [l © (i)

1o ~|

N display item, display item, display item +——Line 2
Event information (topmost in the window) @——Line 3
Event information® @——Line 4

#: Output on each line in the same order as displayed in the
window.

Line 1 is the CSV header information, separated by commas.
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Line 2 is the display items set in JP1/IM - View, separated by commas and output in order of display from left to right.
You can set the display items of JP1/IM - View on the Event Attributes page of the Preferences window.

Line 3 is the event information listed first in the window, separated by commas in the same way as the display items
(line 2).

Line 4 and subsequent lines are event information output in the same format as line 3, following the window display
items.

The CSV output format is as follows:

¢ Items are separated by commas (, ).
iteml , item?2, item3, item4, item5, . . .

e Any item containing a comma (, ) is enclosed with double quotation marks (").
iteml, "item,2" , item3, item4, item5, . . .

* Any item containing a control character (0x00 to Ox1F, and 0x7F to 0x9F) is enclosed with double quotation marks
(")
iteml , "item(0x00)2" , item3, item4, item5, . . .

e When an item contains a double quotation mark ("), another double quotation mark is inserted before it, and the
whole is enclosed with double quotation marks (").
iteml, "item" " 2", item3, item4, item5, . . .

¢ Empty items are shown as blank (nothing is entered).

iteml, , item3, item4, item5, . . .

(3) Snapshot output items

The following table describes the header information output to line 1 of a CSV snapshot.

Table 3—20: Output header information
Header item Output contents

Output time The time at which the snapshot was taken is output in the following format (year/month/day
hour:minute:second):

¢ When the attribute value is the cumulative number of seconds from 1970/01/01 00:00:00 (GMT):

The attribute value is converted for the time zone set for JP1/IM - View in the YYYY/MM /DD
hh:mm:ss format and output.

¢ When the attribute value is other than the above:

The character string set as the attribute value is output.

Login user name The name of the JP1 user who took the CSV snapshot
Host connection The name of the manager host to which the JP1 user was logged in when the snapshot was taken
Window name The name of the page (Monitor Events, Severe Events, or Search Events) displayed in the Event Console

window when the snapshot was taken

The contents (display items) output to line 2 of the snapshot differs according to the settings in the JP1/IM - View
Preferences window. The contents (event information) output to line 3 and subsequent lines also differs according to
the contents in line 2.

The following table describes the contents output to line 2 and subsequent lines.
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Table 3—21: Contents output to the body of a snapshot

Display item
(contents in line 2)

Response status

Summary status

Event level
Original severity level

New severity level

Start time
End time
Arrived time

Registered time

Source host

User name
Message

Event ID

Product name
Object type
Object name
Root object type
Root object name

Occurrence

Event information
(contents in line 3 onward)

The icons in the window are converted into character strings and
output as follows:

ﬁ ->Processed
(®) > Processing

M) —>Held
(no icon) -> Unprocessed

When the response status differs among the JP1 events in a
consolidation event, the icon is followed by an exclamation mark
(1. In the snapshot, the exclamation mark appears to the right of
the string.

When a JP1 event has a memo entry, the icon and exclamation mark
are followed by a comma and then Memo.

The character strings displayed in the window are output as is.

The character strings displayed in the window are output as is.

The severity color coding and icons are not output.

The icon in the window is converted into a character string and
output as follows:

@ New severity level flag -~ Changed

(no icon) -> (blank)

Output in the following format:

¢ When the attribute value is the cumulative number of seconds
from 1970/01/01 00:00:00 (GMT):

The attribute value is converted for the time zone set for
JP1/IM - View in the YYYY/MM /DD hh: mm : ss format, and
then output.

e When the attribute value is other than the above:
The character string set as the attribute value is output.

The character strings displayed in the window are output.

3. Centralized System Monitoring Using the Central Console

Output conditions

Output when Enable is selected
for Display most significant
status in the Preferences
window (that is, when the
consolidated display of repeated
events is used) and the repeated-
event monitoring suppression
function is enabled.

Output when this item is set in
the Display items & order list
box in the Preferences window.
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Display item
(contents in line 2)

Serial number

Source process ID
Source user ID

Source group ID
Source user name
Source group name
Source serial number
Event source host name

Action

Type

Action type

Message (after change)

Display message change

Display message change definition

Event information
(contents in line 3 onward)

The icons in the window are converted into character strings and
output as follows:

> Execute

M» ->Ppartially suppress

0 -> Suppress

HD ->Repeatedevent

$§@ > Aaction-excluded event

(no icon) -> (blank)

When the action status differs among the JP1 events in a
consolidation event, the icon is followed by an exclamation mark
(1. In the snapshot, the exclamation mark appears to the right of
the string.

The icons in the window are converted into character strings and
output as follows:

%4 > Complete-correlations event

¥% > Incomplete-correlations event
§@ ->Repeated event

§@ T4 > Repeated event, complete-
correlations event

35@ 2% ->Repeated event, incomplete-
correlations event

(no icon) -> (blank)

The icons in the window are converted into character strings and
output as follows:

& -> Command

->Rule

(&3] ->Command, Rule

(no icon) -> (blank)
The character strings displayed in the window are output as is.

The icons in the window are converted into character strings and
output as follows:
[#] Display message change flag -> Changed

(no icon) —> (blank)

The character strings displayed in the window are output as is.
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Display item Event information Output conditions

(contents in line 2) (contents in line 3 onward)

Program-specific extended attribute | The character strings displayed in the window are output as is. Output if the attribute is defined
in the definition file for extended
event attributes (extended file)
and this item is set in Display
items & order in the
Preferences window.

Legend:
--: None.

When a program-specific extended attribute is mapped to a display item in the event-information mapping definitions,
the attribute value is output to the snapshot in the same format as displayed in the Event Console window (value prefixed
with # followed by a space).

If there are no events displayed in the window, only the header information (line 1) and the display items (line 2) will
appear in the snapshot. If there is no information for a particular display item, that field is blank.

If the character string is a control character, it is converted into a space when displayed in the window, but appears as
is when output to a CSV snapshot.

(4) Snapshot timing

To take a CSV snapshot, choose File and then Save Displayed Events in the Event Console window. The currently
displayed event information is captured in the snapshot.

0 Important

* By default, the event information displayed in the Monitor Events page and Severe Events page of
the Event Console window is automatically refreshed at 5-second intervals.

To stop the event information from being refreshed automatically when taking a snapshot, in the
Preferences window change Automatic refresh from Apply to Do not apply.

* You cannot export CSV snapshot files to a removable medium.

3.15.2 Saving event information in the integrated monitoring database
(CSV report)

The functionality for outputting event information from the integrated monitoring database is referred to as output of
an event report.

Using this feature in JP1/IM, you can save information about the JP1 events registered in the integrated monitoring
database as a CSV-formatted report. To output an event report, execute the jcoevtreport command. As a command
option, you can specify what event information to output.

For the command syntax, see jcoevtreport in Chapter 1. Commands in the manual JP1/Integrated Management -
Manager Command and Definition File Reference.

The following describes the range of information you can output in an event report, and the output format, items, and
command options.
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(1) Information that can be output to an event report

You can output the following event information to an event report:

* Time-specified event information

You can specify the arrival time of the JP1 events to be output.

¢ Program-specific event information
You can specify particular items of program-specific information. If you do not specify any items, all items are
output.

* Information about events that match a filter condition

You can limit the JP1 events to be output using pass conditions or exclusion-conditions in a filter. For the items you
can specify in a filter condition, see Table 3-22 Contents output to an event report.

You can specify a maximum of 50 filter conditions in one pass condition group or one exclusion-condition group.
In a filter for extended attributes (program-specific information), however, you can specify a maximum of five filter
conditions in one pass condition group or one exclusion-condition group.

(2) Image and format of an event report

If you specify the header option during CSV output, CSV header items are output to line 1, separated by commas.
In line 2 and subsequent lines, event information is output in the following order, separated by commas:

basic-attribute, extended-attributes-(common-information), IM-attributes, extended-attribute (program-specific-
information)

For the extended attributes (program-specific information), the output format depends on whether program-specific
extended attributes are defined in the definition file for extended event attributes (extended file).

When no program-specific extended attributes are defined in the definition file for extended event attributes
(extended file)

number-of-program-specific-extended-attributes, [attribute-name, attribute-valuel, [attribute-name, attribute-value]
2, E.SYSTEM, Management accounting system, E.WORK, Business 1
2, E.ROLE, Web server, E.SYSTEM, Sales support system

When the program-specific extended attribute £.SYSTEMis defined in the definition file for extended event attributes
extended file)

—

E.SYSTEM-attribute-values, number-of-program-specific-extended-attributes, [attribute-name, attribute-value]
Management accounting system, 1, E.WORK, Business 1
Sales support system, 1, E.ROLE, Web server

[ ]

\\ The attribute whose values are setin a
single column is not included in this count.

One column is allocated
for the E.SYSTEM attribute.

If some of the program-specific extended attributes are defined in the definition file for extended event attributes
(extended file) and some are not, the defined program-specific extended attributes are output first, and then the undefined
program-specific extended attributes are output.

When multiple program-specific extended attributes are defined in the definition file for extended event attributes
(extended file), the attributes are output in the order they are defined.

If you specify program-specific extended attributes in the environment definition file for event report output
(evtreport.conf), the program-specific extended attributes defined in the definition file for extended event
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attributes (extended file) are output in the same format as for the program-specific extended attributes that are not defined
in the definition file for extended event attributes (extended file).

If you do not specify program-specific extended attributes for items that are to be output to event reports, the number
of program-specific extended attributes appears as 0, and the attribute name and value are blank (nothing is entered).

(3) Items output to an event report

When you specify the header option, header information for the attribute name or item name is output to line 1 of the
CSV file. For the extended attributes (program-specific information) defined in the definition file for extended event
attributes (extended file), the defined item names are output as headers.

By default, no headers are output.

Table 3—22: Contents output to an event report

Attribute type

Basic attribute

Extended
attribute
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Item

Serial number
Event ID

Source process 1D
Registered time

Arrived time

Registered reason
Source user ID

Source group ID
Source user name
Source group name
Source host
Destination event server name
Source IP address
Destination IP address
Source serial number
Code set

Message

Event level

Header information

The character string displayed in the window is output.
The character string displayed in the window is output.
The character string displayed in the window is output.

Output in the following format:
e When the attribute value is the cumulative number of seconds from 1970/01/01
00:00:00 (GMT):
The time is output in one of the following two formats according to the
specification of the -t option of the jcoevtreport command:

- When ON is specified in the -t option:

Format YYYYMMDDhhmmss in the time zone of the jcoevtreport
command.

- When OFF is specified in the -t option:

Cumulative number of seconds from 1970/01/01 00:00:00 (GMT)
e When the attribute value is other than the above:

The character string set as the attribute value is output.

Output in decimal format.

Output as a character string.

The IP address is output as a character string.

The character string displayed in the window is output.
Output as a character string.
The character strings displayed in the window are output.

The character string is converted and output as follows:

[ Emergency -> Emergency
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Attribute type | Item Header information

(common 3¢ Alert >nlert
information) @@ Critical > Critical
. Error > Error
&\ Warning -> Warning
€ Normal -> Normal
¢ Information -> Information
@) Debug -> Debug

For all other event levels, the character string displayed in the window is output as
is.

The severity color coding and icons are not output.
User name The character string displayed in the window is output.
Product name
Object type
Object name
Root object type

Root object name

Object ID Output as a character string.
Occurrence The character string displayed in the window is output.
Start time Output in either of the following formats:
. o YYYYMMDDhhmmss
End time .
e Cumulative seconds from 1970/01/01 00:00:00 (GMT)
Result code Output as a character string.

Event source host name

IM attributes Action type The icons in the window are converted into character strings and output as follows:
& -> Command
->Rule
(457} -> Command, Rule

(no icon) -> (blank)

Action suppression The icons in the window are converted into character strings and output as follows:
->Execute
> ->Ppartially suppress
0 -> Suppress
HD ->Repeatedevent
(no icon) -> (blank)
Severe event Either of the following is output:

If the JP1 event is not severe: Blank

If the JP1 event is severe: Severe Event

Correlation event The icons in the window are converted into character strings and output as follows:
94 > Complete-correlations event
7% -> Incomplete-correlations event
(no icon) -> (blank)

Original severity level The icon is converted and output as follows:

3. Centralized System Monitoring Using the Central Console

JP1/Integrated Management - Manager Overview and System Design Guide 230



Attribute type

Extended
attribute
reserved by the
system
(program-
specific
information)
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Iltem

New severity level

Response status

Summary status

Severe event release

Severe event deletion

Memo
Message (after change)

Display message change

Display message change definition

Relation Event serial number

(E . JPliGENERATEisoURCEisE
QNO)

Correlation event generation
condition name

(E.JP1_GENERATE NAME)

Suppressed event ID
(E.JP1_IMSUPPRESS ID)

Header information

Emergency -> Emergency
3¢ Alert >nlert

9@ Critical > Critical

@ Error >Error

&) Warning -> Warning

€ Normal > Normal

& Information -> Information
@) Debug -> Debug

For all other event levels, the character string displayed in the window is output as
is.

The severity color coding and icons are not output.

The icon in the window is converted and output as follows:

m -> Changed

(no icon) -> (blank)

The icons in the window are converted into character strings and output as follows:
ﬁ ->Processed

(®) > Processing

M —>Held

(no icon) -> Unprocessed
The character strings displayed in the window are output.

The following character string is output:
If the severe event has not been released: Blank
If the severe event has been released: Released

The following character string is output:
If the severe event has not been deleted: Blank
If the severe event has been deleted: Delete

The character strings displayed in the window are output.
The character strings displayed in the window are output as is.

The icons in the window are converted into character strings and output as follows:

[#*] -> Changed
(no icon) —> (blank)

The character strings displayed in the window are output as is.

The serial numbers of relation events are listed in the following format, separated
with spaces (A):

serial-number-1Aserial-number-2A...Aserial-number-n (n is a number between 1
and 100)

Output as a character string. This item is the name of a correlation event generation
condition that is satisfied.

Output as a character string. This item is output when the repeated-event
monitoring suppression function is used.

This item is the serial number (unique number in the event database) of a repeated
event that occurs more frequently than the threshold.
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Attribute type | Item Header information

Repeated event condition name Output as a character string. This item is output when the repeated-event

(E .JP1 IMSUPPRESS NAME) monitoring Suppl‘CSSiOl’l function is used.
This item is the name of a repeated event condition that determined that the event
was a repeated-event.

Monitoring ID Output as a character string. This item is the log file trap ID.
(E.JP1_TRAP ID)

Monitoring target name Output as a character string. This item is the log file trap name.
(E.JP1_TRAP NAME)

Common exclude conditions group ID | Output as a character string. This item is the ID of the common exclusion-

(E.JP1 IMCOMEXCLUDE ID) conditions group that caused the exclusion.
Common exclude conditions group Output as a character string. This item is the condition name of the common
name exclusion-conditions group that caused the exclusion.

(E.JP1_IMCOMEXCLUDE NAME)

Common exclude conditions group Output the following character string indicating the exclusion target of common
target-for-exclusion exclusion-conditions:
(E.JP1_IMCOMEXCLUDE TARGE | When an event is excluded from automated-action execution -> action
T)
Extended B . XXXXXXX Output as a character string.
attribute
(program-
specific
information)

(4) Command options

You can specify the following options in the jcoevtreport command to output maintenance information and to
save the event report:

* Export maintenance information

jcoevtreport —sys -s 20090101000000 -e 20090103000000 (This example outputs JP1 events that
were registered in the integrated monitoring database between 2009/01/01 00:00:00 and 2009/01/03 00:00:00.)

¢ Save events before deletion
jcoevtreport -save

These two options are explained next.

(a) Export maintenance information

When an error occurs in the integrated monitoring database, this option outputs information about all JP1 events
registered between the output start time and end time to the event report.

The attribute name appears in the header part.

Because the purpose is to collect data for investigating a database error, you cannot specify what items to output or any
filtering conditions.

(b) Save events before deletion

This option outputs an event report about JP1 events due for deletion to free up space in the integrated monitoring
database.
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With this option specified, the command outputs in CSV format all the JP1 events registered in the integrated monitoring
database that have not previously been saved to an event report.

m Warning before deletion of unsaved JP1 events

You can issue a deletion warning event (event ID: 3F52) when the ratio of JP1 events in the integrated monitoring
database that have not been output to an event report (relative to the maximum number of entries in the database) exceeds
a set threshold for issuing a deletion warning event (by default, when the unsaved data exceeds 80% of the database
capacity).

Specify the ratio of unsaved JP1 events in the —dbntcpos option of the jcoimdef command.
Specify the threshold for issuing a deletion warning event in the —dbntc option of the jcoimdef command.

For details, see jcoimdefin Chapter 1. Commands in the manual JP1/Integrated Management - Manager Command
and Definition File Reference.

m Display information about saving events before deletion in the standard output

You can specify an option to display information about saving events due for deletion. Set the —showsv option of the
jcoevtreport command to display this information in the standard output.

This option lets you see how much free space will be required to save the events, and helps you adjust the timing for
outputting an event report before the target events are deleted.

With this option specified, the following items can be displayed in the standard output:

e Ratio of JP1 events that have not been output to an event report (relative to the maximum number of entries in the
integrated monitoring database)

The ratio of JP1 events in the integrated monitoring database that have not been output to an event report is shown
as a percentage.

* Data size of the JP1 events that have not been output to an event report
The data size of the JP1 events in the integrated monitoring database that have not been output to an event report is
shown in megabytes.

¢ Threshold for issuing a deletion warning event

If issue of a deletion warning event is specified, the threshold is shown as a percentage. If you specify OFF in the
jcoimdef command's ~dbntc option, a hyphen (=) is shown.

3.15.3 Copying JP1 event information and action execution results to the
clipboard
In JP1/IM, you can copy selected JP1 event information and action execution results to the clipboard in CSV format.

You can then make temporary use of the information. For example, you can copy information about a JP1 event triggered
by a major error into a text editor or the body of an email.

The clipboard feature is enabled by default. For the procedure to enable or disable copying to the clipboard, see /.79.2
Customizing operation of JP1/IM - View (Central Console viewer and Central Scope viewer) (for Windows) in the JP1/
Integrated Management - Manager Configuration Guide.

The following describes the windows and types of information that you can copy to the clipboard, and the output format
and output items.
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(1) Target windows and types of information

You can copy the following types of information to the clipboard:

¢ JP1 event information
e Action log

e Command log

The clipboard feature can be used in all windows in which these types of information are displayed. The following table
lists the applicable windows and display items.

Table 3—23: Applicable windows and display items when copying to the clipboard

Window name

Event Console window
* Monitor Events page
* Severe Events page
* Search Events page

Event Details window

Related Events (Summary) window

Related Events (Correlation) window

Action Log window

Action Log Details window

List of Action Results window

Execute Command window

Display item

List of events

Event attributes

* Display Items
Related Events

¢ Display Items
¢ Related Events

Log

Log

Log

Log

Information

JP1 event information

JP1 event information
(detailed information)

JP1 event information

JP1 event information

Action log

Action log
(detailed information)

Action log

Command log

In the Event Console window, you can copy information to the clipboard by choosing Edit and then Copy, or by pressing

the Ctrl+C keys. In all other windows, press the Ctrl+C keys to copy selected information to the clipboard.

(2) CSV image and format

Information copied to the clipboard can be output in CSV format, in the same order as displayed in JP1/IM - View. The

display item names are added as header information to identify the items.

The following figure shows the CSV output.
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Figure 3-94: CSV snapshot image of the information copied to the clipboard

Event Console window CSV snapshot

il Bie view oo iy : - Body of email

integrated Mana

»I display item, display item, display item +—— Line 1

T

M Event information” I —Line 2

#: Only the selected event information is output in the same order as displayed in the window.

Line 1 is the display item names corresponding to the information selected in JP1/IM - View, separated by commas.

Line 2 and subsequent lines are the selected information, separated by commas and following the order of the display
item names in line 1.

The CSV output format is as follows:

¢ Items are separated by commas (, ).
iteml , item?2, item3, item4, item5, . . .
¢ Lines are separated by linefeed codes (CRLF).
iteml , item2 , item3 , item4 , item5, . . .(CRLF)
iteml , item?2 , item3, item4 , item5, . . .(CRLF)
e Any item containing a comma (, ) is enclosed with double quotation marks (").
iteml, "item,2" , item3, item4, item5, . . .
* Any item containing a control character (0x00 to Ox1F, and 0x7F to 0x9F) is enclosed with double quotation marks
(")
iteml , "item(0x00)2" , item3, item4, item5, . . .
* When an item contains a double quotation mark ("), another double quotation mark is inserted before it, and the
whole is enclosed with double quotation marks (™).
iteml, "item" " 2", item3, item4, item5, . . .
* Empty items are shown as blank (nothing is entered).

iteml, , item3, item4, item5, . . .

(3) CSV output items

The following describes the items and contents that are copied to the clipboard.

JP1 event information
The contents output when copying JP1 event information to the clipboard are the same as the contents output to line
2 and subsequent lines when saving an event listing as a CSV snapshot. For details, see Table 3-21 Contents output
to the body of a snapshot. As there is no header information, the display item names are output to line 1, and the
event information is output to line 2 onward.

Action log
The following table describes the contents output as an action log.
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Table 3—24: Contents output as an action log

Display item name Output contents

Type” The icons in the window are converted into character strings and output as follows:
& -> Command
->Rule

Action serial number The character string displayed in the window is output.

Action The character string displayed in the window is output.

Host The character string displayed in the window is output.

Status The character string displayed in the window is output.

Delay The character string displayed in the window is output.

Registered time Output in the following format:

E val i * When the attribute value is the cumulative number of seconds from 1970/01/01

vent arrival time 00:00:00 (GMT):
End time The attribute value is converted for the time zone set for JP1/IM - View in the

YYYY/MM/DD hh:mm:ss format, and then output.
¢ When the attribute value is other than the above:
The character string set as the attribute value is output.

Return code The character string displayed in the window is output.
#: Output only when linked with JP1/IM - Rule Operation.

Command log
The following table describes the contents output as a command log.

Table 3-25: Contents output as a command log

Display item name Output contents
Time Output in the following format:.
* When the attribute value is the cumulative seconds from 1970/01/01 00:00:00
(GMT):

The attribute value is converted for the time zone set for JP1/IM - View in the
YYYY/MM/DD hh:mm:ss format, and then output.

¢ When the attribute value is other than the above:

The character string set as the attribute value is output.
Host The character string displayed in the window is output.
Message The character strings displayed in the window are output.
JP1 event information (details) or action log (details)
The following table describes the contents output as detailed information about a JP1 event or an action log entry.

Table 3—26: Contents output as detailed information

Display item name Output contents
Attribute name The character string displayed in the window is output.
Attribute value The character string displayed in the window is output.

However, when time is displayed as the attribute value, the attribute value is output
in the following format:

¢ When the attribute value is the cumulative number of seconds from 1970/01/01
00:00:00 (GMT):
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Display item name Output contents

The attribute value is converted for the time zone set for JP1/IM - View in the
YYYY/MM/DD hh:mm:ss format, and then output.

¢ When the attribute value is other than the above:

The character string set as the attribute value is output.

(4) Notes

Note the following when copying displayed information to the clipboard:

* The functionality is not supported in the Web-based JP1/IM - View.

* If'you want to copy information to the clipboard by pressing the Ctrl+C keys, make sure that the functionality is
enabled. It is enabled by default.

* The information copied to the clipboard is the item selected in the window that has the focus when you perform a
copy operation by choosing a command or by pressing the shortcut keys. The selected information is not copied if
it was changed to an unselected state as the result of an auto-refresh action that scrolled the item out of view before
it was copied.

e When the amount of information to be copied to the clipboard exceeds the maximum memory usage, the copy
processing is canceled and the information is not copied.
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3.16 Specifying the event display start-time

In the event display start-time specification area of the Event Console window, you can specify the start-time position
for listing JP1 events.

To specify the display start-time position, you must first activate the integrated monitoring database. This enables JP1/
IM to reference information about the JP1 events that have been acquired from JP1/Base and registered in the integrated
monitoring database.

3.16.1 Range of date and time that can be specified as event display start-
time

Specify date and time (year, month, day, hour, minute, and second) as an event display start-time position. The date and
time that can be specified ranges from the arrival time of the oldest JP1 event registered in the integrated monitoring
database to the arrival time of the JP1 event most recently acquired from the event console service.

Figure 3-95: Specifiable range of display start-time positions when the integrated monitoring
database contains JP1 events acquired from the event console service

Time line

>

JP1 events registered in the integrated monitoring
database
Lower T 1
bound i ]
JP1 events acquired from the event
console service
| Upper
: bound

Specifiable range of display start-time positions

JP1 events that cannot be acquired from the event console service (by using an event receiver filter) cannot be displayed.

Figure 3-96: Specifiable range of display start-time positions when the integrated monitoring
database contains some JP1 events that cannot be acquired from the event console
service

Time line

s

JP1 events registered in the integrated monitoring database

Lower T —
bound ' : i Range that cannot be
JP1 events acquired from the event | acquired by an event
console service receiver filter
i 4 Upper

bound
Specifiable range of display start-time positions

When the integrated monitoring database contains only JP1 events that are not acquired from the event console service,
the lower bound of the specifiable range is the arrival time of the oldest JP1 event, and the upper bound is the arrival
time of the most recent JP1 event.
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Figure 3-97: Specifiable range of display start-time positions when the integrated monitoring
database contains only JP1 events not acquired from the event console service

e

JP1 events registered in the integrated monitoring
database
Lower T Upper

Time line

bound bound

Specifiable range of display start-time positions

When JP1 events are listed by display period specification, the lower bound of the specifiable start-time positions is the
arrival time of the oldest JP1 event in the specified period or the arrival time of the oldest JP1 event registered in the
integrated monitoring database, whichever is later. The upper bound is the arrival time of the most recent JP1 event in
the specified display period or the arrival time of the most recent JP1 event acquired from the event console service,
whichever is earlier.

The figures below show the range of date and time that can be specified as event display start-time positions in respective
cases.

¢ In the following figure, the oldest JP1 event registered in the integrated monitoring database has an earlier arrival
time than the oldest JP1 event in the specified display period, and the most recent JP1 event in the specified display
period has a later arrival time than the most recent JP1 event acquired from the event console service.

Time line

>

JP1 events registered in the integrated monitoring
Lower database
bound A | ;
Range of listed JP1 events for a specified display
period

JP1 events acquired from the event

console service
Upper

bound

Specifiable range of display start-time positions

* In the following figure, the oldest JP1 event registered in the integrated monitoring database has an earlier arrival
time than the oldest JP1 event in the specified display period, and the most recent JP1 event in the specified display
period has an earlier arrival time than the most recent JP1 event acquired from the event console service.

Time line

-
JP1 events registered in the integrated monitoring
Lower database
bound A ‘ ! ;
Range of listed JP1 events for a specified
display period Upper
bound

JP1 events acquired from the
event console service

Specifiable range of display start-time positions

Note that the event display start-time specification area is unavailable when:

* No JPI events have been registered in the integrated monitoring database.
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» JP1 events are listed by display period specification, and no JP1 events were registered in the integrated monitoring
database during the specified period, as illustrated below:

Time line

>

JP1 events registered in the
integrated monitoring database

Range of listed JP1 events
for a specified display period

Lowe Upper
bound T bound

Specifiable range of display start-time positions

¢ JP1 events are listed by display period specification, and a time discrepancy between JP1/IM - Manager and
JP1/IM - View means that the most recent JP1 event than can be displayed in the specified period is registered after
the oldest event registered in the integrated monitoring database (that is, the lower and upper bounds of the specifiable
range of display start-time positions are reversed):

Time line

Saved in the integrated
monitoring database
Range of listed JP1 events Lower 1
for a specified display period bound i
E Upper E
! bound i

Specifiable range of display start-time positions

When JP1 events are listed by display period specification, the time at which the JP1 event arrived at JP1/IM - Manager
is compared with the current time of the JP1/IM - View host. Any discrepancy between the times of JP1/IM - Manager
and JP1/IM - View could result in a JP1 event outside the specified display period being included in the listing. We
recommend that you synchronize the time settings of JP1/IM - Manager and JP1/IM - View.

The event display start-time specification area appears in the window only if you are using the integrated monitoring
database.

For details about specifying a display period, see 3.18 Specifying the event display period.

3.16.2 Specifying the event display start-time position using the slider

You can easily specify the start-time position for listing JP1 events using the slider in the event display start-time
specification area.

The slider is at the far right when the most recent events are displayed. As you move the slider to the left, events saved
in the integrated monitoring database are listed from the start-time position indicated by the slider, up to the maximum
number of viewable events (scroll buffer size). The listed events are those that have passed through an event receiver
filter or view filter.

When you move the slider to the far left, the oldest event is displayed.

If auto-scroll is enabled, after a new JP1 event is registered, the slider position returns to the latest status position. To
change the setting so that the slider does not return to the latest position, disable the auto-scroll function.
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3.16.3 Specifying the event display start-time position by date and time

You can specify a precise start-time position by specifying the arrival time of the events you want to view. Set the desired
arrival time in the event display start-time text boxes in the event display start-time specification area.

When you enter an arrival time, events saved in the integrated monitoring database are listed from the specified time
up to the maximum number of viewable events (scroll buffer size). The slider in the event display start-time specification
area moves to the time position that you entered in the start-time text boxes.

The defaults for the start-time text boxes depends on the time at which you were logged in to JP1/IM - Manager.

If you log in to JP1/IM - Manager later than the base time on a particular day, the base time of that day is displayed in
the text boxes by default.

Example: The base time is 09:00, and you log in at 2008/07/08 10:00.
The default date and time shown in the event display start-time text boxes is 2008/07/08 09:00.

If you log in to JP1/IM - Manager earlier than the base time on a particular day, the base time of the previous day is
displayed in the text boxes by default.

Example: The base time is 09:00, and you log in at 2008/07/08 08:00.
The default date and time shown in the event display start-time text boxes is 2008/07/07 09:00.

3.16.4 Specifying the event display start-time position using the buttons

The event display start-time specification area has the following buttons: Oldest Event, Previous Event, Next Event,
and Most Recent Event.

Click the Oldest Event button to list the maximum number of viewable events (scroll buffer size) stored in the integrated
monitoring database, starting from the oldest event.

Click the Previous Event button or Next Event button to move the viewable events up or down one event.

Click the Most Recent Event button to return the event listing to the state before you set the start-time position.

3.16.5 Processing after event display start-time specification

When you specify an event display start-time position, JP1/IM retrieves the maximum number of viewable events (scroll
buffer size) stored in the integrated monitoring database that match the specified search condition.

At completion of the search, the retrieved events are listed in the Event Console window.
The Status display, and whether the Cancel button is available, change according to the search progress and result.

For details, see 2.2 Monitor Events page in the manual JPI/Integrated Management - Manager GUI Reference.
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3.17 Range of events to be collected at login

A function is provided to set the range of events to be collected at login. This function enables you to specify a point
of time from which JP1/IM - View starts acquiring old events from JP1/IM - Manager when you log in to JP1/IM -
Manager.

Note that the function to set the range of events to be collected at login is not available in Web-based JP1/IM - View.
Even if the function is enabled, the system behaves in the same way as when the function is disabled as long as you are
logged in with Web-based JP1/IM - View.

The following table compares when the function for setting the range of events to be collected at login is used and when
the function is not used.

Table 3—27: Comparison between when the function for setting the range of events to be collected
at login is used and when the function is not used.

ltem

Severe Events page at login

Monitor Events page at login

Range of events to be collected at login

When the function is used

The severe events in the target period
are displayed. This period begins a set
amount of time before the login time on
the host where the Central Console is
operating.

The events ranging from the most
recent event to a previous event that
occurred at specified date and time are
displayed.

The events to be displayed are inherited
during re-login because the display
start point matches the display status at
the time of logout.

When the function is not used

Events in the range from the most recent
to event 2,000 in the event buffer are
displayed. The number of events to be
displayed depends on the count in the
event buffer and the count in the global
buffer.

The events that are not inherited are
displayed because the display start point
does not match the display status at the
time of logout.

As described above, the Monitor Events and Severe Events pages are used in different ways, and you can specify the
range of events to be collected at login differently for individual pages. The range of events to be collected at login can
be specified by time in number of days.

At login, the Central Console calculates the point of time to begin event acquisition based on the number of days or
time set in the system and the login time on the host where the Central Console is operating. Then, the Central Console
acquires the events that have occurred since the calculated point of time up to the most recent event from the integrated
monitoring database.

When you use this functionality, the integrated monitoring database must be enabled.

When the range of events to be collected at login is set, you can specify settings, on the Severe Events page, to exclude
already processed severe events from event collection at login from the integrated monitoring database. This function
is called the exclusion of processed events. If, before a severe event is processed, 2001 or more processed severe events
are collected during system operation, said severe event cannot be displayed immediately at login. The exclusion of
processed events enables you to immediately display most recent events other than processed events at login. Set the
exclusion of processed events in the System Environment Settings window. For details, see 2.1/ System Environment
Settings window in the manual JPI/Integrated Management - Manager GUI Reference.
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Figure 3-98: Exclusion of processed events
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0 Important

The number of events that have occurred during the period from the specified point of time to begin
collection to the most recent time might exceed the maximum number of events that can be displayed by
the viewer. If this occurs, excessive events scroll out. Therefore, the system administrator must specify the
point of time to begin collection so that the number of events collected at login does not exceed the maximum
number of events that can be displayed by the viewer. If a large number of events have been issued in the
range of events to be collected at login, it might take time to display the most recent events at login. If that
occurs, temporarily change the range of events to be collected at login, and restore the range when the issued
repeated events grow out of the monitoring range. Event collection cannot be canceled functionally. In such
cases, you must log out, change the range setting, and then log in again. Besides, if multiple users login at
the same time, it might take additional time to display and update events. If this occurs, wait a while, and
then re-execute processing.
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¢ Events to be collected

» Like the events stored in the event buffer, the events to be collected are all the events except the dummy events,
which are not stored in the integrated monitoring database.

» The events to be collected for the Severe Events page are as shown in the following table according to the setting
of the exclusion of processed events.

Table 3-28: Types of events to be collected according to the setting of the exclusion of
processed events

Event processing status Setting of the exclusion of processed events
Enabled Disabled
Processed N Y
Processing Y Y
Held Y Y
Unprocessed Y Y
Legend:

Y: The event is to be collected.
N: The event is not to be collected.
* Applicable filters

The filters applicable to the events that are collected from the integrated monitoring database at login are the same
as those applicable to the events that are acquired from the event console service. Also, the events that are displayed
are the same as those acquired from the event console service.

For details about filters, see 3.2 Filtering of JP1 events.

¢ Number of events that are sent to JP1/IM - View at a time
The number of events that are sent to JP1/IM - View at a time is the number of events specified in the Num. of
events to acquire at update field of the Preferences window.

¢ Determination of event acquisition start location

The following gives examples of calculating the range of event collection:

Figure 3—99: When the login time is later than the base time and the range of event collection
is set to 3 days

System time on the
manager host at login

(8:00)
2/16 9:00 2/17 9:00 2/18 9:00 2/19 9:00 2/20
x :;
|

Legend: -¢—P : Range of event collection in the specified period (three days)

: Range of event collection for a day
4 : Event acquisition start location

(O : Base time (9:00)
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Figure 3—100: When the login time is earlier than the base time and the range of event collection
is set to 3 days

System time on the
manager host at login
(15:00)

2/16 9:00 2/17 9:00 2/18 9:00 2/19 9:00 2/20

|
[
L I
[
[
[

Legend: <¢—P : Range of event collection in the specified period (three days)

: Range of event collection for a day
4 : Event acquisition start location

(O Base time (9:00)

Even when the function to set the range of events to be collected at login is used, the existing event buffer remains the
same.

If the event buffer retains uncollected events when the display of collected events is updated after events have been
collected from the integrated monitoring database, the uncollected events are acquired from the event buffer.

If the event buffer does not retain any uncollected event, a dummy event with event ID 3F01 is displayed in JP1/IM -
View as always. This functionality can be set separately for the Monitor Events and Severe Events pages. Therefore,
at login, events might be acquired from the event buffer for only one of these pages. If events can be displayed on only
one of the pages, a dummy event with event ID 3F02 is displayed on the page that cannot display any events. When the
dummy event with event ID 3F02 is displayed on the Severe Events page, the event is forcibly treated as a severe event.
The following figure shows the flow when updating the display of collected events.
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Figure 3—101: Updating the display of collected events when the event buffer has overflowed
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If you change the setting of the range of events to be collected at login, the new setting will be applied at the next login.

For details about the range of events to be collected at login, see 4.1.1 Displaying events by specifying the event
acquisition range at login in the JP1/Integrated Management - Manager Configuration Guide.
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3.18 Specifying the event display period

You can change the JP1 events listed in the Event Console window, restricting the listing to a specified period.

To restrict the listing, set a base time and a duration.

3.18.1 Range of listed JP1 events for a specified display period

The display period specification applies to JP1 events that have passed through an event acquisition filter, event receiver
filter, severe events filter, or view filter.

To determine whether a specific JP1 event occurred during the specified display period, its arrival time at JP1/IM -
Manager is compared with the current time of the JP1/IM - View host. Any discrepancy between the times of JP1/IM
- Manager and JP1/IM - View could result in a JP1 event outside the specified display period being included in the
listing. We recommend that you synchronize the time settings of JP1/IM - Manager and JP1/IM - View.

The following figures illustrate the range of JP1 events that are listed when you specify a display period.

Figure 3—102: Range of listed events when the current time is 9:15 am on July 8

Current time

July 6 July 7 July 8 915 July 9
] 1 ] ]
| | | |
| | | |
I ' I 9:00 | g:59
| | | -— 1
| | | i 1
I | 9:30 I 9:29 [
| | - } > |
| | { 5 |
I | 9:00 | ’ | 8:59
| : -4 1 t— i
| t {
| | | =
| | | |
9:30 9:29
! - [ > [ > |
| ! !
| | | 4 |
| | | |

Legend: -§—p : One day's worth of JP1 events

- Range of listed JP1 events

. Base time

The numbers below correspond to the numbers in the figure.

1. Range of listed JP1 events when the display period is one day and the base time is 9:00.
2. Range of listed JP1 events when the display period is one day and the base time is 9:30.
3. Range of listed JP1 events when the display period is two days and the base time is 9:00.
4. Range of listed JP1 events when the display period is two days and the base time is 9:30.

When you use the integrated monitoring database, the listing specification applies to JP1 events saved in the database.
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If you specify a start-time position for listing JP1 events with the integrated monitoring database, the range of JP1 events
that are listed changes as follows:

Figure 3—103: Range of listed events when the display period is two days and the current time is
earlier than the base time
Current time

July 6 July 7 July 8 July 9 July 10

_>

Legend: -——P : Range of listed JP1 events for a specified display period
: Specifiable range of display start-time positions

(O : Base time

Figure 3—104: Display range when the display period is two days and the current time is later than
the base time
Current time

July 6 July 7 July 8 July 9 July 10

N :) N

Legend: -——P : Range of listed JP1 events for a specified display period
: Specifiable range of display start-time positions

(O : Base time

For details about the event display period specification, see 5.7 Narrowing the JP1 events to be displayed by specifying
a time period in the JP1/Integrated Management - Manager Administration Guide.

For details about the event display start-time specification, see 3.16 Specifying the event display start-time.
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3.19 Performing system operations from JP1/IM

When a problem is detected during system monitoring, you can investigate using the following JP1/IM operations:

* Launch linked applications by monitor startup
* Tool Launcher

e Command execution from JP1/IM - View
This section describes these JP1/IM operations.

To launch a linked application by monitor startup or from the Tool Launcher, the OS user who started JP1/IM - View
must have execution rights for that application.

3.19.1 Launching a linked product by monitor startup

In JP1/IM, you can select a JP1 event in the Event Console window and launch the GUI of the relevant application.
This is known as monitor startup.

Depending on the application, by invoking the monitor startup you can directly launch a window related to the selected
JP1 event. For example, if you select a job execution event issued by JP1/AJS and invoke the monitor startup, you will
be taken directly to the window for managing the execution status of that job without having to navigate from a higher-
level jobnet window.

Because you can launch an application window directly from a JP1 event that you want to investigate, you can quickly
get on with the task by intuitive operation.

To use this functionality, the application that issued the JP1 event must support linkage with the monitor startup. For
details about monitor startup support in a particular product, see the relevant manual listed below. For example, the JP1/
AJS and JP1/PFM documentation describes the setup required to invoke the monitor startup from the Event Console
window.

e JP1/AJS: See the description about monitoring jobnets using JP1/IM in the JP1/Automatic Job Management System
3 Linkage Guide.

¢ JP1/PFM: See the description of JP1/IM linkage in the JP1/Performance Management Planning and Configuration
Guide.

You can add and change the applications that can be launched using the monitor startup by customizing a JP1/IM
definition file. For an overview and description of how to customize the settings, see 4. 17 Setting monitor startup for
linked products in the JP1/Integrated Management - Manager Configuration Guide.

0 Important

The authentication information in JP1/IM - View is accessed when a user opens a window of any of the
following linked products using the monitor startup functionality:

* JPI/IM - Rule Operation

e JP1/AJS - View

e JP1/AJS - Web Console

e JP1/PFM - Web Console
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Note that JP1/IM - View authentication information is invalidated in the following cases:

* The authentication server that the user is logged in to is restarted.

* The information is reloaded by the jbs spmd reload command on the authentication server that
the user is logged in to.

* The primary authentication server that the user is logged in to is switched to the secondary authentication

SCrver.

When the authentication information in JP1/IM - View is invalid, the operations that can be performed
depend on the product versions, as follows:

* When JP1/IM - Manager and JP1/IM - View are both version 08-10 or later, the JP1/IM - View user is
automatically re-authenticated and authentication information is re-acquired.

* When either JP1/IM - Manager or JP1/IM - View is version 08-01 or earlier, authentication fails on the
linked product side.

In 64-bit editions of Windows, if you execute a command in the SWINDIR%$\ System32 folder, the
WOW64 redirection function redirects the command to a command in the $WINDIR%\SysWow64 folder.
If the command is not found in the destination folder, command execution might fail. Be careful when you
specify a command in the $WINDIR%\System32 folder as the execution command.

(1) Overview of opening user-specified monitor windows

The functionality provided by JP1/IM - View lets you open a monitor window for a listed JP1 event. In the monitor
window, you can view details about the job or application that issued the event, and directly operate on that job or
application. Note that this functionality is not available with the Web-based JP1/IM - View.

By customizing a JP1/IM definition file, in addition to the windows you can open by default”, you can open the user-
specified windows listed below (only one application can be launched for a JP1 event):

¢ User-specified application window
Specify the executable file of the application.

e Web page
Specify the URL of the Web page you want to open.

You can also pass information about the particular JP1 event to the launched application.

#
By default, you can open any of the following:

» JP1/AIS (application window)
* A submap window (Web page) of HP NNM version 7.5 or earlier

Some settings might have been added to the above products to enhance linkage with JP1/IM. Refer to the
documentation of the application you want to use with JP1/IM.

For details about launching a monitor window for HP NNMi, see the manual Job Management Partner 1/Integrated
Management - Event Gateway for Network Node Manager i Description, User's Guide and Reference.

Note that monitor windows are controlled by the OS user who launched JP1/IM - View.

The following figure provides an overview of opening monitor windows.
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Figure 3—105: Opening monitor windows from JP1 events listed in JP1/IM - View

Define the application

ID and path. Define the windows to
- JP1/AJS application window . open.
Definition file - HP NNM submap window List JP1 events o
for executing - User-specified application <--------- bl Definition file for
applications window H opening monitor
- Web page ! windows
1
Ay 4 [ A ——

| JP1/IM - Manager U

Open the JP1/Base ﬂ
application

window.

Manager

L] X

JP1/Base |j | JP1/Base |j

JP1 program |j

| User application |j

Web server

Legend:

: Flow of event information

(2) Prerequisites
* To open an application program window, the executable file for that window must be placed on the machine on
which JP1/IM - View is installed.

* To open a Web page, a Web server is required for the supported Web browser to connect to.

3.19.2 Tool Launcher

From the Tool Launcher window in JP1/IM - View, you can launch windows of products in the JP1 series and many
other applications. The Tool Launcher window lists the application functions that are linked with JP1/IM, allowing the
windows of the appropriate application to be launched directly from the listing.

You can launch the following two types of windows from JP1/IM - View:

Windows of applications on the viewer

You can launch and view the windows of any linked application installed on the same machine as JP1/IM - View.
Web pages

You can view the Web pages provided by any linked application in the system. Your Web browser starts with the

required Web page. To view a Web page from the Tool Launcher, you must set the Web page's Uniform Resource
Locator (URL) in advance.

A number of applications linked with JP1/IM are pre-registered in the Tool Launcher. For details, see 7.3.2 Functions
that can be operated from the Tool Launcher window in the JP1/Integrated Management - Manager Administration
Guide.
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If the application you want to register in the Tool Launcher is not mentioned in the above manual, see the documentation
for that product. For example, the JP1/PFM manual explains how to register JP1/PFM functionality in the Tool Launcher.

* JP1/PFM: See the description of JP1/IM linkage in the JP1/Performance Management User's Guide.

You can add and change the applications that can be displayed in the Tool Launcher window by customizing a JP1/IM
definition file. For an overview and detailed description of how to customize the settings, see 4.18 Setting the Tool
Launcher window in the JP1/Integrated Management - Manager Configuration Guide.

@) 'mportant

When you call the window of a linked product by using the Tool Launcher, the product might require you
to use the authentication information in JP1/IM - View. The following shows examples of the linked products
that require you to use the authentication information in JP1/IM - View:

* JP1/IM - Rule Operation

» JP1/AJS3 - View

* JP1/AJS - Web Console

e JP1/PFM - Web Console

Note that JP1/IM - View authentication information is invalidated in the following cases:

* The authentication server that the user is logged in to is restarted.

* The information is reloaded by the jbs spmd reload command on the authentication server that
the user is logged in to.

* The primary authentication server that the user is logged in to is switched to the secondary authentication

SCrver.

When the authentication information in JP1/IM - View is invalid, the operations that can be performed
depend on the product versions, as follows:

* When JP1/IM - Manager and JP1/IM - View are both version 08-10 or later, the JP1/IM - View user is
automatically re-authenticated and authentication information is re-acquired.

* When either JP1/IM - Manager or JP1/IM - View is version 08-01 or earlier, authentication fails on the
linked product side.

In 64-bit editions of Windows, if you execute a command in the SWINDIR%\ System32 folder, the
WOW64 redirection function redirects the command to a command in the SWINDIR%\ SysWow64 folder.
If the command is not found in the destination folder, command execution might fail. Be careful when you
specify a command in the $WINDIR%\System32 folder as the execution command.

(1) Mechanism of calling other applications from the Tool Launcher
window

The Tool Launcher window of JP1/IM - View lists the programs linked with JP1/IM. From the Tool Launcher, you can
launch another management application program or open a Web page.

By customizing a JP1/IM - View definition file, you can add a new item to the Tool Launcher window. As the window
to open from the new item, you can specify the following:

» User-specified application window
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Specify the executable file of the application.
e Web page
Specify the URL of the Web page you want to open.

Note that such application windows are controlled by the OS user who launched JP1/IM - View.
The following figure provides an overview of adding items to the Tool Launcher window.
Figure 3—106: Adding items to the Tool Launcher window

Define the applications to add
to the Tool Launcher.

Definition file for the Tool
Launcher window
@ Tool Launcher window

Definition file for - Open an application window
executing applications - Open a Web page

 ———
JP1/IM - View ’ __________ i
I

| JP1/IM - Manager |j

|
A 4 S | :
JP1/AJS - View ’ Open the application : | JP1/Base |j
window. Vol
Viewer E Manager
|
|
X {} — | X
| I m-———- 1
\V2 Open a Web page. \V
Program with a
Al Web interface
Web server Web server

(2) Prerequisites
¢ To open an application program window, the executable file for that window must be placed on the machine on
which JP1/IM - View is installed.

¢ To open a Web page, a Web server is required on the host specified in the URL (the host on which the product that
provides the Web page is installed).

3.19.3 Executing commands on managed hosts from JP1/IM - View

In JP1/IM, requests can be issued from the Event Console window to execute a command on a managed host. You
perform this request in JP1/IM - View's Execute Command window. The entered execution request is forwarded to the
specified host from the manager that you are logged in to, according to the system configuration defined in the JP1/
Base configuration management. The command is then executed on the target host.
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Figure 3—107: Overview of how to execute commands on a managed host from JP1/IM - View
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%: Command execution request

You can also execute commands on a client host (viewer). For details about how to execute commands on a client host,
see 3.19.4 Executing commands on client hosts.

The following describes the executable commands, the conditions required for issuing command requests to execute
commands on managed hosts (agent hosts or manager hosts), and then the flow of processing for command execution.

(1) Executable commands
The following types of commands can be executed from JP1/IM - View:
When commands are targeted to managed Windows hosts:

e Executable file (. com or . exe)

Batch file (.bat)

e Script file of JP1/Script (. spt) (provided the . spt file extension is associated with JP1/Script so that it can
be executed)

Data file (including . v s) that has a file type (extension) associated with an application that can be run by an
automated action

When commands are targeted to managed UNIX hosts:
* UNIX command
* Shell script

However, the following types of commands cannot be executed:

* Commands that require interactive operation
¢ Commands that display windows
¢ Commands that use an escape sequence or control code

¢ Internal commands, such as echo and copy

* Shortcuts” (in Windows)

#: You cannot even execute the shortcuts of the commands listed under When commands are targeted to managed
Windows hosts.
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Note that commands are executed by the OS user who is the JP1 user logged in to JP1/IM - View.

a Note

When you execute commands from JP1/IM - View, you cannot directly shut down the OS, but you can
control the OS by using JP1/Power Monitor.

(2) Conditions for command execution

The following conditions apply to command execution from JP1/IM - View:

The JP1 user who requests command execution from JP1/IM - View must be registered in the authentication server
and have the required permission for executing commands remotely.

The system configuration must be defined using the JP1/Base configuration management.

To execute a command on multiple hosts concurrently, the hosts must be grouped according to the host group
definitions of the JP1/Base command execution function.

The JP1 user issuing the request must be mapped to an OS user on the target host.

To specify the command execution environment, you must first prepare an environment variable definition file on
the target host.

If the target host is a Windows host, the OS user subject to user mapping must have Windows-specific user
permissions.

For details about the user permissions required for the OS user subject to user mapping, see the chapter on granting
user permissions to OS users in the JPI/Base User's Guide.

(3) Checking the command execution status and result

In the Execute Command window of JP1/IM - View, you can check the status and result of an executed command. To
view the command execution log, execute the jcocmdl og command on the manager.

A JP1 event can be issued to report the execution status of a command. Because JP1 events are not issued by default,
youmust change the settings for issuing JP1 events by specifying the -cmdevent option of the J cocmdde £ command.

0 Important

* When multiple commands are executed, the results might be output in a different order from the
execution order. The result output timing is affected by such things as the time required to execute each
command, performance and workload differences among the hosts on which the commands are
executed, and retry after a communication error.

* The Execute Command window in JP1/IM - View shows the command execution results at the time
they were received by the manager. Therefore, when you open this window, the displayed result might
be for a previously executed command.

* Ifyou accidentally execute a command that cannot be executed from JP1/IM - View (see 3.719.3(1)
Executable commands), the command fails to terminate (message KAVB2013-1T is not displayed in
the Log area in the Execute Command window). In this situation, you can recover by using the status
check and deletion commands provided by JP1/Base. For details, see 7.4.4(6) Commands for
troubleshooting.

3. Centralized System Monitoring Using the Central Console

JP1/Integrated Management - Manager Overview and System Design Guide 255



(4) Flow of processing for command execution

The following describes how the JP1/IM and JP1/Base functionality are inter-linked in command execution, taking as
an example the flow of processing when a command is executed on an agent from a viewer.

The description below assumes that a JP1 user who has permission to execute commands is logged in to the manager.
(For details about login requirements and the permissions required to execute commands, see 7.4./ Managing JP1
users.) There are two methods of command execution: executing a command by directly entering the command name,
or executing a frequently-used command by clicking a command button after registering the command for a button.

For details about how to execute commands by directly entering the command names, see 7.1.1 Executing a command
by using Command Execution in the JP1/Integrated Management - Manager Administration Guide.

For details about how to execute commands by clicking command buttons, see 7.1.2 Executing a command by using
the Command button in the JP1/Integrated Management - Manager Administration Guide.

Figure 3—108: Flow of processing for command execution (command executed remotely on an
agent)
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The flow of processing is described below, following the numbers in the figure:

1. Open the Execute Command window in JP1/IM - View, and execute a command.

In the Execute Command window, you can specify the command type, event information to inherit, target host,
command, and the command execution environment. (The command execution environment must be defined in
advance by setting up an environment variable definition file on the target host.)

To issue a request to execute the command on an agent, select Command of managed host for Command type.

2. Onreceiving the command execution request, JP 1/Base on the manager host references the configuration definitions
and passes the request to the target host.
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3.JP1/Base on the agent host where the request was received first references the user mapping definitions and then

executes the command using the permissions of the mapped OS user.”

#: User mapping (JP1/Base user management) is processed on the target host where the command is to be executed.
Thus, user mapping must be set up in advance on the agent to execute a command from JP1/IM - View on an agent,
or on the manager to execute a command from JP1/IM - View on a manager.

4. After the command has been executed, JP1/Base on the agent reports the result to the higher-level host defined in
the configuration definitions.

5. On receiving the command execution result, JP1/Base on the manager records the result in a command execution
log (ISAM) file, and then reports the result to JP1/IM - View.

Command execution from JP1/IM - View is realized by the JP1/Base command execution function. See also 7.4.4
Managing command execution.

3.19.4 Executing commands on client hosts

In JP1/IM, you can issue command requests from the Execute Command window to execute commands on client hosts
(viewer hosts) as well as on managed hosts (agent hosts or manager hosts). This function is called the client application
execution function.

The client application execution function does not use the JP1/Base functionality. This function will also let you execute
a command to display windows.

A command executed on a client host (viewer host) by using this function is called a client application. You can also
let a client application inherit event information.

Figure 3—109: Overview of executing a client application from JP1/IM - View
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——> : Request to execute a command (client application) on the viewer host

For details about event inheritance, see 3.19.5 Inheriting event information when a command is executed. For details
about how to execute a client application, see 7.1.1 Executing a command by using Command Execution and 7.1.2
Executing a command by using the Command button JP1/Integrated Management - Manager Administration Guide.
To execute command on managed hosts, see 3./9.3 Executing commands on managed hosts from JP1/IM - View.
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(1) Executable commands

The types of client applications are as follows:

* Executable files (. exe)

e Batch files (.bat)
However, the following commands cannot be executed:

e Commands that require standard input
e Commands that require redirection
* Commands that use an escape sequence or control code

¢ Internal commands, such as echo and copy

Note that client applications are executed by the OS user who launched JP1/IM - View.

0 Important

* Spaces and tabs (control code: 0x09) specified for commands are identified as delimiters for command
arguments. To specify a space or tab as a command argument, enclose the character string that contains
the space or tab with double quotation marks (™).

To specify a double quotation mark (") as a command argument, specify as \ " by adding a backslash
(\) before the double quotation mark ("). Note that \\ " is identified as \ and ". If a backslash (\) is
not placed before a double quotation mark ("), the character string subsequent to the double quotation
mark (") is identified as an argument.

The following are examples of delimiting command arguments:

Example of delimiting command arguments 1
Assume that the following command is specified:

c:\AppCommand.exeAtestlAtest2<tab>"test3A
Atest4"A"test5<tab><tab>testo6"

Legend:

<tab>: Tab (0x09)

A: Space

Table 3-29: Results of delimiting command arguments 1

No. Delimiting status = Delimiting results Description
1 Command c:\AppCommand.exe N/A
2 Argument 1 testl Delimited by the preceding and

following spaces.

3 Argument 2 test2 Delimited by the preceding space and
the following tab.

4 Argument 3 test3A Atest4 Delimited by the tab before "test3
and the space after test4". Spaces
enclosed with double quotation marks
(") are not delimited.
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No. Delimiting status = Delimiting results Description

5 Argument 4 test5<tab><tab>test6 Delimited by the space before
"test5. Tabs enclosed with double
quotation marks (") are not delimited.

Example of delimiting command arguments 2

Assume that the following command is specified:

c:\AppCommand.exeAtestlAtest2<tab>"test3\"<tab>\"test4"A"test5A\
\"Atestb6

Legend:
<tab>: Tab (0x09)
A: Space

Table 3-30: Results of delimiting command arguments 2

No. Delimiting status Delimiting results Description

1 Command c:\AppCommand.exe N/A

2 Argument 1 testl Delimited by the preceding and following
spaces.

3 Argument 2 test2 Delimited by the preceding space and the
following tab.

4 Argument 3 test3"<tab>"test4 Delimited by the tab before "test3 and

the space after test4". \" is identified
as".

5 Argument 4 test5A\ Delimited by the spaces before "test5
and after \\". \\ " is identified as \ and

6 Argument 5 testo6 Delimited by the preceding space.

* In 64-bit editions of Windows, if you execute a command in the $WINDIR%\ System32 folder, the
WOW64 redirection function redirects the command to a command in the $WINDIR%\SysWow64
folder. If the command does not exist at the redirection destination, the command execution might fail.
Be careful when you specify a command in the SWINDIR%$\System32 folder as the execution
command.

* The executed command process inherits the user environment variables and system environment
variables. If you specify $environment-variable-name% on the command line, however, the
environment variable is not inherited.

(2) Conditions required for command execution

The following commands can execute client applications:

¢ Commands placed on viewer hosts.

* Commands that can be executed with the permissions granted to the OS user who started JP1/IM - View.
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(3) Checking the command execution status and results

After you execute a client application, you cannot check the execution results (return value of the command, standard
output, and standard error output) and the execution status from the Log in the Execute Command window of JP1/IM
- View. The Log displays a message indicating that either the command was executed or that command execution failed.

To check the execution results of client applications, create a batch file to output the execution results to a file.

Client applications cannot be stopped from JP1/IM - View. The user must stop the client applications.

(4) Handling of user account control

When the user account control (UAC) of Windows is used, if an OS user other than administrator user starts JP1/IM -
View and executes a command that requires administrator permission, the command execution is interrupted. When the
command execution is interrupted, the Log field of the Execute Command window displays a message to indicate that
startup of a client application failed. The user can execute a command in JP1/IM - View that was launched by clicking
Run as an Administrator or can execute a command from the command prompt launched by clicking Run as an
Administrator.

Table 3-31: Whether commands can be executed for each execution permission (when Windows'

UAC is used)
No. Permission required for OS user who started JP1/IM - View
command execution
Administrator user User in Administrators group Other user
1 Administrator Y A A
2 Administrators Y Y
3 None Y Y Y

Legend:
Y: Executable.
A: A message is output, indicating that startup of the client application failed, and execution of the command is interrupted.

3.19.5 Inheriting event information when a command is executed

For the following items related to command execution, you can specify the variables for the JP1 event information
displayed in the Event Console window:

* Target host
e Command

* Environment variable file
This function is called the event information inheritance function.

When this function is used, you do not have to directly enter, for the command argument, the event ID or message of
the JP1 event for which investigation or handling is required. These pieces of event information can be specified for the
command argument as variables.
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Figure 3—110: Operation example when the event information inheritance function is used

Event C le wind
(1) An event is generated. vent Lonsole window

>

An error occurred.

(. Error 7777 HOST1 Communicationj

T (4) Execute a command.
(2) Start the command window.

cyousa -param "7777 Error A communication
error occurred."

(3) Event information is Execute Command window

automatically inherited.

- The specified event information is
- automatically inherited. : [ Execution command: ]

(. Error 7777 HOST1 Communication]
An error occurred.
I I

: If you §et the gttribute vglue thhe cyousa -param "S$EVIDBASE S$EVSEV SEVMSG"
- event information to be inherited for

- the Command Execution button, it
. saves you from entering event
- information at command execution.

Legend:
Underline: Indicates the event information to be inherited.

(1) Specifiable event inheritance information

The event information inheritance function allows all JP1 events displayed in JP1/IM - View except dummy events
(events that are not registered in the event database) to be inherited. Information in multiple events cannot be inherited
at one time.

The JP1 events shown below can be inherited. These JP1 events are JP1 events issued by a JP1 series product such as
JP1/IM - MO, JP1 events issued by a user program, or correlation events.

¢ JP1 events registered in the event database of the manager to which JP1/IM - View is logged in, or in the integrated
monitoring database
¢ JP1 events registered in the event database on an agent host

The table below describes the specifiable variable names and inherited event information for each event attribute type.
The legend of the tables below is as follows:

Legend:
--: Not applicable.
A: Space
Table 3—32: Variable names and inherited event information (Basic attributes of JP1 events)

No. | Eventattribute | Variable Inherited event information
1 -- EVBASE A value obtained after the entire basic information of an event is converted to the following
format:

event-IDAevent-source-user-nameAevent-source-user-IDAevent-source-group-nameAevent-
source-group-IDAevent-source-event-server-nameAevent-source-process-IDAevent-
registration-date-month-and-yearAevent-registration-timeAevent-source-host-IP-address
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No.

10

11

12

13

15

16

17

Event attribute

B.IDEXT

B.TIME

B.TIME

B.PROCESSI

B.USERID
B.GROUPID
B.USERNAME

B.GROUPNAM
E

B.SOURCESE
RVER

B.SOURCEIP
ADDR

B.SEQNO

B.ARRIVEDT
IME

B.ARRIVEDT
IME

B.SOURCESE
QNO

B.MESSAGE

#:

e IPv4 address format

Variable

EVID

EVIDBASE

EVDATE

EVTIME

EVPID

EVUSRID
EVGRPID
EVUSR

EVGRP

EVHOST

EVIPADDR

EVSEQNO

EVARVDATE

EVARVTIME

EVSRCNO

EVMSG

Inherited event information
If no value is set, the value is replaced with a null character.

A value obtained after the event ID is converted to the basic-code : extended-code format.

Basic codes and extended codes are 8-digit hexadecimal numbers (uppercase letters are used for
A to F). Preceding zeros are omitted from the ID.

For example, if the extended code is 00000000, EVID is basic-code: 0.

A value obtained after the event ID is converted to the basic code format.

EVIDBASE is an 8-digit hexadecimal number (upper letters are used for A to F), and preceding
zeros are omitted from the ID.

A value obtained after the registration time is converted to the yyyy/mm /dd format. Conversion
is for the time zone set for JP1/IM - View.

A value obtained after the registration time is converted to the 4/ : mm : ss format. Conversion
is for the time zone set for JP1/IM - View.

A value for the event source process ID

A value for the user ID of the event source process
A value for the group ID of the event source process
A value for the event source user name

A value for the event source group name

A value for the event source host name

A character string for the event source IP address in IPv4 address format or IPv6 address format™

A value for the serial number in the event database

A value obtained after the arrived time is converted to the yyyy/mm/dd format.

A value obtained after the arrived time is converted to the 44 : mm : ss format.

A value for the serial number in the source event database

A value for the message. If the applicable attribute does not exist, the value is replaced with a
null character.

In this format, each 8 bits of a 32-bit address is delimited by periods (. ), and is output as decimal numbers (from 0 to 255).
Example: 0.64.128.255

e [Pv6 address format

In this format, each 16 bits of a128-bit address is delimited by colons (:), and is output as hexadecimal numbers (from 0000 to ffff).
Example: 0011:2233:4455:6677:8899:aabb:ccdd:eeff

Table 3-33: Variable names and inherited event information (extended attributes of JP1 events
(common information))

No.

1

Event attribute

E.SEVERITY

Variable

EVSEV

Inherited event information

A value for the event level*!
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No.

10

11

12

13

14

#1

#2

Event attribute

E.USER_NAM
E

E.OBJECT T
YPE

E.OBJECT N
AME

E.ROOT OBJ
ECT TYPE

E.ROOT_OBJ
ECT NAME

E.PRODUCT
NAME

E.OBJECT I
D

E.OCCURREN
CE

E.START TI
ME

E.END TIME

E.RESULT C
ODE

E.JP1_ SOUR
CEHOST

Variable

EVUSNAM

EVOBTYP

EVOBNAM

EVROBTYP

EVROBNAM

EV"PRODUCT
_NAME"

EV"OBJECT
ID"

EV"OCCURRE
NCE"

EV"START T
IME"

EV"END TIM
E"

EV"RESULT _
CODE"

EV"JP1 SOU
RCEHOST"

EV"extended-

attribute-

namen#]

Inherited event information

Emergency,Alert,Critical, Error,Warning, Notice, Information, Debug,
or a value set for the event level

A value for the user name*!

A value for the object type*!

A value for the object name*!

A value for the root object type*!

A value for the root object name?!

A value for the product name*?

A value for the object ID#2

A value for the occurrence™

A value for the start time™?

A value for the end time™?

A value for the result code?

A value for the event source host name™?

A value specified with the extended attribute name.*2 For details about information contained
in attributes, see the manual for each JP1 event source product.

If the applicable attribute does not exist, the value is replaced with a null character.

If the applicable attribute does not exist, the value is replaced with the character string for the variable.

Table 3—34: Variable names and inherited event information (others)

No.

1

Event attribute

Variable

EV"@JP1IM

ACTTYPE"

EV"@JP1IM
ACTCONTROL

"

Inherited event information

A value indicating the action type
* 0: Not subject to the action.
¢ 1: Command
e 2:Rule

e 3: Command and rule

A value indicating whether the event is subject to the action
¢ 0: Not subject to the action.
e 1:Executed.
e 2: Suppressed.
e 3: Partially suppressed.

3. Centralized System Monitoring Using the Central Console

JP1/Integrated Management - Manager Overview and System Design Guide

263



No. @ Event attribute = Variable Inherited event information

3 -- EV"@JPLIM | A value indicating whether the event is a severe event
SEVERE" * 0: Not a severe event

e 1: A severe event

4 - EV"Q@JPLIM | A value indicating whether the event is a correlation event

CORRELATE" ¢ 0: Not a correlation event
e 1: A correlation approval event

e 2: A correlation failure event

5 -- EV"@JPLIM | A value indicating whether the event is a response-waiting event

RESPONSE" * 0: Not a response-waiting event

e 1: A response-waiting event

6 - EV"@JIPLIIM_ | A value for the event level (before changing the event level)”

ORIGINAL_S (Emergency, Alert,Critical, Error, Warning, Notice, Information, Debug,

EVERITY or a value set for the event level)
This attribute is set only when the severity changing function is enabled.
7 -- EV"@JPLIM | A value indicating whether an event level has been changed
CHANGE_SEV ¢ 0: Not changed.
ERITY"
¢ 1: Changed.
8 -- EV"@JP1IM_ | A value indicating the handling status
DEALT™ ¢ 0: Not handled.
e 1:Handled.
¢ 2: Processing.
¢ 3:Pending.
9 -- EV"@JPLIM | A value indicating whether a severe event has been released
RELEASE" ¢ 0: Not released.
e 1:Released.
10 - EV"@JPLIM_ | A value indicating whether a severe event has been deleted
DISMISSED" e 0: Not deleted.
e 1:Deleted.
11 - EV"@JPIIM_ | A value for memo information”
MEMO"
12 -- EV"@JPLIM | Value of message (after change)
DISPLAY ME | Thjs attribute is set only when the display message change function is enabled.
SSAGE"
13 -- EV"@JPLIM | Value indicating whether the display message has been changed
CHANGE _MES ¢ 0: The message has not been changed.
SAGE"
¢ 1: The message has been changed.
This attribute is set only when the display message change function is enabled.
14 -- ACTHOST A value for the manager host name

If no applicable attribute exists, the value is replaced with the character string for the variable.

For details about the event inheritance information that can be specified for automated action, see 5.3.4 Inherited event
information.
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(2) Specifying variables
The command execution function inherits event information through variables. JP1/IM - View converts the variables
into JP1 event information, and then executes the command. Note that variables are case sensitive.

The following describes how to specify variables and the character strings resulting from the conversion.

Specify variables in the $variable-name format. If only $ is specified, it is regarded as a variable, but is not converted.
If you want to specify $ as a character, place the escape character \ before $. For details about the character strings that
can be specified, see 3.19.5(1) Specifiable event inheritance information.

The following table gives examples of specifications and the conversion results when server01 is set for the event
source host name.

No. Specification format Conversion result
1 ping S$EVHOST ping serverOl
2 /\SEVHOST /$SEVHOST

If you place an alphanumeric character or underscore (_ ) immediately after the variable, the variable cannot be correctly
converted. In such case, enclose the variable name with curly brackets ({ }).

The following table gives examples of specifications and the conversion results when 100 is set for the event ID
(SEVIDBASE) and ABC is set for the extended attribute EX ($SEV"EX").

No. Specification format Conversion result
1 SEVIDBASE abc 100 abc

2 SEVIDBASEabc SEVIDBASEabc?
3 ${EVIDBASE }abc 100abc

4 SEVIDBASE abc SEVIDBASE abc?
5 ${EVIDBASE} abc 100_abc

6 SEV"EX" abc ABC

7 SEV"EX"abc ABCabc

When the command is specified on the command line and executed on a UNIX host, the variable is regarded as an environment variable of
the OS during command execution, and then treated as a null character.

The following control characters contained in the character information to be converted are converted to spaces (0x20).
Control characters that are converted to spaces: 0x01 to 0x1F (excluding tabs (0x09)), and 0x7F

For example, if a message acquired by specifying SEVMSG contains a linefeed code (0x0A), the linefeed code (0x0A)
is converted to a space (0x20).

0 Important

If \ is specified immediate before $, $ is treated as a character. However, if you want to specify a variable
subsequent to \, such as in a file path, \ is converted and is not treated as a character string. You can avoid
this by performing the following:
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When specifying it in the execution command:

Create a batch file in which a variable is specified for the argument. Specify the command line in which
\ is used in the batch file.

Example of specification of an execution command:
- Execution command: AppTest.bat SACTHOST
- Batch file: application.exe c:\work\%$1l\result.txt

In this example, the conversion result of SACTHOST is set for $1.

When using a variable in a file path:
Add a prefix to the variable.
The following shows examples when IM-VIEW is set for EV"PRODUCT NAME":
Example when the variable cannot be converted:
- Example specification: C: \$EV"PRODUCT NAME"
- Conversion result: C: SEV"PRODUCT NAME"
In this example, EV"PRODUCT NAME" cannot be converted because \ $ is specified.
Example when the variable can be converted:
- Example specification: C: \pre S$SEV"PRODUCT NAME"
- Conversion result: C: \pre IM-VIEW
In this example, EV"PRODUCT NAME" can be converted because pre is added before the variable.

0 Important

When an attribute value is inherited, a character the OS treats as a special meaning can be converted into
another character string. This behavior is the same as when a command is executed by an automated action.
For details about conversion of a special character, see the description in Nofes about specifying variables
in Automated action definition file (actdef-conf) in Chapter 2. Definition Files in the manual JP1/Integrated
Management - Manager Command and Definition File Reference. Also, specific ASCII characters are
converted to other characters according to the settings in the configuration file for converting information.
For details about the configuration file for converting information, see Configuration file for converting
information (event_info_replace.conf) in Chapter 2. Definition Files in the manual JP1/Integrated
Management - Manager Command and Definition File Reference.

You can specify a URL-encoded or Base64 encoded value of a JP1 event in the contents of the command to be executed.
You cannot specify such an encoded value for the execution target host name or in the environment variable file.

Specify the value in the following format:
Svariable-nameS$encoding-type

The following table lists and describes the encoding types and specification formats that can be specified when event
information is inherited.

Table 3-35: Encoding types and specification formats that can be specified when event information

is inherited
No. | Encoding type Specification format Description
1 URL encoding Svariable-name$URLENC The event information to be inherited is URL encoded as a

UTF-8 character string.
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No. | Encoding type Specification format Description

$ {variable-name$SURLENC } The resulting character string is passed to the execution
command.
Specification example 1:

C:\WebBrowser.exe http://host/site?id=
SEVMSGSURLENC

Specification example 2:

C:\WebBrowser.exe http://host/site?pl=$
{EVMSGSURLENC} SEVPID

2 Base64 encoding Svariable-name$SENC The event information to be inherited is Base64 encoded.

The resulting character string is passed to the execution

S {variable-nameSENC } command.

Specification example 1:
C:\UP\View.exe S$EV"USER" SEV"PASS"SENC

Specification example 2:

C:\UP\View.exe SEV"USER" $
{EV"PASS"SENC} S$EVPID

3 Both the Base64 Svariable-name$SENC$SURLENC The event information to be inherited is Base64 encoded, and
encoding and URL then URL encoded.
encoding $ {variable-nameSENCSURLENC) The resulting character string is passed to the execution

command.

Specification example 1:

C:\WebBrowser.exe http://host/site?
pass=SEV"PASS"SENCSURLENC

Specification example 2:

C:\WebBrowser.exe http://host/site?
pass=${EV"PASS"$SENCSURLENC} S$EVPID

4 No encoding Svariable-name Neither URL encoding nor the Base64 encoding is performed.
The event information to be inherited is passed to the execution
command as it is.

For details, see the tables in 3.719.5(1) Specifiable event
inheritance information.

S {variable-name}

Specification example 1:
C:\WebBrowser.exe http://host/site?id=
SEVIDBASE

Specification example 2:
C:\WebBrowser.exe http://host/site?pl=$
{EVIDBASE} SEVPID

@) 'mportant

If you place an alphanumeric character or underscore () immediately after the encoding type, enclose
variable-name$encoding-type with curly brackets ({ }).

Also, in the following cases, $Svariable-nameS$Sencoding-type or $ { variable-nameS$encoding-type} is
regarded as a character string, and is not converted:

* No event corresponding to variable-name exists.

* The specification format is incorrect.

The following table gives some specification formats and conversion results.
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Table 3—36: Examples of the formats specifying encoding and conversion results

No.

1

10

Specification format
$SEVMSGSURLENC
SEVMSGSENC
SEVMSGSENCSURLENC
$HOGESURLENC
${EV"AQ"SURLENC}abc

SEVMSGSURL

S {EVMSGSURL}abc

SEVMSGSENC\ SURLENC

SEVMSG\ SURLENC

SEVMSG$SURLENC

Conversion result
ABC%40DEF
QUJIDREVGRw==
QUJIDREVGRw%3D%3D
$HOGESURLENC
S{EV"AOQ"SURLENC }abc

ABCDEFGSURL

S{EVMSGSURL}abc

QUJDREVGRw==$URLENC

ABC@DEFSURLENC

Null character

(3) Specifying events to be inherited

Description

$EVMSG is ABC@DEF.

SEVMSG is ABCDEFG.

SEVMSG is ABCDEFG.

$HOGE is an invalid variable.
Attribute EV"AQ" does not exist.

SEVMSG is ABCDEFG. SURL is an
invalid variable.

SEVMSG is ABCDEFG. SURL is an
invalid variable.

SEVMSG is ABCDEFG. Base64 encoded
by SENC. \ is escaped by the
specification of \ .

SEVMSG is ABC@DEF. \ is escaped by
the specification of \ $.

SEVMSG is a null character.

The following table describes operations by which you can specify the JP1 events to be inherited by the command to
be executed.

Table 3—37: Windows, menus, and buttons that can inherit event information

No.

Window type

Event list Event Console

Related Events (Summary)

Related Events
(Correlation)

Event details

Edit Event Details

Window name

Event Details

Starting the Execute Command

window#!

Menu>View>Execute Command

(Event Inheritance)

Menu>Options>Execute Command’2

Toolbar>Execute Command button™

Pop-up menu>Execute Command

(Event Inheritance)

(Event Inheritance)

Pop-up menu>Execute Command

(Event Inheritance)

Execute Command button

3. Centralized System Monitoring Using the Central Console

Pop-up menu>Execute Command

Event to be inherited

JP1 events selected on the
following pages in the Event
Console window:

¢ Monitor Events

* Severe Events

¢ Search Events

* Response-waiting event

JP1 events selected in the following
tables in the Related Events
(Summary) window:

* Display Items

* Related Events

JP1 events selected in the following
tables in the Related Events
(Correlation) window:

* Display Items

* Related Events
JP1 events displayed in the window.

However, event information for
dummy events cannot be inherited.
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No. Window type Window name Starting the Execute Command Event to be inherited
window*!

9 Event Details>Related
Events (Summary)

10 Edit Event Details>Related
Events (Summary)

11 Event Details>Related
Events (Correlation)

12 Edit Event Details>Related
Events (Correlation)

#1:

If the selected event meets any of the conditions below, the Execute Command (Event Inheritance) menu item becomes unavailable, and
cannot be selected. Also, for a dummy event, the Execute Command button in the Event Details window becomes unavailable, and cannot
be clicked.

- There is no JP1 event.
- Multiple JP1 events are selected.
- A dummy event is selected.
#2:
If the Execute Command window is already displayed, it becomes the foreground (active) window.

The specified event is displayed in the Execute Command window. The display items (attributes) for the displayed JP1
events are the same as the display items (attributes) for the event list in the Event Console window. For details about
the display items (attributes), see 3.19.5(1) Specifiable event inheritance information.

When the Execute Command window is displayed, if you specify a JP1 event again so that the event is inherited by the
Execute Command window, the displayed JP1 events are changed. If the display items are changed in the Preferences
window, the attribute values displayed in the Execute Command window are also changed.

If you open the Execute Command window after clicking a menu or button for which event information cannot be
inherited, the events to be inherited cannot be displayed. In that case, the Inherit event information check box in the
Execute Command window is not selected, and the event information is displayed as a blank.

(4) Preview of the command to be executed

When event information is inherited, the Preview Command Execution Content window is displayed before command
execution. The Preview Command Execution Content window displays the contents of the command to be executed
after its variables are replaced with event information.

The contents of the command displayed in the Preview Command Execution Content window can be modified, and you
can execute the modified command. If the size of the command contents exceeds its upper limit after the variables are
replaced with event information, the Preview Command Execution Content window displays the contents from which
the excess information was truncated. After a part of the contents are truncated, you can also check the contents before
being truncated.

For details about the Preview Command Execution Content window, see 2.4/ Preview Command Execution Content
window in the manual JP1/Integrated Management - Manager GUI Reference.

Note that the value before the variables are replaced (the value displayed in the Execute Command window) is saved
as a history item. The value displayed or edited in the Preview Command Execution Content window is not saved as a
history item.
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3.20 Email notification function (for Windows only)

JP1/IM - Manager provides the following method to send email by an automated action when a severe error is detected:

e Using JP1/TELstaff
e Using the jimmail command of JP1/IM - Manager

This section describes the email notification function.

3.20.1 Mechanism of mail notification function

This subsection describes the mechanism of the email notification function.

If JP1/TELstaff is linked for email notification purposes, when JP1/IM - Manager receives an event, JP1/TELstaff's
teldial command is executed as an automated action and the email is sent to the mail server of the system
administrator via JP1/TELstaff, as shown the figure below. Use JP1/TELstaff if you also use a trigger phone or a signal
light.

Figure 3—111: Sending notification email by using JP1/TELstaff

Manager host

(M

A JP1 event JP1/IM - Manager JP1/TELstaff
is issued. e : feeemeeeeeeeceeseemaaanaas .
—»  Eventreception | ' Trigger phone :
Business server :‘.'.‘.'.'.'_'_'_'_'.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.‘.'.'.'.'.'.:
2) : o E
Executes the = Signal light :
......................... Rl

command.

v Email transmission
4 teldial.exe
.

H E : Supported function l

Mail server

(3)
Sends the email.

R

System
administrator

When the jimmail command of JP1/IM - Manager is used to send a notification email, the email is sent from JP1/IM
- Manager to the mail server of the system administrator without JP1/TELstaff having to be installed.
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Figure 3—112: Sending notification email by using the jimmail command of JP1/IM - Manager
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3.20.2 JP1/IM - Manager's email notification function

JP1/IM - Manager supports JP1/TELstaff and JP1/IM - Manager's j immail command as methods for sending emails
by automated action in the event of a severe failure.

The following table lists the functions of JP1/IM - Manager (] immail command).

Note that the functions of JP1/TELstaff might change in the future as a result of addition of functions or changes in
specifications. For details about the functions of JP1/TELstaff, see the JPI/TELstaff System Configuration and User's
Guide.

Table 3-38: List of functions of JP1/IM - Manager (jimmail command)

ltem JP1/IM - Manager
(jimmail command)

Monitoring using a trigger phone or a signal light N
Setting multiple mail servers N
SMTP authentication No authentication Y

Y

POP before SMTP authentication
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ltem JP1/IM - Manager
(jimmail command)

SMTP-AUTH authentication PLAIN Y
LOGIN Y
CRAM-MDS N
DIGEST-MD5 N
Encryption of SMTP authentication passwords Y#l
Encryption of STARTTLS N
communication
SMTPS (SMTP over SSL) N
Address Specifying a single address Y
Specifying multiple addresses Y
Specitying CC and BCC N
Specifying a sender's address Y
Specifying a recipient's address N
Specifying a group (communication network) N
Email body Specifying a subject Y
Specifying body text Y
Method for defining the subject and body of emails CUI
(command)
Attachment of files N
Inheritance of information Y
(using IM events and variables for action information)
Using variables™ N
Sending emails requesting a read receipt N
Adding severity information N
Retry transmission in the event of a transmission error N
Calendar function (weekday/holiday) N
Schedule function (hourly) N
Outgoing limits N
Legend:
Y: Supported
N: Not supported
#1
Encrypted SMTP/POP3 authentication passwords are saved in the email environment definition file.
#2

This function defines variables and their corresponding character strings, and then replaces variable names with the corresponding character
strings during email transmission.

For details about JP1/IM - Manager (j immail command), see jimmail (Windows only) in the manual JP1/Integrated
Management - Manager Command and Definition File Reference.
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See the following table for limitations to JP1/IM - Manager (Jimmail command).

Table 3—39: Limitations to JP1/IM - Manager (jimmail command)

Item Limit value
Maximum length of an email address 256 bytes
Maximum length of an email subject 512 bytes
Maximum length of email body text 4,096 bytes
Maximum length of an email text line 512 bytes
Number of emails that can be sent at one time 20

The maximum length of a command line for an automated action is 4,096 bytes. If this maximum length is exceeded,
the jimmail command cannot be executed.

3.20.3 Displaying linked applications from the URL in emails sent by
automated action

If emails are to be sent by an automated action, the attribute values of a JP1 event that resulted in the automated action
can be inherited as event inheritance information in the email text. In this case, event inheritance information values
can be URL encoded.

Therefore, if you define the encoded event inheritance information in a URL in the email text, you can pass event
information to the application that is linked from the URL.

For JP1 products, you can display the JP1/AJS - Web Console monitor window directly from sent email by specifying
in the email text the URL of the JP1/AJS - Web Console monitor window that corresponds to the JP1/AJS job or jobnet.
For details, see 8.7.2 Displaying a monitor window from an email sent by an automated action (automated action
function).

For details about the encoding of event inheritance information in automated actions, see 5.3.4(2) Encoding of event
inheritance information.
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3.21 Event-source-host performance report display function

You can directly display a JP1/PFM - Web Console report window that indicates the performance of a selected event-
source-house at the time of an event (single sign-on). This function is called the event-source-host performance report
display function.

By linking with JP1/PFM by using the event-source-host performance report display function, you can promptly check
the host performance information at the time at which events occur.

For details about the event-source-host performance report display function, see 8.8 Linking with JP1/PFM.
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Objective-Oriented System Monitoring Using the
Central Scope

The Central Scope provides functionality for monitoring a system according to objectives set by the
system administrator.

This chapter describes the functions of the Central Scope.

JP1/Integrated Management - Manager Overview and System Design Guide 275



4.1 Overview of Central Scope functions

The Central Scope supports objective-oriented system monitoring based on tree views, map views, and action guidance.
You can easily build a Central Scope environment using the auto-generation and editing functions of the Monitoring
Tree window.

@) 'mportant

The Central Scope is disabled (does not run) by default. To use this functionality, you must create a
monitoring object database with the jcsdbsetup command, and then enable the Central Scope in the
jcoimdef command options.

For details, see the following subsection in the JP1/Integrated Management - Manager Configuration
Guide:

¢ For Windows:

1.18.1 Specifying settings for using the functions of Central Scope (for Windows)

* For UNIX:
2.17.3 Specifying settings for using the functions of Central Scope (for UNIX)
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Figure 4—1: Display examples of the Monitoring Tree window and Visual Monitoring window
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The functions of the Central Scope are summarized as follows.

* Monitoring Tree window
Displays the resources managed by JP1/IM according to the monitoring objectives.

The monitoring tree shows the monitoring objects monitored by the Central Scope, indicated by icons and arranged
in monitoring groups in a tree structure.

The icons are designed so that you can see, from the inter-relationship of jobs and servers in the tree, which jobs

will be affected by a server failure, for example. In the detailed view area, you can view information in map format,
like the Visual Monitoring window.

By using JP1 resource groups, you can control the monitoring range permitted to individual JP1 users, and exercise
precise control over access to the nodes in a monitoring tree.

* Auto-generation and editing of a monitoring tree
A monitoring tree can be easily generated using the auto-generation and editing functions.

To generate a monitoring tree, you simply select a purpose-built template from the Generation Tree list in the Auto-
generation - Select Configuration window. The Central Scope automatically collects definition information from
the JP1/IM agents, and creates a monitoring tree based on the template.

A template consists of model definition information for producing a monitoring tree. Supported monitoring trees
include work-oriented trees and server-oriented trees.
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You can edit an automatically generated monitoring tree in the Monitoring Tree (Editing) window to suit your system
operation and its requirements. Alternatively, you can output the monitoring tree definitions to a CSV file and then
edit them.

* Visual monitoring
The icons in a monitoring tree can be mapped on a corporate organizational chart or other image in a Visual
Monitoring window.
In addition to the icons provided as standard, you can register images of any size as Visual Icon. Key objects and
groups that you particularly want to monitor can be placed on the map. This allows you to easily monitor even a
large-scale system from the viewpoints you require.

¢ Guide information

You can view guide information relevant to the monitoring nodes and generated JP1 events. Action flows and
troubleshooting procedures can be registered as advice for handling problems that might arise during system
monitoring, lessening the system administrator's workload at the initial response stage.

Guide information can be preset by the user. As conditions for determining what information to display, you can
specify information about a particular monitoring node or about a JP1 event that triggers a change in the status of a
monitoring node.

You can also navigate from the Central Scope's Monitoring Tree window to the Event Console window in the Central
Console.
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4.2 Monitoring tree

The following describes a monitoring tree.

4.2.1 Monitoring tree structure

A monitoring tree consists of monitoring objects, monitoring groups, and a virtual root node.

Table 4—1: Elements of a monitoring tree
ltem Description

Monitoring object An object that you monitor using the Central Scope.

A monitoring condition can be set for a monitoring object to change its icon to error status or other status
under certain conditions.

The icon status changes when a JP1 event related to the object is received by JP1/IM - Manager and is found
to match the set monitoring condition.

Monitoring group A group of monitoring objects.
A monitoring group can contain monitoring objects and/or other monitoring groups.

When the icon status of a lower-level object or group changes on receipt of a JP1 event, the icon status of
the higher-level monitoring group containing that object or group also changes.

Virtual root node Appears only when the monitoring range settings are enabled for the monitoring tree. For details, see 4.4.3
Setting the monitoring range of a monitoring tree.

For example, if the JP1 user jplope logs in to JP1/IM - Manager (Central Scope) while the monitoring
range settings are enabled, the virtual root node will appear at the top of the monitoring tree as shown in the
figure below.

Example:

jplope < Virtual root node
—| < Monitoring group

< Monitoring object

~ Monitoring object Shows the objects

Y > being monitored by
—| < Monitoring group user jplope.
. < Monitoring object

As shown in the figure, the virtual root node is identified by an icon in the shape of a person. The name of
the virtual root node is that of the JP1 user currently logged in to JP1/IM - Manager (Central Scope).

Unlike a monitoring object or monitoring group, the information in a virtual root node cannot be edited (in
the Properties window). Neither can you change the node status or perform any other direct operations on

the virtual root node. (Its status changes accordingly when the status of a monitoring node below it changes,
but you cannot change the virtual root node status directly. To change its status, you must change the status
of a lower-level monitoring node.)

Monitoring objects and monitoring groups are referred to generically as monitoring nodes.

4.2.2 Statuses of monitoring nodes

The status of monitoring objects and groups is managed on the basis of the JP1 events generated in the particular object.
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A monitoring node has two different types of statuses:

* Status
The events occurring on a monitoring node are managed according to the status of the node.
Node statuses, in order of priority, are Emergency, Alert, Critical, Error, Warning, Normal, Debug,
and Tnitial.
For example, if an error occurs on a node, resulting in a JP1 event of Emergency level, the Central Scope manages
the event according to the current status of the node.

* Monitoring status
Information that determines whether to monitor the node status.
There are two monitoring statuses: Monitor and Do not monitor.
When Monitor is set for a node, the status of the node changes when a JP1 event matching the monitoring conditions
is received. Statuses are color-coded in the Monitoring Tree window and Visual Monitoring window.

When Do not monitor is set for a node, the status of the node does not change even when a JP1 event is received
from the node. The node is grayed out in the Monitoring Tree window and Visual Monitoring window.

A node has Tnitial status when monitoring begins. This means that the Central Scope does not yet have any
information about the status of the node.

If Monitor is set for an object and a JP1 event of Emergency level occurs because of a failure, for example, the status
of the object changes on receipt of the JP1 event by JP1/IM - Manager. Whether a status change occurs in an object is
determined by a status change condition.

When the status of an object changes, its new status is passed in succession to each of the higher-level groups in the
monitoring tree. If the new status has higher priority than the status of the receiving group, or if the status of the lower-
level node satisfies the status change condition of the receiving group, the status of that group changes.

If Do not monitor is set for an object, the status of the monitoring node does not change, even when a JP1 event is
received because of an error on the node. If the object's monitoring status is changed to Monitor, the status of the node
will change according to JP1 events subsequently received from the object. Do not monitor is the default status for an
automatically generated monitoring tree.

(1) Behavior when changing the status of a monitoring node manually

You can change the status of a monitoring node manually. The statuses that can be set, and the status change behavior,
differ according to whether the monitoring node consists of monitoring objects or monitoring groups.

Table 4—-2: Specifiable statuses and status change behavior based on monitoring node type

Monitoring node type Specifiable statuses and status change behavior

Monitoring object You can change the node status to Emergency, Alert, Critical, Error, Warning, Normal,
Debug, or Initial®l

When the node status changes, the new information is relayed upward through the tree, and the status of
each higher-level monitoring group changes to the status that has highest priority among the statuses of
the lower-level monitoring nodes.
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Monitoring node type Specifiable statuses and status change behavior

Example:
- Monitoring group*?
(Status: Critical — Error)

&) Monitoring object
(Status: Critical — Initial)
Monitoring object
(Status: Error)

&) Monitoring object
(Status: Warning)

Monitoring group You can change the node status to Initial®l only.

When the node status changes, the new information is relayed upward through the tree, and the status of
each higher-level monitoring group changes to the status that has highest priority among the statuses of
the lower-level monitoring nodes (same behavior as for a monitoring object).

The status of all lower-level monitoring nodes changes to Initial.

#1: Manually changing the status of a monitoring node deletes the status change events logged for that node (see 4.7.2 Searching for status change
events).

#2: The status of a monitoring group changes to the highest status among the lower-level nodes. However, when a status change condition is set
for a group, that condition takes precedence.

You can change a node status manually using the GUI or the jcschstat command (for the command syntax, see
jeschstat in Chapter 1. Commands in the manual JP1/Integrated Management - Manager Command and Definition File
Reference.

When you change a node's monitoring status to Do not monitor, the monitoring status of all lower-level nodes is reset
to Do not monitor. The node itself and all lower-level nodes revert to Initial status. Similarly, when you change a
node's monitoring status to Monitor, all lower-level nodes also change to Monitor.

When a higher-level node has been reset to Do not monitor, you cannot change the lower-level nodes back to Monitor
status. To change a lower-level node back to Monitor status, you must change the higher-level node from Do not
monitor to Monitor again.

4.2.3 Status change conditions

A status change condition changes the status of a monitoring node. It can be set for both monitoring objects and
monitoring groups, but there are differences in each case.

Status change condition for a monitoring object

Determines what types of received JP1 events will trigger a status change in the monitoring object (for example,
change the node status to Warning when a specific JP1 event of Warning level is received).

Status change condition for a monitoring group

Determines what lower-level node statuses will trigger a status change in the monitoring group (for example, change
the node status to Error when two of three lower-level monitoring nodes have Error status).

When no condition has been set, the monitoring group is set to the status that has highest priority among the lower-
level monitoring nodes.

The status change conditions for monitoring objects and groups are further described below.

(1) Status change conditions for monitoring objects

The following figure shows status change conditions for monitoring objects.
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Figure 4-2: Status change conditions for monitoring objects
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Each monitoring object in a monitoring tree has its own status change condition. When JP1/IM - Manager receives a
JP1 event, it checks the status change condition of each object. If the condition is satisfied, and the status of the received
event has higher priority than the object's current status, JP1/IM - Manager changes the object's status accordingly. In
this way, generated JP1 events are associated with the relevant objects in the monitoring tree, providing a visual
representation of the system status.

A status change condition for a monitoring object consists of a condition name, status, common condition, and individual
conditions, as described below. Multiple common conditions and individual conditions can be specified for a JP1 event.

¢ (Condition name

The name of the status change condition.

» Status
The status of the monitoring object when the status change condition is satisfied.

One of the following can be specified: Emergency, Alert,Critical, Error, Warning, Normal, Debug,
or Initial.

¢ Common condition
A status change condition that applies to a number of monitoring objects. For example, for an object that monitors
a jobnet, JP1 event ID 4108 (generated when a jobnet ends with a warning) is a common condition and applies to
all such monitoring objects.

 Individual condition

A condition whose value is specific to the object concerned. For example, a condition whose value changes for each
monitoring object, such as the job name for a jobnet monitoring object, is an individual condition.

The following figure describes how a status change condition is set in practice, taking as an example a system-monitoring
object.
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Figure 4-3: Example of a system-monitoring object (extract from "AJS Monitoring")

Overview of the system-monitoring object

Item Description
Monitoring node | AJS Monitoring
type
Purpose Monitor errors in JP1/AJS and the jobnet execution status.
Basic information | Object name | Full name of the jobnet (scheduler-service-name/jobnet-
name).

Example: AJSROOT1:/Job A/Order-processing

Host name Host name of the manager on which JP1/AJS - Manager is
installed.
Example: host01
Status change condition
Status change condition Common conditions? and individual conditions
Condition name | Status Condition Comparison value
.| Jobnet warning Event ID 00004108
Warnin

Jobnet warning 9] event (AJS)* (B.ID)
event (AJS)

Object ID Object name in the basic

(E.OBJECT NAME) information

<+
Source event server name Host name in the basic
(B. SOURCESERVER) information

#: Common conditions (applied to all monitoring objects)

This figure is an extract from the description of the system-monitoring object called AJS Monitoring in Chapter 4. Lists
of System-Monitoring Objects (for Central Scope) in the manual JP1/Integrated Management - Manager Command
and Definition File Reference.

The example in the figure defines a status change condition with the title Jobnet warning event (AJS). As a common
condition for all AJS Monitoring objects, the object status is set to Warning when event ID 4108 (indicating that the
jobnet ended with a warning) is generated. As an individual condition set for each monitoring object, a condition related
to the basic information held by the monitoring object (for identifying the object) identifies which of the objects in the
monitoring tree changes its status.

In this way, a common condition related to the type of monitoring object (product name, for example) can be combined
with an individual condition for identifying the specific monitoring object whose status will change.

Making status change conditions for monitoring objects resident in memory
When JP1/IM - Manager receives a JP1 event, it checks whether the status change condition of each monitoring
object is satisfied. If a large number of JP1 events are received at once, the number of disk accesses increases
accordingly and it could take longer to apply the new status to the monitoring objects. By making the status change
conditions of the monitoring objects resident in memory, you can reduce the disk accesses during the Central Scope
processing on receipt of an event.
When you use this functionality, the status change conditions for all monitoring objects are kept in memory. Sufficient
memory is needed for this purpose. We recommend that you estimate the memory requirements and set up this
functionality if sufficient memory can be allocated.
For the equations used when estimating memory requirements, see the Release Notes for JP1/IM - Manager. For
details about how to set up this functionality, see 5.7.5 Setting the memory-resident status change condition function
in the JPI/Integrated Management - Manager Configuration Guide.
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(2) Status change conditions for monitoring groups

A monitoring group is a set of monitoring nodes. Therefore, the status of the monitoring group changes according to
the status of its constituent nodes. The following figure shows status change conditions for monitoring groups.

Figure 4—4: Status change conditions for monitoring groups
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When JP1/IM - Manager receives a specific JP1 event and changes the status of a monitoring object, the new status is
passed to the higher-level monitoring groups. The default behavior is as follows.

Figure 4-5: Status change behavior of a monitoring group (default setting)

Status: Warning — Error

Status: Warning — Error

Status: Initial
Status: Warning

Status: Tnitial — Error

As shown in the figure, the monitoring group status changes to the status that has highest priority among the lower-level
monitoring nodes. Thus, when the topmost monitoring node has Error status, it means that none of the nodes under
it has a status of higher priority than Error.

While the default settings are appropriate in most cases, more detailed monitoring can be performed by defining a status
change condition for the monitoring group in special circumstances (such as a load-balancing system).

A status change condition for a monitoring group consists of a condition name, status, child node status, and comparison
condition, as described below.

* Condition name
The name of the status change condition.

* Status
The status of the monitoring group when the status change condition is satisfied.
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In order of priority, the specifiable statuses are Emergency, Alert,Critical, Error, Warning, Normal,
and Debug. Initial cannot be specified.

¢ Child node status

The status of a lower-level monitoring node. Specify the status that will cause a change in the status of the monitoring
group to which the node belongs. In order of priority, the specifiable statuses are Emergency,Alert,Critical,
Error,Warning, Normal, and Debug. Initial cannot be specified.

The status you specify here includes those of higher priority. For example, Error includes all statuses from Error
upward.

The following figure shows the child node concept.

Figure 4-6: Range of child nodes in a monitoring group
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As shown above, monitoring group B is included among the child nodes of monitoring group A, but its own child
nodes are not included.

¢ Comparison condition

A condition for comparing lower-level monitoring nodes within the group. You can specify a percentage (x% or
higher) or a count (x nodes or higher), as follows.
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Figure 4—-7: Comparison conditions (percentage-based and count-based)

® Percentage Number of child nodes satisfying child-node-status

Total number of child nodes in the monitoring group
(including Do not monitor status)

Equation = x 100 (%)

[T

Monitoring nodes in the monitoring group
(monitoring objects or monitoring groups)

Monitoring group - 40% or higher specified
Comparison condition ::> — Status changes.
(percentage): - 60% or higher specified

2/5 x 100 (%) = 40% — Status does not change.

@ Node count

Number of child nodes satisfying child-node-status

[T

Monitoring nodes in the monitoring group
(monitoring objects or monitoring groups)

Monitoring group - 2 or more nodes specified
Comparison condition ::> — Status changes.
(count): - 3 or more nodes specified

= 2 nodes — Status does not change.

By setting a condition name, status, child node status, and comparison condition in this way, you can customize the

conditions that cause the status of a monitoring group to change.

When you define a status change condition, the icon of the monitoring group changes as shown below. From the icon

display you can tell whether a status change condition has been set for a particular group.

Figure 4-8: Change in icon display (example)
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"P" is not added to Visual Icon registered by the user. Identify whether a status change condition has been defined from

the icons in the tree.
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4.2.4 Event generation condition

A monitoring node can issue a JP1 event when its status changes.

As an event generation condition, you can specify the type of status change that will cause the node to issue a JP1 event.
This JP1 event cannot be issued when the node status changes to Initial.

The issued JP1 event has event ID 00003FBO.

Details about this JP1 event are as follows. This information is taken from Chapter 3. JP1 Events in the manual JP1/
Integrated Management - Manager Command and Definition File Reference.

Table 4-3: Details about event ID 00003FBO (from the above manual)

Attribute type Item Attribute name Contents

Basic Source event server name SOURCESERVER The name of the event server that issued
the JP1 event

Message MESSAGE KAVB7900-I message
Extended Common Event level SEVERITY Information
information
Product name PRODUCT NAME /HITACHI/JP1/IM/SCOPE
Object type OBJECT TYPE SERVICE
Object name OBJECT NAME IM CS
Occurrence OCCURRENCE STATUS_CHANGE
Program- Monitoring node ID MON_NODE ID The ID of the monitoring node
specific . T
) . Monitoring node name MON_NODE_NAME The name of the monitoring node
information - —
Monitoring node status™! MON_NODE_STATUS The StatusID of the monitoring node
Information about the JP1 | attribute-name The attribute value (basic attribute value
event that triggered the prefixed with JCS_B_ or extended
status change™? attribute value prefixed with JCS_E )

#1: The monitoring node status (E.MON_NODE_STATUS) is stored as one of the following numeric values, which is called the node's StatusiID.
* Value of StatusID (monitoring node status):
Emergency: 800, Alert: 700, Critical: 600, Error: 500,
Warning: 400, Normal: 300, Debug: 200, Initial: 100

For example, the JP1 event issued when the status of the monitoring node changes to Emergency has a monitoring node status
(E.MON_NODE_STATUS) of 800.

#2: You cannot check this information from JP1/IM - View. Every item of information is stored as an attribute name combined with the attribute
value. Therefore, when JP1 event 00003FBO0 exceeds the maximum length of a JP1 event (10,000 bytes), only the portion within that limit is stored
as information about the JP1 event that triggered the status change. Similarly, when the number of extended attributes exceeds 100, only the JP1
event information up to the 100th attribute is stored. Attributes are stored only if the attribute name is within 26 characters; if the attribute name
exceeds 26 characters, the attribute is not saved.

Setting an automated action for a monitoring node
To execute an automated action when the status of a monitoring node changes:

* In the Event-Issue Conditions page of the Properties dialog box for the selected monitoring node, select the node
status that triggers the JP1 event.

¢ Add an automated action condition for JP1 event 00003FBO to the automated action definitions.
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Information about the JP1 event resulting in a node status change is included in JP1 event 00003FBO0, as shown in
Information about the JP1 event that triggered the status change in the above table. For example, the original event
message (B.MESSAGE) can be used as the attribute name E. JCS B MESSAGE with the automated action.
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4.3 Automatically generating a monitoring tree

Using the auto-generation function, you can automatically collect definition information from the active hosts in the
system and create a monitoring tree. If the system is reconfigured, you can collect difference information and update
the monitoring tree.

The auto-generation function substantially simplifies the work involved in configuring a monitoring system. A
monitoring tree can help you monitor even a large-scale system efficiently, but it still requires a vast amount of definition
information. The tasks at the system configuration stage, and the updates required when the system is modified, mean
a huge commitment of time and effort. The function for automatically generating a monitoring tree offers support for
this undertaking.

4.3.1 Automatically generating a monitoring tree

When you use the auto-generation function, JP1/IM - Manager collects definition information from the agents and
automatically generates a monitoring tree as shown below.

Figure 4-9: Overview of auto-generation of a monitoring tree

Viewer Manager
| JP1/IM - View Ij | JP1/IM - Manager D
8 E | JPiBase |j
[l H
X 1 0 — =

|
JP1/Base

| Linked product (1) U

|
| JP1/Base U

| Linked product (2) U

Agent
(manager host for linked
product (2))

Agent
(manager host for
j linked product (1))
3 ? ? = i ; ? =

=3 =3 S S5 ' =3
Environment for linked product (1) Environment for linked product (2)
Legend:
. Flow of definition information collection
@) 'mportant
To generate a monitoring tree automatically, the products to be monitored must support the auto-generation
function.
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4.3.2 Conditions for automatically generating a monitoring tree

You can automatically generate a monitoring tree for JP1 products (JP1/AJS, JP1/Cm2/SSO version § or earlier, JP1/
PFM, JP1/IM, and JP1/ServerConductor), Cosminexus, and HiRDB. If you wish to monitor any other products in your
system, you must set the definition information manually.

The following conditions apply when automatically generating a monitoring tree:

» JP1/Base (version 7 or later) is required on each agent.

Definition information is collected using JP1/Base functionality.

* The products to be monitored must support the JP1/Base functionality for collecting definitions.

You must execute the setup command for enabling this functionality in the relevant products on each agent.

¢ The service for each linked product must be active during auto-generation.

Definition information cannot be collected from products whose service is inactive.

For the procedures to link these products with JP1/IM, see 5.8 Setting up for linked products in the JP1/Integrated
Management - Manager Configuration Guide and the documentation for the relevant linked product.

The following table describes the monitoring objects created by the auto-generation function.

Table 4—4: List of monitoring objects created at auto-generation

Product

JP1/IM - Manager

JP1/AJS - Manager

JP1/Cm2/SSO*

JP1/PFM - Manager

Cosminexus

4. Objective-Oriented System Monitoring Using the Central Scope

Monitoring node type

IM Monitoring

AJS Monitoring

Jobnet Monitoring (AJS)

SSO Monitoring

Category Monitoring (SSO)

Agent Monitoring (PFM)

Logical Server Monitoring
(Cosminexus)

Description

Monitors the status of JP1/IM - Manager.

Defined so that its status changes conditional on a JP1 event indicating an
error in JP1/IM - Manager.

Monitors the status of JP1/AJS - Manager and the jobnets executed under
its control.

Defined so that its status changes conditional on a JP1 event indicating an
error in JP1/AJS - Manager or a change in the status of a jobnet.

Monitors job execution status.

Defined so that its status changes conditional on a JP1 event indicating a
change in the status of the job.

Monitoring object that monitors the status of JP1/Cm2/SSO.

Defined so that its status changes conditional on a JP1 event indicating an
error in JP1/Cm2/SSO.

Monitoring object that monitors the status of resource information collected
by the SNMP agents managed by JP1/Cm2/SSO.
The statuses are collected for all SNMP agents managed by JP1/Cm2/SSO.

Defined so that its status changes conditional on a JP1 event indicating a
status change in the resources.

Monitors the status of performance data monitored by an agent that is
managed by JP1/PFM - Manager.

The auto-generation function creates the same number of Agent Monitoring
(PFM) objects as the JP1/PFM - Agents managed by JP1/PFM - Manager.

Defined so that its status changes conditional on a JP1 event indicating a
change in the status of the performance data.

Monitors the status of a Cosminexus logical server (J2EE server, Web
server, naming service, CTM, and so on).

Defined so that its status changes conditional on a JP1 event indicating that
the Cosminexus logical server has started or stopped, or a JP1 event
indicating an execution error.
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Product Monitoring node type Description

J2EE Application Monitoring Monitors the status of a Cosminexus J2EE application.

(Cosminexus) Defined so that its status changes conditional on a JP1 event indicating that
the J2EE application has started or stopped, or a JP1 event indicating an
execution error.

Cosminexus + J2EE Server Resource Monitoring General monitoring object that monitors the resource status of the
JP1/Cm2/SSO# (SSO) Cosminexus J2EE server.
Defined so that its status changes conditional on a JP1 event indicating a
change in the resource status of the J2EE server.

CTM Resource Monitoring General monitoring object that monitors the resource status of Cosminexus
(SSO) CTM.
Defined so that its status changes conditional on a JP1 event indicating a
change in the resource status of CTM.

SFO Resource Monitoring General monitoring object that monitors the resource status of Cosminexus
(SSO) SFO.
Defined so that its status changes conditional on a JP1 event indicating a
change in the resource status of SFO.

J2EE Application Resource General monitoring object that monitors the resource status of the
Monitoring Cosminexus J2EE application.
(Cosminexus) Defined so that its status changes conditional on a JP1 event indicating a

change in the resource status of the J2EE application.

#: JP1/Cm2/SSO version 8 or earlier is required.

0 Important

Before you begin operation, you should customize the automatically generated monitoring tree to suit the
methods you will be using to monitor your system.

A monitoring tree created by the auto-generation function incorporates the collected information in its entirety. It
represents the system configuration information as completely as possible, so that the system administrator can delete
whatever is unnecessary for monitoring purposes.

For further details about the contents of the automatically generated nodes in a monitoring tree, see Chapter 4. Lists of
System-Monitoring Objects (for Central Scope) in the manual JP1/Integrated Management - Manager Command and
Definition File Reference.

4.3.3 Monitoring tree structures

The monitoring trees produced by the auto-generation function are based on a template which you select in the Auto-
generation - Select Configuration window. A template is a set of model definitions for managing a system using the
Central Scope.

JP1/IM provides the following two templates.
Table 4-5: Monitoring tree templates

Generation tree Description

Work-oriented tree Use this template to monitor the system from a work-oriented perspective.

The generated monitoring tree is based on the jobnet organization in JP1/AJS or logical server
configuration in Cosminexus. Typically, jobs are grouped together as jobnets to systematize job
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Generation tree Description

execution, and logical servers are defined to systematize the applications used in a Web system. Hence,
the generated tree reflects how work tasks are performed.

If the linked JP1/AJS is version 8 or later, the function collects from JP1/AJS not only information about
the jobnet organization, but also information about the JP1 resource groups set in each JP1/AJS unit.”

Server-oriented tree Use this template to monitor the system from a server-oriented perspective.
The generated monitoring tree is based on the system hierarchy in JP1/IM.

InJP1/IM, the servers are typically arranged in a hierarchical structure. Hence, the generated tree reflects
the manner in which servers are managed.

#: For details about using the acquired JP1 resource groups, see 4.4.3 Setting the monitoring range of a monitoring tree.

The structure and monitoring objects of an automatically generated monitoring tree differ for each of the two templates.
The following table describes the relationships between the type of template and the generated monitoring objects.

Table 4—6: Template type and generated monitoring objects

Monitoring object Template

Work-oriented tree Server-oriented

tree

JP1/AJS Cosminexus

management management

group group
AJS Monitoring Y - Y
Jobnet Monitoring (AJS) Y - Y
SSO Monitoring™! - -- Y
Category Monitoring (SSO)"! Y Y Y
Application Monitoring Y Y Y
(SSO)
Agent Monitoring (PFM) Y Y Y
Metric Monitoring (PAM) -- - -
Object Monitoring (PAM) -- - -
SD Monitoring -- - -
Distribution Job Monitoring (SD) -- - -
NNM Monitoring? - -~ --
Node Monitoring (NNM)*2 -- -- --
IM Monitoring - - Y
Logical Server Monitoring (Cosminexus) -
J2EE Application Monitoring (Cosminexus) - Y

J2EE Server Resource Monitoring (SSO)”! -
CTM Resource Monitoring (SSO)*! -

SFO Resource Monitoring (SSO)*! -

T I I S S

J2EE Application Resource Monitoring (SSO)*! --

HiRDB Monitoring --
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Monitoring object Template

Work-oriented tree Server-oriented
tree

JP1/AJS Cosminexus

management management

group group

Physical Host Monitoring (System Manager) - - -

Legend:

Y: Generated

--: Not generated
#1: JP1/Cm2/SSO must be version 8 or earlier.
#2: HP NNM must be version 7.5 or earlier.

For details about the structure of automatically generated monitoring trees, see Chapter 5. Monitoring Tree Models (for
Central Scope) in the manual JP1/Integrated Management - Manager Command and Definition File Reference.

4.3.4 Generation types

When generating a monitoring tree automatically, you can select one of three generation types: Generate, Show
Differences, or Add.

Figure 4-10: Generation types

o . . Auto-generation - Select Configuration window
Monitoring Tree (Editing) window . :

Generation type
(Generate, Show Differences, or Add)

(1) Processing when you select "Generate" as the generation type

When you select Generate to create a monitoring tree, the information displayed in the Monitoring Tree (Editing)
window is erased, and then the monitoring tree is redrawn according to the tree structure of the template you selected
under Generation Tree in the Auto-generation - Select Configuration window. The existing monitoring tree is
completely erased and the new, automatically generated monitoring tree is added. Use this processing to replace the
existing system when a new system is installed.

(2) Processing when you select "Show Differences" as the generation
type

When you select Show Differences to create a monitoring tree, the monitoring conditions set for the monitoring objects
stored in the JP1/IM - Manager monitoring objects database are compared with the monitoring conditions in the

definition information (monitoring objects) that was collected and collated during the generation processing. Monitoring
objects found to have different monitoring conditions than recorded in the database, and all monitoring groups containing
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those objects up to the topmost level, are created as difference information under a monitoring group called
NEW OBJECT.

This processing allows you to update a monitoring tree when a system is reconfigured, by collecting only the changed
parts of the definition information.

This new monitoring node generated as difference information can be placed in an existing monitoring tree as required.
The following figure shows the generation of a monitoring tree that shows differences.

Figure 4—11: Generation of a 'differences' monitoring tree

Definition information
collected and categorized at
(1) Compare difference generation
differences in the
monitoring
conditions of the
monitoring objects.

Monitoring tree after difference generation

-~--1- Difference portion ~----------------. :
Monitoring group
E— (NEW_OBJECT)

A

AA (2) Objects whose monitoring conditions are found to differ
E in the two sets of information, and all monitoring groups
containing those objects up to the topmost level, are
\ FE / generated as a new object.

Legend:
|:F : Monitoring group
() Monitoring object
O : The objects are the same.
X The objects are not the same.

Monitoring objects in the existing portion of the figure:
AA' is created from the original monitoring object AA. BB, CC, and DD incorporate the auto-generated objects
without change. EE is an object added by the user for monitoring purposes.

Definition information collected and collated at difference generation:

This area of the figure shows the definition information collected at difference generation from the products running
in the current system, organized into tree form. This information is held internally by JP1/IM - Manager. The
generated tree structure depends on the selected template.

Difference portion of the figure:

This node contains the monitoring objects AA and FF, which JP1/IM - Manager determined to be absent from the
existing portion as a result of comparing the monitoring conditions of the objects in that portion with the monitoring
conditions of the objects in the definition information collected and collated at difference generation. A, B, and E

are also generated in this node because they are the higher-level monitoring groups containing AA or FF.
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(3) Processing when you select "Add" as the generation type

When you select Add to create a monitoring tree, an additional monitoring tree is added to those in JP1/IM - Manager's
monitoring objects database. The structure of the tree follows the template you selected under Generation Tree in the
Auto-generation - Select Configuration window. The monitoring tree is added at the end of the existing monitoring trees.
Use this processing to add monitoring trees when, for example, you add business systems.
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4.4 Editing a monitoring tree

You can freely customize a monitoring tree to suit your purpose. Before you start monitoring operations, edit the
monitoring tree that you easily created using the auto-generation function, according to the type of monitoring you want
to perform.

For details about the actual editing procedure, see Chapter 5. Setting Up Central Scope in the JP1/Integrated
Management - Manager Configuration Guide.

4.4.1 Editing a monitoring tree

Use the Monitoring Tree (Editing) window to edit a monitoring tree. You can add, delete, and move nodes in this window,
according to how the tree is to be used.

To create or edit a monitoring node, you must set the following attributes in the node. All these attributes have been
discussed earlier in this chapter.

Table 4-7: Monitoring node attributes defined in the Monitoring Tree (Editing) window

Attribute Description
Monitoring node name The name of the monitoring node.
Monitoring node type The monitoring group or monitoring object.

There are several types of monitoring objects, including system-monitoring objects such as the AJS
Monitoring and SSO Monitoring, and general monitoring objects such as a user monitoring object.

Icon An icon that represents a monitoring node.

Visual Icon An icon that represents a monitoring node.
Visual Icon are displayed only in map views and in the Visual Monitoring window.

Monitoring status The monitoring status set for a node.
The two statuses are Monitor and Do not monitor.

JP1 resource group Information set for controlling the monitoring range permitted to individual JP1 users, and for exercising
precise control over access to the nodes in a monitoring tree.

For details about using resource groups, see 4.4.3 Setting the monitoring range of a monitoring tree.

Basic information Basic information for identifying a monitoring node.
In the case of a monitoring group, this attribute is a name identifying the group. For example, you can assign
a group name to a group of tasks or servers, such as Daily accounting routines or Database server group,
according to the monitoring objectives.
In the case of a monitoring object, this attribute is information for identifying the object. For example, you
can define a combination of information for identifying the object within the system, such as the jobnet name
and a host name.
For a system-monitoring object, the same attribute as the basic information of the object to be monitored is
defined as an individual condition in the status change conditions.

Status change condition * Status change condition for a monitoring object

A condition that determines which received JP1 events will change the status of the monitoring object.
This attribute defines a JP1 event that triggers a status change, and the resulting status.

 Status change condition for a monitoring group

A condition that determines what lower-level node statuses will change the status of the monitoring
group. The attribute defines the statuses of the lower-level nodes triggering a status change, the resulting
status of the monitoring group, and a comparison condition.
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Attribute Description

Event generation condition A condition that specifies the status of a monitoring node that will cause a JP1 event to be issued. The issued
JP1 event has event ID 00003FBO.

You can create a monitoring group simply by specifying its name (unless you also need to define a status change condition
for the group). However, when you create a monitoring object, you must also carefully consider and define what exactly
you need to monitor and how this is to be done.

JP1/IM provides a number of system-monitoring objects to facilitate object definition.
The following types of monitoring objects are provided:

* System-monitoring object
A monitoring object provided by the JP1/IM system. Each product in the JP1 series has its own monitoring object.
The basic settings needed for monitoring are pre-defined, so that you can easily set up the monitoring environment.

System-monitoring objects include a variety of types, such as an AJS Monitoring, SSO Monitoring, and so on. For
details about the program products that are monitored by these objects, and how to set them up, see Chapter 4. Lists
of System-Monitoring Objects (for Central Scope) in the manual JP1/Integrated Management - Manager Command
and Definition File Reference.

A system-monitoring object becomes a general monitoring object when edited as follows:
* By changing the basic information on the Basic Information page of the Properties window

* By adding, changing, or deleting a status change condition on the Status-Change Condition page of the
Properties window

* By changing a common condition in the Status-Change Condition Settings window
* By adding, changing, or deleting an individual condition in the Status-Change Condition Settings window

When you alter a system- monitoring object in any of these ways, a confirmation dialog box appears with the
following message: If this operation is continued, the monitoring node type will become
User Monitoring Object. Do you want to continue?

¢ General monitoring object

An object for general monitoring purposes, created and customized by the user. This type of object is called a User
Monitoring Object.

A general monitoring object can be customized very flexibly, allowing precise settings to match the type of
monitoring required. On the other hand, the system administrator needs to be well versed in the settings that can be
performed. This type of object also takes time to create.

For most purposes, we recommend that you use system-monitoring objects to create your monitoring nodes, and
customize the parts that need to be changed.

4.4.2 Map display settings

In the detailed view area of the Monitoring Tree window, you can view information in map format just as in the Visual
Monitoring window. This allows the system administrator a more intuitive means of monitoring the system.

To display map views in the detailed view area, you must set the background image, arrange the monitoring nodes, and
complete other settings. Otherwise, you will see icons without any background when you switch to the map view. Use
the Monitoring Tree (Editing) window to enter the required settings.
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Differences from the Visual Monitoring window

Unlike the Visual Monitoring window, you cannot use the map view in the detailed view area for the purpose of
localized monitoring of a specific node only, such as monitoring a particular regional office or an important job.

For example, if there are three nodes displayed in the detailed view area of the Monitoring Tree window, all three
will be displayed when you switch to a detailed view or map view. (You cannot hide one of them, for example.)

4.4.3 Setting the monitoring range of a monitoring tree

You can change the monitoring range of a monitoring tree for each JP1 user, by performing the following two settings:

* Enable the monitoring range settings, and then set JP1 resource groups for specific nodes (set in JP1/IM - View and
save to JP1/IM - Manager).

* Allocate one or more JP1 resource groups to each JP1 user (set on the JP1/Base authentication server).

For example, by completing the above settings, you can permit a particular user (jpluserl) to monitor part of the
tree, and another user (jpladmin) to monitor the entire tree, as shown in the figure below.
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Figure 4—-12: Changing the monitoring range using JP1 resource groups (access control to a
monitoring tree)
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Authentication server
(JP1/Base)

{ % :Range of resource group JP1 Console
--------- (set for the nodes under Monitoring of business operations (national))

: Range of JP1 resource group sigena (set for the node Tohoku region)

When the monitoring range settings are enabled, the topmost node of the tree in the Monitoring Tree window is always
the virtual root node. When the monitoring range settings are disabled, all tree information is displayed, regardless of
the JP1 resource group settings (the virtual root node is not shown).

By allocating multiple JP1 resource groups to a particular JP1 user, and assigning a different JP1 permission level for

each group, you can allow that JP1 user to operate on one part of a monitoring tree, but only view another part, as shown
in the figure below.
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Figure 4-13: Example of controlling monitoring tree operation using a combination of JP1 resource
groups and JP1 permission levels
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: Range of JP1 resource group sigen? (set for the node Tohoku region)

: Range of JP1 resource group sigenB (set for the node Kanto region)

: Range of JP1 resource group sigencC (set for the node Kansai region)

(1) Enabling or disabling monitoring range settings, and setting a JP1
resource group for a monitoring node

To enable or disable the monitoring range settings, in the Monitoring Tree (Editing) window, choose Options and then
Monitoring Range Settings. When Monitoring Range Settings is checked, the settings are enabled; when there is no

check mark, the settings are disabled.

The monitoring range settings in JP1/IM - View might be automatically enabled or disabled when a monitoring tree is
auto-generated, depending on the generation type and the server (JP1/IM - Manager) settings. This occurs in the

following two cases:

1. The monitoring range settings are disabled in JP1/IM - View but enabled in JP1/IM - Manager, and Show Differences

or Add is set as the generation type.

2. The monitoring range settings are enabled in JP1/IM - View but disabled in JP1/IM - Manager, and Show Differences

or Add is set as the generation type.
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In the first case, the JP1/IM - View monitoring range settings are automatically enabled after auto-generation.
In the second case, the JP1/IM - View monitoring range settings are automatically disabled after auto-generation.

When the monitoring range settings are enabled, you can set a JP1 resource group for any monitoring node from the
General page of the Properties window for that node. The JP1 resource group box appears only when the monitoring
range settings are enabled.

Figure 4-14: Properties window when the monitoring range settings are enabled

General | asic Infornation| Status-Change Condition| Event-Tssue Conditions|
llﬁ [Promuee Ransgenent Systen
Monitoring node ID: 00000034
Location: /Headquarters/ZF/Product Managenent 5y
Monitoring node type: User Monitoring Object
Icon {normal): jes_o_usr0l.gif Change
Tcon (expanded): Charie
visual icen: 2F_product_manage.gif Change
Bacloground image SetCing Charie
Gtatus-update date/time: --—-f--/-- --i1--1--
Status:
& nonitoring . R R
€ Not nomttering Displayed when the Monitoring Range
371 zesource growp:  Wipuserol + Settings command is checked in the Options
— o — = menu of the Monitoring Tree (Editing) window.

Once set, the JP1 resource group setting is saved as internal information even if you subsequently disable the monitoring
range settings. (When you re-enable them, the resource group you set previously is again displayed.)

You can set a JP1 resource group only for the highest node within the range of control (that is, you do not need to repeat
the setting for each child node). The JP1 resource group set for a node applies to all its child nodes.

For example, if you set JP1 Console as the JP1 resource group for the topmost monitoring group in the tree, all
nodes under that group will belong to JP1 resource group JP1_Console. If you then set JP1 resource group sigenD

for a monitoring group under the topmost monitoring group, the group itself and all its lower-level nodes will belong
to both JP1 Console and sigenD.

Figure 4—-15: Applicable range of JP1 resource groups
Set JP1 resource group JP1 Console for this
EF monitoring group. -
Monitoring group — Applicable range of
Monitoring object JBL Console
Monitoring object

Monitoring group
Monitoring object
Monitoring object

Set JP1 resource group sigenD for this e—— Applicable range of
monitoring group.

Monitoring object
Monitoring object

sigenD

The JP1 users granted access to JP1_Console can view the range JP1_Console (all nodes in the monitoring tree);
the JP1 users granted access to sigenD can view the range sigenD.
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Initial JP1 resource group setting for a monitoring node

Regardless of whether the monitoring range settings are enabled, the JP1 resource group JP1 Console is

automatically set for the topmost node. You can change this setting, but you cannot make it blank (a value must be

entered).

When you auto-generate a monitoring tree under the following conditions, the JP1 resource group already set in the

linked product is imported as the initial value for that monitoring node. This applies when:

* You generate a monitoring tree automatically by selecting the work-oriented tree template for JP1/AJS version

8.

The monitoring range settings in JP1/IM - View and JP1/IM - Manager are completed when you finish setting JP1

resource groups for the nodes and save the changes to JP1/IM - Manager.

(2) Allocating JP1 resource groups to JP1 users

When you set the monitoring range of a monitoring tree, you must also review the JP1/Base (authentication server)
settings and add or edit the JP1 user settings as required.

For information about how to manage JP1 users in JP1/Base, see 7.4.1 Managing JPI users.

For setting particulars, see the chapter about user management setup in the JP1/Base User's Guide.

4.4.4 Setting the Central Scope monitoring windows

Two main tasks are involved in setting the monitoring windows of the Central Scope (Monitoring Tree window and
Visual Monitoring window): editing the windows on the viewer, and connecting to the manager to update or acquire

the existing settings.

Figure 4-16: Setting the Central Scope monitoring windows

| JP1/IM - View |j

R

Monitoring Tree window
Visual Monitoring window

Edit the monitoring windows:
Monitoring Tree window
Visual Monitoring window

Acquire data from the local host:

Auto-generation:
Monitoring Tree window

Update data on the server:
Monitoring Tree window
Visual Monitoring window

Acquire data from the server:
Monitoring Tree window
Visual Monitoring window

Viewer tasks

 Editing the monitoring windows (tasks on the viewer host)

Processing after logging in to
JP1/IM - Manager

JP1/IM - Manager |

Edit information in the Monitoring Tree (Editing) window and Visual Monitoring (Editing) window on the viewer

host. You do not need to connect to the manager (JP1/IM - Manager (Central Scope)) to perform these tasks.

Required permissions:
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Any user who can log in to the operating system is able to perform editing. No particular JP1 user permissions are
required.

* Acquiring and updating monitoring window settings (processing after connecting to the manager host)
Processing of the following operations is performed after you log in to the server (manager):
* Auto-generate a monitoring tree
* Acquire the existing settings of a monitoring tree
» Save edited monitoring tree settings
* Acquire the existing settings of the Visual Monitoring window
» Save the settings edited in the Visual Monitoring window
* Acquire update data for the common condition of a status change condition

To perform the above operations, you must log in to JP1/IM - Manager (Central Scope). When the Login window
appears, log in as a JP1 user.”
Required permissions:
The JP1 user who logs in to JP1/IM - Manager (Central Scope) requires the following permissions:
» JP1 resource group: JP1 Console
* JP1 permission level: JP1 Console Admin

A JP1 user who wants to auto-generate a monitoring tree must log in as the jpladmin user.

This is because a permission other than JP1 Console Admin mightbe required to access definition information
for a linked product during auto-generation. (If the jpladmin user has been deleted for operational reasons, the
JP1 user will require a permission level that allows access to the definition information of the linked product. For
example, to acquire JP1/AJS jobnet information, the JP1 user will require a permission level that grants jobnet
access.)

#: If you have checked the Save Login Information command in the File menu of the Monitoring Tree (Editing)
window, your login user name, password, and host name are preserved until you log out, and the Login window
does not appear during subsequent operations to connect to the server.

Before you perform settings in a monitoring window of the Central Scope, make sure that you know the jpladmin
user password, or the password and user name of the JP1 user who has JP1 Console Admin permission.

0 Important

When you update the server to apply the changed settings in the Monitoring Tree (Editing) window, the
status of all monitoring nodes and status change events is initialized.

4. Objective-Oriented System Monitoring Using the Central Scope

JP1/Integrated Management - Manager Overview and System Design Guide 303



4.5 Visual monitoring

Creating and editing Visual Monitoring windows

You can create and edit a Visual Monitoring window to suit your purpose. This is useful for localized monitoring
of specific nodes only (such as a node related to operations at the Kyushu branch office, for example).

The Visual Monitoring window supports the display of background images and Visual Icon. We recommend that
you use these tools to create highly flexible Visual Monitoring windows.

You can perform the following operations:
* Set or edit a Visual Monitoring window name.
* Set or edit comments about a Visual Monitoring window.
» Arrange nodes, set attributes, change the monitoring status, or perform a search in a Visual Monitoring window.
¢ Change the background image.
Use the Visual Monitoring (Editing) window for creating or editing a Visual Monitoring window.

Monitoring operations in the Visual Monitoring window

You can perform the following operations in the Visual Monitoring window:
* Launch a Monitoring Tree window.

* Perform operations from a pop-up menu.
You can also perform the following operations in the same way as in the Monitoring Tree window:
- Change the node status
- Change the monitoring status
- Conduct a search
- Display guidance
- Search for status change events
- Display properties

When the monitoring range settings are enabled for a monitoring tree, they also affect the Visual Monitoring window
display. For example, if a Visual Monitoring window contains a node that the user is not permitted to access, it will not
appear when the window is displayed.
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4.6 Customizing monitoring node settings

You can customize monitoring node settings by editing the system profile of Central Scope.
You can customize the following settings:

* Whether to suppress display of monitoring node name and the margins of monitoring node icon
 Settings of the status colors for monitoring node name and monitoring node

* Whether to suppress moving of monitoring node icon
For details about customizing procedures, see the following descriptions:

For details about customizing monitoring node settings

* For suppressing the display of monitoring node name and the margins of monitoring node icon:

See 5.7.7 Settings for suppressing the display of a monitoring node name and the icon margin in the JP1/
Integrated Management - Manager Configuration Guide.

* For setting status colors for monitoring node name and monitoring node

See 5.7.8 Settings of the status color of a monitoring node name and monitoring node in the JP1/Integrated
Management - Manager Configuration Guide.

* For suppressing moving of monitoring node icon

See 5.7.9 Settings for suppressing the movement of the icon of a monitoring node in the JP1/Integrated
Management - Manager Configuration Guide.

4.6.1 Suppressing display of monitoring node name and the margins of
monitoring node icon

The map view in the Monitoring Tree window and the Visual Monitoring window displays a monitoring node name
under each monitoring node icon. The map view and the Visual Monitoring window displays margins around the
monitoring node icon as an area to show the color that indicates the current status of the monitoring node. The monitoring
node name and the margins around the monitoring node icon are not displayed when suppression of their display is
enabled.

The following table lists the windows of the Central Scope to which the suppression of the display of monitoring node
name and the margins for monitoring node icon is applied when the suppression is enabled.

Table 4-8: Applicable range of the suppression of the display of monitoring node name and the
margins for monitoring node icon
Window name Applicability
Monitoring Tree window
Monitoring Tree (Editing) window

Visual Monitoring window

< <<

Visual Monitoring (Editing) window

Legend:
Y: Applicable
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The following figure shows examples of windows for which the suppression of the display of monitoring node name
and the margins for monitoring node icon are enabled.

Figure 4-17: Examples of windows for which the suppression of the display of monitoring node
name and the margins for monitoring node icon are enabled
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4.6.2 Setting status colors for monitoring node name and monitoring
node

You can specify status colors for monitoring node names with RGB values. You can also specify the colors of individual
statuses (including Tnitial and Error) of monitoring node with RGB and alpha (A) values. According to the settings
of status colors for monitoring nodes, the color of the area (around the monitoring node icon) that indicates the status
of each monitoring node changes. Note, however, that A values are applied to windows only when the suppression of
the display of monitoring node name and the margins of monitoring node icon are enabled.
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Note also that, in the Monitoring Tree (Editing) and Visual Monitoring (Editing) windows, only the status color for the
Initial status is used to indicate the status of the monitoring node.

The following table lists the windows of the Central Scope to which the settings of status colors for monitoring node
names and monitoring nodes are applied when the settings are enabled.

Table 4-9: Applicable range of the settings of status colors for monitoring node name and
monitoring node
Window name Applicability
Monitoring Tree window
Monitoring Tree (Editing) window”

Visual Monitoring window

<< <

Visual Monitoring (Editing) window"

Legend:
Y: Applicable

#: Only the status color for the Initial status is used to indicate the status of the monitoring node.

The following figure shows examples of windows for which the settings of the status colors for monitoring node names
and monitoring nodes are enabled.
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Figure 4-18: Examples of windows for which the settings of the status colors for monitoring node

names and monitoring nodes are enabled
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4.6.3 Suppressing moving of monitoring node icon

You can suppress moving of monitoring node icons in the Monitoring Tree and Visual Monitoring windows so as to

prevent the layout of monitoring nodes from being disordered.

The following table lists the windows of the Central Scope to which the suppression of moving of monitoring node

icons is applied when the suppression is enabled.
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Table 4-10: Applicable range of the suppression of moving of monitoring node icons
Window name Applicability
Monitoring Tree window
Monitoring Tree (Editing) window

Visual Monitoring window

Z | < Z <

Visual Monitoring (Editing) window

Legend:
Y: Applicable
N: Not applicable
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4.7 Searching for monitoring nodes or status change events

4.7.1 Searching for monitoring nodes

You can search for monitoring nodes in the Monitoring Tree window and Visual Monitoring window.

For example, you can execute a search to see whether any monitoring objects have changed their status (indicating that
an event has occurred) or to find a specific monitoring object.

When performing a monitoring node search, you can specify various conditions in the displayed Search window. The
following items can be specified as search conditions:

* Monitoring node name

* Monitoring node ID

* Monitoring node type

» Status

¢ Monitoring status

+ JPI resource group’
* Basic information
 Status change condition

* Event generation condition

#: Appears only when the monitoring range settings are enabled for the monitoring tree. For details, see 4.4.3 Setting
the monitoring range of a monitoring tree.

These conditions are related by an AND condition. Use regular expressions when entering a monitoring node name,
basic information, or status change condition.

The search results are displayed in the Search window. You can change the status and monitoring status of a selected
node in this window. By double-clicking a displayed node, you can display the node in its selected status in the
Monitoring Tree window.

4.7.2 Searching for status change events

In the Monitoring Tree window and Visual Monitoring window, you can search for status change events in a particular
monitoring object. A maximum of 100 events can be retrieved in the order they were logged, starting from the oldest
(you cannot search for events exceeding this maximum number). A status change event is a JP1 event that acts as a
monitoring target (status change condition) in the Central Scope.

(1) Searching for logged status change events

Perform a search when you need to check the logged status change events that have resulted in the present status of a
monitoring object or group, or to view detailed information about any of the logged status change events. The JP1 event
details appear on the Search Events page of the Event Console window.

If you manually change the status of a monitoring node, all status change events are deleted from the log.
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Figure 4—-19: Status transition of a monitoring object and searching for status change events
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When you search for status change events affecting a monitoring group, the results show the status change events that
occurred in the lower-level monitoring nodes, to a maximum of 100 starting from the oldest.

However, if a status change condition is defined for the monitoring group, the status change events that occurred in

lower-level nodes are shown in the results only if they require a response, to a maximum of 100 starting from the oldest.
The following figure shows an example.
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Figure 4-20: Example of searching for status change events in a monitoring group

@ Example of status transition

|:F Monitoring group 1: Changed to Error status.
Monitoring group 2: No change from Tnitial status.

Monitoring object 1: No change from Tnitial status.

Monitoring object 2: Changed to E rror status.

_g& Monitoring object 3: Changed to ]
Error status. Events issued
(IDs 00000002 and 00000003).

—_—
Status change conditions set for the monitoring nodes
Monitoring node name Status change condition
Monitoring group 1 Not set (determined by status of higher-level nodes by default).
Monitoring group 2 Error status when two or more lower-level nodes have Error status.
Monitoring object 1 Event ID: 00000001

Monitoring object 2 Event ID: 00000002
Monitoring object 3 Event ID: 00000003

@ Example of search results for status
change events

M

(1) Search results for monitoring group 1
Status change event (ID :00000003) in monitoring object 3
= Status change event in monitoring group 1 (action required)

(2) Search results for monitoring group 2
No status change event
= No action required because monitoring group 2 has Tnitial status.

As shown in the figure, only the status change events that require a response are shown in the search results.

To view the search results for status change events in monitoring object 2, you can drill down the monitoring tree to
that object, or you can search for status change events in monitoring object 2 itself. To search for status change events
in all nodes from the higher-level monitoring group 2 down to monitoring object 2, you can define one or more child
nodes in Error status as the condition for changing monitoring object 2 to Warning status.

Event issued when the number of status change events exceeds 100
When the number of status change events in a monitoring object exceeds 100, a warning JP1 event is issued.

Issued JP1 event
* Event ID: 00003FB1
* Message: KAVB7901-W

Only one warning JP1 event (ID 00003FB1) is issued even if a single JP1 event causes the number of status change
events to exceed 100 in multiple monitoring objects. The IDs of the affected objects are listed in comma-separated
form in monitoring-node-ID in the message text, to a maximum of 10. If there are more than 10 affected objects,
the IDs are followed by an ellipsis (...).
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Figure 4-21: Issuing of event ID 00003FB1
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#: Not shown in the search results for status change events.

5 Note

The log of status change events for a monitoring object can only be managed to a maximum of 100
events. We recommend that you periodically check the number of logged status change events (by
executing a search) and purge the log if it is getting too large. You can do so by manually changing the
status of the monitoring object, or you can choose to delete the log automatically.

Before you manually purge a log, make sure that the JP1 events listed in the search results have all been
dealt with.

The log can be deleted automatically in either of two ways:

* Set the monitoring object to Initial status on receipt of a specific JP1 event.

* Delete the log when the response status of JP1 events changes to Processed.
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For details about how to set a monitoring object to Initial status on receipt of a specific JP1 event,
see 4.7.2(2) Setting a monitoring object to initial status on receipt of a JP1 event. For details about how
to delete a log of status change events when the response status of JP1 events is changed to
Processed, see 4.9.3 Automatically deleting processed status change events.

(2) Setting a monitoring object to initial status on receipt of a JP1 event

A monitoring object can be placed in Initial status on receipt of a particular JP1 event. This automatically deletes
the log of status change events for that monitoring object. This functionality is referred to as automatically initializing
a monitoring object. The functionality is disabled by default.

For example, by using a JP1 event that is issued when an error has been resolved, you can automatically initialize a
monitoring object based on a recovery notification. To set this up, you would need to define a status change condition
which changes the monitoring object to Initial status on receipt of a recovery-notification JP1 event.

You can define an Initial status change condition only for a monitoring object, not for a monitoring group.

As anote of caution when using this functionality, consider the possibility of two or more different errors being reported
as JP1 events for the same monitoring object. If a recovery-notification JP1 event is received for one of these errors,
the monitoring object will be forcibly initialized and its log of status change events will be deleted, even if the other
error is unresolved. For this reason, we recommend that you use the automatic initialization functionality only under
the following conditions:

* The issuing of one notification JP1 event guarantees that all errors occurring in a monitoring object have been
resolved.

* Error recovery does not require the user to check the error log for the monitoring object in question.

For details about how to set the automatic initialization function, see 3.7.4 Settings for initializing monitoring objects
when JPI events are received in the JP1/Integrated Management - Manager Configuration Guide.
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4.8 Guide function

The guide function displays information relating to the type and status of a monitoring node in the Monitoring Tree
window or Visual Monitoring window.

Using this function, you can view troubleshooting advice, such as action procedures and response methods for various
errors, in accordance with the type and status of the monitoring object or group. For example, you can register
troubleshooting procedures as guide information for each of the jobs in a monitoring group associated with a jobnet.
This makes it easy to find pertinent information in a crisis. You can also use the guide function to describe the particular
job that a monitoring node is associated with, and the specific aspects it is monitoring, and to accumulate operating
know-how as guide information. Utilizing guide information in this way, as reference material when a problem occurs,
lessens the system administrator's workload at the initial response stage.

Figure 4-22: Troubleshooting advice displayed as guide information
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e character strings displayed in status and their meanings are as
l.a:An error was detected.
[2.£:The job could not be started.
View guide information to find out methods and
procedures for handling the problem.
Example:

Guide information before a status change: Description of the associated job and the purpose of monitoring.
Guide information after a status change: Explanation of how to handle the error that has occurred.

The information displayed by the guide function is called guide information. Its contents and format (text or HTML)
can be set by the user.

For details about how to set guide information, see 5.6.1 How to edit guide information in the JP1/Integrated
Management - Manager Configuration Guide.

4.8.1 Settings for guide information
The contents displayed as guide information are set in a guide information file managed by JP1/IM - Manager.

* Guide information file
Windows: scope-path\conf\jcs guide xxx.txt

UNIX: /etc/opt/jplscope/conf/jcs guide.txt

For the format of a guide information file, see below.
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About the guide information file

* Format of a guide information file

See Guide information file (jcs_guide.txt) in Chapter 2. Definition Files in the manual JP1/Integrated
Management - Manager Command and Definition File Reference.

In a guide information file, you can specify the contents to be displayed as guide information and the conditions about
when to display the information.

The information to be displayed can be stored and managed in individual files. In JP1/IM, these separate files are known
as guide-message files.

To use guide-message files, the guide information file must be version 2 (DESC_ VERSION=2). In the guide information
file, instead of writing out the information itself, you simply write links to the guide-message files.

Figure 4-23: Using guide-message files

Guide information file

DESC_VERSION=2 Guide-message file 1
Guidance display condition _,— Guide information
Link to guide-message file 1 —

Guide-message file 2

Guidance display condition

Link to guide-message file 2 . Guide information
Guidance display condition Guide-message file 3
Link to guide-message file 3 ~—

. = Guide information

(1) Conditions for displaying guide information

Using a condition EV._COMP_n (where n represents a number), you can specify when to display a particular item of
guide information. You can specify multiple conditions in the formEV_COMP 1,EV COMP_ 2, and so on. The specified
conditions are related by an AND condition.

As the condition, you can specify the type of JP1 event received by the monitoring node, or information about the node
itself, as follows:

* Basic attribute or extended attribute of a JP1 event
For example, you can specify the event ID (B. ID), event level (E.SEVERITY), or other attribute.

You can also specify program-specific information (provided as an extended attribute of JP1 events) for a particular
JP1 product. For example, you can specify the host that executes JP1/AJS jobs (E.CO).

For the basic attributes and extended attributes of JP1 events, see the appropriate manual for information about JP1
events issued by the product concerned.
* Monitoring node attribute

You can specify a monitoring node ID (T . MONNODEID) identifying a specific node. Check the ID in the Properties
window or Search window for the monitoring node you want to specify.

When guide information is displayed in JP1/IM - View, the contents of the guide information file are referenced from
the top. When an item matching the conditions is found, referencing stops and the applicable information appears in the
Guide window.
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0 Important

Because the Guide window displays only the first of possibly multiple items in the guide information file
that match the conditions, bear the following in mind when setting display conditions:

* Set multiple display conditions for an item of guide information so that the condition does not duplicate
a display condition set for a different guide item.

For example, by setting multiple JP1 event attributes in a display condition, such as the event ID, event
level, or message, you can differentiate the display condition from that set for another guide item.

A regular expression can be written as the contents of an attribute, but it must require a complete match.

* Write the contents of the guide information file starting from the highest event level.

For example, if status change conditions have been defined to change the status of a monitoring node
to Warning and Error, respectively, write the information displayed when the node status changes
to Error before the information displayed when the node status changes to Warning.

To display a description of the monitoring node as guide information, simply specify the node ID as the

display condition. Write low-priority information of this nature at the very end of the guide information
file.

(2) Contents displayed as guide information

To write messages to be displayed as guide information, specify EV_GUIDE in the guide information file. To use guide-
message files, specify EV_FILE instead of EV.__GUIDE.

Messages can be written in text format or HTML format. The attribute values of JP1 events can also be used as variables
in messages (by prefixing the attribute value with $). For example, if you write $B.MESSAGE, JP1 event messages
(B.MESSAGE) will be handled as variables, and the attribute value of the JP1 event will be displayed in the guide
message.

Reference note:

* You cannot format the message layout in a guide information file by inserting linefeed codes. However, you can do
so in a guide-message file.
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Figure 4-24: Examples of writing guide information

Coding in a guide information file (extract)

EV_GUIDE=Detailed information\nThe jobnet (jobnet name: execution-ID)
terminated abnormally.\m\nThe jobnet terminated abnormally.\n\n (S) \n

Continues processing. The execution ID is output when yes is specified in the Linefeed codes cannot
LOGINFOALL parameter in the configuration definition file or when 211 is specified be inserted to format the
for output of information to the scheduler log and event log in the Scheduler Log message.

Settings page of the Manager Environment Settings dialog box.\n\n (O) \nCheck
the cause of the error and take appropriate action.

Coding in an event-guide message file

Detailed information
The jobnet (jobnet name: execution-ID) terminated abnormally.

The jobnet terminated abnormally.

(S) Linefeed codes can be
Continues processing. The execution ID is output when yes is specified in the > inserted to format the
LOGINFOALL parameter in the configuration definition file or when 211 is message.

specified for output of information to the scheduler log and event log in the
Scheduler Log Settings page of the Manager Environment Settings dialog box.

©)
Check the cause of the error and take appropriate action.

Because you can apply formatting, guide-message files are useful when you are preparing messages in HTML
format, and there is a large amount of information or you need to periodically review the message contents.

* Only one item of information can be written in a guide-message file. If you are writing a large amount of information,
you might end up with a considerable number of files. Bear the following in mind when using guide-message files:

* Use file names that will be easy to manage.

Name the files based on set conventions, using keywords (event IDs and message 1Ds, product names (AJS),
monitoring node IDs, and so on) that are contained in the display conditions or display contents.

* Include the guide-message file name in the guide title (EV_TITLE) written in the guide information file.

For example, suppose you are creating a guide-message file with the name guide001. Write the title as follows.

EV _TITLE=guide00l: Abnormal job termination
EV_FILE=guide001

This makes it easier to edit the information later because you can tell from the display in the Guide window
which guide-message file is being referenced.

4.8.2 Utilizing guide information tailored to the system operation

In the Guide window, you can choose to display any type of information as guide information, according to how the
system is to be monitored.

For example, guide information could be utilized in the following ways.
Guide information tailored to system operation (examples)

* Guide information about troubleshooting procedures

First, suggest ways of handling particular problems, and advise what action to take in a crisis. Register these ideas
as guide information.
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Investigate the problem in detail at the follow-up stage, using all the various JP1/IM functions.

* Guide information about particular problems (JP1 events)
Prepare guide information about the causes of particular problems.

As a display condition, you can use information about the JP1 event that caused a status change in the monitoring
node. Register this information as guide information

You can also set different types of guide information for different types of monitoring nodes. For example, you could
display troubleshooting procedures for monitoring groups, and details about error causes for monitoring objects.

(1) Guide information about action procedures

To display guide information about action procedures, you must register information with the relevant monitoring nodes
(that is, the monitoring viewpoints associated with a jobnet or other processing).

Each monitoring node has its own ID. Set guide information using the node ID as a condition.

Monitoring node IDs are unique to a node and are assigned automatically when a node is created. The node ID does not
change when a node is moved in a monitoring tree.

1. Verify the monitoring node ID.
In the Monitoring Tree window, verify the ID of the node that you want to set guide information for in either of the
following ways:

* Select the node, and then right-click and choose Properties from the pop-up menu. View the General page in
the displayed Properties window. The node ID appears in the Monitoring node ID field.

* Execute a node search: Choose View and then Search to open the Search window, and then search for the
monitoring node you require. The node ID appears in the Monitoring node ID field in the search results.

2. Write guide information using the monitoring node ID as the condition.

In the guide information file (jcs_guide. txt), write guide information specifying the monitoring node ID
(T .MONNODETID) as the condition (EV_COMP specified).

For example, write the guide information as follows.

Coding example:

[EV_GUIDE 1]

NUM=1

EV_COMP_1=T.MONNODEID: (monitoring-node-ID)

EV _TITLE=Action for error in Accounts DailyTotals

EV_GUIDE=Action procedure when an error occurs in Accounts DailyTotals\nSee:
User's Guide 3.11 Troubleshooting\nSummary: (For details, see the User's Guide.)
\nCheck the error cause. If the error hasmajor impact, suspend related jobs and
contact the administrator (contact routeC).

[END]
Explanation of coding example:
In T.MONNODEID: (monitoring-node-ID) , specify the node ID you verified above.

(2) Guide information about an error (JP1 event)

To display guide information about an error, you must register information about the JP1 event that caused a status
change in the monitoring node.
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1. Investigate the JP1 event.
Investigate the JP1 event related to the problem.
As a display condition, you can use the event ID (B . ID) or other attribute of the JP1 event.

If you want to include a message (B . MESSAGE) or other JP1 event information in the guide information, also check
message contents and attribute names.

2. Write guide information using the JP1 event as the condition.

In the guide information file (jcs_guide. txt), write guide information specifying the JP1 event ID (B. ID) or
other JP1 event information as the condition (EV_COMP specified).

For example, write the guide information as follows.

Coding example:

[EV_GUIDE 1]

NUM=1

EV_COMP 1=B.ID:00004107

EV _TITLE=Abnormal job termination

EV_GUIDE=The jobendedabnormally.\nJobname: SE.OBJECT NAME\nJob executionhost:
SE.C0\nMessage--\n$B.MESSAGE\n--\n<Case>\nIf job A and job B are executed

concurrently, jobBwill end abnormally because there is insufficient work area:
Check the 1log (jobexe.loqg) .

[END]

4. Objective-Oriented System Monitoring Using the Central Scope

JP1/Integrated Management - Manager Overview and System Design Guide 320



4.9 Completed-action linkage function

The completed-action linkage function automatically changes the status of monitoring objects according to the response
status of the associated JP1 event. Thus, the status of each monitoring object in the Central Scope is linked to the response
status of the corresponding JP1 event in the Central Console, and changes accordingly.

For example, suppose that an object has Error status because an error event has been received. When you change the
response status of this error event to Processed, the status of the object changes from Error to Normal.

This function saves you from having to manually change the status of monitoring objects and monitoring groups and
facilitates Central Scope operations.

The function does not work in reverse: Changing the status of a monitoring object in the Central Scope does not change
the response status of the JP1 event matching a status change condition in the Central Console. For example, if you
change the status of an object in the Central Scope from Error to Normal, the JP1 event in the Central Console does
not change to Processed.

0 Important

If you change the status of an object in the Central Scope, and then change the JP1 event response status
in the Central Console, the status of the object will change again as a result.

However, because the log of status change events managed by the Central Scope is deleted when an object's
status is changed manually, the completed-action linkage function is disabled at that point.

If there are any JP1 events not yet set to Processed status, the monitoring object will be in a corresponding status. In
order of priority, its status will be one of the following: Emergency, Alert, Critical, Error, Warning,
Normal, or Debug. When the user has changed all the JP1 events in the search results to Processed status, the
monitoring object changes to Normal.

If a JP1 event has been changed from Processed to Processing, Held, or Unprocessed status, the object will revert to
its previous status accordingly.

4.9.1 Behavior of the completed-action linkage function

The following describes, by way of examples, how the completed-action linkage function works when the user manually
changes the response status of a JP1 event in the Central Console after a monitoring object change status while the
system is being monitored from the Central Scope.

The example below is based on the following assumptions:

* Both error events and warning events are set as status change conditions for monitoring object 1.

* Monitoring object 1 is defined so that its status changes to Error when an error event occurs, and to Warning
when a warning event occurs.

* No status change condition is set for monitoring group 1 (the default applies).

The following example shows the behavior of the completed-action linkage function when the user changes the response
status of a JP1 event to Processed.
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Figure 4-25: Example of the completed-action linkage function (1)
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The flow of processing is described below, following the numbers in the figure:

1. JP1/IM receives a JP1 event matching a status change condition of monitoring object 1, and the object's status
changes to Error. The status of the higher-level monitoring group 1 also changes to Exrror.

The user investigates the cause of the error by searching for status change events, for example.
2. The status change events that occurred in monitoring object 1 appear on the Search Events page of the Central
Console.

In this example, both error events and warning events will change the status of monitoring object 1. The object's
status has changed to Error here as a result of both types of events.

The user acts on the problem that needs to be resolved first, according to the event level of the JP1 events.

3. The user changes the response status of the error event that caused the status change in monitoring object 1 to
Processed.
The user sets Processed only for the event that has been resolved.

4. In tandem with the JP1 event changing to Processed, the Error status of monitoring object 1 is cleared, and its
status changes to Warning. The status of the higher-level monitoring group 1 also changes to Warning.

Because the error event has changed to Processed, monitoring object 1 changes to the status corresponding to a
warning event.

The user investigates and resolves the remaining warning events. When all the JP1 events matching the status change
conditions have been changed to Processed, the status of the monitoring object changes to Normal.

The next example shows the behavior of the completed-action linkage function when the user changes the response
status of a JP1 event from Processed to a different value.”
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Other possible values are Processing, Held, or Unprocessed.

Delete is not included. Delete simply hides the JP1 event on the Severe Events page. JP1 events deleted on this
page might still be listed on the Monitor Events page and Search Events page. Thus, setting the response status
of'a JP1 event to Delete does not change the status of the monitoring object.

Figure 4-26: Example of the completed-action linkage function (2)
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The flow of processing is described below, following the numbers in the figure:

1. The user changes the response status of the JP1 event to Unprocessed.

A processed JP1 event might need to be changed to another response status if the problem had not been resolved
after all, or if the Processed status was set by mistake, for example.

2. In tandem with the JP1 event changing to Unprocessed, the status of monitoring object 1 changes back to Error.
The status of the higher-level monitoring group 1 also changes back to Exrror.

Because the error event is now Unprocessed, the object's status also changes back to Error, which has higher

priority than Warning.

The user now proceeds to fix the problem.

4.9.2 Disabling the completed-action linkage function

When the number of status change events exceeds the maximum (100), the completed-action linkage function is disabled.
This is because integrity cannot be maintained between the log of status change events managed by the Central Scope
and the JP1 events displayed in the Central Console.

For this reason, search for status change events on a regular basis and, if number of JP1 events in the search results is

approaching the maximum, change the status

of the monitoring objects manually to clear the log entries.

Manually changing the status of monitoring objects makes the completed-action linkage function usable once more. It

also means that the corresponding JP1 events

will not appear on the Search Events page, although they might still

appear on the Monitor Events page and Severe Events page. Changing the response status of the JP1 events displayed
on these pages has no effect on the status of the monitoring objects.
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4.9.3 Automatically deleting processed status change events

The log of status change events can be deleted automatically when the response status of a JP1 event is changed to
Processed. When this functionality is enabled, if all status change events for the monitoring object are changed to
Processed status, the log is deleted and the monitoring object reverts to ITnitial status.

This functionality is disabled by default.

The following describes by way of an example how the log of status change events is automatically deleted. The example

is based on the following assumptions:

* Both error events and warning events are set as status change conditions for monitoring object 1.

* Monitoring object 1 is defined so that its status changes to Error when an error event occurs, and to Warning

when a warning event occurs.

* No status change condition is set for monitoring group 1 (the default applies).

The example below shows the behavior of the automatic deletion function when the user changes the response status

of a JP1 event to Processed.

Figure 4-27: Example of automatically deleting processed status change events

Central Scope Central Console

1. Status of monitoring object 1 changes.
Status of higher-level monitoring group 1 also

2. Status change events are displayed.

Search Events page

Error event |

, Changes.
Monitoring group 1 | Status:
; Brror Search for |
— ; : o
Monitoring object 1 :tatus = change %
rrer events. |

Warning event |

A
.

Monitoring object 2 | |

Warning event |

e X L

---| Monitoring object 3 |

4. Status of monitoring object 1 changes.
Status of higher-level monitoring group 1 also

3. | Change the
response
status.

\

The error event changes to Processed status.

Error event |

Warning event |

Warning event |

5. The error event is not displayed.
Search Events page

, changes.
Monitoring group 1 | Status:

: H Warning

E E . Processed

; :r---1 Monitoring object 1 T/Sqtatus.. * linkage — ﬁ |

: H arning

i }---1 Monitoring object 2 | |

i 'L---1 Monitoring object 3 | |

Search for

status -
change |
events.

Warning event

Warning event

Legend:

: Behavior of the completed-action linkage function

: Manual operation by the user

4. Objective-Oriented System Monitoring Using the Central Scope

JP1/Integrated Management - Manager Overview and System Design Guide

324



Numbers 1 to 4 in the figure indicate the same actions as those in Figure 4-25 Example of the completed-action linkage
function (1). Of the status change events for monitoring object 1, the error event is set to Processed.

At step 5 in the figure, the user opens the Search Events page of the Central Console to search for status change events
for monitoring object 1. However, because entries about JP1 events whose status was changed to Processed at step 3
have already been deleted from the log of status change events, these processed JP1 events do not appear on the Search
Events page. Only unprocessed status change events are listed.

Automatic deletion applies only to status change events issued after the function was enabled. Status change events that
occurred before the function was enabled and are already set to Processed status are not deleted from the log. To delete
these events, delete them manually by changing the monitoring node to Initial status in the Monitoring Tree window
or by using the jcschstat command.

For the setup required to delete processed status change events, see 5.7.3 Settings for automatically deleting status
change events when JPI event handling is completed in the JP1/Integrated Management - Manager Configuration
Guide.

0 Important

If you mistakenly change a JP1 event to Processed, and then change it to Error or another status, the status
of the monitoring object and the log of status change events do not revert to their previous state.
Consequently, you cannot search for that JP1 event from the Central Scope. You will need to search for
Processed JP1 events from the Event Console window.

Do not use automatic deletion in normal circumstances because of the considerable caution is required in
performing status operations with this functionality enabled. We recommend that you delete the log of status
change events by manually setting the monitoring object to Initial status in the Central Scope. Enable
automatic deletion only in special circumstances, such as restricting user operations to the Central Console
only.

a Note

Even ifyou enable automatic deletion of processed status change events, when the number of events exceeds
the maximum (100), the completed-action linkage function is disabled. For this reason, periodically change
the status change events to Processed to clear them from the log.
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4.10 Performing system operations from JP1/IM

When a problem is detected during system monitoring, you can investigate using the Tool Launcher.

4.10.1 Tool Launcher

From the Tool Launcher window in JP1/IM - View, you can launch the GUI for products in the JP1 series and for many
other applications. The Tool Launcher window lists the application functions that are linked with JP1/IM, allowing the
windows of the appropriate application to be launched directly from the listing.

For details about the functions available in the Tool Launcher window, see 3.19.2 Tool Launcher.
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4.11 Central Scope

The following describes how the Central Scope works.

The Central Scope is designed so that it can be used without knowing how it works, but an understanding of Central
Scope processes is useful if you want to customize settings or design a sophisticated system.

4.11.1 Overview of the Central Scope

The Central Scope incorporates the following functionality.

Figure 4-28: Overview of the Central Scope
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4.11.2 Host information

JP1/IM - Manager (Central Scope) has its own host information database to manage host information (IP addresses and
the corresponding actual host names).

The processing carried out by JP1/IM - Manager (Central Scope) includes managing the JP1 events occurring on the
agents and automatically generating monitoring trees from definition information. JP1/IM - Manager must therefore
recognize the host names and IP addresses of the agents correctly, and associate the right information.

To prevent discrepancies between the host names recognized by other products and those recognized by JP1/IM -
Manager (Central Scope), association information can be stored in the JP1/IM host information database.

The host names that need to be registered in the host information are as follows:

e The host name for which Host name comparison is selected in individual conditions for monitoring objects
* The following host names when using auto-generation of monitoring trees:
* The host names managed by JP1/AJS or other linked product
* The host names defined in the JP1/IM configuration definition
To find host information that is not registered in the host information database, JP1/IM - Manager (JP1/IM - Central

Scope) references the settings in the JP1/Base jplhosts information or plhosts2 information, the OS hosts file,
and the DNS.
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We recommend that you select Host name comparison when specifying a host name in an individual condition for a
monitoring object.

About host information:

¢ Format of the host information file

See Host information file (jcs_hosts) in Chapter 2. Definition Files in the manual JP1/Integrated Management
- Manager Command and Definition File Reference.

* Commands for setting and referencing host information

See jeshostsimport in Chapter 1. Commands in the manual JP1/Integrated Management - Manager Command
and Definition File Reference.

See jeshostsexport in Chapter 1. Commands in the manual JP1/Integrated Management - Manager Command
and Definition File Reference.

* How to specify a host name in an individual condition for a monitoring object

See 3.12 Status-Change Condition Settings window in the manual JP1/Integrated Management - Manager GUI
Reference.

é Note

When you select Match, JP1/IM - Manager (Central Scope) determines that the individual condition
is satisfied only when there is a complete match between the attribute value (string) of a received
JP1 event and the string specified as the individual condition.

In contrast, when you select Host name comparison, JP1/IM - Manager (Central Scope) compares
the event attribute value with the host information in the database.

For example, suppose that the following is defined in the host information database of JP1/IM -
Manager (Central Scope) or in the DNS or hosts file of the host on which JP1/IM - Manager
(Central Scope) runs:

111.111.111.111 serverl webserver

The differences between specifying Match and specifying Host name comparison in this
environment are as follows:

Specified individual condition: E.OBJECT ID: serverl : Match
IfE.OBJECT IDofalPleventis serverl: Condition is satisfied.
IfE.OBJECT ID ofalJP1 eventis webserver: Condition is not satisfied.
IfE.OBJECT IDofalJPleventis 111.111.111.111: Condition is not satisfied.

Specified individual condition: E.OBJECT ID: serverl : Host name comparison
IfE.OBJECT IDofalPleventis serverl: Condition is satisfied.
IfE.OBJECT_ ID ofalPl eventiswebserver: Condition is satisfied.
IfE.OBJECT IDofalJPleventis111.111.111.111: Condition is satisfied.

4.11.3 System monitoring using the Central Scope

The Central Scope visually represents events occurring in the system by analyzing JP1 events, determining where they
occurred in the monitoring tree, and changing the status of the icon at that location.
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The following figure shows the flow of processing.

Figure 4-29: Flow of processing to change the status of a monitoring object
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The flow of processing is described below, following the numbers in the figure:

1. A JP1 event is generated on the agent and is registered with the event service.
2. The registered JP1 event is forwarded to a higher-level manager. The higher-level manager is determined from the
configuration definitions of the configuration management function.

The event base service on the manager acquires the JP1 event from the event service. The event base service is solely
responsible for processing JP1 events in JP1/IM. (For details about JP1 event acquisition and JP1 event control
within JP1/IM - Manager, see 3.1.3 Internal control of JP1 events by JP1/IM - Manager.)

3. The JP1 event is passed to JP1/IM - Manager (Central Scope service), which analyzes the JP1 event, determines its
severity, and associates it with a position in the monitoring tree.

The monitoring objects database is used for these processes.

4. The system event is displayed visually in the Central Scope viewer (Monitoring Tree window and Visual Monitoring
window) of JP1/IM - View.

In this way, the JP1 events generated on the agents in the system are accumulated on the JP1/IM managers, and the
system is represented visually in the monitoring windows.

4.11.4 Automatic generation of a monitoring tree

The flow of processing in automatic generation of a monitoring tree when the work-oriented tree or server-oriented tree
is selected as the template is described below. The following figure is an example.
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Figure 4-30: Flow of processing to automatically generate a monitoring tree (when the work-
oriented tree or server-oriented tree is selected)
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The flow of processing is described below, following the numbers in the figure:

1. An auto-generation request is sent from a window on the viewer to JP1/IM - Manager on the manager. On receiving
the request, JP1/IM - Manager instructs JP1/Base on the manager to collect the monitoring objects (definition
information) that will constitute the monitoring tree.

2. On receiving the collection instruction, JP1/Base (definition collection and distribution function) on the manager
references the configuration definition (configuration management) information and sends collection requests to
JP1/Base on the agents.

3. On receiving the collection request, JP1/Base on each agent requests the linked product (which supports the JP1/
Base definition collection and distribution function) on that host to forward the required definition information.

4. On receiving the request, the linked product passes the definition information to JP1/Base on that agent. (This
information will be the source data for defining the monitoring objects.)

5.JP1/Base on each agent forwards the transferred definition information to JP1/Base on the manager.

6. JP1/Base on the manager passes the received definition information to JP1/IM - Manager, which re-organizes the
data into monitoring objects.

At this point, the definition information is not yet saved to the object database managed by JP1/IM - Manager.

7.JP1/IM - Manager passes the re-organized monitoring object information to JP1/IM - View. The information appears
in tree format in the JP1/IM - View windows.

If the generated monitoring tree and objects are adequate for your requirements, you can save them to the manager
and immediately begin monitoring from JP1/IM - View. If any adjustments are needed, you can modify the tree
configuration and monitoring object definitions, and then save the changes to the manager. (For details about how
to modify a monitoring tree, see 4.4 Editing a monitoring tree.)

4.11.5 Central Scope databases

The Central Scope has two databases: a monitoring objects database and a host information database.

4. Objective-Oriented System Monitoring Using the Central Scope

JP1/Integrated Management - Manager Overview and System Design Guide 330



* Managing the monitoring objects database

The monitoring objects database is managed by JP1/IM - Manager and contains the object information displayed in
JP1/IM - View.

This database is updated on request from JP1/IM - View and on receipt of a JP1 event that changes the status of a
monitoring object.

Note that the following processing to update the monitoring objects database might take some time to complete:
» Updating a server tree from the Monitoring Tree (Editing) window
* Importing database information to the monitoring objects database by the jcsdbimport command
If the OS shuts down, or if a failover occurs in a cluster system, while this update processing is in progress, the
database could become corrupted.

To prevent corruption of the database, JP1/IM provides an automatic backup and recovery function. When this
function is enabled, the database is automatically backed up before either of the above types of update processing
is performed, and is automatically restored to its former state if a problem occurs. If the update processing is
successful, the backup data is automatically deleted.

This function is enabled for a new installation of JP1/IM, but is disabled when an upgrade installation is performed.
To enhance the system's fault tolerance, we recommend that you enable the function if upgrading JP1/IM.

To enable the function, prepare an automatic backup and recovery settings file (auto dbbackup xxx.conf)
for the monitoring objects database, and then apply the setting using the jbssetcnf command.

* Managing the host information database

The host information database contains information specific to JP1/IM - Manager (Central Scope) and is managed
within JP1/IM - Manager (Central Scope).

You can import and export information to the Central Scope databases using the commands shown in the table below.

Table 4-11: Commands for importing and exporting database information

Command name Purpose

jcsdbexport command Acquire information from the monitoring objects database.
jcsdbimport command Save information to the monitoring objects database.
jcshostsexport command Acquire information from the host information database.
jcshostsimport command Save information to the host information database.

You can check database information using the jcsxxexport commands, and you can migrate the environment to
another server using the jcsxxexport commands in conjunction with the jcsxximport commands.

The following describes how to migrate the tree configuration information and the status change conditions for
monitoring objects from the local Central Scope to another server.

(1) Using commands (jcsdbexport and jcsdbimport) for migration

1. On the migration-source server, execute the jcsdbexport command.
The information stored in the monitoring object database is locally output as a tree configuration file.

The information output in this tree configuration file contains monitoring tree configuration information, common
event monitoring conditions, and the information about Visual Monitoring window configuration.

2. Transfer the output file to the migration-destination server.

3. On the migration-destination server, execute the jcsdbimport command.
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The data in the monitoring object database on the migration-source server is applied on the monitoring-destination
server.

For details about the jcsdbexport command, see jesdbexport in Chapter 1. Commands in the JP1/Integrated
Management - Manager Command and Definition File Reference.

For details about the jcsdbimport command, see jesdbimport in Chapter 1. Commands in the JP1/Integrated
Management - Manager Command and Definition File Reference.

(2) Using the GUI for migration

1. On the migration-source server, in the Monitoring Tree (Editing) window, select File, and then choose Save Tree
to save the output CSV file.

The information output to the CSV file contains the monitoring tree configuration information about the currently
displayed tree and common event monitoring conditions. The information about Visual Monitoring window
configuration is not output. Note that the output information also includes the changes in information for which the
menu command Update Server Tree has not been executed.

2. Transfer the output CSV file to the migration-destination server.

3. On the migration-destination server, in the Monitoring Tree (Editing) window, select File, and then choose Open
Tree to read the CSV file.

4. On the migration-destination server, in the Monitoring Tree (Editing) window, select File and then Update Server
Tree.

The data in the monitoring object database on the migration-source server is applied on the monitoring-destination
server.

(3) Notes on migrating the tree configuration information and the status
change conditions for monitoring objects from the local Central Scope
to another server

* To migrate the information about Visual Monitoring window configuration, use the jcsdbexport and
jcsdbimport commands, which can output and input all information with a single execution. If you use the GUI,
you need to read the CSV file (output by selecting Save Visual Monitoring Data) by selecting Open Visual
Monitoring Data on the migration-destination server.

* The format of the output file differs between the migration using commands and the migration using the GUI.
Therefore, the file output by using a command cannot be input by using the GUI, or the file output by using the GUI
cannot be input by using a command.
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Command Execution by Automated Action

This chapter describes the automated action function provided by JP1/IM - Manager.
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5.1 Overview of automated actions

In JP1/IM, you can execute a command automatically when a specific JP1 event is received by a manager. This function
is called automated actions.

By using automated actions, you can advise the system administrator, by executing a command that sends an email or
makes a phone call, whenever a JP1 event reporting an error is received, for example.

Figure 5—-1: Overview of automated actions
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- JP1 event triggering execution of an automated action

By defining the following items, you can execute a specified command as an automated action under set conditions.

* Define the automated action to be executed:
» Specify a condition for executing the automated action.

» Specify the command to be executed as an automated action, the target host, the user account, and whether
identical actions are to be suppressed*

¢ Set the environment for executing the automated action:
* Customize the automated action execution environment,

e Set up user mapping on the target host.

# You can suppress identical actions in the following ways:

* Suppress automated actions to suppress identical actions.

For details, see 5.4.4 Suppressing identical actions.

* Suppress the monitoring of repeated events to suppress actions.
For details, see 3.5.8 Suppressing the execution of automated actions triggered by a large number of events.
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In addition to identical-action suppression, you can also use the following ways to prevent automated actions from being
executed:

¢ Use common exclusion-conditions to exclude events from action execution.

For details, see 3.2.7 Common exclusion-conditions.

* Disable the action definition through the Action Parameter Definitions window in JP1/IM - View.

For details, see 2.32 Action Parameter Definitions window in the manual JP1/Integrated Management - Manager
GUI Reference.

¢ Disable the action definition with the jcachange command.

For details, see jcachange in Chapter 1. Commands in the manual JP1/Integrated Management - Manager Command
and Definition File Reference.

JP1/IM provides the following functionality to enable early detection of any problems during processing of an automated
action.
* Automated action execution monitoring
* Monitoring for delayed automated actions
* Monitoring of automated action status

The next section describes how JP1/IM manages the status of automated actions. The following sections describe how
to define an automated action, and the processes of monitoring and executing automated actions.

@) 'mportant

When the automated action function requests a large number of agents at once to execute a command, a
heavy load might be applied on the manager host. To reduce the load, we recommend that you divide the
agents into host groups and then execute the command for each group.
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5.2 Managing the status of automated actions

When an automated action is executed, the processing is carried out through JP1/IM - Manager and JP1/Base. JP1/IM
manages the processing in its domain as the action status.

The following figure shows in diagrammatic form the status transition of an automated action.

Figure 5-2: Status transition of an automated action
Manager _ Target host

JP1/IM - Manager JP1/Base JP1/Base

Actior:1 starts
O O > 000 +—=>0—>20

Wait# Send > Queue Running Ended

' v 4 .

Status transition if Y v

| Fail | Error
an error occurs
If the action is Deterrent
suppressed
If the action does | (Blank)
not exist

Legend:
. The action can be canceled.

. The action can be re-executed.

#: Occurs only if a retry is performed during the transfer of processing
from JP1/IM - Manager to JP1/Base.

The flow of processing is always from JP1/IM - Manager to JP1/Base on the manager, and then from JP1/Base on the
manager to JP1/Base on the target host. When the processing is successful, the status transition is Send, Queue,
Running, and Ended, in that order. When the send buffer to JP1/Base is full, the status transition is Wait, Send,
Queue, Running, and Ended, in that order. If an error occurs, the action status is setto Fail or Error, and
processing terminates.

In the following cases, the status of the automated action is Deterrent or blank, and the processing terminates within
JP1/IM - Manager:

» Suppress is set and the automated action meets the specified suppression conditions.
In this case, the status of the automated action is set to Deter rent, and processing terminates without the command
being executed (for details, see 5.4.4 Suppressing identical actions).

¢ An execution condition has been set for the automated action, but the action definition (command to be executed)
has not been set.
In this case, the automated action is executed, but because there is no command to execute, its status is blank and
processing ends.

An automated action can be canceled while its status transition is still in progress (Wait, Queue, or Running status),
but not while in Send status. The following figure shows the status transition when an automated action is canceled.
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Figure 5-3: Status transition when an automated action is canceled
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Legend:

. The action can be canceled.

. The action can be re-executed.

( Indicates the status transition by user operation.

#: Occurs only if a retry is performed during the transfer of processing
from JP1/IM - Manager to JP1/Base.

When an action in Wait, Queue, or Running status is canceled unsuccessfully, it remains in the same status instead

of shifting to Cancel or Kill.

When an action in Send status is canceled unsuccessfully, its status becomes Send (Miss).

When a cancellation request is issued for an action in Send status, the deletion processing is not performed until the
action execution request is queued in JP1/Base on the target host. Depending on the action status when the cancellation
request reaches JP1/Base, the cancellation processing might fail. If the action has reached Ended or Error status,

cancellation fails.

The following table describes details about action statuses.

Table 5—1: List of automated action statuses

Status

Wait

Send

Queue

Description

Because the send buffer’”! is full, JP1/Base declined the execution request from JP1/IM - Manager, which is
now waiting to retry. (This status is cleared as soon as the buffer becomes available.)

The execution request from JP1/IM - Manager is being sent from JP1/Base on the manager to JP1/Base on
the target host.

The execution request from JP1/IM - Manager is queued in JP1/Base on the target host.
If this status persists for some time, the following problem might have occurred in JP1/Base:
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Status

Running

Ended

Fail

Error

Deterrent

(blank)

Wait (Canceling)

Send (Canceling)

Queue (Canceling)

Running (Canceling)

Cancel
Kill
Wait (Miss)

Send (Miss)

Queue (Miss)

Running (Miss)

Description

¢ More automated actions are being generated than anticipated at the system design stage, leading to a
massive backlog of redundant actions in the queue.

In this situation, you can cancel the redundant automated actions using the JP1/IM cancellation function (for
details, see 5.7 Canceling automated actions).

The execution request from JP1/IM - Manager is being executed by JP1/Base on the target host.
If this status persists for some time, the following problem might have occurred in JP1/Base:
¢ A command executed by a previous automated action has hung or is taking longer than expected to
complete. Subsequent automated actions cannot be executed for that reason.

In this situation, you can cancel the automated action that caused the problem using the JP1/IM cancellation
function (for details, see 5.7 Canceling automated actions).

The command has completed execution in JP1/Base, and the action result has been reported to JP1/IM -
Manager. The action result has already been logged to the action re-execution file at startup of the automatic
action service. This status is not affected by value of the result code (E.RESULT_CODE).

An error occurred before the execution request was passed to JP1/Base.
The reason is:
¢ An internal error occurred in the automatic action service;
* JP1/Base (command execution management) that performs the processing is inactive; or
* No host has been registered in the business or monitoring group specified as the execution target host.

An error occurred in processing at the JP1/Base side, and command execution failed.

In this situation, the text of the message (KAVBxxxx-E) output by JP1/Base is passed to JP1/IM - Manager
as the action result. For the texts of the messages output by JP1/Base, see 2.3 Messages related to command
execution (KAVB2001 to KAVB2999) in the manual JP1/Integrated Management - Manager Messages.

A JP1 event met the condition for executing the automated action, but it occurred within the specified
suppression time. Therefore, the action was suppressed (for details, see 5.4.4 Suppressing identical actions).

An automated action with a set execution condition, but without a set action definition (command to be
executed), has been executed.

Cancellation processing is being executed for an automated action in Wa i t status (the cancellation processing
is incomplete).

Cancellation processing is being executed for an automated action in Send status (the cancellation processing
is incomplete).

Cancellation processing is being executed for an automated action in Queue status (the cancellation
processing is incomplete).

Cancellation processing is being executed for an automated action in Running status (the cancellation
processing is incomplete).

An automated action was canceled before it reached Running status.
An automated action was canceled (killed) while in Running status.
An automated action was canceled while in Wait status, but the processing failed.

An automated action was canceled while in Send status, but the processing failed.

Or, an automated action was canceled unsuccessfully while in the previous status (Wait), and then shifted
to Send status.

An automated action was canceled while in Queue status, but the processing failed.

Or, an automated action was canceled unsuccessfully while in a previous status (Wait or Send), and then
shifted to Queue status.

An automated action was canceled while in Running status, but the processing failed.

Or, an automated action was canceled unsuccessfully while in a previous status (Wait, Send, or Queue),
and then shifted to Running status.
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Status Description

Ended (Miss) An unsuccessfully canceled action is in Ended status.
Error (Miss) An unsuccessfully canceled action is in Error status.
Unknown'2 The execution result of an automated action cannot be verified because a problem of some sort has caused

inconsistencies in the files containing execution results (action information file, action hosts file, and
command execution log file).

In this case, you must delete the files. Once these files are deleted, the execution results of past automated
actions cannot be referenced.

For the deletion procedure, see 10.5.1(10) Actions to take when Unknown is displayed as the automated action
execution status in the JP1/Integrated Management - Manager Administration Guide.

#1: The buffer used when sending a request to execute an automated action from JP1/IM - Manager to JP1/Base on the manager.
#2: This is not an action status, but indicates that JP1/IM - Manager was unable to acquire the status of the automated action.

When the automated action definition is disabled, the action is not executed. That is, the status does not change and thus the action status is not
stored in the action information file.

You can check the execution status of an automated action in JP1/IM - View or by executing a command. For details,
see 5.6 Checking the execution status and results of automated actions.
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5.3 Defining an automated action

You can define an automated action in either of two ways: Using the Action Parameter Definitions window in JP1/IM
- View, or by creating an automated action definition file and applying its contents using the jcachange command.

JP1/IM provides an automated action definition file and an automatic action definition file (for compatibility). The
Action Parameter Definitions window differs depending on which of these two files you are using.

For details about the contents you can define in an automated action definition file and automatic action definition file
(for compatibility), see the references given in the following table.

Table 5-2: References for defining an automated action

Version Version of the
information automated action
(value of definition file
DESC_VERSIO

N)

1 Indicates that the
automated action
definition file is
version 08-01.

2 Indicates that the
automated action
definition file is
version 08-01.

3 Indicates that the
automated action
definition file is
version 09-00 to
11-10.

4 Indicates that the

automated action
definition file is
version 11-50 or
later.

Action Parameter
Definitions window

Action Parameter
Definitions (for
compatibility) window

Action Parameter
Definitions window

Action Parameter
Definitions window (A
check box appears
allowing you to enable
or disable the
automated action
definition.)

Further details about the
automated action definition
file

See Automated action definition
file (actdef-conf) (for
conversion) in Chapter 2.
Definition Files in the manual
JP1/Integrated Management -
Manager Command and
Definition File Reference.

See Automated action definition
file (actdef.conf) in Chapter 2.
Definition Files in the manual
JP1/Integrated Management -
Manager Command and
Definition File Reference.

Further details about the
Action Parameter Definitions
window

See 2.33.2 Action Parameter
Detailed Definitions (for
compatibility) window in the
manual JP1/Integrated
Management - Manager GUI
Reference.

See 2.32 Action Parameter
Definitions window in the
manual JP1/Integrated
Management - Manager GUI
Reference.

When a value other than 1 to 4 is specified in DESC_VERSION, version information "3" is assumed.

When DESC_VERSION is unspecified, the automatic action definition file (for compatibility) (version information "2")
is assumed.

We recommend that you check the contents of the definition file by executing the jcamakea command.

0
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The action definition file for migration (replaceactdef.conf) is supplied for compatibility when
using version 5 of the automated action function. You cannot simply edit this file for use with version 09-00
or later. Instead, create an actdef . conf file that matches the contents of replaceactdef.conf.
For details about the automated action definition files, see Automated action definition file (actdef.conf)
and ACTIONDEFFILE in Automated action environment definition file (action.conf.update) in Chapter 2.
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Definition Files in the manual JP1/Integrated Management - Manager Command and Definition File
Reference.

You cannot use both replaceactdef.conf and actdef.conf.

5.3.1 Items that can be specified as execution conditions

You can specify any of the following items as a condition for executing an automated action:

e JP1 event ID

Specify the event ID of the JP1 event that triggers the automated action. You can select All IDs or specify a particular
event ID.

¢ Event condition

Specify the event condition of the JP1 event that triggers the automated action. The items you can specify depend
on whether you are using an automated action definition file or automatic action definition file (for compatibility).

Table 5-3: Specifiable event conditions

Attribute Item Event condition#!

Automatic action definition
file (for compatibility)

Automated action definition file

Basic attribute Registered reason

Event ID

Source process 1D
Source user ID

Source group ID

Source user name

Source group name
Source event server name
Source IP address

Event details

Message

Registered time

Arrived time

Extended
attribute

Common Start time

information
End time
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Match
Does not match

Match
Does not match
Regular expression

Match

Does not match

Is contained

Is not contained
First characters
Regular expression

Regular expression
YYYYMMDDhhmmss format
(YYYY: year, MM: month, DD: day,
hh: hour, mm: minute, ss: second)

Regular expression (specifying
cumulative seconds)

¢ Match
* Regular expression

* Regular expression

¢ Regular expression

e YYYY/MM/DD
hh:mm :ss format
(YYYY: year, MM: month,
DD: day, hh: hour, mm:
minute, ss: second)

¢ Regular expression
(specifying cumulative
seconds)
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Attribute

For compatibility

Legend:
--: None

Program-
specific
information

ltem

Product name
Object type
Object name
Root object type
Root object name
Object ID
Occurrence

User name
Result code

Source host name™?

Event level

Basic event information

Event condition®'

Automated action definition file

Match

Does not match
Is contained

Is not contained
First characters

Regular expression

Match

Does not match

Is contained

Is not contained
First characters
Regular expression

Match*2
Regular expression

Match

Does not match

Is contained

Is not contained
First characters
Regular expression

Regular expression

Automatic action definition
file (for compatibility)

* Regular expression

+ Match
* Regular expression

¢ Regular expression

#1: By default, only extended regular expressions can be specified in comparison conditions. For details about regular expressions, see
Appendix G. Regular Expressions. However, if you have upgraded from a previous version of JP1/IM - Manager, the information set in the

previous version is carried over.

If you are using version 8 or earlier of JP1/IM - View, you can edit event conditions only if you are using the automatic action definition file
(for compatibility).

#2: To specify the source host name in the automatic action definition file (for compatibility), specify E. JP1 _SOURCEHOST (Event source
host name) as an item of the program-specific information of the extended attributes.

#3: You can specify the following attribute values: Emergency, Alert,Critical, Error,Warning, Notice, Information, and

Debug.

When DESC_VERSIONis 4, the automated action definition file (actdef . conf) allows you to specify the following:

* Use the aid parameter to specify an ID of the action definition to be enabled or disabled.

¢ Use the valid parameter to enable or disable the action definition.
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5.3.2 Precedence of execution conditions

If a JP1/IM manager receives a JP1 event, the JP1/IM manager compares the JP1 event with the execution conditions
defined in the automated action definitions in order of priority for each parameter group. An execution condition that
matches the JP1 event and that has the highest priority is executed for each parameter group.

The priority is set with the ACTIONPRIORITY parameter in the automated action environment definition file, and
applied to the JP1 common definition information. As an option, you can specify DEFAULT or VBCOMPATIBLE.

After JP1/IM - Manager is installed, DEFAULT is set for the ACTIONPRIORITY parameter.

After JP1/IM - Manager is upgraded, the ACTTONPRIORITY parameter is not set. When the ACTTONPRIORITY
parameter is not set, VBCOMPATIBLE (the priority for executing automated actions when JP1/IM - Manager version
8 or earlier is used) is used.

If DEFAULT is specified for the ACTIONPRIORITY parameter, automated actions are executed in the order set in the
automated action definitions (the order described in actdef . conf).

If you specify VBCOMPATIBLE for the ACTIONPRIORITY parameter, the automated actions are executed in the

following priority: First, the definition information for the automated actions for which the relevant event ID is explicitly
specified is judged in the order set in the automated action definitions (the order described in actdef.conf). Then,
the execution conditions for the automated action definition for which * is specified for the relevant event ID are judged.

The following table shows how the order of precedence differs between DEFAULT and V8COMPATIBLE when the
specified event ID is 00000001, 00000002, or All IDs.

Table 5—4: Difference in action precedence when the event IDs 00000001, 00000002, and "All IDs"
are specified in that order in the definition file

Event ID Order in the Parameter group | Precedence with the Precedence with the
definition file DEFAULT option V8COMPATIBLE option

00000001 1 1 1 1

00000002 2 1 2 2

All IDs 3 1 3 3

Table 5-5: Difference in action precedence when the event IDs "All IDs", 00000001, and 00000002
are specified in that order in the definition file

Event ID Order in the Parameter group | Precedence with the Precedence with the
definition file DEFAULT option V8COMPATIBLE option

All IDs 1 1 1 3

00000001 2 1 2 1

00000002 3 1 3 2

Table 5-6: Difference in action precedence when the event IDs 00000001, "All IDs", and 00000002
are specified in that order in the definition file

Event ID Order in the Parameter group | Precedence with the Precedence with the
definition file DEFAULT option V8COMPATIBLE option

00000001 1 1 1 1

All IDs 2 1 2 3
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Event ID Order in the Parameter group | Precedence with the Precedence with the
definition file DEFAULT option V8COMPATIBLE option

00000002 3 1 3 2

5.3.3 Parameter groups and AND condition

By using parameter groups and AND conditions, you can set complex conditions for executing automated actions.

* Parameter groups

A parameter group is a set of judgment conditions for executing an automated action. There are 10 parameter groups.
Each automated action definition belongs to one parameter group only.

You can use parameter groups to execute multiple actions in response to one event, or to associate multiple execution
conditions using an AND condition (as explained later). A parameter group is specified with one-digit number (0
to 9).

If a JP1/IM manager receives a JP1 event, the JP1/IM manager compares the JP1 event with the execution conditions
of the action definition parameters for each parameter group, from the parameter group with the smallest number
to the parameter group with the largest number. Only one automated action is executed for a JP1 event for each
parameter group.

If multiple execution conditions match an event in a parameter group, only the action definition parameter with the
highest priority is executed (as explained in 5.3.2 Precedence of execution conditions).

If multiple action conditions match a JP1 event, command execution requests are issued to the JP1/Base in the order
the comparison of the action conditions is performed. However, command execution requests might not be performed
in order if execution requests are issued to multiple hosts or if two or more commands are executed concurrently.

¢ AND condition

An AND condition is a setting that requires all the execution conditions to be satisfied before an action is executed.

When an ampersand (&) is specified instead of a number in a parameter group specification, the relationship with
the preceding execution condition in the automated action definition (displayed one line above in the GUI, or written
one action block above in the definition file) is handled as an AND condition. You can define a maximum of 10
automated action definitions joined by an AND condition.

When a received event matches one of the execution conditions joined by an AND condition, it waits for another
event matching another execution condition to be received. When all the execution conditions joined by the AND
condition are satisfied, the automated action is executed.

However, disabled automated action definitions are not evaluated to determine whether to execute the automated
action.

You can specify an AND-event keep limit as a timeout for the AND condition to be satisfied. If the required JP1
event arrives after expiry of the AND-event keep limit, it does not satisfy the AND condition.

Note that when the event base service (evf1ow process) stops, all events waiting for an AND condition to be
satisfied are discarded. Take care if the system is restarted, by process management after an error, for example, or
in a cluster system when a failover occurs.

When DESC_ VERSION of the automated action definition file (actdef . conf) is 4, with one of the operations listed
below, you can ensure that the status of a satisfied AND-joined condition remains the same unless the automated action
definition of the conditions is changed.

¢ In the Action Parameter Definitions window, select the Retain the conditions for which the definition was not
changed check box and click the Apply button.

* Execute the jcachange command with the —on, —of f, —e, or —st option specified.
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When DESC_VERSION is 3 or earlier or when you use any way other than those listed above to update the action
definition, the status (satisfied or unsatisfied) of every AND-joined condition is initialized.

5.3.4 Inherited event information

When defining an automated action, by using a variable you can specify information about the JP1 event that triggers
the action as inherited event information. Inherited event information can be specified for the following items:

* Target host
¢ Execution user name
¢ Environment variable file

e Action

JP1 event attribute values are inherited to automated actions when those values are handed from the event base service
to the automatic action service.

The following table lists the inherited event information you can specify.

Table 5-7: Variables that can be specified in an action definition

Attribute Variable name Inherited event information
Basic EVBASE ¢ Basic event information
attribute
EVID * Event ID (basic-code : extended-code)

Event ID as a character string in the format basic-code : extended-code.

EVIDBASE ¢ Event ID (basic-code)
Event ID as a character string in the format basic-code.

EVDATE » Date when the event was registered (YYYY/MM/DD)
Registered time as a character string in the format YYYY/MM/DD.

EVTIME ¢ Time when the event was registered (44 : mm : s5)

Registered time as a character string in the format i/ : mm : ss.

EVPID  ID of the process that issued the event

Value of the source process ID.

EVUSRID e User ID of the process that issued the event
Value of the source user ID.

EVGRPID * Group ID of the process that issued the event
Value of the source group ID.

EVUSR ¢ User name of the process that issued the event

Value of the source user name.

EVGRP * Group name of the process that issued the event
Value of the source group name.

EVHOST ¢ Host name of the server that issued the event

Value that depends on the HOSTINEVENT parameter value in the
automated action environment definition file:

- remote: Name of the server that issued the event

- local: Host name obtained from the IP address of the server that
issued the event
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Attribute

Extended
attribute
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Variable name

EVIPADDR

EVSEQNO

EVARVDATE

EVARVTIME

EVSRCNO

EVMSG

EVDETAIL

EVSEV

EVUSNAM

EVOBTYP

EVOBNAM

EVROBTYP

EVROBNAM

EV"PRODUCT NAME"

EV"OBJECT ID"

EV"OCCURRENCE"

EV"START TIME"

Inherited event information

IP address of the server that issued the event

Character string indicating the source IP address in I[Pv4 address format
or IPv6 address format.

<IPv4 address format>

In this format, each 8 bits of'a 32-bit address is delimited by periods (. ),
and is output as decimal numbers (from 0 to 255).

Example: 0.64.128.255
<IPv6 address format>

In this format, each 16 bits of al28-bit address is delimited by colons
(:), and is output as hexadecimal numbers (from 0000 to ftff).

Example: 0011:2233:4455:6677:8899:aabb:ccdd:eeff

Serial number in the event database

Value of the serial number.

Date when the event arrived (YYYY/ MM/ DD)
Arrived time as a character string in the format YYYY/MM/DD.

Time when the event arrived (hh : mm : s5)

Arrived time as a character string in the format A4 : mm : ss.

Serial number in the source event database

Value of the source serial number.

Message
Text of the message.

Detailed information about the event

Event details as character strings in the format /nfo-1Alnfo-2A...Info-
nA (where A represents a space).

Event level in the extended event information (Emergency, Alert,
Critical,Error,Warning, Notice, Information, or
Debug)

Value of the event level.

User name

Value of the user name.

Object type
Value of the object type.

Object name
Value of the object name.

Root object type
Value of the root object type.

Root object name
Value of the root object name.

Product name
Value of the product name.

Object ID
Value of the object ID.

Occurrence
Value of the occurrence.

Start time
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Attribute Variable name Inherited event information
Value of the start time.

EV"END TIME" * End time

Value of the end time.

EV"RESULT CODE" * Result code

Value of the result code.

EV"JP1 SOURCEHOST" * Source host name

Value of the source host name.

EV extended-attribute-name ¢ User-specified extended attribute
Value of the attribute specified in the extended attribute name.

Other EV"@QJP1IM CORRELATE" * Correlation event
Value indicating whether the event is a correlation event.
- 0: Not a correlation event
- 1: A correlation approval event
- 2: A correlation failure event

EV"@JP1IM ORIGINAL_SEVERITY" * Severity of extended event attributes (before changing the event level)

(Emergency, Alert,Critical, Error, Warning, Notice,
Information, Debug, or a value set for the event level)

This attribute is set only when the severity changing function is
enabled.
EV"@JP1IM CHANGE SEVERITY" * Severity changing
A value indicating whether an event level has been changed.
- 0: Not changed.

- 1: Changed.

EV"QJP1IM DISPLAY MESSAGE" * Value of the message (after change)
This attribute is set only when the display message change function is
enabled.

EV"Q@JP1IM CHANGE MESSAGE" * Display message change

Value indicating whether the display message has been changed; this
attribute is set only when the display message change function is
enabled:

- 0: The message has not been changed.

- 1: The message has been changed.

ACTHOST * Host name of the manager that requested execution of the action
Manager host name.

EVENV1 to EVENV9 ¢ Data extracted by specifying "()" in a regular expression in an action
execution condition

Can be specified only when extended regular expressions are used on
the manager.

(1) Specification method

Inherited event information is specified using a variable. Specify the variable in the form Svariable-name. To specify
a dollar sign as a character, type a backslash (\) before the dollar sign (\ $).

The following control characters contained in the character information to be converted are converted to single-byte
spaces (0x20).
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Control characters that are converted to single-byte spaces: 0x01 to 0x1F (excluding tabs (0x09)), and 0x7F

(2) Encoding of event inheritance information

For Action in the action-related items, you can URL encode or Base64 encode the event inheritance information values.

The specification format is Svariable-nameSencoding-type. To specify a single-byte alphanumeric character or an
underscore (_ ) immediately after encoding-type, use the format $ { variable-name$encoding-type} . If you want to treat
a dollar sign ($) as a character, specify the escape character (\) immediately before the $.

In the following cases, $variable-nameS$encoding-type and $ { variable-nameSencoding-type} will be interpreted as
character strings and will not be converted:

¢ There is no event that corresponds to variable-name.

* The specification format is invalid.
The following table describes the encoding types for event inheritance information and the specification formats.

Table 5-8: Encoding types for event inheritance information and specification formats
No. Encoding type Specification format Description
1 URL encoding Svariable-name$URLENC The event inheritance information value is URL encoded as a
UTF-8 character string.
S {variable-nameSURLENC }

2 Base64 encoding Svariable-name$SENC The event inheritance information value is Base64 encoded.

S {variable-nameSENC }

3 Both Base64 Svariable-name$ENCSURLENC The event inheritance information value is Base64 encoded and
encoding and URL then is URL encoded.
encoding $ {variable-nameSENCSURLENC }

4 No encoding is Svariable-name Neither URL encoding nor Base64 encoding is performed.
performed

S {variable-name}

Note that encoding of inheritance information cannot be used in the automated action definition file (for compatibility).

(3) Converting inherited event information

You can convert special ASCII characters included in inherited event information into a different character string.

This functionality allows you to convert characters in event information that have a special meaning in the OS into
different characters. For example, if the JP1 event information specified by a variable contains characters that have a
special meaning in commands, such as a double quotation mark (™) or a single quotation mark ('), the command might
not be interpreted correctly. We recommend that you use the configuration file for converting information to convert
such characters.

Specify the special characters and the characters they are to be converted into using a configuration file for converting
information. For details about this file, see Configuration file for converting information (event_info_replace.conf) in
Chapter 2. Definition Files in the manual JP1/Integrated Management - Manager Command and Definition File
Reference.
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5.4 Specifying a command to be executed as an automated action

The following describes how to specify the command to be executed as an action when the execution conditions are
fulfilled.

5.4.1 Executable commands

The following types of commands can be executed as automated actions:

On a Windows host:
* Executable file (. com or . exe)
» Batch file (.bat)

* Script file of JP1/Script (. spt) (provided the . spt file extension is associated with JP1/Script so that it can
be executed)

* Data file (including . vbs) that has a file type (extension) associated with an application that can be run as an
automated action

On a UNIX host:
¢ UNIX command
* Shell script

However, the following types of commands cannot be executed:

¢ Commands that require interactive operation

e Commands that display windows

* Commands that use an escape sequence or control code
¢ Non-terminating commands such as daemons

¢ Commands (Windows only) that require interaction with the desktop, such as the Windows message structure or
DDE

e Commands that shut down the OS, such as shutdown and halt

o Important

In 64-bit editions of Windows, if you execute a command in the SWINDIR%\ System32 folder, the
WOW64 redirection function redirects the command to a command in the $WINDIR%\SysWow64
folder. If the command is not found in the destination folder, command execution might fail. Therefore,
be careful when you specify a command in the $WINDIR%\System32 folder as the execution
command.

0 Important

If a command is executed by an automated action or from a command execution window and the
executed command produces child processes, information such as the standard output of the child
processes and detection of terminations is also acquired. However, if the executed command terminates
before all of its child processes, the standard output of those child processes cannot be acquired. In
addition, termination of those child processes cannot be detected correctly. This is because the command
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execution function manages only those commands that are executed directly. If an executed command
produces child processes and grandchild processes, the child and grandchild processes must be managed
by the command that is executed.

0 Important

When a command or automated action executes a Windows PowerShell script, the script might seem
to continue running because powershell.exe cannot exit properly. To execute a Windows
PowerShell scrip, use the following command line to redirect the script from standard input to nul:

powershell.exe xxx.psl < nul

5.4.2 Target host

As the target host on which to execute a command as an automated action, you can specify a JP1/IM agent or manager.
The agent must be defined in the configuration management information as a host managed by JP1/IM.

By defining multiple agents in a host group, you can execute the same command on multiple hosts.

5.4.3 User account
Specify the JP1 user under whose account the command is to be executed.
The command is executed under the name of the OS user mapped to that JP1 user on the agent.

If the target host is a Windows host, the OS user subject to user mapping must have Windows-specific user permissions.
For details about the user permissions required for the OS user subject to user mapping, see the chapter on granting user
permissions to OS users in the JPI/Base User's Guide.

5.4.4 Suppressing identical actions

You can suppress the execution of an automated action that is identical to a previous action and occurs within a set time
after that action.

This applies to automated actions that only need to be executed once during a set time period, such as actions that flash
a signal light or send a notification email to the user. If these sorts of automated actions were allowed to accumulate in
the JP1/Base command execution queue, they could delay the execution of urgent actions, such as those that perform
eITOr recovery.

You can avoid such situations by suppressing automated actions that do not need to be executed more than once during
a set duration.

You can enable or disable suppression, and set the suppression time, for individual actions. This allows you to build an
environment that suppresses actions that do not need to be repeated and executes only those that are required.

Suppression is cleared for an automated action being suppressed when a process is restarted by the process management
functionality or if a failover occurs in a cluster system.
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You can suppress actions by using either the suppression settings or the function for suppressing repeated-event
monitoring.

This subsection describes how the suppression settings for automated actions suppress actions. If you want to prevent
automated actions from being executed in other ways, see the following sections:

¢ Use common exclusion-conditions to exclude events from action execution.

3.2.7 Common exclusion-conditions

* Suppress the monitoring of repeated events to suppress actions.

3.5.8 Suppressing the execution of automated actions triggered by a large number of events

* Disable the action definition through the Action Parameter Definitions window in JP1/IM - View.
2.32 Action Parameter Definitions window in the manual JP1/Integrated Management - Manager GUI Reference

¢ Disable the action definition with the jcachange command.

jeachange in Chapter 1. Commands in the manual JP1/Integrated Management - Manager Command and Definition
File Reference

(1) Behavior of an automated action when suppression is enabled

The following figure shows how an automated action works when suppression is enabled.

Figure 5—4: Behavior of an automated action when suppression is enabled

Settings for automated action A Settings for automated action B
Execution condition: Action condition A Execution condition: Action condition B
Command: Action A Command: Act|on B
Suppress : Yes Suppress :

() e ) )

Time line >
Action A Executed Suppressed Suppressed Executed
|- - mm e > | €-------—- o
Suppression time Suppression time
Suppress start Suppress end Suppress start
Action B Executed Executed
Legend:

: JP1 event matching action condition A
: JP1 event matching action condition B

As shown by automated action A in the figure, when Suppress is set, the action is executed only in response to the first
of multiple JP1 events that match the action's execution condition and occur within the set suppression time. The action
is not executed for the second and subsequent identical JP1 events. The status of the unexecuted action is Deterrent.

As shown by automated action B in the figure, when Suppress is not set, the action is executed in response to every JP1

event that matches the action's execution condition (the behavior is unaffected by other JP1 events that are being
suppressed).
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(2) Behavior of automated actions joined by an AND condition when
suppression is enabled

The following figure shows the behavior of automated actions joined by an AND condition when suppression is enabled.

Figure 5-5: Behavior of automated actions joined by an AND condition when suppression is

enabled
Settings for automated action A —— Settings for automated action B ———
Execution condition: Action condition A Execution condition: Action condition B
Command: Action A Command: Action B
Suppress : Yes Comment : & specified for parameter group

() (DA () () (o)
Time line >

Action A Executed Suppressed Executed
| |
Action B Executed Suppressed Executed
e LT Lo I SEEEEEEEE
Suppression time ’;uppression
time
_ Suppress start Suppress end Suppress start
Legend:

: JP1 event matching action condition A
: JP1 event matching action condition B

The automated action behavior is described below, following the numbers in the figure:
1. AJP1 event matching execution condition A is received by JP1/IM - Manager. The action is not executed yet because
actions A and B are joined by an AND condition.

2. A JP1 event matching execution condition B is received by JP1/IM - Manager. Because a JP1 event matching
condition A has been received, the AND condition is satisfied and actions A and B are executed.

3. A JP1 event matching execution condition A is received by JP1/IM - Manager (same situation as 1).

4. A JP1 event matching execution condition B is received by JP1/IM - Manager (same situation as 2). A JP1 event
matching condition A has been received and the AND condition is therefore satisfied, but the suppression time set
for action A is still in effect. Therefore, actions A and B are not executed; both are set to Deterrent status.

5. A JP1 event matching execution condition A is received by JP1/IM - Manager (same situation as 1).

6. A JP1 event matching execution condition B is received by JP1/IM - Manager (same situation as 2). Although a JP1
event matching condition A has been received within the suppression time for action A, this new event satisfying
the AND condition was received after the suppression time elapsed. Therefore, actions A and B are not suppressed;
both are executed.
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5.5 Monitoring the execution of an automated action

JP1/IM - Manager provides functionality for monitoring the execution of automated actions so that any problems can
be quickly detected. This is realized by the following two functions, which can each be set independently:

* Automated action delay monitoring

Execution is monitored so that if the action fails to complete within a set time, the problem is detected and the user
notified.

* Automated action status monitoring
Action status is monitored so that if execution of an action fails, the problem is detected and the user notified.

5.5.1 Automated action delay monitoring

The following problems might occur during execution processing of automated actions:

* An action did not complete within the expected time.

* An action has not completed after a considerable time.

These types of problems affect the execution processing not only of the action in question but of subsequent actions
too.

By monitoring the execution time of an automated action (delay monitoring), you can reduce the time it takes for the
operator to respond to a problem. Any delay will be reported to the operator by a JP1 event or notification command.

For details on setting up delay monitoring, see 5.5.3 Setting up execution monitoring.

(1) Delay monitoring start time and end time

Delay monitoring starts at the time when the JP1 event that triggers execution of the automated action arrives at JP1/
Base on the manager.

Delay monitoring ends when the action reaches one of the following statuses:

e Ended, Cancel,Kill,Fail,orError

¢ Ended (Miss) or Error (Miss)
If the action fails to reach one of the above statuses within the time set for delay monitoring, its status becomes Delay.

The following figure shows the time frame and statuses monitored during delay monitoring.
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Figure 5-6: Delay monitoring time and monitored statuses
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When an automated action is re-executed at failover in a cluster system, the delay monitoring time and monitored statuses
are no different from normal operation (the figure above). If you are using a cluster system, you must consider the time
required for failing over the system when you set a delay monitoring time.

0 Important

Delay monitoring does not apply to an automated action that is re-executed manually. This is because you
are re-executing the action yourself, and can see when it starts and how long it takes.

Also, automated actions whose status is displayed as blank or as Deterrent are not monitored for
execution delays.

5.5.2 Automated action status monitoring

The following problem might occur during execution processing of automated actions:

e JP1/IM - Manager or JP1/Base detects an error, the action status consequently changes to Fail, Error,or Error
(Miss), and processing terminates.

Because the automated action fails to complete execution as the user intended, this type of problem has a major impact
on monitoring jobs.

By detecting errors in automated action processing, you can reduce the time it takes for the operator to respond to a
problem. Errors are reported to the operator by JP1 events and notification commands.

For details on setting up status monitoring, see 5.5.3 Setting up execution monitoring.

5.5.3 Setting up execution monitoring

The functions for delay monitoring and status monitoring of automated actions are not enabled at installation and must
be set up as required.

The table below describes the settings required to perform automated action delay monitoring and status monitoring.
For details about the window, see the manual JP1/Integrated Management - Manager GUI Reference. For details about
the definition file, see the manual JP1/Integrated Management - Manager Command and Definition File Reference.
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Table 5-9: Settings required for delay monitoring and status monitoring

Function Setting Where
Delay monitoring * Enable or disable delay monitoring Action Parameter Detailed Definitions
« Delay monitoring time window or the automated action definition
file
* Issue JP1 event Automatic action notification definition file

¢ Execute notification command

Status monitoring * Enable or disable status monitoring Action Parameter Definitions window or
automated action definition file

e Issue JP1 event Automatic action notification definition file

¢ Execute notification command

Delay monitoring can be set for an individual action, whereas status monitoring is set for the whole system (JP1/IM -
Manager). JP1 events are issued by default: When monitoring is enabled, a JP1 event is issued on detection of an error.
Notification commands are not executed by default: To execute a notification command on detection of an error, you

must edit the automatic action notification definition file.

If you disable both JP1 events and notification commands, detected errors will not be reported to the user even if you
set Apply for Delay monitoring or Status monitoring. You must specify either means of notification to perform delay
monitoring or status monitoring.

5.5.4 Automated action error monitoring using the execution monitoring
function

When delay monitoring or status monitoring is enabled, detected errors are reported to the user by means of a JP1 event
or notification command.

However, notification via these monitoring functions is performed once only. Further notification is suppressed and any
subsequent errors are not reported.

For this reason, when you have finished dealing with a problem reported by an automated action, you must re-enable
notification: In the Event Console window of JP1/IM - View, choose Options and then Function-Status Notification
Return.
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5.6 Checking the execution status and results of automated actions

You can check the execution status and result of an automated action using the following:

¢ List of Action Results window, Action Log window, and Action Log Details window (for further specifics) in JP1/
IM - View
¢ jcashowa command

When you execute the j cashowa command, the results of executed automated actions that have been stored in the
action information file are displayed.

To check the contents of the command execution log, use the jcocmdlog command.

A JP1 event can be issued to report the execution status of an automated action. Because JP1 events are not issued by
default, you must change the settings for issuing JP1 events by specifying the ~actevent option of the jcocmddef
command.
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5.7 Canceling automated actions

You can cancel automated actions whose status is any of the following:

* Wait, Queue, or Running
e Send (Miss)#, Wait (Miss)#, Queue (Miss)#, or Running (Miss)#

#: Before you cancel an automated action in a status tagged (Miss), you should identify and fix whatever caused
the cancellation failure (Miss), by examining the execution result in detail (error log) or by conducting an event
search to check what happened on the target host, for example.

When you cancel an automated action, its status is tagged as (Canceling), and then becomes Cancel or Kill. If
the cancellation processing fails, the action status is tagged as (Miss), and then proceeds through the usual status
transitions (for details, see 5.2 Managing the status of automated actions).

You can cancel an automated action and check whether cancellation was successful using the following:

* List of Action Results window, Action Log window, and Action Log Details window (cancel only) in JP1/IM - View

* jcacancel command (cancel), jcashowa command (cancellation status check)

Range of actions that can be canceled

Only actions issued from the manager on which you are executing the cancellation processing can be canceled. That
is, actions issued from a base manager cannot be canceled from the integrated manager.

The following figure shows the range of actions that can be canceled.

Figure 5-7: Range of actions that can be canceled

— (1) From the integrated manager,
g' execute processing to cancel
Integrated manager |8 L1 all automated actions.

(2) All actions issued from the
integrated manager are
canceled.

Base manager

——— (3) None of the actions issued
from the base manager are
canceled.

Agent
Legend:

O: Action issued from the integrated manager

O: Action issued from the base manager

As shown in the figure, when action cancellation processing is executed from the integrated manager, only those
action issued from the integrated manager are affected. Because actions executed from the base manager are not
affected, they are processed as usual on the agent. To cancel actions issued from the base manager, you must execute
the cancellation processing from that host.
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5.8 Re-executing an automated action

You can re-execute an automated action whose status is any of the following:

* Deterrent, Ended, Error#, Cancel,orKill

e Ended (Miss) orError (Miss)#

#: Before you re-execute an automated action in Error or Error (Miss) status, you should identify and fix
whatever caused the error, by examining the execution result in detail (error log) or by conducting an event search
to check what happened on the target host, for example.

When you re-execute an automated action, it proceeds through the same status transitions as when processed by the
system (for details, see 5.2 Managing the status of automated actions).

You can re-execute an automated action and check whether execution was successful using the following:

* List of Action Results window, Action Log window, and Action Log Details window (re-execute only) in JP1/IM -
View

¢ jcashowa command (re-execution status check)
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5.9 Operation settings for automated actions

As internal processing, JP1/IM acquires events from JP1/Base, judges whether each event is a JP1 event that triggers
an automated action, and executes the appropriate action if so. There is usually no need to change this internal processing,
but you can halt it temporarily when a large number of redundant automated actions have been generated due to
maintenance or some other activity.

To change JP1/IM settings, use the jcachange command. To check the settings, use the jcastatus command.
If you suspend internal processing, no automated actions will be executed after the system is operational again for any

events that might have been received while processing was suspended. Do not suspend internal processing if there is
an automated action that needs to be executed.

B Note

About the jcachange command and jcastatus command:

See jcachange and jcastatus in Chapter 1. Commands in the manual JPI/Integrated Management - Manager
Command and Definition File Reference.
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5.10 Flow of automated action execution

The following describes how the JP1/IM and JP1/Base functionality are inter-linked in automated action execution,
taking as an example the flow of processing from the time a manager receives a JP1 event that triggers an automated
action until the action is executed on an agent.

The description below assumes that the definition of the automated action has been completed. (For details on defining
an automated action, see 5.3 Defining an automated action).

Figure 5-8: Flow of processing for automated action execution (command executed on an agent
by an automated action)
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The flow of processing is described below, following the numbers in