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Preface

This manual provides an overview of Cosminexus Application Server and the BPM/
ESB base. Thismanual explainsthe product componentsof Application Server and the
BPM/ESB base, and the functionality of these products. It also explains the
organization of the manuals for Application Server and the BPM/ESB base.

For Application Server and the BPM/ESB base, the following program products are
used to build and operate the systems and to devel op applications:

» uCosminexus Application Server
* uCosminexus Client

» uCosminexus Developer

» uCosminexus Service Architect

» uCosminexus Service Platform

This chapter describes the terms and abbreviations commonly used in the manualsfor
these program products.

Note that "Cosminexus' and "uCosminexus' might be abbreviated in this document.

Abbreviations for Application Server and BPM/ESB base products
names

The following table shows the abbreviations used in this document for Application
Server product names and the BPM/ESB base.

Abbreviation Application Server and BPM/ESB
base product name
Application Server uCosminexus Application Server
Client uCosminexus Client
Developer uCosminexus Devel oper
Service Architect uCosminexus Service Architect
Service Platform uCosminexus Service Platform

Abbreviations for Application Server and BPM/ESB base function
names

The following table shows the abbreviations used in this document for Application



Server function names and the BPM/ESB base.

Abbreviation

Application Server and BPM/ESB
base function name

CIMSP broker Cosminexus JMS provider broker
function
CJIM SP resource adapter Cosminexus JM S provider resource

adapter

Cosminexus Devel oper's Kit for Java

Cosminexus Developer's Kit for Java™

Cosminexus RM, or Reliable Messaging

Cosminexus Reliable Messaging

CsC

Cosminexus Service Coordinator

CT™M

Cosminexus Component Transaction
Monitor

DB Connector for Cosminexus RM

DB Connector for Cosminexus Reliable
Messaging

HCSC

Hitachi Cosminexus Service Coordinator

HCSC-Business Process, Business Process base, or BP base

Hitachi Cosminexus Service Coordinator
- Business Process

HCSC-Data Transform, or data conversion base

Hitachi Cosminexus Service Coordinator
- Data Transform

HCSC-DB Adapter or DB adapter

Hitachi Cosminexus Service Coordinator
- Database Adapter

HCSC-Manager or HCSC-MNG

Hitachi Cosminexus Service Coordinator
- Manager

HCSC-Messaging, HCSC-MSG, or messaging base

Hitachi Cosminexus Service Coordinator
- Messaging

HCSCTE

Hitachi Cosminexus Service Coordinator
Toolsfor Eclipse

Management Server

Cosminexus Management Server

Manager Cosminexus Manager
PRF Cosminexus Performance Tracer
Smart Composer Cosminexus Smart Composer

TPBroker

Cosminexus TPBroker




Abbreviations for related manuals

The following table shows the titles of related manuals, and related manuals used in

thismanual.

Application Server and BPM/ESB base related manuals

Manual title

Document
number

uCosminexus Application Server First Step Guide

3020-3-Y 00(E)

uCosminexus Application Server & BPM/ESB Platform Overview

3020-3-Y01(E)

uCosminexus Application Server System Setup and Operation Guide

3020-3-Y 02(E)

uCosminexus Application Server Virtual System Setup and Operation Guide

3020-3-Y03(E)

uCosminexus Application Server System Design Guide

3020-3-Y 04(E)

uCosminexus Application Server Web Container Functionality Guide

3020-3-Y 05(E)

uCosminexus Application Server EJB Container Functionality Guide

3020-3-Y 06(E)

uCosminexus Application Server Common Container Functionality Guide

3020-3-Y07(E)

uCosminexus Application Server Expansion Guide

3020-3-Y 08(E)

uCosminexus Application Server Security Management Guide

3020-3-Y09(E)

uCosminexus Application Server Operation, Monitoring, and Linkage Guide

3020-3-Y 10(E)

uCosminexus Application Server Maintenance and Migration Guide

3020-3-Y 11(E)

uCosminexus Application Server Application Setup Guide

3020-3-Y13(E)

uCosminexus Application Server Command Reference Guide

3020-3-Y 15(E)

uCosminexus Application Server Definition Reference Guide 3020-3-Y 16(E)
uCosminexus Application Server Application and Resource Definition Reference Guide 3020-3-Y17(E)
uCosminexus Application Server HTTP Server User Guide 3020-3-Y18(E)
uCosminexus Application Server Reliable Messaging User Guide 3020-3-Y19(E)

uCosminexus Application Server Application Development Guide

3020-3-Y20(E)

uCosminexus Application Server API Reference Guide

3020-3-Y21(E)

uCosminexus Application Server XML Processor User Guide

3020-3-Y 22(E)

uCosminexus Application Server Web Service Development Guide

3020-3-Y 23(E)

uCosminexus Application Server SOAP Application Development Guide

3020-3-Y 25(E)




Manual title Document

number
uCosminexus Application Server XML Security - Core User Guide 3020-3-Y 26(E)
uCosminexus Application Server Messages 3020-3-Y27(E)

Generic names for a folder and a path

For content common among Windows, HP-UX, Al X, Linux, and Solaris, this manual
uses the word directory to refer to a Windows folder, and uses aslash (/") to refer to
abackslash ("\"). For Windows, replace the word directory with folder, and "/" with

"\"

Abbreviations for Microsoft products

The following table shows the abbreviations used in this document for Microsoft

products.

Abbreviations

Product name

NET Framework

Microsoft(R) .NET Framework Version 2.0

.NET Framework SDK

Microsoft(R) .NET Framework 2.0 Software Devel opment

Kit

Active Directory

Microsoft(R) Active Directory(R)

Windows Server Failover Cluster

Windows(R) Server Failover Cluster

Hyper-V

Microsoft(R) Hyper-V(TM)

Internet Explorer

Windows(R) Internet Explorer(R)

Internet Explorer 6

Microsoft(R) Internet Explorer(R) 6

Internet Explorer 7

Windows(R) Internet Explorer(R) 7

Internet Explorer 8

Windows(R) Internet Explorer(R) 8

Internet Explorer 9

Windows(R) Internet Explorer(R) 9

Microsoft 1S 7.0 Microsoft(R) Internet

Information Services 7.0

Microsoft(R) Internet Information Services 7.0

Microsoft 1S 7.5 Microsoft(R) Internet

Information Services 7.5

Microsoft(R) Internet Information Services 7.5

Excel Microsoft(R) Office Excel
SQL Server 2005 | SQL Server Microsoft(R) SQL Server 2005
SQL Server 2008 Microsoft(R) SQL Server 2008




Abbreviations Product name
SQL Server 2005 | SQL Server JIDBC Driver Microsoft(R) SQL Server 2005 JDBC Driver
JDBC Driver
SQL Server IDBC Microsoft(R) SQL Server JDBC Driver 2.0
Driver
Microsoft(R) SQL Server JDBC Driver 3.0
Microsoft Sysprep Microsoft(R) Sysprep
Windows*1 Windows7 | Windows 7 Microsoft(R) Windows(R) 7 Enterprise (32-bit)
x86
Microsoft(R) Windows(R) 7 Professional (32-bit)
Microsoft(R) Windows(R) 7 Ultimate (32-bit)
Windows 7 Microsoft(R) Windows(R) 7 Enterprise (64-bit)
x64
Microsoft(R) Windows(R) 7 Professional (64-bit)
Microsoft(R) Windows(R) 7 Ultimate (64-bit)
Windows | Windows Microsoft(R) Windows Server(R) 2008 Enterprise 32-hit"2
Server Server 2008
2008 x86
Microsoft(R) Windows Server(R) 2008 Standard 32-bit
Windows Microsoft(R) Windows Server(R) 2008 Enterprise’™
Server 2008
x64
Microsoft(R) Windows Server(R) 2008 Standard
Windows Microsoft(R) Windows Server(R) 2008 R2 Enterprise#2
Server 2008
R2
Microsoft(R) Windows Server(R) 2008 R2 Standard
Windows Windows Microsoft(R) Windows Vista(R) Business
Vista Vista
Business
Windows Microsoft(R) Windows Vista(R) Enterprise
Vista
Enterprise
Windows Microsoft(R) Windows Vista(R) Ultimate
Vista
Ultimate




Abbreviations

Product name

Windows
XP

Microsoft(R) Windows(R) XP Professional Operating

System

Windows Server Failover Cluster

Windows Server(R) Failover Cluster

Product names that include "x64" might be intended for Windows (x64), and product

names that do not include "x64" might be intended for Windows (x86).

#1: "Windows (x86)" refersto Windows 32-hit. "Windows (x64)" refersto Windows

64-bit.

#2: "Windows Server 2008 Enterprise" might be used asa generic nameto refer to this

product.

Abbreviations for other products

The following table shows the abbreviations used in this document for other products

than those from Microsoft.

Abbreviations

Product name

ACOS AX2000 AX2000
AX2500 AX2500
BS320 BS320 Load Balancer Blade
AMD-V AMD Virtualization
Application Server uCosminexus Application Server
BIG-IP BIG-IPVv9 BIG-IP software version 9.1.0 or later
BIG-IPv10.1 BIG-IP software version 10.1.0 or later
BIG-IPv10.2 BIG-IP software version 10.2.0 or later
BJEX Batch Job Execution System - Base
uCosminexus Batch Job Execution Server
DCCM3 VOS1 DCCM3
VOS3 XDM/DCCM3
Developer uCosminexus Devel oper
Eclipse Eclipse 3.6.1
HiRDB or HiRDB Embedded Server, or HiRDB Embedded Server Version 8

HiRDB server embedded database

HiRDB Server

HiRDB Server Version 9

vi




Abbreviations

Product name

HiRDB Server with Additional
Function

HiRDB Server with Additional Function Version 9

HiRDB/Parallel Server

HiRDB/Parallel Server Version 7

HiRDB/Parallel Server Version 8

HiRDB/Single Server

HiRDB/Single Server Version 7

HiRDB/Single Server Version 8

HiRDB Run Time or HIRDB Client

HiRDB/Run Time Version 7

HiRDB/Run Time Version 8

HiRDB/Run Time Version 9

HiRDB/Developer's Kit Version 8

HiRDB/Developer's Kit Version 9

HiRDB Developer's Suite Version 9

Intel VT Intel (R) Virtualization Technology
IPF Itanium(R) Processor Family
JP1 JP1 related products
JPVUAJS JPL/AJS - Agent JPL/Automatic Job Management System 2 - Agent”
JP1/Automatic Job Management System 3 - Agent
JPU/AJS - Manager JPL/Automatic Job Management System 2 - Manager”
JP1/Automatic Job Management System 3 - Manager
JPUAJS - View JPL/Automatic Job Management System 2 - View”
JP1/Automatic Job Management System 3 - View
JP1I/AJIS2 JP1/AJS2 - Agent JP1/Automatic Job Management System 2 - Agent
JP1/AJS2 - Light Edition JP1/Automatic Job Management System 2 - Light
Edition
JP1/AJS2 - Manager JP1/Automatic Job Management System 2 - Manager
JPU/AJIS2 - View JP1/Automatic Job Management System 2 - View

Vii



Abbreviations

Product name

JP1/AJS3 or JP1/AJS3 - Agent JP1/Automatic Job Management System 3 - Agent
JP1/AJS
JP1/AJS3 - Manager JP1/Automatic Job Management System 3 - Manager
JP1/AJS3 - View JP1/Automatic Job Management System 3 - View
JP1/AJS2 for Web Service JP1/Automatic Job Management System 2 for Web
Service
JP1/Cm2 JP1L/Cm2/ESA JP1/Cm2/Extensible SNMP Agent
JPL/ESP JP1/Extensible Service Probe

JP1/File Transmission Server/FTP

JP1 Version 9 JP1/File Transmission Server/FTP

JPY/IM JPYIM - Manager JP1/Integrated Management - Manager
JPYIM - View JP1/Integrated Management - View
JPL/ITRM JPY/ITRM - Manager JP1/IT Resource Management - Manager
JPUNETM/Audit JPLU/NETM/Audit - Manager
JP1/PFM JP1/Performance Management
JP1I/PFM JPY/PFM - JP/PFM - JP1/Performance Management - Agent Option for
Agent Agent for uCosminexus Application Server
Cosminexus
JPL/PFM - JP1/Performance Management - Agent Option for
Agent for Virtual Machine
Virtua
Machine
JP1/PFM - Base JP1/Performance Management - Base
JP1/PFM - Manager JP1/Performance Management - Manager
JP1/PFM - Web Console JP1/Performance Management - Web Console
JP1/SC/DPM JP1/ServerConductor/Deployment Manager Standard
Edition
L oadflowbal HA8000-i /L oadflowbal
Oracle, Oracle 119 ORACLE®) Oracle Database 11g(™)
or ORACLE

ORACLE®) Oracle Database 11g R2(™)

viii




Abbreviations

Product name

Process Modeler Process Modeler 5 for Microsoft(R) Visio Professional
Edition
SAPR/3 SAPR/3(R)
Service Architect uCosminexus Service Architect
Service Platform uCosminexus Service Platform
Struts Jakarta Struts 1.1
TMS-4V/SP Transaction Management System-4V/System Product
TMS-4V/SP/Server Transaction Management System-4V/System Product/
Server
TP1/Base uCosminexus TP1/Server Base
TP1/Client TPL/Client/J uCosminexus TPL/Client/J
TP1/Client/P uCosminexus TP1/Client/P
TP1/Client/W uCosminexus TP1/Client/W
TPL/COBOL TP1L/COBOL adapter for Cosminexus
adapter
TPLEE TP1/Server Base Enterprise Option
TP/ Web uCosminexus TPL/Web
UNIX AlX AIX V6.1
AIX V7.1

HP-UX or HP-UX (IPF)

HP-UX 11i V2 (IPF)

HP-UX 11i V3 (IPF)

Linux Linux (IPF)

Red Hat Enterprise Linux(R) 5 Advanced Platform (Intel
Itanium)

Red Hat Enterprise Linux(R) 5 (Intel Itanium)

Linux (x86/
AMD64 &
Intel EM64T)

Red Hat Enterprise Linux(R) 5 Advanced Platform
(AMD/Intel 64)

Red Hat Enterprise Linux(R) 5 (AMD/Intel 64)

Red Hat Enterprise Linux(R) 6 Advanced Platform (x86)




Abbreviations

Product name

Red Hat Enterprise Linux(R) 6 (AMD/Intel 64)

Red Hat Enterprise Linux(R) 6 (x86)

(AMD/Intel 64)

Red Hat Enterprise Linux(R) 6 Advanced Platform

Red Hat Enterprise Linux(R) Server 6 (32-bit x86)

Red Hat Enterprise Linux(R) Server 6 (64-bit x86_64)

Solaris Solaris 10

Solaris 10 (SPARC)

Solaris 10 (x64)

Solaris 9

Solaris 9 (SPARC)

VMware VMware ESX VMware(R) ESX

VMware Tools VMware(R) Tools
VMware vCenter Server VMware(R) vCenter Server

VMware vSphere Client

VMware(R) vSphere Client

XDM/RD E2

Version 2

# IPL/AJS2 might be used as a generic name.

As ageneric name, application server is used for both Application Server and

Devel oper.

For each version of Linux, the following abbreviations might be used.

Abbreviation

(ON]

Red Hat Enterprise Linux 5

Red Hat Enterprise Linux(R) 5 Advanced Platform (Intel Itanium)

Red Hat Enterprise Linux(R) 5 (Intel Itanium)

Red Hat Enterprise Linux(R) 5 Advanced Platform (AMD/Intel 64)

Red Hat Enterprise Linux(R) 5 (AMD/Intel 64)

Red Hat Enterprise Linux Server 6

Red Hat Enterprise Linux(R) Server 6 (32-bit x86)

Red Hat Enterprise Linux(R) Server 6 (64-bit x86_64)

Extensible Data Manager/Rel ational Database Extended




Java related abbreviations

Abbreviation

Javaterm

BMP Bean-Managed Persistence
BMT Bean-Managed Transaction
BOM Byte Order Mark

Connector 1.0

JPEE™ Connector Architecture 1.0

Connector 1.5

JEE™ Connector Architecture 1.5

DI

Dependency Injection

EAR

Enterprise Archive

EJB or Enterprise JavaBeans

Enterprise JavaBeans™

EJB QL

EJB™ Query Language

J2EE or Java 2 Platform, Enterprise
Edition

JPEE™

Java™ 2 Platform, Enterprise Edition

J2SE Java™ 2 Platform, Standard Edition

JAAS Java™ Authentication and Authorization Service
JAR Java™ Archive

Java Java™

Java 2 Runtime Environment, Standard
Edition

Java™ 2 Runtime Environment, Standard Edition

Java 2 SDK, or Java 2 SDK, Standard
Edition

Java™ 2 Software Development Kit, Standard Edition

JavaAPI

Java™ Application Programming Interface

JavaBeans

JavaBeans™

Java EE, or Java Platform, Enterprise
Edition

Java™ Platform, Enterprise Edition

JavaMail

JavaMail ™

Java SE

Java™ Platform, Standard Edition

Xi



Abbreviation

Javaterm

JavavM or VM Java™ Virtual Machine
JAX-WS Java™ API for XML-Based Web Services
JAXB

Java™ Architecture for XML Binding

JAXB or The Java Architecture for XML
Binding

The Java™ Architecture for XML Binding

JAXP or Java APl for XML Processing

Java™ API for XML Processing

JCA J2EE™ Connector Architecture
JCE Java™ Cryptography Extension
JDBC Java™ Database Connectivity
Jsc™
JDK Java™ Development Kit
JOK™
MS Java™ Message Service
IMX Java™ Management Extensions
JINDI Java Naming and Directory Interface™
NI Java™ Native Interface
JPA Java™ Persistence API
JPQL Java™ Persistence Query Language
JSF JavaServer ™ Faces Reference Implementation (RI) Version: 1.1_01
FCS
JsP JavaServer Pages™
1™
JSTL JavaServer Pages™ Standard Tag Library
JTA Java™ Transaction API
Jrs Java™ Transaction Service

il




Abbreviation

Java term

POJO Plain Old Java™ Object

SAAJ SOAP with Attachments API for Java™
Servlet or serviet Java™ Serviet

SMAP Source Map

WAR Web Archive

Abbreviations for general terms

The following table shows abbreviations used in this document for general terms.

Abbreviation

Term

ACL Access Control List

ACOS Advanced Core Operating System

AES Advanced Encryption Standard

API Application Programming Interface

ASCII American Standard Code for Information Interchange
BLOB Binary Large Object

BP Business Process

BPEL Business Process Execution Language

BPM Business Process Management

BPMN Business Process Modeling Notation

C14N Canonicalization

CA Certificate Authority

CMP Container-Managed Persistence

CMR Container-Managed Relationship

CMT Container-Managed Transaction

CoC Convention over Configuration

CORBA Common Object Request Broker Architecture
CPU Central Processing Unit

Xii




Abbreviation Term
CR Carriage Return
CRL Certificate Revocation List
CSR Certificate Signing Request
Css Cascading Style Sheets
csv Comma Separated Value
Cul Character User Interface
CVsS Concurrent Versions System
DAO Data Access Object
DB Database
DBMS Database Management System
DD Deployment Descriptor
DDL Data Definition Language
DES Data Encryption Standard
DIl Dynamic Invocation Interface
DIT Directory Information Tree
DMZ Demilitarized Zone
DN Distinguished Name
DNS Domain Name System
DOM Document Object Model
DoS Denial of Service
DSA Digital Signature Algorithm
DTD Document Type Definition
DTO Data Transfer Object
EIS Enterprise Information System
EL Expression Language
EOD Ease of Development
ERP Enterprise Resource Planning

Xiv




Abbreviation

Term

ESB Enterprise Service Bus

ETL Extract Transform Loading

EUC Extended UNIX Code

FAQ Frequently Asked Questions

FF Form Feed

FIFO First-In First-Out

FK Foreign Key

FLOPS Floating point number Operations Per Second
FQDN Fully Qualified Domain Name

FTP File Transfer Protocol

GC Garbage Collection

GIF Graphic Interchange Format

GMT Greenwich Mean Time

GPKI Government Public Key Infrastructure
GUI Graphical User Interface

HA High Availability

HMAC Hash based MAC

HNTRLib Hitachi Network Objectplaza Trace Library
HTML Hyper Text Markup Language

HTTP Hyper Text Transfer Protocol

HTTPS Hyper Text Transfer Protocol Security
1/10 Input/Output

IANA Internet Assigned Numbers Authority
ID Identifier

IDE Integrated Development Environment
I1OP Internet Inter-Orb Protocol

IS Internet Information Services

XV



Abbreviation

Term

IP Internet Protocol

IPF Itanium(R) Processor Family

ISAPI Internet Server Application Programming Interface
iSCSI Internet Small Computer System Interface
1SO International Organization for Standardization
IT Information Technology

v Initialization Vector

JS Japanese Industrial Standards

JSSE Java Secure Socket Extension

JST Japan Standard Time

JVMPI Java Virtual Machine Profiler Interface
VMTI Java Virtual Machine Tool Interface

LAN Local AreaNetwork

LB L oad Balancer

LDAP Lightweight Directory Access Protocol

LDIF LDAP Data I nterchange Format

LF Line Feed

LGPKI Local Government Public Key Infrastructure
MAC Message Authentication Code

MB/s Megabyte per Second

MBean Managed Bean

Mbit/s Megabit per Second

MDA Model Driven Architecture

MDB Message-Driven Bean

MHP Message Handling Program

MIB Management Information Base

MIME Multipurpose Internet Mail Extensions

XVi




Abbreviation

Term

MIPS Million Instructions Per Second

MTU Maximum Transmission Unit

MVC Model View Controller

NIC Network Interface Card

NTP Network Time Protocol

OAEP Optima Asymmetric Encryption Padding

OASIS Organization for the Advancement of Structured Information
Standards

oID Object Identifier

OLTP On-Line Transaction Processing

OoMG Object Management Group

ORB Object Request Broker

oS Operating System

OTM Object Transaction Monitor

TS Object Transaction Service

PIM Platform Independent Model

PK Primary Key

PKI Public Key Infrastructure

POA Portable Object Adapter

POP3 Post Office Protocol - Version 3

PSM Platform Specific Model

PTP Point-to-Point

QName Qualified Name

QoS Quality of Service

RAC Red Application Clusters

RAR Roshal Archive

RD orRDB Relational Database

Xvii



Abbreviation

Term

REST Representational State Transfer
RFC Request For Comments
RMD Reliable Messaging Destination
RMI Remote Method Invocation
RMS Reliable Messaging Source
RPC Remote Procedure Call
RSA Rivest, Shamir and Adleman
SaaS Software as a Service
SAN Storage Area Network
SAS Seria Attached SCS|
SAX Simple API for XML
SAX1 Simple API for XML 1.0
SAX2 Simple API for XML 2.0
SDK Software Development Kit
SEI Service Endpoint Interface
SFO Session Fail Over
SHA Secure Hash Algorithm
SMTP Simple Mail Transfer Protocol
SNMP Simple Network Management Protocol
SOA Service Oriented Architecture
SOAP Simple Object Access Protocol
eclnt andar ormance Evaluation Corporation Integer benchmar
Specl Standard Perf Evaluation C ion | benchmark
SPI Service Provider Interface
SPP Service Providing Program
ssh Secure Shell
SSL Secure Sockets Layer
SUP Service Using Program

Xviil




Abbreviation

Term

TCP Transmission Control Protocol

TCS Transaction Context Server

TLD Tag Library Descriptor

TLS Transport Layer Security

TrAX Transformation APl for XML

TSC Time Stamp Counter

TSV Tab Separated Values

UAC User Account Control

UAP User Application Program

UCS Universal multi-octet coded Character Set
UDDI Universal Description, Discovery and Integration
UML Unified Modeling Language

UNC Universal Naming Convention

uocC User Own Coding

URI Uniform Resource | dentifier

URL Uniform Resource L ocator

URN Uniform Resource Name

uTC Universal Time Coordinated

UTF UCS Transformation Format

UTF-8 8-bit UCS Transformation Format

VM Virtual Machine

W3C World Wide Web Consortium

WFA Work-Flow Architecture

WS Web Service

WSDL Web Services Description Language
WSDL4J Web Services Description Language for Java Toolkit
WS Web Services Interoperability

Xix



Abbreviation Term
WS-R Web Services Reliability
WST Web Standard Tools
WTP Eclipse Web Tools Platform
XML Extensible Markup Language
XPath XML Path Language
XSL Extensible Stylesheet Language
XSLT XSL Transformations

Conventions: KB, MB, GB, and TB
This manual uses the following conventions:
» 1KB (kilobyte) is 1,024 bytes.
1 MB (megabyte) is 1,0242 bytes.
. 1GB (gigabyte) is 1,0243 bytes.
« 1TB (terabyte) is 1,024% bytes.

XX
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Chapter

1. Cosminexus HTTP Server

This chapter gives an overview of Cosminexus HTTP Server.

1.1 Overview of HTTP Server
1.2 Features of Cosminexus HTTP Server



1. Cosminexus HTTP Server

1.1 Overview of HTTP Server

Cosminexus HTTP Server isaweb server for mission-critical systems used in
mission-critical environments such as main systems or business systems, including
those that perform transaction processing. Cosminexus HT TP Server supports
high-reliability systems by providing comprehensive maintenance and technical
Services.
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1.2 Features of Cosminexus HTTP Server

CosminexusHTTP Server is devel oped based on Apache HTTP Server, which ownsa
large share of the global server market. This manual describes the features supported
by Cosminexus HTTP Server.

The main features of Cosminexus HTTP Server are as follows:

User authentication and access security
Virtual host

Reverse proxy

Flow-restricting functionality

Valid period settings functionality
Header customization functionality
Executing CGI programs

Static contents cache functionality
Displaying directory index

Image map

Additionally, Cosminexus HTTP Server uses BSAFE(R) SSL-C, aproduct of EMC
Corporation, USA, and implements Secure Sockets Layer (SSL). Therefore,
Cosminexus HTTP Server can prevent data tampering, spoofing (spoofing of the
server from the client perspective, and spoofing of the client from the server
perspective), and tapping, and ensures the security of information.

Example of applying uCosminexus Application Server

Cosminexus HTTP Server is one of the products that makes up uCosminexus
Application Server.

The following shows an example of using Cosminexus HTTP Server.
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Figure 1-1: Example of using Cosminexus HTTP Server
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Chapter

2. Preparing, Starting, and Stopping
Cosminexus HTTP Server (UNIX
Version)

This chapter describes the points that you need to know before operating Cosminexus
HTTP Server and also explains how to start and stop Cosminexus HTTP Server.

2.1 System configuration to operate Cosminexus HTTP Server
2.2 Installing and uninstalling Cosminexus HTTP Server

2.3 Defining the operating environment

2.4 Starting and stopping
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2.1 System configuration to operate Cosminexus HTTP Server

The section describes the system configuration required to operate CosminexusHTTP
Server.

(1) Hardware configuration
(@) Server

For details about supported models, memory requirements, and disk space
requirements for Cosminexus HTTP Server, see the Release Notes document.

(b) Client
Therequired client isaterminal that can run a Web browser.

(c) Network

* Network such as Ethernet (mandatory)

» Domain name system server (optional)

» Load balancer (optional)

e SSL accelerator (optional)

» Firewall (optional)
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2.2 Installing and uninstalling Cosminexus HTTP Server

Cosminexus HTTP Server can be used after installing uCosminexus Application
Server.

The following are the procedures for installing and uninstalling uCosminexus
Application Server. For details, see the uCosminexus Application Server System Setup
and Operation Guide.

m Toinstall

Usethe Hitachi Integrated Installer. CosminexusHTTP Server will beinstalled in
the following directory:

/opt/hitachi/httpsd
m To uninstall
Use the Hitachi PP Installer.
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2.3 Defining the operating environment

This section describes the file that defines Cosminexus HTTP Server operations.
2.3.1 How to define the environment
(1) Directory configuration

The following figure shows the directory configuration when Cosminexus HTTP
Server isinstalled. Do not change this configuration:

Figure 2-1: Directory configuration

/
“opt
“hitachi
“httpsd Root directory
Fadmin
| bin Directory to store utilities for creating multi-server environments
| (httpsd.conf.org, hwsserveredit, hwsconfigedit)
Fbin Directory to store execution files (htpasswd, cosmippenv, cosmippenvc)
Fbuild Directory to store files to create modules
Fcgi-bin Directory to store CGI programs
conf Directory to store settings files (httpsd.conf, mime.types)
| Lssl Directory for SSL
| tcacert Directory to store CA certificates
| cacerts Directory for hash links of CA certificates
[ Ferl
| ~DER Directory to store CRLs (DER format)
| “PEM Directory to store CRLs (PEM format)
| —server Directory for server private keys and server certificates
Fhtdocs Directory for the default document root (index.html)
ficons Directory to store icon images
Finclude Directory to store header files
Hibexec Directory to store shared libraries
Hogs Directory to store log files and process ID files
Fmaintenance Directory for functionality that collects maintenance information
Fsbin Utilities for administrators (httpsdctl, logresolve, rotatelogs,
| rotatelogs2, crldownload, sslpasswd, hwstraceinfo,
| keygen, certutil)
Lservers Directory to create multi-server environments

(2) Configuration file

Thefilethat defines the operating environment of Cosminexus HTTP Server iscalled
aconfiguration file. You cannot specify full-width characters or Unicode
supplementary characters outside of comment lines in the configuration file.

The following table describes the application of thesefiles.
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Table 2-1: Application of the configuration files

File name Application Standard
Provision
httpsd.conf Thisfile defines the operating environment of CosminexusHTTP Y

Server with various directives. The System Administrator
manages thefile.

mime.types Thisfile defines the relationship between the file extension of Y
content and the content type (MIME type). The system
administrator manages thefile.

.htaccess The access control file defines access control. The end-user N
createsthisfileasrequired, under thedirectory for which accessis
to be controlled (The default file nameis. ht access).

Files specified | These files define the operating environment of Cosminexus N
in the Include HTTP Server by using directives. The system administrator
directive manages thefiles.

mod_jk.conf (redirector operating definition file for Cosminexus
HTTP Server) istypically one of these files. For details on
mod_jk.conf, see 9.3 mod_jk.conf (redirector operating definition
filefor Cosminexus HTTP Server)in the manua uCosminexus
Application Server Definition Reference Guide.

Legend:
Y: Provided.
N: Not provided.
The following figure shows the relationship between configuration files.
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Figure 2-2: Relationship between configuration files

Server

httpsd.conf

mime.types
TypesConfig conf/mime.types
ErrorLog logs/error_log
ScriptLog logs/script_log Log files
CustomLog logs/access_log -+-
TransferLog -+

Acce:ssFileName .htaccess ——¢

PidFile logs/httpd.pid

User Directory A .htaccess
directory
Directory B .htaccess
Directory C .htaccess
HTTP Server

Client
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2.3.2 How to define system parameters

This section describes how to define system parameters required for Cosminexus
HTTP Server. For details on the settings, see the manual of the OS that is used.

(1) Maximum size of the shared memory segment

In Cosminexus HTTP Server, the status information of the server process and the
internal trace information are collected in the shared memory. The OS contains a
system parameter that controls the maximum size of each segment of the shared
memory.

The size (in bytes) of the shared memory that is used in the status information of the
server processis400 KB, and thetraceinformationis't he MaxCl i ents directive
value x 7 KB'.Inthe system parameter of maximum size of the shared memory
segment, set avalue that is equal to or more than the above-mentioned value.

Thefollowing is an example of the system parameter. The type and contents of system
parameter in the OS differ based on versions of the used OS or kernel. For details on
the contents of system parameter and the setup method, see the manual of the OS that
is used.

In Linux(R)

Maximum size of the shared memory segment: ker nel . shnmax (/ et ¢/
sysct . conf)

In AIX and HP-UX (IPF)
Maximum size of the shared memory segment: shmmrax
(2) Maximum number of processes

The number of processes on the system and the number of processes for each user are
controlled by an OS system parameter. Out of the following processes, consider the
total number of start processesthat exist in the operating environment, and then set the
system parameter:

Control process
Number of start processes. 1

System parameters to be changed: Maximum number of processes for the user
who starts the Web server.

Server process
Number of start processes: Value specified in the MaxClients directive

System parameters to be changed: Maximum number of processes for the user
specified in the User directive.

CGl process

11
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When the execution of the CGI program is allowed, the CGI processisinvoked
from each server process when the request is processed.

Number of start processes. The value specified in the MaxClients directive

Number of system parametersto be changed: The maximum number of processes
for the user specified in the User directive.

gcache server

The gcache server starts when the SSL session management functionality is
enabled.

Number of start processes: 1

System parameters to be changed: The maximum number of processes for the
user specified in the User Directive.

rotatel ogs process

Start rotatel ogs process to divide log entries up by specific time periods.

Number of start processes. The number of rotatelogs programs specified in the
CustomLog, ErrorLog, HWSRequestL og, and TransferLog directives.

System parameters to be changed: Maximum number of processes for the user
who starts the Web server.

rotatel ogs2 process

Start rotatel ogs2 process to split the log entries up based on the log file size and
output them to multiple log files that wrap around when they all get full.

Number of start processes. The number of rotatelogs2 programs specified in the
CustomLog, ErrorLog, HWSRequestL og, and TransferLog directives.

System parameters to be changed: Maximum number of processes for the user
who starts the Web server.

For the process structure of Cosminexus HT TP Server, see the 4.1.1 Architecture of
Cosminexus HTTP Server process (UNIX Version).

The following is an example of a system parameter. The type and contents of system
parameter of the OS differ depending on the version of the OS or the kernel being used.
For details on contents of system parameters and setup method, see the manual of the
OS being used.

In Linux

Maximum number of processesfor the entire system: ker nel . t hr eads- max (/
etc/sysctl.conf)

Maximum number of processes per user: nproc (/ et ¢/ security/
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limts.conf)
In AIX
Maximum number of processes per user: maxupr oc
In HP-UX (IPF)
Maximum number of processes for the entire system: npr oc
Maximum number of processes per user: maxupr c
(3) Maximum number of files (Number of file descriptors)

The number of filesthat can be opened on the system, and the number of filesthat can
be opened by users are restricted depending upon the system parameters of the OS.
Consider the following file descriptors to be used in Cosminexus HTTP Server, and
then set the system parameters:

In Linux
Number of file descriptors =
(50+A xB+C+11l xCxD+8xE+(F+1) xG) x 1.2
In AIX
Number of file descriptors =
(50+AxB+C+3xCxD+5+(F+H)) x 1.2
In HP-UX (IPF)
Number of file descriptors =
(50+A xB+C+3xCxD+5xE+(F+H) xG) x 1.2
(Legend)

A: Number of specified Listen directives (When the Listen directive is not
specified: 1)

B: Number of IP addresses allocated to the host

C: Total number of specified CustomLog, ErrorL og, HWSRequestL og, and
TransferLog directives

D: When the rotatelogs or rotatel ogs2 program is used: 1; When neither program
isused: O

E: Number of concurrently executing CGI scripts (value specified for
MaxClients)

F: When SSL isused: 3; when SSL is not used: 2
G: Number of concurrently executing requests (value specified for MaxClients)

13
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H: When reverse proxy isused: 1; when reverse proxy is not used: 0

Also note that the number of file descriptors used in CGI programs or used in
external modules that are not a part of Cosminexus HTTP Server, are not
included.

(4) Example of system parameter definitions

14

The following is an example of a system parameter. The type and contents of the
system parameter in the OS differ according to the version of the OS or kernel being
used. For details on the contents of system parameters and the setup method, see the
manual of the OS being used.

In Linux

e Maximum number of files for the entire system: fs. fil e-max (/ et c/
sysctl. conf)

In AIX
In AlX, set the number of file descriptors that a process can open.

« Soft limit for the number of file descriptors that a user process can open at
once: nofil es

For nofiles, specify avalue equal to or greater than the calculated estimate.

< Hard limit for the number of file descriptors that a user process can open at
once: nofil es_hard

For nofiles_hard, specify avalue equa to or greater than the value specified for nofiles.
In HP-UX (IPF)
«  Maximum number of filesfor the entire system: nfil e

» dlnitia value for the logical maximum number of file descriptors per
process: maxfil es

For maxfiles, specify avalue equal to or greater than the calculated estimate.
« Physical maximum number of file descriptors per process. maxfiles_|im

For maxfiles_lim, specify avalue equal to or greater than the value specified for
maxfiles.
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2.4 Starting and stopping

This section explains how to start and stop Cosminexus HTTP Server.

2.4.1 Starting and stopping Cosminexus HTTP Server(Using
Management Server)

You can use Management Server to start or stop CosminexusHT TP Server. For details,
see 4.1.2 How to start the system or 4.1.4 How to stop the system in the manual
Cosminexus Application Server Operations Management Portal Operation Guide.

2.4.2 Starting and stopping Cosminexus HTTP Server (httpsdctl
command)

This section describes the httpsdctl command that starts and stops CosminexusHTTP
Server.

(1) Format

/opt/hitachi/httpsd/sbin/httpsdctl {start | stop | restart | graceful |
graceful stop | configtest | hel p}

(2) Options
m start

Thisoption starts CosminexusHT TP Server. If you are using an encrypted private
key for SSL, arequest to enter the private key password is displayed when starting
Cosminexus HTTP Server.

m stop
This option stops Cosminexus HTTP Server.
m restart

This option restarts Cosminexus HTTP Server (server restart). End the running
server processes immediately. After all the server processes end, restart
Cosminexus HTTP Server. When you restart Cosminexus HTTP Server, the
change in the value specified in the MaxClients directive is not applied, and the
valuethat isset earlier will continueto beused. If you changed the value specified
in the Listen directive and the settings for the private key used in SSL
communication (that is, the SSL CertificateK eyFile directive), stop and restart
Cosminexus HTTP Server.

15
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m graceful

Restart Cosminexus HTTP Server. End the running server processes, and then
stop the server. Start the server process with a new configuration file when
required. When you restart Cosminexus HT TP Server, the changein thevaluethat
is specified in the MaxClients directive is not applied, and the value that is set
earlier will continue to be used. If you changed the value specified in the Listen
directive and the settings for the private key used in SSL communication (that is,
the SSL CertificateKeyFile directive), stop and restart Cosminexus HTTP Server.

gracefulstop

This option stops Cosminexus HTTP Server. End the running server processes,
and then stop the server. If you do not end the running processes, the processes
will end when the waiting time specified in the HWSGraceful StopTimeout
directive ends.

configtest

Thisoption checksthe configuration file syntax. If thereisasyntax error, an error
message is displayed on the screen. If you specify the conf i gt est option,
Cosminexus HTTP Server will not start.

help
This option displays the httpsdctl help.

(3) How to confirm the start

To confirm the start of Cosminexus HTTP Server, check the control process. For
details, see (3) Monitoring the control process of 4.1.3 Operation management.

(4) Example of usage

Thefollowing example starts Cosminexus HT TP Server. If you are using an encrypted
private key, enter the password.

[ opt/hitachi/httpsd/sbin/httpsdctl start

Enter PEM pass phrase:

(5) Notes

16

When you stop the Web server with ht t psdct| st op and gr acef ul st op, if
the configuration file of Cosminexus HTTP Server is not correctly defined, an
error will occur in the httpsdctl execution and the Web server will not stop.

When you restart the Web server with ht t psdct| restart andgraceful , if
the configuration file of Cosminexus HTTP Server is not defined correctly, an
error will occur in the httpsdctl execution and the Web server will not restart.

When you start, restart, and stop Cosminexus HT TP Server with the httpsdctl
command, the message showing the completion of start and stop is not output.
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2.4.3 Starting Cosminexus HTTP Server (httpsd command)

You can also use the httpsd command to start Cosminexus HTTP Server. Normally,
you do not use thismethod. You use thismethod to specify anht t psd. conf filename
other than the default name or to specify theroot directory and the ht t psd. conf file
when starting the server.

If you are using an encrypted private key for SSL, arequest to enter the private key
password is displayed when starting Cosminexus HTTP Server.

(1) Format

/opt/hitachi/httpsd/sbin/httpsd [[-d directory] [-f fileenameg] [-R directory] | -v
| -t]

(2) Options
m -ddirectory

You can specify the default value used when the ServerRoot directive is not
specified in the configuration file.

m -f file-name

You can specify the ht t psd. conf file. Specify theht t psd. conf file with the
absolute path or the relative path from the value specified in the ServerRoot
directive.

m -Rdirectory

This option specifiesthe absol ute path of the directory storing the DSO execution
library.

n -V

This option displays the version information. If you specify this option,
Cosminexus HTTP Server will not start.

m -t

Thisoption checksthe configuration file syntax. If thereisasyntax error, an error
message will be displayed on the screen. If you specify this option, Cosminexus
HTTP Server will not start.

(3) How to restart
You can usetheki | | command to restart Cosminexus HTTP Server:

kill {-HUP | -USR1} °cat PidFile-directive-specified-value

17
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m -HUP

Restart aswhen using ther est art option of the httpsdctl command.
m -USR1

Restart as when using the gr acef ul option of the httpsdctl command.
m PidFile-directive-specified-value

Specify avalue (file name) that is specified in the PidFile directive.

(4) How to end

When you use the httpsd command to start Cosminexus HTTP Server, execute the
following command to end the process and stop Cosminexus HTTP Server:

kill {-TERM| -USR2} "cat PidFile-directive-specified-value

m -TERM
Stop as when using the st op option of the httpsdctl command.
m -USR2
Stops as when using the gr acef ul st op option of the httpsdctl command.

(5) How to confirm the start

To confirm the start of Cosminexus HTTP Server, check the control process. For
details, see (3) Monitoring the control process of 4.1.3 Operation management.

2.4.4 Operation by general user account

18

For Cosminexus HTTP Server, normal operation is assumed to be operation by the
superuser.

When Cosminexus HTTP Server isinstalled, various settings are configured for
operation by the superuser.

Thus, when users other than the superuser (hereafter referred to as general users)
operate Cosminexus HTTP Server, they need to change the settings file for
Cosminexus HTTP Server and settingsin related directories and files. For some
functionality in CosminexusHT TP Server, some operations arerestricted from general
users.

This section describes the differences between the superuser and general users, and
methods to create an environment for general users to operate Cosminexus HTTP
Server, and the restrictions thereof.
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(1) Permissions for each process

Thefollowing tableliststhe permissions of each processfor operation by the superuser
or general users.

Table 2-2: Permissionsfor each process

No. Process Operation by the superuser Operation by
general users

1 Control process Superuser General user

2 rot at el ogs and
rot at el ogs2 processes

3 Server process Users or groups specified in the User and
Group directives

4 CGlI process

5 gcache server

(2) Differences between the superuser and general users in UNIX

In UNIX, unlike general users, the superuser has system administrator permissions.
The following table lists examples of the differences between the superuser and

general usersin UNIX.
Table 2-3: Table Example differences between the superuser and general users

in UNIX
No. Item Superuser General user
1 Can stop processes that were started by users? Yes No
2 Can open well-known ports (ports 1023 and Yes No
lower)?
3 Can accessfilesthat do not explicitly have read or Yes No
write permissions?

If ageneral user operates Cosminexus HTTP Server, because the control processin

Cosminexus HTTP Server operates with general user permission, the behavior in this
case might differ from operation by the superuser. Therefore, if ageneral user operates
Cosminexus HTTP Server, the user needs to create an environment while considering

the differences with the superuser.

(3) Changing resource owners and groups

In UNIX, you can change resource owners and groups for content and settingsfilesfor
Cosminexus HTTP Server, and for files and directories accessed by Cosminexus

HTTP Server during operation.

19



2. Preparing, Starting, and Stopping Cosminexus HTTP Server (UNIX Version)

At the minimum, you will need to change the resources under theinstallation directory
(/ opt / hi t achi / ht t psd).

If you want to restore resource owners and groups to the previous settings, save the
owners and groups for the current resources before making changes.

The superuser can save owners and groups. The following is an example of how to do
this.

Example:

For the resources under the/ opt / hi t achi / ht t psd directory, create alist of owners
and groups.

I's laR /opt/hitachi/httpsd

The superuser can change owners and groups. The following is an example of how to
do this.

Example:

For the resources under the/ opt / hi t achi / ht t psd directory, change the owner
(hwsuser ) and the group.

chown R hwsuser: hwsgroup /opt/hitachi/httpsd

(4) Starting httpsd

Use the general user who operates Cosminexus HTTP Server to start ht t psd.
To stop or restart ht t psd, use the general user who started ht t psd.

(5) Restrictions

20

The commands below cannot be operated by general users. Operate these commands
as the superuser.

e crl downl oad

e htpasswd

* hwscol | ect

* hwsserveredit
* | ogresolve

e sslccert

e ssl ckey
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* ssl passwd

In operation by general users, the following directives cannot be specified. Any
directive specified by general usersisignored.

* Group
o User

In operation by general users, well-known ports (ports 1023 and lower) cannot be
opened.

Be careful when specifying the port number in the following directives:
* Listen
* Port
» SSL CacheServerPort
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Chapter

3. Preparing, Starting, and Stopping
(Windows Version)

This chapter describes the points that you need to know before operating Cosminexus
HTTP Server and also explains how to start and stop Cosminexus HTTP Server.

3.1 System configuration to operate Cosminexus HTTP Server
3.2 Ingtalling and uninstalling

3.3 Definition files of operating environment

3.4 Starting and stopping
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3.1 System configuration to operate Cosminexus HTTP Server

This section describesthe system configuration required to operate CosminexusHT TP
Server.

(1) Hardware configuration
(@) Server

For details about supported models, memory requirements, and disk space
requirements for Cosminexus HTTP Server, see the Release Notes document.

(b) Client
Therequired client isaterminal that can run a Web browser.

(c) Network

* Network such as Ethernet (mandatory)

» Domain name system server (optional)

» Load balancer (optional)

e SSL accelerator (optional)

» Firewall (optional)

(2) Notes on using Cosminexus HTTP Server in Windows

(@) Notes on executing commands

To run Cosminexus HTTP Server on Windows 7, Windows Vista, Windows Server
2008 R2, or Windows Server 2008, you need to execute all commands in this manual
with Administrator permissions. Execute the Cosminexus HT TP Server commands by
using an elevated command prompt. (The window title for an elevated command
prompt is Administrator: Command Prompt.) Open the Administrator Command
Prompt by using the functionality provided in the OS.

(b) Notes on updating settings files

When you update settings files of Cosminexus HTTP Server in Windows 7, Windows
Vista, Windows Server 2008 R2, or Windows Server 2008, be sure to execute the
update program with Administrator permissions.

24
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3.2 Installing and uninstalling

Cosminexus HTTP Server can be used by installing uCosminexus Application Server.

The following are the procedures for installing and uninstalling uCosminexus
Application Server. For details, see the uCosminexus Application Server System Setup
and Operation Guide.

m Toinstall

Usethe Hitachi Integrated Installer. CosminexusHTTP Server will beinstalled in
the following directory:

<Cosminexus-installation-directory>\httpsd
m To uninstall
Use the Hitachi PP Installer.

25
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3.3 Definition files of operating environment

This section describes configuration files that define Cosminexus HTTP Server
operations.

(1) Directory configuration

The following figure shows the directory configuration when Cosminexus HTTP
Server isinstalled. Do not change this configuration.

Figure 3-1: Directory configuration

Application Server installation directory

“hitpsd Root directory (httpsd.exe)
Fadmin
| “bin Directory for storing multiple server environment generation utilities
| (httpsd.conf.org, hwsserveredit.exe, hwsconfigedit.exe)
Fbin Directory for storing executable files (htpasswd.exe)
f-cgi-bin Directory for storing CGI programs
Fconf Directory for configuration files (httpsd.conf, mime.types)
| Lssl Directory for SSL
tcacert  Directory for storing CA certificates

| FDER Directory for storing CRLs (in DERs)
| “PEM  Directory for storing CRLs (in PEMs)
| Lserver  Directory for the server private keys and server certificates

|
| Ferl
|
|

Fhtdocs Default document root directory (index.html)

fHcons Directory for storing icon images

Finclude Directory for storing header files

FHibexec Directory for shared libraries

Hibldap Location in which the LDAP libraries are stored

Fogs Directory for storing logs and process ID files

Fmodules Directory for storing modules (mod_hws_ldap.so, mod_proxy.so,

| mod_expires.so, mod_headers.so, mod_hws_cache.so,

| mod_hws_qos.so, mod_proxy_http.so)

f-sbin Utilities for administrators (logresolve.exe, rotatelogs.exe,

| rotatelogs2.exe, crildownload.exe, sslpasswd.exe, hwstraceinfo.exe,
| keygen.exe, certutil.exe)

“servers Directory for generating multi-server environments

(2) Configuration file

Thefilethat defines the operating environment of Cosminexus HTTP Server iscalled
aconfiguration file. You cannot specify full-width characters or Unicode
supplementary characters outside of comment lines in the configuration file.

The following table describes the application of thesefiles.

26
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Table 3-1: Application of the configuration files
File name Application Standard
Provision

httpsd.conf Thisfile defines the operating environment of CosminexusHTTP Y
Server with various directives. The System Administrator
manages thefile.

mime.types Thisfile defines the relationship between the file extension of Y
content and the content type (MIME type). The system
administrator manages thefile.

.htaccess The access control file defines access control. The end-user N
createsthisfileasrequired, under thedirectory for which accessis
to be controlled (The default file nameis. ht access).

Files specified | These files define the operating environment of Cosminexus N

in the Include HTTP Server by using directives. The system administrator

directive manages thefile.
mod_jk.conf (redirector operating definition file for Cosminexus
HTTP Server) istypically one of these files. For details on
mod_jk.conf, see 9.3 mod_jk.conf (redirector operating definition
filefor Cosminexus HTTP Server) in the manual uCosminexus
Application Server Definition Reference Guide.

Legend:
Y: Provided.

N: Not provided.
The following figure shows the relationship between the configuration files.
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Figure 3-2: Relationship between configuration files

Server

httpsd.conf

mime.types
TypesConfig conf/mime.types
ErrorLog logs/error_log
ScriptLog logs/script_log Log files
CustomLog logs/access_log -+-
TransferLog -+

Acce:ssFileName .htaccess ——¢

PidFile logs/httpd.pid

User Directory A .htaccess
directory
Directory B .htaccess
Directory C .htaccess
HTTP Server

Client
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3.4 Starting and stopping

This section explains how to start and stop Cosminexus HTTP Server.
3.4.1 Starting and stopping Cosminexus HTTP Server

When you install Cosminexus HTTP Server, it isregistered in the system as a service
called Cosminexus HTTP Server. The server is registered as a service to be started
manually. the service does not start automatically when the OSis started.

To start, stop, and restart Cosminexus HTTP Server, you can use any of the following
methods:

e Starting, stopping, and restarting the service from Management Server
e Starting and stopping as a service from the Control Panel
e Starting, stopping, and restarting from the Command Prompt

When executing Cosminexus HTTP Server as a service, the user account will be
"Local System" at thetime of installation. Cosminexus HT TP Server including the CGlI
program and the API connection module is executed by this user account. For
operation by other user accounts, see 3.4.2 Operation by general user accounts.

(1) Starting, stopping, and restarting the service from Management Server

For details, see 4.1.2 How to start the system or 4.1.4 How to stop the systemin the
manual Cosminexus Application Server Operations Management Portal Operation
Guide.

(2) Starting and stopping as a service from the control panel

Open the Service window from the Control Panel, select CosminexusHT TP Server,
and then click the Start button to start Cosminexus HTTP Server, or click the Stop
button to stop CosminexusHT TP Server. You cannot restart CosminexusHTTP Server
from the Service window.

(3) Starting, stopping, and restarting from the Command Prompt
Enter the ht t psd command from the command prompt. The ht t psd command is

coded below:

(&) Format
" <Cosminexus-installation-directory>\ ht t psd\ ht t psd. exe" [[-d directory] [-f file-nameg] [
[-n "Servicename'][-k {start | stop | restart | gracefulstop | install |
uninstall} 1 1| -v | -t ]
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(b) Options

-d directory

Usethis option to set the default value used when the ServerRoot directive is not
specified in the configuration file.

-f file-name

Use this option to specify the ht t psd. conf file. Specify the file name with an
absolute path, or with arelative path from the specified value of the ServerRoot
directive.

-n "Service-name”

Usethis option to specify the service name of Cosminexus HT TP Server. Specify
the service name within " (quotation marks). You can specify amaximum of 128
charactersin the service name. Specify the service namein ASCII code. You
cannot specify the following charactersin the service name:

"¥' '™ control codes, and multi-byte characters
The default value of the service nameis Cosni nexus HTTP Server.

If you specify this option, you a so need to specify the - k option.
-k start

Use this option to start Cosminexus HTTP Server. Whenthe-n " Ser vi ce
name" is specified, the corresponding service starts.

-k stop

Use this option to stop Cosminexus HTTP Server. Whenthe-n " Servi ce
name" is specified, the corresponding service stops.

-k restart
Use this option to restart Cosminexus HTTP Server.
-k gracefulstop

Use this option to stop Cosminexus HTTP Server. The option stops the server
after ending the running server threads. If running server threads do not end, the
server threads will end when the waiting time specified in the

HW SGraceful StopTimeout directive ends.

-k install

Use this option to register Cosminexus HTTP Server asa service. Whenthe - n
"servi ce name" isspecified, the corresponding serviceis registered. When
registering the service, the startup type will be ‘Manual'. When Cosminexus
HTTP Server starts as a service, it sets the default value of the ServerRoot
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directive to the path specified in the ht t psd. exe command or to the value
specified in the - d option.

m -k uninstall

Use this option to delete Cosminexus HT TP Server from the service. When the
-n "service nane" isspecified, the corresponding service is deleted. If the
serviceisrunning, first stops the service and then deletes the service.

n -V

Use this option to display the version information. Cosminexus HTTP Server
does not start when you specify this option.

m -t

Usethis option to check the configuration file syntax. If thereisasyntax error, an
error message is displayed on the screen. Cosminexus HTTP Server does not start
when you specify this option.

(4) Operating Cosminexus HTTP Server from a remote machine using the
terminal service

By using the terminal service functionality in Windows 7, Windows Vista, Windows
XP Professional, Windows Server 2008 R2, or Windows Server 2008, you can start
and stop Cosminexus HTTP Server, or execute commands on the server computer
from aremote machine.

For details on operating aterminal service, see the OS manual.

(5) Notes

When Cosminexus HTTP Server is stopped from Control Panel, or by the- k st op
option executed from acommand prompt, if aserver thread isrunning, it will stop after
waiting up to 30 seconds.

3.4.2 Operation by general user accounts

When executing Cosminexus HTTP Server as a service, the user account is
L ocal System at the time of installation. Cosminexus HT TP Server, including CGlI
programs and the API connection module, is executed by this user account.

This section describes how to operate Cosminexus HTTP Server by using a genera
user account to which only permissions required for operation have been set, without
belonging to a group that has various permissions.

(1) Creating a general user account

This section describes how to create ageneral user account to start CosminexusHTTP
Server service.

How to create a general user account
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1

From the Control Panel, open Administrative Tools, and then Computer
M anagement.

In Computer M anagement, open System Tools, L ocal Usersand Groups, and
then Users.

From the Action menu, select New User, and then enter the necessary
information.

Be sure to enter a password. Also, specify whether the password never expires.

By default, group settings are added to a created general user account. Execute the
following procedure to del ete the group settings.

How to delete group settings

1

3.
4,

From the Control Panel, open Administrative Tools, and then Computer
M anagement.

In Computer M anagement, open System Tools, L ocal Usersand Groups, and
then Users.

Show the Properties of the new user, and then display the M ember Of tab.
Delete the registered groups.

(2) Assigning the user permissions

This section describes how to assign user permissions to the created general user
account.

How to assign user permissions

1

From the Control Panel, open Administrative Tools, and then L ocal Security
Palicy.

Open Security Settings, Local Policies, and then User Rights Assignment.
Double-click Log on as a Serviceto open it.

Click the Add user or group button, and then add the corresponding user
account.

Even if you do not explicitly specify the L og on as a Service permission, the
permission is automatically added to the general user that changed the service logon
account. For details about changing the service logon account, see (3) Changing the
service logon account.

(3) Changing the service logon account

This section describes how to change the Cosminexus HTTP Server service logon
account to the general user account.

How to change the service logon account
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From the Control Panel, open Administrative Tools, and then Services.

Display the Properties of the CosminexusHT TP Server service, and then open
the Log On tab.

3. Select the Thisaccount radio button, and then specify the general user account.
Enter the password that you specified in (1) Creating a general user account
correctly.

(4) Specifying access permissions for directories and files

Add full control permissions for the created general user account to the access
permissions for directories and files that Cosminexus HT TP Server accesses.

(5) Starting the service

Start the Cosminexus HT TP Server service by using an account that permission to start
services. The general user account does not this permission.

(6) Notes

Tousethehwst r acei nf o command, executeit from ageneral user account specified
in (3) Changing the servicelogon account. You cannot execute the command by using
auser account with Administrators permissions.
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Chapter
4. How to Operate the System

This chapter explains how to set up a Web server environment using directives and
commands according to operations.

4.1 Relationship between processes and directives of Cosminexus HTTP Server
4.2 Collecting logs

4.3 Setting up avirtual server machine (virtual host)

4.4 Executing the CGI program on the Web server

4.5 User authentication and access control

4.6 Displaying thefile name list

4.7 Setting the reverse proxy

4.8 Displaying the operation status (Status information display)

4.9 Flow-restricting functionality

4.10 Header customization functionality

4.11 Functionality to set expiry date

4.12 Static contents cache functionality

4.13 Generating multiple Web server environment (hwsserveredit command)
4.14 Image map

4.15 |Pv6 connections

4.16 Integration with an application server
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4.1 Relationship between processes and directives of Cosminexus
HTTP Server

This section describes the relationship between processes and directives of
Cosminexus HTTP Server.

4.1.1 Architecture of Cosminexus HTTP Server process (UNIX
Version)

(1) Process architecture
The following figure shows the architecture of Cosminexus HTTP Server process.
Figure 4-1: Architecture of Cosminexus HTTP Server process (UNIX Version)

oS HTTP Server

TCP/IP L Control process

Connection from
clients

Listen queue

Startup and monitoring
— Content
—>
Listen Server process# >
CGl process
Server process# >
Application
4 server
7 Server process
API connection modulg >
ListenBackLog #
StartServers
MaxClients
MaxSpareServers

MinSpareServers
MaxRequestsPerChild
HWSKeepStartServers

When you start Cosminexus HT TP Server, the control process starts. The control
process startsthe server processto processtherequest, and monitorsthe server process
operations. Initialy, the control process generates the number of server processes
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specifiedin the StartServersdirective. Later, the control processincreases or decreases
the number of server processes based on values specified in the MinSpareServers and
MaxSpareServers directives. The MaxClients directive specifies the maximum value
for number of server processes. The control process manages the increase or decrease
in the number of server processes. This processis called maintenance.

The OS receives the TCP connection of client, from the |P address and port specified
inthe Listen directive, and reserves the connection in the Listen queue of OS. You can
specify the size of the Listen queue in the ListenBacklog directive. The TCP
connection that cannot be stored in the Listen queue is not established. One of the
server processes picks up a TCP connection stored in the Listen queue and performs
the processing.

One server process acceptsasingle TCP connection and performsthe processing. One
server process ends after processing the number of HTTP requests specified in the

M axRequestsPerChild directive. In such a case, the control process generates a new
server process and continues processing.

Thecontrol processisoperated by user and group permissionswith which Cosminexus
HTTP Server is started. The server process is operated with user and group
permissions specified in the User and Group directives. For both, control processes
and server processes, the process name (execution program name) isht t psd. The
process ID of the control processis output to the file specified in the PidFile directive.

(2) Transition of number of processes

To avoid the load concentration on the server, the maintenance generates 2™ server
processes (n isthe number of continuous maintenance executions, wheren =6 if
number of processes is more than or equal to 6) in one second. The server processes
are generated until the number of waiting processes specified in the MinSpareServers
directive can be processed, or the number of all processes equals the number specified
inthe MaxClientsdirective. When 8 or more server processes are generated inasingle
maintenance, an error islogged (info level).

If the request processing ends, the state of the server process changes to the waiting
state. If processesin the waiting stateincrease, only the number of processes specified
in the MaxSpareServers directive remains during maintenance and other server
processes are terminated.

(@) Notes

» Specify alarge value in the StartServers directive, in the cases such as you must
process alarge number of requestsimmediately after starting or restarting the
Web server.

» The number of the processes generated after the Web server starts are controlled
depending upon the MaxSpareServers and the MinSpareServers directives, and
hence the specified valuein the StartServersdirective becomesirrelevant (except
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when the HWSK eepStartServers directive is set to On). Specify the
MinSpareServersand the MaxSpareServers directivesfor preparing the processes
in waiting state such that they can handle the sudden increase in number of
reguests. If error logging (info level) occurs frequently in the maintenance
process, adjust the values of these directives to increase the number of waiting
processes.

If many server processes are always kept in the waiting state, concurrent
connection requests from many clients can be received. However, you need to
take precaution because that much server resources will be consumed.

When the CPU is overloaded with CGI programs, you need to set asmall value
in the MaxClients directive to stop receiving requests. If al the processes
specified in the MaxClients directive are being processed, therequestsare held in
queue depending upon the ListenBacklog directive specification.

A server process ends after processing the number of requests specified in the

M axRequestsPerChild directive. However, if the MaxRequestsPerChild directive
isset to 0, the server process does not end with the request process count. If there
are chances of memory leakage in the application programs created by the
end-user, the specification of the MaxRequestsPerChild directiveis applied.

When an abnormal termination signal is sent to the server process (even when a
failure occursin APl connection module), the process outputs information about
the abnormal termination to the error log (notice level). An error log of notice
level is output regardless of the LogL evel directive specification.

When you want to always keep the number of server processes specified in the
StartServers directive running regardless of the number specified in the
MaxSpareServers and MinSpareServers directives, set the
HWSKeepStartServersdirective to On. If the server process count isless than the
number specified in the StartServers directive, the Web server generates new
processes to arrive at the specified number.

If you stop Cosminexus HTTP Server, the files specified in the PidFile directive
are deleted. However, when Cosminexus HTTP Server isforcibly stopped by
something other than the program, for exampl e, the machineis shut down without
stopping Cosminexus HTTP Server, the files specified in the PidFile directive
remain undeleted. Starting Cosminexus HTTP Server again might result in a
failure. If thefiles specified in the PidFile directive are present while Cosminexus
HTTP Server isnot running, delete the files before restarting CosminexusHTTP
Server.
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(b) Example of transition of number of processes

Thefollowing figure shows an examplefor the transition of number of processeswhen
the specification of HWSK eepStartServersis O f .

m Specified values of directives (when HWSK eepStartServersisset to O f )
Start Servers 8
MaxSpar eServers 10
M nSpar eServers 5
MaxCl i ents 15
HWSKeepSt art Servers O f
MaxRequest sPer Chi | d 10000
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KeepAlive Of

Figure 4-2: Anexample of transition of number of processes (when
HWSK eepStartServersisset to Of f )

MaxClients Kumber:of
umber o
0 ) 19 : 5+ processes
Start StartServers Start number of processes specified in
-—————————— "

the StartServers directive.

A process is generated, since the number of waiting
4 Requests MinSpareServers processes are less than the number of processes of
-+

Process the MinSpareServers.
request

The number of processes does not change, since the
number of waiting processes is less than the number
of processes of MaxSpareServers.

4 Requests
Process end

14 Requests Number of waiting processes becomes less
than MinSpareServers, but processes are
Process end not generated that exceed MaxClients.

13 Requests| MaxSpareServers " The waiting processes that exceed

Process end e o MaxSpareServers are cancelled.

7 Requests . . The numbers of waiting processes are
Process .MmSpareServers. less than the number of processes of
request MinSpareServers, so two processes

are generated.

8 Requests s MaxSpareServers A= Waiting processes that exceed

Process end|[™ l MaxSpareServers are cancelled.

6 Requests MinSpareSenfers| One process is generated, since the number of
Process -+——————» waiting processes are less than the number of
request processes of MinSpareServers.

5 Requests MinSpareServers When 5 excess processes are ended as per the

Process end “"""_'_*—‘"""_ settings of MaxRequestsPerChild, the processes
decrease irrespective of the MaxSpareServers
specifications.

Legend: . Waiting process

: Ongoing process

The following figure shows an example of transition of number of processes when
HWSK egpStartServersis set to On.

m Specified values of directives (when HWSK eepStartServersis set to On)
Start Servers 8
MaxSpar eServers 10
M nSpar eServers 5
MaxC i ents 15
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Figure 4-3: An example of transition of number of processes (when

HWSK egpStartServersis set to On)

MaxClients Nirberch
umber o
0 5 10 15* processes
Start StartServers | Start number of processes specified in the
< > StartServers directive.

4 Requests - One process is generated, since numbers of waiting
pm?:ess Mﬂf{i processes are less than the number of processes of
request MinSpareServers.

4 Requests Numbers of the processes are not changed, since the

Process end number of waiting processes are less than the

number of processes of the MaxSpareServers.

14 Requests Number of waiting process becomes less
Process than MinSpareServers, but process is not
request generated to exceed the MaxClients.

13 Requests M éxSpareSeNers The waiting processes that exceed the

Process end [ ®  MaxSpareServers are cancelled.

7 Requests Numbers of waiting processes are
Process MinSpareServers = less than the number of processes of

- )
request the MinSpareServers, so two
processes are generated.

8 Requests | _ MaxS.pareSe.rvers Al Waiting processes that exceed the

Processend | ;58 MaxSpareServers are cancelled.

6 Req.uests N . One process is generated, since the number
Process MinSpareServers  of waiting processes are less than the number
request of processes of the MinSpareServers.

When 5 processes are ended according to the
5 Requests MinSpareServers settings of the MaxRequestsPerChild, the processes
-

Process end

Legend:

: Waiting process

: Ongoing process

decreases irrespective of the MaxSpareServers
specifications.

After that, according to the specifications of the
HWSKeepStartServers, the processes are generated
up to number of processes specified in the
StartServers.
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4.1.2 Architecture of Cosminexus HTTP Server process (Windows
Version)

42

The following figure shows the architecture of Cosminexus HTTP Server process.
Figure 4-4: Cosminexus HTTP Server process architecture (Windows Version)

03 HTTP Server
TCP/IP Control process D
romolents | Lo Starup and
HueUS monitoring | SETVer process

> Main thread Content
—> %
Listen p» Server thread > @
Accept
thread
y > | | Server thread ‘CG_I process
[ Ll
Server thread
Application
vV E server
> API
connection >
module
1
ListenBacklog HWSMaxQueueSize ThreadsPerChild

When you start Cosminexus HT TP Server, the control process starts. The control
process starts the server process and monitorsthe server process operations. When the
server process starts, the main thread al so starts simultaneously. The main thread starts
an accept thread to receive requests and starts the request processing server threads
equal to the number specified in the ThreadsPerChild directive.

The OS accepts TCP connection of aclient, through the | P address and port specified
inthe Listen directive, and reservesthe connection in the Listen queue of OS. You can
specify the size of Listen queue in the ListenBacklog directive. The TCP connection
that cannot be stored in the Listen queueisnot established. Theaccept thread accepts
the TCP connection from the Listen queue and registers the connection in the request
gueue with the size specified in the HWSMaxQueueSize directive. One of the server
threads picks up this connection, and then receives and processesthe HTTP request. If
the TCP connection cannot be stored in the request queue as the TCP connection
exceeds the HWSMaxQueueSize directive value, theaccept thread closesthe TCP
connection.
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You cannot increase or decrease the number of server threads.
4.1.3 Operation management

This section describes the principles of persistent connection operation and time
monitoring functionality required to manage the operational conditions of server
process (server thread for Windows Version).

(1) Persistent connection (KeepAlive)

In persistent connection (KeepAlive) functionality, the TCP connection does not
disconnect even after responding to client request, and waits for the next request from
the same client.

You can use this functionality by setting the KeepAlive directive to On, and when the
client isresponding. When the client sends multiple requests continuously, the
response time can be reduced, since the TCP connection is not disconnected.

When waiting for the next request, the server processes are occupied in the client, but
you can set the waiting time with the KeepAliveTimeout directive. In the

MaxK eepAliveRequests directive, specify how many times a singe client can process
the requests with a persistent connection.

(2) Time monitoring

You can monitor the time based on the value set in the Timeout directive in the
following cases:

When receiving requests from the client (after the connection is established and
the HTTP protocol is received)

When sending a response to the client

When sending arequest to the CGI program

After sending a request to the CGI program until aresponseisreceived
When receiving a response from the CGI program

Thewait time after receiving aresponse from a CGl program until the 1/O pipeis
closed

When sending a request to a back-end server if areverse proxy is used

From the time arequest is sent to aback-end server until aresponseisreceived if
areverse proxy is used

When receiving a response from a back-end server if areverse proxy is used

(3) Monitoring the control process

If you monitor the process of the ID that is output to the file specified in the PidFile
directive, you can monitor Cosminexus HTTP Server control process. The process
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name (execution program name) to be monitored isht t psd. exe in the Windows
version, and ht t psd inthe UNIX version.

When you monitor the control process, always confirm that the process of the ID
stored in thefile specified with PidFile directiveis Cosminexus HT TP Server process.
To confirm that the processisa Cosminexus HTTP Server process, make sure that the
execution program name of the processisht t psd. exe in Windows version, and

ht t psd in UNIX version.
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4.2 Collecting logs

For the meaning of output messages, see 23. Messages output by Web Server
(Cosminexus HTTP Server) and 26. KAWS (Audit Log Messages Output by
Cosminexus HTTP Server) in the manual uCosminexus Application Server Messages.

4.2.1 Log types
The following table describes the types of log.
Table 4-1: Typesof log

Types of log Directives Functionality
to be
specified
Accesslog TransferLog e Collect thelog in default format.

* You can usetherotatelogs or rotatelogs2 program to divide
the log periodically and quantitatively.

* You can change the log file format with the LogFormat
directive.

CustomLog e Collect thelog in customized format.

* You can usetherotatelogs or rotatelogs2 program to divide
the log periodically and quantitatively.

* You can specify the format defined with the LogFormat
directive in the CustomL og directive.

Error log ErrorLog » Collect the log of error message when an error occurs.

* You can usetherotatel ogs or rotatel ogs2 programto divide
the log periodically and quantitatively.

* You can specify thelog level to be collected with the
LogLevel directive.

*  When the HWSRequestL og directive is not specified,
module trace information can be collected.
For details on the module trace, see 4.2.6 Collecting the
module trace.

ScriptLog  Collect the CGI script error log.
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Types of log

Directives
to be
specified

Functionality

Request log

HWSRequest
Log

Collects the request og. The following trace information
can be collected as the request log:

Module trace information

Module trace information is collected when module
functions and CGI programs are executed. For details on
module trace information, see 4.2.6 Collecting the module
trace.

Request trace information

Request trace information is collected when the request
process starts and is compl eted. For detailson request trace
information, see 4.2.7 Collecting request trace
information.

1/O filter trace information

1/Ofilter trace information is collected when the input and
output filter function implemented in the module is
executed. For details on |/O filter trace information, see
4.2.8 Collecting 1/O filter trace information.

You can usetherotatel ogs or rotatel ogs2 program to divide
the log periodically and quantitatively.

Process D log

PidFile

Collect the control process ID log.

Event log

None

Record the error that occurs when you start the server from
a service (Windows Version).

Internal trace

HWSTracel. o
gFile

Output the trace information of shared memory.

Shared memory
ID log

HWSTraceld
File

Store the shared memory ID.

Corefile”

CoreDumpDir
ectory

Specify adirectory where the core dump will be output
when afailure occursin Cosminexus HTTP Server (UNIX
Version).

SSL CacheSer
verRunDir

Specify adirectory where the core dump is output when a
failure occurs in the gcache server (used in SSL) (UNIX
Version).

Thelog is output when you specify the settings to output the core file in the OS.
For details on the setting method, see the respective OS manual.

If the size of the accesslog, error log or request log exceeds 2 GB, CosminexusHTTP
Server might abnormally end or not restart. Back up the log files periodically, or
specify settings so that the sizes of the log files do not exceed 2 GB, asnoted in 4.2.3
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Dividing logs (rotatel ogs program) and 4.2.4 Reusing thelog fil es by wrapping around
(rotatelogs2 program).
4.2.2 How to collect logs

This subsection describes how to collect the access log, error log, process ID log, and
request log.

(1) Access log
(&) Access log in the default format
Specify the TransferLog directive to acquire the log.
Thefollowing is an example of access log in the default format:

Client host name A Identification information of the client A Client user name A Access
time A "request line" A Status code A Number of sent bytes

L egend:
A ; Space
(Output example)

172.17.40.30 - - [25/Dec/2000: 16: 23: 59 +0900] "GET / HTTP/ 1.0" 200 3546

(b) Access log of custom format

Specify the CustomL og directive and collect thelog. There are two methodsto specify
format:

» Specify the format directly in the CustomL og directive
(Example)
CustomL og logs/access.log "%h %l %u %t \"%r\" %>s %b"

» Definealabel namefor the format with the LogFormat directive, and specify this
label name in the CustomL og directive

(Example)
LogFormat "%h %l %u %t \"%r\" %>s %b" common
CustomL og logs/access.log common
(2) Error log
(@) Error message log
Specify the ErrorLog directive and collect thelog. Specify the level of the errorsto be
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(b)

collected with the LogL evel directive.
The CGI script error log
Specify the ScriptLog directive and collect the CGI script error log.

(3) Process ID log

Specify the PidFile directive and collect the control process ID log.

(4) request log

Specify the HWSRequestL og and the HW SRequestL ogType directives to collect the
request log. The request log is ageneric name that refers to modul e trace information,
request trace information, and 1/O filter trace information.

For details on module trace information, see 4.2.6 Collecting the module trace. For
details on request trace information, see 4.2.7 Collecting request trace information.
For details on 1/0 filter trace information, see 4.2.8 Collecting 1/O filter trace
information.

(5) Locations to which trace information is output

(@)

Module trace information output destination

Module trace information is output to either the error log or the request log. The
specification of directives determines which log is used for outputting modul e trace
information. Thefollowing tableliststhe modul e traceinformation output destinations
and conditions.

Table 4-2: Module trace information output destinations and conditions

Output destination Output conditions

Request log The HWSRequestL og directiveis specified, and either module-info or module-debug

is specified in the HWSRequestL ogType directive.

Error log

The HWSRequestL og directive is not specified, and either info or debug is specified
inthe LogLevel directive.
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(b)

For details on module trace information, see 4.2.6 Collecting the module trace.

Output destination of request trace information and /O filter trace
information

Request trace information and 1/0O filter trace information are output to the request | og.

When the HWSRequestL og directive is specified and the HWSRequestL ogType
directive satisfies the output conditions, the trace information is output to the request
log. For details on the output conditions of the HWSRequestL ogType directive, see
4.2.7 Collecting request trace information and 4.2.8 Collecting 1/0O filter trace
information.
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4.2.3 Dividing logs (rotatelogs program)

You can divide access logsand error logs by a specific time period (for example, every
24 hours) and output the logsto multiplefiles. Therotatel ogs program can be specified
in the following directives:

CustomL og directive
ErrorLog directive
HWSRequestL og directive
TransferLog directive

Specify the program in the following format.

(1) Format

rot at el ogs prefix-for-split-log-file log-splitting-time-interval [ - f num number-of-files] [ -diff
time-difference-from-GMT]

(2) Parameters

m Prefix-for-split-log-file

This parameter specifies the prefix of split log file with an absolute path.
Collect the log in thefile called 'Prefix.nnnnnnnnnn’ file.

nnnnnnnnnn: Displaysthe log collection start time. The log collection time
refers to avalue displayed in the following format:

(The vaue rounded off after the decimal point of (number of seconds taken
to output the log, when the starting time is January 1, 1970 at 00:00:00
(GMT: Greenwich Mean Time) + log splitting time interval)) x log
splitting time interval

log-splitting-time-interval ~ ((1-31536000))

This parameter specifies the time interval to collect onelog file in seconds. The
log iscollected in anew file every time when the specified time el apses.

-fnum number-of-files ~ ((1-256))

This parameter specifies the maximum number of split log files. If the number of
split files exceeds the maximum number specified with this parameter, the files
starting from the oldest file are deleted. If you do not specify this parameter, the
log files are not deleted.

-di ff time-difference-from-GMT ((-1439-1439))
This parameter specifies the time offset (in minutes) from GMT for splitting the
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log files. If you do not specify the standard time, or if you specify 0, January 1,
1970 at 00:00:00 (GMT) isthe standard time. When differencein local time with
respect to GMT isn hours, and if m hours O minute O second of the local timeis
the standard time, specify (n- m) x 60. If 0 hours 0 minute 0 second of JST isthe
standard time, specify 540in (+ 9-0) x 60.

(3) How to use

Usether ot at el ogs after specifying " | Program name" format in the TransferLog,
CustomLog, and the ErrorLog directives. Ther ot at el ogs splitsthelog file
periodically into separate files to collect the logs.

(Example) Windows version

This example explains how to split the access log after every 24 hours, and to collect
thelog in thefile

<Cosminexus-ingtallation-directory>\httpsd\l ogs\access.nnnnnnnnnn on Windows.
The following is the specification, where you set the splitting time as per the Japan
Time, and split the log file at every 0 hrs of Japan time:

TransferLog "|[\"\"<Cosmi nexus-installation-directory>/httpsd/sbin/
rot at el ogs. exe\" \"<Cosmi nexus-installation-directory>/httpsd/logs/access\"
86400 -diff 540\""

Log file name:
<Cosminexus-install ation-directory>\httpsd\l ogs\access.nnnnnnnnnn

Log splitting time interval: 86400 seconds (= 24 hours)
(Example) UNIX version

This example describes how to split the access log after every 24 hours, and to collect
the log in /opt/hitachi/httpsd/l ogs/access.nnnnnnnnnn file on UNIX. The following is
the specification, where you set the splitting time as per the Japan Time, and split the
log file at every 0 hrs of Japan time:

TransferLog "|/opt/hitachi/httpsd/sbin/rotatel ogs /opt/hitachi/httpsd/logs/
access 86400 -diff 540"

Log file name: /opt/hitachi/httpsd/logs/access.nnnnnnnnnn
Timeinterval to divide the log: 86400 seconds ( = 24 hours)
(4) Notes
(@) Notes for the UNIX version
» Therotatelogs2 program does not end the processeven if aSIGTERM, SIGUSR1
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or SIGHUP signal isreceived, but ends the process when the control process and
server process end.

(b) Notes for the Windows version

When you start the Web server as a service, the control processlog is not
collected.

You cannot delete the log file until the process that has opened thefile still exists.
Asaresult, the number of files remaining might be more than the value specified
for - f num For example, control process log files are deleted only when the
control process ends.

If an incorrect argument is present at startup, the Web server starts but the
rotatel ogs program does not start. The rotatel ogs program outputs messages that
contain the following attributes to the event log:

» Type: Error

» Source: CosminexusHTTPServer

e Class: none

¢ Event: 3299

« Description: rotatel ogs.exe: (message)

For the meaning of output messages, see 23.9(6) rotatelogs programin the
manual Cosminexus Application Server Messages.

When this message is displayed, follow the instructions in the message and
specify valid arguments before restarting the server. Note that the same message
might be output multiple times.

(c) Common notes for the UNIX and Windows versions

For controlling the log file as per the - f numparameter specification when you
restart the Web server, if there is a change in the directory name or the log file
prefix, thelog filethat is previously extracted is not deleted. In such cases, delete
thelog file based on the operation.

When the specified time interval to split the log el apses since the Web server is
started or restarted, and if the number of files matching to the prefix for split log
files exceeds the value specified in the - f numparameter, the files are deleted
from the oldest files onwards.

Specify the prefix-for-split-log-files with an absolute path.

If an argument is not specified correctly in the rotatelogs program for
TransferLog, CustomLog, ErrorLog, and HWSRequestL og directives, the
rotatelogs program fails to start but the Web server starts properly. In this case,
logs are not output. When you specify the rotatel ogs program for TransferLog,
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CustomL og, ErrorLog, and HWSRequestL og directives, make sure that log files
are created and the files are divided as you intended.

4.2.4 Reusing the log files by wrapping around (rotatelogs?2
program)

You can split the access|og and error log based on the log file size and output them to
multiple log files by wrap around. The rotatelogs2 program can be specified in the
following directives:

e CustomLog directive
» ErrorLog directive
» HWSRequestLog directive
» TransferLog directive
Specify the program in the following format.
(1) Format

rot atel ogs2 Log-file-prefix-name Log-file-size Number-of-log-files

(2) Parameters
m Log-file-prefix-name
This parameter specifies the prefix of output log file with an absolute path.
The output log file nameis'Pr ef i x. nnn'.
.nnn isfrom. 001 up to the value specified in the number of log files.

If 'Number of logfiles isconsidered asnnn files, thelast modified filein nnn files
when Cosminexus HTTP Server is started, becomes the current log file. The log
files are categorized by adding an extension . 001~. nnn to the file name. When
the extension of the current log fileis. nmm and if the current log fileisfull, then
. mm+1 log fileis cleared and output. When . mmmmatches with . nnn, the next
log fileis output with . 001 extension.

For the Windows version, the prefix. i ndex file for index number storageis
created. The prefix. i ndex file, which is used for . nnn management, is created
when the rotatelogs2 utility starts, and is deleted when the rotatelogs2 program
stops. However, the prefix. i ndex file might not be deleted because of a startup
error. This does not affect subsequent Web server operation.

m Log-file-size ~ ((1-2097151))
This parameter specifies the maximum size for alog file (unit: KB).
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When thelog fileis output, and if the size exceeds the maximum size of log file,
the rotatelogs? utility clears the next log file and the output is continued.

Number-of-log-files ~ ((1-256))
This parameter specifies the maximum number of log filesto be output.

When thelog file exceeds the maximum size and movesto the next file, and if the
extension of the processed log filesis same as the maximum number of files,
reuse the from the file with extension . 001.

(3) How to use

Specify the rotatelogs? utility by using the | program-name format in directives.

Example: Collecting a maximum number of five error log files for every 4,096 KB

ErrorLog "|\"\"<Cosm nexus-installation-directory>/httpsd/sbin/
rot at el ogs2. exe\" \"<Cosmi nexus-installation-directory>/httpsd/l ogs/
errorlog\" 4096 5\""

(4) Notes

Thelog is output in the sequence of errorlog.001 ~ errorlog.005. If the
errorlog.005 exceeds 4,096 KB, errorlog.001 is cleared and output is continued.
If these log files already exist when Cosminexus HTTP Server starts, the last
updated log fileis output. If the size of thislog file already exceeds 4,096 KB, the
next log fileiscleared and the log output is continued. When thefile size does not
exceed 4,096 KB, the output is continued to the same file.

(@) Notes for the UNIX version

Therotatel ogs2 program does not end the processeven if aSIGTERM, SIGUSR1
or SIGHUP signal isreceived, but ends the process when the control process and
server process end.

(b) Notes for the Windows version

Start the Web server as a service. If you do not start the Web server as a service,
the wrong log file might be cleared when you stop or restart the Web server.

Do not edit or delete theindex number storage file while the rotatel ogs2 program
isrunning. If you edit the index number storage file, logs might not be output
correctly

If afile with the same name as the prefix.index file for index number storage
already exists when the Web server starts, the file is overwritten.

If an incorrect argument is present at startup, the Web server starts but the
rotatel ogs2 program does not start. The rotatelogs2 program outputs messages
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that contain the following attributes to the event log.
» Type: Error
» Source: CosminexusHTTPServer
e Class: none
¢ Event: 3299
« Description: rotatel ogs2.exe: (message)

For the meaning of output messages, see 23.9(7) rotatelogs2programin the
manual Cosminexus Application Server Messages.

When this message is displayed, follow the instructionsin the message and
specify valid arguments before restarting the server. Note that the same message
might be output multiple times.

(c) Common notes for the UNIX and Windows versions

Specify the prefix name of log file with an absolute path.

When Cosminexus HTTP Server starts, the last modified log file is targeted for
output and if awrong file is updated, awrong file is output.

When specifying log file size, do not specify asize that is so small that multiple
log files exceed the specified size within same seconds. If you specify such a
small size, proper rotation does not take place and the latest log fileis not output.

In the configuration file, do not specify the same prefix for log files at multiple
places. When you specify at multiple places, al files except the latest file are
output and correct rotation does not take place.

If an argument is not specified correctly in the rotatelogs2 program for
TransferLog, CustomLog, ErrorLog, and HWSRequestL og directives, the
rotatelogs2 program fails to start but the Web server starts properly. In this case,
logs are not output. When you specify the rotatel ogs2 program for TransferLog,
CustomLog, ErrorLog, and HWSRequestL og directives, make sure that the log
files are created and the files are divided as you intended.

4.2.5 Converting the IP address of log file into a host name
(logresolve command)

The logresolve command converts the | P address of the access log file (that has IP
address at the beginning of the record) into the host, and outputs to the new log file.
The conversion rule depends on the reverse lookup of host name.
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(1) Format

| ogresol ve [-s filename] [-c] Accesslog-file-name New-log-file-name

(2) Parameters
m -sfile-name

This parameter specifies the output file name that contains the converted 1P
address. The following information is output to thisfile:

* |P address and the host name after conversion
* |P addresses that cannot be converted
* Count of converted | P addresses

m -C

Use this option to check whether the host name after conversion matches the IP
address before conversion.

m Accesslog-file-name

This parameter specifies the input log file name. Reverse the look up of the host
name from the | P address mentioned in the input file. The IP address must be at
the top of the record. If an attempt to retrieve the host name fails, the IP address
is output to the new log file.

m New-log-file-name

This parameter specifies a file name that outputs the access log with |P address
converted to the host.

(3) How to use

Convert the | P address of accesslog stored inthel ogs\ access. | og, into the host
name.

Accesslog file: logs\access.log
New log file: logs\new_access.log

| ogresol ve < | ogs\access.log > | ogs\new access. | og

4.2.6 Collecting the module trace

The Web server consists of multiple modul es”, and these modules consist of multi ple
functions to be executed at a specific time. Module trace information indicates the
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trace information collected when functions in modules and CGI programs are
executed. The specifications for module trace information collection, such as the
destination of the module trace information collection, is changed depending on
whether the HWSRequestL og directive is specified.

#: Modulesrefer to both external modul es, which are dynamically embedded and used
by using the LoadModul e directive in Web server, and internal modules, which are
included in the httpsd execution file.

(1) Trace target

The following table describes the trace target of module trace:
Table 4-3: Tracetarget of module trace

Trace target Triggers

Modules Modules consist of multiple functions. These functions are classified into
functions for initialization processes and functions for request handling
processes. The trace information of functions for request handling
processesis collected.

CGlI programs Collect the trace when the CGI programs are running.

(2) How to collect module trace information

When the HWSRequestL og directive is not specified, module trace information is
collected and placed in the file specified in the ErrorLog directive according to the
specification of the LogL evel directive.

When the HWSRequestL og directive is specified, module trace information is
collected and placed in the file specified in the HWSRequestL og directive according
to the specification of the HWSRequestL ogType directive.

Note

When logs are collected and placed in thefile specified in the ErrorL og directive,
the file can be split by virtual hosts. If logs are collected and placed in the file
specified in the HWSRequestL og directive, the file cannot be split by virtual
hosts.

(3) Collection level
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(@)

Thelevel of the moduletrace information to be collected can be changed according to
the LogLevd directive or the HWSRequestL ogType directive. The contents of the
trace information collected at each level are as described bel ow.

info level

The trace information for external modules and CGI programs which might cause a
failureis collected.




(b)
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When you specify either info in the LogLevel directive or module-info in the
HWSRequestL ogType directive, the trace information is collected.
debug level

In addition to info-level trace information, trace information for internal modules,
which run for each request, are collected.

When you specify either debug in the LogL evel directive or module-debug in the
HWSRequestL ogType directive, trace information is collected.

(4) Trace format

(@)

The following are output items of module trace:

Notethat hereafter, the Servere-process-ID will be the Server-thread-I1D for Windows.
Modules

m When log is output to theinfo level

Call time

[Time] A[info] Ahws A: A nodul e A --> A ( module-file-name] function-offset] ) ( server-p
rocess-I1D)

Return time

[Time] A[info] Ahws A: A nodul e A <-- A ( module-file-name[ function-offset] ) ( server-p
rocess-1D) ( result-code)

Legend:
A : Space

The following table describes the relationship between the function offset
and the functions:

Table 4-4: Relationship between function offsets and the functions

Function Function name Meaning
offset
[Q] create_request Executing the request start process.
[1] post_read_request Executing the process after reading the request.
[2] quick_handler E);{efuti ng the process before changing the requested
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Function Function name Meaning
offset

[3] trandate_name Executing the process to change the actual file name
from the requested URL.

[4] map_to_storage Executing the request process that does not involve disk
access.

[5] header_parser Executing the process to analyze the request header.

[6] access_checker Checking the access permission by the host name, and
the |P address for the URL requested from an
authenticated user.

[7] check_user_id Checking the user ID.

[8] auth_checker Checking the access permission (Require) for the URL
requested from an authenticated user.

[9] type_checker Checking the MIME type.

[20] fixups Executing the process before request execution.

[11] insert_filter Executing the filter insertion process.

[12] handler Executing handler.

[13] insert_error_filter Executing the process before responding to error.

[14] log_transaction Executing the log output process.

[15] error_log Executing the process after error log output.

[16] get_suexec_identity Executing the process to acquire the user information.

(Output example)

[Fri Jul 15 17:29:43 2005] [info] hws :
[Fri Jul 15 17:29:43 2005] [info] hws :
(rmod_exanpl e. c[1])(1864)(-1)

modul e --> (nod_exanpl e. c[ 1] ) (1864)
nodul e <--

m \When log is output to debug level

Call time

[ Ti me] A [debug] A file-name( line-number): A hws A : A npdul e A -- > A (module-file-na
me[ function-offset] ) ( server-process-1D)
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Return time

[ Ti me] A [debug] A file-name( line-number): A hws A: A npdul e A <-- A ( module-file-na
me[ function-offset] ) ( server-process-1D) ( result-code)

Legend:
A : Space
(Output example)

[Fri Jul 15 17:29:43 2005] [debug] request.c(69): hws : nodule -->
(rmod_al i as.c[3])(1864)

[Fri Jul 15 17:29:43 2005] [debug] request.c(69): hws : nodule <--
(rmod_alias.c[3])(1864)(-1)

(b) CGI program
m When module trace information is output at the info level

Call time

[Time] A[info] Ahws A: Acgi A--> A (exec=cgi-file-name) (ar gvO=execution-program
-name) ( ar gs=arguments®) ( server-process-1D) ( cgi-process-1D)

#: Theargument from argsis displayed only when the specified query isfollowed
by a+ (plus) and not by = (is equalsto), asin the case of GET. /cgi-bin/
isindex?aaa+bbb+ccc HTTP/1.0.

Return time

[Time] A[info] Ahws A: Acgi A<-- A (exec=cgi-file-name) (ar gv0=
execution-program-name) ( server-process-1D) ( cgi-process-ID)

Legend:
A : Space
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(Output example)

[Fri Jul 15 19:48:08 2012] [info] hws : cgi -->
(exec=<Cosm nexus-installation-directory>/httpsd/cgi-bin/
i si ndex) (ar gv0=i si ndex) (ar gs=aaa+bbb+ccc) (1784) (1144)
[Fri Jul 15 19:48:08 2012] [info] hws : cgi <--
(exec=<Cosm nexus-installation-directory>/httpsd/cgi-bin/
i si ndex) (argv0=i si ndex) (1784) (1144)

(5) How to use
(@) Usage example

An example to output info-level module trace information and request trace
information to the request log is asfollows:

HWBRequest LogType nodul e-i nfo request
HWSRequest Log | ogs/ hwsrequest . | og

(b) Example of trace for abnormal exit
m When aerror occursin an external module

[Fri Jul 15 10:29:29 2005] [info] hws : npdule --> (npd_exanple.c[1])(1800)
[Fri Jul 15 10:29:30 2005] [notice] Parent: child process exited with status
3221225477 -- Restarting

An abnormality has occurred in the function that corresponds to
mod_example.c[1] that isthe post_read request.

Check the function that corresponds to the mod_example.c[1].
m When there is no response from the CGI program

[Fri Jul 15 19:48:39 2012] [info] hws : cgi -->

(exec=<Cosm nexus-installation-directory>/httpsd/cgi-bin/

test-sl eep) (argvO=t est - sl eep) (1800) (2276)

[Fri Jul 15 19:48:49 2012] [info] [client 192.168.1.1] Premature end of script
headers: test-sleep

[Fri Jul 15 19:48:49 2012] [info] hws : cgi <--

(exec=<Cosm nexus-installation-directory>/httpsd/cgi-bin/

test-sl eep) (argvO=t est - sl eep) (1800) (2276)

In the CGI program, check this function as timeout occurs in the test-sleep
process.
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4.2.7 Collecting request trace information

Request trace information indicates the trace information collected for the following
cases.

»  When arequest process starts
»  When areguest process is completed
* When aregquest lineis received with a KeegpAlive connection

» When the connection is removed after arequest process starts but before the
request lineis received.

The request trace information collection functionality can be used when the
HWSRequestL og directive is specified and request is specified in the
HWSRequestL ogType directive. Request trace information is useful for checking
whether the Web server receives a request when a failure occurs.

(1) Trace information format
Theitems below are output for request trace information.

Note that hereafter the server-process-ID indicates the server-thread-1D for the
Windows version.

m When arequest process starts

[Time] Aclient A: Ahws A--> A (client-IP-address: port-number, server-1P-address: port-number| A]
) ( server-process-1D)

m When arequest processis completed

[Time] Aclient A: Ahws A <-- A (client-IP-address: port-number,
server-1P-address: port-number[ R] ) ( server-process-1D)

m When the next request line is received with the KeepAlive connection

[Time] Aclient A: Ahws A --> A (client-IP-address: port-number, server-1P-address:
port-number[ K] ) ( server-process-ID)

61



4. How to Operate the System

m When the connection isremoved after arequest process starts but before the
reguest lineis received

[Time] Aclient A: Ahws A<-- A (client-IP-address: port-number, server-1P-address:
port-number[ X] ) ( server-process-1D)

Legend:
A Space
(Output example)

[ Tue Nov 21 15:18:40 2006] client : hws --> (192. 168. 2. 1: 5245, 192. 168. 1. 1: 80[ A] ) (1716)
[ Tue Nov 21 15:18:41 2006] client : hws <-- (192.168.2.1:5245,192. 168. 1. 1: 80[ R] ) (1716)

4.2.8 Collecting I/O filter trace information

I/O filter trace information indi catesthe trace information coll ected when theinput and
output filter function implemented in amodule is executed.

The 1/O filter trace information collection functionality can be used when the
HWSRequestL og directive is specified and filter is specified in the

HWSRequestL ogType directive. 1/O filter trace information is useful for isolating an
error that occurred in amodule filter. Due to the large amount of data output for 1/0
filter trace information, we do not recommend using it for anything aside from
debugging.

(1) Trace information format
The items below are output for 1/O filter trace information.

Note that hereafter the server-process-1D indicates the server-thread-1D for the
Windows version.

m For aninput filter call

[Time] Ahws A: Ain-filter? A--> A (filter-name filter-type-number] )
(server-process-1D)

m For aninput filter return

[Time] Ahws A: Ain-filter® A<-- A (filter-namg] filter-type-number] )
( server-process-ID) ( returned-value)
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Legend:

A : Space
#. For the output filter, in-filter is changed to out-filter.
(Output example)

[ Tue Nov 21 15:18:40 2006] hws : in-filter --> (core_in[60])(1716)
[ Tue Nov 21 15:18:40 2006] hws : in-filter <-- (core_in[60])(1716)(0)

4.2.9 Collecting the internal trace (hwstraceinfo command)

When an application program is executed and a request is received, the events that
occur in the system are collected asinternal trace. The internal trace is output onceto
the shared memory, and then it is output to the file as per the specification in the
directive or command.

Collect Output & a5

Internal trace Shared memory

(1) Collecting trace information

Internal traces are collected in the shared memory when various events occur in the
Web server. The memory identifiers of shared memory are stored in the file specified
in the HWSTracel dFile directive.

(2) How to outputto a file

Theinternal trace that is collected in the shared memory is output to afile when the
server process terminates abnormally or when the hwstraceinfo command is executed.
When the server process terminates abnormally, the trace is output to the file specified
in the HWSTracel ogFile directive.

Specify the memory identifier and file name of output destination, in the hwstraceinfo
command. For the UNIX version, only the user specified in the User directive or the
superuser can execute the hwstraceinfo command. For the Windows version, only the
user with administrative permission can execute the hwstraceinfo utility.

The internal trace information output file sizeis asfollows:
For the UNIX version

Output size of the ps-efl command + output size of the vmstat command + output
size of theipcs -acommand + 7 KB x MaxClient value

For the Windows version
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7 KB x ThreadPerChild value
(3) hwstraceinfo command
This section describes how to specify the hwstraceinfo command.
(@) Format

hwstracei nfo -i shared-memory-identifier {-1 file-name -r}

(b) Parameters
m -i shared-memory-identifier

This parameter specifies the shared memory identifier that is output to the file
specified in the HWSTracel dFile directive.

m | file-name

This parameter specifiesthefile that outputsthe trace corresponding to the shared
memory identifier specified with -i .

m T
This parameter releases the shared memory allocated to the shared memory
identifier specifiedin-i . In UNIX version, the shared memory for trace remains
even if the Web server stops. Use this parameter to release the remaining shared

memory. In Windows version, the shared memory for trace is released when you
terminate the Web server, so this parameter is not provided.

(c) Usage example

The following is an example to output the trace corresponding to the shared memory
identifier 1800 1133780652 _0, to the traceinfo.log file:

hwstraceinfo -i 1800 _1133780652_0 -1 traceinfo.log

(4) Points to be noted when releasing shared memory and restarting (UNIX
Version)

To retain trace information, the Web server does not release the shared memory even
when the Web server stops. The shared memory is reused when the server restarts.

When you stop the server and restart it |ater, the Web server releases the shared
memory once and then restores it depending upon the file value specified in the
HWSTracel dFile directive. However, in the following cases, the shared memory used
earlier cannot be rel eased:

» When the same user does not restart the server (the User directive vaue or the
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Group directive value has changed)
» Thevaue of the HWSTracel dFile directive has changed
» Thefile specified in the HWSTracel dFile directive is deleted
When you rel ease the shared memory, execute the hwstraceinfo command inwhich-r
is specified.
4.2.10 Functionality of maintenance information collection
(hwscollect command)

When the Web server terminates abnormally and does not respond, the maintenance
personnel requires documents like core dump, error log, and access log to check the
cause of failure. You can collect the documents required to check the failure by the
hwscollect command, in asingle batch. The hwscollect command isvalid only on
UNIX version.

You need to execute the hwscollect command with root permission.
(1) Format

hwscol | ect directory-where-the-collection-information-is-output [ - f definition-file-name]

(2) Parameters
m directory-where-the-collecti on-information-is-output

This parameter specifies the directory where the collected information is output
as atar archivefile.

Name of the archivefileisHW8yyyymddhhnmss. t ar . Here, yyyymmdd isthe
date when you start hwscollect, and hhmmssisthe local time limited to 24 hours
from the start of hwscollect.

m -f definition-file-name

This parameter specifiesthe hwscol | ect . conf file. Specify with an absolute
path or relative path from the current directory.

(3) How to use

The following is the method to use this utility when Cosminexus HTTP Server is
installed with a standard configuration:

/ opt/ hitachi/httpsd/ nai nt enance/ hwscol | ect /tnp
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(4) Setting the configuration file

Define the operations of hwscollectinhwscol | ect . conf file. Delimit the keywords
and the value with a space, and codethehwscol | ect . conf . Note that the keywords
are not case sensitive. Linewhich beginswith a# symbol isacomment. Specify all the
file names with an absol ute path. The following tabl e describes the specifications and
keywords of configuration file:

Table 4-5: Specifications and keywords of configuration file

Keyword

Value to be specified

Specificatio
n

Multiple
specification
s

Wild card

ServerRoot

Specify the ServerRoot
directive value of
htt psd. conf.

Mandatory

conf

Specify the file name of
htt psd. conf.

Mandatory

trcinfo

Specify the directory in
which hwstraceinfo
command exists.

Mandatory

trcid

Specify the file name
specified in the

HWSTracel dFile directive of
theht t psd. conf.

Mandatory

PidFile

Specify the file name
specified in the PidFile
directive of ht t psd. conf .

Mandatory

CORE

Specify the
CoreDumpDirectory
directive value and

SSL CacheServerRunDir
directive value of

htt psd. conf.

Optional

LOG

Specify the file name that
specifiesthelog in the
ErrorLog directive, the
TransferLog directive, and
the CustomL og directive,
which arein ht t psd. conf .

Optional

FILES

Specify any other file useful
for defect analysisin addition
to the above-mentioned files.

Optional
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Legend:
Y: Can specify.
N: Cannot specify.
(5) Example to specify a configuration file
The following is an example of configuration file specification:

Server Root /opt/hitachi/httpsd

conf /opt/hitachi/httpsd/conf/httpsd. conf
trcinfo /opt/hitachi/httpsd/sbin/

trcid /opt/hitachi/httpsd/logs/hws.trcid
Pi dFile /opt/hitachi/httpsd/logs/httpd. pid
CORE /opt/ hitachi/httpsd/ | ogs/core*

LOG /opt/ hitachi/httpsd/|logs/error*

LOG /opt/ hitachi/httpsd/| ogs/ access*

LOG / opt/ hitachi/httpsd/Ilogs/hws.trcl og*
LOG / opt/ hitachi/httpsd/ | ogs/ hwsrequest*

(6) Disk usage
» Filefor temporary usage
200 KB + (7 KB x MaxClientsvalue)
» tar fileto output collected information
corefilesize + log file size + temporary file size
(7) Notes

» Reserve some empty space in the directory where the collected information is
output, as the maintenance information archive file that includes the corefile will
be created in the directory.

» Createthe output file and the temporary file in the directory where the collected
information is output. Set the directory as writable where the collected
information will be output.

» |If you specify adirectory for CORE, LOG, and other FILES, all thefilesare
collected under this specified directory. You need to take care if you specify a
top-level directory such asthe root directory, asthe directory may collect alarge
volume of unnecessary information.
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4.3 Setting up a virtual server machine (virtual host)

Virtual host represents one server machine as multiple server machines. The two
methods to set up avirtual host are as follows:

» Virtual server based on server name (Name-Based Virtual Hosts)
» Virtual server based on IP address (IP-Based Virtual Hosts)

(1) Virtual host based on server name

68

Server name-based virtual host defines multiple host names for one IP addressin a
server such asthe DNS server and when clients access this host name, it appears as
multiple hosts. You need not set multiple network interfaces. In the server name-based
virtual host, you cannot build hosts for a combination of SSL and non-SSL, or for
various SSLs. When you build hosts for these combinations, build by | P address-based
virtual hosts.

Example: Open a port on one Web server machine (IP address: 172.17.40.10), and
switch hosts according to Web browser requests.

If the request from Web browser is http://www1.xxx.soft.hitachi.co.jp/, see
<Cosminexus-installation-directory>/httpsd/htdocsl/index.html (when
Directorylndex is specified asi ndex. ht m ).

If the request from Web browser is http://www3.xxx.soft.hitachi.co.jp/, see
<Cosminexus-installation-directory>/httpsd/htdocs3/index.html (when
Directorylndex is specified asi ndex. ht m ).

However, you can use this method only when the host name (or the port number
when required) is defined in the Host header during the request from the Web
browser as Host: www1.xxx.soft.hitachi.co.jp. Note that this method cannot be
used in old and simple Web browsers. In such cases, specifications of
<VirtualHost> block coded at the topmost location are enabled (In this example
www1.xxx.soft.hitachi.co.jp).



4. How to Operate the System

Port 80 oo L
NameVi rt ual Host 172.17. 40. 10 L2
<Virtual Host 172.17.40. 10> ... 3
Docunent Root "<Cosmi nexus-installation-directory>/httpsd/htdocsl"
Server Name wwwl. xxx. soft. hitachi.co.jp ... b.

</ Virtual Host >

<Virtual Host 172.17.40. 10> ... 6.
Docunent Root "<Cosmi nexus-installation-directory>/httpsd/ htdocs2"
Server Name ww2. xxx. sof t. hitachi.co.jp ... 8.

</ Virtual Host >

<Virtual Host 172.17.40. 10> 9

Docunent Root "<Cosmi nexus-installation-directory>/httpsd/htdocs3"

Server Name ww\3. xxx. soft. hitachi.co.jp ... 11
</ Virtual Host >

10.

A port number

IP address of the virtual host based on server name
Definition of virtual host 1

Definition of root directory

1
2
3
4
5. Definition of server name 1
6. Definition of virtual host 2
7. Definition of root directory
8. Definition of server name 2
9. Déefinition of virtual host 3
10. Definition of root directory

11. Definition of server name 3

#: You must register www21.xxx.soft.hitachi.co.jp, www2.xxx.soft.hitachi.co.jp,
and www3.xxx.soft.hitachi.co.jp with the DNS server as host names of the host

172.17.40.10.
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Defining three server names to make it look as if three computers exist.

Specifying Specifying Specifying
http://lwww1.xxx.soft.hitachi.co.jp http://www2.xxx.soft.hitachi.co.jp http://www3.xxx.soft.hitachi.co.jp

Web browser Web browser Web browser

o u o

X ? X
o ol e ol e ol
|D| | ID| I ID| I
L | I I I I
L | _L_H _L_H
Server name: Server name: Server name:
www 1.xxx.soft.hitachi.co.jp www2.xxx.soft.hitachi.co.jp www3.xxx.soft.hitachi.co.jp
|:| [u}
172.17.47.10

(2) Virtual host based on IP address

The IP address-based virtual host appears as multiple hoststo clients by the following
three methods:

e Using multiple ports
» Specifying multiple network interfacesin asingle server machine
» Specifying an aias of an |P address

Example 1: Open two ports on a Web server on a single server machine, and run as
two hosts, one as a Web server that supports SSL and the other as a Web server that
does not support SSL.
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Li sten 443 1
Li sten 80 .. 2
SSLDi sabl e .3
<Vi rtual Host xxx.soft. hitachi.co.jp: 443> .4
Docunent Root "<Cosm nexus-installation-directory>/httpsd/ssldocs"
SSLEnabl e ...5
SSLCertificateFile "<Cosm nexus-installation-directory>/httpsd/conf/ssl/server/
ht t psd. pent'
SSLCertificateKeyFile "<Cosm nexus-installation-directory>/httpsd/conf/ssl/
server/ httpsdkey. pent
</ Virtual Host >
<Vi rtual Host xxx.soft. hitachi.co.jp:80> ...6
Docunent Root "<Cosmi nexus-installation-directory>/httpsd/ htdocs"
SSLD sabl e T

</ Vi rtual Host >

Definition of port number

Definition of port number

Disable SSL in the main server

Definition of virtual host of port number 443
Enable SSL

Definition of Virtual host of port number 80
Disable SSL

N o o s~ wDd PR
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Defining two port numbers to make it look as if two computers exist.

Specifying

https://xxx.soft.hitachi.co.jp:443

Web browser

o

Specifying

Web browser

http://xxx.soft.hitachi.co.jp:80

X

[

?%@

Fey— —
ID_: ol

2l

Port number: 443
SSL is enabled.

[DT’DI
|
e

Port number: 80
SSL is disabled.

11

xxx.soft.hitachi.co.jp

Example 2: Providetwo NIC (Network Interface Card) (IP address: 172.17.40.10 and
172.17.40.20) on asingle server machine, and switch hosts according to Web browser
requests, on a single Web server.

If the request from Web browser is http://172.17.40.10/, see
<Cosminexus-installation-directory>/httpsd/htdocsl/index.html (when
Directorylndex is specified as index.html).

If the request from Web browser is http://172.17.40.20/, see
<Cosminexus-installation-directory>/httpsd/htdocs2/index.html (when
Directorylndex is specified as index.html).
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Port 80
<Virtua
Documen

| Host
t Root

172.17. 40. 10>
"<Cosmi nexus-installation-directory>/httpsd/htdocsl”

Server Name ww10. xxx. soft. hitachi.co.jp
</ Vi rt ual Host >

<Virtua
Docunen

| Host
t Root

172.17. 40. 20>
"<Cosm nexus-installation-directory>/httpsd/htdocs2"

Server Name ww20. xxx. soft. hitachi.co.jp
</ Virtual Host >

Installing two network interface cards
and switching them in response to a request.

Specifying http:/172.17.40.10 Specifying http://172.17.40.20
Web browser Web browser

— 0

= .

?u

IP address: 172.17.40.10

=1
ID|
I
L

— = —
ol ID—: ol

I il

IP address: 172.17.40.20
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4.4 Executing the CGI program on the Web server

CGlI programs are programs that are executed on a Web server. You can use CGlI
programs for interactive Web access that is not possible when you access only static
HTML.

(1) CGI program definition
There are three ways to execute CGI programs.
Specify adirectory containing CGIl programs in the ScriptAlias directive.
Specify the cgi-script handler in the file extension by using the AddHandler directive.
Specify the cgi-script handler in the SetHandler directive.

Hitachi recommends you to set the ScriptAlias directivein ht t psd. conf for easy
management of CGI programs.

(@) Example to specify the ScriptAlias directive

When the CGI program path is <Cosminexus-installation-directory>/httpsd/cgi-bin/
CGlI program file name, and the clients access the /cgi-bin/CGI program file name

ScriptAlias/cgi-bin/ "<Cosm nexus-installation-directory>/httpsd/cgi-bin/"

(b) Example to specify the AddHandler directive

m When .cgi is specified for the extension of files processed by the cgi-script
handler

AddHandl er cgi-script .cgi

Note that you need to specify the ExecCA option in the Options directive.
(c) Example to specify the SetHandler directive

m When acgi-script handler is specified for arequest for the first file name in the
script

<Fi | esMatch ~script>
Set Handl er cgi -scri pt
Options ExecCd

</ Fi | esMat ch>
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(2) Invoking CGI programs

Invoke CGI programs by specifying a URL from the Web browser in the following
format:

ht t p: // host-name] : port-number] / path-name] ?query-string]

m host-name [:port-number]

Specify the host name or the I P address running the Web server, and the port
number. If you omit the port number, the request will be sent to port number 80.

m path-name
Specify the CGI program path for path name.
m query-string

The query-string is a parameter to be passed to CGI programs. This parameter
specifies agroup of keywords and values. When you code datain the Web
browser form, aquery string is automatically set in the request line.

(3) Information to be passed to CGIl programs

The Web server passes environment variablesto CGI programs. For details, see
Appendix B Environment variables passed to CGI programs.

(4) Example of CGI programs
This section describes the sample CGI programs and their execution examples.
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Sample CGI programs

Thefollowing is an example of sample program source that can be used in
Windows version. This program is written in the Perl language and the program
nameistest-cgi.pl:

#!' c:\bin\perl.exe

$ar gc=$#ARGV+1;

print "Content-Type: text/plain\n";

print "\n";

print "argc is $argc. argv is \"@\RGA".\n";

print "SERVER SOFTWARE = $ENV{' SERVER SOFTWARE' }\ n";
print "SERVER NAME = $ENV{' SERVER_NAME' }\n";

print "GATEWAY_| NTERFACE = $ENV{' GATEWAY_| NTERFACE' }\ n";
print "SERVER PROTOCOL = $ENV{' SERVER PROTOCOL' }\ n";
print "SERVER PORT = $ENV{' SERVER PORT' }\n";

print "REQUEST_METHOD = $ENV{' REQUEST_METHOD }\n";
print "HTTP_ACCEPT = \"$ENV{' HTTP_ACCEPT }\"\n";
print "PATH_INFO = \"$ENV{' PATH_ I NFO }\"\n";

print "PATH TRANSLATED = \"$ENV{' PATH TRANSLATED }\"\n";
print "SCRIPT_NAME = \"$ENV{' SCRI PT_NAME }\"\n";
print "QUERY_STRING = \"$ENV{' QUERY_STRI NG }\"\n";
print "REMOTE_HOST = $ENV{' REMOTE_HOST' }\ n";

print "REMOTE_ADDR = $ENV{' REMOTE_ADDR }\n";

print "REMOTE_USER = $ENV{' REMOTE_USER }\n";

print "AUTH TYPE = $ENV{' AUTH_TYPE }\n";

print "CONTENT_TYPE = $ENV{' CONTENT_TYPE }\n";

print "CONTENT_LENGTH = $ENV{' CONTENT_LENGTH }\n";

Executing CGI programs
Specify the following in the Web browser and invoke the sample CGI program:

http://ww. exanpl e. coni cgi - bi n/test-cgi.pl/ABC?X=1&Y=2
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Result of sample program execution

(,.""http://wwn_exampIe.cum/cgi—bin/test—cgi_p|/RBC‘?X=| &Y=2 - Windows Internet Explorer [Hi[=] E3
p—

@. )0 Ie_ http:/ /v examplecom/cei-bin/test-cegipl/ABCTH=18Y=2 j 4| X
Lo BRIEAD @ http/ S example.com/cgi-bin/test-ceipl/ABC7. I |

arge is 0. argv is "". -
SERYER_SOFTWARE = Cosminexus HTTP Server

SERVER_MAME = www.example.com

GATEWAY_INTERFACE = CGI/1.1

SERYER_PROTOCOL = HTTP/1.1

SERYER_PORT = 80

REQUEST_METHOD = GET

HTTP_ACCEPT = "#/%”

PATH_INFO = */ABC”

PATH_TRANSLATED = "C:¥Program Files¥HITACHI¥Cosminexus¥httpsd¥htdocs¥ABC”

SCRIPT_NAME = “/cgi-binftest-czi.pl”

QUERY_STRING = "X=1&Y=2"

REMOTE_HOST =

REMOTE_ADDR = xxxX.XXX.XXX.XXX

REMOTE_USER =

AUTH_TYPE =

CONTENT_TYPE =

CONTENT _LENGTH =

;!

(5) Additional information to be passed to CGI programs

This section describes specification methods to passinformation, other than the
environment variables of CGI/1.1, to CGI programs on the Web server.

You can specify environment variables and their values to be passed to CGI programs
in the configuration file. You can al so specify environment variables that are not
passed to CGI programs:

PassEnv environnent variabl es speci fication of environnent
variables to be passed to CA prograns

Set Env envi ronment vari abl e val ues speci fication of environment
variables and their values to be passed to CE@ prograns

Unset Env environnment vari abl es speci fication of environnent

variabl es and their values that are not to be passed to CA@ progranms

(6) Defining environment variables

You can define environment variables as per client request. You can define
environment variables and cancel the settings of environment variables using the host
name and | P address of the client, who sends the request.
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Set Envl f NoCase Request _URI "\.(gif)|(jpg)$" reguest_is image

Insuch cases, if thefileextensionis. gi f or. j pg (thisdirectiveisnot case sensitive),
the environment variable request_is image is passed to CGI programes.

(7) Points to be noted when using CGI programs on Windows

(@)

(b)

Points to be noted when creating CGI programs

Standard input, standard output, and standard error output of CGI programs are used
to send and receive data between CGI programs and server threads. The Timeout
directiveis enabled when datais sent and received. When you create CGI programs,
after the sending and receiving of datafinishes, either close or terminate functionality
such as the standard input and output.

Forced termination of CGI programs

When the Web server stops, aCGl program may not end until the processends. For the
forced termination of CGI programs, go to the 'Task manager' and end the program.

(8) Points to be noted when using CGI programs on UNIX

In CGI programs, the values specified in User and Group directives require execute
permissions.

(9) Points to be noted when specifying path information
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When the request URL contains the path information to be passed to a CGI program,
the environment variable PATH_INFO is set to the path information and the
environment variable PATH_TRANSLATED is set to a value that changes the path
information into the path on the file system. When you change the path information
into a path on the file system, the path specified in the DocumentRoot directive isthe
base path. For path information, if an optional nameis specified in the Alias directive,
change the path as per specifications.

According to Web server settings, if the path set in the environment variable
PATH_TRANSLATED does not have access permissions, an access denied message
is output to the error log. Even when the error message is output, the Web server runs
the CGI program and continues the request processing. At thistime, the environment
variable PATH_TRANSLATED is aso passed to the CGI program.

Example: Thefollowing isan example of error log output when the document root is
<Cosminexus-installation-directory>/Cosminexus/httpsd, and the request from the
Web browser is http://www.example.com/cgi-bin/test-cgi.pl/ABC (add "/ABC" as
path information to the request that executes the CGI program "test-cgi.pl"):
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[Fri Feb 20 12:00: 00 2004] [error] [client 192.168.1.1] client denied by

server configuration:
ABC

<Cosmi nexus-install ati on-directory>/ Cosm nexus/ httpsd/
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4.5 User authentication and access control

The methods to control the Web server access are as follows:
» Access control by user name and password
» Access control by host name or |P address of client
» Access control for directory
» Access control using directory service

4.5.1 Access control by user name and password
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Use the htpasswd command and register the user name and password in the password
file. You can define access permissions to the directory and filesin the host for a
registered user name. For details on how to use the htpasswd command, see (1)
Registering the user name and password in the password file and changing the
password.

Example: The <Cosminexus-installation-directory>\httpsd\htdocs\directory is
accessible only to specific users.

Use the htpasswd command and register the user name and password beforehand
in the password file
(<Cosminexus-installation-directory>\httpsd\htdocs\.htpasswd). Set the
following directivesinthe ht t psd. conf file. If auser accessesthe
<Cosminexus-installation-directory>\httpsd\htdocs\, the Web server responds
with the status code 401 Authorization Required, and the Web browser requests
for the user name and the password:

<Directory "<Cosm nexus-installation-directory>/httpsd/htdocs">

Aut hType Basic

Aut hNarmre "real m 1"

Aut hUser Fi | e "<Cosm nexus-installation-directory>/httpsd/ htdocs/
. ht passwd"

Require valid-user
</Directory>
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1. A client sends a request via a Web browser.

2 T A ~T - Windows Intarmet Explorer

P ==

WACAD | @ oEec-0 | |

2. Hitachi Web Server receives the request, and manages access to the
requested directory.

HTTP Server

3. A message appears in the Web browser that prompts
you to enter a user ID and password.

(1) Registering the user name and password in the password file and changing
the password

You can register and change the user name and password in the password file using the
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htpasswd command.

How to use the htpasswd command is described below:

(@) Format

ht passwd [-b][-c | -D password-file-name user-name] password]

(b) Parameters

-b
Specify this parameter when you specify the password in the command line.
-C

Specify this parameter when you create anew password file. You need not specify
-c when you add a user and change the password in an already created password
file.

-D

Specify this parameter when you delete auser registration. If the specified user is
registered in the specified password file, the utility del etesthe corresponding user
from the password file.

password-file-name

Specify the password file that registers, changes, or deletes password.
user-name

Specify the user name for which password isto be registered, changed, or del eted.
password

Specify the password to be registered or changed. You can specify this parameter
only when - b option is specified. .

(c) Usage method

If you specify the password file name, the user nameto be registered, or the user name
for which the password is to be changed, and run the htpasswd, the input of respective
password is requested. If you enter the password twice, including the confirmation of
password entry, the user name and the password of that user are registered in the
password file:
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C:\ >"<Cosm nexus-installation-directory>\httpsd\bin\ht passwd. exe" .passwd
user xx R

New passwor d: L2,
Re-type new password: L0 3.
Updati ng password for userxxx 4
C\>

1. Change the password of userxx

2. Enter anew password

3. Re-enter the new password

4. End the registration of new password

When deleting the registration, start the htpasswd utility by specifying the - D option,
the password file name, and the user name that is to be deleted.

C:\ >"<Cosmi nexus-install ati on-di rectory>\httpsd\bin\ht passwd. exe" -D

. passwd userxx ...L1.
Del eting passwd for userxx L2,
C\>

1. Deleteregistration of userxx
2. Deletetheregistration of userxx and exit
(d) Note

»  On Windows, the maximum size of a password is 128 characters. The maximum
size of the user nameis 128 characters. On UNI X, the maximum size of the
password isthe maximum length returned by the system call the getpass() (aread
password functionality) or 128 characters, whichever valueissmaller. For details
on the getpass(), see the OS manual.

» When the htpasswd command is executed, atemporary work fileis created in the
directory in which the password file is created. The work file nameis
password-file-name. process-1D. The work file is deleted when the htpasswd
command ends. However, the work file might not be deleted if you cancel to end
the htpasswd utility whileit is running. Manually delete the work fileif it is not
deleted automatically.

4.5.2 Access control by the host name or IP address of client

For the access control according to the host name and I P address of aclient, use the
directives Allow from and Deny from. Allow from directive specifies ahost namethat
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permits the access and Deny from directive specifies a host name that prohibits the
access.

Example: Prohibit the requests received through the proxy to refer the directories
under <Cosminexus-installation-directory>\httpsd\htdocs\directory.

Specify the following directivesin the httpsd.conf file. When a user accesses
<Cosminexus-installation-directory>\httpsd\htdocs\, the Web browser that uses
the proxy proxy.xxx.soft.hitachi.co.jp, is denied access with the status code 403
Forbidden:

<Directory "<Cosm nexus-installation-directory>/httpsd/ htdocs"> Directory
definition

Order deny, al | ow Define priority order of access
perm ssion and prohibition

Deny from proxy. xxx.soft.hitachi.co.jp Prohibiting to access
</Directory>




1. A client sends a reque

st via a Web browser.

=0
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2. HTTP Server receives the request, and controls access to the requested directory.

HTTP Server

Directory on
the server

3. Access from the browser which uses proxy.xxx.soft.hitachi.co.jp as a proxy is

denied with the 403 Forbidden status code.

Forbidden

T b e pasmanin b

T

4.5.3 Access control for directory
If you create an access control file (. ht access) under a specific directory, you can
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set access permissions for that directory. Specify aclient name (1P address) and a user
name for which access is permitted or denied in the access control file.

(1) Access control file

If you create the access control file under a specific directory, you can set the access
permissions for that directory. Specify the name of access control filein the
AccessFileName directive. The default nameis. ht access.

The access control from the access control file is enabled without restarting the Web
server. However, for correct operations you need to set the AllowOverride directive of
ht t psd. conf to an appropriate level that allows overwriting.

If you specify a password file in the access control file, the server will request user to
enter the user name and password when the user accesses the directory.

# Theaccesscontrol file (. ht access) and passwordfile(. ht passwd) need not have
aone-to-onerelationship. You can specify the same password filein the AuthUserFile
directive for different access control files.

(2) Example to set the access permission
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In adirectory configuration such as the one given bel ow, set the access permissions to
access control files for each directory:

[user001/public_html]
|

—[auth] ———— htaccess
| L——index. htm|

—[test1] _htaccess

| ——. htpasswd (user001/test1)

| index. html

| —[test11]—————_ htaccess

| f———. htpasswd (user001/test11)
| ———index. html

| [test12]— index. html

| [test121] T . htaccess

| L——index. html
—[test2] ————— htaccess

—— htpasswd (user001/test21,

user002/test22, user003,/test23)
——. groupfile (mygroup: user001 user002)
index. html

m Defining access permissions under the auth directory (aut h/ . ht access file)
Accessfromthe server with IPaddress 172.18.102.11 and 172.16.202.4 isdenied:

Order deny, al |l ow L1
Deny from 172.18.102.11 172.16.202.4 ...2.




1.
2.
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First evaluate the access denial definition
Define the access denial

m Defining access permissions under thetestl directory (t est 1/ . ht access file)

Allow access to testl/index.html and testl/test12/index.html only when the user
enters the user name=user001 and password=test1.

Aut hUserFile C:./user001/ public_htm /test1/.htpasswd L
Aut hNarmre "testl Directory" L2
Aut hType Basic
<Limt GET POST> ... 3.
Requi re user user001 ... 4.
</Limt>
1. Define the password file

2.
3.
4,

The user name and password registered in the password file
User name: user001, Password: testl

Define the realm name

Define the method

Allow access to user name: user001

m Defining access permissions under thet est 1/t est 11 directory (t est 1/
test 11/ . ht access file)

Allow access to testl/test11/index.html only when the user enters user
name=user001 and password=test11.

Aut hUserFil e C:/user001/public_htm /testl/test1l/. ht passwd

=

Aut hNarme "test11l Directory" L2,
Aut hType Basic
<Limt GET POST> ... 3.
Requi re user user001 ... 4.
</[Limt>
1. Define the password file

The user name and password registered in the password file
User name: user001, Password: test11

Define the realm name

Define the method

Allow access to user name: user001
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m Defining the access permissions under thet est 1/t est 12/ t est 121 directory
(test1/test12/test121/. htaccess file)

Allow access to test1/test12/test121/index.html only when the user enters user
name=user001, and password=test1, and the Web browser isMSIE.

Order deny, al | ow L
Al'l ow from env=MsI E L 2.
Deny from all ... 3.

1. First evauate the access denial definition

2. Allow access if Web browser isMSIE

3. Deny accessfrom all hosts

However, define the following directivein ht t psd. conf :

Set Envlf User-Agent ".*MSIE *" Ml E

m Defining access permissions under thet est 2 directory (t est 2/ . ht access
file)

Allow access to test2/index.html only when the user enters the user name and
password of the mygroup group.

Aut hUserFil e C:/user001/ public_htm /test2/.htpasswd 1.

Aut hGroupFil e C:/user001/ public_htm /test2/.groupfile . 2.

Aut hNarme “test2 Directory" . 3.

Aut hType Basic

<Limt GET POST> L4
Requi re group mygroup ...5.

</Limt>

1. Definethe password file
The user name and password registered in the password file
User name: user001, password: test21
User name: user002, password: test22
User name: user003, password: test23
2. Definethe group file
The group name registered in the group file
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Group name: mygroup

The user names registered in mygroup: user001, user002, user003
3. Define the realm name

Define the method
5. Allow access to the group name: mygroup

4.5.4 User authentication and access control using the directory
service
You can link to the directory service (hereafter called the LDAP server), and can

perform the user authentication without creating apassword file. You can a so control
the access with the LDAP server attributes.

This functionality cannot be used for the HP-UX (IPF) version.
(1) Embedding the mod_hws_Idap module

Themod_hws_Idap module must be embedded for user authentication viathe LDAP
server. To embed the mod_hws_|dap module, specify the following directivesin the
configuration file (ht t psd. conf):

* UNIX version
LoadModule hws_| dap |i bexec/ nod_hws_| dap. so
* Windows version
LoadModule hws_| dap nodul es/ nod_hws_| dap. so
(2) How to authenticate the access with LDAP server

When performing the user authentication, specify the AuthType directive and
AuthName directive in away similar to that of using a password file in <Directory>,
. ht access. By specifying the Require valid-user and the LDAPRequire directives,
you can authenticate the user integrated with LDAP server.

Thefollowing is an example of user authentication when CGI of
<Cosminexus-installation-directory>/httpsd/cgi-bin/ is used and the User I1d and
password are entered:

Example:

LDAPSer ver Name | dap. server. hitachi.com

LDAPSer ver Port 389

<Di rectory "<Cosmi nexus-installation-directory>/httpsd/
cgi-bin">

Aut hName LDAP- TASK

Aut hType Basic

Require vali d-user
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LDAPRequi r e
</Directory>

You can aso control the access with LDAP server attributes.

For example, you can also alow access only to users with the employee registration
number from 100 to 200.

(3) Access control with LDAP server

You can define whether an authenticated user can use the relevant contents.

LDAPRequi re [ %ON attribute?q [ LDAP-search-folder]

In LDAP-search-folder, the access permissions are defined on the basis of information
registered in the LDAP server.

For exampl e, among the authenticated usersif you want to give access only to taro and
hanako, define the access control as shown below. In advance register the defined
information in the LDAP server.

Example:

LDAPRequi re %n% (| (cn=t ar o) (cn=hanako))

(4) Relationship between the user authentication and access control
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Inthefollowing example, user nameisregistered ascn inthe LDAP server. When SSL
client authentication and LDAPRequire directive are combined, Cosminexus HTTP
Server checks whether the client isregistered in the LDAP server after authentication
depending upon the certificate. In such cases, Cosminexus HTTP Server treats the
Common Name (CN) of subject in the client certificate as a user name, accesses the
LDAP server as an anonymous access without using a password and checks. If
Cosminexus HTTP Server cannot access the LDAP server, it responds with the status
code 500 Interna Server Error.

The following figure shows the relationship between the user authentication and
access control:
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Figure 4-5: Relationship between the user authentication and access control

Clients
(a)-2
USER TARO
Certificate — PASS ***
[—_[]
> LDAPBaseDN £
CN=TARO ou=member,o=hitachi,c=jp + |cn=TARO
(a)-3 |
E HTTP Server | [ LDAP server
Password
Client SSL LDAP authentication
—
authentication authentication =
(a)-1
2 . LDAPBase]N
(b)-1 OK? S
(a)-4

Access to the
LDAP server by
anonymous user

for search filter access control.

The cn(=TARO) attribute is used (@)-5 S % cnerRog

b)-3
(a%_a OK? LDAPRequire

(

(|(cn=taro)(cn=hanako))

Content

(a) Authentication by LDAP server

1

For the authentication by LDAP server, each user definestheregistered DN (entry
registered by the user to be authenticated: ou=member, o=Hitachi, and c=jp), in
the LDAPBaseDN directive in advance.

When accessing the contents defined in the LDAPRequire directive, the Web
server uses the information of DN and authenticates the client. A window
requesting user name and password is displayed on the Web browser.

If auser name and password is entered, the Web server combines the cn=user
name and the DN defined inthe LDAPBaseDN directive, createsauser DN to be
authenticated, and authenticates the password. In this case, the user DN will be
cn=TARO, ou=member, o=hitachi, and c=jp.

If the password registered in the DN of LDAP server does not match with the
password entered by the client, the Web server returns status code 401
Authorization Required and denies the access for the user.
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5.

Even if the passwords match, if thereis a specification of LDAP search filter in
the LDAPRequire directive, the Web server determines whether the search filter
code matches with the user DN.

The Web server allows access if the code matches. Even if the password matches
for cn=JIRO, since the search filter code does not match, the Web server responds
with a status code (by default thisis401 Aut hori zati on Requi r ed)
according to the LDAPNoOENtryStatus directive and denies access.

(b) When there is a SSL client certificate

1

When accessing from the client (Web browser), if the Web server receivesan SSL
client certificate, the LDAP server does not authenticate. SSL performs the
authentication.

If LDAPRequire directive is defined, the Web server accesses the LDAP server
and performs the access control.

The Web server searches the LDAP server with the Common Name (CN) in the
subject of the client certificate as the client name. If CN is does not exist in the
LDAP server, the Web server responds with the status code 401 Authorization
Required.

If CN of client certificate existinthe LDAP server, the Web server usesthe search
filter and confirms whether the CN of client certificate matches thefilter. If the
search filteris(|(cn=TARO)(cn=HANAKO)) and the CN certificateisTARO, the
CN matches the search filter, so accessis possible. If CN is JRO, the CN does
not match the search filter, so the Web server responds with the status code (by
default thisis401 Aut hori zati on Requi r ed) based on the
LDAPNoEntryStatus directive and denies the access.

LDAP server always possesses acn to distinguish the user. Create the SSL client
certificate based on the assumption that the certificate CN and this cn match with
each other.

(5) User authentication by multiple LDAP servers
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(@)

You can specify multiple LDAP serversin parallel. Accordingly, you can
simultaneously use LDAP servers with different registered users and can authenticate

these users. Note that you can change the LDAP server as per contents since

directory-wise specification is also possible.

Specifying multiple LDAP servers

You can specify the server name, port name and DN of multiple LDAP serversin the
LDAPServerName, LDAPServerPort, and LDAPBaseDN directives. The LDAP
server that was specified first has the highest priority, however the priority goes down
in the specified order.
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(b) Specifying the LDAP server for each directory

You can specify thefollowing directivesrelated to the LDAPfor each directory. I nherit
the specified directives from the top directory to the lower directoriesin the order of
httpsd.conf, <VirtualHost>, and <Directory>.

LDAP related directives that can be specified in each directory
e LDAPServerName
e LDAPServerPort
* LDAPTimeout
« LDAPBaseDN
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4.6 Displaying the file name list
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Thefunctionality that showsthelist of file namesin the directory on the Web browser
is called the Directory Index. Define the following directives to enable the directory
index functionality:

Options + | ndexes

Itisunsafeto display all thefilesfrom security point of view. In Indexlgnoredirective,
you need to specify files that are not to be displayed in the index.

However, even if you specify Options + Indexes, when the files (by default
i ndex. ht nl ) specified in the Directrylndex directive are under the directory,
specified files are displayed.

When the directory index format is to be displayed, specify the following directive:

I ndexOpti ons + Fancyl ndexi ng

Specify the detailed settings of the format display functionality in the IndexOptions
directiveand the Addlcon directive. Thefoll owing figure showsthe window displayed
by the directory index functionality and the contents set in each directive:
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Figure 4-6: Definition of the format display functionality
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In the ReadmeName directive, set the file that stores the contents to be displayed.

Note that file names with multi-byte characters cannot be displayed.

If the character sets used in the files specified in the HeaderName directive or the
ReadmeName directive differ from the default character set (for the UNIX version:

| SO-8859-1; for the Windows version: UTF-8), garbled text is displayed in the
directory index. If this happens, specify the character sets used in the files specifiedin
the HeaderName directive or ReadmeName directive by using the Charset option of
the IndexOptions directive.
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4.7 Setting the reverse proxy
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Whenever aclient cannot directly connect to the Internet, client requests are sent to the
Web server via another server called a proxy server. The proxy server is usually
installed at aconnection point between the clientsand the Internet. A proxy server that
isinstalled at a connection point between the Internet and the Web server iscaled a
reverse proxy. Thereverse proxy processes requests received from clients on behalf of
the Web server.

Thefollowing figure showsthe difference between anormal proxy server and areverse
proxy.
Figure 4-7: Difference between anormal proxy server and areverse proxy

Normal proxy server Reverse proxy
Client Client
£ Ny i O

o)
X é [} é X
Internet
b Toxy:Setver C >

=
2 | Web server

You can use the reverse proxy for following operations:

Web server
(backend server)

m You can prevent direct accessto contents.

When important information is maintained in the Web server (such as database of
credit card numbers), set the reverse proxy and the Web server on different



4. How to Operate the System

machines, protect the Web server from invalid access and prevent theinformation
leakage.

m You canintegrate a highly loaded SSL processin the proxy server.

If you usethe reverse proxy and perform the SSL processing on another machine,
you can distribute the load on the Web server.

m You can divide the load on the Web server without affecting the client.

Even if you divide the Web server, since the proxy server acts as an alternative,
the client can access with the same interface as prior to the division.

(1) Embedding proxy module

To use the reverse proxy, you need to embed a proxy module. To embed the proxy
module, specify thefollowing directivesin the configurationfile (ht t psd. conf ). For
UNIX version, always specify the LoadModule directive in the following sequence:

« UNIX version

LoadModul e proxy_nodul e |i bexec/ nod_proxy. so
LoadModul e proxy_http_nodul e |i bexec/ mod_proxy_http. so

e Windows version

LoadModul e proxy_nodul e nodul es/ nbd_pr oxy. so
LoadModul e proxy_htt p_nodul e nmodul es/ nmod_proxy_http. so

(2) How to set directives

(@)

The following example describes the settings for each directive that sets the reverse
proxy.

Each addressis as follows:

Rever se proxy: www.example.com

Backend server: backend.example.com

Reallocating the request URL and the request header

If you set the ProxyPass directive as shown below, the request http://
www.example.com/news/oct-2001 received from client changes to the request http://
backend.example.com/oct-2001.

ProxyPass /news/ http://backend. exanpl e. com
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(b)

()

The Host:Header isreallocated from "Host:www.example.com” to
"Host:backend.example.com". After that, the reverse proxy sends the response from
the backend server to the client.

Reallocating the response header

If aRedirect directive is executed from a backend server and the directive uses an
image map or contains a directory request that does not end with a backdash (/), the
L ocation header in the backend server response will contain the backend server
address. If theresponseis sent to the client asis, the client will request aredirect from
the backend server directly, instead of from the reverse proxy. Asaresult, you must
specify the ProxyPassReverse directive as follows, so that the redirect request also
passes through the reverse proxy:

ProxyPassReverse /news/ http://backend. exanpl e. com

The location header is changed to the reverse proxy address.
Reassigning the Set-Cookie header

The domain name and path name are sometimes placed in a Set-Cookie header that is
returned to the client from the backend server. By doing so, cookies are sent by the
client only when the request matches the domain name and the path namein the
Set-Cookie header.

Examples of when the Set-Cookie header is reassigned and when the Set-Cookie
header is not reassigned are explained below.

Example of not reassigning the Set-Cookie header

The figure below illustrates an example of areverse proxy sending a Set-Cookie
header with a domain name and path name response from the backend server to the
client asis. Notethat the numbersin the foll owing figure correspond to the explanation
below.
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Figure 4-8: Example of not reassigning the Set-Cookie header

Directive specification on the reverse proxy
ProxyPass /front/ http://backend.example.com/

1 2
== Ll H
=% 4 3
Client Reverse proxy Back-end server

1: http://www.example.com/front/cgi-bin/test-cgi.pl

2: http://backend.example.com/cgi-bin/test-cgi.pl

3: Set-Cookie: ~; domain=backend.example.com; path=/cgi-bin/
4: Set-Cookie: ~; domain=backend.example.com; path=/cgi-bin/

1. Theclient sends an http://www.example.com/front/cgi-bin/test-cgi.pl request to
the reverse proxy.

The reverse proxy convertsthe URL, and then forwards it to the backend server.

Thereverse proxy receives a Set-Cookie header from the backend server in which
the domain name is set to domain=backend.example.com, and the path name is
set to path=/cgi-bin/.

4. Thereverse proxy returns the Set-Cookie header received from the backend
server to the client asis.

In the above case, the client does not send the cookie received from the Set-Cookie
header when the client sends a request to anything at or below /front/cgi-bin/ viathe
reverse proxy. Thisis because the domain name in the Set-Cookie header received by
the client is backend.example.com, but the domain name of the reverse proxy is
www.example.com. In the same way, the path names will also not match.

Example of reassigning the Set-Cookie header

The HWSProxyPassReverseCookie directive must be specified for aclient to receive
acookie sent via the Set-Cookie header from the backend server. The figure below
shows an example of reassigning the Set-Cookie header by specifying the
HWSProxyPassReverseCookie directive. Note that the numbersin the following
figure correspond to the explanation below.
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Figure 4-9: Example of reassigning the Set-Cookie header

Directive specification on the reverse proxy
ProxyPass /front/ http://backend.example.com/
HWSProxyPassReverseCookie /front/

Client Reverse proxy Back-end server

1: http://www.example.com/front/cgi-bin/test-cgi.pl

2: http://backend.example.com/cgi-bin/test-cgi.pl

3: Set-Cookie: ~; domain=backend.example.com; path=/cgi-bin/
4: Set-Cookie:~; path=/front/cgi-bin/

1. Theclient sends an http://www.example.com/front/cgi-bin/test-cgi.pl request to
the reverse proxy.

2. Thereverse proxy convertsthe URL, and then forwards it to the backend server.

Thereverse proxy receives a Set-Cookie header from the backend server in which
the domain nameis set to domain=backend.example.com and the path nameis set
to path=/cgi-bin/.

4. Thereverse proxy returns the reassigned Set-Cookie header to the client.

In the above case, the client receives a Set-Cookie header whose path name (/front/
cgi-bin/) matches the beginning of the path in the request URL (/front/cgi-bin/
test-cgi.pl). Also, there was no domain namein the Set-Cookie header received by the
client. Thisis essentially the same as the domain name of the URL requested by the
client (www.example.com) being specified in the Set-Cookie header. As such, cookies
set by the Set-Cookie header can be sent with requests that go through reverse proxies
to get to backend servers.

(3) Example of system building
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This subsection shows examples of configuring a system by using CosminexusHTTP
Server on the reverse proxy and the backend server.

You must be aware of the redirect process and specify the appropriate settings when
configuring the system. If the client accesses the URL of adirectory on the backend
server without adding aforward slash (/) at the end of the URL, the backend server
sends a redirect request with the Location header. In this case, the Location header
value must be changed from the backend server address to the reverse proxy address
to ensure that all client re-requests go through the reverse proxy.

The system network configurationisshowninthefollowing figure. Also, each address
isasfollows:
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Rever se proxy: www.example.com

Backend server: backend.example.com
Figure 4-10: Network configuration

Client

A* D*
ot 4t Reverse proxy
www.example.com
X X
B* c*

Backend server
backend.example.com

#: Corresponds to redirect processes (a) and (b) explained below.

Recommended configuration

The host name and path name specified in the ProxyPass directive is the same as the
host name and path name specified in the ProxyPassReverse directive. The
ServerName directive is specified in all of the virtual hosts on the backend server, and
the specification valueisthe same as the host name specified in the ProxyPassReverse
directive on the reverse proxy.

The redirect process flow is shown in Table 4-6 when the reverse proxy and the
backend server are configured as shown in Table 4-7 under the network configuration
asillustrated in Figure 4-10.

Table 4-6: Example to set the recommended configuration

Setting location

Setting contents

Reverse proxy

ServerName www.example.com
ProxyPass /before/ http://backend.example.com/after/
ProxyPassReverse /before/ http://backend.example.com/after/
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Setting location Setting contents

Backend server

ServerName backend.example.com

Table 4-7: Redirect process flow of recommended configuration

Location in Explanation
the figure

1 Access "http://www.example.com/before/dir".

2 Access"http://backend.example.com/after/dir" as per the ProxyPassdirective value.
Change and forward the Host header value in the backend.example.com.

3 Generate a URL that ends with aforward slash (/) because a forward slash (/) was
not added to the end of the URL, set the URL in the Location header, and then return
the redirect request.

4 Change and forward the Location header in the "http://www.exampl e.com/before/
dir/" as per the ProxyPassReverse directive value.

5 Access the "http://www.example.com/before/dir/" again as per the Location header.

A Host header value is "www.example.com".

B Host header value is "backend.example.com".

C Location header value is "http://backend.example.com/after/dir/".

D Location header value is "http://www.example.com/before/dir/".

#

When the backend server responds with a status code such as 302 Found or 404
Not found, the reverse proxy forwardsthe HTML document to the client without
any changes. The backend server name mentioned in the HTML documents, such
as 404 Not found and the redirect destination link address mentioned in 302
Found, are not changed to the reverse proxy information. Use the ErrorDocument
directive on the backend server, or use the ProxyErrorOverride directive on the

reverse proxy to prevent the client from seeing the backend server information.

(b) Configuration with the ProxyPreserveHost directive set to "On" in the
reverse proxy

Normally, the reverse proxy convertsthe Host header value received from the client
according to the ProxyPass directive value, and then forwards the converted value to
the backend server. If you want to obtain the Host header value sent by the client asthe
Host header value in the backend server, set the value of the ProxyPreserveHost
directive to On in the reverse proxy. Note the following points:

» Specify the same value as that of ServerName for the reverse proxy in the
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ServerName directive on the backend server.

» Specify the samevalue for ServerName of the reverse proxy and for ServerName
of the backend server for the host name of the ProxyPassReverse directive.

Table 4-8 shows the redirect process flow performed when the reverse proxy and the
backend server are set as shown in Table 4-9 under the network configuration shown
in the figure 4-10.

Table 4-8: Example configuration where the ProxyPreserveHost isset to On in

the reverse proxy
Setting location Setting contents
Reverse proxy ServerName www.example.com

ProxyPass /before/ http://backend.example.com/after/
ProxyPassReverse /before/ http://www.example.com/after/
ProxyPreserveHost On

Backend server ServerName www.example.com

Table 4-9: Redirect processflow of configuration wherethe ProxyPreserveHost
is set to On in the reverse proxy

Locationin Explanation
the figure
1 Access "http://www.example.com/before/dir".
2 Access "http://backend.example.com/after/dir" as per the ProxyPass directive. As

the ProxyPreserveHost directive is set to On, the Host header value will remain as
www.example.com.

3 Generate a URL that ends with aforward slash (/), because aforward slash (/) was
not added to theend of the URL, set the URL in the Location header, and then return
the redirect request.

4 Change and forward the Location header in "http://www.example.com/before/dir/"
as per the value of ProxyPassReverse directive.

Access the "http://www.example.com/before/dir/" again, as per the Location header.

The value of Host header is "www.example.com".

The value of Host header is "www.example.com".

The value of Location header is "http://www.example.com/after/dir/".

O|lO|m| > 0

The value of Location header is "http://www.example.com/before/dir/".
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(4) Note
(a) Basic points to be noted

104

The reverse proxy sets the functions according to request URL patterns. So, you
can specify settings so that the reverse proxy forwards specific requests to other
backend serversasareverse proxy and respondsto other requests asaWeb server.
However, the settings make it unclear whether the requests are processed by the
reverse proxy or by the Web server. Therefore, when you use areverse proxy, we
recommend that you specify the following settings to forward all the requests
from the reverse proxy to the backend server.

ProxyPass / htt p:// forwarding-destination-backend-server-address/

If you use areverse proxy and a Web server together, you can separate the
functionality amongst the virtual hosts.

The reverse proxy stores the Host header value received from the client into the
X-Forwarded-Host header, converts the Host header value to the specification
value of the ProxyPass directive, and then forwards the converted value to the
backend server. If you want to refer to the Host header value sent by the client on
the backend server, refer to the X-Forwarded-Host header value sent by the
reverse proxy. However, if the ProxyPreserveHost directive is set to On, directly
refer to the Host header sent by the reverse proxy.

When you access the backend server viathe reverse proxy, you must specify not
the URL of the backend server, but the URL to which the reverse proxy accesses
the HTML content provided by the backend server. When you enter the reference
URL for content such as images and style sheets, the same care must be taken.

Example:
Set up the link from the index.html to index2.html in the following states:

« On thereverse proxy, the ProxyPass directive vaue is specified as /before/
http://backend-server-address/after/.

* On the backend server, both index.html and index2.html exist in the same
directory (/after/ below).

The following table shows the relationship between the coding method and
accessibility of index.html:

Table 4-10: Relationship between the coding method and accessibility of link

Coding of link Accessibility when link
is clicked
<A HREF="index2.html">link</A> Y
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Coding of link Accessibility when link
is clicked
<A HREF="/beforefindex2.html">link</A> Y
<A HREF="http://reverse proxy address/before/index2.html">link</ Y
A>
<A HREF="/after/index2.html">link</A> N

Reverse proxy does not support HTTP version 0.9.

(b) Points to be noted for the ProxyPass directive

When the path name specified in the ProxyPass directive and the request URL are
same, or when the path nameisincluded from the beginning of request URL, the
path name is determined as matching.

However, when there is no /(slash) at the end of path name and if the path name
matches exactly with the request URL, or the path name is included from the
beginning as the directory, the path name is determined as matching.

If the path name is matching, delete the beginning part of URL that is similar to
the path name and add the remaining part to the path name that is specified in the
ProxyPass directive, and then send the request.

In the ProxyPass directive, specify a path name that ends with /(slash). The
following table describes the relationship between specifications of ProxyPass
directive and the request:

Table 4-11: Relationship between specifications of ProxyPass directive and
request

Example of ProxyPass Request M Location where request is
directive specification at forwarded
ch
ProxyPass /abc/ http:// http://reverse proxy Y | http://backend.example.com/
backend.example.com/ address/abc/
http://reverse proxy N | --
address/abc
http://reverse proxy Y | http://backend.example.com/
address/abc/def def
ProxyPass /abc http:// http:// reverse proxy Y | http://backend.example.com/
backend.example.com/ address /abc
http:// reverse proxy Y | http://backend.example.com//
address /abc/
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Example of ProxyPass Request M Location where request is
directive specification at forwarded
ch
http:// reverse proxy Y | http://backend.example.com//
address /abc/def def
L egend:
Y: Match.
N: Does not match.
--: Not applicable.

If you specify multiple ProxyPass directives and the requested URL matcheswith
multiple path names, the ProxyPass directive that is specified first is applied.

Example:
Backend server that processes requests for /abc/def/: backendl.example.com

Backend server that processes requests for / abc/ other than to /abc/def/:
backend2.example.com

Backend server that processes all other requests: backend3.example.com
Specify these settings in the following sequence:

ProxyPass /abc/def/ http://backendl. exanpl e. con!
ProxyPass /abc/ http://backend2. exanpl e. comf
ProxyPass / http://backend3. exanpl e. com

The request URL specified in the ProxyPass directive is forwarded before
performing the corresponding file search in the local process, which is afeature
of the Web server. Therefore, when the request URL matches the path name
specified in the ProxyPass directive, even if afile matching the request URL
exists, the request URL is converted into a backend server request, and then
forwarded to the backend server.

If the specified directory in arequest URL isnot closed by a/ (slash), thereverse
proxy does not respond with the redirect.

Example: In the case of ProxyPass /ab/ http://backend.example.com/

If arequest of http://reverse proxy isaddress/ab, the request isdoe not match,
and if /abisnot available in the reverse proxy, the Web server respondswith
'404 Not Found'.
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(c) Notes for the ProxyPassReverse directive

If the URL specified in the ProxyPassReverse directive and the Location header
value received from the backend server are exactly same, or if the URL includes
the prefix of the request URL, the URL specified in the ProxyPassReverse
directive and the Location header value are seen as matching. If they match, the
addressis sent to the client as the reverse proxy according to the specification of
the ProxyPassReverse directive.

(Example) When the Location header sent as a response by the backend
server is Location: http://backend-server-address/docs/memo/

If the ProxyPassReverse directive is set to ProxyPassReverse /path/ http://
backend-server-address/docd/, the L ocation header to be returned to the
client is Location: http://reverse-proxy-address/path/memo/.

If you specify multiple ProxyPassReverse directives, the directive that is
specified first is applied.

When the reverse proxy changes the value of Location header according to the
value set in ProxyPassReverse directive and forwardsit to the client, set the value
used in the current connection for the L ocation header scheme. For example, http
is set when accessing by http. Therefore, when arequest is redirected to https by
using the L ocation header at the time of access via http, set the host name of the
reverse proxy to the Location header value on the backend server to prevent the
Location header from matching the value of the ProxyPassReverse directive.

(d) Notes for the HWSProxyPassReverseCookie directive

The HWSProxyPassReverseCookie directive is specified to convert the
Set-Cookie header sent by the backend server as aresponse. By setting the same
value as the path name of the ProxyPass directive for the

HW SProxyPassReverseCookie directive, the Set-Cookie header is converted for
each ProxyPass directive.

Thetable below explains the conversion rules of the Set-Cookie header when the
directives of the reverse proxy are specified as follows:

ProxyPass /front/ http://backend. exanpl e. com
HWEPr oxyPassRever seCooki e /front/
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Table 4-12: Conversion rules of the Set-Cookie header

# | Set-Cookie header sent
to the client as a
response

Set-Cookie header sent
by the backend server as
aresponse

Explanation for the
conversion rule

1 | Set-Cookie: ~; path=/front/

Set-Cookie: ~; path=/

When the domain nameis not
specified in the Set-Cookie
header received from the
backend server, the reverse
proxy replaces the forward
slash (/) of the path namein
the Set-Cookie header with /
front/.

2 | Set-Cookie: ~; path=/front/

Set-Cookie: ~;
domain=backend.example.co
m; path=/

When thedomain namein the
Set-Cookie header received
from the backend server
matches the domain name of
the forwarding destination
URL specified in the
ProxyPass directive exactly,
thereverse proxy replacesthe
forward slash (/) of the path
name in the Set-Cookie
header to /front/. The reverse
proxy deletes the domain
name in the Set-Cookie
header, and then sends the
Set-Cookie header to the
client.

path=/

3 | Set-Cookie: ~;
domain=.example.com;

Set-Cookie: ~;
domain=.example.com; path=/

When thedomain namein the
Set-Cookie header received
from the backend server starts
with aperiod (.), the reverse
proxy sends the Set-Cookie
header received from the
backend server to the client
without any change.

path=/

4 | Set-Cookie: ~;
domain=other.example.com;

Set-Cookie: ~;
domain=cther.example.com;
path=/

When the domain namein the
Set-Cookie header received
from the backend server
differsfrom the domain name
of the forwarding destination
URL specified in the
ProxyPass directive, the
reverse proxy sendsthe
Set-Cookie header received
fromthebackend server tothe
client without any changes.
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# | Set-Cookie header sent
to the client as a
response

Set-Cookie header sent
by the backend server as
aresponse

Explanation for the
conversion rule

5 | Set-Cookie: ~

Set-Cookie: ~

When the domain name and
the path name are not
specified in the Set-Cookie
header, the reverse proxy
sends the Set-Cookie header
received from the backend
server without any changes.

» Hereareexplanationsfor the conversion rules of the Set-Cookie header when the
directives of the reverse proxy are specified as follows:

ProxyPass /front/ http://backend. exanpl e. com abc/ def/
HWSPr oxyPassRever seCooki e /front/

*  When the path name sent by the backend server is /abc/def/ghi/

When the path name of the forwarding destination URL specified in the
ProxyPass directive matches the prefix of the path name set in the

Set-Cookie header, the matched part of the path name in the Set-Cookie
header is replaced to the path name specified in the ProxyPass directive.

ProxyPass directive

ProxyPass /front/ http://backend.example.com/abc/def/

The Set-Cookie header sent by the back-end server as a response I Prefix match
Set-Cookie: ~; path=/abc/def/ghi/

The Set-Cookie header sent to clients as a response
Set-Cookie: ~; path=/front/ghi/

Conversion

» The path name of the Set-Cookie header sent by the backend server is/abc/

When the path name set in the Set-Cookie header matches the prefix of the
path name of the forwarding destination URL specified in the ProxyPass
directive, the path name in the Set-Cookie header is replaced to the path
name in the ProxyPass directive.
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(e)

ProxyPass directive
ProxyPass /front/ http://backend.example.com/abc/def/

’ Prefix match

The Set-Cookie header sent by the back-end server as a response
Set-Cookie: ~; path=/abc/

. ; Conversion
The Set-Cookie header sent to clients as a response

Set-Cookie: ~; path=/front/

» The path name of the Set-Cookie header sent by the backend server is/abc/
XXX/

When the path name of the forwarding destination URL specified in the
ProxyPass directive does not match the path name set in the Set-Cookie
header, the reverse proxy does not perform the Set-Cookie header
conversion. The reverse proxy sends the Set-Cookie header received from
the backend server to the client without any change.

ProxyPass directive
ProxyPass /front/ http://backend.example.com/abc/def/

¢ Mismatch

The Set-Cookie header sent by the back-end server as a response
Set-Cookie: ~; path=/abc/xxx/

. ) No conversion
The Set-Cookie header sent to clients as a response

Set-Cookie: ~; path=/abc/xxx/

Points to be noted for performance

When the document name or the host name is specified in the ProxyPass directive, a
DNSquery isgenerated. If you already know the | P address of the backend server, you
can reduce the time for resolving the name by mentioning the | P address in the hosts
filein advance.
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4.8 Displaying the operation status (Status information display)

Display number of running processes, number of standby processes, and the status of
each process (such as R, W, and L) in the Web browser (number of server threads for
Windows version). On the basis of thisinformation, you can tune the StartServers,
MinSpareServers, MaxSpareServers, and the MaxClients directive (the
ThreadsPerChild directive for Windowsversion). For detailson each directive, see4.1
Relationship between processes and directives of Cosminexus HTTP Server.

When you set the ExtendedStatus directive to On, more detailed information is
displayed.
(1) Specifying the server-status handler

Specify the server-status handler as follows to use the display functionality of status
information:

<Location /server-status>
Set Handl er server-status
</ Locati on>

However, generally the accessto the status information of the Web server is controlled
and the information is not disclosed to the end-user.
(2) Specifying URL

To display the statusinformation, specify the URL from Web browser in the following
format. Note that the server status may be displayed incorrect temporarily depending
upon the timings:

ht t p: / / Host-name] : Port-number] / server-statug] ?{r ef r esh=Updat e
i nt erval | aut o| not abl e} ]

You can specify refresh=updated interval, auto, and notable respectively with the
conjunction & . However, theauto isin the plain text, and hencethereisno significance
of specifying auto together with notable.

m refresh=update interval ((1-3600))

Specify theinterval in which the Web server status information is to be updated,
in seconds. However, the Web browser needs the functionality to support the
Refresh header of HT TP response header. If a value not within the acceptable
rangeis specified, 60 secondsis set.
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H auto

Thisisdisplayed in the plain text format. Asthe aut o isdisplayed in the plain
text, you can easily use aut o in other programs.

m notable
Display the status information in HTML without using the <TABLE> tag.

example-of-specification
htt p: // ww. exanpl e. coni server - st at us?r ef resh=60&not abl e

example-of-display
http://ww. exanpl e. conl server - st at us

The following figure shows the example of status information display, when the
URL is specified asabove. The display format varies slightly for UNIX version
and Windows version.

112



4. How to Operate the System

Figure 4-11: Example of statusinformation display

{ Cosminexus HTTP Se atus - Windows Internet Explorer

RIE = Jo v mmeisconroere-ss Sl

& BWIEAD 8 Cosminena HTTP Server Stans | |

Cosminexus HTTP Server Status for www.example.com
Server Version Communexus HTTP Server

Web Server Server Buik Nov 11 2011 183737

information
Current time
Cusvent Tene Friday, 02-Dee-2011 185210 15T @ 3
Restart Tane: Friday, 02-Dec-2011 185153 J5T @ Start time
Parent Server Generation 0 Restart {fequency
Server uptume: 16 seconds L i i
1 equests csreatly beng processed, 49 idie worksss @y Operating t|mel
Current op on state

L]

Scoreboard”

+ Scorcbosrd Key ¥

Explanation of | |+ yiy for Conection, *s* Starting up, "n° Reading Request,

scoreboard W' Sending Reply, " Keepalve (read), "p* DNS Lockap,

keys “c" Closmg connection, "L” Loggng, 0" Gracefully finushing,

¥ *1* Idle cleantsp of worker, *." Open slot with no current process

PID Key

Server 620 4n state: W, 820 in seate: _ ,  B20 in state: _

810 im stater ’ 820 in stater v 820 in state:
process ID 810 in state: _ , 820 in state: _ , 820 in state: _
AIN Am AT AEs: 2 R im Arares: AZN AN ArArs: :j

# In the scoreboard, the state of running server processes is
shown with keys.
Legend:
-+ Waiting for a request
- Starting up
-+ Receiving a request from a client
-+ Processing the request, and sending the response to a client
- Waiting to receive a request in the KeepAlive state
-+ Lookup in-progress (see the HostnameLookups directive)
-+ Closing connection
-+ Qutputting logs
-+« Waiting to finish the graceful restart process
-+ Terminating threads
-+ Not running

“—erooxsanl

(3) Information that can be acquired

The following table describes the information that you can acquire by the status
information display functionality. You can acquire the detailed information by setting
the ExtendedStatus directive to On.
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Table 4-13: Information which can be acquired by using the status information
display functionality (without the auto specification)

No. Contents Explanation Value and
acquisition
ExtendedS
tatus
Off On
1 Server Version Server version Y Y
2 Server Built Server building time Y Y
3 Current Time Current time Y Y
4 Restart Time Start time Y Y
5 Parent Server Generation Number of times the server processis Y Y
restarted (initial value 0)
6 Server uptime Server process running time Y Y
7 Total accesses Number of total accesses N Y
8 Total Traffic Total amount of traffic N Y
9 CPU Usage: u vvv swww cu User time, system time, user time of the N Y
XXX CSYyy - zzz% CPU load child process, system time of the child
process, CPU usagerate (UNIX version)
10 XXX requests/sec - yyy B/ Number of requests per second, traffic N Y
second - zzz B/request per second, traffic per request
11 XXX requests currently being The number of server processes during Y Y
processed, yyy idle workers request processing (threads), the number
of server processesin the status of
reguest waiting (threads)
12 Scoreboard Operation status of asingle thread Y Y
13 Scoreboard Key Legend of scoreboard Y Y
14 PID Key Server process ID and the operation Y Y
status of asingle thread
15 Srv Identifiersand restart frequency of server N Y
process
16 PID Process ID N Y
17 Acc Access count (connection-wise/ N Y
thread-wise/ slot-wise)
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No. Contents Explanation Value and

acquisition
of
ExtendedS
tatus

Off On

18 M Operation status N Y

19 CPU CPU time (in seconds) (UNIX version) N

20 SS Elapsed seconds from the starting of last N

process

21 Req Milliseconds required for the last process N Y

22 Conn Traffic for the connection N Y

23 Child Traffic of process N Y

24 Slot Traffic of slot N Y

25 Client Client of last process N Y

26 VHost Virtual host name N Y

27 Request Request line of last process N Y

L egend:

Y: Can be acquired.
N: Cannot be acquired.

Table 4-14: Information which can be acquired by using the status information
display functionality (with the auto specification)

No Contents Explanation Value and
acquisition
of
Ext endedSt a
tus
Off On
1 Total accesses Total number of accesses N Y
2 Total kBytes Total amount of traffic N Y
3 CPULoad CPU usage rate (UNIX version) N Y
4 Uptime Server process running time (in seconds) N Y
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No Contents Explanation Value and
acquisition
of
Ext endedSt a
tus
Off On
5 RegPerSec The number of requests per second N Y
6 BytesPerSec Amount of traffic per second N Y
7 BytesPerReq Amount of traffic per request N Y
8 BusyWorkers The number of server processes during Y Y
request processing (threads)
9 ldleWorkers The number of server processesin the status Y Y
of request waiting (threads)
10 Scoreboard Operation status of each thread Y Y
Legend:

Y: Can be acquired.
N: Cannot be acquired.
(4) Note

Multibyte characters might be set in the information for the time zones of Current
Timeand Restart Time displayed by using the server status display functionality. In
thiscase, Cosminexus HTTP Server escapes all of the character strings (replacesthem
with the character strings configured with the prefixes which start with \x and
hexadecimal codes).
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4.9 Flow-restricting functionality

When the Web server load increases due to an increase in Web server access or impact
of abusiness application, afunctionality called flow-restricting functional ity maintains
the efficiency of Web service process by restricting the number of userswho accessthe
Web site.

You can use flow-restricting functionality by embedding the mod_hws_gosmodulein
CosminexusHTTP Server. You can achievethefollowing by using the flow-restricting
functionality. Hereafter, 'number of server processes refers to the ‘'number of server
threads for Windows version.

m You can restrict the number of users who access to the Web site at the same time
if you restrict the number of server processes that execute the request processes.
When thereisahighload, the server immediately returnsadenial responsefor the
reguest that exceeds the restricted value and redirects the request to another
server. In thisway you can maintain the response time.

®m You can use session management with cookies to deny a new request when the
server is highly loaded and can maintain the response time for the users who are
already accessing the server.

For providing an adequate amount of Web service, you need a sufficient number of
server processes that can satisfy the number of users accessing the Web service at the
sametime. If one Web server is not enough, arrange for multiple Web servers,
distribute the access by load distribution functionality, and design the operation for
assured Web services.

As mentioned above, prepare the Web service resources, and also use the
flow-restricting functionality to prepare for the temporary overloaded status. The
following figure shows an overview of flow-restricting functionality using
mod_hws_gos:
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Figure 4-12: Overview of theflow-restricting functionality using mod_hws_gos

HTTP Server HTTP Server

Web service Web service

Priority processing of
existing sessions

Flow- Flow-
restriction restriction
functionality functionality
Deny access Deny access
Internet/Intranet )
Redirect to
Display Web Display Web another server

Server Busy

(1) Embedding the mod_hws_gos module

You need to embed themod_hws_gos modul eto use the flow-restricting functionality.
Specify thefollowing directivesin the configurationfile (ht t psd. conf ) to embed the
mod_hws_gos module:

« UNIX version

LoadModul e hws_qos |i bexec/ mod_hws_qos. so

*  Windows version

LoadModul e hws_gos nodul es/ nbd_hws_qgos. so

(2) How to set directives
Following examples describe the settings of each directive for the flow-restricting
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functionality:

Request denial depending upon the restriction on number of server
processes

If the specificationsare asfollows, and number of server threads being requested is 13,
anew request is denied with the status code 503.

* UNIX version
MaxC i ents 15
(QOSRej ecti onServers 2
QOSCooki eServers 0

*  Windows version
ThreadsPer Chi I d 15
(QOSRej ecti onServers 2
QOSCooki eServers 0

Session management using cookies

The session management performed by using cookies provides the HWS creation
mode, in which the cookies generated on Cosminexus HTTP Server are used, and the
user creation mode, in which the cookies generated on external modules other than on
Cosminexus HTTP Server are used. You can select which mode isto be used by using
the QOSCookieName directive.

HWS creation mode

When arequest processis executed, the cookie generated on Cosminexus HTTP
Server is added to the Set-Cookie response header. Requests with a cookie
generated by Cosminexus HTTP Server are processed with ahigher priority than
requests without cookies.

User creation mode

When a cookie which is not generated by Cosminexus HTTP Server is added to
the Set-Cookie header, flow restriction is performed by using the cookie.
Requests with the cookie are processed with a higher priority than requests
without cookies.

If you specify the following, and if the number of requested server threadsis 10, the
server will deny anew session request without cookie, however, the server will process
amaintenance session with cookie. If the number of requested server threadsis 13, the
server will deny the request regardless of the cookie. Thisexampleis performedinthe
HWS creation mode.

* UNIX version
MaxCl i ents 15
QOSRej ectionServers 2
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QOSCooki eServers 5

* Windows version
ThreadsPer Chil d 15
QOSRej ecti onServers 2
QOSCooki eServers 5

(c) Redirect

When the flow-restricting functionality denies arequest process the server returns a
response message with the status code 503. However, you can redirect the request to
some other Web server by specifying the following. If arequest for /index.html is
denied from the flow-restricting functionality, index.html of the www21.hitachi.co.jp
Web server isset in theresponse header, and the request isreturned with the status code
302:

QOSRedirect /index.htm http://wwil. hitachi.co.jp/index.htm

(d) Customizing the response message

If you specify the following, the contents of htdocs/busy.html are returned in the
response message with the status code 503, as the response for the denied request.

QOSResponse file "text/htm ; charset=l SO 8859-1" htdocs/
busy. ht ni

(3) Response message
(@) Cookie sent by the server to the client
HWS creation mode

The cookie generated by Cosminexus HTTP Server is returned to the client by
using the Set-Cookie header. Because multiple Set-Cookie headers can be
specified in aresponse, the cookies generated here do not affect the other cookies.
The following shows the Set-Cookie header returned by Cosminexus HTTP
Server:

Set - Cooki e:  NAME=VALUE; expires=DATE; path=/; domai n=DOVAI N_NAME; secure

NAME=VALUE

The name specified in the QOSCookieName directiveis set as NAME. The
value for the request control is specified for VALUE.

expires=DATE

Specifies the time when cookie becomes invalid. The value acquired from
"received request time + setting val ue of QOSCookieExpiresdirective” isset
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with RFC822 format.
path=/

A URL to which the cookieis applied. In this module, settings are done so
that the cookie will bevalid for all the URLs in the domain for which the
cookieisvalid.

domain=DOMAIN_NAME

Domain to which the cookie is applied. The value is specified in
QOSCookieDomain directive.

secure

Specify whether to send cookie from the client to the server when using only
SSL. Thevalueis specified in QOSCookieSecure directive.

User creation mode

Cosminexus HTTP Server does not generate cookies. Cookies generated by
programs other than Cosminexus HT TP Server arereturned to the client by using
the Set-Cookie header.

(b) Headers when access is denied by the flow-restricting functionality

When accessis denied by the flow-restricting functionality, the Expires header, which
stops the response message from being cached, is added to the response header. This
is because if the response is cached, the cached message is displayed, and requests
might not be sent to the server, even if the server can accept request processing. The
server disconnects after sending the denial message.

The other response headers are set as shown below. The character set specified in the
AddDefaultCharset directive is added to the Content-Type header.

(i) Standard message for the status code 503
Content-Type: text/html
(ii) A customized message from QOSResponse
Content-Type: The QOSResponse directive specification value
(iii) A Message for the status code 302 from QOSRedirect
Content-Type: text/html
L ocation: The QOSResponse directive specification value
(4) Notes

» |f aclient denies reception of acookie, the cookie is not sent back to the server,
so the functionality of (2)(b) Session management using cookies is disabled.

» For aKeepAlive connection the determination process is executed only when
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processing the first request after connection, and the determination processis not
executed from the second request onwards in the same connection. If the request
of flow-restriction settings differs with the request that is connected initially, the
server does not determine the reguest from second request onwards.

The message sent when request is denied by flow-restricting functionality will not
change even if you specify the ErrorDocument directive. Also, the Redirect
directive and RedirectM atch directive are executed after mod_hws_gos module
control determines that processing can continue.

If the server simultaneously receives requests that exceed number of settings of
QOSRejectionServers directive, the server may not deny the requests correctly
even if you use the flow-restriction functionality. If aHTML file specified in
QOSResponse directive contains alink such asimage data link, the server
accesses again to fetch the image data. This access also becomes the target of
flow-restriction process, and you may not obtain the image data. Be careful to set
the proper link when you create HTML file.

Setting of HWSErrorDocumentM ETA Charset directive is valid in Windows
version for the character set of error document.

You must set another name in QOSCookieName directive if you set the session
management in which cookie is used for each URL, or for VirtualHost.

Set the QOSCookieServers directive and QOSRejectionServers directive after
setting the number of server processes (set in the ThreadsPerChild directive or
MaxClients directive). If you set the QOSCookieServers directive and
QOSRejectionServers directive before setting the number of server processes, the
server may not start.
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4.10 Header customization functionality

With HTTP communication, variousHT TP headers are used between the Web browser
and the Web server. The Web browser and the Web server sometimes determine the
subsequent operations by using thereceived HTTP headers. The HT TP headers added
by the Web browser at the time of sending an HTTP request is called the request
header, and the HTTP header added by the Web server in the response is called the
response header. The functionality that is used for the Web server or the Web browser
to perform a specific operation by adding, changing, or deleting the request header,
which is received or sent by the Web server, is called the header customization
functionality.

You can use header customization functionality by embedding the mod_headers
module in Cosminexus HTTP Server.

(1) Embedding the mod_headers module

You must embed the mod_headers module to use the header customization
functionality. Specify the following directivein configuration file (ht t psd. conf ) to
embed the mod_headers module:

 UNIX version

LoadModul e headers_nodul e |ibexec/ nbd_headers. so

* Windows version

LoadModul e headers_npdul e nobdul es/ nbd_headers. so

(2) How to set directives

(@)

The header customization functionality is specified in the Header directive or the
RequestHeader directive. The following shows examples of setting the directiveto use
the header customization functionality.

When setting the response header

Theresponse header can be set by using the set indicator of the Header directive. If the
response header with the same nameisalready set in another module, the header value
is overwritten.

Thefollowing isan examplein which Expires: Sat, 1 Jan 2000 00:00:00 GMT issetin
the response header. However, to set the expiry date dynamically, use the expiry date
settings functionality:
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(b)

Header set Expires "Sat, 1 Jan 2000 00:00: 00 GMI"

When adding the response header

The response header can be added by using the add indicator of the Header directive.
Even when the response header with the same nameis already set in another module,
the header is added as an additional header. The add indicator is used to set response
headers with the same name on multiple lines.

The following is an example to add Set-Cookie: HOSTNAME=HOST1; path=/;
domai n=www.example.com; secure in response header:

Header add Set- Cooki e "HOSTNAME=HOST1; path=/; domai n=www. exanpl e. com
secure”

(3) Note
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» TheDate, Server, Content-Type, Content-Length and Last-Modified headers of
response headers might not be customized. In addition, if another moduleis
embedded by using the LoadM odule directive, the headers other than the above
headers also might not be customized.
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4.11 Functionality to set expiry date

When you set the expiry datein the Web server contents, the client and the proxy server
supporting the cache functionality do not access the Web server during that period and
access their own cache, and hence this functionality is effective.

You can use expiry date setting functionality by embedding the mod_expires module
in Cosminexus HTTP Server. You can use the expiry date setting functionality to
execute the following operations:

» |f you use the expiry date settings functionality, the Expires header and the
Cache-Control header are added to response.

» With the Expires header the expiry date is set in the Greenwich standard time
(GMT), and with the Cache-Control header thetime up to the expiry dateisset in
seconds in the max-age directive.

The client and the proxy server handle the set Expires header and the Cache-Control
header.

(1) Embedding the mod_expires module

You need to embed the mod_expires module to use the expiry date setting
functionality. Set the following directive in configuration file (ht t psd. conf ) to
embed the mod_expires module:

* UNIX Version

LoadModul e expires_nodul e |ibexec/ nbd_expires. so

e Windows Version

LoadModul e expi res_npdul e nodul es/ nbd_expi res. so

(2) How to set directives

(@)

The following are examples of setting the directive to use the expiry date setting
functionality:

Setting the default expiry date

Set the default expiry date using the ExpiresDefault directive for all contents on the
Web server. Set the expiry date on the basis of file update time or the time when client
accessed.

If you set the following, the Expires header and the Cache-Control header are added to
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(b)

the response by considering the validity period as the time after 60 seconds from the
client accesstime:

Expi resActive On

Expi resDef aul t A60

"A" specified in the ExpiresDefault denotes that the client access time is the standard
time.

Setting the expiry date for each MIME

Set the expiry date for each MIME type with the ExpiresBy Type directive. The default
expiry date set by the ExpiresDefault directive is overwritten for each MIME type by
these settings. Set the expiry date on the basis of file update time or the time when
client accessed.

If you specify the following, the Expires header and the Cache-Control header are
added to the response by considering the validity period asthetime after one hour from
the file update time, only when the MIME type is text/html:

Expi resActive On

Expi resByType text/htm M600

"M" specified in the ExpiresByType denctes that the file update time is the standard
time.

(3) Notes
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* When setting the file update time as the standard time, the update time is not
available for the requests (requests that display status information) that do not
access the files on the disk, so the Expires header and the Cache-Control header
are not added.

» If you embed amodule that is not provided as a standard module by Cosminexus
HTTP Server into the LoadModule directive, the Expires header and the
Cache-Control header may get operated.

» |f you use the header customization functionality simultaneously, do not operate
the Expires header and the Cache-Control header with the header customization
functionality.
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4.12 Static contents cache functionality

You can cache the static contents file stored on the disk in the memory, return the file
from the cache to the browser, and can reduce the response time of static contents.

You can use this functionality only in Windows version.
(1) Embedding the module

Embed the mod_hws_cache module to use the static contents cache functionality.
Specify the configuration file (ht t psd. conf ) asfollows to embed the
mod_hws_cache module:

LoadModul e hws_cache_nodul e nodul es/ mod_hws_cache. so

(2) How to set directives

Specify the handler name hws_cacheto use the cache functionality in the AddHandler
directive or the SetHandler directive.

(a) Settings to cache the file with a specific extension

Set the AddHandler directive to cache the file with a specific extension. The setting
method is as follows:

<Directory "<Cosm nexus-installation-directory>/httpsd/htdocs">
AddHandl er hws_cache . htm
</Directory>

(b) Settings to cache the file under a specific URL

Set the SetHandler directiveto cachethefile under aspecific URL. The setting method
isasfollows:

<Directory "<Cosm nexus-installation-directory>/httpsd/icons">
<Files "?*">
Set Handl er hws_cache
</Files>
</Directory>

(3) Triggers of file cache, cache update, and cache deletion
(a) Trigger to cache afile
The trigger to cache afileis shown below. However, if the file sizeislarger than the
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size set in the HWSContentCacheM axFil eSize directive, the file is not cached.
»  When thefilefor caching is requested.
(b) Trigger to update the cache

The trigger in which cache is updated is shown below. However, if thefile sizeis
bigger than the size set in the HW SContentCacheM axFileSize directive, thefileis not
cached.

» When the update time of cached file is changed.
(c) Trigger to delete the cache
The trigger in which cache is deleted is shown below:

»  When the total size of cached file exceeds the size specified in the
HWSContentCacheSize directive (inthis case, the cacheisdel eted from the cache
filethat is not requested for along time).

*  When the Web server isrestarted.
(4) Memory usage

You can calculate the maximum memory size used in the static contents cache
functionality with the following formula:

Formula
( HW5Cont ent CacheMaxFi | eSi ze x ThreadsPer Child) +
HW5Cont ent CacheSi ze

(5) Note

Do not cache the files placed in the URL in which the reverse proxy, CGl, and other
dynamic content processes are performed. If you specify files asfiles to be cached by
mistake, dynamic content might not be processed correctly.

Thefollowing is a usage example:

ScriptAlias /cgi-bin/ "<Cosm nexus-installation-directory>/httpsd/cgi-bin/"
*1

LoadModul e hws_cache_nodul e nodul es/ mod_hws_cache. so
<Directory "<Cosm nexus-installation-directory>/httpsd/icons/">
*2

<Files "?*">

Set Handl er hws_cache
</ Fil es>
</Directory>

# Do not duplicate the path that is set in underlined *1 and * 2.
When"<Cosminexus-installation-directory>/httpsd/cgi-bin/" isset as* 2, the CGI
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program is responded as static file, and you may get unexpected results such that
contents of CGI programs are leaked.
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4.13 Generating multiple Web server environment (hwsserveredit
command)

If multiple Web servers are running on a single server machine and not in the virtual
host, you need to set the environment such as preparing the ht t psd. conf on each
Web server. The hwsserveredit command suppl ements this environment setting.

(1) Format

hwsserveredit {-add|-del ete|-check} server-name

(2) Parameters

-add

Specify this parameter when you create a new server environment. If the
command receives arequest, create a directory with the same name as the
specified server name, and then createthe ht t psd. conf and logs directory.
Additionally, for Windows version, use the server name and register Cosminexus
HTTP Server asaservice.

-delete

Specify this parameter to delete a server environment. If the command receivesa
request, this parameter del etes the directory with the name same as the server
name under the server directory. For Windows version, this parameter deletesthe
service of server name.

-check

Specify this parameter to confirm that the server environment is built. If the
command receives arequest, and if there isaresource that is created when the
- add parameter is requested, judge that the server startup environment is built.

server-name ~ ((1-(220-path length of Cosminexus HTTP Server ingtallation
directory), or 128 bytes or below))

Specify aunique character string for each server. However, you cannot specify
"Cosminexus HTTP Server". Also, you cannot specify the character string
"Cosminexus HTTP Server" (such as " Cosminexus HTTP Server") formed by
removing the spaces in the character string.

(3) How to use

(@) Creating the resource

Determine the server name of each server, and execute the hwsserveredit command.
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Specify the following, if the server name is HWSL:

hwsserveredit -add HWS1

The hwsserveredit command creates directories and files under the server directory
that is created when installing the server. In Windows version, the utility registers the
service using server name at the same time when creating directories and files.

The configuration of directories and files are as follows:

+ht t psd
+servers
+HWE1
+conf
| +httpsd. conf
+l ogs

Editing the httpsd.conf
Changetheht t psd. conf directive value in the created resources.

When you generate multiple environments, change the values of following directives
so that the environment does not clash with other environments:

e ServerName directive
» Port directive or Listen directive

For the UNIX version, change the setting value of following directives according to
the environment:

e User directive
» Group directive

Other directives are set in such away that they can run even if you do not change their
settings depending upon the hwsserveredit command. Depending upon the operations,
change the settings if required.

Starting up the server
Start up the server by following method:

* For UNIX version
/opt/hitachi/httpsd/sbin/httpsd -f servers/HW51/ conf/
ht t psd. conf

» For Windows version
"<Cosm nexus-installation-directory>\ httpsd. exe" -n H\51 -k
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start

Moreover, start up the HWSI service from the control panel.

(d) Setting up the multiple server environments
To set the multiple server environments repeat operations from (@) to (c).
(4) Notes

Run the command as a user with administrator permissions. Do not move the
command location.

Specify server name with the ASCII codes. Note that you cannot specify the
following characters:

l ¥ l’ |/| I:' R '?’ "”’ |<|’ '>I’ '|I’ I$I’ I%I7 IA" "I’ I!‘7 '(l’ |)" ':" |+l’ l{" l}" l@ll '[|7 ']l1

’ 1 1y 1 ’

'~' and control codes

In aserver name, you cannot specify a name that consists of only a period.
Additionally, if thereis an immediate space before or after the name, remove the
space.

When registering the service, register the startup type manually.
Do not change the display name of registered service.
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4.14 Image map

You can define multiple links in an image (image file). If you click on the specified
point, the coordinate position and the image file name are sent from the Web browser
to the Web server. The Web server searches for a URL that corresponds to the image
map file and coordinate position, and responds to the Web browser. Thisis called
image map.

To use the image map, you need to define mapping file extension in the imap-file
handler.

AddHandl er imap-file .nmap

(1) Syntax of image map file
You can specify the image map datain following three formats:

shape name specification value coordinate
shape name specification value "descriptive text" coordinate
shape name specification value coordinate "descriptive text"

"descriptive text" denotes the explanation sentence when map file menu is displayed
and coordinate denotes the coordinates of images.

Table 4-15 describes the shape name and table 4-16 describes the specification
value:

Table 4-15: Specification format of shape name and coordinates

Shape Meaning Specificat Explanation of
name ion of coordinates
coordinat
es
base Specifies base of arelative URL inamap | None --
file.
default Specifies alink, when figure name is not
related to paly, circle, and rect, and pointis
also not specified.
poly Specifies apolygon having 3to 100 sides. | x1,y1x2,y2 | Every coordinatelocation
... Xnyn of polygon (coordinatefor
30 100 sides)
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Shape Meaning Specificat Explanation of
name ion of coordinates
coordinat
es
circle Specifiesacircle. The circle specifiesa x1,ylx2,y2 | Coordinates of center
center point and one point on point and one point on
circumference. circumference
rect Specifies arectangle. Therect specifies2 | x1,yl1x2,y2 | Coordinates of 2 points of
points of opposite corners. opposite corners
point Specifies a point. The point nearest tothe | x1,y1 Point
cursor isvalid.
Legend:
--: Not applicable.
#

Even if (0,0) isincluded in the coordinates specification, if you point the
coordinates (0,0) of image map image by mouse pointer, the map file menu is
displayed.

Table 4-16: Specification values

Specification
values

Meaning

URL

the case of arelative directory.

Specifies the link destination. The base and ImapBase directives are enabled in

map

Displays a map file menu.

menu

referer

Responds with the status code 302 Found.

nocontent

Responds with the status code 204 No Content. Valid for other than base.

error

Responds with the status code 500 Server Error. Valid for other than base.

(2) Example of image map definition

The operations to use the image map are as follows:

1. Setthefollowing directivesin theht t psd. conf file. Execute the image map
when . map extension nameis specified in URL.
AddHandl er imap-file . map
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(Define the imap-file handler in the file extension . map)
2. Definealink destination in the file with the extension defined above.
Describe the following HTML syntax in HTML document.

<A HREF="/di rectory name/ map fil e name" ><l MG SRC="i nage dat a
name" | SMAP></ A>

The following figure shows an example of image map file definition and actual
display:
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Figure 4-13: Example of image map filedefinition
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Map file definitions

default /

paly map "Map menu” 20,20 55,20 55,45 100,45 100,105 30,105 30,65 20,65
rect http:/fwww.hitachi.co.jp/ 150,40 450,100

circle http:/f'www.hitachi.co.jp/Prod/comp/ "Point 1" 150,200 150,260

circle http://www.hitachi.co.jp/Prod/comp/soft1/ 350,200 350,260 "Point 2"

Image
map file

HTML file definitions

<A HREF="/maps/imagemap1.map">
<IMG ISMAP SRC="/images/imagemap1.gif">
<fA>

Actual map definitions

20,20 55,20

qﬂ 100,45
20,65

30,105 100,105 450,100

150,40

Circle Circle
150,200 350,200
150,260 350,260
_' Correspondence

erret Eaploter = =Ik1]
BNIANE r-RD AR i

@HTTP Server

Iirl o [ What is HTTP Server? ]

See an HTTP
Server
operation

Learn about
HTTP Server

functionality. example

Rt

B TR ey [ [I7T 2=
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In thisexample, if you click on the part specified with poly, the following map file

menu is displayed:
(,:Henu for /maps/imagemapl.map - Windows Internet Explorer _|O) %]
@_-ﬁ.\ - I_&E_ httpe// examplecom/n magemapl.ma :] 91| X
o BRIEAD € Menu for /maps/imagemapl.map I I
d
Menu for /maps/imagemap1.map
(Default) /
Map menu
http://wew. hitachi.co.ip/
s 1
ihs 2
o]

(3) Note

If the character set used in the map file menu differs from the default character set
(1S0O-8859-1), characters will become garbled in the map file menu display. In this
case, specify the character set used in the map file menu in the HWSImapM enuCharset
directive.
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4.15 IPv6 connections

Not only existing IPv4 connections but also |Pv6 connections are allowed.
Connections can be performed in an IPv4 environment or an |Pv4/1Pv6 dual-stack
environment.

4.15.1 Support range
(1) Directives that support IPv6

Specifying |Pv6 addressesin the Listen directive and the VirtualHost directive allows
connections vialPv6, and the specification of virtual hosts supporting 1Pv6 addresses.

The following directives support |Pv6:

<VirtualHost>, Addlcon, AddlconByEncoding, AddliconByType, Allow from,
CustomL og, Defaultlcon, Deny from, ErrorDocument, ExtendedStatus,

Hostnamel ookups, HWSErrorLogClientAddr X-Forwarded-For, HWSSetEnvIfl Pv6,
ImapBase, ImapDefault, Listen, LogFormat, NameVirtualHost, ProxyPass,
ProxyPassReverse, QOSCookieDomain, QOSRedirect, Redirect, RedirectMatch,
ServerAlias, ServerName, ServerSignature, SetEnvif, SetEnvIfNoCase, TransferLog,
UseCanonicalName

(2) Note on specifying IPv6 addresses in directives

When an IPv6 addressis specified in a directive, enclose the IPv6 addressin square
brackets([]), asinthe case of [|Pv6-address]. When an | Pv6 address and a port number
are specified in adirective, enclose the IPv6 addressin square brackets ([]) and specify
the port number after acolon (:), asin the case of [|Pv6-address]:port-number.

However, do not enclose the |Pv6 addressin square brackets ([]) when | Pv6 addresses
are specified in the following directives:

» Allow from directive
* Deny from directive
o HWSSetEnviflPv6 directive
Specify aglobal unicast address when using an IPv6 address.
(3) Limitations
The following functions do not support |Pv6:
Some SSL communication

When the port number is specified in the SSL CacheServerPort directive, the IPv4
connection is performed between the Web server and the gcache server. IPv6
connections cannot be performed.
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4.15.2

Note that an SSL connection with an IPv6 socket can be performed.
Directory service (LDAP server)

An IPv6 address or the host name corresponding to the IPv6 address cannot be
specified in the LDAPServerName directive.

Address limitation
An IPv6 address cannot be specified in the BindAddress directive.
Client check

The client is not checked when the IPv6 socket is used even if the IdentityCheck
directiveis set to On.

Environment variable settings

An IPv6 address cannot be specified for regular expressions in the SetEnvif
directive and the SetEnvIfNoCase directive. Usethe HWSSetEnvIfIPv6 directive
when using an |Pv6 address.

crldownload command

An IPv6 address and the host name corresponding to the 1Pv6 address cannot be
specified in - h host-name.

Preparing for an IPv6 connection (Editing the httpsd.conf file)
Settings for using IPv6 addresses

When the Port directive or the Listen directive which has only a port number is
specified in the httpsd.conf file, only requests via |Pv4 addresses are accepted.
When you want to use | Pv6 addresses, you must set the Listen directive in which
an IPv6 addressis specified.

For example, the following settings enable requests via |Pv4 addresses or |Pv6
addresses to be accepted:

Li sten 80
Listen [::]:80
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4.16 Integration with an application server

For integration with an application server, see the uCosminexus Application Server
Web Container Functionality Guide.
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Chapter

5. Authentication and Encryption by
Using SSL

This chapter describes the authentication and encryption by SSL.

5.1 Authenticating and encrypting with SSL

5.2 Acquiring a certificate

5.3 Operating CRL

5.4 Using the server private key with a password
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5.1 Authenticating and encrypting with SSL

If you use the Secure Sockets Layer (SSL) protocol, Cosminexus HTTP Server can
secure the sending and receiving of information. The Cosminexus HTTP Server
supports SSL version 3, Transport Layer Security (TLS) version 1.0, 1.1 and 1.2, and
can authenticate SSL servers and clients. The SSL features are as follows:

» Checking and authenticating the communication partner identity.
» Encrypting the data to be transferred between the server and the client.
» Detecting the tampered data during the data transfer.

You can use these features if you install a private key created by an SSL-related
command and a certificate issued by the Certification Authority (CA) on the Web
server.

5.1.1 Preparing for SSL communication
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You need to install the private key and the certificate issued by the Certification
Authority (CA) on the Web server to use the authentication and the data encryption by
SSL.

Perform the following:
1. Creating aprivate key

Use the keygen command to create a private key for the Web server.
2. Creating a Certificate Signing Request (CSR)

Usethecertutil reqgen command to create a Certificate Signing Request
(CSR).

3. Sending the CSR to CA

Send the CSR created in the above step 2 to the CA.
4. Acquiring acertificate

Acquire aPEM formatted certificate from the CA.
5. Editing theht t psd. conf file (defining directives)

Specify the SSLEnable directive to enable the SSL. Specify the PEM formatted
certificate acquired from the CA in the SSL CertificateFile directive and private
key of the Web server in the SSL CertificateK eyFile directive.

Example: This example enables SSL and defines the PEM formatted certificate
and Web server private key.

* For UNIX Version
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SSLEnabl e
SSLCertificateFile /opt/hitachi/httpsd/conf/ssl/server/httpsd. pem
SSLCertificateKeyFile /opt/hitachi/httpsd/ conf/ssl/server/httpsdkey.pem

* For Windows Version

SSLEnabl e

SSLCertificateFile "<Cosm nexus-installation-directory>/httpsd/conf/ssl/
server/ httpsd. pent

SSLCertificateKeyFile "<Cosm nexus-installation-directory>/httpsd/conf/ssl/
server/ httpsdkey. pent

When communicatingwith SSL, useht t ps: / / toreguest from the Web browser.
When you omit the port number, the Web server uses the port 443 with standard
SSL. However, it is common to specify port 443 in the Port or Listen directive.

Restarting the Web server

Restart the Web server to enable the definitions of the ht t psd. conf file.
However, if you change the settings of the SSL CertificateK eyFile directive, stop
and then restart the Web server.

To disable SSL, disable the specification given in the above-mentioned step 5, specify
the SSL Disable directive and then restart the server.

5.1.2 Procedure of SSL communication

The procedure of SSL communication is described below. The procedure mentioned
in steps 2 to 6 below is called SSL handshake:

1
2.

Executeht t ps: // requests from the Web browser.

The Web browser sends SSL versions that can be used and the data that displays
encryption types to the Web server.

The Web server determines and reports the SSL version to be used and the
encryption typeto the Web browser. Additionally, the Web server sendsthe public
key and the certificate with CA signature to the Web browser.

The Web browser uses an available CA public key, confirms that the sent
certificate is not tempered, and then acquires Web server public key.

The Web browser creates a symmetric key that is shared with the Web server
through communication, encrypts the symmetric key with Web server public key,
and then sends. To present the availabl e certificate for client authentication on the
Web server, the Web browser sends the certificate to the Web server.
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The data encrypted by Web server public key cannot be decrypted, if thereisno
corresponding private key. In other words, only the Web server to which the data

is sent can decode the data items.

6. TheWeb server decryptsthereceived symmetric key with Web server private key,
and procures the symmetric key. When the Web server receives the certificate
from the Web browser, the Web server confirms the certificate.

7. TheHTTPrequest or the responseis encrypted for atwo-way transmission, with
the symmetric key shared between the Web browser and the Web server.

The following figure shows the SSL communication request process.

Figure 5-1: SSL communication request process

Web server =
0

Determines the SSL version to be used
and encryption type and reports.

Sends the server certificate that
includes public key of the Web server
and CA signature.

Decrypts the encrypted data with the
private key of the Web server, and
procures the symmetric key.

________________ .
rConfirms the client certificate with the |

| public key of CA. |
Decrypts the received HTTP request by
using the symmetric key.

Encrypts the HTTP response by using
the symmetric key, and sends the
response.

Web browser

Legend: r

Sends the usable SSL version and
encryption types.

Confirms the server certificate with the
public key of CA, and procures the
public key of Web server.

Encrypts the symmetric key with the
public key of the Web server and
sends.
l'Sends the client certificate inciuding !
I public key of the Web server and CA

s 1

Encrypts the HTTP request by using
the symmetric key and sends the
request.

Decrypts the received HTTP response
by using the symmetric key.

1
| : Executes when authenticating the client.

The strongest available encryption valid for both the client and the Web server is
chosen for handshaking. You use the SSL RequiredCiphers directive to specify the
encryption type of the Web server. If you always enable all the encryption types with
this specification, you can use the strongest encryption available on the client to send

the data.
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5.1.3 SSL session management

Many Web browsers are currently implementing functionality that uses SSL sessions
to simplify the handshake. Use the browser functionality and the SSL session
management functionality to improve the efficiency of the SSL communication
efficiency.

SSL session management method differsin UNIX and Windows versions. In UNIX
version, amanagement server (gcache server) isused to manage the SSL session. The
gcache server receives the information about the SSL session ID, validity period, and
the session through the specified port and file, and manages the session. You can use
the gcache server to share the data such as SSL session | Ds between request processes
of Cosminexus HTTP Server. In Windows version, the SSL session is managed based
on the structure of the Web server without using the gcache server.

(1) For UNIX Version

(@)

(b)

Starting and stopping the gcache server

The gcache server startsif you enable SSL and specify directives that are required to
start the gcache server, and start Cosminexus HT TP Server. SSL isenabled when either
the SSLEnable directive is specified, or thereisahaost on which SSLDisable directive
is not specified (including virtual host).

You need to specify the following directives to start the gcache server:
» SSL CacheServerPath
» SSLCacheServerPort

Note that if you stop the Web server, the gcache server also stops at the same time. If
you restart the Web server, the gcache server stops once, and then restarts.

Session management area

If you establish the SSL session, theinformation of that sessionis cached in the gcache
server and Web server process. You can specify cache areasize of the gcache server in
the SSL SessionCacheSize directive, and the cache in the Web server processin the
SSL SessionCacheSizePerChild directive.

When you set the SSL SessionCacheSize directive to 0, the SSL session is not
managed.

The validity period of the SSL session is the time period that is lesser of two values;
the value specified in the SSL SessionCacheTimeout directive, or thetimetaken by the
cache size to reach the specified value of the SSL SessionCacheSize directive.

When the cache size reaches the value specified for the SSL SessionCacheSize
directive, the oldest session information isdel eted until memory sufficient to store new
session information is secured.

147



5. Authentication and Encryption by Using SSL

()

You can reuse the cached session information to simplify the SSL handshake at the
time of establishing the next session.

Notes

1. Thedatasuchasthesession ID isclearedif you stop the Web server or the gcache
server.

2. When gcache server is stopped abnormally, the SSL session cannot be sustained.
However, the Web service does not stop.

3. Web servers cannot share the gcache server for security reasons. Therefore, the
SSL session cannot be shared between Web servers.

4. Thegcache server doesnot start, if you set the SSL SessionCacheSize directive to
0.

5. Thesession cache areais not divided for each virtual host.

(2) For Windows Version

(@)

Session management area

If you establish the SSL session, the session information is cached in Web server
process. You can specify the cache area size in the SSL SessionCacheSize directive.
When you set the SSL SessionCacheSize directive to 0, the SSL session is not
managed.

The validity period of the SSL session is the time period that is lesser of two values;
the value specified in the SSL SessionCacheTimeout directive or the timetaken by the
cache size to reach the specified value of the SSL SessionCacheSize directive.

You can reuse the cached session information to simplify the SSL handshake at the
time of establishing the next session.

(b) Notes

» Thedatasuch asthe session ID iscleared if you stop the Web server.
» The session cache areais not divided for each virtual host.

5.1.4 Preparing for SSL client authentication
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For authenticating the SSL client, execute the following operationsin addition to steps
1to50of 5.1.1 Preparing for SSL communication, and then restart the Web server:

1. Instaling the client certificate for the Web browser

Install the client certificate for the Web browser as per the CA instructions used
to issue certificate.

2. Acquiring the CA certificate
Acquire the certificate (PEM formatted) of CA that has issued the client
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certificate.
3. Editingtheht t psd. conf file (definition of directives)

To enable the SSL client authentication, specify 2 in the SSLVerifyClient and 2
or more in the SSLVerifyDepth directive. Specify the PEM formatted certificate
acquired from the CA in the SSL CA CertificateFile or SSL CA CertificatePath
directive.

#
You cannot specify the SSL CA CertificatePath directivein Windowsversion.
5.1.5 Verifying the validity of certificates

When the Web server authenticates the SSL client, the Web server can use the
Certificate Revocation List (CRL) to verify the client certificate and also to verify the
validity of the client certificate at that time. Acquire the CRL from the CA that issues
the client certificate to be verified.

(1) CRL file format

The CRL usesthe DER formatted file or the PEM formatted file. The CRL inthe DER
format isafilein the binary format and the CRL in the PEM format isafilein the
Base64 encoded format with"-----BEGIN X509 CRL-----", "-----END X509 CRL-----"
tags attached before and after the data.

Example: CRL in the PEM format

<Cosm nexus-installation-directory>\httpsd\conf\ssl\crl\PEM-type
crl.pem

----- BEG N X509 CRL-----

M | BCDCBww BATANBgk ghki GIw0 BAQQFADBO M WCQYDVQQGEWI KUDERVMAS GA1 UECBM
| S2FuYWIhd2ExFTATBgNVBAC TDFl va290YWLhLXNoaTERVMASBGALUEChM TE9D

Quwt QOEXx DDAKBgNVBAS TA2NnMTEaVBg GALUEAX MRY2ExLmhpdGFj aGkuY28uanAX
DTAxMDgy OTAONDI z MFoXDTAx MDgz MDALNTI z MFowGz AZAghx 2 Sa8 AAAAARC NVDEW

0Dl 4NDQLMTT 5W ANBgkghki GOWOBAQQFAANBAJor Y7DUJ91ut hNI AA+PT6zw6r Vo
UZLFeYZPNVXgF217YOCt Jt KDT+16bR5kgkOp/ 1x1 bgReshj MNTmXPgARN] E=

----- END X509 CRL-----

(2) CRL application method of Cosminexus HTTP Server

When you use the CRL to verify the validity of the client certificate, execute the
following steps in addition to steps mentioned in 5.1.4 Preparing for SSL client
authentication, and restart the Web server:

1. Acquiring CRL

Acquire the CRL file from the CRL distribution points of each CA and storein
the appropriate directory. For managing the CRL in the LDAP server, you can use
the crldownload command.
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2.

5.

Editing ht t psd. conf (directive definition)

To enable the CRL, specify the directory where CRL fileis stored in the
SSL CRLDERPath or SSL CRLPEMPath directive.

Start or restart the Web server.

When updating theexisting CRL, deletethe old CRL that isstored inthe directory
and add anew CRL, or overwrite the old CRL by the new one, and then restart
the Web server.

When adding anew CRL and also when deleting a CRL, restart the Web server.

(3) Verifying the client certificate that uses the CRL

Confirm the following items to verify the client certificate that uses the CRL:

Whether CRL isvalid.
Whether date is before the next issue date.
Whether the serial number of the client certificate is mentioned.

(@) Verifying the CRL client certificate and determining the client certificate
as valid

(b)
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The following are the conditions when the client certificate is determined as valid by
verifying the CRL client certificate:

When the CA that issues the certificate does not read the issued CRL.

When the current date is before the next issue date, and the serial number of the
corresponding connected client is not mentioned in the CRL.

When the current date is after the CRL issue date, the next issue date is not
specified, and the serial number of the connected client certificate corresponding
to the CRL is not mentioned.

When the current date is after the next issue date of the CRL, the serial number of
the connected client certificate corresponding to the CRL is not mentioned, and
when the SSLCRL Authoritative directiveis set to of f .

Verifying the CRL client certificate and determining the client certificate
as invalid

The following are the conditions when the client certificate is determined asinvalid
during the CRL client certificate verification:

When the CRL isinvalid.

When the serial number of the client certificate of corresponding connection is
mentioned in the CRL.

When the current date is after the CRL next issue date, the serial number of the
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client certificate of corresponding connection is not mentioned in the CRL, and
when the SSLCRLAuthoritative directive is set to On.
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5.2 Acquiring a certificate

152

The following figure shows the procedure to acquire a certificate.
Figure 5-2: Acquiring the certificate

Create a private key for
Web Server
(keygen)

Create a CSR
(certutil reqgen)

o

Display the CSR
(certutil req)

~
~ -
-~

' |
' |
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Submit the CSR to a
CA

e

: Display the certificate |
| (certutil cert)

(Legend)

@ : Execution is mandatory

L _ : Execute if necessary

Acquire a certificate file signed by the CA according to the procedure shown in the
abovefigure, and then savethe part of the certificatefilethat beginswith- - - - - BEG N
CERTI FI CATE- - - - - and endswith - - - - - BEG N CERTI FI CATE- - - - - into a
separate file (ht t psd. pemin the standard ht t psd. conf ). After that, define thefile
in the SSL CertificateFile directive to use SSL.

m keygen

A command that creates the Web server private key required to acquire the
certificate when using SSL

m certutil
A command that creates the Certificate Signing Request (CSR) required to
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acquire the certificate when using SSL

5.2.1 Creating a private key for the Web server (keygen command)

This subsection describes how to usethe keygen command to create aprivate key for
the Web server. The created Web server private key fileis specified in the
SSL CertificateKeyFile directive.

(1) Format

keygen -rand filename[ : filename. . . ] [-des|-des3]-out keyfile[-bits
{512| 1024| 2048| 4096} ]

(2) Parameters

-rand file-name [ : filename. . . ]

Specify any file to be used for random number generation. You must specify an
appropriatefilewhose sizeislarge enough for the random number generation (for
example, C: \ W NNT\ NOTEPAD. EXE). In Windows, you can specify only onefile
name. Multiple file names cannot be specified.

[ - des| - des3]

Specify the encryption type when encrypting the private key. If you specify this
parameter, you will be requested to enter a password when creating the private
key. The password must be no more than 64 characters long.

When creating the Certificate Signing Request (CSR) (see 5.2.2 Creating a
Certificate Sgning Request (CSR) (certutil reqgen command)) and starting the
Web server, you will also be requested to enter the password. Note that you can
skip the password entry for Web server startup (see 5.4 Using the server private
key with a password). If - des is specified, the Data Encryption Standard (DES)
is selected as the encryption type. If - des3 is specified, Triple DESis selected.
This parameter does not affect the encryption type used in the communication
between the Web server and the Web browser.

- out key-file

Specify the file to which the Web server private key is output.
-bits {512| 1024| 2048| 4096}

Specify the bit length of the Web server private key.

(3) Usage example

To createthe ht t psdkey. pemWeb server private key:

153



5. Authentication and Encryption by Using SSL

keygen -rand filel:file2:file3:filed:file5 -out httpsdkey.pem-bits 1024

filel,file2,file3,filed4andfile5: Arbitrary files

5.2.2 Creating a Certificate Signing Request (CSR) (certutil reqgen
command)
This subsection describes how to usethecert uti | reqgen command to create a
Certificate Signing Request (CSR). The created CSR fileis submitted to the CA, which

then issues the signed certificate. The CSR is created in the format conforming to
PKCS #10.

(1) Format

certutil reqgen [-sign {MD5| SHAL| SHA224| SHA256| SHA384| SHA512}] -key key-file -out CSR-file

(2) Parameters
« [-sign {MD5| SHAL1| SHA224| SHA256| SHA384| SHA512} ]
Specify the signature algorithm used when the CSR is created.
- MD5: nd5W t hRSAENcr ypt i on isused.
- SHAL: shalW t hRSAEncr ypti on isused.
- SHA224: sha224W t hRSAEncr ypt i on isused.
- SHA256: sha256W t hRSAEncr ypt i on isused.
- SHA384: sha384W t hRSAEncr ypt i on isused.
- SHA512: sha512W t hRSAEncr ypt i on isused.
* -key key-file
Specify the Web server private key file.
e -out CSRAfile
Specify the file to which the created CSR is output.
(3) Use example
To createthe ht t psdkey. pemWeb server private key:

certutil reqgen -sign SHAl -key httpsdkey. pem -out httpsd. csr
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ht t psdkey. pem Key file
htt psd. csr: CSRfile

5.2.3 Displaying the contents of a Certificate Signing Request (CSR)
(certutil req command)

This subsection explains how to display the contents of a Certificate Signing Request
(CSR).

(1) Format

certutil req -in CSRfile -text

(2) Parameter
* -in CSRfile
Specify the CSR file to be displayed.
(3) Usage example

certutil req -in httpsd.csr -text

htt psd. csr: CSR fileto be displayed
5.2.4 Displaying certificate contents (certutil cert command)
This subsection explains how to display the contents of a certificate file.

The following command displays the part of the certificate file that begins with
----- BEG N CERTI FI CATE- - - - - and endswith - - - - - END CERTI FI CATE- - - -.

(1) Format

certutil cert -in certificate-file -text

(2) Parameter
* -in certificatefile
Specify the certificate file to be displayed.
(3) Usage Example

certutil cert -in httpsd. pem-text
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ht t psd. pem Certificate file to be displayed

5.2.5 Converting the certificate format (certutil cert command)

This subsection explains how to convert the certificate format. Use this functionality
as necessary.

(1) Format

certutil cert -inform input-format - out f or m output-format -i n input-file - out output-file

(2) Parameters

e -inform input-format
Input format: { DER| PEM
* -outf or moutput-format
Output format: { DER| PEM
e -ininput-file
Specify the certificate file before conversion.
e -out output-file
Specify the certificate file after conversion.

5.2.6 Creating a hash link (in UNIX) (certutil cert command)
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To perform a certificate validity check, specify the certificate of the certificate issuer
CA in the SSLCA CCertificateFile directive or SSLCA CertificatePath directive. In the
SSL CACertificatePath directive, specify the directory that stores the symboalic link
(hash link) with the hash value that pointsto the certificate of the certificateissuer CA.
The hash valueis created by usingthecertutil cert command.

If the SSLCA CertificatePath directive is specified, the certificate search can be
performed efficiently on the Web server by using the hash value. If there are many CA
certificates, we recommend that you specify the SSL CA CertificatePath directive
rather than the SSL CA CertificateFile directive. Note that one hash value must be
assigned per certificate, so you cannot specify afile with multiple certificates when
creating the hash link.

When generating the symbolic link in the hash link directory that is specified in the
SSL CACertificatePath directive, you must add . 0 to the hash value. Grant the read
and execution permissions to the directory to be specified in the

SSL CACertificatePath directive so that the user specified in the User and Group
directives can access the directory.
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(1) Format

certutil cert -noout -hash -in CA-certificate-file

(2) Parameter
» CA-certificate-file
Specify the CA certificate file for which the hash link value is created.
(3) Usage example

An example of the hash link directory and CA certificate for the following directory
and fileis given below:

/ opt/ hitachi/httpsd/conf/ssl/cacerts: Hashlink directory
[ opt/hitachi/httpsd/conf/ssl/cacert/cacert.pem Certificate of the CA

cd /opt/hitachi/httpsd/conf/ssl/cacerts
In -s /opt/hitachi/httpsd/conf/ssl/cacert/cacert.pem certutil cert -noout -hash -in
/opt/hitachi/httpsd/ conf/ssl/cacert/cacert.pem .0

This creates the xoooxxx. 0 hash link for / opt / hi t achi / ht t psd/ conf/ssl/
cacert/cacert.pem

5.2.7 Usage examples of the keygen and certutil commands

This subsection provides examples of how to usethe keygen andcert uti |
commands. The information provided in the following examples, such as for the
Common Name item, is fictitious, and any connection with real individualsis purely
coincidental.

(1) Generating a private key (keygen command)

The following example shows how to use the keygen command to generate a private
key.
Usage example
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# keygen -rand file -des3 -out httpsdkey.pem-bits 1024

Addi ng 'entropy' into random generator

372 random bytes | oaded

RSA Key Generation e= 65537, bits= 1024, primes= 2

Ent er PEM passphrase: <--- Enter a password.
Verifying password - Enter PEM passphrase: <--- Re-enter the password.
Key generation successful

#

Contents of the private key
The contents of the private key are as follows:

————— BEG N RSA PRI VATE KEY-----
Proc- Type: 4, ENCRYPTED
DEK- | nf o: DES- EDE3- CBC, 0150E8E9D7 CFAD87

3i QQ 5s4ZSj up+XdoHwXj 11 yERYFLcz MM 5HNbpO+NPFz8f 9i RSel HZAPZI FG4ADM
aj | mwH50vB7GCUXhnb9/ sj 6bi D38abyqON3XDoXB0/ h6 RTNx4bf | R6HO/ 3EMs F
dNZz C592ki HppSuToVe8nmbbAMEXNgt 6Fq684nuzZ7t 9nd/ gvkOnni7ac/ CdUugTN5v
DUE2VPav9OnPd+ZMAs4WB1SUs+3b1/ UJ2UXFmMI Fwd6SJ581 Ka/ d179t HTHndawAE
T1yHEOpAI OO Fj 8v3FzHG qnGMU4dBHsc8PbJI HxJGxPH13X0v69aypzFwi / i NXP
mQrFl xI 3KImPVkuXeNks| kKELGJi WiXI JsKVuel WweDoQ HRezQ Onvj h74mlkknSB
GXIMIZf C21 JkHRpMi | | T8B4W FJaSobt Rvt Af Ti / Zq3g/ kj vl s451HAQBNMBAUwaa
Jj bAgqCa2NuTv0URoNKUDKJIWK+DQMYLWBLUx 2hqj pHWaHMW ndqUY8VgU7Nj 9SPn3
H7nwu49kr gw+/ ZG Y3u+6SRs XLbRUI mvt St | KRTnBECmeFRzmd Csj ch/ ys GNQOhj

AZx ONdD4t QapNmh164CB+XUEPLj Ei 3Q T56 TYvGzNcSn59vt vY8351eGx XV2++Cf

UBnK7x+61 8Rel t 1Ul dDE7h2j HqgPWydHxr zI R6/ f wZK4kamQH8qSUf eJr 8uVyyr 85
i zpFPX1/ j wue EFLW/nDpGu95gkx VRLUot FMAUC+z5FTi Unf DGD/ | gCl UB/ v54nOvh
X7YVUeW 8V WZst 2P4qmiv 7 1DOEeVRgPI gS1j CVRI 6WUTPKGPI +USQ==

----- END RSA PRI VATE KEY--- - -

(2) Creating a Certificate Signing Request (CSR) (certutil command)

This subsection explains how to usethecert uti | reqgen command to create a
Certificate Signing Request (CSR). Submit the created CSR fileto a CA toreceive a
signed certificate. Note that if you set a password when creating the private key of the
Web server, you are a so requested to enter the private key password when creating the
CSR.

Specify the items and contents according to the instructions provided by the CA to
which the CSR is submitted.

Usage example
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# certutil reqgen -sign SHAl -key httpsdkey. pem -out httpsd. csr

Ent er PEM passphrase: <--- Enter the private key password.
Country Nanme (2 letter code) :JP

State or Province Nanme (full nane) :Kanagawa

Locality Nane (eg, city) :Yokohama-shi

Organi zati on Nane (eg, conpany) :H TACH

Organi zational Unit Name (eg, section) :WbSite

Common Nane (eg, YOUR nane) :ww. hws. hitachi.co.jp

Enmi | Address :

Subj ect :
C=JP, ST=Kanagawa, L=Yokohama- shi , O=H TACH , OU=WébSi t e, CN=wwwv. hws. hi tachi . co.jp

A certificate signing request was successfully created
#

CSR format
The CSR format is as follows:

————— BEG N CERTI FI CATE REQUEST---- -

M | Buz CCASQCAQAWez Ee MBWGALUEAX MVd3d3Lmh3cy50aXRhY2hpLmiNv LmpwiVRAW
Dg YDVQQLEWdXZW) TaXRl MRAWDgG YDVQQKEW | SVRBQOhJ MRUWEWYDVQQHEWX Zb2t v
aGFt YS1zaGkx ETAPBgNVBAG TCEt hbrFn'YXdhMQs wCQYDVQQGEWJI KUDCBNnz ANBgk g
hki GOWOBAQEFAAOB] QAWY Yk CgYEAr ZZy Yumx Y8h4AppAz447HIR+Sr zr t 08eSzr
yZT8HYr DXz 9! 8XH6bMVRhO4MBU2YI 9i VzepQUlul 0f 8bOwk Fage BWWQrDwey J Yf
1kY5X+20gFEYV8CTu71 +A70VI YHobpM FI Bkz UWDI/ f TobOALYNF9eThFALOCc6U
sJBZf Ss CAWEAAa AAVAOGCSqGSI b3DQEBBQUAAAGBAE q+yGSVbl aQul j yr Aei 9r 3
n5mXt ESKXz QRz0cy6N5BaEV0l 9KOt UaTCal | sZmdZ/ 6dZRSaE27xf / 2UF3UxI CC
0+qr G10i QgDe5huSsqBnGGghJB20PVUIh5S7YC6Ub6HRAOz q7H+DOqvs BC2COdA/
cCkp8UsRzl j | DWBSVBZO

----- END CERTI FI CATE REQUEST-----
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5.3 Operating CRL

5.3.1 Downloading CRL

Access the LDAP server and download theinvalid certificate list (CRL) from the
specified attribute. Confirm in advance, the entry, attribute, and the CRL format to
acquire the CRL with the LDAP administrator.

The crldownload command that downloads the CRL is described bel ow:
The crldownload command cannot be used in the HP-UX (1PF) version of the product.
(1) Format

crldownl oad -b search-base-DN -L LDAP-library-name -o file-namef - a attribute] [ - D
bind-DN] [ - h host-name] [-H| [ - p port-number] [ -w password]

(2) Option
m -b search-base-DN
Specify DN of the stored entry of the CRL.
m -L LDAP-library-name
Specify the LDAP library file name to be used.
m -ofile-name
Specify the file name that contains the CRL output.
m -afile-name ~<<certificateRevocationList;binary>>
Specify the attribute that storesthe CRL.
m -D bind-DN
Specify the DN to bind. If you omit this option, an anonymous bind is executed.
m -h host-name ~<<localhost>>
Specify the host name or the | P address of the LDAP server to be accessed.
m -H

Specify when help isto be displayed. You cannot use this option in combination
with other options.

m -p port-number ~((1-65535))<<389>>
Specify the port number of the LDAP server to be accessed.
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m -w password ~<<NULL>>

Specify a password to be used when binding to the bind DN. When you omit this
option, the password is not used.

(3) How to use
The following figure shows how to use the crldownload command.
Figure 5-3: Howto use the crldownload command
Client

certifica
te

Sent from client

oo setor N LDAP server
=S depicaian (Host name: Idap.server.hitachi.co.jp,
Client port 389)
authentication
SSLCRLPEM SSLCRLDER
Path Path
3. Restart and i,
read CRL. Base DN access

6 cn=Company root CA

If authentication is Y o
okay, access to the Direct certificateRevocationList;binary O
ory

contentis permitted.
ory

Content

crldownload command [~
2. Download CRL (for DER format)

2. Download CRL (for PEM format)

Use the crldownload command to access the entry storing the CRL.

Acquirethe CRL from the entry attributes. When the stored CRL isin the DER
format, download the CRL in the directory specified in the SSLCRLDERPath
directive. When the CRL isin PEM format, download the CRL in the directory
specified in the SSLCRLPEM Path directive.

3. Restart the Web server.
The client sends the certificate when accessing by the SSL.
5.  Apply the acquired CRL when authenticating the client certificate.
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6. If authentication succeeds, the client can access the contents.

If there are filesin the inappropriate format in directories specified in the
SSLCRLPEM Path and the SSLCRL DERPath directives, the Web server is not
started. Therefore, when you use the crldownload tool, make sure that the CRL is
in the correct format before you store the CRL in these directories.

(4) Usage example
(@) Downloading CRL in the DER format

Execute the following script to download the CRL. The script file nameis/ opt /
hi t achi / ht t psd/ shi n/ hws_get CRL. sh in UNIX version, and
<Cosm nexus-install ation-directory>\httpsd\sbin\hws_get CRL. bat

in Windows version.
m Executable script contents

Download the CRL that is stored in the DER format on the LDAP server and
restart the Web server. At that time, messages that are output are stored in alog
file

The CRL storage destination File name

UNIX Version

/opt/hitachi/httpsd/conf/ssl/crl/DER/rootCA .crl

Windows Version

<Cosminexus-install ation-directory>\httpsd\conf\ssl\cr\DER\rootCA .crl
Log file name

UNIX Version

/opt/hitachi/httpsd/conf/ssl/crl/crl.log

Windows Version

<Cosminexus-install ati on-directory>\httpsd\conf\ssi\crl\crl.log
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Script contents (for UNIX Version)

#!'/ bin/sh

#par anmeters

LI B=LDAP | i brary nanme

HOST="1 dap. server. hitachi.co.jp"

PORT="389"

BASE="cn=Conpany root CA, o=Hitachi, c=JP"
ATTR="certificat eRevocati onLi st; bi nary"

FI LE="/ opt/ hitachi/httpsd/conf/ssl/crl/DER rootCA crl"

LOG="/opt/ hitachi/httpsd/conf/ssl/crl/crl.log"
TMP="/opt/ hitachi/httpsd/ conf/ssl/crl/tmp-rootCA crl"

#downl oad

TOOL="/opt/ hi tachi/httpsd/sbin/crldownl oad"
HTTPSD="/ opt/ hi t achi / htt psd/ sbi n/ htt psdct| graceful "
LOGTI ME=""

LANG=C

if "$TOOL -L $LIB -h $HOST -p $PORT -b "$BASE" -a "$ATTR' -0 $TMP >> $LOG
2>&1 t hen
if "mv -f $TMP $FI LE >> $LOG 2>&1°
t hen
$HTTPSD >> $LOG 2>&1
exit O
el se
LOGTI ME="dat e’
echo "[$LOGTI ME] Moving $TMP to $FILE failed" >> $LOG
rm-f $TMP >> /dev/null 2>&1
fi
el se
LOGTI ME="dat e”
fi
echo "[$LOGTI ME] Stop restarting Cosm nexus HTTP Server." >> $LOG
exit 1
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Script contents (for Windows Version)

@cho off

REM

REM #par aneters

SETLOCAL

SET LI B="<Cosmi nexus-installation-directory>\ httpsd\libldap\nsl dap32v50.dl|"
SET HOST="I dap. server. hitachi.co.jp"

SET PORT="389"

SET BASE="cn=Conpany root CA, o=Hitachi, c=JP"

SET ATTR="certificateRevocati onLi st; bi nary"

SET

FI LE="<Cosm nexus-installation-directory>\ httpsd\conf\ssl\crl\DER rootCA cr
|

SET FORM:=" DER'

SET LOG="<Cosm nexus-installation-directory> httpsd\conf\ssl\cri\crl.log"
SET

TMPCRL="<Cosm nexus-installation-directory>\ httpsd\conf\ssl\crl\tnp-rootCA
crl”

REM #downl oad
SET TOOL="<Cosm nexus-installation-directory>\httpsd\sbin\crldownl oad. exe"
SET HTTPSD="<Cosm nexus-installation-directory>\ httpsd\httpsd. exe"

%TO0L% - L %. B% - h %10ST% - p %PORT% - b YBASE% - a YATTR% - 0 % MPCRLY% >> 94.0G%
2>&1 || GOTO ERR

COPY %IMPCRL% %1 LE% >> %.0G% 2>&1 || GOTO CPERR

DEL % MPCRL% >> % 0OG% 2>&1

UWATTPSD% - n " Cosm nexus HTTP Server" -k restart >> %.0G% 2>&1
GOTO TOOLEND

: CPERR
ECHO Moving %TMPCRL% to %I LE% failed >> %4.0G%
DEL %MPCRL% >> %.0G% 2>&1
DEL %I MPSSL% >> % OG% 2>&1
GOTO ERR

CERR
ECHO Stop restarting Cosm nexus HTTP Server. >> %.0G%

: TOOLEND
endl ocal
echo on

m How to execute the script (for UNIX Version)

/ opt/ hitachi/httpsd/shin/hws_get CRL. sh

m How to execute the script (for Windows Version)
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C:\> "<Cosmi nexus-installation-directory>\httpsd\sbin\hws_get CRL. bat"

(b) Downloading CRL and restarting the Web server at regular intervals
m UNIX Version

A super user or auser with permission from the super user can periodically
download the CRL using thecr ont ab command” and can restart the Web server.
Inthecr ont ab command, specify thetimeto execute the script that describesthe

cr | downl oad or thecr| downl oad command, download the CRL periodically
and restart the Web server.

# This command is an OS command. Use this command to register and control
the job to the cron. For details on how to specify the command, see the OS
manual .

How to specify the cr ont ab command

# crontab -
m nute hour date nonth day command

Each cr ont ab file entry is configured with aline that consists of six fields.
Each field is delimited with a space or atab, and each line includes the
respective value as shown below:

Minutes:. Minutes for command execution (from 0 to 59).
Hours: Hours for command execution (from 0 to 23).
Date: Date for command execution (from 1 to 31).
Month: Month for command execution (from 1 to 12).

Days. Days for command execution (from 0 to 6, to specify Monday to
Saturday).

Command: Shell commands for execution.
* (Asterisk) denotes al valid values.
An example of the cr ont ab command

Specify the following command to download the CRL every day at 8 am.
and restart the Web server (to execute the script mentioned in (a)):
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# crontab -

0 8 * * * Jopt/hitachi/httpsd/sbin/hws_get CRL. sh
(stop the entry with <Crl >+<d> key)

#

m Windows Version

You can usetheat command” to periodically download the CRL and to restart
the Web server.

Intheat command, specify the time to execute a script that code the
crl downl oad or cr | downl oad command to download the CRL periodically
and restart the Web server.

# Thiscommand isan OS command. For details on how to specify the command,
see the OS manual.

How to specify the at command

C:\>at [\\Conputer nanme] Time[/every:Date[,...]|/next:Date[,...]]" Comand"

An Example of the at command

Specify thefollowing command to download the CRL everyday at 8 a.m. and
restart the Web server (to execute the script mentioned in (a)):

C\>at 8:00 /every:MT,WTh, F, S, Su
"<Cosm nexus-installation-directory>\httpsd\sbin\hws_get CRL. bat"
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5.4 Using the server private key with a password

When you use the server private key protected by a password, you can save the
password in advance in afile and set the directive to omit the password input when
restarting the server. This procedure is described below. Note that the following
procedureis mandatory when you use the server private key protected by password in
Windows version of Cosminexus HTTP Server:

1. Create aserver private key with a password by using the keygen command.
2. Create apassword file by the sslpasswd command.

3. Setthe SSL CertificateK eyPassword directive that specifiesthe created password
file together with the SSL CertificateK eyFile directive that specifies the server
private key fileintheht t psd. conf.

4. Start or restart the server.

You need to take care when protecting the password file items. Set the directory
permissions and the file permissionsto prevent other users from accessing the storage
directory of the server private key, and also prevent them from accessing the storage
directory of the password file.

Thefollowing section describesthe sslpasswd command that creates the password file
that is to be specified in the SSL CertificateK eyPassword directive.

5.4.1 sslpasswd command
(1) Format

ssl passwd server-private-key-file-name password-file-name

(2) Parameters
m server-private-key-file-name
Specify the password protected server private key.
m password-file-name
Specify the name of the file that outputs password.
(3) Usage example

ssl passwd htt psdkey. pem . keypasswd
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(4) Notes

» You cannot specify an existing file name as the password file name.

* You cannot use the password file created with the sslpasswd command on
Windowsin UNIX version.

* You cannot use the password file created with the sslpasswd command on UNIX
in Windows version.
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Chapter
6. Directives

This chapter describes the directives that are defined in the configuration files (the
ht t psd. conf file and the access control file).

6.1 List of directives
6.2 Details of the directives
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6.1 List of directives

6.1.1 List of directives

170

At aminimum, the directives below must be set to start Cosminexus HTTP Server.

e  Minimum directives to be set:

User (UNIX version)
Group (UNIX version)

ServerName

SSL Disable (when not using SSL)

» Additional minimum directives to be set when using SSL:
SSL CertificateFile
SSL CertificateKeyFile

The table below lists the directives that you can specify in the configuration file.

The next two symbols are used in the table below and in the descriptions of

directives. ¥ : This symbol denotes the directive that isvalid only in the UNIX

version.

W' This symbol denotes the directive that is valid only in the Windows version.
Table 6-1: Directivelist

Settings

Directives

Multiple
specification

Definitions of blocksin
httpsd.conf file

<Directory>

Y

<DirectoryMatch>

<Files>

<FilesMatch>

<IfModule>

<Limit>

<Location>

<LocationMatch>

<|=<|=<|=<|=<|=<|=<
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Settings Directives Multiple
specification

<VirtualHost> Y

Basic definition of server ServerName N
Port N
User U N
Group U N
ServerAdmin N
ServerRoot N
ServerSignature N
Listen Y
BindAddress N
LoadModule Y
LoadFile Y
Include Y
ExtendedStatus N
ServerTokens N
CoreDumpDirectory U N
FileETag

Definitions for managing the UserDir

contents
DocumentRoot N
ErrorDocument Y

Definitions for the requests Alias Y

from Web browser (Alias)
AliasMatch Y
Redirect Y
RedirectMatch Y
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Settings Directives Multiple
specification
Definition of responsesto Web | HWSNotM odifiedResponseHeaders Y
browser
Definitions for MIME types DefaultType N
TypesConfig N
AddCharset Y
AddDefaultCharset N
AddType Y
ForceType N
w N
HWSErrorDocumentM ETA Charset
Definitions for content LanguagePriority Y
negotiation
AddEncoding Y
AddLanguage Y
DefaultLanguage N
CacheNegotiatedDocs N
MultiviewsMatch N
Definitions for handler AddHandler Y
SetHandler N
Definitions for Web server u N
performance StartServers
. U N
MinSpareServers
u N
MaxSpareServers
N
MaxClients U
T N
MaxRequestsPerChild
Timeout N
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Settings

Directives

Multiple
specification

ListenBacklog

N

ThreadsPerChild W

N

HWSMaxQueueSize w

HWSK eepStartServers U

Definitions for KeepAlive

KeepAlive

MaxK eepAliveRequests

KeepAliveTimeout

Definitions to limit requests

LimitRequestBody

LimitRequestFields

LimitRequestFieldsize

LimitRequestLine

Definitions of CGI and
environment variables

ScriptAlias

<|lzZz|lZz|Zz2|Z2|Z2| 2| Z2

ScriptAliasMatch

UseCanonicalName

BrowserMatch

BrowserMatchNoCase

PassEnv

SetEnv

UnsetEnv

SetEnvif

SetEnvIfNoCase

Action

Script

ScriptlnterpreterSource w

Z| < |<|=<|=<|=<|=<|=<|=<|=<]|]z]|x<
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Settings

Directives

Multiple
specification

HWSSetEnvIfIPv6

Y

Definitions for the display
contents of directory index

Directorylndex

Fancylndexing

AddlconByEncoding

AddiconByType

Addicon

Defaultlicon

ReadmeName

HeaderName

IndexIgnore

IndexOrderDefault

AddAltByEncoding

AddAItByType

AddAlt

AddDescription

IndexOptions

Definitions to control Web
Server access

AccessFileName

z|l<|<|=<|=<|=<|z|<|z|z|z|<|<|<|z

AllowOverride

AuthName

AuthType

AuthGroupFile

AuthUserFile

AuthAuthoritative

Require

Options

z | <|zZz|z|z|z|2|Z2
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Settings

Directives

Multiple
specification

Order

N

Allow from

Deny from

Satisfy

TraceEnable

IdentityCheck &

z|lzZz2| 2| <| <

Definitions for the SSL
encryption and authentication

SSL RequireSSL

2

SS|LEnable

SSL Disable

SSL CertificateFile

SSL CertificateKeyFile

SSLCACertificatePath

2| Z2|z2| 2| 2

SSLCACertificateFile

SSLVerifyClient

SSLVerifyDepth

SSL RequiredCiphers

SSL RequireCipher

SSL BanCipher

SSLDenySSL

SSLFakeBasicAuth

SSL CacheServerPort U

z|lzZ2|lzZ2|<|<|zZz2z|z|z2|2

SSL SessionCacheTimeout

SSL CacheServerPath
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Settings

Directives

Multiple
specification

SSL CacheServerRunDir

U

N

SSL SessionCacheSize

SSL SessionCacheSizePerChild Y

SSL CRL Authoritative

SSLCRLDERPath

SSLCRLPEMPeth

SSL ExportCertChainDepth

SSL ExportClientCertificates

SSL CertificateK eyPassword

SSlL Protocol

Definitions to show the Web

server in multiple hosts
according to the operation
status

NameVirtua Host

| <|lzZz|Zz2|Z2|Z2|2]|Z2

ServerAlias

ServerPath

Definitions for the image map

file

ImapDefault

2

ImapBase

ImapMenu

HWSImapMenuCharset

Definitions for the logsto be

collected

Hostnamel ookups

2| 2| 2|2

ErrorLog

LogLevel

L ogFormat

CustomLog

TransferLog

<|=<|=<|z|=z
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Settings

Directives

Multiple
specification

PidFile

N

ScriptLog

ScriptL ogBuffer

ScriptLogL ength

HWSL ogSSLVerbose

HWSL ogTimeVerbose

HWSRequestL og

HWSRequestL ogType

HWSSuppressModuleTrace

HWSErrorLogClientAddr U #

Z|l <|zZz|Zz2|Z2z|z2|2|2)| 2

Definitions for the directory

Servers

LDAPBaseDN

2

LDAPRequire

LDAPServerName

LDAPServerPort

LDAPSetEnv

LDAPTimeout

LDAPUNsetEnv

LDAPNoOENtryStatus

Definitions for the trace to be

collected

HWSTraceldFile

z|l 2| <|Z2|<|Z2| 2| <

HWSTracel ogFile

2

HWSStackTrace U

Definitions for the reverse

proxy

ProxyPass

ProxyPassReverse

ProxyVia
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Settings Directives Multiple
specification

ProxyErrorOverride N

ProxyPreserveHost N

HW SProxyPassReverseCookie Y
Definition for the flow QOSCookieDomain N
restricting functionality

QOSCookieExpires N

QOSCookieName N

QOSCookieSecure N

QOSCookieServers N

QOSRedirect Y

QOSRgjectionServers N

QOSResponse N
Definitions for the header Header Y
customi zation functionality

RequestHeader Y
Definitions for the validity ExpiresActive N
period setting functionality

ExpiresByType Y

ExpiresDefault N
Definitiqnsfor the planned HWSGraceful StopL og N
termination

HW SGraceful StopTimeout N
Definitions for the static W N
contents cache functionality HWSContentCacheMaxFileSize

N

HWSContentCacheSize w

L egend:
Y: Can be specified.
N: Cannot be specified.




Note:
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Unlessit is specifically mentioned, you can describethefile namein aformat that

includes the directory name (with path information).

You can use this functionality only in the HP-UX (IPF) version of the product.
6.1.2 Descriptive conventions for directives

(1) Regular expressions

The following table describes the regular expressions that you can use to specify

directives;

Table 6-2: Regular expressions

Symbol Functionality Usage example Meaning of the usage
example
Indicates one optional a..c Threeoptional charactersand
character. then character ¢ follow
character a. matches with
abcdc.
* Indicates that the preceding ab* cd* Matcheswith ac, abbbbc, and
character is repeated for zero abbbbcd.
or more times.
+ Indicates that the previous ab*c+ Matches with abbbc. Does
character isrepeated for oneor not match with abbb.
more times.
? Isthere a previous character? | abbbc? Matches with abbbc and
abbb.
[ Denotes the OR operation abcld Matches with a, bc, or d.
¥ A prefix for aspecial character ¥ Matcheswith a"." (period).
("$<+2 ¥ [10{}). Three ¥
symbols are used to express a
single ¥¥¥
¥¥¥ Matches with asingle ¥
character.
A Matches at the beginning of a | "ab Matches with abcde.
line.
$ Matches at the end of aline. abc$ Matches with aaabc.

179



6. Directives

180

Symbol Functionality Usage example Meaning of the usage
example

{m} Indicates repetition of the a5} Matches with aaaaa.
preceding regular expressions
for m number of times.

{m} Indicates repetition of the &3} Matches with aaa and aaaa.
preceding regular expressions Does not match with aa.
for minimum m number of
times.

{m,n} Repetition of the preceding a{ 3,5} Matches with aaa, aasa, and
regular expressions for aaaaa. Doesnot matchwith aa
minimum m and maximum n and aaaaaa.
number of times.

[Character Indicates one of the optional [abc]* or [ac]* Matches with aaa, bbb, ccc,

string] characters” included in the cba, and aab.
character string.

[*Character | Indicates one of the optional [~0-9] Matches with one

string] characters that are not non-numeric character.
included in the character
string.

(Character Group the character strings. (ab)+ Matches with ababab. Does

string) not Match with ababb.

aa(xx|yy)bb Matches with aaxxbb and
aayybb.

The following three characters have a specific meaning in the [character string].

M It is specified after [ and used to indicate the charactersthat are not included in
the character string.

]: It is used to denote the end of the character string.

-: It is used to denote the range of characters.

Note that the ¥ that comes before these special character is omitted.

Specify the characters having special meaning in the [character string] as normal
characters by following method. Note that, special charactersexcluding”] -\ are
interpreted as normal characters.

~ . Do not specify at the beginning of the character string. (Example)[abyz]

]: Specify at the beginning of the character string. (Example)[]abxy]
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-: Specify at the end. (Example)[abxy-]
¥ : Specify as ¥¥¥ . (Example)[ ¥¥¥ abxy]
(2) Path information to be specified in directives

In the case of directives that specify directory names, file names, or the path names,
the path information that you can specify differs based on the directive type.

The path types are as shown below. Path information of each directiveisto be
described in the respective directive.

» You can specify only absolute paths. (For the Windowsversion, thedrive nameis
also included in the absolute path.)

* You can specify path information using a relative path only when using the
ServerRoot directive (and the ServerRoot directive must be specified in advance.)

Note that directories and files on the network cannot be specified as path information.
Directories and files on afile system that uses the network also cannot be specified.

(3) Comment lines

In the configuration file, if you add a hash mark (#) to the beginning of aline, that line
becomes a comment line. However, if you enter a character string that begins with a
hash mark (#) after aspecified directive, the character string after the hash mark (#) is
not commented out. Examples of specifying comment lines are as follows:

Corret example
#Deny from al |

Thislineis acomment line.

Incorrect example
Deny from all #conment

#coment isadirective specification value. #conment isnot a comment.

(4) Notes on specifying IPv6 addresses

When an IPv6 addressis specified in a directive, enclose the IPv6 addressin square
brackets ([ ]), asin [IPv6-address]. When an | Pv6 address and a port number are
specified in adirective, enclose the IPv6 address in square brackets ([ ]) and specify
the port number after acolon (:), asin [|Pv6-address]:port-number.

However, if |Pv6 addresses are specified in the following directives, specify the IPv6
addresses without square brackets ([ ]):

* Allow from directive
» Deny from directive
e HWSSetEnvIflPv6 directive
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Specify aglobal unicast address when using an |Pv6 address.
6.1.3 Descriptive format for directives

This section provides notes regarding the itemsin 6.2 Directive details.

(1) Directive names

The following table shows directive names and the specification format that you can

use.
Symbols Meanings
[1 You can omit theitemsinside[ ].
(Example) In the case of A[,B][,C], the following four specifications are possible:
A
AB
AB,C
AC
{} You can specify any one of theitemsenclosed by { }.
(Example) In the case of A{,B | ,C}, the following two specifications are apossible:
AB
AC
| This symbol denotes the demarcation of the selected option.
_ (underline) This symbol denotes the value that is assumed by the system when you omit the
specification of the items.
Theitem immediately preceding this symbol can be repeated.
~ The item immediately preceding this symbol is described according to the syntax rule
after this symbol.
<< >> This symbol denotes the value that is assumed by the system when you omit theitem

specification.

(@)

This symbol denotes the range of the value that you can specify.

(2) Location where you can code

The locations where you can code are restricted as per the directives. In section 6.2
Details of the directives, the location where you can code each directive is mentioned
in the following format:

Location where you Explanation
can code directives

httpsd.conf

httpsd.conf files other than the VirtualHost block and Directory block.

<VirtualHost> VirtualHost block of httpsd.conf file.

182




6. Directives

Location where you Explanation

can code directives
<Directory> Directory block, Location block, and Files block of httpsd.conf file
.htaccess Access control file specified in the AccessFileName directive.
<L ocation> L ocation block of the httpsd.conf file.

Directives are referred to in the following sequence:

g > v DN P

6.

httpsd.conf file ather than the VirtualHost block and Directory block.
VirtualHost block of the httpsd.conf file.

Directory block of the httpsd.conf file.

Access control file.

Files block of the httpsd.conf file.

Location block of the httpsd.conf file.

You can enable or disable directives defined in the access control file as per the
definition of the AllowOverride directive (Overwrite permission level) of the
Directory block.

(3) Overwrite permission

Define the permission level when you grant overwrite permission with the
AllowOverridedirectives. Describe the overwrite permission level of each directivein
the respective directives. There are multiple permission levels. For more details, see
AllowOverride directive. You can specify . ht access in the explanation of each
directive, and if you do not describe the overwrite permission level, the permission
level is'All".
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6.2 Details of the directives

6.2.1 Directives starting with <
This section explains the directives of block definition in the order of reference:
1. <Directory> directive, <DirectoryMatch> directive, and access control file.
2. <Files> directive and <FilesMatch> directive
3. <Location> directive
(1) <Directory directory-name>...</Directory>
(@ Contents

Specify the <Directory> directive when defining the directive for a specific directory.
You can specify the name of the directory in the directory-name and specify the blocks
that define directives valid only for that directory and its sub-directories.

Specify the directory name with an absolute path.
(b) Location where you can code
httpsd.conf, <VirtualHost>

(c) Specification example
<Directory />
Options None
Al Il owOverri de None
</Directory>

PP

<Directory "<Cosmi nexus-installation-directory>/httpsd/
ht docs"> ...5.

Options | ndexes

Al Il owOverri de None

O der all ow, deny

Al'low from al |
</Directory>

HoOo~NOo

Definition of the root directory

Disable all the functions

Prohibit all overwriting

End of definition

Definition of <Cosminexus-installation-directory>/httpsd/htdocs directory

© o0k~ w0 DN PR

Directory index can be displayed

184



6. Directives

7. Prohibit all overwriting
Evaluate the Allow directive specification before the Deny directive specification
Permit access from all the hosts
10. End of definition
(2) <DirectoryMatch regular-expression>...</DirectoryMatch>
(a) Contents

Specify the <DirectoryMatch> directive when defining directives for a directory that
satisfies the conditions described in the regular expressions. You can specify the
directory name with regular expressions, and specify the blocks that define directives
valid only for that directory and its sub-directories.

Specify the directory name in the regular expressions using an absolute path.
(b) Location where you can code
httpsd.conf, <Virtual Host>
(3) <Files file-name>...</Files>
(a) Contents

Specify <Files> directive when defining directives for specific files. You can specify
the name of filesin the file name and specify the blocks that define directives valid
only for that file.

(b) Location where you can code
httpsd.conf, <Virtual Host>, <Directory>, .htaccess
(4) <FilesMatch regular-expression>...</FilesMatch>
(a) Contents

Specify the <FilesMatch> directive when defining directives for files that satisfy the
condition described in the regular expressions. You can specify the file name with
regular expressions and specify the blocksthat define the directives valid only for that
file.

(b) Location where you can code
httpsd.conf, <Virtual Host>, <Directory>, .htaccess
(5) <IfModule [!]module-name>...</IfModule>
(a) Contents

If the specified module is embedded, the directives specified in the block are enabled.
If"1" (exclamation mark) isadded before the module name, and if the specified module
is not embedded, the directives specified in the block are enabled.
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(b) Location where you can code
httpsd.conf, <Virtua Host>, <Directory>, .htaccess
(6) Limit method-name [method-name ...]>...</Limit>
(a) Contents

Specify the <Limit> directive when defining directives for a specific HTTP protocol
method. You can specify the blocksthat define the access control directivesvalid only
for the methods specified in method name. You can specify multiple method names.

method-name: GET, POST, PUT, DELETE, CONNECT, OPTIONS
(HEAD isincluded in GET)

(b) Location where you can code
httpsd.conf, <Virtual Host>, <Directory>, .htaccess

(c) Specification example
<Directory />
<Limt PUT DELETE>
Order deny, al | ow
Deny from all
Al'l ow from . your_domai n. com
</Limt>
</Directory>

ghwNE

Definitions for the PUT and the DELETE methods

Evaluate the specification of the Deny directive before the specification of the
Allow directive

3. Deny accessto the PUT and the DELETE methods from all hosts
4. Permit access to the PUT and the DELETE methods from .your_domain.com
5. End of definition
(7) <Location URL>...</Location>
(@) Contents

Specify the <L ocation> directive when defining the directives for the request to the
locations described in the specific URL. However, you cannot specify the characters
from ? (query string) onwards in the URL.

(b) Location where you can code
httpsd.conf, <VirtuaHost>
(c) Specification example
<Location /server-status> R
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Set Handl er server-status

Order deny, al | ow

Deny from all

Al'l ow from . your_donai n. com
</ Locati on>

oukwnN

Definition of the URL/server-status
Request of this directory is related to the server-status handler

Evaluate the specification of the Deny directive before the specification of the
Allow directive

4. Deny accessfrom all the hosts
5. Permit access from .your_domain.com
6. End of definition

(8) <LocationMatch regular-expression>...</LocationMatch>

(a)

(b)

Contents

Specify the <L ocationMatch> directive when defining the directivesfor the request to
the URL that satisfies the conditions described in the regular expressions. However,
you cannot specify the characters from ? (query string) onwards in the URL.

Location where you can code
httpsd.conf, <VirtuaHost>

(9) <VirtualHost {host-name | | P-addresq: port-number]} [{host-name |
| P-address]: port-number]} ...]>...</VirtualHost>

(a)

(b)

(c)

Contents

Specify the <VirtualHost> directive when defining the directives for the request to the
host described in host name or the I P address [:Port number].

Notethat the host names corresponding to | Pv6 addresses can al so be specified. When
specifying an 1Pv6 address for IP-address, enclose the | Pv6 addressin square brackets

D

Location where you can code
httpsd.conf

Specification example
<Virtual Host 172.17.40. 30: 80>

</ Vi .rtual Host >
<Vi rtual Host [2001::123: 4567: 89ab: cdef]: 80>
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</ Vi r t ual Host >

6.2.2 Directives starting with A
(1) AccessFileName file-name [file-name ...]

(@)

(b)

()

~<< . htaccess>>
Contents

The AccessFileName directive defines the name of the file (access control file) that
definesthe access control directive. If AllowOverride directive permitsthe access, this
fileisreferred to every time when the contents are requested and the access control is
checked.

Location where you can code
httpsd.conf, <VirtualHost>

Specification example
AccessFi | eNane . htaccess

The file name of the access control fileis .htaccess.

(2) Action {MIME-type | Handler} CGI-script-name

(@)

(b)

()

(d)

Contents

This directive specifies the executable script with the CGI script name when the Web
browser requests the contents specified in the MIME type or the handler. Specify the
CGil script name in the URL. When performing multiple specifications of this
directive, you cannot specify different CGI scripts with the same MIME type.

Location where you can code

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
Overwrite permission

Filelnfo level

Specification example
Action image/gif /cgi-bin/inages.cgi

(3) AddAIlt "character-string" extension [extension ...]
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(@)

Contents

When the directory index is displayed, specify the AddAlt directive for displaying the
character string related to afile specified by the extension. You can specify multiple
extensions for one character string. You can specify this directive for displaying file
attributes in environments such as the text mode Web browser where you cannot
display icons.



(b)

(c)

(d)

6. Directives

You can specify the following in the extension:
* Fileextension
* File name or file extension with wild card notation
* Filename

When performing multiple specifications of thisdirective, you cannot specify different
character strings with the same extension.

Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess
Overwrite permission

Indexes level

Specification example
AddAl't "HTM." htm htm

When the file extension is htm or html, the character string "HTML" is displayed.

(4) AddAIltByEncoding "character-string” MIME-encoding [MIME-encoding ...]

(@)

(b)

(c)

(d)

Contents

When the directory index is displayed, specify the AddAItByEncoding directive for
displaying the character strings related to the MIME encoding (such as x-compress) in
an environment where you cannot display icons. You can specify multiple MIME
encoding for one character string. When performing multiple specifications of this
directive, you cannot specify different character strings with the same MIME type.

Location where you can code

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
Overwrite permission

Indexes level

Specification example
AddAl t ByEncodi ng "gzi p" x-gzip

(5) AddAItByType "character-string" MIME-type [MIME-type ...]

(@)

Contents

When the directory index is displayed, specify the AddAItByType directive for
displaying the character string related to the MIME type (such as text/html) in an
environment where you cannot display icons. You can specify multiple MIME types
for one character string. When performing multiple specifications of thisdirective, you
cannot specify different character strings with the same MIME type.
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(b)

()

(d)

Location where you can code

httpsd.conf, <Virtua Host>, <Directory>, .htaccess
Overwrite permission

Indexes level

Specification example
AddAl t ByType "plain text" text/plain

(6) AddCharset character-set extension [extension ...]

(@)

(b)

()

(d)

Contents

The AddCharset directive specifiesthe character setsfor file extension. The character
set is set as the vaue of charset= in the Content-Type header. Use this directive for
clearly specifying the character sets for the client. When performing multiple
specifications of this directive, you cannot specify different character strings with the
same extension. Specify the file extensions specified in the AddType directive or the
TypesConfig directive, and file extension must be related to MIME types

Location where you can code

httpsd.conf, <VirtualHost>, <directory>, .htaccess
Overwrite permission

Filelnfo level

Specification example

AddChar set EUC-JP . euc
AddChar set | SO 2022-JP .jis
AddCharset SHI FT_JIS .sjis

(7) AddDefaultCharset [On | Off | character-set]
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(@)

(b)

Contents

The AddDefaultCharset directive specifies the default value of the character set for a
file extension. The specified default value becomesthe default value for the settings of
the AddCharset directive. The Content-Type is set as a default for text/plain and text/
html.

On: 1SO-8859-1 is set as the default character set.

Off: The character set is not set.

character-set: The specified character set is used as the default character set.
Location where you can code

httpsd.conf, <VirtualHost>, <directory>, .htaccess



(c)

(d)
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Overwrite permission
Filelnfo level

Specification example
AddDef aul t Char set | SO 2022-JP

(8) AddDescription "character-string" file-name [file-name ...]

(@)

(b)

(c)

(d)

Contents

Specify the AddDescription directive when you want a character string to be displayed
as adescription for the file extension specified in the file name, the wild card notation
file name, or the compl ete file namewithout path information when the directory index
format is displayed. Note that, when a character string ending with aslash is specified
in thefile name, the character string isinterpreted asawild card specification with an
* added.

You can specify the following in the file name:
* Fileextension
» File name with the wild card notation
* Filename

When performing multiple specifications of thisdirective, you cannot specify different
character strings for the same file name.

Location where you can code

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
Overwrite permission

Indexes level

Specification example
AddDescription "The planet Mars" /web/pics/ mars.gif

(9) AddEncoding compression-format-extension

(@)

Contents

The AddEncoding directive specifiesthe relationship between the compression format
and the extension required when the compressed data in the Web server is displayed
on the Web browser. This directive is set when the Web server sends the
Content-Encoding header to the Web browser as information of the compressed file
deployment. The operation in which this header is used depends upon the
implementation of the Web browser. When performing multiple specifications of this
directive, you cannot specify different compression formats for the same extension.
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(b)

()

(d)

Location where you can code

httpsd.conf, <Virtua Host>, <Directory>, .htaccess
Overwrite permission

Filelnfo level

Specification example

AddEncodi ng x-conpress Z Conpression format of the file with
extension Z is x-conpress

AddEncodi ng x-gzip gz Conpression format of the file with
extension gz is x-gzip

(10) AddHandler handler-name extension [extension]

(@)

(b)

()

(d)

Contents
Definethe AddHandler directiveto support thefile extension processed by the handler.

Handler names that you can specify are as follows. When performing multiple
specifications of this directive, you cannot specify different handler names for the
same extension.

cgi-script: Execution of CGI script

imap-file: Image map processing

server-status: Status display

hws_cache: Cache of static contents

Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess
Overwrite permission

Filelnfo level

Specification example

AddHandl er cgi-script .cgi Extension.cgi is cgi-script
handl er

AddHandl er i map-file map
handl er

Extension map is imap-file

(11) AddlIcon {(character-string, URL) | URL} extension [extension ...]
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(@)

Contents

Specify the Addlcon directive to support and display the icons of the directory index
for the extension. In the character string specify the characters to be displayed when
the web browser cannot display the images. Specify the URL of theiconimagefilein
the URL. When specifying the image file on the local host, you can omit 'http: //IP



(b)

(c)

(d)

6. Directives

address of the URL. Note that if you specify 1Pv6 addresses without omitting http://
IP-address of the URLS, enclose each 1Pv6 address in square brackets ([ ]).

You can specify the following as an extension:
* Fileextension
» File extension or the file name with wild card notation
* Filename

If you code MDIRECTORY ™ as the extension, you can set the icons for directories.
If MBLANKICONM is specified as the extension, you can set the icons to match the
header indent of the displayed contents when the directory index is displayed.

When performing multiple specifications of thisdirective, you cannot specify different
character strings and URL s for the same extension.

Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess
Overwrite permission

Indexes level

Specification example
Addl con /icons/tar.gif .tar

| con definitions when the extension is .tar
Addl con /icons/layout.gif .html .shtm .htm.pdf

Icon definitions when the extension is .html, .shtml, .htm, and .pdf
Addl con /icons/text.gif .txt

| con definitions when the extension is .txt
Addl con /i cons/ back. gi f

Icon definitions of the parent directory
Addl con /icons/ hand.right.gi f README

Icon definitions of the README file
Addl con /i cons/fol der.gif ~"DI RECTORY

Icon definitions for a directory
Addl con /i cons/ bl ank. gi f ~"BLANKI CONM»

Indent icon definition of the directory index header
Addl con http://[2001::123: 4567: 89ab: cdef]/icons/text.gif .txt

Icon definitions when an 1Pv6 addressis specified
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(12) AddlconByEncoding {(character-string, URL) | URL} MIME-encoding
[MIME-encoding ...]

(@)

(b)

()

(d)

Contents

Specify the AddlconByEncoding directive in the case of displaying theicon with the
support of MIME encoding when the directory index format is displayed. In the
character string specify the characters to be displayed when the Web browser cannot
display the images. Specify the URL of the icon image file in the URL. When
specifying theimage file on thelocal host, you can omit 'http://IP address in the URL.
Note that if you specify 1Pv6 addresses without omitting http://IP-address of the
URLSs, enclose each |Pv6 address in square brackets ([ ).

When performing multiple specifications of thisdirective, you cannot specify different
character strings and URL s for the same MIME type.

Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess
Overwrite permission

Indexes level

Specification example
Addl conByEncodi ng (CVP, /i cons/ conpressed. gi f) x-conpress x-gzip

Icon definitions for MIME encoding x-compress and x-gzip

(13) AddlconByType {(character-string, URL) | URL} MIME-type [MIME-type ...]
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(@)

(b)

()

Contents

Specify the AddlconByType directive in the case of displaying theicon with the
support of MIME encoding when the directory index format is displayed. In the
character string you can specify the characters to be displayed when the Web browser
cannot display the images. You can specify the location of the image file name of the
icon to be displayed in the URL. Note that if you specify |Pv6 addresses without
omitting http://IP-address of the URLSs, enclose each |Pv6 address in square brackets

(§)2

When performing multiple specifications of thisdirective, you cannot specify different
file names for the same MIME type.

Location where you can code
httpsd.conf, <VirtualHost>, <Directory>, .htaccess
Overwrite permission

Indexes level



6. Directives

(d) Specification example
Addl conByType (TXT,/icons/text.gif) text/*

Icon definition for the MIME type text/*
Addl conByType (I M3 /icons/inmage2.qgif) image/*

Icon definition for the MIME type image/*
Addl conByType (SND, /i cons/sound2.gif) audio/*

Icon definition for the MIME type audio/*
Addl conByType (VID,/icons/movie.gif) videol*

Icon definition for the MIME type video/*
(14) AddLanguage language-code extension
(a) Contents

The AddLanguage directive specifies the language to be used in the document. The
language code is set in the Content-L anguage response header. If you specify this
directive, you can perform the content negotiation to select contents that the Web
server sends, when the language setting of Web browser sets the priority order
(Accept-Language header) of the language code in the request. The language code
depends upon the header information sent by the Web browser. Specify alanguage
code based on the language codes defined in ISO639. Note that you must specify the
MultiViews optionswith the Options directive to enabl e the content negotiation. When
performing multiple specifications of this directive, you cannot specify different
language codes for the same extension.

(b) Location where you can code
httpsd.conf, <Virtual Host>, <Directory>, .htaccess
(c) Overwrite permission

Filelnfo level

(d) Specification example
AddLanguage ja .ja Japanese
AddLanguage en .en Engl i sh
AddLanguage fr .fr French
AddLanguage de . de Ger man
AddLanguage da .da Dani sh
AddLanguage el . el Greek
AddLanguage it .it Italian

(15) AddType MIME-type extension [extension ...]
(&) Contents
Specify the AddType directive when you want to associate the extension of the
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(b)

()

(d)

undefined contents and the MIME type in the file specified with the TypesConfig
directive. When performing multiple specifications of this directive, you cannot
specify different MIME types for the same extension.

Location where you can code

httpsd.conf, <Virtua Host>, <Directory>, .htaccess
Overwrite permission

Filelnfo level

Specification example
AddType text/htm .shtn

Associate the MIME type text/html with the extension .shtml.

(16) Alias URL directory-name

(@)

(b)

()
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Contents

Specify the Alias directive when replacing a specific URL requested from the Web
browser with an optional name. However, in the URL you cannot specify the
characters from ? (query string) onwards. The directory specified inthe URL is
replaced with the directory specified in the directory name and displayed on the Web
browser.

You cannot specify aURL that isduplicated with the following directive specification
values:

» ProxyPass path name
e JkMount URL patternsin the redirector definition file

For example, the following URL s cannot be specified:
Alias /aaal/ bbb/ C:./alias/
ProxyPass /aaa/ http://aaa.exanple.con!

Specify the directory name with an absolute path.
Location where you can code
httpsd.conf,<VirtualHost>

Specification example
Al'ias /icons/ "<Cosninexus-installation-directory>/httpsd/
i cons/"

Replace /icong with <Cosminexus-installation-directory>/httpsd/icong/.
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(17) AliasMatch regular-expression new-path

(@)

(b)

(c)

Contents

Specify the AliasMatch directive when replacing the URL requested from the Web
browser with an optional name. However, in the URL you cannot specify characters
from ? (query string) onwards.

When a URL that satisfies the conditions described in the regular expressionsis
requested from the Web browser, the contents of the specified new path are displayed
in the Web browser. When the contents are grouped using bracket () in the regular
expressions, you can refer the character stringsthat match with the expression of group
i by using $i in new path. Specify the numeric values from 1to 9 for i.

You cannot specify aregular expression that is duplicated with the following direcrive
specification values:

» ProxyPass path name
* JMount URL patternsin the redirector definition file

For example, the following regular expressions cannot be specified:
Ali asMat ch ~/ aaal/ bbb/ (.*) C/alias/$1
ProxyPass /aaa/ http://aaa.exanple.conl

Specify the new path with absolute path. When'$ or ‘&' are included as characters of

the new path, add ' ¥ ' before these characters. Note that, you need not add ' ¥ ' before
'$'when you specify $i.

Location where you can code
httpsd.conf,<VirtualHost>

Specification example
Aliasvatch A/ htmd/(.*) "C/htdocs/htm /$1"

If arequest starts with /html/, replace the /html/ portion with C:/htdocs/html/. For
example, if you want to access /html/index.html, replace /html/index.html with C:/
htdocs/html/index.html.

(18) Allow from {host | all | env = environment-variable} [{Host | env =
environment-variable} ...]

(@)

Contents

Specify the 'Allow from' directiveto restrict the clientsthat can accessthe Web server.
In the host, you can specify the domain name, IP address, subnet, and net mask of the
host to which accessis permitted. Specify al | for permitting accessfrom all the hosts.

The domain name, address, and prefix length of the |Pv6 address can also be specified
for ahost. Do not specify the IPv6 address by enclosing it in square brackets ([ ]). The
prefix length is specified in the | Pv6-address/prefix-length format. Specify the prefix
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length as a decimal value.

If you specify env=environment-variable, you can control server accesswith thevalue
set for the environment variable. You can restrict access based on the HT TP request
header field if you use this directive in combination with the BrowserMatch,
BrowserMatchNoCase, SetEnvif, and the SetEnvIfNoCase directive.

You can use the Order directive to set the evaluation order of the Allow directive
(access permission) and Deny directive (access restriction).

Host Meaning

Domain name Permit the access from the host specified in the domain name.

IP address Permit the access from the host specified in the | P address.

Subnet Permit the access from the host specified in the subnet (First three bytes of the
IP address)

Netmask Permit the access from the host specified in the netmask notation (example:
10.1.0.0/255.255.0.0).
When the notation isin 10.1.0.0/16 format, it means same as 10.1.0.0/
255.255.0.0.

(b) Location where you can code
<Directory>, .htaccess

(c) Overwrite permission
Limit level

(d) Specification example

(Example 1)
Set Envlf User-Agent Mdzilla.* access_ok
<Di rectory /docroot >
Order deny, al | ow
Deny from all
Al |l ow from env=access_ok
</ Directory>

In this case, accessis permitted only to the browser requests in which the
User-Agent character string contains Mozilla, and access is denied to all other
requests.

(Example 2)

When specifying an |Pv6 address for a host, the directive is coded as follows:
al l ow from 2001:: 123: 4567: 89ab: cdef

When specifying a prefix length, all of the following settings are identical:
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all ow from 2001: 0: 0: 89ab: :/ 64

al l ow from 2001: 0: 0: 89AB: : / 64

al l ow from 2001: : 89ab: 0: 0: 0: 0/ 64

al l ow from 2001: 0000: 0000: 89ab: 0000: 0000: 0000: 0000/ 64

(19) AllowOverride directive [directive ...]
~<<All>>
(a) Contents

The AllowOverride directive specifies whether overwriting of the accessinformation
definition with the file specified in AccessFileName directive is permitted. For
directivesthat can be controlled by each directive, see the description of the overwrite
permissions for each directive.

Directive Contents

AuthConfig AuthGroupFile, AuthName, AuthType, AuthUserFile, and Requiredirectives
Permits overwriting of the directives related to the access control of server

Filelnfo AddType, AddEncoding, and AddLanguage directives
Permits overwriting of the directives related to file information such as
contents management, MIME type, and encryption

Indexes Fancylndexing, Addlcon, and AddDescription directives
Permits overwriting of the directives related to directory index

Limit Allow from, Deny from, and Order directives
Permits overwriting of the access control using the host name or the IP
address

Options Permits the use of Options directory

All Permits overwriting of all the directives

None Prohibits overwriting of al the directives

(b) Location where you can code
<Directory>
(20) AuthAuthoritative {On | Off}
(&) Contents

The AuthAuthoritative directive specifies the controlling methods for the user
authentication.

On: Performs the users authentication as per the settings of AuthUserFile,
AuthGroupFile, and Require directives. When the user is not registered or when the
password does not match, an error status 401 is displayed in the Web browser.
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(b)

()

Off: Performs the users authentication as per the setting of AuthUserFile,
AuthGroupFile, and Require directive. In such cases, if the password isincorrect, an
error status 401 is displayed in the Web browser. If the user is not registered, performs
the user authentication using the modules (functionality) of other products.

Location where you can code
<Directory>, .htaccess
Overwrite permission
AuthConfig level

(21) AuthGroupfFile file-name

(@)

(b)

()

Contents

When performing the user authentication in groups, the AuthGroupFile directive
specifies afile name that stores thelist of the groups to be authenticated. In the file
name, you can specify the absolute path or the relative path from the specification
value of the ServerRoot directive.

Create the group file in the following format using atext editor:
group-name: user-name [ user-name...]

User names registered in the password file for user authentication are defined in
agroup name of your choice. Specify one group per line. You can define multiple
groupsin the group file. If you specify the same group name on multiplelines, a
single group is defined that includes all of the user namesthat are registered to the
same group name.

Location where you can code
<Directory>, .htaccess
Overwrite permission
AuthConfig level

(22) AuthName realm-name
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(@)

(b)

Contents

Specify the realm name (displayed in the user authentication screen of the Web
browser) when performing the user authentication. When you specify this directive,
you must specify AuthType, Require, and AuthUserFile (or AuthGroupFile)
directives. However, when performing the user authentication with the directory
service, you need not specify AuthUserFile (or AuthGroupFile) directive.

Location where you can code
<Directory>, .htaccess



(c)
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Overwrite permission
AuthConfig level

(23) AuthType authentication-type-name

(@)

(b)

(c)

Contents

The AuthType directive specifies the authentication control type when performing the
user authentication. You can specify "Basic" as the authentication type. When you
specify this directive, you must specify AuthName, Require, and AuthUserFile (or
AuthGroupFile) directives. However, when performing the user authentication with
the directory service, you need not specify the AuthUserFile (or AuthGroupFile)
directive.

Basic: Converts the Base64 code.
Location where you can code
<Directory>, .htaccess
Overwrite permission
AuthConfig level

(24) AuthUserFile file-name

(@)

(b)

(c)

Contents

When you authenticate the user with the user name, specify the name of the file that
stores the list of the user names and the passwords to be authenticated.

Specify thefile name with an absol ute path or therelative path from the val ue specified
for the ServerRoot directive.

Location where you can code
<Directory>, .htaccess
Overwrite permission
AuthConfig level

6.2.3 Directives starting with B, C, and D
(1) BindAddress {IP-address | *}

(@)

~<<E S>>
Contents

The BindAddress directive specifies the | P address to which the Web server can be
connected, from the allocated | P addresses in the server machine on which the Web
server isinstaled. An IPv6 address cannot be specified for |P-address. To enable

connection to the Web server from any |Pv4 address, specify an asterisk (*). If you
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specify the Listen directive, the specification of the BindAddress directive isignored.
(b) Location where you can code
httpsd.conf

(2) BrowserMatch "browser-name" environment-variable[=valug]
[environment-variable[=valu€] ...]

(@) Contents

Specify the BrowserMatch directive when you set the environment variables for each
Web browser. Default setting valueis 1. When ! (exclamation mark) is added before
the environment variable, the settings of that environment variable are cancelled. You
can specify the case sensitive browser names with the regular expressions.

(b) Location where you can code
httpsd.conf, <Virtua Host>, <Directory>, .htaccess

(c) Specification example
Browser Mat ch "Mozil | a/ 2" nokeepalive
Browser Mat ch "MSIE 4\.0b2;" nokeepal i ve downgrade-1.0
force-response-1.0
Browser Mat ch " Real Pl ayer 4\.0" force-response-1.0
Browser Mat ch "Java/ 1\. 0" force-response-1.0
Browser Mat ch "JDK/ 1\. 0" force-response-1.0
Browser Match "M crosoft Data Access Internet Publishing
Provider" redirect-carefully
Browser Mat ch "~WebDrive" redirect-carefully
Browser Mat ch "~WebDAVFS/ 1.[012]" redirect-carefully
Browser Mat ch "~gnone-vfs" redirect-carefully

The meaning of environment variables shown in the specification exampleisas

follows:
Environment variable Contents

nokeepalive This environment variable disables the KeepAlive connection. You
cannot disable the KeepAlive connection when Via header is added in
the request.

downgrade-1.0 Thisenvironment variable handlesthe requests of HTTP/1.1 and above
asrequests of HTTP/1.0.

force-response-1.0 This environment variable always responds with HTTP/1.0 to the
requests of HTTP/1.0.

redirect-carefully When accessing the directory if '/' is not added at the end of the URL,
and amethod other than the GET method is used, redirect is not
requested to the client.
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(3) BrowserMatchNoCase "browser-name" environment-variable[=value]
[environment-variable[=value] ...]

(a)

(b)

Contents

Specify the BrowserMatchNoCase directive when you set the environment variables
for each Web browser. The default valueis 1. When ! (exclamation mark) is added
before the environment variable, the settings of that environment variable are
cancelled. You can specify the browser name with the regular expressions, and the
browser nameis not case sensitive.

Location where you can code
httpsd.conf, <Virtual Host>, <Directory>, .htaccess

(4) CacheNegotiatedDocs [{On | Off}]

(a)

(b)

Contents

The CacheNegotiatedDocs directive specifies whether to enable cache in the client
during the request for content negotiation. When you omit the directive arguments, the
Web server operates in the same manner as when On was specified. If you do not
specify the directive, the Web server operatesin the same manner as when Of f was
specified. The specification of this directiveisinvalid for the HTTP/1.1 requests.

On: Contents are cached.

Off: Expires header is added and contents are not cached.
Location where you can code

httpsd.conf

(5) CoreDumpDirectory directory-name U

(@)

(b)

~<<ServerRoot directive specified value>>
Contents

The CoreDumpDirectory directive specifies the directory for the core dump. You can
specify the absol ute path or therel ative path from the specified val ue of the ServerRoot
directive. Note that the specified directory must have write access to the users and
groups that are specified in the User and Group directives. In the Linux version, this
directiveis applied only when it is specified in the configuration file.

Note

In HP-UX, core dumps for user ID changes are not output. If Cosminexus HTTP
Server is started by a superuser, the user is changed to the user specified by the User
directive. Because of this, no core dump isoutput even if an error that normally results
in a core dump occurs.
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(c) Location where you can code

httpsd.conf

(6) CustomLog {file-name| pipe} {"format" | label-name} [env=[!]environment-variabl €]

204

(a) Contents

Specify the CustomL og directive when the log in any format isto be output to thefile.
The format is similar to the one that is specified in the LogFormat directives.

When specifying multiple specifications of thisdirective, you cannot specify the same
file name multiple times.

file-name: Specifies the log file name. In the file name, you can specify the absolute
path or the relative path from the specified value of the ServerRoot directive.

pipe: Specifies the program that receives log information from the standard input in
the"| Program name" format. The Web server convertsthe linefeed codes contained in
the log information to CRLF and passes it on.

(Notes for Windows version)

Each program specified in the pipe is generated as a separate process that receives the
log information for the control process and Web server process. This processiscalled
the Pipe process. Note the following points when you start the Web server asaservice:

» Unableto obtain the log information of the control process

When you start the Web server as a service, the standard input for receiving the
log information from the control process is associated with the NUL device, and
hence the pipe process for control cannot receive the log information from the
control process. The log information from the control process refers to the error
log information when the Web server starts and stops, and you cannot collect this
information. Theinformation of the error log and the access log after starting the
Web server isthe log information from the Web server process, and hence the
information is received in the pipe process for the Web server process.

» Points to be remembered during program creation

The pipe process used for the control process is the process for reading the data
from the NUL device, where the pipe process has a small read() buffer and the
input dataisin the waiting state. Set the read() buffer with abigger value so that
the pipe processis not in the input data waiting stete.

*  When an argument is specified in the program
When the programs and the arguments contain a blank, enclose them witha ¥ ".

When the programs and arguments are enclosed with ¥ ", enclose the entire
statement witha ¥ .
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(Example)

Custonlog "| ¥" ¥"<Cosm nexus-installation-directory>/
ht t psd/ sbi n/ rot at el ogs. exe ¥"

¥ "<Cosm nexus-installation-directory>/ httpsd/| ogs/
access ¥" 86400 -diff 540¥"" common

When an argument is not specified correctly in the program

If an argument is not specified correctly in the program, the program failsto start
but the Web server starts properly. In this case, logs are not output. When you
specify aprogram, make surethat thelog filesare created and thefiles are divided
as you intended.

"Format": Specifiesthelog format. the following tables describe the formats that you

can specify.

|label-name: Specifies the label name that is specified in the LogFormat directive.

env=environment-variable: Collects the log when the specified environment variable

isset.

env=!environment-variable: Collectsthelog when the specified environment variable

isnot set.

Table 6-3: Theformat list

Format

Meaning

%, A#l

IP address of the Web server.

%al

IP address of the client.

%B

Number of bytes sent (excluding the data added by the HTTP header and
chunked encoding).

%b

Number of bytes sent (excluding the data added by the HTTP header and
chunked encoding). However in the case of 0, - (hyphen).

%({ cookie_name} C

Value of the cookie name cookie_name included in the Cookie header
value. When multiple instances of cookie_name are found in the Cookie
header value, all values are output.

%D

Display the request processing time in microseconds.

%({ env_name} e

Value of the environment variables specified in env_name.

Yof

Directory or the file name requested by the client.

%H

Request protocol (such as HTTP/1.0).

%h

Host name of the client.
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Format

Meaning

%l

Total number of bytes received including the request and the header.

%({ header_name} i

Value of the request header specified in header_name.

%l

Identification information of the client (when IdentityCheck directiveis
On, and identd is running on the client).

%m

Request method (such as GET, POST).

%({ note_name}n

Value of the note of Web server module specified in the note_name.

%0

Total number of bytes sent including header.

%({ header_name} o

Value of the response header specified in header_name.

%P

Process ID that processes the request of HT TP communication.

%f{ hws_thread id}P

Thread ID that processes the request of HTTP communication. Valid for
Windows version.

%p Port number.
%q Query character string.
%or First line of the HTTP communication request.
%s Status (for the logs that are internally redirected, original statusis shown).
%T Time taken for request processing (seconds). If On is specified in the
HWSL ogTimeVerbose directive, then timeisdisplayed up to milliseconds.
%ot Time when request processing starts. If On is specified in the
HWSL ogTimeVerbose directive, then timeisdisplayed up to milliseconds.
%f{ format} t Time when request processing starts. The format defined by strftime() is
specified in format.
%U The URL.
%u User name of client (when the user authentication is performed).
%V The ServerName directive specification value, server name, or | P address
as per the specifications of the UseCanonicalName directive.
%v Server name.
%X Connection status when the response ends.
+: Connected even after sending the response.
-: Disconnected after sending the response.
X: Disconnected before the response ends.
%>s End status.
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(c)
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{ } displayed in the format does not denote the selection. Bold charactersin the {
} denotethe variable namethat collectsthe log and small characters describesthe
character string without changing it.

#1
If %A or %ais specified in the format, |Pv6 addresses can also be output.
#2

If %h or %V is specified in the format, |Pv6 addresses or host names
corresponding to 1Pv6 addresses can also be output.

Table 6-4: Thelog format list related to SSL

Format Meaning

%({ version}c SSL version

%f{ cipher} c Encryption type used in the current communication

%f clientcert} c Distinguished Name of the subject of the SSL client certificate.

You can describe the status code after the % in the format.

(Example) For error status codes 400 and 501, collect the log of User-Agent request
header value.
%100, 501 {User - Agent}

(Example) For error status codes other than 200, 304, and 302, collect the log of the
Referer request header value.
% 200, 304, 302 {Referer}i

Specify env=when you divide the log collection as per the settings of the specified
environment variables.

(Example) Collect the log for the gif image accessin gif.log, and collect the log for
other accesses in nongif.log.

Set Envlf Request-URlI \.gif$ gif-inmage

Custonmlog | ogs/gif.log conmon env=gi f-i mage

CustomLog | ogs/ nongi f.l og common env=!gif-inmage

Locations where you can code
httpsd.conf,<VirtualHost>

Specification example

Custonlog | ogs/ access. | og common

Custonmlog logs/ssl.log "% 9% version}c %cipher}c
%clientcert}c"
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(7) Defaultlcon URL

(@)

(b)

(c)

(d)

Contents

The Defaultl con directive specifiestheicons displayed in the directory index. Specify
the URL of theicon to be displayed when the specified icons do not correspond to any
of the Addlcon, AddlconByType, and the AddlconByEncoding directives.Note that if
you specify the IPv6 address without omitting http://I P-address of the URL, enclose
the IPv6 address in square brackets ([ ).

Location where you can code

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
Overwrite permission

Indexes level

Specification example
Def aul t I con /i cons/unknown. gi f

(8) DefaultLanguage language-code

(@)

(b)

()

Contents

The DefaultL anguage directive specifies the default language used in the document.
The specified language code is set in the Content-L anguage response header. The
specified language code becomesthe default value for the settings of the AddL anguage
directive. If the default value is not set, the response header of the Content-Language
is not sent.

Location where you can code

httpsd.conf, <VirtualHost>, <directory>, .htaccess
Overwrite permission

Filelnfo level

(9) DefaultType MIME-type

(@)

(b)
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~<<text/plain>>
Contents

The DefaultType directive specifiesthe MIM E type name used for the contents that do
not correspond to any of the MIME types defined in the file specified with the
TypesConfig directive.

Location where you can code
httpsd.conf, <Virtual Host>, <Directory>, .htaccess
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Overwrite permission
Filelnfo level

(d) Specification example

Def aul t Type text/plain

(10) Deny from {host | all | env=environment-variable} [{Host |
env=environment-variable} ...]

(@)

(b)

(c)

Contents

Specify the 'Deny from' directive when restricting the clients that can access the Web
server. In the host, you can specify the domain name, |P address, subnet, and the
netmask of the host that permits the access. Specify al | when prohibiting the access
from al hosts.

The domain name, address, and prefix length of the | Pv6 address can also be specified
for ahost. Do not specify the IPv6 address by enclosing it in square brackets ([ ]). The
prefix length is specified in the | Pv6-address/prefix-length format. Specify the prefix
length as a decimal value.

If you specify env=environment-variable, you can control server accesswiththevalue
set for the environment variable. You can restrict access based on the HTTP request
header field if you use this directive in combination with the BrowserMatch,
BrowserMatchNoCase, SetEnvif, and the SetEnvIfNoCase directive.

You can use the Order directive to set the evaluation order for the Allow directive
(access permission) and the Deny directive (access restriction).

Host Meaning

Domain name Prohibit access from the host displayed in the domain name

IP address Prohibit access from the host displayed in the P address

Subnet Prohibit accessfrom the host specified in the subnet (First three bytes of the [P
address).

Netmask Prohibit access from the host specified in the netmask (Example: 10.1.0.0/
255.255.0.0).
If the notationisin 10.1.0.0/16 format, it means same as 10.1.0.0/255.255.0.0.

Location where you can code
<Directory>, and .htaccess
Overwrite permission

Limit level
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(11) DirectoryIlndex file-name [file-name ...]

(@)

(b)

()

(d)

~<<index.html>>
Contents

When the requests from the Web browser do not specify any specific contents, the
Directorylndex directive specifiesthe default file name of the contentsto be sent to the
client. If you specify multiple file names, file name specified first will be sent first.

When the specified file is not present in the requested directory, the Web browser
display changes according to the Options directive.

*  When Indexes are enabled
The Web browser displays the index of the directory created in the Web server.
*  When Indexes are disabled
The Web browser responds with the status code 403 Forbidden.
Location where you can code
httpsd.conf,<VirtualHost>,<Directory>,.htaccess
Overwrite permission
Indexes level

Specification example
Di rectoryl ndex index. htm

If afile nameis not specified in the request, display index.html file if present in the
directory).

(12) DocumentRoot directory-name

(@)

(b)

()
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~<</opt/hitachi/httpsd/htdocs>> (UNIX version)
~<<ServerRoot directive default value/htdocs>> (Windows version)
Contents

The DocumentRoot directive specifies the document root directory that stores the
contents, with an absolute path. Do not add / (slash) at the end of the directory name.

Specify the directory name with an absolute path.
Location where you can code
httpsd.conf, <VirtuaHost>

Specification example
Docunent Root "<Cosni nexus-installation-directory>/httpsd/
ht docs”



6.2.4 Directives that start with E, F, G, H, and |

(1) ErrorDocument error-status-number {Text | local-URL | full-URL}

(&) Contents

6. Directives

Specify the ErrorDocument directive to customize the error message displayed on the

Web browser when an error occurs.

Text: Specifies the character string enclosed in ".
local-URL.: Specifies the contents of the local site by adding a/ at the beginning.
full-URL: Specifiesthe contents of another site by using a URL that starts with http://

or https://.

The error status numbers that can be specified in this directive and the possibility to
specify text, thelocal URL, and the full URL is described bel ow:

Error status number (meaning)

Text

Local URL

Full URL

400 (Bad Request)

<

2

401 (Authorization Required)

403 (Forbidden)

404 (Not Found)

405 (Method Not Allowed)

406 (Not Acceptable)

408 (Request Time-out)

410 (Gone)

411 (Length Required)

412 (Precondition Failed)

413 (Request Entity Too Large)

414 (Request-URI Too Large)

416 (Requested Range Not Satisfiable)

417 (Expectation Failed)

500 (Internal Server Error)

501 (Method Not Implemented)

502 (Bad Gateway)

<|=<|=<|=<|=<|=<|=<|=<|=<|=<|z|=<|=<|=<|=<|x<

<|=<|=<|z|<|z|<|<|z|<|z|=<|=<|=<|=<|x<

zl<|=<|lz|<x|z|<|=<|z|<|z|<|<|=<|=<|z|=z
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Error status number (meaning) Text Local URL Full URL
503 (Service Temporarily Unavailable) v# v# v#
506 (Variant Also Negotiates) Y Y Y
L egend:

Y: can be specified.
N: cannot be specified.

Use the QOSResponse directive or the QOSRedirect directive when customizing
the message returned by the flow restriction functionality.

When you specify this directive, consider the following points:

When performing multiple specifications of this directive, you cannot specify
different specification for the same error number.

You cannot customize the messages for error status set in the CGI programs.

You cannot customize the messageif error occursin the specification destinations
of thelocal URL and the full URL.

Error occurs when content negotiation takes place in the specification destination
of thelocal URL and you cannot customize the message.

You may not be able to customize the message (depending on the mounting
method of the module) even with the error status set in the module that is
dynamically connected by the LoadModule directive.

When specifying afull URL, the status code 302 Found and a response with the
new path set in the Location header are returned. Normally, a Web browser that
receives status code 302 automatically redirects the request to the address
specified in the Location header.

When specifying afull URL, you can aso specify an |Pv6 address or the host
name corresponding to an |Pv6 address. When specifying the IPv6 address,
enclose the IPv6 address in square brackets ([ ]).

(b) Location where you can code

httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(c) Overwrite permission

Filelnfo level

(d) Specification example
Err or Docunent 500 "Server Error."
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Error Docunent 404 /m ssing. htm

Error Docunment 403 http://sone. ot her _server. conl
subscription_info. htmn

Error Docunent 404 http://[2001::123:4567: 89ab: cdef]/
m ssi ng. ht

(2) ErrorLog {file-name| pipe}

(@)

(b)

(c)

~<<loggerror_log>> (UNIX version)
~<<logg/error.log>> (Windows version)
Contents

The ErrorLog directive specifies the name of thefile in which error log is output. You
can select the log contents to be output by the LogLevel directive.

Inthefile name you can specify absolute path, or relative path from the specified value
of the ServerRoot directive.

file-name: Specifies the name of the file that stores the error log. You can specify the
file name using the relative path from the specified value of the ServerRoot directive.

pipe: Specifiesthe program that receiveserror log information from the standard input
in the "|Program name" format. For the notes on Windows version, see CustomLog
directive.

Location where you can code
httpsd.conf, and <VirtualHost>

Specification example
ErrorLog logs/error.log

(3) ExtendedStatus {On | Off}

(@)

(b)

Contents

The ExtendedStatus directive specifies whether to display the extended status
information of each request in the format for displaying the status by the server-status
handler.

On: Displays extended status information. This information is displayed even if the
client IP addressis an IPv6 address. A maximum of 31 bytes can be displayed.

Off: Does not display the extended status information.
Location where you can code
httpsd.conf
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(4) ExpiresActive {On | Off}

(@)

(b)

()

(d)

Contents

The ExpiresActive directive specifies whether to add the Expires header and
Cache-Control header to the response.

On: Adds the Expires header and Cache-Control header.
Off: Does not add the Expires header and Cache-Control header.
Note

» Themod_expires module must be embedded to use the expiry date settings
functionality. For details on the expiry date settings functionality, see 4.11
Functionality to set expiry date.

» Inthe case the ExpiresDefault directive or the ExpiresByType directiveis not
specified, the Expires header and Cache-Control header are not added to the
response even if On is specified in the ExpiresActive directive.

Location where you can code

httpsd.conf, <Virtua Host>, <Directory>, .htaccess
Overwrite permission

Indexes level

(5) ExpiresByType MIME-type {A | M} time
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(@)

(b)

~((0-2147483647))(Unit: Seconds)
Contents

The ExpiresByType directive specifies the expiry date for the specified MIME type
document when you add Expires header and Cache-Control header to the response.
This directive is enabled when the ExpiresActive directive is set to On. The default
expiry date set in the ExpiresDefault directive is overwritten by these settingsfor each
MIME type.

Specify the standard time by A or M, and specify the time from the standard time to
the expiry date in seconds. Do not enter a space between A or M and the time.

A: The time when client accesses is interpreted as the standard time.
M: The time when the file was last modified isinterpreted as the standard time.
Note

» Themod_expires module must be embedded to use the expiry date settings
functionality. For details on the expiry date settings functionality, see 4.11
Functionality to set expiry date.

» Set the expiry date such that it is not after January 19, 2038, 03:14:07 of the



(c)

(d)

(e)
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Greenwich Mean Time (GMT).
Location where you can code
httpsd.conf, <Virtual Host>, <Directory>, .htaccess
Overwrite permission
Indexes level

Specification example
Expi resByType text/htnm A604800

(6) ExpiresDefault {A | M} time

(@)

(b)

(c)

(d)

(e)

~((0 - 2147483647)) (Unit: Seconds)
Contents
The ExpiresDefault directive specifies the default expiry date when you add the

Expires header and Cache-Control header to the response. This directive is enabled
when the ExpiresActive directiveisset to On. The ExpiresByType directive overwrites

these settings for each MIME type.

Specify the standard time by A or M, and specify the time from the standard time to

the expiry date in seconds. Do not enter a blank between A or M and the time.
A: The time when the client accesses is interpreted as the standard time.

M: The time when the file was last modified is interpreted as the standard time.
Note

»  The mod_expires module must be embedded to use the expiry date settings
functionality. For details on the expiry date settings functionality, see 4.11
Functionality to set expiry date.

» Set the expiry date such that it is not after January 19, 2038, 03:14: 07 of the
Greenwich Mean Time (GMT).

Location where you can code

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
Overwrite permission

Indexes level

Specification example
Expi resDef aul t A604800
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(7) Fancylndexing {On | Off}

(@)

(b)

(c)

(d)

Contents

The Fancylndexing directive specifies whether to perform the format display (fancy
index) when you display the directory index.

On: Performs the format display.

Off: Does not perform the format display.
Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess
Overwrite permission

Indexes level

Specification example
Fancyl ndexi ng On

Use the format display functionality.

(8) FileETag [{ +| - Hoption [[{ + | - }option ...]

216

(@)

~<<All>>
Contents

TheFileETag directive specifiesthefile attribute val ue used for creating Etag response
header field. When this directive is not specified, the unique ID assigned to thefile,
last updated time, and bytes count are set in the Etag response header field.

When you do not specify + - in the option, the attribute value specified in the option is
used.

When you specify + - in the option, you can change the attribute value set by the
FileETag directive.

+: The attribute value specified in the option is added to the set attribute value.
-1 The attribute value specified in the option is deleted from the set attribute value.
The following table lists the options that you can specify:

Option Meaning
Inode The unique ID assigned to the fileisincluded.
Mtime Last updated time of the fileisincluded.
Size Bytes count of the fileisincluded.
All All the Inode, Mtime, and the Size options are enabled.
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Option Meaning

None Etag header is not added.

(b) Notes

»  When you enabl e the Inode option of the FileETag directive, different IDsmay be
included in the Etag header every time when same contents are requested in the
Web server environment where load balancing is performed. Consequently, it
may be inconvenient for caching in the browser and the proxy since Etag header
is different athough the contents are same. You can avoid such a situation by
disabling the Inode option with the FileETag directive.

»  When performing multiple specifications of this directive without using + -
options only the directive specified in the end is enabled.

» When only the attribute value with the - option is specified, the operation is same
asthe case wherethe Al | option is specified.

» FortheAl | option and the None option, you cannot specify + -.

» If the-Inode, -Mtime, and -Size options are specified together, the status is the
same as when this directive is not specified. The inode number, the latest update
time, and the number of bytesin thefile are set in the ETag response header field.

(c) Location where you can code

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
(d) Overwrite permission

Filelnfo level
(e) Specification example

(Example 1)
Fil eETag | node Mine Size
Fi | eETag -1 node

Inthis specification, thelast updatedtine of thefile
and the byte count are used as the attribute val ue.

(Example 2)
Fi | eETag | node Mi ne
Fi | eETag Size

In this specification, byte count of the file is used
as the attribute val ue.

(Example 3)
Fil eETag All
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Fil eETag -1 node -Mine -Size

In this specification, unique ID of the file, |ast
updated tine, and byte count are used as the attribute
val ue.

(9) ForceType MIME-type

(@)

(b)

()

Contents

Define the ForceType directive in the <Directory> block or in the access control file.
This directive specifies the MIME types to be used for all the contents under the
specific directory. If you specify none, the previous ForceType directive
specifications are disabled.

Location where you can code
<Directory>, .htaccess
Overwrite permission

Filelnfo level

(10) Group group-name U

(@)

(b)

(c)

~<<{#-1>>

Contents

This directive specifies the group name used when server processes are running.
Location where you can code

httpsd.conf

Specification example
G oup nogroup Defi ne the group nane nogroup

(11) Header {{set | append | add} header header-value [env=[!]environment-variabl €]
| unset header}
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(@)

Contents

Specify the 'Header' directive for customizing the response header when the Web
server responds with the status code 200. When using this directive as areverse proxy,
the response header is customized regardless of the status code value returned by the
backend Web server.

set: Sets the header. If the header is found, rewrite it with the specified header value.

append: Addsthe header value to the existing header. A comma delimits the existing
header values. Sets the header if it does not exist.

add: Sets a header in another line even if the header exists. Use this directive when
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setting the same header in multiple lines.
unset: If the specified header exists, deletesiit.

env=environment-variable: When the specified environment variable is set, executes
the contents specified in the Header directive.

env=!environment-variable: When the specified environment variable is not set,
executes the contents specified in the Header directive.

If the header value contains spaces, then you must enclose the value in "(double
quotation mark). For the header value you can specify character strings containing
only the characters, character string including the format identifiers, or the character
string containing both the characters and the format identifiers. The format identifiers
are asfollows:

Format Meaning

%ot Display the time when the request was received, by the time elapsed from
January 01, 1970, 00:00:00 (GMT: Greenwich Mean Time. The unit is
Microseconds. "t=" is added in the beginning.

%D Display the time taken for request processing. The unit is microseconds. "D="
is added in the beginning.
%({ env_name} e Value of the environment variable env_name.
(b) Note

The mod_headers module must be embedded to use the header customization
functionality. For details on the header customization functionality, see 4.10 Header
customization functionality.

(c) Location where you can code
httpsd.conf, <VirtualHost>, <Directory>, .htaccess
(d) Overwrite permission
Filelnfo level
(e) Specification example
Header set Cache-Control no-cache
(12) HeaderName file-name
(a) Contents

The HeaderName directive specifies the file name (without path information) of the
file that describes the comments added to the header when displaying the directory
index. You can describe thefile nameinthe HTML or the plain text format. However,
MIME type must be correctly defined in the file specified with the AddType directive
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(b)

()

(d)

or the TypesConfig directive. When you create commentsin the plain text, the <PRE>
tag is added to the HTML of the directory index display.

Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess
Overwrite permission

Indexes level

Specification example
Header Nane HEADER. ht m

Contents of HEADER.html under each directory are added to the header.

(13) HostnameLookups {On | Off | double}

(@)

(b)

(c)

Contents

The HostnameL ookups directive specifies whether to reverse the lookup of the host
name to convert the IP address of the REMOTE_HOST environment variable of CGlI
and the client IP address to be output to the log file, into the host name. If you use
reverse, responseis delayed.

On: Converts the | P address into the host name.
Off: Does not convert the | P address into the host name.

double: Converts the | P address into the host name. After conversion, reconvert and
confirm that the |P address is correct.

This directive supports |Pv6 addresses.
Location where you can code
httpsd.conf, <VirtualHost>, <Directory>

Specification example
Host nameLookups O f

Do not convert the | P address in the host name.

(14) HWSContentCacheMaxFileSize size w
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(@)

~((1 - 2097093))<<256>> (Unit: KB)
Contents

The HWSContentCacheM axFileSize directive specifiesthe upper limit of thefilesize
that you can cache in KB. In the HWSContentCacheM axFileSize directive, if you
specify avalue greater than the value of the HWSContentCacheSize directive, the
value of the HWSContentCacheSize directiveis set.
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(b) Note

The mod_hws_cache module must be embedded to use the static contents cache
functionality. For details on the static contents cache functionality, see 4.12 Satic
contents cache functionality.

(c) Location where you can code
httpsd.conf

(d) Specification example
HWSCont ent CacheMaxFi | eSi ze 32

(15) HWSContentCacheSize size w
~((1 - 2097093))<<8192>> (unit: KB)
(a) Contents

The HWSContentCacheSi ze directive specifies the upper limit of the memory size of
the data to be cached in server process, in KB.

(b) Note

The mod_hws_cache module must be embedded to use the static contents cache
functionality. For details on the static contents cache functionality, see 4.12 Satic
contents cache functionality.

(c) Location where you can code
httpsd.conf

(d) Specification example
HWSCont ent CacheSi ze 1024

(16) HWSErrorDocumentMETACharset {On | Off | character-set} w
(a) Contents

Thisdirective setsthe character set for messages (hereafter called the error document)
that are displayed on the Web browser when an error occurs. In the error document, the
character setisset asavalue of char set = by the META tags. For the error documents
customized with the ErrorDocument directive, character set isnot set as per the META
tagsin thisdirective.

On: Setsthe character set | SO-8859-1.
Off: Does not set the character set.
character-set; Setsthe specified character set.
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(b) Location where you can code

(c)

httpsd.conf

Specification example
HWSET r or Docunent METAChar set | SO 2022- JP

(17) HWSErrorLogClientAddr X-Forwarded-For U

(@)

(b)

Contents

Specify The HWSErrorL ogClientAddr directive to change the message text to be
output to error log from"[client client-address]" to "[X-Forwarded-For

header-val ue]".On the back-end server, change the the message text to be output to the
error log from "[client client-address]" to "[ X-Forwarded-For header-value]".

When the back-end server receivesarequest through aload balancer or aproxy server,
"[client client-address]" to be output to the error log could becomes the | P address of
theload balancer or proxy server, instead of the actual client | P addressfrom which the
request was sent. However, as because some load balancers and proxy servers can add
the original client |P address to the X-Forwarded-For header, change the header
settings to the client |P address by changing the output content to the value of the
X-Forwarded-For header.

X-Forwarded-For: Change "[client client-address]" to be output to error log to
"[X-Forwarded-For header-valug]”.

Notes

Some types of messages cannot be changed. For example, when an error occurs before
the server receivesthe X -Forwarded-For header. The messages you cannot change are
asfollows.

m Messages for basic functionality

No. Message
1 [client client-address] detailed-information: core_output_filter: Error reading from bucket.
2 [client client-address] request failed: URI too long (longer than upper-limit)
3 [client client-address] request failed: erroneous characters after protocol string: request-line
4 [client client-address] client sent invalid HTTP/0.9 request: HEAD request-URI-value
5 [client client-address] { child process process-ID|server thread thread-1D} :forcing termination of
request "request-line"
6 [client client-address] detailed-information: core_output_filter: writing data to the network
7

[client client-address] request failed: error reading the headers”
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#
This message isto show that the reading of the header isin progresss. You
can change this message only when the X -Forwarded-For header is already
read.
m SSL messages
No. Message
1 [client client-address] [port client-port-number] allocate error
2 [client client-address] [port client-port-number] data set error
3 [client client-address] [port client-port-number] No client certificate
4 [client client-address] detailed-information: SSL handshake interrupted by system: client port
port-number
5 [client client-address] detailed-information: SSL handshake interrupted by system: client port
port-number (SSL-handshake-process-time)(error-number-value)( server-process-ID):
SS_-handshake-processing-status
6 [client client-address] SSL library error error-number in handshake
7 [client client-address] [port client-port-number] SSL library error error-number in
handshake(SSL.-handshake-process-time)(er ror-number-val ue)(ser ver-process-| D):
SS_-handshake-processing-status
8 [client client-address] [port client-port-number] verify error:num=value:error-message
9 [client client-address] [port client-port-number] Verify depth exceeded
10 [client client-address] [port client-port-number] verify error
(c) Location where you can code
httpsd.conf
(18) HWSGracefulStopLog {On | Off}
(a) Contents

(b)

The HWSGraceful StopL og directive specifies whether the request information that is
forcefully terminated after the waiting time of forced termination elapses, isto be
output in the error log file when you execute planned termination.

On: Outputs the forcefully terminated request information to the error log file.

Off: Does not output the forcefully terminated request information to the error log file.
Location where you can code

httpsd.conf
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()

Specification example
HWSGr acef ul St opLog On

(19) HWSGracefulStopTimeout forced-termination-time

(@)

(b)

()

~((0 - 3600))<<300>> (Unit: Seconds)
Contents

The HWSGraceful StopTimeout directive specifiestheforced termination waiting time
until the request being executed is stopped at once during the planned termination. The
upper limit of the forced termination waiting timeis not set if 0 is specified.

Location where you can code
httpsd.conf

Specification example
HWSG acef ul St opTi meout 600

(20) HWSImapMenuCharset character-set

(@)

(b)

()

(d)

(1S0O-8859-1)
Contents

The HWSImapMenuCharset directive specifies the character set displayed in menus
in the following cases.

*  When map is specified for the value of the image map file
»  When the mouse is used to point to coordinates (0,0) on an image map
»  When an image map fileis requested without any coordinates specified

The character set is set as the value of char set = in the Content-Type header of the
response.

Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess
Overwrite permission

Indexes level

Specification example
HWBI mapMenuChar set SHI FT_JI S

(21) HWSKeepStartServers {On | Off} U

(@)
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Contents
The HWSK eepStartServers directive specifies whether to maintain only the number of



(b)
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running server processes that are specified in the StartServers directive.

On: Only the number of running server processes that are specified in the StartServers
directive are maintained. If the number of server processesis less than the value
specified in the StartServersdirective, new processes are generated. Thisfunctionality
isvalid when the value specified in each directive regarding the number of processes,
isrelated asfollows:

MinSpareServers < StartServers < MaxClients
and
MinSpareServers < MaxSpareServers < MaxClients

When the setting val ue of the StartServersdirective islessthan the setting value of the
MinSpareServers directive, the number of server processes is maintained by the value
of the MinSpareServersdirective.Off: The running server processes, equivalent to the
number specified in the StartServers directive are not maintained.

For details on other directives regarding the number of processes, see 4.1 Relationship
between processes and directives of Cosminexus HTTP Server.

Location where you can code
httpsd.conf

(22) HWSLogSSLVerbose {On | Off}

(@)

(b)

Contents

The HWSL ogSSL Vervose directive specifies whether to output detailed information
for the info-level and error-level failures among the errors that are output to the log
during the SSL handshake process between clients and servers. When SSL is enabled,
we recommend that you set this directiveto On.

On: Displays detailed information

Off: Does not display detailed information
Location where you can code
httpsd.conf

(23) HWSLogTimeVerbose {On | Off}

(a)

Contents

The HWSL ogTimeVerbose directive specifies whether to display error log” times,
request log times, accesstimesin the access|og, the time taken for request processing
(%), and request process start times (%t), accurate to the millisecond.

#: This directive targets the error log specified by using the ErrorLog directive. The
CGil script error log specified by using the ScriptLog directive is not targeted.
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(b)

On: Displays the hours and time in Milliseconds.

Off: Displays the hours and time accurate to the second
Location where you can code

httpsd.conf

(24) HWSMaxQueueSize request-queue-size w

(@)

(b)

~((0 - 2147483647))<<8192>>
Contents

The HWSM axQueueSi ze directive specifiesthe maximum number of waiting requests
for requests from clients. There is no limit on the number of requests when 0 is
specified. The requests from the client that exceed the request queue size specified in
this directive are disconnected in the server side.

Location where you can code
httpsd.conf

(25) HWSNotModifiedResponseHeaders header-name [header-name....]
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(@)

Contents

The HWSNotM odifiedResponseHeaders directive specifies the response header
added when the status code 304 Not Modified is sent to the client.

Notethat the headers below are added to responses even if they are not specified inthis
directive. However, the headers are not aways added, but are added only when settings
for the headers have been performed, such as on external modules or servers.

« Date

*  Server

» Connection

» Keep-Alive

« ETag

» Content-Location
» Expires

» Cache-Control

e Vary

* Warning

*  WWW-Authenticate



(b)

(c)
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* Proxy-Authenticate
Location where you can code
httpsd.conf

Specification example
HWENot Modi f i edResponseHeader s Set - Cooki e Set - Cooki e2

(26) HWSProxyPassReverseCookie path-name

(@)

(b)

(c)

Contents

When using areverse proxy, the HWSProxyPassReverseCookie directive enables the
reverse proxy to convert a Set-Cookie header received from a backend server. This
processis required to send the cookie as the return for a request sent to the backend
server viathe reverse proxy after the Web browser receives the Set-Cookie header.

path-name: Specify the same name as for the ProxyPass directive.
Note

The mod_proxy and mod_proxy_http modules must be embedded to use areverse
proxy. For details on reverse proxies, see the 4.7 Setting the reverse proxy.

Location where you can code
httpsd.conf, <VirtualHost>

(27) HWSRequestLog {file-name | pipe}

(@)

(b)

Contents

The HWSReguestL og directive specifies the name of thefile to which arequest logis
output. The request log is a generic name that refers to module trace information,
request trace information, and 1/O filter trace information. The type of the output
request log can be selected by using the HWSRequestL ogType directive.

file-name: Specifiesthe name of the file to which the request log is output. For thefile
name, you can specify either an absolute path, or arelative path from the specification
value of the ServerRoot directive.

pipe: Specifies the program that receives log information from standard input in the
format | program-name. For notes on the Windows version, see the CustomL og
directive.

Notes

 If you omit this directive, the module trace information is output to the file
specified by using the ErrorLog directive. Specify the collection level of the
modul e trace information by using the LogL evel directive. For details on module
trace information, see 4.2.6 Collecting the module trace.
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» Thefile specified by using the ErrorLog directive cannot be specified as the
output destination for request trace information and 1/O filter trace information.

(c) Location where you can code
httpsd.conf
(28) HWSRequestLogType trace-type [trace-type...]
(module-info request)
(a) Contents

The HWSRequestL ogType directive specifies the type of trace information to be
output to the request log that is set by using the HWSRequestL og directive. The
following table shows the types of trace information.

Trace type Description

module-debug Outputstraceinformation for internal modules and the trace information corresponding to
module-info. Because specifying this trace type results in the output of alarge amount of
data, do not specify this trace type for a purpose other than debugging.

module-info Outputsthe modul e trace information collected when external modulesand CGI programs
are executed.
request Outputs trace information when a request process starts and is completed. For a

KeepAlive connection, trace information is also output when the next request lineis
received. Thistraceis called arequest trace.

filter Outputs I/O filter trace information that indicates the execution trigger of the input and
output filter function for amodule. Because specifying this trace type resultsin the output
of alarge amount of data, do not specify thistrace typefor a purpose other than debugging.

none No request logs are collected.

(b) Note

When none isincluded in the specified trace types, no request logs are collected.
(c) Location where you can code

httpsd.conf

(29) HWSSetEnvIfIPv6 request-value | Pv6- address environment-variable [= valug]
[environment-variable [= valug] ...]

(@ Contents

The HWSSetEnvIfIPV6 directive defines environment variables based on the IPv6
address of the client or the server. Set the specified environment variable when the
reguest value meets the conditions of the IPv6 address. By default, the valueis set to
1. When an exclamation mark (!) is added before an environment variable, that
environment variable setting is canceled.
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The following request values can be specified.

Request value Description
Remote_Addr The |Pv6 address of the client
Server_Addr The |Pv6 address of the server that received the request

(b)

(c)

(d)

Specify the IPv6 address without enclosing it in square brackets ([ ]). Note that the
prefix length can be specified in decimal format after the |Pv6 address. The prefix
length is specified in the |Pv6-address/prefix-length format.

Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess
Overwrite permission

Filelnfo level

Specification example
HWESet Envl f | Pv6 Renot e_Addr 2001: 0: 0: 1230::/64 | PV6_CLI ENT

The IPv6 address of the client starts with 2001:0:0:1230, specify the IPV6_CLIENT
environment variable.

(30) HWSStackTrace {On | Off} ‘{

(a)

(b)

(c)

Contents

The HWSStack Trace directive specifies whether to output the contents of the stack
trace information. This directive is enabled only when using the HP-UX version.

On: Outputs the contents of the stack trace information to the error log file.

Off: Does not output the contents of the stack trace information to the error log file.
Location where you can code

httpsd.conf

Specification example
HWESt ackTrace On

(31) HWSSuppressModuleTrace module-file-name [all | hook | handler]

(@)

Contents

The HWSSuppressM odul eTrace directive specifies the file name of amodule for
which traceinformation is to be suppressed and the type of functionsto be suppressed.

all: Suppresses all module trace information output by the specified module.
hook: Of the trace information output by the specified module, suppresses trace
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information other than that for the handler function. For details on types of functions,
see Table 4-4 of 4.2.6 Collecting the module trace.

handler: Of thetrace information output by the specified module, suppresses only the
trace information for the handler function. For details on types of functions, see Table
4-4 of 4.2.6 Collecting the module trace.

The module file name to be output to either the error log or request log is specified for
modul e-file-name. To suppress the modul e trace information shown in the following
example, mod_example.c is specified for modul e-file-name:

(Example)
[ Mon Dec 18 14:57:14 2006] [info] hws : nodule -->
(rmod_exanpl e. c[ 12] ) (1896)
[ Mon Dec 18 14:57:14 2006] [info] hws : nodule <--
(rmod_exanpl e. c[12]) (1896) (-1)

The following table shows the names of the standard external modules provided by
Cosminexus HTTP Server and the corresponding module file names:

Table 6-5: TableNames of standard external modules provided by Cosminexus
HTTP Server and corresponding module file names

Module name Module file name
mod_expires.so mod_expires.c
mod_headers.so mod_headers.c
mod_hws_cache.so mod_hws_cache.c
mod_hws _|dap.so mod_hws Idap.c
mod_hws_gos.so mod_hws_gos.c
mod_proxy.so mod_proxy.c
mod_proxy_http.so Module trace information is not output.
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(b)

When using external modules other than the standard modules provided by
Cosminexus HTTP Server, module trace information might be output. In addition, if
debug is set by using the LogL evel directive, or if module-debug is set by using the
HWSRequestL ogType directive, trace information for internal modulesis outpuit.

Note that you can specify thisdirective multipletimes. If you specify the directives by
using the same module name, only the last directive specified is valid.

Note
Module trace information cannot be suppressed during execution of a CGI program.
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(c) Location where you can code
httpsd.conf
(d) Specification example

(Example 1)
HWSSuppr essModul eTrace nod_proxy.c all

In this specification, module trace information for al functionsin the proxy
module is suppressed.

(Example 2)
HWSSuppr essModul eTrace nod_proxy. ¢ hook

In this specification, module trace information for al functions other than the
handler function in the proxy module is suppressed.

(32) HWSTraceldFile file-name
~<<logsg/hws.trcid>>
(a) Contents

The HWSTracel dFile directive specifies the file name that stores the shared memory
ID for trace collection. In the file name you can specify the absolute path, or the
relative path from the specified value of the ServerRoot directive.

Multiple Web servers cannot sharethisfile. In the case of starting multiple Web servers
by specifying the same ServerRoot directives, you need to specify different file names
in thisdirective.

(b) Location where you can code
httpsd.conf
(33) HWSTraceLogFile file-name
~<<logs/hws.trclog>>
(a) Contents

TheHWSTracel ogFiledirective specifiesthefile namethat outputsthetrace collected
in the shared memory when the server process ends abnormally. In the file name you
can specify the absolute path, or the relative path from the specified value of the
ServerRoot directive.

The trace is output by wrapping around to multiple files.

For the UNIX version, up to 5 files are output. Output file names are
specified-file-name. nn, wherennisanumber from 01 to 05. When CosminexusHTTP
Server starts, specified-file-name.01 is the current output file name. When trace
information is output to the current output file with file name specified-file-name. nn,

231



6. Directives

(b)

the next current file name becomes specified-file-name. nn + 1. If the nn portion of
specified-file-name. nn is 05, the next current file name becomes
specified-file-name. O1.

For the Windows version, up to 2 files are output. Output file names are
specified-file-name.01 or specified-file-name.02. When Cosminexus HTTP Server
starts, specified-file-name.01 is the current output file name. If trace information is
output to the current output file with file name specified-file-name.01, the next current
file name becomes specified-file-name.02. If trace information is output to the current
output file whose name is specified-file-name.02, the next current file name becomes
specified-file-name.O1.

Location where you can code
httpsd.conf

(34) IdentityCheck {On | Off} ‘¥

(@)

(b)

Contents

The ldentityCheck directive specifieswhether to usethei dent d daemon of the client
host to check the identity of the client. For details on ident, see RFC 1413.

However, when an IPv6 addressis assigned to the client host, the client is not checked
by using thei dent d daemon even if On is specified. If %1 is specified as the log
format, unknown is output to REMOTE_IDENT, which isa CGI environment
valuable.

On: Checksthe client by using thei dent d daemon

Off: Does not check the client by using thei dent d daemon
Location where you can code

httpsd.conf, <VirtualHost>, <Directory>

(35) ImapBase {map | referrer | URL}
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(@)

(b)

Contents

This directive specifies the default base line of the image map file.

map: Location of map file

referrer: Location of document (Location of HTML file that displays the image map)
URL: Specified URL

For the URL, you can also specify an IPv6 address or the host name corresponding to
an |Pv6 address.

Location where you can code
httpsd.conf, <VirtualHost>, <Directory>, .htaccess



(c)
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Overwrite permission
Indexes level

(36) ImapDefault {error | nocontent | map | referrer | URL}

(@)

(b)

(c)

Contents
This directive specifies the default values for the default line of the image map file.

error: Displays the standard error message (The web server responds with the status
code 500 Server Error).

nocontent: Ignores the request (The web server responds with the status code 204 No
Content).

map: Displays the URL of map file in the menu.
referer: The web server responds with the status code 302 Found.
URL: Displays the contents of the specified URL.

For the URL, you can also specify an |Pv6 address or the host name corresponding to
an |Pv6 address.

Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess
Overwrite permission

Indexes level

(37) ImapMenu {none | formatted | semiformatted | unformatted}

(@)

(b)

Contents

The ImapM enu specifies the menu display when 'map’ is provided in the specification
value of theimage map file or when the coordinates (0,0) on theimage map are pointed
with the mouse. The operation when an image map file is requested without any
specified coordinates is al so as per these settings.

none: Does not generate the menu. The operations are as per the default line
specifications of the map file.

formatted: Displaysthe header and link list. The comments in the map file are
ignored.

semiformatted: Displaysthelink list. Also, displays the commentsin the map file.

unfor matted: You can set the menu format independently by describing HTML in the
map file.

Location where you can code
httpsd.conf, <Virtual Host>, <Directory>, .htaccess
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()

Overwrite permission
Indexes level

(38) Include file-name

(@)

(b)

Contents

The'Include’ directive makes the file specified in the file name available as the
configuration file.

In the file name, you can specify the absolute path, or the relative path from the
specified value of the ServerRoot directive. If there are multiple specifications of this
directive, the merged contents are used. When thefile contains the same directives, the
directive specified later would overwrite the earlier ones.

Location where you can code
httpsd.conf

(39) IndexIgnore file-name [file-name ...]

(@)

(b)

(c)

(d)

Contents

The IndexIgnore directive specifies the file name that is not displayed on the Web
browser when you display the directory index. You can specify even by the regular
expressions.

Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess
Overwrite permission

Indexes level

Specification example
I ndexl gnore .??* *~ *# HEADER* README* RCS CVS *,v *,t

(40) IndexOptions [{+ | -} option [[{+ | -}]option ...]

(@)
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Contents

The IndexOptions directive sets the format display functionality options of the
directory index. An option is enabled when + is specified before the option, or when
+- isomitted. By default, all the options are disabled. The following table describes
the list of options that you can specify:

Table 6-6: The Option list

Option Meaning
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Char set =character-set
(1S0-8859-1 ‘Y
uTF8 W

This option specifies the character set of the pages used for
index display. If the character set used in the file specified in
the HeaderName directive or the ReadmeName directive
differs from the default character set (for the UNIX version:
1SO-8859-1, for the Windows version: UTF-8), specify the
same character set asfor thefile specified in the HeaderName
directive or the ReadmeName directive. For this option,
=character-set cannot be omitted. The operation when
-Charset is specified is the same as the operation when
+Charset is specified.

DescriptionWidth[={ Number of
characters| *}]
<<23, 30, 42, or 49>>

This option specifies the width of file descriptive text area by
number of characters (1 character=1 byte). If you specify *,
the display is in accordance with the maximum length of the
file descriptive text specified in the AddDescription directive.
If you omit this option, the width of the file descriptive text
areais 23 bytes (However, width is +7 when SuppressSize is
specified and +19 when SuppressLastModified is specified).
You can omit ={ number-of-characters | *} when the
-DescriptionWidth is specified. Display width in such caseis
23 bytes.

Fancylndexing Enables the format display functionality of the directory
index.

FoldersFirst Specify this option when performing the index display of the
directory before the file. However, thisis the case only when
the Fancylndexing is enabled.

IconsAreLinks Link theiconsto files when you display the directory inindex

format.

IconHeight[=Number of
pixels]((>0))<<22>>

This option specifies the height of icon in number of pixels
when you display the directory index format. Specify this
option along with the IconWidth option. This option becomes
the HEIGHT attribute of the HTML IMG tag that displaysthe
index.

| conWidth[=Number of

Thisoption specifiestheiconwidthin pixelswhen you display

pixels]((>0))<<20>> the directory index format. Specify this option along with the
IconHeight option. This option becomesthe Width attribute of
the HTML IMG tag that displays the index.

IgnoreCase When you display the directory index format, this option sorts

the file names and the directory names ignoring the case.

NameWidth[={ number-of-characte
rs|*}]<<23>>

This option specifies the width of file name and the directory
name areawith the number of characters (1 character=1byte).
If you specify *, the display isin accordance with the
maximum length of file name and the directory name.

If you omit ={ number-of-characters | *}, always specify this
option as -NameWidth.
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ScanHTMLTitles When the AddDescription directiveisnot specified, search for

the <TITLE> tag inthe HTML file and display it asthe
descriptive text.

SuppressColumnSorting This option disables the functionality that sorts the index into

the columns of thefilename, directory name, last updated date
and time, file size, and file descriptive text.

SuppressDescription This option does not display the descriptive text of thefile.

SuppressHTMLPreamble Thisoption outputsboth the contents of thefile specifiedinthe

HeaderName directive and the HTML header that is
automatically created (such as<HTML> and <TITLE>) when
the HeaderName directiveis specified. Thisoption suppresses
the output of the HTML header that is automatically created
when the file specified in the HeaderName directive iswritten

inHTML.
SuppressLastM odified This option does not display the last updated date and time.
SuppressSize This option does not display thefile size.
TrackModified This option setsthe Last-Modified value and Etag valuein the

HTTPresponse header of the responsefor directory display. If
you specify this option, as the directory can check thefile
configuration changes, the client can use the cache
functionality effectively. This option is valid only when the
operating system and file system supportsst at () .

(b) Notes
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When performing multiple specifications of this directory, you cannot specify
different character strings for the same file name.

When =value is specified by the IconHeight, |conWidth, and NameWidth, you
cannot specify the - option

The set optionsareinherited from the upper directory to thelower directory inthe
order of httpsd.conf, <VirtualHost>, <Directory>, and .htaccess. Merge the
inherited options eventually and determine the format for index display.

The options are disabled even when you add +- in httpsd.conf and specify the
options. However, the options are inherited to the lower directory in the order of
httpsd.conf, <VirtualHost>, <Directory>, and .htaccess. The merging process
enabl esthe specifications of theinherited options. When the optionsfor which the
reference order isin the lower locations are specified or if any of the following
directives are specified, the merging process is executed:

« AddAlt
« AddAltByEncoding
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e AddAItByType

e AddDescription

e Addicon

¢ AddlconByEncoding

¢ AddiconByType

» Defaultlcon

e HeaderName

* ReadmeName
(Example)

When IndexOptions +Fancylndexing +lconsAreLinks are specified in the
httpsd.conf file, and if the index related directives are not specified in the lower
specification location, the Fancylndexing and IconsAreLinks are disabled.

When the IndexOptions +Fancylndexing +lconsArelLinks are specified in the
httpsd.conf, and AddDescription "text file" *.txt is specified in the access control
file of the lower directory, Fancylndexing and |consArelLinks are enabled.

If you specify Charset, IconHeight, IconWidth, and NameWidth directives
without +- specifications, the options with +- specification (excluding Charset,
IlconHeight, IconWidth, NameWidth ) that are specified before specifying these
optionsin the specified location are disabled.

(Example)
IndexOptions Fancylndexing -IconsAreLinks IconHeight conWidth

In this case, the Fancylndexing, IconHeight, and the IconWidth directives are
enabled. The - specification of IconsAreLinksis not inherited.

In the merging process where options for the same directory index are specified
between the specified locations, if you specify options without +- at the rear
location in the reference order, the options specified earlier are disabled.
However, IconHeight, IconWidth, and NameWidth are not disabled.

(Example 1)
» Specification of the httpsd.conf file
IndexOptions + Fancylndexing + IconsAreLinks
« Specification of the access control file
IndexOptions Fancylndexing SuppressLastModified

When you specify these options, IconsArelinks are disabled. Fancylndexing and
SuppressLastM odified are enabled.
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(Example 2)
» Specification of the httpsd.conf file
IndexOptions SuppressColumnSorting + Fancylndexing + IconsAreLinks
« Specification of the access control file
IndexOptions Fancylndexing SuppressLastModified

If you specify these options, SuppressColumnSorting and IconsAreLinks are
disabled. Fancylndexing and SuppressLastM odified are enabled.

In the merging process where options for the same directory index are specified
between the specified locations, if you specify both the + and - for the same
options, - specification is enabl ed.

(Example)
» Specification of the httpsd.conf file
IndexOptions + Fancylndexing - IconsAreLinks
« Specification of the access control file
IndexOptions + IconsAreLinks
If you specify these options, IconsAreLinks are disabled.

If you specify the option in which +- is not specified in the same specification
location, the options other than the Charset, |conHeight, IconWidth, and the
NameWidth directive, specified with +- are disabled.

(Example 1)
» Specification of httpsd.conf file
IndexOptions + IconsArel inks Fancylndexing + SuppressLastM odified
In this case, IconsAreLinks is disabled.
(Example 2)

» Specification of <VirtualHost> block, <Directory> block, or access control
file.

IndexOptions + IconsArel inks Fancylndexing + SuppressLastM odified
Inthis case, IconsAreLinks and SuppressLastM odified are disabled.

(c) Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess

(d) Overwrite permission

Indexes level
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(41) IndexOrderDefault {Ascending | Descending} {Name | Date | Size |
Description}

(@)

(b)

(c)

Contents

The IndexOrderDefault directive specifies the default sorting order for the filesin the
directory index display.

Ascending: Ascending order

Descending: Descending order

Name: Sort by the file name.

Date: Sort by the file update date.

Size: Sort by the file size.

Description: Sort by the descriptive text specified in the AddDescription directive.
Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess

Overwrite permission

Indexes level

6.2.5 Directives starting with K and L
(1) KeepAlive {On | Off}

(@)

(b)

(c)

Contents

The KeepAlive directive specifies whether to enable the KeepAlive connection.
Actually the KeepAliveis executed only when the client also supportsthe KeepAlive.
Asthe KeepAlive keeps the persistent connection between server process and the
client, the response to continuous requests is good. On the other hand, as a server
processis exclusively reserved for specific clients, the service efficiency of the Web
server as awhole may decline. You need to make adjustments by using the
KeepAliveTimeout and the MaxK eepAliveRequests directives.

On: Enables the persistent connection (KeepAlive).
Off: Disables the persistent connection (KeepAlive).
Location where you can code

httpsd.conf

Specification example
KeepAlive On
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(2) KeepAliveTimeout time

(@)

(b)

(c)

~((0 - 65535))<<15>> (Unit: Seconds)
Contents

This directive specifies the request waiting time during the KeepAlive connectionin
seconds. If the request waiting time el apses and the next request does not come from
the client, the connection is disconnected. In the KeegpAlive connection, persistent
clients occupy the server process. Specify the settings in such away that when the
standard time required for moving from one Web page to the next Web pageis
exceeded, the timeout disconnects the connection and the server processis applied for
processing other request. If thetimeis set to 0, the KeepAlive connection becomes
invalid.

Location where you can code
httpsd.conf

Specification example
KeepAl i veTi meout 15

The request waiting timeis 15 secondsin the case of KeepAlive connection.

(3) LanguagePriority language-code [language-code ...]

(@)

(b)

()

(d)

Contents

The LanguagePriority directive specifiesthe used languagesin the order of descending
priorities. In the content negotiation, if the priority order (Accept-Language header) of
the language code is not included in the request from the Web browser, the specified
priority order is used. For the language code specified here, see AddLanguage
directive.

Location where you can code

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
Overwrite permission

Filelnfo level

Specification example
LanguagePriority ja en fr de

The priority order is Japanese, English, French, and German.

(4) LDAPBaseDN DN-value [DN-value...]

(@)
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Contents

When you authenticate in the LDAP server, the LDAPBaseDN directive specifiesthe
uppermost DN to start search. With this DN, you need to permit the access from the
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Web server.

All the user entries and group entries to be searched must be present under this DN.
The Web server requires access rights to all these entries and attribute. When multiple
LDAP serversare specified with the LDAPServerName directive, specify DN for each
LDAP server. When there are multiple specifications of DN, enclose each DN with "
(double quotation marks). If only one DN is specified, you need not enclose the DN

with quotation marks. If DN includes quotation marks, add a ¥ before the quotation
mark.

(b) Note

The mod_hws_Idap module must be embedded for user authentication viathe LDAP
server. For details on user authentication viathe LDAP server, see 4.5.4 User
authentication and access control using the directory service.

(c) Location where you can code
httpsd.conf, <VirtuaHost>, <Directory>
(5) LDAPNoENtryStatus {Authorization | Forbidden}
(@) Contents

This directive specifies the status code that the Web server returnsto the Web browser
when the accessis denied by the access control of the LDAPRequire directive, even if
the user authentication with the LDAP server is successful.

Authorization: Returns the status code 401.
Forbidden: Returns the status code 403.
(b) Note

Themod_hws_Idap module must be embedded for user authentication viathe LDAP
server. For details on user authentication viathe LDAP server, see 4.5.4 User
authentication and access control using the directory service.

(c) Location where you can code
httpsd.conf, <VirtuaHost>
(6) LDAPRequire [% DN-attribute %] [L DAP-search-filter]
(&) Contents

Specify the LDAPReguiredirectivewith the AuthNamedirective, AuthTypedirective,
and the Require valid-user directive and specify the range of users for whom accessis
to be controlled.

If thereisacharacter string enclosed by % in the beginning, this character stringisused
asthe DN attribute that identifies the user name entered by the client. If the character
string does not contain %, the Web Server assumes cn (mandatory attribute that
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identifies a person defined on the basis of entry) asthe DN attribute.

The DN registered by the user is requested from the specification value of the
LDAPBaseDN directive by combining the user name entered by the client and avalue
set asthe DN attribute. Use this DN and the password entered by the client to perform
the authentication in the LDAP server.

When the specified user isauthenticated in LDAP server and isapplicabletothe LDAP
search field, the user can access contents. When filter is not specified, (objectClass=*)
is specified as search filter.

When this directive is simultaneously used with SSL client authentication, the access
tothe LDAP server becomesthe anonymous access without any password and with the
CN value of the Subject field in the client certificate as the user name. As aresult of
the LDAP server search, if the user name isregistered in the LDAP server and is
applicableto the LDAP search filter, the user can accessthe contents. If thefilter isnot
specified, (objectClass=*) is set as a search filter.

When you specify this directive, the specification value of the Require directive
specified in the directive will be disabled. However, the specification of the Require
directive is mandatory.

Specify the search filter in the following format:

(Attribute Operator Value)

The following table describes the operators that you can use:
Table 6-7: Operatorsthat you can usein search filter

Search type Symbol Description

Equality = Returnsthe entry containing the attribute entry
set in the specification value.
Example: cn=hitachi taro

Substring =<Character Returns the entry containing the attribute that
string>* <Character includes the specified sub-character string.
string> Example: cn=hita*, cn=*hanako, cn=*hi*,

and cn=h* hanako

Greater than or equal >= Returns the entry that includes the attributes
to greater than or equal to the specified value.
Example: employeenumber>=100

Less than or equal to <= Returns the entry that includes the attributes
less than or equal to the specified value.
Example: employeenumber<=100
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Search type Symbol Description
Presence =* Returns the entry that includes the specified
attribute.
Example: cn=*, telephonenumber=*, and
manager=*

Moreover, you can create afilter by combining two or more of these search filters.
(Operator (Search filter)(Search filter) ...)
In this case, you can use the operators described in the following table.

If the authenticated user has multiple attribute entries for one attribute, accessis
granted if one attribute entry matches with the operation.

Table 6-8: Operatorsthat you can use in multiple search filters

Operators Symbol Description

And & All the filters return true entry.
Example: (& (filter)(filter)(filter) ...)

Or | Atleast one specified filter returns true entry.
Example: (|(filter)(filter)(filter) ...)

Not ! Specified filter returns the entry that is not true.
Example: (!(filter))

# You cannot specify multiple filtersin the case of Not operator.

The Web server responds with the status code 401 Authorization Required, if the
authentication fails. When the entry does not match with the filter condition, the Web
server respondswith the status code (by default 401 Authorization Required) as per the
LDAPNoEntryStatus directive. When thefilter format syntax iswrong, the status code
500 Internal Server Error is returned.

If there are multiple specifications of the same user, the accessis possible if access
permission is granted to one of the specified users.

Note

Themod_hws_ldap module must be embedded for user authentication viathe LDAP
server. For details on user authentication viathe LDAP server, see 4.5.4 User
authentication and access control using the directory service.

Location where you can code

<Directory>, .htaccess
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(d)

(e)

Overwrite permission
AuthConfig level
Specification example

» When access permission is granted to the user name hitachi taro and hitachi
hanako
LDAPRequi re (| (cn=hitachi taro)(cn=hitachi hanako))

»  When access permission is granted to user I1Ds from 99001 to 99029, and to the
user IDs from 99051 to 99059
LDAPRequi re %ui d%
(| (& ui d>=99001) (ui d<=99029) ) ( & ui d>=99051) (ui d<=99059)))

(7) LDAPServerName {host-name | | P-address} [{host-name | | P-address}...]
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(@)

(b)

()

~<<127.0.0.1>>
Contents

The LDAPServerName directive specifies the host name or the IP address of the
LDAP server. When you specify multiple LDAP servers, specify the respective port
numbers for each LDAP server (LDAPServerPort directive) and the upper-most DN
(LDAPBaseDN directive) that startsthe search. If the LDAP servers, the port numbers,
and the number of DNs do not match, the authentication is not executed on the LDAP
server. The Web Server outputs error log and returns the status code 500 to the Web
browser.

However, when you use the same port number for all the LDAP servers specified in
this directive, you can simplify the port number specification.

When you specify multiple LDAP servers, specify in the order descending priorities.
Always perform the user authentication for each request, from the LDAP server that
was specified in the beginning.

Local host (127.0.0.1) is set by default.

Note that a host name corresponding to an |Pv6 address cannot be specified for
host-name. An |Pv6 address also cannot be specified for |P-address.

Note

The mod_hws_|dap module must be embedded for user authentication viathe LDAP
server. For details on user authentication viathe LDAP server, see 4.5.4 User
authentication and access control using the directory service.

Location where you can code
httpsd.conf, <VirtualHost>, <Directory>
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Specification example

LDAPSer ver Nane server01 server02 server03

LDAPSer ver Port 389

LDAPBaseDN "ou=enpl oyee, o=hitachi, c=jp" "ou=enpl oyee,
o=exanpl e. cont’ "o=hitachi, c=jp"

If you specify as mentioned above, the combination of the LDAP server, port number,
and the DN is asfollows:

Order of the LDAP Host Port DN that starts search
server to be used name number
1 serverOl 389 ou=employee, o=hitachi, c=jp
2 server02 389 ou=employee, o=example.com
3 server03 389 o=hitachi, c=jp

(8) LDAPServerPort port-number [port-number...]

(@)

(b)

(c)

~((1 - 65535))<<389>>
Contents

TheLDAPServerPort directive specifiesthe LDAP server port number. When multiple
LDAP servers are specified in the LDAPServerName directive, specify the port
number for each LDAP server. However, when you use the same port number for all
the LDAP servers specified in the LDAPServerName directive, you need not specify
the number multiple times. Specify only one port number that appliesto all the LDAP
servers. For the example of multiple LDAP server specifications, see
LDAPServerName directive. If the number of LDAP servers and the port numbers do
not match, an error occurs.

Note

The mod_hws_|dap module must be embedded for user authentication viathe LDAP
server. For details on user authentication viathe LDAP server, see 4.5.4 User
authentication and access control using the directory service.

Location where you can code
httpsd.conf, <VirtualHost>, <Directory>

(9) LDAPSetENnv environment-variable attribute

(@)

Contents

When you authenticate with the LDAP server, this directive sets the value of the
attribute that configuresthe entriesidentified by the DN of authenticated users, asthe
value of the environment variable. Set the attribute value with the character code
acquired from the LDAP server. For the detail son the returned character codes, seethe
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(b)

()

(d)

LDAP server manual. When there are multiple values for one attribute, the
environment variableis not set. You cannot specify the attribute with a binary option
(;binary). For the attributes containing other options, the attribute value is not set
properly unless the value is not a character string. When the same environment
variable is defined in another attribute, error does not occur but the value of
environment variable becomes undefined.

Note

The mod_hws_|dap module must be embedded for user authentication viathe LDAP
server. For details on user authentication viathe LDAP server, see 4.5.4 User
authentication and access control using the directory service.

Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess
Overwrite permission

Filelnfo level

(10) LDAPTimeout value

(@)

(b)

()

~((1 - 86400))<<30>> (Unit: Seconds)
Contents

After the user authentication, the LDAPTimeout directive specifies the maximum
waiting time in seconds for the search process of the filter specified in one
LDAPRequire directive. The status code 500 Internal Server isreturned in any of the
following cases:

» When thereis no response within the period specified in this directive
*  When timeout is notified by the LDAP server itself
*  When the LDAP server failsto access

Note

The mod_hws_|dap module must be embedded for user authentication viathe LDAP
server. For details on user authentication viathe LDAP server, see 4.5.4 User
authentication and access control using the directory service.

Location where you can code
httpsd.conf, <VirtualHost>, <Directory>

(11) LDAPUNsetEnv environment-variable

(@)
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Contents

This directive disables the environment variables specified in the LDAPSetEnv
directive.
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Note

The mod_hws_|dap module must be embedded for user authentication viathe LDAP
server. For details on user authentication viathe LDAP server, see 4.5.4 User
authentication and access control using the directory service.

Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess
Overwrite permission

Filelnfo level

(12) LimitRequestBody request-body-size

(@)

(b)

~((0 - 2147483647))<<0>> (Unit: bytes)
Contents

Thisdirective specifies the upper limit for the object body (data) size when the server
receives arequest from the Web browser using the HT TP communication. The object
body is used when the request is sent by <FORM METHOD=POST ACTION=...>
from the Web server. When the upper limit is not specified, it isset to 0.

Location where you can code
httpsd.conf, <Virtual Host>, <Directory>, .htaccess

(13) LimitRequestFields number-of-headers

(@)

(b)

~((0 - 32767))<<100>>
Contents

This directive specifies the upper limit for the number of HTTP headers when the
server receives arequest from the Web browser using the HT TP communication. The
number of HTTP headers of the request changes as per the specification of the proxy
that links the Web browser and requests. When the upper limit is not specified, it is set
toO0.

Location where you can code
httpsd.conf

(14) LimitRequestFieldsize header-size

(@)

~((0 - 8190))<<8190>> (Unit: bytes)
Contents

This directive specifies the upper limit for the size of one HTTP header when the
server receives the request from the Web browser using the HT TP communication.
The size of request header changes as per the specification of the proxy that links the
Web browser and requests.
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(b) Location where you can code

httpsd.conf

(15) LimitRequestLine request-line-length

(@)

(b)

~((0 - 8190))<<8190>> (Unit: bytes)
Contents

This directive specifies the upper limit for the length of the request string (including
the URI, HTTP version, the method and the inquiry character string) when the server
receivesthe request from the Web browser using the HT TP communication. When the
request is sent from the Web browser by <FORM METHOD=GET ACTION...>, the
request string is used as a query string. Note that the number of bytes sent from the
Web browser asthe request line changes as per the specification of the proxy that links
the Web browser and requests.

Location where you can code
httpsd.conf

(16) Listen [IP-address:] port-number

(@)

(b)

()

Contents

The 'Listen' directive specifies the | P address and the port number that receives the
request. Unlike 'Port' directive, you can perform multiple specifications. Specify this
directive when defining the virtual host. When you specify the Listen directive, the
specifications of Port directive and BindAddress directive are ignored.

You can specify an |Pv6 address for |P-address. Specify an | Pv6 address by enclosing
it in square brackets ([ ]). However, if you omit |P-address and specify only the port
number, only requests using |Pv4 addresses are accepted. Therefore, when using an
IPv6 address, be sure to specify the IPv6 addressin the Listen directive.

Torestart the server after changing the | P address specified in the Listen directive, stop
the server, and then start it. If you use other meansto restart the server, such asa
command, startup might fail.

Location where you can code
httpsd.conf

Specification example
Li sten 80
Li sten [2001::123: 4567: 89ab: cdef]: 8080

Listen [::]:80

(17) ListenBacklog number-of-backlogs
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Contents

The ListenBacklog directive specifies the maximum gueue size for the connection
requestsfrom the client. The specified valueis set asthe number of backlogs of system
cal listen(). However, asthe limit for the specification value and the actual maximum
value for queue size differ according to the OS, see the OS manual for listen( ) and
documents that explain TCP/IP implementation for each OS.

Location where you can code
httpsd.conf

(18) LoadFile file-name [file-name ...]

(@)

(b)

Contents

The LoadFile directive specifiesthe abject file or the library containing the codes that
are referred by the modul e incorporated by the DSO. In the file name, you can specify
the absolute path, or the relative path from the specified value of the ServerRoot
directive.

When you specify the modules that refer to thisfile in the LoadM odul e directive, you
need to specify this directive before these modules are used in httpsd.conf.

Location where you can code
httpsd.conf

(19) LoadModule module-structure-name library-file-name

(@)

(b)

(c)

Contents

Thisdirective specifies amodule to be dynamically embedded in the Web server. You
can specify absolute path, or the relative path from the specified value of the
ServerRoot directive in thelibrary file name.

Location where you can code
httpsd.conf

Specification example
LoadModul e hws01 nodul e |i bexec/ mod_hws01. so
LoadModul e hws02 _nodul e |i bexec/ mod_hws02. so

Embed the module hws01_modul e and the module hws02_module.

(20) LogFormat "format" [label-name]

(@)

~<<"%h %l %u %t ¥ "%r ¥ " %>s %b'">>
Contents

The LogFormat directive defines the label name in log format. You can specify the
label name defined here in the CustomL og directive. For the format that you can
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specify, see CustomLog directive. If label nameis not attached, you cannot specify this
directive multiple times. If %A or %ais specified in the format, 1Pv6 addresses can
also be output. If %h or %V is specified in the format, host names corresponding to
IPv6 addresses or the |Pv6 addresses can also be outpuit.

(b) Location where you can code
httpsd.conf, <VirtualHost>

(c) Specification example
LogFormat "9 % % % ¥"o% ¥" %s 9% ¥ "9 Referer}i ¥"
¥ "ofUser-Agent}i ¥"" comnbi ned
LogFormat "9% % % % ¥"% ¥" %s %" conmon
LogFormat "9% Referer}i -> %J' referer
LogFormat "9 User-agent}i" agent

(21) LogLevel {debug | info | notice | warn | error | crit | alert | emerg}
(@) Contents

Thisdirective specifiesthe level of the errorsthat are output to the error log. The Web
Server outputs the upper level error log than the specified level. Note that notice level
logs are output regardless of this specification. Messages that are output before the
analysis of the level specification finishes (for example, during Cosminexus HTTP
Server startup) may be output regardless of this specification.

The following table describes the error levels in the ascending order:

Level Meaning

emerg Emergency message

aert Message that requests instant processing

crit Critical state message

error General error message

warn Warning level message

notice Standard but important message

info Information messages, and module trace information” collected when external
modules and CGI programs are executed

debug Debug level messages, trace information for internal modules, and info-level
module trace information®

#: You can specify that modul e trace information isto be output not to the error log but
to the request log. For details, see 4.2.2 (5) Locations to which trace information is
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output and 4.2.6 Collecting the module trace.
Location where you can code
httpsd.conf, <VirtualHost>

Specification example
LogLevel info

6.2.6 Directives starting with M, N, O, P, Q, and R

(1) MaxClients number-of-connections U

(@)

(b)

(c)

~((1 - 1024)) <<1024>>
Contents

The MaxClients directive specifies the maximum number of clients that can be
connected simultaneousdly.

When you start the server, the processes equivalent to the number specified in the
StartServers directive start and wait for requests. When many requests occur
simultaneously, multiple processes process these requests. When the remaining
number of processes waiting for request is less than the number specified in the
MinSpareServers directive, new processes are gradually generated. The processes are
generated until the number of total processesis equal to the number specified in the
directive. After that, if the request processing ends and the request waiting processes
increase, the processes are terminated until the number of processes specified in the
MaxSpareServers directive is reached.

For details on the other directives related to number of processes, see 4.1 Relationship
between processes and directives of Cosminexus HTTP Server.

Location where you can code
httpsd.conf

Specification example
MaxCl i ents 150

(2) MaxKeepAliveRequests number-of-connections

(@)

~((0 - 2147483647))<<100>>
Contents

This directive specifies the upper limit for the number of KeepAlive persistent
connections. If the upper limit is not specified, it isset to 0. In KeepAlive, since
specific clients occupy the server processes, and hence set the upper limit to give
chanceto other clients also to receive the services.
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(b) Location where you can code

(c)

httpsd.conf

Specification example
MaxKeepAl i veRequest s 100

(3) MaxRequestsPerChild request-processing-frequency U

(@)

(b)

()

~((0-2147483647)) <<0>>
Contents

Thisdirective specifies the request processing frequency of aserver process. A server
process ends after processing the specified number of requests. This has an advantage
to prevent the failure due to memory leakage by the user-created applications. If the
frequency is set to 0 the upper limit for the request processing frequency of a server
processis not set. In such cases the server process does not end and waits for
processing the next request.

Location where you can code
httpsd.conf

Specification example
MaxRequest sPer Chi | d 10000

(4) MaxSpareServers number-of-processes U

(@)

(b)

()

~((1 - 1024))<<10>>
Contents

This directive specifies the maximum number of server processes that are running in
the request waiting state. For detailson other directivesrelated to number of processes,
see 4.1 Relationship between processes and directives of Cosminexus HTTP Server.

If the value of this directiveisless than the value of the MinSpareServers directive, a
value of the MinSpareServers specification value + 1 is assumed.

Location where you can code
httpsd.conf

Specification example
MaxSpar eServers 10

(5) MinSpareServers number-of-processes U
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(a) Contents

This directive specifies the minimum number of server processes that are running in
the request waiting state. If number of server processesis|essthan the specified value,
the Web server generates new processes. For details on other directives related to
number of processes, see 4.1 Relationship between processes and directives of
Cosminexus HTTP Server.

(b) Location where you can code
httpsd.conf
(c) Specification example
M nSpar eServers 5
(6) MultiviewsMatch {NegotiatedOnly | Handlers}
(&) Contents

The MultiviewsMatch directive specifies the extension types that are the targets of
content negotiation.

NegotiatedOnly: Extensions that are related only to character sets, compression
format, language code, and MIME type are the targets of content negotiation.

Handlers: In addition to the extensions specified in NegotiatedOnly, the extensions
related to the handler are also the target of content negotiation.

(b) Location where you can code
httpsd.conf, <VirtualHost>, <Directory>, .htaccess
(c) Overwrite permission
Filelnfo level
(d) Specification example
Mul tivi ewsMat ch Handl ers
(7) NameVirtualHost {IP-address | *}[:Port-number]
(a) Contents

Thisdirective specifiesthe | P addressthat isused by the virtual host based on the sever
name. An |Pv6 address can be specified for |P-address. Specify an |Pv6 address by
enclosing it in square brackets ([ ]).

If you specify an asterisk (*) instead of an IP address, avirtual host based on the server
name is generated for connections from | Pv4 addresses other than the | Pv4 addresses
in both the NameVirtualHost directive that specifies |Pv4 addresses and in the
<VirtualHost> block. This specification is convenient when you use only avirtual host
based on server name and do not want to set |P address in configuration file.
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(b) Location where you can code

httpsd.conf
(8) Options {+ | -} options[{+ | -} options ...]

~<<All>>

(@) Contents
Specify this directive for restricting the functionality that the user can use.
+: Permitsthe use of functionality specified in the option.
-: Prohibits the use of functionality specified in the option.

Option Functionality
All All the optionsexcluding MultiViews and SymLinkslfOwnerMatch
are enabled.
ExecCGl Permits the execution of the CGI script.
FollowSymLinks Traces the symbolic link. You cannot specify this option in

Windows version.

Indexes When the directory is specified in the URL, and if the file (by
default index.html) specified in the Directorylndex directive does
not exist, this option displays the directory index.

MultiViews Supports the Content-negotiated Multiviews.
None Disables the functionality that you can specify for all options.
SymLinkslfOwnerMatch Traces the link only when the owner of file or directory and the

owner of symbolic link are same. You cannot specify thisoptionin
Windows version.

# If you specify the directive multiple times without using +-, only the last specified
directiveis enabled.

(Example 1)
Options Al
Opti ons ExecCd

As shown in this example, if you specify the directivesin two lines without
specifying the +- in the option, the user can use only the execution functionality
of the CGI script. The functionality such as directory index functionality cannot
be used.

(Example 2)
Specification of the httpsd.conf file
Options All
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Specification of the access control file
Opti ons ExecCd

The access control fileisreferred to after the httpsd.conf file, and hence you can
use only the execution functionality of the CGI script in the directory with the
access control file.

(Example 3)

Options | ndexes ExecCd

Asshownin thisexample, if you specify the optionsin one line without +- signs,
you can use both the specified functionality.

(b) Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess

(c) Overwrite permission

Options level

(9) Order directives

(@)

(b)

(c)

~<<deny,alow>>

Contents

This directive specifies the evaluation order of the Allow directive and the Deny
directive. You can specify the following in the directive. Earlier evaluated directives
are overwritten by the later ones.

Directives Meaning
deny,alow Evaluates the specification of Deny directive before the specification of
Allow directive.
allow,deny Evaluates the specification of Allow directive before the specification of

Deny directive.

mutual-failure

Permits the access only to the host where the Allow directiveis specified and
Deny directive is not specified.

Location where you can code

<Directory>, .htaccess

Overwrite permission

Limit level
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(10) PassEnv environment-variable [environment-variable ...]
(a) Contents
You can specify an optional environment variable to pass on to the CGI script.
(b) Location where you can code
httpsd.conf, <Virtual Host>, <Directory>, .htaccess
(c) Overwrite permission
Filelnfo level
(d) Specification example
PassEnv TMP
(11) PidFile file-name
~<<log<httpd.pid>>
(@ Contents

Thisdirective specifiesafile namethat stores control process|D. Infile name, you can
specify absolute path, or the relative path from the specified value of ServerRoot
directive.

(b) Note

In Windows, changes to the values specified in the PidFile directive are not applied
when you restart the server. If you have changed values specified in the PidFile
directive, stop and then restart the Web server.

In UNIX, changesto the values specified in the PidFile directive are not applied when
yourestart the server. If you have changed val ues specified in the PidFiledirective, use
theki | I command to stop the Web server, and then restart the Web server. The
httpsdctl command cannot be used while the Web server is stopped.

(c) Location where you can code
httpsd.conf

(d) Specification example
PidFile | ogs/httpd.pid

(12) Port port-number
~((1 - 65535))<<80>>
(a) Contents

The Port directive specifies the port number of the server that receives requests from
Web browsers that use |Pv4 addresses.

Requests from Web browsers that use | Pv6 addresses are not received even if the Port
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(c)
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directive has been specified. To use IPv6 addresses, specify the IPv6 addressesin the
Listen directive. In addition, if you are simultaneously using |Pv4 addresses, also
specify the IPv4 address in the Listen directive.

Location where you can code
httpsd.conf

Specification example
Port 80

(13) ProxyErrorOverride {On | Off}

(@)

(b)

(c)

(d)

Contents

The ProxyErrorOverride directive overrides the response header and response body
when the backend server returns athree-digit status code beginning with 3, 4, or 5. As
aresult, the reverse proxy sends a self-generated response to the client instead of the
response from the backend server.

On: Overridesthe response header and response body when the backend server returns
athree-digit status code beginning with 3, 4, or 5.

Off: Does not override the response header or the response body.
Note

Themod_proxy and mod_proxy_http modules must be embedded to use areverse
proxy. For details on reverse proxies, see 4.7 Setting the rever se proxy.

Location where you can code
httpsd.conf, <Virtua Host>

Specification example
ProxyErrorQverri de On

When the backend server returnsathree-digit status code beginning with 3, 4, or 5, the
response generated by the reverse proxy is returned to the client.

(14) ProxyPass path-name URL

(@)

Contents

When using areverse proxy server, the ProxyPass directive specifies the request
received from the Web browser and the address used to forward the request.

path-name: Specifiesthe request from the Web browser to the reverse proxy asa URL
that starts with aforward slash (/).

URL: Specifies the backend server URL to which the request is forwarded in the
format http://host-name]: port-number].

You can also specify an IPv6 address or the host name corresponding to an IPv6
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(b)

()

addressfor URL.

You cannot specify a path name that is a duplicate of any of the following directive
specification values:

* JMount URL patternsin the redirector definition file
Note

The mod_proxy and mod_proxy_http modules must be embedded to use areverse
proxy. For details on reverse proxies, see 4.7 Setting the rever se proxy.

Location where you can code
httpsd.conf, and <VirtualHost>

(15) ProxyPassReverse path-name URL

(@)

(b)

()

Contents

When using areverse proxy server, the ProxyPassReverse directive changes the URL
coded in the Location header field in the redirect response sent from the backend
server. To make the redirect request from the Web browser pass through the reverse
proxy server, change the Location header to the value specified in this directive.

path-name; Specifiesthe path of the reverse proxy that receivesthe redirect request as
aURL that starts with aforward dash (/).

URL: Specifies the backend server URL in the Location header that is to be changed,
in the format http://host-name]:port-number].

You can specify an IPv6 address or the host name corresponding to an IPv6 addressfor
URL. IPv6 addresses have various formats, so use care when specifying values. If the
backend server URL differs from the specified value, the directive is not enabled.
When specifying an |Pv6 address, check the format of the |Pv6 addressin the Location
response header that is sent from the backend server.

Note

The mod_proxy and mod_proxy_http modules must be embedded to use areverse
proxy. For details on reverse proxies, see 4.7 Setting the reverse proxy.

Location where you can code
httpsd.conf, <VirtualHost>

(16) ProxyPreserveHost {On | Off}
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(@)

Contents

When using areverse proxy server, the ProxyPreserveHost directive specifieswhether
to forward the Host header valuereceived from the client to the backend server without
changes.



(b)

(c)

(d)
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On: Forwards the Host header value received from the client to the backend server
without changes.

Off: Changes the Host header value received from the client according to the value
specified in the ProxyPass directive, and then forwards the changed value to the
backend server.

Note

The mod_proxy and mod_proxy_http modules must be embedded to use areverse
proxy. For details on reverse proxies, see 4.7 Setting the rever se proxy.

Location where you can code
httpsd.conf, <VirtualHost>

Specification example
ProxyPreserveHost On

The Host header value received from the client is forwarded to the backend server
without changes.

(17) ProxyVia {on | off | full | block}

(@)

(b)

(c)

Contents
Specify this directive when you control the use of Via header with the proxy.

on: Addsthe information of the local host to the Via header. The existing information
does not change.

off: Does not add the information of the local host to the Via header. The existing
information does not change.

full: Addsthe information in which version of the local host is added as comment, to
the Via header. The existing information does not change.

block: Does not add the information of the local host to Via header. Deletes the Via
header in the request.

Note

Themod_proxy and mod_proxy_http modules must be embedded to use areverse
proxy. For details on reverse proxies, see 4.7 Setting the rever se proxy.

Location where you can code
httpsd.conf, <VirtualHost>

(18) QOSCookieDomain domain-name

(a)

Contents
The QOSCookieDomain directive specifiesthe domain where the cookies used in flow
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(b)

()

control functionality isenabled. Thisvalueisused in HWS creation mode, not in user
creation mode. When multiple hosts are set, by specifying this directive you can use
cookies between the hosts that share the domain. In the domain name at least two "."
must be included.

Note that you can specify the domain name corresponding to an |Pv6 address.
(Example)

When two hosts, a.example.com and b.example.com are set, if .example.comis
specified in thisdirective, priority processing is performed even when you access
any of the two hosts.

Note

The mod_hws_gos module must be embedded to use flow-restricting functionality.
For details on flow-restricting functionality, see 4.9 Flow-restricting functionality.

Location where you can code
httpsd.conf, and <VirtualHost>

(19) QOSCookieExpires value

(@)

(b)

(c)

~((0 - 86400))<<300>> (Unit: Seconds)
Contents

This directive specifies the validity period of the cookie that is used in the flow
restriction functionality in seconds. This value is used in HWS creation mode, not in
user creation mode.

Note

The mod_hws_qos module must be embedded to use flow-restricting functionality.
For details on flow-restricting functionality, see 4.9 Flow-restricting functionality.

Location where you can code
httpsd.conf, <Virtual Host>, <L ocation>

(20) QOSCookieName cookie-name [{hws | user}]
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(@)

~<<HWSCHK>>
Contents

The QOSCookieName directive specifies the name of the cookie to be used in
flow-restriction functionality. Semicolons (;), commas (,), and spaces cannot be used
in the cookie name. For session management that uses different cookies between the
host and the URL, a different name must be specified.

hws. Manages sessions by using cookies generated by CosminexusHTTP Server. This
is called HWS creation mode.
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user: Manages sessions by using cookies generated in an external module other than
Cosminexus HTTP Server. Thisis called user creation mode.

(b) Notes

» Themod_hws_gos module must be embedded to use flow-restricting
functionality. For details on flow-restricting functionality, see 4.9
Flow-restricting functionality.

» |f the QOSCookieName directive is specified in a specific block, the
QOSCookieName directive that is specified in a higher location is not inherited.

(Example)
QO0SCooki eNane Cooki el hws
<Location /1 ocl>
QO0SCooki eNane Cooki e2 user
</ Location>

Inthiscase, if arequest startswith /locl, the specification of the cookie name
Cookie2isvalid. If arequest does not start with/locl, the specification of the
cookie name Cookiel isvalid.

» Do not duplicate cookie names when specifying the QOSCookieName directive
multiple times. If cookie names are duplicated, a startup error occurs.

(Example)
QOSCooki eNane Cooki el hws
QOSCooki eNane Cooki el user
In this case, a startup error occurs because of cookie name duplication.

» |f you specify the QOSCookieName directive in HWS creation mode multiple
times, the last specification isvalid.

(Example)
QO0SCooki eNane Cooki el hws
QO0SCooki eNane Cooki e2 hws

In this case, the specification of the cookie name Cookiel isinvalid, and the
specification of the cookie name Cookie2 is valid.

(c) Location where you can code
httpsd.conf, <VirtualHost>, <L ocation>
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(21) QOSCookieSecure {on | off}

(@)

(b)

()

Contents

The QOSCookieSecure directive specifies the setting such that cookies are sent to the
client only during SSL access. Thisvalueis used in HWS creation mode, not in user

creation mode. Note that the cookie is confirmed after the encryption process of SSL
ends.

on: Specifies the setting such that the cookies are sent to the client only during SSL
access.

off: Specifies the setting such that the cookies are sent to the client even when the
accessis not with SSL.

(Example)

If you set this directive when the hosts with enabled SSL and the hosts with
disabled SSL are set, the cookies are sent only when accessing the hosts with
enabled SSL.

Note

The mod_hws_gos module must be embedded to use flow-restricting functionality.
For details on flow-restricting functionality, see 4.9 Flow-restricting functionality.

Location where you can code
httpsd.conf, <Virtual Host>, <L ocation>

(22) QOSCookieServers value

(@)

(b)
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In UNIX version

~((0 - MaxClients directive specification value))<<10>>
In Windows version

~((0 - ThreadsPerChild directive specification value))<<10>>
Contents

When the number of server processesin the request waiting state is decreased, this
directive specifies the number of server processes used when processing only the
requests that are received by sending cookies.

In Windows version, specify the number of server threads.
Note

The mod_hws_qos module must be embedded to use flow-restricting functionality.
For details on flow-restricting functionality, see 4.9 Flow-restricting functionality.
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Location where you can code
httpsd.conf, <Virtual Host>, <L ocation>

(23) QOSRedirect old-path new-path

(@)

(b)

(c)

Contents

Specify this directive when a process is denied by the flow control functionality, and
the request from client isto beredirected to the specified path. Inthe new path, specify
the URL path that includes "Protocol name://host name[:port number]"”.

You can also specify an IPv6 address or the host name corresponding to an IPv6
address for new-path.

When arequest isredirected to the old path, the server returns aresponse that contains
status code 302 and the Location header with the new path. The response cannot be
customized.

For details on the specification of the old path and new path, see Redirect directive.
Note

The mod_hws_gos module must be embedded to use flow-restricting functionality.
For details on flow-restricting functionality, see 4.9 Flow-restricting functionality.

Location where you can code
httpsd.conf, <VirtualHost>, <L ocation>

(24) QOSRejectionServers value

(@)

(b)

(c)

In UNIX version

~((0 - MaxClients directive specification value))<<1>>
In Windows version

~((0 - ThreadsPerChild directive specification value))<<1>>
Contents

This directive specifies the value when the number of the server processesin the
request waiting state is decreased and al the received requests are denied.

In Windows version, specify the number of server threads.
Note

The mod_hws_gos module must be embedded to use flow-restricting functionality.
For details on flow-restricting functionality, see 4.9 Flow-restricting functionality.

Location where you can code
httpsd.conf, <VirtualHost>, <L ocation>
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(25) QOSResponse {file[MIME-type] file-name | message text}

(@)

(b)

()

(d)

Contents

When the process is denied by the flow control functionality, this directive specifies
the contentsto be returned along with the status code 503. The contents are cached in
the server process, so you need to restart the server whenever there is a change.

file: Returnsthe specified file with the specified MIME type. When you omit the
MIME type, "text/html" is set. In the file name, you can specify absolute path or the
relative path from the specified value of the ServerRoot directive.

message: Returns the specified text. Specify the character string with quotation mark
(") at the beginning for the text. In the MIME type, "text/html" is set.

Note

The mod_hws_gos module must be embedded to use flow-restricting functionality.
For details on flow-restricting functionality, see 4.9 Flow-restricting functionality.

Location where you can code
httpsd.conf, <Virtual Host>, <L ocation>

Specification example

QOSResponse file "text/htm ; charset=l SO 8859-1" htdocs/
busy. ht ni

(QOSResponse nessage "Server busy.

(26) ReadmeName file-name
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(@)

(b)

()

(d)

Contents

The ReadmeName directive specifies the file name (without the path information) of
the file that describes the comment added as Readme, when the directory index is
displayed. You can describe the comment inthe HTML or plain text format. However,
in the file specified with the AddType directive or the TypesConfig directive, the
MIME type must be defined correctly. When you create command in plain text,
<PRE> tag is added to the HTML of directory index display.

Location where you can code

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
Overwrite permission

Indexes level

Specification example
ReadmeNane README. ht m

Display the contents of README.html file under the directory.
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(27) Redirect [{permanent |temp | seeother | gone | status code}] old-path new-path

(@)

(b)

Contents

Specify the directive when the request from the client for old path is (redirected) to the
new path.

In the old path, specify the request URL path that starts with a slash. However, you
cannot specify the characters after the ? sign (query string) in the old path.

You cannot specify an old path that is a duplicate of any of the following directive
specification values:

» ProxyPass path name
* JMount URL patternsin the redirector definition file

For example, the following paths cannot be specified:
Redi rect tenp /aaal/ bbb/ http://aaa.exanpl e.con!
ProxyPass /aaa/ http://aaa.exanple.conl

In the new path, specify the URL path that includes "protocol name://host name]:port
number]". You can a so specify an |Pv6 address or the host name corresponding to an
IPv6 address as the URL specified for new-path.

When the request isreceived in the old path, the specified status code and the response
with the new header path set in the Location header is returned. Normally, the Web
browser that receives the status code 300, automatically redirects the request to the
specified address in the L ocation header.

With the Redirect directive, you can redirect the request for a specific file to the
specific file, or can specify to redirect the request for an optional path under a specific
directory to the path with the same name under a different directory. Use the
RedirectMatch directive when you want to redirect the request for an optional path
under a specific directory to a specific file.

permanent: Responds with the status code 301 Moved Permanently.

temp: Responds with the status code 302 Found.

seeother: Responds with the status code 303 See Other.

gone: Responds with the status code 410 Gone. You cannot specify the new path.

status code: Responds with the specified status code. For details on values that you
can specify, see Appendix A Satus codes. However, when the status code other than
300 is specified, you cannot specify the new path.

Location where you can code
httpsd.conf, <VirtualHost>, <Directory>, .htaccess
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()

(d)

Overwrite permission
Filelnfo level

Specification example
Redirect tenp /index.htm http://host nunber:port nunber/
default. htm

Redirect therequest for /index.html to the "http://host name:port number/default. html”
with the status code 302.

(28) RedirectMatch [{permanent | temp | seeother | gone | status code}]
regular-expressions new-path
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(@)

(b)

Contents

Specify this directive when the request from the client to the path that satisfies the
condition mentioned in the regular expressions isto be requested again (redirect) for
the new path.

Specify the old path of the request URL that starts with aslash in the regular
expressions. Notethat in old path, you cannot specify characters after the ? sign (query
string).

You cannot specify aregular expression that is a duplicate of any of the following
directive specification values:

» ProxyPass path name
» JkMount URL patternsin the redirector definition file

For example, the following regular expressions cannot be specified:
Redi rect Mat ch ~/ aaa/ bbb/ (.*) http://aaa.exanmpl e.con $1
ProxyPass /aaa/ http://aaa.exanple.con!

In the new path, specify the URL path that includes "protocol name://host name[:port
number]". You can also specify an |Pv6 address or the host name corresponding to an
IPv6 address as the URL specified for new-path.

When the regular expressions are grouped using brackets () , you can refer to the
character string that matches with the group number i, using $i in the new path. Set the
digits1to 9 fori . When arequest to the path that satisfies the condition described in
the regular expressions is received, the Web server responds with the specified status
code and the Location header with new path set. Normally, the Web browser that
receives the status code 300 automatically sends (redirects) the request to the address
specified in the Location header.

For details on specifications of each status code, see Redirect directive.
Location where you can code
httpsd.conf, <Virtua Host>, <Directory>, .htaccess
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(c) Overwrite permission
Filelnfo level
(d) Specification example

(Example 1)
Redi rect Match ~/ ot her/ http://ww. exanpl e. com

Redirect all therequeststhat start with /other/ to " http://www.example.com/" with
the status code 302.

(Example 2)
Redi rect Mat ch permanent ~/old/(.*) http://ww. exanpl e. com
new $1

Redirect the request for "/old/file name" to "http://www.example.com/new/file
name" with the status code 301.

(29) RequestHeader {{set | append | add} header header-value [env=[!]
environment-variable] | unset header}

(a) Contents
Specify this directive when you customize the header value received from client.
set: Sets the header. When header exists, rewrite it with the specified header value.

append: Adds the header value to the existing header. A comma delimits the existing
header values. Set the header if it does not exist.

add: Setsaheader in another lineif the header already exists. Useto specify the same
header in multiple lines.

unset: If the specified header exists, deletesiit.

env=environment-variable: Executes the contents specified in the RequestHeader
directive when the specified environment variableis set.

env=! environment-variable: Executes the contents specified in the RequestHeader
directive when the specified environment variable is not set.

If header-value contains spaces, you must enclose the value in doubl e quotation marks
("). For header-value, you can specify a character string containing only characters, a
character string containing format identifiers, or a character string containing both
characters and format identifiers. The format identifiers are as follows:

Format identifier Description

%ot

Displays the request reception time as the time elapsed from January 1, 1970,
00:00:00 GMT (Greenwich Mean Time). The unit is microseconds. t = isadded at
the beginning.
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Format identifier Description
%D Displays the time taken for request processing. The unit is microseconds. D= is
added at the beginning.
%({ env_name} e The value of the env_name environment variable

(b)

()

(d)

(e)

Note

The mod_headers module must be embedded to use header customization
functionality. For details on header customization functionality, see 4.10 Header
customization functionality.

Location where you can code

httpsd.conf, <Virtua Host>, <Directory>, .htaccess
Overwrite permission

Filelnfo level

Specification example
Request Header set Host www. exanpl e.com

(30) Require {user user-name [user-name ...] | group group-name [group-name...] |
valid-user | file-owner | file-group}
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(@)

Contents

Specify this directive along with the AuthName directive, AuthType directive,
AuthUserFiledirective (or AuthGroupFiledirective). Thisdirective definesthe access
control.

user : Among the usersregistered in the password file specified with the AuthUserFile
directive, only the usersthat are specified in the user names can access.

group: Only the users belonging to the group specified in the registered group name
in the group file specified with the AuthGroupFile directive can access.

valid-user: All the users registered in the password file specified with the
AuthUserFile directive, or the users of the group specified with the LDAPRequire
directive can access. You cannot combine the password file and the LDAPRequire
directive. Operations are not guaranteed when the two are combined.

file-owner: Among the usersregistered in the password file specified with the
AuthUserFile directive, only the users that match with the owner of the system of the
access target file, can access (can not specify in Windows version).

file-group: Among the users belonging to the group specified in the group names
registered in the group file that is specified with the AuthGroupFile directive, only
those users having a group name matching with the owner of the system of the access
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target file, can access (cannot specify in Windows version).
(b) Location where you can code
<Directory>, .htaccess
(c) Overwrite permission
AuthConfig level
6.2.7 Directives starting with S
(1) Satisfy {any | all}
(&) Contents

When the access to the contentsis controlled by both the user authentication
(specifications of AuthUserFile and Require directives) and the host name or the IP
address (specifications of Allow from and Deny from directive), this directive sets
their relationship.

any: If any of the condition is satisfied, permits the access to the contents.
all: If none of the conditions are satisfied, prohibits the access to the contents.
(b) Location where you can code
<Directory>, .htaccess
(2) Script Method CGlI-script-name
(&) Contents

When arequest based on the specified method, this directive executes the script
displayed in CGI script name.

Methodsthat you can specify: GET, POST, PUT, DELETE
The Method is case sensitive.

However, in the case of GET method, the script is called only when thereisan
query string (for example, /foo.html ?bar).

(b) Location where you can code
httpsd.conf, <VirtualHost>, <Directory>

(c) Specification example
Script PQOST /cgi-bin/search

(3) ScriptAlias URL directory-name
(a) Contents

This directive specifies the name of the directory that contains the CGI program to be
executed for the requests to execute the CGI programs specified in the URL from the

269



6. Directives

(b)

()

Web browser.

You cannot specify a URL that is a duplicate of any of the following directive
specification values:

* ProxyPass path name
* JMount URL patternsin the redirector definition file

For example, the following URLs cannot be specified:
ScriptAlias /aaal/ bbb/ C:./alias/

ProxyPass /aaa/ http://aaa.exanple.con!
Specify the directory name with an absolute path.
Location where you can code
httpsd.conf, <VirtualHost>

Specification example
ScriptAlias /cgi-bin/ "<Cosm nexus-installation-directory>/
htt psd/ cgi-bin/"

(4) ScriptAliasMatch regular-expression new-path
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(@)

(b)

Contents

When the URL requesting the execution of the specified CGI program from the Web
browser satisfies the conditions described by the regular expressions, this directive
executes the CGI program with the specified new path. When the regular expressions
are grouped using brackets (), you can refer to the character string that matches with
the expression of group i using $i in new path. Specify numeric charactersfrom 1to 9
fori.

Specify the new path with an absolute path. When '$ or '&" areincluded as characters
of new path, add ' ¥ ' before the characters. Note that when you specify $i, you need
not add ' ¥ * before'$.

You cannot specify aregular expression that is a duplicate of any of the following
direcrive specification values:

* ProxyPass path name
* JMount URL patternsin the redirector definition file

For example, the following regular expressions cannot be specified:
Scri pt Ali asMatch ~/ aaa/ bbb/ (.*) C /alias/$l
ProxyPass /aaa/ http://aaa.exanple.conl

Location where you can code
httpsd.conf, <VirtualHost>



(c)
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Specification example
ScriptAliasMatch ~ cgi-bin/(.*)
"<Cosm nexus-install ation-directory>/httpsd/cgi-bin/$1"

(5) ScriptinterpreterSource { registry | script } w

(@)

(b)

(c)

Contents
This directive defines the interpreter used to execute the CGI script.

registry: Theregistry is searched and the program related to the extension is used as
the interpreter.

script: Theinterpreter specified in # Linein the script is used.
Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess
Overwrite permission

Filelnfo level

(6) ScriptLog file-name

(@)

(b)

Contents

The ScriptLog directive specifies the file to which the CGI script error log is output.
For the file name, you can specify either an absolute path, or the rel ative path from the
value specified in the ServerRoot directive.

In UNIX, the specified file must be writable with the user authentication specified in
the User directive.

Location where you can code
httpsd.conf

(7) ScriptLogBuffer number-of-buffers

(@)

~((0 - 2147483647))<<1024>> (Unit: Bytes)
Contents

Thisdirective specifiesthe maximum value when collecting thelog of request body by
PUT and POST methods, in bytes. This specification in valid only when you specify
the file of the error log output destination with the ScriptLog directive.

The area of the value specified in this directive is stored in the request process. As a
result, when you specify large values, memory storage failure may occur and Web
server may stop. Hitachi recommends that you specify the default value or the
minimum required value.
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(b) Location where you can code
httpsd.conf
(8) ScriptLoglLength file-size
~((0 - 2147483647))<<10385760>> (Unit; Bytes)
(@) Contents

This directive specifies the maximum size of error log file of CGI script in bytes. The
specification of this directiveisvalid only when you specify the error log output
destination file with the ScriptLog directive.

(b) Location where you can code
httpsd.conf
(9) ServerAdmin E-Mail-address
(a) Contents

Thisdirective specifiesthe E-Mail address of the server administrator. Always specify
this directive when you specify the E-Mail address with the ServerSignature directive.

(b) Location where you can code
httpsd.conf, <VirtualHost>
(c) Specification example
Server Adm n www adm n@er ver . exanpl e. com
(10) ServerAlias host-name [host-name ...]
(@ Contents

Thisdirective specifies an optional name for the host name (ServerName) that is used
inthe virtual host based on server name. You can specify the host name corresponding
to an IPv6 address.

(b) Location where you can code
<VirtualHost>
(11) ServerName server-namel:port-number]
(@ Contents

The ServerName directive specifies the server name and the port number of
Cosminexus HTTP Server. When you omit the port number, the value specified in the
Port directiveis set.

Server name is specified in FQDN (fully qualified domain name) or |P address. You
can also specify an 1Pv6 address or the FQDN corresponding to an | Pv6 address for
server-name. When specifying both an IPv6 address and a port number, enclose the
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(c)
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IPv6 addressin square brackets ([ ]).

Based on the specified value of the UseCanonicalName directive, any requeststhat use
an image map or any specifications of adirectory that does not end with a/ (slash) are
set inthe L ocation header asredirect destination (when redirect isindicated in the Web
server) and returned to the client. Therefore, you must specify the server name that a
client can access. Specification of thisdirective is mandatory.

Location where you can code
httpsd.conf, <VirtualHost>

Specification example

Server Nane ww. exanpl e. com

Server Name 2001::123: 4567: 89ab: cdef

Server Nanme [2001::123: 4567: 89ab: cdef]
Server Nanme [2001::123: 4567: 89ab: cdef]: 8080

(12) ServerPath path-name

(@)

(b)

Contents

Specify this directive when you use the path name instead of Host header to connect
to each host, in the virtual host based on the server name.

Location where you can code
<VirtualHost>

(13) ServerRoot directory-name

(@)

(b)

(c)

~<</opt/hitachi/httpsd>>(UNIX version)
~<<<Cosminexus-installation-directory>\httpsd>> (Windows version)
Contents

This directive specifies the root directory of server with the absolute path.
Location where you can code

httpsd.conf

Specification example
Server Root "C./Program Fil es/ H tachi/ Cosm nexus/ httpsd"

(14) ServerSignature {On | Off | Email}

(a)

Contents

Thisdirective specifieswhether a content footer of error messagesthat the Web server
createsisto be signed.

On: Displays the character string according to ServerTokens directive (such as
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(b)

()

Cosminexus HTTP Server and version number), and the server name and the port
name according to the specified value of UseCanonicalName directive.
Cosmi nexus HTTP Server 09-00 at www. exanpl e.com Port 80

Off: Does not display signature in the contents footer.

Email: In addition to the display when On is specified, this option adds the
specification value of the ServerAdmin directivein a mailto tag.

Note that when On is specified, the | Pv6 address specified in the ServerName directive
or the host name corresponding to an IPv6 address can be displayed.

Location where you can code
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

Specification example
Server Si gnature On

(15) ServerTokens {Minimal | OS | Eull | ProductOnly}

(@)

(b)

()

Contents

This directive sets the server header format of the HTTP response header. The Server
header val ues based on respective setting are described bel ow. Unix, Win32, or Winé4
isset asthe OStype. The value of Server header isused as per the client specifications.

Minimal: Cosminexus HTTP Server Version number
OS: Cosminexus HTTP Server Version number (OS type)

Full: Cosminexus HTTP Server Version number (OS type) Information set by an
additional PP

ProductOnly: Cosminexus HTTP Server
Location where you can code
httpsd.conf

Specification example
Server Tokens Ful |

(16) SetEnv environment-variable-value

(@)

(b)
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Contents

This directive specifies the environment variable value that is set when you pass the
optional environment variable to the CGI script. If you specify this directive multiple
times, you cannot specify different values for the same environment variable.

Location where you can code
httpsd.conf, <VirtualHost>, <Directory>, .htaccess
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Overwrite permission
Filelnfo level

(d) Specification example

Set Env MY_ENV nyenv

(17) SetEnvlf request-value regular-expression environment-variable[=valug]
[environment-variable[=valug] ...]

(@)

(b)

(c)

Contents

This directive defines the environment variable on the basis of the client request. Set
the specified environment variable when the request value from client satisfies the
conditionsin theregular expressions. By default, thevalueissetto 1. When! isadded
before the environment variable, the setting of that environment variable is cancelled.
You can specify the value shown in the HTTP request header or the values shownin
the following table as the request value. You can search an environment variable by
specifying the environment value specified earlier asthe request value. However, such
environment variable must not conform to the HT TP request header and to the values
described in the following table:

Request value Meaning
Remote Addr I P address of the client
Remote Host Host name of the client (only when set in the request)
Reqguest_Protocol Protocol of the request (such as HTTP/1.1)
Request_Method Method name of the request (such as GET, POST, and HEAD)
Request_URI URI of the request
Server_Addr IP address of the server that receives the request

When performing multiple specifications of thisdirective, you cannot specify the same
request value multiple times.

Note that when specifying Remote Host for request-value, you can also specify the
host name corresponding to an IPv6 address for regular-expression. In addition, the
Remote_Addr and Server_Addr request values cannot be used for connectionsthat use
IPv6. To use Remote_Addr and Server_Addr, perform settings by using the
HWSSetEnvIfIPv6 directive.

Location where you can code

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
Overwrite permission

Filelnfo level
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(d)

Specification example

(Example 1)
Set Envlf User-Agent "Mozilla.*" SETENVI F_USER AGENT=Mozill a

(Example 2)
Set Envif Request _URI " ¥.(gif)]|(jpg)$" request_is_i mage

(Example 3)

For connectionsthat use | Pv4, set the environment variable for aspecific client as
follows:

Li sten 123.123.123.123: 80

Li sten [2001::123: 4567: 89ab: cdef]: 80

<Virtual Host 123.123.123.123: 80>

Set Envlf Renpte Addr 7234 ¥.234 ¥ 234 %¥.234%
| PV4_CLI ENT
</ Vi rt ual Host >

(18) SetEnvIfNoCase request-value regular-expression environment-variable[=value]
[environment-variable[=valug] ...]
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(@)

(b)

()

Contents

This directive defines the environment variables based on the client request. Set the
specified environment variables when the request value from the client satisfies the
conditions described in the regular expression. By default, the valueisset to 1. When
I is attached before environment variable, it cancels the settings of that environment
variable.

For details on the values that can be specified for request-value, see the SetEnvif
directive.

However, regular-expression is not case-sensitive in this directive. When specifying
this directive multiple times, you cannot specify the same request value in the
directives.

Note that when specifying Remote Host for request-value, you can specify the host
name corresponding to request-value. In addition, the Remote_Addr and Server_ Addr
request values cannot be used for connectionsthat use |Pv6. To use Remote Addr and
Server_Addr, perform settings by using the HWSSetEnvIfIPv6 directive.

Location where you can code

httpsd.conf, <Virtua Host>, <Directory>, .htaccess
Overwrite permission

Filelnfo level
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(19) SetHandler handler-name
(a) Contents

Specify this directive when the requests of specified <Directory> or al the requestsin
the scope of access control file are related to the handlers specified with the handler
names. If you specify none asthe handler name, the settings specified for the
SetHandler directive until then are disabled.

(b) Location where you can code
<Directory>, .htaccess
(c) Overwrite permission
Filelnfo level
(20) SSLBanCipher encryption-type [encryption-type ...]
(a) Contents

Thisdirective denies an accessto specified encryption typesand returnsthe status code
403 Forbidden to the client. The following are the encryption types.

Encryption type Key Authen Symmetric Encryptionkey Message
exchange | ticatio key size (bit) authentication
method n cryptography algorithm
metho
d
RC4- VD5 RSA RSA RC4 128 VD5
RC4- SHA RSA RSA RC4 128 SHA
AES128- SHA RSA RSA AES 128 SHA
AES128- SHA25 | RSA RSA AES 128 SHA256
6
DES- CBC3- SHA | RSA RSA DES 168 SHA
AES256- SHA RSA RSA AES 256 SHA
AES256- SHA25 | RSA RSA AES 256 SHA256
6

(b) Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess
(c) Overwrite permission

Filelnfo level
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(21) SSLCACertificateFile file-name

(@)

(b)

(c)

Contents

When you perform the server and client authentication by SSL, this directive specifies
the file name of the public key (PEM format) of the CA (Certification Authority). By
combining multiple certificate files, you can mix multiple certificates into onefile.

Specify the file name with an absolute path.
» Usage during server authentication

When operating with the server certificate issued by the chained CA, this
directive sets the certificate of chained CA.

» Usage during client authentication

Thisdirective setsthe certificate of CA that issuestheclient certificate. It al so sets
the certificate of chain CA for the client certificate that is chained.

Location where you can code
httpsd.conf, <VirtualHost>

Specification example
SSLCACertificateFile "<Cosni nexus-installation-directory>/
htt psd/ conf/ssl/cacert/anycert. pent

(22) SSLCACertificatePath directory U
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(@)

(b)

()

Contents

When performing the server and client authentication by SSL, this directive specifies
the directory that stores the hash link of the CA certificate (PEM format). For details
on how to create and operate a hash link, see 5.2.6 Creating a hash link (in UNIX)
(certutil cert command).

You need the hash link when verifying the client certificate. For the acquired CA
certificate, create a hash link in a specific directory and specify thisdirectory in the
SSL CACCertificatePath directive.

Specify directory nhame with an absolute path.
Location where you can code
httpsd.conf, <VirtualHost>

Specification example
SSLCACertificatePath /opt/hitachi/httpsd/ conf/ssl/cacerts
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(23) SSLCacheServerPath path-name U

(@)

(b)

(c)

Contents

This directive specifies the path name for the SSL session management cache server
gcache. Specify the path name with an absol ute path, or the relative path from the
ServerRoot directive.

Location where you can code
httpsd.conf

Specification example
SSLCacheServer Path /opt/hitachi/httpsd/ shin/gcache

(24) SSLCacheServerPort {port-number | path-name} U

(a)

(b)

(c)

~((Use 1 - 65535 when specifying the port number))
Contents

This directive specifies the port number or the path name to exchange data between
Web server and SSL session management cache server gcache. You can specify the
path name with an absolute path, or the relative path from the ServerRoot directive.

Location where you can code
httpsd.conf

Specification example
SSLCacheServer Port | ogs/gcache_port

(25) SSLCacheServerRunDir path-name U

(@)

(b)

(c)

~<<Specification value of the ServerRoot directive>>
Contents

Thisdirective specifiesthe path nameto run the SSL session management cache server
gcache. Use gcache to specify the directory to output the core dump. You can specify
path name with an absolute path, or the relative path from the ServerRoot directive.
You need to grant the read permissions, write permissions, and execution permissions
specified in the User directive to the directory specified in the path name.

Location where you can code
httpsd.conf

Specification example
SSLCacheServer RunDi r /opt/hitachi/httpsd/l ogs
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(26) SSLCertificateFile file-name

(@)

(b)

()

Contents

Thisdirective specifiesthe file name of the Web server certificate (PEM format) when
you perform the authentication by SSL.

Specify file name with an absolute path.
Location where you can code
httpsd.conf, <VirtualHost>

Specification example
SSLCertificateFile "<Cosm nexus-installation-directory>/
htt psd/ conf/ssl/server/ httpsd. pent

(27) SSLCertificateKeyFile file-name

(@)

(b)

()

~<<Specification value of the SSL CertificateFile directive>>
Contents

Thisdirective specifiesthe private key file name of the Web server when you perform
the authentication by SSL.

Specify the file name with an absol ute path.
Location where you can code
httpsd.conf, <VirtuaHost>

Specification example
SSLCertificateKeyFile "<Cosmi nexus-installation-directory>/
htt psd/ conf/ssl /server/ httpsdkey. pent

(28) SSLCertificateKeyPassword path-name

(@)

(b)

Contents

Thisdirective specifies the path name of thefilethat storesthe password of the server
private key where the password is protected. The File that stores the password is
created by thessl passwd command. Specify the path name with an absolute path, or
the relative path from the ServerRoot directive.

Location where you can code
httpsd.conf, <VirtualHost>

(29) SSLCRLAuthoritative {On | Off}

(@)
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Contents

Specify this directive to handle the next issue date of the CRL that is used during the
SSL client authentication.



(b)

(c)
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On:

During the SSL client authentication, when the next issue date of the CRL
corresponding to client certificate el apses, the Web server denies the connection
totheclient dueto afailurein client authentication. Correct operation of the CRL
isrequired.

Off:

Ignores the next issue date of the CRL. If the next issue date elapses but CRL is
valid, the client can connect even though not registered in CRL. Security level
will go down, however, even if the CRL is not operated properly, you can
continue the service by maintaining the minimum level of security.

Location where you can code
httpsd.conf, <Virtual Host>

Specification example
SSLCRLAut horitative On

When the next issue date of the CRL elapses, deny the accessto the clients holding a
certificate issued by the CA that also issuesthe CRL.

(30) SSLCRLDERPath path-name

(@)

(b)

(c)

Contents

This directive specifies the directory that stores the CRL of the DER format with an
absolute path. If you store the required CRL in the specified directory and start or
restart the Web server, you can apply the CRL during the client authentication with
SSL. When the CRL issued from the same CA (including the CRL in the directory
specified with the SSL CRL PEM Path directive) is stored multiple times, the CRL with
latest date is applicable. The Web server does not start when directory contains afile
other than the CRL of the DER format.

Location where you can code
httpsd.conf, <VirtualHost>

Specification example
SSLCRLDERPat h " <Cosmi nexus-instal |l ation-directory>/httpsd/
conf/ssl/crl/DER'

Specify the directory in which the CRL file of the DER format is stored.

(31) SSLCRLPEMPath path-name

(a)

Contents

This directive specifies the directory that stores the CRL of the PEM format with an
absolute path. If you store the required CRL in the specified directory and start or
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restart the Web server, you can apply the CRL during the client authentication with
SSL. When the CRL issued from the same CA (including the CRL in the directory
specified with the SSL CRL DERPath directive) is stored multiple times, the CRL with
latest date is applicable. The Web server does not start when directory contains afile
other than the CRL of the PEM format.

(b) Location where you can code
httpsd.conf, <VirtualHost>

(c) Specification example
SSLCRLPEMPat h "<Cosmi nexus-installation-directory>/httpsd/
conf/ssl/crl/PEM

Specify the directory in which CRL file of the PEM format is stored.
(32) SSLDenySSL
(@) Contents

Specify thisdirective to prohibit the SSL access. When you specify thisdirective, and
even if the SSL is enabled with the SSLEnable directive, access from httpsis denied
with the status code 403 Forbidden. The operations contrary to the SSL RequireSSL
directive take place.

(b) Location where you can code
httpsd.conf, <VirtualHost>, <directory>, .htaccess
(c) Overwrite permission
Filelnfo level
(33) SSLDisable
(@) Contents

This directive disablesthe SSL. The default value is the SSLEnable directive (SSL is
enabled). Specify this directive to disable the SSL for a specific host with the virtual
host.

(b) Location where you can code
httpsd.conf, <VirtualHost>
(34) SSLEnable
(@ Contents

Thisdirective enablesthe SSL. By default, the SSL is enabled unless the SSL Disable
directiveis specified.
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Location where you can code
httpsd.conf, <Virtual Host>

(35) SSLExportCertChainDepth value

(@)

(b)

(c)

~((0- 9))<<0>>
Contents

In the case of performing the SSL client authentication, specify this directive when
setting the certificate from the CA that issued the client certificatesin the environment
variable SSL_CLIENT_CERT_CHAIN_n, up to the root CA. The maximum
specification valueisn. This directive is enabled only when the
SSLExportClientCertificates directive is specified. Asthe specified number of CA
certificates are cached in the gcache server, you can use the cache effectively by
specifying only the required number of CGI programs or Servletsin this directive.
However, when some of the cached certificates are del eted due to memory restrictions
and cannot be acquired, only those certificates that could be acquired are set in the
environment variable.

0:
Environment variable is not set.
1-~9:

Numbers are allocated from the CA close to the client in a sequence and the
environment variable is set. In the environment variable, the Base64 encoded
value of the certificate in the DER format is set. Number of byteswhen a
certificate is encoded in Base64, is around 1K B.

Location where you can code
httpsd.conf, <Virtual Host>
Specification example

This example describes a certificate chain called the 'Root CA-Lower CA-Client
certificate'. In this case, the relationship between the environment variables and the
certificatesis as follows:

Environment variable Certificate
SSL_CLIENT_CERT Client certificate
SSL_CLIENT_CERT_CHAIN_1 Lower CA certificate
SSL_CLIENT_CERT_CHAIN_2 Root CA certificate

Specify the directive in the following format to acquire al environment variables and
certificate chains:
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SSLExportCientCertificates
SSLExport Cert Chai nDepth 2 Specify the value of 2 or nore

(36) SSLExportClientCertificates

(@)

(b)

Contents

In the case of performing the SSL client authentication, specify this directive when
setting the client certificate in the environment variable SSL_CLIENT_CERT. In the
environment variable SSL_CLIENT_CERT, set the Base64 encoded value of the
certificate in DER format

Location where you can code
httpsd.conf, <VirtualHost>, <Directory>, .htaccess

(37) SSLFakeBasicAuth

(@)

(b)

()
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Contents

Along with the SSL client authentication functionality, specify the settings such that
the Basic authentication is possible only by presenting the client certificate without
entering user ID and password in the Web browser. Code the Subject and the password
of X509 client certificate in the file specified with the AuthUserFile directive. The
password is always fixed to the following values ("password" is encrypted in both):

* UNIX Version: "xxj31ZMTZzkVA"

*  Windows Version: "{ SHA} W6ph5M m5Pz8Ggi UL bPgzG37mj9g="
Location where you can code
httpsd.conf, <VirtualHost>
Specification example

The following shows the value of the Subject field in the certificate that is displayed
by thecertutil command.
Subj ect :
EMAI L=user nane@ser host , CN=user nane, OU=Sof t war e, O=HI TACHI , L
=Yokohana- shi , ST=Kanagawa, C=JP

In this case, the file specified with the AuthUserFile directive is specified as follows:

In UNIX Version
[ C=JP/ ST=Kanagawa/ L=Yokohama- shi / O=Hl TACHI / OU=Sof t war e/
CN=user nane/ EMAI L=user nane@iser host : xxj 31ZMrzzkVA

In Windows Version

[ C=JP/ ST=Kanagawa/ L=Yokohama- shi / O=Hl TACHI / OU=Sof t war e/
CN=user nane/

EMAI L=user nane@iser host : { SHA} Wb ph5MbPz8CGgi ULbPgz G37nj 9g=
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Subject islogged in the u specification of the LogFormat directive.

If the authentication fails, the Web server responds with the status code 401
Authorization Required.

(38) SSLProtocol protocol-name [protocol-name ...]
~<<All>>
(a) Contents
This directive specifies the version of SSL protocol that is used.
You can specify the following values as protocol name:
SSLv3: Usethe SSL protocol version 3.
TLSv1: Usethe TLS protocol version 1.0.
TLSv1l: Usethe TL S protocol version 1.1.
TLSv12: Usethe TLS protocol version 1.2.
All: Use al the above-mentioned protocols.
(b) Location where you can code
httpsd.conf, <VirtualHost>
(39) SSLRequireCipher encryption-type [encryption-type ...]
(a) Contents

This directive denies the access to encryption types other than the specified ones, and
returns the status code 403 Forbidden to the client. For the encryption code that you
can specify, see SS_BanCipher directive.

(b) Location where you can code
httpsd.conf, <VirtualHost>, <Directory>, .htaccess
(c) Overwrite Permission
Filelnfo level
(40) SSLRequiredCiphers encryption-type [:encryption-type ...]
(a) Contents

This directive specifies the encryption types that you can use in the SSL
communication. If the encryption types specified in this directive and the encryption
typesthat the client can use match, the Web server establishesthe SSL. communication
and recelvesthe HT TP requests. If encryption types do not match, the Web server does
not establish the SSL communication or receive the HTTP request. For details on the
encryption types that you can specify, see SSLBanCipher directive.
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(b)

(c)

Location where you can code
httpsd.conf, <VirtualHost>

Specification example
SSLRequi r edCi phers
RC4- MD5: RCA- SHA: DES- CBC3- SHA: AES128- SHA: AES256- SHA

(41) SSLRequireSSL

(@)

(b)

()

(d)

Contents

Specify thisdirective when allowing the access only through SSL. When this directive
isspecified, evenif the SSL isdisabled with the SSL Disabledirective, accessfrom http
is denied with the status code 403 Forbidden. This directive prevents the exposure of
the contents due to carelessly disabled SSL in the coding locations of different
directives.

Location where you can code

httpsd.conf, <VirtualHost>, <Directory>, .htaccess
Overwrite permission

Filelnfo level

Specification example
<Virtual Host 172.17.40. 10: 443>
SSLDi sabl e

' <Direct ory /secure/dir>
SSLRequi r eSSL

</Directory>
</ Vi rtual Host >

Thisexample allowsthe http accessto the port 443 of 172.17.40.10 host but deniesthe
access to directory /secure/dir. The Web server responds with the status code 403
Forbidden for the http access to /secure/dir directory.

(42) SSLSessionCacheTimeout value

(@)

(b)
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~((1 - 2147483647))<<3600>> (Unit: Second)
Contents

This directive sets the validity period (in seconds) for the data such as the session ID
that is maintained by the Web server, or in SSL session control cache server gcache.

Note

Set the validity periodin such away that it does not exceed January 19, 2038, 03:14:07
of the Greenwich Mean Time (GMT).
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(c) Location where you can code
httpsd.conf, <Virtual Host>
(d) Specification example
SSLSessi onCacheTi meout 3600
(43) SSLSessionCacheSize {size | max}
~((0 - 2147483647))<<16777216>> (Unit: Bytes)
(&) Contents

In UNIX version, this directive sets the upper limit for the memory size in bytes, for
the data such as session 1Ds cached in the memory of the cache server gcache that
managesthe SSL session. When you set thisdirectiveto 0, gcache server does not start
and hence the session cache does not operate.

In Windows version, this directive specifies the upper limit of session cachesizein
bytes. When 0 is specified, session cache in not implemented.

When max is specified, the upper limit of session cache sizeis not set. For each SSL
session, approximately 200 bytes are used when performing only the server
authentication, and approximately one kilobyte is used when performing the client
authentication also.

(b) Location where you can code
httpsd.conf

(c) Specification example
SSLSessi onCacheSi ze 1024

(44) SSLSessionCacheSizePerChild {size | max} U
~((0 - 2147483647))<<20480>> (Unit: Bytes)
(&) Contents

This directive specifies the upper limit of the memory size for the data such asthe
session IDs that are cached in the server process memory. When you specify max, the
upper limit isnot set.

(b) Location where you can code
httpsd.conf

(c) Specification example
SSLSessi onCacheSi zePer Chil d 1024

(45) SSLVerifyClient{0 | 1| 2}

~<<0>>
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(@)

(b)

()

Contents

Thisdirective specifiesthe settingsfor certificate used during the client authentication.
0: Certificate is not requested.

1: Client can display the certificate. This setting is used to test the operations.

2: Client must display the certificate.

Location where you can code

httpsd.conf, <VirtualHost>

Specification example
SSLVerifydient 2

(46) SSLVerifyDepth number-of-levels

(@)

(b)
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~((0- 10))<<0>>
Contents
Thisdirective specifies the number of levels up to which the certificate chain istraced.

Specify the number of levels for authentication check related to CA certificate chain
used in client authentication. This directive is used to limit the extent up to which the
CA chainisused. Specify minimum two levels since the certificates with
self-signatures are not authenticated. For example:

(Example)
Conditions
* CAlhassigned theroot CA.
» Caertificate 1 signsin root CA.
» Caertificate 2signsin CA1.

Root CA—[ CA1

Certificate 1 (one level from the root CA)

Certificate 2 (two levels from the root CA)

Specifying SSLVerifyDepth

In the above example, specify minimum threelevelsin the SSLVerifyDepth
directive to execute the authentication check for both certificates 1 and 2.
Specify 2in SSLVerifyDepth directive, to enable the authenti cation check for
certificate 1 but not for certificate 2.

Location where you can code
httpsd.conf, <VirtualHost>
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(c) Specification example
SSLVeri fyDepth 10

(47) StartServers number-of-processes U
~((0 - 1024))<<5>>
(a) Contents

Thisdirective specifies the number of server processes when you start the Web server.
For details on the other directives related to the number of processes, see 4.1
Relationship between processes and directives of Cosminexus HTTP Server.

(b) Location where you can code
httpsd.conf

(c) Specification example
Start Servers 5

6.2.8 Directives starting with T and U
(1) Timeout time
~((0 - 65535))<<300>> (Unit: Seconds)
(a) Contents

The Timeout directive specifies the following waiting timesin seconds. If 0 is
specified, the waiting time is 0 seconds.

When the Web server isreceiving requests from the client, this directive specifies
the waiting timefor receiving the request when the datais not received (receiving
the HTTP protocol after establishing the connection).

When the Web server is sending a response to the client, this directive specifies
the waiting time for sending the response when the data cannot be sent.

When the Web server is sending arequest to a CGI program, this directive
specifies the waiting time for sending the request when the data cannot be sent.

The waiting time for receiving a response after sending the request to a CGl
program.

When the Web server is receiving the response from CGI program, this directive
specifies the waiting time to receive the request when the data is not received.

The waiting time after receiving aresponse from the CGI program until the I/O
pipeis closed

When using areverse proxy, the waiting time after data could not be transmitted
while sending arequest to the backend server
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» When using areverse proxy, the waiting time until a responseisreceived after a
reguest is sent to the backend server

» When using areverse proxy, the waiting time after data could not be received
while receiving a request from the backend server

(b) Location where you can code
httpsd.conf

(c) Specification example
Ti meout 300

(2) ThreadsPerChild number-of-threads ‘W

~((1 - 1024))<<40>>
(a) Contents

This directive specifies the number of threads to be started as a server. The number of
specified threads denotes the maximum number of concurrent server connections.

(b) Location where you can code
httpsd.conf

(3) TraceEnable {On | Off | extended}
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(a) Contents
This directive specifies whether to deny the requests from the TRACE method.

On: Grants permission to the request from the TRACE method. However, when the
request body isadded, the Web server respondswith the status code 413 Request Entity
Too Large.

Off: Denies the request from the TRACE method. When request is from the TRACE
method, the Web server responds with the status code 403 Forbidden.

Extended: Grants permission to requestsfrom the TRA CE method. Grants permission
evenif therequest body has been added. However, the upper limit of the size of request
bodies other than request bodies from areverse proxy is 64 KB.

(b) Location where you can code
httpsd.conf, <VirtualHost>

(c) Specification example
TraceEnable O f
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(4) TransferLog {file-name | pipe}

(@)

(b)

(c)

Contents

Thisdirective specifiesafilein which thelog is stored or a program that outputs log.
You can specify the log format with the LogFormat directive that does not specify a
label name.

If you specify the log format in the LogFormat directive, an | Pv6 address and the host
name corresponding to the IPv6 address can be output. For details on the formats that
you can specify, see the CustomLog directive.

If the log format is not specified in the LogFormat directive, thelog is output in a
standard log format.

file-name: Specifies afile name that storesthe log. In file name, you can specify the
absolute path or the relative path from the specified value of the ServerRoot directive.

pipe: Specifiesaprogram that receives the log information from the standard input in
"| Program name" format. For more details regarding the notes on Windows version,
see CustomLog directive.

Location where you can code
httpsd.conf, <VirtualHost>

Specification example

TransferLog "| ¥" ¥"<Cosmi nexus-installation-directory>/httpsd/
shin/rotatel ogs. exe ¥" ¥ "<Cosnminexus-installation-directory>/
htt psd/ | ogs/ access ¥" 86400 ¥ ""

Use the rotatel ogs program to divide and collect the log every 24 hours.

(5) TypesConfig file-name

(@)

(b)

(c)

~<<conf/mime.types>>
Contents

This directive specifies the settings file that defines the relationship between the file
extension and contents type (MIME type). In file name, you can specify the absolute
path or the relative path from the specified value of the ServerRoot directive.

Location where you can code
httpsd.conf

Specification example
TypesConfig conf/m ne.types

The settings file for MIME types is mime.types
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(6) UnsetEnv environment-variable [environment-variable ...]

(@)

(b)

()

(d)

Contents

The UnsetEnv directive specifies the environment variables to delete from the
environment variablesto be passed to CGI scripts that are specified in the SetEnv or
PassEnv directive.

Location where you can code

httpsd.conf, <Virtual Host>, <Directory>, .htaccess
Overwrite permission

Filelnfo level

Specification example
Unset Env MY_ENV

(7) UseCanonicalName {On | Off | dns}
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(@)

(b)

Contents

This directive specifies the generation method of the standard name of the server. The
standard name of the server is set in the URL and the SERVER_NAME and
SERVER_PORT of the environment variable that refer to local server.

On: The standard name of server is created from the ServerName directive value and
issetinthe URL and environment variable that refer to thelocal server. When you use
the | P address to specify the VirtualHost, specify the ServerName in the VirtualHost
block. When the ServerName is not specified in the block, acquire the host name from
the IP address.

Off: The standard name of the server is created from the host name and the port
number that is provided from the client by the Host header, and is set in the URL and
environment variable that refersto thelocal server. However, when Host header is not
provided, the standard name is created using the ServerName directive and the port
name that is used in the actual connection.

dns: Thisoptionisfor the old client that does not have the Host header. When
specifying this option, the standard name of the sever is created using the host name
extracted from the server ip address received from the client and the port number used
inthe actual connection, and setinthe URL and environment variablethat refersto the
local server.

Note that |Pv6 addresses are supported when the On, O f, or dns option is selected.
Location where you can code
httpsd.conf, <VirtualHost>, <Directory>
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(8) User user-name U

(@)

(b)

(c)

~<<H-1>>

Contents

This directive specifies the user name when server process is running.
Location where you can code

httpsd.conf

Specification example
User nobody

(9) UserDir {directory-name | disabled [user-name [user-name ...]]}

(@)

~<<public_html>>(UNIX Version)
~<<disabled>>(Windows Version)
Contents

Thisdirective specifiesalocation on the server that isreleased for the request to /~user
name/ from the Web browser as the directory name. When you set this directive as
disabled, you can specify the user to whom the Web contents are not disclosed.

Specify the directory name using the relative path or the absolute path.
In Windows version, only the absolute path is valid.
directory-name:

» When specified by the relative path

This option specifies alocation when the users with the user IDs on the server
rel ease the Web contents under the user home directory. When there is a request
for the /~user name/, the Web server accesses the "home directory of user/
directory name".

»  When specified by absolute path

This option specifies alocation for the user directory. When thereis arequest for
/~user name/, the Web server accesses the "directory name/user name".

disabled:

This option specifies a user that does not release Web contents for the request to
the /~user name/ from Web browser. The directory name to be accessed is not
changed for the request of the specified user name. When the user name is not
specified, di sabl ed isset for all users.
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(b) Note

» When you specify the directory name using multiple UserDir directives, the
directory name specified later overwrites the earlier specifications.

* You can specify the user names to be specified in di sabl ed using multiple
UserDir directives.

(c) Location where you can code
httpsd.conf, <VirtualHost>
(d) Specification example

(Example 1)
UserDir public_htm

If home directory of user userl is/homef/userl, access /home/userl/public_html/
index.html in the request http://host name [:port number]/~userl/index.html.

(Example 2)
UserDir /home
UserDir disabl ed user3
UserDir disabl ed user4 user5

Access /home/userl/index. html in the request http://host name [:port number]/
~userl/index.html. However, you cannot access /home/user3/index.html in the
reguests http://host name [:port number]/~user3/index.html, since user3 is
disabled. The access regarding user4 and user5 are similar to user3.

(Example 3)
UserDir di sabl ed

Specify di sabl ed for al users.
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A. Status codes

The following table describes the status codes that Cosminexus HTTP Server returns
to the Web browser. The status code is returned by HTML charset=1SO-8859-1.

When Cosminexus HTTP Server returns a status code to the Web browser, an error
message is also generated automatically according to the status code and is returned as
HTML encoded in 1SO-8859-1.

Table A-1: List of status codes

Status code

Contents

100 Continue

Client can continue reguests.

200 OK

Normal Exit

204 No Content

The request has ended normally, but there is no resource to return.
The Web server generates the status code as per specifications of the
ImapDefault nocontent directive.

206 Partial Content

Returns the partial resource.
The Web server generates the status code when partial contents are
returned to the Partial GET request that uses the client Range header.

300 Multiple Choices

Multiple pages can be made available.

301 Moved Permanently

The resource is moved permanently.

The Web server generates this status code based on the request http://
Host-name [:Port-number]/Directory-name for the directory that is not
closed by adlash, and as per specifications of the Redirect permanent
directive.

302 Found

The resource is moved temporarily.
The Web server generates the status code based on specifications of the
Redirect temp directive.

303 See Other

The resource is moved.
The Web server generates the status code based on specifications of the
Redirect see other directive.

304 Not Modified

The requested contents are not changed.
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Status code

Contents

400 Bad Request

The request has a syntax error.
This status code is generated when:
¢ A wrong header is specified.
e Thereisno host header in HTTP/1.1.
¢ The number of requested headers exceeds the value of the
Li m t Request Fi el ds directive.
« The CONNECT method was used to send a request to a static content
file or a CGI program located on the Cosminexus HTTP Server.

401 Authorization Required

Authentication is required to access resources. This status code occurs
when access is controlled by the AuthName directive or AuthUserFile
directive.

403 Forbidden Accessto the resource is forbidden.
The Web server generates this status code when access is denied by the
access control or thereis arequest to execute the CGI program without
execution permission.

404 Not Found The resourceis not found.

The Web server generates this status code when there is arequest for a
file that is not on the server.

405 Method Not Allowed

The client uses a method that is not allowed.

For static content files on the Cosminexus HTTP Server, GET, HEAD,
POST, OPTI ONS, and TRACE are usable methods. In CGI programs,
usable methods depend on the implementation of the CGI program.

406 Not Acceptable The client cannot respond as per the type specified in the Accept header.
408 Request Time-out The request has timed out.
410 Gone The client cannot use the resource permanently.
The Web server generates this status code based on specifications of the
Redirect gone directive.
411 Length Required Client needs to specify the Content-L ength header.

412 Precondition Failed

Conditions specified in the If-Unmodified-Since header or in the
If-Matched header of the client do not match.

413 Request Entity Too Large

The request body sizeis very large and the server cannot process it.
The Web server generates this status code when the length of the request
body is larger than the length specified in the LimitRequestBody
directive.

414 Request-URI Too Large

The request URI isvery large and the server cannot process it.

The Web server generates this status code when the length of the URI
that includes the inquiry character string is larger than the length
specified in the LimitRequestLine directive.
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Status code

Contents

416 Requested Range Not Satisfiable

The specification range of the Range header exceeds the corresponding
resource range. The Web server generates this status code when all the
following conditions are fulfilled:
¢ Therequest includes the Range header field.
« The specified value of the field range does not overlap the current
range of the selected resource.
¢ Therequest does not includethefield of the If-Range request header.

417 Expectation Failed

The extension of Expect request header field is not received.

500 Internal Server Error

An Error has occurred on the Web server.

The Web server generatesthis status code when thereisaproblemin the
CGI program and when an error occurs in the access control file

(. ht access). The detailed information is output in the error log.

501 Method Not Implemented

The request was for an unsupported method.

502 Bad Gateway

The proxy server has received an incorrect request.

503 Service Temporarily Unavailable

The server cannot process the current request due to overloading.

506 Variant Also Negotiates

An internal deployment error occurs in the server.

#

The status codes mentioned in this table and other status codes are output from
the top level CGI programs integrated with Cosminexus HTTP Server. In such
cases, see the manuals of the respective programs.

When using the reverse proxy, status codes 400 Bad Request, 403 Forbidden, and
502 Bad Gateway may become status codes 400 Proxy Error, 403 Proxy Error,
and 502 Proxy Error.
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B. Environment variables passed to CGI programs

TableB-1, Table B-2, and Table B-5 describe thelist of environment variablesthat the
Web server passes to the CGI programs. Table B-3 and Table B-4 describe examples
of SSL_SERVER_element and SSL_SERVER _|_element. There may be cases when
environment variables coded here are not set and the environment variablesthat are not
coded here are set, depending upon the platform, client settings, request format, and
directive settings of the Web server. Server names, domain names, and mail addresses
mentioned in the table are false values.

Table B-1: List of environment variables

Environment variable name Contents Example
AUTH_TYPE Authentication type in the user Basic
authentication
COMSPEC Executable file of the command C:\WINNT\system32\cmd.exe
prompt
CONTENT_LENGTH Number of data bytes, when the 20
reguest from client is POST
CONTENT_TYPE Contents type, when the request application/
from client is POST x-www-form-urlencoded
DOCUMENT_ROOT Specification value of the <Cosminexus-install-directory>/
DocumentRoot directive httpsd/htdocs
GATEWAY _INTERFACE CGl version CGl/1.1
HTTP_ACCEPT Value of the Accept header that the | image/gif, image/x-xbitmap,
client displays image/jpeg, image/pjpeg, image/
png’ */*
HTTP_ACCEPT_CHARSET Valueof the Accept-Charset header | Shift_JIS*,utf-8
that the client displays
HTTP_ACCEPT_ENCODING Value of the Accept-Encoding ozip
header that the client displays
HTTP_ACCEPT_LANGUAGE Value of the Accept-Language jafr, en,it
header that the client displays
HTTP_CONNECTION Value of Connection header thatthe | Keep-Alive
client displays
HTTP_HOST Value of the Host header that the www.hws.hitachi.co.jp:8080
client displays
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Environment variable name Contents Example
HTTP_PRAGMA Value of the Pragmaheader that the | no-cache
client displays
HTTP_REFERER Value of the Referer header that the | http://

client displays

www.hws.hitachi.co.jp:8080/
test.html

HTTP_USER_AGENT

Value of the User-Agent header that
the client displays

Mozillal4.73 [ja] (WinNT; U)

PATH PATH information on Web server C:\WINNT\system32; C:\WINNT;
C\WINNT\System32\Whbem
PATH_INFO The part after the CGI scriptina [dirl/filel

URL

PATH_TRANSLATED

PATH_INFO value converted into
the file system

<Cosminexus-install-directory>\ht
tpsd\htdocs\dir1\filel

QUERY_STRING

Query String sent from the client

queryl=a& query2=b

REMOTE_ADDR Client address 172.17.XX.XX
REMOTE_HOST Host name of the client (except Hostxxx
when the Hostnamelookupsis Of
and the host name is resolved)
REMOTE_IDENT Client ID Unknown
REMOTE_PORT Port number of the client 2298
REMOTE_USER Authenticated user name whenthe | Userxxx
reguest is authenticated
REQUEST_METHOD HTTP method sent by the client GET
REQUEST_URI Request URI sent by the client [cgi-bin/

test-cgi 2query1=a& query2=b

SCRIPT_FILENAME

File name of the requested CGI
script

<Cosminexus-install-directory>/
httpsd/cgi-bin/test-cgi

SCRIPT_NAME The URI of the requested CGI [cgi-bin/test-cgi
script
SERVER_ADDR The |P address of the Web server 172.17 XX.XX

SERVER_ADMIN

Specified valueof the ServerAdmin
directive

www-admin@server.example.com

SERVER_NAME

Host name of the Web server
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SERVER_PORT

The port name of the Web server

8080

SERVER_PROTOCOL

HTTP version that the client
displays

HTTP/1.0

SERVER_SIGNATURE

Signature of the Web server
(including the HTML tag)

<ADDRESS>Cosminexus HTTP
Server 09-00 at www.example.com
Port 8080</ADDRESS>

SERVER_SOFTWARE

Program name of the Web server

Cosminexus HTTP Server 09-00

SYSTEMROOT System directory C:\WINNT
TZ Time zone of the Web server JST-9
WINDIR System directory C\WINNT

Table B-2: List of environment variablesfor SSL communication

Environment variable name Contents Example
HTTPS Displaysthe secure communication. | On
HTTPS_CIPHER SSL encryption type RC4-MD5
HTTPS_KEYSIZE Number of bits of the key for the 128

symmetric key cryptography
HTTPS_SECRETKEY SIZE Number of valid bits amongst the 128
bitsof thekey for the symmetric key
cryptography
SSL_CIPHER SSL encryption type (similar tothe | RC4-MD5
HTTPS_CIPHER)
SSL_PROTOCOL_VERSION SSL protocol version SSLv3

SSL_SERVER DN

Distinguish Name of the subject of
the SSL server certificate

/C=JP/ST=Kanagawa/
L=Yokohama-shi/O=HITACHI/
OU=WebSite/
CN=www.hws.hitachi.co.jp/
EMAIL=www-admin@hws.hitach
i.co.jp

SSL_SERVER_ELEMENT

Each element of the Distinguish
Name of the SSL server certificate
subject

Table B-3 shows an example of
when SSL_SERVER DN isas
shown above.

SSL_SERVER_| DN

Distinguish Name of the SSL server
certificate issuer

/C=JP/ST=Kanagawa/
L=Yokohama-shi/O=LOCAL-CA/
OU=cal/CN=cal.hitachi.co.jp/
EMAIL=ca-admin@cal.hitachi.co
4P
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Environment variable name

Contents

Example

SSL_SERVER_|_ELEMENT

Each request of the Distinguish
Name of the SSL server certificate
issuer

Table B-4 shows an example of
when SSL_SERVER | DNisas
shown above.

SSL_SESSION_ID

SSL session ID (hexadecimal)

F968F8D7075B76587F35931DC5
94D3E3

SSL_MES VERSION

MES version

MES 3.2.2.2 27-July-2010

Table B-3: Examplesof SSL_SERVER_ELEMENT

Environment variable name

Contents

Example

SSL_SERVER C

Country Name of the subject of the
SSL server certificate (Web server)

JP

SSL_SERVER_CN

Common Name of the SSL server
certificate subject

www.hws.hitachi.co.jp

SSL_SERVER_EMAIL

E-Mail address of the SSL server
certificate subject

www-admin@hws.hitachi.co.jp

certificate subject

SSL_SERVER L Locality Name of the SSL server Yokohama-shi
certificate subject

SSL_SERVER_O Organization Name of the SSL HITACHI,Ltd.
server certificate subject

SSL_SERVER_OU Organization Unit Nameof theSSL | WebSite
server certificate subject

SSL_SERVER_ST State Name of the SSL server Kanagawa

Table B-4: Examplesof SSL_SERVER | _ELEMENT

certificate issuer

Environment variable name Contents Value
SSL_SERVER_|_C Country Name of the SSL server P
certificate issuer
SSL_SERVER |I_CN Common Name of the SSL server cal.hitachi.co.jp

SSL_SERVER_|_EMAIL

E-Mail address of the SSL server
certificate issuer

ca-admin@cal.hitachi.co.jp

SSL_SERVER | L

Locality Name of the SSL server
certificate issuer

Yokohama-shi
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Environment variable name

Contents

Value

SSL_SERVER | O

Organization Name of the SSL
server certificate issuer

LOCAL-CA

SSL_SERVER_|_OU Organization Unit Nameof theSSL | cal
server certificate issuer
SSL_SERVER_|_ST State Name of the SSL server Kanagawa

certificate issuer

Table B-5: List of environment variables when authenticating the SSL client

Environment variable name

Contents

Example

SSL_CLIENT_CERT

SSL client certificate
(DER-BASE64 format)

The setting of the

SSL ExportClientCertificates
directiveis required.

"MIIDrTCCAXagAwI BAgIBAjA
NBgkghkiGOWOBAQQFADCBIZE
LMAKGA1UEBhMCSIAX..."

SSL_CLIENT_CERT n

CA certificate starting from the CA
that issuesthe SSL client certificate
up to the root CA (nisapositive
integer value displaying the
number of chains) (DER-BASE64
format)

The setting of the

SSL ExportCertChainDepth
directiveisrequired.

"MIIDrTCCAxagAwI BAgIBAjA
NBgkghkiGOWOBAQQFADCBIZE
LMAKGA1UEBhMCSIAX..."

SSL_CLIENT_DN

Distinguish Name of the SSL client
certificate subject

/C=JP/ST=Kanagawa/
L=Yokohama/O=Hitachi/OU=soft/
CN=c_name/
EMAIL=c_name@soft.hitachi.co.j
p

SSL_CLIENT_Element

Each element of the Distinguish
Name of the SSL client certificate
subject

Table B-6 shows an example of
when SSL_CLIENT_DN isas
shown above.

SSL_CLIENT_|_DN

Distinguish Name of the SSL client
certificate issuer

/C=JP/ST=Kanagawa/
L=Yokohama-shi/O=LOCAL-CA/
OU=cal/CN=cal.hitachi.co.jp/
EMAIL=ca-admin@cal.hitachi.co
Jp

SSL_CLIENT_|_Element

Each element of the Distinguish
Name of the SSL client certificate
issuer

Table B-7 shows an example of
when SSL_CLIENT_I_DN isas
shown above.
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Table B-6: Example of SSL_CLIENT_ELEMENT

Environment variable name Contents Example
SSL_CLIENT_C Country Name of the SSL client Jp
certificate subject
SSL_CLIENT_CN Common Name of the SSL client C_name

certificate subject

SSL_CLIENT_EMAIL

E-Mail address of the SSL client
certificate subject

¢_name@soft.hitachi.co.jp

SSL_CLIENT_L Locality Name of the of SSL client | Yokohama
certificate subject

SSL_CLIENT_O Organization Name of the SSL Hitachi
client certificate subject

SSL_CLIENT_OU Organization Unit Nameof theSSL | Soft
client certificate subject

SSL_CLIENT_ST State Name of the SSL client Kanagawa

certificate subject

Table B-7: Examplesof SSL_CLIENT | ELEMENT

Environment variable name Contents Example
SSL_CLIENT_I_C Country Name of the SSL client JP
certificate issuer
SSL_CLIENT_I_CN Common Name of the SSL client cal.hitachi.co.jp

certificate issuer

SSL_SERVER_|_EMAIL

E-Mail address of the SSL client
certificate issuer

ca-admin@cal.hitachi.co.jp

SSL_CLIENT_I L Locality Name of the SSL client Yokohama-shi
certificate issuer

SSL_CLIENT_I_O Organization Name of the SSL LOCAL-CA
client certificate issuer

SSL_CLIENT_I_OU Organization Unit Nameof theSSL | cal
client certificate issuer

SSL_CLIENT_I_ST State Name of the SSL client Kanagawa

certificate issuer
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C. System monitoring with HA monitor - high availability system
monitoring (operating a clustering system)

HA monitor, high availability system monitoring, is designed to switch systems
including server programs (hereafter called "servers'), to improve system reliability
and system utilization rates.

Cosminexus HTTP Server can be operated on a clustering system that uses HA
monitor. For details on HA monitor, see the manual High Availability System
Monitoring Function HA Monitor. For details on how to operate required software
(such asthe OS) and related programs (such as CGI programs) for Cosminexus HTTP
Server in a clustering configuration environment, see the documentation for each
program.

HA monitor allows you to operate Web server with minimum outage time of content
delivery due to hardware failure and abnormal software stoppage. You can also
administrate, maintain, and upgrade software without stopping services.

Main failures monitored

Monitored failures (failures detected by HA monitor) can be categorized into two
types depending on where they occur: server failures and system failures.
"System" hereisagenera termfor the entire system, including hardware required
for business processing as well as executed programs and communication
devices. The main failures monitored by HA monitor are as follows:

Type of failure Failure description
Server failure « Logical error on the server
System failure Resource failure (for example, disk device failure)

Hardware failure in the system, or power down
Kernel failure

HA monitor failure

Monitored path failure

System slowdown

C.1 Example of hardware configuration and overview of HA monitor
behavior

When afailure occurs in the system being monitored (hereafter called the active
system), HA monitor switches to the secondary system (hereafter called the standby
system) to continue processing. This functionality is called system switching.

Thefollowing section shows examples of hardware configuration and gives an outline
of the operation.
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(1) Example of a one-to-one system switching configuration
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The following example shows a one-to-one system configuration consisting of an
active system and a standby system.

The configuration consists of active and standby systems connected by aLAN, in
which servers provide services, monitoring paths for the systems to monitor each
other, and areset path for indicating a reset when afailure occursin the active system.
A disk storage device is shared between nodes.

When afailure occursin the active system, HA monitor stops the active system and
switches systems. The shared disk will be mounted onto the standby system. The
following figure shows an example of the one-to-one system switching configuration.

Figure C-1: Example of the one-to-one system switching configuration

Active System Standby System
HA Monitor —@ - HA Monitor
Shared
HTTP Server Disk HTTP Server
Monitoring Path
Active LAN Standby LAN Active LAN Standby LAN
Reset Path
LAN
Active System Standby System
HA Monitor s @— HA Monitor
Shared
ﬁ\/HIZ:» HTTP Server Disk HTTP Server
Failure
— Monitoring Path
Active LAN Standby LAN Active LAN Standby LAN
Reset Path

LAN

System Switching
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(2) Example of a double LAN adapter configuration

HP-UX HA monitor can control adouble LAN adapter configuration in the system.
You can define the LAN adapter used by the servers as a redundant model consisting
of an active system and standby system. With this configuration, HA monitor can
check the state of the LAN at intervalsand if the active LAN adapter fails, HA monitor
automatically switches to the standby LAN adapter.

The following figure shows an example of the double LAN adapter configuration
Figure C-2: Example of the double LAN adapter configuration

Active System

HA Monitor

HTTP Server

Fail
AUre Ctive LAN Standby LAN

Switch

LAN

C.2 Cosminexus HTTP Server settings
To specify Cosminexus HT TP Server settings for HA monitor, follow the steps bel ow:
1. Ingtall Cosminexus HTTP Server onto the local disks of each system.

2. Create aconfiguration file for Cosminexus HTTP Server and distribute it onto
each system.

Note the following points when setting up the server.
(1) For avirtual host

Asaresult of system switching, the server name returned to the client might change.
Therefore, be sure to set the Ser ver Nane directive on virtual hosts.

(2) Specifying IP addresses

Instead of aphysical IP address, use alogical |P address (aias | P address) for the
directives that need an | P address to be specified (<Vi r t ual Host >, Bi ndAddr ess,
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Li st en, and NanmeVi r t ual Host .)
(3) Checking the configuration file syntax

Before starting the HA monitor, run/ opt / hi t achi / ht t psd/ sbi n/ ht t psdct |
confi gt est to make surethat the server settings are correct.

(4) Editing the configuration file

By running ht t psdct| restart orhttpsdctl graceful directly fromthe
command line, you can change the settings of Cosminexus HTTP Server while HA
monitor isin use. Your changes need to be applied to the other system as well.

(5) Operation by using CRL

When operating by using CRL, the same type of CRL as the one being used for the
active system needs to be set for the standby system.

C.3 Creating monitoring commands

In HA monitor, a program needs to be registered that notifies HA monitor of failures
of a server that does not have an interface with HA monitor. Therefore, you need to
create commands to monitor Cosminexus HT TP Server activities when you want
Cosminexus HTTP Server to be monitored even though it does not have interface with
HA monitor. You do not need to create such commandsif the server is not to be
monitored.

In Cosminexus HTTP Server, the execution commands differ from the processes that
actually provides services. For a server to be monitored by HA monitor, define
commands that can actually monitor the processes.

The following example shows how to write a shell script for monitoring Cosminexus
HTTP Server behavior. When afailure occursin Cosminexus HTTP Server, the shell
script stops the process, and terminates its execution at the same time.

(Example)

The shell script ht t psd_noni t or monitors the process IDs stored in the file
specified with the Pi dFi | e directive, and every five seconds checks whether the
Processes are running.

#!'/ bi n/ sh

HHHR R R R R
#

### ALL Rl GHTS RESERVED. COPYRI GHT (C) 2000, 2002, HI TACHI, LTD.
HHHH R
#

HWSI DFI LE=/ opt / hi tachi / httpsd/ | ogs/ htt pd. pid

HWEI TI ME=5

if [ ! -e $HWSIDFILE ]
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t hen
exit 1
fi

HWSI D="cat $HWSI DFI LE’
if [ x$HWBID = "x" ]

t hen

exit 1
fi
while true
do

STATUS="ps -p SHWSBID | grep $HWBID | awk '{print $1}°
if [ x$STATUS = "x" ]
t hen
br eak
fi
sl eep $HWBI TI ME
done

exit O

(1) Notes

Cosminexus HTTP Server provides a process that controls a group of processes that
handl e requests (see 4.1 Rel ationship between processes and directives of Cosminexus
HTTP Server.) In the example above, the script ht t psd_noni t or monitors whether
the control processis running. The script does not monitor the behavior of the
processes that handle requests.

C.4 HA monitor settings

This section explains how to specify HA monitor settings for Cosminexus HTTP
Server and related programs if needed. For more information and points not covered
here, see the manua HA Monitor.

To specify HA monitor settings for Cosminexus HTTP Server.
1. Configure the HA monitor environment.

2. Create ascript that monitors Cosminexus HTTP Server, as well as start and stop
scripts, and distribute them to the systems as necessary.

3. Configure the environment for the HA monitor that is associated with
Cosminexus HTTP Server.

4. Start HA monitor. Then, use HA monitor commands to start Cosminexus HTTP
Server.
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(1) Creating start and stop scripts

You need to create and store start and stop scripts for HA monitor to be able to start
and stop Cosminexus HTTP Server.

(a) Example of a start script
#!/ bi n/ sh
[ opt/hitachi/httpsd/shin/httpsdct]l start

(b) Example of a stop script
#!'/ bi n/ sh
[opt/hitachi/httpsd/shbin/httpsdct]l stop

(2) Configuring the environment for HA monitor that supports Cosminexus HTTP
Server

Inthefileser ver s under the directory for the HA monitor environment
configuration, set up the server configuration. In thisfile, you can set up a start script,
stop script, and monitoring commands.

(@) Example of an environment configuration

An example of an environment configuration for serversis given below. For
parameters and details on the settings, see the manual HA Monitor.

| * exanpl e of envi ronnment confi gurati onfor servers(exanplefor acti vesystem */
server nane / home/ wor k/ hws-start.sh, /* start script */

alias HW5,
acttype noni t or,
t er ncommand / home/ wor k/ hws-stop.sh, /* stop script */
sw tchtype switch,
initial onli ne, /* configuration for

active system */

pat r ol conmand / home/ wor k/ ht t psd_nonitor, /* nonitoring command */
servexec_retry 2,
wai t serv_exec yes;
(3) Notes

When an active system is switched to another system, normal HT TP connections and
connections using SSL are all disconnected, and these are not taken over by the
standby system. In this case, the clients need to be reconnected.

310




D. System monitoring with MC/ServiceGuard (operating a cluster)

D. System monitoring with MC/ServiceGuard (operating a cluster)

MC/ServiceGuard is a Hewlett-Packard software product for building clustering
systems. Cosminexus HTTP Server can be operated on a clustering system using MC/
ServiceGuard. For details on MC/ServiceGuard, see the M C/ServiceGuard
documentation. Also, for detail s on how to operate required software (such asthe OS)
and related programs (such as CGI programs) for CosminexusHTTP Server in a
clustering configuration environment, see the documentation for each program.

M C/ServiceGuard allows you to operate a Web server with minimum content-delivery
outage times caused by hardware failures or abnormal software stoppages. You can
also administer, maintain, and upgrade software without stopping services.

Main failures monitored

The main failures monitored by MC/ServiceGuard are as follows:
* LAN failures
» Resource failures (system processor, disk, interface)
» Abnormal software stops

D.1 Example of hardware configuration and overview of MC/
ServiceGuard behavior

When MC/ServiceGuard detects afailure in amonitored system (hereafter called the
primary system), it switches processes to the secondary system (hereafter called the
standby system) to continue services. Thisfunction is called failover. Behavior of a
failover differs depending on whether the modeisin local node operation or multiple
node operation. Examples of hardware configuration and an overview of failover for
the respective operations are as follows.

(1) Example of local node operation

The following example shows a double LAN configuration, one LAN isthe primary
LAN and the other isthe standby LAN. Supported LAN cards are connected to each
LAN.

In this configuration, when afailure occursin the primary LAN card, the connection
will be switched to the standby LAN card that resides on the same node. Thefollowing
figure shows an example of local node operation.
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Figure D-1: Example of local node operation
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(2) Example of multiple node operation
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The example below shows a double LAN configuration.

One LAN isthe primary LAN and the other isthe standby LAN, and supported LAN
cards are connected to each node. Thisis adouble LAN communication line
configuration consisting of either a heartbeat-dedicated LAN or a heartbeat line using
RS232 signals, in addition to the primary LAN. The disk storage device is shared
between nodes.

If afailure occursinthe primary node and M C/ServiceGuard determinesthat afailover
to another node is needed, M C/ServiceGuard stops the primary system and starts the
package on the standby system to continue services. The shared disk ismounted onthe
standby system. The following figure shows an example of multiple node operation.
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Figure D-2: Example of multiple node operation (M C/ServiceGuard)
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D.2 Cosminexus HTTP Server settings

To specify Cosminexus HTTP Server settings for MC/ServiceGuard, follow the steps
below.Install Cosminexus HTTP Server onto alocal disk at each node.

1

4,

Create a script for monitoring Cosminexus HT TP Server, as needed.

For details on creating scripts, see Appendix D.3 Creating a monitoring script.
Set up MC/ServiceGuard.
For details on setting up M C/ServiceGuard, see Appendix D.4 MC/ServiceGuard

settings.

To each node, distribute the Cosminexus HTTP Server configuration file, the
monitoring script that you created in the previous step, and the script for
controlling M C/ServiceGuard packages.

Start MC/ServiceGuard.
Note the following points when configuring environments.
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(1) For avirtual host

Asaresult of afailover, the server namereturned to the client might change. Therefore,
be sure to set the Ser ver Nanme directive on virtual hosts.

(2) Specifying IP addresses

Instead of a stationary |P address (which cannot be moved to another node), use a
relocatable 1P address (which is assigned to a package and can be moved to another
node) for the directives that need an | P address to be specified (<Vi r t ual Host >,
Bi ndAddr ess, Li st en, and NaneVi r t ual Host .)

(3) Checking the configuration file syntax

Before starting M C/ServiceGuard, run/ opt / hi t achi / ht t psd/ sbi n/ ht t psdct |
confi gt est to make surethat the server settings are correct.

(4) Editing the configuration file

By running ht t psdct| restart or httpsdct| graceful directly fromthe
command line, you can change the settings of Cosminexus HTTP Server while MC/
ServiceGuard isin use. Your changes need to be applied to the other nodes as well.

(5) Operation by using CRL

In the standby node, you need to set the same type of CRL as the one being used for
the primary node.

D.3 Creating a monitoring script

In MC/ServiceGuard, to enable software to be monitored, the execution command
must bethe same asthe actual service name, and that process must be running until the
service ends.

In Cosminexus HTTP Server, the execution commands differ from the processes that
actually provides services. For a server to be monitored by MC/ServiceGuard, create
ascript that can actually monitor the processes.

However, if aserver isnot monitored, or operation is only within thelocal node where
no process will fail over to another node, you do not need to create scripts.

The following example shows how to write a shell script for monitoring Cosminexus
HTTP Server behavior. When afailure occursin Cosminexus HTTP Server, the shell
script stops the process, and terminates its execution at the same time.

(Example)

The shell script ht t psd_noni t or monitors the process IDs stored in the file
specified with the Pi dFi | e directive, and every five seconds checks whether the
process is running. Specify the Pi dFi | e directive value in the form of an
absolute path as an argument.

#!/ bi n/ sh

314



(1) Notes

D. System monitoring with MC/ServiceGuard (operating a cluster)

HWBI TI ME=5
if [ $# -ne 1]
t hen
exit 1
fi

HWEI DFI LE=$1

if [ ! -e $HWSI DFI LE ]
t hen

exit 1
fi

HWSI D="cat $HWBI DFI LE
if [ xX$HWBI D = "x" ]
t hen
exit 1
fi

while true
do

STATUS="ps -p $HWSI D |
if [ x$STATUS = "x" ]

t hen
br eak
f
sl eep $HWBI TI ME
done

exit O

grep $HWSID | awk '{print $1}'

Cosminexus HTTP Server provides a process that controls a group of processes that
handlerequests. (see 4.1 Relationship between processes and directives of Cosminexus
HTTP Server.) In the example above, the script ht t psd_noni t or monitors whether

the control processis running. The script does not monitor the behavior of the

processes that handle requests.
D.4 MC/ServiceGuard settings

Define Cosminexus HTTP Server, and related programs as necessary, for the
packages. For more information and points not covered here, see the MC/

ServiceGuard documentation.

(1) Cluster configuration and package configuration
Examples of a cluster configuration and package configuration are as follows.
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(a) Example of a cluster configuration
CLUSTER_NAME cl usterl
FI RST_CLUSTER _LOCK_VG / dev/ vg01l
NODE_NAME ori gi nal _node
NETWORK | NTERFACE | an0
HEARTBEAT I P 172.16.1.1
FI RST_CLUSTER LOCK PV /dev/ dsk/ clt 2d0
NODE_NAME adoptive node
NETWORK | NTERFACE | an0
HEARTBEAT | P 172.16.1.2
FI RST_CLUSTER _LOCK_PV / dev/ dsk/ c1t 2d0
HEARTBEAT _| NTERVAL 1000000
NODE_TI MEQUT 2000000
AUTO_START_TI MEQUT 600000000
NETWORK _POLLI NG_| NTERVAL 2000000
MAX_CONFI GURED_PACKAGES 10
VOLUME_GROUP / dev/ vg01

(b) Example of a package configuration
PACKAGE _NAME Cosni nexusHTTPSer ver
FAI LOVER_PQOLI CY CONFI GURED_NODE
FAI LBACK_PQOLI CY MANUAL
NODE_NAME ori gi nal _node
NODE_NAME adoptive node
RUN_SCRI PT /etc/cntl ust er/ Cosm nexusHTTPSer ver/ control . sh
RUN_SCRI PT_TI MEQUT NO_TI MEOUT
HALT_SCRI PT /etc/cntl ust er/ Cosm nexusHTTPSer ver/ control . sh
HALT_SCRI PT_TI MEQUT NO_TI MEQUT
SERVI CE_NAME htt psd_check
SERVI CE_FAI L_FAST_ENABLED NO
SERVI CE_HALT_TI MEQUT 300
SUBNET 172.16.1.0
PKG_SW TCHI NG_ENABLED YES
NET_SW TCHI NG_ENABLED YES
NODE_FAI L_FAST_ENABLED NO

(2) Writing a package control script

This section explains how to write a package control script when you want
Cosminexus HTTP Server to be monitored. For cases other than those described
below, the settings differ based on the system.

(@) Storing a script

Storethe shell script ht t psd_noni t or you have created as a service to be monitored
by MC/ServiceGuard. The following example assumesthat ht t psd_noni t or is
stored in/ opt/ hi t achi / ht t psd/ bi n.

Note that the same value for the Pi dFi | e directive specified in Cosminexus HTTP
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Server configuration file must be specified inthe ht t psd_noni t or argument. You
do not need to store SERVER _NANME and SERVER CMDif the Cosminexus HTTP Server
is not to be monitored.

PATH=/ sbi n: /usr/bin:/usr/sbin:/etc:/bin

VGCHANGE="vgchange -a e"

VJ 0] =/ dev/ vg01

LV[ 0] =/ dev/vg01/Ivol 1

FS[ 0] =/ MCSG

FS MOUNT_OPT[ 0] ="-0 rw!'

| P[0]=172.16.1.3

SUBNET[ 0] =172. 16.1.0

SERVI CE_NAME[ 0] =" ht t psd_check"

SERVI CE_CNMD[ 0] ="/ opt/ hitachi / htt psd/ bi n/ httpsd_noni t or
[opt/hitachi/httpsd/|l ogs/httpd. pid"

SERVI CE_RESTART[ 0] ="-r 0"

Defining a function

Define processes to start or stop Cosminexus HTTP Server in the function
cust omer _def i ned_run_cnds in the package control script (to start the package)
or inthe function cust ormer _def i ned_hal t _cnds (to stop the package).

To start:

function custoner_defined_run_cnds
{
# ADD custoner defined run conmands.
: # do nothing instruction, because a function nust contain sone
comrand.
[opt/hitachi/httpsd/sbin/httpsdct] start
test return 51

}

To stop:

function custoner_defined_halt_cnds
{
# ADD custoner defined halt conmands.
: # do nothing instruction, because a function nust contain sone
command.
[opt/hitachi/httpsd/shin/httpsdct]l stop
test_return 52

}
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(3) Notes

When afailover to another node occurs, normal HT TP connections and connections
using SSL are al disconnected, and these are not taken over by the standby node. In
this case, the clients need to be reconnected.
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E. System monitoring with HACMP for AIX (operating Cluster
Multi-Processing)

HACMP for AlIX is asoftware product developed by IBM, for building a
mission-critical computing platform. HACMP for AlX has two main components,
High Availability (HA) and Cluster Multi-Processing (CMP). Cosminexus HTTP
Server can be operated through Cluster Multi-Processing by using HACMP for AlX.
For detailson HACMP for Al X, seethe HACMP for AlX documentation. Also, for
details on how to operate required software (such as the OS) and related programs
(such as CGI programs) for Cosminexus HTTP Server in a Cluster Multi-Processing
(CMP) configuration, see the manuals for each program.

HACMPfor AlX allowsyou to operate a Web server with minimum content-delivery
outage times caused by hardware failures or abnormal software stoppages. You can
also administer, maintain, and upgrade software without stopping services.

Main failures monitored
The main failures monitored by HACMP for AIX are asfollows:
* LAN failures
» Resource failures (system processor, disk, interface)
e Abnormal software stops

E.1 Example of hardware configuration and overview of HACMP for
AlX behavior

When HACMP for Al X detects afailure in amonitored node, it switches processesto
the standby node to continue services. This behavior is called atakeover. A takeover
has the following switching functionalities:

* Node
» Application
» Network and network adapter
» Disk and disk adapter
Examples of a network failure and application failure are as follows.
(1) Example of a network failure

In adouble LAN adapter configuration, define one adapter to run for application
services (as the service adapter), and the other as a backup service adapter (as the
standby adapter).

In this configuration, when afailure occurs in the service adapter, the connection will
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be switched to the standby adapter that resides on the same node. Thefollowing figure
shows an exampl e of double adapter configuration.

Figure E-1: Double adapter configuration
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(2) Example of an application failure
The following example shows a double node configuration.

The example is adouble LAN configuration consisting of one active node (service
node) and one backup node (standby node), where the two nodes are connected using
RS232 signals as amonitoring path. The disk storage deviceis shared between nodes.

If afailure occursin the service node and HACMP for Al X determinesthat afailover
to another node is needed, HACMP for AlX removes the service node and continues
the services on the standby node. The shared disk can continue to be used on the
standby node. The following figure shows an example of multiple node operation.

320



E. System monitoring with HACMP for AIX (operating Cluster Multi-Processing)

Figure E-2: Example of multiple node operation (HACMP for AlX)
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E.2 Cosminexus HTTP Server settings

To specify Cosminexus HTTP Server settings for HACMP for Al X, follow the steps
below.

1. Install Cosminexus HTTP Server onto the local disks of each node.

2. Onthe service node, create a Cosminexus HTTP Server configuration file, start
script, stop script, and monitor method.
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3. Distribute the configuration file, start script, stop script, and monitor method to
the standby node, as needed.

4. InHACMPfor AlIX , define the application server used for Cosminexus HTTP

Server.

5. InHACMP for AlX, define the application monitor used for Cosminexus HTTP
Server.

6. Complete the definitionsfor HACMP for AlX, and sync the cluster definitionin
al nodes.

7. Start the cluster service.
Note the following points when configuring environments.
(1) Checking the configuration file syntax

Before starting cluster service, run/ opt / hi t achi / ht t psd/ shi n/ ht t psdct |
confi gt est to make surethat the server settings are correct.

(2) Editing the configuration file

By running ht t psdct| restart or httpsdct| graceful directly fromthe
command line, you can change the settings of Cosminexus HTTP Server whileitisin
use on HACMP for AIX. Your changes need to be applied to the other nodes as well.

(3) Operation with CRL

In the standby node, you need to set the same type of CRL as the one being used for
the service node.

E.3 Creating a monitoring script

When you want Cosminexus HTTP Server to be monitored by HACMP for Al X, you
need to create a script that monitors Cosminexus HTTP Server and storeit in the
monitor method. This script must return 0 when Cosminexus HT TP Server isworking
normally and return a value other than zero when a problem is detected.

In Cosminexus HTTP Server, the execution command differs from the process that
actually provides services. For the server to be monitored by HACMP for Al X, create
ascript that can actually monitor the process.

However, if the server is not monitored, or operation isonly within the local node, you
do not need to create scripts.

The following example shows how to write a shell script for monitoring Cosminexus
HTTP Server behavior. The sample script returns 0 when CosminexusHTTP Server is
working normally, and returns a value other than zero when a problem is detected.

(Example)
The script returns 0 if aprocess ID stored in the file specified with the Pi dFi | e
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directive is running, and returns 1 if it is not running.
#!/ bi n/ sh

HWSI DFI LE=/ opt / hi t achi / ht t psd/ | ogs/ htt pd. pi d
if [ ! -e $HWSI DFILE ]
t hen
exit 1
fi

HWSI D="cat $HWBI DFI LE
if [ X$HWBI D = "x" ]
t hen
exit 1
fi

STATUS="ps -p $HWBID | grep $HWSID | awk '{print $1}'°

if [ xX$STATUS = "x" ]
t hen
exit 1
el se
exit O
fi

(1) Notes

Cosminexus HTTP Server provides a process that controls a group of processes that
handl e requests (see 4.1 Rel ationship between processes and directives of Cosminexus
HTTP Server). In the example above, the script monitors whether the control process
isrunning. The script does not monitor the behavior of the processes that handle
requests.

E.4 HACMP for AIX settings

Define Cosminexus HT TP Server, and related programs as necessary, for the
packages. For more information and points not covered here, seethe HACMPfor Al X
manuals.

(1) How to register Cosminexus HTTP Server as an application server

(@)

To manage Cosminexus HTTP Server in HACMP for AlX, you need to register
Cosminexus HTTP Server as an application server.

Openthe SMIT utility and select the Add and Application Server window to register
the server name for Cosminexus HTTP Server, start script, and stop script.

Example of a start script
#!'/ bi n/ sh
[ opt/hitachi/httpsd/sbin/httpsdct]l start
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(b) Example of a stop script

#!/ bi n/ sh
[ opt/hitachi/httpsd/sbin/httpsdctl stop

(2) How to monitor Cosminexus HTTP Server
If you want Cosminexus HT TP Server to be monitored by HACMP for Al X, you need
to store a script. Create a script that best suits your operating environment.
If you areusing HACMP/ES (Enhanced Scal ability feature), openthe SMIT utility and
select the Add Custom Application Monitor window to store the monitoring script
for Cosminexus HTTP Server.

(3) Notes
When takeover to another node occurs, normal HT TP connections and connections
using SSL are all disconnected, and these are not taken over by the standby node. In

this case, the clients must be reconnected.
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F. System monitoring with Windows Server Failover Cluster

Windows Server Failover Cluster is a software product of Microsoft. Cosminexus
HTTP Server can use Windows Server Failover Cluster to run and operate cluster

services. For details on Windows Server Failover Cluster, see the Windows Server
Failover Cluster documentation.

The main failures monitored by server clusters are as follows:
* LAN failures
» Resource failures (system processor, disk, interface)
» Abnormal software stops

When a server cluster detects afailure in the monitored system (hereafter called the
primary system), it switches processes to the secondary system (hereafter called the
standby system) to continue services. Thisfunction is caled failover.

F.1 Example of operation

If afailure occursinthe primary node and HACMP for Al X determinesthat afailover
to another node is needed, HACMP for AlX stops the primary system and starts
services on the standby system to continue. The shared disk will be mounted onto the
standby system. The following figure shows an example of multiple node operation.
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Figure F-1: Example of multiple node operation (Windows Server Failover
Cluster)
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F.2 Cosminexus HTTP Server settings
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To set up Cosminexus HTTP Server for server cluster, follow the steps below:
1. Install Cosminexus HTTP Server onto the local disk for each node.

2. On each node, register Cosminexus HTTP Server as a Windows service. The
service name to register must be the same across nodes. You can skip this step if
you are clustering services named Cosminexus HTTP Server which are stored
when Cosminexus HTTP Server isinstalled.

3. Set up the server cluster.

See Appendix F.3 Server cluster settings.
4. Distribute the Cosminexus HTTP Server configuration file to each node.
5. Placethe clustering services and applications in the server cluster online.
Note the following points when configuring environments.
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(1) For avirtual host

Asaresult of afailover, the server namereturned to the client might change. Therefore,
be sure to set the Ser ver Name directive on virtua hosts.

(2) Specifying IP addresses

Instead of an IP address specified in the LAN card (which is not portable to another
node), use arelocatable | P address (which is assigned to aresource module, and is
portable to another node) for the directives that need an I P address to be specified
(<Vi rt ual Host >, Bi ndAddr ess, Li st en, and NanmeVi r t ual Host.)

(3) Checking the configuration file syntax

Before starting the server cluster, runht t psd -t inthedirectory whereitisinstalled
to make sure that the server settings are correct. If resources bel onging to the services
or applications in the cluster (such as an IP address or memory space) are referenced
inthe Cosminexus HT TP Server configuration file, move the services and applications
to the node you are checking, and thenrun ht t psd -t .

(4) Editing the configuration file

You can change the settings of Cosminexus HTTP Server without placing offline the
services being used by the server cluster, by restarting the Cosminexus HTTP Server
serviceswith the ht t psd command or from the start menu, in the node on which the
services are running online. Your changes to the configuration files need to be applied
to the other nodes as well

(5) Operation by using CRL
In the standby node, you heed to set the same type of CRL as the one being used for
the primary node.

(6) Resource type

When you specify Cosminexus HTTP Server in the resources, specify it by universal
services rather than by universal applications. Cosminexus HT TP Server does not
work properly as auniversal application.

F.3 Server cluster settings

You can specify the Windows Server Failover Cluster settings by using the cluster
management software called Failover Cluster Manager and the cl ust er command.
For details, see the Microsoft documentation.

To specify the settings, follow the steps bel ow:

1. UseFailover Cluster Manager to create a clustering service for Cosminexus
HTTP Server. Add resources that move between nodes at failover, such as
general-purpose services belonging to clustering services (Cosminexus HTTP
Server services), client access point (name and | P address), or storage area. Then
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open properties for each item to change settings for resource dependencies and
other details regarding clusters.

Run the command prompt as an administrator.
In the command prompt window, run the following command:

cluster res "resourcename' /priv StartupParaneters=""For
"resource name", specify the resource name of the Cosminexus HTTP Server
general-purpose service. You can locate the resource name for the Cosminexus
HTTP Server general-purpose services in Failover Cluster M anager .

From Failover Cluster M anager, open the properties of the CosminexusHTTP
Server general-purpose services and make sure that the value for Setup
Parameter is blank.
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G. Notes on migration from earlier versions

Note:

If Hitachi Web Server isinstalled, first uninstall it and then install Cosminexus
HTTP Server. Do not perform an overwrite installation over an older version of

Hitachi Web Server.

The following table lists points to note when migrating from an older version, and

indicates whether settings need to be changed.

Table G-1: Pointsto note when migrating from an older version

No. Item Cosminexus
Application Server
version before the

migration
V6 V7 V8

1 Specification of the Er r or Document directive string Y - -
2 Specification of areverse proxy Y - -
3 Specification of the ShmenlJl Di sUser directive Y - -
4 If programs other thanr ot at el ogs or r ot at el ogs2 are specified in the Y - -

pipe format for the Tr ansf er Log, Cust onlog, and Er r or Log directives

(Windows version only)
5 Changein behavior when a SIGXFSZ or SIGXCPU signal isreceived (UNIX Y Y -

version only)
6 Change in the update interval when the activity statusis displayed (status Y Y -

information display)
7 GUI server manager functionality is no longer provided Y Y -
8 The HTML manual is no longer provided Y Y -
9 Change of program product name Y Y Y
10 The program menu is no longer provided (Windows version only) Y Y Y
1 Change of SSL related commands Y Y Y
12 The SSLv2 protocol is not supported Y Y Y
13 Change in supported encryption types Y Y Y
14 Specification at SSL client authentication Y Y Y
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(Legend)

e V6, V7, and V8 stand for Cosminexus Application Server Version 6, Version
7, and Version 8, respectively

« Items for which settings need to be changed are as follows:
Y: Settings need to be changed at migration
-: No settings need to be changed

Thefollowing are pointsto note for each item. If settings need to be changed, perform
the tasks from installation to startup.

1

Specification of the Er r or Docunent directive textFor Cosminexus Application
Server Version 6, the specification added a double quotation mark (") at the
beginning of the specification string. In this version, however, enclose the string
in double quotation marks (*...")

(Example)

In Cosminexus Application Server Version 6:

Error Docurment 500 "Server Error.

In this version:

Error Docunent 500 "Server Error."

2.

Specification of areverse proxy:For Cosminexus Application Server Version 6,
only mod_pr oxy. so (for theWindowsversion) or | i bpr oxy. so (for the UNXI
version) was loaded. In this version, however, load both nod_pr oxy. so and
nmod_proxy_http. so.

For the UNIX version, you must always load them in the order shown in the
following example.

(Example)
For the Windows version:
- In Cosminexus Application Server Version 6

LoadModul e proxy_nodul e nodul es/ mod_pr oxy. so

- In thisversion

LoadModul e proxy_nodul e nodul es/ nod_pr oxy. so
LoadModul e proxy_http_nodul e nodul es/ mod_proxy_http. so
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- In Cosminexus Application Server Version 6

LoadModul e proxy_nodul e |i bexec/ i bproxy. so

- In thisversion

LoadModul e proxy_nodul e |i bexec/ nod_proxy. so
LoadModul e proxy_http_nodul e |i bexec/ mod_proxy_http. so

3.

Specification of the ShmemJl Di sUser directive The ShendJl Di sUser
directive is not needed for this version. Remove this directive specification.

If programs other thanr ot at el ogs or r ot at el ogs2 are specified in the pipe
format for the Tr ansf er Log, Cust onlog, and Er r or Log directives (Windows
version only)

The codefor linefeedsin thelog information has been changed from LF to CRLF.
So some programs might need to be revised accordingly.

When you specify a program for adirective, you need to add the program
extension (for example, . exe).

(Example)

To specify a user-created program wr i t el ogs. exe to output log
information:

- In Cosminexus Application Server Version 6

Cust onlog

"I\"\"C /proprietary/witel ogs\" programargument\""

- In thisversion

CustonmLog "|\"\"C:/ /proprietary/witelogs.exe\" programargument \""

5.

Change in behavior when a SIGXFSZ or SIGXCPU signal is received (UNIX
version only)

At the reception of the SIGXFSZ signal or SIGXCPU signal, the control process
now stops Web server.

Change in the update interval when the activity statusis displayed (status
information display)

For the interval for updating the status information (specified in
r ef r esh=update-interval), the specifiableinterval range was changed from 1 to
3,600 seconds. Also the default value was changed to 60 seconds.

The GUI server manager functionality is no longer provided.
The GUI server manager functionality is no longer supported.
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8.

10.

11

12.

13.

14.

The HTML manual is no longer provided
The shipment does not include the HTML manual.
Change of program product name

The name of the program product has been changed from Hitachi Web Server to
Cosminexus HTTP Server. Accordingly, the names used for logs or HTTP
communications have changed from Hitachi Web Server to Cosminexus HTTP
Server. Inthe Windows version, the service name created by default has also been
changed, except when the service Hitachi Web Server aready existsin your
environment from an installation of an earlier version.

The program menu is no longer provided (Windows version only)

The program menu of this product is no longer created in the Windows Start
menu.

Change of SSL related commands

Thessl c (or ssl ckey) and ssl ccert commands have been changed to the
keygen andcertutil commands. Notethat the following functions run by the
ssl ¢ command are not included in this change.

« Creating private keysand certificatesfor atest CA (Certification Authority),
and signing at atest CA

« Viewing the content of CRL and changing its format

For detailson thekeygen andcer t uti I commands, see 5.2 Acquiring a
certificate.

You can continue to use key and certificate files you created with the old
commands. However, you cannot use new commands together with an old
command (for example, the ssl ckey or certuti | command) to create key or
certificate files.

The SSLv2 protocol is not supported

SSLv2 can no longer be specified for the SSLPr ot ocol directive. If you send a
request from a client that supports SSLv2 only, the SSL handshake will result in
an error and the connection will fail.

Change in supported encryption types

Supported encryption types have been changed. For details, see 6.2.7(20)
SS_BanCipher encryption-type [ encryption-type ...].

Specification at SSL client authentication
You can no longer specify 3 for the SSLVeri f yCLi ent directive.
When implementing SSL client authentication, inthe SSLCACer ti fi cat eFil e
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or SSLCACer ti fi cat ePat h directive, always specify acertificate from the CA

who issued the client certificate (including the intermediate CA certificate and
route CA certificate).
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H. Glossary

Terminology used in this manual

For the terminology, see Appendix M. Glossary in the manual uCosminexus
Application Server Application Development Guide.
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