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Preface

This manual describes the main way of setting up and operating Job Management
Partner 1/Integrated Management - Manager and Job Management Partner 1/
Integrated Management - View, based on the system operation cycle.

In this manual, Job Management Partner 1 is abbreviated as JPI, and JP1/Integrated
Management is abbreviated as JP1/IM.

Users who want to learn about JP1/Integrated Management - Manager functions based
on the intended use of each function should read this manual first.

The JP1/Integrated Management - Manager manual set contains seven manuals,
including this one. For details about the setup and operation methods introduced in this
manual, read the pertinent descriptions in the following manuals:

o Job Management Partner 1/Integrated Management - Manager Overview and
System Design Guide (3020-3-R76(E))

o Job Management Partner 1/Integrated Management - Manager Configuration
Guide (3020-3-R77(E))

o Job Management Partner 1/Integrated Management - Manager Administration
Guide (3020-3-R78(E))

o Job Management Partner 1/Integrated Management - Manager GUI Reference
(3020-3-R79(E))

* Job Management Partner 1/Integrated Management - Manager Command and
Definition File Reference (3020-3-R80(E))

o Job Management Partner 1/Integrated Management - Manager Messages
(3020-3-R81(E))

Intended readers

This manual is intended for professionals who want to use JP1/Integrated Management
- Manager to manage and operate systems.

This manual assumes that the reader has a basic understanding of the following:
e JP1 series products

e JP1/Integrated Management - Manager



Organization of this manual
This manual is organized into the following chapters:
1. Setting Up a System

Chapter 1 explains how to define and manage a system configuration, and the
preparations that are necessary for monitoring events.

2. Monitoring a System

Chapter 2 explains how to temporarily filter events that are displayed in the events
list, and how to customize the severity level of events.

3. Detecting Errors

Chapter 3 explains how to display multiple events as a single event, and how to
automatically execute commands based on the error that is detected.

4. Troubleshooting Errors

Chapter 4 explains how to display unlisted events that were issued previously for
the purpose of investigating an error, and how to register for later display the
corrective action to take for an error.

Related publications

This manual is part of a related set of manuals. The manuals in the set are listed below
(with the manual numbers):

e Job Management Partner 1/Base User's Guide (3020-3-R71(E))

e Job Management Partner 1/Integrated Management - Manager Overview and
System Design Guide (3020-3-R76(E))

o Job Management Partner 1/Integrated Management - Manager Configuration
Guide (3020-3-R77(E))

o Job Management Partner 1/Integrated Management - Manager Administration
Guide (3020-3-R78(E))

o Job Management Partner 1/Integrated Management - Manager GUI Reference
(3020-3-R79(E))

o Job Management Partner 1/Integrated Management - Manager Command and
Definition File Reference (3020-3-R80(E))

o Job Management Partner 1/Integrated Management - Manager Messages
(3020-3-R81(E))



How to read this manual

Descriptions in this manual are organized as indicated below:
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Overview of task
This section provides an overview of the task workflow in
order of Problem, Action, and Check.

This area reveals a problem one may
encounter during monitoring.

Corrective action

This area provides the windows, definition files,
and settings required to take corrective action.
The corrective action to take is detailed in the
first part of each section.

This area describes the system status checks to
perform after you have taken corrective action.
The checks to perform are detailed in the second
part of each section.
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Overview of corrective action

This subsection title includes the name of the function
needed for the corrective action.

The descriptions in the subsection are limited to the most
important parts of each function.
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—E] References:

Provides references to sections in related manuals.

-& Keywords:
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the function.

g Tip:

Introduces related functions and products.
For details, see other JP1/IM - Manager manuals and
related product documentation.




Conventions: Abbreviations

This manual uses the following abbreviations for product names:

Abbreviation

Full name or meaning

AIX

AIX(R) 5L 5.2

AIX(R) 5L 5.3

AIX(R) 6.1

JP1/Base

Job Management Partner 1/Base

JP1/Integrated
Management or JP1/IM

JP1/IM - Manager

Job Management Partner 1/Integrated
Management - Manager

JP1/IM - View

Job Management Partner 1/Integrated
Management - View

Windows 2000

Microsoft(R) Windows(R) 2000 Advanced
Server Operating System

Microsoft(R) Windows(R) 2000 Professional
Operating System

Microsoft(R) Windows(R) 2000 Server
Operating System

Windows Server 2003

Windows Server 2003

Microsoft(R) Windows Server(R) 2003,
Enterprise Edition

Microsoft(R) Windows Server(R) 2003,
Standard Edition

Windows Server 2003 (x64)

Microsoft(R) Windows Server(R) 2003,
Enterprise x64 Edition

Microsoft(R) Windows Server(R) 2003,
Standard x64 Edition

Windows Server 2003 R2

Microsoft(R) Windows Server(R) 2003 R2,
Enterprise Edition

Microsoft(R) Windows Server(R) 2003 R2,
Standard Edition

Windows Server 2003 R2 (x64)

Microsoft(R) Windows Server(R) 2003 R2,
Enterprise x64 Edition

Microsoft(R) Windows Server(R) 2003 R2,
Standard x64 Edition




Abbreviation Full name or meaning

Windows Server 2008 Microsoft(R) Windows Server(R) 2008
Enterprise
Microsoft(R) Windows Server(R) 2008
Standard

Windows Vista Microsoft(R) Windows Vista(R) Business

Microsoft(R) Windows Vista(R) Enterprise

Microsoft(R) Windows Vista(R) Ultimate

Windows XP Professional Microsoft(R) Windows(R) XP Professional
Operating System

* In this manual, Windows 2000, Windows XP Professional, Windows Server 2003,
Windows Server 2008, and Windows Vista may be referred to collectively as
Windows.

This manual also uses the following abbreviations:

Abbreviation Full name or meaning
DB Database
GUI Graphical User Interface
HTTP HyperText Transfer Protocol
IPF Itanium(R) Processor Family
TXT Text
URL Uniform Resource Locator
WWwW World Wide Web

This manual uses the following abbreviations for cross-references to other manuals:

Abbreviation Full title

Overview and System Design Guide Job Management Partner 1/Integrated Management - Manager
Overview and System Design Guide

Configuration Guide Job Management Partner 1/Integrated Management - Manager
Configuration Guide

Administration Guide Job Management Partner 1/Integrated Management - Manager
Administration Guide




Abbreviation Full title

GUI Reference Job Management Partner 1/Integrated Management - Manager
GUI Reference

Command and Definition File Reference Job Management Partner 1/Integrated Management - Manager
Command and Definition File Reference

Messages Job Management Partner 1/Integrated Management - Manager
Messages

Conventions: Diagrams

This manual uses the following conventions in diagrams:

+ System « Host/server « Error + Program
administrator

A

 Flow of process or  « Flow of control or + Other flows
task data

Y

Conventions: Fonts and symbols
Font and symbol conventions are classified as:
* General font conventions
¢ Conventions in syntax explanations

These conventions are described below.

Vi



General font conventions

The following table lists the general font conventions:

Font

Convention

Bold

Bold type indicates text on a window, other than the window title. Such text includes menus,
menu options, buttons, radio box options, or explanatory labels. For example, bold is used in
sentences such as the following:

¢ From the File menu, choose Open.
¢ Click the Cancel button.
¢ In the Enter name entry box, type your name.

Italics

Italics are used to indicate a placeholder for some actual text provided by the user or system.
Italics are also used for emphasis. For example:

*  Write the command as follows:
copy source-file target-file
* Do not delete the configuration file.

Code font

A code font indicates text that the user enters without change, or text (such as messages) output
by the system. For example:
¢ At the prompt, enter dir.
* Use the send command to send mail.
¢ The following message is displayed:
The password is incorrect.

Examples of coding and messages appear as follows (although there may be some
exceptions, such as when coding is included in a diagram):
MakeDatabase

StoreDatabase temp DB32

In examples of coding, an ellipsis (...) indicates that one or more lines of coding are not
shown for purposes of brevity.

Conventions in syntax explanations

Syntax definitions appear as follows:

StoreDatabase [temp|perm] (database-name ...)

The following table lists the conventions used in syntax explanations:

Example font or symbol Convention
StoreDatabase Code-font characters must be entered exactly as shown.
database-name This font style marks a placeholder that indicates where appropriate characters are

to be entered in an actual command.

SD

Bold code-font characters indicate the abbreviation for a command.
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Example font or symbol

Convention

perm

Underlined characters indicate the default value.

[1]

Square brackets enclose an item or set of items whose specification is optional.

time.

Only one of the options separated by a vertical bar can be specified at the same

An ellipsis (. . .) indicates that the item or items enclosed in ( ) or [ ]
immediately preceding the ellipsis may be specified as many times as necessary.

Parentheses indicate the range of items to which the vertical bar (|) or ellipsis
(...)is applicable.

Conventions: Installation folders for the Windows version of JP1/IM

and JP1/Base

In this manual, the installation folders for the Windows version of JP1/IM and JP1/
Base are indicated as follows:

Product name

Writing
convention for
installation folder

Default installation folder”

JP1/IM - View

View-path

system-drive

:\Program Files\HITACHI\JPlCoView

JP1/IM - Manager

Manager-path

system-drive

:\Program Files\HITACHI\JP1IMM

Console-path

system-drive

:\Program Files\HITACHI\JP1lCons

Scope-path

system-drive

:\Program Files\HITACHI\JPlScope

JP1/Base

Base-path

system-drive

:\Program Files\HITACHI\JPlBase

#: Denotes the installation folder for each product when a default installation is

performed.

For Windows Server 2008 and Windows Vista, the system-drive : \Program Files
part is determined at installation by an OS environment variable, and may therefore
vary depending on the environment.

Conventions: KB, MB, GB, and TB
This manual uses the following conventions:

¢ 1 KB (kilobyte) is 1,024 bytes.

1 MB (megabyte) is 1,024 bytes.

* 1 GB (gigabyte) is 1,0243 bytes.
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* 1 TB (terabyte) is 1,024 bytes.
Conventions: Version numbers

The version numbers of Hitachi program products are usually written as two sets of
two digits each, separated by a hyphen. For example:

¢ Version 1.00 (or 1.0) is written as 01-00.
* Version 2.05 is written as 02-05.

e Version 2.50 (or 2.5) is written as 02-50.
* Version 12.25 is written as 12-25.

The version number might be shown on the spine of a manual as Ver. 2.00, but the same
version number would be written in the program as 02-00.

Basic system configuration

Systems provided by JP1/IM - Manager consist of managers for administering the
system, agents that perform the role of monitored targets, and viewers for monitoring
and operating the system. Systems provided by JP1/IM - Manager can be configured
hierarchically. The following figure shows a system consisting of three levels.

In this manual, the term system means a system provided by JP1/IM - Manager.



Viewer

Monitor the entire
system

——
JP1/IM - View ‘

« JP1 user name:
jpladmin

Log in with the JP1
user name jpladmin.
Access
management

server

AN information

—

Manager (integrated manager)

JP1/IM - Manager

JP1/Base

« JP1 user name:

8.4

System

administrator

Manager (site manager)

l 7
JP1/IM - Manager ’
l

JP1/Base

jpladmin

« Server host name:
admin

» OS user name:
administrator

Manage sales department

Agent (sales department)

Installed on each computer

) A 4
JP1/Base ‘

jpladmin

« Server host name:
serverl

» OS user name:

Business server 1 (serverl)

Administer

business servers

jpladmin

Manager (site manager)

Manage product planning department

Agent (product planning department)
Installed on each computer

JP1/IM - Manager
JP1/Base

jpladmin

« Server host name:
admin

» OS user name:
administrator

Sty g g g

) A 4
JP1/Base ’

jpladmin
« Server host name:
server?2
» OS user name:
planningl, =

Legend: [ i: Information set by means of user mapping.
JP1 user name: the JP1 user name used to log in.

Management server (admin)

Business server 2 (server?)

Level 1

Level 2

Level 3

In this example, the system administrator logs in to a manager called a management



server (integrated manager) with the JP1 user name jpladmin, from where he or she
can use a viewer to monitor the entire system. The integrated manager is used to
administer managers called site managers designated here as business server 1 and
business server 2. Each site manager manages agents in the sales department and the
product planning department.

To execute a command during management operations, a JP1 user account must be
mapped to the OS user accounts by means of user mapping. For details about the user
mapping procedure, see 1.2 Executing a command on a target host. The following
information must be set for the items in the areas indicated by Information set by
means of user mapping in the legend of the figure above.

e JPI1 user name: Specifies the JP1 user that will execute the commands.

* Server host name: Specifies the manager from which the commands will be
executed.

* OS user name: Specifies the OS user permissions with which the commands will
be executed.

Note:

The appropriate JP1 permissions are required to execute commands.

For details about the system setup procedure, see 1.1 Setting up a basic system.

The descriptions in this manual assume that all products are version 09-00. They also
assume that the integrated monitoring database and the IM configuration management
database have been configured for JP1/IM - Manager. For details about the integrated
monitoring database and the IM configuration management database, see 1.
Installation and Setup (for Windows) or 2. Installation and Setup (for UNIX) in the
Configuration Guide.

JP1 permission levels for system administrators

This manual assumes that the JP1 permission level used by the system administrator is
either JP1_Console Admin or JP1_CF_Admin.

JP1 Console Admin permissions are needed to operate Central Console and Central
Scope.

JP1 CF Admin permissions are needed to operate IM Configuration Management.
Administrator permissions

In this manual, Administrator permissions refers to the Administrator permissions for
the local PC. Provided that the user has Administrator permissions for the local PC,
operations are the same whether they are performed with a local user account, a
domain user account, or in an Active Directory environment.
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Chapter

1. Setting Up a System

This chapter explains how to define and manage a system configuration, and the
preparations that are necessary for monitoring events.

1.1 Setting up a basic system

1.2 Executing a command on a target host

1.3 Centrally monitoring events that are issued in a system
1.4 Visually monitoring events that are issued in a system



1. Setting Up a System

1.1 Setting up a basic system

JP1/IM - Manager allows you to centrally manage events issued in a business system.
This means that the system hierarchy must be defined to follow the business system's
organization. There are two ways to define a system hierarchy: by using IM
Configuration Management or by using the Configuration Management component
provided by JP1/Base. In this section, let's use IM Configuration Management to set

up a basic system hierarchy.

1. I've finished setting up
the business system.

2. Next, | need to set up
system monitoring.
There must be some
efficient way to do this.

A

(1. What if I use IM
Configuration
Management?

2. It looks like | can use it
to set up a basic
system.

3. Well, let's try setting up

Problem

Action

the business system.

a system that matches

Business
server 1

Product planning
department

Sales
department

Management
Business  server

server 2

B Windows:

* IM Configuration
Management window

* Register Host window

« Edit IM Configuration
window

>

M Required actions:

* Create a list of hosts.

* Set up the system

2 hierarchy.

«» Set up an operating
environment for JP1/
Base.




1. Setting Up a System

OK. Now I'll check
whether the information
set up with IM
Configuration
Management
accurately reflects the
business system.

Check

&J Business server 1 Business server 2
1 1
Sales department Product planning
department

1.1.1 Using IM Configuration Management to set up a system

To set up a system, you can use a component called /M Configuration Management.
IM Configuration Management is one of the components provided by JP1/IM -
Manager. It is used to centrally manage the hierarchical configuration of hosts
comprising a system.

You use the IM Configuration Management window to set up the system hierarchy.
To display the window:

From the Start menu, choose Programs, JP1_Integrated Management - View,
and then Configuration Management. This command sequence displays the
Login window. The IM Configuration Management window is displayed once
you log in at the Login window.

In the following subsections, you will set up the system described in the Basic
system configuration section of the Preface.

Prerequisite conditions:
* JP1/Base is installed on the managed hosts.

e JP1/IM - Manager is installed on business server 1 (site manager), business
server 2 (site manager), and the management server (integrated manager).

To define a system hierarchy:
1. Register the hosts.
2. Define the system hierarchy.
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The following subsections explain the procedure for each of these steps.
(1) Registering the hosts

You register the hosts in the Register Host window.

To display the window:

To display the Register Host window, select the Host List tab, choose Edit, and
then choose Register Host.

Let's register the hosts that comprise the system.

- 1 Register the names of the servers and hosts
1 || comprising the system.
1

Example: hostA

For the host type, select Physical host,
Logical host, Virtual host, or Unknown,
and then enter any other necessary
information.

Example: Physical host

0K I Cancel Help

In a similar fashion, register the other servers and hosts according to the system
hierarchy.

(2) Defining the system hierarchy
You define the system hierarchy in the Edit IM Configuration window.
To display the window:

To display the Edit IM Configuration window, in the IM Configuration
Management window, choose Edit, and then Edit IM Configuration.

Let's configure the registered hosts according to the hierarchy.



Drag
& drop

IM Configuration Tree

[EEdit M Configuration (jp1admin@admin)

File Edit Opdration Help
~ |

B[l serverz

e JP1 (Integrated Management
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" Blnosts [ 1over Host mromarion
IHust / IF address Host type
M servery Physical host

J Eosc 1isc
Host / IF address Host type 05
8] server 2 Physical host
2] hostz Physical host
B} hosta Physical host
2} hostB Fhysical host

To create a hierarchy like the one
depicted below, drag and drop each
host from Host List to IM
Configuration Tree.

admin
—| serverl
—:l hostA

_:l server?
H:l hostl

Example: Drag business server 1
and drop it under the
management server.

When you have finished setting up the hierarchy, select the Acquire update right
check box. Then, from the IM Configuration Management window, choose
Operation, and then Apply IM Configuration to register the definitions.

% References:

See 6. System Hierarchy Management Using IM Configuration Management
in the Overview and System Design Guide.

See 1.9 Setting the system hierarchy (when IM Configuration Management

is used) in the Configuration Guide.

See 1.19.2 Setting up IM Configuration Management - View in the

Configuration Guide.

See 8. Managing the System Hierarchy using IM Configuration Management
in the Administration Guide.

See 4. IM Configuration Management Window in the manual GUI Reference.

1.1.2 Verifying that the system was set up correctly

Check whether the system was set up correctly by IM Configuration Management.
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To check whether the system was set up correctly:
1. Inthe IM Management Configuration window, select the IM Configuration tab.

For this example, verify that the configuration is the same as the configuration shown
in the Basic system configuration section of the Preface.

Keywords:

GUI, Configuration Management, configuration, system, IM Configuration
Management, monitoring
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1.2 Executing a command on a target host

To check the status of processes provided by JP1/IM - Manager on various hosts, or to
check the system environment settings, system administrators execute commands in a
component called Central Console. Central Console is a component provided by JP1/
IM - Manager to capture events issued in a system based on a physical perspective for
the purpose of facilitating management of system operations. Commands are executed
using an OS user account on the target host, which means that the JP1 user executing
the command must be mapped to an OS user account on the target host. Let's map a
JP1 user to an OS user account, and then execute a command on a target host.

Problem

s N
1.l can't execute a

command from JP1/IM -
Manager.

2. The KARVB2027-E error
message is displayed
when | try.

3. According to the error
description, | need to

%

Action

map user accounts.

KAVB2027-E

Cannot execute the
command. Failed to
simulate the user
jpladmin environment.

Sales department

The command cannot be

conditions.

3. Well, let's try setting the
user mapping
conditions, then.

executed.
(1. 'l try using JP1/Base to) e
map the user accounts. [ S —
X Manages the passwords of 05 users mapped fo JP1 users. lIl‘
2. First, | have to set the o —
user mapping P m———

W Window:
« JP1/Base Environment
Settings window

B Required settings:
e JP1 user
« OS user account to be
mapped

Sales department
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KAVB2029-1I
Executed the command-name
command. pid=process-ID

| was able to execute the
command in JP1/IM -
Manager on the target host,

Sales department

1N
&J Host A ﬂ‘é

The command was executed. Host B

so that means | configured
the user mapping correctly.

Check

1.2.1 Using the user mapping feature to map a JP1 user account to
an OS user account

To map the JP1 user account with which commands are executed to an OS user account
on a host, you use JP1/Base user mapping. Once user mapping is configured, from a
management server, you can execute commands or perform automated actions on a
target host in the product planning department or the sales department. For details
about how to configure automated actions, see 3.2.1 Using the automated action
function to execute a command.

The following subsections separately explain how to configure user mapping by using
a graphical user interface (GUI) and by using a command.

Prerequisite condition:

* Refer to the chapter that describes how to set up user mapping in the Job
Management Partner 1/Base User's Guide, and make sure all of the
prerequisite conditions are met.

The following subsections explain how to map the JP1 user account used to execute
commands (jpladmin) to an OS user account (salesa). Note that user mapping has
to be configured for each host.

(1) Using the GUI

Using the GUI, you configure user mappings in the User Mapping page of the JP1/
Base Environment Settings dialog box.

To display the window:

To open the JP1/Base Environment Settings dialog box, from the Start menu,
choose Programs, JP1_Base, and then Environment Settings.
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JP1/Base Environment Settings

From the JP1 User dialog box, set the

host from which you intend to execute

the command.

Example: JP1 user hame: jpladmin
Server host name: admin

0S User Mapping Details

From the OS User Mapping Details

dialog box, select the user account with

which the command will be executed.

Example: OS user to be mapped:
..saleshA

E] Reference:
* Chapter on setting up user mapping in the Job Management Partner 1/Base
User's Guide

(2) Using a command
You use jbssetumap to set up user mapping. Execute the command as shown below:

jbssetumap -u jpladmin
-sh admin
-0 salesA

E] References:
* Chapter on setting up user mapping in the Job Management Partner 1/Base
User's Guide
* Section on the jbssetumap command in the Job Management Partner 1/
Base User's Guide
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1.2.2 Verifying that you can execute a command

10

Once you have finished setting up user mapping for host A as described in 1.2.1 Using
the user mapping feature to map a JP1 user account to an OS user account, check
whether you can execute a command from the manager.

First, display the Execute Command window.
To display the window:

To display the Execute Command window, in the Event Console window, click
the Execute Command button.

To check whether you can execute a command from the manager:
1. For Target host, specify the target host on which the command will be executed.
hostA

2.  For Command, enter the JP1/Base jevsend command as follows: jevsend -e
SEVERITY=Warning -m, and click Execute.

The jevsend -e SEVERITY=Warning -mcommand is executed

For this example, verify that an event is displayed with the message Executed the
command-name command of severity level Warning.

Keywords:

user mapping, mapping, command, relationship
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1.3 Centrally monitoring events that are issued in a system

JP1/IM - Manager uses the functions in Central Console to provide you with the ability
to centrally monitor events issued by various agents. Although you can manage the
events that are issued simply by using the default settings, event management with
Central Console affords even more convenience by allowing you to perform such
actions as temporarily hiding events that do not need to be monitored, and executing
one or more commands based on an event that is issued. Let's customize Central
Console, and then centrally monitor the events issued by the system.

Problem

Action

(1. I'd like to monitor events )
issued by hosts and
servers based on a
certain condition.

2. To do this, which
functions should | set up
before | start monitoring?

3. I'll look at the functions in
Central Console.

%

_%

(1. Il try setting up filtering )
and automated actions

to make it easier for me

to monitor events.

2. It looks like | can use
the Central Console
functions to make this
work.

3. Well, let's try setting up
the conditions required

for monitoring.

Business
server 1

Product planning
department

Management
Business server
server 2

= >
HoStA  Host B~ HOStT “iost 2

HEvent filtering:
+» Purpose: To display only events that the system
administrator wants to monitor.
» Window: Settings for View Filter window
W Setting up correlation event generation:
+» Purpose: To list all correlation events.
+ Definition file name: Definition file for correlation
event generation
W Setting up an automated action:
+» Purpose: To automatically execute a command.
» Window: Action Parameter Definitions window

11
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OK. Now I'll check whether Execution of an automated event
the event was issued and (Target: & ; Suspended: @ ; Partially suspended: & )
whether the command was
S automatically executed. —®ftme _[event lever [original severivy level [Hew Severity level [actin [Repsteres time  [souce
[0} B 1o 08/21 15:43:02 host
£ 08/21 15:43:07 host.
o & = SEA S heat
@ Gl st

Generation of a correlation event
(Succeeded: 3% ; Failed: 3% )

1.3.1 Using Central Console to centrally manage a system

To centrally monitor events issued in a system, you must set up event forwarding and
some Central Console functions. You can reduce the process load on JP1/IM -
Manager by setting up event forwarding such that events that do not need to be
monitored are not forwarded. With the Central Console functions, you can monitor
from a single location a wide variety of events that are issued during system
operations.

To centrally monitor events:
1. Setup event forwarding.
2. Set up the Central Console functions.

The following subsections explain the procedure for each of these steps.

(1) Setting up event forwarding

12

You set up event forwarding in the Display/Edit Profiles window of IM Configuration
Management.

To display the window:

To display the Display/Edit Profiles window, in the IM Configuration
Management window, choose Display, and then Display Profiles.

Prerequisite condition:
* The IM Configuration Management database is configured.

Let's set up event forwarding so that events are forwarded to the management server.
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File Baic opecacion Viev Hel

[ﬁ P/ Integrated Management

Used to edit the forwarding

| settings file. The default
forwarding format is to-upper.
This means that events are
forwarded to the higher-level
server according to the hierarchy
defined in JP1/IM - Manager.

Edit the forwarding settings file if you need to change a forwarding setting for a
managed target.

Eﬁ References:

* See 3.1.1 Monitoring from the Central Console in the Overview and System
Design Guide.

* Section on the forwarding settings file (forward) in the Job Management
Partner 1/Base User's Guide.

(2) Setting up the Central Console functions

Explanations in this manual are based on the following Central Console functions. For
details about where each function is explained, see the following table.

Table 1-1: Central Console functions in this manual

Central Console Overview of Central Console function %
function Reference
Event filtering To display events that are consistent with your monitoring 21,23

objectives, you can set up event filtering.

Event filtering provides the following four types# of filters.
* Event acquisition filter:
Filter for selecting JP1 events acquired from JP1/Base
* Event receiver filter:
Filter for selecting (limiting) events by which individual
users can be monitored
* Severe events filter:
Filter for selecting important JP1 events needed for
management
* View filter:
Filter for temporarily displaying only certain JP1 events

13
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Central Console
function

Overview of Central Console function %
Reference

Correlation event
generation

This function generates a new event when a correlated eventis | 3./
issued.

Automated action

This function automatically executes a command when a 3.2,33
specific problem occurs in the system.

#: In addition,

event filtering also includes a forwarding filter, which is used in JP1/

Base to select events for forwarding to various agents.

1.3.2 Verifying that central monitoring of the system was achieved

From the manager, check to see whether the Central Console functions listed in Table
1-1 and the JP1/Base forwarding filter are set up correctly.

Event filtering:

The following explains how to check the Central Console filters and the JP1/Base
forwarding filter.

Event acquisition filter:

See 2.3.2 Verifying that events from unmonitored hosts are not displayed.
This subsection explains how to check filtering when common exclusion
conditions are used in the event acquisition filter.

Event receiver filter:

By default, this filter displays all events in the events list. Use the following
procedure to check whether events are being displayed.

To check whether events are being displayed:

1.

Execute the JP1/Base jevsend command twice as shown below:
jevsend -e SEVERITY=Warning -m Warning Event
jevsend -e SEVERITY=Information -m Information Event

An event of severity level Warning and an event of severity level
Information are issued from the management server.

View the events list.

For this example, verify that an event of severity level Warning and an
event of severity level Information are displayed.

Severe events filter:

By default, this filter displays only events of severity level Emergency,
Alert, Critical, and Error in the events list. Use the following

14
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procedure to check whether these events are being displayed.

To check whether Emergency, Alert, Critical, and Error events are
being displayed:

L.

Using the procedure given in 1.2.2 Verifying that you can execute a
command, enter the following settings in the Execute Command
window.

Item Setting to enter
Target host hostA
Command jevsend -e SEVERITY=Alert -m Alert Event
jevsend -e SEVERITY=Warning -m Warning Event
On host A, an event of severity level Alert and an event of severity
level Warning are issued.
2. Check the Severe Events page in the Event Console window of Central
Console.
For this example, verify that an event of severity level Alert is
displayed and that an event of severity level Warning is not displayed.
View filter:

See 2.1.2 Verifying that the events that match the conditions are displayed.

Forwarding filter:

By default, this filter forwards only events of severity level Emergency,
Alert, Critical, and Error. Use the following procedure to check
whether these events are being forwarded.

To check whether Emergency, Alert, Critical, and Error events are
being forwarded:

1. Using the procedure given in 1.2.2 Verifying that you can execute a
command, enter the following settings in the Execute Command
window.

Item Setting to enter
Target host hostA
Command jevsend -e SEVERITY=Warning -m Warning Event

jevsend -e SEVERITY=Information -m Information Event

On host A, an event of severity level Warning and an event of severity
level Information are issued.

15
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16

2. Check the events list

For this example, verify that an event of severity level Warning is
displayed and that an event of severity level Information is not
displayed.

Correlation event generation:
See 3.1.2 Verifying that the correlation event is generated.
Automated actions:

See 3.2.2 Verifying that the command was executed and 3.3.2 Verifying that the
same action does not execute repeatedly.

Keywords:

central monitoring, Central Console, event, monitoring, logical
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1.4 Visually monitoring events that are issued in a system

In the Event Console window of Central Console, events in the events list are
displayed in the order in which they arrive. With the events list, you can identify the
host that issued the event, but you cannot quickly determine the extent to which the
event impacts the system. By displaying the hierarchy of the hosts and where they are
located, you can gain a sense of what impact events issued in the system have on
various hosts. Let's visually monitor the events issued in the system to learn how to
gain such a feel for the extent of an event's impact.

1. When | display the
events in a list, | can't
quickly figure out the
I extent of the impact.
% 2. There must be a way to
E get an idea of this
visually.
R.L
1. It looks as if | can use HEWindows:
the Central Scope = el * Create New Monitoring
functions to do this. Node window
S 2. Well, let's trying setting * Visual Monitoring
E up the conditions for (Editing) window
monitoring events B Condition settings:
visually. Ll [ e * Monitoring node name
& * Monitoring node type
_l :
Now that visual monitoring
is set up, it's easy to see
oz where the events are
o occurring.
=
o =
& J ST —
..... et

1.4.1 Learning how to use Central Scope

To visually monitor events that are issued in a system, system administrators use a

17
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component called Central Scope. Central Scope is a component provided by JP1/IM -
Manager to capture events issued in a system based on a logical perspective for the
purpose of facilitating management of system operations.

With Central Scope, you can display events that match your monitoring objectives in
tree format, or you can display in map format only those points that require monitoring.

Prerequisite conditions:

* A Central Scope database has been created using the jcsdbsetup
command.

* Central Scope Service is enabled (jcoimdef -s ON).

Let's configure Central Scope so that it monitors the system you set up in 1./ Setting
up a basic system, and so that the status of the monitoring node changes when an event
of severity level Warning is received from host A.

The following subsections explain separately how to set up a tree format and a map
format.

(1) Setting up a tree format

18

To display events in tree format, you add a monitoring node. To add a monitoring node,
you work in the Create New Monitoring Node window.

To display the window:

To display the Create New Monitoring Node window, in the Monitoring Tree
(Editing) window, choose Edit, and then Create New Monitoring Node.



Create New Monitoring Node
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Enter the name of a server or
host in the system.
Example: admin

e JP1/Integrated Manageme

admin

Select the monitoring node type, depending on the server or
host you specified for Monitoring node name.
For a node on the lowest level, select Monitoring object.
For a node on a higher level, select Monitoring group.

In this example, you selected the management server
admin as the name of the monitoring node, so select
Monitoring group.

Once you have created the management server, in a similar
fashion, use the Create New Monitoring Node window to
create business server 1 and host A.

« For business server 1:
g Node B

M zervery

Create New M

« For host A:

Create New Monitoring Node:

(2) Setting the properties of the monitoring nodes

By setting the properties of the monitoring nodes, you can do things such as change
the icon used by a monitoring node, or change the status of a monitoring node when

an event is received. You set the properties of monitoring nodes in the Properties

window.

To display the window:

To display the Properties window, select the monitoring node, right-click, and

then choose Properties in the pop-up menu that appears.

The Properties window for host A opens. Select the Status-Change Conditions tab,
and then click the Add button.

19
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Status-Change Condition Settings [x]

I Change condition

[Hosta Warning Event

Enter the condition name.
Example: HostA Warning Event

v ISET. Common Conditiunl

I Individual conditions

Select the status.

For this example, we want the status
to be warning, so select Warning.
Example: Warning

| ER

Attribute Name |m::r1bu:e Value |Cond1\:10n

Condition

Click the Set Common Condition
button.

When the Common Condition
Settings window appears, click the
Add button.

The Common Condition Detailed
Settings window appears.

Enter the common condition name.
Example: HostA

Enter the name of the target host.
For this example, we are targeting
events from host A, so specify the
computer name of host A.
Example: hostA

Specify the event severity level.
Example: Warning

(3) Setting up a map format

To display hosts in a map format, you first create a Visual Monitoring window. You
configure the Visual Monitoring window from the Visual Monitoring (Editing)

window.

To display the window:

To display the Visual Monitoring (Editing) window, in the Visual Tree (Editing)
window, choose Edit, and then Create New Visual Monitoring Window.

20
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7 New Visual Montoring WindowEditing) -VisualView - 1pladmin@10.208.40.230.

[e UP1lIntegrated Management e ]
= - :
2 Mo background image

This displays the Background Image Settings
window, in which you can select a background.
- First, save the image you want to use as the

1|

O Lmsat Romeoriuy vimioe background in the following folder:
| View-path\ image\map\
Close Help
[6 il r—————— e | Select a host that you want to monitor, and place
— = ==w=1|| | it in @ layout consistent with your operations.

o—{ Drag the icon of the host from the Monitoring
Tree (Editing) window and drop it on the Visual
Monitoring (Editing) window.

Drag & drop

7 New Visual Monitoring Windau(Editing) ~Visualview

e JP1/Integrated Management

Sales Planning E
department department

R fel =l K I [0 B

I I _vl'I
Window Hene: [icw Visusl Honscoring Vindou
comenc: [
Close Help

Eﬁ References:

* See 5.3.1 Opening the Monitoring Tree (Editing) window in the
Configuration Guide.

* See 5.3.3 Generating a monitoring tree automatically in the Configuration
Guide.

* See 5.4.1 Opening an edit window for the Visual Monitoring window in the
Configuration Guide.

* See 5.4.3 Customizing a Visual Monitoring window in the Configuration
Guide.

* See jesdbsetup in Chapter 1 of the manual Command and Definition File

21
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Reference.

* See jcoimdefin Chapter 1 of the manual Command and Definition File
Reference.

1.4.2 Verifying that you can monitor events in both tree format and
map format

22

After you have finished configuring Central Scope, check whether you are able to
monitor events in both map format and tree format in a manner consistent with the
system.

To check event monitoring:

1. Using the procedure given in 1.2.2 Verifying that you can execute a command,
enter the following settings in the Execute Command window.

Item Setting to enter
Target host hostA
Command jevsend -e SEVERITY=Warning -m Warning Event Issued
jevsend -e SEVERITY=Error -m Error Event Issued

On host A, an event of severity level Warning and an event of severity level
Error are issued.

2. Check the events in the Monitoring Tree and Visual Monitoring windows.

Among the monitoring nodes, the error status of the monitoring node on which
the error occurred and the monitoring group that includes that monitoring node
automatically changes.

For this example, when the event of severity level warning is issued, verify that host
A and the monitoring group that includes host A change to yellow. In addition, confirm
that the event of severity level Error does not cause host A and the monitoring group
to change.

Keywords:

GUI, visual, event, tree, graphical, monitoring tree, Central Scope, aim, visual



Chapter
2. Monitoring a System

This chapter explains how to temporarily filter events that are displayed in the events
list, and how to customize the severity level of events.

2.1 Filtering the events that are displayed
2.2 Changing the severity level of events to better match your operations
2.3 Removing hosts undergoing maintenance from being monitored

23
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2.1 Filtering the events that are displayed

When you use Central Console - View to monitor events, events issued by hosts are
displayed in the events list. If conditions such as the host and severity level have been
established, you can display only the events you want to monitor according to the
conditions that are set. Let's specify conditions to temporarily filter the events that are
displayed.

s N B

LESIeRESCRY o Ot sl el

)
i
1. Host B in the sales [ C eg ’ ol

[
department seems to be U A e s (Jepartment| EXror

issuing a lot of events.

Information

2. I need to investigate the Warning

0000000

E events that are being Information
S issued from host B. Notice
E Information
3. There must be a way to Error
temporarily display only :
events issued from host B Host B
of severity level Error.
A
( R
1. M try spemfymg which BWindow:
events to display. Settings for View Filter
2. It looks as if | can use window
c the view filter to do this. . o
S H Condition settings:
° 3. Let's try setting up : : * Source host
conditions so that events * Event level
of severity level Error :
issued from host B are
displayed.

RY
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Check

v

OK. Now I'll check whether
only events from host B of
severity level Error are
displayed in the events list.

.

Legend: ) Displayed
% Not displayed Host B

Information| &

2.1.1 Using the view filter to specify conditions

You use the view filter to filter the events that are displayed. To set up the view filter,
you use the Settings for View Filter window of Central Console.

To display the window:

To display the Settings for View Filter window, in the Monitor Events page of the
Event Console window, click View Filter Settings.

Prerequisite conditions:

e None

Let's specify settings to display in the events list only events of severity level Error
issued by host B.

25



2. Monitoring a System

&4 Settings for View Filter

Filter name [naren
I
Enter the name of the host you want to Select the conditions for the
monitor. specified host.

Example: hostB Example: Match

Select the event severity level.
Example: Error

When you have finished specifying the settings, click the OK button in the Settings for
View Filter window to register the filter conditions.
E] References:

* See 4.2.1 Settings for view filters in the Configuration Guide.
* See 2.20 Settings for View Filter window in the manual GUI Reference.

2.1.2 Verifying that the events that match the conditions are
displayed

26

After you have finished specifying the view filter conditions, check whether the events
that match the conditions are being displayed.

To check whether the events that match the conditions are being displayed:
1. Select the View filter check box in the Event Console window.
The events that match the specified conditions are displayed in the events list.

For this example, verify that events of severity level Error issued by host B are
displayed.
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Keywords:

display, event, specific, filtering, view filter
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2.2 Changing the severity level of events to better match your
operations

In JP1/IM - Manager, the event severity level is preset according to the event type.
However, depending on the status of the issuing host or the operating state of the
system, the preset severity levels may not match the severity of the event. So that you
can monitor events with severity levels that are consistent with your system operations,
you may want to try changing the severity level of events to better match your

operations.
1. The severity level of the TR

events does not seem to [

match our operations. i
£ 2. There must be a way to {00 [Blo- W< - Bc Bl [ ISR
2 change the severity level M o
< settings for events. Display ramgerss28 1156127 - oa/ze 1sers | EWENE lewel
a

!

(1 . I'll try formulating event h
severity levels that M File name:
match our operations. Severity changing definition file (j cochsev. conf)

2. It looks like | can use the
severity changing
function to change event
severity levels.

M Condition settings:
+ Definition name
+ Event comparison condition
+ Event severity level after change

Action
w

. Well, let's try specifying
a condition to change
the event severity level
from Warning to
Emergency.
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£4JP1 Cential Console (ip1admin@host)

OK. Now I'll check whether| gt e wer opeions nes

events are displayed in the L

events list with the event i
levels specified in the Jzos 1Woo Wlze [os [0 oo |
severity changing definition -

file. Stemier sugeons 1ismian ooz nssesss

!

2.2.1 Using the severity changing function to change the severity
level of events

Check

You use the event severity changing function to change the severity level of events to
better match your operations. You configure the severity changing function using the
severity changing definition file.

Prerequisite conditions:
* The integrated monitoring database is configured.
* The event severity changing function is enabled.

Let's configure the system so that the severity level of events issued by host A that
match Warning is changed to a severity level of Emergency.

Using a text editor, open the severity changing definition file (jcochsev. conf),
which is in the following location:

*  Windows:
Console-path\conf\chsev\jcochsev.conf
shared-folder\jplcons\conf\chsev\jcochsev.conf (logical host)

¢ UNIX:
/etc/opt/jplcons/conf/chsev/jcochsev.conf
shared-directory/jplcons/conf/chsev/jcochsev.conf (logical host)

Specify the settings as follows.

DESC VERSION=1
def severity-level-change-1
cnd
E.SEVERITY IN Warning
B.SOURCESERVER IN hostA
end-cnd
sev Emergency
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end-def

The following table explains these specifications.

Specification

Explanation

cnd

E.SEVERITY IN Warning
B.SOURCESERVER IN hostA
end-cnd

Specifies a comparison condition for the
purpose of comparing events.
Specify these conditions as follows:
* To match the severity level of warning:
E.SEVERITY IN Warning
e To match host A as the event-issuing
source:
B.SOURCESERVER IN hostA

sev Emergency

Specifies the severity level to which events

matching the event conditions are changed.

Specify the severity level as follows:

* To change the severity level to
Emergency:

sev Emergency

To register the specified settings in JP1/IM, execute the jco_spmd_reload command
on the manager to restart JP1/IM - Manager.

% References:

* See 11.1.6 Considerations for changing JP1 event levels in the Overview and

System Design Guide.

* See 4.9 Setting the severity changing function in the Configuration Guide.

* See Severity changing definition file (jcochsev.conf) in Chapter 2 of the
manual Command and Definition File Reference.

2.2.2 Verifying that the event severity level has been changed

After you have finished specifying the conditions for the severity changing function,
check whether events are displayed in the events list showing the changed severity

level of events.

1. Using the procedure given in 1.2.2 Verifying that you can execute a command,
enter the following settings in the Execute Command window.

Item Setting to enter
Target host hostA
Command jevsend -e SEVERITY=Warning
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On host A, an event of severity level Warning is issued.

For this example, verify that the event level was changed to Emergency, and that the
events list is displayed as follows:

P1 Cential Consale (jp1 admint@host)

é JP1/Integrated Management

[z000 1#kos [afzs [Hfos [¢fao [ oo |

[y

@ Information Q@ Infornation

O Varning O Varning

<2 Information &P Infornation

£ Notice Notice

< Information @ Infornation
or rror

O Varning O Varning

Event level |original Severicy Level |

2l Emer gency Warning [+

& §

RE

By default, the Original severity level and New severity level column headings are
not displayed in the events list. We recommend that you use the Preferences window
to configure Central Console to display these items.

@'a Keywords:

severity level, change, monitoring, definition, severity changing function
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2.3 Removing hosts undergoing maintenance from being monitored

32

Whenever you restart a server on a host that is undergoing maintenance, a large
number of events that are not needed for monitoring the system are issued. This means
that events not needed for monitoring the system are displayed in the events list,
making it difficult to check those events that are needed. Let's remove a couple of hosts
that are undergoing maintenance from being monitored so that these unnecessary
events are not displayed.

Problem

Action

(1.

%

| would like to perform
maintenance on hosts A and
B in the sales department.

. Unfortunately, events are

also issued from hosts
undergoing maintenance.

. | don't need to monitor hosts

while they are undergoing
maintenance. There should
be a way to handle this, |
would think.

Undergoing maintenance

=]
(o}

Host A

Host B Host C

(1.

. It looks like | can do this

. Let's try setting up event

I'll try to find a way to
remove hosts A and B
from being monitored
while they are undergoing
maintenance.

using common exclusion
conditions.

conditions that remove
hosts A and B from being
monitored.

Business
server 1

Management

Business Server
server 2

HWindow:
Common Exclusion-
Conditions Settings
window

H Condition setting:
« Source host
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OK. Now I'll check to make Undergoing maintenance
sure that events issued
from hosts A and B in the - - -
sales department are not —_r e _i
displayed in the events list. . P N N0 v
» E— XK Not displayed SREERC T | TFostc
8 Zrnfamaman\ﬁ Bus'ness
5 & . g server 1
- : AN —
Displayed ot
Management
Business server
server 2
Note:

If you need to perform maintenance on an entire system that includes JP1/IM -
Manager, perform the maintenance in order of higher hosts to lower hosts.

2.3.1 Using common exclusion conditions in a filter to temporarily
remove hosts from being monitored

To remove hosts undergoing maintenance from being monitored, you use common
exclusion conditions in a filter. To set common exclusion conditions, you use the
Common Exclusion-Condition Settings window of Central Console. You can also use
common exclusion conditions to remove action-triggering events from being
monitored.

To display the window:

To display the Common Exclusion-Conditions Settings window, in the Event
Acquisition Conditions List window, click the Add button under the area for the
common exclusion conditions groups.

Prerequisite conditions:
¢ None

For example, let's configure Central Console to remove events issued by hosts A and
B from being monitored while these hosts are undergoing maintenance.
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&4 Common Exclusion-Conditions Settings

Common exclusion condition groupl

B | Sz Heaw e amesil wyaae|

hostd, hosth

II{atch L[I

hosta, hosts

IMach h I

1

To specify hosts to be removed from
being monitored, enter the names of
the hosts in Source host. To enter
more than one host, separate their
names with commas.

For this example, you are removing
hosts A and B from being monitored,
so enter their host names as follows.
Example: hostA, hostB

1

Here, you specify the
comparison condition for the
source host.

For this example, specify a
condition to match hosts A
and B, as indicated below.
Example: Match

[eacen =
II{atch L[I
frracan L[I

0K | Cancel Help

Eﬁ References:

* See 3.2.6 Defining filter conditions in the Overview and System Design

Guide.

* See 12.10 Considerations for JP1/IM system-wide maintenance in the
Overview and System Design Guide.

* See 4.2.4 Settings for event acquisition filters in the Configuration Guide.

* See 2.15 Common Exclusion-Conditions Settings window in the manual GUI

Reference.

2.3.2 Verifying that events from unmonitored hosts are not

displayed

After you have specified the common exclusion conditions for the filter, make sure that
events from the unmonitored hosts are not being displayed in the events list.

To verify that events from the unmonitored hosts are not being displayed:

1. Click the OK button in the Common Exclusion-Condition Settings window.

The Event Acquisition Conditions List window is displayed.

2. Click the OK button in the Event Acquisition Conditions List window.
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The System Environment Settings window appears.
3. Click Apply in the System Environment Settings window.
The specified conditions are defined.

4. Using the procedure given in 1.2.2 Verifying that you can execute a command,
enter the following settings in the Execute Command window.

Item Setting to enter
Target host hostA
Command jevsend -e SEVERITY=Warning -m Command executed from host A.

On host A, an event of severity level Warning is issued.

5. Repeat step 4. Enter the following settings in the Execute Command window.

Item Setting to enter
Target host hostB
Command jevsend -e SEVERITY=Warning -m Command executed from host B.

On host B, an event of severity level Warning is issued.

6. Repeat step 4. Enter the following settings in the Execute Command window.

Item Setting to enter
Target host hostcC
Command jevsend -e SEVERITY=Warning -m Command executed from host C.

On host C, an event of severity level Warning is issued.

For this example, verify that only events of severity level Warning that are issued by
host C are displayed in the events list, and that events of severity level Warning that
are issued by hosts A and B are not displayed in the events list.

Keywords:

item, filter, common exclusion condition, specific, host
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Chapter
3. Detecting Errors

This chapter explains how to display multiple events as a single event, and how to
automatically execute commands based on the error that is detected.

3.1 Handling multiple events as a single event

3.2 Automatically executing a command when a specific event is generated

3.3 Preventing an action that has already been executed once from being executed
during a set period of time
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3.1 Handling multiple events as a single event

38

Events that are issued are tied to certain occurrences, such as a system starting or an
error being generated. Depending on the sequence and combination in which such
coupled events are issued, you may need to quickly take action appropriate for these
events. To help single out important events that need to be dealt with quickly, you can
treat multiple events as a single issue.

Problem

N

1. Events are being issued
on hosts A, B, and C.

2. There has to be a way
to find out quickly that
these events have been
issued.

Action

event when these errors
occur.

2. It looks like | can use a
correlation event to do
this.

3. Well, let's try setting this
up so that events from
hosts A, B, and C with
severity level Error are
treated as a single event.

. I'll'try issuing a separate\

An error event occurs on host A. Sales
_ An error event occurs on host B.
JAn error event occurs on host C.

H Correlation event settings:
+ Purpose: Display multiple events as a single event.
+ Definition file name: Correlation event generation
definition file
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Check

v

A

Sales

Correlation events are department
being generated. OK, now
I'll check these correlation

events.

« If the correlation succeeds:

|Summary status |npe |En‘

| Errors occurred on hosts
A, B, and C in the sales
department, which are
hindering operations.

3 7 the correlation fails:

Operations are

| continuing, but one or
more errors may have
Joccurred on host A, B,
z and/or C.

3.1.1 Associating events with correlation events

To handle multiple events as a single error, you use correlation events. You set
correlation events in the correlation event generation definition file.

Prerequisite condition:

The correlation event generation function is enabled.

Let's specify settings to generate the following events when a correlation either
succeeds or fails.

When the correlation succeeds:

Condition for a successful correlation:

Events of severity level Error are issued from hosts A, B, and C within 60
seconds of one another.

Event that is generated:

An event of severity level Warning is generated with the message Exrrors
occurred on hosts A, B, and C in the sales department,
which are hindering operations.

When the correlation fails:

Condition for a failed correlation:

Error-level events issued from host A, B, and/or C do not satisfy the
condition set for a successful correlation.
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40

* Event that is generated:

An event with severity level Information is generated with the message
Operations are continuing, but one or more errors may
have occurred on host A, B, and/or C

Using a text editor, open a correlation event generation definition file (example:
defl.conf) which is in the following location:

*  Windows: any-folder
¢  UNIX: any-directory

Use . conf as the correlation event generation definition file extension. In the file
name, you can use alphanumeric characters and the underscore ().

Enter the following specifications:

VERSION=2

[error gradation]

CON=E.SEVERITY==Error,B.SOURCESERVER==hostA
CON=E.SEVERITY==Error, B.SOURCESERVER==hostB
CON=E.SEVERITY==Error,B.SOURCESERVER==hostC

TYPE=combination
SUCCESS_EVENT:E.SEVERITY:Warning,B.MESSAGE:"Errors occurred on
hosts A, B, and C in the sales department, which are hindering
operations."
FAIL_EVENT:E.SEVERITY:Information,B.MESSAGE:"Operations are
continuing, but one or more errors may have occurred on host A,
B, and/or C."

The following table explains these specifications:

Specification Explanation
CON=E.SEVERITY==Error, B. SOURCESERVER==hostA Specifies the event conditions
CON=E.SEVERITY==Error, B.SOURCESERVER==hostB used in specifying a correlation
CON=E.SEVERITY==Error, B.SOURCESERVER==hostC event generation condition.

Specify as follows to set
error-level events issued by
hostA as a condition.

* Set the severity level to match
Error:
E.SEVERITY==Error

* Set the event-issuing host to
match host A:
E.SOURCESERVER==hostA

In a similar fashion, specify
error-level events issued by host B
and host C as conditions.
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Specification

Explanation

TYPE=combination

Specifies the type of the
correlation event generation
condition that is defined. Specify
as follows to set the combination
of host A, host B, and host C as a
condition.

¢ TYPE=combination

SUCCESS_EVENT=E.SEVERITY:Warning, B.MESSAGE:
"Errors occurred on hosts A, B, and C in the sales
department, which are hindering operations."

Specifies the correlation event
that is generated if the correlation
event generation condition
succeeds.

Specify as follows to generate an

event of severity level Warning

with the message Errors

occurred on hosts A, B,

and C in the sales

department, which are
hindering operations.

* Specify an event of severity
level Warning:
E.SEVERITY:Warning

* Specify the message to
display:

B.MESSAGE: "Errors
occurred on hosts A, B,
and C in the sales
department, which are
hindering operations."
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Specification Explanation
FAIL EVENT=E.SEVERITY:Information, B.MESSAGE: Specifies the correlation event
"Operations are continuing, but one or more that is generated if the correlation
errors may have occurred on host A, B, and/or C." | event generation condition fails.

Specify as follows to generate an
event of severity level
Information with the message
Operations are
continuing, but one or
more errors may have
occurred on host A, B,
and/or C.

e Specify an event of severity
level Information:
E.SEVERITY:Information

* Specify the message to

display:
B.MESSAGE: "Operations
are continuing, but one
or more errors may have
occurred on host A, B,
and/or C."

You can store def1.conf anywhere you like (Example: C:\jplim).

Execute the jcoegschange command on the manager as follows to register the
definitions:
jcoegschange -f C:\jplim\defl.conf

% References:
* See 3.3 Issue of correlation events in the Overview and System Design
Guide.

* See 4.4 Setting correlation event generation in the Configuration Guide.

* See 5.1.7 Displaying and handling correlation events in the Administration
Guide.

* See jcoegschange in Chapter 1 of the manual Command and Definition File
Reference.

* See Correlation event generation definition file in Chapter 2 of the manual
Command and Definition File Reference.

3.1.2 Verifying that the correlation event is generated

After you have finished specifying the correlation event conditions, check whether the
correlation event is generated according to your specifications.
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To check whether the correlation event is generated as specified:

1. Using the procedure given in 1.2.2 Verifying that you can execute a command,
enter the following settings in the Execute Command window.

Item Setting to enter
Target host hostA
Command jevsend -e SEVERITY=Error

On host A, verify that an event of severity level Error is generated.
2. Change the name of the target host to hostB, and repeat step 1.

On host B, verify that an event of severity level Error is generated.
3. Change the name of the target host to host¢C, and repeat step 1.

On host C, verify that an event of severity level Error is generated.

Under Type in the events list, the fact that a correlation event was generated is
indicated by the following icons:

Type Explanation

Indicates that the correlation event was successful.

& |

Indicates that the correlation event was not successful.

For this example, verify that the icon indicating that the correlation event was
successful is displayed in the events list.

Keywords:

correlation event, severity, consolidation, summary, event, succeeded, failed,
generate, do not generate
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3.2 Automatically executing a command when a specific event is
generated

44

When an event is issued, the system administrator may execute one or more commands
as a means of handling the event. Executing a particular command every time a

specific event occurs is a burden to the system administrator. To reduce the workload,
let's configure Central Console so that a command is automatically executed whenever

a specific event is issued.

1. I'd like to execute the
same command
whenever a specific
event is issued.

2. There must be a way to
automatically issue such
a command.

Problem

- R%

(1. I'll try executing an action)
file whenever an error-
level event is issued.

2. It looks like | can use an
automated action to
make this work.

. Let's try specifying a
condition such that an
action file is executed on
host A whenever an
event of severity level

Action
w

Display range:08/21 12:24:54 - 08/Z1 12:25

View Filter Sectings...|Filter name: [Ex3

| [summary status [Type [Event level
& Warning
@ Information

e An error-level event occurred. |
Information

O Warning

<@ Information

D Hotice
Q@ Information

An error-level event occurred. |

EWindow:
* Action Parameter
Detailed Definitions
> window

HRequired settings:
* Event level

Error is issued.

%

A

» Executing user name
* Target host
* Action

OK. Now I'll check whether
the command was
‘§ executed automatically.
=
o
R
A 4

%‘Ml“—“ |Act.ion | Sales department
Tarning
¢ Information ~— ﬁ
Error
¢ Information
& Varning

B R

g e Command
2 Inforation executed

automatically
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3.2.1 Using the automated action function to execute a command

To automatically execute a command, you use the automated action function. You set
the definitions for automated actions in the Action Parameter Detailed Definitions
window. Automated action definitions are the conditions by which automated actions
are executed. In automated action definitions, you can use variables and specify
information included in events.

To display the window:

To display the Action Parameter Detailed Definitions window, in the Action
Parameter Definitions window, click either the Add or the Edit button.

Prerequisite conditions:

e None

Let's specify that, when an event of severity level Error is issued, the error action
batch file (.bat) that is stored in C: \jplim will be executed on the Windows
computer host A (hosta).

Condition: Specify an event condition for triggering an event by which
an automated action is executed.

For this example, specify as indicated below to set events of severity

level Error as the condition.

source host

Action Definition: Specify the automated action that is executed when
an event specified in Condition occurs.
For this example, enter the following settings:
» Execution user name: Set the system administrator as the executing
user.
= e Example: jpladmin

Execution user name

+» Target host: Perform the action on host A.
Example: hostA

+ Action: Execute an error action batch file (. bat) stored in C:\
Jplim.
Example: C:\jplim\jobB.bat

jobE.bat
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% Reference:
e See 2.25.1 Action Parameter Detailed Definitions window in the manual
GUI Reference.

3.2.2 Verifying that the command was executed

After you have finished configuring the automated action, check whether the
command executes according to your specifications.

To check whether the command executes as specified:

1. Click the OK button in the Action Parameter Detailed Definitions window.
The Action Parameter Definitions window is displayed.

2. Click the Apply button in the Action Parameter Definitions window.
The specified settings are updated.

3. Using the procedure given in 1.2.2 Verifying that you can execute a command,
enter the following settings in the Execute Command window.

Item Setting to enter
Target host hostA
Command jevsend -e SEVERITY=Error

On host A, an event of severity level Error is issued.

Under Action in the events list, an executed action icon (¥ ) is displayed for the event
that triggered the automated action.

For this example, verify that an automated action that executes event action batch file
(.bat) on Windows computer host A was triggered when an event of severity level
Error was issued.

Keywords:

automated action, command, Automatic Action Service
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3.3 Preventing an action that has already been executed once from
being executed during a set period of time

An automated action that is triggered by an event is executed automatically, thereby
reducing the system administrator's workload. However, if a large number of the
events that trigger the automated action are issued within a short period of time, the
action is executed repeatedly. To prevent actions from being executed unnecessarily,
you can prevent an action that has already been executed once from being executed
again during a set period of time.

( N 1)
1.1f I set up an action fileto| € e Management
it wi f
be executed, it WIll oo T T W T T Wl
execute every time the st

same event occurs.

2. The action file needs to
execute only once. There
has to be some way |
can deal with this.

% ]

Problem

The action executes every
time the same event is issued.

( . . )
1. I'll try setting this up so

that the automated action IWind_ow:
doesn't execute « Action Parameter
repeatedly. Detailed Definitions
2. It looks like | can use window
.g automateq ac;tlocr; thi HRequired setting:
g suppression to do this. . Suppress

3. Let's try setting
conditions so that, once
the action file executes, it
won't execute again for
10 minutes.

47



3. Detecting Errors

OK. Now I'll check whether e

automated action
suppression works to (| L e
prevent an action file that ——
has executed once from

executing again during a
specified time period.

Execution status of o
action file Executed

Check

Execution status of
action file X

Not executed

) 4 &J ——

3.3.1 Using automated action suppression to prevent an action from
being executed repeatedly

48

To prevent an action that has executed once from being executed for a set period of
time, you use automated action suppression. You set up automated action suppression
in the Action Parameter Detailed Definitions window.

To display the window:

To display the Action Parameter Detailed Definitions window, in the Action
Parameter Definitions window, click either the Add or the Edit button.

Prerequisite conditions:
* None

Let's specify that the automated action set in 3.2.1 Using the automated action function
to execute a command does not execute for 10 minutes (600 seconds).

In the Action Parameter Detailed Definitions window, select the Execution
Monitoring tab.

&4 Action Parameter Detailed Definitions

A nane

sction Contrrion Bxecution fonicoring | To suppress an automated action, specify a suppression time (in

: =] seconds).

For this example, enter the following setting to specify a suppression
time of 10 minutes (600 seconds):

Example: 600

Eﬁ References:
* See 5.4.4 Suppressing identical actions in the Overview and System Design
Guide.
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* See 4.3.4 Setting suppression of automated action execution in the
Configuration Guide.

* See 2.25.1 Action Parameter Detailed Definitions window in the manual
GUI Reference.

3.3.2 Verifying that the same action does not execute repeatedly

After you have finished setting up suppression of automated actions, make sure that
the same action does not execute repeatedly.

To make sure that the action does not execute repeatedly:

1.

Click the OK button in the Action Parameter Detailed Definitions window.
The Action Parameter Definitions window is displayed.

Click the Apply button in the Action Parameter Definitions window.

The specified settings are updated.

Using the procedure given in [.2.2 Verifying that you can execute a command,
enter the following settings in the Execute Command window.

Item Setting to enter

Target host hostA

Command jevsend -e SEVERITY=Error

On host A, an event of severity level Error is issued.
Repeat step 3.

On host A, an event of severity level Error is issued.
In 10 minutes, repeat step 3 again.

On host A, an event of severity level Error is issued.

If the automated action was suppressed, an automated action suppression icon ( @ )is
displayed under Action in the events list.

For this example, verify that the following is displayed under Action in the events list.

The first time the command is executed:

The execution trigger icon is displayed ( ).

The second time the command is executed:

The automated action suppression icon is displayed (9 ).
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¢ The third time the command is executed:

Because the ten minutes specified as the suppression time have elapsed, the
execution trigger icon is displayed (4 ).

Keywords:

automated action, generate, severity, time, suppression
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Chapter
4. Troubleshooting Errors

This chapter explains how to display unlisted events that were issued previously for
the purpose of investigating an error, and how to register for later display the corrective
action to take for an error.

4.1 Checking the status of previously-issued events

4.2 Searching for events

4.3 Registering for later display the corrective action to take for previously-issued
events
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4.1 Checking the status of previously-issued events

Once you have monitored a system for a while, error-related events that were issued
previously may be issued again. Even if you want to check the corrective action you
took in the past for such an event, the event may no longer be displayed in the events
list. Let's display events that are no longer displayed in the events list to check the
status of previously-issued events.

I'd like to check past events

that are no longer displayed o W= A 1 i
Mg ————————————————————————— I

on the Monitor Events
page.

8

Problem

1. I'll try entering conditions
to show events that are
no longer displayed.

2. It looks like | can do this
using the event display
start-time specification
function.

)

Action

OK. Now I'll check to see
whether events that
ocurred on the date and
time | want to check are
displayed.

Check

O R

4.1.1 Using the event display start-time specification function to
specify the display time of events

To display events that are no longer displayed on the Monitor Events page of the
Event Console window, you use the event display start-time specification function.

The event display start-time specification function can be used on the Monitor Events
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and Severe Events pages of the Event Console window.

Prerequisite condition:

* The integrated monitoring database is conﬁgured.#

#: The integrated monitoring database must have been configured at the time
the events were acquired.

On the Monitor Events page, try displaying an event issued at 09:00:00 on February

25, 2009 when the earliest event currently displayed arrived at 10:00:00 on February
26, 2009.

To display events beginning at a specified time, specify a date and time.
The date and time you specify are the date and time the event arrived.
Example: 2009/02/25 09:00:00

Slider
I &
[eots | #foz | #zs | [os s oo | [on | | Bispiay || Gatces StatusiUpdate ended.[Frow 2009/02/25 09:00;00]
2DD9/¥/25 Ug:% 0o
LIRETH i | I

% References:

See 5.1.9 Displaying events by specifying time in the Administration Guide.
* See 2.2 Monitor Events page in the manual GUI Reference.

You can also use the slider to display previously-issued events.

4.1.2 Verifying that events are displayed from the specified display

time

After you have finished specifying the time in the area for specifying the event display

start time, check whether events are displayed in the events list beginning from the
time you specified.

To check whether events are displayed from the specified time:
1.  Click the Display button in the area for specifying the event display start time.
Issued events are displayed in the events list beginning at the specified time.

For this example, verify that events issued from 09:00:00 on February 25, 2009 are
displayed in the events list on the Monitor Events page.

Keywords:

event, search, display time, Monitor Events page, event display start-time
specification function, past
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& 7.
Attaching a memo to an event

By attaching a memo to an event, you can record a note indicating the status
of the investigation conducted on the event. For details about how to attach

a memo, see 3.7 Setting memo entries in the Overview and System Design
Guide.
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4.2 Searching for events

In the course of investigating an error, you may need to check whether other events
related to the error have been issued, in addition to the ones currently displayed in the
events list. However, at the time of the investigation, such events may have already
been cleared from the events list. Let's search for events that have been cleared from

the events list by specifying event conditions.

I'd like to find out what type
of error-level events were
issued in the past.

Problem

R

1. I'd like to find error-level
events. EWindow:
2. It looks like | can use the * Event Search
= search events function to Conditions window
2 do this.
£ M Required setting:
* Event severity level

A

OK. Now I'll check to see
whether only events that
match the specified
condition were found.

84

Check

A 4

4.2.1 Using the search events function to search for events that
match a specified condition

To search for events, you use the search events function. You set the conditions for the
search events function in the Event Search Conditions window.
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To display the window:

To display the Event Search Conditions window, click the Events Search
Conditions button on the Search Events page.

Prerequisite condition:

* The integrated monitoring database is conﬁgured.#

#: The integrated monitoring database must be configured only if you want
to specify the integrated monitoring database as a search target.

Let's search for events of severity level Warning.

&4 Event Search Conditions [ %]

jpluserl

o L

Conditions group nane Existing conditions group |—

| &

Event lewel

Used to specify the event search condition.
For this example, specify an event level of Warning.
Example: Warning

E] References:
* See 3.5 Searching for events in the Overview and System Design Guide.
* See 5.5.1 Search method in the Administration Guide.
4.2.2 Verifying that the event was found

After you have specified the event search conditions, check whether the event you
wanted to find is displayed on the Search Events page.

To check whether the event you wanted to find is displayed:
1. Click the OK button in the Event Search Conditions window.

Events matching the specified condition are displayed on the Search Events
page.
For this example, verify that events of severity level Warning are displayed.
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Keywords:

search event function, searching, investigation
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4.3 Registering for later display the corrective action to take for
previously-issued events

When an error occurs in a system, the system administrator handles the error according
to the corrective action most appropriate for that error. However, it is almost
impossible for the system administrator to keep track of the most appropriate
corrective action for each case. To reduce the administrative workload on the system
administrator, you can register the corrective action to take for an event so that it is
displayed later.

| could handle this quickly
if the corrective action to
take for this error were
displayed.

\b!

Error A occurred.

Problem

(" . \

1. Maybe | can register the
corrective action to take
for an error.

2. It looks like | can use the
event guide to register
this.

3. Let's try entering the
corrective action to take
when an error of event

M Definition file name:
+ Event guide information file

B Required settings:
» Event guide number
* Attribute name and attribute
value

Action

severity level Exrror
occurs on host A.

R/ 4
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(1. OK. Now Il try using the)
guide information to
check the corrective
action to take

2. According to the guide
information, | should
contact manager xxx of

the sales department. Detailed information: -
Guide rite down the error code, and then contact Mr./Ms. xxx, the head of the sales
ldepartment.
& Phone extension: zz-zzz) =l

4.3.1 Using the event guide function to register the corrective action
to take

Check

To register for later display the corrective action to take for events, you use the event
guide function. To use the event guide function, you create an event guide information
file named jco guide.txt.

Prerequisite conditions:
* None

Let's register for later display the error handling to use when a user process on host A
in the sales department terminates abnormally with an event of severity level Exrror.

Enter the following specifications in jco_guide. txt:

DESC _VERSION=1

[EV_GUIDE 1]

#Contact Information in Case of Abnormal Termination
EV_COMP=E.SEVERITY:Error

EV_COMP=B.SOURCESERVER: hostA

EV_GUIDE=Detailed Information\nWrite down the error code, and
then contact Mr./Ms. xxx, the head of the sales
department\nPhone extension: zz-zzz

[END]
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The following table explains these specifications:

Specification Explanation
EV_COMP=E.SEVERITY:Error Specifies comparison conditions for the
EV_COMP=B.SOURCESERVER:hostA purpose of comparing events.

Specify these conditions as follows:

e To match the severity level of Exrror:
EV_COMP=E.SEVERITY:Error

* To match host A as the event-issuing
source:
EV_COMP=B.SOURCESERVER: hostA

EV_GUIDE=Detailed Information\nWrite Specifies the message to display in the event
down the error code, and then contact gﬂd&

Mr./Ms. xxx, the head of the sales
department\nPhone extension: zz-zzz

Save the event guide information file that you created in the following location:
*  Windows:
Console-path\ conf\guide\
shared-folder\jplcons\conf\guide\ (logical host)
* UNIX:
/etc/opt/jplcons/conf/guide/
shared-directory/jplcons/conf /guide/ (logical host)

The defined settings are registered after you execute the jco spmd reload
command or restart JP1/IM - Manager.

Restart JP1/IM - View as well if JP1/IM - View is connected.

% References:
* See 4.6.1 How to edit event guide information in the Configuration Guide.

* See Event guide information file (jco guide.txt) in Chapter 2 of the manual
Command and Definition File Reference.

4.3.2 Verifying that the corrective action is registered

After you have finished using the event guide function to set the event guide
information, check whether the corrective action you set for the event is registered.

To check whether the corrective action is registered:

1. Using the procedure given in 1.2.2 Verifying that you can execute a command,
enter the following settings in the Execute Command window.
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Item Setting to enter
Target host hostA
Command jevsend -e SEVERITY=Error

On host A, an error-level event is issued.

2. Selectthe issued event in the events list and, in the Event Console window, choose
View, and then Event Details.

Event guide information for the selected event is displayed in the Event Details

window.

For this example, verify that the following is displayed:

@'a Keywords:

corrective action, event, event guide, error, event guide information

@ Tip:

To start an application that is linked to the event:

Select an event, and then, in a separate window, start the application that has
been linked to the displayed event. For details about how to set up this link,
see 4.12 Setting monitor startup for linked products in the Configuration

Guide.
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Execute Command window 10
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registering 4
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using 3

IM Configuration Management window 3
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Register Host window 4
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Reader’s Comment Form

We would appreciate your comments and suggestions on this manual. We will use
these comments to improve our manuals. When you send a comment or suggestion,
please include the manual name and manual number. You can send your comments
by any of the following methods:

e Send email to your local Hitachi representative.

e Send email to the following address:
WWW-mk@itg.hitachi.co.jp

e If you do not have access to email, please fill out the following information
and submit this form to your Hitachi representative:

Manual name:

Manual number:

Your name:

Company or
organization:

Street address:

Comment:

(For Hitachi use)
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