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goddddddddodoooooooooooooooDoobooDbooboboobooooOn
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00O0DO0OD0OO0O0O0OO0O0OO00oO0OWindowsOOOQOQoOQonQO
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O000O0OEnveloped 00000000 O00DOOO0O0ODODOO0ODODOOOOODOOODO

010 XMLOODOOO Document 0o oonon

JAXP 0 DocumentBuilder 0000000000000 O0D0DOOONOODocument 000
00000000000 DbocumentOOOOOOOODODOODODODOODOODOODODODOO
ooooo0o0o0oOo0o0oU0o0o0oUo0oUUUOUUDUUULUOUoooo
Docurent Bui | der Factory dbf =
Docunent Bui | der Fact ory. newl nst ance() ;

dbf . set NanespaceAwar e(true);
Document doc = dbf. newDocunent Bui | der (). parse(i nput);

020 XMLOODOOOOO

XMLSignatureFactory OO0 0000000000 OOOOOOOOOOOOOOOO
ooooooobooooboooooxXxMLOODOOOOOOOODOOOOoDoOOO
goboboboboboooooboobooboboboobooo

O0DO0O0OURI="(O0O00O)

- J00000O0ODOODOODOSHAL
000000000 Enveloped Signature O O
e J000D0O00OO0DO0O0ODOODODO XML-C14N

38



5000000000000

« D000 O0UUOUOUORSAwithSHA1L

gooboboboboboobooo

XM_Si gnat ur eFact ory xsf = XM.Si gnat ur eFact ory. newl nst ance() ;
Ref erence ref = xsf.newReference("", xsf.newDi gest Met hod(
Di gest Met hod. URI _SHA1, null),
Col | ections. si ngl et onLi st (
xsf. newTr ansf or m(
Transform URI _ENVELOPED_SI GNATURE, null)));
Signedinfo si =
xsf. newSi gnedl nf o( xsf. newCanoni cal i zat i onMet hod(
Canoni cal i zat i onMet hod. URI _OM T_COWMMENTS,
nul ),
xsf. newSi gnat ur eMet hod(
Si gnat ur eMet hod. URI _RSA_SHA1, null),
Col | ections. singletonList(ref));
XMLSi gnature sig = xsf.newXM.Signature(si, null, null);

o300 XMLOOODOOOOO

XMLOOOOOOODOOOOOOoOoOoDOoOOoOoooOooooooobooooooo
gboboboobobooooooobobobobooboobDobDobobDobLoOn
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« XMLODODOOODODO

Dal O0ooooooon
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gbobobooboooooooobobobobobooboobooboboboobooo
goobmoooooboobobobobobooooboobooboboboobooo

XM.SecurityContext context = new XM.SecurityContext (
XML.Securi t yCont ext . Mode. SI GN, doc);

cont ext . set KeyResol ver (
new AdhocKeyResol ver (Utilities.getPrivateKey()));

ObOXMLOOOOOOODODOOOD

00000 Document 00O OO0DOOOOODOOOO XMLOOOOOODOOOODO
gooboboboboooooooboboboboobooboobooboboboo

DOVPosi ti on pos = new DOWPosi ti on(doc. get Docurent El ement (),
nul I');

OcOXMLOOOODOOODO

XMLSignature 0 000 sign0 000000000 Signature 10000000000
OOReference 00000000000 0O00OOSignature 000000000000
ooooooooooooooooog

si g.sign(context, pos);
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XMLSerializer 0000 00D0 OO Signature D0 000 Document 0000000
XMLOOOOOODDODOOODOOOOoOoOoDDOOoooooo

XMLQut put Format format = new XM.Out put Format () ;
format. set Ori t Redundant NamespaceDecl s(true);
format. set Encodi ng("Shift_JI S");
Cut put St ream os = new Buf f er edCut put St r eam(

new Fi | eCut put St ream(out put));
XM.Seri alizer xsr = new XM.Serializer(os, format);
xsr.serialize(doc);
os.cl ose();
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Docunent Bui | der Factory dbf =
Docunent Bui | der Fact ory. newl nst ance() ;
dbf . set NanespaceAwar e(true);
Docunent Bui | der db = dbf. newDocunent Bui | der () ;
Docunent docO = db. parse(i nput);
El enent el enD = docO. get Docunent El enmrent () ;
Docunent doc db. newDocunent () ;
El enent el em = (El enent) doc.inportNode(el enD, true);
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XM_Si gnat ur eFact ory xsf = XM.Si gnat ur eFact ory. newl nst ance() ;
XMLObj ect obj = xsf.newXM.Qbj ect (Col | ecti ons. singl etonLi st (
new DOVWNodeCont ai ner (el em)));
obj .setld("foo");
Ref erence ref = xsf.newRef erence("#foo0", xsf.newDi gest Met hod(
Di gest Met hod. URI _SHA1, null), null);
Signedinfo si =
xsf. newSi gnedl nf o( xsf. newCanoni cal i zati onMet hod(
Canoni cal i zati onMet hod. URI _OM T_COMMENTS, nul |),
xsf . newSi gnat ur eMet hod(
Si gnat ur eMet hod. URI _RSA_SHA1, null),
Col | ections. singletonList(ref));
XML.Si gnature sig = xsf.newXM.Si gnature(si, null,
Col | ecti ons. singl etonLi st(obj));

o300 XMLOOODOOOOO

Enveloping0 O OOOOCOOCOOOOOOO0OOOOOOOOOOUOOUOOOOOOO
gboboboobobooooooobobobobooboobDobDobobDobLoOn
ERN

s JODOODOODOO
- MLOODODOODOODOOODO
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Dal O0ooooooon
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gbobobooboboooooooboboboboobooboDobDobobobLoon
goobob™@oooboboboooooboobobobooboooooobOobOoD

XM.SecurityCont ext cont ext
= new XM.SecurityCont ext (
XM.Securi t yCont ext . Mbde. SI GN, doc);
cont ext . set KeyResol ver (
new AdhocKeyResol ver (Utilities.getPrivateKey()));

ObOXMLOOOOOOODODOOODO

00000 Document 00000000000 ODO XMLOOODODOOOODOODOO
0000000000Signature 000 0000000000000 0ODOOOOOOOO
ooooooo

DOMPosi ti on pos = new DOWPosi tion(doc, null);
OcOXMLOOODOODODO

XMLSignature 0000 sign 0000000000 Signature 00000000000
OO0Reference 000000 D0D0ODODOOOOSIgnature 100000000000
00o0oooooooooooooog

sig.sign(context, pos);
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XMLOOOOODOODOOO0D0DO000D00000Shift JISOO00OD000000OO
oooooooooooooo

XMLQut put Format format = new XM.Qut put Format () ;

format. set Ori t Redundant NanespaceDecl s(true);

format. set Encodi ng("Shift_JIS");

Qut put St ream os = new Buf f er edQut put St r ean(

new Fi | eCut put St r ean( out put) ) ;
XM.Seri alizer xsr = new XM.Serializer(os, format);

xsr.serialize(doc);
os.cl ose();
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010 XMLOODOOO Document0 0o oonon

JAXP O DocumentBuilder 000000 Document 000000000000 O0O0O
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00000000000000Document0 0000000000000 O0OOOOO
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Document Bui | der Factory dbf =
Docunent Bui | der Fact ory. newl nst ance();

dbf . set NanespaceAwar e(true);
Document doc = dbf.newbocunent Bui |l der (). newDocunent () ;
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XMLSignatureFactory OO0 0000000000 OOOOOOOOOOOOOOOO
goooooooboooOoboOoOoooooXMLOOOoOooooooooooooooo
gooboboboboooooobobobobooboooo
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XM.Si gnat ur eFact ory xsf = XM.Si gnat ur eFact ory. newl nst ance() ;
Ref erence ref = xsf.newReference(
new File(input).toURI().toString(),
xsf. newDi gest Met hod( Di gest Met hod. URI _SHA1, null),
Col | ecti ons. si ngl et onLi st (xsf. newTr ansf or n(
Transform URI _C14N OM T_COMVMVENTS, null)));
Si gnedinfo si =
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xsf. newSi gnedl nf o( xsf. newCanoni cal i zat i onMet hod(
Canoni cal i zati onMet hod. URI _OM T_COMMENTS, nul |),
xsf . newSi gnat ur eMet hod(
Si gnat ur eMet hod. URI _RSA SHA1, null),
Col | ections.singletonList(ref));
XM.Si gnature sig = xsf.newXM.Signature(si, null, null);

g3 XMLOOOOOGOOoO

Detached D0 0000000 DODOO0ODOOOOODODOO0ODOOOODODOOODODOOO
goboboboboboooooooboobobobobbooboobDobDobDoboboo

s JODOODOODOO
« XMLODDOOODODOODOO
« XMLODOOOODODOO

Dal 0oooooon

Detached 00000000000 O0OOOOOODOOOOOOOOOOOODOODOOO
gbobobooboboooooooboboboboobooboDobDobobobLoon
goobob™@oooboboboooooboobobobooboooooobOobOoD

XM.SecurityContext context = new XM.SecurityContext (
XM_.Securi t yCont ext . Mode. SI GN, doc);

cont ext . set KeyResol ver (
new AdhocKeyResol ver (Utilities.getPrivateKey()));

OpOXMLOOOOOOODOOOOD

00000 Document 0000000000 DODOOO0 XMLOOOOOODOOOODO
00000O0000OSignature 0000000000 0O0DOOO0OODODOOODODOOO
gboboobo

DOVPosi ti on pos = new DOWPosi tion(doc, null);
OcOXMLOOOODOOODO

XMLSignature 0000 sign 0000000000 Signature 10000000000
OO0Reference 000000 D0DODOOOOOSIgnature 100000000000
goodoodooooooooooooao

si g.sign(context, pos);

040 XMLODODOOOODO

XMLSerializer 0 0000000 O Signature 0 00 00 Document 0000000
XMLOOOOOOOOOOO0O0O0O00000o0oosShift JISsOoooooooon
ooooooooooooogd

XMLQut put Format format = new XM.Out put Format () ;
format . set Ori t Redundant NamespaceDecl s(true);
format. set Encodi ng("Shift_JIS");
Cut put St ream os = new Buf f er edCut put St r eam(

new Fi | eQut put St ream( out put));
XM.Seri al i zer xsr = new XM.Serializer(os, format);
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xsr.serialize(doc);
os.cl ose();

5.1.400 Enveloped U [ J Enveloping [0 [0 0 O [0 OO Detached
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O0ODocument 0000000000000 O00O0O0O0XMLOODOOODODOOODOOO
00000 Document 00000000 Signature 1000000000000 OOOO
O0ODocument 0000 D0OO0O0OO0OODODOOODOOODODOODOOODODOOODOOO
O0000O0OEnvelopedJOODOO0O0OO0O000OO0ODOODOEnvelopingdOOO0O
Detached D00 O00OO00OD0OODO Signature 1000000000000 O0O0ODOODO
ogooooooo

Enveloped 0 OO0 00O

Documnent Bui | der Factory dbf =

Docunent Bui | der Fact ory. newi nst ance() ;
dbf . set NanespaceAwar e(true);
Docunent doc = dbf.newDocunent Bui | der (). parse(inpu
Node | ast = doc. get Docunent El enent (). get Last Chi | d(
if ((last == null) || !'(DOMXils. matchesName(

| ast, XM.Signature. XMLNS, "Si gnature"))) {

t hrow new Exception("mi ssing ds: Signature");

t
)

El enent sigelem = (El enent) |ast;

Enveloping 0 0 00O Detached 00 00O

Docunent Bui | der Fact ory dbf =
Docunent Bui | der Fact ory. newl nst ance() ;

dbf . set NanespaceAwar e(true);

Docunent doc = dbf.newDocunent Bui | der (). parse(input);

El ement sigel em = doc. get Docunent El emrent () ;

if (!'(DOMXils.matchesNanme(sigel em XM.Signature. XMLNS,
"Signature"))) {
t hrow new Exception("nissing ds:Signature");

}
o220 XMLOODOOOOO

XMLSignatureFactory 0000000 OO XMLSignature 0000000000000
000000000 Document0 0000000 Signature 00000000
XMLSignature 0 00 0000000000000 OSignature 1000000000
00o0o0oo0ooo0ooo0ooooooooooooooooooooomon
0oo0o0ooooooooooooooooooooooooon

XM_Si gnat ur eFact ory xsf = XM.Si gnat ur eFact ory. newl nst ance() ;
XM_SecurityCont ext context = new XM.SecurityCont ext (



5000000000000

XM_.Securi t yCont ext . Mode. VERI FY, doc);
XML.Si gnature sig = xsf.newXM.Si gnat ure(context, sigelen;

g3 XMLOOOOOGOOoOo

XMLOOOOOOODODOOOOOOO0ODODDOO0OOO0O0O0ODOoO00DoOooooo
gboboboboboooooboobobobobobooobogoo

s JODOODOODOO
« XMLODODOOODODOO

Dal 0oooooon

XMLOOOOOOODOOOoOOOOoOoDOoOOoOoooooooboooobooooooog

gbobooboobobooooooboobobobobooboobooboboboobooon
gooboooo

cont ext . set KeyResol ver (
new AdhocKeyResol ver (Utilities.getPublicKey()));
ObOXMLODOODOODOODO

XMLSignature 0 000 verify 00000 OSignature 1 00000000 OO0O0OO

O000Signature 000000000 0O0OReference000000000000O00O0OO
ooo

000000000 00U00U0o0o0o0o0ooooooooooggddverifyd
0000000 false0 0000000000000 00O0OODO0OODOODOOOOOOO
O0O0O0O0DOOOReferenceValidity 1000 00000000000O0O00O0O0

ReferenceValidity 000 0000000000000 0ODOO0OOOOOODOOOODOO

gboboboobobooooooboobobobobooboobooboboboobooon
gboboboboobooooo

bool ean result = sig.verify(context);

if (result == true)
Systemout.println("signature is valid.");
} else {

Iterator itr =
si g. get Si gnedl nfo().getReferences().iterator();
while (itr.hasNext())
Reference ref = (Reference) itr.next();
ReferenceValidity validity =
ref.get ReferenceValidity();
Systemout.println("reference: URI=" + ref.getURl ()
+ ", validity=" + validity.getStatus());

Systemout.println("signature is invalid.");
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0 0 0O Cosminexus XML Security - Core 0000000000000 D0O0O0OOODOOO
oo ooooobbobobooooo

gboboboooooboobooboboboooooooboboboboobooooo
gboboboobooooboobobobooooo

00DO0DbO0ODOO0O0O0O0O0OO0oO0OWindowsOOOQOQOQoQO
CosminexusJOO000000000001 XMLSEC/ sanpl es/ xsec

5210 XMLO0ODODOODODODOO0OU00U0OoUoooobDn

goooooXMLOODOOOOOODOOOOOOODOODODDOODOOOOOOOOOD
obobobooooboobooboboboooo

010 XMLO O OO DocumentD OO OOOOOO

JAXP O DocumentBuilder 00000000000 XMLOOOOODO OO Document
0000000000000 Document 0 0000000000 O0OOO0DOOODOOO
000000000000 0b0o0b0o0o0o0oo0Oo0oo0oooDbOoOooon
Docunent Bui | der Factory dbf =
Docunent Bui | der Fact ory. newl nst ance();

dbf . set NanespaceAwar e(true);
Docunment doc = dbf. newDocunent Bui | der (). parse(i nput);

020 0000000bOoDd

XMLEncryptionFactory 00 000000 XMLEncryption 000000000000
oo ooooooboboboboboon
TripleDESOOO00000D0O000O0DOO0OODODOOODOODO

XMLEncryptionFactory xef =
XMLEncrypti onFact ory. newl nst ance();
Encrypti onMet hod em = xef. newEncrypti onMet hod(
Encrypti onMet hod. URI _TRI PLEDES, null);
XMLEncryption xenc = xef.newXM.Encryption(em null);
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O30 0onooooon

gbobobooboooooooobobobobobooboobooboboboobooo

gbobooboobobooooooobobobobooboobooboboboboooon
gooood

s JODOODOODOO
s DJOOOOOODO
s JODOOOOODO

Dal O0Ooooooon

gbobooboobobooooooboobobobobooboobooboboboobooon
gbobooboobobooooooboobobobobooboobooboboboobooon
gbobmooobooobobobobooboooboboobobooboooboo

XM_SecurityCont ext context = new XM.SecurityCont ext (

XML Secur i t yCont ext . Mode. ENCRYPT, doc);
cont ext . set KeyResol ver (

new AdhocKeyResol ver (Utilities. getSecretKey()));
ObOODODOOODODOO

000000000000 0U0gOUdCreditCard00O00OOOOODOODODDODO
gboboboboboooooo

El enent elem= Utilities.getEl ement(

doc, "http://exanple.org/paynent”,"CreditCard");
if (elem== null)

throw new Exception("m ssing p:CreditCard");
DOVFr agnent t oBeEncrypted = new DOVFragnent (el em ;

O0OOCreditCard000000O0OOOOODOODOODOOOOOOOODOMFragment
toBeEncrypted =0 000000000000 DOCOOOOO

DOVFr agnment t oBeEncr ypt
new DOVFragment (e
i

e
|
el em get Last Chi |

d =
em get FirstChild(),
d())

OchOOODOOOOO

OGMOODODO0000000000000000000000000000000000
gooooo

Dat aCont ai ner encrypted =
xenc. encrypt XM_(cont ext, toBeEncrypted);

040 0O0D0OD0OO

XMLEncryptionFactory 00 00 0O 0O OO EncryptedData D 0 0000000000
000000000000000000CipherValueDOODODOOOO0G)@OOOOO
00000000000000000000000EncryptedData 0000 replace O

00000000 m@®mMOD0DD0DD0DD0D0DD0DD0DDD EncryptedData O O
oooooooo
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0000000000000 00000000000 EncryptedData 000 Type OO
00000000000000000 CipherValueDOODODOO0OO0OO0OOO0DOOODOOO
CipherReference 0 0 0000000000 ODOODOODOOOOOOO

O0O0O00OCipherValue0 0 OO0 O0ODO0D0O0O0O0D0O0D000O000OO0OO0OOOOO
ooooo
Ci pherData cd = xef.newCi pher Dat a( xef. newCi pher Val ue(
encrypt ed. get AsByteArray()));
Encrypt edDat a ed = xef.newkncryptedbData(em null, cd, null);

ed. set Type( Encrypt edDat a. URI _TYPE_ELEMENT) ;
ed. repl ace(context, toBeEncrypted);

gsogobnoooon

XMLSerializer 0000000000000 C0O0DOQO EncryptedDataO0 000000
0 Document 0 000000 XMLOOOOOO0O000000000000O0OO
Shift JISOODODO0OD0DOO000O0OO00O0ODOO00ODO0OO0O0DOO

XMLQut put Format format = new XM.Qut put Format () ;

format. set Ori t Redundant NanespaceDecl s(true);

format. set Encodi ng("Shift_JIS");

Qut put St ream os = new Buf f er edQut put St r ean(

new Fi | eCut put St r ean( out put)) ;
XM.Serializer xsr = new XM.Seri alizer(os, format);

xsr.serialize(doc);
os.cl ose();

s220XMLUO0000OODODODOD0O0O0OOOODOODOOO0

goooooXMLODODOOOOOODOOOOOOODOODODOOOOOOOOOOOD
gboboooobooboboboboboooon

010 XMLO O OO DocumentD OO OOOOOO

JAXP O DocumentBuilder 0000 0000000000000 XMLOOOOOO
O0ODocument 000000000000 ODocument 1000000000 O0000OO0
000o00oooooo0oooooooooooooooooooooooooon
Docunent Bui | der Fact ory dbf =
Docunent Bui | der Fact ory. newl nst ance();

dbf . set NanespaceAwar e(true);
Docunent doc = dbf.newDocunent Bui | der (). parse(i nput);

020 00000000

Document 00000000 EncryptedData 00 0O O 0O O O EncryptedData O 0O OO
goddddddddooooooooooooooo

El ement encel em =
Utilities.getEl enent(doc, XM.Encryption. XMLNS,
"Encrypt edDat a") ;
if (encelem== null)
t hrow new Exception("m ssing xenc: Encrypt edData") ;
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5000000000000

}
O30 0onboonoon

XMLEncryptionFactory 00 0000000 EncryptedData D 0 0000000000
gt oooooDOoOoO
godddddddddddooooooooooooooooDbObDbOm@OoOoOoOooo
gooooooa

gboboboboboooooooboboboboobooobooobooboboboobooo
gbobobobobooobooooooobobobob

gobobobobooboboobooo

XMLEncryptionFactory xef =

XMLEncrypti onFactory. newl nstance();
XM.SecurityContext context = new XM.SecurityContext (

XM_.Secur i t yCont ext . Mode. DECRYPT, doc);
Encrypt edDat a ed = xef.newEncrypt edDat a(cont ext, encelen);
XMLEncrypti on xenc =

xef . newXM_Encrypti on(

ed. get Encrypti onMet hod(), ed. get Keyl nfo());

cont ext . set KeyResol ver (

new AdhocKeyResol ver (Utilities. getSecretKey()));

40 XMLOOODODOO

XMLEncryption 0000 decryptXMLO OO OOOOOOOOODODODOOOOOOO
00000 EncryptedData 0000 replace 0 000000 OO EncryptedData O 0O O
0odooo0o0oooooooooooooooooooooooog

DOVFr agnent decrypted = xenc. decrypt XM_(context, ed);
ed. repl ace(context, decrypted);

gsoodoooooon

XMLSerializer 000000000 EnceryptedData OO0 0000000000 OOOO
Document 0000000 XMLODOODOOODOODODODOODODOODOOODOO
Shift JISOODODOOODOOODODOODOO0OODOOOODOOOOO

XMLQut put Format format = new XM.Qut put Format () ;
format. set Ori t Redundant NanespaceDecl s(true);
format. set Encodi ng("Shift_JIS");
Qut put St ream os = new Buf f er edQut put St r ean(

new Fi | eQut put St ream( out put) ) ;
XM.Seri alizer xsr = new XM.Serializer(os, format);
xsr.serialize(doc);
os.close();

523000000 bU0oouuognd

gboboboobobooooooobobobobooboobDobDobobDobLoOn
gbobobobooooo

49



5000000000000

010 00000000 DocumentD DO OO OO0O0O

JAXP 0 DocumentBuilder 0000000 Document 000000000000 0ODOO
00000 Document 0O O0O0O0OOEncryptedData D0 00000000 OOOO
0000000000000000Document 000000000000 O0OOOOO
0000000ooo0oooo0ooo0oooooooooooooooon

Docunent Bui | der Fact ory dbf =

Docunent Bui | der Fact ory. newl nst ance();
dbf . set NanespaceAwar e(true);

Document doc = dbf. newbocunent Bui |l der (). newDocunent () ;
020 00000000000

XMLEncryptionFactory 00 000000 XMLEncryption 000000000000

gboboboboooogooboobobobobobooboooobobOobo
TripleDESOO000OO0OO0O0O0OOOOODOOOOOODOOODO

XMLEncryptionFactory xef =
XMLEncrypti onFact ory. newl nst ance();
Encrypti onMet hod em = xef. newEncrypti onMet hod(
Encrypti onMet hod. URI _TRI PLEDES, null);
XMLEncryption xenc = xef.newXM.Encryption(em null);

g3 goboooon

gbobobooobooobooobooboboboooooooboboboboobooogoo

gboboboooboobooboboboooooooobobobobooboooboon
gboboooooooo

s 0JO00O0ODOODOO
s JO0O0OD0OOODO
s 0O0OO0ODOOODO

alDOoOO0OOO0OOO

gbobobooobooobooobooboboboooooooboboboboobooogoo
gbobobooobooobooobooboboboooooooboboboboobooogoo
gbobmooboobobobobobobooobooboobobooboooboo

XM_SecurityCont ext context = new XM.SecurityCont ext (

XM_Secur it yCont ext . Mode. ENCRYPT, doc);
cont ext . set KeyResol ver (

new AdhocKeyResol ver (Utilities. getSecretKey()));
ObOOOODOOOOO

gbobobooobooobooobooboboboooooooboboboboobooogoo

Dat aCont ai ner toBeEncrypted = new Dat aCont ai ner (
new Buf f er edl nput Stream(new Fi | el nput Strean{i nput)));
OcOOOOOOoOOO

O®MOODO00D000000000000000000000000000000000
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gboboobo

Dat aCont ai ner encrypted =
xenc. encrypt (context, toBeEncrypted);

040 0000000

XMLEncryptionFactory 000000 00O EncryptedData 000000000000
000000000000000000CipherValueJOODODOOOO0G)@OOOOO
0000000000000 0000000DOdO EncryptedData OO OO generate
0000000000 EncryptedData 000000000 0O0OOO EncryptedData O
O0O0Document 00000000 DOODODOODOODOODOODOODOODOODO

Ci pherData cd = xef.newC pher Dat a( xef. newCi pher Val ue(

encrypt ed. get AsByteArray()));
Encrypt edDat a ed = xef.newEncryptedbData(em null, cd, null);

El enent encel em = ed. gener at e(cont ext);
doc. appendChi | d(encel em ;

gsogonoooooo

XMLSerializer 00 000000000000 O00DOOOO0DOO EncryptedData OO
0000000 Document 0000000 XMLOOOOOOOOOOOOOOOOO
O0oO0O0Oshift JISOOODODO0DO0DO0DO0D00000000000ooooo

XMLQut put Format format = new XM.Out put Format () ;
format . set Ori t Redundant NamespaceDecl s(true);
format. set Encodi ng("Shift_JIS");
Cut put Stream os =

new Buf f er edQut put St r ean(

new Fi | eCut put St r ean( out put));

XM.Seri alizer xsr = new XM.Serializer(os, format);
xsr.serialize(doc);
os.cl ose();

2400000000000 OOO

gboboboobobooooooobobobobooboobDobDobobDobLoOn
gbobobobooooo

010 00000000 DocumentD OO O OOO0O0O

JAXP O DocumentBuilder 0 0000000000000 O0OOOOOODO XMLOOO
O00000Document D 00000000000 O0Document000000O0O0ODONO

gbobobobobooooooobobobobooboobDobDOobobUobLoOon
god

Documnent Bui | der Factory dbf =
Docunent Bui | der Fact ory. newl nst ance() ;
dbf . set NanespaceAwar e(true);
Docunent doc = dbf.newDocunent Bui | der (). parse(input);
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020 000000o0oO

Document 00000000 EncryptedData 00 0O O 0O O O EncryptedData O 0O O O
000000000 Document J00 EncryptedData D0 000000000 OOOO
ooooooo

El enent encel em = doc. get Docunent El enent () ;
if (!'(DOMXils. matchesName(encel em XM.Encryption. XMLNS,
"EncryptedData")))
t hr ow new Exception("m ssing xenc: EncryptedData");

O30 0oboonogon

XMLEncryptionFactory 0 0D OO0 00O OO EncryptedData D 00 D000 O0O0O0O0O
bbb ooooooooboboboboboooon

goobobooboooobooboboboboooooooboboboobOobo
oooboooboo

gboboboooboobobobobooooooooboboboboooboooboonDo
gbobobooooboooobooboboboobooooo

ogbobobobooooooonoo

XMLEncryptionFactory xef =
XMLEncrypti onFact ory. newl nst ance();
XM.SecurityContext context = new XM.SecurityContext (
XM.Secur it yCont ext . Mode. DECRYPT, doc);

Encrypt edDat a ed = xef.newEncrypt edDat a(cont ext, encel en;
XMLEncrypti on xenc =
xef . newXM_LEncrypti on(ed. get Encrypti onMet hod(),
ed. getKeylnfo());
cont ext . set KeyResol ver (
new AdhocKeyResol ver (Utilities.getSecretKey()));

040 000 OO0OOO0DODOOd

XMLEncryption OO OO decrypt D 0D OO0 O00O0OO0OOOOOOOOOOOO
ogbobobooooboobooboboboooo

Dat aCont ai ner decrypted = xenc. decrypt(context, ed);

gsogobnoooon

04000000000000000000 DataContainer000000000O0O0O

gboboboooboooboobooboboboooooooboboboboobooooo
gooboooo

Cut put St ream os = new Fi | eCut put St r eanm( out put) ;

Utilities.copy(decrypted.get AsCctet Strean(), 0S);
os.cl ose();

525000000000 gd

gboboboooboobooboboboooooooobobobobooboooboon

52



5000000000000

gboboooooo

01000000 DocumentD OO

JAXP 0 DocumentBuilder 0000000 Document 0000000000 O0O0ODO0O
00000 Document 000000 OEneryptedkey D0 0000000 OODOOO
0000000000 DOO0000ODocument 10000000 DOOOOOOODOOO
godddddodddodooooooooooooooooobbooboobooon

Docunent Bui | der Fact ory dbf =

Docunent Bui | der Fact ory. newl nst ance() ;
dbf . set NanespaceAwar e(true);

Docunment doc = dbf. newbDocunent Bui |l der (). newDocunent () ;
020 00000000000

XMLEncryptionFactory 00 000000 XMLEncryption 000000000000

gbobobobobooooooooooboobobobobooboboobobon
TripleDESOO000OO0O00ODODOOOOOOOODODOOODOOOOODODOO

XMLEncrypti onFactory xef =

XMLEncrypti onFact ory. newl nst ance() ;
Encrypti onMet hod em = xef. newEncrypti onMet hod(
Encrypti onMet hod. URI _KEYWRAP_TRI PLEDES, nul l);
XMLEncrypti on xenc = xef.newXM.Encryption(em null);

g3 oonoooooo

gboboboobobooooooobobobobooboobDobDobobDobLoOn

gboboboobobooooooobobobobooboobDobDobobDobLoOn
goobooooon

s DJODOOOODOO
e JODOOOOODO
e JODOOOOODO

Dal O0ooooooon

gbobooboobobooooooboobobobobooboobooboboboobooon
gooboboboboooooooboboboboobooboobooboboboo
goobmoodoooobooboboboboboooobooboobobobooboo

XM.SecurityContext context = new XM.SecurityContext (

XM_.Secur i t yCont ext . Mode. ENCRYPT, doc);
cont ext . set KeyResol ver (

new AdhocKeyResol ver (Utilities. getSecretKey()));
ObOOOOOO0ODOOO

0000000000000 00D00O0000000O0TripleDESODOOOOODODOO
gbobobobobooooooobooboo

SecretKey wk = Utilities.generateSecretKey("DESede", 168);
System out. println("w apped key="
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+ Utilities.toHexString(wk.getEncoded()));
Dat aCont ai ner toBeEncrypted =
new Dat aCont ai ner (wk. get Encoded());

OcO ODO0OOOOODO

0GOO0O00000000000000000000000000000000000
oooboooboo

Dat aCont ai ner encrypted =
xenc. encrypt (cont ext, toBeEncrypted);

040 0000000

XMLEncryptionFactory 0 0D OO0 00O OO EncryptedKey D0 00O 00 OO OQOO
000000000000000000C CipherValueDOOOOO0O0O@GCOOOOO
0000000000000 000000000OEncryptedData 00 OO generate
O000000D0COEncryptedkey 00000000000 OO EncryptedKey O O
OODocument 0000000000000 O0ODOOOODOOOOOOOO
Ci pherData cd = xef.newCi pher Dat a( xef. newCi pher Val ue(
encrypt ed. get AsByteArray()));
Encrypt edKey ek =
xef . newEncrypt edkey(em null, cd, null, null, null);

El enent encel em = ek. gener at e(cont ext);
doc. appendChi | d(encel en;

gsgoonbooogood

XMLSerializer 00 000000000000 O0OO0OOOO Encryptedkey OO OO0
0000 Document 0000000 XMLOOOOOOOOOOOOODOOOOOOOO
Shift JISOOOO0OO0OO0OO0O0OO0O0OO0O0O00OO0O0O0O0O0O000OO

XMLQut put Format format = new XM.Qut put Format () ;

format. set Ori t Redundant NanespaceDecl s(true);

format. set Encodi ng("Shift_JIS");

Qut put St ream os = new Buf f er edQut put St r ean(

new Fi | eCut put St r ean( out put));
XM.Serializer xsr = new XM.Serializer(os, format);

xsr.serialize(doc);
os.close();

2o ooooog

gbobobooobooobooobooboboboooooooboboboboobooogoo
gbobooobogooo

010 00000 DocumentD OO OOOODOO

JAXP O DocumentBuilder 0 0 000000000000 OOOO XMLOODOOOO
O0Document D OO OO0O0O0O0O0O0O0O0O0Document 00000000 OOOOOOO
gododdddddoo0ooooooooooooboobbooobobOoOoDOoO0o00000

Docunent Bui | der Fact ory dbf =
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Docunent Bui | der Fact ory. newl nst ance();
dbf . set NanespaceAwar e(true);
Docunent doc = dbf.newDocunent Bui | der (). parse(input);

020 00000OoOoO

Document 00000000 EncryptedKey 00 0O OO OO EncryptedKey OO OO0 0O
00000000 Document 000 Encryptedkey D0 000000000 OODOODO
oooooo

El ement encel em = doc. get Docunent El enment () ;
if (!'(DOMUYils. matchesNane(encel em XM.Encryption. XMLNS,
"Encrypt edkey"))) {
t hrow new Exception("m ssing xenc: Encrypt edkey") ;

O30 0onboonoon

XMLEncryptionFactory 00 OO0 0O 00O O Encryptedkey D000 000 OO OOO
gt oooooDOoOoO

gboboboboboooooooboboboboobooooboob@moobOoDbo
oooboooo

gboboboboboooooooboboboboobooobooobooboboboobooo
gbobobobobooobooooooobobobob

gobobobobooboboobooo

XMLEncryptionFactory xef =
XMLEncryptionFactory. newl nstance();
XM.SecurityContext context = new XM.SecurityContext (
XM_.Secur i t yCont ext . Mode. DECRYPT, doc);

Encrypt edKey ek = xef.newEncrypt edKey(context, encelem;
XMLEncrypti on xenc =

xef . newXM_Encrypti on(ek. get Encrypti onMet hod(),
ek. get Keyl nfo());
cont ext . set KeyResol ver (

new AdhocKeyResol ver (Utilities. getSecretKey()));
040 00O0OoOoOoOoO
XMLEncryption 0O 00 decrypt 0 0000000000000 O00O0OOOOOOOO
gobooobuoobobooboobooo
Dat aCont ai ner decrypted = xenc. decrypt(context, ek);
gs0oooooooa

0O00000000000000 DataContainer0 0 0000000000000

gobobobobobooooooobobobobooboobDobDOobobOobLoOon
ERN

byte[] bytes = decrypted. get AsByteArray();
Secret Key wk = new Secr et KeySpec(bytes, "DESede");

System out. println("w apped key=" + Utilities.toHexString(
wk. get Encoded()));
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S270000bbbUiddoooUuoobbbobboogd

XMLOOOOOOODOOODOOOOOoOOOoOoooOoOoooboooooooooooo

0000o0o0000O00O0O0O0O0OO0OO0O000O0DO0OO0OO0ODOO0ODODODODODDODO
00000000 AgreementMethod 000000000000 DOOOO DO Diffie-Hellman

gboboboooboobooboboboooooooobobobobooboooboon
gbobobooobooboobobobobobooooo

O10 DocumentO OO0 OO0 QOO

JAXP O DocumentBuilder 00000000000 XMLOOOOOO O O Document
0000000000000 Document 0 0000000000 O0O0OOO0DOOODOOO
0000000O000oo0o00obOO00oOoOoo0oDoo0ooooonooOooon

Docunent Bui | der Fact ory. newl nst ance() ;
dbf . set NanespaceAwar e(true);

Docunent doc = dbf.newDocunent Bui | der (). parse(input);
20 D0oooooooon

Document Bui | der Fact ory dbf

XMLEncryptionFactory 00000000 XMLEncryption 000000000000

gboboboboooogooboobobobobobooboooobobOobo
TripleDESOO0O0OOOOOOOOOODOODOOOODOOO

XMLEncryptionFactory xef =

XMLEncrypti onFact ory. newl nst ance();
Encrypti onMet hod em = xef. newEncrypti onMet hod(
Encrypti onMet hod. URI _TRI PLEDES, null);
XMLEncrypti on xenc = xef.newXM.Encryption(em null);

O30 00oboooobonooon

Cosminexus XML Security - Core 0 00 O Diffie-Hellman 00 00000000000 O

gboboboooboobooboboboooooooobobobobooboooboon
gbooboboooogonog

e AgreementMethod OO OO OOOO

s J0000OO0OODOODODO
 O0O0O0OO

od

00000 KA-Nonce O 0O 0O OriginatorKeyInfo 0 0 0 O O O RecipientKeyInfo O 0 0O O
oooooooooooooooooooooooooooooooooooooooono

O a0 AgreementMethod D OO OO0 OO0 OO

DiffieeHellman 000000000000 O0OD0OODOOOOOO
DHKeyAgreementParams 00 0000000000 OOO DHKeyAgreementParams
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000000000000 KeylnfoFactory 00 O 0O AgreementMethod DO 00 00O O
0000000 0oo0ooooooooooog
Keyl nf oFactory kif = xef.get Keyl nfoFactory();
DHKeyAgr eenent Par ans kap = new DHKeyAgr eenent Par ans(nul |,
xef . newDi gest Met hod( Di gest Met hod. URI _SHA1, null),
null, null);

Agr eenment Met hod am =
ki f. newAgr eenent Met hod( Agr eenent Met hod. URI _DH, kap) ;

OpOO0OO0O0DOO0ODOOOO

0000000000 DHKeyAgreementContext 00 000000000 O000O0OOO

J00o000o0o00ooOo00ooOo00ooo0o0ooo0oDoO0oboOoOoooo

g00oo00o0o00ooo0d0ooo0o0oooo0obooOooooOooooooo
DHKeyAgr eenent Cont ext kac = new DHKeyAgr eenment Cont ext (em

Uilities.getAliceDHPrivateKey(),
Utilities.getBobDHPublicKey());

OcOODOOOOonOo

O®mOODOD0000000000000000000000000000000000
goodoodooooooooood
Secr et Key key = am gener at eSecr et Key(kac) ;

Systemout. println("agreed key=" + Utilities.toHexString(
key. get Encoded()));

040 0O0DOODOOOO

gbobooboobobooooooobobobobooboobooboboboboooon
gooboboboboooooouobobobobobooooonoo

e JODO0OOODOO
s DJODOOOOODO
s JOOOODOODO

Dal O0oooooon

0do0oooboooobooooooboobooobooooooDoooboooo
ggboobooobouooobuoobbooboobboobuoobbooboo™Woobooo
gogboobooobbooobuooboboobuoobbooobg

XM_SecurityCont ext context = new XM.SecurityCont ext (

XM_.Secur i t yCont ext . Mode. ENCRYPT, doc);
cont ext . set KeyResol ver (new AdhocKeyResol ver (key));

OpbOOOOO0ODOO

0000000000000 00000CreditCard0 00000000 OO0OOOOO
oooooooooooooooon
El ement elem= Utilities.getEl ement(
doc, "http://exanple.org/paynent","CreditCard");

if (elem== null)
t hrow new Exception("m ssing p:CreditCard");
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}
DOVFr agnent t oBeEncrypted = new DOVFragnent (el em ;
OcOOOOOOOOO

O®MOD0O00D000000000000000000000000000000000
goooboo

Dat aCont ai ner encrypted =
xenc. encrypt XM_(cont ext, toBeEncrypted);

gsgoonoooon

XMLEncryptionFactory 000000000 EncryptedData 00000000000 O
0000000000000 00000KeyIlnfodODOO AgreementMethod 00O 0O O
O000000000CipherValueDOODOODODO0D0DM@W@OOODOOOD0O0O0OO0O0ODOOO
000000000000 000EnceryptedDataO0O 00 replace0 000000000
0@WMOOD0000D000000000000 EncryptedData 0000000000
oooooooooooooooon

Ci pherData cd = xef.newCi pher Dat a( xef. newCi pher Val ue(

encrypt ed. get AsByteArray()));
Keyl nfo ki = kif.newKeyl nfo(Collections.singletonList(an));
Encrypt edDat a ed = xef.newkncryptedbData(em ki, cd, null);

ed. set Type( Encrypt edDat a. URI _TYPE_ELEMENT) ;
ed. repl ace(context, toBeEncrypted);

Oe0 0DOOOOOOO

XMLSerializer 00 000000000000 OO0O0O EncryptedData 0O O OOO0O
O Document 0000000 XMLOOODOODOODOODOODODODOOOOOOOO
Shift JISOOOO0OOOO0O0OO0O0OO0O0O0O0OO0O0O0O0O0O000O

XMLQut put Format format = new XM.Qut put Format () ;

format. set Ori t Redundant NanespaceDecl s(true);

format. set Encodi ng("Shift_JIS");

Qut put St ream os = new Buf f er edQut put St r ean(

new Fi | eCut put St r ean( out put));
XM.Serializer xsr = new XM.Seri alizer(os, format);

xsr.serialize(doc);
os.cl ose();

5280 0bbbbidooouoobbobobboogd

Jo0oodo XMLOOODODOOOO0OOODOO00OO0O0DODOO00OO000O0000aO0
goddddddddddoooooooooooooooooooobDD
AgreementMethod D0 000000000 OOOOODiffieHellman OO O OO OO
oo ooobobooboboboobobooobooooo
goddddooooooooooo

O10 DocumentO OO0 OO0 O OdOdgd

JAXP O DocumentBuilder 00O OO D0OOOOOODOOOODOO XMLOOOOOO
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O0Document DO DO DOO0OO0O0O0O0O0O0O0O0ODocument 10000000 OOOOOOO
Jodddd0o0ooooo0oooooooooooooooooboobooobooon

Docunent Bui | der Fact ory dbf =

Docunent Bui | der Fact ory. newl nst ance();
dbf . set NanespaceAwar e(true);

Docunent doc = dbf.newDocunent Bui | der (). parse(input);
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