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Preface

This manual describes the operating procedures for the HIRDB Version 8 scalable
database server system.

Intended readers

This manual is intended for users who will be constructing or operating HiRDB
Version 8 ("HIRDB") relational database systems.

It is assumed that readers of this manual have the following:
* A basic knowledge of managing UNIX or Linux systems
* A basic knowledge of SQL

This manual is based on the HiRDB Version 8 Description, which should be read
before reading this manual.

Organization of this manual
This manual is organized as follows:
Chapter /. HiRDB Startup and Termination

Explains the procedures for starting and terminating HiRDB, as well as the
procedures for starting and terminating units and servers.

Chapter 2. Security Definition

Explains the HIRDB-provided security features and their operating procedures.
Chapter 3. Handling System Log Files

Explains the handling of system log files.
Chapter 4. Handling Synchronization Point Dump Files

Explains the handling of synchronization point dump files.
Chapter 5. Handling Status Files

Explains the handling of status files.
Chapter 6. Backup Procedures

Explains the procedures for making backups.
Chapter 7. Operation Without Acquiring a Database Update Log

Explains the procedures for executing a UAP or utility in the following modes:



o Pre-update log acquisition mode
¢ No-log mode

Chapter 8. Obtaining the System Operating Environment (Monitoring the System
Status)

Explains how to obtain information about the system operating environment by
monitoring the system status.

Chapter 9. Modifying the System Operating Environment
Explains how to modify the HiRDB system environment definitions.
Chapter 10. Handling HiRDB File System Areas

Explains how to create and delete HiRDB file system areas, obtain backups, and
how to restore HiRDB file system areas.

Chapter 11. Modifying the System Configuration

Explains how to modify the unit or server configuration of a HIRDB/Parallel
Server; also explains the procedures for migrating from a HiRDB/Single Server
to a HIRDB/Parallel Server.

Chapter 12. Migrating Resources Between Systems
Explains how to migrate tables and stored procedures to another HiRDB system.
Chapter 13. Handling Tables

Explains the procedures for reorganizing tables, modifying table definitions,
deleting tables, deleting abstract data types, and managing lists, as well as the
space conversion facility and the facility for conversion to a decimal signed
normalized number.

Chapter /4. Handling Indexes

Explains the procedures for reorganizing and deleting indexes, as well as
unbalanced index splitting and delayed batch creation of plug-in indexes.

Chapter 15. Handling RDAREAs

Explains the procedures for adding, deleting, expanding, reinitializing, and
automatically increasing RDAREAs, and how to modify the RDAREA opening
trigger.

Chapter 16. Handling Stored Procedures and Stored Functions

Explains the procedures for registering stored procedures and stored functions,
and the handling of stored procedures and stored functions when they are no
longer valid.



Chapter /7. Using Java Stored Procedures and Java Stored Functions

Explains the environment setup and operating procedures for using Java stored
procedures and Java stored functions.

Chapter 18. Error Handling Procedures
Explains the handling of errors.
Chapter 19. Database Recovery Procedures

Explains the procedures for recovering a database in the event that it is damaged
by an error.

Chapter 20. Obtaining Tuning Information

Explains the procedures for obtaining tuning information.
Chapter 21. Tuning

Explains the tuning procedures.
Chapter 22. Using the Security Audit Facility

Explains the environment setup and operating procedures for the security audit
facility.

Chapter 23. Using the Connection Security Facility

Explains how to use the connection security facility, which is designed to enhance
the security of HiRDB systems.

Chapter 24. Using the Directory Server Linkage Facility

Explains the environment setup and operating procedures for the Directory Server
linkage facility.

Chapter 25. Using the System Switchover Facility

Explains the environment setup and operating procedures for the system
switchover facility.

Chapter 26. Using the Facility for Monitoring MIB Performance Information

Explains how to use the facility for monitoring MIB performance information,
which uses MIB to collect HIRDB operation information.

Chapter 27. Using a Distributed Database (applicable to HP-UX and AIX 5L only)

Explains the environment setup and operating procedures for distributed
databases.

Appendix 4. Q & A4

Provides in Q&A format the answers to frequently asked questions.



Appendix B. Operations When Using a DVD-RAM Library Device
Explains the procedures for using a DVD-RAM library unit as a storage device.
Appendix C. Information Needed for Troubleshooting

Explains the information needed to use problem-solving support or Q&A support
services.

Appendix D. Notes on Running HiRDB Around the Clock

Explains the procedures for and provides notes about running HiRDB
continuously around the clock.

Appendix E. Using Performance Improvement Facilities
Explains facilities designed to enhance system performance and how to use them.
Related publications
This manual is related to the following manuals, which should be read as required.
HiRDB (for UNIX)
e For UNIX Systems HiRDB Version 8 Description (3000-6-351(E))

e For UNIX Systems HiRDB Version 8 Installation and Design Guide
(3000-6-352(E))

e For UNIX Systems HiRDB Version 8 System Definition (3000-6-353(E))
e For UNIX Systems HiRDB Version 8§ Command Reference (3000-6-355(E))

* HiRDB Staticizer Option Version 7 Description and User's Guide
(3000-6-282(E))

e For UNIX Systems HiRDB Version 8 Disaster Recovery System Configuration
and Operation Guide (3000-6-364)*

HiRDB (for Windows)
e For Windows Systems HiRDB Version 8 Description (3020-6-351(E))

e For Windows Systems HiRDB Version 8 Installation and Design Guide
(3020-6-352(E))

e For Windows Systems HiRDB Version 8 System Definition (3020-6-353(E))

o For Windows Systems HiRDB Version 8 System Operation Guide
(3020-6-354(E))

e For Windows Systems HiRDB Version 8§ Command Reference (3020-6-355(E))
HiRDB (for both Windows and UNIX)
*  HiRDB Version 8 UAP Development Guide (3020-6-356(E))



HiRDB Version 8 SQL Reference (3020-6-357(E))
HiRDB Version 8 Messages (3020-6-358(E))

HiRDB Datareplicator Version 8 Description, User's Guide and Operator's
Guide (3020-6-360(E))

HiRDB Dataextractor Version 8 Description, User's Guide and Operator's Guide
(3020-6-362(E))

* This manual has been published in Japanese only; it is not available in English.

You must use the UNIX or the Windows manuals, as appropriate to the platform you
are using.

Others

HiRDB External Data Access Version 7 Description and User's Guide
(3000-6-284(E))

Distributed Database System DF/UX (3000-3-248(E))

JP1 Version 6 JP1/VERITAS NetBackup v4.5 Agent for HiRDB License
Description and User's Guide (3020-3-D79(E))

HiCommand Tuning Manager - Agent for RAID (3020-3-E92(E))
HiCommand Tuning Manager - Agent for RAID Map (3020-3-E93(E))

For UNIX Systems Job Management Partner 1/Performance Management -
Agent Option for Platform Description, User's Guide and Reference
(3020-3-K65(E))

Job Management Partner 1/Performance Management/SNMP System Observer
for Extended Resource Management (3020-3-F70(E))

Job Management Partner 1/Consolidated Management 2/Extensible SNMP
Agent (3020-3-F92(E))

Organization of HIRDB manuals

The HiRDB manuals are organized as shown below. For the most efficient use of these
manuals, it is suggested that they be read in the order they are shown, going from left
to right.



Manuals for system administrators:

HiRDB Version 8

Description

HIRDB Version 8
Installation and Design Guide

Manuals for users who create tables:

HIRDB Version 8
System Operation Guide

HiRDB Version 8
System Definition

HiRDB Datareplicator
Version 8

HiRDB Dataextractor
Version 8

HiRDB Staticizer Option
Version 7
Description and User's Guide

HIRDB Version 8
Disaster Recovery System
Configuration and Operation
Guide

2,4

HiRDB Version 8
Command Reference

HIRDB Version 8
UAP Development Guide

HiRDB Version 8

Description

HIRDB Version 8
Installation and Design Guide

Manuals for users who create or execute UAPs:

HiRDB Version 8
Command Reference

HiRDB Version 8

Description

HIRDB Version 8
UAP Development Guide

HiRDB Version 8
SQL Reference

1 Read if you use the replication facility to link data.
2 Published for UNIX only. There is no corresponding Windows manual.
3 Read if you use the inner replica facility.

4 Read if you are configuring a disaster recovery system.

5 Must be read if you are linking HiRDB to an OLTP system.

Conventions: Abbreviations

HiRDB Version 8
SQL Reference

Unless otherwise required, this manual uses the following abbreviations for product

and other names.

vi




Name of product or other entity

Representation

HiRDB/Single Server Version 8 HiRDB/Single HiRDB or
Server HiRDB Server
HiRDB/Single Server Version 8(64)
HiRDB/Parallel Server Version 8 HiRDB/Parallel
Server
HiRDB/Parallel Server Version 8(64)
HiRDB/Developer's Kit Version 8 HiRDB/ HiRDB Client

HiRDB/Developer's Kit Version 8(64)

Developer's Kit

HiRDB/Run Time Version 8 HiRDB/Run Time
HiRDB/Run Time Version 8(64)
HiRDB Datareplicator Version 8 HiRDB Datareplicator

HiRDB Dataextractor Version 8

HiRDB Dataextractor

HiRDB Text Search Plug-in Version 7

HiRDB Text Search Plug-in

HiRDB Spatial Search Plug-in Version 3

HiRDB Spatial Search Plug-in

HiRDB Staticizer Option Version 8

HiRDB Staticizer Option

HiRDB LDAP Option Version 8

HiRDB LDAP Option

HiRDB Advanced Partitioning Option Version 8

HiRDB Advanced Partitioning Option

HiRDB Advanced High Availability Version 8

HiRDB Advanced High Availability

HiRDB Non Recover Front End Server Version 8

HiRDB Non Recover FES

HiRDB Disaster Recovery Light Edition Version 8

HiRDB Disaster Recovery Light
Edition

HiRDB External Data Access Version 8

HiRDB External Data Access

HiRDB External Data Access Adapter Version 8

HiRDB External Data Access Adapter

HiRDB Adapter for XML - Standard Edition HiRDB Adapter for XML
HiRDB Adapter for XML - Enterprise Edition

HiRDB Control Manager HiRDB CM

HiRDB Control Manager Agent HiRDB CM Agent

vii




Name of product or other entity

Representation

Hitachi TrueCopy TrueCopy
Hitachi TrueCopy basic

TrueCopy

TrueCopy remote replicator

JP1/Automatic Job Management System 2 JP1/AJS2

JP1/Automatic Job Management System 2 - Scenario Operation

JP1/AJS2-SO

JP1/Cm2/Extensible SNMP Agent JP1/ESA
JP1/Cm2/Extensible SNMP Agent for Mib Runtime
JP1/Cm2/Network Node Manager JP1/NNM

JP1/Integrated Management - Manager

JP1/Integrated Management - View

JP1/Integrated Management or JP1/IM

JP1/Magnetic Tape Access EasyMT
EasyMT

JP1/Magnetic Tape Library MTguide
JP1/NETM/DM JP1/NETM/DM
JP1/NETM/DM Manager

JP1/Performance Management JP1/PFM

JP1/Performance Management Agent for HIRDB

JP1/PFM-Agent for HIRDB

JP1/Performance Management - Agent for Platform

JP1/PFM-Agent for Platform

JP1/Performance Management/SNMP System Observer

JP1/SSO

JP1/VERITAS NetBackup BS v4.5

JP1/VERITAS NetBackup v4.5

NetBackup

JP1/VERITAS NetBackup BS V4.5 Agent for HIRDB License

JP1/VERITAS NetBackup V4.5 Agent for HIRDB License

JP1/VERITAS NetBackup 5 Agent for HIRDB License

JP1/VERITAS NetBackup Agent for
HiRDB License

OpenTP1/Server Base Enterprise Option

TP1/EE

viii




Name of product or other entity

Representation

Virtual-storage Operating System 3/Forefront System Product VOS3/FS VOS3
Virtual-storage Operating System 3/Leading System Product VOS3/LS

Extensible Data Manager/Base Extended Version 2 XDM/BASE E2

XDM basic program XDM/BASE E2

XDM/Data Communication and Control Manager 3 XDM/DCCM3

XDM Data communication control XDM/DCCM3

XDM/Relational Database XDM/RD XDM/RD XDM/RD
XDM/Relational Database Extended Version 2 XDM/RD E2

XDM/RD E2

VOS3 Database Connection Server

DB Connection Server

DB2 Universal Database for OS/390 Version 6

DB2

DNCWARE ¢ ysterPerfect (Linux Version)

ClusterPerfect

Microsoft(ry Excel

Microsoft Excel or Excel

Microsoftg) Visual C++

Visual C++ or C++

Oracle 8i

Oracle 9i

Oracle 10g

ORACLE

Sun Java™ System Directory Server

Sun Java System Directory Server or
Directory Server

HP-UX 11i V2 (IPF)

HP-UX or HP-UX (IPF)

Red Hat Linux Linux

Red Hat Enterprise Linux

Red Hat Enterprise Linux AS 3 (IPF) Linux (IPF) Linux
Red Hat Enterprise Linux AS 4 (IPF)

Red Hat Enterprise Linux AS 3(AMD64 & Intel EM64T) Linux (EM64T)

Red Hat Enterprise Linux AS 4(AMD64 & Intel EM64T)

Red Hat Enterprise Linux ES 4(AMD64 & Intel EM64T)

turbolinux 7 Server for AP8000 Linux for AP8000




Name of product or other entity

Representation

Microsoft gy Windows NT ) Workstation Operating System Version Windows NT
Microsoftr) Windows NT ) Server Network Operating System

Version 4.0

Microsoftry Windowsy 2000 Professional Operating System Windows 2000

Microsoftry Windowsgy 2000 Server Operating System

Microsoft(R) Windows(R) 2000 Datacenter Server Operating System

Microsoft(R) Windows(R) 2000 Advanced Server Operating System

Windows 2000 or Windows 2000
Advanced Server

Microsoftry Windows Server™ 2003, Standard Edition

Microsoftgy Windows Server™ 2003, Enterprise Edition

Windows Server 2003

Microsoft(R) Windows Server ™ 2003 R2, Standard Edition

Microsoftry Windows Server™ 2003 R2, Enterprise Edition

Windows Server 2003 R2 or Windows
Server 2003

64 bit Version Microsoftg) Windows Server™ 2003, Enterprise
Edition (IPF)

Windows Server 2003 (IPF) or
Windows Server 2003

Microsoft gy Windows Server™ 2003, Standard x64 Edition

Microsoftry Windows Server™ 2003, Enterprise x64 Edition

Windows Server Windows (x64)
2003 or Windows
Server 2003 x64
Editions

Microsoftry Windows Server™ 2003 R2, Standard x64 Edition

Microsoftry Windows Server'™ 2003 R2, Enterprise x64 Edition

Windows Server
2003, Windows
Server 2003 R2 or
Windows Server
2003 x64 Editions

Microsoftry Windowsgy XP Professional x64 Edition Windows XP or
Windows XP x64
Edition
Microsoft gy Windows ) XP Professional Operating System Windows XP Windows XP

Professional




Name of product or other entity Representation

Microsoft(r) Windows gy XP Home Edition Operating System Windows XP Home
Edition

Single server SDS

System manager MGR

Front-end server FES

Dictionary server DS

Back-end server BES

*  Windows 2000, Windows XP, and Windows Server 2003 may be referred to

collectively as Windows.

* The HiRDB directory path is represented as $PDDIR.

* The hosts file means the hosts file stipulated by TCP/IP (including the /etc/
hosts file).

This manual also uses the following abbreviations:

Abbreviation

Full name or meaning

ACK Acknowledgement

ADM Adaptable Data Manager

ADO ActiveX Data Objects

ADT Abstract Data Type

AP Application Program

API Application Programming Interface
ASN.1 Abstract Syntax Notation One

BES Back End Server

BLOB Binary Large Object

BOM Byte Order Mark

CD-ROM Compact Disc - Read Only Memory
CGI Common Gateway Interface

CLOB Character Large Object

CMT Cassette Magnetic Tape

Xi




Abbreviation

Full name or meaning

COBOL Common Business Oriented Language
CORBA(R) Common ORB Architecture

CPU Central Processing Unit

CSv Comma Separated Values

DAO Data Access Object

DAT Digital Audio Taperecorder

DB Database

DBM Database Module

DBMS Database Management System
DDL Data Definition Language

DF for Windows NT | Distributing Facility for Windows NT
DF/UX Distributing Facility/for UNIX
DIC Dictionary Server

DLT Digital Linear Tape

DML Data Manipulate Language

DNS Domain Name System

DOM Document Object Model

DS Dictionary Server

DTD Document Type Definition

DTP Distributed Transaction Processing
DWH Data Warehouse

EUC Extended UNIX Code

EX Exclusive

FAT File Allocation Table

FD Floppy Disk

FES Front End Server

FQDN Fully Qualified Domain Name

Xii




Abbreviation

Full name or meaning

FTP File Transfer Protocol

GUI Graphical User Interface

HBA Host Bus Adapter

HD Hard Disk

HTML Hyper Text Markup Language

ID Identification number

1P Internet Protocol

IPF Itanium(R) Processor Family
JAR Java Archive File

Java VM Java Virtual Machine

JDBC Java Database Connectivity

JDK Java Developer's Kit

JFS Journaled File System

JFS2 Enhanced Journaled File System
JIS Japanese Industrial Standard code
JP1 Job Management Partner 1

JRE Java Runtime Environment

JTA Java Transaction API

JTS Java Transaction Service

KEIS Kanji processing Extended Information System
LAN Local Area Network

LDAP Lightweight Directory Access Protocol
LIP loop initialization process

LOB Large Object

LRU Least Recently Used

LTO Linear Tape-Open

LU Logical Unit

Xiii




Abbreviation

Full name or meaning

LUN Logical Unit Number

LVM Logical Volume Manager

MGR System Manager

MIB Management Information Base
MRCF Multiple RAID Coupling Feature
MSCS Microsoft Cluster Server

NAFO Network Adapter Fail Over
NAPT Network Address Port Translation
NAT Network Address Translation
NIC Network Interface Card

NIS Network Information Service
NTFS New Technology File System
ODBC Open Database Connectivity
OLAP Online Analytical Processing
OLE Object Linking and Embedding
OLTP On-Line Transaction Processing
OOCOBOL Object Oriented COBOL

ORB Object Request Broker

(0N Operating System

OSI Open Systems Interconnection
OTS Object Transaction Service

PC Personal Computer

PDM II E2 Practical Data Manager Il Extended Version 2
PIC Plug-in Code

PNM Public Network Management
POSIX Portable Operating System Interface for UNIX
PP Program Product
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Abbreviation

Full name or meaning

PR Protected Retrieve

PU Protected Update

RAID Redundant Arrays of Inexpensive Disk

RD Relational Database

RDB Relational Database

RDBI1 Relational Database Manager 1

RDBI1 E2 Relational Database Manager 1 Extended Version 2
RDO Remote Data Objects

RiSe Real time SAN replication

RM Resource Manager

RMM Resource Manager Monitor

RPC Remote Procedure Call

SAX Simple API for XML

SDS Single Database Server

SGML Standard Generalized Markup Language

SJIS Shift JIS

SNMP Simple Network Management Protocol

SQL Structured Query Language

SQL/K Structured Query Language/VOS K

SR Shared Retrieve

SU Shared Update

TCP/IP Transmission Control Protocol/Internet Protocol
™ Transaction Manager

TMS-4V/SP Transaction Management System - 4V/System Product
UAP User Application Program

uocC User Own Coding

VOS K Virtual-storage Operating System Kindness
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Abbreviation

Full name or meaning

VOSI Virtual-storage Operating System 1

VOS3 Virtual-storage Operating System 3

WS Workstation

WWwW World Wide Web

XDM/BASE E2 Extensible Data Manager/Base Extended Version 2

XDM/DF Extensible Data Manager/Distributing Facility

XDM/DS Extensible Data Manager/Data Spreader

XDM/RD E2 Extensible Data Manager/Relational Database Extended Version 2
XDM/SD E2 Extensible Data Manager/Structured Database Extended Version 2
XDM/XT Extensible Data Manager/Data Extract

XFIT Extended File Transmission program

XML Extensible Markup Language

Log representations

The OS log is referred to generically as syslogfile. syslogfile is the log output
destination specified in /etc/syslog.conf. Typically, the following files are
specified as syslogfile.

File

HP-UX /var/adm/syslog/syslog.log

Solaris /var/adm/messages or /var/log/syslog
AIX 5L /var/adm/ras/syslog

Linux /var/log/messages

Conventions: Diagrams

This manual uses the following conventions in diagrams:
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* Workstation or * |/O operation * Screen display * Program or server
personal computer

o je [

* Fileor * Magnetic tape ¢ CMT or DAT * Communication line
magnetic disk

o

L N
* Flow of control * Flow of data * Work procedure * Network
> D
S —

* LAN ¢ Mainframe

obe T

Conventions: Fonts and symbols

Font and symbol conventions are classified as:
* QGeneral font conventions
* Conventions in syntax explanations
These conventions are described below.
General font conventions

The following table lists the general font conventions:
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Font

Convention

Bold

Bold type indicates text on a window, other than the window title. Such text includes menus,
menu options, buttons, radio box options, or explanatory labels. For example, bold is used in
sentences such as the following:

* From the File menu, choose Open.

* Click the Cancel button.

¢ In the Enter name entry box, type your name.

Italics

Italics are used to indicate a placeholder for some actual text provided by the user or system.
Italics are also used for emphasis. For example:
e Write the command as follows:
copy source-file target-file
* Do not delete the configuration file.

Code font

A code font indicates text that the user enters without change, or text (such as messages) output
by the system. For example:
¢ At the prompt, enter dir.
* Use the send command to send mail.
e The following message is displayed:
The password is incorrect.

Examples of coding and messages appear as follows (although there may be some
exceptions, such as when coding is included in a diagram):
MakeDatabase

StoreDatabase temp DB32

In examples of coding, an ellipsis (...) indicates that one or more lines of coding are not
shown for purposes of brevity.

Conventions in syntax explanations

Syntax definitions appear as follows:

StoreDatabase [temp|perm] (database-name ...)

The following table lists the conventions used in syntax explanations. The syntactical
characters described below are used to provide a clear explanation of code syntax; you
do not actually enter these characters.

Example font or Convention
symbol
StoreDatabase Code-font characters must be entered exactly as shown.
database-name This font style marks a placeholder that indicates where appropriate characters are to

be entered in an actual command.

SD

Bold code-font characters indicate the abbreviation for a command.

Xviii




Example font or Convention
symbol

erm Underlined characters indicate the default value.

[] Square brackets enclose an item or set of items whose specification is optional.
Example: pdbuffer [-p]
This example indicates that you can specify either pdbuffer or pdbuffer -p.
Only one of the options separated by a vertical bar can be specified at the same time.
Example: pdlogadfg -d sys | spd
This example indicates that you can specify either sys or spd for the -d option.
An ellipsis (...) indicates that the item or items enclosed in () or [ ] immediately
preceding the ellipsis may be specified as many times as necessary.
Example: pdbuffer -r RDAREA-name [, RDAREA-name)
This example indicates that following -r, you can specify RDAREA-name as many
times as necessary.

0 Parentheses indicate the range of items to which the vertical bar (]) or ellipsis (...) is

applicable.

{} A single pair of curly brackets encloses multiple items, one of which you must specify.
Example: pdbuffer [{-r RDAREA-name |
-i authorization-identifier . index-identifier | -o}]
This example indicates that you must specify one of the three options enclosed by the
curly braces: -r RDAREA-name, -1 authorization-identifier . index-identifier, or -o.

{{ }} A double pair of curly brackets encloses multiple items, all of which you can specify
multiple times as a unit.
Example: { {pdbuffer -a option-name}}
This example indicates that you can specify the above multiple times as follows:
pdbuffer -a option-name
pdbuffer -a option-name
~ A swung dash precedes the attributes of a user-specified value.
<< >> A double pair of angle brackets encloses the default value assumed by the system

when the specification is omitted.

< > A single pair of angle brackets encloses the syntax element notation for a

user-specified value.

A double pair of parentheses encloses the permitted range of values that can be
specified.

Syntactical element symbols

The following syntactical element symbols are used in this manual:
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Syntactical element Meaning

symbol
<alphabetics> The alphabetic characters (A-Z and a-z) and the underline ()
<alphabetics and special The alphabetic characters (A-Z and a-z) and the special characters #, @, and \
characters>
<alphanumerics> Alphabetics and the numeric digits (0-9)

<alphanumerics and special Alphabetics, special characters, and numeric digits

characters>
<unsigned integer> Numeric value
<hexadecimal> Numeric digits and A-F (or a-f)
<identifier> Alphanumeric character string beginning with an alphabetic character
<symbolic name> Alphanumeric character string beginning with an alphabetic character or a
special character
<character string> Any string of characters
<path name>* Includes symbolic names, forward slashes (/), and periods (.).
Note

All alphabetic characters must be single-byte characters. The syntactical element
symbols are case sensitive.

! An RDAREA name is an alphanumeric character string beginning with an alphabetic
character or special character, and can include alphanumeric characters, underscores
(), and spaces. If an RDAREA name includes a space, the entire name must be
enclosed in double quotation marks ().

A host name is a character string that can include alphabetic characters (a to Z, a to z),
numeric characters, periods (. ), hyphens (-), and underscores (_). A host name can
begin with a numeric character.

2 Path names depend on the OS being used. Do not use a backslash (\) in HiRDB file
system area names.

Notations used in formulas

The following notations are used in computational expressions:

Symbol Meaning

™1 Round up the result to the next integer.

Example: The result of T34 + 371 willbe 12.
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Symbol Meaning

4 Discard digits following the decimal point.
Example: The result of 434 + 34 willbe 11.

MAX Select the largest value as the result.
Example: The result of MAX(3 X 6,4 + 7) will bel8.

MIN Select the smallest value as the result.
Example: The result of MIN(3 X 6,4 +7) will be 11.

Conventions: KB, MB, GB, and TB
This manual uses the following conventions:
* 1 KB (kilobyte) is 1,024 bytes.
* 1 MB (megabyte) is 1,024% bytes.
* 1 GB (gigabyte) is 1,024 bytes.
* 1 TB (terabyte) is 1,0244 bytes.
Conventions: Version numbers

The version numbers of Hitachi program products are usually written as two sets of
two digits each, separated by a hyphen. For example:

e Version 1.00 (or 1.0) is written as 01-00.
* Version 2.05 is written as 02-05.

* Version 2.50 (or 2.5) is written as 02-50.
* Version 12.25 is written as 12-25.

The version number might be shown on the spine of a manual as Ver. 2.00, but the same
version number would be written in the program as 02-00.

Important notes on this manual
The following facilities are explained, but they are not supported:
* Distributed database facility
* Server mode system switchover facility
* User server hot standby
* Rapid system switchover facility

* Standby-less system switchover (1:1) facility
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¢ Standby-less system switchover (effects distributed) facility
* HiRDB External Data Access facility
* Inner replica facility (when described for the Windows version of HIRDB)

* Updatable online reorganization (when described for the Windows version of
HiRDB)

* Sun Java System Directory Server linkage facility
e Simple setup tool

The following products and option program products are explained, but they are not
supported:

* HiRDB Control Manager
* HiRDB Disaster Recovery Light Edition
* HiRDB External Data Access
* HiRDB LDAP Option
Notes on printed manuals

Please note that even though the printed manuals are separated into Part I and Part II,
the chapters and page numbers sequentially continue from Part I to Part I1. Also, please
note that the index is only included in Part II.
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Chapter
1. HIRDB Startup and Termination

This chapter describes the procedures for starting and terminating HiRDB.

In the case of a HIRDB/Parallel Server, HIRDB can be started and terminated at each
unit and server.

This chapter contains the following sections:

1.1 Startup

1.2 Termination

1.3 Special startup procedures

1.4 Startup and termination of a unit (applicable to HIRDB/Parallel Server only)
1.5 Startup and termination of a server (applicable to HiRDB/Parallel Server
only)

Notes on startup

Notes on termination

Reducing the HiRDB startup processing time

—_—
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1. HIRDB Startup and Termination

1.1 Startup

Executor: HIRDB administrator

You use the pdstart command to start HIRDB. This section explains the following
items related to the HIRDB startup modes and startup methods:

e Startup modes

e Server machine where the pdstart command is executed

* Automatic startup

* Reduced activation (applicable to HIRDB/Parallel Server only)
¢ Example (HiRDB normal startup)

¢ Checking for startup completion

1.1.1 Startup modes

HiRDB employs the concept of the startup modes listed in Table 1-1. The pdstart
command's options depend on the startup mode.

Table 1-1: HiRDB startup modes

Startup mode Execution Description of the startup mode Previous
command termination mode
Normal startup pdstart This is the usual startup mode. In this mode, Normal termination

information that was in effect during the
previous session is not inherited. However,
the error shutdown status of RDAREAS is

inherited.

Restart! This is the mode that is used (automatically) * Planned
when the previous termination mode was one termination
of those listed to the right. In this mode, the e Forced
information that was in effect during the termination
previous session is inherited. e Abnormal

termination




1. HiRDB Startup and Termination

Startup mode Execution Description of the startup mode Previous
command termination mode
Forced startup? pdstart This mode should not be used unless it is —
dbdestroy absolutely necessary. When HiRDB cannot
be restarted, this mode is used to start HIRDB
forcibly.
3 pdstart -i This mode should not be used unless it is

absolutely necessarys; it is used when a
database is being reinitialized.

pdstart -r This mode should not be used unless it is
absolutely necessary; it is used in the event of
an error in the master directory RDAREA.

pdstart -a This mode should not be used unless it is
absolutely necessarys; it is used when the
front-end server is in SUSPEND status.

' Section 1.7.2 Notes on planned termination, forced termination, and abnormal
termination should be read before HiRDB is restarted.

2 Section 1.6.2 Notes on forced startup of HiRDB (or a unit) should be read before
forced startup is executed.

3 For details on using these startup methods, see 1.3 Special startup procedures.

1.1.2 Server machine where the pdstart command is executed

To starta HIRDB/Single Server, the pdstart command must be executed at the server
machine where the single server is defined. To start a utility special unit, the pdstart
command must be executed at the server machine where the utility special unit is
defined.

To start a HIRDB/Parallel Server, the pdstart command must be executed at the
server machine where the system manager is defined.

1.1.3 Automatic startup

HiRDB can be started automatically by specifying the pd mode conf operand in the
system common definition. Automatic startup means that HiRDB is started
automatically when OS is started. The method of starting HIRDB by entering the
pdstart command is called manual startup.

Notes

* IfHiRDB (or the unit) terminates abnormally when HiRDB has been set up
with the pd_mode conf operand to start automatically, it will restart
automatically. However, if it cannot restart in three consecutive attempts, it
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will terminate abnormally.

* [fHiRDB terminates abnormally during startup or termination processing,
manual startup must be used to start it.

* In the case of automatic startup of a HIRDB/Parallel Server
(pd_mode conf=AUTO specified), all units must start within 20 minutes
from the time the first unit starts. If all units do not start within 20 minutes,
the HiRDB startup process will terminate. This 20-minute time limit can be
changed with the pd_reduced check time operand.

Note that the time limit does not apply when HiRDB is being restarted after
the unit or the operating system has terminated abnormally.

1.1.4 Reduced activation (applicable to HIRDB/Parallel Server only)

Normally, a HIRDB/Parallel Server cannot be started unless all its units start.
However, the reduced activation facility enables a HIRDB/Parallel Server to be started
at the available units even if some units cannot be started due to an error. To use this
facility, the following operands must be specified:

* pd_start level
* pd start skip unit

For details on the reduced activation facility, see /8.15 Handling of reduced activation
(HiRDB/Parallel Server only).

1.1.5 Example (HiRDB normal startup)
In this example, HiRDB is started normally.
(1) Entering the pdstart command to start HiRDB normally:

pdstart

(2) The results of executing the pdstart command are displayed:

139 14:56:33 untl _rdm KFPS05210-I HiRDB system initialization
process complete

(3) Entering the pdls command to check HiRDB's operational status:

pdls
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(4) The results of executing the pdls command are displayed:

HOSTNAME (145750) UNITID SVID STATUS STARTTIME

k95x620 untl Frkxkkkxkk  ACTIVE 145632

k95x620 untl sds01 ACTIVE 145632
Explanation

ACTIVE in the STATUS column indicates that HIRDB has been started
successfully.

This example of execution results of the pdls command is for HIRDB/Single
Server.

1.1.6 Checking for startup completion

This section explains how to check whether startup of HiRDB (or a unit) has been
completed.

(1) Checking for HiRDB startup completion
(a) Checking the termination status of the pdls -d svr command

After you have executed the pdstart command, execute the pdls -d svr command
from any unit and note its termination status. Table 1-2 shows the action that must be
taken by the HIRDB administrator based on the termination status of the pdls -d
svr command.

Table 1-2: Termination status of the pdls -d svr command and required actions

Termination status of Action to be taken by the HIRDB administrator
the pdis -d svr
command
0 You can execute an application (SQL).
4 HiRDB startup may still be underway; execute the pdls -d svr command at

approximately 5-second intervals until the termination status is no longer 4. You
should execute the pdls -d svr command over a period of time roughly
equivalent to the value specified in the pd_system complete_wait_time
operand.

8 An error occurred during HiRDB startup. See the message that is output to
syslogfile and remove the error cause; then restart HIRDB.

(b) Checking the termination status of the pdstart command

To start HIRDB from the unit in which the system manager is located, execute the
pdstart command. If the termination status of the pdstart command is 0, you can
execute an application (SQL).
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If the termination status of the pdstart command is not 0, an error occurred during
HiRDB startup. See the message that is output to syslogfile and remove the error
cause; then restart HIRDB.

(2) Checking for completion of startup of a unit

After you have executed the pdstart -gcommand, execute the pdls -d ust
command on the unit and note its termination status. Table 1-3 shows the action that
must be taken by the HIRDB administrator based on the termination status reported by
the pdls -d ust command.

Table 1-3: Termination status of the pdls -d ust command and required actions

Termination status of Action to be taken by the HiRDB administrator
the pdis -d ust
command
0 The unit is running. If the unit where the command was executed contains a

front-end server, you can execute an application (SQL) for which this unit's
front-end server is specified in the PDFESHOST and PDSERVICEGRP operands in the
client environment definition.

4 HiRDB startup may still be underway; execute the pdls -d ust command at
approximately 5-second intervals until the termination status is no longer 4. You
should execute the pdls -d ust command over a period of time roughly
equivalent to the value specified in the pd_system complete wait time
operand.

g ori2 An error occurred during unit startup. See the message that is output to
syslogfile and remove the error cause; then restart the unit.

16 The operation may be incorrect. First use the pdsetup command to register
HiRDB in the OS, then restart the unit.
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1.2 Termination

Executor: HIRDB administrator

You use the pdstop command to terminate HiRDB. This section explains the
following items related to the HIRDB termination modes and termination methods:

* Termination modes
* Server machine where the pdstop command is executed
* Example (HiRDB normal termination)
* Terminating HiRDB during OS shutdown
1.2.1 Termination modes

HiRDB employs the concept of the termination modes listed in Table 1-4. The pdstop
command's options depend on the termination mode.

Table 1-4: HiRDB termination modes

Termination Input Description of the termination mode
mode command
Normal termination! | pdstop This is the normal termination mode. This mode prohibits CONNECT
requests and terminates HiRDB once all user processes have
terminated.

If HIRDB cannot be terminated even by executing the pdstop
command because a utility is still running, the KFPS05074 -E error
message is output. The pdstop command terminates with return code
8.

Planned pdstop -P This mode prohibits acceptance of any new transactions and

termination 23 terrn@nates HiRDB after all transactions, including utilities, have
terminated.

Forced termination pdstop -f This mode terminates HIRDB immediately without waiting for

completion of current transactions. Current transactions become
subject to rollback* during the subsequent HiRDB restart.

Abnormal — This is the mode in which HiRDB is terminated because of an error.
termination HiRDB is terminated immediately without waiting for completion of
current transactions. Current transactions become subject to rollback*
during the subsequent HiRDB restart.

UIf HiRDB is linked to an OLTP system, the OLTP system must be terminated before
normal or planned termination of HiRDB is executed. Otherwise, an attempt to
terminate HIRDB by normal or planned termination may fail, because transaction
processing cannot be executed on the OLTP system.
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2 When planned termination of HiRDB is executed, the system resources held by the
HiRDB server processes are released after all the active transactions are terminated in
the single server or front-end server. It may take a minute or so for this release
processing to be completed after all transactions at a unit have terminated.

3 If planned termination of HiRDB has not been completed within 15 minutes of
entering the pdstop -P command because a utility or transaction is still executing,
the KFPS05072-W message is output and the pdstop -P command is terminated with
return code 4. In such a case, planned termination processing is still in effect, and
HiRDB will be terminated once the utility or transaction has terminated.

4 Current transactions become subject to rollback during a HiRDB restart except in the
following cases:

* The database load utility or database reorganization utility was executing in the
no-log mode.

¢ The UAP was executing in the no-log mode.

In such a case, the HIRDB administrator must restore the RDAREAs from backup
copies or re-execute the utility after HIRDB has been restarted. For details on how to
restore RDAREAs, see 19.2 Recovering a database to the point at which a backup was
made.

1.2.2 Server machine where the pdstop command is executed

To terminate a HIRDB/Single Server, the pdstop command must be executed at the
server machine where the single server is defined. To terminate a utility special unit,

the pdstop command must be executed at the server machine where the utility special
unit is defined.

To terminate a HIRDB/Parallel Server, the pdstop command must be executed at the
server machine where the system manager is defined.

1.2.3 Example (HiRDB normal termination)

In this example, a HIRDB/Single Server that is currently running is terminated
normally.

(1) Enter the pdls command to check HiRDB's operational status:

pdls
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(2) The results of executing the pdls command are displayed:

HOSTNAME (140814) UNITID SVID STATUS STARTTIME

k95x620 untl Frkxkkkxkk  ACTIVE 140812

k95x620 untl sds01 ACTIVE 140812
Explanation

ACTIVE in the STATUS column indicates that HIRDB is running.

(3) Enter the pdls command to check whether or not there are any users
connected to HiRDB:

pdls -d prc

(4) The results of executing the pdls command are displayed:

HOSTNAME : k95x620(141028)

STATUS PID UID GID SVID TIME PROGRAM C-PID
L 205 0 0 sds01 999999
L 201 0 0 sds01 999999
L 194 0 0 sds01 999999
L 206 0 0 sds01 999999
L 198 0 0 sds01 999999
L 142 0 0 sds01 999999
L 209 0 0 sds01 999999
L 212 0 0 sds01 999999
Explanation

e Ifauseris connected to HIRDB, a UAP identifier is shown in the PROGRAM
column. In this example, there are no users currently connected to HiRDB.
HiRDB cannot be terminated if any user is still connected.

* For example, if HIRDB SQL Executer remains in use (i.e., HIRDB is still
connected), HIRDB cannot be terminated. To terminate HIRDB, you must
first terminate HIRDB SQL Executer.

¢ The identifier that is displayed in the PROGRAM column is the UAP
identification name specified in the PDCLTAPNAME operand of the client
environment definition. If the PDCLTAPNAME operand was omitted,
Unknown is displayed.
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(5) Enter the pdstop command to terminate HiRDB normally:

pdstop

(6) The results of executing the pdstop command are displayed:

129 14:15:20 untl _rdm KFPS01841-I HiRDB unit untl terminated.
mode = NORMAL
129 14:15:20 untl rdm KFPS01850-I HiRDB system terminated.

mode = NORMAL

1.2.4 Terminating HiRDB during OS shutdown

If an OS shutdown occurs during HiRDB operation, databases may be damaged
depending on the shutdown's timing. This subsection describes how to terminate
HiRDB when the OS is shut down. In the case of the AIX 5L version of HIRDB, an
OS shutdown does not damage databases.

There are two ways to terminate HIRDB during an OS shutdown; you use the
pdsetup command to specify the appropriate settings. Normally, you use the settings
for explicit forced termination of HiRDB during an OS shutdown.

(1) Explicit forcible termination of HiRDB during an OS shutdown

For explicit forcible termination of HiRDB during an OS shutdown, execute the
following pdsetup command:

pdsetup -k on HiRDB-directory-name

(2) Terminating HiRDB normally during OS shutdown, or terminating HiRDB
during OS shutdown depending on whether or not termination of the OS is forced

To terminate HIRDB normally during OS shutdown, or to terminate HiIRDB during OS
shutdown depending on whether or not the OS is terminated forcibly, execute the
following pdsetup command:

pdsetup -k off HiRDB-directory-name

(a) Terminating HIRDB normally during OS shutdown

Specific conditions must be met in order to terminate HIRDB normally. You must also
create and register an rc script.

Conditions for normal termination

To terminate HiRDB normally, the following conditions must be met:

10
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* No users can be connected to HIRDB.
* There can be no uncompleted transactions.

¢ In the case of a HIRDB/Parallel Server, no unit that does not contain the
system manager can have been terminated forcibly or abnormally.

Creating and registering an rc script
Create and register the following rc script:
Contents of the rc script
Create an rc script that executes the following procedure:
1. Terminates all clients connected to HiRDB.
2. Executes the pdstop command to effect normal termination of HIRDB.

3. Ifnormal termination fails in step 2 (return code is not 0), executes the
pdstop -f command to terminate HiRDB forcibly.

Location where the rc script is registered

Register the created rc script at the following location:

Platform Location of registration

HP-UX

/sbin/init.d/xxxx
/sbin/rcl.d/Kyyyxxxx
(Symbolic link to sbin/init.d/xxxx)

Solaris

/etc/init.d/xxxx
/etc/rc0.d/Kyyyxxxx
/etc/rcl.d/Kyyyxxxx

(Symbolic link to etc/init .d/xxxx)

Linux

/etc/init.d/xxxx
/etc/xrc0.d/Kyyyxxxx
/etc/rcl.d/Kyyyxxxx
/etc/rc6.d/Kyyyxxxx

(Symbolic link to etc/init.d/xxxx)

Legend:
XXXX:

Any name
Kyyyxxxx:

K indicates the script that is to run during termination. yyy indicates a
numeric value in the range from 000 to 999; the rc scripts are executed in
ascending order of this value. xxxx indicates any name.

11
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(b) Terminating HiIRDB during OS shutdown depending on whether or not
the OS termination is forced

If HiRDB termination depends on whether or not termination of the OS was performed
forcibly, databases may be damaged depending on when the shutdown occurs. For this
reason, you should make sure that you perform explicit forced termination of HIRDB
during an OS shutdown.

12
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1.3 Special startup procedures

In addition to normal startup, restart, and forced startup, the following startup
procedures are also available:

» Startup procedure used to reinitialize a database
» Startup procedure used in the event of an error in the master directory RDAREA
» Startup procedure used in the event of an error in a data dictionary RDAREA

Note

You must exercise caution when you use the HA monitor's system switchover
facility on an HP-UX, or AIX-5L version of a HiRDB/Parallel Server. You must
use the following procedure to release the HA monitor's monitoring status, and
then you must execute a special startup procedure:

Procedure
1. Check the status of each unit (whether it is the running system or a standby
system).*

2. If the primary unit is in standby status, use the HA monitor's monswap
command to switch the systems so that the primary unit becomes the running
system. In other words, return the systems to their status when use of the
system switchover facility began.

Enter the pdstop command to terminate HiRDB on the running system.

4. IfaHiRDB is running as a server system having no HA monitor interface (in
the monitor mode), use the monend command of the HA monitor to stop the
HiRDB on the standby system.

* If IP addresses are not inherited, the pdls -d ha command can be used to
check the status.

1.3.1 Startup procedure used to reinitialize a database (pdstart -i)

To reinitialize a database (re-execute the database initialization utility), the pdstart
-i command is used to start HIRDB.

When plug-ins are used

If plug-ins are being used, the pdplugin operand must be deleted from the
system common definition before the pdstart -i command is executed.
Otherwise, the registry information will be lost. After the database initialization
utility has been executed, the registry-related environment must be redefined.

13
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1.3.2 Startup procedure used in the event of an error in the master
directory RDAREA (pdstart -r)

If an error occurs in the master directory RDAREA, HiRDB cannot be started by any
of the normal startup methods. In such a case, the pdstart -r command must be used
to start HIRDB.

When HiRDB has been started with the pdstart -r command, only the following
utilities can be executed; no other operations are possible:

¢ Database recovery utility
¢ Database copy utility

The HiRDB administrator must use one of these utilities to restore the master directory
RDAREA. Once the master directory RDAREA has been restored, HIRDB can be
restarted and application processing can be resumed.

For details on the actions to be taken when HiRDB cannot be restarted due to an error
in the master directory RDAREA, see 18.4.2 When HiRDB does not restart.

1.3.3 Startup procedure used when the front-end server is in
SUSPEND status due to an error in a data dictionary RDAREA
(pdstart -a)

14

If an error occurs in a data dictionary RDAREA during HiRDB startup, the front-end

server is placed in SUSPEND status. In such a case, the HIRDB administrator must
restore the data dictionary RDAREA and release the front-end server from SUSPEND
status.

The pdstart -a command is used to start HIRDB, which will release the front-end
server from SUSPEND status.

* This is the status in which the front-end server is waiting for recovery of the data
dictionary RDAREA.
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1.4 Startup and termination of a unit (applicable to HiRDB/Parallel

Server only)

Executor: HIRDB administrator

When a HiRDB/Parallel Server is being used, each unit can be started and terminated

independently.

(1) Unit startup procedures

HiRDB can be started at a unit with the commands listed in Table 1-5.

Table 1-5: Startup procedures for a unit

Startup mode

Execution
command

Description of the
startup mode

Previous
termination mode

Normal startup

Restart!

pdstart -u
pdstart -x

This startup mode is used
to restart a unit after it
terminated normally
during HiRDB operation.
Information that was in
effect during the previous
session is not inherited.

Normal termination

The restart mode is used
(automatically) when the
previous termination
mode was one of those
listed to the right. In this
mode, the information
that was in effect during
the previous session is
inherited.

Forced termination
Abnormal
termination

Forced startup2

pdstart -u
dbdestroy
pdstart -x
dbdestroy

This mode should not be
used unless it is
absolutely necessary.
This mode starts the unit
forcibly without
restoring the database.

1 Section 1.7.2 Notes on planned termination, forced termination, and abnormal
termination should be read before restarting.

2 Section 1.6.2 Notes on forced startup of HIRDB (or a unit) should be read before
forced startup is executed.

15
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(2) Unit termination procedures
HiRDB can be terminated at a unit with the commands listed in Table 1-6.

Table 1-6: Termination procedures for a unit

Termination mode Input Description of the termination mode
command
Normal termination pdstop -u This mode prohibits any more CONNECT requests to
pdstop -x this unit, disconnects all UAPs currently connected

to the unit, then terminates the unit.

If the unit cannot be terminated, even by executing
the pdstop -u or pdstop -x command, because
a utility is still running, the KFPS05070-E error
message is output. The pdstop -uorpdstop -x
command terminates with return code 8.

Forced termination® pdstop -f -u This mode terminates the unit immediately without
pdstop -f -x | waiting for completion of current transactions.
Current transaction become subject to rollback®
during the subsequent restart.

Abnormal termination — This is the mode in which the unit is terminated
because of an error. The unit is terminated
immediately without waiting for completion of
current transactions. Current transactions become

subject to rollback? during the subsequent restart.

! Section 1.7.2 Notes on planned termination, forced termination, and abnormal
termination should be read before restarting.

2 Current transactions become subject to rollback during a HiRDB restart except in the
following cases:

* The database load utility or database reorganization utility was executing in the
no-log mode.

¢ The UAP was executing in the no-log mode.

In such a case, the HIRDB administrator must restore the RDAREAs from backup
copies or re-execute the utility after HIRDB has been restarted. For details on how to
restore RDAREAsS, see 19.2 Recovering a database to the point at which a backup was
made.

(3) Unit startup and termination procedures
To start and terminate a unit:
1. Enter the pdstart command to start and run HiRDB:

pdstart

16
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Because an error occurred in the unit, enter the pdstop -u command to
terminate the unit normally (if the unit did not terminate abnormally):
pdstop -u unit-identifier

After the error has been corrected, enter the pdstart -ucommand to restart
the unit:

pdstart -u unit-identifier

17
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1.5 Startup and termination of a server (applicable to HiRDB/Parallel
Server only)

Executor: HIRDB administrator

When a HiRDB/Parallel Server is being used, each server can be started and
terminated independently. This section explains the server startup and termination
procedures, which are applicable to the following types of servers:

* Front-end servers
¢ Dictionary servers
* Back-end servers
(1) Server startup procedure
HiRDB can be started at a server with the command shown in Table 1-7.

Table 1-7: Startup procedure for a server

Startup Execution Description of the startup mode Previous
mode command termination
mode
Normal pdstart -s This startup mode is used to restart a server after it Normal
startup terminated normally during HiRDB operation. termination
Information that was in effect during the previous
session is not inherited.

(2) Server termination procedure

HiRDB can be terminated at a server with the command shown in Table 1-8.

Table 1-8: Termination procedure for a server

Terminatio Input Description of the termination mode

n mode command
Normal pdstop -s This mode prohibits acceptance of any new transactions and terminates the
termination server after all current transaction processing has been completed.

(3) Server startup and termination procedures

To start and terminate a server:

18

2.

1. Enter the pdstart command to start and run HiRDB:

pdstart

Because an error occurred in a server, enter the pdstop -s command to
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terminate the server normally (if the server did not terminate abnormally):
pdstop -s server-name

After the error has been corrected, enter the pdstart -scommand to restart
the server:

pdstart -s Sserver-name

19
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1.6 Notes on startup

This section discusses important points to be kept in mind when HiRDB is started. The
following topics are covered:

* Notes on HiRDB startup
* Notes on forced startup of HIRDB (or a unit)

* Notes on HiRDB startup processing errors (applicable to HiRDB/Parallel Server
only)

1.6.1 Notes on HiRDB startup
(1) Do not stop the pdstart command forcibly

Event

Because there was no response to the entered pdstart command, the window
from which the pdstart command was entered was closed, then HIRDB
terminated abnormally.

Cause

If the pdstart command is stopped forcibly, HIRDB terminates abnormally
because conformity among shared resources is lost. HIRDB also terminates
abnormally if the window is closed while waiting for a response from the
pdstart command.

Action

Do not close the window from which the pdstart command is entered until the
pdstart command has terminated.

The same applies to the other operation commands and utilities. Do not close the
window while waiting for a response from a command or utility or while
executing a command or utility.

1.6.2 Notes on forced startup of HIRDB (or a unit)

When HiRDB (or a unit) is started forcibly, the information that was in effect during
the previous session is not inherited. Therefore, HIRDB cannot restore the database to
its status during the previous session. Instead, the HIRDB administrator must restore
the database's status.

When HiRDB is started forcibly, all RDAREASs (including system RDAREAs) that were
updated during the previous session are corrupted.

The corrupted RDAREASs must be recovered with the database recovery utility before
forced startup. HIRDB operations cannot be guaranteed unless the RDAREAs are
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recovered.
Procedure
The following is the procedure for recovering corrupted RDAREAs:

1. Check the KFPS01262-I message that was output when HiRDB restart
failed.

2. Check in the KFPS01262-I message the group name of the system log's
. . . *
input starting file and check the system log that is created thereafter.

3. Recover the RDAREASs using the system log checked in step 2 as the input
to the database recovery utility (pdrstr command). RDAREASs can be
recovered only from the system log.

* The pdlogls -d sys command is used to check the system log.

pdlogls -d sys

Group Type Server Gen No. Status Run ID Block No.

logfg0l sys sds 1 cnu---u 35108db8 1 2
logfg02 sys sds 4 cn---cu 3510ecba 10 0
logfg03 sys sds 1 cn----- 3510ecba 1 3
logfg04 sys sds 2 cn----- 3510ecba 4 8
logfg05 sys sds 3 cn----- 3510ecba 9 £
logfg06 sys sds 0 cn----- 00000000 0 0

Explanation

If logfg04 and 5 are displayed in the KFPS01262 - I message as the £g name
and block number, respectively, it is clear from Run ID, Gen No., and Block
No. that the system log files were used in the following order:

logfg04 - logfg05 - logfgo02

This means that the system log file to be used has the same Run ID as the file
group displayed in the KFPS01262-I message and a generation number greater
than displayed under Gen No..

This method is not applicable when the HiRDB/Parallel Server is started and
terminated individually at each server.

1.6.3 Notes on HiRDB startup processing errors (applicable to
HiRDB/Parallel Server only)

This section provides notes on errors during unit startup. You should consult this
section when the following conditions are applicable.
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(1) Conditions

All of conditions 1, 2, and 3 or all of conditions 1, 2, and 4 must be satisfied:

1. A HiRDB/Parallel Server is being used.

2. Multiple servers are defined at the unit whose startup processing failed.
3. The startup mode is normal startup or restart after planned termination.
4

The startup mode is restart after forced termination or abnormal termination, and
pd log rerun swap=Y is specified.

(2) Notes

When a unit is started, HiRDB starts all servers at the unit concurrently. If an invalid
system definition operand is detected or an error occurs in one of the servers, startup
of the entire unit fails. In such a case, the following events may occur:

* At a server whose startup processing is completed, allocation of the current
system log file is completed (the KFPS01221 -1 message is output)

* Ataserver whose startup processing is not completed, the current system log file
is not allocated (the KFPS01221 -1 message is not output)

In such a case, HiRDB allocates a new current file the next time unit startup is
performed. The current file allocated during the previous unit startup is closed (it is not
reused). The HiRDB administrator must take one of the actions described below in
order to reallocate this closed system log file as the current file.

(a) Not reinitializing the system log file

After executing pdlogunld or pdlogchg for the corresponding system log file, one
of the actions listed below can be taken, depending on HiRDB's activity status:

HiRDB's activity status HiRDB administrator's action
During HiRDB operation Execute the pdlogopen command on the corresponding system log file.
Before normal startup of unit No action is required. This file is identified as the available current system log

file during unit startup.

Before unit restart After the unit is restarted, execute the pdlogopen command on the
corresponding system log file.

(b) Reinitializing the system log file
Procedure

1. Execute the pdlogunld or pdlogchg command on the corresponding
system log file:

pdlogunld -d sys -s b001 -g syslogfgp03 -o /unld/
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unldlog01l
Use the pdlogrm command to delete the corresponding system log file.
pdlogrm -d sys -s b001 -f /untl/sysfile01/log01

Use the pdloginit command to initialize the corresponding system log
file:

pdloginit -d sys -s b001 -f /untl/sysfile01/log0l1 -n 5000
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1.7 Notes on termination

This section discusses important points to be kept in mind when HiRDB is terminated.
The following topics are covered:

* Notes on HiRDB termination
* Notes on planned termination, forced termination, and abnormal termination

1.7.1 Notes on HiRDB termination

(1) HiRDB cannot be terminated normally if there are uncompleted transactions
or connected users

Event
Normal termination of HIRDB failed.
Cause

HiRDB cannot be terminated normally if there are transactions that have not been
completed or if there are connected users.

Action

Before terminating HIRDB normally, check for any connected users or
transactions that have not been completed:

e Thepdls -d prc command is used to check for connected users
e Thepdls -d trn command is used to check transaction status

If no user is connected but there is a transaction processing, the following
commands can be entered to complete the transaction:

* Use the pdcmt command to commit the transaction
e Use the pdrbk command to roll back the transaction

For details on how to terminate HIRDB normally when transactions have not been
completed or users are still connected, see 18.14 Actions when there is an
undetermined transaction.

(2) Do not stop the pdstop command forcibly
Event

The window from which the pdstop command was entered was closed because
there was no response from the command, and HiRDB terminated abnormally.

Cause

If the pdstop command is stopped forcibly, HIRDB terminates abnormally
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because conformity among shared resources is lost. HIRDB also terminates
abnormally if the window is closed while waiting for a response from the pdstop
command.

Action

Do not close the window from which the pdstop command is entered until the
pdstop command has terminated.

This also applies to the other operation commands and utilities; i.e., do not close
the window while waiting for a response from any command or utility or while a
command or utility is executing.

(3) Note the shutdown command execution timing
Event

When the pdstop and shutdown commands were executed consecutively in this
order as a shell script, the system server terminated abnormally.

Cause

When the pdstop command terminates, the system server has not yet terminated.
If the shutdown command is executed while the system server is still engaged in
termination processing, the system server terminates abnormally.

Action

Do not execute the shutdown command immediately after the pdstop
command. To execute the shutdown command after the pdstop command,
execute the following commands in the order shown:

1. pdstop
2. sleep 60
3. shutdown

If the system server terminates abnormally, the HIRDB startup mode after the
next OS boot-up is restart. During a restart, HIRDB restores the system to its
status at the time of the OS shutdown, which means that the restart operation may
take a long time. For notes on restarting HiRDB, see [.7.2 Notes on planned
termination, forced termination, and abnormal termination.

1.7.2 Notes on planned termination, forced termination, and
abnormal termination

The points discussed below must be taken into consideration when HiRDB planned
termination, forced termination, or abnormal termination has occurred.

(1) The HIiRDB version must not be changed

The HiRDB version must not be changed when planned termination, forced
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termination, or abnormal termination of HiRDB has occurred. If the version is
changed, HiRDB restart will fail. HIRDB must be terminated normally before the
HiRDB version can be changed.

(2) Only part of the HiRDB system definition can be modified

When planned termination, forced termination, or abnormal termination of HIRDB has
occurred, some of the HIRDB system definition operands cannot be modified. For
details on the operands that cannot be modified, see the manual HiRDB Version §
System Definition.

HiRDB/Parallel Server

If any unit terminates abnormally during a normal or planned termination, the
HiRDB system definitions should not be modified before the next startup. If they
are modified, HiRDB startup will probably fail; even if HIRDB startup is
successful, HIRDB will not operate normally.

(3) The server configuration cannot be modified (applicable to HiRDB/Parallel
Server only)

The HiRDB server configuration should not be modified when planned termination,
forced termination, or abnormal termination of HiRDB has occurred. The pdstart
and pduni t operands cannot be modified in the system common definition before the
restart. If they are modified, HIRDB restart will fail.

HiRDB must be terminated normally before the HIRDB server configuration can be
modified. In such a case, the following files must be reinitialized (otherwise, HIRDB

startup may fail):
* All system log files

* All synchronization point dump files

¢ All unit status files

¢ All server status files

(4) Addition, deletion, and modification of global buffers

When HiRDB is terminated forcibly or abnormally, the types of global buffer
manipulation listed in Table 1-9 are not available.

Table 1-9: Unavailable global buffer manipulations when HiRDB is terminated

forcibly or abnormally

Global buffer manipulation

Normal or planned
termination

Forced or abnormal
termination

Addition of global buffer
(addition of pdbuf fer operand)

Y

NA
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Global buffer manipulation Normal or planned Forced or abnormal
termination termination
Deletion of global buffer Y NA

(deletion of pdbuffer operand)

Modification of global buffer Y NA
(modification of pdbuf fer operand)

Y: Available
[NA]: Not available

(5) Global buffer allocated to an RDAREA that was added during HiRDB
operation

In the case of a global buffer allocated to an RDAREA that was added during HIRDB
operation, whether or not it is inherited at the next startup is determined by the
termination mode, as shown in Table 1-10.

Table 1-10: Inheritance of global buffer allocated to RDAREA that was added

during HiRDB operation
Condition Normal or planned Forced or abnormal
termination termination
Whether or not global buffer allocated to a Not inherited Inherited
RDAREA that was added during HiRDB
operation is inherited.

(6) Status files cannot be deleted, modified, or initialized

When planned termination, forced termination, or abnormal termination of HiRDB
occurs, the types of status file manipulations listed in Table 1-11 are not available.

Table 1-11: Unavailable status file manipulations in the event of planned,
forced, or abnormal termination

Status file manipulation Normal termination Planned, forced, or
abnormal termination

Addition of status file Y Y

Deletion of status file Y NA
Modification of status file Y NA
Initialization of status file Y NA

Y: Available
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[NA]: Not available (if executed, restart fails)
After planned, forced, or abnormal termination
The following operands can be added:
* pd syssts file name 1topd syssts file name 7
* pd sts file name 1topd sts file name 7

These operands cannot be deleted or modified. If deleted or modified, restart of
the corresponding unit fails.

(7) Synchronization point dump files cannot be added, deleted, modified, or
initialized
When planned termination, forced termination, or abnormal termination of HIRDB

occurs, the types of synchronization point dump file manipulations listed in Table 1-12
are not available.

Table 1-12: Unavailable synchronization point dump file manipulations in the
event of planned, forced, or abnormal termination

Synchronization point dump file Normal termination Planned, forced, or
manipulation abnormal termination

Addition of synchronization point dump file Y NA
Deletion of synchronization point dump file Y NA
Modification of synchronization point dump Y NA
file

Initialization of synchronization point dump Y NA
file

Y: Available
NA: Not available (if executed, restart fails)
After planned, forced, or abnormal termination
The following operands cannot be added, deleted, or modified:
® pdlogadfg -d spd
® pdlogadpf -d spd

If these operands are added, deleted, or modified by mistake, restart of the
corresponding unit fails.

A synchronization point dump file that was added during the previous HiRDB
session will be inherited after a HIRDB restart.
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(8) System log files cannot be deleted or modified

When planned termination, forced termination, or abnormal termination of HiRDB
occurs, the types of system log file manipulations listed in Table 1-13 are not available.

Table 1-13: Unavailable system log file manipulations in the event of planned,
forced, or abnormal termination

System log file manipulation Normal termination Planned, forced, or
abnormal termination
Addition of system log file Y Y
Deletion of system log file Y NA
Modification of system log file Y NA
Initialization of system log file Y Y*

Y: Available.
NA: Not available (if executed, restart fails)

* The system log files listed below must not be initialized; if they are initialized by
mistake, restart of the corresponding unit fails (or, in the event restart is successful, the
database contents will be corrupted):

* The last system log file used during the previous HiRDB session
* Any system log file that is overwrite-disabled
After planned, forced, or abnormal termination
The following operands can be added:
® pdlogadfg -d sys
* pdlogadpf -d sys

These operands cannot be deleted or modified; if they are deleted or modified,
restart of the corresponding unit fails.

(9) Swapping the current system log files

Whether or not swapping of the current system log file occurs during a HiRDB restart
depends on the specification of the pd_log rerun swap operand, as shown in Table
1-14.
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Table 1-14: Current system log file swapping conditions

Specification of pd_log_rerun_swap Normal or planned Forced or abnormal
operand termination termination
pd log rerun swap=Y Y Y
pd_log rerun swap=N Y NA
pd_log rerun swap operand omitted Y NA

Y: System log file swapping is performed when HiRDB is restarted. The current file
in effect during the previous termination is swapped out, and a new current file is
allocated.

NA: System log file swapping is not performed when HiRDB is restarted. The current
file in effect during the previous termination is retained as the current file. However,
the current system log file is swapped out at the HiRDB restart in the following cases:

* An error occurred in the current file in effect during the previous termination

* Unload was executed during HiRDB termination (pdlogunld or pdlogchg
command was executed)

(10) Input error in the system log file during restart

At a HiRDB restart, HIRDB uses the last synchronization point validated during the
previous session as the system log input start point. It recovers the database and
transactions by reading sequentially all applicable system log files. If at least one
system log file was lost due to an error (if dual system log files are used and both
versions A and B were lost), restart fails; or, even if restart is successful, the database
becomes invalid.

If unload log files have been acquired for those lost system log files, the database can
be recovered by the database recovery utility using the backup copy and the unload log
files.

If no unload log file is available, system log information cannot be used for database
recovery. In such a case, either the database must be restored to the point where the last
backup was made and then the same applications must be re-executed, or the database
must be re-created.

(11) Notes on restart after planned termination
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At a HiRDB restart, HIRDB uses the last synchronization point validated during the

previous session as the system log input start point. If an error occurs in the last valid
synchronization point dump file or status file, the system log input start point may be
moved farther back in time to another valid synchronization point. Figure 1-1 shows
an example of moving back the system log input start point.
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Figure 1-1: Example of moving back the system log input point

h Abnormal
During - Planned —_— termination
HIRDB Synchronization anned Restart  Synchronization
operation point validated terml(rgtlon point validated

Synchro-

nization Error occurs

point dump
file 1
| Recovery of
System log file input start point at the database and
next restart transaction
Explanation

If planned termination is executed between the system log input start point
determined in this manner and the latest system log file, the following must be
noted.

* If'a HiRDB system definition is modified after a planned termination and
prior to restart, the restart will fail. In such a case, restart will fail even if the
HiRDB system definitions are restored later to their status before the planned
termination.

In such a case, normal startup of the unit must be executed forcibly, and then the
database recovery utility (pdrstr) must be executed to recover the database from
its backup copy and unload log files.

(12) Forced termination may result in abnormal termination of unit

If HiRDB is terminated forcibly (by the pdstop -£f command), a HIRDB unit may
terminate abnormally with abort code Polkcrt. This is because a process in critical
status was terminated during forced termination processing. However, this event can
be ignored, because it does not cause any operational problems. Even a process in
critical status terminates immediately during forced termination processing, resulting
in this event. However, such a process is restarted the next time the pdstart
command is entered (the database is recovered from the system log).
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1.8 Reducing the HiRDB startup processing time

Executor: HIRDB administrator

Normally, startup processing of resident processes is executed during HiRDB startup
processing. As the number of resident processes increases, the HIRDB startup
processing time also increases. As a guideline, it takes approximately one second to
start one process in a server machine with a performance rating of about 100 MIPS.

When the system switching facility is used, it may be desirable to consider reducing
the HiRDB startup processing time.

The number of resident processes is determined by the value of the first parameter in
the pd_process_count operand.

(1) Procedure for reducing the startup processing time

(a)

(b)

The second parameter in the pd_process count operand is specified. The following
describes the processing depending on whether or not the second parameter is
specified.

Second parameter not specified (pd_process_count = 500 specified)

All resident processes are started during HiRDB startup processing. In this case,
HiRDB cannot start unless all the resident processes (500 processes in this example)
start successfully. If a server machine with a performance rating of approximately 100
MIPS is used in this example, it takes some 500 seconds to start all the resident
processes during HiRDB startup processing.

Second parameter is specified (pd_process_count = 500,50 specified)

Some resident processes are started during HiRDB startup processing, and the rest are
started after HIRDB startup processing is completed. In this case, HIRDB starts if
some of the resident processes (50 processes in this example) start successfully. If a
100-MIPS server machine is used in this example, it takes some 50 seconds to start the
resident processes during HiRDB startup processing. The remaining resident
processes (450 processes in this example) are started after HIRDB startup processing
is completed.

(2) Example
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Assume that the following system is used:
* One that requires 200 resident processes

e For OpenTP1's SPP (50 processes), one for which processing is executed
concurrently with HiRDB startup processing

System definition
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pd _process count=200,50
Explanation

* 200 is specified in the first parameter as the total number of resident
processes.

* 50 is specified in the second parameter in order to obtain the resident
processes for OpenTP1's SPP immediately after HiRDB startup.

* Inthe case of a HIRDB/Parallel Server, the pd process count operand is
specified in the front-end server definition.

(3) Notes

When this facility is used, the PDCWAITTIME operand's value in the client environment
definition should be evaluated.

Reason

If more UAPs need to execute immediately after HIRDB startup than the value of
the second parameter in pd_process count, their transaction processing will

not be executed until after all the remaining resident processes have been started.
If the value of the PDCWAITTIME operand in the client environment definition is
too small, some of the UAPs may result in timeouts.

For details on the PDCWAITTIME operand, see the manual HiRDB Version 8 UAP
Development Guide.
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Chapter

2. Security Definition

HiRDB provides security features in order to protect databases from damage and
unauthorized use. This chapter describes the security definition procedures.

This chapter contains the following sections:

2.1 About security

2.2 Setting user privileges

2.3 Revoking user privileges

2.4 Setting a referencing privilege for data dictionary tables
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2.1 About security

HiRDB provides security features in order to protect databases from unauthorized
access. The security features are based on the concept of user privileges that prohibit
access to a database by a user who does not have the required privilege.

(1) Types of user privileges
Table 2-1 lists the user privileges.
Table 2-1: User privileges

Type of Description What users who have this Who can grant
user privilege can do this privilege
privilege
H D

DBA This privilege is required in order * QGrant the DBA, CONNECT, and Y Y N
privilege to grant or revoke the DBA, schema definition privileges to

CONNECT, and schema definition other users.

privileges. ¢ Revoke the DBA, CONNECT, and

schema definition privileges of
other users.

* Define schemas for other users.
When a schema is defined, the
schema's owner can define base
tables, view tables, indexes,
abstract data types, foreign

tables,2 foreign indexes,2 stored
procedures, stored functions, and
triggers.

* Drop other users' schemas, base
tables, view tables, indexes,
abstract data types, foreign
tables,2 foreign indexes,2 stored
procedures, stored functions, and
triggers.

¢ Define user mapping.2

* Define and change foreign
servers.2

¢ Define items related to the
connection security facility.

* Connect to HiRDB (has the

CONNECT privilege!).
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Type of Description What users who have this Who can grant
user privilege can do this privilege
privilege
H D S
Audit This privilege must be granted to e Access audit trail tables.> Y N N
privilege auditors. Users with this privilege e Load data into audit trail tables.
set aqdit pri\./ilegefs‘ Whpn tbe ¢ Grant and revoke SELECT
security audit facﬂlty is being privileges for audit trail tables.
used. For details about the N
security audit facility, see 22. * Deleite audit trail tables. .
Using the Security Audit Facility. * Modify the passwords. of auditors.
Users with the audit privilege * Define and delete audit events.
have the following privileges:
e CONNECT privilege!
* Schema definition privilege
CONNECT This privilege is required to use Connect to databases. N Y N
privilege HiRDB. An error results when a
user who does not have the
CONNECT privilege attempts to use
HiRDB.
Schema This privilege isrequired todefine | * Define your own schema. N Y N
definition | aschema. When a schema is defined, the
privilege schema's owner can define base
tables, view tables, indexes,
abstract data types, foreign
tables,2 foreign indexes,2 stored
procedures, stored functions, and
triggers.
* Drop the schema owner's own
schemas, base tables, view tables,
indexes, abstract data types,
foreign tables,” foreign indexes,’
stored procedures, stored
functions, and triggers.
RDAREA | This privilege is required to use a | Create tables and indexes in a private Y Y N
usage private RDAREA, but is not RDAREA.
privilege needed for creating tables and
indexes in public RDAREAs.
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Type of Description What users who have this Who can grant
user privilege can do this privilege
privilege
H D

Access This privilege is required to Access the tables of other users. N N Y
privilege access tables (base tables, view

tables, and foreign tables). There

are four access privilege types; the

types are set at the table level:

SELECT privilege Search for (SELECT) a table.

INSERT privilege Add (INSERT) row data into a table.

DELETE privilege Delete (DELETE) row data from a

table.
UPDATE privilege Update (UPDATE) row data in a table. N N Y
Legend:

H: HiRDB administrator

D: User with DBA privilege

S: Schema owner

Y: Capable of granting privileges

N: Not capable of granting privileges

! The coNNECT privilege is not required for use of the directory server linkage facility.
For details about the directory server linkage facility, see 24. Using the Directory
Server Linkage Facility.

2 These operations are applicable when you are using the HIRDB External Data Access
facility. For details about the HIRDB External Data Access facility, see the manual

HiRDB External Data Access Version 7 Description and User's Guide.

(2) Rela
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3 You cannot add data to or delete data from an audit trail table (INSERT or UPDATE).
tionship to a falsification prevented table

The falsification prevention facility is a security function that is provided in addition
to the table access privileges. When the falsification prevention option (INSERT
ONLY) is specified for a table that is being defined, the defined table becomes a
falsification prevented table.

The objectives and features of falsification prevented tables are as follows:

Objectives




2. Security Definition

* Prevent accidental deletion and updating of data.
* Prevent data from illegal updating and deletion.
Features

* Users with the UPDATE privilege cannot update these tables; even the owners
of these tables cannot update them.

* Users with the DELETE privilege cannot delete from these tables data that has
not reached the deletion prevention time limit; even the owners of these
tables cannot delete such data.

* Users with the INSERT privilege can insert rows into these tables.
* Users with the SELECT privilege can search these tables.

For details about the falsification prevention facility, see the manual HiRDB Version 8
Installation and Design Guide.

(3) Relationship to an audit trail table

HiRDB supports a facility that registers the results of security-related checking into an
audit trail table as an audit trail when an event that accesses a HIRDB resource occurs.
This facility is called the security audit facility. An audit trail table records who
accessed which resource when, and whether or not the security check was successful.
An audit trail table can be used for auditing illegal accesses.

To prevent illegal modification of audit trail tables, the users who are permitted to
operate an audit trail table are limited to those shown in Table 2-2.

Table 2-2: Users who are permitted to operate an audit trail table

Operation on the audit trail table Permitted users
Referencing of data (SELECT) ¢ Auditor
¢ Users who have the SELECT privilege for the
audit trail table
Deletion of data (DELETE and PURGE) Auditor
Addition or modification of data (INSERT or UPDATE) None

For details about the security audit facility, see 22. Using the Security Audit Facility.
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2.2 Setting user privileges

Figure 2-1 shows the procedure for setting user privileges.

Figure 2-1: Procedure for setting user privileges

Grant DBA privilege to the user who manages user privileges.*!
HiRDB administrator's task

Grant the following privileges to users who will create tables:

* CONNECT privilege

» Schema definition privilege

+ RDAREA usage privilege* HIRDB administrator's tasks
or tasks of the user who
manages user privileges

Grant the following privileges to users who will access a table:
* CONNECT privilege

» Access privilege”

#1: This task is required when a user other than a HiRDB administrator manages user privileges.
#2: This privilege is required in order to create tables in a private RDAREA.
#3: Access privilege is required for the table that is to be accessed.

Directory server linkage facility

When the directory server linkage facility is being used, the CONNECT privilege
need be granted. For details about the directory server linkage facility, see 24.
Using the Directory Server Linkage Facility.

Setting the audit privilege
For details about setting the audit privilege, see 22.4.3(1) Register the auditor.

2.2.1 Granting the DBA privilege to users who manage user
privileges
Executor: HIRDB administrator

The GRANT statement, which is a definition SQL statement, is used to grant the DBA
privilege to a user who will manage user privileges. This task is required when the user
who will manage user privileges is not a HIRDB administrator.

Example
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Grant the DBA privilege to the user who will manage user privileges
(authorization identifier: USER001, password: HIRDB0O01):
GRANT DBA TO USERO001 IDENTIFIED BY HIRDBOO1

2.2.2 Granting the CONNECT privilege, schema definition privilege,
and RDAREA usage privilege to users who create tables

Executor: HIRDB administrator or user who manages user privileges (user with
DBA privilege)

The GRANT statement, which is a definition SQL statement, is used to grant the
following privileges to users who will creates tables:

* CONNECT privilege

* Schema definition privilege

* RDAREA usage privilege*
* This privilege is required in order to create tables in private RDAREAs; it is not
required in order to create tables in public RDAREAs.

Example

Grant the CONNECT, schema definition, and RDAREA usage privileges
(RDAREA name: RDAREAO01) to a table creator (authorization identifier:
USER002, password: HIRDB002):

GRANT CONNECT TO USER002 IDENTIFIED BY HIRDB0O02

GRANT SCHEMA TO USER002

GRANT RDAREA RDAREAQO1 TO USER002

(1) Granting a schema definition privilege without using the GRANT statement

A schema can be defined for a user to whom the schema definition privilege is to be

granted. The schema definition privilege is then granted to the user that defined the
schema.

(2) Granting an RDAREA usage privilege without using the GRANT statement

When defining a private RDAREA, " the HIRDB administrator can grantthe RDAREA
usage privilege to that private RDAREA.

* The following utilities and control statements are used:

* Database initialization utility's CREATE RDAREA statement with the USER USED
BY operand specified

* Database structure modification utility's CREATE RDAREA statement with the
USER USED BY operand specified
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(3) Changing a private RDAREA to a public RDAREA

After revoking RDAREA usage privileges to a private RDAREA, use the GRANT
statement, which is a definition SQL statement, to change the RDAREA. For details
about revoking RDAREA usage privileges, see 2.3(4) Revoking RDAREA usage
privileges.

Example

Redefine the private RDAREA named RDAREA02 as a public RDAREA:
GRANT RDAREA RDAREAO2 TO PUBLIC

2.2.3 Granting CONNECT and access privileges to users who
access tables (database)

(1) Granting CONNECT privileges

Executor: HIRDB administrator or user who manages user privileges (user with
DBA privilege)

The GRANT statement, which is a definition SQL statement, is used to grant the
CONNECT privilege to users who will access database tables.

Example

Grant the CONNECT privilege to a user (authorization identifier USER003,
password HIRDB003) who will access tables:
GRANT CONNECT TO USER003 IDENTIFIED BY HIRDBOO3

(2) Granting access privileges
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Executor: Table owner

The GRANT statement, which is a definition SQL statement, is used by a table's owner
to grant access privileges to users who will access the table.

Example 1

Grant only the SELECT privilege for a table

(authorization-identifier.table-identifier USER002 . T001) to a user (authorization

identifier USER004) who is to be permitted only to make retrievals from the table:
GRANT SELECT ON USER002.T001 TO USER004

Example 2

Grant the SELECT and UPDATE privileges for a table

(authorization-identifier.table-identifier USER002 . T001) to a user (authorization

identifier USER005) who is to be permitted to retrieve and update the table:
GRANT SELECT,UPDATE ON USER002.T001 TO USER005

Example 3



Grant the SELECT, UPDATE, and INSERT privileges for a table

2. Security Definition

(authorization-identifier.table-identifier USER002.T001) to a user (authorization
identifier USER006) who is to be permitted to retrieve, update, add to, and delete

the table:

GRANT ALL ON USER002.T001 TO USERO006

Notes

1. A table owner can grant to another user only the access privileges to that
table that the owner has been granted. Table 2-3 lists the access privileges

granted to a table owner.

2. A table owner cannot grant to another user access privileges to a view table

that was defined from a table that belongs to a different user.

Table 2-3: Table owner's access privileges

Type of table Table owner's access Can provide
privileges access
privileges?

Base table All access privileges Yes
Foreign table All access privileges Yes
Read-only view table defined from a base table or foreign | SELECT privileges Yes
table that belongs to the user!
Updatable view table defined from a base table or foreign | All access privileges Yes
table that belongs to the user?
Read-only view table defined from a base table or foreign | SELECT privileges No
table that belongs to another user'?
Updatable view table defined from a base table or foreign | All access privileges the user No

table that belongs to another user??

has for base tables or foreign
tables

Legend:

Yes: The user can grant and revoke the access privileges of other users.

No: The user cannot grant or revoke the access privileges of other users.

Note

You can grant to other users only those access privileges to a foreign table that
you have for the base table of that foreign table (table at a foreign server). If you
attempt to grant access privileges you do not have, an error results.

LA read-only view table is a view table for which any of the following information is
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specified in the view definition:

* DISTINCT, set function, literal, or arithmetic operation is specified in the SELECT
clause.

* The same base table column or foreign table column is specified in the SELECT
clause more than once.

¢ Tables are joined.
* GROUP BY clause is specified.
* HAVING clause is specified.

* READ ONLY clause is specified.

2 An updatable view table is a view table to which the read-only attribute is not
assigned.

3 To define a view table from a table that belongs to another user, you must have
SELECT privileges for that table.
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2.3 Revoking user privileges

(1) Revoking DBA privileges
Executor: HiIRDB administrator

The REVOKE statement, which is a definition SQL statement, is used to revoke the
DBA privilege.

Example

Revoke the DBA privilege of the user who manages user privileges (authorization
identifier: USER001):
REVOKE DBA FROM USEROO0O1

(2) Revoking CONNECT privileges

Executor: HIRDB administrator or user who manages user privileges (user with
DBA privilege)

The REVOKE statement, which is a definition SQL statement, is used to revoke the
CONNECT privilege.

Example

Revoke the CONNECT privilege of the user whose authorization identifier is
USERO003:
REVOKE CONNECT FROM USERO003

(3) Revoking schema definition privileges

Executor: HIRDB administrator or user who manages user privileges (user with
DBA privilege)

The REVOKE statement, which is a definition SQL statement, is used to revoke the
schema definition privilege.

Example

Revoke the schema definition privilege of the user whose authorization identifier
1S USER002:
REVOKE SCHEMA FROM USER002

Note

The schema definition privilege of a user who has defined a schema cannot be
revoked. When a schema definition privilege is to be revoked, a check should be
made to ensure that no schema has been defined by that user.
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(4) Revoking RDAREA usage privileges

Executor: HIRDB administrator or user who manages user privileges (user with
DBA privilege)

The REVOKE statement, which is a definition SQL statement, is used to revoke the
RDAREA usage privilege.
Example

Revoke the RDAREA usage privilege for the RDAREA named RDAREAO1 of the
user whose authorization identifier is USER002:
REVOKE RDAREA RDAREA(O1 FROM USERO0O02

Note

The RDAREA usage privilege of a user who has defined a table or index in the
specified RDAREA cannot be revoked. When an RDAREA usage privilege is to
be revoked, a check should be made to ensure that no table or index has been
defined in the RDAREA by that user.

(5) Revoking access privileges
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Executor: Table owner

The REVOKE statement, which is a definition SQL statement, is used to revoke access
privileges.
Example
Revoke the DELETE privilege for a table (authorization-identifier.table-identifier
USER002.T001) that was granted to the user with authorization identifier

USERO004:
REVOKE UPDATE ON USER002.T001 TO USER004

Note

When the SELECT table access privilege is revoked, all the user's view tables
defined from that table are deleted.
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2.4 Setting a referencing privilege for data dictionary tables

Executor: HIRDB administrator

To enhance system security, you can set a reference privilege for data dictionary tables
in order to restrict access to the data dictionary tables. You set the reference privilege
for data dictionary tables by specifying 1imited in the following utility control

statements:

* Database initialization utility: dicinf operand of define system statement

* Database structure modification utility: dicinf operand of alter system

statement

Table 2-4 shows the relationship between the dicinf operand value and the data

dictionary tables that can be referenced.

Table 2-4: Relationship between the dicinf operand value and the data
dictionary tables that can be referenced

Data dictionary table

dicinf operand value

limited unlimited
DBA Auditor General users
privilege
holders
SQL_PHYSICAL FILES All All Table information about HIRDB All
files that comprise RDAREAs for
which the general user has usage
privileges.
SQL_RDAREAS All All Table information about RDAREASs All
for which the general user has usage
privileges.
SQL_TABLES Alll Alll Table information about tables for All
which the general user has access
privileges.
SQL_COLUMNS Alll Alll Table information about columns in All
tables for which the general user has
access privileges.
SQL_INDEXES Alll Alll Table information about indexes for All
tables for which the general user has
access privileges.
SQL_USERS All All None None
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Data dictionary table

dicinf operand value

limited unlimited
DBA Auditor General users
privilege
holders
SQL RDAREA PRIVILEGES All All Table information about RDAREAs All
for which the general user has access
privileges.
SQL_TABLE_PRIVILEGES Alll Alll Table information about tables for All
which the general user has access
SQL_DIV_TABLE Al Alll privileges. All
SQL_INDEX COLINF Alll Al Table information about indexes for All
tables for which the general user has
access privileges.
SQL_TABLE STATISTICS All All Table statistical information about All
tables for which the general user has
access privileges.
SQL COLUMN_STATISTICS All All Column statistical information about All
tables for which the general user has
access privileges.
SQL_INDEX STATISTICS All All Index statistical information about All
tables for which the general user has
access privileges.
SQL_VIEW TABLE USAGE All All Table information about view tables All
for which the general user has access
SQL VIEWS All All privileges. All
SQL_DIV_INDEX Alll Alll Table information about indexes for All
tables for which the general user has
access privileges.
SQL_DIV_COLUMN All2 All? Table information about tables for All
which the general user has access
privileges.
SQL_REFERENTIAL CONSTRAI All All Constraint information about tables All
NTS for which the general user has access
privileges.
SQL_ALIASES All All All All
SQL_ROUTINES All All All All
SQL_ROUTINE RESOURCES All All All All
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Data dictionary table

dicinf operand value

limited unlimited
DBA Auditor General users
privilege
holders

SQL_ROUTINE_ PARAMS All All All All
SQL_DATATYPES All All All All
SQL_DATATYPE DESCRIPTORS All All All All
SQL_TABLE RESOURCES All All All All
SQL_PLUGINS All All All All
SQL_PLUGIN ROUTINES All All All All
SQL_PLUGIN_ROUTINE_ PARAM All All All All
S
SQL_REGISTRY All All All All
SQL_INDEX TYPES All All All All
SQL_INDEX DATATYPE All All All All
SQL_INDEX FUNCTION All All All All
SQL_TYPE RESOURCES All All All All
SQL_INDEX RESOURCES All All All All
SQL_INDEX TYPE FUNCTION All All All All
SQL_EXCEPT Al Alll Table information about indexes for All

tables for which the general user has

access privileges.
SQL_FOREIGN SERVERS All All Table information about foreign All

servers that can be accessed.
SQL_USER_MAPPINGS All All Table mapping information given to All

the general user.
SQL_IOS_GENERATIONS All All All All
SQL_PARTKEY All All Table information about tables for All

which the general user has access
privileges.
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Data dictionary table dicinf operand value
limited unlimited
DBA Auditor General users
privilege
holders

SQL_PARTKEY DIVISION All All Table information about tables for All

which the general user has access

privileges.
SQL_TRIGGERS All All Table information about triggers All

defined by the general user.
SQL_TRIGGER_ COLUMNS All All All
SQL_TRIGGER DEF SOURCE All All All
SQL_TRIGGER_USAGE All All All
SQL_AUDITS None All None None
SQL_KEYCOLUMN_ USAGE All All Table information about tables for All

which the general user has access
SOL_TABLE CONSTRAINTS All All privileges. All
SQL_CHECKS All All All
SQL_CHECK COLUMNS All All All
SQL_DIV_TYPE All All All
SQL_SYSPARAMS All All None None

All: All columns can be referenced.

None: No columns can be referenced.
! The base table of the data dictionary table cannot be referenced.

2 The base table of the data dictionary table can also be referenced.
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Chapter

3. Handling System Log Files

This chapter describes the procedures for handling the system log files.

This chapter contains the following sections:

3.1
3.2
33
34
3.5
3.6
3.7
3.8
3.9

Basics

Unloading the system log

Operating without unloading the system log
Releasing checking of unload status
Procedures for manipulating system log files
Status changes of system log files

Changing the system log file record length
Using the automatic log unloading facility
Monitoring the free area for system log files
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3.1 Basics

This section provides an overview of the system log files. The user must understand
system log files before actually handling them.

(1) System log is used for error recovery and tuning information

Information about the updates made to the database (system log information) is stored
in a system log file. This system log information is used for the following purposes:

e IfHiRDB or a UAP terminates abnormally, HIRDB uses the system log to recover
the database and transactions.

e Ifan error occurs in the database, the HIRDB administrator uses the system log in
conjunction with the database recovery utility to recover the database. The system
log provides the input to the database recovery utility.

*  When the HiIRDB administrator performs system tuning, the system log is used
as the input information for this tuning (input to the statistics analysis utility).

(2) HIRDB manages the system log files by status
HiRDB manages system log files according to the statuses listed in Table 3-1.
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Table 3-1: System log file statuses

Status Description
Current File to which the system log is being output. There is always only one file in this status.
Standby File that is not currently the target file for output of the system log, but is available to be
(swappable) swapped in as the current file when any of the following occurs:

o The existing current file reaches its capacity

e An error occurs in the existing current file

o The pdlogswap command is entered

All of the following conditions must be applicable to a file in this status.

Overwrite enabled Status of a file that does not include the system log required for
full system recovery (system log corresponding to the
synchronization point dumps for the number of
guaranteed-valid generations).

Unload completed Status of a file whose acquired system log has been unloaded
to an unload log file.

Extraction completed Status of a file for which the HIRDB Datareplicator on the

state (HiIRDB source machine has completely read the system log. This

Datareplicator) status is applicable only when the HIRDB Datareplicator is
being used. With HiRDB, the extraction status is checked
when a synchronization point dump is acquired. In other
words, the extraction completed status results when the
HiRDB Datareplicator on the source machine has completely
read the system log and synchronization points have been
generated.

Overwriting permitted Status of a file that does not include the system log required for

status for online update processing. This status is applicable when updatable

reorganization (HiRDB online reorganization is being performed.

Staticizer Option)

Standby File to which the system log will not be output (file that will not become the current file).
(unswappable) The current file is in post-swapping status. One of the following conditions must be satisfied

for this status to result.

Overwrite disabled state

Status of a file that includes the system log required for full
system recovery (system log corresponding to the
synchronization point dumps for the number of
guaranteed-valid generations).

Unload wait state

Status of a file whose acquired system log has not been
unloaded to the unload log file.

Extracting status (HiRDB
Datareplicator)

Status of a file for which the HIRDB Datareplicator on the
source machine has not completely read the system log
(unread data remains). This status is applicable only when the
HiRDB Datareplicator is being used.

53




3. Handling System Log Files

Status Description

Overwriting denied status | Status of a file that includes the system log required for update
for online reorganization processing. This status is applicable when updatable online

(HiRDB Staticizer reorganization is being performed.
Option)
Reserved File to which the system log will not be output.

(3) HiRDB administrator's task

System log information is output during HiRDB operation. When one system log file
is filled, the output destination is changed to another file whose status makes it a
swappable target. When this happens, the current file is placed in unswappable target
status and the selected swappable target file becomes the current file. This is called
system log file swapping. Thus, the status of system log files changes during HiRDB
operation.

The HiRDB administrator must operate the system log files so that a swappable file
always exists. If file swapping is needed, but there are no swappable files available,
HiRDB (the unit for a HIRDB/Parallel Server) terminates abnormally.

HiRDB provides a function for monitoring the free area for system log files. For details
about this function, see 3.9 Monitoring the free area for system log files.

(4) Status changes of system log files

When HiRDB is operating, the status of the system log files changes as described
below. It is assumed here that updatable online reorganization of the HIRDB Staticizer
Option is not being used, which means that system log files will not be in overwriting
permitted status for online organization or overwriting denied status for online
reorganization. For details about the statuses of system log files when updatable online
reorganization is being used, see the HiRDB Staticizer Option Version 7 Description
and User's Guide.

(a) HiRDB is started normally

When HiRDB is started normally, all system log files for which ONL is specified with
the pdlogadfg -d sys operand are opened. Of the opened files, the first file that
was specified in the pdlogadfg operand becomes the current file, and the other
opened files are placed in swappable target status. The files that did not open because
of an opening error and files for which ONL was not specified are placed in reserved
status. When HiRDB is restarted, the current file that was in effect during the previous
session is inherited.
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(c)
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Current

Outputof __ J
system log

information <™
mormation €3 Swappable target

+ Overwrite enabled
* Unload completed
« BExtraction completed status

Server

File status changes when system log files are swapped

When the current file becomes full, the output destination changes to a file in
swappable target status; i.e., system log files are swapped. When this happens, file
status changes as follows:

O Unswappable target

* Overwrite disabled
¢ Unload wait
* Bxtracting status

log01

Server
Y

log02 Current

Output of
system log
information

File status changes when a synchronization point dump is validated

When system log files are swapped, HIRDB executes synchronization point dump
validation processing. Once the synchronization point dumps have been validated, the
system log information collected prior to this validation processing is no longer needed
for a HiRDB restart. When none of the system log information stored in the file is
needed, the file status changes from overwrite disabled to overwrite enabled.

If a transaction is executing during synchronization point dump validation processing,
the synchronization point dump will not be validated until the transaction has
terminated.
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(d)

(e)

[~——"] Unswappable target

» Overwrite disabled —————= Overwrite enabled
¢ Unload wait

« Bxtracting status

Server o

Current

Output of
system log
information

File status changes when system log information is unloaded or a
system log file is released

The HiRDB administrator executes the operations described here.

When the pdlogunld command is executed to unload the system log information
contained in a file that is in unload wait status, the file status changes from unload wait
to unload completed. The system log information that is unloaded here can be used if
it is necessary to recover the database.

If the system is being operated without unloading system log information and the
pdlogchg -z command is executed to release a system log file, the file's status
changes from unload wait to unload completed.

~———— Unswappable target
+ Overwrite enabled
log01 « Unload wait ———>  Unload completed
* BExtracting status

Server o

Current

Output of
system log
information

File status changes when HiRDB Datareplicator at the extracted side
completes extraction of system log information

When HiRDB Datareplicator at the extracted side completes extraction of system log
information, the file's status changes from extracting status to extraction completed
status.
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O Unswappable target

* Overwrite enabled
¢ Unload completed

« Extracti tat : Extraction
- / racting status completed status

Server
D

log02

log01

Current

Output of
system log
information

Note

HiRDB checks the extraction status each time it acquires a synchronization point
dump. A system log file is placed in extraction completed status at the next
synchronization point after the system log has been read in its entirety by HIRDB
Datareplicator at the extracted side.

(f) File is then placed in swappable target status

Because the file is now in the following statuses, it changes from being an
unswappable target to a swappable target:

* Overwrite enabled
* Unload completed
* Extraction completed status

The HiRDB administrator must handle the system log files in such a manner that there
is always an available swappable target.

-

logO1 Swappable target

Server
Y

log02 Current

Output of
system log
information

(5) Selecting a system log file handling method

There are different methods for handling the system log files, as shown in Table 3-2.
The HiRDB administrator must select one of these methods.
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Table 3-2: System log file handling methods

Operation Handling method Database recovery procedure
System log Any file in unload wait status must be The database is recovered from a backup
unloading” unloaded. and unload log files.

For details, see 3.2 Unloading the system | The database can be restored to the point at
log. which the backup was made or to any
synchronization point since the backup was
made.
Without unloading the | Any file in unload wait status is released | The database is recovered from a backup
system log (there is no need to unload it). and the system log information acquired
Backups must be made at each server. since the backup was made.
For details, see 3.3 Operating without The database can be restored to the point at
unloading the system log. which the backup was made or to any
synchronization point since the backup was
made.
Releasing check of Because there are no files in unload wait | The database is recovered from a backup.

unload status

status, there is no need to unload system
log files.

For details, see 3.4 Releasing checking of
unload status.

The database can be restored only to the
point at which the backup was made.

* If the system switchover facility is being used, create an unload log file on a shared
disk (character special file).

When an unload log file is created as a regular file, it must be shared by the primary
and secondary systems. Therefore, in the case of HP-UX, JFS must be installed.

(6) When an error occurs in a system log file

For details on how to handle errors in system log files, see /8.6 Handling of system log
file errors.

Frequently asked questions concerning system log file error handling procedures are

answered in Q&A format in 4.1 System log files.

(7) Commands used to manipulate system log files

Table 3-3 lists the commands that are provided for manipulating system log files.
These commands are used by the HIRDB administrator.

Table 3-3: Commands used to manipulate system log files

Command Description
pdloginit Initializes a system log file.
pdlogls Displays information about a system log file
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Command Description
pdlogunld * Unloads the contents of a system log file into an unload log file
* Changes the system log file's status from unload wait to unload completed
pdlogchg Forcibly places a system log file in the following statuses:
* Unload completed
* Extraction completed status
pdlogswap Swaps system log files; places the current file in unswappable target status.
pdlogopen Opens a system log file.
Places a reserved file in overwrite enabled status.
pdlogcls Closes a system log file.
Places an overwrite enabled file in reserved status.
pdlogrm Deletes a system log file.
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3.2 Unloading the system log

Executor: HIRDB administrator

The pdlogunld command is used to unload into an unload log file the information
needed for database recovery. In the event of an error in the database, the database
recovery utility uses this unload log file to recover the database.

The HiRDB administrator must ensure than any file in unload wait status is unloaded.
Automatic log unloading facility

Normally, an unload log file is created by using the pdlogunld command to
unload the system log files. This process can be automated by using the automatic
log unloading facility. For details on the automatic log unloading facility, see 3.8
Using the automatic log unloading facility.

Note

If the system switchover facility is being used, create an unload log file on a
shared disk (character special file).

When an unload log file is created as a regular file, it must be shared by the
primary and secondary systems. Therefore, in the case of HP-UX, JFS must be
installed.

3.2.1 HiRDB/Single Server

Database recovery in the event of an error

If an error occurs in the database in the operating environment in which system
logs are unloaded, the database is recovered from a backup copy and the unload
log files that contain system log information collected since the backup was made.
For details on the database recovery procedure, see /9. Database Recovery
Procedures.

Example

Figure 3-1 shows the procedure for unloading a system log at a HIRDB/Single
Server.
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Figure 3-1: Procedure for unloading a system log (HiRDB/Single Server)

System log unloading
operation

YES

Make backup?

Check the file status when the system
log files are swapped.

Unload the system log.

Check the status of the system log file.

Swap the system log files.

Make backup.

Check the status of the system log file.

Unload the system log.

Notes

! The numbers to the left of the process boxes correspond to the paragraph
numbers of the explanations on the following pages. For example, step 5 is
explained in paragraph (5) below.

2 Perform Steps 1 to 3 each time system log file swapping occurs.
(1) Check the file status when the system log files are swapped

When a system log file becomes full, it is swapped with another file. When system log
file swapping occurs, the KFPS01221-1 and KFPS01222 -1 messages are output to

the message log file and the syslogfile. The pdlogls command can be used to check
the status of the system log file:

pdlogls -d sys
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Unswappable target
* Overwrite disabled
logO1 ¢ Unload wait

Current

Outputof .~
Single server | system log

log03 Swappable target

log04 Swappable target

Explanation

Because the 10g01 file has been filled with the system log, the system log output
destination changes from 10g01 to 1og02 (the system log files are swapped). As
aresult, 1og01 is placed in the following statuses:

* Overwrite disabled
* Unload wait
(2) Unload the system log
Use the pdlogunld command to unload the file (Log01) that is in unload wait status.

pdlogunld -d sys -g log0l -o /unld/unldlog0l

(3) Check the status of the system log file
The pdlogls command is used to check the status of the system log file (1og01):

pdlogls -d sys
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Single server

Explanation

Output of
system log

Unswappable target
* Overwrite disabled
¢ Unload wait

Current

Swappable target

Swappable target

3. Handling System Log Files

Swappable target
——— + Qverwrite enabled

* Unload completed

* Once the system log has been unloaded, the file status changes from unload
wait to unload completed.

*  When the system log files are swapped, synchronization point dump
validation processing is executed. When the synchronization point dumps
have been validated, the file status changes from overwrite disabled to
overwrite enabled.

* Asaresult, the file status changes from unswappable target to swappable
target.

Important

If system log file swapping occurs when there is no file in swappable target status,
the HiIRDB/Single Server terminates abnormally. For this reason, the HIRDB
administrator must ensure that there is always available a file in swappable target
status. When there are no files in swappable target status, HIRDB outputs the
KFPS01224-I message to the message log file and to the syslogfile.

(4) Swap the system log files

Before a backup copy is made, the pdlogswap command is used to swap the system
log files. System log files are swapped in order to physically separate the system logs
needed for database restoration. The system log files storing the system log

information needed for database restoration are those that become primary from this

point on.
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pdlogswap -d sys -w

(5) Make a backup
The pdcopy command (database copy utility) is used to back up all RDAREAs:

pdcopy -m /rdarea/mast/mast0l -M r -a -b /pdcopy/backup0l

Explanation
-m: Specifies the name of the first HiRDB file in the master directory RDAREA.
-M: Specifies the backup acquisition mode (r or s).
-a: Specifies that all RDAREAs are to be backed up.
-b: Specifies the name of the backup file.
Important

If the backup copy made in this step is used subsequently to recover the
RDAREAs, the unload log files containing system log information subsequent to
this current file are used as input to the database recovery utility.

(6) Check the status of the system log file
The pdlogls command is used to check the status of the system log file:

pdlogls -d sys
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Single server

Outputof \
system log

log04

(7) Unload the system log

Swappable target

Unswappable target
* Overwrite enabled
¢ Unload wait

Current

Swappable target

3. Handling System Log Files

Use the pdlogunld command to unload the file (Log02) that is in unload wait status.

pdlogunld -d sys -g log02 -o /unld/unldlog02
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3.2.2 HiRDB/Parallel Server

66

Database recovery in the event of an error

If a database error occurs in the operating environment in which system logs are
unloaded, the database is recovered from a backup copy and the unload log files
that contain system log information collected since the backup was made. For
details on the database recovery procedure, see 19. Database Recovery
Procedures.

System log for a front-end server

System log information for a front-end server need not be unloaded because it is
not required for database recovery. The specification

pd_log unload check=N in the front-end server definition releases checking
of system log file unload status for the front-end server. This eliminates the need
to unload the front-end server's system log file. When

pd_log unload check=N is not specified, one of the following actions must

be taken for a file in unload wait status at the front-end server:

* Execute the pd1ogunld command to unload the system log information and
place the file in unload completed status

* Execute the pdlogchg command to forcibly change the file's status to
unload completed

Example

Figure 3-2 shows the procedure for unloading a system log at a HiRDB/Parallel
Server.
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Figure 3-2: Procedure for unloading a system log (HiRDB/Parallel Server)

System log unloading
operation

Make backup?

1. | Check the file status when the system
log files are swapped.

Swap the system log files.

Make backup.

Check the status of the system log file.

Unload the system log.

2.
Unload the system log. |
3.
Check the status of the system log file. |
Notes

! The numbers to the left of the process boxes correspond to the paragraph
numbers of the explanations on the following pages. For example, step 5 is

explained in paragraph (5) below.

2 Perform Steps 1 to 3 each time system log file swapping occurs.
(1) Check the file status when the system log files are swapped

When a system log file becomes full, it is swapped with another file. When system log
file swapping occurs, the KFPS01221-1 and KFPS01222 -1 messages are output to
the message log file and the syslogfile. The pdlogls command can be used to check

the status of the system log file:

pdlogls -d sys -s besl
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Unswappable target
* Overwrite disabled
logO1 ¢ Unload wait

Current

Back-end Outputof . ______~
system log

server
-

log03 Swappable target

log04 Swappable target

Explanation

Because the 10g01 file has been filled with the system log, the system log output
destination changes from 10g01 to 1og02 (the system log files are swapped). As
aresult, 1og01 is placed in the following statuses:

* Overwrite disabled
* Unload wait
(2) Unload the system log
Use the pdlogunld command to unload the file (Log01) that is in unload wait status.

pdlogunld -d sys -s besl -g log0l -o /unld/unldlog0l

(3) Check the status of the system log file
The pdlogls command is used to check the status of the system log file (1og01):

pdlogls -d sys -s besl
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Unswappable target Swappable target
* Overwrite disabled ——— + Qverwrite enabled
* Unload wait * Unload completed

Current

Back-end Outputof ~___

system log
server o

log03 Swappable target

log04 Swappable target

Explanation

* Once the system log has been unloaded, the file status changes from unload
wait to unload completed.

*  When the system log files are swapped, synchronization point dump
validation processing is executed. When the synchronization point dumps
have been validated, the file status changes from overwrite disabled to
overwrite enabled.

* Asaresult, the file status changes from unswappable target to swappable
target.

Important

If system log file swapping occurs when there is no file in swappable target status,
the unit terminates abnormally. For this reason, the HIRDB administrator must
ensure that there is always available a file in swappable target status. When there
are no files in swappable target status, HIRDB outputs the KFPS01224-1
message to the message log file and to the syslogfile.

(4) Swap the system log files

Before a backup copy is made, the pdlogswap command is used to swap the system
log files; in this example, the system log file for a back-end server (bes1) is swapped
because the RDAREAS in bes1 are to be backed up.

System log files are swapped in order to physically separate the system logs needed for
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database restoration. The system log files storing the system log information needed
for database restoration are those that become primary from this point on.

pdlogswap -d sys -s besl -w

(5) Make a backup

The pdcopy command (database copy utility) is used to back up in units of servers:

pdcopy -m /rdarea/mast/mast0l -M r -s besl -b /pdcopy/backup0l

Explanation
-m: Specifies the name of the first HiRDB file in the master directory RDAREA.
-M: Specifies the backup acquisition mode (r or s).
-s: Specifies that all RDAREAS on back-end server bes1 are to be backed up.
-b: Specifies the name of the backup file.

Important

If the backup copy made in this step is used subsequently to recover the
RDAREAs, the unload log files containing system log information subsequent to
this current file are used as input to the database recovery utility.

(6) Check the status of the system log file

The pdlogls command is used to check the status of the system log file at the
back-end server (bes1):

pdlogls -d sys -s besl
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logO1 Swappable target

Unswappable target
* Overwrite enabled
¢ Unload wait

Back-end ~—
server

Current

Outputof \__
system log

log04 Swappable target

(7) Unload the system log

Use the pdlogunld command to unload the file (Log02) that is in unload wait status.

pdlogunld -d sys -s besl -g log02 -o /unld/unldlog02
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3.3 Operating without unloading the system log
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Executor: HIRDB administrator

When the system operating environment requires unloading of system log files, a filled
system log file must be unloaded in timely fashion in order to be prepared for the
possibility of a database error. This operating environment requires high CPU and
input/output workload and complex actions by the HiRDB administrator.
Alternatively, the database can be recovered from an error by using system log
information as input to the database recovery utility without having to unload the
system log. This operating environment is called operation without unloading the
system log. Operation without unloading the system log has the following advantages.

Advantages

* Because it is not necessary to unload system log information, the CPU and
input/output workload are reduced and the HiRDB administrator's
responsibilities are simplified.

* There is no need to provide disk space for storing unload log files.

e The HiRDB administrator does not need to unload files that are in unload
wait status. However, the database must be backed up periodically, and the
obtained log point information file must be used to release the system log
files.

Log point concept
Operating without unloading the system log employs the log point concept.

When a database is to be recovered from an error, system log information
obtained before a backup of the database was made is not needed. The point
separating the needed system log information from the unneeded system log
information is called a log point. A log point is set when a backup is made by the
database copy utility.

When a log point is set during the backup operation by the database copy utility,
the log point information shown in Figure 3-3 is output to the log point
information file. This information is used to release the system log files.
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Figure 3-3: Log point information

# The Log Point Information
system_id = aaaa see 1.
unit_id = bbbb see 2
type =cce see 3.
server_name = dddddddd see 4
server_runit = Oxeeeeeeee see 5
log server_runit = Oxffffffff cee B
filegroup = 99999999 s T
generation = Oxhhhhhhhh sees 8.
block = Oxiiiiiiii see 9
header_write_counter = Oxjjiiiiii e+ 10.
header_write_time = Oxtkkkkkkkk eee 11,
Explanation:
1. HiRDB identifier
2. Unit identifier
3. Type of log
4. Name of server at which log was acquired
5. LAN-ID of server at which log was acquired
6. LAN-ID of log server that set the log point information
7. Name of first file group that contains log information following the log point
8. Generation number of first file group that contains log information following

the log point
9.  Number of first block that contains log information following the log point
10. Number of times header was updated during allocation of the current file
11. Usage begin time
3.3.1 HiRDB/Single Server
Backup acquisition units

A backup is made of the entire system (all RDAREASs). The obtained log point
information file is used to release the system log files.

Backup acquisition interval
A backup should be made daily at a specified time.

The backup acquisition interval depends on the system log file size; the larger the
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system log file size, the longer the backup acquisition